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INTROBUCHON (li) 

One of the greatest challenges the United States fkces in the ongoing confici 

^ ^ ^ H s finding operaiives of the anemy Aa this Court is swars, or» of the rnost .significa: 

tools thst the U-S, Govemmeut can 'ose to accomnlish that task is metadata analvsis. Under 

anion and Order, No. PRUT j, snu 

metadata in bulk from electronic communications and applying sophisticated analytic tools to 

identify-and u n d ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ J 'The attached Application seeks this Court's authorization 

to collect in bulk: certain business 

records—call detail records, or "telephony metadata''—so that the N3A may use these same 

analytic tools to identify and find operatives o f ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ J (7S//SI/,'>i7) 

The attached Application for business records is mads pursuant to title V of the Foreign 

Imeliigencs Surveillance Act, 5QU.S.C. § 1351 et seq., as amended, ".Access to Certain Business 

Records for Foreign Intelligence Purposes," to capitalize upon the unique opportunities the 

United States has for identifying communications o f ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ c e collection 

sought here "ill make possible a potentially powerful tool that the Government das to discover 

enemy -communications: metadata analysis. For telephone calls, metadata essentially consists of 

routing information thai includes the telephone number of the calling party, the telephone 

number of the called party, and the dais, time and duration of the call It does not Include the 

substantive content of the communication or the name, address, or financial information of a 

subscriber or customer. Relying solely on such metadata, the Government can analyze the 

contacts made by a telephone number reasonably suspected to be associated with a terrorist, and 
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relevant, nothing in title V of FISA demands thai a. request for the producdoa of "any tangible 

that "ill actually be terrorist-related, the business records request detailed in the Application 

defense of the Nation in wartime from- attacks thai may take thousands of lives. On the other 

side of the balance, the intrusion is minimal. As the Supreme Court has held there is no 

intrusion is further reduced because only data connected to telephone numbers reasonably 

suspected to be terrorist-associated will ever' be viewed by any human being. Indeed, only a tiny 

fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records 

collected actually will be seen by a trained NSA analyst Under the procedures the Government 

will apply, metadata reflecting the activity of a particular telephone number will only be .seer, by 

a human analyst if a computer search has established a connection to a terrorist-associated 

telephone number. (TS//SL',1>tF) • 

'The Application is completely consistent with this Court's ground breaking and 

innovative decision i n ^ ^ ^ ^ ^ ^ ^ ^ n In that case, Court -authorized the 

installation and use of pen registers and trap and trace devices to collect bulk e-mail metadata 

The Court found that all of !£the information likely to be 
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international terrorism." 50 U.S.C. § 25-54. The Court scpiained 

cercemase ci unreiateo cox Hiicatic-ns—13 nsceasarv tn ii* v ine mucn smaller mmosr of 

mmumcauons,'' let at 43. Moreover, -as was the case u 

joiication promotes both ot tie • Us ox r ü A ' mciirtanns tne iorasa-icteiliSHics 

>D action needed to protect American lives while 

to saiesuarü American: 

BACKGROUND (I 

A. The. AI Qaeda Tlxreat (§} 

On September 11. 2001, the ai Qaeda terrorist network launched a set of coordinated 

attacks along the East 'Coast- of the United States. Four commercial jetliners, each carefully 

selected to be fully loaded with fuel for a transcontinental Sight, were hijacked by ai Qaeda 

operatives. Two of the jetliners were targeted at the Nation's financial center in New York and 

were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted 

at the headquarters of the Nation's Armed Forces, the Pentagon. The fourth was apparently 

headed toward Washington, D.C., when passengers struggled with the hijackers and the plane 

crashed in Shaaksvilie, Pennsylvania 'The intended target of this fourth jetliner was evidently 

the White House or the Capitol, strongly suggesting that its intended mission was to strike a 

•direct blow at the leadership of the Government of the United States. Tne attacks of September 

1-lth resulted m approximately 3,000 deaths—the highest single-day death toll from hostile 

foreign attacks in the Nation's history. These attacks shut down air travel in the United States, 
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dispiptsd the Nation's financial markets and government operations, and caused billions of 

dollars is damage to the economy. (U) 

Before the September 11th. attacks, al Qaeda had promised to attack the United States. In 

1998, Osama bin Laden declared a "religious" war against the United States and urged that it 

Statement of Osama bin Laden Ay—an al-Zawainri, s$ al., Fatwah Urging Jihad Against 

Americans, published in Al-Quds al-'Arabi (?efe. 23, 1998) ("To kill the Americans and their 

ailies—civilians and military—is an individual duty for every Muslim who can do it in any 

country in.which it is possible to do it, in order to liberate the ai-Aqsa Mosque and the hoiy 

mosqus from their grip, and in order for their armies to move out of all the lands of Islam, 

defeated and 'unable to threaten any Muslim."). Al Qaeda carried out those threats with a 

vengeance; they attacked the U.S.S. Cole in Yemen, the United States Embassy in Nairobi, and 

finally the United States itself in the September 11th attacks. (U) 

It is clear that al Qaeda is not contact with the damage it wrought on September 11th 

Just a few months ago, Osama bin Laden pointed to "tbs explosions that.... have takein] place 

in the greatest European capitals" as evidence that ::the mujahideen . . . have been able to break 

through ail the security measures taken b f the United States and its allies. Osama bin Laden, 

audiotape released on Al-Jazeera television network (Federal Bureau of Investigation trans., Jan. 

19, 2006). He warned thai '"the delay of [sic] inflicting similar operations in America has not Jt 

been due to any impossibility of breaking through your security measures^] for those operations 

are underway and you will see them in your midst as .soon as they are dene." Id Several days 

later, bin Laden's deputy, Ayman ai-ZawahuL warned than the American people are destined for 

"a future colored by blood, the smoke of explosions and the shadows of terror." Ayman al-
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Zawahiri, videotape released on the Ai-Jazeera television network (Jan. 30, 2006). These'recem 

threats were just the latest in a series-of warnings since September 11th by al Qaeda leaders who 

nave repeatedly promised to deliver another, even more devastating attack on America. .See. e,g., 

Osama bin Laden, videotape released on Ai-Jazeera television network (Oct 24, 2004) (warning 

United States citizens of further attacks aim asserting that "your security, is in your own hands'"); 

Osama bin Laden, videotape released on Ai-Jazeera television network (Oct 18, 2003) ('""We, 

God willing will continue to nght you and will continue martyrdom operations inside and 

outside the United States . . . T); Ayman ai-Zavvahiri, videotape released on the Ai-Jazeera • 

television network (Oct. 3, 2002) ("I promise you [addressing the 'citizens'of the United States1] 

that the Islamic youth -are preparing for you what will nil your hearts with horror"). As recently 

as'December 7, 2005. ai-Zawahiri -professed that al Qaeda "is spreading,, growing and becoming 

stronger," and thai al Qaeda is :£waging a .great historic battle in Iraq, Afghanistan, Palestine, and 

even in the Crusaders' own homes." Ayman al-Zawahiri, videotape released on Al-Jazeera 

television network (Dec. 7, 2005). Indeed, since September L1 tin al Qaeda has staged several 

large-scale attacks around the world, including in Tunisia Kenya and Indonesia killing hundreds 

of innocent people. In addition, Ayman ai-Zawahiri claimed that al Qaeda played some role in 

the July 2005 attacks on London See Declaration of John 5. Redd, Director, National 

Counterterroiism Center f 35 (May 22, 2006) (Exhibit 3 to the Application) ("NCTC 

Declaration"). Given, thai al Qaeda's leaders have repeatedly made good on their threats and that 

al Qaeda has demonstrated its ability to insert foreign agents into the United States to 'execute 

attacks, it is clear thai the threat continues- (TS^SF/HF) 

Reliable intelligence indicates tha t^^^^Jremains intent on striking the United States 

and U.S. interests. SeeHCTCDeclaranicn^j 5-7, 8, i l - l S . ^ ^ ^ ^ ^ H i s an international 
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oomnninicaticns are particularly liUcsly to identify individuals who arc associated' 

in the United States whose activities may include planning .attacks on the homeland. See 

Declaration of Lieut Gen. Keith B. Alexander, U.S. Army, Director, HSAf 5 (May 22, 2006)' 

¡IBshibit A to the Amplication) ("NSA Declaration"). The vast majority of the call detail records 

sought in the attached Application would include records of telephone calls that either have one 

end in the United States or are purely domestic, including local calls, although seme records 

would relate to communications in which both ends were outside the United States. The United 

States needs to sort through this telephony metadata to nnd and identify 

thereby acquire vital intelligence thst-could prevent another deadly terrorist attack (T5//£Lf/>£?) 

C, Discovering the laemy: Metadata Analysis (T5VS21N?) 

Analyzing metadata from international and. domestic telecommunications—such as 

information showing which telephone numbers have been in contact with which other telephone 

numbers, for how long, and when*—can be a powerful tool for discovering communications of 

terrorist operatives. Collecting and archiving metadata is thus the best avenue for solving the 

following fundamental problem; although investigators do not know sxaczfy where the terrorists' 

communications are hiding .in the billions of telephone calls flowing through the United States 

today, we do know that they are there, .and if we archive the data now, we will be able to use it 

in a targeted way to nnd the terrorists tomorrow. N-SA Declaration flj 7-11, As the "NS A has 

explained, ~[t]he ability to accumulate a metadata archive and set it aside for carefully controlled 

! Por íriephose calis, "jaetaéata" mcmdes copwefaeasrv« cotnawmicatkics roatíag i 
á » t t í ep ta» sambar o£ the calìisg party, the t r i s t e » smsber oí the caüed party, and me date, time asá ámanos 
o£ the cali as weil as uìiitmu;i?grfioas (ferós asámmk iifeuüfiats. A "trusJsf is a csanasnácatira.Ime between.rm 
Switcàisg systems.. Newton 'xTeieaom DicSoneoy 853. (20th ad. 2004), Ta&pfcosy meíadata deas aotiscmde me 
aaüeul cf the «mmáosáisa, as deñued by 1S U.S.C. § 251C(3)r or the ñame, adcrass, or ssssrial mformaiics oí a 
snbscnber or zasxasas. CS) 
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searches and analysis will substantially increase NSA's ability to detect and identify members of 

al Qaeda and its affiliates." Id f 8; ss& a k c ^ ^ ^ ^ ^ ^ ^ J a t ¿3-45. (TS/ZST/PiF) 

that are unavailable from any other approach. First it allows for retrospective "contact 

heio to identify hubs or common contacts between targes of interest who were previous!]'" 

thought to be unconnected, and may help to discover individuals willing to become FBI assets. 

number reasonably suspected to be 'associated whn ̂ ^ ^ ^ J o u t also the further contacts made 

by the first and second hers of telephone numbers. NSA Declaration % 9. Going cut beyond the 

that they will find previously unknown terrorists. A seed telephone number, for example, may 

be in touch with several telephone numbers previously unknown to analysts. Following the 

contact chain out two additional "hops" to examine the contacts made by the first'twe tiers-of 

telephone numbers may reveal a contact thai connects back to a different terrorist-associated 

telephone number already known to the analyst 'Going out to the third tier is -useful for 

telephony because, unlike e-mail traffic, which includes the heavy use of "spam," a telephonic 

device does not lend itself to simultaneous contact with iarge numbers of individuals. 

(TSZ/Sfr'/HgO 
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Declaration 'f 11. It provides an invaluable- capability that could net be reproduced through my 

,-yr !-$ ¡a«* • UUivj. ILivwa 

Such analysis can be performed only if the Government has collected 

and archived the data 

1 . U s e Foreign la te i l igeace Survei l lance Act (U) 

FISA provides a mechanism for the Government to obtain business records—here call 

detail records- containing precisely the type of — 

communications data that is vital for the metadata analysis described above—including the 

telephone number of the calling party, the telephone number of the called pany, and the daze. 

time and duration of the -call. Section 501 of FISA as recently amended by section 105 of the 

USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, 120 Stat 

192, 196-200 (Mar. 9, 2006) ("USAPATRIOT Reauthorization Act"), authorizes the Director of 

the FBI or his designee to -apply to this Court 

for an order requiring the production of any tangible things (including books, 
records, papers, documents, and other items) for an investigation to obtain foreign 
intelligence information not concerning a United States person or to protect 
against international terrorism or clandestine intelligence activities, provided that 
such investigation of a United States person is not conducted solely on the basis 
of activities protected by the First Amendment to the Constitution 

50 U.S.C. § 1861(a)(1) 2 (§7 

1 Ilia caG. detail records sought in me attached Application would sot be collected by a ''pea register" or 
trap and trace device" as defined bf 23 U. S. C. § 3127, Each of these tacss zass3 to a "device or process* sfcich. 
either "records or decodes -iiaimg, ronnng, addressing, or signaling irnbrmaticm. transmitted by an instrument or 
acuity from which a wire or electronic oo~rmimcanon is transsiirecT—a pen. regisis, id § 3127(3), or =oapmres 
the incoming electronic or other impulses which idsnufy the -origmanng number or -other dfoHng, routing, 
.addressing, and signaling information reasonably likely to idsaify the source of a wire or electronic 
coti/TTOTTicanon"-—a trap and trace -device, id § 3127(4). AS the dsenninens make clear, pen registers and trap md 
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LEGAL ANALYSIS (U) 

L The Application Fufly C a s p l i e s wi th A S S ta tu to ry S e q u i r e s a e a t s . (U) 

Section 501(c)(1) of PISA, as amended, directs the Court to enter an sc parte order 

requiring the producdon of tangible things if the judge finds that the Government's application 

meets the requirements of subsections 501(a) and Co). The most significant of those 

requirements are that the tangible things, which include business records, are "fof an 

investigation to protect against international terrorism 50 U.S.C. § lS61(aXi). Section . 

501(b)(2)(A) indicates that this requirement is one of relevance, providing that the Government's 

application must include 

a statement of mas showing that there are reasonable grounds to believe thai the 
.tangible things sought are relevant to an authorized investigation (other than a threat 
assessment)-conducted in accordance with .subsection (a)(2) [Ls.t following 
Aitomey General-approved Executive Coder 12333 guidelines and not 'conducted of. 
a U.S. person solely on the basis of First Amendment-protected activities] to obtain 
foreign intelligence information not concerning a United States person or in protect 
against international terrorism or clandestine intelligence activities, such things 
being presumptively relevant to an aumorined'investigation if the applicant shows 
in the statement of mots that they pertain to—(i) a foreign power or -an agent of a 
foreign power, (ii) the activities of a suspected agent of a foreign power who is the 
subject of such •authorized investigation; or (iii) an individual in contact with, or 
known to, a suspected agent of a foreign power who is the subject of such 
authorized investigation. 

Id | lS6!(bX2)(A).3 (U) 

trace devices 212 saechaskal "devicefsj," cx perhaps scfrmra programs fprocessfesr}, thai "reccrd= or "decode" 
.-ymTTTrrrn512H2Ì5.3TS ? 1CTC7US2 the oaTlICUlai SDOt 02 • 'j'ìì ĵ u ti... »r̂ tinn.̂  Or-i vyuXk where tOS 

"d^ira" 'T has bean rés^ti«*, nrrhaf H 3 drnfiar-fosfrfop S&s. --i - UfdtedStates Tebecom 
Ass 'n v. FBI, 276 F.3-d 620, 623 Tp.C. Or. 2002) ("Psa iBgisCHS are devices that record tàs telephone smsber? 
dialed by ti» ssr»ei2ance's subject; asp a a i sacs devices record ¿22 iaiepacae amsbara 2 2 2 sfcjecfs incozmg 
caiIs.1*). The sechssisa by which. the NSA wonid receive cali deaf records ices act iavoive 227 inch "device or 
process." Ihsead ^s'oaid copy and irassaaiihe cau d a m records, _ 

iG the NSA in real or nesr-rssl iàne. ffSUmm ¿--IL 

5 Until recemiy, secdoo 501(b)(2) provided cniy that die Govaaaanr's sppiicaiion "speciij thatlne 
records concerned aie scopi ibi an gntfaoriaed nxTeshgaiion 'Xarocted in accordance with, subsection (a)(2) of das 
section to obtain Jfcrsign dadligsace miàrosticn oct concerning a United States person or to protect against 
inres—anoaai terrorism or clandestine insuigence activities." 50 U.S.C § m 1(b)(2) (Stipo. 12001). ÀecarfestD 
ine lesala!rn history of the USA PATRIOT Ssanzhorizancn Act, the provkua was amended "to d ? r f j thai the 
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Thus, section 501(b)(2) of iriSA requires that an application for an ores' requiring the 

. production of business records must include a statement of facts shewing that there are 

Sec-

tor -esame ie, to protect against ime- ne irrvesnsanon is oems 

(3) that the investigation is not oemg conducted of a U.S. person solely upon the basts of 

here. (U) 

business records sought -are for £bl investigations i 

investigations conducted under 

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely 

upon the basis cf First Amendment-protected activities. In addition, the attached Application 

and accompanying declarations by the Directum of the NSA and National Contrterterrorlsm 

Center certainly demonstrate that there are "reasonable grounds to believe" that the business 

records sought are "relevant" to -authorized investigations tc- protect against international 

terrorism (§) 

A. The Business Records -Seagirt Meet the Relevance Standard.. (0) 

information 'is ̂ relevant" to an authorized international terrorism investigation if it bears 

upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d -ed. 1589) 

("relevant* means To]earing upom cor wrtn, oertment to, the • in hand ;; Weoster s 

agiate things songnr by [an order ondar secsioa 50.1] most ba 'xsievant' tc an azimcdzed oraiiminary at ML 
[vesdganon . . . to protect against iiagmttooai tacDrism," E3, Coa£ Rap..No. 109-333, ax 90 (2005). (u) 
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Third New Ist'l Dictionary 1917 (1992) ("relevant" means "bearrng upon or properly applying to 

the matter at band . . . pertinent"); see also OppenhsimerFwid, Inc. v. Sanders, 437 U.S. 340, 

351 (1978) '(noting that the phrase "relevant to the subject matter involved in the pending action' 

in Fed B_ Civ. ?roc. 26(b)(1) has been "construed broadly to encompass any matter thai bears 

on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in 

the case"); cf. red. R. Evid. 401 ("'Relevant evidence' means evidence having any tendency to 

make the existence of any fact that is of consequence to the determination of the action more 

probable or less probable than it would be without the evidence.") (emphasis added). Indeed, 

section 501(b)(2) establishes a presumption that, the Government has satisfied the relevancy 

requirement if it shows that the business records sought "pertain to—(1) a foreign power or an 

agent of a foreign power, (ii) the activities of a suspected agent of a foreign power who is the 

subject of such authorized investigation, or (iii) an individual- in- contact •with, or known to, a 

suspected agent of a foreign power who is the subject of such authorized investigation." 50 

UVS.C. § I S6I(b)(2XA). The USA PATRIOT Reauthorization Act added this presumption to 

section 501(b) to outline certain .situations in which the Government automatically -can establish 

relevance; the presumption was not intended to change the relevance standard for obtaining 

business records under section 501. See Pub. L. No, 109-177, § 106, 120 Stat. 196; H.R. Conf 

Rep. No. 109-333, ax 91 (Section 501(b)(2) "also requires a statement of facts to be included in 

the application that shows there .are. reasonable grounds to believe the tangible things sought are 

relevant .and, "if such acts show reasonable .grounds to- believe that certain specified connections 

to a foreign power or an agent of a foreign power are present, the tangible things sought axe 

presumptively relevant. Congress does: net intend to prevent the FBI from obtaining tangible 

things that ii currently can attain under section [501].™} (emphasis added), (U) 

T O ? S £ C I U E X i a i € 3 / / 5 T ^ ! 0 ~ 0 I i y 
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The FBI currently has over 1,000 open National Security Investigations targeting 

¡Osama bin Lader 

As ws have explained above, the hulk telephony metadata sought in the attached Application is 

relevant to the FBI's investigations intc^^^^Jbecause, when acquired, stored, and processed, 

the telephony metadata would provide vital assistance to investigators in tracking down 

operatives. Although admittedly a substantial portion of the teieohcny metadata that is collect«: 

would net relate operatives of the intelligence tool thai 

Government hopes to use to communications—metadata analysis—-requires 

collected is thus relevant, because the success of this investigative tool depends on bulk 

FBI in obtaining foreign intelligence -and, in particular, in identifying the telephone numbers of 

operating within the United States. For example, contact chaining anil 

ji the archived information will allow the NS A to identify telephone numbers that have 

been in contact with telephone numbers the NSA reasonably suspects to be linked t c ^ ^ ^ ^ ^ J 

ahd its affiliates. NSA may provide such information to the FBI, which can determine whether 

an investigation should be commenced to identify the 'users of the telephone numbers -and to 

determine whether there are any-links to international terrorist activities. The NSA estimates that 

roughly 800 telephone numbers will be tipped annually to the FBL CIA or other appropriate 

U.S. government or foreign government.-agencies. NSA Declaration f IS. The FBI would also 

i na NSA especi^ha^hi^Gsines^^rds request, over the course of a year, ill result in the collection 
metadata pertaining .canons. Ssz NSA Declaration 16. (Tj'iUWru-, 
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on terrorist-associated be able to ask the NSA to perform contact chaining ; 

telephone numbers known to the F3L (TS//SI//NF) 

The call detail records -sought in the attached Application are certainly "relevant" to -an 

^ ^ ^ ^ ^ J A S this Court recently noted the requirement of relevance 

relatively low standard. 29. In that -case, the Court was interpreting a similar, 

and quite possibly more stringent standard than that presented here. There, the Court found that 

section 402(a) of EES A was satisfied, i.e.. that "the information likely to be obtained is . , . 

relevant to an ongoing investigation to protect against international terrorism7' 50 u.S.C. 

§ 1 ©42(c) (emphasis added).5 Here, by contrast, the Application need only establish that there 

are "reasonable grounds to believe" thai the records sought are relevant to an authorized 

international terrorism investigation.5 Id § 1861(bX2)(A), (Tar/SI'/SC?) 

In evaluating.whether metadata 'collected in bulk is "relevant" to investigations i n t o ^ H 

this Court has. recognised that, "for reasons of both, 

authority and practical competence, deference should be given to the fully considered judgment 

of the executive branch in assessing and responding to national security threats and in 

5 AMsouga the Government argued thai the garnie did not penair the Coartisi look behind the 
Govesmeaa' s s a t i f i g k a ^ j ^ j m ^ i e Court assumed fat purposes of -ths case "hat it sfaodd consider die basis 
for the -srdncados- (TS//Sïï/Ng)~ 

3 The "raascmabia groonds to becero" Standard is a spi? a >Maeat.-way of ardcniaiing the probable cause 
standard. See Maryland v. Fringe, 540 U.S. -at 371 (qpatmg Brinegar v. UnitedStam, 338 U.S. 160,175 {1949) 
(""The sabstancs ex ail the definitions of probable casse is a reasonable ground for belief of guilt*"}. As &e 
Suprese Coert has ieceady sxniained» *it]he procacie-cause standardis incapable of precise definition, or 
cnisntmcahon ioîo patsntsges because it deals ^im orobaoilides ^rf depends on the totality of the- drctnnsiances." 
Maryland v, Prjtgie, 540 U.S. 36c, 371 (2003). -Father man being these probabilities "an ths âcteal 
and oracdcal coudde-iaticzs ox everyday l i s on ^ridca reasonable and tsndsnr men, not legal teciEsciaas, act ™ 
Brinegar, 338 U.S. at 176; se also Pringie, 540 U.S. at 370 (quotingîmncisv. Gates, 462 U.S. 213, 231 (1983) 
ignoring 3rirtesar}). in addition, tsofcafcle raoss "does not require the âne resolution of conflicting evidence that a 
rsaseaafiie-dctÉft or wen a preponderance standard •demands.''' Gerstein v. PvgïL 420 U.S. 103,121 (1575); see oho 
Illinois v. Garas, 462 U.S. 213, 235 (1983) ("Finely taned standards sock as proofbejond a reasonable dcnfet or by a 
preponderance of the evidence, sseM in fermai triais, have no piace in. the [probable sanse], decision.^. (U) 
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le octet] sign in canee of intelligence-related information. Such deference : 

particularly appropriate m mis 

probable cause findings.'' ^ H it 3U 

the Court is not charged with making independer 

pris Court noted that th= 

proposed activity would result in the collection of metadata pertaining to ìiectrot 

communications, all but a vary small fraction of which could be expected, to be unrelated to^H 

Id at 39-40. 48, Nonetheless, this Court found that the bull; collection 

of metadata uis necessary to identny the much smaller number o f^^^^^^^^^^^B 

communications*' and that therefore, :tihe scope of the proposed collection is -consistent with the 

certification of relevance." Id at 48-49. In pan thai was because the NSA had explained, as it 

does here, that "more precisely targeted forms of collection against known accounts would tend 

n n k n e w n ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ i t i . the bulk 

-collection e-mail metadata was relevant to FBI investigations m t c ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ H 

so is the bulk collection of telephony metadata described herein (TS//5IV1s5r). 

B. The Proposed Collection Is Appropriately Tailored, (U) 

Title V ofFISA does not expressly impose .any requirement to tailor a request for 

tangible things precisely to obtain solely records that are strictly relevant to the investigation. To 

the extent, however, the Court construes the "relevance" standard under Title V to require -some 

tailoring of the requested materials to limit overbreadth, the request for tangible things proposed 

here i-s not overbroad. As this Court concluded u ^ ^ ^ ^ ^ ^ ^ ^ t i h e applicable relevance 

standard does not require a -statistical Tight fit* between the volume of proposed collection and 

She much smaller proportion of information that will be -directly relevant t o ^ ^ ^ H r e i a t e d FBi 
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investigations:"'' Id at 49-50, Instead, it is appropriate to use as a guideline the Supreme 

.Court's "soecial needs" jurisprudence, which balances any intrusion into privacy .against the 

government interest at stake to determine whether a warrant or individualized suspicion is 

required See Board cfEduc. v. Earls, 535 U.S. 822, S29 (20C2); sss gemrally^^^^^M 

attacks that could take thousands of lives. "This concern dearly involves national security 

interests beyond the normal need for law enforcement and is ax least as .compelling as other 

governmental interests that have been held to justify searches in the absence ot indrviduaiiza 

suspicion." ^ ^ ^ ^ ^ ^ ^ J a x 51-52; s&e also Haig v. Ages, 453 U.S. 280, 307 (1981) ("It is . 

obvious and unarguable that no governmental interest is more compelling-than the security of i 

Nadon.") (internal quotation marks omitted;!. The privacy interest, on the other hand, is minin 

As we esnlain below, see infra § EL, the type of data at issue is not ccnsdturionaliy protected; and 

it would sever even be seen by any human being unless a terrorist connection were first 

established. Indeed only a tiny fraction (estimated to be 0.000025% or one in four million) of 

the call detail records included in the archive actually would be seen by a trained analyst." 

(TS//5I7N7) 

1 As noted above, tie relevance standard being mtsrnreisd in the pea register contest 
that found in section 402 of HSA-—is cone possibly tnoxe stringent than that nscptred to be aaet by aa sppiicancn 
foi bnsness records -aider section 501 s HSA. 

5 Because, as we explain balow, thee is no Fourth Amendment-protected interest in the telephony 
metadata ai issus cere, the aciaal standards applied -nicer Fourth Azaeadment balancing are fer more ngoroas thaa 
any that the Court should read into the iterator? reqtnreroeat thai the cosiness records sought andex secnon 50 i be 
"relevant" to aa ifltetnaffct«'? terrorism invesnganon. Nevertheless, the balancing methodology applied under the 
Fotath ÀtnœdiasBÈ—baianciag the Government' s interest against the orivacy interest at stake—can provide a sssml 
gnide for analysis here. {$•) 

5 TheNSAwould *hoof out,Le.,to laciada theSxst tteee den -ofcontacts 
made by the reasonably suspected^^^^^^^^^^^Belephcne number. Even though a snhstantiai portion ox the 
telephone numbers in those fast ¡ ¿ S ^ e ^ a ^ o n S c l ^ i a y aoi be -jsed by terrorist operatives, they are all 
"connected" to the seed telephone number. (TSVSI/yM?) 
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And, as this Court recently found, "the 'Government need not make a showing that it is 

musing the least intrusive means available. Rather, the question is whether the Government has 

chosen 'a reasonably effective means of addressing' the n e e d . a t 52-53 (quoting 

Earls. 536 U.S. at 837) (internal citations omitted); see -also Earls, 536 U.S. at S3? C'fTjhis 

Court has repeatedly stated that reasonableness 'under the Fourth Amendment does not require 

employing the least intrusive means,'because the logic of such elaborate less-resirictive-

alternative arguments could raise insuperable barriers to the exercise of virtually all search-and -

seizure powers.") (asternal quotation marks omitted); Fernoma Sch. Dist 47J v. Aden, 515 U.S. 

646, 663 (1995) ("We have repeatedly refused to declare thai only the 'least intrusive' search 

practicable tan be reasonable under the Fourth Amendment."). Here as i r ^ ^ ^ ^ ^ ^ ^ ^ J 

"senior responsible officials, whose judgment on these'matters is entitled to deference . . . have-

articulated why they believe that bulk collection and archiving of meta data are necessary to 

identify'and m c m t o r ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ H w h o s e . . . communications would otherwise go 

undetected." ^ ^ ^ ^ K t 53-54. Such bulk -collection is thus a "reasonably effective 

means to this end." Id at 54. (TS/ZSl'^IF) 

In sum, as this Court previously -concluded in the pen register context, 

the bulk collection proposed in this -case is analogous to suspicicniess searches or 
seizures that have been upheld under the Fourth Amendment in that the 
Government's need is compelling and immediate, the intrusion on individual 
privacy interests- is limited, -and bulk collection appears to be a reasonably 
effective means of detecting and monitoring 
thereby obtaining information likely to be relevant to ongoing FBI investigations. 
In these circumstances, the certification of relevance is consistent with the mot 
that only a very small proportion of the huge volume of information collected will 
be directly relevant to the- FBF s^^^^^^^^^mves t iga t ions . 

Id. (TS/zSTiO'IF) 

TO? SSagTmCS/ZSlvr iOFOIgi 
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C The Government W 1 Apply Strict Minimization Procedures to the Use of 
the Collected Data. (-S-) 

Toe Government can assure the Court that although the data collected under the attached 

Application will necessarily be broad in order to achieve the critical intelligence objectives of 

metadata analysis, the use of that information will be strictly tailored to identifying terrorist 

communications and will occur solely according to •strict procedures and safeguards, including 

particular minimization procedures designed to protect U.S. person information These 

procedures and safeguards are almost identical to the requirements imposed by this Court ii 

[which authorized collection of a similar volume of metadata (TSHSVFtW) 

First, as described in the attached Declaration from the Director of the NSA the NSA 

will query the archived data solely when k has identified a known telephone number for which, 

"based on the factual and practical considerations of everyday life on which reasonable and 

prudent persons act there are mots giving rise to a reasonable, articulable suspicion that the 

with provided, 

however, that a telephone number believed to be -used by a U.S. person shall not be regarded as 

with *' 

that are protected by the First Amendment to the Constitution" NSA Declaration f 13.'° 

Similarly, be undertaken only with respect to such an identified "seed" 

telephone number. For example, when an ^ ^ ^ ^ ^ p e r a t i v e is apprehended, his cellular 

telephone may contains phone book listing telephone numbers. Telephone numbers listed in 

such a phone book would satisfy the "reasonable articulable suspicion" standard. This same 

:0 For «saaacie, a afechace number of a U.S. peisori could set be a seed number "if the onfy iafcraatsco 
rhorighf to snpport the belief thai the [nnmber] is associated - o t h ^ ^ ^ ^ f i that ia sermons or in postings on a weh 
site, the U.S. person espoused jihadist rhetoric that Mt sbort of 'advocacy. . . directed to inciting -or producing 
imasaant lawless a c t i c ^ ^ ^ ^ j k e g to incite orwodBcs such action.' Brandenburg v. Ohio, 395 U.S. 4-44, 447 
(1969) (per 53. 

SSC1 OCTOBER 2007-000000021 
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stardarü is, in effect, the standard applied in the criminal law context for a "Terry" -stop. See 

Terry v. Ohio, 392 U.S. I, 21, 30 (1968); ses also Illinois v WardLcw, 528 U.S. 119,123 (2000) 

(police officer may conduct a brief investigatory Terry stop "when the officer has a reasonable, 

articulable suspicion that criminal activity is afoot').1; It bears emphasis that, given the types of 

In -addition, any query of the archived -data would require approval from one of seven ' 

oeooie: the Signals Intelligence Directorate Program Manager for Counterterrorism Special 

four specially authorized Counterterrorism Advanced Analysis Shift Coordinators in the 

Analysis and. Production Directorate of the Signals Intelligence Directorate, NSA Declaration 

f 19. NSA's Office of General Counsel (OGC) would review and approve proposed queries of 

archived metadata based on seed accounts reasonably believed to be -used by U.S. persons. Id. 

1 16. Finally, NSA's OGC will brief analysts concerning the authorization requested, in the 

Application and the limited circumstances in which queries to the arc-hive are permitted, as well "J; 

' ' l i s "reasonable srbcslable suspicion-'' standard that the. Goraxsaent will impose on itself with respect 
to -las collected through this Application is higher than thai rsqnirad by statute or the Consrirfiian. Under PIS A 
the only standard tc be satisfied pncr to -collecting information via a raciest for business records is that the 
mfbnmatica ha relerrsnt to m misrnanonai terrorism iuvesiipiion. The" Fourth Anendment requires a "reasonable 
articulable siispickar tejasSfy a miniznallj isnnsfce Terry step. Here, no ronrth Aaisateat t Interests sis vrm 
implicated (U) 

T O ? 5aCPJiT.715CS/7SX70TQ?OgDi 
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as other procedures sad restrictions regarding the retrieval, storage and dissemination of the 

archived -data Id. (TS//SI7NF) 

Second, NS A will apply several mechanisms to ensure aporouriate oversight over the use 

essary to understand the foreign intelligence I»/vf 'p.af̂ o.C 

information or to assess lis. importance, Id, see US SID IS, § '7.2 (NSA reports may include the 

icentity of a U.S. person only if the recipient of the report has a need to know that information as' 

part of his official duties and, inter cdia, the identity of the U.S. person is necessary to understand 

the foreign intelligence information or to assess its importance). Tie Director of the HS A will 

direct the NSA Inspector 'General and General Counsel to submit an initial report to him 45 days 

after the receipt of records pursuant to the Order assessing the -adequacy of the management 

controls for the processing and dissemination of U.S. person information- NSA Declaration 

% 22. 'The Director of the NSA will provide the findings of that report to the Attorney 'General 

L± (TS/ZSU/NF) 

In addition, every time one of the limited number of NSA analysis permitted to search the 

archived data carries out such a search, a record will be made,.and the analyst's login and I? 

address, -and the -date, dme and details of the search will be automatically logged to ensure an 

.auditing capability. NSA Declaration 115. The NSA'5 OGC will monitor both the designation 

of individuals with access to the arc-hived data and the functioning of this automatic logging 

TO? SECRI5X7HCS//53Y/^OGORY 
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capability. Id. The NSA Inspector General, theNSA -General Counsel and the Signals 

Intelligence Directorate Oversight Compliance Office will periodically review this program. Id. 

| 22. At least every ninety days, the Department of Justice will review a .sample ofKSA5s 

justifications for querying me archived data Id f 19, The Director of the NSA himself will, in 

coordination with the Attorney General, inform the Congressional Intelligence Oversight 

Committees of the Court's decision to issue the Order. Id f 23. (TSFLSI/AFF) 

d metadata will not be kept online (that is, accessible for queries by mrn the coi WwLiL www 

arad analysts) indefinitely. Tne NSA has determined that for operational reasons ix is 

¿yOitaïH. LU f—n me meraoa line for five years, at which time it will be destroyed. Ic 

years to determine ̂ ^ ^ ^ ^ ^ ^ ^ J a n d contacts associated with nefwiy-discovered "seed" 

telephone numbers. Id, In addition, moving data off-line requires significant resources, raises 

the possibility of corruption ana loss of-data, and would incur probable delays m moving 'lata 

back online for needed. 

^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ • C r t i e r 2006)-. UC/TH'TT) 

he Court 

requiring the production of business records containing telephony metadata, it will provide a 

report about die queries that have- been made and the application of the reasonable articulable 

suspicion standard for determining that queried telephone cumbers were terrorist related. NSA 

Declaration f 24. (T5//5I//NF) 

naaily, when, and if the Government seeks an extension of any order m 

TOP 5SCILST//IICS/75I/iRMOFORM" 
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XL The Application FaOy Complies with the First aad Foarta Amesdmesis to the 
Consiriatioa. (D) 

'Tnere is, of course no constitutionally protected privacy interest in the information 

contained in call detail records, or telephony metadata. In Smith v. Maryland, 442 U.S. 735 

(1975), the Supreme Court squarely rejected the view 'that an individual can have a Fourth 

phone.7' Smith, 442 U.S. at 742 (internal quotation marks omitted). Tne Court concluded that 

telephone subscribers know that they must -convey the numbers they wish to call to the telephone 

company for the company to complete their calls. Thus, they cannot claim "any general 

«spectatioa that the numbers they -dial will remain secret."' Id at 743; see also id: at 744 

(telephone users who "voluntarily conveyQ" information to the phone company "in the ordinary 

course*"' of making a call ~assum[e] the risk" that this information will be passed on to the 

government or others) (internal quotation marks omitted): Even if a subscriber could somehow 

claim a subjective intention to keep the numbers he dialed secret, the Court found that this was 

not an expectation that society would recognize as reasonable. To the contrary, the siruahon fell 

squarely into the line of cases in which the Court had ruled that "a person has no legitimate 

expectation of privacy in information he voluntarily rums over to third parties." Id at 743-44.1 

Although the telephony metadata that would be obtained here would include not only telephone 

numbers 'dialed, but also the length and time of the calls and other routing information, there is 

no reasonable expectation that such information, which is routinely collected by the telephone 

companies for billing and fraud detection purposes, is private. Tne information contained in the 

Sesaiso United States v. MUv, 425 U.S. 435, 443 (197-5) (This Cocrtbas held repeatedly thai the 
Fourth. Amendment does not prohibit the obtaining of insncation revealed to a third party and conveyed by him. to 
{jffvsrmnent amheaities, even if the information is rewaied on the assumption thai it.•will be nsed only for a Sailed 
purpose and the confidence placed in the third part? will net be betrayed."). (U) 

TO? SSCBST//NCS//SX/,'YOFOAY 
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call detail records in oo way resembles the substantive 

contents of telephone communications that are protected by the Fourth Amendment. See Katz v. 

Umied States, 389 U.S. 347 (1967). (§} 

Moreover, as this Court has previously found, because of the absence of a reasonable 

expectation of privacy in metadata, the large number of individuals whose telephony metadata, 

will be obtained "is irrelevant to the issue of whether a Fourth Amendment search or seizure will 

occur." 63. "Nor-would the derivative "use of the archived metadata through 

contact chaining o x ^ ^ ^ ^ ^ ^ ^ b e prohibited by the Fourth Amendment See id at 53-5.6; 

United States v. Calandra, 414 U.S. 338, 354 (1974) (Grand jury "iqjuesdons based on illegally 

obtained evidence are only a derivative use of the product of a past unlawful search and seizure. 

They work no new Fourth Amendment wrong."). (T5//SI/OI?) 

Toe proposed- business records request is also consistent with the First Amendment 

investigative techniques do not violate the First Amendment, at least where they do not violate 

the Fourth -Amendment See Reporters Comm. for Freedom of the press v. AT&T, 593 F.20 

1030, 1064 (D.C. Cm 1978); see m s c ^ ^ ^ ^ ^ ^ J at 66 ("The weight of authority supports 

the conclusion thai Government information-gathering that does not constitute a Fourth 

Amendment search or seizure will also comply with the First Amendment when conducted as 

• part of .a good-faith criminal investigation."}; of. Laird v. Tatzsn, 408 U.S. 1, 10,13 (1972) (the 

''subjective 'chill"' stemming from "the mere existence, without more, of a governmental 

investigative and data-gathering activity that is alleged to be broader in scope than is reasonably 

necessary for the accomplishment of a valid governmental purpose'*"' does not constitute a 

TO? SS CSJ1T//HCS//5T/KQFOa^ 
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cognizable injury). As this Court recognized in the context of the Government's application to 

collect e-mail metadata in bulk, 

the proposed collection of meta data is not for ordinary law enforcement 
purpose^juy^urtherancs of the compelling national interest ofidsndfyiag and 
tracking ̂ ^^^^^^^Bt 'pe ra t ives and ul ihngeh^f thwarting terrorist attacks, 
The overarching investigative effort against ̂ ^ ^ ^ B s not aimed at. curtailing 
First Amendment activities and satisf.es the ".good faith" requirement.... 

Id. si. 58, (TS//SL717) 

Nonetheless, we are tnindful of this Court' s admonition that, because "the extremely 

broad nature of this collection carries with it a heightened risk that collected information could 

be subject to various forms of misuse, potentially involving abridgment of First Amendment 

rights of innocent persons . , . special restrictions on the accessing, retention, and dissemination 

of such information -are necessary to guard against such misuse." Id. 'The strict restrictions 

proposed here on -access to, and processing and "dissemination of the data are almost identical to 

those imposed by this Court • J ^ ^ ^ ^ ^ ^ ^ ^ p o m p a r z NSA Declaration ff 13-24 

82-87/" In addition, the Department of Justice would review a sample of NSA's 

justifications for querying the archived •data at ieast every ninety days. (TS//SLVNIF) 

;3 One miner difference is that ibr operational reasons the NSA seeks to r 
coliectedoaiinefer STC, raider man four and a bain jearo. Compere NSA DeqjgBg 

online of the bulk e-mail metadata for rem and. a bail years). (TSflSy/NF) 

the teleofaony metadaza 

(approving retermcn 

_ TOP oSCSET. ' .HC5.."SI ' .NOFO?N 
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CONCLUSION FU) 

«or the foregoing reasons, the Court should .grant the requested Coder. (Uj 

Resoedsuil? suomirt 

>ated: Ms? 23. 2006 ALBERTO'S. GcteAiEs 
Attorney General 

A 

STEVEN G. BRATSURY 
Acting Assistant Attorney Generat 

Office of Legal Counsel 

Deputy Assistant Attorney General, 
Office of Legal Counsel 

A 
JAMES A. BASER 

(JZcunsd for Inteiiigerice Policy 

U.S. Department of Justice 
950 Pemsyivarda ¿ye., N.W. 
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S E C R E T 

N A T I O N A L S E C U R I T Y A G E N C Y 

C E N T R A L S E C U R I T Y S E R V I C E 

F o r t G e o r g e G . M e a d s , M a r y l a n d 

2? July I f f 3 

U N I T E D S T A T E S S I G N A L S _ 1 N T E L L J ( i E N f C E D I R E C T I V E 

L K A L C O I ^ P L I A N C E A N D - ; ' 

M i M I M i Z A T L O ^ P R O C E D . U p E S . ; ( V Q U . 0 ) . ^ . 

" - L I T T E R O ^ ^ U t ^ f " 
Lli) This USSJD prescribes policies andassignsca^sonsbiirtkstoarisJepliS?? 

rrsksons and functions of the <USS5) a » corsauciad La a a a W tfest 
saftguards the osnstittftion*rights o ^ ^ S ^ o n s . ^ ¿ ¿ r ' y ' --

OS) Ibis USSQ-has been c o m p f a t s f e . t © . s n a k t it shortssr snd-ieser to understand. it 
constitutes a summas-% of th« i aws. asa-J^sc; ad ods iiracdy affecting. DSS3 operations. US5S 
personnel V̂ RO c^lsct,- procass, retain, ©isisamlnsta information to, froJTtbr about U3. personaor 
oscsons In the Unrtad Scstss musts* fern ffepwltn its eontsnts. 

• - : ' •' • 

(FD-UO) This'-USSDf&perserfss USSEEHt sni'uSSSO 141, Anne* A (cSiStributsd-.'ssparstay to 
seiectad reap»««»), both'-ai which art d'atarf30 QSfcoer 1SS0, and sssest now be des t roys . Notify 
DiKNSA/eHGS (UjSi&lMaAfljjpg. if t t s s - ^ s ^ ordSSCL'if is destroyed because of arr emergency 
action;-oth«nwsa, r e q u a s t a p p ^ j i f to t^!^£*JQi!C35 before destroying ins-USSiD- -

(rOUOj feieass sr.esposure'ifthis document to corrq^ctops-and consul Isrrts-vsrithcyt approval 
from die U ^ " Miaageris j a ^ *pc$!cab& to_x#aase or exposure-of USSiD to 
corrtractersaad conssftkrts may be foun^b^SSSi&JS" -

^©yo j^&es t i a s r and^cncsents concerning this USSiD-^uldhs addressed to tin Ofnca of 
trie General | ' [if373 363*3 ta 1 or 

o m ^ o ^ - S 

I M. McCONNSLL 
Vies Admi ra l , U.S. Navy 

Di rec t s r -' 

CLASSIFIED I Y NSAf'CSSM. 123-2 
DECLASSIFY ON; O R I G i N A T l N S A S E N C f S DETERMINATION REQUIRED 



UENTRAL SECURITY SSRViCE 
Fort Gsorge G. -Meade, Maryland 
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(~OUQ) This hare espy change provides replacement pages for your copy of U3SSD 13, dated 
27 Jury 19S3. 

Actions: 1. Changs references to "PCS' to read *?02* in paragraphs 5.4.dp},"7.1, (last 8ns), 
7.2.c.(S} (lines 3 and 5), 7.3.o,{l) (lines 2 and 3), 7.5 ., 3.3.a., and 3.4,b. in the basic USSID 13, 

2. from your copy of U-SSSD 13 remove and destroy pages A-V1 through A-1/8. 

3. insert nsw pages A—1/1 ihrou^i A-1/9 (replacement of pages in above acacn). Tnsse 
pages update the USSiD to reflect current changes in standard minimisation prccsdures'icr HSA sisc-
tronic surveSisncss. 

4. In the last paragraph of. the Laser of Promulgation change to rsad. 'Questions and 
comments ooncsrning this USSID should be addressed to the Office of General Counsel, NSA/CSS, 
NST3 983-3121 crl 

5.. On the Table of Contents (page iv), change the tSis of Appendix 1 in Annex A to rsad 
"Standardized Minimization Procedures For NSA, Ssctronic Surveillances'. 

FOR THE EXECUTIVE AGENT: 

USSID Manager 

TE: DESTROY THIS PAGE AFTER POSTING THE ENCLOSED CHANGE MATERIAL 
TAIN THE ORIGINAL LETTER OF PROMULGATION WITH USSID IS, 
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LEGAL COMPUANCf" AND • - ' 
MINIMIZATION PROCEDURES (U) 

SICTIOf! 1 - PREFACE 

ti;>;(U)'TN ? o u r t h : ^ ^ r a e n t . to/the United StaisCCshjtitstion.protects aii.U J.-.-persons 
anywhere in-th*- world and 'ait j*rsorii Within the United vSt3ies; froa- wrtiispoabta searches" and 
MiaMt'&y any person ;or agency act:rig. an behaii cf the Tbe.Supr»?pe, Court has 
ruled, that the Interception of electronic communications Is' a search ariS seizure within the meaning 
of.the Fourth Amendment. It is therefore mandatory that »gnabinttilJganc* (SiGINT) operations-be 
conducted pursuant to procedures? which 'meet- the reasonableness requiremefrs of the fourth • 
Amendment. 

. Li-{u).,;Ln detemining-jrwhethec. United States- SiGJNT. Systersn IU5S3).. operations art 
"reasonable,?- it- Is^necessary. ust*. baianct .the U.S.' Government's need| fod.'ioreign intelligence 

^Information and the privacy intarass-o-fr-perspns protected by the. Fourth ¿mendmertr Stnfci.nc.that 
balance has consumed much time and effort by aii branches of the United States Government The 
results-of thafe effort'" are- reac ted: in. the references listed; in- Seetio^ipejcw.4 , Together, these 
references require the minimization cf UJ . 

person iftTOi I'iUUon' cstiecied^--processed<• cetajned;. or 
disseminated by the USS3. The purpose of this document. is to implement these minimisation 
requirements. " • - w - - " • 

U l cu> Seversi themes.run throughout this USSiD.-Thei most important is that intelligence 
operations and. the protection of. constrtutionai rights are not incompatible. It is not necessany to 
deny l^ t i r i^ taTforagr i • intiiligenci-TcoiSection ' or suppress . legitimate?,; foreign irrtelligenci 
information to protect the Fourth- Amendment rights of U.S, persons. 

" -' r - i ' t i ; *.-.•'••. . jr.-
1.4. (U) Finally, these minimisation procedures implement the.' constitutional principle- of 

"reasonableness" by giving different categories of individuals and entities different levels of 
protection. These levels rang« from the stringent protection -accorded U.S,; titizens and permanent 
resident aliens in the United' States to provisions relating to foreign dipiomat$\in..the.U-2. These 
differences reflect yet another main theme of these procedures, that is, that the focus of aii.foreign 
intelligence operations is on foreign entitiss and persons. - -'".'•'•' 

SECTION 2 ' RSHREHC2S 

Zi . CU) àtfarencas . ' , - . ' 

a. SO U.S.C 1SQ1, et Foreign tntaugence Surveillance ActiFlSA)"of 1373, Public Law 
NcvfS-5! 1. • • . . 

. - ' . . À . . .' 
b. Esecutive Order 12333,'United S ta t s Intelligence Activities,* dated 4 December m i . 

H A N D L E Y l A , G Q M I N T ; . S H ^ I N 2 L g 0 A L ? 
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c. DoD Directive 5240.1, 'Activities of DoD intelligence Components that Affect U~l 
Persons,' dated 25 April 19Ü, 

_ d. NSA/QS Directive Hol î 0-3QV "Procedures «Sovemins Activities of HSAÇS3 triât Affect 
U-S. Persons," dated 20 Septemcif ' . 

. S1ÇT10N 1 - POUCY 

3.1. (U) Tm policy of the USSS ¡s to TARGET or COLLECT oniy FOREIGN COMMUNICATIONS-3 

The USSS wiiî not ihtantionaliy COLLI CT communications to,- from or about. U J . PSäSONS or persons 
or entities in. the U.3.,ssc#pt as-set' forth in this USSID. if tria USSS .inadvertently COLLECTS such 
communications, riifwH process, retain and ' d î ^mina t e them boiy in a c c o ^ a r ^ vwth this USSiû. . . 

SECTION 4L C O U 5 C T I O N . 

^ ^ ^ ^ ^ ^ i ^ Ç O ^ o m m u n i ^ t i o ^ ^ r i c - , are known to ha to. from or «bout a U.S. PE3SON | 
J will riot beJnttnti-onaiiy intercepted,- or stiected through 

tria us« of a SELECTION TERM, except in the following instances:- -

a. With the approval 'of trie United States Foreign ¡ntaliigencs Surveillance Court ander 
tris conditions outlined-in'Annes A of-this USSID, ' 

b. With trie approval of ths Attorney General of the United States, if: 

(1) The COLLECTION isdirected against the following: 

(a)- Communications t o o r from U.S. PERSONS outside the UNITED STATES, or 

international -communications to, frum, 
I or -••••'• 

(c) Communications- which are not to or from Put merely about U .S. PEHSON3 
(whereverlocated). ~ ' 

- ' (2) The person is an A-2ENT Of A FOREiON POWER, and 

(3) Tne purpes« of the COLLECTION is to acquire significant FOREIGN- iNTELLiCENCE 
information. 

c. With the approval of the Director National Security Agency/Chief, Central Security 
Service (OlSNSA/CriCSS), so long as the COLLECTION need not b* approved by the Foreign -
intelligence Sun^sllancs Court or the Attorney General, and 

( f j The person has CONSENTED to tft» COLLECTION by «mcuting one of "the -CONSENT 
forms contained în.Annik H, or 

s 'Capita!tsed words in lections 3 through i ara defined terms in Section t. 

H A N D L E V I A C O M B I T C H A N N E L S : O N L Y 
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(2)- Thäpefioh is reasonably believed to be held ca'ptlve hj? a'FOREIGN POWER or group 
encased in INTERNATIONAL TERRORISM, or 

•'•C'k^QQ .- y/ 
(4) The COLLECTION is directed against b e t w e e n * Ull 

PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET is the 
foreign entity/arid the DiRNSA/GKSS has approved'the COLlECTIOM fn accordance with Annex K, or 

(5) Technical devices (els.,' are emdoyed 
to limit acquisition by the USSS.-to- communications to or from the. TARGET, op to spedfk forms of 
communications used.Sy the-TARSET fe.Uj 
and the COLLECTION is directed against voice and facsimile 
communications with one COMMUNICANT in the UNITED STATES, and, the TARGET of "the 
COLLECnON is 

(a) A non-U.S. PERSON,located outside the UNITED STATES,. 

(b) I 

(Sj Cosies of approvals granted by the DiRNSA/CHCSs änder-these provisions-will be 
retained in the Ornca of General Counsel for review by the Attorney General 

d, Emergency Situations. -

(?) In emergency situations, DfRNSA/CHCSS "may "authorise the COLLECTION'' of 
information to, from, or about a U J . PERSON who is outside the UNITED STATES whan securing the 
prior approval of the Attorney General is hot practical because; . ' 

(a) The time required to obtain such approval would result in the loss of significant 
FOREIGN SNTELUGENCE'andwouldcTüsa'substahtiai hafrn'tolsienaäönaisecurity;-'' 

fb) A person's l i f t or physical safety is r e^onsbr / believed- it b e j n immediate 
danger. 

• (<j The- physical- s^dirrty of a defens* insolat ion or -government property ts 
reasonablybelieved id be in imm^i 'a t rdahger . '. V A l 

(2) in these cases where the D1RNSA/CHCSS authorises emergency COLLECTION, except 
•for actions t a k e n ; u n d ^ ^ r a g r a ^ d - C f ^ f a b o v i DIRNSA/CHGS'lhafPfmff-.that there is- probable 
cause that the TARGET meeä ooH of trie following c&imriar- '• 

(a) A person who, for or on behaif of a FOREIGN POWER, is engaged in dartdestine 
intelligence activities (inducing cover, activities intended; t s affect, the poirticsi or governmenta{ 
process), sabotage; or INTERNATIONAL TERRORIST activities, oe activities in preparation for 
INTERNATIONAL TERRORIST activities; or who conspires with, or knowingly aids and abets 2 person 
engaging in such activities. 

U A 1 T D I M V I A O N L Y 
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(b) A person 'who h ah officer of em pi©yee of 3 FOREIGN POWER. 
' . j 

ic). A person unlawfully acting for, or pursuant to the direction of, s F0RE1GH 
POWER.'The mere feet that a person's.activities may benefit sr furtheir the. aims of a FOREIGN POWER 
is not enough to bring that person under this suixeçtien, absent evidencs that the person is taking 
direction from, or acting in knowing cewcart with, the FOREIGN POWER. 

id) A CORPORATION or other entity that Is owned or controlled direedy or 
indirectly by 3 FOREIGN POWER. ' • 

{«)' A person in' c s n t s e T ^ t h , sr acting in coilabsrstian.wtth, an intelligence or 
security servies of a foreign power for the purpose of providing access to information or material 
cassl-néd by the U nited States to which such person has JCCÎSS, 

1 (3) Sn ail casas, where' emergency collection is authorized, the following steps shall be 
taksrr. 

(3) The ¡Tenerai Counsel w?H he notified immediately that the COLLECTION has 
startaa. 

.(b) The General Counsel will initiate immédiats efforts to obtain Attorney Générai 
approval to continue the collection. rf Attorney General approval H not obtained within seventy two 
heurvth* COLLECTION will se terminated. If the Attorney General approves the COLLECT/ON, it may 
continue for the period specified 1 a the approval. 

a. Annual reports to the Attorney General are required for COLLECTION conducted under 
paragraphs 4.1.c.(3} and (4). Responsible analytic offices will provide such reports through the Deputy 
Director for Operations ÇDDO) and the Générai Counsel to the DiRNSA/CHCSS foe transmittal to the 
Attorney Générai by 31- January of each -year. 

~ m 1 

1 - 4_B. CU) Incidental Acquisition of U.S, PERSON Information.-. Information to, from of about 
U.S. PERSONS acquired înddentaiiy as a result of COLLECTION directed. against appropriate FOREIGN 
INTSLUGENC3 TARGETS may be retained and orocessed In accordance with Section 5 and Section 5 of 
this USSID. . " 

H A N D L E 7 I A C Q M I N T C H A N r ^ L S O N L Y 
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4.4. (5-CCCV Nònrtftfcnt Alien TARGETS Érràring the UNITED STATES. 

a.' ì f th* ¿ o ^ m O T ^ o n ^ o f a nohresideni alien ¡pestai abroad ara being TARGETED and 
the USES' ieams that the i ^ % d u a i has^erftered the. UNltSD."sTATES;-CDùicnòfi may continue for s 
péri ód of 72 houn "provi d'ed tne t th Ì DÌRHSA/CiCSS is advised Immediatèiy-aride " " 

L.V. ..•• 
(1) Immediata efforts are initiated te obtain Attorney Generai approvai, or 

A determination is mads within the 72 hour period that tris I 

b. if Attorney Generai approvai is obtained, the COLLECT!may continue for the length 
of time specified in the approvai. ' -

c if it is 'détérmihéd .that 
continua at the discretion pf tris 

. . d. If 
within 72' hours,. 
Generai approvai is' 

element 

must be terminated 
sshfd^their&'nHduai ieavestha Ur 

COLLaCfìÒN may 

s not obtained 
Attorney 

4.3. - (cecOf-J-S. PERSON TARGETS Entering the UNsTIDSTATES. 

a. if communications to, from or about a UJI P S ' R S ^ « a f ^ . p u & d Ì i h é UNITED STATES 
are being COLLECTED'"" iridar 'Attorney ' General ' approvai'. disqdSfrC Ifr.'Ski=ofv4.1 -b. above, the 
COLLECTION must stop when the USSS seams that the indi«riduafnisen^H^jÌha U NfisD STATES. 

.' b. Whila the individual is;in the, UNITED STATES- CCLL=CriON;may.be" resumed only with 
the approval Surveillance C o ^ . t s das^Pes in AnnecA. 

to TARGET U.3. PERSONS."Uf ^opesab"tor 'COlU'CTiON against U.S. 4.5. 
PERSONS, 
through the DDC and the General Counsel to the DIRNSA/CH 

must be submitted 

4.7., ;C-CCb)' Direction RhdlrSi. Use of ssrectiori f5rwSIrig"si%^o''dfftarnine the location o f s 
transmitter locatad ou ts ideof t f t UNiTED'STATES does'not consStute ELECTRONIC SURVEILLANCE or 
COLLECT!O N eved if directed s t t i f sn^ i tS r s believed to be used Sy. UlSI^SRSONS. Uriiass COLLECTION 
of the communications.. i s ^ t fwwise . . authorized under., these*. procedures, this4 contents of 
communications'^'whicn a UNPERSON. is a party monitored in tne: coursebffflrection finding may 
oniy be used to identify tH« trth&m ftten " - - -

4,3. (U) Distress Signals. Dlst-sss signals may be intentionally cpiiectad, processed, retained, 
and disseminated without rigard -to therestrictiona contained IhthisUSslD."" 

a a q 
J j i j 

H A N D L E V I A C O M E N T C H A N N E L S ' ' O N L Y 
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4.9, CU) COMSSC Monitoring and Securitiy Testi ng of Automated Information Systems. 
Monitoring for cammunications secustt/ purposes must be conducted wìth the conserit of the pérson 
beìng monrtored and in sccsrsance wrth the procedura* establlshéd in National Teiscommunications 
and informatica Systems Sacurity Directive ,8QC._ Communiéatidrs. Sacurity <dpMSSQ Monitoring, 
óated 10 Aprii 1950. Monitoring for communications secunty purposes is net goyemsd by'this USSiD. ' 
intrusiva sacurìty tasting to assess sacurityvuinerabHrties in automated information'systéms iikèwisè is 
net aovernec by this USSID, 

S1CT10N I - PROCESSING 

5.1. -il CCS) -Use of Selsctior. Terms Suring Processing. Whén a SiLSCHON TERM is jntended 
to ¡NTERCEPT a communi catier* on the. bash of the contem cf the communi cation, or because a 
communìcation issndphered; rathir than on the baàs s-f the.identrty.of the COMMUNICANT or .the 
faci that the immunication mentions a particuiar individuai, the foliowing ruias appìy. 

a. Ho ScUenON' TsRM that is reaspnabìy ji'keiy to resu i^n -he INTiRCEFnON of • 
Communications-to or from a Li S. FESSOfi_(whersver ioested), ^ H R ^ H ^ H t l ^ ^ H ^ ^ ^ I 

may be' used uniess there is reàson t s beiieve that FORE1GH 

'3. Ho SELECT10N TERM.that has .-«suite« in the iNTERCSPTiQN of a senificant number of 
Communications t s or frora sach parser* or entrties may be used unless there Is reason to beiievé that 
rO REiGN INtÉLUGBNCE &iit be . 

c SSLSCTION .TS^MS that bave. resuited or are reasonsbiy ilkely to .nsu i t in the 
INTERCEFTÌQN pf comnmurt«tior^to.orsfrom such persero or »ntitiès shasi be desisned todefeat , to 
the greatest estent'pràctidabi è 'under thè -tircum'stances, the 1Nf5RCS?tÌON ofthosa communications 
which do noi contai n FQRSìGN ihTSLLKsENCL 

5.2. fS •CCO) Annua! Rénew byOPO. 

a. Ai! SSliCTON TIRMS that are reasonabiy lik'aiy'to resuit in the. INTERCHFTiON of 
ccmmun/catìprey .ts' oc;from.ai Ù'iS.. PERSON" or terms that' nave resul^d in the ÌNTsSCfPTlON of a 
significar«; hùra'ber of such communications shaii be reviewed annùaiiy by the DDÓ or adassgnee. 

. . . . .a. The jjurpesa'of thè rtwew shsii be to dètsrmir* whstàer there is reason to beileve that 
rORSiGN JNiliilSENCs wì! ' be obtalned, or wiir continue to be. óbtained,' by ti?e use of these 
5ELECTÌON TsRMS, 

c A "copy of the resulti o? the review wili be provided ts the inspectbr Generai and the 
Generai Counsei. 

. of intercepted Material. rORSìGN CQMMUNìCAVQNS cojJected by 
the US53 may be foraarded- as iretercapted to NSA, intermediate processing, iadiities, and 
coiiabsratine ctfrters: 
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(i'ZZZ) Mpnforelgn Communications. 

a. Communications _ between persons in t h e __ UNîTsD^' SfTÀTSl.. Private ;radis 
communications 'solely bê twsén persons in the UNITED STATES Ihèdvéftefràj: Intercebteti during" the 
COLLECfiOH of'?ORlmCOW^yM1CA.t5CKS wiiSbe p r o m p t ^ Attorney Senérai 
determines that the contanB'indicate 3 threat of death or serious 'bodily h i m to'àrty person. 

b Commuricltis^s : bet¥¥^h Û.S. PERSONS. C t ^ t â c a â c m ' s p y . . between. U.S. 
PERSONS Will be'traated as foilows; " ""'!"''"'.'"' " : " " '•" 

(1) Communicatieçtsçieiy' between U.S. PERSONS inadvertently Intercepted during 
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon irecognition, if technically' 
possible, except as provided In paragraph S,4.d. below. 

(2). Notwithstanding, - the preceding provision, cr/ptojosi.c. data (e.g., signal and 
eritipherment infomrétion) and technical communication data (e ,^ ; "circuit usage) may be extracted 
ana retained from tnc»'oKnm"!2mcatibns if necessary to : ' 

(a) Establish or maintain intercept or 

Co) Minimi se.unwanted intercept.or 

(cj. Support cyptoi.ogic operations related to FOREIGN COMMUNICATIONS. 

c Communication*.- (nypjvfng an. Officer or Employee of.-• the---; ILS. Government 
Communications'tis. or from any officer, or employee of ti^e US. Gevernmenv or any state or local 
government wiii:. no t . be, intentionsjiy.-.Intercepted Inadvertent-.INTERCEPTIONS of such 
communications (including .those, between foreign TARGETS and U.S. officials) will ce treated as 
indicated in paragraphs 5.4-3. and b;, above.-

cL 5»»ption»' t 'NoaWthstandlr^ the provisions-' of paragraphs' 5.4.h. and c., the 
DiRNSA/CHCSS may waive thè'déstrùction requirement for international communications containing. 
Inter alia, the following types of information: 

(1) Significant FOREIGN INTELLIGENCE,. or 

(2) Evidence of a crime or threat of death or serious bodily harm to any person, or 

(3) Anomalies that reveal a potential vulnerability to U.S. communications security. 
Communications for which the Attorney General or DIENSA/CHCSS's waiver Is sought should be 
forwarded to NSAASS Altni m t 8 © i v : •' -F HV, •?. •,. ^ -

-'v.. J: -": -, .... - . . . - ;.-.. • ''•^•V'O" 
5.5. -tS-SSOj'iJdid.Cbmrhunlcstiori^-ith a Terminal in the U NlTED STATES. ' • 

' 3. Ai radio communications that pass over charinels-'with 3 terminal In the UNITED 
STATES must ba processed' throuàfr 'a /computer scan' ti&icr unless --hose 
communkstioris occur'over chànf&s'uséd èsdusiveiY by.i.irO&âs^ ^dMiîSL' • - •• 

b. international common-access ~dio communications tha t pass- over channels with a 
terminai In the UNITED STATES,, other than pmmunications. may 
•be processed without the use of a -computer scan dictionary or similar device if necessary to determine 
whether a channel contains communications of FOREIGN INTELLIGENCE interest which NSA may wish 

IIANX^LiS V IÀ 'C C£iÎ2>nr U l ï A ^ ^ E X S ^ é N L T 
S S C I DOCUMENT P R Ï Ï Ï Ï Ï Ï ^ ^ t f ^ ^ 0 C T P R F R 
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to collect Such processing may "not exceed two hours without, the specific prior, written approval of 
the DOG and, in any event, shall be limited to the minimum amount of time necessary to determine 
the nature of communications on'the channel and. the amount of such communications-tnat indude 
FOREIGN INTELLIGENCE. Onct -it- is determined th«t the channel contains su f sden t communications 
of'FOREIGN INTELUqENCi interest to warrant COLLECTION and txpibitstipn to product'- FOREIGN ' 
INTSLLSGENCEj'a compute? scan dictionary or similar device must be used for aoditionai proctssng. 

c Copies of sit DOO.writtan approves made pursuant to 3-S-b. must'be provided to the 
Genera! Counsel' and the inspector General. ' --

SSCTION S - RITIMT1DN 

a. f- .>CC3;, Retard on of Communication .to, from or About U.S. PERSONS. 

.- a. Except as otherwise provided in Annex A, Appendix.!, Section 4, communications to. 
from or abou t U.S, PERSONS that art intercepted by the USSS may be retained in their -original or • 
transcribed form, only as foiiows; 

(1) Unendphered communications not thought to contain secret meaning may be 
retained for five years unless the 0 0 0 determines in writing tha t retention for a longer period is 
required to -respond to authorised FOREIGN INTsiliGENCE requirements. 

(2) Communications necessary to maintain technical data bases for cryptanaiytic or 
traffic analytic purposes may be retained for a period sufndent t o allow a thorough exploitation and 
to permit access to data'that ar t , or art reasonably believed ilkely to become, relevant to a current or 
future-- FOREIGN' ¡NTSilGENCs requirement Sufndent duration"- faay vda-y witil the nature of the 
expioitatsoh and m'aycohsisi.af any period of time during which" the technical data base is subject to, 
or of use in, cryptaihalysii if a U.S. PERSON'S identrty is 'rtot necessary to maintaining technical data 
bases, it shouid be delated or replaced by a generic term" when practicable.' 

• b. 'Communications which could be disseminated under Section 7, beiow (La.. without 
eiimjnstion of references to U.S. PERSONS) may be retained in their ori ginaj- or transcribed form. 

5.2. (S-CCO) Access. Access to raw traffic storage systems which contain identities of U.S. 
PERSONS must be limited to SiGiNT -production personnel. 

SECTION 7 . D I S S E M I N A T I O N 

7.1. (C-CCO) Focus of SIGINT Reports. All SiGiNT reports -will be written so" as to focus solely on 
the activities of foreign entities and persons and their agents. Except as- provided In Section 7.2., 
FOREIGN INTELLIGENCE information concerning U.S.. PERSONS must be' disseminated in a manner 
which does not identify the U.S. PERSON. Generic or general terms" or shrases must'be substituted 
the Identity (e.g., "U'-l firm3 for the sseti"Senams of a U.S. CORPORATION or "US. PERSON" for the 
specific name of a U.S.. PERSON), Files'containing the identities' of U J . persons df ie t id from SIGINT 
reports will be maintained for a masimum period of one year arid any requests "from SIGINT -customers 
for such identities should be r t f t r red to RSi. 

••. HANDLE Y1A COMD-CT.CIL42TKSL3- ONLY 
~ s s c a s T — -
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72.. -tC-CCO)'' Dissémination of U.S. PERSON id«n t t ë« . , . SHSM. reporà ni'éy indude.the 
identification of a U.S. PESSON oniy if one of the foîiowing condition«' is met ans' 2 daterminâtiori U 
mada by the appropriais apprpvai authorfty.that the redpi«nt has a need.fpr the. identity for the 
.performanceofhiiofiïdài.duties:. ' . ' "'.. 1 "*' ""'.'.' 

a. Ths US. PERSON hàs CONSENTSD to the disseminatibrrof^c^^anicapons of, or about, 
him or her ans has executed £he CONSENT f o r a round in Annex H of &M ÛSSDfor 

P. The' i 'nform^-PnvV''^UIÏÏCir AVAJiÀSU 'IhraPmatÎln i derived front 
undassified informationavilasif.to.tr«oenerai pubilc), or „ .. ..... 

c Tha identity of.the US. PSSSON is nècassar/ to uràÏNixrvà i^'nOREIGN INTiluGENa 
information or asssss its importance. The foîiowing nonexdusiye iist contajns «amples of the type of 
information thatmeet thts s â h d i f t : ' " "••. r " ' " 

( 1} rORSGN POWER or AGENT OF A FORE5GN POWrk.' The information indicates thaï 
the US. P5RS0N is a.FORElGN PQWER or an AGENT OF A F0RE1GNPOWER-. ,. 

(2) Unauthorised Disdosura of Gassifisd informatiofvjhe information jneicates that 
the US, PEPSON may be engaged in the unauthoriaw disdosure ofd^fl^Trrferrn 'à t ion. 

. (3). Inmmati'pnâj'.f^fxo'B'fe.Activrty. The info£7rva^bnjr^ î^^ i¡pdivicf^ai may 
'se ensssed in sctivities.' .A^&ù'pf ' tnTî USSID for'fariner 
iftrarfnétion concam^g j & f à ^ k j i ^ v p ih international rWfèotiS 

(4) Chminai Adjvity. The information is evîdenci that thèîhdiyidUai may be invoived 
in a crime that has been, js being, or is about to.be committad, groyised that the dissémination is for 
lawénforcementpurpases.' " ' '"V."1'" ' .'. 7 "'-•C- -' 

(51 intelligence TARGET. The information indicates that the U.S. PSKSON may se the 
TARGETof hostile irrîeiugenca activités of a rOREIGN POWER. 

( 5 ) ' T h r e s t % ^ f § t ^ PERSOjfjs 
• oertinerrt to" a oossblethriat tâ tft i i îàfity of' any person o^'orâanizati®; ir&u'sitfg thbsi v^o'àht 
TARGETSr victig&or n o s t a ^ o f 'INTfâRÂfî'ONAi. T i m O m È f 'KÎ^crdnq uhitTîhai! 
identify to Pes'arrç reœgt cpntainin^thé identity of a US. PESSON reportedunder this subsection (5). 
Fisid reoorting to f^snoufd"Sllrt-thVforrn of a CRîTÎCOSfMsm^îair' fcùfûfà) j n d ihdude the 
report â n d r t h V T Î a ^ T o ^ î h d ' S i o n of thë US. 
PERSON'S identity, 

(7) Senior Executive Sranch Ofndals. The Identity is that of a senior officiai of the 
Executive Sranch of the US. Sc iemment In this case oniy the officiai's titlewill be disseminatad. 
Domestic pollticai or personai information on such individuel wiil be neither disseminated nor 
ratai nés. 

-0QQ000C5 3-° 
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7.3. (C-CCO) Approve Aathoritiss. Approval autrtontiei for the release of identities of U.S. 
persons under Section 7 are as foilows; 

2.' DiRNSA/CHCSS.' OiRNSA/CHCSS'must approve dissemination of:' 

(1). The identities of.any senator, congressman, officer,, or employee of the Legislatm 
Sranch of the U.S. QO-verhmeht " . 

:2) The identity of any person for law enforcement purposes. 

b. Field Units and NSA Headquarters Elements. All SJGtNT production organisations are 
authorises to disseminata the identities sf U J . PERSONS when: 

• . (t) 7ne identity i i ' t ^ r i e n i to i ^e safety^ 

(2).. The identity is that of a senior ofSti at of the Executive Sranch. 

(3) The' U.S. PERSON has CONSENTED under paragraph 7.2.a: above. 

c DOO and Designees. 

(1) In ail other cases, U.S. PERSON identities may be released. only with the prior 
approval o t t h e Deputy Director ^ O p e r a t i o n s , the"AMkant"Oeki '^ Director for Operations, the 
Chief, ttS, Deputy Chief! ^ £ r ? i r i thesr absence, the SsnioV Operstiors-Dfficer of the. National 
S1S1NT Operations1"Centin ' The DOO or'ADOO snail review .all US. Identities released by these 
designees as soon as practicable after the release is made. 

(2) For law enforcement purposes Involving narcotics resated.irtiorchation, CHRNS^ has • 
granted to the DOO authority to'disseminata U.S. identities. This authority may hot be further 
delegated. 

7.4. (U) Privileged Communications arid Criminal .Activity.- All proposed disseminations of 
information constituting U-S, PERSON,. privileged ,communications . ( a . g . f a t t o m e y / d l e n t 
doctor/patient) andrali.imofmatipn ; concerning criminal acui t ies ^ criming or judicial proceedings 
in t£e UNITED STATES'must" be' reviewed, by the Offide o f General Counsel prior ib dissemination. 

7.5. (U) imSrooef Dissemination, if ' the name of ^ improperiy dissemirtatad, 
the iriti s en t snouid be r teor i ia t o within 24 hours ef c i s e w v v of tine error.' 

" " ' ' r bS . ' 

H A N D L E Y I A C O S H N T C U A N t I S L S O N L Y 
_ _ _ _ _ _ ' 3 S C 5 1 T — 
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SECTION 8 - R l i P O N S s S I ü T t i S 

Sil. (U> Inspector Sanerai. TK¿inspector Ganerafshalü 

. a a.. Conduct regular,jnsosctjors and perform generai' oversight of fíSA/GS activities to' 
ensure compuanca W H h - i h i s U S S D . ' " - ' ; . • _ . 

. b. Establish procedures for reporting by Key Component and Raid Chiefs of their activities 
and'oractic'esfor^era^purposes. " "'__ _ " ""' 

' -c. Rébort t o M Oi®SÁCHCSS, anrsùaiiy by 3i Oèé&r,' concerning NSA/GScompliance 
with this USSiD. 

d. Report quarterly with the DíRMSA/ChCSS and'Generai"Counsel, to the President's' 
intelligence Oversight Soars through 'the Assistant to the . Secretary.. of Defense {Intelligence 
Oversight). 

3.2. (Ü) GeneraljCo^nsfl;, The Generai CourseLshail : 

a. Provide legai .advice and assistance to ail elements ..of ÜSS3 regarding SIGÌHT 
activities. Requests fór legal idvíot on'any'aspect of these by CKTiCOMM 
•to DDI XDI, or by NSACSS secure telephone 3€3-3121, or 3TU !H " ' 

b. ?rapare.a^d-^oces_all'appiicifions for Fèreignìntelì?g®ise Surveillance Court orders 
and requests for Attorney' Generai approvai $ required by- thesé; phcéáuÑs. 

c. Advise the Inspector Cenerai in inspections and oversight of US3S activities. 

d. Review and assess for legal implications as requested by the DISNSA/CHCSS, Deputy 
Director, Inspector Generai or Key Components Chief, ail new major requirements and internally 
generated US3S activities. 

e. Advise US55 personnel of new legislation and' cáse law that may affect USES missions, 
functions,' operations» activities, or practices. ... 

f. Sapor! ts'requirW'lb thè' Attorney Generafln'S me S r ^ d ^ s l n t s i l i g e n c a 'Oveftight 
Soars and provide cosies, of rush resorts to the D1RNSÀ/CHC55 and affected agency elements. 

a . PftKSs'reqüeás'mbm"ány'Doó'ím¿Uig^>cí'coméphe«í aütHorfty to use signals as 
described in brochure ^ D ' S ^ Ì - ^ f o r devSopinsnt, 
testier cai) tirati on of' IÜCTRC0ÍC SU' ̂ ÌÌlLÀHCS èquipfhent and Vuher7 esüpment that can ingressi 
•communications. 

H A N D L E V I A u O M Í Ñ T C l I A r l ^ L S O N L Y 
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8.3. (U) Deputy Director for Opérations (ODO). Ih* DOO shail: - ' 

a. Snsure-thatali SIG1NT production personnel undemand and maintain s high degreeo? 
awareness and sansiti vity to the requirements of this USSiD. 

h. Àppi y the provisions of this USSiD to sii SIGîNT production activtties. The DOO staff 
focal soi m for USSID 1S metter? is ̂  fuse CRSTJCÒMM DDi XAOî. 

Çox 
c. Conduci necessary reviens of SîGSNT production activities and practioes-ts ensun • 

conastency with this USSiD, 

d. Ensure that ai! new major requirements. levied on th* USSS or intemaily generateti 
seti viti es are considérés for review py the Generai CourssL Ail activities that raisé questions' of few or 

.the prosar interprétation of this USSID must be reviewed.by the Generai .Courses prior ta accaptabca 

orexecûtion. 

5.4. (U> Ai! Semema of tre USSS. Ail elements of the USSS shall : 

a. implemem this directive upon recelpt 
b. Préparé new procédures or amene or supplément tdsting procédures as required to 

ensure adherenca to this USSID. A copy of such procédural shàH b« forwardèd» NSA/CSS, Attn: « S . ^ , 

c. Immediateiy jnform the DOO of any taskine or Instructions thaï apoear to recuire 
actions at vanarice'witn this USSID. 

d. Promptiy report to the NSA Inspecter General, and çensuft with the NSA General 
Counsei on ail activities that may mise a question of compi iahea wrtn this USSiD, 

ScCTION 9 - DE FINITION S 

3.1. (S CCO) AGENT Or A PORKGN POWER means; 

. a. Any person, otherthan a U i . PERSON. who: 

(1) Acts In the UNITED STATES as an prflcir or employée of i FORÉîGN POWER, or as a 
member.of a group engagea in INTERNAT!ONAL TERRORISA or activities In préparation therefor, or 

(2) Àcts f b r / sr on behaif of, a FOREJGN' POWER: that '¿-¡"gages" In clandestine 
intelligence activités in the UNITED STATES Contran/ t o the lnterffts..of the UNITED STATES, when the 
drçumstahees of such persôn's S4-f sençeih .-^e UNITES S T À t p J r ^ t î ^ s ^ P ^ " may engage 
In such' activities in ' the UNITÉS STATES, or when. such'fc-son knowihgfy âids ©f a i k b a n y person in 
thécenduct df such activities or khcwihgjy conspires with any- person to engàge In such activités; or 

b, Any ptrsôn, Induding a y .S- PERSON, who: 

(1) Knowiriçiy engages in clandestine I nteiII^ncegsthering-activities-for, or onbehaif 
c-f, i FORE1GN POWER, whlch activities involve.. or may învoive, a violation of the criminel s ts tut ts of 
the UNITED STATES; or 

H A 3 3 L E O M I T 
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12) Pursuant ta the direction of an intelligence service- or' network of a FOREIGN 
POWER, knowingly engages in any other clandestine intelligence activities for. or- on behalf ef, such 
FOREIGN POWER, which activities involve or ara about to involve, a violation of the criminal statutes 
of the UNITED STATES; or 

(3) knowingly engages in''sabotage or- INTERNATIONAL TERRORISM, or. activities thst 
are in preparation therefor, for -or on behalf of a FOREIGN POWER; or , 

• - . - (4> iCnowirfc-iy . aids^or jabes- any. person" ir^ the : csndU-ct ori a c t i v e s aescnbes.. In ' 
saragràphs-9.1 -b-(1) tnrbugh{3) -or knowingly cohspireswrth a n f p e r s s n t o '«rigagi in those activities. 

' - ' r:"-- •-•' • -.1-: -r --- . '"-"-A.- -• F <-,::'" 
c. For ail purposes other than the conduct of SLSCTROHlOSUSVEiLLANCE as defined by 

the Foreisn intelligence Surveillance Act (see Annas A), the phrase "AGENT OF A FOREIGN POWER*-
also: means any. person,-- inducing- U-S.. PERSONS' outside*- t h e UHlTEDT^TATS^'who are "officers or 

' employe« of a FOREIGN POWEft 'or whe- act unlawfully for,or puiSuanttd tikdrrlction of a FOREIGN . 
POWER, or.who are in contact with or acting in collaboration"with an ibteiiigenca or security service 
of. a FOREIGN POWER for the purpose of providing access to Information or material classified by the 
UNITED STATES Government and to which the person has-or has had'accès. The'mer? fact'that a 
-person's activities may benefit or further the aims of a FOREIGN POWER is not enough'to bring that 
person'under this provision; absent evidence that the person is taking direction from or acting in 
knowing concert with a FOREIGN POWER. 

92. (Q COLLECTION^means intentional tasking SELECTION; of • identified nonpublic 
comma n.ications for subsequent processing aimed at reporting or retention as a file record. 

9.3. (U) COMMUN1CANT means a sender or intended redpierrt of s communication. 

9.4. ÇU) COMMUNICATIONS ABOUT A -U.S. PERSON are those -In which the U.S. PERSONS s 
identified in the communication.- A PERSON isldentifisd'when the person's name, unique title, 
address, or other personal Identifier Is'revealed in the communication- in the context of activities 
conducted by that person-or' activities-'conducted by: others and related-to that- person. A mere 
reference to a product by brand name or manufacturer's name, e.g., "Seeing 707" is .not"an 
identification of a U.S. person. 

3.5. (U) CONSENT, for SiGiNT purposes, means an agreement by a person or organisation to 
permit the USSS to take particular actions that affect the person or o rgàWzàïba Ah agreement by an 
organisation with, thé»National-: Security Agency- to permitGOUSCTIONLof- information shall be 
dierfléd'valid CONSENT ip given, on -behalf of such organisation by m offkial. or. governing' Posy 
determined by the General Counsel/ National Security Agency; 'to have, actuator apparent authority 
to makasuch an agreement . " , . ? • • ' . • • • 

9 . 1 (U) CORPORATIONS, for purposes of "-his USSID, are entities legally recognised as separate 
from the persons-who formed, own, or run mem. CORPORATIONS have the nationality of the nation 
stats under whose lews they were, formed. Thus, CORPORATIONS incorporated under UNITED STATES 
fédérai or state law ara U.S. PERSONS. 

3.7. (U) ELECTRONIC SURVEILLANCE means: 

a. Sr. the case of an electronic communication, the acquisition of a nonpublic 
communication by electronic means without the CONSENT of a person who is a party to the 
communication. 

H A N D L E • V I A C Q M 3 2 $ 5 t m d f ^ m x S ^ m f t — 
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b. In the case of a nonelectronic communication, the acquisition- o f - a nonpublic 
•communication by-electronic means without the CONSENT of a person who Is visibly present at the 
place of communication. 

c ' T h e term" ELECTRONIC SURVEILLANCE does not include the use of radio direction 
finding equipment solely to determine the location of a transmitter. 

9.3.-(Q-FOREIGN COMMUNICATION means- a communication that has .at least one 
COMMUNICANT- outside of t he UNITED STATES,, or. that is entirely among FOREIGN POWERS' or. 

-.•-. -between a FOREIGN POWER and pfncaf t of a FOREIGN POWER, but does not include communications 
'intercepted by ELECTRONIC SURVEILLANCE "directed, at premises in the UNITED STATES used 
predominancy for residential purposes.- - • 

9.3. (U) FOREIGN INTELLIGENCE means information'rei.ating t o the capabilities, intentions, -
and activities of FOREIGN POWERS, organisations, or persons, and for purposes of this USSID includes 
both positive FOREIGN iNTELUGEHCE and counterintelligence. 

3.10. (U) FOREIGN POWER means: 

a. A foreign government or any component thereof, whether or not recognized by the 
UNITED STATES, 

b. A faction of a foreign nation or nations, not substantially composed of UNITED STATES 
PERSONS, 

c An entity that is openly acknowledged by a foreign government.or governments to be 
directed and controlled by such foreign government or governments, 

d. A group engaged In INTERNATIONAL TERRORISM or activities in preparation therefor, 

•«. A foreign-based political organization, not substantially composed of UNITED STATES 
PERSONS, or" 

f. -An entity that is directed and controlled by a foreign government or governments. 

9.11. (UJ INTERCEPTION means the 'acquisition-- by the USES through electronic means of a 
nonpublic communication to which It is not-an intended party, and the processing of the contents of 
tha t communlcardon.inW 3n irrteiligible form, but does not Include the display of signals on-visual 
display devices intended to perrmt the examination of the technical characteristic of the signals 
without reference to the information content carried by the signal. 

- i ¡>3 
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a. Involve violent acts or acts dangerous to human life that ar t 3 violation of the criminal 
laws of the UNITED-STATES. or; of any Stats,- or.'that would be a gimlnai violation If committed within 
the jurisdiction of the UNITED STATES of any.State, and 

b. Appear to be intended: 

{1). to intimi d a t f o r coerce a .civilian population, 

(2) to Influence the policy of a government 'by .intimidation or coercon, or 

(3) to affect the conduct of a government by assassination or kidnapping, and 

,.c Occur tots ' ; / , outside the UNITED STATES, o r transcend national boundaries In terms, of 
die means by which they are accomppsned.. the persons they appearintended to coerce or intimidate, 
o r the locale in w h t ö tries r'-perpftihitori operate -or;seekasyiums, 

, 3.13. (U). PUBLICLY;ÄVAiLAStS. INFORMATION means information that has been published.or 
broad cast for general public consumption, Is available on request la. a. m e m ^ c of the genera! public, 
has beer, seen or heard by a casual observer, or is made available at a.meeting open to the general 
public,'. . .-.' . ---,-- -•'.-;r-- -
• . '.';'. • ..'. . .... .. • , - . v - ' ' - ,-' .... . .. .", .„•_ ;• 

3.1,4.,SELECTION-, as.applied to manual and. electronic practising .activities».means the 
Intentional insertion of a t~;esnsfi«t 
number, ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ i n t o a computer scan dictionary or manual scan guide for the 

. purpose of identifying.messagfs stjrrterest and isolating'.them for fartherprocessing. 
...•* .-.'•-; ; . -. -•••...--' - •• 

.. 3.1 S. . - r ^ E l i C n O N TERM; means, the, composite of I ndm dual', terms, used-to.effect -or defeat 
SELECTION of particuJar.cpmipuhications for the purpose of INTERCEf^OiN.Jf comprises the entire 
t e rmor series of terms so- used;'but not any segregable term contained, therein. It applies to both 
electronic and manual processing. , " ' ' " <'-

9.!S.- (U) TARGET, ORTARGETING: See COLLECTION. 
• i . "••'.' • ".. ' 

3.17. (U) UNITED STATES, when used geographically, Induces the 50,states and the District of 
Columbia, Puerto Rico,Sua®, American Samoa, the Ü.S. -virgin Islands,die Northern Mariana islands, 
and any other territory or possession over which the UNITED STATES exardses sovereignty. 

3. iS. NITED STATES PERSON: 

• a. A dtizen of the UNITED STATES, 

b. An alien lawfully admitted for permanent residence In t he UNITED STATES, 

c. Unincorporated groups and associations a substantial number of the members err 
which constitute a. cr b. above, or ' 

d. CORPORATIONS Incorporated in the UNITED STATES, Including U.S. nag 
nongovernmental aircraft or vessels, but not including those entities -which are openly acknowledged 
by a foreign government or governments to be directed and controlled by them. 

H A N D L E V I A G O M I N T C I L O ^ L S J D N I Y 
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t . The following guidelines apply in determining whether a parson is a U.S. PERSON; 

{!)•• A person known to be currency in the United States wili be, treated as a U.S. 
PERSON "unless that person.it reasonably Identified, as an alien'who'has';not been' admitted for 
permanent residence or if the nature of the person's communications' or other indicia in the 'contents 
or circumstances of such communications give rise to a reasonable belief that such person is not a U.S. 
PERSON. 

(2) A person- known to be currently outside'the UN5TED -STATES;. or whose ideation is 
- - - not known, will not be treated as a U.S. PERSON unless such person is reasonably identifies as such or 

the nature -of the person :s comm'unications or other indicia in the contents or circumstances of such 
communications give rise to a reasonable belief that such person is a U.S. PERSON, 

(3/ A person known to be an alien admitted for permanent residence may be .assumed 
to have lost status as a U.S. PERSON if the person ieaves the UNHID STATES and it is known that the 
person is not in compliance with the administrative formalities provided by law (S O.S.C Section >203) 
that ena bi a such persons to reenter the UNITED STATES without regard to the provisions of j aw that 
would otherwise restrict an alien a entry into the UNITED STATES. The failure to follow the statutory 
procedures provides 3 reasonable basis to conclude that such alien has abandoned any intention.of 
maintaining status as a permanfoTrisidem alien. 

(4) An: unincorporated association whose headquarters are iocated outside the 
UNITED STATES may be presumed not to be a U.S. PERSON unless the USSS has'information indicating 
that a substantial number of members ar t citizens of t he UNITED STATES or aliens lawfully admitted 
for permanent rssaenoe.' 

(5T CORPORATIONS have the nationality of the nation-state in which they are 
incorporated. CORPORATIONS formes' under U.S. federal or state saw are thus U.S. persons! even if 
the corporate stodc is foreign-owned. The only exception set forth"-'above.is CORPORATIONS which 
are openly- acknowledged to' be: "directed" and controlled by foreign governments. Conversely, 
CORPORATIONS incoroofatad infortign countries ire not US. PERSONS even if that CORPORATION is 
a subsidiary of a U.S, CORPORATION. ' ' • • ' " 

(5) Nongovernmental ships ana aircraft ar t legal entities and have the nationality of 
the country in which they are registered. Ships and'aircraft fry the flag and art subject to the law of 
the? r place of re gi strati on. 
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ANNEXA 
. . . . . . . ù î"-.. . . . . 

PROCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE 
.-SURVEILLANCE ÂGT(U), 

. ' " SECTION. 1 -PURPOSE AND APPUCA3IUTY • 
• ' • -r: .-•: ' 

. . H-, u ^ u - h ... _ . , , . .V. . 
1.1..- (U) Thé Foreign.Irrîdîiganca.Surveiiiance Act.(the' Act) 'gqvèms the conduct o t cartas'n 

electronic surveii !ance activttias within the. United Statas to coifeçt foreign "intelligence information. 
A complete, copy. of. the'Act il .found à t Annex 3 to NSA!CH-Directive "lO-iOr The Art covers; the 
intentional ¿élection o f the communications of s particular, known" U.£ person who Is.in thêUnfted 
States, all wiretaps in the United States, the acquisition of ctrtanira<£© communications where aii 
parti as to that communication are located in the United States, and the monitoring of information In 
which there is a reasonable expectation of privacy. The Act requires .that ail such surveillances be 
directed only at foreign powers and their agents as -denned by the Act and that aii such surveillances 
be authorizes by the United States Foreign Intelligence Surveillance Court, or In certain limited 
drcumstancss, by the Attorney General. 

USSID 13 
37 J u l " 1383 

SS CTI ON 2 . « s w s e â i 
sfast» s < Tw la SA TSS saà̂ ir̂ -c: 

2.1 - (U) Procedures and standards for securing Court orders or Attorney Cenerai certifications 
to conduct electronic surveillances are set forth in the Act' Requests for such orders or certifications 
should -be forwarded'by the appropriate Key Component through the NSA Cenerai_Counsel to the 
Director, MSA/Chief.. CSS and should be accompanied by a statement o f t h e facts anb circumstances 
justifying a belief that the target is a foreign power or an agent of 3 foreign power and that each of 
the facilities or places at which the surveillance will be directed are being used,'or ars about to 'ce 
.used, by tha t foreign power or a g e n t ' if the proposes surveillance meets the requirements of the Act 
and the Director approves the proposai, attorneys in the Office of the Cenerai Counsel will drew the 
necessary court application or request for Attorney Cenerai certification. 

SECTION 3 - MINIMIZATION PROCEDURES 

3.1. (S-CCO). Surveillances authorised by the Act ara required to- be -tamed out in accordance 
•with the Act and pursuant t o the court order or Attorney Cenerai certification authorising that 
particular surveillance. In some cases, t he .cour, orders are tailored to adorasi particular problems, 
and In those instances the NSA attorney will advise the appropriate NSA offices o f t h e terms of the 
court's oroers. in most cases, however, the court order will incorporate.without any changes the 
standardised minimisation procedures set forth in Ap-oendlx 1. • 

H A N D L E V I A C O M I N T C H A N ^ I S O N L Y 
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SECTION 4-RESPONSIBILITIES 

4.1. (U) The Genera! Counsel will review ail requests to conduct electronic surveiiiancas as 
defined by the Act, prepare'aii applications and materials required by the Act, and provide pertinent 
legal advice and assistance to .ail elements'of the United States SjGihT System. ' 

4.2. (U) The Inspector Genera! will conduct.regular inspections and oversight of ail 51G5NT 
activities to assure compliance 'with this Directive. 

4.3. (U) Al! SlGìNT managers and supervisors with -espsnsisilTtiss/elating to the Act will 
ensure that they and their personnel ara thoroughly familiar -with the Act its implementing 
procedures, and any court orders or Attorney General certifications pertinent to their mission. 
Personnel with duties related to the Act will consult the Generai Counsel's onice lor any required 
legal .advice and assistance or training of newly assigned personnel: .Appropriate, records will "be 
maintained demonstrating compliance with the' terms of all court orders'- and 'Attorney Generai 
certifications, and any discrepancies In that regard wis! be promptly r e p o r t « to the offices of the 
Genera! Counsel and Inspector Generai. 
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AP.PENDIX 1 

Standard MIn'iroizstlofi Procsdurss ter 
N M l l É s a a n M i M M i l a n c j s ' 

Tabi© si Confents 

. . ì v .. ; . i i - i . ' . - ' - . . . . . . 
Sscaon 1 — Appiicaòiiiry and Scope Secoòn ' " 'A-1/2 

Sscson 2 — Deàriffions; /".-.. • A-1/2 
a Acquisition ; . ' A - f e . 
b. ComrnurdcsijQns oonceming s U.S. Feracn A-1/2 
g. CommunfcsHonspfaU.S.Person A-1/2 
ci Conserti""' ' A-1/2-
e.. Foraign cpmn?jnioaiiD- [Domesac C^rnunicsson] ... A-1/2 ' 
i ( l à m m ^ f a f ó i j M . Person • A-1/3 • 
g, P r aSSsa fo r Processing .VI/3 
h. P i M d y ' a ^ M j l e "r^-rnHocn A-1/3 
I. Tetìmkal'dataibase" A-1/3 
j. U.S. person A-1/3 

Section 3 — Acquisinqn and Processing - Generai ,A-1/3 
a • Acxfeiian .A-1/3 
b.- VerìrbaSott - . A-1/3 
c. Monitoring, Recorang, and Processing • A^-1/4 
d.- U.S;- perspns Émpjoyad by the Foreion Power _ A-1 /4 
a, Oésirucfiofi ' or Raw Data ; .A-1 / 4 
f. Non—Psriteeni C-smmunicaijons ..A-1/5'-' 
g. Ghange in Targate. Uocason or Status A-1/5 

Secoon 4 — Acquisition and Processing..--. Spedai Prooecures A-1/5 
•v / ài: Pramisea .A-1 /5 

Bl Aff iyne^^f i^ÌSfr^f i rBòaìIòns At j /S . 
• ' . , - -

Seodon 5 — Domesac Communicaìicns A-1/6-
a . Disserntnaiiqn - . A-1/5 
b. Retention A-1/5 • 

Secoon 5 — Foragi OornrnunicaSions of or Concernine. U.S. Parsons A-1/7 
a Petentsor. . A-1/7 
b, DfSssfninsBcn . ' A-1/7 

Sectìon 7 — Othsr Forefan Oonmiracafions A-1,3 

Secdon 3 — Ooiiaboràtion with Foreign OommunicaBons A-1 fB 
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SSCI DOCUMENT PRtmmmmP-Y 1-15 GCTOBES. 2007--000000053 



— S f e G f t f e i r ussm I i ANNSS A 
' APPENDS 1 
27 Jsl? 1393 

UNITED STATES . 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

" WASHINGTON,-DO •- -• 

STANDARDIZED MINIMIZATION 

.PROCEDURES FOR NSA ELECTRONIC SURVEILLANCES 

Pursuant to Section 10l (h) of the Foreign Inisffigence Surveilance Act of 1375 (hereinafter -Tie 
Act"), Te following procedures have been adopted by ins Attorney General and shall be foöowed by the NSA 
in inpieroenäng this electronic surysiliancs: (U) 

SECTION 1 - APPLICABIL ITY AMD SCOPS (U) 

Tnsse Drocedures apply to. f i é acquisition, retention,' usé, and dissemination of non-pubSciy 
¿valable informaijon concerning unccnsendng United States persons' thai is ccs'lscied in the course of eieo 
tronlc surveillance as ordered 5y the United States Foreign (ntecifasncs Surveiiiancs Court under Section 
lG2ib) or authorized cry Attorney General CeröBcanon under Section 102(a) of the A d These procedures 
also' apply to nan—United Stares persons where spscnicaSy indicated. (U) -

SECTiON 2 - DEFINITIONS (U) 

in addlSon to the definSjons m -Section 101 of the Act, Sis following dstniSons shall apply to tosse 
Drocedures: • " . • . - - • 

(a) AcxjuisaSon.means the collection by NSA thnouoh electronic means -of a nonpublic commu-
nication to which it is not an intended party. (U) " . 

(b) Communications concerning a United States person include ai communications in which a 
United States person is discussed, or mentioned, except where such. communications reveal only pubfldy 
avasacie information about Ta person. (U) ' ' . " ' ' . " ' . '.'".' 

(c) Communications of a United States person induce ail communications to which a United 
States person is a party. (U) • •" 

(d) Consent is the agreement by a person or organization to oermft the NSA. to takâ particular 
actions that anect the_person or Organization, To be effective, consent rnusî be given -by the'aftectsc person or 
organization with surotent knowledge to understand th e action that may fee .taken and the poss&ie .coose-
ouences or thai acton. Consent by ah organization shal be deémed:vafîti If giver,' càî behalf of the -organization 
by an official or governing body determined by the General Counsel, NSA, to Have'actual or apparent authority 
to make such an agreement (U) ' . . . - . 

(e) Foreign communication means a communication that has at least one communicant outside 
•of the Unfed. -States, -or that is entirely among: 

(1) foreign powers; 

(2) dffcers and employees of foreign powers; or : 

(3) a -foreign; power and officers or smplcyees of a foreign power. 

Ali -ether communications are 'domestic ccnnunicasons. (S '300') 

X 
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(75 idaififbancn .of a United States person means the name, uncus tSis, address. or other oer-
sonal Identifier cf a United States person in the context of activities conducted by thai person or activities 
conducted by others inat are related to thai person. A reference to a product by brand name, or manuraraff-
=rs name or t i e use of a rams "m a dssontoove sense. s.c., "Monroe Doctrine.' is not an kjaiialcaOon of a 
United States person. f£ SCO) ' ' 

. 5 .fa) Processed -crtifcscesssnci .means anv step nscsssaiy to convert' ¿'CoriviiurBcaSon into an in-
teffialitiefc^ntenaedferhums5.iDspeajoG. ill) ' ••••i -...-., 

" ' y - - ^ - , r : . , 
, j iraarnaticn' means irtionrdSbri l i s t -a rosrriber of t ie pobac cotgd obtain on • 

request, by research in pt is lci&rcsa, tif'by casual obsensiiari.' OJ) • 

' Tecnnlcai c ^ ' b l s e ' ~ e a n i irrnormsDon retained for orvcfehaiyiSc.- t rsnc analytic, or aanai 
ecololtHtic-'purposes fQ^COCT"'; - "••-•' •;:~.v-i.y 

© United States person'means a United States pS-sbh as'tiefthsd In the Act The fofibwihg 
guidelines appry in casrrnininc..whstier' a person whose status is unknown is a tinted States person:* (U) 

(1) A person known to be currently in the Unfed States will be treated as a United Slates person 
unless positively Identified 23 an alien who has net been admitted for permanent residence, or unless the 
nature or drcumstencas of the person's convnunicaSons give rise to a reasonable belief that such, person is 
not'a United States persons (U)' . ¿¡••¿-j-z 

•' ;'2V A oarson khown to be curranny outside the United States, or whess location is igiknown, wffi 
not be treated as 2 United States person unless such person can be positively identified as such, or the nature 
of drbumstancss of the person's cofrmJoicaSons give rise to 2 reasonable beset thai such person is a United 
States'oersor..: (U)" ' ' .•_:- ' "i •.'•• : 

.' ~ - . -''Otff.-i ; . : . '.;. ..J '.IT. . ¿ . . . J " . . 

r (3) A .person known to be an alien admitted for permanent residence ;csss status as a unfed 
States person i? toe person leaves the United States and s not'In comoiince' wifr1 tie 3, United -States Code, 
Section 1203 enabling re-entry ills the United States, rsliure to foflow the statutory procedures presides'2 
reasonable 'oasis to oondude that trie alien has abandoned any intennon of maintaining his status asa 'penra-
nsnt resident alien. {U> • , . 

(4) An unincorporated association whose headquarters or primary o&Sce Is located outslce the 
United Stares is presumed not to be a United States person unless there is- information ¡reseating f ia t a sub-
stantial number of its members are citizens of the United States or aliens lawfully admitted for permanent 
residence, (U) . 

SECTION 3 - ACQUISITION AMD PROCESSING - GENERAL (U) 

(a) Acquisition (U) 

: The accuisffion'-of irrorrnatiofTby electronic surveillance shall be made Irs accordance with the 
certification of the Attorney General; or the 'dotal order authorizing such sun/sipance and conducted in a man-
ner designed, to the greatest s cen t reasonably feasible, to minimize the acquisition cf Information not L e -
vant to the authorized purpose -of the surveillance. (S COO), -

-ra) Vsra^DoniUl .. 
Sl '^ . ; . - , „.;;-.,-. . . .;„ ^ - " 

At the inlgatibh tit w.^ec t ronic sur-zsiance, tj® MSA or. Ihe. reca-al Bureau of lr 
pndvidSng opsaBohal sjppbctirshall'Verfy thai the rusribers i 
are the lines or numbers of the target authorized by coo l order, car Attorney Qsnaai. cstincaSon. Tl-rereaftsr, 
ooBedion personnel wil'monitor t ie acquisition of raw date at regular intends to wi ry that the surveufecs Is 
not avoidably acquiring communications outslds toe authorized scope of toe aavefflance -or information con-
cerning United -States persons not related to the purpose of the surveillance. (S-CCO) 

- - HANDLE : >1A. CO?/ i IMT C H A S S I S ' O N L Y — 
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(1) Eecponc surveillance a t t i e target may be monitored abnteniboraneousry, recorded autc-
ma&cafy, or both. (U) ' • ^ :".•:.,-

(2) Personnel who monitor the electronic sirveffisnca snail, exercise reasonable judgement 
in GetenTirangwhaihsr'p^aJar inforinaiiofi acouired must be mirantoad and snail destroy racverterSy ac-
quired ocmmliracailons of-or concerning a Unfed States person si the s&mestoracocable' scant in ins proo 
essinc cvcse at which such communication can be identified either as clsany riofreievant it the authorized 
purpdseof the suivelance (ag.,thecomfounica£!on boss not contain.foreicpintei^ence infcnnaBcxi] bras 
containing evidence- of a a lms which may be. disseminated.under tfeasa prpcskxjres. •COO't-

is) Communicsopns of or -x-ncerning Unfed States persons thai may be related to the auihc-
rizsd ourocse of the surreiSancs may be fcraardea So a n ^ t i c oersorinel resocnsible for orctiucing Intelil-
gancs information from the collected bate. Such communications or Wbrrnaaon may -be retained and dissem-
inated only in accordance wSh Sections 4.. 5. and 3 of these procedures. - fSi-

. (4) Magnetic tapes or other smraga media that contain acquired communications may be pre-

' fa) i a d i communication snail be renewed to determine whether it Is a demesne or foreign. com-
munication to or from the targeted premises and is reasonably believed to contain foreign intelligence. infor-
mation or evidence of a crime". CWy such communications may be processed Ail a t w oommunications may 
be retained or disseminated oniy in accordance with Sections 5 and -6 of these procedures. (S-CCQ) 

(6) Maghsje tapes or other storags media centering foreign cxarrnurications may be scanned 
by computer to identify and select wrarmnies&ohs for analysis. Computer selection terms used for scanning, 
sue-- as teleohone numbers, key words or phrases, or -other discriminators, stall not induce United r 

; or identifiers and snail be -limited to those selection, terms reasonably fflcsjy to identify I 
"" "tare authorized for Intentions''collection under Executive Order 11 

• - cn 
accordance with -: 
inadvertent* acauired 
IcwpO-OCCj ' 

retention and dissemination of foreign communications snail be'shade In 
4, S. and 7, as appfeabie,. below, mother processing, storage and dissemination -of 

communications shall be made In accordance with Sections 4 and 5 be-

by = foreign power may be 

(d) U.S. Persons Employed by the Foreign Power 4 ® -

Communicairais -of or concerning United States parsons emofcyed 
used and retained as otherwise provided In these procedures except that 

1' ' (11 Such United States persons snail not be identified in connection wSh any communicaticn 
that the person places or receives on benair of another irsless the IdentlScaScn is permitted under Section 3 of 
these procedures: and 

'2) oersonai oomrmxikssors of United -States oersons that could not be foreign '« 
may only be retained/ used, br disseminated In accordance With SecSon 5 of these procedures. 

e ) Destruction of Raw Oaia - S r 

sucn as 
bancs w£n t i e 
that dc not meet" such 

that reducad to a rab le or "hard copy* tonn 
'" ps-reviewed for retention in accor-

2nd other information, 'in any form, 
scantier! '"standards 'and that are known to rontejh-'cornmijtlcaDons d or concerning 

U " teg Statespejsdns^af.pe.pfeiTiPtly dsstroysct: (S-OCC1; --Vt,".;^-,:.. ' . . ; „ - - . 

H A N T j T . S V ' A l i O T v U ^ T r H A X N K T - ^ r » r 5 r 
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(1) Ncrr-pertìneni Comnunicanons (Li) 

• (11 Con%Tainic^ohs^dstan?iineci to fall within established categories 'of noit-pertinent oonmu-
nicEDans.' such as ihcse set forth k subparagraph iS) of this season, should riot be. retained unless they con-
tain informaaon thai may be dissararsaSsd. under Sectibns-S, 5, or 7 pefowy (UJ 

---. - -i...-: I2i. Mantes may. listen to^al cornmunicaScna including those thai inSafiy aopsar to ail within 
estebfehed cataacdes unta toev ess f easan t /de i emi i r i e that .the -¿cmntihi^ori 'cannot be disseminated 
under. Sections 5, B, or 7 bdoVti ' • - - • • -

{3} C^mmuncaaons of Ur^sd. .Sabs persons w8l be.'analyzid ib'aSabfari categories of =bn> 
municafibhs-that are not pertinent to the authorized purpose of me survaffianbs*<U). 

(4) Thesa categories should be established after a reasonable period cf monitoring the commu-
nkaSoris 'of the targets. '{U)~ ' „ ' '•V: 

¿5) SnfofTharjon that aooaars to be foreign intefiigencs may be reialned-aven if a is acquired as a 
pah of a ccHtrnumcsSon Ming within a category that is generafiy-non-pertinera. (S • CCQ) 

include: 

etc. -(C CCD) 

(S) Categories of ncn-pertineni -communications which may be applied in these surveillance 

il» Calls to. and from United -States Government cfficiais;' 

(II) Calls to and from cricrsn: 

(in) Calls to ana from studente tor informaaon to aid them h academic endeavors; 

fhn CaBa'between famiy members: and' 

(v) Calls relating soia"/ to personal services, such as food orders, transportation, 

(g) Change In ¡argefs Uocaiion or Status -¿3 CCC-

(1) During periods of Known extended absence by a tameted agent of a foreign power from 
premises ursdar surveiiance; only communicaSons to whicn the target is a party.msy be retained and dissemi-
nateo.- -rS- jGC) 

(2) When there is reason to beBevethai the target of an electronic surveffiance is no longer a 
foreign ocwsr or an agent of a foreign cower, or no ionaer occuDies the oremises authorized for surveiiiance, 
that electronic surveffiance shall be immediately terminated,-and shall hot resums uniess subsequently ap-
orovéd. under.the Act When any' oerscn involved in coiiécobri or crecessirig of an' electronic sur /e iaoca 
being conducted oursuant to-the Act Sèccrnès'aware, of r^oré t iónmxSng ' t ^ n a c à S J material ohahgé lo 
t i e status or location of a target thè persxi.àhèli Immediately ensure thai-me Qfnce of Generai Coun-
sel is aiso made awarè of sich InforirMoh.' (S- CCCf •' - :V' 

• ACQUISITION AMD PROCESSING - S P B P R O C S D U R S 3 (u) ' 

(a) Collection Against Residential Premises t§ 

* (1)' An electronic stsveoiahci directed a g a r s ' premises' heated Sri the. United States and used 
for residential purposes snail be conducted t ^ technical means. d e s ^ e d J a j f e j t f fe infonrafion acquired to 
cGmmuracailc-ris thai have one xmmunicam 'cutsids t i e United State's: ^ H • 

• i ns technical means employed snail consist of | 

H4vhT*s?, ^ m ^ e m m m e m m m s ems-— 
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juipment or equipment capable of Identifying international 
or other oaHcular international communications mown to be used by Sis targeted foreign power 

ms. Camm'unicglkpre to or from fie target residential premises that are orocessed througli = 
of a 'foreign power or"agent 

bower teGSted in a foreigh country, or on the foreign country or foreign est/ telephone direct dialing 
area codes) Ibr the areas in which such foreign powers of' agents are' Ideated. '(£ -COO). • 

(31 Demesne cotrrounicaScaTS thai are incidentally accuired 'during collection against residential' 
premises shall be handled under Section 3 of these procedures. .(S- SCO)— ' 

•(b) Attorney-Client Gommunicaoons-fSi 

As soon 3S it becomes aooarent that a communication is between a person who is known to be 
under criminal indictment and an attorney who represents that individual in the matter under indictment (or 
someone acting on behalf of the attorney)', monitoring of shat communication wSl cease and the communica-
tion shaS be identified as an attorney-client corranunicaSkr« in a log maintained for thai purpose. I ha relevant 
portion of the tace containing thai odnverssSSon w l be oiaced under sea and the Department of Justice, Qmce 
bf intelligence Policy and Review, shail be notified sc that appropriate procedures'may be established a pro-
tect such comrnuhiesScns from review or use in any criminal prosecution, while preserving foreign inteffi-
oence Information contained herein, (S-COC)— 

SECTION 5 - DOMESTIC /i n vm/ 

(a) Dissemination '(U) 

• Communications identified as domestic communications shall be promptly destroyed, except 
that 

it) domestic communications that are reasonably believed to contain foreign irsteaigenca infor-
mation snail be disseminated to the Federal Bureau of Invesaaarten (including United States-person identi-
ties) fcr possible farther dissemination by the Federal Bureau of investigation in accordance with its minimiza-
tion procedures; 

Ì2) domestic common icaticns inai de not contain fcreicn intelligence information, but that are 
reasonably believed toocntain avidàxé of a crime that has been. Is or is' about to be corrsnitted'shaii 
'be disseminated 'indurane United .States person identities) te àborcariate Federai law enforcement autocri-
nes, ¡TI accordance with Séoncri 106(b) 'of t è Act and" crimes rectìSnhg procedures, aoproved by t i e Secretary 
of Defense and ine Attorney General; and " ' "' ' 

• (3) domestic communications thai are reasonably beSevedto contain technical dato base snfor-
maaon, as defined in -Section 2(f), may be ctsseminated to the Federal Sureau of investigation and to other 
elements of thè U.S. SIGIHT system (S CCOy 

(b) Retention (U) 

¡"Si Domestic communications disseminated so Federe! law enforcement acencies may be re-
tained by ine ftSÀfor a reasonable -oeripd of time, not to sxcaed six months (or any shorter pericd set oy sotst 
arderà to permit law enforcement "agencies to determine whether access to criainai recordings of such com-
munications Is reauired torn aw enforcement purpagBs.;hS. • CCC ) ' ; 
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~ (2) Domestic communications reasonably believed to contain technical data base inforrraacn 
mav be retained'tor a period sufficient to allow a thorough exploitation aid to permit access to data thatara, or 
are* reasonably believed Ifksty to become, reiavant to" a current or future foreign intelligence recuirsnent 
Sufficient duration may 'vary with toe nature of the exploitation. •fS-CCGf 

a, In the context of a csypianaiySc effort, maintenance of iachrsica data 'oases reputes-reten-
tion. of all communications thai ara enciphered or reasonably. beiieyed to contain secret meaning, and suffi-
cient dufkticri may consist of any period' of time during whBn e ihc^ ied material is. subject to, or of use in, 
oryptanatysis. (€ COO)— .. .• .- .• , ,--v.-— 

_ d. in toe •sse/Of'SdntmitoiGaSons that are not a-hdphired ortotherwisa thought to contain'sera: 
meaning, sutneient duration is'one year unless toe Deputy Director for Operators, NSA, -determines r.wffrid 
toat retention for a longer period is required to- respond' to authorized foreign intelligence or counterintelligence 
requirements.- (S-CCQ)—' ' ' \ - -.-—v^ 

SECTION S - FOREIGN COMMUNICATIQNSrpF OR CONCERNING UNfTED 
S T A T E S P E R S O N S ( U f " •• 

(a) Retention (U) • 

Foreign ocmmunicabons of or concerning United -States persons acquired by the NSA in toe 
course of an electronic surveillance subject to toese procedures ma/ Be retained only; 

(1) f necassary for the maintenance of' technical data bases.- Retention tor this purpose is 
permitted for a period sufficient to allow a thorough exploitation and to permit access to date that are', or ara 
reasonably oeiieved likely to become, relevant to a current 'or future foreign -toteiilgencs. requirement - Suffi-
cient duraben may vary wfift the nature of the exploitation. 

a. in the context-of a cr/ptanaiytio effort maintenance of technical data bases re-
duces retention of aH oommuiicaifors' toat are enciphered or reasonably 'oeiieved to contain secret meaning, 
and sufficient duration may consist of . any period or time during 'Which encrypted material is subject to. or of 
use in, crypsanalysts. _ - -

P. in toe oase of communications that are not enciphered or otherwise thought to 
contain secret meaning, sufficient dLffafion Is one year 'unless toe Deputy Director for Operations, -NSA, deter- • 
mines in writing toat retention for a ioriger period- is required to respond to authorized foreign intelligence or 
countefBTtsfilgence requirements; 

{25 if dissesmHason' of sucrr communications wfto reference to such United States persons 
. would be permitted under subsection (b) below:' or 

- <3): if the iracrmatibn is evidence -of a crime to at has been; s being, -or is about to be committed 
and is provided to appropriate federal law enforcement authorities. (S-GGO) 

02) Dissemto'ason-{U) :.!-• 

A .report based' on comtowhsCatiohs of or concerning'a United States person may be dsssmi- ** 
nated in accordance with Section 7 If toe Identity of the United Stales person is deleted and a generic term or 
symbol- is substituted so that toe-infocmation-.cannot reasonably te. connected: with an. Identifiable United 
States person. Otherwise tissefninafion of intelligence reports basedioncommirucHiions of or concerning a 
United -States person may only be. made to a recipient requiring the jdenffty- of kich person for the performance 
-of ofHtiai duties but only If at. l e ^ t 'bns! cf the. following criteria Is ajsc . g ^ . 

(1} toe United. Saias pereon has consented to dssen^saSonorffje information of or concerning 
toe United States person is available publicly; 

-. (2) toe identify, of the United States person is necessary,fo umtierstand-fcrelgn intelligence 
informetion or assess teinpdnspb; e.g.; toe identity of a senior bffofel.in the Executive. Branch; 
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(3) the 'XCTnunication or k-jformaSon incficstes that the Unfted States person may be: 

(A) an agent of a foreign power; 

. . (3). a foreign power,as denned in Section 101 (aj(4) or (S) of t f teAc^ 

(C) resicsng outside the United Slates and hoidfog an official ocsitloa in the gcvem-
ment or miSftar/ forces of a foreign power; 

(D)' a.oaporaSon or other entity f ja t is owned or. oontroilsd cfirsctfy or hcSrecfiy by a 
foreign power or 1 . •••"' 

(E) acting' in cafeboraoon with an inteffigencs or secursy service of a foreign odsrer 
and the United Slates person has, or has -had, access to dassmed national sscurt/ information or material ' 

(4) the ccmmuricsiion or information indicates that the United -States person may be the target' 
of in^Sgehos'acdvflies of a foreign power. 

(3). the communication or tnfonrsifon' indicates thai the United Stetes cerson is engaged in the 
unauthorized cfisdosurs of classified national security information; but only after the agency that originated 
the information cerises that it is property dassified; 

(5) the communication or information indicates that the United States person may be encaging 
in intsmsiionai terrorist actf/Ses~ 

(T5 the acquisition of me United States person's communication was authorized by a court order 
issued pursuant to -Section 105 of the Act and toe communication may rei'ate to the foreign.intelligence pur-
pose of toe surveillance; 

(3). the communication or snforrnancn is reasonably beaded to contain evidence that a crime 
has been, is being; or is about to be committed; provided that dissemination is for law enforcement purposes 
and is macs in accordance with Section 106(b) of toe Act and crimes reporSna orocadurss aootwed by toe 
Secrete.-/ of Defense and the Attorney General, (U) 

SECTION 7 - OTHER FOREIGN COMMUNICATIONS (U) 

Foreign communications of or concerning a,non-United Steles person may be retained, us ad, 
and disseminated in any form in accordance with other applicable law, regulation, and poise/. (U) 

SECTION S - COLLABORATION WITH FOREIGN GOVERNMENTS (D-COO). 

• (a) The sharing or exchange of forefon 'communications oovernèd by these procedures wfih sig-
nais inteffigencs authorities of collaborating foreign governments (Second Fames) mav be undertaken by ths 
NSA only with the written assurance of the Second Party thai the use of these foreign communications w i be 
subject to the retention a id dssamijaifon provisions of these procedures. (S-CCO) 

(b) Domestic ccmrruihicsoons and 'Communications to or torn United -States oersons shall not ba 
shared with Second Parties. (S'CCCT " • : 

••"•-•• : r -j-;. •--
(eV Foreign plain te^ tforirairicanons mav be sh'àred with" Second Parties if they are l i s t re-

viewed by NSA analysts, who snail remove references "to United States oersons thai are not necessary to 
understand or assess toe foreign intapdence Information c e n t r e d toereinU (C-OQQ) 

(a) Foreign enciphered or encoded corrshunicsdons mav oe shared v»ftfT Second Paies without 
such prier review, provided that at least annually a •representative sampling of those sha-ed xmmunicaacns 
toai can.be deciphered or decoded iSTsvfewed by-toe NSA tc ersura that-am/7aferences:to^eri.to United 
States persons are necessa-y to uncersand or assess the foreign inteiiigérics information being dissemi-

S A f l D I E VIA C C M I N T GSAxNT^ELg:-ONLY. :— 
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^sted. CorrecSve measures with rested te each tercet or ¡ine shall be undertaken ss necessary to maintain 
compliance with the-above dtssamine&on standard. Tne results of sach review snail be mass avaUaoia to tra 

• At torney General-or a designee. (S—OOO) — 

ADorovad bv Attorney General Janet Reno on 1 July 19S7 
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ANN-EX B 

OPERATIONAL ASSISTANCE TO THE 
FIDERAI BUREAU Or SMYSSTIG ATI0N (U) 

SECTION 1 - GENERAL 

1.1.. (U) in accordance with the provisions of Section 2.S of I.O. 12221, and the NSVFSf 
Memorandum -of Understanding of 23 November 1339, the national Security Agency may provide 
spedaiiied equipmsrrtand technical knowledge to the FBI to assist che FBi ¡p.,the conduct of its fawful 
functions. When requesting such assistance the FBI will certify to the General Counsel of NSA that 
such equipment or technical knowledge is necessary to the accomplishment of one or more of the 
FSi's lawful functions. 

1.2. (U) MSA may also provide expert personnel to assist "11 personnel in the operation or 
installation of specialized equipment when, that equipment is to- be employed to collect foreign 
intelligence. When requesting the assistance of expert personnel, the FSI will certify to the General 
Counsel that such assistance is necassary to collect foreign intelligence and that the approval of the 
Attorney General (and, when ,necessary, a warrant from a court of competent jurisdiction) has been 
obtained. 

SECTION 2 - CONTROL 

2.1. fU) No operational assistance as discussed in Section 1 shall ice provided without the 
sxpress permission of the Director, NSA/Chief, CS3, Deputy Director, SSA, t r e Deputy -Director for 
Operations, -or the Deputy Director for Technology and Systems. The Deputy Director for Operations 
and the Deputy Director for Technology and Systems may approve requests for such assistane? only 
with the concurrence of the General Counsel. 
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A N N E X C 

SIGNALS INTELLIGENCE SUPPORT TO U.S, AMD ALU ID MILITARY 
EXERCISE COMMAND AUTHORITIES (U) 

SECTION 1 - POUCY 

1.1. 4€J-Signais intelligence support to U.S. and Allied military sxsrdss command authorities is 
provided for in USSiD 5S and OoD Directive 5200.17 (M-2): Joint Chiefs of Staff Memorandum 
MJG111-SS413 August 1 Sit , and USSiD 4, 1S December, 19SS, establish docrine and'procedure for 
providing' signals intelligence support to military command en.. The pfoc~dures.in this Annex provlds 
policy guidelines for safeguarding the rights of U.S. persons-in the conduct of exercse SiQINT support 
activities. 

SECTION 2 = DEFINITIONS 

2.1. (U) Tine term "Military Tactical Communications* means United States and Allied miirtary 
exerdse communications, within the United States and ahfcsd, that are necessary for the production 
of simulated foreign intelligence and counterirrteliioence or to permit an analysis of communications 
security. 

SECTION 3 - PROCEDURES 

3.1. (C-CC5; The US3S may collect process, store, and disseminata miirtary tactical 
communications that art also communications of, or concerning, U.S. persons. 

a. Collection efforts wiii be conducted in such 3 manner as to avoid, to the extent feasible, 
ths intercept of non-exercise-related communications. 

b. Military tactical communications may be stores and. processed without deletion of 
references to U-3. persons if the names and communications of the U.S. persons who are exercise 
paracpants, whether military, government or contractor, art contained in, or such communications 
constitute, axertise-rsiattd communications or fictitious communications or information prepared 
for the exercise. • 

• 

c.. Communications of U.S. persons not oarti costing in the exercise that art.inadvertently 
intercepted during the exerdse -shall be destroyed as soon as feasible, provided that a -ecocs 
describing the signal or frequency user in technical and generic terms may be retained for signal 
identification and Collection-avoidance purposes, inadvertantly intsrceoted communications that 
contain anomalies in enciphered communications that reveal a potential vulnerability to United 
States communications security should be forwarded to the NSA0«puty Director for information 
Systems Security. 
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d. Dissemination of military exercise communications, sxerase repeats, or irrrormstion 
nies derived from such communications snail be limited to those au thor i t i« and persons participating 
i n the exercise or cond u-cti ng ravl ews and crfd qu es thereof. 
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J A N ' N I X D 

TISTIMQ Or SLKTRONIC EQUIPMENT<U) 

• - "S iCTION 1>-?ÜR?OSE-ÄND , APPU€Ä8aÜTY i -
••.. '5 :. -r -f . : . .m .r. -J.-.?. : - r . . " ; , 

1.1. (IQ This AnSés àppilès to tSé tasting o f t l é à r à o i c ' ^ r p m é i f - ' ô w i hàs the capability to 
intercept communications and ether non-pubik information. Testing induses /development 
calibration, and evaluation of such equipment, and will b t conducted, to the maximum estent 
practical, without i'rrtsrcepooh or menrtoring' of y S. persons. "" 

- • SECTION 2'= PROCEDURES 

2.1. OJ)' Thé' U5SS -may test* eféetronte équSWiént- t h a t capability7 i s intercept 
communications and ôthér information suö|«ct t o trMffafdwinf iimfîstiorts; " 

a. To the maximum cetent practical the f o i l i n g should be used; 

(1) Laboratory-generated signais, 

(2) Communications transmitted between terminais located outside the United States 
not used by any known U.S. person, 

(3) Official government agency communications with the consent of an appropriate 
offidai of tha t agency, or an individual's communications with the consent of that Individual, 

(4) Public broadcast signals, or 

(Si Other-communications in which there is no reasonable expectation of privacy (as 
approved in sach instance by the MSA General Counsel). 

b. Where it is ro t practical to test electronic equipment solely against signals described in 
paragraph 2.1 .a., above, testing may be conducted, provided : 

(1 ) the proposed test is coordirated with the MSA General Counsel? 

(2) the test is limited in scope and duration to tha t necessary to determine the 
capability of the equipment; 

(3) rso particular person is targeted -without consent- and It is not reasonable to obtain 
the consent r f the persons incidentally subjected to the sun^eliiance; and 

(4): me. cast sees not exceed 90 calendar days. 
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c Where the test involves communications -other than those identified in 2.1 .a. and a tast 
period longer than 90 days is required, the Foreign InteiUgencs Surveillance Act requires that the tast 
be approved by the Attorney General. Such' proposais and plans snail be submitted by USSS elements 
--.rough the General Counsel, MSA. to the Director,. NSA/Chief, CSS for transmission to the Attorney 
General. The test • proposai, snail state the- .requirement for . ah*, extended test involving such 
communications, the nature of the test, thé organisation that will conduct th® t e s t and the proposed 
disposition of any signais or communications acquired during the t e s t 

2.2. (U-j Thé content of any cpmmunicaticm";crthef.than- cornrnuracations between non-U.S. 
sersons-ouisitie the United Statts which are acquired during a test and'evaluation shall bt : 

a. retained and used only for the purpose of determining the capability of the electronic 
equipment; . \ • 

b. disclosed only to persons conducting or evaluating the t e s t and 

c destroyed before or immediately upon completion of t he testing. 

2 J . (U) The technical parameters of a communication, such as frequency, modulation, and 
time of activity of acquired sitctronic signais, may be retained and used for test reporting or 
collection-avoidance purposes. Such parameters may be disseminated to other DoD intelligence 
components and. other entities authorized to conduct electronic surveillance, provided such 
dissemination and use are iimited to testing, evaluation, or collection-avoidance purposes. 
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