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| Googlemobilemaps-000e-Body

Rule Properties  show

Rule text

Testing status

Testing Progress (GTE)

Deployrnent status

Deployrnent Progress
(TPS)

Wersion definition

Rark tn list | Conw this role

Edit WML A M

Froduced an invalid result in the FKE pcep tesk, end testing has been suspended

[Rulesshieck| DEBRCAR FLEJAC AR ||FKE=S0ak|

DEPLOYED
Submlfsion' IHE Ruigrity Daploy deployed in heartbeats:
hide
<szurveyRule>
{rulslam=>H Googlenobilemaps—000=-Body< Tulelamne:>»
{action:

¢actionType>EVENT< Yact ionType>
¢sventFormat »PRESENCE¢ ~eventFormat »
¢eventlogicallestinat ion>presencedevent LogioalDestination:
(presenceEventIdentifierType>H_Googlewubilemap=s-000e-Body < presenc
¢presenceEventUseSourcelprtrue< /presenceEvent UseSourcelp >
¢pressnceEventTIType» TDI < pressnosEvent TIType
{presenceEventGenerat ionType > HACHIHE “presenceEventGenerationType >
</action>
<criterionSst>
{criterion?
<fspftTasking:
<z=lectorTyperstring<selectorType:
<selector>-gln-mmap<-selector:
<bitMask-~ >
{caseSensitive:trued/caseSensitive:
<position:—l<-position>
<protocollayer >APPLICATION_LAYER< “protocollaysr >
<) i | b



Hetwork layer: protocol-TCP sroip=

oooo: 4500 0177 8258 4000 4006 4859 0ad40 adds
0010: dlsS =564

Transport layer; srcport=50323 destport=80
0014: c4%3 0050 9adl 405h  560d8 doSd S018
00z4: ghE? 0000 0101 080a ffff o224 Zeeld
Application layer

0034: 504f 5354 2DPf 676c  bd2f oded 6170
0044: 5484 E02f 312e 310d 0sd43 6fte 7465
00s4: 2d54 7970 653a 2061 7070 oc69 6361
O0ed: B6f6e ZL62 B86e 6172 7504 0Oa43 6fee
00v4: ge?q4 =2d4c 65See 6774 6B3a 2036 3530
00s4: 486f 7374 3220 sdef 6260 Gceb AdEl
0094; 2es3 6o69 656e T473  Zed7 6L6f A76c
O00a4: 636f 6ddd O0=a43 5f6e 6265 6374 696f
O0kh4: 204k 6565 702d 4lec 6276 &50d 0aSs
00c4: 7ZZd 4167 656e 743a Z0M4d 6L£7=a 6546C
00cl4: ZE£35 zZe30 2025 4c69 6275 753k Z0SS
Oded: 416e 6472 6£63 6420 322e 312d TE70
oof4: 74653 313k 2065 teZd 6762 320 48554
0104: 4465 7369 7265 Z042 7568 Be6ad 245
0114: 3237 =29=0 4170 706c  ©557 6562 4he¥
0124: 3533 302e 3137 20283 4b438 544d 4dele
0134: ©96h 6520 4765 o36bh G6L£29 2056 6572
0l144: gfee Z2£34 Ze30 204d bof62 636c 6520
0154: 661 7269 2£35 3330 2e31 3720 2862
0164: Voof 2045 5245 3237 283bh 2067 Tag9
0174: 0al0d Os

7d7S
cib2

2048
Ge74
7459
T465
Od0a
7073
652e
Belia
7365
GoGl
FbZ0
5161
4320
5245
i 7
206z
7369
5381l
7261
2ooa

lfragoff=0
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U.d
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POST [/gln/mmap] H  5:APPLICATION|ANY|FWD|LIC|/yln/umay
TTP/1.1..Content

-Type: applicata

on/Binary. .conce

nt-Length: 650..

Host: mobilemaps

.clients.google.,

com. . Connection:

Keep—Alive.l.Use C:APPLICATION |ANY | TAG|O|I | \nUser-Agent:
| t-Agent: |Mozilla

/5.0 (Linux; 1;

Android 2.1-upda

tel; en-gh: HTC

Desire Build/ERE

27) hpplelWebEit/

E30.17 (KHTHML, 1

ike Gecko) Versa

on/4.0 Mohile Sa

fari/530.17 (bra

wvo EREZT) ; gzipF_1 F:APPLICATION |ANY | TAG|O|C|\r\nhryn|EEEEEEEE
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Sfats [EEBELCFISH]

Luge

Engine Tracker Enagine Tasking BISHOP

Active Taskings  all Current Taskings Taskings Pending Approval  Expired Taskings  Remowved Taskings

Rules to Task

Rule Library Selected Rules - Destinations
Show:| All Rules v [Filter |

10jgka-Uname-Body-login
10jgka-User-Cookie
126-Mail126_ssn-Cookie
126-Mail_uid-Cookie
126-Metease_ssn-Cookie
126-Mts_mall_user-Cookie
126-Username-Uri
126-Username-Uri_1
163-Mail163_ssn-Cookie
163-Mail uid-Cookie

Add Rule to Selection  for destination: | ' [ Remove Rule from Selection

Deploy to Corporate MYR?
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Kule Filters

Browse the current rules using [n]one or more filters

Rule Descriptor Descriptor value

||

‘ any

Results

[ actor irect|Facebook|identity- present|emai |login_x-Cookie [edit] [create like] [vAML editl [VAML create likel

[ actor irect|Facebook|identity- present|emai |login_x-Set-Cookis [edit] [create (ke [VAML edit [¥AML create |ike]

[ actor irect|Facebook|identity- present|emai |Ike-Cookie [edit] [create kel [vAML edit] [YAML create likel

[ actor irect|Facebook|identity present|emai |lke-Set-Cookie [edit] [create kel [vAML editl [YAML create like]

[ actor irect|Facebook|identity- present|emai |moblle-emall-Method-Body [edit] [create like] [vAML edit] [YAML create kel
actor  irect|Facebook|identity- present|emai [moblle-m_user-Cookie [edit] [create likel |vamL edit] [¥AML create like]
actor  irect|Facebook|identity- present|emai |reg_fb_gate-Set-Cookle [edit] [creste likel [VAML edit] [YAML create like]
actor  irect|Facebook|identity- present|emai |reg_fb_ref-Set-Cookie [edit] [create likel |vamML editl [VAML create like]
actor  irect|Facebook|identity- present|uid-c_user|c_user-Cookie [edit] [create like] [vAML edicl [YAML create likel

orignal. tdi_rule: Facebook-ID-HITP-Cookie-c user
_origmal_tdi type: Facebook-CUser-Cookie

rule credator: sjcarro

_rule editor: kbbaldw

_rule status: locked

data stream: HITP-Request

extract:
context: Cookie
pattern: '(2:~I[ :lic_usee=([" :]+1'

extraction: Direct

item attribution: Actor

item class: identity-presesnt

item scope: TUser

item serwvice: Facebook

item tech context: c_user-Ccokie

item type: uid-c_user

item universe: service

rule: Actor|Direct|Facebook|identity-presentluid-c_userlc_user-Ccokie
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&i=

&s=320x50 (ad size)
&av=1.4.2 1
&u={IMEI}

&andid={Android ID}
&v=2.3.0

&ct=null

&dm={Phone Name}
&hwdm={Phone HW Model}

&sv={0S Version}&ua={User-Agent}

&11=51.903699%2C-2.078062)
‘&l=en GB HTTP/1.1
Cookie:
User-Agent: ..
Host: ads.mobclix.com
Connection: Keep-Alive
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Managing User Privacy Expectations

Although some users may be concerned about their privacy, all data is gathered
anonymously. On Pinch Medias own website, the company states that when Pinch

Analytics is installed within an application, the following information is sent back
on each application run:

» A hardware identifier not connectable to any personal information

» ‘LI'he model of the phone (H1'C, Samsung, L(s, Droid 2, and so on) and
operating system (2.1, 2.2, and so on)

« lhe applications name and version
» ‘The result of a check to see if the device has been jailbroken

» L'he result of a check to see if the application has been stolen and the
developer hasn't been paid

» ‘The length of time the application was run

I'he users location (if the user explicitly agrees to share it)
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Chapter 17 Using Andraoid Analytics 227

The gender and age of the user (if the application uses Facebook
Connect)

None of this information can identify the individual. No names, phone numbers,
email addresses, or anything else considered persenally identifiable information is
ever collected. 'The information sent from applications, when it arrives at the

servers, is quickly converted to aggregated reports—unprocessed data is processed
as quickly as possible. The aggregated reports show counts and averages, not any-
thing user specific. For instance, a developer can see the following information:

« The number of distinct users who've accessed the application
+ The average length of time the application was nsed

+ The percentage of phones using each operating system

+ The percentage of each model of phone (3G, 3GS, and so on)

+ A breakdown of user locations by country, state, and major metropoli-
tan area {for example, 20,000 in USA, 700 in New York state, 500 in
New York City)

+ The percentage of users of each gender

« The percentage of users by “age bucket” {21-29, 30-39, and so on)
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http://data.flurry.com/aar.donull
http://mms.mycarrier.co.uk/servlets/mms..jav
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http://data.flurry.com/aar.donull
http://mms.mycarrier.co.uk/servlets/mms
http://mms.mycarrier.co.uk/servlets/mms..jav
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If the Referer field is
formatted in this way only
for WP7 apps, it may be
possible to use this as a
mobile TDI against the
Live account


file:///Applications/Install/BB7CDlF6-BCDA-DFll-A844-



file:///Applications/Install/DlCD2DCB-7CD5-DFll-A844-

The “store” arguments
can help identify the
handset manufacturer
and the carrier

This is the ANON
cookie value for the
Live account associated
with the handset






IE xtraction

Item to be extracted

Secondary keyword
Salactor type
String selector
Case sensitive
Context
Position

Keyword actions
Regex
Apply regex
Post process

Interpret binary a=
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{Logical AND)

directly after keyword

We use a very basic regular expression and

restrict the traffic by requiring
“Host: t.medialytics.com” (not pictured).
Initially, we don’t add a validator for
sys=Android.

]



|5fJ4:' 5354 2022 6576  AS5be '?4]20 4354 5450 FCST JSevent] HITF 0:AZ2LICK ION |ANY |Z#D|1|7|POAT [e=vent
2131 2e31 040z 4163 6365 7074 3820 221 Fl.1..4ccept: *f
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0z2ks
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f54e
20484
3dz2z2
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T5hde
44469
424
73748
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344l
3laA
Naz2d

b24T1
7424
&HI72
7373
s304
G441
TET0
f461
2204
4b&g
bLI&e
hThe
6164
3543
H364
2430

Thde
4449
fdz24
7322
Dazd
72549
f73
74481
Jadd
Sdad
7485
Jaz2d
6534
3945
£437
724k

f441
7370
f461
J40a
2430
Jdda
6974
ska2a
Jaid
dch2
fe74
BaAZ
2264
3338
3033
f254

72549
a-73
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4348
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fefl
el
4-75
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T2ad
6576
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320
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T
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