
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

( T S / / S I / / R E L ) V P N S i g D e v 

B a s i c s 

S31244 - OTTERCREEK 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20341101 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

TOP SECRET//COMINT//REL TO USA, FVEY 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



UNCLASSIF IED 

(U) What is a VPN? 
• (U) A Virtual Private Network or VPN is a 

computer network that uses encryption to 
securely connect remote users/networks over 
an otherwise insecure network, usually the 
public internet. 

• (U) Common Types: 
° PPTP, IPSec, SSL 

• (U) Public Key Encryption 
° Diffie-Hellman, RSA 
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UNCLASSIF IED 

(U) PPTP 
• (U) Microsoft Point-to-Point Tunneling 

Protocol 
• (U) Control Channel 

° TCP port 1723 
• (U) Data Channel 

° GRE-Next Protocol 47 
• (U) RFC 2637, RFC 3078 
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(U)IPSec 
• (U) Authentication 

° Pre-shared key (PSK) or Public key certificates 
• (U) ISAKMP/IKE packets are used for key exchange 

and to establish the secure connection 
• UDP port 500, 4500; TCP port 500 

• (U) ESP packets contain the encrypted data 
• IP Next Protocol 50; UDP port 500 

• (U) RFC2402, RFC2406, RFC2409, RFC4306, RFC2408 
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(U) IPSec in a nutshell 
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(U) SSL/TLS 
• (U) Secure Sockets Layer/Transport Layer 

Security 
• (U) WARNING! e-commerce = tons of 

uninteresting SSL traffic 
(U) Common ports: TCP ports 443, 995 

• (U) RFC2246, RFC4346, RFC5246 
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(U) SSL in a nutshell Certificate 
Subject 
Validity 
Public Key 

T7 
)/ 

CL Eh 
7 

- a 

2.4.5 

Issuer 
Etc... 

(II) SSL Exchange 
1 Client connects to server 
2 Server sends cert to client 
3. Client validates cert 
4 Key exchange 
s Pass encrypted material 

1 ^—i 1 r 
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(TS//SI/REL) Who works VPNs? 
(TS//SI//REL) VPN Workin o vpn) 

• S2, SSG, CES (OTTERCREEK, NSP, S31322, S3117, 
S3112), TAO, etc. 

a s: 
alias: 

(TS//SI//REL) Meets every other Thursday at 1300 



iïîll fcfiWill J WH 

(TS//SI/REL) Who works VPNs? 

.now your 
target 

Gain 
Access Decrypt etermine Intel 

Value 
W 

\ k and Report 

• S3117 + S3142 
• OTTERCREEK 
• NSP 
•S313 
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(TS//SI//REL) So you think your 
target is using a VPN... 
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(TS//SI//REL) SigDev Tools 

• BLEAKINQUIRY 
DISCOROUTE 
TOYG RIPPE 

MARINA 
MÄSTERSHAKE 
NKB 
PINWALE 
RENOIR 
TREASUREMAP 
TUNINGFORK 
XKEYSCORE 

TOP 
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(TS//SI//REL) TOYGRIPPE 
• (TS//SI//REL) Database of VPN metadata 

° IPSec, PPTP, ViPNet 
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r text styles «I 
( t s / / r e l ì T Y G Tips: 
0 Populate "Display 

3 Fields" 
0 For both directions 
between 2 Ips, use 
AND 
0 For either direction 
connecting to a 
single IP, put IP in 
both "Source" and 

J "Destination" boxes, 
3 and use OR 

a 
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(TS//SI//REL) XKEYSCORE 
(TS//REL) Fingerprints 
• IPSec 

(TS//REL) Search Forms 

° vpn/esp 
° vpn/isakmp 
PPTP 
° vpn/pptp* 

• SSL 
° network_encyption/ssl 

• Start with FULL DNI 
° vpn/* 
° networkencrytion/* 

• IPSec 
° IKE Parser 

• SSL 
° SSL Parser 
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5|SSH Parser 
51 SSL Parser 
5 | Shellcode 
1TDI 
g]TIPOFF Collection 
g]Topic/Tech Strings 
s User Activity 
J ] User Activity (New/Exp 

Page 1 of 1 sç? Clear Selection Expon Displaying l-4cf4 

CREAKSTILE_HW_PK 

Kt Help Actons- Reports* View* ^ Map View FILTERS: 9 - 1 

• 
I| B 
2 • 

3 B 
4 • 

5 B 
6 O 

7| B 
8 B 

9 0 
10 0 

111 o 

12 n 
23 | 0 
14 O 

15 | B 
16 O 

17 | B 
18 • 

19 | B 
20 • 

211 B 
22 • 

23 | B 
24 O 

25 B 

Classification 
TOP SECRETWCOM INTWREL TO USA, AUS CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWREL TO USA, AUS, CAN, 
TOP SECRET//COHINTWREL TO USA, AUS, CAN, 
TOP SECRET//COHINTWREL TO USA, AUS, CAN, 
TOP SECRETWCOMINTWREL TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS. CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 
TOP SECRETWCOM INTWRE L TO USA, AUS, CAN, 

Si g ad 
UKC-302A 
UKG-302A 
UKC-3QZA 
UKC-302A 
UKC302A 

UKC-302A 

UKC-302A 
UKC3Q2A 

UKC-302A 
UKC3Q2A 

UKC-302A 
UKC302A 

UKC-302A 
UKC-302A 

UKC-302A 

UKC-302A 

UKC-302A 

UKC-302A 
UKC-302A 

UKG-302A 
UKG30ZA 

UKC302A 
UKC302A 

UKC-302A 
UKC3Q2A 

Case not an on 

PKCSE018A000HD0 
PKCSE018AOOOHDO 

PKCSE018A000HD0 
PKCSE018AOOOHDO 

PKCSE018A000HD0 
PKCSEOI8AOOOHDO 

PKCSE018A000HD0 

PKCSE018A000HD0 

PKCSEOI8AOOOHDO 
PKCSE018A000HD0 
PKCSEOI8AOOOHDO 

PKCSE018AÛ00HD0 
PKC5E087AOOOHDO 

PKCSE087A0Û0HD0 

PKCSED37AOOOHDO 

PKCSE087A0Û0HD0 

PKCSE013AOOOHDO 

PKC5E018AOOOHDO 

PKCSEU87AOWHDO 

PKCSE087AOOOHDO 
PKCSE018A000HD0 
PKCSEOI8AOOOHDO 

PKCSE018A000HD0 
PKCSEOI8AOOOHDO 

PKCSE018A000HD0 

Datetime * 
2011-04-0100:41:04 500 
2011-04-0100:41:04 500 
2011-04-01 00:41:04 500 
2011-044100:41:04 500 
2011-04-0100:46:33 500 
2011-04-0100:46:33 500 
2011-04-0100:49:00 500 
2011-04-0100:49:00 500 
2011-04-0101:45:31 500 
2011-04-0101:45:31 500 
2011-04-0102:42:40 500 
2011-04-0102:42:40 500 

2011-04-0103:27:09 500 
2011-04-0103:27:09 500 

2011-04-0103:27:10 500 
2011-04-0103:27:10 500 

2011-04-0103:34:12 500 

2011-04-01 03:34:12 500 
2011-04-0103:58:52 500 

2011-04-0103:58:52 500 
2011-044)107:15:29 500 

2011-04-0107:15:29 500 
2011-04-0108:24:36 500 

2011-04-01 06:24:36 500 
2011-04-0108:24:38 500 

Fm Pon Fm City (IP) Fm Co Fm IP To Cou To City (P) To Port Applicaton 

vpnfisafrrnp 

AppID (-«-Fingerprints) 
vpn'isakmp vpnfisakmp content vpnlisakmp pli 
vpn'isakmp vpnfisakmp chasel policy 
vpn'isakmp vpnfisakmp chasel policy 
vpn'isakmp vpnfisakmp content vpnfisakmp ph 

vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp conter» 
vpn'isakmp vpnfisakmp content 
vprk'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vprk'isakmp vpnfisakmp content 
vpn'isakmp vpnfdevicefipsec vpnJisakriip phase 

vprk'isakmp vpnfrtevice/ipsec vpnlisakmp phase 
vpn'isakmp vpnJisakmp content vpn/tsakmp ph 

vpn'isakmp vpnfisakmp content vi 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
vpn'isakmp vpnfisakmp content 
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(TS//SI//REL) PINWALE 
(TS//SI/REL) Both VPN traffic and Sys Admins 
passing information about VPN setup 

(TS//SI/REL) IP addresses and port numbers (ex. 
AP 00500) ***Document Zone = C2C 
(TS//SI/REL) Display 'DZ Protocol SRC Port'/DZ 
Protocol DEST Port', 'Next Protocol Name' 



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

(TS//SI//REL) DISCOROUTE 
• (TS//SI/REL) Router configuration data 

° From passive and active collection 
° Key terms to search for within configs: 
° 'crypto map', 'isakmp', 'ipsec', 'pre-shared-key' 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



TOP SERET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

NKB Discs Route - Mozilla Flrefox 

Rie Edit View History Bookmarks lools Help 

« * - $ a M H 
!fiXKEY5C0RE ^TOYGRIPPE > NKB: Home ^ N K B Discc Route Roadbed.net MyPage @GoldPoint 

I XK Results « J ® Query Results K M^NKB Disco Route K -Ë-TREASUREMAP - TOOLS 

EE 

combinedQuery Network Mgmt Query (Coming Soon) He|P F M d t a c l f 

DiscoRoute Combined Query 

Submit C S V Tips: It TAO has a Point-ot-presense, you will see h mantesttag in results. Query History: 

- collapse Results byh: 

General Query Terms 

Text Query ® . \_ 

Date 

Start Date: • IP Address: ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 
End Date: ^ 1 [1.2 3.a Of 11 :/i;c : R] Dr 12.34 • 3AS.6) 

O DOI O Load Date ® Entire Database 

0 Cisco 0 Huawei 0 infinet 
0 Juniper 0 Mikrotik 0 Tenorswitch 

IP Range Search 
0 interfaces - Subnet 
0 Static Route IP 
0 Access Lists 
0 Routing Protocol IP 

Exact IP Search 
0 IP Header FROM/TO 
• Irterfaces - Exact 
0 Anywhere else in the XML 

Limit Search to CIDR Ranges Smaller Than (or equal ¡24 | v | ^ ^ 

I Select All I |ci Any checked items can be found (QR condition) in config 

Hostname: 

SIGAD: 

Case: 

Country ® 

TAO Project Name ® 

AS Number 

• Seen in Config • Derived 

Manifest (Cisco Only) * 

u A EQUANT • - Show Interfaces U p Voip 
u B BGP • K Crypto Keys u R Show Run 
• D Show CDP • M - Multihop • T Taoacs 
u G GPRS J N Tgt Net Sendee u V Show Version 
u H TAO Pop J 0 - OSPF 

Snmp Community: 

IOS Image Name: 

Device Type: Q 

All checked items must be found (AND condition) in config 

I 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



• MINT//REL TO USA, AUS, CAN, GBR, 

N K B Disco R o u t e - Mozil la F l r e fox 

File Edit View History Bookmarks Tools Help 

Ä IBT3 t] EE 
?KXKEY5CORE tgTOYGR IP f i >-NKB Home J ] N K B Disco Route ^RoadOed net MyPage |«| GoldPoint 

| % XK Results k ] ? l Standard Form — 

Combined Query Ne iwork Mgmt Query (Coming S o o r ) 

* M NKB Disco Route 

Help Feedbnck 

^jntlpsi/ncmd,..255963345563 « 3 hllp5:/lh:md...255303960492 * ] g https/tlcmd...299304204961 » 
D y n a m i c P a g e -- H i g h e s t P o s s i b l e C l a s s i f i c a t i o n i s 

T O P S E C R E T , ' / C O M I N T / / O R C O N / N O F O R N / / 2 0 3 2 0 1 0 8 

Detailed Combined Command Results 
Q Hostname Model DOI • Vendor Si g ad Case Manifest IOS Image Sauree IP S County S City Sessior Qualit SP on DP on E 
ILI fcWJsMS zuu»iz-29 riuawei USU-lOJllfc MNDAQ 44Ä 10 00023 124ÜÜ 

• GW_SMS 2009-12-15" huawei USD-1031TE MNDAQ 25956 20 00023 1332 0 

• GW_SMS 200&12-15" huawei USD-10D1TE MNDAQ 25956 20 00023 1332 0 

• 2009-11-131 cisco USD-10Î1TE MNDAQ 96 9 00023 13429 

0 A6-VPN 2009-10-22' huawei USF-790 5CDVBQQQ0001MWC R 23955 51 00023 01327 

0 A6-VPN 2009-10-22' huawei USF-790 5CDVBQQ00001MWC R 17894 55 00023 01327 

0 A&VPN 2009-10-137 huawei USF-790 5CDVB0000001MWC R 8509 47 00023 01059 

• 2009-10-021 huawei USD-1031TE MNDAQ 57299 1 23 13332 

Q 200909-101 huawei USD-10M.TE MNDAQ 4210 1 23 15973 

• 2009-09-101 huawei USD-10D1TE MNDAQ 4905 1 23 13841 

• 2009-06-1ST huawei USF-790 5CDVB0000001MWC 31407 54 23 1031 

1 III 1 
Page 1 of 1 Save as CS1/ Save Files ta Disk Compare Results Summary » Mailorder Out Map in Renoir Find Related Results 1-33 c 

Powered b/the SIGDEV Lat 
Version Number: 214 New! 
Last Modilied Date: VIarch 14. 2011 
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Content S teward.^^^^^BsSG21. 969-1341 
Page Publ isher.^^^^^•coisi ; SSG21 969-0342 

D y n a m i c P a g e - - H i g h e s t P o s s i b l e C l a s s i f i c a t i o n i s 
T O P S E C R E T / / C O M I N T / / O R C O N / / N O F O R N / / 2 0 3 2 0 1 0 B 

K Find: 1 ^Prev io s t^Next ^ H ili light ail • Match case 

w^mtnmMìMimimmmMAm 



TOP SERET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

N K B D i s c o Rou te - Moz i l l a F l r e f o i 

Rle Edit View History Bookmarks Tools Help * - rj a I/IH^M ù [ E - ¡ G o o g l e « I 

XKEYSCORE ^TOYGRIPPE > Nffi HDme Diszo Route rf Roadbed.net MyPage 0GodPoint 

I XK Results c j Standard Form I NKB Disco ROUIB [ H https //rcmd...2488236S1254 « + 

combined Query Network Mgmt Query (Coming Soon) He|i> Feedback 

DiscoRoute Combined Query 

D y n a m i c P a g e -- H i g h e s t P o s s i b l e C l a s s i f i c a t i o n i s 
T O P S E C R E T / / C O M I N T/, O R C 0 N / N O F O R N/. '2 0 3 2 0 1 0 8 

Submit CSV Tips: • is 1li3 new DISCOROUTE webserver. Update any bockmarks to bring you her«. Query History: 

-
D Collapse Results by H estri am eisig; 

Te>t Query 

Date 

Ö- U 

Stan Date 

End Date 

O DO I o Load Date ® Entire Database 

0 Cisco 0 Huawei 0 Infinsi 
0 Juniaer 0 Mikro:ik 0 Tenorswitcn 

Select Al I | Clear All | 

IP Address: [ 

IP Range Search 
• Interfaces - Subnet 

• Static Rsute IP 

• Access Lists 

• RoLting Protocol IP 

Lirrlt Search to CID3 Ranges SmalterThan (or equal 
to): 

| Select All 

Exact IP Search 
• IP Header FROM,TO 

• interfaces - Exact 

• Anywhere else in the XML 

Any checked items can be found (OR condition) in config 

Hoanarre: 

5IGAD: 

Case: 

Country ® : 

TAO Project Name 

AS dumber 

Manife si (Cisco Only) * 

• Seen ir Config E Derived 

• A EQUANT • - Show Interfaces 
• B 3GP H K Crypta Keys 

• D Show CDP • M - Multihop 
• G G P R S • N - Tgt Net Service 

• H TAO Pop • 0 - O S P F 

Voip 
- Show Run 

• T - Tacacs 

All checked items must be found [AND condition) in config 

> 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



N K B D i s c o R o u t e - M o z i l l a F l r e f o x 

File Edit V iew History Bookmarks Tools Help 

XKEYSCORE ' i j iTOYGRIPPE f> NKB: Home ^ N K B Disco Route ¡^Roadt jed jne tMyPage (ojGoldRiint 

" I I B " 

(©1 Standard Form 

Combined Query Ne twork Mgmt Q u e r y ( C o m i n g S o o n ) 

ä NKB Disco Route 

> DiscoRoute 

Help Feedback 

Deta i l ed C o m b i n e d , 

https://ncmd...248823681254 * | 
D y n a m i c P a g e - - H i g h e s t P o s s i b l e C l a s s i f i c a t i o n i s 

T O P S E C R E T / , 1 C O M I N T / / O R C O N / N O F O R N , 1 , 2 0 3 2 0 1 0 8 

( V e r s i o n 2.14) 

Command R e s u l t s 

s 

hostname DDI Vendor Sigad Manifest _•• * IDS Image N Source IP S CoLintn SCily Session Qu al it SPort DPort E 

s VPN 01-U NAM 1 -E J 2009-06-09T c SCO UKC-12SW G 2 B7000001MWC K PR RESERVED 109460 78 23 61470 
GILAT-HRT5826 C2500^ " 2009-10-151 c SCO UKC-12SW G 2 B 82 00001MWC D K RT c2600-adws( RESERVED 134422 75 00023 03319 

i S o o 2009-10317 c SCO UKC-125W G 2 B8200001MWC D K R c2600-adws( RESERVED 38202 75 00023 02012 

B kuw-hub 2009-10-151 c SCO UKC-125W G2BG900001 MWC D K R RESERVED 32B79 74 00023 50554 

• kuw-hub 2009-10-151 c SCO UKC-12SW G2BG900001 MWC D K R RESERVED 32879 74 00023 50554 

• kuw-hub 2009-10-151 c SCO UKC-125W G 2 B7900001MWC D K R RESERVED 30000 74 00023 50554 

• VPNQ2-UNAMI-K 2009-09-101 C SCO UKC-125W G 2 B 8200001MWC K PR c2800nnm-ad RESERVED 58980 73 23 3408 

n r-unami-kuw-isp 2009-01-161 c SCO UKC-125W G2B6900001 MWC D I R RESERVED 26342 71 23 59226 

n 1 SP 02-U N AM l-Ah 2009-07-03T c SCO US-967J 1AH116337454200 B K OPR DUBAI 29872 71 23 27714 

n bd rOl-un ami-kir 2009-06-071 c SCO UKC-125W G 2 B7000001MWC K PR DUBAI 23927 69 23 64278 

n bdrOl-unami-mc c2800nm 2010-06-22" C SCO UKC-125W G 2 B 67000001MWC K W PR c2800nnm-ad RESERVED 40264 68 00023 44033 

i Page 1 o42 H S SaveasCSV Save Files to Disk Compare Results Summary * Mailorder Out Map in Renoir 

Paytaad [ XML |[ Summary || Map || Query Parameters [ppenJii Mew Window] 

Find Related Results 1 - 200 c 

UNAMI 

Authorized Personnel Only 
I f you do not have e x p l i c i t author izat ion issued by UNAMI NMU to access 

t h i s H 
C device, l eave now! * 

* DESCRIPTION ; THIS ROUTER I S THEVOKE GATEWAY INTENDED FOR USE WITH THE 

g{ * 
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T O P S E C R E T / / R E L T O U S A , i 

(U) Others 
• (TS//REL) NKB 
• (TS//REL) TUNINGFORK 
• (TS//REL) TREASUREMAP 
• (TS//REL) RENOIR 
• (TS//REL) MASTERSHAKE 
• (TS//REL) ROADBED 
• (TS//REL) BLEAKINQUIRY 



MJS, CAN, GBR, NZL 

u u 

US, CAN, GBR, NZL 



(TS//SI//REL) Basic VPN rules of 
{TS//REL) If you have an IP address.. . 

Check TOYGRIPPE and XKS 
° Look for paired traffic 

• For IPSec, check sys admin 
chatter for PSK 
(DISCOROUTE; PINWALE; 
MARINA) 

Share your data with 
OTTERCREEK for vulnerability 
assessment (XKEYSCORE or 
DROPBOX) 

ED If you don't... 

Submit tasking 

Look in DISCOROUTE 
Query Sys Admins in 
PINWALE and MARINA 
Check your targets TAO 
projects 

EITHER WAY, 
JOIN THE 

VPN WORKING GROUP 
FOR ALL OF YOUR 

VPN SIGDEV NEEDS 



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

(U//FOUO) Useful Links 
(TS//SI//REL) VPN Working Group (go vpn)| 

(TS//SI//REL) OTTERCREEK (go VPN XFT) 

VPNXFT DROPBOX 

(T5//5I//REL) Network Security Products (go N5P) 



UNCLASSIF IED 

i i 

(U) Questions? 

OTTERCREEK 

UNCLASSIF IED 


