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Mobile DNI can be described as people

using their Cell Phone or cellular

technology to access the Internet and

E-mail

There are essentially two “types” of

collection:

= Collection within the GPRS/3G network (i.e Abis
link)

= Collection within the public Internet
(FORNSAT/F6/SSO/FISA/etc)
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Mobile DNI Collect comes in two main types:

Convergence of DNR & DNI selectors!

Mostly from 6 collection

Most cases. needs to be “near” the infrastructure

Looks like regular DNI but with “hinis” that the
source is a cell phone

Collection could be F6, FORNSAT, SSO, FISA

TOP SECRET/HCOMINTHREL TO USA, AUS, CAN, GBR, NZL



HTTP activity comes in two types:

cnn.com Server

—

1
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HTTP activity comes in two types:

“Hints” of DNR origins ]
Public (proxy} |P addresses website.com Server

Corvergence of DNR & DNI seleclors!

Usually private |IP addresscs
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Examples of “converged” collection:
» GPRS by F6 JUGGERNAUT’s
= WLL/CDMA by SCREAMIN (OTRS)

All “converged” collection is put into the
“Cellular DNI” plug-in of XKS which gives
you the ability to query for DNI traffic based
on DNR selectors (IMSI, IMEI, MSISDN,
etc) where applicable
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DNR & DNI meta-data will be together:

TISER_A ACTIVITY USER_B COOKTE ACTIVE USER ACTIVE_USER_TP ACTIV,
! ” server to chent e1b09e4e<TLLI> I'«’yahooP
I:yahoo> logged in (email) B PN ‘-‘lyahocm HX

e clb(09%e4e<TLLI>
a 418056101353054<IMSI>

seen with machine [0 Z Show (2) Values  c1b0%ede<TLLI> KK
:yahao> seen with machme [D Show (2) Values B 2pczable <yahoo> XX
prewous IF c1b09ede<TLLI> l-yahoo> 2CC
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X-KEYSCORE's Cellular DNI plug-in allows
you to query on the DNR selectors for
Persona Analysis

3 = Clagsic A-M

| ALF and MY kelodada Query Name:  disluaZ 4
gAled deaH
Justficatian:

E=BlackBert y
EEICNE Additional Justilicetion:

Lags
E Caegcry DN Miranda Number

s Dl
=] Cizcn Pugavwards Datetime: L1 Week v I Gtart: 2005-0506 ™ O0:00 |— Gtap: 20020513' 2359 <
R Do unwmr Metadala
FE1bocumerr: Tayging Interfaces.
EE]Email Ado-esses
E]€x>adedFiles Hit Status: |
ETFulLeg L _

HTTP Actvily il |
le=|IRC Cafa Geonrslion ki |
[Logne and Pagaworids

crop udg adala THSI:
=i N Medadal
e |
MCC:
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By taking the IMSI we found in MARINA we can identify all
of the DNI traffic (webmail, web-surfing etc.) that originated
from that same mobile subscriber

Application Irda Appli~at nn App D (+Finqerpmts)
hitpreaponace eellp!
00666 69066 IMtpresponsetmi  IMtpTeSPONSE PN

OO0 9 0009 IMpresponsentml

Yabao! Front Pagje

Yahoo! Fraint Page

mall welinaid yahaa

mall welintaflyalioa

bttpres=onse prw
mallswehmall spation

mall:webnmali yatioco

¥!Mall mall welimad.yahoa nmaailswebmataaloo
¥! Mail mall webhmal yahaa mallim'ebmall yahina
¥! Wall mall welinnuiilyalios mallawebnuliasihoo
¥! Mlall mail. welimad.yahoo mall‘webmaiiailioo
Y1 Mail nmail webnallyahoa mali‘webmallynhoo
¥! Wiall mall’welinmall yvaliaa nallawebmaliphioo
¥!Mall mall welimaillyahoa nmalilawebmaiivalioo
¥! Mail mall webmad.yahoo mail'webmallyatioo
¥! Klail mallwelinmallyalioa nalissebmalipatioo
¥! Mall mall wetimail yahoa nmalinaebmaiiyalioco
¥! Mail mail ' welimadyahoa mail'webmailyahioo
¥! Mail mall welinmmidyaliaa malliwebmall patioo
¥! MWl mall ' welimail yahoa mall.webmaiiwvaloo
¥! Wail matl'webhmanyahoo mall‘webmaillaalhioo
¥! Mlail mall welinadyvahioa malldwebmallgpalion
¥! Wi mallwelintalyahioa mallawebmaliyatioo
¥!Mlall mall welimad.yahoa nmail'webmalyanoo


ftp://ftp.response/Yrtml

After the DNI traffic exits the
GPRS/WLL/CDMA Gateway, it will travel
over the public Internet and can be

collected through “traditional” DNI accesses
ike FORNSAT, F6, SSO, FISA etc.
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Sometimes its difficult to tell if your target is using
a cell phone to access his E-maill

MARINA currently provides little or no “hints”

TS A TISERTD PHONE TISER A ACTIVITY HSER H COOKTE ACTIVE HSER ACTIVE HSFR TP ACTIVE
200902035 1929432 clentto server ~yahoo~ N AF
20030205 1929432 logged ir. (emar) -yahoo> NI AF
20030505 1946422 logaed ir. (emar) -yahoo> I AF
20030206 190006Z logged 1r. (emar) -yahoo> I AF
20030206 1906227 logged ir. (emat) “yahoo> I AF
20030206 1906222 clent to server Fyahoo> I AT
20030206 1926547 seen with machine [D 9rvueuhd;lr97<vahsoEcookie> 9rvueuhdslr97<yahcoBcockie> 2yahoo> AF
20090506 1926542 | yahoo- seen with machine ID 9rvueuhd:lr97<vahsoBcoskie> Yrvuevhddr§7<yahcoBeockie> AF
0030206 1926542 previous 1P 9rvueuhdslry /<yahcoBcockie> AF
20030206 1926547 clent to server 9rwueuhddr97<yahcoBeockie> AF
20090506 1926547 .yahoo> logged ir. (emai) 9rvueuhdslr97 <yahcoBewakics AT
20030206 19280527 seen with machine [D 9rvueuhd:lr97<vahosoEcookie> 9rvueuhddr97<yahcoBeockie> AF
»0030406 1928057, clentto server Irintenhdslrd7<yahcoBroakie> AF
20090206 1928052 previous IP 9rvueuhdslr97«yahcoBcockie- AF
20030206 192805Z -yahoo- logged ir. (emar)) 9rvueuhdslr97<yahcoBcockie> AF
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Search For
usernanye

username
username
ua<rnanyce
uscrnamne
uscrnanye
usernanye
usernanye
usernanye
username

usarname

X-KEYSCORE “User Activity” provides
some hints

Note the fingerprint of
browser/cellphone/nokia

Sesrch Value
TR o0
nyahoo

[ P
I Wyvonoo
I ) vohoo
I Bvohoo
|_—l6'fya||oo
I :yvohoo
I Bivahoo

I yvaohoo
Bivahoo

Applicalior ApplD (+Fingerprints)
mail webmailyalwo mail'wsabmailizahoo hrowserselh;

mallbwehnailyshoc - malliwebmalliyahhao hrowser.cellphoneaokia cellphone wap fingerprint:nlhionemokia/aeneric maohi
L o

mall webmallyahwoo
mnlliwehbmallyahoo mail‘webmailyvhoo hrowacr«clipphonenokla cellphone:wap fingerprint:phonenoklaigencrk mohik
mill’webmailyalod  mal webmailyahoo hrowacixcliphwoire nokia ecliphone wap flungerptimt. phonc:niokiasgeneri mohik
mail’webmailyalioo  mail'wchmail yahoo hrowser<clipdioncnokia cellphone/wap fingerjinm phonc:nokiaigicncric mohik
nuil'webhmailyahoo mail'welimailryahoo hrowser<elljpmne.nokia cellphoneap fingerprint -phonc:nokiasgcneric mohik
mail'webmail yaldo mail'webniailcyahoo hrowserseliphone nokia cellphoneswap fingerprinmt:phone.nokiaigeneric mohik
mail webmailyaliwo mail'webniailyahoo hrowser<ellpirone nokia cellphoneswap fingerprint:phonenokiasgeneric mohik:
mail’'wsbmailyalio mail'wshnmiailyahoo hrowserzeliplhrans nokia cellphoneswap fingarprint phonemokia‘yeneric mohik

mail'wabmiailyalhoao  mail'wshniailyahoo hroweerwaliplonanokia callphoneiwap fingarprint phonamnokia:gensric mohik:
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/s v
= X-KEYSCORE “HTTP Activity” also provides some hints!
= Note the hostname of intl.m.yahoo.com and user agent of:

NokiaN72/5.0706.4.0.1 Series60/2.8 Profile/MIDP-2.0
Configuration/CLDC-1.1

HTTP Type Hesdl URL 3ath LRL Args

gel intl m yahoo cam K s senger c=Ma2nvY zHy TU&tsre=yanoo&r=28444C433
Cookie Browveser

SPuya” §au* | Yaynidne 38k<sgj1138g E&H INokiﬁ N72#5.0706.210.1 Ser-~360U2.8 Profile'IDP-2.0 Configuration””LL C-1.1
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The content also provides some “hints”

IN' cace niin nme
Type HTTP-GET 34 Printer Friendly Vergion

DHI Display [l Ravs Dala l Ddll Foimal

| Survices =

2ET ipfmezseager?c=NaZa=sYzErTU &1szc=F.esourceServdettaame=yahas &=284340435 HTLT!1.1

Host =l m yzhoo com

Accept tetjavascnyl, text'ecrmasenpl, apphcanorfi-jamascompt, w=vhiral, apphcauon/vmd wap. xhiml »
mlparbmuzed, t2zbund wap wnl, apphraheniind wap wle, applkcabonnd wayp ealssrph
apphczvonfjavs, applicztons-jasz-arcave. restiond sun j2me. zpp -desenptor, zpphcanersfond
applicakontnc oma ¢rm conlens, zpphcationfend wap mms -message, apphcatorfond wap sic
apphestontme ama éd xml, extfjavasenpt,

Accept-Charget:  150-885%-1. uE-8. :s0-1064€-ucs-2; q=0 6

Accept-Encoding: z2ap.defate. dentiyy. q=0.9

Arcept-Laguage en

Taokse ‘

<P ".:='J

a=]

=1
‘n=dﬂksan'lf38:
( Yahoo logn id: [ NG

9=, ( Gender: male, Rirth year: 1964, Postal code: |
Y 1700

=iq

g=2n-US (Lanznage:content: Rnelish )
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The content also provides some “hints”

Host intlm.yahso.com

Accept textfiavas:rpt, textfecmascnpt, apphcationss-javascrpt, text/html, appicationfoné wap. xhtml =
mulbg artmixed, text/vnd wap . wml, agphcatonfvnd wap. wmlc, applicatonfend. wag. wmlscript
application/java, applicati>n/z-java-arzluye, textivnd. sun. j2me. app-descaptor, 2 plication/vnd
application/ynd. oma. drie. content, applicationivnd wap.mms-message. applicationfimd. wap. sic.
application/ynd. oma. dd xml, text{javascrgt, */*

User-Agent. NokialM72/5.0706.4.0.1 Senes60/2.8 PrchileMIL 2-2.0 Condgurahon/CLLC-1.1]
1 wap prafile: “http:finds - nds nokia.comfuap=ofM D 72r 100 zml"
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http://ndc

Sometimes there are even more “hints”

2132531 50f 1)1
Yahoo B Cookie B
s=71
p-address
H-MMSP-APN wip
VISISDN L-MSP-MSKDN 93707982562
X-MSP-MSISDN-HEX |39333730373938323536 32

User- Agert Mogllaf5 0 (SypaanO819 2- U Series6(i3 1 NokiaE43-1/100 21 10, Profile/™IDP-2 0 Configurar
ke Gecko) Safar’d13
z-w26p -profile: "hnp-inds1 nds nok:a cemfuaproYNES3-1r100 wl”

X-Noka-Music Shop-Version: 1.0.0
K-Nokia-Nus:c Shop-Bearer GPRS/3G

Kelerer hep/ew.m yzhoo. cormwibp -messengermessenger’cOwoNoDRIeNR&— 8& tare =hpr
X-MSP-AG DEFAULT AG

X-MSP-APN wap

K-MSP-CALLING-IP

X-MSP-MSISDN. 93707982562

K-MSP-MSISDN-HEX 3933373037393832353632
X-MSP-NODE-NAME mspsry-mspml

KX-MSP-SESSIOM-ID. 10.100 1.68_2320
X-MSP-UG. DEFACULT UG
X-MSP-WAP-CLIENT-TD. £927(7982562
Via. Siem=ns
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IPhone Users! g

api.apple.imail.go.yahoo.coin IPhione Mail (5H11)

Caokie: =1

Yahoo login id: )

Gender: female, Birth vear: 1977. Postal cade:|
16=34|32|¢ ( Industry: Telecommunications, Job: Network Administrator, Spe
r—=ga
lg=er-US (Langunage content: English )
ind=us [ Counny: United States )
np=1
path  |f

domain

z=CSICKBCYdCKB1:dY¥2Y( Yn85N4JPB YyMDezZTzQ2TzA -

a=QAE

sk=DAACVT24n34447

ks=EAApZ]l STMI>CulIWesATmlg--~C
d=c2wWBTIRYHEFURTFOe<EwTORINeESEYy0B Y QFRQUURBZwFUTEZVQIT.
FoegEDTUNIDS0Ie VOER4GRw ATBKVXVE Qw--

peth If

domain | yahco.com

User-Agent: 1PPhone Mat (5H11)
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