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How to configure category throttling in XKEYSCORE 

Category throttling is performed by the selected output plugin, in the xks.config you need to make sure 

that you are using this plugin to perform forwarding. You will also need to have throttle=yes in the 

configfor the plugin. 

p l u g i n [ s e l e c t e d _ o u t p u t ] = e n a b l e = y e s , c o n f i g _ f i l e = T T t h r o t t l e = y e s 
d i r e c t o r y = / e x p o r t / d a t a / x k e y s c o r e / o u t p u t s / m a i l o r d e r _ w o r k i n g 
a d d _ d 7 0 6 = t r u e p a s s _ f r a g m e n t s = t r u e max_age=900 m a x _ s i z e = 5 0 0 0 0 0 0 T T 

If this was not already set, in order for the changes to take effect you will need to then perform the 

following commands: 

x k s s e t u p p l u g i n s 
x k s p r o c s a f e r e s t a r t 

At this point category throttling is now enabled with the default values of 1GB and 1000000000000 

sessions. Once either of these limits is reached XKEYSCORE will continue to process data but will no 

longer forward session that hit on that category. By navigating to the category throttle page you will be 

able to seethe current status of the categories that have been throttled. A category will not appear on 

this page until it has hit once that day. In the following example the site default was changed to 5MB 

and 500 sessions: 

X K E Y S C O R E Welcome oper Log Out 

<r>Home ^ Admin ¿ j Users S " Wbrk-'bw Central Search [f]^ Ftesilts ^ Statfexs My Account « Help-
Nav i ga t i on M e n u < < l 

gffJAdnin 
Q f n ) Drocessing 

[ g Computer Resources 

g ] In pit Directores 

[ g Plucin Configuratbns 

Category Throttb 

1 3 Age O f Settings 

Q Q ) Databases 

fgj So arc h DBs 
fĵ l DB 3ogetraticn 

[PI Oasenotaton 3locklbt 

New Fbt Cnange Site Défaut Git© Defauto -> Category Quotc:S MB, G©33ion3Quota:500 

After session start to hit you will see the status displayed on this page: 
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XKEYSCORE Welcome operi Log Cut 
Home ̂ Adrrin Users Workflow Cenfal Q̂  Search gy Results Statetcs ® My Account 0 Help-

Nav igat ion Menu © 
g g A d m i n 

gFg Processing 
jg] Compitar Resources 

nput Cirectortes 
^ Dlugin Corfigurafons 
^ Category Throttte 
^ Agc Ott Sottings 

Q Datatceoe 
Search DDs 

ÜE] DB Reg fetation 
E=lüas9notaion böckißt 

NdwFe: I Chango Sho Cofautt Sito Data J Ite -> Ca:ogory Duota:5 MB, Soeebie Quota:500 
TEST 

Add Cctgoory Throttte Chang© Fst DetauH Reset Fist Drâut 
Oategcry Daly Category Qucte Quota Rernairine Quote Over Daily Sessòn Quota Sessbns Remaning Sessens Over 
4 5 MB 0 bvtes 342.8 KB EOO 293 D 

? GMD GMD 0 bytes COO GOD 0 

1 5 MB 0 tytes 26.5 MB EOO 0 2025 

In the example above categories 1 and 4 and currently being throttled, category 1 has reached both the 

session count and MB limit, while category 4 has only reached the MB limit. Without category throttling 

category 4 would have forwarded 342.8KB. 

You can also check the status of the throttle from the command line using: 

m y s q l s q u o t a _ s t a t u s _ c u r r e n t : show q u o t a _ l i m i t s f o r w a r d i n g 
s t a t u s f o r a l l c a t e g o r i e s 

m y s q l s q u o t a _ s t a t u s _ y e s t e r d a y : show q u o t a _ l i m i t s f o r w a r d i n g 
s t a t u s f o r p r e v i o u s d a y 

m y s q l s q u o t a _ t h r o t t l e d _ c u r r e n t : shows t o p 20 c a t e g o r i e s f o r 
c u r r e n t d a y . ( n e g a t i v e r e m a i n i n g i n d i c a t e s c a t was 
t h r o t t l e d ) 
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