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Why to Query on Document Metadata

How to Find Document Metadata
= e.g. File - > Properties
= Google

How to Create Queries in XKS

x XKEYSCORE Document Metadata and PDF
Metadata
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What?: Use non-traditional selectors to find
and track targets sending/receiving
documents of interest

How? It targets documents by Author,
Organization, or embedded images (logos)

Why? We don’t always know WHO is
sending the documents, but they are
‘guilty-by-association” if they send/receive
the document. So, who are THEY?
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We find “Document Metadata” in File
Properties

EdJil View Ii Ises L

Furinal

Tuuls

e

Talle winduw Help  SeuelAyeiil [ Classi

New...
Open...

Close

RN N

Ctrl+O ;

Save
Save As...

Save as Web Page...

Remove Hidden Data...

File search...

Ctrl+5

Versions. ..

Web Page Preview

Page Setup...
Print Preview

Print. ..

STh4, STM16, STM6E4, muln

Crrl4+P

send 10

Properties

L1 I:yprivare\andrew. dnr

2 U:\.. \RKEYSCORE Tips eiid Tricks 4 ap...

3 U:yprivate\Présentation.dac

4 U:vprivatel...\NIA Crass Training.doc

S U:\private\NLA\MSR<\april 2009 .doc

6 C:A\DuLuiter ils and Selliingsy.. AIMEL JuL
7 U\ .. \NIAYRITCHIE_DNI_IWPS(revised).doc
8 U:\...\XKS_kmkeith_tips7april. doc

9 U:\...\Zwakenberg, Garrik Trey IPWS.doc

Exit

I General l

Subject
Author

Manager:

mpany:

Cateqory:

Keywords:

Hyperlink
hase:

Template:

|:|Save preview picture

ontents ”\ Custom |

XKeyscore Terms

Joe BaggaDonuts

ZMFA Zendian MFA|

— |

Al

If unigue, these Document
Properties can be targeted

Normal.dat
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How do you find document metadata?

= Passive Collection: Collected Documents already
contain data

= Active Collection: CNE “Categorized Collection” from
TUNINGFORK Data or Pinwale Queries on “US-3101

= Open Source: Google Hacking
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Subject Size (K) | Type ~

com~ <l om> DESTOCKPRO" | | B#800086:31:385PM  ARRIVAGE G STAR DOLCEAGABBANA DIESEL texthtml
J.com” 841642037 9:36113 PM  Confirmation: Target Card

£/154200011:14:32 PM text/htm|

41 MIEFGRe AT <azedimexQlesri Gl 1il.com>

51512008 3:05:25 PM

615672008 11:14:32 PM

Las Villas de Dubai

application/octet-stre

applicationmsword
application/msword
application/msword

Disy oignal__ Raw | SMTF heacer (| Piaperties | )|

o,

P e—]
| —]
| Semmrl

Control Collected Doc ] Search Kwd

-

'Category
Company
HiddenSlideCount
LineCount
LinksUpToDate
Manager
MMClipCount
NoteCount
ParagraphCount
PresentationTarget
ScaleCrop
SlideCount

Document Properties

pplicatinninrtet-=trear bas. |——

Author
Charat

Comments
DateCreated
SecurityLevel

5/12/2008 3:13:00 AM
none

——

x
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= Active Collection: CNE “Categorized Collection”
from TUNINGFORK Data

No EP user information found. h Muftimedia (17),  Mail (35) _  Inst Msgr (9} _ VOIP {1642)_ HTM
Raw Project Details[s3115 only] et is ‘ ‘
Mai |b0)< CO| Iecti on [5how Pat E:::s (H)) Filename Extension Collected
Last Collection [limit 3 dates 2008-08-29 | :
_ (] ifiles (2) _ 2008-07-19
liste d]: ~008-08-27 81e0bc T 21-4a68af648ecS
2008—0 /-19 W hgS0es| Powerpoint (0) | 1d-3dffb4d38926 2008-07-19
List All _ Tinimbs.db (12)
o Collection W 0c6527 RO-c1ed1756266f 2008-03-13
I 25 el 2o e PY=V— WP\ EEEY_V-\

To find Document Metadata in TUNINGFORK,
you must view each Doccument in Categoerized
Collection (manual intensive)
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Using XKEYSCORE to query on CNE data

search: Document Metadata

Fields = aAdvanced Features = Show Hidden Search Fields Clear Search Values Reload Last Search Values

This query in XKS

Input Source: FOXACID* ar FOXBASE:®

Selected implant exflls from active collectlon (xks-cne.corp.nsa.ic.gov:xs web db)

C: Documents and Settin(sGuest'Desktop05070807 _excelbook.pdf pdf

C:Documeints and SettingsauserDesktop desktop iconsyenmentrack « doce

C:Downloadsns-J-overview.pdf 4

CiDocuments and SeftingsuserDesktop desktop icons'servers_exp doc

Filename Extension
System Admin C¥Y.doc¢ doc
C:DownloadsPhysieal Layer in RPR_ 0402011 pdaf

Author
Authorised User

Cemter For Excelence

wuser

results

Input Source

Produced
{Microsoft Word - 307133113 431336+3] th ese es UItS

NI IDER12

U Jeadi g Wl gl g .J!M.I'C‘.'I
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Open Source: Google Hacking

™M Advanced Search Search Tip Help
site:comsats.net pk tiletype doc [ Google Search ]

Search by domains
= ‘site:comsats.net.pk”

Search by file types
= “filetype:pdf” or “filetype:doc”
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How to find Document Metadata when
NEVER collected a document

N T
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Take Client’s (Active User) IP address and query

on it in XKEYSCORE

Search: Document Metadata

Extensian: pptordocor pdiorxls

IP Address: 189

Either v

Active User:
yvahoo.com
ACTIVE USER ACTIVE USER TP .
=yaho 8
I*:iyahoob
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= Use XKEYSCORE to Find Who Else is
sending the files?



Take “File Properties” information and fill-in qu

| General | Summary | Statistics || Contents || Custom |

Title: xKevyscare Terms
Subject:

Author: Joe BaggaDonuts
Manager:

Company: |ZMFA Zendian MFA)|

Cateqory:

Keywords:

Coamments:

Hyperlink
base:

Template: MNormal.dot

|:|Séwe preview picture

oK

Cancel

Document Type:
Encrypted?:
Corrupted?:

Filename:
Extension:
*Subject™:

*Creation Time™:
t Madified Time*:

*Unigue leullte e

Author:

Last Authaor:
Organization:
Title:

Language:

*Comment* [fulltext]:

FileJEmbedded Image
Hash [fulltext]:

Metadata Name:

Metadata value [fulltext]:

Joe BaggaDonuts

/MFA Zendian MFA
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Sample Query

Sample Query:
Organization = PTCL

To/From Country = Pakistan - R

Language:

*Comment* [fulltext]:

File/Embecdded Image
Hash [fulltext]:

Metadata Name:

Metadata Value [fulltext]:

IP Address: From
IP Address: To v
Port: From
Port: To v
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Sample Query (Results)

Previous Slide produces these

results
Filename yd Qrganization
Instructions to Kunar provinee hidders comnunity midwifery.floc PTCL
Instructions to Kunar provinee hidders community midwifery.doe PTCL
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= [Turn a logo into a selector

)’emez:-;;. o1 = SIGINT VALUE

The Gateway of Yemen f I
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XKEYSCORE parses out logos from within documents
(PDFs, DOCs, Outlook Emails, etc) embedded as images

-

fz © & A |80.6% | ¢|Fina

Logo/Image 32-character
hash can be parsed out and
queried.

T\ ) PEC ) Y-

Laas JS dolidl o lasYall 6565 3a)l S il aubolie e » oMs ! £gumgall .l 6, LiVL

= oo Vall

MB L2 On Chip Cache per Processor 2e
System Caniraller Card 1«

o]
a5 il

MDS

ol

Sun Fire V490 Server

Solaris 10 03/05 HW1 Operating System Prainsiallade

's‘.‘.l
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Files often contain embedded images, such as company logos

GPRS TLLI
a gl 02U G naaadl ‘._,,JI 0 jlalifl as Y| Cileda ot I

ADSL s i 3l iy 2 gill oof o

Step 1: Identify if a document
, HAS an image in it

1OT2Il 5l g WKyl 1g jlad,lat 118 d 0

VPH Clients Configuration Examplg [ Szt —

18 12:172008 2007 awll wi i

s v ITE. 3161 & Alxdullah Mohammedd
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| @ 1

B N - —_ -

Datetime Case Notation From 1P

2009-03-26 15:54:50 YM.PGQXXXABDDTC

Session H Header (3) “ Attachments (6) H Meta (3) | —

Quick Clicks Ioh;* Retrieving Attachrment. .. . »

i:tssi:n Step 2 Open
achments .
igint Document and click
image_summary_mont on “Full Session

image_surmnmary_m
Y document_meta
. c:_documents and s

? unknown

2 ? text
"2 document_bady. )
? document_body.))
image

b3d7853e4bfde?087

office
C:\Documents and ¢

= Find oppasite side of sessi

0

0
Find More Docs with Same
635ed0657cfe25b77901

b3d7853&4bfde70874cﬂ
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Session Header (3) |I Attachments (6) || Meta(3)

AUTO

Quick Clicks «
'K Session
3 3K Attachrments
= Y sigint
= !K image_sumrnary_mont
Image_summary_m:
3 ¥ document_meta

c:_documents and s! "

3 ? unknown
= ? text
2 document_body .
? document_body.e))

b3d7853e4bfde708
- ™ office
3" pdf
" C:\Documents and ¢
N4
i)  Find opposite side of sessi
0 ->

Using IMAGE forma

2

Step 3: In left-side menu bar, select an
Image and copy/paste the 32-character
name (without the extension)
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=)< Classic A-M
[E] ASF and WMV Metadata
=] Alert
[Z] BlackBerry
[E] CNE
Call Logs
Category DN
Cellular DN
Cisco Passwords
=] Document Meladsta

Narimert Tannina

Step 4. Paste the 32-character name
into the “File/Embedded Image Hash’
Field in the Document Metadata query

Fields v Advanced Features v Show Hidden Search Fields Clear Search values Reload Last Search values

Search: Document Metadata

FilefEmbedded Image  [1,9478573: 4nide70874ct02a3d6cte1 0
Hash [fulltext];

Step 5. Select all of your good
collection sites + SUBMIT!

Search
Databases

Clear Checks

Reset Checks

(xks-central.corp.nsa.ic.gov:qsummary)
Australian sites (xkcentral2.dsd:xs_web_db)
CARBOY (carboy-proxy.rl.r.nsa:carbay_web_dh)
CARDAMON (xkey-dsd.rl.r.nsa:xs_web_db)

[Suhmil] [Cancel
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| Session ” Header (3) H Attachments (6) ll Meta (4) l

AUTO

Quick Clicks

A NNAYE_SUNTTIary_NI0INGGE JPEy
= Fi{ document_rneta
¢: _documents and settings_usuarii
8 ? unknown
= 2 text
"2 document_body.SOLICITANTE .txt
Elm-j office

Elﬁ]word

- @C:\Dncuments and Settings\usuari

Gl - - Find oppaosijte side of session

‘0
@ - - Find Mape Daocs with Same hash
a97d82d0eaaa9017cachesfedbh12f15e
lebd01bao2b?7c087a91hdf2904

i

acf45eSfd66déed99ed484d877
= -- Find email address

zakimnnissa@hntrnail.onm
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Or You can one-click query to create a new query

Search: Document Metadata

Query Name:

Justification:

Additional Justification:

Miranda Number:

Laliyuayc,

*Comment* [fulltext]:

File/fEmhedded Image
Hash [fulltextl:

One-click search an document hash: fdcb353

One-click search to find maore daocuments witt

f4cb353ebdllbalzh’c087a91bdf29¢c4




Stand-alone files can be uploaded into XKS
and images parsed out

= Useful for TAO collection that didn’t get into XKS
(non United Rake)

m ntios://xks-ceniral.coro.nsalic.aov/aznaral/view filz.ono

This system is auc
CLASSIFICATION: TOI

XKEYS(

E— vYou can upload SOTF and D-124 files, as well as just random files (.doc, .ppt, etc.)
Upload File| | Browse_. ]

This system is auc
CLASSIFICATION: TOI

To task the hex values for images in
CADENCE or Query in PINWALE. contact
The Xtreme Target Pursuit Team

S217 and INNEGEGEGGEGEGEGE S3114
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m Questions on any of these tools or
techniques, contact:
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