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Full Log - Pros 

• The Full Log search gives you access to al] 
DNI sessions collected by X-KEYSCORE 

• Data is indexed by the basic meta-data like 
IP Address, Country Codes Port, 
Casenotation, Application ID/Fingerprints 
etc 

• If you're only interested in content, Full Log 
will give you access to everything 
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Full Log - Cons 
• However, in most cases there will be too 

many results in XKS to look through every 
piece of content by hand 

• To be more efficient, it's important to utilize 
the meta-data contained in the other search 
forms (E-mail Addresses, HTTP Activity, 
Extracted Files, Document Meta-data etc.) 
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HTTP Activity 

• HTTP Activity is essentially all web-based 
activity from a user's internet browser (with 
some exceptions) 

• It includes, web-surfing, Internet Searching 
(like Google), Mapping Website (Google 
Earth/Maps) etc. 

• Most of this data will not contain a strong 
selector like E-mail address 
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HTTP Activity 
• HTTP activity comes in two types: 

cnn.com Server 
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HTTP Activity Client-to-Server 
Accept:*/* 
R e f e r e r : 
Ac c ep t.-L ; 5 i g u l g e 

Accept:-Encr fr1iiirf; gPilr-r '1pf 1 firrp 

GET H T T P / 1 . 1 

Us e L -Agent I Mo s i l l a / 4 . 0 (c ompat-ible ; MS IE 6 . 0 ; Windows NT 5 . 1 ; SVI ) 
Ho s t- i A I 

) 
I Cookie J BBC-UID=b479a5f 4ad.230a53063d513630203acb22684634a0e0t i l64c45f 96e f c 0 5 4 c f 9 5 0 H o s i l l a % 2 f 4%2e0%20%28cc 

C a c h e - U o n t r o i : m a x - s t a i e = u 
Connect ion: Kppjj-^J^yp 

t K - B l u e C o a t - V i a a 66808702E9A98546 

Host 
i-iViViViViVBVBTBViViViViViViv«VBVBViViViVivrrrri 

search.bbc.co.uk 

U R L Path 

Il 11IHHHIIII IHHHII 

URL Args 
ÉMTMTMiBMTnTM^̂ ^̂  

/search tab=urduÄürder=sortbctha^ 

Search Terms Language Via 

musharraf 
» 11 • 111 • 111« 111« 11 • 111 • 111« 111« 11 • 111 • 111« 111« 11 • 111 • « 

en Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1 ; SV1 ) 66808702E9A98546 

http: //search .bbc .co .uk/search?tab=urduS:order=sortbathS:q=musharraf&st art=23:Scope=urdu 
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Overlap 

• Full log contains basic information on every 
single DNI session XKS processes. 

• HTTP activity contains more detailed 
information on the subset of that data which 
is web-based (aka port 80 "internet 
browser" traffic) 
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How the Search Forms Fit Together 

of all DNI sessions collected 
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f f 

• Analysis of 14 May Internet session 
based target started in MARINA 

TS A U S E K J D P H O K E U S E R _ A ACTIVITY U S E R _ E 

20090514 132353Z : alioo> logged in (im) 119. I 

20090514 132416Z @hotmail. c om<msnp as sp brt> logge d in (im) 119. I 

20090514 132419Z com<msnpassport> logge d in (1m) 119. I 

20090514 132834Z ^^^•glhotmail. c om<msnp as sp ort> logged in (im) 119. I 

20090514 132S43Z ^^^•gliotmail . com<msnpassport> ^ logged in (im) 119 I 

20090514 133517Z @hotmail. c om<msnp as sp ort> logge d in (im) 119. I 

20090514 133522Z ^^^Jiglliotmail. com<msnpassport> logged in (im) 119. I 
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Understand what is behind the IP 

Ensure Activity on IP can be associated with 
Target 
Understand IP usage Dynamic/Static 
Research IP using Foxtrail/NKB 
Is it a Proxy, DVBLAN, Dial-Up, DSL, etc 
Is it Client to Server or Server to Client 
Still not sure? User Activity pull for 5 minute 
period on Foreign IP 

Derived From: NSA/CSSM 1-52 
Dated:20070108 

Declassify On: 20340601 
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HTTP with a Proxy 

Request sent to Proxy Request sent to Server 

t: 
Response sent to User Response sent to Proxy 

Performance: 
Censorship: 
Security: 
Access-Control: 

Proxy can cache responses for static pages 
Proxy can filter traffic 
Proxy can look for malware 
Proxy can control access to restricted content 

Proxy can be run by 
• a user 
• an ISP 
• a web-hosting company 
• a content-delivery network (i.e. Akamai) 
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Web-Server 
Short-lived connections 
Single-user 

Web-Servers 

Short-lived connections 
Multiple-users multiplexed 

Web-Servers 

Long-lived connections 
Multiple-users multiplexed 

Direct-Con nect Mixed-Gateway 

1 

User-to-Proxy 

roxy-to-Proxy 

Cache 
O — 

National-Level Proxy 

n i m m i n n 
A A A A A A A A A A A A A A 

i i i i i i i n n n n n n n 
w w w w w w w w w w w w w w 
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The analyst then did an HTTP activity query to 
find all web surfing from that IP address within 
the same rough timeframe. 

Q t 3 Classic A-M 

HB Alert 

¡ 2 BlackBerry 

S CNE 

p^l Call Logs 

,£ ] Category DNI 

g Cellular DNI 

PE1 Cisco Passwords 

B DNS 

hEl Document Metadata 

PE1 Document Tagging 

a Email Addresses 

-El Extracted Files 

g Full Log DNI 

B HTTP Activity 

H IKE Parser 

IRC Cafe Geolocation 

y Logins and Passwords 

i f | Microplugin Metadata 
n C n r i f l f l ^ hi T 

Search: HTTP Activity 

Query Name: 14_may.activity 

Justification: 

Date time: Custom Start; 2009-05-14 • 13:30 
A 

V Stop: 2009-05-14 14:15 
A 

V 0 

IP .Address: 119.| | Either v 

IP Address: To v 

Port: From v 

Port: To v 
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Strange HTTP Activity 
HTTP meta-data indicated strange web-based 
activity 

i i r f osemce . i i i f . t u - i l r esden . i l e / i i i fosemces 

Browser 

RPT-HTTPCIieiit/Ö-4-ilev 

RPT-HTTPCIient/0.4-ilev 

GET/miscascadestatus/F 3090 5FCD73B6B30CB5FEFD3250FD66EF4B32591 HTTP/1 . 1 

Host; info s ervic e. ii£ tu-dre s den. de 

Connection: Keep-Alive, T E 

TE: trailers, deflate, gzip, compress 

Us er-Agent: EPT-RTi P Client/0.4 - de v 

Cache-Control: no-cache 

Pragma: no-cache 
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14 May - Strange HTTP Activity 

Indications from the HTTP activity 
^Browser ^ 

RPT-HTTPCIient/0.4-*lev 

RPT-HTTPCIient/û.4-ileu 

Note the strange User Agent/Browser 
GET/miscascadestatus/F 3090 5 F C D 7 3 B 6 B 3 0 C B 5 F E F D 3 2 5 0 F D 6 6 E F 4 B 3 2 5 9 1 HTTP/1 1 

Host; info s ervic e. ii£ tu-dre s den. de 

Connection: Keep-Alive, T E 

TE: 

[ Us er-Agent: m - m T P C k n t t l U - d e v ] 

Cache-Control: no-cache 

Pragma: no-cache 
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Tip off to possible anonymizer 
Open Source research indicated that this user 
agent was indicative of multi-cast traffic, 
likely tip off that this was some type of 
anonymizer 

fi 

^Browser ^ 

RPT-HTTPCIieiìt/O-4-ilev 

RPT-HTTPCIieiit/O-4-cletf 

GET /rnixc as c ade status/F3 0905F CD7 3B 6B 3 0 CB 5FEFD 32 5 OFD 6 6EF4B 32591 HTTP/1.1 

Host: infoservice.inftu-dresden. de 

Connection: Keep-Alive, T E 

TE-

[User-Agent: I^T-HTTPC]ient/0.4-dev ] 

Cache-Control: no-cache 

Pragma: no-cache 
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HTTP Results led to Full Log Query 

The two tu-dresden.de requests were the only 
H P activity seen within that timeframe, but 
given the open source research suggesting that 
the user agent was an anoynmizing proxy a full 
log query was ran to identify all other traffic 
originating from that same IP address during 
the same time 1 

Dstetime End Fm IP 
2009-05-1413:47:33 119. 

2009-05-1413:48:07 119. 

Host URL Path 

i i r fosemceJ i i f . tu - i l resc len . t le /mixcascade s ta t i isF3Ö905FCD73B6B3ÖCB5FEFD3250FD6ÖEF4B3259l 

in foserv ice. in f . t i i - i l resc len. t le . In foserv ices 
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Datetime End 

2009-05-14 13:47:33 

2009-05-1413:48:07 

2009-05-1413:48:07 

2009-05-1413:48:35 

2009-05-1413:49:02 

Fm IP 

119. 

119. 

119. 

119. 

119. 

1495 80 web http, get 

1502 443 net work _encryiìtion network_encryption4iitt|>s 

1494 80 web http/get 

1134 6544 unknown unknown <tc|) 

1134 6544 unknown unknown,<tc|> 

Fm Por To Pc Application Type Application 

Note the two HTTP activity (port 80) sessions were 
seen, but in addition there was one SSL (port 443) 
session and two unknown port 6544 sessions 
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Full Log Results 
Frn IP To IP Fm Por To Pc Application Type Application Data Length Session Length 

1134 6544 unknown 

1134 6544 unknown 

u n k n o w n - t c p 

u n k n o w n / t c p 

nn 

9 3 9 0 1 

Of the unknown port 6544 traffic, the data length 
of the sessions indicated that a significant amount 
of data was leaving the Pakistan IP used by our 
target 
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DNI Display Raw Data DNI Format 

S e r v i c e s 

The content appeared unreadable. Further 
analysis by CES and open source research 
showed that the content was encrypted 

No presentat ion available for th is t ype of data. Try send ing it to another service for a bet ter view. Be low is an a t tempt to 
d isplay the documen t as plain tex t . 

; ̂ G j S / 4~•U^U^ ^ GXtf j • • J ̂  Q , 14 

: ^ ^ y ^ J Y ̂ 3 7 ^-B^ [ • 

•̂ •om-̂ W-̂ g/-̂  3^ E [ 3 ̂ kzH? • 

Xl . X^kcYs^ 3-£ „ $-3 ! /Vv* • • • C« 5*X ! • •Yp^-fcgG 

• • H6Kk • • , éX^VZ • • • 

S" iHZÎ •Q1 ̂-r 0"£ S +b f•o • • •u^ ̂ XDi] -

P. 
A A - - — A - A 
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HTTP Results led to Full Log Query 

While we were ultimately unable to identify what 
was underneath the 150K of encrypted traffic, 
we were at the least able to identify that our 
target was using an anonymizing service to 
mask a portion of his Internet activity 

S E R I S E R I A L : * 3 / 0 0 / 5 1 3 1 0 9 - 0 9 

German Anonymizing Proxy ( T S / / S I / R E L TO USA, FVEY) 

( T S / / S I / / Q C / R E L TQ USA, FVEY) During the 14 , 16 , and 18 May 

sess ions on the te lephone , the user (s) were us ing a f ree 

German-based anonymizing proxy 

( h t t p : / / i n f o s e r v i c e . i n f . t u - d r e s d e n . d e ) , presumably to mask the 

source of Internet t r a f f i c . Use of the anonymizing proxy occurred 

pr imari ly dur ing the times in which s 

l6hotrnail.com and yahoo. com accounts were accessed . 

COMMENT: ( T S / / S I / / O C / R E L TO USA, FVEY) The German-based 

proxy is a Java Anonymous Proxy ( J A P ) , which was developed 

toy the Technical U n i v e r s i t y of Dresden as a f ree and open 

source anonymity t o o l . The proxy funct ions in a manner 

s imi lar to The Onion Router (TOR) network. Given his 

background in computer sc ience and networking , it is not 

s u r p r i s i n g that would use an anonymizing proxy to 

secure his Internet a c t i v i t y . 
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Why not only use Full Log? 

If the Full Log query gave us the HTTP traffic in 
addition to the other non web based traffic, why 
don't we only use the Full Log query? 

- Because the meta-data options in the full log table 
are limited 
Date-time End ^ Fm IP To IF' Fm Por To Pc Application Type Application 

2009-05-1413:47:33 119. 141. 1495 80 w e b http/get 

2009-05-1413:48:07 119. 1502 443 net work _encryi>tion network_encryi>tion/liftt|>s 

2009-05-14 13:48:07 119 141. 1494 80 web http/get 

2009-05-1413:46:35 119. 141. 1134 6544 unknown unknown.tcp 

2009-05-1413:49:02 119. 141. 1134 6544 unknown unknown,<tq> 
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Starting with MARINA results of a 20 May 
Internet session of an Iran based target 

T S T USEETD P H O N E USER_A A CTfWTY U S E R J B C O O K I E 

20090520 092139Z <yahoo> logged in (email) 213. fuqS afl 4q5kjt<yaho oB cookie > 

20090520 092139Z <yahoo> usednfonp 192. fuq8afl4q5kjt<yahooBcookie> 

20090520 092130Z <yahoo> logged in (email) 213. fuqSafl4q5kjt<yahooBcookie> 

20090520 092130Z <yahoo> usedxforip 192. fuq8afl4q5kjt<yahooBcookie> 
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The analyst then did a full log query based off 
the IP & X-Forwarded-IP pair 

3 C l a s s i c A - M 

¡ 2 A S F a n d V M M V M e t a d a t a 

j - H A l e r t 

¡SI B l a c k B e r r y 

E C N E 

¡ 3 C a l l L o g s 

g C a t e g o r y D N I 

0 C e l l u l a r D N I 

^ C i s c o P a s s w o r d s 

¡ 2 D N S 

¡ S I D o c u m e n t M e t a d a t a 

¡ 2 D o c u m e n t T a g g i n g 

^ E m a i l A d d r e s s e s 

¡ S I E x t r a c t e d F i l e s 

H F u l l L o g D N I 

¡ 2 H T T P A c t i v i t y 

¡SI I K E P a r s e r 

[ S ] l R C C a f e G e o l o c a t i o n 

2 L o g i n s a n d P a s s w o r d s 

¡SI M i c r o p l u g i n M e t a d a t a 

Search; Full Log 

Query Name: i ran Jarget 

Justification: 
Iranian IP Address used by cyber 

targetl 

Datetirne: Custom - Start: 2009-05-20 09:00 A 
Stop: 2009-05-20 11:00 A 

V <tì 

Client IP (X-Fo warded -For): 

Username: 

Attribute Info: 

IP Address; 

IP Address: 

192. 

iWd fField Builder! 

213. From v 

To v 
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Example #2 
s 

Full Log table contains the standard DNI meta-data 
with some but not all information from other plug-ins 
included (ie. Username from User Activity and 
Application Info contains some HTTP activity) 

Application Info Username 

I itt|!:tfu| Klat e. n ai.convPr o d u cts /C c 

I iitt|>:>7|>l atfo r m.ak.fac e b o o k. com /v 

I ittp:tfpl atfo rm.ak.fiac e b o o k. com Sv 

I rttp:/f|>l atfo rm.ak.fac e b o o k. com /v 

I itt|>:.'Yne w 5 r ss.bbc.c o .1 ik /rss/i ie v* 

I ittp://b. stat i c.ak.fbcdn. n et/in I) ox .11 

I itt|>:.vl >. stat i c.ak.f licdi 1.11 et/rsr c.pli 

I itt|i:,'j>l atfo rm.ak.fac e b q q k. com /v 

I ittp:.vpl iotos-d.ak .f he dii.n et'p I iot< 

I rttpivp I iotos-d.ak.fbc d n. n et/p liot< 

I itt p:.vl >. st at i c.ak .f I) cc 1111 et.'l 111 > o-K'I i 

I rttp://h. stat i c.ak.f bcdn. n et ,»i mages 

I ittp://b. stat i c.ak.f licdi i \ et.i ma g e 5 

I ittp:#l>. stat i c.ak.f licdn. n efri mages 

I ittp://l >. stat i c.ak.fbcdn. 11 et.i 11 b ox .11 

http://newsrss.libcxo.uk/rss/nevi, 

Fm 

IR 

@ijmail.coi IR 

@ijmail.coi IR 

@ijmail.coi IR 

IR 

IR 

IR 

@ymail.€Oi IR 

IR 

IR 

IR 

IR 

IR 

IR 

IR 

IR 

' Fm City ( ToC 

TEHRAN US 

TEHRAN DE 

TEHRAN DE 

TEHRAN DE 

TEHRAN GB 

TEHRAN DE 

TEHRAN DE 

TEHRAN DE 

TEHRAN ML 

TEHRAN ML 

TEHRAN DE 

TEHRAN DE 

TEHRAN DE 

TEHRAN DE 

TEHRAN DE 

TEHRAN GB 

To City (IP) Datetime 

HEWYORK 

FRANKFURT 

FRANKFURT 

FRANKFURT 

LOIIDON 

FRANKFURT 

FRANKFURT 

FRANKFURT 

AMSTERDAM 

AMSTERDAM 

FRANKFURT 

FRANKFURT 

FRANKFURT 

FRANKFURT 

FRANKFURT 

LOIIDON 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

2009-05-20 

10:05:16 

10:06:54 

10:06:54 

10:06:54 

10:07:43 

10:08:31 

10:08:31 

10:09:3s« 

10:09:5$ 

10:09:56 

10:09:57 

10:09:57 

10:09:57 

10:10:00 

10:10:00 

10:16:12 

Datetirne 

2009-05-

2009-05-

2009-05-

2009-05-

2009-05-

2009-05-

2 0 0 9 - 0 5 -

2 0 0 9 0 5 

2 0 0 9 - 0 5 -

2 0 0 9 - 0 5 -

2009-05-

2009-05-

2009-05-

2009-05-

2009-05-

2009-05-

End 

20 10:09:16 

2010:10:16 

2010:10:16 

20 10:10:16 

2010:07:54 

2010:11:33 

2010:09:57 

2010:12:12 

2010:12:05 

2010:12:05 

20 10:10:09" 

20 10:10:09 

2010:10:09 

2010:12:09 

20 10:12:09 

2010:16:24 

Fm Por To Pc 

34847 80 

42806 80 

42806 80 

42806 80 

37459 80 

41092 80 

4109-2 80 

4 9 * 4 8 » 0 

41 $96 80 

41696 80 

34400 80 

34400 80 

34400 80 

44898 80 

44898 80 

43804 80 
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The analyst wanted to know if the From 
Forwarded-For IP pair was representing 
computer or if there were multiple users 
computers in this data. 
Full log only provides the bare minimum meta-data to 
make this determination 

IP& 
a single 
on multiple 

ID Datetime ± Application Info 

70 

61 

2009-05-20 10:21:45 http:/rtjs.mg1 .mail.yahoo.com/cic^s?log=AotivitvMaxldleTime:High&Â.gx=1 /login_webmail 

2009 05 20 10:22:17 htt|):mclianiiel3 

Fm IP To IP Fm Port To Pc 

213 | 2 0 9 1 9 1 1 0 6 1 0 9 5 5 8 2 8 8 0 

213 69.63.176.213 55435 80 

Application Type Application Data Length Session Length 

mail m ail/w ebma i I /yah o o 1446 1968 

social socialtfac-efoook 3402 3922 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



TS A USERJD P H O N E TJSER_A ACTIVITY IJSERJB COOKLE 

20090520 102145Z | •-yah o o > pre vio usly logge d in 213. fi.i q3 afl 4 q5kj t< y aho oB c o okie > 

20090520 102145Z |<y aho o > p r e vio usly logge dm 213 fuq8afl4q5kjt<yahooBcookie> 

20090520 1Q2145Z | used xfonp 192.163.36.1 &q8afl4q5kjt<yahc- oB c o okie> 

20090520 102217Z <facebook> used xforip 192.168.36.1 

20090520 102217Z pfacebook> registered with c om<google > w 

20090520 102217Z <face b o o k > logged in (forum) 213.| 

• The Yahoo and Facebook activity came from the same 
proxy IP arid the same X-Forwarded-For-IP and 
around the same time but was it from the same 
computer? 
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HTTP Activity Query 
r Let's query that same date time range an 

and XFF IP pair in the HTTP Activity query to 
see what we get 

B t 3 Classic A-M 

¡ 5 Alert 

j | ] BlackBerry 

E ] CNE 

Call Logs 

g Category DNI 

g Cellular DNI 

y Cisco Passwords 

B DNS 

y Document Metadata 

¡ 5 Document Tagging 

Email Addresses 

-El Extracted Files 

3 3 Full Log DNI 

B HTTP Activity 

H IKE Parser 

IRC Cafe Geolocation 

j - L o g i n s and Passwords 
j - ¡3 | Microplugin Metadata 

hi T 

S e a r c h : H T T P Act iv i ty 

Query Name: ira.n_target_http 

Just i f icat ion: 

Date t ime: Custom Start; 2009-05-14 • 13:30 Stop; 2009-05-14 14:15 0 

X Fo rwarded For: 192.168.36.1 

IP A d d r e s s : [213] 

IP A d d r e s s : 

F rom v 

To v 
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Cookie Referer Browser 

=f pwidth=1 65&SUC=J http:fltis.mg1 .mail.yahoo.com/dojlaunc Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.10 

datr=1242109330-dc7046de296a3f363cbe218fS http:fl0.channel31 .facebook.com/ifrarr MozillafS.O (Windows; U; Windows NT 5.2; en-US; rv:1.9.0.10 

We saw this meta-data in the Full Log results 
ID Datetime ± Application Info 

70 2009-05-2010:21:45 http: Mjs mg1 .mail .yahoo .com/dcA-s?log=ActivityMaxIdleTimeiHighäÄ .gx=1 .ilogin_webmail 

61 2009-05-20 10:22:17 Iittp://0xhaiinel31.faceboo^^^ 

Fm IP To IP Fm Port To Pc 

213| |~ 55828 30 

213. • • I 6 9 M B B I 5 5 4 3 5 8 0 

.application Type Application Data Length Session Length 

mail mail/webmail/yahoo 1446 1968 

social socialtfacehook 3402 3922 

And then these three fields are among the 
unique (and valuable) fields only found in the 
HTTP activity table: 
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Now view the HTTP Activity 

Of interest, note the differences between the 
two user agents 

Browser 
Mozilia/5.0 (Windows; IJ 

Mozilia/5.0 (Windows; U 

en-US; rv:1.9.0.10) Gecko/2009042316 Firefox/3.0.10 

en-US; rv:1.9.0.10) Gecko/2009042316 Firef ox/3.0.10 

This indicates different versions of Windows, so 
unless they did an upgrade within the 1 minute 
difference of activity, there were at least two 
different computers behind that Proxy and XFF 
IP pair 
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Moral of the story 

• You should be use both the HTTP activity and 
Full Log queries to help discover everything 
your target does when he's online 

• HTTP Activity will give you great meta-data for 
quick analysis of "web-based" (port 80) activity 

• But not all DNI is done through an Internet 
Browsers, so it's important to look at the Full 
Log query results for indications of the use of 
other applications 
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Moral of the story 
The Multi-Search page gives you the ability to search full log and 
HTTP activity based on an IP address at the same time 

a Q Search 

0 0 Classic 

3 E 3 Multi Search 

1 _QlP Addresses 

0 Mac Address 

• 0 U s e r n a m e 

ÉI Q j Classic A -M 

Alert 

•0BlackBerry 

• 0CNE 

1^1 Call Logs 

• 0 Category DNI 

Cellular DNI 

• • 0 Cisco Passwords 

•••113 DNS 

0 Document Metadata 

0 Document Tagging 

U Email Add resses 

0 Extracted Files 

H I Full Log DNI 

0 HTTP Act iv i ty 

0 IKE Parser 

0 IRC Cafe Geolocation 

0 Logins and P a s s w o r d 

E l Microplugin Metadata 

Simply enter in an IP address, choose any or all 
"roles" (ie. from/to/xff) and then choose what 
search forms you want 

IP .Address: 

0 From 

IP Role: 0 To 

0 X-Fomarded-For 

Search 
Forms 
Clear ••••• v 

User Activity 
Phone Number Extractor 
Email Addresses 
Extracted Files 
HTTP Activity 
Full Log 
Web Proxy 
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It will submit the multiple searches at the same time, you can 
either view the results separately or view them as a merged 
table 

My Recent Results 

Help Actions * View * FILTERS: : 7 T 

D at et ime Submitted Query Name Status Num Results Query Type 

• 2009-06-0814:33:40 ok io 16 may finished 605 full Jog 

• 2009-06-0014:33:40 pk ip 16 may finished 475 httpjoarser 
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