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= The Full Log search gives you access to all
DNI sessions collected by X-KEYSCORE

» Data is indexed by the basic meta-data like
IP Address, Country Codes Port,
Casenotation, Application ID/Fingerprints
etc

= |f you're only interested in content, Full Log
will give you access to everything
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= However, In most cases there will be too
many results in XKS to look through every
piece of content by hand

= To be more efficient, it's important to utilize
the meta-data contained in the other search
forms (E-mail Addresses, HTTP Activity,

Extracted Files, Document Meta-data etc.)
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HTTP Activity is essentially all web-based
activity from a user’s internet browser (with
some exceptions)

It includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) etc.

Most of this data will not contain a strong
selector like E-mail address
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= HTTP activity comes in two types:
cnn.com Server
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GET Ksearchitabh=urduscorder=sorthothsccoknusharrafkscarc=3&s&scone=urdusl ink=nexclHIIP/1.1

Accept:
eferer:
Accept-Lanquage

Accept-Encrdjng: ogzin, deflare
User-aAgent] Mozilla/d.0 (compatible; MSIE 6.0; Windows NT 5.1; 5VI)

Host:m searcn.nnc.co.1
Cookied BBC-UID=b479a5fdad230a53063d513630203ach226684634alelblbdcd4s5f90efclid4ctf950N0zilla%2f4%52el%20%28c«

Cache-Control: max-stale=L

Connection: Keen-
}X—BlueCnaE—via 668087 02E9498546

Host URL Path URL Args
search.bbc.co.uk Izearch tab=urdugorder=sarthoth &g
Search Terms  Language Via

musharraf en Mozillz/4 .0 (compatible, MSIE B.0, Windows NT 5.1, V1) ®  g5308702E9A938546

http: fisearch bbc.co.ukfsearchab=urdu&order=sortboth&g=musharraf&start=2&scope=urdu
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= Full log contains basic information on every
single DNI session XKS processes.

= HTTP activity contains more detailed
iInformation on the subset of that data which
IS web-based (aka port 80 “internet
browser” traffic)
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of all DNI sessions collected
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= Analysis of 14 May Internet session
based target started in MARINA

TS A

20080514 1323532
20090514 1324167
20090514 1324192
20080514 1328342
20090514 1328432
20090514 133571/2
20080514 1335222

USERID PHONE USER_A ACTIVITY USER_BH

yvalioo> &> logged in (im)
@Whotmail com<msnpassport> & logged mn (1n)

com<msnpassport> <& logged i (1)

.F@hotmaﬂ. com<msnpassport> <= logged n (im)
.F@hotmaﬂ. comEmsnpassport> <& logged i (um)
@hotmail com<msnpassport> & logged m (in)

.-@hotmaﬂ. com<msnpassport> <& logged n (im)
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119

119
119
119

119

119
119



Ensure Activity on |IP can be associated with
Target

Understand IP usage Dynamic/Static
Research IP using Foxtrail/NKB

Is it a Proxy, DVBLAN, Dial-Up, DSL, etc
Is it Client to Server or Server to Client

Still not sure? User Activity pull for 5 minute
period on Foreign IP

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20340601
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Request sent to Proxy Request sent to Server

X

Response sentto User Response sent to Proxy

Performance: Proxy can cache responses for static pages
Censorship: Proxy can filter traffic

Security: Proxy can look for malware

Access-Control: Proxy can control access to restricted content

Proxy can be run by

» a user

*an ISP

» a2 web-hosting company

» a content-delivery network (i.e. Akamai)
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Web-Server Web-Servers Web-Servers

Short-lived connections Short-lived connections Long-lived connections
Single-user Multiple-users multiplexed Multiple-users multiplexed

l Direct-Connect lMixed-Gateway National-Level Proxy

x ‘ ’Cache
roxy-to-Proxy

User-to-Proxy

LS.W..8.9.9
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The analyst then did an HTTP activity query to
find all web surfing from that |IP address within
the same rough timeframe.

=< Classic A-M
[:E Alert
BlackBerry Query Name:  [14_may_activity
CNE
=] Call Logs
(=| Category DNI
Cellular DI
[=] Cisca Passwards
DNS
=] Document Metadata
=] Document Tagging
[ Email Addresses
=] Exdracted Files IP Address: Ta Iv
Full Log DI
HTTP Activity
[=] IKE Parser Port: Ta v

IRC Cafe Geolacation
Logins and Passwvords
=] Microplugin Metadata

Search: HTTP Activity

Justification:

Datetime: | Custam Start: 2009-05-14 [[| 13:30 || Stop: |2009-05-14 1415 |3 @

IP Address:  [119]} Either v

Port: Fraom v
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HTTP meta-data indicated strange web-based
activity

infoservice.nftu-dresden.de mfoservices

Brovwser
RPT-HTTPClient.:0.d-dev

RPT-HTTPClient0.4-dey

GET /mizcascadestatus/F30905FCD/3B6B30CRSFEFD3250FD66EF4B 52591 HTTP/1 1

Host. infoservice.inf tu-dresden. de
Connection: Keep-Alve, TE

TE: trailers, deflate, gzip, compress
User-Agent RPT-HTTPChent/0.4-dev
Cache-Control: no-cache

Pragma: no-cache
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Indications from the HT TP activity

Browwser '

RPT-HTTPClientid.d-dev
RPT-HTTPClient:0.4-tdev

Note the strange User Agent/Browser

GET /mizcascadestatus/F20905FCD73B6B30CRBSFEFD3250FD66EF4AB 32591 HTTP/1. 1
Host. infoservice.mf tu-dresden.de
Connechon: Keep-Alve, TE

RPI1-HITPClhent/0.4-dev
Cache-Control no-cache

Pragma: no-cache
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Open Source research indicated that this user
agent was indicative of multi-cast traffic. A
likely tip off that this was some type of

anonymizer

p 7

Brovwser
RPT-HTTPClient. 0. d-dev

RPT-HTTPClient/0.4-tdlew

GET /mixcascadestatus/F30905FCD72R6B30CRSFEFD3250FD66EF4R 22581 HTTP/1 .1
Host: infoserwice inf tu-dresden. de
Connection: Keep-Alve, TE

[User- ; RPT-HTTP Chent/0.4-dev

Cache-Control; no-cache
Pragma: no-cache
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The two tu-dresden.de requests were the only
H P activity seen within that timeframe, but
given the open source research suggesting that
the user agent was an anoynmizing proxy a full
log query was ran to identify all other traffic
originating from that same IP address during
the same time

Datetime End « FmIP
2009-05-1413:47:33 119,
2009-05-1413:48:07 1149,

Host LIRL Path
infoservice.inftu-dresden.de mixcascadestatns FI305FCDTIBSB IO CBSFEFD 3250FDSSEFAB 325491
infoservice.inftu-dresden.dde qnfoservices
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Datetime End

2009-05-1413:47:33
2009-05-14 13:48:07
2009-05-14 13:48:07
2009-05-14 13:48:35
2009-05-14 13:49:02

Fm IP
119.
119.
119.
119.
119.

FmPor To Pc Application Type

1495
1302
1494
1134
1134

B0  web

443 network_encryption
80 web

344 unknown

6544 unknown

Application

http.get
network_encryptionintps
http/get

unknowntcp

unknowntep

Note the two HTTP activity (port 80) sessions were
seen, but in addition there was one SSL (port 443)
session and two unknown port 6544 sessions
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Fm P To P Fm Por To P¢ Application Type Application Data Length  Session Length
1134 6544 unknown unknownitcp 1803

1134 6544 unknown unknowndep 939401

Of the unknown port 6544 traffic, the data length
of the sessions indicated that a significant amount
of data was leaving the Pakistan IP used by our
target
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The content appeared unreadable. Further
analysis by CES and open source research
showed that the content was encrypted

DNI Display | Raw Data | DNI| Format

Services

No presentation available for this type of data. Try sending it o anather sewice for a better view. Below is an attempt to
display the dacument as plain text.

;OCiSOOEKOOVOOY ©/1-0UONOOGuz~OCX |0 VI9Q, PHO 1
 OGO0O OVOOOfOV'RO>HOOOVOOKG © OveIVe 397nO1€~-RO (160U €
OmOUQPy/ OO OIOE([2OLZN2©
X1 . XOkcV=® VHOUvI 939, 030uP19 | /YvOOOOCHOS*Y @OTPOOBR
©9 HCKhO1l9900©),:0U20X00002C010906606

$"OC5OR10r0ORILfOOOOUS O XDu] -

TOP SECRETH/COMINT/REL TO USA, AUS, CAN, GBR, NZL



While we were ultimately unable to identify what
was underneath the 150K of encrypted traffic,
we were at the least able to identify that our
target was using an anonymizing service to
mask a portion of his Internet activity

SERI SERIAL: +*3/00/513109-09

German Anonymizing Proxy (TS//SI/REL TO USA, FVEY)

(TS//SI//0C/REL TO USA, FVEY) During the 14, 16, and 18 Hay
sessions on the I telephone, the user (8) were using a free
German-based anonymizing proxy
(http://infoservice.inf.tu-dresden.de), presumsbly to mask the
source of Internet traffic. Use of the anonymizing proxy occurred
primarily during the tiwes in which I S

|@hotmail.com and NG vahoo.com accounts were accessed.

COMMENT: (TS//SI//OC/REL TO USA, FVEY) The German-based
proxy is a Java Anonymous Proxy (JAFP), which was developed
by the Technical Universicy of Dresden as a free and open
source anaonymity tool. The proxy functions in a manner
gsimilar to The Onion Router (TOR] network. Giwven his
background in computer science and networking, it is not
surprising that IEEEEE wvould use an anonymizing proxy to
secure his Internet actiwvity.
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http://infoservice.inf.tu-dresden.de

If the Full Log query gave us the HTTP traffic in
addition to the other non web based traffic, why
don’t we only use the Full Log query?

- Because the meta-data options in the full log table
are limited

Datetime End -

2009-053-1413:47:33
2009-05-14 13:48:07
2009-05-14 13:48.07
2009-05-14 13:48:35
2009-05-14 13:49:02

Fm IP
119%.
119.
119
11%.
119.

TolF Fm Por To Pc Application Type
14. 1495 80  web
1302 443 network_encryption
141. 1494 80 web
14H. 1134 6344 unknown
141. 1134 6344 unknown
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Application

httpiget

network _encryption/ittps
httpiget

unknownicp

unknowntep



Starting with MARINA results of a 20 May
Internet session of an lran based target

ISV

20090520 0521392
20090520 0521332
20090520 0821302
20090520 0921302

USERID PHONE [FSER A ACTIVITY  USER_BE
<yahoo> logged in (email) 213
“yahoo™> used zonp 182,
“yahoo> logged in (ermal) 213
<yahoo> used sfonp 192.
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COOKIE

fugsaf14qSkt<yahocBoookie=
fugBatldqslgt<yahocBcookie=
fugBaf1dqskijt<yahocBcookie=
fugsaf14q5kjt<yahooBcookie=



The analyst then did a full log query based off

the |IP & X-Forwarded-IP pair

=

Classic A-M

ASF and VWMV Metadata

Alert

(=] BlackBerry

CNE

(=) Call Loys
Category DN
Cellular DN

Cisco Passwords

DNS
(=] Document Metadata

Document Tagging
Enail Addresses

[E] Extracted Files

Full Lag DNI

HTTP Aotivity

(=] IKE Parser

[E]IRC Cate Geolacation
=] Logins and Passwaords
=] Micraplugin Metadsta

Search: Full Log

Query Name:

Justificatian:

iran_target

Iranian IP Address used by cvber

target|

Datatime: Customn v

Client IP (X-Fowarded-For): 192.

Start: 2009-03-20

A

09:00 Stop: |2009-05-20

Username:

Attribute Infa:

RS
—
(P8 ]

IP Address:

d#s [Feld Builder]

From v

IP Address:

To v
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Full Log table contains the standard DNI meta-data
with some but not all information from other plug-ins
Included (ie. Username from User Activity and
Application Info contains some HTTP activity)

Application Info
httpsuppcdate.nai.comProductsiCe

httpsiplatform.ak facebook.comnv
httpesplatform.ak facebook.comv
httpsplatform.ak facebook.commw
http:inewsrss.bbe.coakiassnen
http:sib. static.ak fhedn.netinhox.n
Ittpelrstatic.ak.fhedivnet:rsrc.ph
Ittpzplatform.ak.facebook.comiv
hitpz:photes-d.ak.fhredirn.net pphots
http:aphotos-d.ak . fhedn.net/photy
http:ehstatic.ak.fhed netimboxm
http:shstatic.ak fhednnetimages
httpsh. static.ak fhediviletimages
httpeil. static.ak fhedn.netimages
http:sh.static.ak fhedn.netinbox.n

Ittp:imewsrss.hbe.coakirssmew

Username

@gmail.eol
@gmail.e ol

@mail.eol

@gmail.col

Fm' Fm City (I

IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR
IR

TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH

Ta ¢ Tao City (IP)

us
DE
DE
DE
GB
DE
DE
DE
HL
HL
DE
DE
DE
DE
DE
GB

HEWYORK
FRAHKFURT
FRAHKFURT
FRAHKFURT
LOIIDOH
FRAHKFURT
FRAHKFURT
FRAHKFURT

AMSTERD Al
AMSTERDARN

FRAHKFURT
FRAHKFURT
FRAHKFURT
FRAHKFURT
FRAHKFURT
LOIIDOH

Datetime
2009-05-20 10:05:16

2009-05-20 10:06:53
2009-05-20 10:06:53
2009-05-20 10:06:53
2009-05-20 10:07:33
2009-05-20 10:08:31
2009-05-20 10:08:31
2009-05-20 10:09:35
2009-05-20 10:09:56
2009-05-20 10:09:56
2009-05-20 10:09:57
2009-05-20 10:09:57
2009-05-20 10:09:57
2009-05-20 10:10:00
2009-05-20 10:10:00
2009-05-20 10:16:12

Datetime End
2009-05-20 10:09:16

2009-05-20 10:10:16
2009-05-20 10:10:16
2009-05-20 10:10:16
2009-05-20 10:07:53
2009-05-20 10:11:33
2009-05- 20 10:09:57
2009-05 20 10:12:12
2009-05- 20 10:12:05
2009-05- 20 10:12:0%
2009-05-20 10:10:09
2009-05-20 10:10:09
2009-05-20 10:10:09
2009-05-20 10:12:09
2009-05-20 10:12:09
2009-05-20 10:16:23
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Fm Por To Pc
34847 80
42806 80
42806 80
42806 80
37359 80
41092 80
41052 80
49648 &0
41696 &0
41696 80
34400 80
34300 80
34300 80
44898 &0
44898 80
43804 80


http://newsrss.libcxo.uk/rss/nevi

The analyst wanted to know if the From IP &
Forwarded-For IP pair was representing a single
computer or if there were multiple users on multiple
computers in this data.

Full log only provides the bare minimum meta-data to
make this determination

D Datetime Application Info
70 2009-05-2010:21:45 http: fus.mg1.mail.yahoo.comidcis?log=ActivityMaxidieTime: High&&.gx=1/oqin_vwebmail

61 2009-05.20 10:22:17  http:/id.channel3

Frn [P TalP | FmPort 1 To P Application Type Application Data Length  Session Length
213.' 209191106 109 55828 a0 mail mailAwvebmailiyahoo 1448 1968
213 69.63.176.213 55435 B8O social socialfacehook 3402 3922
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IS A USERID PHONE USER_A ACTIVITY USER_B COOKIE

20090520 10214527 m-yahoo>  prewiously loggedin 213 fug8afildqSkt<yahocoBcookie>
20090520 1021452 J-yahoo> previously logged m 213 fug8afildqskst<yahooBcookie>
20090520 102145Z I used xforip 192.168.36.1 fug8atldqgokjt<yahooBcookie>
20090520 1022177 ~facebook> used sfonp 192.168.36.1

20090520 1022172 IFfacebook> registered with com<google>

20090520 102217Z <facebook> logged in (forum) 213 ]

= The Yahoo and Facebook activity came from the same
proxy IP and the same X-Forwarded-For-IP and
around the same time but was it from the same

computer?

TOP SECRET/H/COMINT/REL TO USA, AUS, CAN, GBR, NZL



Let's query that same date time range an
and XFF IP pair in the HTTP Activity query to
see what we get

=< Classic A-M

Alert
E BlackBerry Search: HTTP Activity
CNE
Call Lngs Query Name: iran_target_http
Category DNI
Cellular DI Justification:
Cisca Passwords
DNS | _
— Datetime: | Custom Start; |2009-05-14 @) [13:30 Stgp: |2009-05-14 14:15 7
Document Metadsata
Document Taggmg X Forwarded For: 192.168.36.1
Email Addresses
=] Extracted Files IP Address: [213 From 1v
Full Log DN IP Address: To v
HTTP Activity
I=] IKE Parser

IRC Cafe Geolocation

. Logins and Passwords
=] Microplugin Metadata

hl ¥
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We saw this meta-data in the Full Log results

ID Datetime 4 Application Info
70 2009-05-2010:21:45 Hip: fius .mg1 .mail yahoo .comfdcirs?log=AdivityMaxidieTime:High&& .gx=1login_wehmail

61 2009-05-2010:22:17  httpz/id.chaimel31.facehook.c

Fm IP TolP FmPot  ToPc Application Type Applicetion Data Length  Session Length
21 3| I 53528 &0 meil meiliwvelmailyahoo 1448 1968
213.n |lsco I 55435 80 social social facebook 3402 3922

And then these three fields are among the
unique (and valuable) fields only found in the
HTTP activity table:

Cookie Reterer Browwser
=fpwidth=165& suc=: hitp:us.mg1 mail.yahoo com/dcilaunc Mozillass .0 (Windows; U, Windows NT $.1; en-US; rv:1.9.0.10

datr=1242109330-dc/046de296a31363che218f6 hip: 10 channel31 .tacebook com/ifrarr MozZillass .0 (Windows; U Windows NT 5.2, en-US; rv:1.9.0.10
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Of interest, note the differences between the
two user agents

Browwser '
Moziliass.0 (vWindows; U] tn-US; rv:1.9.0.10) Geckos2009042316 Firefox/3.010

Mozilia/s.0 (Windows; U| n-US: rv:1.9.0.10) Gecko/2009042316 Firefox/3.0.10

This indicates different versions of Windows, so
unless they did an upgrade within the 1 minute
difference of activity, there were at least two
different computers behind that Proxy and XFF
IP pair
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= You should be use both the HTTP activity and
Full Log queries to help discover everything
your target does when he’s online

= HTTP Activity will give you great meta-data for
quick analysis of “web-based” (port 80) activity

= But not all DNI is done through an Internet
Browsers, so it's important to look at the Full
Log query results for indications of the use of
other applications
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The Multi-Search page gives you the ability to search full log and
HTTP activity based on an |P address at the same time

F &Y Search
=& Classic
2t Search Simply enter in an IP address, choose any or all
_=]IP Addresses
EJMec Address “roles” (ie. from/to/xff) and then choose what
[E]Username
=) Classic A-M Sea I'Ch fOI'mS you Wa I'It.
Alert
[E] BlackBerry
E e IP Address:
[=] Call Lags _
[E] Category DNI v| Fram
Cellular DNI IP Rale: [#] To
Cisco Passwords
Slons v| X-Farwarded-For
Document Metadata
[=] Document Tagging U:ler nCtiUitl']b'
el Addre.sses Search EnglenrzléTe Sesr"!fxtractor
[£]Extracted Files Forms Extracted Files
=] FullLog DN Clear| HTTP Activity
[=]HTTP Activity 'v! Full Log
[=] IKE Parser Web Proxy

[=)IRC Cafe Geolacation
Logins and Password:
[= Microplugin Metadats
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It will submit the multiple searches at the same time, you can
either view the results separately or view them as a merged
table

] My Recent Results l

Help Actions + View v FILTERS: *V -

Datetirme Submitted Query Name Status Num Results Query Type
M 2009-06-0814:33:40 pk_ ip 16 may finished 605 full_log
M 2009-06-0814:33:40 pk ip 16 may finished 4735 hitp _parser

TOP SECRETH#COMINT/REL TO USA, AUS, CAN, GBR, NZL



