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Overview of Application IDs and
Fingerprints

Background of the 4 generations of
ApplDs+Fingerprints

Examples of how they are used for target
development SIGDEV
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An Application ID (ApplD) is a meta-data
tag given to a session to help describe
what application is being seen in the traffic

Examples:

mail/webmail/lyahoo indicates that the traffic was
Yahoo Webmaill

chat/msn_messenger indicates the traffic was
MSN Messenger

http/get indicates that the traffic was an HTTP
Get
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What's the point of ApplDs/Fingerprints?

For one, they give you a powerful tool for
the quick analysis of what applications are
being seen in your traffic.

A simple histogram on ApplD allows you to
quickly identify all of the applications seen
for a given result set, without needing to
view each piece of content
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Ex: Histogram the applications used during
Target activity:

Histogram Grid
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Secondly, they provide an additional criteria
that you can use in your query.

NOTE: It's important to point out that
since most ApplIDs + Fingerprints are
tagging technology and/or applications,
they SHOULD NOT be the sole criteria
for your queries in X-KEYSCORE!
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EX: ’m looking for targets using mail.ru
from behind a large Iranian proxy:

IP Address:

AppID

(+Fingerprints) [fulltext]: Field Builder

ApplD { +Fingerprints)

| mail/webmail/mailru

mail/webmail/mailru/attachmerit

mailwebmail/mailru/post
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EX: ’m looking for targets using mail.ru
from behind a large Iranian proxy:

IP Address:

AppID

(+Fingerprints) [fulltext]: Field Builder

ApplD { +Fingerprints)

| mail/webmail/mailru

mail/webmail/mailru/attachmerit

mailwebmail/mailru/post
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EX: ’m looking for Mojaheden Secrets 2
use in extremist web forums:

s —

Field Builder

ApplD (+Fingerprints)

| forum/extremisty

‘ I I S AU Sh 2 W al IGI!—IJG

1 Field Builder

ApplD (+Fingerprints)

mn]| 1

encyption/mo jaheden2

forum/extremist/al-firdawsarahic

| forum/extremist/al-firdawsEnglish
forum/fextremist/al-hishah
forum/extremist/al-hisbahworkshop
forum/extremist/al-ikhlas

encryption/mojahedenz/encodedheader
encryption/ma jaheden2hidden
encryption/mojahedenzhiddenz

forum/extremist/al-nukhoah

forum /extremist/al-nusrah encryption/ma jaheden2keyids

forum/extremist/al-gimmah encryption/mojahedenz/securefile
forum/extremist/al-shura
forum/extremist/al-tawhid
forum/extremist/aljazeeratalk
forum/extremist/alm3refh
forum/extremist/amh

forumfextremist/ashiyane
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ApplD’s are effectively looking for keyworas
in order to assign the ApplD tag.

Example, let’s say that this is the definition
for mail/webmail/yahoo:

appid('mail/webmail/yahoo’', 9.0) = 'Host: il.yahoo'
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Here 1S a client side Yahoo session:

GET /login.html HTTP/1.1

Referer: http://us.£f359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: mail.yahoo.com

Connection: Keep-Alive

Cookie: B=fnb50ehd261202&b=3&s=rp; YMBM=d=&v=1;
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http://us.f359.mail.yahoo.com/ym/ShowLetter

appid('mail/webmail/yahoo', 9.0) = 'Host: mail.yahoo'

GET /login.html HTTP/1.1

Referer: http://us.£359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; sVl
Host: mail.yahoo.com

Connection: Keep-Alive
Cookie: B=fnb50ehd261202&b=3&s=rp; YMBM=d=&v=1;

Application: mail/webmail/yahoo

TOP SECRET/H/COMINT/REL TO USA, AUS, CAN, GBR, NZL


http://us.f359.mail.yahoo.com/ym/ShowLetter

= \What does the number in the ApplD mean?
appid(‘'mail/webmail/yahoo', 9.0)=

m Each session can have only one ApplD

= The goalis for the ApplD to be as descriptive as
possible

= Any given session might qualify under multiple
ApplDs definitions, but only the most specific
ApplD that applies to the session is assigned

m Lowest number wins, so the lower the number,
the more specific the Appl|D definition
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m Let’s say there’s another more descriptive
appid for mail/webmail/yahoo/login:

appid('mail/webmail/yahoo/login, 8.0) = 'Host: mail.yahoo' and
'/login';

= It has a lower number than

mail/webmail/yahoo, so if it “hits” it will be
applied
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appid('mail/webmail/yahoo', 9.0) = 'Host: mail.yahoo';
appid('mail/webmail/yahoo/login, 8.0) = 'Host: mail.yahoo' and
'/login';

GET /login.html HTTP/1.1

Referer: http://us.£359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; sVl
Host: mail.yahoo.com

Connection: Keep-Alive
Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1;

Application: mail/webmail/yahoo/login
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http://us.f359.mail.yahoo.com/ym/ShowLetter

Note that the ApplDs have a directory-like
structure:

mail/webmail/yahoo and
mail/webmail/yahoo/login

If you wanted to search for all webmail activity
you could search for mail/webmail/*

If you wanted to search for all Yahoo maill
activity you could search for
mail/webmail/yahoo/*

efc
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= Some session can hit on many ApplDs.

= For example a single session might hit on:
appid('http/response’, 9.2)
appid('mail/webmail’, 8.9)
appid('mail/webmail/yahoo', 6.0)
appid('mail/webmail/yahoo/attachment’, 5.0)

= Which one will be assigned as the winning
ApplD?
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= When you see an ApplD how do you know
what was used to define that ApplD?

Through the XKS ApplD signature page
available through “go xkeyscore”

Or by simply clicking on the hyperlink
AppID from the new GUI!
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ApplDs were built to describe applications
of which there *should™ only be one
application seen per session.

How do we describe other attributes of a
session that aren’t necessarily tied to a
particular application?
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= One great example is encryption

= A particular type of encryption could be
used in Yahoo Email, Gmail Email, SMTP
Email.

= |t could be used inside of a Word
Document being uploaded to a free file
website.

= |t could be used inside of a private
message sent through Facebook.

= Etc.
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How can we tag anytime we see that type
of encryption regardless of the application
we saw it in?

Answer - Fingerprints

Think of Fingerprints as “attributes” of a
session.

A session can have as many fingerprints as
IS needed to best describe it.
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appid('mail/webmail/yahoo', 9.0) = 'Host: mail.yahoo';
appid('mail/yahoo/login, 8.0) = 'Host: mail.yahoo' and '/login';

fingerprint( ‘mail/arabic') = 'mail' and /language[:=] ?ar/;

GET /login.html HTTP/1.1

Referer: http://us.£359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; svl
Host: mail.yahoo.com

Connection: Keep-Alive
Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1

Application: mail/webmail/yahoo/login
Fingerprint: mail/webmail/yahoo/login mail/arabic
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http://us.f359.mail.yahoo.com/ym/ShowLetter

Each session gets one appid -- lowest level wins. It gets databased
the 'application’ field.

All matching fingerprints are stored in the 'fingerprint' field.
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Ex: E-Mails with encryption

Ce:
Subject: Launchpad: Canfirm your OpenPGP Key
Date: YWed, 31 Dec 2008 10:04.16 -0000

Varcinn GGniuilPG= w1l 4 [ ((aNL T i)

Application ApplD (+Fingemrnts)

mailiwebmailfoutblaze mailiwebmail/outblaze has_fingerprint encryption/pgp encryption/pgp/message

spfvtVP Zslvpgo7 VdHF Uprgv0Jpm)Qlb7 3gWmhbOQUrZzy GdDRIZSCcF zJA7 OIL
3XyCrininiJ4/c98+khDazh1xY/S7 yNi38Wrlkd3GOz9DFF 11 Nu31 nwjh3+ncOpv
OlyztsQzLFB/8+qJrPymK8fzz7tWp2d xyiiv GoAYNAQOohROB g TgOUIgLRYrE
eEFiviMOnBxBOSHIFra/ LpZlsTUF pBINAKggukZ m8fJ0dMmU0VaMeM1x8 GuVWE +
UkdbBwwZ1VpEVHCyGuBux+V+KpSkQtDwdhlp12S22SUm1 upnVB9lfcnihWsZp
LaY3mXgNwWhyhzF PFxkhUwgzd/MxrClucfRGaeisSizZDIQOWxTSwe/ BwwGBBynr
QEQVKYI0wWWg+2pDTPrKg3uE g Owj9) Y7 KTPM2 g ZLNABDuCImSIRALZgyETTgddh
xV0i19+2ZLty GDXQhLMyBEIYns4+iP1rd3E+TW7 JVUe/dPluy C4ADwQUPkiwuHcC+
StLAUQHMSBRkB4aDNdiB QGIkEWYjg2PvfuMIBWo5J8RF oDSx8gat1ukgeCxrbxr
Qde TMOFTIA7 1G312Xa7 Zni0zy xiWZACAbhHLF +3baF D3Ibd/EFmRvPBdgybwUyHD
Z5EXyHDzI4XIDyEefaomEgAsUgPsBMZitHHz pbaS3LbGEBS VIKAKUSIbENpKOgT
adlUAeQ11BxLzgToVdthEkP5bxODrWce ZtHeTEL 1 nV+3pc2PA8 +QICDOETIDCAY)
dhG2brUwbxnybAp7iUSe1ALUIryoXKvtSe CXZHooY/pSQICIkaHCWptGDBgKCxIt
KW/KEM +Hk xhHy4V7Wb137 CStzelLdaBBdU43Kh0Z

eBJ+ydJRTKKyXiXYS4Erxa/POF zuYWV/QCJUDpaWFR22bxuydFhkosLWMBG +UBHWVI
UfgRx¢82s60DhBDWy08e LEAJES2TVRIgXOvAOzTyBrP7 uZi/Q7 ABFFGTQSN

=N4C.J

—----END PGP MESSAGE-----

Thanks,


mailto:noreply@launchpad.net

What caused those fingerprints to hit?

Application ApplD (+Fingerprints) ‘
mailiwebmailfoutblaze mailiwebmail/outblaze has_fingerpri mliencryptionfpgp encryption/pgp/message

Look at the definitions (notice any overlap?):

fingerprint(‘encryption/pgp') =
'‘begin pgp message’ or 'begin+pgp+message’;

fingerprint(‘'encryption/pgp/message’)=
[(?:BEGIN|END) PGP MESSAGE/;
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Ex: Extremist Forum Private Messages

= HTTP Header Information Content Type: HTTP/POST/Form-Data
POST Ab/private. php?do=inseripm &pmid= HTTP/1.1
Accept: image/gif, image/x-xbitmagp, image/jped, image/pjped. application/x-shackwave-flash, applicationfvnd. ms-excel,
applicationfvnd. ms-powerpoint, application/msword, */*
Referer hitp://al-faloja. info/vb/private php?do=newpmé&u=9692
Accept-Language: en-gb
Content-Type: application/x-www-form-urlencoded
UA-CPU: x86
Accept-Encoding: g¢zip, deflate
User-Anent Mozilla/d (0 feompatible: MSIF 7 0 Windows NT 5 1- FDM)
Application AppID (+Fingerprints)
mailvwebmail vbulletindrivate messaaemsenrt has_fingerprint forum extremist:al-faloja
recipients
bcerecipients
title PUY SIS
a5 | pilio Lo g2 22009-01-05-1 alsadl 21430 »umo 08 18] 5 g3 el dil b atlovall calall 48 1t Al
&l il e bilg piimalle aidreaala 7y 28 jlall hanl o alamstall 400K K Ly go ginisae 4 40 W Dk Sl Ol Bulill 230me e
Mmessage
Lot g mrmall I egagall slal s Ll 4 Laalelés o palll saallenl de ac jilos 48 gume e 2808 Coifland 2 g6l o ¢) g3 laal 2aavnl
Dal g aendld 4l ol all Cap 8 2auus 0 il o g1, (301, e can-da Albesaall AnK gilals o pas B Loainl
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http://al-faloja.info/vb/private.php?do=newpm&u=9@92

ApplDs and Fingerprints use the exact same
language inside of XKS.

You can tell which one it is by the definition:

appid (mail/webmail/yahoo)
fingerprint (encryption/pgp)
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There have been 4 generations of XKS
ApplD/Fingerprint languages

18t Generation: Simple Keyword Scanning

2"d Generation: Context Aware Keyword
Scanning

3" Generation: Code based
ApplDs/Fingerprints

4" Generation: Code based ApplDs that can
extract meta-data (also known as Micro
Plugins)
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In the beginning, ApplDs and Fingerprints
were just keyword scanning similar to
CADENCE tasking Ex:

appid('mail/webmail/yahoo’, 9.0) =
'Host: mail.yahoo';

appid('maillyahool/login, 8.0) =
‘Host: mail.yahoo' and ‘/login’;
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15t Generation would also support Regular
Expression (REGEX's):

fingerprint('encryption/pgp/message’)=
[(?:BEGIN|END) PGP MESSAGE/;

(instead of quotes REGEX’s are enclosed by
forward slashes)
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= As well as Hex scanning:

appid('database/ms sql server(tds)/login', 7.5)=
"\X06\x83\xf2\xf8\xfAx00\x00\x00\x00\xe O\
X03\x00\x00\x88\xfi\xfi\xffix36\x04\x00\x00';

(Hex characters are prefaced by \x)
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2"d Generation ApplDs/Fingerprints
Introduced XKS's context sensitive scanning
engine.

For example, rather than scanning an entire
session top to bottom to look for
‘facebook.com’ we can just use the

dictionary context http host to target the
scan for the host field only.
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ApplD’s are effectively looking for ke
in order to assign the ApplD tag.

Example, this is the definition for Hi5

appid(‘mail/webmail/hi5’, 6.0")=
'hiSloggedin'c or
http _host('hi5.com’) or
html_title('ni5");
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If you look at the raw text of this traffic, one
of the definitions for the mail/webmail/hi5
will hit;

‘ Session ‘ﬂ Head:ar (3) H I"I-'13I:a (S) H gttachments (2) ‘

53]

ASCI H

<!'DOCTYPE htwml PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http: //uuw
<html xmlns="http: //uvuw.w3.o0rg/1999 /xhtml ">
<head>

html_title('hi5'):

Ltitle>xhib | Your Friends. Your World.</title>

<meta http-equiv="Lontent-1ype~ content="texXxt/html; charset=utf-8" />
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http://wm

= Example:

Note the use of the chain word $facebook in
the ApplD definition
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GET /vovilleview afts. php?aftskin=1 &isi=1 HTTP:1.

Accept: image/ gif, image/x-xbhibmap, image/jpeg, image/pipee. appheation/x-shockwave-flash
Aceept-
en-1s

Language:
UA-CPU: x86
Accept- C

P ezip, deflate
Encodmg;

Llozllal ' ihle, MSIE 7.0; Wmdows NT 5.1)
Host: apps. facebook.com I

Comnection:  Keep-Ahve
Cookae: dati=1251060871-982d5658affed1 52e8816a7958L91h05031b60aea% fifaecd0d4f34
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Host
platform.ak.facehook.com

vilimmb.ak facehook.com

creative.ak facehook.com

All of these hosts S
WOUId match thIS 4mi—lpps.facelmuk.cam

Ap p I D : facebook.com

03458988995.channel32 facehook.com
static.akfacebooK.com

h.static.ak facebook.comn
03881417000.channel32 facehook.com
hadgefacehook.com
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http://www.facebook.com

Example:
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Can you tell what's going on here?
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= Mobile User Agent fingerprints:



= |f you were to query on any of these
fingerprints by themselves, would your
auditor be happy?
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But if you were to query on an Afghan IP
address that was a valid foreign intel target,
and then “AND" it with those fingerprints,
that would be a USSID18 compliant query
(and your auditor would be happy)
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3" Generation ApplDs/Fingerprints
iIntroduced the ability to have code-based
scanning

Why is this important”? Because scanning
sessions for keywords, hex values and
regular expression can only take you so far

Using Code-based ApplDs, we can run
statistical tests of the data that can help
determine what type of data it is when
keyword scanning can't give us a result.
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= 4th Generation ApplDs/Fingerprints
introduce the ability to extract and database
meta-data from Appid/Fingerprints

= Why is this important?

= With the dynamic nature of DNI applications
we need the ability to quickly react and
deploy solutions to extract new fields of
meta-data that are important to analysts
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Previously, if we identified a new protocol or
a new field that we wanted to extract meta-

data, we would need to upgrade a “core”
plug-in and wait until we could upgrade the

fleld sites.

With 130 field sites, each on their own
upgrade schedule, this could take months for
a simple change to get out in the field
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With 4" generation ApplDs, a new protocol,
meta-data value, can be properly processed
within an hour of updating the
Appl|D/Fingerprint.
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Examples:
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Let’'s take a closer look:

First a V4 ApplD needs to be "anchored”
The anchor is the beginning part of the
ApplD
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DNI Presenter Display

: Session 7II Header (3) H‘ Attachments (3) |H Meta (9) ‘

DN PRESENTER

ULS Web Form Display
msg_1d | |
chent tune 1250642180342
to
num_tabs 1
pvs_hme 1250642145719
msg_text dont u still recognize me?
post_form 1d ecba326db1d050497f8a18£8924fa8fd
fb_dtsg GMFFIISWXSAX L7ID-kiN7cL38E
post_form 1d source AsyncRequest
_a 1
nctr[1d] c3455f163d438fb 1ec7c5a5430fa94 32
nctr[md] 46fcef7f8c 1£286b4d1e0246c2d734a0
nctrct] 1250642184720
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Lets look at the raw

Session Header (3) Attachments (3) Meta (9)

3 ASCl Enter text to searc

ys|| [POST http: //uww, facebook.con/ajax/chat/send.php HITP/1.1
Host: wuw. facehaok.com
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US5; rv:1.9.0.13) Gecko/2009073022 Firefox/3.0.13
dccept: text/html,application/xhtml4+xml,application/xml;qgq=0.9,*/*;:q=0.8
hAcceprt-Language: en-us,en;qg=0.5
hccept-Encoding: gzip,deflate
dccept-Charset: IS0-8859-1,utf-8;qgq=0.7,*:q=0.7
Keep-Alive: 300
Proxy-Connection: Keep-alive
X-SVN-Rev: 181721
Content-Type: application/x-wmmi-form-urlencoded; charset=UTF-8
Referex: http: //wuw. facebook.con/editpicture.php?succegs=1
Content-Length: 366
Cookle: datr=1248211999-a94ddd86h116554d2h5£d014801005bh7e7h6h886c627c920ad4e03; s_wsn_facehaokpoc 1=164069410<
Pragma: no-cache
Cache-Contral: no-cache

nsg 1d client time=1250642180342&t0 qnun tabs=lspvs tine=1250642145719snsg text=dont320v
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http://iAiw.EacebQok.com/ajax/chat/3end.php

The “anchor” of this V4 ApplD was present

th: / /T, com/ajax/chat/send.php] HTTP/1.1

" Host: www.facebook.com

|User—Agent: Mozilla/5.0 (Windows,; U; Windows NT 5.1; en-US; rv:1.9.0.13)
[Accept: text/html ;application/xhtml+xml]l ;application/xml;g=0 9,*/*:q=0.8
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= Once the “anchor” hits, the rest of the code
executes. In this case, we're looking for
these two REGEX’s from the “Extractors”

section:
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This REGEX hits within the large cookie string
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A close look

=a%3A2%3A% 7TBs%3A5%3A%22emal
1%22%3Bs% 3A26%3A%22
yahoo.com%22%383°/03A1 9% 3A%22
remember me default%22%3Bb%3A1%3B
%7D;
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The other REGEX:

dont%20u%20still%20recognize%
20me%3F&post form id
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Finally, in the “Main” section, if those
REGEX’s found the data they were looking
for, they get databased
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= Another example:



Welcome to ‘SHARE

With zZSHARE you can upload files, mages, nideos, audio and flash for free. Simply use the upload form below and start sharing! You can also use
zSHARE as your personal file storage: backup your data and protect your files. First Time? Read our FAQ!

e Upload now

e Login
e Create Free Account

e Premum

e FAQ

File Uploaded

The file wok.rmm was successfully uploaded! (18 48MB). You're now ready to share it with unlimted people or keep 1t as a backup.

Download Link
Lank for forums: [URL=http://www zshare net/download/6438 3456211085
Direct Link: http:/fwww.zshare. net/download/6438345621108561/
Delete Lank: http:/fwww.zshare. net/delete. html ?64383456-77993935¢

TOP SECRET//COMINT/REL TO USA, AUS, CAN, GBR, NZL
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http://www.zsh

Again look for the anchor to hit in the raw traffic

<title>z3HARE - Free File, Image and Video Hosting</title:

value="http: //immw. z3hare.net/delete.html 2

TOP SECRET/H/COMINT/REL TO USA, AUS, CAN, GBR, NZL



- m Next look for the extractor REGEX's to match

class="textl">The file <strong><font color="#333333">wok.rm <{/font></strong>

= Then database what was extracted
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