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Phone Numbers are located in MANY parts
of DNI traffic
= ‘Contact Us” parts of web pages
= Signature Lines
= Address Books
“Leaked” as METADATA in Mobile HTTP traffic

Collected as converged data from
GPRS/CDMA/WLL traffic

Collected in signaling of VOIP traffic
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Looking inside the body of content, the
Phone Number Extractor Looks for:

= [elephony-related terms in the body of traffic and
parses out any digits after that

Ex: “Tel:” or “Mobile” or “Fax” or “

= Note that all punctuation is removed.
.. (92) 928.555-555 becomes 92928555555
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Many times phone numbers are in the body

of a website

= “Contact-Us”

= Craigslist-like websites listing items for sale
= Forums, etc...

Traffic can be TO or FROM Port 80

(client) “Reply: Contact Me @ 00-91-123456"  (Server)
POST to the Web server

R 4 MR 4 GED A M 0 MR S GED ¢ AR 4 GED 4 MR 6 GED 4 MED O GED A MED O GER S GED 0 AER 4 GED 4 GER 6 GED 4 MED O GED 4 MED O GED A GED O AER 6 GED ¢4 AER 6 GED 4 MED 6 GED 4 MED O GED & GED O AER 6 GED 4 GER 4 GED O MED 6 GED ; AED O GED S GED 0 GER A D O AN O WD ¢ MmN ¢

—
To Port 3434* From Port 80

(client) “For more information, contact *  (server)
HTTP Response
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= When a phone number is in the “body” of trafric,
like a signature block or a “contact us” line on a
webpage, it doesn’t have to be normalized.

m XKS will extract the number exactly how it
appears (minus punctuation and leading 0’s)
which can create problems.

= Look what happens to the ‘O’ happen here:
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Search: Phone Number Extractor

Query Name:

Justification:

Additional Justification:

Miranda Number:

Datetime:

Phone Number:
FPort:

FPort:

Country:

Country:

IRGC
3 Days | W Start: | 2009-10-03 | ° 00:00
80 From .~
Ta v
Fram .~
IR To

Recent Justifical

M
4

Stop
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Highlights

Number Type  Fm Couhtr Fm Port To Courttry To Port
telephone 80 IR 4179

Laptop PII

PIT MMX- Ram 196-Hard 30GB-CDRom ¢l lo o g5 4 oy il gL sl

Jole o Windows XPIBM 210000

NTEVAR

Dell 500 &Ll ol L€ Jle 80 Ly ol

it Erfer text to search
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Signature lines are SELECTOR-RICH
environments (Emails, phones, names,
titles, etc..)

= Many SIG blocks have extraneous
characters/numbers

XKS ignores dashes, parenthesis, efc..
XKS only parses out the numbers after
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Search: Phone Number Extractor

Query Name

possible Lebanese Q}gp
Justification  |Procurement front company

Recent Justificatio

dditional Justification:

Miranda Number:

Datetime; Start:

Stop:
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State ID » | Phone Number Highlights  Number Type Fm Countri Fm Port  To Country 1

Ints (11) | Meta (11)

[ 1] 1640 UuS 80 LB ‘
lotation To IP From Port To Port Protocol
DOOOOMO000 (22 United States) g5 Lebanon) 80 28678 TCP

— W Entertext to search

deduct trom tnhe price? 10O De SupmlTtTed DY CONTractor Taklng 1NTO CONsSl1lderatlon any abo
related to works alread executed + submit separately offer for marble to be supplied by 1
self

7 I would like t change the ceramic tiles for the two other bathrooms. What is th
m2 I need to buy and h much you will deduct from the price? Under assessment by contrac’
into consideration anylabortive works related to works already executed.

@ Master Bedroom bathroom, I would like to make it bigger and to cahnge the locati
of the Toilet Seat + heve doubel sinks.

As at this stage all lend-user’s requests are clear, we kindly ask you to give the relewva:
maximum within a couple of days.
Thanks and Best regards

Development Manager

You can view our new projects on
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H P GET Requests contain many
“leaked” phone numbers from the providers

= GPRS activity commonly seen with DNR
selectors
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Search: Phone Number Extractor

Query Name:

Query l Miranda Number:

Datetime:

Port:

Port;

Country:

IRWED

Iranian web browsing from mob

Recent Justif

3 Days Start: |2009-10-033 |00:00
From v
80 To
From v
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Phone Number Highligits  Number Type Frm Countr Fm Part = Ta Country  To Port :
telephaone IR 57875 US 80 I

Falmmbamea ™ s aYeTe e oM 1

I“HHE w Enteriext to search

AUTO FORMATTER: app_id= unknown/port80/http_www Viewer= ASCII format

4 |I] Ul

2.2.1 Profile/MILP-2.0 Configuration/CLDC-1.1

accept-applicatigqn: x-wap-application:wml.ua, x-wap-application:mms. ua
Content-length: |
Via: _twwAp7.mtnirancell.ir (Nokia WAP Gateway 4.1/cD20/4.1.113)

IX -Network- 1nfo GPRE, _unsecured |
K- ¢-Nokia-msiscn: HNNNNNNNNNNN

iX -Nok1a-CONNECTION MODE: TCP

{X—Nokia—BEARER: GPRS

X-Nokia-GATEWAY ID: NWG/4.1/Buildll3

®-nokia.wia.accept.original: application/xhtml+xml,text/html, application/vnd.w

Connection: close
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Many times a phone number is submitted in
an HTTP “POST” session

= If a person fills in a form or replies to an email,
the information in the body will be collected
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)iy o 0
731 1 e
Ea T

1 - -
i.—’f Fields v Advanced Features v+ Show Hidden Search Fields Clear Search values Reload Last Search Values ' l

Search: Phone Number Extractor

Query Name: |iranbrowsing

Justification! Recent Justifications

Additional Justification:

Query \ Miranda Number:

Datetime: [2 Weeks ~| Start: |2009-09-24 00:00 2| Stop: |2
Port: Fram v
Port: (80 Ta

Country: IR From v
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30

L

57 SRR LY

Phaone Number Highlights  Number Type  Fm Countr Fm Port  To Country To Pait

B :
| | maohile R 3511 us 80 C
Results
From Port To Port Protocol Length
(mam Iran) United States) 3511 80 TCP 13476
nents(2y — -~ =

Accept-Encoding: gzip,deflate | No Phone

Accept-Charset: IS0-8859-1,utf-8l:q=0.7,*.¢q=0.7 .

Keep-Alive: 300 Number In

IConnection: keep-alive the POST

'|IContent-Type: application/x-www—form-urlencoded;charse

| [Referer: http://mail.google.com/mail/?2ui=2 &view=js&nam‘l Metadata VIMMEKYU. en. €an=!H1lnO0y¥YGLZ
ICookie: S=gmail=DE—U_thVJXManpEqunA:gmproxy=o5n_xd?qe W— ajoynMA; GX=DQAAAHOAAABCK4IVRH

|Pragma: no-cache
ICache-Control: no-cache |

Enter text to search

POST /mail/?ui=2&ik=367371b1d8&ak=xn3j3an§gjyfueofsjszqﬁubnbom&view=up&act=sd&jsid=plrevt?

Host: mail.google.com |
User-Agent: Mozilla/5.0 (Windows| U; Windows IN 5.1; en-US; rv:1.9.1.3) Geckoe/20090824 Firef

Accept: text/html, application/xhtmlt+zml, applicataon/zml;q=0.9,*/*:q=0.8
Accept-Language: fa . \

sce=&bcc=gsubject=Re $3A%]
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Resulis

I Phaone Number  __ Highlights

Number Type Fm Countr Fm Port  To Country To Port
maohile IR Ja11 Us 80

sSession

-1 } Attachments

— =l Bl hatml—
unknown 152 . x-www-form-u

=

=

The phone number was in rie
the body of the POST (i.e. a
reply to an email) \TTE

Virus scan results

2 document_body.email_0. txt

Find opposite side of session

209

3511 -=>

80
—

Find traffic on |‘

209

rsinngML formatter

009/10/3
vIThanks Dear Hubert,

I oyed to call from Here. But is very Difficult to Call UK from Here.
Coukd pls. Give my Contact or Skpye to Him to Call e urgently:

Slkyper 020 o—————
Mobile?
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Mobile DNI Collect comes in two main types:

Convergence of DNR & DNI selectors!
Mostly from F6 collection

Most cases, needs to be “near” the infrastructure

Looks like regular DNI but with “hints” that the
source is a cell phone

Collection could be F&, FORNSAT, SSO, FISA
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HTTP activity comes in two types:
“Hints” of DNR origins .
Public (proxy) IP addresses website.com Server
Convergence of DNR & DNI selectors!
Usually private |IP addresses
Lj
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ACTIVITY USER B COOKIE ACTIVE USER ACTIVE USER
<yzhoo> seen with machine ID -IMST> <IMSI= =“yahoo> 202

—

Detetime
2000-10-05 17:12:59

2009-10-05 17:13:49
2009-10-05 17:13:11

ek uI

Results |,z

-10-05 17:16:17
2009-10-05 11:18:28
10-05 17:18:28
10-05 171911

Datetime= End
2009-10-05 171 2:59

2009-10-05 17:13:55
2009-10-05 17:13:11
2009-10-05 17:16:07
2009-10-05 17:15:18
2009-10-05 17:16:17
2009-10-05 17:18:28
2009-10-05 17:18
-10-05 1719

Phane Number

Numbetr Type
Inisi

imsi
imsi
imsi
imsi
imsi
imsi
imsi

imsi

Country Code
Pk

Pk
Pk
Pk
ik
ik
Pk
1Pk
Pk
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Area
ilink
Mobilink
ilink
Maobhilink
ilink
Mobilink
ilink
ilink
ilink



