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Creating Queries

Clicking on Search at the top of the screen will bring up a list of searches in the
Navigation Menu:

f_?' Home & Users ¥d Workflow Cefitral Search [, Bksults Statistics "

Navigation
= &5 Sefrch
Classic

= £3 MuttiSearch Fields * Advanced Festures * St
[E]IP Addresses

[ElMac Address search: Full Log
[ElUsername
# £ Classic A-M Query

=] ASF and VWMV Metadfta
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=] BlackBerry
CNE
[HCallLoss Miranda N
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-[Z] Cellular DN |
[£] Cisco Passwords

/=] Document Metadsta
=] Document Tagging Client IP (x-Fowarde
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Extracted Files

=] Full Log DN|
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=]IRC Ca#¢ Gealocation
-[E5] Logins and Passwords IP Al

[# (] Classic N-Z

Justif

Additional Justif
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The Search screen has cascading menus of different Searches: Classic, Common,
Dictionary Hits, File Transfer, Multisearch, Network Management, User Activity, VolIP,
and Wireless.

Classic Queries:
Within the Classic Menu there are three folders: MultiSearch, Classic A-M, and Classic
N-Z.

Multisearch:
Expand the Multisearch folder by clicking on the plus sign:
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Navigation Menu &
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- £ Clessi
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Multisearch IP Address:

The Multisearch IP Address query allows you to search on an IP address into seven
different searches. Think of it as a federated query using an IP address. The Multisearch
IP Address query searches on:

User Activity

Phone Number Extractor
Email Addresses
Extracted Files

HTTP Activity

Full Log

Web Proxy

Refer to some of the individual searches below for more information about specific
queries

Creating a MultiSearch IP Address Query:

When you have filled in your query name, justified it, entered an IP address, selected
your search engines and sites the last thing is to submit the query. If you select “Merge
Results”, then all of your individual queries will be merged into one consolidated result.

“Why would I want to merge my results?”’

If you wanted to see all of the activity together to get a ‘big picture’ look at the IP
address, regardless of the activity or application that is on the IP. The New GUTI’s results
screens allow you to filter your results easily which may make viewing your results more
intuitive. See “Viewing Your Results™ in this Guide.

“What would I want to NOT merge my results?”

Viewing the results individually allows you to focus on a particular activity or result (e.g.
Documents or email addresses).
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Multisearch MAC Address:

The Multisearch MA C Address query is exactly the same as the IP address query
except it only allows you to search on a MAC address. Follow the same instructions as
the Multisearch IP Address query above but replace the IP address with your MAC
address(es).

Fields * Show Hidden Search Fields <Clear Search Values Reload Last Search Values

Multiple Search: Mac Address

Query Name: |

Justification:

Additional
Justification:

Miranda Number:

Multisearch M

Datetime: Start: 2009-01-22 [¢ 00:00 AC
Address looks just

Mac Address: like the Multisearch

IP Address query

Content Must Exis except you must now

Max Results for a
Single DB: search on a MAC

User Activity
Phane Number Extractor

Search Email Addresses

Farms Extracted Files

Clear HTTP Activity
Full Log
Web Proxy

Save in my Favorites [No

Load Fram my
Favarites
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Multisearch Username:

As you may have guessed, the Multisearch Username query is exactly the same as the
IP Address Query and the MAC Address except it only allows you to search on a target’s
Username. Follow the same instructions as the Multisearch IP Address query above but
replace the IP address with your Username(s).

Fizld¢ v Show Hidd=n Searca “izlds Clear Sea‘ch Values Rzload Last Search Valies

Multiple Search: Username

Juer; Name: |ﬁhujthn

Justifization: Ic targetin afganiztan

Additional
nsrifiarinn:

Mirarca Numaer:

J

“What is a Username?”
A “Username” in XKEYSCORE queries is the portion before the “@" symbol in an
email address.

For example:
Abujihad@hotmail.com: Username = abujihad
Domain = yahoo.com
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Classic Searches (A-Z)

There are 32 different searches between the A-M and N-Z searches. This guide will cover
some of the most common searches. You will notice that most of the fields of the
searches are the same and each individual query will be unique because based on its
query name. For example, the Extracted Files search has fields that are only applicable
to file attachments (e.g., file names, file extensions) and the Email Addresses query has
fields for email addresses (e.g., username and domains). All of the Classic queries will
have common fields like Ports, IP addresses, Countries, SIGADS, and CaseNotations that

you can use to

Search: I mail Addresses

Email Addresses and

Here are two Classic queries:

Phone Number Extractor.

JUusry Nane:

Justifica- on:
Aicitio~ al Justificat on:

Miran-a Nurber:

The fields between
Datetime and the IP
Addresses are the plug-
Ins unigue to each query.

g

5 * advoncocFeadhrcs = Show Fidcen Scarch Fieds Cear Scarch '2clxes NMdozd Las: Secech Ydu:zz

Catetine: |1 Mont- "-'l §Tarz (20031224 | F) c0:C0 |G| stop: 2029
Frnall .J=ernae:
@Ouinsin: |
tubjzer |
IP ~ddress: | | Fromr =~
IP Zdurees: | ;."]l
Pn +: | [11an +|
Pot: Tc &
Cn .nfry: . .
The Email Address query is catered
o ot to querying on email addresses
v Advantedleaturss = Sacwl dzen Zeachlelcs Clea Sesrch The Phone Number Query has
Radrch: Phorie Nitnher Fulraclor phone nu mbe]‘ fields
L dery Nens:

- Jstfficat a1 |

2dHirirnal ~ srificar na:

Mirarva honibe s |

|:| arart 201 2
ranr= & imhr-: | I
tumkb=r Typo:
Carr; Seda:
Arnn:
IP Lddrass: | | |Fn:‘1 B 4
P&y | | I
o | | | Fic
nr: | | n yjl
2ol o
ANt | T> - |
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Email Addresses Query:

One of the most common queries is (you guessed it) an Email Address Query searching
for an email address. To create a query for a specific email address, you have to fill in the
name of the query, justify it and set a date range then you simply fill in the email
address(es) you want to search on and submit.

That would look something like this...

Fields * AdvancedFeatures ¥ Shcw Hidder Search Felds Clzar Search Yalues RelcadLast <earch values

Search: Emasil Addresses

Juery Name: |abujihad

Justficatior: |cttargetinn africa

Addit onal Justficatior :

Miranda Number:

Datetime: | TMnnth V)| srart: [2008-12-24 @ [00:00 121 ¢

Email Usarname: |abujihad

@Dcmair: |v8hod.com

NOTE: You DO NOT have to know an email address to use the Email Address Query.
You can also search on an IP address*, domain name**, country, port, casenotation,
protocol, SIGAD, MAC address, PID and more. If you search on something other-than an

email address (e.g., an IP address), your results will be all of the email addresses seen on
those IPs.

* The IP must be hosted OUTSIDE 5-eyes countries
** The Domain MUST be foreign owned. Check WHOIS and NSLOOKUP for more info on your domain before-hand
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Extracted Files Query:

1. To find a specific file (i.e., if you already know the file name): For example, if you

noticed a file name in your target’s inbox and you never actually got the file attachment.
This is VERY common for webmail collection because the attachment is often not put
into PINWALE with the email.

Sieles * Advancac Features v SacwHdden Search Fieds Clear S2erch Values  Reloed Lest Saerch Values

Sedrch: ExLrdcLed Files
OrLery Name:
Justiheation:

Addizion al Jus=ification:

Miranda humb>=r:

Dztetime:

Extractec Filzname:
Cxtension:

File Tvge (MIME “yp-=i:
Is Obfuscated ye-/nai:

Obfuscated Real File Extension:

Fd  scimem Aee Pacsle

rtki esearrk

[ranian [su<e files

Cusiom ~| Start:

2008-01-24 [3| |00:00

nuc eafindairng2343. g df

hod

Stop

2. To search for all files or specific file types on a particular area or on a network. (E.g.,

IP address). This is a GREAT query if you have a foreign mail server and want to see
what files are collected on that IP address.

Jeld. v AdvacsdFeatUres v 3570w HIid121 Sea‘ch Aelk

Scarch: Extracted Files

Zusry Name

Zusttiz=tion
Additicnal Justifi>=tion

Mraada “wunze-

iZlea’ Searcn vales Pelbec _act Sezrz valies

|cfFi c3carth

lraniar “uke filg

_DElQLiDA e MO MMl G 5~ | 7NNT.7 1. 4 0000 |3

-racted Fl=name

File Type ‘MIME T~ -e)

I= Ol-fus:-ted(yes/-0)
Tbfuscazad R-al Fi e Extension
Fila €ize 01 Dick

—~azaFie Creatad

Fi e Last &ccess

File Lest Modifiad

If you leave the Extracted Filenames
field blank, you are wildcarding the
search to look for ALL files names

The IP Address of the mail server
you found using NSLookup in
Foxtrail or your non-attrib Airgap

account goes in the “IP Address”
field
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Logins and Passwords

1. If you already know the login and/or password.

Felds * Advaaced Featres * SaowHidden SearcaFields Clear Search Yaliec Feloac Last Sea‘ck Yalues

Sedracle | oginm dnd Passwords

ra.ery hama:  |Luyinsiu-Aghan P

Justification: l&igk anistan netrork mai ¢=rve‘pessword

Additioncl Justification:

If you know the logins or passwords,
query on them as long as they are unique

Mi-anda hurrber: |

and will comply with USSID-18.

03:00 1= &fnp  2009-01-23 1

I Alduress:

17" Adcrces:

Pnl:

No-t:

| [From v
|lle v
| [Fran v
[[Te 1

“Where would I find passwords to use in this query?”’

Passwords can be found in TUNINGFORK (e.g., FoggyBottom), passed in the content of
emails or text messages, or from previous XKEYSCORE queries.

2. Trying to discover logins and passwords on a network? NOTE: Logins and
passwords are valuable tools to enable Tailored Access Operations (TAO).

“What tools would I use to get the network information like a Mail Server, or Name

Server?”

NS Lookups tools on NSA net such as FOXTRAIL and Open Source tools such as

robtex.com, centralops.net, and network-tools.com are a GREAT START. They provide
you with 1P addresses for domains. You can then query on the foreign-hosted 1P

addresses.
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Febls * Auvdii=w Fzclues *  Slw Hidlen Seard Fells

Search: | ogine and Passwoaorrs

Query Name:

Justficetion:
Additinnal istficztian:

Mi-anda Numker:

Datetime:

dser Name:
rassvicrd:

Domain:

IF Arr-ess:

IF Arrd-ess:

Clzat Seardi1Valu=r  Reluad Lasl Seard i Values

| roinzfarA’'gaanlF

lﬂghanistan netwark meil serser aasswords

1 Mcnh

v/ ctart: |2008-12-24 [3| |00:0C |~ stap: |2009.0123 (| [23:30 |©

|

If you are trying to FIND logins and passwords

and you know the IP address for the network,

then search on the IP!!

Your results will be.... LOGINS and

PASSWORDS!

Phone Number Extractor

The Phone Number Extractor query looks through the content of an email for phone
numbers. This is very similar to a PINWALE DoPhone query except the traffic that
XKEYSCORE finds may be survey (i.e., unselected, non-tasked data) and might not be

in PINWALE. XKEYSCORE may be your only hope at finding an email address for a
target where you only have their phone number as lead information.

1. Already have a phone number? If all you have to start with as lead information is

a phone number, you may find it useful to query on that phone number and see if
anyone sent an email with that number in the signature line.

Fields v+ Advanced Features ¥ Show Hidden Search Fields Clear Search values Reload Last Search Values

Search: Phone Number Extractor

Query Name:

Justification:

Additional Justification:

Miranda Number:

Datetime:

Phone Number:

Number Type:

Country Code:

Area:

IP Address:

IP Address:

Afghan

Afghanistan phone number cttargeq

1Month v | Start: 2008-12-24 [3 | 00:00 |<| Stop:

From tv

To

10
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2. Looking for any phone numbers on a network? Quite often you know the mail
server IP address and could use some telephone numbers to task?

Fed¢ » Advanced Feabnies * Show Hdden Secrch Fislde Clear Search Valiec Reload Lact €earzk valec

Search: Phone Number Extractor

Jlery Mame: {Afghan

Jastifcation:  (Atghanistan phaone numker cttarjet

A Jitiuial Jastif catiun: | v

Miranda Number:

patedme: | vonth v 2008-12-24 (% |03:03 j stop: |200901-23 || 2359 —:

Ll

Plhone Numnber:

Numler Type:
Zaunliy Cude:
Aled:
ZIOI Filh=r v
[P Address: ] v
—
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3. Looking for a phone number without the country code (non-normalized)? It’s
possible a target will pass their phone number without the country code (e.g. a
signature line with “Tel: 5354658”). In that case, XKEYSCORE will not find the
number with the country code so you must create a query that looks for fewer
digits but still complies with USSID-18. This is not a 100% solution* but
ANDing your query with a country or IP address would certainly be more
compliant. See example below:

: The number you enter here isn’t
Number TypEr———" normalized because you expect to see
~cuntry Code: it in traffic without the country code.
Ao To make this USSID-18 Compliant
you must AND this with something
iR address: From v like a country or IP address.
IP Addrcse: To |
PuIl: Frum v This example shows traffic infout of
Port: PR Pakistan
Nunber Type: This example shows traffic

in/out of a particular
network/IP Address

Country Code:

*If you ask XKEYSCORE to give you all Pakistani traffic, it’s doing an NKB lookup on all Pakistani

registered IP addresses. Geolacation of IP addresses is not 100% accurate at this time. Unofficial estimates
say asking for all of Country X’s traffic will find between 50-60% of the actual traffic. (That’s more than
0%, though, right?)

12
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

HTTP Parser

The HTTP Parser query looks for web activity (remember, HTTP = web) on a particular
link. This query is useful for several reasons. Firstly, if you know a particular website and
want to see if a foreign target visits it (e.g. an extremist web forum URL, or
maps.google.com). Secondly, this query enables you to query on a network IP(s),
casenotation, or country and see what websites we don’t know about (survey-type query).

Here are two examples

1. If you know the particular website the target visits. For this example, I'm looking

for everyone in Sweden that visits a particular extremist web forum.

Search: HTTP Activity

Query Name: |HTTP in Sweden

Justification: |SwedishExtremistwebsite visitars

Additional Justification:

Miranda Number:

Datetime: 1 Week !v| Start:

HTTP Type:

o — ]

2009-01-20 |3

0

Scroll down to enter a country code (Sweden 1s se

_——

i

~ountry:

=

The website URL (aka “host) is
entered in with a wildcard to
account for “www” and “mail”
other hosts.

To comply with USSID-18 you
must AND that with some
other information like an IP or

country

13
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2. If you don’t know the website but you know the network information (IP). For
this example, I’'m querying on a network IP block to see all of the websites the
target visits.

Search: IITTP Activity

Qus-y Name: [WebUsclieniane

Justificetion: Webzsiles Fur ranian Universily

Additionél Justificetion:

Mirande fLnber:

Detatime; €01-20 [ 0C:00 = stcp: 2009-01-27 [3

The website URLSs (hosts) are
left blank to wildcard those
‘LancLecge™: ‘ flCldS

Charactcr Encading®

Zaatert Stat:

CuriLenl Slup:

SMArerr Inratk

Refe-er:

X Fowarcec For:

To comply with USSID-18 you AND that with some other information like an IP or
countr

IP Address: ml Either v
IP Address: ] 16 v
Port: From v
Port: To v

Results from an HTTP Parser query

This shows what the results from a query look like for an HTTP Parser query:
Felz &iars v 2zpots v sear

—She—=trT =T ¢ LetecireE-d ki Iyze Sezrch Teams
1 MO M35 IO 20 1K35  past f.gaming.com ssestat php

v 8§ 1 M nsE TR T At

] f] IE 3 IM81-21 113545 208121 11:35:49 st cantly-country.com  newpapaka‘s

0 9§ 4 12010958 90210808 poX mambawru Astatphp

5 1 5 IM001-21 12812 MM 20102500 past \ santly-country.con  nevqapaka’s

3 ﬂ , ¢ 160401-27 11:0% 3 29027 11:09:12  past \ mambawry Astat.php

10 N 7 w2mded AR past mambau.ru Asstatphyp

3 0 100121 110€12  IW9-0 21110632 response \

Example 1 above shows a perqon was visiting www.f-gaming.com/s/stat.php
Heost = f-gaming.com
URL Path = /s/stat/php

14
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Document Metadata

Document Metadata query allows you to search on document authors, organization,
encryption*, and many other things about a document. This is extremely helpful if you
have found a file attachment from a target (e.g. Brick-and-mortar targets, person, or
Organization) and you want to see all of the other files they have sent. With the
Document Metadata query you don’t have to know the email address of the person
sending the document, you just have to know the document’s properties.

*Maost Microsoft Office allows uses to encrypt files by clicking Tools -> Options -> Security and password
protecting the files. The Document Metadata query looks for that type of encryption. It doesn’t look for
PGP or other 3™ party encryption.

“How do I find a document’s properties?”’
The easiest way to see this is to open a MS Office document and click on File ->

Properties. To find the document properties for a file you target sent, the easiest way is to
view the file in Agility and click on Properties.

Finding your target’s file properties

If you can view the target’s document in Agility, click on the Properties tab to show the
target’s Organization and/or Author. If the fields are unique or random enough you can
query on the term itself. If the Organization or Author aren’t enough to comply with
USSID-18, then you must AND that query with supporting information (IP or Country).

15
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Displaying MS Word document in Agility:

3
e - Twk HyM
N | it [t | wlen 3] | i |

1L SLLKL] ZLUMIND SRAU IML-LT 15 900 U 2291121

Category

Company

HiddenSlidsCount

LineCounmt

LinkalUpTaDate ls.+x
Meneger

MMClipCount

NoteCount M
PeragrephCount &
PresentatianTerpet
ScaleCrap
SlideCount S

| - e

ARDNETTT
Author

Comments
DateCreated
Securityl. evel
ywords
LastAuthor
|Last'Pr1Ht!E

I Crasoll JImrteed

. ——

Author =
Last Author =|

To create a query in XKEYSCORE from this information:

Search: Nociiment Metadata

Query Name:

Justification:
Adcitional Justification:

Mirenda Numaer:

Dal=Llitne:

Document Type:
Farrypter?:
Corrupted?:
Filename:
Extension:
"Sibject™:

*Creation Time*;

*Last Modified Time™>:

‘Llnique I2*

Autqor:

foiregndocuments

Swedisa CT Trrmat

\(

1Week v

Starl; [2039-01—235 {nn oc ﬂ Stuuy: 2009-01-

16
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View of document properties of PDFs in Agility:

Flz Ed: Tzck Feb

[‘3“_.““ |:,..,d,."| |_'|'“_|‘(|"* |.’ﬂh=r | <per il T10P SBCRET) COFIM-BC RAGTIME) /NOFORN ¢ 20291123 e me = = _.J
h>r LG -
| rsgemt
| lrsgemt
| réoent
| lrsganf
Jiglyonard | Favi| SHFread:  Froperties | [ | I Seter<ac || dicsenaykad | _| |
PDF Prepertias
Moilde  [D2I3310::: 00350+ 20)
Cudtzalle: [DI510:223)5:04(2))
| T 2R Ao
Crder  [Fermt* Al Jencion 32 Author =
[Sevinat Vakillvr 01 im0

To create a query in XKEYSCORE using this information:

Search: Document Metadata

Query Name: |lurieynducuments

Justification: |Swedish CT Target

Additional Justification:

Miranrda Numher:

Datetime:  [1waek Iv] ctart: 2000-01-20 CF| [00:00|Z] Stop: 2303-012

i

Documznt Type:

=ncrypted?:

Carrupted ?:

Fiendme:

Cxtension:

*3Subjzet*:

*Creation Tma*:

Author =

* act Mnrified Tma*:

*Ungue ID*

Author:

17
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Creating a WorkFlow

Workflows are periodic queries you can set up that run at specified times. They are great
for sustained targets because they query the database for you (e.g. every night) and you
can easily view the recently collected traffic without having to create a new query each
day. They are also very helpful if you are performing target discovery on a network and
haven’t seen much traffic yet on a selector. A workflow for an email address can bridge
the gap between when you discover the selector (and you task it to UTT/Cadence) and
when it actually makes it to the appropriate dictionaries).

It’s important to understand that a normal (ad hoc) query is submitted when you hit
Submit. Workflows, on the other hand, are created then submitted to the XKEYSCORE
team for review. The XKEYSCORE team does not review it for USSID-18 compliance

(that’s up to you); they only review it to ensure your query won'’t strain the system with
too complex a query.

The first step in creating a Workflow is click on Workflow Central:

XKEYSCORE

Home & Usefs T3 Warkflow Central Qﬁearch F1d Results B Statistics ?,. Preferences &) Help
|

Histo: Query Type %

Navigation Menu |
F {3 Results

Clear Selection

Then click on Request on the left to start the Workflow Request Wizard, and then click
Next.

18
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Next, select the search type you want to create from the pull-down menu. For this, I'm
selecting an Extracted Files query. These queries are essentially the Classic A-M and N-
Z queries you have seen in the Classic Search screens. The only difference is an
Extracted Files workflow will start looking for extracted files in the future and an ad hoc
Extracted Files query will search in past/previous collection.

worlkflow Lentral Request Wizard

Please select a Search Type.

|
Alert

AS- ID [ata
ElazkBerry

(Y

Cal Logs

Categjory (DNI)

CFI1 U AR NN

Ciscc Fasswords -
CN=

LoZurrent Metalata

Erral Addra<ses

1Exlraclel =ilze

Ful Lag

witeshark

HTTD Activity

IRC Cae Geolocaton ~
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Next, fill in the name of your query (“AfghanFiles”), the auditor-compliant justification,
and how often you want the query to run. I recommend offsetting the time from the
default of midnight (2400) by a few hours (before of after). For this, I'm selecting 0400.
Then hit NEXT.

In the Add Search Fields window, you will select the search criteria that you want to
search on. In this example, I’m looking for specific file attachment (DOC or PDF or XLS
or PPT) on a specific Afghanistan IP address.

You must hit the green “4+” symbol to enter the search criteria.
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Worldlow Central Request Wizard

Add Search Fields
Search Field Seerclt Value Remove
Extersion JOC ot PCF ar XLS or FPT x
FromIP Address CR To IP Acdress %
Datetirme |v sa

I Single Ficld Scarch ” Multiple Ficld Search |

Search Yalue Help v

Carel 4 Pev P Ne:t Submit
Click Next

Single Field Search only searches in one field (e.g. File Extensions)

Multiple Field Search allows you to search on several fields (e.g., To /P AND From IP)

Add Search Fields

Search Field S
Extension
From IP Address OR To IP Address 2

File Last Modified A

From Port
To Port
Single Field Search " Multiple Field Search

Search Value Help

Next, you will select the sites where you want your query to run. Scroll down in this
window to use the convenient “Select All” or “Uncheck All” buttons.

NOTE: If your selector is NOFORN, you must DESELECT sites that are 2"/3"
party.
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[] Texas (m-lvwal.tex.f.nsa:xs_web_db)

[] TIMBERLINE (timberline:xs_web_dh)

[] xks vaip 1 (xksvoipl:g0)

[[] xks vaip 2 (xksvoip2:g0)

[] vyakima mission system (j<2kayscoreza.yrs.f.n<a:xs_webh_dh

[] Content must exist

<~hezk Al
[] Incheck All

BasiL Fealures Hely E]

Click Next

Follow-on Actions tell XKEYSCORE to do things after it runs your query. For example,
it can email you with the results, or it can send them to Agility, or any combination of the
two. For this example, I want XKEYSCORE to email me telling me I have results and I
want it to download my results to Agility. Make sure you select Send to Agility if you
want the same.

Warktiow Central Request Wizard i

Follows-on Actions

Would yau like to add any follow on octions

ST
OREY
! ” Suripl Aryur ienls 1
(1w 1] St e ueer .U ; —
|Cmal To ﬂ
Fi 14l Subiw 1 Ffl w1 have new 1l ]
kM3l f.onten:: lrjo chack agity My M2 “
RO'AR: [Jretumn Only with Resuts
Rleaome: { 1]
Mai Cicer ( 1‘
Trqr-ph:
GIP: ] O peess Conill
Surnl TnAlily [l Send T2 Acility
h

Cancel 4 Prex

Click the Green Add symbol, and then click next when finished.
On the next screen, enter any comments you wish (optional) and click Next
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Lastly, click SUBMIT. Your query isn’t active yet. The XKEYSCORE team will review
it and you will have to check back later and turn the query ON or OFF as you wish.

Navigation fMenu

JES Workt o Contral

2=|Reyuesi

=] My worktows

My Workflows 1

Hep Acticns

Quey Type Guer’y Naine Lasi Mod fi=d Fete ~ Actone

H=RKNARNCEZICN 2009-01-19 21.<7.40  u((>ky) T

& Phone_sumber 200901 1921:47:40 oa(3ke)
& PNONE umber swedistP-ores Cruz  2008-01-19 21:27:40 ) —,
 phonc_ umber Fr MFA Coc Z018 2009-01-19 21:£2: 21 r B
.+ | PONE_umber Iraql_NetazZuls_t212car o o
f& 1 phonc_aumbcr 2009-01-19 21:£2:Z1 i

Mutinalhonca

% ' hip_ra‘ser AN 19 91 £2°4

& Itgp_pa-ser yebrour 2 0 2008-01-18 21:27:21 -
z « Mip_ya‘sar weh 1aprn) AN 1991 £7 A T
i Mipgeeset W o T 2009.01-18,21.47.21 — T

phone_umber

ZTH OPSUMWERELER. 2009.01-19 21:£47 21

ott
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Searching - Tips and Tricks

The Official XKEYSCORE Frequently Asked Questions page is located here:

http://xkeyscore.rl.r.nsa/redmine/wiki/xkeyscore/FAQ. Here are some other tips/tricks
that may be useful

1. Underscores in usernames:

If your selector has an underscore in it, you must precede the underscore with a backslash. For
example: abu_jihad would become searched as abu\_jihad. If you leave the underscore in the
query without the backslash, you are wildcarding a single character (see below).

To search on: abu_jihad @hotmail.com:
Bad query: Abu_jihad
Good query: Abu\_jihad

If you search on “abu_jihad” (without the backslash), you could bring back “abu1jihad”,
“abuTjihad”, “abuSjihad”, “abu-jihad”, etc... because you are wildcarding that character and
therefore you would be pulling on an entirely different selector.

2. To search on a range of IP addresses:

IP Address Range:
202.82.86.224 - 202.82.86.244

Becomes this XKEYSCORE Query (entered in the IP Address as To, From, or Either):
regex:202\.82\.86\.22[4-9] OR regex:202\.82\.86\.23[0-9] OR regex:202\.82\.86\.24[0-4]

3. Boolean Search Descriptions (Wildcards, ANDs, ORs, etc):

OPERATOR DESCRIPTION USAGE
! Not Equal Comparison beginning of word (i.e. !joe and !sam)

Logical OR (Search for multiple

or between words (1.e. osama or laden)
values)
Logical AND (Search for between words (1e. *osama* and *laden¥) takes
and ..
combination value matches) precedence over ORs
* Multiple Character Wildcard anywhere in word (i.e. *osam*bin*laden)
Single Character Wildcard anywhere in word (i.e. _sam__bin_laden)
Greater Than Comparison beginning of word (i.e. >00080 and <00111)
< Less Than Comparison beginning of word (i.e. >00080)
regex: REGEX Expression (i.e. to retrieve only numbers: regex:[0-9]%)
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Which Query is best for me?

Quite often the most difficult part of using XKEYSCORE is deciding which query to use
at which time. Here’s a rough guide to help you decide.

Do you have an IP Address and want to learn more about that network

Which XKEYSCORE Query is Best for Me?

I [ have...... ‘

a/an

I [P Address ]

for &

Mail Mieb Server
(e.0. from a NS 109kul)

and naead
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Do you have an Email Address or Foreign Domain
And want to learn more about it?

a’an

Email Address or
Domain (foreign)

and need to know

you'll use

and search on the email (in username)

The EMAIL ADDRESS query
and domain (in domain)
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Do you have a phone number for your target and want to learn their
email address?

Which XKEYSCORE Query is Best for Me?

asan

I A Phone Nusiber ‘

and need to know

The target's email addressw

then use

The PHONE NUMBER EXTRACTOR query
and search on the PHONE NUMBER(S).
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