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MELINDA HAAG (CABN 132612) i)
United States Attorney /) h G'p S

MIRANDA KANE (CABN 150630)
Chief, Criminal Division

JANE SMITH .

Assistant United States Attomey

450 Golden Gate Ave., Box 36055
San Francisco, California 94102
Telephone: (415) 436-7200

Fax: (415) 436-7234

E-Mail:

Attorneys for Applicant

UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION

IN RE TELEPHONE ) No.
INFORMATION NEEDED FOR A ’ , ,
CRIMINAL INVESTIGATION ‘ APPLICATION

(UNDER SEAL)

A.  INTRODUCTION

1, Jane Smith, an Assistant United States Attorney-in the Northern District of California,
hereby apply to the Court for an order:

L. Pursuant to 18 U,S.C. §§ 3122 and 3123, authorizing [installation and]

continued] use of a pen register and trap and trace device,' on the instrument or facili
p

! A “pen register” is a “device or process which records or decodes dialing, routing,

addressing, or signaling information transmitted by an instrument or facility from which a wire or
electronic communication Is transritted, provided, however, that such information shallnot include
the contents of any communication ...” 18 U.8.C. § 3127(3). A “trap and trace device” is“a device
or process which captures the incoming electronic or other impulses which identify the originating
fumber” or other identifiers “reasonably likely to identify the source of a wire or electronic

_|-communication, _provided, however, that. such information not include the contents of any
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currently utilizing the followinig subject telephone number(s), (hereinafter, the “Target Device™):

Telephone number:
Service provider:
Subseriber:
Address:

2. Pursuant to 18 U.S.C. §§ 2703(c), 2703(d), 3122, and 3123, directing Adelphia

Communications, Adelphia Long Distance, Allegiarice Telecom of California, Inc., Astound,
AT&T California, AT&T Local Service, AT&T Long Distance, AT&T Midwest, AT&T Nevada, .
AT&T Southwest, Bell South Telegommunications, Broadwing Communicetions, Cellco
Partnership doing business as Verizon Wireless, Cellular One, Central Wireless Partnership

doing business as Sprint PCS, Cingular Wireless, Comcast, Cox Communications, Dobson
Cellular, Dobson Communications, Edge Witeless LLC, Electric Lightwave Inc., Embarq, Ernest
Communications, Evans Telephone Company, Frontier: A Citizens Communications Company,
Genesis Communications International, ICG Comimunications, ICG Telecom Group, Locus

Metro PCS, Mp

Q

wer, Nationwide Paging, Navigator
Telecommunications LLC, Network Services LLC, Nextel Communications, NII
Communications, Pac West Telecomm Incofporated, Qwest Communications, RCN
Commiunications, Roseville Telephone Company, Skype, Sprint-Nextel, TelePacific
Communieations, Te}igeht, Time-Warner Telecom, T-Mobile USA Inc., USA Mobility, US
Cellular, US TelePacific Corp. doing business as TelePacific Communications, Verizon
California, Verizon District of Columbia, Verizon Maryland, Verizon New Jersey, Verizon New
York, Verizon Northwest, Verizon Texas, Vonage, Weblink Wireless, West Coast PCS LLC

doing business as Sure West Wireless, Western Wireless Corporation, XO Communications, and

any and all other telephone service providers’ (including any Internet service provider or other

communication.” 18 U.S.C. § 3127(4).

2 The reference to “any and all other telephone service providers” is necessary so

that the Court order is still effective in the event that the Target Device is transferred to another
carrier pursuant ta “Local Number Portability” (“LNP”). LNP allows a telephone user to change
his telephone company but still keep the same telephone number. However, to-transfer (i.e.
“port”) a telephone number pursuant fo LNP, the subscriber information must remain the same,
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electronic communications provider providing, voice-over IP telephony [VoIP])? (collectively,
“the Telephone Service Providers”™), to disclose or provide, upon oral or written demand by
agents of the [insert-agency name] (hereinafter the “Invéstigative Agency™), '

a. For the Target Device, records or other information pertaining to
subseribers or customers, including cell site information* and toll or call detail records®
i(incl‘uding in two-way radio featureé mode) for the sixty (60) days ptior to the date the Order is
filed by the Court® (but not including the contents of communications).

Thus, this reference applies if the Target Device is transferred (i.e. “ported”) to another telephone
carrier, but the telephone number and subscriber information remain the same.

3

VoIP is essentially a type of hardware and/or software (provided, for example, by
Qwest Communications, SBC Comumunications, Spiint-Nextel, and Verizon Wikeless) that allows
peadple to use the Internet as a transmission medium for telephone ealls, In genetal, this means
sending voiee information in the form of digital packets of information rather than sending it through

the traditional public switch telephone network,

4 A cell phorie must send a radio signal to an antenna tower which, in turn, is connected

to the provider's network. The area covered by the tower varies dépending, inter alia, on the
population density of the area, This area is often divided into thirds, or 120 degree sectors. “Cell
site information” as used in this Application refers to the antenna tower and sector to which the cell
phone sends it$ signal. This includes the physical location and/or address of the celluilar tower and
identification of the particular sector of the tower receiving the signal. This information does hot
provide the specific or precise geographical coordinates of the Target Device.

3 “Call detail records™ are similar to tol] records (i.e. histerical telephone records of

telephone activity, usually listirig outgoing calls and date, time, and duration of each call), which are
made and retained in the ordinary course of business, “Call detail reccrds™ is the term used when
referring to toll records of mobile telephones rather than hardline telephones. Unlike toll records,

.however, call detail records also include a record of incoming calls and the cellsite/sectors used by

the mobile telephone to obtain service for a eall or when in an idle state.

§ As used herein, “the date the Order is filed by the Court” is the date indicated by
the clerk’s file stamp on the first page of the Order.

APPLICATION (UNDER SEAL) 3
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b. Forthe Target Device, after teceipt and stotrage,’ records or other
information pertaining to subseribers or customers, including (1) the means and source of
payment for the service and (2) cell site information, provided to the United States for (4) the
origination of a call from fhe Target Device or the answer of a call to the Target Device and (b)
the termination of the eall (but not including the contents of the communications.)

c. Pursuant to 18 U.S.C. § 2703(c), after receipt and storage, the following
subscriber revords and other information for all published, non-published, or unlisted dialing,
routing, addressing, or signaling information captured by the pen register and trap and trace
device on the Target Device: '

(i) hame;

(i)  address;

(iii)  local and long distance telephone connection records, or records of
session times and durations with Target Device;

(iv)  length of service (including start date% and types of service utilized;

(v)  telephone or instrument number or other subscriber number or
identity, including any temporarily-assigned network address; and

d. Any and all changes (including additions, deletions, and transfers) in
service regarding the Target Device, including telephone numbers; other unique identifiers such
as Electronic Serial Numbers (ESNs),! Subscriber Identity Modules (SIMs), International Mobile

Subseriber Identifiers (IMSIs) and/or International Mobile station Equipment Identities (IMEIs),’

7 “After receipt and storage™ is intended to ensure that the information authorized

under paragraphs 2b and 2c is infortnation that is first captured and recorded by the provider
before being sent to the Investigative Agency.

8 The ESN uniquely identifies mobile telephone devices.

9. Every mobile phone that uses the Global System of Mobile communications

(GSM) format has a SIM (Subscriber Identity Module) card that is installed or inserted into it
containing all subscriber-related data. This facilitates a telephone call from the mobile telephone
since the subscriber data is used to complete the call rather than the mobile phone device’s
internal serial number. The SIM card contains the IMSI, which is a non-dialable number
programmed on a microchip on the SIM ¢ard. The IMSI is used to uniquely identify a subscriber
to the GSM mobile phone network. The IMSI number is unique to that SIM card and is never re-
assigned. Therefore, if the target exchanges his mobile phone for an updated model and/or
changes his phone number, but retains his SIM card, the IMSI will remain the same. The IMEI is
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and Urban Fleet Mobile Identifiers (UFMIs); " and subscriber information (published, non-
published, listed, or unlisted) associated with these service changes. '

3 This Application does not seck (1) any cell site information that might be
available wheh the Target Device is turned “on” but a call is not in progress; (2) information that
would allow the goyernment fo triangulate'' multiple antenna tower locations and thereby
attempt to determine the precise location of the user of tﬁe Target Device, even if such location
could be determined by said technique; or (3) Global Positioning System (GPS)" information
regarding the location of the Target Device, even if that techiology is built into the Target
Device.

B. CERTIFICATION PURSUANT TO 18 U.S.C. §§ 3122 AND 3123

4. 18 U.8.C, § 3122(b)(2) provides that a court may issue an order for a pen register
or g trap or trace device when an attorney for the government certifies that “the information likely
to be obtained is relevant to an ongoing criminal investigation being conducted by (a law

enforcement agency.)” In support of this Application, I state the following:

similar to a serial number and uniquely identifies the mobile phene device itself.

10 The UFMI is the unique telephone number associated with the two-way radio
(“walkie-talkie”) feature. Mobile telephones with this feature thus have two identifiable
telephone numbers: the Mobile Identification Number (MIN) and the UFMI. Like a pen register
or trap and trace on the MIN, a pen register or trap and trace on the UFMI will not disclose the
contents of the call.

i “Triangulation” refers to a technique involving the use of information received

from the Telephone Service Providers regarding the strength, angle, and timing of the Target
Device’s sighal measured at two or more cell site locations to attempt to determine the precise
location of the user of the Target Device.

2 A GPS device receives radio signals from satellites and uses those signals to
calculate the geographic position of the instrument or facility which carries it, which position can
bé transmitted to the Telephone Service Providers via the cellular telephone network. When a
GPS device receives signals from at least four NAVSTAR (Naval Signal Timing and Ranging)
satellites, it can mathematically calculate the device’s latitude, longitude, and altitude with a high

level of precision

| APPLICATION (UNDER SEAL) 5
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3. I am an “attorney for the Government” as defined in Rule 1(b)(1)(B) of the
Federal Rules of Criminal Procedure, and therefore, pursuant to 18 U.S.C. § 3122, may apply for
an order authorizing the installation and use of pen registers and trap and trace devices.

6. I certify that the information likely to be obtained from the pen register and trap
and trace device on the Target Device is relevant to an ongoinig critninal investigation being
conducted by the Investigative Agency in connection with possible yiolations of fedetal criminal |
statutes, including [insert code sections] by [list names of targets] and others.

7. Therefore, based upon the above Certification, and pursuant to 18 U.S.C. §§ 3122
and 3123, I request that the Court issue an ofder authorizing:

a. The Investigative Agency [to install, or cause the provider to install,
and use,] [to continue to use] a pen register device to record or decode dialing, routing,
addressing, or signaling information transmitted"® from the Target Device, to record the date and
time of such dialings or transmissions, and to record the length of time the telephone receiver in
question is “off the hook” or connected for incoming or outgoing calls, for a period of sixty (60)
days from the date the order is filed by the Court,

b. The Investigative Agency [to install, or cause the provider to install,
and use,] [to confinué to use] a trap and trace device on the Target Device to capture and record
the incoming electronic or otlier impulses which identify thé origiriating numbers or other
dialing, fouting, addressing, or signaling information' reasonably likely to identify the source of
a wire or electronic communication and to record the date, time, and duration of calls created by

such incoming impulses, for a period of sixty (60) days from the date the Order is filed by the

13 This includés dialing, routing, addressing, or signaling Irformation transmitted over

the communication service provider’s network by atwo-way radio feature (including, but not limited
to, Nextel’s “Direct Connect/Direct Dispatch,” Verizon Wireless® “Push to Talk,” or Sprint’s
“ReadyLink” [including alert, group calls, and private calls associated with the assigned IMSI and
UFML]) This two-way radio feature, like a walkie-talkie, provides communication between
similarly equipped mobile phones by pressing a button on the telephone. As mentioned, information
transmitted by the two-way radio feature will not disclose the contents of the call.

This includes the same information described in footnote 13 above,

APPLICATION (UNDER SEAL) 6
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Court, .

c. That, pursuant to 18 U.8.C. § 3123(b)(15(c), the requested [installation and use]
[continued use] of a pen register and trap and trace deviée permit the use of each not only on the
Target Device, but also on any changed telephone numbers. subsequently assigned to an
instrument bearing the same ESN, SIM, IMSI, IME, and/ot UFMI as the Target Device, or any .
changed ESN, SIM, IMS]I, IME], and/or UFMI subsequently assigned to the sathe telephone
number as the Target Device, and any additional changed telephone number, ESN, SIM, IMSI,
IME], and/or UFMI, whether the changes occur consecutively or simultaneously, listed to the
same subscriber or account number as the Target Device within the 60-day period authorized by
the Order, and further, that, pufsuant to 18- U.S.C, § 3123(b)(1)(C), the tracing operations
authorized by the Order be without geographical limits.

8. I furthet request, pursuant to 18 U,8.C. §§ 3123(a)(1) and 3123(b)(2), that the
Order direct that the furnishing of information, facilities, and technical assistance necessary to
accomplish the installation and operation of the pen register and trap and trace device by the
Target Device’s Telephone Service Providers (including any Internet service provider or other
electronic communications provider providing VoIP), and any and all other telephone service
providers, persons, or entities providing wire or electronic communications service in the United
States whose assistance may facilitate the execution of the Order, occur unobtrusively and with a
minimum of interference with the services that are accorded the persons with respect to whom
the installation and use is to take place, with reasonable compensation to be paid by the
Investigative Agency for reasonable expenses directly incurred in providing such information,
facilities, and assistance,

9. I further tequest that the Order direct the Telephone Service Providers to furnish
the results of the pen register and trap and irace devices to agents of the Investigative Agency as
soon as practicable, twenty-four (24) hours a day for the duration of the order.

C. COMPLIANCE WITH 18 U.S.C. § 2703
10. 18 U.S.C. § 2703(d) provides that a court may issue an order authorizing

disclosure of a record or other information pertaining to a telephone subscriber or customer (not

APPLICATION (UNDER SEAL) 7
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including the contents of communications) when a United States agency provides the Court with
“specific and articulablg facts showing that there are reasonable grounds to believe that ... the
records or other information sought, are relevint and material to an ongoing ctiminal
investigation.” 18 U.S.C. § 2703(d).

| 11.  For the purposes of obtaining a court order for disclosute as described in 18
U.S.C. §§ 2703(c)(1)(B) and 2703(c)(2), and in ordet to satisfy the requirements of 18 U.S.C. §
2703(d), Applicant, based on discussions with agents of the Investigative Agency, hereby sets
forth the following specific and articulable facts that they have provided to me sﬁowing that there
are reasonable grounds to believe that the records and other information identifying subscribers
(but not including the contents of communications) for telephone numbers identified through the
pen régister and trap and trace device on the Target Device, cell site information regarding the
Target Device, subscriber information associated with any service changes regarding the Target
Device, and the records or other ihformat‘ion pertaining to subscribers (but not including the
contents of communications) for the Target Device will be relevant and material to an ongoing
criminal investigation:

[Insert summary of facts relating to the investigation and relevance of the Target
Device to the investigation. Set forth specific facts regarding the investigation, why the
agency believes the target is using the Target Device, and why getting subscriber
information/cell site information is relevant to the investigation. If possible, set forth facts
regarding the training and experience of the agent providing the information.]

12, Agents of the Investigative Agency have advised Applicant that, based upon their
training and experience, one way to identify co-conspirators is to evaluate the pattern of calls
made to and from the Target Device — and to obtain information identifying subscribers for these
calls — and then conduct an investigation concerning thosé individuals. Based upon subscriber
information, agents may then direct, where appropriate, other investigators to ¢onduct
surveillance at these individuals’ addresses and determine if criminal activity is or was occurring
there, which in turn could yield potential names of co-conspirators and potential storage locations

used by the organization.

APPLICATION (UNDER SEAL) 8
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- 13, Obtaining the infbn‘nation specified in paragraph 2c above is critical to accurately
identifying such subscribers becaunse, among other things:

a. if the subscriber name is a common one and/or the subscriber address is
not current, it can be difficult to accurately identify the subscriber without
this information;

b. if the subscriber name and address is fictitions, which frequently is the
case when eriminals purchase telephones or if the Target Device is pre-
paid, all or part of the remaining identification information may be truthful
and help identify the subseriber or lead to identifying other co-
conspirators; and

c. by accurately identifying subscribers using the above-requested
information, agents ¢an eliminate innocent individuals as targets,

14, The investigating agents have further advised me that the general geographical
location. of the Target Device derived from cell site information used by the Target Device can be
used to corroborate the observations of surveillance agents. More specifically, surveillance
apents can compare observations of the user of the Target Device with cell site information in
order to vetify the identification and approximate location of the user of the Target Device.

15,  Apents believe, based on these facts and their training and experience, that the
Target Device is currently being used to conduct criminal activities in violation of federal law.
Pursuant to 18 U.S.C. §§2703(c)(1)(B), 2703(d), 3122, and 3123, there are reasonable grounds
to believe that the specific and arficulable facts, diseussed above, show that the recards and
information sought are relevant and material to an ongoing criminal investigation,

16. 1 therefore requést that the Couirt issue an Order requiring that the Target Device’s
Telephone Servioe Providers disclose, or provideé upon oral or written request by agents of the
Investigative Agency, the information set forth above in paragraph 2.

17, The undersigned represents, upon information and belief, the Target Device
[has/has not] been the subject of prior order[s] entered by this Coutt on
D. REQUEST FOR NON-DISCLOSURE AND SEALING

APPLICATION (UNDER SEAL) 9
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18, Based upon the information provided in this Application, I believe that disclosure
of the requested Order may result in flight from potential prosecution or the destruction of, or
tampering with evidence, or may otherwise seriously jeopardize the investigation. Moteover, the
exact nature of the government’s pen register device and its configuration is classified as a léw
enforcement sensitive investigative technique, the disclosure of which would likely jeopardize
other ongoing investigations and/or future use of the technique. Therefore, pursuant to 18 U.S.C.
§§ 2705(b) and 3123(d), I request that this Application and Order be sealed, that the identity of
any targets of the investigation and the possible violations thereof may be redacted from any copy
of the Order served on any telephone service provider. ot other person, and that the Court direct
the Telephone Service Providers and any other Telephone Service Provider which provides
service to a telephone number that either places t’elephoné calls to, or receives telephone calls
from, the Target Device, not to disclose in any manner, directly or indirectly, by any action or
inaction, the existence of the Order, in full or redacted form, regarding the pen register or trap -
and trace devicés, or of this investigation, to the listed subscriber(s) for the Target Device, the
occupants of said premises, the subscribers of the incoming calls to or outgoing calls from the
Target Deviee, or to any other person until otherwise ordered by this Court.

I declare under penalty of perjury that the foregoing factual assertions are true and correct

to the best of my knowledge and belief.

Dated: Respectfully submitted,

MELINDA HAAG
United States Attorney

Assistant United States Attorney

PLIGATION (UNDER§EZ[:)_ e e 10
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UNITED STATES DISTRICT COURT _
FOR THE NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION
IN RE TELEPHONE ) No.
INFORMATION NEEDED FOR A )
CRIMINAL INVESTIGATION g SEALED ORDER
)

Before this Court is an Application under 18 U.S.C. §§ 2703(¢), 2703(d), 3 122, and 3123,
by Jane Smith, an attorney for the Govetnment as defiried by Fed. R. Ctim. P. 1(b)(1)(B),
requesting an Order authorizing the [installation and] [continued] use of a pen register and trap
and trace device on the instrument or facility currently utilizing the following subject telephone
number, (hereinafter, the “Target Device™):

‘Telephone number:
Sebseritar "
Address:

Upon review of the Application, the Court hereby FINDS that:

Pursuant to 18 U.S.C. § 3123, Applicant has certified that the information likely to be
obtained hy such use is relevant to an ongoing criminal investigation being conducted by the
[insert name of agency] (hereinafter the “Investigative Agency™) in connection with possible
viplations of [insert code section] by [list names of targets], and others.

Pursuant to 18 UJ.8.C. §§ 2703(c)(1)(B) and 2703(d), Applicant has offered specific and

articulable facts showing that there are reasohable grounds to believe that records or other

G¥s
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information identifying subscribers or customers (not including the contents of communications)
for telephone numbers identified through the pen register and trap and trace devices on the Target
Device, changes in service regérding the Target Device, cell site information' regarding the |
Target Device, and records or other infotmation pertaining to subscriber(s) or customer(s) _(but '
not including the coritents of cominunications) for the Target Device are relevant and materfal to
an ongoing criminal investigation of the specified offenses.

THEREFORE, IT IS HEREBY ORDERED, pursuant to 18 U.S.C. § 3123, that agents of
the Investigative Agency may [install, or cause to be-installed, and] [continue to] to use a peh
register to record or decode dialing, routing, addressing, or signaling information transmitted?
from the Target Device, to record the date and time of such dialings or transmissions, and to
record the length of time the telephone receiver in question is “off the hook™ or connected for
incoming or outgoing calls and attempts, for a period of sixty (60) days from the date this Order
is filed by the Court,? provided, however, that such information shall not inelude the contents of
any communication;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123, that agents of the

! A cell phone must send a radio signal to an antenna tower which, in turn, is

connected to the provider's network. The area covered by the tower varies depending, inter alia,
on the population density of'the area. This area is often divided into thirds, ot 120 degree
sectors. “Cell site information™ a5 used in this Order refers'to the antenna tower and sector to
‘which the cell phone sends its signal. This includes the physical location and/or address of the
cellular tower and identification of the-particular sector of the tower receiving the signal, This
information does not provide the specific or precise geographical coordinates of the Target
Device.

2 Thiis iricludes dialing, routing, addressing, or signaling information transmitted

over the communication service provider’s network by a two-way radio feature (including, but
not limited to, Nextel’s “Direct Connect/Direct Dispatch,” Verizon Wireless’ “Push to Talk,” or
Sprint's “ReadyLink” [including alert, group calls; and private calls associated with the assigned
IMSI and UFML])Y

3 As used herein, “the date this Orderis filed by the Court” is the date indicated by
the clerk’s file stamp on the first page of the Order.

SEALED ORDER 2
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Investi’gatiize Agency may [install, or cause to be installed, and] [continué tp] use 4 trap and
trace device on the Target Devict ta capture and tecord the incoming electronic or other impulses
which identify the originating numbers or other dialing, routing, addressing, or signaling
information® reasonably likely to identify the source of a wire or electronic communication, and
to recerd the date, time, and duration of calls created by such incoming impulses, for a period of
sixty (60) days from the date this Order is filed by the Court, provided, however, that such
information shall not include the contents of any communication;

IT IS FURTHER ORDERED that the Investigative. Agency ié not authorized to obtain
from the telephone Service Providers: (1) any cell site information that might be available when
the Target Device is turned “on” but a call is not in progress; (2) information thét would allow it
to triangulate’ multiple antetina tower locations and thereby attempt to determine the precise

location of the user of the Target Device, even if such location could be determined by said

‘ 'technique; or (3) Global Positioning System (GPS)° information regarding the location of the

Targét Device, even if that technology is buiit into the Target Device.

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. §§ 2703(c)(1)(B), 2703(c)(2),
2703(d), 3122, and 3123 that Adelphia Communications, Adelphia Long Distance, Allegiahce
Telecom of California, Inc., Astound, AT&T California, AT&T Local Service, AT&T Long
Distance, AT&T Midwest, AT&T Nevada, AT&T Southwest, Bell South Telecommunications,

Broadwing Communications, Cellce Partnership doing business as Verizon Wireless, Cellular

4 This includes the same information desciibed in footnote 2 above.

3 “Triangulation” refers to a technique involving the use of information received

from the Telephone Service Providers regarding the strength, angle, and timing of the Target
Device’s signal measured at two or more cell site locations to attempt ta determine the precise
location of the user of the Target Device.

§ A GPS device receives. radio signals from satellites and uses those signals to

calculate the geographic position of the instrument or facility which carries it which position can
be transmitted to the Telephone Service Providers via the cellular telephone network. ‘When a
GPS device receives signals from at least four NAVSTAR (Naval Signal Timing and Ranging)
satellites, it can mathematically calcylate the device’s latitude, longitude, and altitude with.a high
level of precision.

SEALED ORDER o 3
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One, Central Wireless Partnership doing business as Sprint PCS, Cingular Wireless, Comcast,
Cox Communications, Dobson Cellular, Dobson Communications, Edge Wireless LLC, Electric
Lightwave Inc., Embarg, Ernest Communications, Evans Telephone Company, Frontier; A
Citizens Commiunications Company, Genesis Communications International, ICG
Communications, ICG Telecom Group, Locus Communications, Metrocall, Metro PCS,
Mpower, Nationwide Paging, Navigator Telecommunications LLC, Network Services LLC,
Nextel Communications, NII Communications, Pac West Telecomm Incorporated, Qwest
Communications, RCN Communications, Roseville Telephone Company, Skype, Sprint-Nextel,
TelePacific Communications, Teligent, Time~Warner Telecom, T-Mobile USA Inc., TracFone
Wireless, USA Mobility, US Cellular, US TelePacific Corp. doing business as TelePagific
Communications, Verizon California, Verizon District of Columbia, Verizon Maryland, Verizon
New Jersey, Verizon New York, Verizon Northwest, Verizon Texas, Virgin Mobile, Vanage,
Weblink Witeless, West Coast PCS LLC doing business as Sure West Witeless, We,ster"n
Wireless Corporation, XO GCommunications, and any and all other telephone service providers
(including any Internet service pravider or other electronic cottnunications provider providing
voice-over IP telephony [VoIP)) (collectively, “the Telephone Service Providers”), and any and
all other persons or entities providing wire or electronic communications service in the United
States whose assistance may facilitate the execution of this Order, shall disclose or provide, upon
oral or written demand by agents of the Investigative Agency:

1. For the Target Device, records or other information pertaining to subscriber(s) or
customer(s), including cellsite information and toll or call detail records (including in two-way
radio feature mode) for the sixty (60) days prior to the date this Order is filed by the Court (but
not including the contents of communications);

2. For the Target Device, after receipt and s'torage,? records or other information
pertaining to subscriber(s) or customei(s), including (1) the means and source of payment for the

service and (2) cellsite information, provided to the United States for (a) the origination of a call

? “After receipt and storage” is initerided to ensure that the information authorized

under paragraphs 2 and 3 is information that is first captured and recorded by the provider before
being sent to the Investigative Agency.

SEALED ORDER e )
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from the Target Device or the answer of a call to.the Target Device and (b) the termination of the
call (but not including the contents of the communications);

3. Pursuant to 18 U.S.C, § 2703(c), after receipt and storage, the following
subscriber records and other informatien for all published, non-published, or tmlisted dialing,
routing, addressing, or signaling information captured by the pen register and trap and trace
device on the Target Device:

éi) name;

ii)  address;

(iif)  local and long distance telephone connection records, or records of session
times and durations with Target Device;

giv) length of service (including start date) and types of service utilized; and

v)  telephone or instrument number or other subscriber number or identity,
including any temporarily assigned network address; and

4, Any and all chatiges (including additions, deletions, and transfers) in service
regarding the Target Device, including telephone numbers; other unique identifiers such as
Electronic Serial Numbers (ESNs), Subscriber Identity Modﬁl’e‘s (SIMs), International Mobile
Subscriber identifiers (IMSIs), International Mobilé station Equipment Identities (IMEIs), and/or
Urban Fleet Mobile Identifiers (UFMIs); and subscriber information (published, non-published,
listed, or unlisted) associated with these service changes.

IT IS FURTHER ORDERED that this authorization for the [installation and]
[continued] use of a pen register and trap and trace device applies not only to the Target Device,
but also to any changed telephone numbers subsequently assigned to an instrument bearing the
same ESN, SIM, IMSI, IMEI, and/or UFMI as the Target Device, or any changed ESN, SIM,
IMSI, IMEI, and/or UFMI subsequently assigned to the same telephone number as the Targét .
Device, and any additional chariged telephone number, ESN, SIM, IMSI, IMEI, and/or UFMI,
whether the changes oceur consecutively or simultaneously, listed to the same subseriber or
account number as the Target Device within the 60-day period authorized by this Order and
further, that, pursuant to 18 U.S.C. § 3123(b)(1)(C), the tracing operations authorized by this
Order be without geographical limits.

IT IS FURTHER ORDERED, pursuant to 18 U.8.C. §§ 3123(a)(1) and § 3123 (b)(2),

that, upon service of this Order, the Target Deviee’s Telephone Service Providers shall furnish
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DATE

agents of the Investigative Agency with all informatioh, facilities, and technical assistance
necessary to aceomplish the installation and use of the pen register and trap.and trace devices,
unobtrusively and with minimum interference with the services that are accorded the persons
with fespect to whom the installation and use is to take place. A

IT IS FURTHER ORDERED that the Target Device’s Telephorie Service Providers shall
furnish the results of the pen register and trap and trace devices to agents of the Investigative
Agency as soon as practicable, twenty four (24) hours a day for the duration of the Order.

IT IS FURTHER ORDERED that the Target Device’s Telephone Service Providers be
reasonably compensated by the Investigative Agency for reasonable expenses directly incurred in
providing information, facilities, and assistance,

Good cause having been shown, IT IS FURTHER ORDERED, pursuant to°18 U.S.C. §§
2705(b) and 3123(d), that this Order and the Application be SEALED until otherwise ordered by
the Court, that the identity of any targefs of the investigation and the possible violations thereof
may be redacted from any copy of the Order served on any service provider or other person, and

that the Target Device’s Telephone Service Providers and any other Telephone Service Provider

~which provides service to a telephone number that either places telephone calls to, or receives

telephone calls from, the Target Device, shall not disclose in any manner, directly or indirectly,
by any action or inaction, the existence of this Order, in full ot redacted form, of the pén register
or trap and trace devices, or of this investigation, to the listed subscribers for the Target Device,

or to any other person unless otherwise ordered by this Coutt,

UNITED STATES MAGISTRATE JUDGE
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