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Case LD #: 2834

Title: REING GROUP;

DEVISTION

Synomsis: o dooumenl Cyber Working Group meebting held on

Details:
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I ﬁ"C«:hipnA!
Yiorking Gro
Geek Sguad
logation &
Comprelers
Fooky Mount

972008, the Louisville Division's Cyber Wo
ab the Geek Sguad's repalr facility, 2
¢ Suite 300, Brooks, Kentucky 40109, Cyhﬁr
hare ware provided a tour of the facility by
zentatives, The facility dis the principal vepair
Buy cowmputers east of the Rocky Mountains.
cal Best Buy retaill outlets West of the
ment Lo A repair fa@iliﬁy in Chino,
Califommis. s Brooks repair faci 1Ly s Best Buy's largesh
facilin sandles approximately five bLimes the repalr and
vecovery work then the Chino fdulllty.

rking
45

soks facility vepairs and conducts dabta recovery

\urpzt&rs gvery day. The houisville Division has
tiaison with the Geek Sguad's managewment in an

initiations and to support the division's

i oand Cyber Crime prograws.
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sber Crames Working Ciroup Sdgeting Sept. 9, 2008 Page 1 of |

Cyber Crimes Wuorldng Group Meeting Sept. 9, 2008 c1 5 6
b 7 7 r
| | b7Cc 1, 5, 6,
Sent: Tuesday, September 02 2038 332 PM
Tar
o ]

Gaod afternoon,
You are invited Lo o Cvber Crimes Working Group meeting to be held op Sept. 9, 2008, at the Best Buy's Geek
Squad facility in Brooks, v, The meeting will begin at 9 a.m. with a {our of the Geek Squad's facility. The Geek
Squad handles the world wid: repair of computers for the Best Buy Corp. The Geek Squad facility is located at
345 Interrational Sivil, Site 300, Brooks, KY 40109,

The general diractions aps 1145 south, to the Brooks exit. At the top of the ramp, {ake a right and go no more
than 1/8 mile, Tuen ioft onfn International Bivd,

I at alt possible, cive me 3 return c-mall to let me know if you can-make it, We want to supply the Geek
Squad's security force with Lha names of those taking the tour,
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Title: DR st F GEEE SOUAD i
PONSRES GR OF QRILED PORNOGRAPHY
Bynopsisy G UAaseE,

rab Bast
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the oompit

WRCAVE

3, 2088, a CHS contached wribker and adviged
st Sguad had received a computer for repalrn

on of child pornography. Best Buy - Geek
repalr/data recovery center located ab 348
Buite 300, Brooks, Kentucky 40109, 502-

L3 the computer was initially received by the
South Brunswick, 4180 US Owy 1, Monmouth JC%P,
8~-5790¢. Best Buy Monmouhh JOT then shipped
facility in Brooks, Rentucky, for data
vidual who reguested the repair work was:

claged,

avidencs in this case and a lead no
Township Ba, on Novembey 7, 2008.
AN 1 ; pobhing Lo investd @ dn the

a1, A is mecommonded the Lmuisville case be
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CHILE PORNOGRAPHY

fynopsisy % Foad to Newark Division,

M@wark Div%“iun

Enclasurals

Souad,

e
f othe th
¥
i

at batween arid Begk

nae Lo .

w2 4

ailning & U of images

provided by Best Huyy, containing the
ts® folder, sent undesg G ¢
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11580, serial

cover by Loud

P SGDQ, a CHE aontact

3 «‘(El( had regeivaed a comy

of ohild pornog

v/data recnvery ¢ LRy orafod at
304, Brooks, k@ntixky 443109,
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wher reguest

ally recsived by the
Monmoubh JCT,
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computer boato

v
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T OHG

ambey 085, 2068, writer personally visited the

nad facility and spoke to the CHE. Writer

in guestion. After viewing two videos

¥ oanderage children, writer seized the compuber
transported the computer back to the Loulsville
sral Burean of Investigation, and placed the

LA EICEN 5

devailed to writer|

~ Geek Sguad was rvegquesbed by |£u baka
the "My Documenits® folder and place 1t on (Ds.
vad completed the dob and placed the data on

wped by Lowlsville BTO.

woid be noted that writer only obsarved two movie

images of children that appeared to be
aas provided a CD of the two movies for the

tews The wideos conbained titles that are

Best duy

d pornography {(see enclosed D).

contain lmages of females and males engaged
rach other, and an adult male. While it is
e the femsles and males sxact ages, ib
wWlerage.

understands that every United States ALtorney's
ot progéedubion thresholds., T 16 iz determinsd

» not rise bo that level, and no investigative
Mawark, 1t is recuested that the computer and
worned Lo Baest Buy -~ Geek Sguad has

as requested by | |

only viewed the files that were cbserved by the
SGuuad bechndelan.  Begt Buy -~ Geak Seuad

Ay
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OF CHILD PORNOGRAPHY

se and assign Lo writer

3, 2408, a CHS contacted writer and advise

iR Sguad had received & computer for repair

of cohild pornography. Best Buy - Coek
g Y ¥

IQ\&ilfdn4a recoviry denter located ab 345
L9 T
L

Suite 300, Brooks, ¥enbtucky 40109, 5062-

the computer was initially received bv the

Souibh Brunswick, 4180 D‘ HWY 1, Monmouibh JCWP,
438-8780.
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Case ID #: | |

Title:

OF CHILD RORKODGRAPHY

AR,

2008, a source contacted writer and advised
Scuad, Brooks, Hentucky, had received a hard
contained images of child pornogranhy.

cid che computey was initially received by tha
el w*M Rogers Ave, Fort Bmith, Arkansas, 72903,
£79 Huy LGI’? Qmith en shipped the computer to
tha fa ; \_fi\s:, Kembudhy, data recovery.  The
rredividual who roguasted *‘hm repair work i

the computer and a lzad o the nittle Rook
Rock D:iﬂus:‘_on has opened a case on fhe

Dus Lo Lhe fact that there is nothing Lo
Lonieville Division, 4% is recommendsd the
aglosed,

Divigion.
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Title S OGEEK SOUAD

asgign Lo writer,

Datal & Bource contacted writer and advized

i
that Sguad had received a hard drive for rupalr
that of ohild pornography. Best Buy - Geek

sepaiy/data recovery center locatad at 34
Suite 300, Brocks, Kentucky, 40109, 502-

Souad has
Inter: 1c1b

)
o

1{.:‘ VEATa!
= Qt L.

< the computsr was initially received by the
65201 Rogers Ave, Fort Smith, Afhdusaﬂf TABQ3,
F@r# %m*tl then shippsd the compubter to
C=iaky for data Iwmov,*j. The

mna*v work is:

|
|

43, 2008, writer personally visited the Rest Buy
livy and spoks bo source. Writer observed the
After viewing several images appeallaq Lo e
v, writer seized the hard drive as contraband
nard drive back to the &ﬁulsvlllL office of
Investigabion, and plaged the hard drive
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Praecedence: ROUTING Dater O5/29/2008
e Louisvills
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Approved By I
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Case ID #: [ |

witles _BEST WOy S GERK SQUAD

PORSESHLON OGP CHILD PORNOGRAPHY

Synopsig: To ousn case and assign $o writer.

Datails

O Ma

H 4b, 2008, a source contacted writer and advised

that Hest TY - Seuad had received a hard drive for repair
vhat contained i s of child pornography. Best Buy - Geek
Houad has & cowmpuber repair/data recovery center located at 345
Tntarﬁ::ional Jonlevard, Suite 300, Brocks, Kentucky, 40109, 502-
885-38¢

Souwrse sald the computer was initially received by the
Best Buy looastad at 6201 Rogers Ave, Fort Smith, Arkansas, 72803,
dT9-484-100 Aeal Buwy Fort Smith then shipped the computer to
the facoiliy y ~ooks, Kentucky, for data recovery. The
ndividual w sguested the repaliy work ig:

On WMoy 23, 2008, writer personally visited the Best Buy
Geek Sguadd & oy and spoke to source. Writer observed the
images In gt After viewing several images appearing Lo be
of child pornog by, writer seized the hard drive as contraband
and trangpor nard drive back to the Louisville office of
the Faders. { Imvestigation, and placed the hard drive
wnbo evidenos,
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Toe sogbayiile  Spams San Prancisc
e | | 10/30/2008

the hard drive provided by The Geek Sguad
arnography the writer had co ied‘data[%:::]
o & DVD and did not provide | with the
was gatizfied he had all his data, he
v and advised the hard drive could be
the writer used a ”‘RT drive wiping
drive on 10/22/20

oontainad
had
hard
Gontas
wiped., $ibs
utilicy ans

ohe
wagiie s bad

ooanally the writer previously suggested to[::::]
that thHe visar cndal grandson get help to prevent any fubture
problems gxih abilld pornography o hands on offenses against
childgren. Ths weilier lnioxmoiﬁ::::]mf the quantity of movie

Tilen and Lyps of ohild pornegraphy discoveéered on the hard
v v,

T wr Lony raguests that BCT| | peturn
4 oand 1B2 to the Louisville division. The
soadery this lead covered.
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| 10/30/2008

the hard drive provided by The Geek Squad
nography the writer had copied data
3 DVD and did not provide with he
was satisfied he had 81T Tis data, he
and advised the hard drive could bhe
Iy the writer used a CART drive wiping
the drive on 10/22/2008.

g

Fudonally the writsr previously suggested to

i -old grandson get help to prevent any futuzre
L pornography _or hands on offenses against

iter informed of the guantity of movie

¢hild pornograpny discovered on the hard

shat
frrob
child
fileu
drdve.

ar requests that Bee[ |return
ang 1R2 to the Louvisville division. The
v this lead covared.

pyldancs i
Oakland R

Wy 9

UNCLASSIFIED

2

EFF-43

b7E -1

b6 -2
b7C -2

b7C -2




xﬂniﬂ

22003}
L] \‘u‘ BRR
§'a€§»?} :,: ES
8 B 1 s

Precedence:

Tos Loulsvilia

Tyl avvi §
= S Ll

Frrom:

Comtaeny

Sk, BUREAU OF INVESTIGATION

Date:

&

sal

Approved 3¥g|

FH

Draftaed Ly |

Frtk{éibf)

S GEEX SQUAD

Case ID #: |
Titles HOST &Ry
POISET PN OF

Detaltls:
that
b 11(,:.": in

Bagt
8?
Buy

Buy
~TO41. B
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Qi
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LOARCEHRS &g

hard drive
plag
the San

Theme

undervaked iv ths Loulsville Division Writer vegquests
Franeiseo Fiwis;an lead be dcleared and the Loulilsville case bhe
3 s Loe fact that all the evidence haz been
Lo R San Francisco Division.,

BV

CHILD PORNQGRAPHY
L6,
2008, souree contacted writer

Sguad had received a hard drive
as of child pornegraphy.

&

for

zivid the computer was
4820 Dublio Blwd., Dublin,
Dublin then zhipped the
2ility in Brooks, Kentucky,

CH,

b

2008, writer pars
cyvoand spoke o source
be of c¢hild pornography,

IR Y

writer

945068,
computer to the Rest
for data recovery.

and adviged

repaiy

imdtially received by

the

‘:11)».

sonally visited the Best
After viewing several
seized the

wened a Loulsville case. 'The hard drive was
neg.  BOT-Louisville shipped the havd drive

fHvision, Hayward RA . The hard drive was
Lo oa Best Buy ~ Geek Sguad store in the San
ta o additional inve%tigatimns that can to
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Buy

o

thae San
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{ hard drive at the
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Cilowed for San Francisco
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Cavalry hard drive §
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3G, 2008, writer personally visited the Best Buy
ity and spoke to source. Writer nbserved the
After viewing several inages appearing to he
1w, writer seized bthe hard drive asg contyraban
mard dvive back to the Louisgville office oi
of Investigation, and placed the hard drive

advised writer|

uy o~ Geek Squad technician looked on both of

the hayxd termine what information was wissing on the

Calvary . Source stated that]

Wril A;m’ulved only the movies that the Best Buy
Geek Hguad vepols bt e, beerved. §No sesrch warvant was

obtained in ol £ i rn Hsbrict of Renvucky. The movies
conbained FOrE S “ehild pornography.  WHriter obssrved thres
movies bthab o xd child pornography. Writer observed ahout
G-8 bhuams n;t'~ Comagwies that has titles associated with child
POrmography ¢+ three movies writer observed were copied to a
Tlash drive Civem aopies to a €D, which is enclosed. Writer
Had to ghu : ame of two of the movies because bLhe €O
popy i 1d only allow a name of sghorter than 168
chartars,

purposse of & possible search warprant, in the
the movies conhained images of chiid
the movies |
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From:  Louisville

| ps/02 /2008

tder that the images were located in ig titled

path is as follows; from start up scene click
Hon Settings -~ owner - lncomplete,

esbigabive action ls taken, it is recommended

juested work has not been completed by Best
rarve the hard drives have been seized. No

fad

be wiped and returned to the referenced Best

of the hard drives have been attempted due ko
seyirah warrant.,
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e o
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YibkE, K¥Y

Porwaodd bure drive and AC power cord to FCT San Franciscao.
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Synopsiss To o oop

o oand assign Lo wribter,

Dmtatlls;:
That Hasl
thalt gantad
5?(‘{1,&&(‘“ has
Tmiternational o
BESLIHOGG.

2368, a source contacted writer and advised
Squad had received a hard drive for repair
of child pornography. Best Buy -~ Geek
repals/fdata rmgovnly center Ioncated at 345
wrd, Buite 300, Brooks, Kentucky, 40109, 502-

Semavew nald the computer was initially received by the

; 4820 Dublin Blvd., Dublin, A, 94568, 925-
Dubldin then shipped the computer to the
Rentucky, for data recovery. The individual
SSpaly work is:

b6 -2
b7C -2

¥oan, 2008, writer personally visited the Best Buy
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rodan, Affter viewing several images appearing to be

Geak $mva'
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£ aphy, writer sedzed the hard drive as "015 aband
and he hard drive back bo the Loulsville office of
the et ol Investigstion;, and placed the hard drive
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fewaryk oo Louisville
Rar | | 04/21/2008 b7E -1

Ivised and instructed source to engure that the
i wachine pe théroughly ramoved. Source advised
#ohine copy of the hard drive images would be
Aten over thres times and then reused to image

¢ hard deives.

CUS Loy

Writoy only observed the three videos. The enclosed D
53 The videos contain images of females
acts with adult males. While it ig difficult

COnta LS
engaced in ;
Lo delermans G nales exact ages in the two videos it appears
Loy oney dae ane o, Wridter enclosed the €D for the c¢ase agent
Lo oview Lo delovaing what action, 1 any, is warranted.

not lock at any other folders on the hard

chedve . Noo add wil analysis of the hard drive has been
sntemprted dus Lo the lack of a ssavch warrant.
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coaon deemed appropriate. I prosecution is not
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and returned bo obae Best Buy Pattevson, NJ store for return to

hard drive, and UDs Lo FOT NEWAREK,
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wign to writer.
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sonree contacted writer and
”ad reonl a computer for
ibhle child wnvuaqrapb». Beagk
QX 1apa1VEQata Tenovey y gentey
culevard, Sulte 300, Brooks,

i

“nmputer wag inttially x sived by the
' aryy New gttty ed ., The

e commu ey Lo Lhe facility in

r&cov&ry. The individual wheo

writer pergonally visibed the Hest
nro Lo gouree.  Wrikter obssrved
v¢mw1nﬁ ideoy whinh appeare d
writer seized the {
Mard drive back th tzw Loux*w be
i Ligation, and placed the hard drive
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Thtie o BEST iy S GEREK SQUAD

RETON 08 CHELD PORNOGRAPHY

mige o oase lead bto Springfisld Division, Bloomington RA,
UART Dvam b,

Encleguretu, o bddosed for Springfield Division arg the
following:

b8 30 eavelgpe containing the original ¥FD-597 signed
v for Hest Buy - Geék Sguad,
20 n b envelope containing a copy of the four (4) page
Ei habween |and Best Buy,
¢10}) CDs provided by Rest Buy containing the
fuond drive, sent under separate cover by

Hitaohi S0GR hard drive Sﬂg[:::::::] sent

by Louisville BILC.

Canaary 02, 2008, & souvrce conbacted wribtar and

: ; - Gaek Sguad had veceived a hard drive for
ined a video of child pornography. Rest Buy

& somputer repair/data recovery center located at
el Rouwlevard, Suite 300, Brooks; Kentucky 40109,

sl bhe computer was initially recsived by the
the Bloomington, Illinois arvea. The Best Buy
the computer to the faciliby in Brooks,
sagovery.  The individual whe ragquested the

i
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o Sopingfis o ervom:  Louilsville
R | 0:/10/2008 b6 -2
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ﬁ&, 2008, writer personally visited the Best

By Tagility and spoke to souroe Writer abaerved
Lhe v ton. After viewing the video which appeared to
e of ahlld, writey seized the hard drive as

wontial

ﬂprrqu the hard drive back to the Louisville
wral Bureau of Investigation, and placed the

L
SELIOE

raard drdve inty ovidesnee.
By ailed to writey| b6 -2, 4

b7C -2, 4
b7D -1

by viewed the video that was first viewed by
Squad techniclan., The video was

nisubes long. | l b6 -4
b7C -4

= Geel Squad was requested by the customsr bo
Cyom the hard drive and place it on Chs. Rest
onpxleted the job and placed the data on the
Loulgville BCQT.

o adviged and instructed source to ansures

that the 2 exam machiine bhe rhorouthy removed.

Souwron ad tHe exam mag h_w\ copy of the hard drive

smages would i muoved and written over three times and then
myed moe Ldpad o ooth

~ustomer's hard drives.

not lock at any other folders on the hard
analysis of the hard drive has besen

b
abtenpitad lack of a sesrch warrant.
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Frecedenod: B0k T Date:r Q170472004
Tos  Loulsw s

Froms Datedowrd Ll

SRRy 54

, 513
Approved By | P

Orafted Sj-“‘:‘ [ |ren el

Title: _HEST iy /) OEPE SOUAD

OF CHILD PORNOGRAPHY

Symopsis: I oo cags and assign Lo writer
v G2, 2008, a source contacted writer and
y - Geaek 5qudd had received a hard drive for
a videc of child pornography. Best Buy -
puter zummAAfdatd recovaery centér located at
u“df@V&Kd Sulta 300, Brooks, heawugky 44109,

e camputier was initially received by the
RE?GMIH”“OH, Iilinois area. The Rest Buy

computer to the facility in Brooks

VEYY. 1‘: individual who r;q&eat&d the

Seat

=r0r&

¥ U4, 2008, writer personally visited nhe Re @t
*iity and spoke to scurce. Writer observed

] After viewing the video which appeared o
snidd, writer seized the hard drive as
aported the hard drive back to bthe lowlisvilie

3 AR,
)(iu
Ay gt

.3
LRI ety

Mg a0t
Sy
%4

an

of Lo " 1 Bureau of Ianvestigation, and placed the
drive on ST,
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Date: ag/25/2010

s Attn: Long Beach RA,

Frrome Lot

Sl
s

sSpproved @y . |

dvrafited B |

Tage Ih e

inmoeent Images;

o

mopsiss and detalls re caphioned subject

. T g A e
SRY CRaCE AT

forwarded under separate cover is ons
wwd deive, Serial f
o1,

Fackagys
Naggharn
Wodel §

containing the Receipt of Properiy {(FD-
and copies of the GEEK Squad Service Order

8, 2010, a CHS oontacted SA and
sy/Geak Squad had recgived s hard arive for
: contained images of child poraography.
BB A computer wepalr/data reoovery oenbtay
wticonal Boulsvard, Stite 300, Brooks,

dorat B

Lereatls

sent to this facilivy for data recovery.

T adviged thalt the bard drive was initially
W gtore #1909, located ab 11301 West Pico
iifornia 20064, Best Buy store #1092 then

S
S e N

CEES-3800. ALl computsrs yaceived at Best Buy
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To:; Los Annelos  Wvom:  Loulsville
Rer | 09/20/2010

b7E -1

s

shipped Ao drive to the facildity in Brooks, Xentucky, for
Sata vecoveTy . individual who requested the repair work is:

b6 -2
b7C -2

oy

ver 9, 2010, SA personally visited the b6 -1
1k Squad faciliTy and spoke to the CHS. p7C -1

i

tentucky Beat Tuyfhe

{

The Ui advised that| b6 -2
J b7C -2
[ Tsee Service Order) b7D -1

The CFr acdvised that | | ' b6 -1
b7C -1
b7D -1

e noted that SA:l only observed the b6 =1

voBuy/Geek Sguad technician observed.  8A s
vz the hard drive in any other manner due to
owarrant.

towing .Jpg images and detailg are just some of
exvad with the CHS: bé -1, 4
b7Cc -1, 4
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O Toe: Log anosion feom:  Loulsville e
C el | os/z0/2010 b7E -1
g the above detailed images of c¢hild
| seized the hard drive as contvaband and bE =1
drive back to the Louisville office of the b3 =1
vestigation, and placed the hard drive into
aderstands that every United States b6 -1
Attorne z different prosecution thresholds. If it is jp7¢c -1
Setermi images do not rise to that level, and no

is taken by the Los Angeles Divizion the
regquests that Los Angeles reburn the hard
tucky mo Lhey are able to complete theilr

SROCEHTRs

(5
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Continue investigation on captioned subject.
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o _Bostor  hons: o Loulsville
we: | | o3/25/2011 b7E -1

b6 -1
b7C -1

24, 2011, sa and SA[:::::] perasonally

chye Best Buy/GeeR Squad facility and spoke to

har O sdvised that | | k8 —2
| b7C -2

[ {see Service Order) . b7D -1

Ther ¢ aivised that | | bé -1

b7C -1
b7D -1

shosdd be noted that sal | and sa [ Jomy b6 -1
Jnsass that the Best Buy/Geek Squad C@CImIcian b7Cc -1

and. 8Sa did net examine the hard deive
due to Ehe Lack of a ssarvoh warrant,

ehserved Ul
ahaerved
in any

viewing the images of child pornography, SA bé -1
and 54 the hard drive as contraband and transportec b7C -1
the hard dy Lo the houlsville office of the Federal

Bursau of Invesyigation, and placed the hard drive into evidence.

and sa[_ Junderstand that every Unikted bé -1
EE hag dirfferent prosecution thresholds, b7C -1
IE 4t s daversoned that these images do not rise ko that level,

and no 4y ‘¢ ig taken by the Roston Division, the

reguests that Boston return the hard drive Lo

they are able to complete their processas.

2 dtesm 8 undevr the Y agree to/or that
wvice Order form that states that the customer
Cany product containing child pornography will
» the aubthorities®. Plesase contach Sa a5 b6 -1
LElonal guestions. b7c -1
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ter | | n3/25/2011

IEAD{s)
Set fsad 1. {fedoion)

. MALNE

woyr L requested to review the harxd drive and
Slomewi For case potential. Louilsville believes
viaiie child pornography case with this lead.
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T Logswel i Beoms Douisville
: pif01/2011

J08 advised that |

| Teee Service Order)

The C5t aeviesd Shat |

Paorbowhy be noted that SA[:;::]Dnly cbserved the
el ths sesl Buy/Geek Sguad technician observed. 8A

the hard drive in any other wmanner due to
warrant .

swing images of cohild pornography, SAE;:;;]
Lwve as contraband and transported the harn

fomidsville office of the Pederal Bureay
aad slaged the hard drive inte svidence.

e It
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Oopsy ool agsign case
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Date: 023/07/2011%
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b

Attn: SSA Cyber / LI
Attn: BCC

-

rase and provide information/evidence.

rk, 1~& containing the Receipt of Properiy

«f the GEEK Sguad Service Order and Terms of

gquests opening a new case file for transfer

rvmdence Lo New York Division.

olbed SA| |nnd adviged that
ecaived a computer for dabta recovery s
g of child pornography. Best Buy/Gesk SBguad
r/data recovery center located at 348

tevard, Suite 300, Brooks, Kentucky 40109, 502-

uiars

received ab Best Buy stores nabtionwide
for data reunveary

ividual whe reguested bthe vepalr work ig

ookl

., the OHE adviged Sh J
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Pooos Qs Youl e o Louidisville
. | o2/07/2011

3 ke noted that SAl and SA[::::]Only
that the technician chserved.

observed soma RORRCELES

%

wir ik ion of observed images are as follows.

mvegtigation.

i
Diviailon ey
e provi

nvegbigative action is taken the Douisville
thatt the equipment be veturned so that it can

Poheok bn CHS to complete the processes as requested by
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Louisvillie

| sa/a0/2008
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3%

shhidd e 1), that the system has more
the bavd drive. Rabliflf advised and writer
computer needs to be analyvzed further to
oy o ff thers arve indeed images of child
i the owner of the computer was also

cecer of bhe compubter ds Iisted asl |
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2 ; the computer to the Charlotte
noad L ob owhall ever legical dnvestigation is desmed
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12/21/16 View Case TCMCMO0?
- 14:02:22 Page 1 of 3
- Case migrated (view Sentlne1 for recent information), then press Enter

cCaseID. ... L.
CClass. ... oL
| SEATHS « 2 « s 5 « s P PENDING
| SO0 « s ww s 55 53 VCMO
Source . ..., 11 OTHER
- Originated From Case ID : Serial. . :
Case Type. . . .. ., Identity Theft : N
Opened . .. ... .+ 11/30/2011 |
| Title

Summary

1

1 +

' Fl=Help,F3=Exit,F4=Prompt, F6=Multv, F7=Bknd, F8=Fud Fl1=NextPg, Fl2=Cancel

 F3=ListSerial
4D 03,074
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12/21/16 View Case TCMCMO?
 14:05:13 ~ Page 1 of 3

- Case migrated (view Sent1ne1 for recent information). then press Ente
L Case ID, . o . .. L

CClass. . . ... .. :

o Status ... ... .1 P PENDING

CSquad. .. ... .. 03 VMO

Source . ... .., 11 OTHER

Originated From Case ID Serial. . :
Case Type., . . ... Identity Theft : N
COpened . ... ... 02/17/2011

: Title

INNOCENT IMAGES COORDINATOR
Summary

§ 0= o .
~ Fl=Help, F3= =Exit, F4=Prompt, F6= MuTtv F7=Bkwd, F8= Fwd Fli= =NextPg, F12=Cance]

 F13=ListSerial

4AD | 03,074
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- BUREAU OF INVESTIGATION

151

Date: QL/18/2012

Attn: GSanbta Ana RA, Squad QYV-85
58 Cynthia Kavls

ﬁV‘dwlce and dmLal 8 r¢ captioned subject

"

A

1

geles Division.

vvarded under geparate cover fw oa 1

vive, Serial # 23TE243V2.

mtaining a copy of the Reeo s<1
2 GEEK Squad Service Org
he receipt generated buy
Shuane, AL

20823, a CHS contacted 8A Riley and
ek Sguad had recsivesd a hard dfive for
at conbainsd suspected jmages of child

Wl

53

?uthQMR Hhidm has a computer repair/data

abt 34% 3 svnational Boulsvard,
D108, R02-988-3800. ALl computers

1

LAY

X

stores natiopwide are gent to this facility

PTITIIIIS

2012, BA Riley personally wvisited the
guad facility and spoke to the ONS.

gorrentneeeriesesrisinss,

\-.\““\\\“\ TR




38’?612

Wy ovaeguestaed the vepalr work is:

&

9RBE3

48-705-9018
G45-831~1624

that the qurht:unabﬁe 1mage were
Lo recovery repsair had been made for images.

ician KD)determina'mha* the repalr was

g the files to verify that the files
in the course of ensuring the repairs
Buy/Gaek Sgquad bechanician besgan by
:thHLEL andfér Jpegs.  As the Best

s scrolling through the thumboails hs

;acted were child pornography. The

e CHE, who contacted SA& Riley anc

Y

7

ted that 8A Riley observed the images
juad technician observed., Because it
hers wera known CP images, 8a Rilevy

WA

the Geek %qvad a known image of *2yo Jomny®
ryad by 2l bay This particular images was
JhE p“epuzasc“ut chalﬁ on her hands and
choker type collar arcund her neck

ville office the hard dyive was
2ke sean was performed with

¢ daba ont bhe hayd dyive
to e done for Yormabtad
imAages ., $1nce ths
ools used by ths FBI!
hout using a fmrenslc

Lo

7
!

7

i o forensic
T visw 1nagess w

&

T 7474
MR o 2,;.

iy or LQ

v

into evidence st the
»f Investigation.
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Low Ange ws From:  Louisville

b7E -1
1
| gi/1a/z2o01 2 b7A -1

stands that eve ery United States

, ferent ploqetutlon thresholds. If it is
hese imaqe@ do not rise to that level, and no
s1ds taken by the Los Angles Division, the

Y requests that the hard drive be returned to
o they are able to complete their processes.

: item 8 under the "I agree to/or that”

tee Order form states that the customer is "aon
siuct containding child pornegyaphy will be
wthoritieg”". Pleage contact SA Riley if

thera

3
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To:r  Log Angels Py Louisville
ge: | | 03/18/2012

LEAD () 5

Set Lead 1+ Rovion)

AT LAGUNA HILLE, CALIFPORNIA

Log Angles is requested to review the hard
snbs o enclosed for case potential. If no case is
et the hard drive to the Gesk Squad located in

veniasky,

LA
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e T 101-966536638 11720/2011 F

‘ustomer Information: '

CALIFQRLA - S Mook Rettenmater

14395 PIPRLONE AVE 154862 Rodeo Cir

CHIRG, 4 917189647 Laguana Hills, CA 92653
Fremary Phone: {849) 7059015
Altersate Phone: (949) 831-1624

Product Infonmation:
Prodact Trps DUMMY SHIL G858 ONE Y Deand: GENERIC PRODUCT SOURCE

Madels G55 ONLY Serinl #: OTE243V2
SKLU: 768161 Date OFf Parchases 1172072008
BT Numins Lasor/Parts Coverage: COD COD

Tabor/Parts Fnd Dater 117202008 11/20£2008
. WP Expiration Date:
Conditfn:  Dther {spesifyd Fiposit vawte:l $34.95
Nty slightle sy s
Esitmated (,ompleti:m Date: 12062011

Agcessarie: i, Approval: §323 £l

= mnnmmmlmmmumm

clignt aoprenery DR Esmdce larfatamnat 8 S s nga 1 1 7200 RPM dive. plenan inform cliont of estimate
and progesd L propistely. mm 33 i

Sarvive hewy Dise!aamwr'

{awthe i st SuyiGank Rquas (CHest Sy i

1. Porduni the sanvices mm.es\ed oy ey presd v “product'] and’l grant Recess 1o my progduct dats and Infommation for sut:h plupose.

2 Repeir ol tspareal defects ideatitizd by Bl Bt ey rvy praduet,

3. U sisy o et roplacdarsnns panta that pafons by he :'nrmry aparationai spacitications of the product.

4, Instail safaers {ooening Sng Lear Liver wnents onomy bohall), utifize ramolys access and/or send my product 1o d reglonal
Senviue taring, vengor, OF Shivd parky sent whay e owt of stile, In order to complota tha servica on my product.

5, Notity -\ppm\n! af gl seivices hat e +¢} Sy nyinbmum approved amount stated oh the sorvice arder belore my prodilet bs
rena rod W d 0 et the Unragnires tn x e adrays off fogation if | div not apprave such repair,
i o ¥ Bstirsted Campl 3 hhms_ys Bt Buy may change that ﬂam

oy s on oy prots ! requnst Bast Buy lo do ao for an applicable tee FRIOA 0 iz perfarmance of any senvice.

Cet e s o an my Do,

agoiional eharge, sny gatends e B ships of tha tepalr sarvices Iar hardwars {oxcluding virus/spywars ramaval of software repalrs):
st friom T daty of pitk G, ’ ! ’ S

B, Notif g roeowat
& Corrozi, o
wdthsEs A

1 agras to/ar that:
1. Reter tothy (onmia and candiftfens of my protus s

Y ar service contract iyt infonmaton about csvurage Bid npp!&mh)s charges.

2, Pay a nenrhundeble depasit on sendonferimates 1 weernably as covered {including dinganistic ang ather charges) under a produst warranly o servics
cantract. Tie deposit is refunded il e saneas L oovered, Tha deposit is applied tothe cant il the sarvicefastimate is not covared.

3 Pay, Without demg notlled, up o the minfmi. wnved amount statad on tha spnvlcs oedar, .

4 Pay for serdsne (nalodiog pans ared labor) L usgms Wt oovevedd by 3 produ warranty er sewvice contract.

5. Prasant sihier s Sansios formar 3 goarme ¥ eslsoti 10 whan picking up my product,

8. Walvx sy slams regiring rdwsion '.i::mq:: st 31 do not report thaim at tha #me of plek upidelivery.

7. Boat Buy orive disponss of sy orndunt ¥ do vt ek ay arsdiet vp wittin 33 days of Baing notified by Best Buy that service on the pmduc! has baen
congletad Jrd, In tha tace of dispesal, { v soy chims @ my nroduct, Inchuding i data and information on my praduet.

8 famanratise that a0y profud conisining »:hw: ey Wil ta ibrmd aver to the atharities,
aoPRICR 70 »J“LNEHE.’@{: MY FRODUCY S FOR SEAVICE 1T 13 1Y RESPONSIBILITY {1 TO BACK UP OATA ONIT AND {2} REMOVE ALL MEDIA AND

STORED CONTENT £S0R MY PRODUC
18, WANVE f‘\- 1Y OATA LSS DR MEGIA 1.4 1 A8, WHETTHIER OR MOT | HAVE REQUESTED BEST BUY TO BACK UR M‘r‘ QATJ\ AGAINST EEC’T BUY AS UNDER
NO GG WHTAMCE S SHALL HHEY U8 LAkt FOR ANY LOSS, ALTERATION OR CORRUPTION OF ANY DATA, OR LOSS Of‘ R'*IY MEDIA i'ﬂ()\.‘) MY FRODUST,
11, Waive 3n0 toasequentat of Inri denint iy 30 vl eg uylhax ray Seolr @5 of mstit of this servico.
i Sitvice Qrder Disclnimer and lhat?a name, sddress

~

T Fuasdty td Ehave read spf agoees $a W
LY Date' , Qo/f

ang ghans nupberiintod shuve i s Hy pERE "!m X ool ’.‘,:11\ Bection Is agcurale.
ity

o 5 Date'

Custe ey 'Sslgn:;tu v ‘{“[

A REQUIRED (SECTION vty ¥ i &,ALN “DRNIA BUSINESS AND PROFESSIORS CODE) FOR REPAIRS SHALL BE GIVEN TO THE CUSTOMER BY
EALER SN OWHRETING, ANDY T TRVRE DEALER MAY NOT CHARGE FOR WORK DONE OR PARTS SUPPLIED 1IN EXCGESS OF THE ESTIMATE
TR COMIENT QF.T] iE" SUSTH WHERE PROVIGED IN WRIVING THE SERVICE DEALER MAY CHARGE A REASONABLE FEE FOR SERVICES

PROVINED B DETEAMNING THE NATURE EMALFUNGTION [ PREPARATION OF A WRITTEN ESTIMATE OF REPAIR. FOR INF’OHMATI&N CONTACT
THE BUREAD IF BLECTRONT S8 AP i hi FAIR, DEPSRTMENT OF CONGUMER AFFAIRS, SACRAMENTO 65814,
A buyerof v.h: > pradust S Caliiaraia fas th a’hous this product serviced ar rupsired during the warranty pesfed. The warranty pariod sdlll ba extendod for
tha nuekie o witods daws tal the grodaet § 2nooast of the buyer's hsnds far warrsnty ropalra, 1€ 2 defect exists within the warssnty perlad, the warranty will
not expdrs v the detant bos badn fked. 7o savanty perfod will slso be extanded If the warranty repales have not beon perfermed dua to detays causad by
sirgumstanasn s hayond the ganteel 9f ta hso; Ar, v $Bos warcanty repairs did not romedy the dufect and the buyer notitles the manufsciurer or seller of the
fatiura of the mp;\ir:: vithin 60 davs aites ey e cavoplatod, I, siier 4 reandnasblo Aumber of aliampts, the defect has not been fixed, the buyer may relurn this
product tes & <yiasemastor o reiung sukfoss i nliF e nase, (o deduction of 5 ransonsbls charge for usage. This ime extension doss not sffect the protections
of yesneding iy buyper s ander arhor oy,

Hesi Buy Cuidirnis Mashss Reglytiadian Koty D835, Gaek Squad Califernia Master Reglstration Nutber E-B1713 and Ragnolis Home Binater Califorala
Mastay Regiaioatban Humber £-800A48
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Chovshn Date Customer Nagne:

T

*001&'4-956'536633\9

S 00101-966536638

Tax Cusdes

Curess Statuse

Pansisotrer:
todel:

Sertal;

Producy:

1 Dvive

) |A gent Name |
e 2 Hote a-ru\m & ;M; cved DETserece for tnternal 3,57 seagate | TB 7200 RPM drive. picase inform client of estimate
‘ 2o and proceed appmpmtclv quated 223 weeks, ’;'
e Py ‘('(3 A end
T Ol Sleeehie '

>\ﬂe.\ e ? - ‘7 7 C’:} ée
. i w

A G

»

o
”’-w

oA AR Y vy e SRR b s HR R WA SRR Y SRR

l}ﬂm [HHHEE“; Hyicus ceERsguav.coM  (Gi) 1-B00-GEEKSQUAD
¢ R B A s TR IR S ,, v

EFF-93




While performiing o Juts review of the format recovery that was ran, | looked for client mission criticals
of Pictures and Vider, Whie the search information populated, | noticed a lot of Album Art pictures
caribg tg - with teas - decided to filter thern out by revising my search to “kind: picture widthi>200".

Thore were & fot o voveget images, but | can across some which | felt needed be reviewed due to what
appeared o he Inappergrisie content,

Tray YWasiohad
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Uy STATES DEPARTMENT OF JUSTICE

245 BUREAU OF INVESTIGATION

Jroperey Received/Returned/Released /Serzed

Al % Foad 3 itern(s) listed below were:
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Rews 39713008
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BUREAU OF INVESTIGATION

Precedanos s 8L UINE Date: 0171872012

0y
i

i Attn: Santa Ana RA, Bguad CY-8
58 Oynthia Kayls

b4

Fromy

i b6 -1
et b7C -1
b7E -1
b7A -1

regarding
\L“ 2GR ;uf

thea

marﬁud under separate cover ig a 1
mive, Serial # STREIEIVE.

a uwpy of Lhw Recelph Propeyty
CBguad Service Order/Terme of
i

the veceipt qenerateﬂ buy Best Buy locabtsd

Y, 2012, & CHE acontacted

Y/Geek Sguad had received a hard drive fou
thatt contained suspected inages of child
gy /Geak Sguad has 8 compuber Lﬂgdglfdmbm

af At 34% International Bowlevard, Suite
$0108, 5B42-955-3800. All conputers
pationwide ars sent bo this facility

tiey pergonally visited the

2012, SA
Cad igy and spoke to the CHS,

Squad

7
s

b7E -1
b7A -1
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Sy Loundgvills
0171872012

useted the vepaly wovk la:

- 92653
948 2705590,
" 949-831-1

TR I o NN Ve s e ea s

sad thatb th&‘queptia‘aJlu images wars
reamery repaly had been made for images.

mician bo debermine that the repair was
avcess the files o verify that the files

. In the course of ensuring the repairs

Best Buy/Gzek Sguad technician began by

for picturss and/or ipegs. As the Best

ieian was scoroelling through the thumbnails hs

snepected ware child pornography. 7%

o
sobad the CHE, who contacted Sh Riley dﬂd

L 1

the images
Bacatine it was

SA Riley

notad that S8& Riley
.‘;31;<lai technician oba

there ware known OF

Sguad a known image of "9yo Jenny®

: ¥ BA Riley. This particular images was
T, prepubaauﬁnr female on her hands and
brown chokey bype collary around her neck.

.»)i »1

\

Loudsvilie office the hard drive wasg
write blocksry, & scan was NQT Formed with &
ernined that the data on thy hard drive
that a sean needs to be dong £or forsatied
tood that carves ipg ’maqwn. Sinmﬁ tLp
1omimilay o yrensio hools us
sl to view inages without Uif

Y

gnee at the
3:3;, LY
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T ser Byoms  Louisville
Qe | o1/18/2012

v anderstands that every United States

as different prosecution thresholds. If it is
vhrue images do not rige to that level, and no
tina is taken by the Los Angles Division, the

Huy raguestes that the hard drive be returned to
w0 vhey are able o complete thelr processes.

Jetervmis
irvesti
Jeek Jg
shem in

EE vobe item 8 under the "I agree to/or that
section on Lhe Service Order form states that the customer is "on

i
okl ar.y duct containing child pornography will be
surn L suthorities". Please contact BA Riley if

chers s

ronal gquestions.
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. SUREAU OF INVESTIGATION

Precade Date: 01/18/2012

e i Attn:s Santa Ana RA, Bguad ¢¥-¢
ga Cynthia Kayle

Toiy

Yo i

R T 2 U R e PN
SA T ragey L. R,L.z.‘t:‘-}",

Approved ®By. el Mark
Drat aed By R By Tracey Vol
Jase B

o

e evidence aud details regavding MARK
3 Clrele, Laguna Hills, CA 92653, Lo the
Division,

Vroing forwardsd under separabte gover dig oa i
Dard drive, Serial §# STR2423V2.

{ Sepuad Servics Order/Terms of
sipt genﬂraned buy Begt Buy loecatasd
CA,

5, 2012, a CHE conbacted Sa i?9y and
v/Geak Squad had received a havd drive for
that contalined suspected images Of child
v/Geek Sguad has a computer yepaiv/data
;d at 345 International Boulevard, Suite
ED2-8585-3800. All computers
nablonwide ars sent to Lhis

=

2 37 Riley personally visited the
pad facilivy and spokes to the CHE.

& r;pv of the Receipt of Fropearuy
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Tk Lo Aogge e Prom: Dhowigville

Ke: | 01/18/2012 LR -4
b7a -1

The indivi-dua who reguested the repalr work is:

MARD TRTUENMATER

ad Y Bodoo Clrele

.5, CA 82653

Phone: 949-705-9015

» Phone: 949-831-1624

etk data recovery rvepair had been made for images.
Ty hnician to determine that the repalr was

1 access the files to verify that the files

s #®. In the course of ensuring the repairs

e &
¥

Best Buy/Geek Squad technician began by

for pictures and/or jpegs. As the Best

mician was scerolling through the thumbnails he

: he suspected were child porneography. The
ated the CHS, who contacted SA Riley and

L

Sy

noted that SA Riley cobserved the images
Squad technician cobserved. Because it was
there were known CP images, SA Riley

che Geek Squad a known inage of "Syo Jenny”
was  iwmschi ¢ >rved by SA Riley. This particular image was
3E oa fudly . whihe, prepubescent female on herx hands and
knees on a ber, with a brown choker type collar around her neck.

Cat the Loulsville office the hard drive was
10 write Dlocker, a scan was performed with a
wan debermined that the data on the hard drive
g that a scan needs to be done for formatted
» bool that carves jpg images. Since the
similar to forensic tools used by the FBI's
sle to view images without using a forensic
IR .

wete diive was then placed into evidence at the

[ov
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Re | p1/18/2012

mnderstands that every Unitdd States
dlL‘erent prosecution thresholds. If it i
images do not rise to that level, and no

At Lorney
-~ ,v,{: 3.‘-.} g

n

inv:s is taken by the Los Angles UlVlSlOn, the
Gaek reguests that the hard drive be ret urn@d ko
chem

s Lhey are able to complete their processe

e item 8 under the "I agree tofor that?
Seywice Qrder form stabes that the customer is "on
sduct containing child pornography will be

dhkhurlhw ”“. Please contact 8A Riley if
vional questiorn

T
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b6 -1, 2, 5

(USACAC) 4 P7e Tt 200
Erom: [ Jeesy (e84 }
Sent: Friday, December 23, 2016 7111 AM
To: | {USACAC) 4
Subject: RE]
Attachments: Certification Update.pdf

Here dre the files that | found this morping with the 2 additional names added to the string. The rest should arrive this
arn via FedEx,

[ 1]

From] usacac) 4 fmailo] |
Sent: Thursday, Decembar 22, 2016 6:03 PM b6 -1, 2, 5, 7
Tof (LS} (FE) | b7C -1, 2, 5, 7

Subyect: RE

Justin Meade
Randall Ratliff

From: (LS} (FRI) [maitio] b6 ‘-1, 2, 5
Sent: Thursday, December 22, 2016 2:40 P\ b7Cc -1, 2, 5
To fusacacy 4 4 |

Subiect: RE| |

Which number do you want me to call?

————————— Original message ~eeee--

From: | |(U‘3A£’AL) 4 b b6 -1, 2, 5

Date: 1272272006 534 PM (GMT-05:00) ' b7c -1, 2, 5
To: | (L) (FBD" 4 |
Ce: | [(UsaCAC) |

Subject:] |
]

Are you around this afterncon? If not, how about tomorrow?

[ 1]
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b6 -5

| I Assistant United States Attorney b7 -5

United States Attorney’s Office | Criminal Appeals Section
1000 United States Courthouse | 312 North Spring Street | Los Angeles, CA 80012
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{Riv. 05-01-2008) el

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/30/2009
To: Loulsville Attn: Dishona K. Rogers
Bvidence Conktrol Technician
Charlotte Attn: S85A Michael D, DelLson

Greensboroc RA

From: Louisville
Squad 6

Contact: SA Jennifer D. Cardwell,| | b6 -1, 2

b7Cc -1, 2

Approved By: Morgan John A Jr) h@‘ b7E -1

Drafted By: Cardwell Jennifer D:jdc®~

Case ID #: | {(Pending)

Titles | | ‘} ‘
FPOSSESSION OF CHILD PORNCGGRAPHY

Synopsisg: To request captioned caze be openad and to release and
send evidence (18 Bar cods #:E03375459) to the Greensboro RA of
the Charlotte Division.

Enclosure{s}: 1A envelope containing one Geek Squad Service
Order fox] | laptop and the FD-557 showing receipt
of item.

Details: On June 26, 2009, writer met with Rendy Ratliff of Geek

Squad, address: 345 International Boulsvard, Suite 300, Brooks,
Kentucky, telephone number: Ratliff adviszed that
he had a computer received for repair that he believed hag child
pernography on it. Geek Sguad has a disclaimer, on.thelr Service
Ordey, that if at any time any product is determined to contain
child pornography, the product will bhe turned over te the
authorities. “

b6e -2

b7C

-2

b6 -3

b7C

Ratliff showed writer the computer {(grey Acer laptop, b6 -2
s/n: | and to the right of the screen a reel b7Cc -2

of images cycled (the reel took a few minutes to load). The
images were those of girls, approximately under the age of 10,
wearing bathing suits and executing inappropriate, suggestive
poses. Ratliff advised that in his experience in service repair
and as a former police officer, when he hazm seen iwmages, like

UNCLASSLFIED

et o048 EC
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To: bLoulsville From: Loulsville
Re: | 06/30/2009 b7E -1

these (typical of child evotica), that the system has wnore
malicious images on the hard drive. Ratliff advised and writery
concurred that the computer needs to be analyzed further to
determine not only if there are indesd images of child
pornography {CP}, but if the owner of the computer was also
distributing CP images.

The owner of the computer is listed as| | b6 -2
address:| | telephone b7C -2
number: | |

Writer is sending the computer to the Charlotte
Division to conduct what ever logical investigation is deemed
necessary.

UNCLASSIFIED
2
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To: Louisgville From: Louisville
Re: | | 06/30/2009 b7E -1

LEAD (8) ¢
Set Lead 1; ({Action)
LOUISVILLE

AT LOUISVILLE, KY

For [ | BCT, to release and send b6 -1
evidence, bax code §#: E03975459, bto the Greensboro RA of the b7¢c -1
Charlotte Division, address: 1801 Stanley Road, SBSuite 302,
Greensboro, North Carolina, 27407.

Set Lead 2 {action)
CHARLOTTE
AT GREFNSBORO, HC

To conduct leogical investigation as deemed appropriate.

4

UNCLASSIFIED

3

EFF-106



(Rev. 05-91-2008)

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/28/2009
To: Louisville T
From: Louisville
Scguad 8
Contact: BA| | b6 -1, 2
A e b7C -1, 2
Approved By! | b}/ b7E -1
Drafted By: r Agbdc
Case ID #: {Closed)
Tiﬁle:
PRSHRS F CHILD PORNOGRAPHY
Synopsis: To reguest captioned case be closed.
Refarsnce: [47 44J b7E -1
Details: On June 17, 2008, New Orleang opened a case regarding
the captioned subject after receiving the computer and
communigque. Writer provided a supplemental FD-302 to the case
agent per reguest.
Due to the fact that New Orleans has opened a c¢ase on &
L | resides in the New Orleans territory) and that b6 -
the case was opened in Louisville for administrative purposes in b7C -2
brder to provide New Orleans the information and evidznce, it is
reguested that ths captioned case be closed.
$¢
N
e
6‘3’ '\9’ {3
KJ *QC%’ q\&(\
3
UNCLASSIFIED HA
b7E -1

Aco3IRB20096 -EC
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FD-302 (Res, 10-6-95) P .

FEDERAL BUREAU OF INVESTIGATION

Date of transeription 07/28/2009

On June 26, 2009, RANDY RATLIFF, Ambaszsador, Geek Squad
City, business address: 345 International Blvd.; Suite 300, Brooks,
K¥, 4010%, telephone number: 502-955-3858 was interviewed at his
place of employment. &fter being advised of the official identity
of the interviewing Agent, and the nature of the interview, RATLIFF
provided the following information:

RATLIFF advised that Geek Squad had received a laptop for
repair on which child pornography (CP) was discovered. The CF was
digcovered during the repair process. RATLIPF advised that Geek
Squad's protocol is such that, when any CP is discovered on &
system submitted for repair, all repairs stop and the system is
then turned over to law enforcement,

b6 -2
b7C -2

£

TLIFE showed writer the laptop {(white Apple Core 2
laptop, S/N: and writer confirmed numarous images of
child pornography on tie system, Writer concurred with Ratliff's
advigement that the laptop should be analyzed further to determine
if there ave more images of CF on the system, how the images were
acguired and te determine if the owner of the computer was also
distributing CP images and to determine the method of distribution.

RATLIFF provided writer with a copy of the Geek Squad
Service Qrder which depicts the customey information, the location
at which the system wadg submitted, the system identification
nunbers and the disclaimer. RATLIFF released the laptop to writer.
RATLIFF gigned the FD-597, documenting the release of the laptop,
to which writer provided a regeipt.

thvestigation n Qﬁ /2672p08 a Brooks, KY

File ?'Il I Date dictsted b6 -1
b7C -1

S I - b7E -1

This docuinent containg neither recommendations gor fonclusions of the FBL U s the property of the FBE and is Joaned o your agency:
@ and t5 contents sfe net 1o be distributed gutside yeur sgency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription p2/28/2009

O June 26, 2009, RANDY RATLIFF, Ambassador, Geek Sguad
City, business address: 3435 International Blvd., Suite 300, Brooks,
KY, 40108, telephone number: 502-955~3858 wag interviewed at his
place of employment, Aftexy being advised of the official identity
of the interviewing Agent,; and the nature of the interview, RATLIFF
provided the following information:

RATLIFF advised that Geek Sguad had received a laptop for
repair on which child pornography {(CP) was digcoversd, The CP was
discovered during the repair procesg. RATLIFY advised that Geek
Squad's protocel is such that, when any CP is discovered on a
system submitted for repair, all repairs stop and the system is
then turned over to law enforcement.

RATLIFF showed writer the laptop (white Apple Core 2 b6 -2
laptop, SfN:| } and writer confirmed numerous images of b7Cc -2
child pornography on the system. Writer concurred with Ratliff's

advisement that the laptop should be analyzed further to determine

if there are more images of CP on the systew, how the images were

acguired and to determine if the owner of the computer was also

distributing CP images and to determine the method of distribution.

 RATLIFF provided writer with a copy of the Geek Squad
Service Qrder which depicts the customer information, the location
at which the system was submitted, the system identification
numbers and the disclaimer. RATLIFF released the laptop to writer.
RATLIFF gigned the FD-5%7, documenting the release of the laptop,
to which writer provided a receipt.

%

invcaligatinn on 06/26/2009 s Bxrooks, KX .
3 . b6 -1
File # _ Datedictated b7C -1
Ry S;E&I Vcﬁ' Py biE -1
b agrac e
: 74
This docmenl crntring peither recommendations nor conclusions of the FRL  Iis the property of the FBI and &5 loased w0 your agency,

it ssd s contents are aon o be distributed matzide yror ooy,
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UKNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: Q7/16/2009
To: Louisvilile Attn: ECC

From: Loulsville
Fvidence Control Technician

Contact: | | b6 -1, 2
Q2w b7c -1, 2
Approved By:l | & /% b7E -1
Drafied By: dkx ,
Case ID #: (Pending}fffﬁf/
Title: | |
POSSESSION OF CHILD PORNOGRAPRY
Synopsis: Document reason for delay in entering evidence inteo
ACE, Collected Item.
Details: The reason for the delay in entering the laptop
acguired from the Geek Sguad on 06/26/200%, into Collected Item,
was due to a daiay in opening the file.
4+
UNCIASSIPIED
b7E -1
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Rev, 03-01-2008) N o
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/30/2009

é}To: Louisville Attn: | b6 -1
Evidence Control Technician b7c -1
New Orleans Actn:  S8a| | '

Cyber Program Manager

From: Louisville
Scuad 6

Contact: SAl ] b6 -1, 2

b7C -1, 2

Approved By: | ppﬁqp Cgﬁ?xa b7E -1
Drafted By: | ﬁdc@%a
U/;ase ID #:

Pending

Title:
SESSI0 ¥ CHILD PORNOGRAPHY

Synopsis: To request captioned case be opened and to release and
send evidence (1B Bar code #:B03975461) to the Cybey Program
Manager of the New Orleans Division.

Enclosure(s): 1& envelope containing one Geek Sguad Sexvice

Ordex for| | laptop and the FD-587 showing receipt b6 -2
of item. b7¢c -2
Details: On June 26, 2009, writer met with Randy Ratliff of Geek b6 -3
Squad, address: 345 International Bo vard, Suite 300, Brooks, b7Cc -3
¥entucky, telephone numbexr: Ratliff advised that

he had a computer received for repair that has child pornography
op it. Ceek Sguad has a disclaimer, on their Service Ordexr, that
if at any time any product 1s determined to contain child
pornography, the product will be turned over to the authorities.

Ratliff showed writer the computer (white Apple Core 2 b6 -2
laptop, S/N: and writer confirmed numercus images of b7C -2
child pornography on the system. Writer concurred with Ratliff's
advisement that the computer should be analyzed further to
determine if there are more images of child pornography {CP) on
the system, to determine 1£f the owner of the computer was also
distributing CP images and to determine the method of which the
owner wasg acquiring the images (P2ZP, e-mail, websites, etc...)

UNCLASSIFIED

)fl(",CB(g&OaQDq BEE. b7E -1
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To: Louisville From: Loulsville
Re: |06/3@f2099

The owner of the compufer ig listed asl

address:| | telephone
number: | [

Writer is sending the computer to the New Orleans
Division to conduct what ever logical investigation is deemed
necassary.

UNCLASSIFIED

2

EFF-113
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To: Louisville From: Louisville
Re: [ | es/30/2009

LEAD (8) :
Set Lead 1: (Action)

LOUISVILLE.

AT LOUISVILLE, KY

For | | ECT, te release and send
evidence, bay code #; 5 , to the New Orleans Field Office,

address: 2801 Leon C, Simon Blvd., New Orieans, Louisiana, 70126

Set Lead 2: (Action)

NEW _ORLEANS

AT NEW _ORLEANS, L&

To conduct logical investigation as deemed appropriate.
$¢

UNCLASSIFIED
3
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UNCLASSTFIED

FEDERAL BUREAU OF INVESTIGATION

Proecedence: ROUTINE Date: 11/18/2009
To: Louisville Attn: | | b6 -1, 2
Evidence Control Technician b7c -1, 2
Chicago Attn: 88A b7E -1
CY-1
From: Loulsville
Squad 6
Contact: ga] |
Approved By: | b/{
V4
Drafted By: | | degpe~ é@“§¢f
w/;ase i #: pending)
Title: |

ROSSESSTON OF CHILD PORNOGRAFHY

Synopsis: To request captioned case be opensd and to release and
send evidence {1iB Bar code #: E03975718) to the Chicago Division
to take whatever action deemed appropriate regarding captioned

subiect.

Enclosure(s}: 1A envelope containing one Ceek Sguad Service

order for| computer {signed by and the FD-597 b6 -2
showing vecelipt of Iitem. b7C -2

Details: On October 30, 2009, writer met with Justin Meade of
Geek Sguad, addregs: 345 Internaticnal Boulevard, Suite 300,
Brooks, Kentucky, telephone number: 502-955-3301. Meade advised
that he had & computer recedved for repair that has child
pornography {CP} on it, Geek Sguad has a disclaimer, on theiy
Service Ordeyr, that if at any btime any product is determined to
contain child pornography, the product will be turned over to the
authorities. Fach customer is réquired to sign the disclaimer.
By way of background, Geek Squad receives compuiers for repailt,
from all over the gountry, to the Brooks, Kentucky locabion.

MEADE advised that during the repalr process, b6 -2
technicians found files containing images that werse helieved to b7C -2

be child pornography. MEADE showed writer the computer (Hewlebt
Packard, Sfﬁ| | and writer confirmed numerouszs images of

afd m co“

UNCIASSTIFIED
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b6 -1
b7C -1
b7E -1
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To: Loulisvills From; Louisville
Re: [ J 11/18/2009

child pornography on the system. In addition there were many
video files with titles indicative of CP, The files were unable
to be opened to confirm CP. Writer opines that the computey
should be analyzed further to determine if there are more images
of CP on the system, to datermine if the owner of the cowmputer
was also distributing CP images and to determine the method of
which the owner was acguiring the images (P2P, e-mail, websites,
abd. .. ).

The technicians discovered the images and the videos
with titles indicative of CP, by the following process: At the
Windows log-in screen, they selected the "Chucky" icon. Once the
syastem had finished booting, they opened the 'My Docs! directory
and then the Limewire Saved directory.

The owner of the computer is listed as| |
address: | telephone number:

On November 17, 2008, at 6:33pm MEADE contacted writer
via e-mail and advised that[::::jhad called Geek Sguad inguiring
about his computer's repair. )

Writer is sending the computer to the Chicago Division
to conduct what ever logical investigation is deemed necessary.

UNCILASSIFIED

An alternate phone number for| |was listed as

b7E -1
b6 -2
b7C -2
b6 -2
b7C -2
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UNCLASSIFIED
To:  Louwigville From: Loulsville
Re: | | 11/18/200%9
LEAD (s} :

Set Lead l: ({(Acotion)
LOUISVILLE

AT LOUISVILLE, KY

For | | BCT, to release and send
evidence, bar code #:E03375718, bto the Chicago Field Office,
address: 2111 West Roosevelt Road, Chicago, IL 60608, telephone
number: 312-421-6700.

Set Lead 2: {Aetion)
CHICAGO

AT CHICAGO, Ik

To conduct logical investigation as deemed appropriate.

L2 4
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/20/201%
To: Boston Attn: |

From: Loulsville
Sguad §&

Contact: SA | | b6 -1, 2
Approved By: | I/,/B/ :;g :1' °
Drafted By: | |Smi;.‘§"\5ﬁ
Case ID #: J | {Pending

SFitle:

CCP-~-IINT;

Synopsis: To provide additional details regarding captioned
subject to Boston.

Details: Below are descriptions of bhe images viewed by SAII' b6 -1
and SA[ | with the source at Best Buy/Geek Squad. b7C -1
b6e -4
b7C -4
b7E -1
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"To:  Boston Frcm?”‘Lcuisvilla
Re: | | 0a/04/2011 b7E -1

LEAD{=s}
Set Lead 1: {Info)
BQSTON

AT HIRAM, MAINE

Boston is being provided additional information to assist
with search warrant.

9
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