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DCS-3000 Implementation Process 

Gather Carrier 
>rmatij 

Identify Hardware 
I Sof 

Install Monitoring 
Facility Hardware and 

sftwar 

Create Interconnection 
Plan:/ Review wHf» 

Jarrieil 
Identic/Order 

inset i 
Install Carrier Facility 

ardwat 

Define Carrier Site 
luiremc 

Obtain IP Address 
»m Care 

Test 
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Gather Carrier 
)rmati 

C o n t a c t ^ g ^ ^ ^ ^ g E R F , al 
Refer to the CD-ROM provided "~ 
Establish primary points of contact for legal 
and technical issues 
Define carrier's areas of service 
Identify switching platform (vendor, model, 
software version) 
Identify interconnection requirements (e.g., 
firewall, dial-up restrictions, centralized, etc.) 
Understand policies and procedures 
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Gather Carrier 
jrmatl 

Roaming partner identification 
Fee schedule 
Future switch/software upgrade plans 
Fail-safe measures (e.g., what data can carrier 
provide if interconnection is disrupted?) 
Reporting / resolving after-hour technical 
difficulties 
Court orders - will carrier accept faxes; do 
they have preferred wording? 
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DCS-3000 Implementation Process 

Gather Carrie? 
>rmatu 

Identify Hardware 
Softv 

install Monitoring 
Facility Hardware and 

loftwar 

Create Interconnection 
Plan / Review with 

JarrM 

Identify / Order 
triect* 

Install Carrier Facility 
irdwas 

Define Carrier Site 
luirems 

Obtain IP Address 
am Care 

Test 
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DCS-3000 Implementation Process 

Gather Carrier 
>rmatfc 

Identify Hardware 
Softv 

Install Monitoring 
Facility Hardware and^ 

rftwatf 

Create lrrtercbnnectk»n 
Plan A Review with identify 7 Order 

W»eci< 
Install Carrier Facility 

ardwat 

Define Carrier Site 
lulrerw 

Obtain IP Address 
Care 

Test 
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DCS-3000 Implementation Process 

Gather Carrier 
>rmatL 

Create Interconnection 
Plan / Review with 

Identify Hardware 
Sof 

Install Monitoring 
Facility Hardware and 

iftwaii 

Define Carrier Site 
luiremc 

Obtain IP Address 
Care 

Test 
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DCS-3000 Implementation Process 

Gather Carrier 
>rmatk 

Identify Hardware 
Sof 

Install Monitoring 
Facility Hardware and 

>ftwail 

Create Interconnection 
Plan / Review with 

)arrieil 
Identify / Order 

meet i 
Install Carrier Facility 

irdwas 

Define Carrier Site 
auireme 

Obtain IP Address 
am Car 

Test 
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DCS-3000 Implementation Process 

Gather Carrier 
>rmatic 

Identify Hardware 
Sof 

install Monitoring 
Facility Hardware and 

jftwail 

Create interconnection 
Plan / Review with 

"larriei 
Identify/Order 

meet i 
Install Carrier Facility 

ardwas 

Define Carrier Site 
jirenu 

Obtain IP Address 
am Can 

Test 
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DCS'3000 Implementation Process 

Gather Carrier 
>rmati 

install Monitoring 
Facility Hardware and 

ftwaii ' ' ' 

Create Interconnection 
Plan / Review with 

-arrieil 

Define Carrier Site 
suiremc 

Obtain IP Address 
Care 

Test-
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DCS-3000 Implementation Process 

Gather Carrier 
>rmati 

Identify Hardware 
I Soft 

Install Monitoring 
Facility Hardware and 

jftwarl 

Create Interconnection 
Plan / Review with Identify / Order 

meet i 
Install Carrier Facility 

ardwai 

Define Carrier Site 
juirems 

Obtain IP Address 
jm Care 

Test 
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Questions? Questions? Questions? 

Gather Carrier 
>rmatu 

Identify Hardware 
Sof 

Install Monitoring 
Facility Hardware and 

loftwar 

Create Interconnection 
Plan / Review with 

!arrieil 
Identify / Order 

meet* 
Install Carrier Facility 

ardwat 

Define Carrier Site 
luiremi 

Obtain IP Address 
jm Care 

Test 
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Switch Based Intercepts Course 

U U 

The New Paradigm 
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"Paradigm " Defined 

Paradigm An assumption about the ways 
things work... 
.. .the paradigm shift is a term used to 
discuss the idea of how things are changing, 
the phrase suggests a change in the overall 
way the universe is seen 

UI1Cl\ of NL'UIOI i-'toni I JidioiuiiA. 10 1 \ r iklo.1 <t I hxlaial I Jilioii. 20(H). nu. foX 
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Traditional Paradigm 

c Wires & Pliers' 
- In-band signaling (pen-register and audio over 

the same circuit) 
- 'DNR-like' solutions 
- Pen-register data limited to called and calling 

numbers 
- No intercept capabilities for advanced network 

features (e.g. call forwarding and speed dialing) 
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Traditional Intercept 

Monitor 

Target mmiam, Collection 

Associate 

Access 
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CALEA Paradigm 

'Cables & Tables' 
- Separated delivery of pen-register data and 

audio/call content 
- Switch-based and network-based access 
- Computer-based intercept/collection systems 
- More information available to LEAs (e.g. cell-

site location, SMS, and call-forwarding) 
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Access and Delivery 

Jlcction System 
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GALEA Paradigm 

Call Content Channel (CCC) delivers intercepted 
content (audio and packet data) 
Call Data Channel (CDC) delivers intercepted 
pen-register data: 
- Call Serving System 
- Origination and Termination 
- Answer 
- Redirection 
- Call Change 
- Release 
- Packet Envelope 
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How Long? 

... all major switches have intercept features 
required by CALEA 

By mid-2002 ... 
b2 
b7E 
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DCS-3000 

Initially developed for GSM/PCS-1900 
switch intercepts 
FBI's first intercept system for GALEA 
paradigm 
Windows NT-based Client/Server 
architecture 
- Windows' ease-of-use 
- Flexibility and scalability 
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DCS-3000 Timeline 

04/97 09/00 

b2 
b7E 

pg-11 



pg-12 



pg-13 



pg-14 



DCS-3000 
DCS-3000 is currently deployed in 
field offices and^^H switches: 

b2 
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Switches Intercepted 

b2 
b7E 
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Single Switch Configuration 
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I Fl» Edt View Co Corrmnutor Mp 

i £ * & JI & 
" «•> i . ' - o . . Retoad Home Se«ct> Neu«pe 

J " BookrM*( 4 l Loeaooy' 

k a? a SI 

F) 8 FiwtaMCadS 9 DogFtwbt jg_MewiBe«jrul|TM ' ̂  B ^ j n W P a g " 
- 1 < g T What'* Related 

fllfe W 

CjffiJKlS 

Telecommunication! Intercept and 
Collection Technology Unit 

L 
WELCOME to th« TICTU HOME PAGE 

"New technology. "W threats, new kinds of emm and a shrinking globe are conltnuouaiy creating oew issues Because of thi& conslnntk/ 
changing environment, theFtil must anticipate, plan and prepare lor the future to a deg'ee and in ways never before imagined' 

- Former FBI Director Lauta Freer 

This website contains a wealth of resource matBnals, links to other websites, a list of TICTU personnel, and infotrmlion on future liwning To use 
this sjle: 

b2 
b6 
b7C 
b7E 

' Navigation - JSB the links on the left 
' Viewers • m Downloads, lets user wew materials in vatiQus software formats 
' Active links. - provides links and addresses to olher websites 
' Pnnt - click on the page to print, in the browser window click Ftle, select Print 
' 508 Accessibility - users requiring accessibility are pruwded links where needed 

P|*M«fi*lti»<tocoriUot mMteji.UlBeiSiitt'Mh w i* c» imnmtttn Hie o 

iJwsScnpt error: Type 'kwwtnpt:' rto location for ttotafe ! A _ a . « f f j a _ > * j | 
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Resources 
DCS-3000 

Manual 
Release Notes 
Troubleshooting Tips 

Reference Materials 
Fone Finder (NPA/NPX decoder) 
Carrier-Specific ELSUR Material 
CALEA Data 
FCC License Information 
Course Materials 
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Links 
Telecom Carrier Sites 
Industry Organizations 
Topical News Sources 
Privacy Advocacy Groups 
AskCALEA.net 
North American Numbering Plan 

Reminder; Links not accessible through LBI Net 
LEO Links are accessible through 
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<!m \̂ Telecommunications Intercept and 

An overview of 

Short Message Services 

Chief Technologist 
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DCS-3000 

DCS-3000 software accepts 
messages, capturing and di: 

K N M S i g i s i 

short message services 
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DCS-3000 

Example: 

transmitted to subscriber 

•£ 
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DCS-3000 
I E* _ * ¥*•* Favorites I « * b * 

A* *es/ | -J ,••* L r l , - ^ ^ ^ J 

NEXrELl MESSAOIHC W - . , ^ , . . , . . ^ . . ~~^^^H 

S>nd. Group M*f»Q- • 
| f ^ y ^ ^ | 
1 _r*~ ___,_«__,.-- Insert subscriber s ^ H 

^ r * ^ ^s«iflS!£*,»«..- \A/iroIocQ n n m h p r _____• 
Tutornl 

mis is • 9FIS _ ] • • I _ . U I _ . U J • • • • • • • • • • • • • 

^.;:.r.'i"~;v.r::;:s7,v.r,*"''->u"- ^^M 

lenfWmatl*a: ^ ^ ^ ^ ^ ^ H 

• n t n l *«-•_ .dd'^n. R.FIMTIM', V»U on v<m »w. n-«i«l ™,TT*W foils-*, ^ ^ ^ ^ ^ ^ f l 

£»?_&,_•_£-.—---»--»—"—-*-. ^ ^ 
ItPQlWMHl j * * _ * ! _ * f_»Utpr] ;<-*•--1 ^ ^ ^ ^ H 

Iggggŝ - § & •. I 

^ H b2 
^ H b7E 
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DCS-3000 
Etc E * ¥"£*» F^wites l o o t H * 

A*>es/ " ] 

b2 
b7E • 

• j <•>&) Lf*S 

J b6 
b7C 

Swvt • Giouv M*(i*g* 

[Mil * « tukiaO fa Insert "from" and 
"subject" info 

3 i i i~ 

l^^afllWW^l &&***?**]**$ fOiw?l 

•KM I CW»MW »»»—« I «**•*•«*•! 

=m£5%gSfC.SW««--. 9- fe- <t> 
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DCS-3000 
J-K.H, . 1 «l -» a t - ^ h .IF»™i~ t»*A< .J --S- -> 

I'd*'* I 
b2 

""b7E~ j c'Go 

MESSAGING 

Hi Chen* Matn^ct 
M( Mvn n ••!••) 
•MitM* Statu* 

Insert message text 
This i s a SMS t e s t ! 

b 6 
b7C 

tenflrniMlaiii [" 

M tf* rwrni o* our letttttkt-l&i 

IwMiiimt*) |**»*>ii"^u5*1 fdw| 

•9- fe_ <t> 
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DCS-3000 
| He £dt V*w F ^ c r t w loots 0 * 

I Ml MESSAGING 

Sand * Cr»u« » •« ( *q> t^—I Click on "send" or 
schedule for later 
transmission 

•l B~ 
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b7E 

b6 
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DCS-3000 

CJ.U. u c n i m i tor i 

OH | Di«cgon 1 ̂ MOWB/TPB _ J I n w 'wTySKyTaw ] Omim JCITWFD^H I SWCelP 

] MSISPM I PfflNt NUM | OSE ID I W W w T s 1 DP* | LOC I DWL PC 110 FillER I SMS 

• S a v e r s . 1 of Recorder: C Wf f ian t Type: Pe 
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TICTU East Coast Conference 
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CALL DATA CHANNEL CALL CONTENT CHANNEL 

TCP/IP 
Typically 56K (or 
greater) dedicated 
circuit 

• UDP/IP over CDC 
• VSELP encoded 

MOTOROLA 
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The Switch-Based Intercept Team develops, procures, and deploys 
capabilities to perform pen-register. Title III andTitle 50 interceptions on 
emerging telecommunications networks. The Team develops, deploys, and 
maintains capabilities for conducting electronic intercepts, direction 
finding, and terminal identification on emer«in« wireless 
telecommunications networks. 

CS 3000 
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Switch Based Intercepts Course 

U U 

Basic Troubleshootin. 
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Reference Model 

Application Layer 

Network Lavcr 

Physical Layer 
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Reference Model 

Physical Layer 
- mechanical, electrical, and procedural 

interfaces, and the physical transmission 
medium 

• Phone line connection 
• Ethernet connection 

RS-232 serial connection 
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Reference Model 

Network Layer 
- Responsible for routing packets from source to 

destination 
- TCP/IP, X.25, RS-232 protocol layer 

• Routers 
• Modems 
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Reference Model 

Application Layer 
- Software layer 

• DCS-3000 Server and Client 
• Switch call intercept system (e.g. SDM & CI PC) 

- Responsible for decoding, processing, and 
storage 

• File transfer 
• ASN.l decoding 
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Troubleshooting Tools 

trace route 
- Useful in identifying and debugging IP routing 

problems 
- Next logical step after a failed ping 
- 'tracert' for Windows NT; 'traceroute' for 

Cisco IOS 
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Troubleshooting Tools 

Displays the status of TCP/IP network 
connections to and from the local computer 
Shows TCP ports being used by applications on 
the local computer to communicate with remote 
computers and devices 
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