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. ‘ . Page 1 of 2

From: Help.Desk
Sent:  Thursday. June 19, 2003 5:55 PM

ke
Subject: TSCD Submission - Site 17 AL - 08/19/03 1545:] o b 7e
TECHNICAL SUPPORT CENTER DESK INCIDENT
REPORT
TSCD Type: Regular Hours
Call Type: Initial
Date of call: 06/12/03
Time of call: 1545
Date call returned: - 06/19/03
Time call returned: 1600
‘Site calling: 17 AL
Software baseline: oo
. Site Contact: ﬁf
Callers phone number: E?P
Englineer: h7;
Category: c

Proble;h Description:

| The DCS3000 was connected in
|

. b2
The user ran a test YLIE
I I T I T Was gD oonfirm the problem,
however, what he noted was ti:.mmmau_
-appeared to work fine (i.c..
Action taken:
Prior to placing the helé desk call, the user had already
b2
k6

ALL INFORMATION CONTAINED
10/4/2006  HEREIN IS UNCLASSIFIED
DATE 06-04-2007 E¥ 6517SDMH/ESR/LHF
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Page 1 of 2

From: Help.Desk
Sent; Wednesday, September 24, 2003 2:09 PM

Subject: TSCD Submission - Site’ 09/22/03 1752 |

b6
b

TECHNICAL SUPPORT CENTER DESK INCIDENT

REPORT

TSCD Type: Other ‘ ?SQIE
Call Type: . Initial
Date of call: 09/22/03-
Time of call: 1752
Date call returned: 09/22/03
Time call returned: e
Site calling:
Software baseline: ¥
Site Contact: k6
Callers phone number: biC
Engineer:
Category: I
Problem Description: b
L7
Dhad several problems:
1: He wanted to know how to save a transcript to a-floppy
2: 0od3 will not archive
3: The case ID on the sessions that were being sent to them
by WFO was wrong and he wanted to. change it. )
4: He had gqueue = 3 for odl in the system status wlndow. He bz
said that this has not changed for & very long time. h7E
up on the dcs3000 system.
Action taken:
1: I walked him through saving a transcript to a floppy.
2: Cycled power on the drives and it started working.
3: I told him that he can't change the case ID. If it's
wrong, he has to call the site and ask them to correct it.
Iz
. bIE

5: I told him I'd investigate this and give him a call
later. He said to call him on Friday.

~ ALL INFOPMATION CONTAINED
. HEREIN I3 DNCLASIIFIED
DATE. 05-04-2007 BY 55179 ‘KSR
10/4/2006 TE. 05-04-2007 BY §31739DMH/KI3R/LEF




. . ' Page 1 of 1

From: Help.Desk
Sent:  Tuesday, November 05, 2002 5:11 PM oo
Subject: Help Desk Submission 4 11/05/2002 1325 - bL7E

DMW SUPPORT REQUEST/INCIDENT REPORT

Help Desk Type: Regular Hours

Call Type: Initial

Date of call: 11/05/2002

Time of call: 1325

Date call returned: 11/05/2002

Time call returned: 1325

Site calling:

Software baseline:

Site Contact: b6
Callers phone number: b

Help Desk Engineer:
Category:

Problem Description:

ke

Some of the telecommunications providers that they deal with hC

had indicated that they wo roviding their feeds in a
CALEA format from now on. | anted to know what he
needed to do to get his TIU ready to receive these feeds.

Action taken:

I explained that he needed to get in touch with ERF and find
out the status of the firewall between the TIU system and
the DCS3000. {the network interface on which the CDC would be
provided). I explained-that at present it would be a
security violation to connect the CDC from a
telecommunications provider to the TIU system.

He indicated that he would contact ERF concerning this
matter -and call us back to discuss the audio {CCC) portion
of the connection as soon as he had more information on how
it would be provided.

Status: CLCSED
Date/Time Call Completed: 11/05/2002 1350

Control Number: ' 02-

ALL INFOPMATION CONTAINED
HEREIN I3 UNCLASSIFIEL
DATE *05-03~2007 BY 55175DMH,/KSR/LUF

10/4/2006




* .

ot :
From: - Help.Desk :
Sent: Thursday, October 31, 2002 1:23 PM : ks

To: Help.Desk

b7C
Subject: - % Submission - SiteI - 10/31/2002 0850 -- )
3 :

DMW SUPPORT REQUEST/INCIDENT REPORT

Help Desk Type: Help Desk Pager

Cali Type: Initial
Date of cal:  * 10/31/2002
Time of call: 0850

Date call returned:  10/31/2002
Time call retur‘ned‘_Q.ﬂﬁ.Q_I
Site calling:

' Software baseline!
Site Contact:
Callers phone num
Help Desk Engin
Category:

TT5o
~) =1 Gy N

3
MG

. ' b2
Problem Description: b6

"md noticed that he had been receiving pen . bhic
information from the DCS3000 for one of his lines overnight ©7E
but that h| fhad not recorded anything for
" the night. ’

Action taken:

First we had him print all of his running processes from the
record server and fax them to us before rebooting his record
server. When we reviewed the list of 'r'unning processes
everything wds accounted for (including RS_Announcer and
SSR). However, he was still not recording following the
rebaot.

We discovered that both of his lines had a status oﬂ |
e checked the scheduling information

e OK. When we tried to
disable/enable either of the lines we would get "Invalid
host/channel pair specified” messages in the advisory log.

We checked the channe! values, line ids,_and enable status
of the lines on the TIU and the o verify

1

ALL INFORMATION CONTATNED
HEREIN I3 UNCLASSIFIED
DATE 05-04-2007 BY 55175DMH/K3R/LIF




“that they were in synch. We tried stopping and restarting
the tiusry, ~ .

Eventually we had to stop the tiusrv, and then
disable/enable the lines on fhe|:of the system.

At this point the status for both lines converted from[____] k 2
d when we restarted the tiusrv everything appeared to be }:i -
working. | Jmade a test call and verified that the WTE

system was now recording.

Status: CLOSED | -
Date/Time Call Completed: 10/31/2002 1000

Control Number: 02-____

]




‘&

. ®

I (OTD)CON)
From: e __DTD)(FB)
Sent: L 06 11:13 AM
To: (ITOD)(FBA
cc: (OTD) (FBI fotp)cony_ ]|
{OTD) (FBI) . ) ba
Subject: FW: SBITs Dell Server in Highbay . ) : 0o

uc
! . e
% Fe
-——Qriginal M )
From: KOTD) (FBI)
Sent: Tuesda 09, 2006 11:16 AM
* To: (OTD) (FBI)
Subject: FW: SBITs Dell Server in Highbay
UNCLASSIFIED
NON-RECORD

o

UNCLASSIFIED
NON-RECORD

™

Here is the list of F numbers for the 2003 server licenses.

1. Names of person(s) that will utilitize these licenses (if known - if systems will be used randomly
by various personnel, then just state as such).
Various tech agents in the Field

2. State whether licenses are for FBI Employée or Contractor use (breakdown the quantities if
necessary).
FBI Employee

3. List the Property Number of each computer system that license will be used on.

)

' SBITSERVERHIGHB

AY.xis (18 KB)
4, State whether computer system(s) is a server, desktop or notebook b2
Server ‘ L7E

5. State the enclave, Program and'lg,anmamﬁ system is connected to (such as FBINET,
SBUNET (formerly Internet Cafe) etc.), along with the system classification
Unclass DCSNET ’

6. Provide a justification that identifies the business requirements for the software
DCS-3000 systems

7. Provide the name of the approving official, title (at FBIHQ, must be Unit Chief or higher; for Field
OfﬁcesE must be the SITS or Lead ITS), and the Unit/Section/Division.

ALL INFORMATION CONTAINEL :
HEREIN I35 UWNCLAZSIFIED 1
LATE 06-05-2007 BT 65179TEH KSR/ LHF




;;l |-|ere are the server machine SN and F#s. When we get the pricing from HQ we can compile all the e-mails and
this list and get wi

UNCLASSIFIED
NON-RECORD

o6
b7

Here is the list you requested , If you need any more info , please let me know.

l |
Logistics Technician
ERF Quantico, TICTU-1822
703

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




-----QOriginal M —
From: TD)(CON)
Sent: 6 8:52 AM
To: [ [TOD)(FBI)
= ot e E—
Subject: RE: win 2003 server image '
Importance: High
UNCLASSIFIED
NON-RECORD.

We are looking to purchase 30 of the Enterprise licenses bringing our transfer to
$73,500. We will not be able to wait until after June 15th to purchase them, k%
unfortunately. Do I need to touch base withl [to get the information o7
to transfer the funds? :

This is for DCS3000, which is on the major projects list.

Thanks,

r

OTD/ESTS/TICTU e
(0) 703 P
(F) 703

--=-Qriginal M
From:
Sent:
To:
Subject:

UNCLASSIFIED _ﬂ
NON-RECORD e

ITOD)(FBI)

006 6:18 AM
{(OTD){CON) (OTD) (FBI)
image

Are you looking for Windows Server standard or enterprise - and are those
the only Microsoft products that you require? To save you some steps -
Windows Server Standard is $754.14 per license, Enterprise is $2449.98
per license. Note that these costs decrease by around 15% or so after
June 15 (so if you are deploying after June 15th, you would probably want
to be paying in our next anniversary cycle of the ELA).

Also, as a side note, is this project on the FBI's list of major projects,
which is required by the CIO and FBI executive management?

-----QOriginal M
From: TD)(CON)
Sent.. 006 3:27
D) (Fani krrooyreny
Subject: server image
UNCLASSIFIED

NON-RECORD




. ® @ 2

Version No: Hardware Model: ©7E
Patch?: NO # of Hardware Purchased:
Security Patch?: false Reported to DOJ?: false
Manufacturer: ' _
# of Lic. Purchased: ]If;;’ -
VENDOR INFORMATION: -
Name: RPORAT INSTALLATION LOCATION:
Contact Persol | Version/Model No.:
Phone #: anufacturer:
Web Address: - Operating System: WINDOWS 2000
Testing
Pimary Developer: Phone:
Date Assigned: Ext:
Acknowledged Date: Pass/Fail:
Acknowledged By: :
Completed Date:
Completed By:
Testing and Comments:
n/a
APPROVAL INFO.
APPROVED GROUP: APPROVED BY: APPROVED DATE: ACTION:
SO REVIEW 01/17/06 13:40:28  Approved
PENDING APPROVAL:

Approval Comments:

bs
b7cC
-Description
Justification/Comments:
01/17/06 13:40:27 byl _jpproved)
(01/17/06 10:51:08 b
Support of DCS3000
(01/17/06 10:43:54 b2
b7E

UNCLASSIFIED

UNCLASSIFIED




Estimated Purchase $:864.00 Total Purchase $:
Estimated # of Lic: Purchase Date:
Estimated # of Items: 75
SOFTWARE INFORMATION: HARDWARE INFORMATION:
Category: Category:  Workstation
Meanufacturer: Manufacturer: _ AMAX fNGINEERING CORPORAT b2
Version No: Hardware Model: . 'k
Patch?: NO # of Hardware Purchased:
Security Patch?:  false Reported to DOJ?: false
Manufacturer:
# of Lic. Purchased:
VENDOR INFORMATION:
Name: AMAX ENGINEERING CORPORAT INSTALLATION LOCATION: N
Contact Person: | | Version/Model No.: : b6
Phone #: Manufacturer: bC
Web Address: Operating System: WINDOWS 2000
Testing

Pimary Developer: Phone:
Date Assigned: Ext:
Acknowledged Date: Pass/Fail:
Acknowledged By:
Completed Date:
Completed By:
Testing and Comments:

n/a

» .~ APPROVAL INFO.
APPROVED GROUP:—MBDGMENNI APPROVED DATE:  ACTION:
SO REVIEW 01/17/06 13:40:28  Approved

LY

PENDING APPROVAL:
Approval Comments:

ke
kic

Description

Justification/Comments:
01/17/06 13:40:27 by (Appraved)

(01/17/06 10:51:08
Support of DCS30C

(01/17/06 10:43:54

k7R




) L] ®

DTD)(CON)
From: L JioTD)(CON)
Sent: i 2006 7:16 AM
To: OTD) (FBI)
Subject: RE: UPDATE: Remaining Funds

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ok
a5
)

Thank you

[ 1
OTD/E

(0) 703 _ be
(F) 703 . k7c

----Original

From: TD) (FBI)

Sent: 2306 3:08 PM
To: OTD)(CON)
Subject: RE: UPDATE: Remaining Funds

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

is preparing regs for approx. $25000.00.

pecial Agent
Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quanti inia : b6
7 M h7C

-—--Original Message--—

From: ! E 'l D){CON)

Sent: E] 11:10 AM

To: I |0TD) (FBI)

P e— oL E— T
Subject: ; nds

b6
|Sle]

Just an update from our last meeting on Friday (May 5th). Below shows the progress:

DCS6000 Services:

$503 591

-200,000 (BAE - 6S 12/13 type support - In process)

$303,591 ' .

-150.000 (AQC - Additional Support for DCS6000 - Added on existing Req £E002732)

$153,591 '

= 73500 (Transfer to purchase Software Licenses for DCS3000 { | HQ has ne more $$ to

purchase any more this year)

ALL INFORMATION CONTAINEL 1
HEREIN IS5 UNCLASSIFIED
LATE 06-05-2007 EY 65179IMH/ESE, LNF




From: | JoTb)CcON)
Sent: 17 PM

To: OTD) (CON)
Subject: FY03 & FY04 Planned vs. Actual

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Fyo3

DCS5000

Planned $17,000,000
Actual $16,778,331

DCS6000
Planned $18,401,085
Actual $17,953,301

DC53000
Planned $4,154,638
Actual $4,116,667

FY04 ,
DCS5000 -
Planned $11,220,000

Actual $11,847 873 (plus another $6,502,830 from other Cost Centers)

DCS6000
Planned $17,000,000
Actual $17,298,723

DCS3000
Planned $3,535,507
Actual $3,525,469

OTD/ESTS/TICTV
(0)70
(FY70

SENSITIVE BUT UNCLASSIFIED

Tracking: Recipient
| {OTD) (CON)

ALL INFORMATI O CONTAINED
HEREIN I3 TNCLASSIFIED
DATE D6-05-2007 BT &6517SLIMH/ESR,S LHF 1

Read
Read: 6/28/2006 11:13 AM

k6
hic

6

h7c

e
b7C




‘ . . Page 1 of 4

Trip Report
Date Submitted 2004-03-08
Approval Status ~ Approved

Approved By ‘

Created By o2
ke

Program iC

Site Name 48 : L7E

Task Order (TO) # 04-07878-00406-000

Equipment Order

(EOQ) #

R&M Ticket #

Team Members

Date Trip Began  2004-03-01

Date Trip Ended ~ 2004-03-05 0o

Purpose Trip taken to support testing of One-way-push. Site POC was

, t&lso met thhl bn site.
Trip Results

Summary:

Updated site's TIU from| |
| |Analyzed site traffic to assure that
CDC received by DCS3000 was received by the TIU and

ultimately by the Record Server. All testing successful.

Detailed Report
Monday, 2004-03-01

Flew fro Dulles to site.

4LL INFORMATION CONTAINED
HEREIN I3 UNCLASZIFIEL
DATE 05-05-2007 BY 65179DMH/K3H

At this point there was still an alignment problem between

10/4/2006




° | Q Page 2 of 4

Circuits and actual audio not found until Tuesday.

Tuesday, 2004-03-02

identified messages that were not received over

Tz

b7c
i ilad entered into thl | IhE

urther investigation and conve?aﬁ.nns.\mh_
esulted in an understanding tha

d I ran through all the logs for the prior night, and
e exception corrected above, found that all sessions
were recorded and contained all of the expected CDC.

Iand I then went back and compared the Iogs with
e sessions on the record server for 2004-02-T2and found b2
that al sessions were recorded for this day also. t?«
SNAU
5 }k) i E

I fi .und.thm:uueulnot receiving the audio associated with
th There was still a mismatch between
b Circuits in Physical Pons:YValked me through the
BIE changes t{ JhalWere required. -

rt from| @J I; YU

_ jvas pleased with workings of VU Meter and
Live Test capability.

hoted that voice level inputs were very low relative to
tone level.

Wednesday, 2004-03-03
b6

jved before :Iand entered alone as precoordinated as h7C
eeded to arrive late.

I reviewed the All Subject Log and compared it to the s
bR

. 10/4/2006




. ‘ Page 3 of 4

Playback Directory. Everything was accounted for. All CDC -
was received in duplicate (at DCS3000, TIU Logand -

Telephony Log) which resulted i ease
message creating its own sessio ntacted
and new how to correct. ~

k2
bs
Discussed results with ‘}IL) 7”}5
Both seemed satisfied. b

fﬁon results td

Spent some time demonstrating new features and providing

wa& training tq [Site Operations) and
Thursday, 2004-03-04

Personal day.

Friday, 2004-03-05

Return trip to Dulles, VA,

Requested Changes

The following enhancements were suggested. ] indicated that
1 would note these but that they should be submitted through
proper channels also.

b2
. taould very much like a displayed linear b6

e Analog CCCs in addition to (or instead o b:E
the Physical Port IDs. LIk

. jpgain raised the CCC/CDC correlation issue
associated with the lack of a unique CCC ID for certain

inputs.

. ?nd I were both very frustrated that the VU Meter
only works if there is a connection fromm the TIU to
the Record Server. If you are using the VU meter to
find a signal amongst many unused inputs it is useless.
This is exactly the case we had and we have a real need
for this in diagnosing problems. It is not reasonable to

b2z
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Message . . rage 101 i

From:| | (OTD) (FBI)
Sent: Tuesday. July 19. 2005 7:51 AM
To D) FBI)| I ""‘“‘I(CON) ‘
Ce (OM) ;) OM 0OTD)
(FBI); TOL . E, :
| JITD) (CON]
(OTD) (FBI) (OTD)(CON); OTD) (CON)
Subject: RMS 101411-

Importance: High

ENSITIVE BUT UNCLASSIFIE )
NON-RECORD D6

Eis RMS to your group.

This should be handled as expeditiously as possible.

RMS 101411 -Omaha Division is requesting a! Imodel 3%
after reviewing a communication which indicat on TOV tobe used. This ~7%

KVM will connecwthe FISA and Criminal DCS3000's and will replace the existing KVM

which is made b Thank You!

b6

(703} | b7C

SENSITIVE BUT UNCLASSIFIED

ALL INFURMATION CONTAINED
HEREIN IS DNCLASSIFIED
DATE 05-05-2007 BY 55175DMH/K3R/LHAF

file://SAESTS\TICTUADCS%205000%20Library\SITE%20FILES\Site%2040%20(OM)\R... 10/4/2006
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Message ' | . Page 2 of 3

NON-RECORD

HY)
b7

Thanks for getting the new circuit in. Re your other questions,

1. We are still scheduled for October 3.

2. The only DCS equipment | wouldn't mind help with is the DCS5000. | have ordered lines in St Louis
and will be transferring my FISAs there temporarily so that we don't lose any data, so there is not a big
hurry to get my system running, and we can physically move the system there, but | wouldn't mind having
Raytheon get the stuff running again. But this can happen later in October, when things aren't as hectic, as

St Louis will be collecting. :

3. 1 don't know whether or not the T1 cable has been run already. I~as out but | don't know what all
they did. Is it any big deal running the cable? If notwe candoit. '
4. | would love to have rack-mounted DCS3000 if that works out.
5. Our new office is about 4 miles from the old office.

Thanks;;Also, i—'YJ. | won't be here during the move (Pakistan 9/30-10/10; BAE annual conference
10/12-18) so If Raytheon comes out it probably should be after that.

--—~-0Origina) Message—--

From (OTD) (FBI)
15, 2005 3:33 PM
) (CON)
o1D) (FBD)| 1) (FBI)
Division Office Move
UNCLASSIFIED
-RE! D

o

Your circuit at the new building is in. leﬂs me it was installed to the 2nd floor phone roorri in
slot 5. Here are the circuit iDs:

b2
b6

5
> 70

L7E

Got a few questions for you:

Are yall still on schedule to move on Oct. 3? Will you need help moving the DCS equipment? Will
you need any help running the T1 cable to the equipment room? Wil you need rack mounted
equipment for the new space? About how far away is the new office?

Please let us know how we can help.

thanks!
-—---Original Message-—- .
From:i (SI) (CON)
Sent: [ August 16, 2005 2:03 PM
To {OTD) (FBI)
Subject: Springfield Division Office Move
-UNCLASSIFIED
NON-RECORD

b2
10/4/2006 1i&




Message 1 ' Page 1 of 4

Fron INO) (FBI)
Sent: Tuesday, October 11, 2005 12:50 PM
To: 1

I Ho) ccon)|

© (OTD) (FBD
Cc] 1TD) (FBI] DTD) (FBI)
Subject: KE: itrep .

a | |
(IDL(FBL:
O1D) (FBI)

-, 7>
s

ba
b7c
h7E

UNCLASSIFIED
NON-RECORD

L1

Prior to making the decision 1o leave thmn place, we spoke with Raytheon and somebody from CSOC
{or whatever its called now) and all said or it would be safer to leave than move. So that is what we
did. Currently the closest place to put it would be in a warehouse in Baton Rouge, so for secunty purposes, ete,
in my opinion it is best to leave it where it is.

Scﬁ'—l'm_ﬂ_b"

Technical Advisor, New QOrieans
-----Original Message-----
_From:i b1D) (FBI)

Sent: Friday, October 07, 2005 1:04 PM

To: OTD) (FBI); 7 Ho) (cony: (OTD)
(CON NO) (FBI); ) (FBDY] TD)
(CON (OTD) (ERLE (OTD) (FBI); OTD) (FBI)

Cc: ITD) (FBI); TOTD) (FBI) |___J

Subject: RE: itrep

UNCLASSIFIED

NON-RECORD

3 m e
We need to discuss the removal of the system from the NO site. 1 spoke tMNO) "
yesterday. He informed that the workstations have been removed from the site where, but
the system is still intact there in the CMP. It is powered down and wrapped/covered with a plastic tarp.

Do we want to send a crew down to remove the system (preserve the hard drives, etc.)? Do we want to
have it shipped here to ERF, to another site? 7777

Program Eangar - Enterprlse Operations Services

Elsur Technology Management Unit (ETMU)

- Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
EREF,

Tel:
P

-—-QOriginal Messag

From 0) (CON)

Sep ) 2005 3:12 PM

To OTD) (FBI); (OTD) (FBI); (NO)
(FB &LL TNFUPMATION CONTAINED

HERETIN I3 UNCLASATIFIEL
DATE 056~05-2007 BY 55179DMH/K3R{LHF h2

L7E 1/4/2006




Message

. : ‘ Page 2 of 4

cel ) (FBY) | (o™D) (con)| Lamy
(FBI] FBI) (0TD) (coN)d |
(OTD) (FBI); OTD) (FBI)| [oTD) (FBI)

Subject: RE: itrep

UNCLASSIFIED

NON-RECORD

’ Tbﬁ
;ng the Houston office closure during hurricane Rita | installed a DCS 3000 in the Shreveport RA 1,7~
and prepared the VB lll for a pending case. The system is prepared to collect for New Orleans if
need be. As far as the T-50 system | am waiting to see what NO decides to do. We will be sure to
be available to install the system and get it going for them when they are ready and know where its
going to be. When | have any further updates | will be sure to include you in the communications.

We really dodged a big one by Rita going through SE Texas instead of Galveston and Houston.

0)

0O-1)
Elsur Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS})
Operational Technology Division (OTD)

Fax)

EDesk)
Cell)

Iy o

FromI !OTD) (FBI)
Sent: Thursday, October 06, 2005 9:40 AM

To 0TD) (FBI)ﬁ__L@IO) (FBI)

cd Y (FBI) {QTD) (CONY{ ]

) | (OTD) {FBI HQ) (CO
If':r'_mlom) (CON); OTD) (FBI TD) (FBI);
(OTD) (FBI)
Subject: RE: NO Sitrep :

UNCLASSIFIED
NON-RECORD

Do we have any more info on the New Orleans status? ;3 .
Have we recovered/evaluated the DCS 50007? ' o
Do we anticipate a temporary requirement in Baton Rouge?

Any other info???

From DTD) (FBI)
Sent: Thursday, Septembper 22, 2005 4:31 PM

To NO) (FBI)
Cc b) (78D ] como) (cony;| |
D) (FBI);

bz

7E

10/4/2006




Message

1' , i Page 3 of 4
(FBI)EF'FW"NU'SFEQ_I(HO) (con
Subject: rw: P

Importance: High

UNCLASSIFIED
NON-RECORD

NO)
(TICTU) (FY))

RE: DCSP Support

FYi, Eout of the Houston office} has evacuated Houston because of

RITA's path, and is now in the Shreveport RA. Hiscellprone#id ]  ®6_
His cell phone coverage is spotty but you should be able to call the RA directly to b7C
locate him. He can be available to assist in checking out CMP collection systems
equipment and/or relocating the equipment out of the NO office.  All this said, you

may have already been in contact with him, so I'll leave it in your hands. ﬁed

or more, assistance, please don't hesitate to email or call an
myself will see that you get it.

- rations Services
Elsur Technology Manegement Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD}

E]
Te
Ce
Fy
—---Original Mes: — '
From ITD) (FBI)
Sent: Mon tember 12, 2005 4:38 PM
Ta TD) (FBI);| [oTD) (cony;
ITD) (COM) '
A NO) (FBI (ITD) (FBI)
Subject: FW: Sitrep
: k&
UNCLASSIFIED N
NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming.
iginal Message—--

—

¢

NO) (FBI)

Would ya’ll forward this to whom ever you may think needs it, especially in the TICTU
realm. Tomorrow, space management and FBI movers will commence moving all of
our TA/ET/CMP equipment from New Orleans to our new offsite located at an
abandoned car dealership in Baton Rouge. This includes moving all CMP equipment

bz

10/4/2006 b7E




Message ' . Page 40t 4

/

(Voice Box, DCS3000, Q
During this move | am stre thing e damaged. We cannot leave anything in
place for space management is to begin gutting our entire field office next week. Ina

perfect world, we will be back in our New Orleans office by the end of May, or early
June '08. In the interim our division will be scattered in bidgs from Covington, LA to

Baton Rouge, with Baton Rouge having several bldgs housing different programs. {
have asked TTHcontact TICTU, et al to heip set up temporary DCS b2
3000, etc in our Shrevepo . As for as any CMP down here, | do not know at this Lo

time how that will evolve, but once we get all equipment up here in BR, perhaps BAE h7e
could send some contractor types to check out all of cur equipment. Also, | am sure e

we will have to surplus equipment but we wilt take it one step at a time. B7E
E;t I may ask for a few TTAs in the next week or so to come and help set up our
ace. There is a TR# associated with this that | will get for you ifiwhen needed.
Lodging is still an issue and anyone who comes should be prepared to sleep in TRU
tents (A/C'd) or in our new space on cots. Just let those interested in coming what the-
conditions are. | will speak with you more on this when the time comes. | am the only
TTA in NO that did not have significant damage t my house. All others are out til at
least 10/1 on admin leave. , '
That's it for now. I'li keep you posted.
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
b2
b7E

0/4/2006
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. '}\/Icssage —. ’ Page 1 of 2

From| OTD) (CON) ,
L(RH) (FBI |
1); RH) (FB ‘
Subject: RE: PDF Copies of your documents
SENSITIVE BUT UNCLASSIFIED 6
NON-RECORD ‘ k7C
pﬂwe piece of gear that was connected to the portable and DCS3000 e-Way Push..
emove all components of the One-Way Push and store them in a safe place un mes down to

reinstall on your new system. The portable should be packed up and shipped to Raytheon as soon as possible -
sorry we didn't get the portable packed while we were there.

%5? U §upport Contractor @ ERF ke
BAEI%nformation Technology le7C
703

----Oriﬁlnal Message-----
From: TD) (CON) ~

Sent: Thursday, June 30, 2005 12:09 PM

Toil? y (FBD)] ) (FBI):IDTD) (FBI)

Cc: [OTD) (CON)
Subject: RE: PDF Copies of your documents

ENSITIVE BUT UNC SIFl

NON-RECORD
F'm copying] before | call you back as | have no idea what the piece of gﬁuipment is
at you are referring to. Il either get some enlightenment and call you back o ill call
you back. ‘ ~ 2

15Y3)

78
-----Original Message-----
From] XRrH) (FBI)

Sent: 5 11:17 AM
To (OTD) (CON)
Su : RE: pies of your documents

SENS BUT UNC SIFIED
NON-RECORD

Just a s leaving, | remembered a while back that a piece of equipment was installed on our
1 do believe that its purpose is to push Pen Data from our DCS-3000 to our

%m set up a time for this system to be moved to our new one. Please contact me af]

ALL INFORMATION CONTATNED
HEREIN IS UNCLASSZIFIEL
Thanks, _ DATE 06-05-2007 BY 55173DMH/KSR/LMF

- 10/4/2006
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Message t Page 1 of 2
me%l _ |oTD) (FBY)

Sent: Thursday, September 22, 2005 9:03 AM

Tol OTD) (CON)

Ce |(OTD) (FBI); ;29

(OTD) (CON) DTD) (CON); (OTD)(CON)
Subject: RE: KWana vB systems . ‘

SENSITIVE BUT UNCLASSIFI

NON-RECORD
2
copied a message from the TA ([ “Jin New Orieans which will provide an update of h7C
their current situation. L7E

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space

management and FBI movers will commen: oving all of gur TAJET/CMP equipment from New Orleans to our
This includes moving all CMP equipment

During this move | am sure things will be damaged. We cannot leave anything in place for space management is

to begin gutting our entire field office next week. In a perfect world, we will be back in ocur New Orieans office by

the end of May, er early June '06. In the interim our division will be scattered in bidgs from Covington, LA to

Baton Rouge, with Baton Rouge having several bldgs housing different programs. | have asked TTAF _
to contact TICTU, et al to help set up temporary DCS 3000, efc in our Shreveport RA. As for as any own
here, | do not know at this time how that will evolve, but once we get all equipment up here in BR, perhaps BAE
could send some contractor types to check out all of our equipment. Also, | am sure we will have to surplus
equipment but we will take it one step at a time.

O ——
Fro OTD) (CON)

Sent; 733, 2005 | ‘
rnwmb(&or)o) (FBI o) (FB1;[_______](0TD) (FBI); e
FBI >
Cci | (OD) (cony; OTD) (CON) b7e
Su L FW an Systems

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYl

~—-Origi —

Froml Jorp)(con)

Sent: Wednesday, September 21, 2005 1:29 PM

 m— o
Su

o ALL INFORMATION CONTAINED
SENSITIVE BUT UNCLASSIFIED )
f; T‘.l':"é ggT NCLASSIFIED 1 ppry 15 (NCLASSIFIED
NON-RECORD DATE 06-05-2007 BY 65175LMH/KSR/LHF

10/4/2006
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DCS6000/Digital Storm

System Security Plan
(SSP)

December 16, 2002
Version 1.3 ~December 16, 2002

—trznared For: ke

Chief, Information Technology Security Unit (ITSU)
Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Room 9483
Washington, DC 20530 -

Prepared By:
The ITSU Team
FBIHQ

BLL INFOPMATION CONTAIMED
HEREIN I% UNCLASSIFIED .
DATE 05-05-2007 BY 53517%DMH,/K3R/LUF
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Figure 1.2 VoiceBox III (VBII) Architectural Overview

Ly -t )
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PG-3




LJ @

LIMITED OFFICIAL USE ONLY

1.6.4 Accreditation Boundary

The DCS6000/VoiceBox III may use it as a stand-alone system or in conjunction with the
DCSNET and DCS3000 CALEA-compliant system. The telephone lines connected to
this system are passively monitored by FBI personnel for the collection of Title 11
evidence and cannot be used to alter the telephonic digital data received or to penetrate
the systems themselves. With this in mind, the accreditation boundary for both Digital
Storm and DCS6000 envelops all Digital Storm/DCS6000 system hardware and software
but does not include the telephone lines that are to be monitored or the DCSNET and
DCS3000. To increase the security and isolation of the Digital Storm/DCS6000 from the
DCSNET and DCS3000, a Cisco PIX Firewall is installed within the boundary of the
Digital Storm/DCS6000 network. The firewall is strictly configured to only allow access
to the VoiceBox Recording Workstation for the purpose of retrieving CALEA data from
service providers by way of the DCS3000 network and for management in the updating
of anti-virus definition files provided by the DCSNET network for the McAfee
VirusScan software. In addition utilizing the secure DCSNET as a conduit the firewall is
strictly configured to allow access to the VoiceBox Server for remote administration by
the NetOp Host/Guest application. This configuration will restrict remote administration
to the specific IP addresses of designated guest machines and the specific TCP ports for
the application. This remote administration application is used mostly by ERF personnel
to support the various DCS6000 systems deployed throughout the country in the field
offices and resident agencies. Additional locations as designated by ERF management
may be configured to allow remote administration by privileged users within a field
office to maintain multiple systems within their area of responsibilities. The following
figure generally depicts this accreditation boundary.

—
LIMITED OFFICIAL USE ONLY -
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hacker methods. Such an effort would not only be highly risky and time-consuming but
also be easily detected.

As with most information systems, the greatest threat to the DCS6000/Digital Storm
would come from the inside. Users, who have access to the system at various levels,
could damage, alter, or erase data and destroy system hardware and software. They also
could use the information gathered by it for profit by passing on the collected information
or by alerting those being monitored. Fortunately, the FBI people involved in Title III
cases have undergone a very thorough screening process in order to work for the FBI, and
many of these same people are involved in one way or the other in closely monitoring
their own Title 111 operations.

1.8 System Interconnection/Information Sharing

Digital Storm/DCS6000 is connected to the DCSNET and DCS3000 networks for
CALEA compliant data and as a conduit to allow remote administration by designated
personnel. ‘

1.8.1 Sensitivity of Information Handled

The information processed by the DCS6000 and Digital Storm fanges from unclassified
to sensitive-but-unclassified (SBU). No classified information is processed by these
systems. E

1. 9 Applicable Laws and/or Regulations Affecting the System

In addition to the numerous laws, regulations, and policies listed (i.e., subsections 1.9.1
and 1.9.2 immediately below) that influence the operation and modification of all current
information technology (IT) systems and the development of new ones, the development
and operation of the DCS6000 and the conduct of those personnel who are part of its
operation, have been, and will continue to be, rigidly controlled by the mandates of
United States Code 18, Crimes and Criminal Procedure (i.e., 18 USC 2510 et seq., 2701
et seq., and 3121 et seq.). Virtually every activity associated with an FBI electronic
surveillance operation is performed with these requirements firmly in mind. This system
and the people who operate it must comply with all the legal requirements that this code
stipulates for the conduct of every aspect of FBI electronic surveillance operations.
Moreover, the system was developed with a set of security policies integrated into it that
help enforce compliance with those requirements during its operation. Finally, the
personnel who participate in the operation of the system are closely monitored to ensure
they comply with this code. These inherent security components of the DCS6000 system
itself and of its operation collectively provide an additional layer of information security
that is not present for the operation of most other IT systems that handle SBU
 information.

LIMITED OFFICIAL USE ONLY
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| With the exception of those instances when 1t 1s connected to the
DCS3000 (CALEA) system, the DCS6000 system and its personnel passively monitor,
record, summarize, and store voice transmissions over telephone lines and share no
connections or data with outside systems, networks, or major applications.

e
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Federal Bureau of Investigation

Operational Technology Division
Telecommunications Intercept and Collection
Technology Unit

Data Exploitation Conference
January 2006

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED PG-1
DATE 06-05-2007 BY 55172DMH/KSR/LUF
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> Develops, procures, and deploys capabilities to perform pen-
register, Title Ill, and Title 50 interceptions on emerging
telecommunications networks

> Separate Call Data Channel (CDC) and Call Content Channel
(CCC)

> Single Data Channel for Multiple CCCs (and Multiple Pen
Register operations)

i
k78
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Page 1 of 2

From: Help.Desk
Sent:  Thursday, December 19, 2002 6:01 PM
Subject: Help Desk Submission - Site 24 DN - 12/19/2002 15:50 |

6
b7C

DMW SUPPORT REQUEST/INCIDENT REPORT

Help Desk Type:

Regular Hours

Call Type: Initial

Date of call: 12/19/2002

Time of call: 15:50

Date call returned: 12/19/2002 o

Time call returned: 15.JHL.] b6

Site calling: 24 e7C

Software baseline: hTE

Site Contact:’

Callers phone number:

Help Desk Engineer:

Category:

Problem Description: b

h
Action taken:
L ata JUTo-veriTy that These were actual calls,

b2
bR

He also asked if there is any report that would include the comment field. I told hi

He said he'd get wit]

garding their requirement.

&LL MATION CONTAIMNED
HERE§g§%§H%%CL335IFIED

CLOSED

DATE (05-05=-2007 BY 55179DHH,/KS5RSLAE
Date/Time Call Completed: 12/19/2002 18:00

10/4/2006
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Unit:

Account

TICTU FY2006 Spending Plan

Base Level Funding

Remaining 1st 2nd
Brief Spend Plan Description Quarter Quarter

3rd 4th
Quarter Quarter Total

573000uM

New equipment & upgrades for digitat Electronic Surveillance (ELSUR)

collection supporting Title Il requirements. Collection systems include

DCS3000, DCSB000, and Traditional techniques (i.e. dialed number

recorders, fax, and analog/digital recording equipment). Vendors

include JS!, ET! ) $3,838,408 $328,641

$0 $0 $4,167,049

5525-6.M

Research & Development of new technologies and capabilities.
Contractor support and services for installation, system administration,

. user support, and quick reaction problem resolution of deployed ELSUR

systems, Ensure quality assurance through test and evaluation, data
analysis, and training. Vendors include Raytheon, Pitney Bowes, ET| $660,000 $440,000

$0 $1,100,000

5-2515JM

Maintenance of fielded DCS6000 systems and fax intercept and
collection equipment. Funding used for hardware maintenance and
repairs, as well as software upgrades. Vendors include $30,000

$0 $30,000

5626-1

Supplies to support ongoing purchases, installs, repairs, maintenance
of all collections systems. Bank One $65,000 $47,312

$0 $0 §112,312

TOTAL - TFS&S

‘Totals must match the Revised Amount Available column from the Balances sheet.

ALL INFORMATION CONTAINED PG-1
HEREIN IS UNCLASSIFIED :
DATE D6-07-2007 BY 651790MH/ESR/LHF

l $5,400,361 l




Unit:

Account

573000I1C

Remaining 1st

TICTU . FY2006 Spending Plan

Base Leve} Funding

2nd

Quartar

3rd
Quarter

4th
Quarter

Total

- Bnef S end Plan Descrl tion Quarter

Survemance Act (FISA) Digital Collectlon Systems supponlng Nationa!

Security ELSUR requirements. Collection systems to include

DCS3000, DCS5000, and Fax Intercept. Vendors include Raytheon

($3,830,703), VMWare ($580,000), and various commercial companies

including Dell, Hewlett-Packard, Cisco, Compagq ($129,800) in 1st

Quarter; variuos commercial vendors including Dell ($13,800), Cisco

(392, 280), TBD (§535,575) in 2nd Quarter, and Raytheon ($2 388,646) $4,513,503

$641,855

$2,388,646

$7,543,804

5525-8IC

mamtenance and repair of deployed systems. "Research and

Development of new technologies and capabilities. Contractor support

and service for installation, system administration, user support, and

quick reaction problem resolution of hardware, software, and network

problems. Vendors include BAH ($600,000), Windarmere ($250,000),

and Oracla ($75.000) in 1st Quarter; BAE ($1,250,000) in 2nd Quarter;

and Raytheon ($2,285,000) in 3rd Quarter . $925,000

$1,250,000

$2.285,000

$4,460,000

5-2508IC
5525-81C

Special training for DCS5000 System Administrators and Operators.
Also, system maintenance training. Vendors include Raytheon $50,000

$50,000

$50,000

$100,000

5-2515IC

each in 2nd and 3rd Quarters). $0

Maintenance of fielded DCS5000 Systems. Funding used for software
upgrades. Vendors include Raytheon ($4,150,000). 30

$4,150,000

$4,600,000

5-25201C

Maintenance of fielded DCS5000 Systems. Funding used for hardware
maintenance. Vendors include Raytheon ($600,000). - 30

$600,000

$0

$600,000




Supplies to support ongoing purchases, installs, repairs, maintenance
of all collections systems. Vendors include Raytheon and other .
5626-11C  commercial companies to be determined. $75.000 $50,000 $68,992 $0 $193,992

TOTAL - DTP l $17.497,796‘

Totals must match the Revised Amount Avallable column from the Balances sheet.

Please provide a brief description of your FY(06 accomplishments to date:




S M—
FISCAL YEAR 2003 UNIT SPENDING

ELECTRONIC SURVEILLANCE PROGRAM

Pragram Goal: To develop, p and daploy capabilities to support efficient management and sharing of intercepted inteiligence and evidence in support of
the FBI's Information Sharing Initiative through the development of a Digital Collection Infrastr

Spending Bl Bi J
Cede Description of Spending Code TFSS TFSS DTP DTP
D6  Digital Collection Infrastructure (DCS6000) 9,000,000 10,000,000

Purchase, training, and Installation of DCS6000 systems.

DCSE000 systems provide digitat ELSUR collection and

minimization capabilities for telephone and microphone audio

collection and will replace existing analog cassette recorders.

Fiscal year 2003 funding will be utilized to purchase 20 systems.

Thase systems support Criminal Investigative Title Il requirements.

New Equipment & Upgrades _

v D6101 DCS6000 Coilection Systems 4,600,000 4,555,000 JM 10,000,000 10,000,000 Ic

Maintenance of fia(ded DCS6000 systoms. Funding will be
uged for hardware maintenance and software upgrades to 18
JSI VoiceBox systems. These systems support on-going Title
Al investiaations.

JB  D6201 DCSB000 Infrastructure and Integration Support 1,300,000 1,300,000 s525800M
JB D6203 . DCS6000 DCSP 1,600,000 1,600,000 s525800M
v D6204 DCS8000 Acquisition & Planning 1,100,000 1,033,192  5525800M
KB D6205 DCS3000/CALEA Compliance 400,000 400,000 5525800M
) DS Digital Collection Infi (DCS-5000) - 20,500,000

Purchase, training, and upgrade of the FBI's Forelgn
intelligence Surveillance Act (FISA) Digital Collection Systems.

8 T }
DECLASSIFIED BY &SL79DMH/KSR/LUF PG-1 10/4/2006 11:43 AM
ON 06-07-2007
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253836

D5101

Ds201
D8202
D5203
D5204
D5205
D5206

DCE

Fiscal Year 2003 funding will be used to bring these systems into

compliance with CALEA through the purchase and installation of 15

CALEA-compliant telecommunication interface boxes to support

FBI field offices, This Digital Collection Platform supports

counterintefligence and international terrorism investigations.
DCS-5000 Systems

Maintenance of Fowign Intelligence Surveillance Equipment -
Digital Collecti Funding will be utilized for the
vandor help desk and on-site technk:al support of deployed
DCS5000 and Digital Multimedia Watchdog (DMW) Systems.
DCS5000 and DMW systems support counterintelligence and
international terrorism investigations. These systems are
deployed in the field and support Nationaf Security ELSUR
reguirements. The Raythaon DCS5000 system Is currently
deployed In the New York and Washington Fleld Officas. The

DMW system is currently deployed in 49 locations and
providaes for 80% of the Counterlntallugence Dlvlslon collgction.
Itis essential to provid pport to

hardware, software, and r %k prabl These sy

support National Security investigations.

DCS5000 Infrastructure and Integration Support
System Maintenance

DCS5000 DCSP

DCSE0D0. Acquisition & Planning

DCS3000

DCS5000 Training

Digital Collestion Inf: -Collection Analysis
Digital Collection Enh

SBeRET

650,000

SEQRET

10,650,000 4,265,564 ic

950,000 850,000 s52880I1C
4,050,000 1,056,609  ssas1sic
1,300,000 1,300,000 5525801C

1,200,000 7,878  ss28301C

2,000,000 2,000,000 s52580iC
350,000 - 85288010
500,000

10/412008 11:43 AM




WLN Emerging Telecolmnu nications Networks (Wireline) 1,408,004 11,508,260
RJ  WLN101 FCl, counterterroriam, and criminal investigations. 11,000,000 10,782,500 Ic
RS WLN201 I J 1,408,004 1,408,004 5523800M 506,250 506,250  552580i1C
wLS 8,015,000 2,800,000
MH  WLS1014 4,165,000 4,132,315 JM 2,800,000 2,800,000 Ic
MH  WLS102 650,000 650,000 UM
h2
©L7E
MH  WLS201 3,200,000 3,200,000 8523800M
SIT  Switch-Based Intercept Team 2,050,857
DCS-3000 Operations. Includes engineering studies for the
upgrade of existing intercapt systems to add, new
tet ication technologles. Fiscal year 2003 funding will
be utilized for develop t of switch protocol interfaces, and
for systom operator tralning. This equipment supports FCI,
K8 SIT101 domestic counterterrorism, and criminal investigations. 1,350,857 1,315,857 JM
DESRET 10/4/2006 11:43 AM
pg-3




DL A

k2
e
K8  SIT201 700,000 700,000 5525800
Unit Overhead 676,000
ME Travel . 400,000 400,000 JM
ME Training 35,000 35,000 5525800
ME Parts & Supplies ’ . 165,000 45000 M
ME Miscellaneous Services 75,000 20,000
FY 2001 Total 29,794,876 20,440,383 48,919,245 37,359,538
78,714,121
Equipment 13,793,457 13,680,772 34,740,847 28,138,911
Professional Services 16,326,419 15,259,611 10,128,398 8,163,928
Misc. Services 75,000 20,000
Parts & Suppties 165,000 45,000
Maintenance 4,050,000 1,056,699
Travel 400,000 400,000
Training 35,000 35,001
Total: 29,794,876 29,440,384 48,919,248 37,359,638

SEeRsT 0g-4 10/4/2008 11:43 AM




Telecommunications Intercept and Collection Technology Unit

FY 2005 TFSS "Snapshot" Spending Plan

Budget Item JM

Initiative/Project Name: DCS6000

$ 18,532,312

Description: The DCS-6000, also known as Voice Box I1I, is the FBI's enterprise system for
Criminal Law Enforcement (CLE) collection of digital evidence. DCS-6000 collection systems
They consolidate a wide variety of functions formerly performed by several separate systems.
DCS-6000 systems are configured to support a wide variety of collection requirements such as
voice, microphone, fax, and modem intercepts. These systems will also collect and record input
signals from a variety of CALEA J-Standard sources. Functional capabilities of this system
include: audio collection and storage subsystem(s), interception of inputs from various
telephone and microphone sources, extraction of dial number recorder (DNR) data, audio

monitoring and minimization control, recording of audio and DNR evidence, and
playback/demodulation of intercepted data for summarization and transcription.

Project/Initiative Resource Allocations
Category FY 2004 FY 2005 Projected Outyear Costs Through
Allotment Allotment Completion
Equipment
Systems $500,000 $500,000 $2,500,000
Upgrades '
Services
System Maintenance $2,750,000 $2,750,000 $13,750,000
CMP/EOSO
On Site $2,411,300 32,411,300 $12,056,500
Infrastructure $1,588,700 | = $1,588,700 $7,943,500
Acquisition/Planning 1,250,000 1,250,000 - $6,250,000
DCS-3000 Support $500,000 $500,000 $2,500,000
Parts and Supplies $112,312
Total $9,112,312 $9,000,000 $37,056,500

Status: The DCS-6000 Project Team continues to evaluate, select, acquire, deploy, and maintain
digital audio collection systems and to provide enhanced investigative capabilities in response to
field office requirements and requests. Advances in collection technology and capability,

proposed by the system manufacturer, are planned for future system upgrades and enhancements.

DCS-6000 systems are currently deployed in each of the FBI's 56 field offices and 29 resident
agencies. During FY04 14 systems were installed which included and 4 system upgrades were

Ppg-5
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completed. Project plans for FY05 the deployment of 10 systems and system upgrades to ai.> he
following additional functionality:| _Jwork flow management, CALk7/E
support enhancements, and additional training.

Impact: The DCS-6000 provides an efficient and effective consolidation of functions and
system capabilities into single systems ensuring cost savings and permit beneficial use of
program resources, such as, personnel, facilities, and equipment for consolidated training,
operational, and maintenance activities. DCS-6000 systems benefit the field offices by providing
an improved evidentiary record, automatic report generation, and portable evidence storage.
These systems consolidate existing collection capabilities into a single system with multi-line
collection, monitoring, recording, and playback capabilities. A primary goal of the DCS-6000
systems provided by this project is to provide the end user with a more efficient process to reduce
the time required to identify, review, and transcribe pertinent audio information. The collection
system’s electronic formats also allow for the data, reports, and analyses to be easily used in
collaborations with FBI partnering agencies, foreign governments, and institutions when
necessary.

FY 2004 Accomplishments:

- Provided timely and accurate support to all 56 field offices in response to requests for
assistance with the DCS-6000 digital collection system.

- Deployed 14 VoiceBox III Digital Collection Systems which include 4 rack upgrades, 3
portable systems, and 7 fixed site systems

Initiative/Project Name.: DCS3000

Description: The FBI uses the DCS-3000 system to accomplish all Communication Assistance to
Law Enforcement (CALEA) based Foreign Intelligence Surveillance Act (FISA) collections for
electronic surveillance court orders including all wireless telephony mimemepts.
The DCS-3000 system, developed and implémented via in-house engi tical
component of the FBI's ability to collect foreign counterintelligence information. It correlates
CDC and CCC which is crucial in the event that this information is later used in court. The
requested funding provides dedicated engineering staff and resources to maintain the DCS-3000
system. This support allows immediate response to changes in the telephony switching

environment to ensure uninterrupted FISA collection for CALEA-based intercepts by providing
software and hardware enhancements to the DCS-3000.

Projecf/lnitiaﬁve Resource Allocations
Category ' FY 2004 FY 2005 Projected Outyear Costs Through
Allotment Allotment Completion .
Equipment $950,000 $1,000,000
Services ©$990,000 | $1,000,000
| Parts and Supplies

pg-6

b7E




Total $1,940,000 $2,000,000 $0

Status: The DCS-3000 continues to support all CALEA-based E i
DCS 3000 system will be enhanced to support FISA intercepts o

{ R plan for integrating the DCS-3000 CALEA system with the DCS-5000 FISA
collection system was completed in FY 2004. The requested funding for FY 2005 will permit
this plan to be implemented.

Impact: The planned DCS-3000 and DCS-5000 integration plan will provide the FBI with a
better intelligence resource by coupling signaling information (i.e. pen-register data) with
collection avdio content collected from CALEA-based sources (e.g. all wireless telephony targets
and cable telephony targets).

FY 2004 Accomplishments:

. DCS-3000 to DCS-5000 Integration Plan completion and sofiware enhancements.
This effort developed a plan and necessary software to allow the connection of the
classified DCS-5000 system to the unclassified DCS-3000 CALEA system.

. Completion of the DCSnet connectivity to all 56 FBI field offices. This secure,
private network allows CALEA-based intercept data to be transported from any
CALEA-compliant service providers intercept access point to any FBI field office
in real-time. This network has sufficient bandwidth to support critical FISA .

collections of new and emerging communications such as] |

Initiative/Project Name: Traditional Technologies

Description: Using layman's terms; explain in roughly one paragraph exactly what equipment
and/or services emanate from the project/initiative and how this project supports Criminal
investigative requirements.]

Project/Initiative Resource Allocations
Category FY 2004 FY 2005 Projected Outyear Costs Through
Allotment Allotment Completion
Equipment $2,200,000
Services $30,000
Parts and Supplies
Total $2,230,000 $0 - $0

pg-7
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6) Define the impact to those investigations if the initiative remains unaddressed.
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»” ” Van Integrdtion/DCS] 0-20c Version 2.5

43  Configure the

ISettings

application (a shortcut should be on your desktop after the installation).

Launch the

Vef’% %f f‘irver setungs are correct by clicking on the Configure from the top menu in the
indow, then choose Server Options.

Server TCP Port:

Server IP address: k:

~I
=

4.4 Set the Target Number(s) 5 "I;ar>ge-1-Co;1ﬁgur‘alio-n O;;n":.msA .

2
>
7¢

k7R

oK Cancel




Software Installation and Users Mahual

Version 2.5

September 1%, 2006

Wireless Intercept and Tracking Team
Tracking Technology Unit

ALL INFOUPMATION CONTAINED
HEREIN I3 UNCLASAIFIED
DATE 05-07-2007 BY 65179DMH/K3R/LNF
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As tar 23 ('8 CALEA message lasues, he CoZsctod some seasions on the
destinsiion log and waa going (b campare what 1o has w2 what the DCS3I0G0
Iaseoding,

May. FolowLip Helpdesk Call 1772004 4268 177004 1288
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Individual ‘Yicket RepZ,n OTHER out of scope ' " Page 1 of 3

—

[

Action Taken

I calledl :d found that he is 0
message recommended calling

home office desk: unk.). I reache his way to work and then called him back at his
desk at 10:15 as he requested.

oo
~3 Oy

|

Jad asked me to call the site to parameterize the problem and to make

recommendations. The site info is:

ALL TWFORMATION CONTAINED
HEREIN I3 TNCLASSIFIED
DATE 06-07-2007 BY 5351 74DMH KSR /LUF

10/4/2006
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Individual Ticket Report . . Page 2 of 3

o

Are sessions running  He is certain sessions are not running together. All durations of
together? sessions that are recorded match those of the DCS3000

Solutions:

0 il |mode. I explained that he will
[le made the change and will report back on the
It is important to note that usin i solution to this problem. I le
know that we were working the cotrection 10

. . Date of
g:txon Opened Call Type: Call Method: ?ggg}g{' gged Response
| ] Follow-Up Helpdesk Call 09:35:00 2005-01-28
R 09:35:00
Site POC POC Phone
| | rN.m.lur__
Action Taken

Suspect this issue is tied to effort being conducted on Ticket 843-3425. Will proceed
accordingly.

. . Date of
' :jﬂon Opened Call Type: Call Method: ?g{;;lgg-tlli;i ed Response
Follow-Up Helpdesk Call 08:35:00 2005-02-11
R 08:35:00
POC Phone
L il
Action Taken

As indicated in an earlier action, suspect this issue is tied to effort being conducted on Ticket
843-3425. Will proceed accordingly.

Action Opened . Date of
By Call Type: Call Method: gggg-lgz-tai‘}ed Response
Follow-Up Helpdesk Call 10:53:00 2005-04-04
o 10:53:00
,:,“ fff POC Phone
Action Taken
[ tatked tcl:l'ld we belive that the| korrect their problem.

Since this baseline is in the process of being distributed and installed on fielded systems we
have to wait until it is installed at this site to see if it will solve their problem.

I left a message with to let him know that we had not forgotten their problem and

10/4/2006
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individual 11cket Report i ‘ Page 1 of 4
Site #
Monthly
2 ‘ Downtime
Ticket . System . Date of Date Ticket
Number Site Systgm Warranty Exp Date Notified Response Closed
2005-04-05 2005-04-05 0000-00-00
1083-2028 20051002 15:90:00 12:20:00  00:00:00 b2
: H7E
Problem Description
_jS_cartes this is a follow-up from call mJ (Witchita) td Iform some
Hardware Issues
e Malfunction Description
. ©
o Failed Equipment / S/N
[o]
+ Replacement Parts
o]
e Chargeable Time
. ©
¢ Additional Charges
[o]
Action Opened Date Notified Date of ]Iflos C
* Call Type: Call Method: 2005-04-05 Response
By Initial Helpdesk Call 7)o 2005-04-05
. - 12:20:00
POC Phone
Site POC Number
cell -
Action Taken
Indicated would investigate wiﬂ:lnd call back.....
Action Opened . Date of
Call Type: Call Method: lz)gggnlgzt(l)is'ied Response
Follow-Up Helpdesk Call 18:04:00 2005-04-05
R 18:04:00
POC Phone
Site POC Number
cell -
[FORMATION CONTAINED
. —TErEIN IS UNCLASSIFIED
Action Taken DATE 05-07-2007 BY 65179DMH;K5R/LUF
I spoke wnJEIa.nd determined that they were having the same problems,
b2
. 10/4/2006 ©7E

PG-1




Individual Ticket Report . ) . Page 2 of 4

78
He did have another problem that 1 indicated I will discus with our |engineers as soon as
ihle:
Wmmmmuﬂmﬁl_|== 'J"
I'm going to assign this to
\ . Date of
Action Opened Call Type: Call Method: lz)gg;lgggged Response
b Follow-Up Helpdesk Call 1, 30 2005-04-20
: : o 14:06:00
POC Phone ) Ino
Site POC Number v b6
cell - kbic
b8
Action Taken
PeQequest, called Iback to find the s of the problem and what was the
result of their discussions v ice provider.
. . Date of
Aéshon Opened Call Type: Call Method: ;);J;_l;:gi;ned Response
Follow-Up Helpdesk Call 12:54:00 2005-04-21
‘ - 12:54:00
POC Phone
i Number
cell -
b2
Action Taken b6
o7C
K7E
iim 11 They edadi
if this makes a difference.
Action Opened " Date Notified Date of

b2
. 10/4/2006 %7E




- Individual Ticket Report" . ’ " prage4or4

. .

cell -
Action Taken
1 »
b7
b2
7R
Action Opened ' . Date of
By Call Type: Call Method: lz)ggg_lgg_onged Response
Follow-Up Helpdesk Call 15:00:00 2005-05-03
e 15:00:00
POC Phone
Site POC Number g
gg" - bh7C
Action Taken
b2
h7E
In a number of cases there were calls recorded with no associated pen info from the DCS3000
2
k7

| 1. 10/4/2006




Individual Ticket Report . : ' Page 1 of 2
Site #
| SALT LAKE 48 Monthly 0
| CITY Downtime
Ticket . System . Date of Date Ticket
Number Site System Warranty Exp Date Notified Response Closed
5.4839 2004-01-05  2004-01-05  0000-00-00
15:05:00 . 15:10:00 00:00:00
Problem Description : he
IDCS3000 i b
sending much more than what is collected at th{
Hardware Issues
» Malfunction Description
o
» Failed Equipment / S/N
o] .
» Replacement Parts be
o b7C
o Chargeable Time
o
» Additional Charges
(o]
Action Opened Call Method: Date Notified Date of
Call Type: Direct t ' 2004-01-05 Response
— Engnesr 130500 2000103
' ngineet 0 15:10:00.
. POC Phone
Action Taken
b6
1 b70
b2
b7
Action Opened Date Notified Date of
By Call Type: Call Method: 2004-01-07 Response
Follow-Up Helpdesk Cali 12:55:00 2004-01-07
R 12:55:00
. POC Phone
Ia‘l_tﬂ’.(?fh_1 m‘mh“
ALL INFOFMATION CONTAINED

HEREIN IS UNCLASSIFIED
LATE NFE_N7_20n7 EF 8] JoTRH/FCD I NE

. 10/4/2006




Individual Ticket Report - .

A *

' rage 2 o1 2

Action Taken

1

JAs far as the CALEA message 1ssues, he collected some sessions on the
destination log and was going to compare what he has with what the DCS3000 is sending.
. . . Date of
An ction Opened Call Type: Call Method: : 12)(;‘(;:.1(\)1;) -t(l)t;;ied Response
Follow-Up Helpdesk Call 12:16:00 2004-01-08
o 12:16:00
Site POC POC Phone
Action Taken
Reference ticket Number 2-1847.
0/4/2006
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Chief, Legacy Systems Cerlijication Unit (LSCU) '

Federal Bureau of Investigation
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Security Concept of Operations
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1. INTRODUCTION

The Data Collection System (DCS) 3000 application suite was developed to assist Law
Enforcement Agencies (LEA) with collecting and processing data for Court-ordered electronic
surveillance (ELSUR) operations. This system was developed, as an interim solution to Law
Enforcement Agency collection needs until commercial collection platforms become available.

1.1.  Purpose

The goal of this effort is to provide the Designated Accrediting Authority (DAA;) with the
information necessary to complete the security certification and accreditation (C&A) process.
The C&A process validates that the required safeguards have been identified and implemented
on the system. The culmination of this effort will be system accreditation (i.e. formal approval
to operate) by the DAA.

1.2.  Background

This security concept of operations (CONOPS) describes the planned operating conditions of the
DCS3000 and the expected residual risk of operating the system. The system descriptions and
security requirements provided herein are intended to assist the Designated Accrediting
Authority (DAA) in determining the appropriate set of technical and non-technical safeguards for
protecting the information in the DCS3000 system.

1.3.  Project/Program Overview

The DCS3000 was developed by personnel from the Telecommunications Intercept and
Collection Technology Unit (TICTU) of the Cyber Technology Section of the Federal Bureau of
Investigation (FBI). The TICTU is located at the FBI Engineering Research Facility (ERF),
Building # 27958A, Quantico, VA 22135.

The DCS3000 has been in operation since 1997 and is operational in 55 of 56 FBI field offices
across the United States.

1.4.  Assumptions
The security requirements described in this CONOPS are based on the following assumptions:
o The clearance process is adequate to reduce the risk of insider threat.

¢ Adequate physical access controls are being implemented as planned.
s Interconnected network elements outside the scope of this system are secured.

2. REFERENCES

This document has been prepared in accordance with guidance provided by:

¢ FBI Certification and Accreditation Handbook (Draft), October 17, 2002

o FBI, Manual of Investigative Operations and Guidelines (MIOG), Part 11, Section 35

o FBI, Manual of Administrative Operations and Procedures (MAOP) Part I, Section 259,
Security Clearance Investigations

1
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3. CURRENT OPERATING ENVIRONMENT
3.1.  Current System

To conduct court-ordered ELSUR operations, LEAs dial into switches that are devices used by
telecommunications service providers to route telephone calls to their destinations. The
DCS3000 can collect ELSUR data under the following warrant types:

e Pen Register - limited to call data

o Title III - limited to call data and call content

¢ Cooperative Warrant - limited to call data and call content for phone numbers that do not
belong to identified associates.

3.2.  Major System Components

The DCS3000 suite consists of five component applications residing on one or more
workstations. The components of the DCS suite used to support a particular requirement depend
upon the type of surveillance to be conducted, the switch providing the data, the
telecommunications service provider, and availability of equipment at the field office. The
DCS3000 consists of the following applications:

¢ Client

e Server

o MultiServer

e VANGuard

s MultiVANGuard
The Client

The client is used to enter warrants, and to collect incoming call data and record call content in
formats that are appropriate for use as evidence. Surveillance operations can be interrupted or
closed from the client. The client is required for surveillance operations unless these capabilities
are performed via a third-party application such as a collection platform.

The client may collect data within the following guidelines:

e Support one Title III, Cooperative Warrant, or one| collection and /or
e Support multiple Pen Register coilections
e Connect to multiple servers or MultiServers (up to 35) b2
78
The Server

The server receives data from the switch and routes that data to the client. The server is the only -
application that can receive and route data foD:él!s. The server can support the following:

e Multiple Title III, Cooperative Warrant, orD;ollections

o Multiple Pen Register collections

e Multiple client connections

e Connection to one switch
2
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The MultiServer

The MultiServer provides the same functionality as the server, except that it has the ability to
connect to multiple switches. It is sometimes referred to as the Multiple Switch Server. In
addition to multiple-switch connections, the MultiServer can support the following:

e Multiple Title Il and Cooperative Warrant collections
¢ Support multiple Pen Register collections
e Multiple client connections

The VANGuard
The VANGuard buffers data fromj Witches, and routes the |
data to the server or MultiServer. It enables field offices to collect data periodically, thus g

on potential long distance charges. While multiple switches can connect to the VanGuard, the
VanGuard can connect to only one switch.

The Multi-VANGuard

The Multi-VANGuard can buffer data from multiple witches, It can be referred to as the
Multiple-Switch VANGuard. Like the VANGuard, the Multi-VANGuard enables field offices to
collect data periodically, thus saving on potential long distance charges. This application can,
also, be used to monitor the status of current connections. Users can reset a connection if a
problem is detected. The VanGuard can connect to up to 25 switches.

3.3.  User Organizations and Personnel

In addition to cognizant system management and engineering personnel at the TICTU located
within the FBI ERF, other user personnel are found at FBI field offices throughout the United
States and Puerto Rico.

4. SYSTEM OPERATIONAL OVERVIEW
4.1.  Networking Infrastructure

The DCS3000 is connected to the telecommunications service provider via TCP/IP. The
connection can be established either by the DCS3000 or by the switch. Data transmitted to the
DCS3000 in support of Title III, Pen Register, or Cooperative Warrant collections is sensitive-
but-unclassified (SBU). '

The DCS3000 is a modular system that can be set up and configured to meet specific case needs.
Figure 1 represents a typical configuration for Pen Register collections. Call data is provided
from the switch to the VanGuard, which stores the data temporarily, until it is collected by
Multiserver and forwarded to the client. The Multiserver and client could reside on the same
workstation. Figure 2 represents a typical configuration for Title III collections at one LEA
location. In this case the Multiserver and clients are connected via a LAN. Call content is
provided on a channel independent of the call data.

3
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Figure 1. Typical DCS3000 Configuration — Pen Reglster
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Figure 2. Typical DCS3000 Configuration — Title ITI
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Table 4-1 represents sample data channel and content channel delivery mechanisms for
telecommunications service providers.

‘Table 4-1. Sample Interconnection Configurations

_Service Provider "~ . Call Data Channel Call Content Channel |
TCP/IP over ISDN. Dial-out from switch to
‘ 1 directory number
TCP/IP over leased line Dial-out from switch to
directory number
TCP/IP over dedicated Dial-out from switch to
connection (frame relay or directory number
VPN)
TCP/IP over dedicated Dial-out from switch to
conpection directory number
Generic Wireline TCP/IP over X.25, ISDN BRI | T1

4.2, Information Transfer and Coflaboration

The DCS3000 is connected to and transfers data from the telecommunications service provider
via TCP/IP. The connection can be established either by the DCS3000 or by the switch.

4.3. Hardware

The following subsections list and describe the niajor hardware reqliired to operate the DCS3000

system.

4.3.1. Workstations

DCS3000 can be installed on any Pentium-based workstation mnﬁing Microsoft Windows 2000.
The minimum memory requirements are the same as the minimum required for running the

operating system.

Client workstations-must have a Recorder Control Interface (RCI) card and recorder to support a
Title II collection. A separate Client workstation is needed for each Title I1I target.

43.2. Data Communications Equipment

DCS3000 uses the following telecommunications equipment to establish data communications:

¢ Cisco 1610 router

¢ US Robotics Courier V.Everything External Modem

4.4, Software

The following subsections list ar;d describe the major software required to operate the DCS3000

system.
4.4.1.

Operating System

All DCS3000 applications run under the Microsoft Windows 2000 operating system.

6
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4.4.2. DCS Applications

Please refer to section 3.1 above.

4.4.3. Security Software

The DCS3000 system employs McAfee VirusScan anti-viral software.

4.5, Maintenance

The DCS3000 Users’ Guide includes maintenance procedures that include preventive
maintenance, scheduled to maximize the availability of the system, and thus to minimize
interference with the operation of the system. TICTU provides on-call maintenance support of
fielded systems,

5. SECURITY

2
k7K

L [ Tnitial entry to
field offices is controlled by guards or other assigned personnel who identify and verify
personnel through the use of picture badges and other forms of identification (ID). Generally,
two forms of ID are required before entry into a field office is permitted. Swipe badges are then
used to release electronic door locks or activate turnstiles so authorized personnel can enter the
building. If a person does not have adequate [D, a member of the visited activity will escort
them. The DCS3000 operational areas are protected by swipe-badge mechanisms that verify
proper badge ID and also by electronic combination locks that require the proper codes in order
to gain access to various rooms within the facility.

FBI system users receive background checks based on their job function before they acquire
system privileges in accordance with the FBI personnel policy. Non-Bureau personnel who are
required to perform maintenance on DCS3000 within a central monitoring plant (CMP) may be
approved for escorted access based on an FBI-conducted Limited Background Investigation,

5.2. Physical Environment

DCS3000 systems physically reside in FBI field offices within CMPs. Because the DCS3000
resides in the field offices, access to CMP housing the system is restricted to authorized
personnel only. Central monitoring plants are locked at all times and controlled by a variety of
access control devices and procedures. Authorized personnel escort any unauthorized personnel

{e.g., maintenance personnel, facility support contractors) in order to monitor their activity while
in the CMP.

5.3.  Data Storage Media

Though the primary function of this system is not data storage, it does store some data
temporarily before it is collected by the Multiserver and forwarded to the client. Call data is

7
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provided from the switch to the VanGuard and temporarily stored until the MultiServer collects
it and sends it to the client.

S5.4.  Backup and Recovery

The DCS3000 provides a capability to conduct backup storage and restoration of data and access
controls. The DCS3000 Users’ Guide includes recovery procedures that assure that system
recovery is done in a trusted and secure manner.

The DCS3000 backup capability provides for the restoration of any security-relevant segment of
the system state (e.g., access control lists, cryptologic keys, deleted system status information)
without requiring destruction of other system data. )

6. POINTS OF CONTACT

bCS3000 Program Manager
nvestigative 1ecnnology Division (ITD)

FBI Engineering Research Facility (ERF) 6
Tele. No. 702' I b7C
Senior Systems Analyst (Contractor) and ISSO
ITD/ERF
Tele. No. 703
8
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then sends a delete request to the Recording Workstation to remove the initial recordmg This
computer is connected directly to the DCS6000 LAN network.

The Recording Workstation

The Recording workstation receives call content from the telecommunication service provider
and call data from the DCS3000 system via DCSNet forming a complete session record. This
workstation adds input received from LEA personnel to the session detail and records it in
formats that are appropriate for use as evidence. This recording is stored in the database and
written to MO media by other components of the system. This computer is connected directly to
the DCS6000 LAN network and telecommunication service provider lines. This workstation
may collect data within the Title III, Cooperative Warrant, or one Push-to-Talk (PTT) collection
guidelines.

The Audio Workstation

The Audio Workstation is used by LEA to monitor call content in real time and playback of
audio captured after the call session has ended. This computer is connected directly to the
DCS6000 LAN network.

The CD-RW Workstation

The CD-RW Workstation is used to control and write data to multiple CD-RW and / or DVD-R
drives to produce working copies of evidence collected. This computer is connected directly to
the DCS6000 LAN network. It receives data from the Site Manager Server, Recording
Workstation or Audio Workstation and writes it to MO drive.

The Archive Host

The Archive Host is used to control and write data to multiple MO drives to produce both
evidence copies and working copies of evidence collected. This computer is connected directly
to the DCS6000 LAN network. It receives data from the Site Manager Server and writes it to
MO drives and verified, this computer notifies the site manager that the session has been
archived.

The Offline Analytical Workstation

The Offline Analytical Workstation is used for playback of recordings only. This tool is
provided as a convenient method of reviewing evidence collected in preparation for cases. The
workstation platform used for this purpose is equipped with a MO drive and CD-ROM / DVD-
ROM reader. It is never directly connected to the rest of the system.

The Courtroom Laptop

The Courtroom Laptop is used for playback of recordings only. This tool is provided as a
convenient method of delivering the collected evidence in court. The laptop platform used for
this purpose is equipped with a MO drive and CD-ROM / DVD-ROM reader. It is never directly
connected to the rest of the system.

3
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3.3.  User Organizations and Personnel

In addition to cognizant system management and engineering personnel at the TICTU located
within the FBI ERF, other user personnel are found at FBI field offices throughout the United
States and Puerto Rico.

4. SYSTEM OPERATIONAL OVERVIEW

4.1.  Networking Infrastructure -

The DC6000 is connected to the telecommunications service provider via phone lines to include
single line analog, Integrated Service Digital Network (ISDN), and T1 lines. The connection is
always established by the telecommunication service provider and passively monitored by
components of the DCS6000 system and LEA personnel. Data transmitted to the DCS3000 in
support of Title III, Pen Register, or Cooperative Warrant collections is sensitive- but-
unclassified (SBU).

The DCS6000 is a modular system that can be set up and configured to meet specific field office
or case needs. Figure 1 represents a full configuration for ongoing collections. Call data is
provided from the telecommunication service provider and DCS3000. Figure 2 represents a
small office configuration for Title III collections at one LEA location. In this case the functions
mentioned above are combined into one computer platform.

4
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Figure 1. Typical DCS6000 Configuration — Full System
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L7E

Figure 2. Typical DCS6000 Configuration — Small Site

4.2, Information Transfer and Collaboration

The DCS6000 is connected to and transfers data from the telecommunications service provider
via analog and digital telephone lines. The connection is established either by the telephone
service provider switch.

The DCS6000 is connected to the DCS3000 via a PIX firewall to allow for the ingest of PIN
register and Push to Talk data as well as anti-virus updates. The connection is established by
either system on request of the DCS6000 system. -

4.3, Hardware

The following subsections list and describe the major hardware required to operate the DCS6000
system. '

A
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4.3.1. Workstations

DCS6000 can be installed on any Pentium-based workstation running Microsoft Windows 2000.
The minimum memory requirements are the same as the minimum required for running the
operating system. The following additional hardware is also required.

e Recording Workstations must have telephone receiver cards and to support a Title ITT
collection.

e External MO drive storage cabinet

o External single MO drive rcader

o External CD-RW /DVD-RW cage

. Audio Hosts must have a SCSI card to support connectivity to MO drives.

4.3.2. Data Communications Equipment
DCS6000 uses the following telecommunications equipment to establish data communications:

¢ 3Com SuperStack IIT Switch (used for LAN connections within the system)
o Cisco PIX 513E Firewall (used for controlling connectivity to the DCS3000 system)

4.4, Software

The following subsections list and describe the major software required to operate the DCS6000
system,

4.4.1. Operating System

All DCS6000 applications run under the Microsoft Windows 2000 operating system. The Voice
Box Server employs the Standard Server version of the Operating system. All other computets
employ the Professional version of the operating system.

4.4.2. DCS Applications

The DCS6000 employs the following software:

JSI Telecommunication Voice Box IIl software suite

Microsoft SQL Server 2000 (installed on Voice Box Server only)
Microsoft Office 2000 Professional

Corel Perfect Office

Adobe Acrobat

Network Associates Mcafee Antivirus

4.4.3. Security Software

The DCS6000 system employs McAfee VirusScan anti-viral software. This software is updated
on a routine bases by pulling DAT files from a known location on DCSNet.

7
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SecumyELSUR qui ion sy toindudeDCSBOOO

573000IC i $0 $3,325,131 $1,388,644 $0 $4.713,775
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maintenance and repalr of deployed systems. Contractor support and -
servica for system user suppart, and quick 3%
reaction problem resolution of hardware, software, and network hE

bl /endors include Wind ($359,000), and Oracle

($75 000), and BAH ($600,000) ln 1st Quarter, and Raytheen

$526-81C $2,285,000) and , BAE (31 in 2nd Quarter . $0 $2,535,000 30 $0 $3,636,000
Speclal fraining for DCS5000 Syatam Administrators and Operators.
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Maintenanca of fielded DCSS000 Systems. Funding used for software
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Maintenance of fielded DCS5000 Systarns. Funding used for hardware
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Suppfmwsupmongompumham installs, repairs, maintenance of
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o] T ssroa]

Totals must match the Revised Amount Available column from the Balances sheet.
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Mission

The FBI's Telecommumcatlons Intercept and.Collection Technology Unit's
(TICTU) mission is to ensure that-ability to .aceess and collect evidence and
intelligence through.the development deployment and:support of wireline and
wireless electronic surveillance (ELSUR) intercept capablhtles, as well as the
development and; deployment of:field office ELSUR 1nformat10n management and
collection systems ! 3 Lo

Who We Arlr o ~
Agents and professmnal support personnel 1nclud1n electromcs and mechanical
engineers, ele¢tronic téchnicians, and computer and glstlcs spec1ahsts who are

committed to excellence o

p

What We Dm

The TICTU is the ﬁeld's techmcal partner. The TICTU te n specialists have diverse
technical expertise, in surveillance, collection, information‘thanagement, and
intelligence-gathering resourees. The result is an ability:to' support field personnel
through the developritent of" soph1stlcated systgems;— : 1rnely manner.
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Background

Digital Collection Prograti..
Digital Collection supportsathe FBI's mission to, ensure the ability of the FBI to
collect evidence and’ mtelhgeri’c > thr ; cqulsltlon fdeployment, and support
of communications. 1ntercept10n techmques and-systems to facilitate and support
national security, domesti¢ coutiterterrorism, arid' r1m1nal investigative efforts.
Systems being acqulred unde the Digital- Colle tion’ program:include systems
(foreign counterintelligence anc Jlaw: enforcement) that‘possess similar functions
and capablhtles 1o, mtercept\telephone, mlcrophone and‘ fa051m11e communications

,-w

Within the FBI; the TICTU is' ‘the primary: techmcal support resource for the court-
authorized mterceptlon of:wireline and wireless: commumcatlons The Digital
Collection Systemms (DCSs).within the TICTU consist. of the following three
projects: DCS-3000, DCS=5000, and DCS-6000, which providé digital collection
tools, foreign countermtelhgence gathermg, and law.enforceifient evidence
collection, respecti‘ie{:l . e 2

PG-4




Information Technology Advisory Board

Background (Continued)

In late 1996, TICTU spearheaded the, development of 4 umq lie' telecommunications

access program called. the DCS-3000;°an inhoi use’ system ‘built:to provide an interim
solution to intercepts based oh C ;n Assrstancevtto Law Enforcement Act
(CALEA) inputs. This 'system was:
wireless carriers that began deploy-
"Personal Communications Services." "-Since that, t1m fthe‘DCS -300

"y

a viable interim so}utron‘ capabl of inter acrng w1
wireless switche: : ] i

bz

Other systems undir the Dliltal Collectlon Project mclude theaDCS 5000 L7E

formerly knowrmn:as and the DCS-6000 (V olceBox) formerly known as

Digital Storm. The and DCS-6000 systems possess similar functions and
capabilities;, howeyer, the primary. difference between the systems'is the DCS-6000's
requirement to momtor 1ntercepted ‘cofhmunication as it iy recorded and to minimize
the communication-iniaccordance: w1th the court order, authorlzatlon

PG-5




Information Technology Advisory Board

Plan Summary

Project HISTORY TO DATE ACTION ITEM REVIEW

DCS-3000
DCS-5000— None
The DSC-5000 Ift: ? ; ?erivative of a commercial o
product known ently supports Title T
50 activities for the s been the FBI's
primary FISA collection system since September 2002.
DCS-6000
RMS

STATUS - PAST MILESTONES HIGH LEVEL PROJECT TIMELINE

DCS-5000 Regionalization — FY 20007

PG-S
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Plan Summary (Budget & Spending)

PG-11

2005 LIFECYCLE COSTS
SPEND PLAN
DCS3000 $3,268,373 | $3,096,319 DCS3000 | $3,096319 | $4,314,977 | $5177942 | $6,213,530
DCS5000 $17,648,241 | $14,047,566 DCS5000 | $14,047,566 { $16,142,816 | $19,371,379 | $23,245,654
DCS6000 $11,547,615 | $8,160,193 DCS6000 | $8,160,193 | $9,551,532 | $11,461,838 | $13,754,205
Other $4,030,289 | $1,988,449 Other $1,988,449 | $1,909,085 |.$2,290902 | $2,749,082
COST & SCHEDULE STATUS Funding Requirement by Phase

Phase 1

Phase 2

Phase 3

Phase 4

O&M

Total




3589

' TICTU FISCAL YEAR 2005 "PROPOSED" UNIT SPENDING

ELECTRONIC SURVEILLANCE PROGRAM

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of communications interception techniques and

systems.

Spending ) BI Bl
Code Description of Spending Code TFSS Remaining TFSS OTP Remaining DTP

D8

D6101

D&201
D6202
D6203
D6204

Digital Collection Infrastructure (DCS6000) 7,295,338 §,052,280
Purchase, training, and installation of DCS8000 systems.
DCSB000 systems provide digital ELSUR collection and

minimization capabilities for telephone and microphone audio
collection and will replace existing analog cassette recorders.
Fiscal year 2005 funding will be utilized to purchase 20 systems.

These systems support Criminal Investigative Title 1!l requirements.
New Equipment & Upgrades
DCSS6000 Collection Systems 109,035 - 573000M 5,052,280 125 sroomc -
’ ~Adjustment made from 573000JM DFP104

because remainder of maintenance is being
cut for recissions. Lz

Maintenance of fielded DCS8000 systems. Funding will b kT

used for hardware maintenance and software upgrades to

JSI VoiceBox systams, These systems support on-going Title

Il investigations.
Maintenance . 5,161,300 ~ 8-25150M .
DCS6000 Acquisition & Planning 1,225,000 1,724  8525-60M
DCS3000/CALEA Compliance 800,000 - 5625-80M
Engineering Sarvices - - 5525-6IC

10/4/2006 10:55 AM
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CA D5101

5988

D5102

D5201
D5202
D5203
D5204
D5205

Digital Collection Infrastructure (DCS-5000)

Purchasae, training, and upgrade of the FBI's Foreign
Intelligence Surveillance Act (FISA) Digital Coflection Systems.
Fiscal Year 2005 funding will be used to bring these systams into
compliance with gh the purchase and installation of
CALEA-compliani *yatarns. This Digital Collection
Platform supports countenntelligence and international terrorism
Investigations. '

DCS-5000 Systems

DCS-5000 Systems

Maintenance of Foreign Intelligence Surveillance Equipmant -
Digital Collection Systems. Funding will be utilized for the
vendor help dask and on-site technical su rt of deployoed
Y ———
DCS5000 an ystoms support counterintelligence and
international terrorism i tigati These syst are
deployed in the field and support National Security ELSUR
requiremsnts. son DCS5000 systems will continue
to replace existin, tems currently located in ali field

divigions. It is essential to provide contractor support to
rasolve hardware, software, and network problems.

System Maintenance
Engineering Services

DCS5000 Acquisition & Planning
DCS3000

DCSS5000 Training

PG-3

18,548,586
12,846,281 1,016 s730001C
0 573000JM
bz
b7E
2,651,860 1 528151C
1,000,000 350 5525-81C
1,000,000 - 5525-6iC
800,345 Q 5525-8IC
150,000 - 5525-61C

10/4/2008 10:55 AM




DU

DU

DU

DU

DFP

DFP101

DFP102

Traditional Electronic Surveillance Techniques (i.e. DNRs, Fax,
otc..)

Purchase of Dialed Number Recorder (DNR) systems in support of
Pen Register, '
surveillance.

Purchase of analog/digital recording/support equipment. Fiscal
Year 2005 funding will be utilized for the purchase of analog/digital
recording/support equipment to include cassette recorders, cassette
to cassette high speed duplicators, infrared courtroom presentation
systems, analog and digital transcription systems, and CD
duplication systems. Funding for these efforts has bean decreasing
each year as more of the digita! collection infrastructure is deployad.
This equipment is used to support the collection of intelligence and
evidence in support of FCl and criminal investigations and to
support case preparation.

Purchase of fax intercept and collection equupmem in support of
Criminal lnvesﬂgative Divlsnon 3 alll 3

OFP201

Maintenancs of fax intercept and collection equipment in support of
Criminal Investigative Division and Counterintelligence Division
electronic surveillance activities. Fiscal year 2008 funding will be
used for hardware repairs of fielded facsimile intercapt equipment.

1,203,660

400,000

498,660

30,000

- 8730000M

73 5730000M

- 5730004M

- 5-25154M

708,817

705,817

- 6730001C

10/4/2006 10:55 AM
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By

K8

33342

Services of fax intercept and collection equipment in support of CID

DFP202 and CD ELSUR activities. 25,000 - 5525-89M
SIT DCS-3000 1,568,028
SIT100 DIVISION FUNDS 4,071 - #VALUE!
DCS-3000 Operations. Includes engineering studies for the
upgrade of existing intercept systems to address new
telecommunication technologles. Fiscal year 2005 funding will be
utilized for development of switch protocol interfaces, and for
system aperator training. This equipment supports
counterintelligence, domestic counterterrorism, and criminat
SIT101  investigations, 819,328 1,163 5730000
SiT102 DCS-3000 Developmant Effort. - 395  s73000IC
DCS-3000 Development Effort. Development of the intercept
capabilities diretted toward digital cellular, enhanced specialized
mobile radio, satellite, parsonal communications services, and
network-based communications via switch-based networks for
public communications where traditional intarcept systems are
SIT201 unusable or non-existent. 748,700 - £525-80M
Unit Overhead 2,104,817 16,195
PS101 Parts & Supplies 112,312 1 58281 4,173 0 58281
TRNG101 Training 12,022 - 2508
MISC101  Unit Overhead 1,992,305 -
MISC102 - -
MISC103 - -
FY 2005 Total 12,171,640 2,960 24,322,878 1,888
Totals: 38,484,518
. Equipment 2,077,023 1,238 18,604,478 1141
Professional Services 2,788,700 1,724 3,050,345 350
Parts & Supplies 112,312 1 4,173 0
Maintenance 5,191,300 - 2,651,860 1
1,882,305 - 12,022 -

Miscellaneous-JM/Training-1C

PG-5
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Reimbursable Funds (RB)
TR14
TR15

Total:
Percent of budget left to spend:
Percent ramaining: (IC & JM combined)

Increase and decrease for FY2005:

10/4/2004 Addition to Equipment Base as Iraqi War Supplement
decreage as Cost Module Funding
10/5/2004
10/22/2004 Permanent Section-level Funding
12/6/2004 FBI Compensation and Benefits
FBI Compensation and Benefits
Congressional Recission
Mandatory increase as Cost Module Funding
3/24/2005 Temporary Transfer to ETMU

PG-6

12,171,640

(9,009,917)

278,582
(2,268,887)
(2.000,000)
(300,000)
(1,460,000)
{1,500,000)
(647,638)
2,080,026
(3,200,000)

%

M
M
IC
M
JM
iIc
(o]
JM
IC

" IM

24,322,878 1,483
0%

Ty
1

131

- 10/4/2006 10:55 AM
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SBIT

Priority Project/Activity | Sub- Project/Sub Ac Coptractor |573000JM| 5525-8./M| 58258-6IC NOTES

TFS&S | JFS&S
_Equlp | Sovices

STk - IDCS3000 Oporations; , - e o 0 F oo ] L AR
HIGH Purchass of Reuters/Firawalls Varlous s p }
HIGH Servers Various Modification, upgrades, and for redundancy
HIGH Intercept interface Equipment Various JS), Divia Cards, equipment needed to keep up with present tech.
HIGH Credit Cards JP Morgn Funding the SBIT credit cards o
HIGH - Booz Allen Hamilton Funding used fo pay for SBIT conferences o .
i v 1 IDCS3000 Barvices. . S R B R B A Y

Supportinp ang i

Ltow Project Managemant Documents | (BAH) $19,650
oW len Hamiiton 'TMD Development, modifications, and up-grades.
[implementation Support Repart  |(BAM) $117,328
HIGH 002 Allen Hamilton Continue prment, and fer DCS-3000
Software Development Report (BAK) $813,332
DM ami Support In analysis of various technical issues, as needed.
M Technical (ssues Analysis Support |(BAH) $116,780
HGH ] Support p hips to ensure ! ligison
Technical Ligison Support $888,517 ly meets is obj
Supperts procuring, deploying, and supporting ELSUR
Low 0; & Logistics Supp $26.563 {systems.
HIGH |Monthly report of previous month's progress and vities, future
IManthly Status Reports. $28,655 activities, and other issues that were identified.
HIGH ftems to be pur for 1 and d P
ODC/Equipment $52,875
Travel expenses for BAH employess.
ODC/Travel
EAN R T T NS [ e S el gy i 5oq )
DCS3000 Development BAE Suppo $150,000 TMD Fleld Training
» AT RS AR SN T TR S R N A S R R N T
AN - B PR BT g y N 2 : B IR RT: . ; . MR
DCSNET (CKTS) ) SprinyGSA Contract . $6800,000] Support DCS-Net-lsasing circuits for all CALEA data collection
$1,200,000 $2,283,700  $600,000 $4,063,700

PG-10




Spending % B % Bl
PM |Code Description of § Code TFSS Remaini Spent TFSS TP Remai nt___ DTP
600,000

SIT DCS-3000 3,463,700
DCS-3000 Operations. Includes engineering studles for the
upgrade of existing intercept systems to address new
| imunication technologt Fiscal year 2008 funding will be
utilized for develocpment of switch protocol interfaces, and for
system operator training. This equipment supports
counterintelligence, domestic counterterrorism, and criminal

MY SIT101  investigations. 1,200,000 1010000 16% 573000M
DCS-3000 Development Effort. Davelop of the intercept
capabilities directed toward digital cellular, enhanced speclalized o
mobile radio, rsonal communications services, and %7E

network-based communications via switch-based networks for
public communications where traditional Intercept systams are
KB SIT201  unusable or non-existent. 2,263,700 2,283,700 0% §525-8.M 600,000 600,000 0% §525-6IC

10/4/2006 10:57 AM
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TICTU FISCAL YEAR 2008 UNIT SPENDING
ELECTRONIC SURVEILLANCE PROGRAM

Misaton: Ensure the abifity of the F8] to collect evi and through the and support of ;o] and systems,
Spending Budgeted % B Budgated % (]
Daser ing C YFSS. TF: oTe Remaininy omwe
o8 Digitai Collection infrastructure (DCS8000) 6,425,838 3,075,128
training, and of
DCSE000 systemns provide digital ELSUR cofiection and
capabiiitieg for and op audlo
coflection and will replace existing anajog cassete recorders. Flscal
year 2008 funding will be utiized to . Thase
systems support Criminal Investigative Tile I requirements.
New Equipment & Upgrades
D601 DCS6000 Cotiection Systema 108,033 - 100%  $730000M 3875128 040 100%  573000iC
w2
k78
Maintenance of fleided DCSG000 systams, Funding used
for and
ValceBox systems. These systems support ongaing m
investigations.
06201 Equipmant Mainten: 3,201,800 - 100% 26150
D8202 Engineexing Services 1,000,000 - 100%  ss28-8
D6203 | DCSG000 Asquisition ng (AQC. Pitney Bowes) 928,000 - 100% 552880
06204 DCS3000/TALEA 1,100,600 . 100% 55254
10/4/2006 1055 AM
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Spending ; Gudgetsd % B Hudgeied % Bl

Code n of Spending C TFSS Remaini 8 TFSS TP Remal 8 oTe
DS Digital Gollection Infrastructure (DCS-5000) 18,407,798
Purchase, tralning, and upgrade of the FBI's Foreign
inteiligence Surveiliance Act (FISA]J Digitat Colfection Systems. 3
Fiacal Year 2008 funding wil ba used to bring these systems into ‘TCZ
7

cormpiancs with the purchase and instafiation of
CALEA-compil ems. This Digita) Cofection
Pintform supports counterintefigence and intamational terrorism
ot Basan00
! Systama . 6,543,504 29.73 100%

of Forelgn By .
Digitat Coflaction Systems. Funding will bs utilized for the
vendor help desk and on-sits technical support of deployed :

DCS8a00 and O lult la Watgtudog (DMW) systems.
DCB5000 " counterintalligence and
intermnational’ igationn. These systems are

daplayed In f

t Natign 5

reguiremants

D58201 Equipment Maintenanca 600,000 0.00 100%  s2918C
Dsz02 Softwars Maintenance 4,600,000 0.38 100% 52520
DB203 2,350,000 0.58 00%  s525-6C
05204 DCS5000 Acquisition & Planning (BAE) 1,500,600 0.00 100%  ssa841C
DSaos 0CS83000 800,000 0.® 100%  s3as4C
Ds208 DCSH000 Tralning 100,000 a.00 0% 5528.6C
PS101 Parts & Supplies 183,892 0.00 100%  sezetic

10472008 10:55 AM
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Spending g % ] Budgeted [ ]
] 1) of § o] TES! Lt S TFSS DTP Remal 8 D
8T 1,863,
DCS-3000 Operatians. inciudes engineering studies for the
upgrade of existing intercept systems (o address new
telecommunication technologies. Fiscal Mzooeﬁnﬁw will be .
utifized for development of switeh protocol interfaces, and
system oparator tralnlng Th(s equipment suppans
and crimina
8IT101  investigations. 810,328 0 100% 573000
DCS-2000 Dwelnwmnl Elhﬂ Development of the intercept
capabiiites
via swilch-ba
public mmtmnlmﬂons vlnare mwunmmu systems an
SIT201  unusahle or non-existent. 749,700 $ 054 100% 53258M
Unit Overhead 2,288,224 11,800
P§101 Parts & Suppkes 112,312 {0.14)  100% 56281
TRNG10t  GETA Training 11,500 0.00 0% 52308
2175812 0.87
MISC101  Miasion Critiral 2175912 {0.97) 100%  573000M .
MISC102  Mission Critical - .- 32515
MISCIO3  Miasien Critical - 0.00 0% 5730007C
FY 2008 Total 11,399,860 $ 5031[ 100% _ 21,090,239 51.08 100%
Totals: 32,490,199 b2
[ (081 91.08 k7E
Ei 4167048 § {0.81) 100% 873000 11,124,747 80.13 100% 5730000
Professional Servites 3,798,700 § 0.34  100%  ss25.80M 4.580,000 058 100%  s5258C
Pens & Suppties 112312 & ©.14) 100%  sexsy 193,692 0.00 100%  sesrc
Equipment Maintenance 3321900 § - 100%  8as1SM 600,000 0.00 100%  s2515C
Software Mak 4,600,000 0.38 100% 525200
Miscellanecus-JM/Tralning-IC 11,800 0.00 100%  5-2808C
Reimbursabla Funds (RB)
TR1S
Total: 11,398,960 {1y 100% 21,080,239 91.05 100%
Percant remaining: 0% 0.00
Percent remaining: (IC & JM combined) 0%
and decrease far FY2008: (4,199,308
T I 2,000,000}
107372005 d FYOs {2.049,835)
12/18/2005 FYD6 Cost Module Ephansement 1,456,103
12/21/2005 Congressional Rescission/Otffest (323,388)
1272172005 Congressional Rescission/Offset {288)
12/21/2005 Congressional Rescission/Offset (18,846)
12212008 Congressional Reacission/Offset (148,283)
12/21/2005 Congressional Rescission/Offset (113,203}
1272172008 Congressional Rescission/Offset (4,834)
1/9/2006 Additional Rescission {1,000,000}

PG-20
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Operational Technology Division
Telecommunications Intercept & Collection Technology Unit
8/18/2006

-

Detall for lines above $1 million

Projsct] Projectinit
” Name

FY 2007 Planned Obligationa/Expendttures

Description of Requirement)

FYO07 1st | FY 07 2nd | FY 07 3rd

Quarter | Quarter | Quarter

FY 2007

Total

FY o7
Requisition
Number*

FYCEP

Order Numb

1| TICTU - TFS&S

$500,000 DCS600D Engineering
Services: Setup &

Courses, Travel for rapsir-JS!.
$1,010,000 DCSEO0D :AQC &

4,000,000 273.700 :

4,273 700

1. ABGE04112
2. 58D0327702

Hardware Refresh, updated

| Headphenes, batieries for UPS,
and printers for FO's fram J8{
and various vendors

$259,200 Digled Number
Recorder from JS!

$250,000 Analog/Digital .
|Recardera from various vendors
$425,000 Fex Intercept
Equipment from ET1

$300,000 Tactical Cafl Center
(TaCC)

$500,000 SEHIT FirewaXa/Routsrs
$500,000 SBIT Servers

SITICTU-TFPSES | 673000M} equip)interface Equipment

$200,000 SBIT Intercopt

3,

E003630,
E€003831. .

£003632,
E003633,
288,317

3

E003634

PG-24
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Operationat Technology Divislon
Telecommunications Intercept & Coliection Technology Unit
8/18/2008

$800,000 DCS3000; DCSNET-
Verizon
768,107 DCS5000 Englneering

architecture, systam design, 1.m 1. 0217/06-4/25/08
system engineering support, 2, AGGE0008S 2. 08/20/08-08/16:07

asistance,
2|TeTY - DTP 5525-6iC Services|§77.690 DCSE000 Training
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E001999 Oracle
E002668 Windermere
Transferred from Dszos (Training )

o3 i A

P il B, £ s St N
CA D5204 DCS5000 Acquisition & Planmng
EC02537 . BAE IT Resources
EC02185 UNIX Support
Rescission
KB D5205 DCS3000 (E002040)
CA D5206 DCS5000 Training
PS101IC Parts and Supplies
E002088 9.1GB MO, 1000ea
E002756 8.1GB MO, 1000ea
[E003083 " Kent's Credit Card
Rescission (12/05)

‘ransfer.to Eq wgmpment» T o, s a gL
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(U) Item Name: Telecommunication ELSUR
(U) Budget Decision Unit(s): Intelligence

(U) Strategic Goal(s) & Objective(s): 1.1,2.3

(U) Organizational Program: Operational Technology

(U) Component Ranking of Item:

(U) Program Increase: Positions ... Agt... IA.. FTE e Dollars:

11,650,000 (non-personnel

(U Description of Item
(U) The DCS-3000 system is custom developed, deployed, and supported by the FBI.
DCS-3000 provides access and collection of both call detail information (i.e. pen-register

and trap/trace) and call content for a variety of telecommunications switches.
igs suc lephony services oo
ervices b7E

1 Will Tequite Tuture moditications
certification and accreditation of the CALEA interface t

|wireless communications technologies and an increasing amount of wireline
technologies. An enhancement request of $11,650,000 is necessary to take a proactive
stance in the face of emerging technologies. Today's headlines announcing the first bold
steps of major service providers adopting_l B

| }
(U) Justification
(U) The requested enhancements will augment the FBI’s capabilities to provide
immediate access to, and the dissemination of intercepted information. As technology
continues its unabated growth, law enforcement will face increasing challenges from the
convergence of voice and data technologies, threatening their ability to identify subjects

and then access and collect call content information. The FBI must continue to develop
and deliver vital technical investigative tools and services to meet these challenges.

Requested Item Unit Cost Number of Units Total
Engineering Services $160,000 per 5 people $800,000
person
| $120,000 70 nodes $8,400,000
DCS-3000 system upgrades $10,000 65 $650,000
Engineering Services — DCP $1,800,000 $1,800,000

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSIFIED
DATE 0D6-08-2007 BT 6517SIPH/ESE/LHF
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(U) Engineering services ($800,000) are requested for the design, development, and
delivery of access systems for non-Communications Assistance for Law Enforcement Act
(CALEA) and CALEA-compliant telecommunications switches. These systems are
essential on an ongoing basis to address intercept issues related to emerging
telecommunications technologies. The requested engineering services are principally for
software development but may also include liaison activities with telecommunications
carriers.

(U) The DCSNet ($8,400,000) is a certified and accredited IP network used by the FBI
for real-time transport of CALEA-based ELSUR information (pen-register and call
content) from telecommunications carriers to FBI field offices. The DCSNet provides
ELSUR access to all 56 FBI field offices with

order to keep pace with CALEA-compliant solutions for] i the

FBI must enhance the bandwidth to all access nodes on the DCSNet. The proposed

DCSNet enhancement of] [circuits at each node will provide
the bandwidth and speed necessary to the FBI. The enhancement will allow deployment
of| ] It will allow the addition of Voicebox capabilities

into the current regional concept. The enhancement, as requested, could accommodate a

shift of | As a by-product of the requested enhancement, the
DCSNet could easily accommodate] bt all node sites.

This enhancement would allow TICTU to make the network more available to the field
so that no mission critical data is lost.

(U) Access system upgrades/replacements ($650,000) is requested for aging CALEA S e
access/collection systems that are in operation in all 56 field offices. Processing and

storage requirements for access and collection systems for ne
# will mandate the periodic upgrade of all access and collection systems used
y the FBI.

(U) Engineering Services ($1,800,000). Operating the Dedicated Contractor Support
Program (DCSP) at a reduced staffing level is putting a significant strain on existing
personnel to meet all critical ELSUR system support requirements. The strains are
compounded by the significant increases in requirements for ELSUR support to criminal
investigations. The DCSP cannot effectively support these expanding requirements
without an adequate level of resources. The requested $1,800,000 will provide sufficient
funding to increase the current complement of contract personnel supporting this program
from 33 to 45 and provide them with the necessary tools to ensure success of the
operation. The requested enhancement will provide an additional twelve contract
personnel to locations that do not currently have on-site support and will provide the
necessary funding to satisfy several outstanding requests from various field offices for
additional personnel.

(U) Impact on Performance (Relationship of Increase to Strategic Goals)
(U)

]
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solunons for mergmg telecommumcatxons technologles will halt most of the FBI'
telephony interception and collection. Without the continued use of engineering serv1ces,
the FBI will not be able to keep pace with the advancement of technology nor maintain
the technical capabilities that are necessary to support most major investigations. The
available DCSNet bandwidth will dictate the number and efﬁmency of the CALEA

intercepts the FBI performs. The lack of sufficient bandwidth wi
content for nev|

[ !These services are only increasing in number and bandwidth usage.
0C ce network speed will create a network overload situation. Many of the

DCS-3000 systems in operation are using dated hardware technology (e.g. 500 MHz
Pentium-based personal computers). None of these systems have the processing and
ities nece meet the ELSUR require fol |

11t

the existing systems are not upgraded to meet these requirements, the FBI will fail to
maintain current levels of collection efficiency.

(U) If the requested level funding is not attained, the existing dedicated contractor
workforce will be reduced and the DCSP will be unable to support field office requests
for system set-up, administration, maintenance, and user training associated with critical
criminal investigative cases. This reduction will have a devastating impact on the support
provided to fielded ELS their associated users. It would reduce Title ITI
system/case support fro d would severely reduce support to
development of operational tools and guidance provided to field personnel. Additionally,
the help desk support currently being provided will be impacted. The ELSUR systems
will not receive the required attention which will likely result in loss of data collection.
Response time to correct deficiencies and to install patches and upgrades will be
increased. Overall system integrity will suffer and systems will fail, resulting in the loss
of critical criminal information.

PG-3
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ROUTE TO: For SRU use only:
1) Unit Chief (up to $25,000) ‘ TR#: o
2) Section Chief (over $25,000)

3) SRU - attention: Tina Smith Spend Code:

OPERATIONAL TECHNOLOGY DIVISION
REQUEST FOR TRAVEL AUTHORIZATION NUMBER

A TR number is requested for the following: oI
DATE: 9/15/2016 REQUESTED BY:
UNIT/COST CENTER: 1822 APPROVED BY:
DATES OF TRAVEL TOTAL ESTIMATED COST § 165,000
FROM: 10/1/2006 (whole doliars)
TO: 9/30/2027 '
PURPOQSE OF TRAVEL (include location/venue). _TICTU to conduct a two day training seminar on switch-based intercept concepts
and methods designed for Technically Trained Agents (TTAs) and support personnel who routinely use collection
_equipment supported by TICTU. The seminar will provide training on new DCS-3000 features and updates on many
issues related to switch-based electronic surveillance, as well as CALEA compliant solutions that telco
carriers use.
Check ONLY one box below:
Boxes that indicate "unfunded” have no base funding allocated. A transfer of funds must be requested in order to receive a TR
i
f o
" hE

If you have requested a TR number from an "unfunded" source, you must provide funding information
indicating which of your unit accounts (or other TR account) the funds will be transferred from. TR
numbers cannot be assigned to an unfunded source without transfer information. Please see your
budget point of contact in your unit regarding transfers.

Please transfer funds in the From account (or TR):
amountof: § | 165,006| FY / SOC / COST CENTER:| 07/573000JM/1822 |
(whole dollars)

DO NOT ALTER THIS FORM. ALTERED FORMS WILL NOT BE ACCEPTED.

)
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TD){CON)
From: OTD) (FBY)
Sent: 28, 2005 10:13 AM
To: TD)(CON)
Subject: Video card justification

UNCLASSIFIED
NON-RECORD

:wre is the justification:

The video cards are needed for the DCS300(1:'}roject. The video cards will be used to modify current DCS3000
computers to provide the ability to view two monitors with separate applications at the same time.

UNCLASSIFIED

iLL INFORPMATION CONTALIMED
HEREIN IS5 UHCLASAIFIEL
DATE 06-08-2Z007 BY 6517%DMH/KSR/LUF




/

l(OTD)(CON)
From: (OTD) (FBI)
Sent: ursaay, sepemoer 07, 2006 9:33 AM
To: OTD)(CON)
Cc: OTD) (FB) be
Subject: ywhere Justification b7
UNCLASSIFIED
NON-RECORD

" —

BIE 10 support those instaliations.

UNCLASSIFIED

&LL INFOPMATION CONTAINED
HERPEIN I35 UNCLASSIFIELD
DATE 05-05-2007 BY 65179DMH/K5R/LMF

I
k

ion Technology Unit to support the field

- NCS-
ICTU needsI I

-

~1 N

D




® o
L _JOTD)(CON)

From: (OTD)(CON)
Sent: 841 AM
To: OTD) (FBI)
Subject: : escission Impact - SBIT

UNCLASSIFIED
NON-RECORD

b
bic

FYI..

L l
OTD/ESTS/TICTU

(0)703
(F) 703+

---—-Original M —-
From: wb (OTD) {FBI)

Sent: 6 8:32 AM
To: OTD)(CON)
Subject: on - SBIT

UNCLASSIFIED
NON-RECORD

b2

] R

Due to current budget restraints, we are not fully utilizing the Booz Allen and Hamilton contract. Additional cuts would
reduce the engineering service contract further.

The amount of service from the BAE contract (employees) will be reduced.
Purchases of technical equipment to support the operational needs of the field offices will be reduced.
Our research and development effort, which enables us to be on pace with technology in today's world, will slow.

Plans of redundancy for the DCS 3000 system will have to be put on hold.

[
3
1
3
i
¥
{
1)
§‘:
&

L |

Supervisory Special Agent
Telecommunications Intercept and Coflection Technology Unit (TICTU)

Electronic Surveillance Technology Section
Operational Technology Division b6

Quantico. Virginia e7c
70& I

UNCLASSIFIED

UNCLASSIFIED

ALL INFORMATION CONTAINEL
HEREIN I3 UNCLAZSIFIED
DATE D&-D&-2007 EY 6517S0IH/EIR,LHF
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TFS&S DTP TR FY05
Unit DTP Unit TFS&S Temporary | TFS&S Perm  Permanent Total FY0S
TFS&S oTP Transfers Transfers | Temp Cuts Cufs Cuts Cuts Regquirements Shortfall FY(5 Balance
DCS 5000 o . . 17,648,241 (3,622,960) 14,025,281
Equipment 12,846 381 . 5881 {1,282,136) (2,000,000) 9,570,126
Equip. Maint. L. Zes1.880] L (118074) L (11809 2,421,894
SW Maint. 0
| Prof. Services| 2,150,000 (14,837) 8,392 (93,310) 2,033,461
DCS 6000 T I N 11,647,616 (3,380,067) 8,157,658
Equipment] 109,035 5,062,260 (6375,  (551.656) (438,535) 4,164,749
Equip. Maint.{ 5,161,300 | 1 _(2.287,088) 2,874,232
Prof. Services| 1,225,000 77810 (28,613) 1,118,577
DCS 3000 [ ____ 3,118,373 (4,362) 3,114,011
Equipment| 669,328 | —_ {150,600)) T (B.7an] 513,827
U Conference| 148,923 148,823
TICTU Travel 2,418 2416
Prof. Services| 1,548,700 900,345 2,449,045
Traditional . o ) 1,800,477 (152,185) 1,767,292
Equipment| ~1,748850 ~ _ 705,817 _(149.224) (2,961) 1,702,282
Equip. Maint.|. _ 30,000 | . 30,000
Prof. Services X 25,000 |
Unit Overhead 2,270,812 (1,885,853) 284,868
P&s (181) 124,859
Training SRS N (7 10,000
| {1.992,305)] 150,000
227,810) __ 151,339] (2,182,589)  (4,248,818)] D (2.647,638) 36,454,518 {9,155,517) 27,339,009
36,494,518 (76,471) (6.431,407) (2,647,639)
0 0 0 9,155,517
FYQ5 Accounts:
5730000M | 4,089,328 | [ 1,765,723 2,303,805 |
15ES-TICTU Conf 148,923 {148,923)
15ES-TICTU Travel 2416 (2,416)
5-25150M 5,191,300 ] 0 2,904.232 ' 2,287,068 |
5525-6M 2,798,700 0 Pitney Bowes 2892277 106,423
5626-11822 i 112,312 ! 0 111,941 anl
573000IC 18,604,478 0 14,335,071 4,260,407
5-25151C | 2651880 0 2,421,694 230,166 |
$525-8IC 3,050,345 0 2,933,806 116,539
5626-11C 4,173 0 12,918 (8,745
s2608iC | - . 13022} 0 10,000 R
36,494,518 0 27,339,001 0 9,158 517




Unit: TICTU FY2004 Spending Plan
Base Levef Funding
Rest of 2nd d 4th
Account Brief on Quarter Quarter Quarter Total
New equipment and upgrades for digital Elsctranic Survefllance
(ELSUR) eo[lewcn supporthg me IlI mqmremenla Colecﬂon .
aquipment). Vendors include JSI (31, ET1 (§200K), and b7E
373000JM R $.8mil). $2,000,000 $1,125,082 $C $3,125,082
R h and D: of new gies and capabfities.
Comrectov suppart end servica fof installation, system
administration, user suppert, and quick reaction probiem resolution
of deployad ELSUR systems. Ensure qualily agsurance through
tast and evaluation, data analysis, and training. Vendors includa
5525-60M__AQC ($.2mil.), BAE ($5mil), BAH ($1mil) and $5,000,000 $3,238 530 50 $8,238,530
Maintenancs of fisided DCS6000 systems and fax intercapt end
coflection equipment. Funding used for hardwars maintenance and
repalrs, as well 88 softwaro upgrades. Vendors include JSI (), BAE
5-2516JM _($2mi), and ETI {$30k). $2,411,300 $62.435 $0  $2473738
Supplies to support ongoing purchases, instal, repairs, maintence
5628-1 of all coliaction systems. 380,800 $42,312 $¢ $103,112
TOTAL - TFS4S l $13,640459 ]
Totals must match Revised Amount Available column from the Balances sheet,
Unit:  TICTU FY2004 Spending Plan
- Base Level Funding
Rest of 2nd 3Id 4th
Agcount Briet m Deserij Quarter Quarter Quarter Total b2
b7E
New equipment and upgrades for Foreign Inteliigence Surveilance
Act {FISA) Digita) Col!emn Systems supporting National Security
ELSUR req 0 include DXCS3000,
DCS5000. mdFaxlmamspt VsndmindudeRuytheon() ETI(.
5730001C _and Harris (). $0 $0 $0 £0
Fundlng will be uhllzod for !ha vendor hsip desk end an-site
Develommmot newteclmbgbes and capabilties. Ccmtmctor
support and service for ingtallation, system admlmuan. user
support, and qum prodlam 1t
Vendors hdude Raytheon
8525-8IC (5150,000) UTa 18100 000). and AQC ($100.000). $150,000 $284,819 30 $434819
Supplies to support ongolng purchases, installs, repairs, maintence
of all collection Systems.
5626-11C $0 $4.173 $0 $4.173
Maimsnm of fislded DCSS00D systems. Funding used for
ardware malntenance and repairs, as well as sofiware upgrades.
5-2618iC VMWMQMBAEO $o0 30 $0 $0
6-2508C_ Training $0 $8140 $0 $6,140

TOTAL - OTP

Totals must match Revised Amount Avaflable column from the Batances sheet.

l ﬂ5:132 I

PG-33




Unit: TICTU FY2006 Spending Plan

Base Level Funding
Remalning 1st 2nd 3rd 4th
Account Brief Spend Plan Description Quarter Quarter Quarter Quarter Total
FYO08 detail the purchase of new equipment & system upgrades in
support of Title Il requirements. These platforms include DCS3000 and
Traditional technigues. The traditional program will purchase dial
k2
bir
573000JM 1 $3,508,495 $668,554 $0 $4,167,049
Contractor support and services for installation, system administration,
user support, and quick reaction problem resolution of deployed ELSUR
systems. Ensure quality assurance through test and evaluation, data
analysis, and training. Vendors include, Pitney Bowes($82,489-1st
quarter), ETI($25K-1st quarter), JSI ($1M-1st quarter), BAE ($1.1M - 1st )
5525-6JM  quarter and $748,700 - 2nd quarter), AQC ($842,511K - 1st quarter), $2,207,489 $1,591,211 $0 $3,798,700
Maintenance of fiekded DCS6000 systems, fax intercept and collection
equipment. Funding used for hardware maintenance and repairs, as
welf as software upgrades. Vendors include JSI ($3,291,900 - st
5-2515JM  quarter), ETI ($30K - 1st Quarter) $3,321,800 $0 $0 $3,321.900
Supplies to suppert ongeing purchases, installs, repairs, maintenance of
all collections systems. Bank One ($65K - 1st quarter). ($47,312 - 2nd
5626-1 quarter) $65,000 $47,312 $0 $112,312
TOTAL - TFS&S l $11,359,961

Totals must match the Revised Amount Available column from the Balances sheet.

' ALL INFORMATION CONTAINED
HEPEIN I3 UNCLAISIFIEL PG-1
DATE 05-05-2007 BY 55179DMH/K3R/LUF




Account

Remaining 1st
Brief Spond Plan Description Quarter

TICTU FY2006 Spending Plan

Base Level Funding

Quarter

3rd
Quarter

4th
Quarter

Total

573000IC

New equipment and system upgrades for Foreign Intefligence
Surveillance Act (FISA) Digita) Collection Systems supporting National
Security ELSUR requirements. Collection systems to include DCS6000,
DCS3000, DCS5000, and Fax Intercept. DCS6000 plan to purchase 2
new rack systems, 6 portable systems and upgrade of 11 field offices
from JSI {$2,220,650). Traditional will purchase fax intercept and
collection equipment, ($705,818 - ETI). Vendors include Raythaon
($3,354,703), and various commercial companies including Dell, Hewlett-
Packard, Cisco, Compagq ($129,802) in 1st Quarter. 2nd quarter to
include various commerclal vendors, Dell ($13,800), Cisco ($92,280),
TBD ($535,575). Raytheon ($1,388,644) in 3rd Quarter . $2,683,476 for -
Consolidated Platforms - 2nd Quarter $6,410,973

$3,326,131

$1,388.644

$11,124,748

§525-61C

Funding will be utilized for vendor technical support services,

maintenance and repair of deployed systems. Contractor support and

service for installation, system administration, user support, and quick

reaction problem resolution of hardwars, software, and network

problems. Vendors include Windemmere ($350,000), and Oracle

($75,000), and BAH ($800,000) in 1st Quarter; and Raytheon

($2,285,000) and , BAE ($1,250,000) in 2nd Quarter . $1,025.000

$3,535,000

$4,560,000

5-26081C

Special training for DCS5000 System Administrators and Operators.
Also, system maintenance training. $0

$11,500

$11,500

5-2516IC

Maintenance of fielded DCS5000 Systems. Funding used for software
upgrades. Vendors include Raytheon. $0

$4.600,000

$4.600,000

5-26201C

Maintenance of fielded DCS5000 Systems. Funding used for hardware
maintenance. Vendor includes Raytheen. $0

$600,000

g 8 |8 |8

8 18 8 |8

$600,000

5626-11C

Supplies to support ongoing purchases, installs, repairs, maintenance of
all collections systems. Vendors include Raytheon and other commarcial
companies. $75.000

$50,000

$68,992

$193,992

TOTAL - DTP

Yotals must match the Revised Amount Available column from the Balances sheet,

PG-2
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Please provide a briet description of your FY06 accomplishments to date:
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FY08 BUDGET Hardware Software Services

DCS3000[$  3,268,02800 | $ 1,182,05941% § 83,637.00 $  2,448,700.00
DCS5000 |8 15,703,804.00 | $ 5159,556.16 $ 138424784 $  9,160,000.00

DCS6000 | $  9,201,06000 [ $§ 5069,231.20 § 200000 § 5,216,900.00

ey
$ 2817289200 [$ 1141084677 $ 146978484 $ 16,825600.00

PG-4

$ 3,714,296.41
§ 15,703,804.00
§ 10288131.20

$ 29,708.231.61

DCS 5000 DCS 8000 DCS 3000

§ 66882100 $ 287,18900 $ 397,894.72
$ 27527590 $ 413,75600 $ 253,840.00
$ 3,046.28 $ 96,700.00 $§ 206,928.75
$ 18900000 $ 820,16460 §  64,800.00
$ 35,000.00 $§ 2,17346360 $ 6,210.00
$ 12,00000 $ 21465200 $ 100,000.00
$ 36,75000 $ 14407000 $  24,180.00
$ 152883571 $ 9147600 $§ 6,144.00
$ 13790000 $§ 11369000 § 6,000.00
$ 46,11000 $ 18535000 $ 6,000.00
$ 60494967 $ 1500000 § 2500000
$ 56744470 $§ 18034000 $  61,200.00
$ 12432723 $ 32437000 $ 19,709.64
$ 78,750.00 $ 5,069,231.20 $ 6!152.30
$ 24,565.00 $ 1,182,050.41
$  150,136.00

$ 70902200

$ 65,189,923.49

3

(30,367.33) $ (1,087,071.20) § (446,268.41)

72




.-’-onv,na

Spending
Code Description of Spending Code
D5 Digital Collection Infrastructure (DCS-5000)
Purchase, training, and upgrade of the FBI's Foreign Intelligence Survei
CA D5101 DCS-5000 Systems
E002888 JSI Equipment
E002949 Charles Industries
(COW-G) E003225 StoragetekTapes drives, 30ea (for 2850 servers)
(CDWG) E002839 Veritas
(1BM) E002591 IBM (Cisco Equipment)
(RAYTH) E001898 Ancillary Equipment (1st Requisition)
(RAYTH) EO002595 System (456&Playback) (2nd Requisition)
(RAYTH) E002916 Ancillary Equipment (3rd Requisition)
(RAYTH) E003082 Servers/Software
E002349 Windemere
F002668 Windemere
E003305 Windemere
{(RAYTH) E002207 M & Repair (Material), 5§ months
(RAYTH) EQQ03396 Ancillary Equipment (4th Requisition)
(RAYTH) EQ03335 DMW Conversion Software
{(RAYTH} E003260 Routers
E003083 Kent's Credit Card
i £003350 VEC Electronics T 1
E£002753 IFAX {Diva Cards)
Rescission
TRANSFER FROM EQUIP MAINT
TRANSFER FROM UNIT TRAINING
TRANSFER FROM UNIT FUNDS
Transfer from Trad & SBIT Remaining
Transfer from Prof Svc & P&S
CA D5201 Equipment Maintenance
Transferred to Equipment
E002207 M & Repair (Svc), 10 months
. Rescission (12/05)
CA D5202 Software Maintenance
(RAYTH) E002207 Software Maint, 12(-) months
(RAYTH) ED02728 Software Maint, 12(-) months
(RAYTH) EO003333 Software Maint,
Rescission (12/05)
CA D5203 Professional Services
E£0027886 BAE IT Resources
ED02537 BAE IT Resources

Restcission (12/05)

PG-5
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£001999 Oracle

E002668 Windermere
e Transferred from D§206 (Training)
i Transfer to Equipment - ;
b Transfer to Traditional for Services (511)
CA D5204 DCS5000 Acquisition & Planning

E002537 . BAE [T Resources .

E002185 UNIX Support

Rescission

KB D5205 DCS3000 (E002040)
CA D5206 DCS5000 Training

PS101IC Parts and Supplies

E002088 9.1GB MO, 1000ea

£002756 9.1GB MO, 1000ea

E003083 Kent’s Credit Card
et et amee e o PRescission(12/08) = . . _
e i Transfer to Equipment =

PG-6




%
DTP Remaining Spent PO

$ 16,497,623.00 $ {90.43) 100%
illance Act (FISA) Digital Collection Systems.

6,543,631.00 $ (90.43) 100%
(46,110.00)
(3,026.28) ABITD0282
(571,428.68)
(425,736.86)
(284,778.40)
(883,493.00) '
(1,526,835.71)
(604,949.67)
(1,615,264.00)
(189,000.00)
(36,750.00)] $6D0113723
(78,750.00)
(35,000.00)
(150,136.00)
(48,285.00)
(124,327.23)
(12,000.00);___ s
(24,555.00) T
- {138,800.00)] - This will decrease to $131,215
(323,386.00)
391,054.00
11,245.00
266.00
1,180.40
175,145.00

.
AP DPRADADADPODANDPODOA AP ON

-
3

R R R R R W

PSR

y
g
i
1

600,000.00 $ - 100%
(391,054.00)
(190,000.00)

(18,946.00)

h HH®

4,600,000.00 $ - 100%
(2,075,000.00) S6W0215836
(2,075,000.00)

(304,747.00)
(145,253.00)

2,360,000.00 $ - 100%
(530,000.00)
(358,203.00)

{1,000,000.00)
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(74,034.44)
(373,579.00)
100,000.00

s

. (99,183.56)
(25,000.00) -

{6‘)*@ L] L] P h PP @ N P D

it
I

pooe

;mgen‘i

|

[

!

1,500,000.00 $ - 100%
(1,086,797.00)

(300,000.00)

(113,203.00)

600,000.00 $ - 100%
100,000.00 $ - 100%

193,992.00 $ - 100%
(50,500.00) A6G606668
~_(50,000.00) ABG604095
. _..(13,000.00)
e JABB100)
. _(15gs100) |
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Spend Plan #: 06.2-1822

Project Summary - Operational Technology Division (OTD) - TICTU

Obligations / Planned Current ) Planned
Project Name } Account Aﬁ::,::lt Committed Expenditures Total {72%) ABv:Illable Obligations/Expenditures R::;:?l:g
As of March 13, 2006 418 3vd Quarter | 4th Quarter
1[TICTU-TFS&S 522115 160,000 - -1 . -]__ 115200 160,000 160,000 - -1 1
2|TICTU - TFS&S 5-2515JM 3,321,800 3,225,944 - 3,225,944 2,391,768 95 956 95,856 - -1 2
3[TICTU - TFS&S 55256JM| 3716,535 1318000 | 845500 2163500 | 2,675,806 1,553,035 1,653.035 - -1 3
4|TicTU - TFsas 5626-1 112,312 - 76,577 76,577 80,865 35,735 35,735 - -1 4
S|TICTU-TFS&S | 573000JM| " 3.269,150 1,338,766 1,023,641 2,362,407 2,353,788 906,743 908,743 - -1s
Total TFS&S 10,579,897 5,882,710 1,945,718 7,828,428 7,617,626 2.751,468 2,751,460 - -
6[TICTU - DTP 5-2508IC 11,245 - - - 8,006 11,245 11,245 - 16
7JTICTU - DTP 5-2515IC 581,054 - 180,000 [ 190,000 418,359 391,054 391,054 - -] 7
8ITICTU - DTP 5-25201C 4,454,747 - 2,075,000 - __2-9?5;000 3,207,418 2,379,747 2,379,747 - -1 8
S|TICTU - DTP 5525-6I1C| 3,446,797 2,400,854 19,346 | 2,420,000 2,481,684 1,026,797 1,026,797 - 1o
10JTICTU - DTP 5626-11C 189,461 - 50,500 | 50,500 136,412 138,961 138,981 - -]10
1|TicTU- DTP 5730001C| 10,801,361 6,250,364 933,467 7.183,831 7,776,980 3,617,530 3,617,530 - 0] 11
Total DTP ] 19,484,665 8,651,017 3,268,313 11,918,330 14,028,969 7,565,335 7,565,334 - 0
Grand Total $30,084,562 | $ 14,533,727 | § 5,214,031 | $19,747,759 | $21,648,485 s1o 316,803 | $10,316,603 | § - |$ 0
Unit Description

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of communications interception techniques and systems:
DCS3000, DCS5000, DCSB000, Fax Intercept and Collection, Dialed Number Recorder Systems, Analog and Digital Recording and Support, Switch-Based Intercept

Remaining Fund Description

Windermere and AQC in support of both DCS5000 and DCS6000; epuipment from IBM and iFax Solutions; and Raytheon's software maintenance in support of DCS5000.

The remaining $5,441,577 will be spent by the end of the 3rd gtr on:

grs for all of the TICTU

Out of the Current Available balance of $10,316,803, there are a number of requests in process adding up to $4,875,228. Requisitions in process include Professional Services from BAE,

TICTU also intends to purchase cubtuu w.-nrs for the

Raytheon - JFBI02158
ETI- JFBIO3277

{DCSSOOO mtend to cantmue the pfanned system upgrades pfanned technotogy refreshments maintenanoe ard aooessarfes in support of ELSUR jeaumw,b NS SURIROS, )
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Engineering expertise
Services, Travel & ctherwise unavailable to
ODCS for equipment he IC for various reasons
{8oaz Allen & D00 . Collection and tor the DCS3000 & ~for examgle, because of
NIP oD TICTU/ESTS  |Hamiiton Inc. |Answer 01 Service - General FFR Operations ICALEA $ 12,100,000.00 7 Federal empl:
technical expertise
»
the € for various reasons
{Processing and -~ for example, because of
NIP oTD TICTWESTS | Windermere |Pilaster i1 FB1-01-137 Servica - Ganeral CPFF |Exploitation $_15.000,000.00 2 Fedeml o
(Acquisition, program
managarment,
financial
GS5-10F-0015K Anatysis ang [ 3
NP oTD Task 780 Service - General FER . |Production Technical S $ _ 500.000.00 4
GS-10F-0015K Anatysis and
NP oTn Task 708 Service - General FFP Production $ 30000000 1
Anaiysis and
NP oTD J-FBI-03-149 Service - General DA Production SBIT Suf $_47,000.000.00 1
Provides suppart for
Cotlection and for DCS8000 and
NIP OTD TICTWESTS _|AQC AQC GS-35F-0008K | Service - General CPEF Logises Group 1§ _5.732,080.00 L]
Resaarch and - for example, because of
NIP oTD TICTWESTS _|BAE §) J-FBI-03-148 Service - General T&M T 2,800.000.00 25 Federal em t
tectmical expertise
atherwise unavailable to
the IC for various reasons
Caollection and Providas support o - for example, because of
NP T TICTU/ESTS  |Pliney Bowes |Pitngy Bowes Service - General Operations Jt_ﬂm $ 82489.08 1 Federal em|
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FBIPO ¢
07y

Contracti
ng
Authority
(FBI,
GovWork
5.GSA,
DaoD. etc)

12 month total
cost far contract
services

Division COTR

[ERUT
contract  Conwact
Performa Period of
nee Performa
Based nce (note
(Yes or not
Noy  funding)

$1.455.000.00|

Funding
Period of
Funding Performan
Pedod of  ce (FY0?) Description
Performan Based on of Contract
ce (FY0§)  FBIPO POP -
(Based on {ESTIMAT cusrent
FBI PO} E} phase How contract 1s being Assessed

Verify invoices and pay after verification. Refer to Monthiy Status Reports.

|FB!

$2.500,000.08)

No Base +4

$82,4689.

TR W, mwmmm,ummmeMMrmwm
78D GSA $300.000.09] No 0] 11/15/2005) processes. and software configuration management.
co? |
18D FBi 95.000.0 1) Review invoices and pay after verification.
18D GSA $1,145.575.20] I Bgse +4 [Vextly invoices and pay after verification. Retar to Monthly Status Reports.

|Verity invoicas and pay after verification. Refar to Monthly Status Reports
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