Freedom of Information
and

Privacy Acts

FOIPA# 1056287 and FOIPA#1056307-1
Subjects: DCS-3000 and RED HOOK

File Number: DIVISION DOCUMENTS

Section: 29

Federal Bureau of Investigation



To: I[TD) (FBI (ITD) (FBI);
(ITD) (FBD)] ITD) (FBI SecD)(CON)

Cc —(TTD) (CON) ~(SecD) (FBI)
Subject: RE: Combining the Collection systems under one

UNCLASSIFIED

NON-RECORD
]3’.) )
;LI time as all the streets will close at 1pm Wed (19th) here. | agree that we
s o this but next week would be better asDiu also be back then.
IT Specialist (Security)

Team 1 Certification Lead

Cerlj i it, AS, SecD
202

-----Original Message-----

From: (ITD) (FBI)

Sent: Tuesday, January 18, 2005 8:00 b6
KITD) (FBI); [SecD)CON)

{SegD) (FBI)

Cc J(ITD) (CON)

Subject: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A)
process of systems, we [AU, CU, and [] came to the conciusion that combining
systems under one C&A makes sense (in some cases). I'd like to get your opinion
on this matter as I'm looking to combine the collections systems ( DCSnet, DCS B2
3000, 5000, 6000, ancL:_gl;mder one C&A (if that makes sense to do so). ks
I'd fike to arrange a or 13.30 tomorrow 18 January to discuss and collect
your comments. We can meet in my office unless someone has a better alternative.

ALL INFOARMATION CONTAINED
HEREIN I3 UNCLAS3IFIED _ )(
DATE D6-NE-2007 BY 65179 DMH,/TAM/EIR/JB (1)




_Cheers| ] b
e by
TSSM Ouantcs Complex L
ERF (703)
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
DTD) (FBI)
From: i —b) (FBI) BT
Sent: 25, 2005 8:36 AM
Subject: : Lombini e Collection systems under one C8A
Clear Day
Bkard JPG {S KB)
UNCLASSIFIED
NON-RECORD
“FYI omments reflected on the same classification concern that members in the DCS-5000

& 6000 programs advised us last week.

----- Original Message-----
From] D) (FBI)

)T |
(2) .




UNCLASSIFIED
NON-RECORD

Not a good time as all the streets will ¢l t 1pm Wed (19th) here. | agree that we should do
this but next week would be better asﬁil! also be back then.

bob
IT Specialist (Security) - v
Team 1 Certification Lead T
Certjfication Linit, IAS, SecD
202

..... Oriai —

From (ITD) (FBI)

Sent: TU uary 18, 2005 8:00

(ITD) (FBI) Lo (ERD.
DY (FRD —](SecD)(CON); c

Cc! I(ITD) (CON)

Su T combining e cotlection systems under one C&A

UNCLASSIFIED

NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A)
process of systems, we [AU, CU, and {] came to the conclusion that combining systems
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter as =
: ing to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and .
nder one C&A (if that makes sense to do $0). o
I'd like to arrange a meeting for 13:30 tomorrow 198 January to discuss and collect your
comments. We can meet in my office unless someone has a befter alternative.

Cheers, | |

et
, Qu lex b=
ERF (703

K 3




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

lotp) (FBY)

From: (ITD) (FBY

Sent: 10:27 AM
To: {ITD) (FBI)
Subject: : uestions Part fl. Ueadline ASAP

UNCLASSIFIED : ‘ T
'‘NON-RECORD

Thanks

ry
To ITD) (FBI); | [TTD) (FBI)
Subj uestions Part II: ine
UNCLASSIFIED
NON-RECORD

[}

I'm not sure we're the right group to answer question number 8 since we do not conduct Title Ilis or FISAs (we provide
support for these operations qun r;e:iuests from the field). Divisions 5 and 6 should have these numbers - CALEA

was enacted in October 199 as a list of Title-lls for each fiscal year by field office. There is
an annual unclassified disclosure o applications published by the DOJ, but the actual number of FISA targets

X
(4)




and intercepts is classified secret and is treated as "need-to-know only” information - and | don't know,

b
Information from the annual unclassified FISA repon LR

Year FiSA Applications Submitied

1896 839
1997 749
1998 796
1999 886
2000 1005
2001 932
2002 1228
2003 1727

ITD has provided the DCS-3000 CALEA pen-register and trap/trace data collection systern 1o more than 50 federal,
state, and local law enforcement agencies to assist with CALEA based intercepts. The following are examples of the
agencies that ITD has assisted in this regard:

Local Law Enforcement State Law Enforcement Federal Law Enforcement

I hape this helps,

From: ITD) (FBI) ,
Sent: Monday, January 10, 2005 5 "

L

} (FBI);| ITD) (FBL)] J(TTD) (cony| e

1m0} (cony:| _J(1mD) (cony D) (FBI);
(TTD) (FBI);)[;E‘__RW_FTD) (FBI)
uestions Part H; Ine

ubj :
Importance: High

UNCLASSIFIED -
NON-RECORD

Hello all,

janiiwy
=3 T

ot e

Immediate deadline on this task. Please view e-mail and respond to SSE

Thanks,

—]
----- :i‘nmaLMMb_l
Fro (ITD) (CON)

()




PTD) (FBI) _ _
From: I J(OTD) (F8I)
Sent: A2 PM
To: (oTouERNA OTD) (FBI)
Ce: (FBI); HCON)
Subject: ontingency plan information
UNCLASSIFIED
NON-| D

Can your 1ISSO provide the information requested for the DCS-30007

Thnx,
-ca

----«Qriginal Message---—

From: ] (SecD) (FBI)

Sent: 12:16 PM

To: lﬂi'o}(com

C OTD) (CON); (OTD) (FBI); IOTD) {FBI)

Subject: RE: Contingency plan information

UNCLASSIFIED

NON-RECQORD

| | ,

I need contingency plan results for the following systems:

Data Collection System 3000

Data Collection System 5000 b
I
——Qriginal Massage___-
From: (OTD) (FBI)
Sent; ay, Ju | 12:12 PM
To: {SecD) (FBL
e Iom)(com- JoTo) (connf jomy e[
{OTD) {FBI} )
Subject: . RE: Contingency plan information
UNCLASSIFIED
NON- D

Per our phonecon ~a| s the ISSO for the systems in question. I'm sure he will
be able to provide u need. Though | believe that he may be out of the office at least
part of this week.

ALL INFORMATION CONTAINED

HEREIN I5 UNCLASSIFIED
DATE D6=-0&-2007 BEY 65179 DMH/TAM/KIR/JB

1




Supertvisory Engineering Technician

ELSUR Technology Management Unit (ETMU)
Etectronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

ERF, Quantica MA_

Tel: (703)
Cell:{202;
Fax:(703)

----On'g‘ o . ‘
Sent: 1:26 AM .
To: oTD;) (FBI) . Y

Subject: Contingency ptan information ke o

UNCLASSIFIED
NON-RECORD

T fieed contingency plan results for the following systems:

Data Collection System 3000
Data Collection System S$00

Efanks :

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




] (OTD) (FBI)

From: | J(OTD) (FRI)
Sent: 212 P
To: I (SecD) (FBI)

- et W“’m’ oo
(OTD) (FBI);
Subject: . onungency plan info

UNCLASSIFIED
NON-RECORD

Per our phonecon { js the ISSO for the systems in question. I'm sure he will be
able to provide anything you need. Though | believe that he may be out of the office at least part of
this week.

Supervisory !ngineering Technician

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

ERF, Quantico, VA

Tel: (703) -
Cell:(202) v
Fax:(703) e

—---Original Message-----

From: SecD) (FBI)
Sent: 1:26 AM
To: OTD) (FBI)
Subject: ation

UNC IFIED

'NON-RECORD

I need contingency plan results for the following systems:

Data Collection System 3000
Data Collection System 500¢

—

UNCLASSIFIED

UNCLASSIFIED




et ®

By separate e-mails, OGC's PIA staff will be communicating directly with the persons identified as POCs for
each of the 28 FBI systems affected by this tasking. We will provide the division program POCs with the
necessary forms for the program to complete (plus some additional questions we need for our review), and we
will identify a designated OGC attomey to be OGC’s POC for each system who will work with the division
POCs to "smooth” the form(s) within the deadline(s).

My overall coordinator for this tasking is Senior Assistant General Counsel| booa 24

(Note there are nowq the FBL | kntemnal e-mail address it | Il.he only

one in OGC), and his Internet e-mail address i Please don't hesitate to contact
[_] my Deputy Pat Kelley (202-324__], or me (202- you have any questions. Thanks in

advance for your support! ;“ .
Ty

vC

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

YUNCLASSIFIED
[oTD) (FBY) ks
From: —]oTo) (cony |
Sent: 3, 2006 1:09 PM
To: (FBI)
Ce: ) OTD) (CONY] loTo) (FBI)
Subject: : 1bit 300 Update ™
UNCLASSIFIED
NON-RECORD

II his affects the project known as Digital Collection which includes the DCS-5000, DCS-6000, and DCS-3000.
(with coordination from the other teams) each year. It's due to HQ (ITOD) 26 Jun.

BATE: 0D&-08-z2007
CLASSIFIED BY 63179 DMH/TAM/ESR/JE

FEASON: 1.4 (g)

DECLASSIFY ON: 06-05-2032 ALL THFORMATION CONTAINED

2:37 PM HEREIN I5 UNCLARIIFIED EXCEPT

(C;EDC%J E“C) oTD) (FEL) WHERE SHOWN CTHERWISE

UNC IFIED

X

WT




@ SsegT o
.
J(OTD) (FBI)

From: | OTD) (FBN
Sent: (HHESALMaY 11,2006 4:54 PM
To: NY) (EBI)

Ce: ] koT) (FBI) oTD) (CoNy;

QTD) (FBI)
Subject: evisit

UNCLASSIFIED i
NON-RECORD | o

Fand | are planning another trip to your FO, Weds. 5/17/06 to troubleshoot the DCS-3000/5000 1Way push,
ease let us know if that works with you and whom are POC will be.

—

755
UNCLASSIFIED

|_,_£(OTD) {FBI)

From: | Jcoroxcon

Sent: Tuesday, May 09, 2006 7:38 AM

Subject: - ; CISE | »

-

ENSIT UNCLASSIFIED

NON-RECORD

1

| spoke to:;tm the issue and came 10 the conclusion that we could infer from the scenario that the incident was of a
local natura. us we deleted the sentence in question entirely. As the response was due today, | sent it in.

TICTU [SSO

(0) 70
(P) 70
(C) 70

—e-Original .

From: TD) (FBI)
Sent: T E] 4:37 PM
To:  — A
Subect: RE: DO IRP EXERCISE
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

- . x
k@@ (2)




Looks good...please sed___Jebout one small thing, Thanks,
Mike

~----Original Mgssage-----
sent: 21 PM
Toi (oTD) (1] JoTo) (com)

Subject: DOJ IRF EXERCISE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

l land

Attached are the required deliverables from the DOJ IRP Exercise on the 5000, 6000, angr yOur review prior

to the 10 May due date. | also sentacopyto[________ Jas the 1SSO for the 3000 in th

as a template.

e wanted-to use it

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

fn2
6

e T

foTD) (FBY)
From: HQ_CIRG
Sent: Monday, May 01, 2006 1:45 PM
To: FBI_FBIHQ
Subject: Blackberry Calls into SIOC - Technical Problem
UNCLASSIFIED
NON-RECORD

This message is being sent to: Ali employees at Headquarters.

1R

UNCLASSIFIED

pod (3)




DTD) (FBI)
From: (OTD) (FBI)
Sent: 38 PM
To! TD) (FBI)
Subject:
SECRET
RECORD 268-HQ-1045581

Well donel #his is a winner.

Assistant Section 5‘!591'

Electronic Surveillance Technology Section .
Operational Technology Division b e

Qu
 —

«~eeOriginal
From: OTD) (FBI)
Sant: Fri i 4:19 PM
To: [OTD) (FBI)
- Em_rwm__FD){CON) IOTDXCON)
Subject: cal Onful .
SECRET

RECORD 268-HQ-1045581

]

Attached is the revised version of the DCS-5000 submission. | will have the DCS-3000 submission sent to you as
soon as it is completed.

-

<« File: DCS-5000 Certification and Accreditation Mitigatior > o i 2

SECREL

S T
}( > (4)




*Recurring cost

Amounts hears of networking equipment and costs
provided b ‘ ystems in field offices and resident
agencies.

(2) SBIT's Input fron| ]
The cost of the hardware, software, and the development work for the interface to the Trilogy network or
other FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of

this cost is for hardware {e.g. routers and other networking equipment}. The Dcs;r:_mgm

approximately $500,000 per year if you include the IP service contract we have wit
han elaborate on this topic if needed.

[ l LR
ITD/ESTS/TICTU

LOTD) (FBI)

){FBI! - b'ro) (Fax)l I{DTD) (CON)
e PTD)(CON)

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD_

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FE81
iT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for

hardware (e.g. routers and other networking equi'rmgnn_thamneﬁ_mst:s are approximatety $500,000 per year
if you include the P service contract we have wit an elaborate on this topic if needed. 1%
4

{oTD) (Fen)) pTo) (cony
Subject: FW: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIE
NON-RECORD

To Adl,
Due to the move, please providmnh all submissions no later than 3pm today Imd | will
gather the data to send it to the fron r this afterncon,

Ethe DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be
sent over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate

numbers, if there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with
your esfirnate? Thanks.

----- Original Message---—
From: ﬁ_‘_pm) (CON) Séﬂﬁ(

X (5)




DCS-6000 team is still working on the technical end of making the remaote warkstation happen.

Mike

--—--QOniginal
From: TD) (FEBI)
Sent: 2006 2:39PM
To: [TTD) (CON)
ca bTO) (FBI)
Subject:  FW: DCS8000 Remote

UNCLASSIFIED
NON-RECORD

....—Origj .....
From: CG) (CON)

Sent: Friday, January 13, 2006 12:10 PM
Yo: (FBI}
ca FG) (FBI)
Subject:

RMS# 105654 - Previously submitted requesting DCS6000 remote capability {Assigned t

Working

Per our discussion, here are some items of interest/or concern with regards to DCS8000 remote workstations. Also, |
have talked witl1 hnd his is in agreement that Chicago would like to be a test site once this capability

I G
o

exists, We wou interested in an estimated time frame that this could happen and if there is anything that could be

done to speed up the release of this technology.

Concerns/or 1ssues that may need to be addressed:

Legal - Monitoring/coliecting in different jurisdictions
Network - Minimum bandwidth, encryption
Security - Encryption, Accreditation

Possible requirements at a remote site:
Computer(s) (DCS6000/3000)

Router + (T1's (Metwork connection/data) and/or ISON's)
Remote Server

ionat Supervisor - Chicago
ELSUR Technology Management Unit
Electranic Surveiilance Technology Section, OTD

311 (Desk)
313 (Fax)
313 (Celi)
UNCLASSIFIED

(6)

ha

DN




® ®

UNCLASSIFIED

(OTD) (FBI)
From: | IOTD} (FBI
Sent: . 14, 2006 3:39 PM
To: i : N
Cc:
[AREAYNI MG
(OTD) (FBI)
Subject: RE: 2006 OTD EXFO
e
UNCLASSIFIED _ 7e
NON-RECORD

TICTU will need two tables for the upcoming Expo. Qur platform displays the DCS-6000 Title 11l system and the SBIT
DCS-3000 system. This is not considered extra, we had two lables last year.

Thanks,

-——Qriginat Message----

From: CLIFFORD, MICHAEL (OTD) (FBI)
Sent: 06 4:43 PM
To:

Ce:

(OTD) (FBI
(
Subject: RE: 2006

UNCLASSIFIED

NON-R RD
pls count on the same ESTS participants as last year. TICTU should be placed before and next to ?w
ATU to allow for a segue in demonstrating ie., TI ing switch CALEA
capability, identifies| Jot the subject and ATU wi quipment takes it from there.
Thanks, Mike
Michae! P. Clifford, Jr. re
Section Chief i
Electronic Surveillance Technology Section
Operati chnology Division
(70 (Office)
(Cell)
Pager)
----- Qriginal M é-——«
from: (OTD) (FBY)
Sent: 3, 2006 2:50
To: aTD) (OGA) JOTD) (FBI}; CLIFFORD, MICHAEL (OTD) (FBI); } |

X

) SeCq)




Examples: )@

Sit BRI installed........... = $6,833.02
Sit BRI installed........... = $5115.48
Sit BRI PROPOSED .... = $8,184.16
Sit BRI PROPOSED .... = $8.788.11
Sit BRI PROPOSED .... = $10,838.44
Sit BRI PROPOSED .... = $10,675.22
$51,434.43/6 = $8,572.40 s
T.": ‘3' F.

INVENTORY - Remaining DCS-5000 BRIJADTRAN:

BRUADTRAN (pair) ............... = 46 X $3, 229.00 = $ 148, 534.00 (can it be used for[_JAudio config? See
below.)
2?2 Afternate solution: DCS-3000 udio (repface 1-Way P unction, RW) 222

NOTE: We pay a premium for equipt, approx. 3-times the commerical ratef!! PLUS I

Your Thoughts,

-ca
UNCLASSIFIED

lOTD) (FBY
From: L Dbroyren .
Sent: Thursday, September 22, 2005 4:47 PM
To: : OTD) (FBI)
Ce: QT (FBI); OTD )
| {8] OTD) (FBI);
D} {FBl)
Subject: FW: Houston Status
importance: High
. Jim s

SENSITIVE BUT UNCLASSIFIED ) }{ﬂr
NON-RECORD )
Mr. Clifford,

This e-mail is to provide you with an update regarding the Houston field office. We will continue contacting office
personnel in order to provide assistance.

Thanks,

----- Original Message-—--

X (8)




J(oTD) (CON)

SELHE..

Ser-_'l:husdauden:imber 22,2005 1:53 PM
To QTD) (FBIY

j (OTD) (FBI

(OTD) (FEL)

{OTD) (CON]

(OTD) (CON)
tatus

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

now in

]

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

is

7|

oy e[ ]

fer

| coTD) (cony

JOTOXCON);

Just got a retumn call from t;f Houston. He said that they shut down the office Wednesday at noon, powered
down all the sEstems (DITT, > Voice Box, DCS5000). co iﬂ_‘w‘nltarps, then got out of town‘bis

X and his house telephone number in

From i JoTD) (CON}
Sent r 14, 2005 9.
To: . | Flmwnn)) ngnr_l
1 TD) (CON (OTD)
{CONY TRLICON) oD :
¥ I'D'I'I'J‘# N)
) OTDY(FEN] OTL
J{O10) {CON)
QOTD) (CON) (OTD ;
. {OTD) (FBI); Y (FBl)
Ce: UTD) (FBI) 1)
Subject: nvitation to Cisco on Thursday, Sepltember : e
o
UNCLASSIFIED
NON-RECORD

called this morning to inform us that Cisco will not be coming to ERF tomorrow because

o; pro;;ms getting them into our building. However

5000 and 6000 team to travel with him to Cisco in He
Cisco. If you are interested in attending, please let

Thanks.

X (9)

ould like to invite members of the 3000,
on Thursday. Lunch will be provided by

know first thing in the morning (9/15).

— .~




o SEDRET @
ETMU is coordinating with TA on electronically passing the pen register data from EDMS to TA.

Of equal importance is the ability to setup and update TA with the current court order information. OTD's
Telecommunications intercept and Collection Technology Unit (TICTU) and ETMU have approached the FISA
Management Unit regarding electronically passing FISA court order information.

1, 2005 10:20 AM

. E} EFBI !(wr) (Fenl J(oD) (FBI); ]zl
(FBI); FBI) a
M (CTD) (FRLL CTD) : - _TECH;
CyD) (CON); koTD) (FBI)i I (ITOD) (Fel)

Subject: RE: Phone Records

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| just wanted to follow up on our meeting regarding the automation of uploading phone records to
enterprise-level systems at HQ. | know ERF/ETMU was working this issue and expected an interim
solution by August 31. Is the issue resolved as scheduled?

From (WF) (FBI)
30, 2005 11; '
) (cow)i fwr) (Fs1); |coTD) (EBI);
_ (FBI)% KEL(FBI)
cd CTD) (FBI) (CTD) (FBI); HQ-DIV13-EOPS_TECH
Subject: RE: Phone Records
k2
SENSITIVE BUT UNCLASSIFIED R

NON-RECORD _ b7

A short list would include:

1. Provide a'utdmated uploading frorﬁ DCS-3000 to telephone applications.

Currently, we ca ister i ‘ lines using anD
for the intercep

3. Provide automatéd uploading from the RedWolf collection systern to telephone applications.

> (10 W




X MF) (FBIY fOTD) (FBI)
MENLERD, e =

. (CTD) (FBI) } (FBI); HQ-DIV13-EOPS_TECH
Subject: RE: Phone Records

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD e

S
B
A shart list would include:

1. Provide autornated uploading from DCS-3000 to telephone applications.

urrently, we cammmmmml Primary Rate ISDN lines using an D
or the intercept for telephone service.

3. Provide automated uploading from the RedWolf collection system to telephone applications.

From CTD) (CON)

Sent une 29, 2005 4:45 PM
(WF) (EBL.
CTD) (FBI); (CTD) (FBl1); HQ-DIV13-EQPS_TECH

Subject: Phone Records

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

£d me to contact you regarding an issue of transferring massive amounts of DNR
data into Can you send me an email with details of the issues? Anything you can provide
will be helpful. 2
k6

Thanks, SR

[ 1

Bin

SENSITIVE BUT UN FIED

SENSITIVE BUT UNCLASSIFIED
(11)




Yo WF) (FBIN (OTD) (FBI)
OTD) (F8 Fsm_l

Ce: ) (FBIYL (CTD) (FBI); HQ-DIV13-EOPS_TECH

Subject: RE: Phone Records .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

A short list would include:

1. Provide automated uploading from DCS-3000 to tetephone applications.

2. Currently, we cannot upload register information from Primary Rate ISDN lines using al:
for the intercept| Jor telephone service.

3. Provide automated uploading from the RedWoif collection system to telephone applications.

----- Original Message-----
From ) (CON)
Sjnnﬂa:nw_ioos 4:45 PM
T (WF) (FBI)
cq (CTD) (FBI }cTD) (FBI); HQ-DIV13-EOPS_TECH
Subject: Phone Records

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

sked me to contact you regarding an issue of transferring massive amounts of DNR data
in Can you send me an email with details of the issues? Anything you can provide will be
helpfui.
Thanks,

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




SENSITIVE BUT UNCLASSIFIED "Rb

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCEASSIFIED

[OTD) (FB))
From: [CTD) (CON)
Sent: 2005 10:20 e
To: (WF) (FBI aiy] _bro) L
WF) (FBl)
Ce: | Iiou sy, | W72y W) - HQ-DIV13-
(OTD) (FEI);
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1 just wanted to follow up on our meeting regarding the automation of uploading phone records to enterprise-level systems
at HQ. | know ERF/ETMU was working this issue and expected an interim solution by August 31. Is the issue resolved as
scheduled?

-..--.Or’ H —

From (WF) (FBI)

Sent: Thursday, June 30, 2005 11:07 AM

To: ; OTD) (FBI}

(CTD) (FBI); HQ-DIV13-EOPS_TECH | b -

o i

ki

(ST

katw

SENSITIVE BUT UNGCLASSIFIED
NON-RECORD

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

‘ i
2. Cur not u i information from Primary Rate 1SDN lines using ar:: for the
intercept br telephone service. '

3. Provide automated uplcading from the RedWolf collection system to telephone applications.

¥ o (13) -'

S%ET




Type ltem

Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Piant
Central Monitering Plant
Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Piant T
"Central Monitoring Plant ko
Central Monitoring Plant 31:71:
Centrat Monitoring Plant .
Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Plant
Central Monitoring Plant
Technical Access (Wireless) _0CS 3000
Technical Access (Wireless)

Lﬂ?feam

Remedy Developer
ELSUR Technology Management Unit

Ele ﬂeillance Technology Section, CTD
703

UNCLASSIFIED

TD) (FBI) e

From: | !(OTD) {FBI)
Sent: ursday, August 05 6:53 AM

To: OTD) {FBI}; (OTD) (FBI)
Ce: Bil)
Subject: ranster

UNCLASSIFIED
NCON-RECORD

o
Jogy

The following transfer was supposed to be made to San Franciscoand then to a covert account but it
fooks like the transfer went to GSA. Do you have any info on this?

Transfer 05/124 from 573000IC to GSA Space Management for East Bay Translation Center in the

>y _SBRErT







o ®
SECRET

TICTU requests the transfer of $14,594.00 from 573000 1C/1822 to FBI Newark account 5525-6
Misc Other Services, cost center 3510, See justification from below.

———-Oriinal Message---—-
me%m) (FBL)
Sent: Sunday, Aprit 10, 2005 9:54 AM

To| } (ITD) (FBI)
Subject: RE: REQUEST TO TRANSFER FUNDING

D b v

The Newark Division will be renovating existing office space to accormmodate the hiring of new Linguists and a -
new Supervisory Language Translator. They will utilize said funding to pay for the electrical work in conjunction with said
renovation of the general office space and supervisory office being constructed.

Office of intelilgence (O1)
FBIH
Fax 20.
UNCLASSIFIED
DTD) (FB!) —

From: | ,(OTD} (FBI)
Sent: 51 A
To: | (LID\ (EBIY; LID) (COoN)
Cc: M) (FBI); ILCMA.LEEI_ |(0TD)
)1 OTD) (REL ;
- TR 1? |
' |

Subject: RMS b2 e

Importance: High

SENSITIVE 8UT UNCLASSIFIED
NON-RECORD_

%{ this RMS to your group.

This should be handled as expeditiously as possible.

2




® SEBRET o

RMS[____}Omaha Division is requesting a| | model fter
reviewing a communication which indicated it is the only approved| |o be I ilt

connect to both the FISA and Criminal DCS3000's and will replace the existm&which is made
by Beikin. Thank You!

SENSITIVE BUT UNCLASSIFIED

I IOTD) {FBI) ————
From: (OTD) (FBI) '
o OTD]P C TQLERD
To: ( JCONM

TUTUWE!

Cc: _ CTD) (FB!}; )}

Subject: RE: DTP Transfer

UN SSIFIED
NON-RECORD

g!: prepare the transfer below for signatures.

FYi.... We only transfer whole dollar amounts..no cents.

From OTD) (CON)

Sent: 2:56 PM

T (OTD) (FBI) L
Ce foTD) (FBD); Joro) (Fer) OTD) (CON) b7

Subject: DTP Transfer

UNCLASSIFIED
NON-RECORD

H'I_
Pe|:l>onversation with[_____ ] 1 was directed to send this TICTU transfer request to you.

Please transfer $8,955.54 from 5730001C/1822 to 5626-11C/1822. This transfer is needed to complete the funding of
two Parts and Supplies requisitions needed to support DCSS5000.

X (16) /,&\ffﬂq




Subject: RE: 2005 £ETMU (fka EOSO) New Employee Orientation Agenda May 10-12

UNCLASSIFIED
‘NON-RECORD

ﬁand ) will be visiting you on the 11th between 3 - 4pm. As was the case prior, | will do a short presentation
and they will do the demo(s).

:- if either cannot make, please notify me. Thanks.

=
.

<
~1
oy

2005 3:48 PM

(ITD) (CONY [rTD) (FBD)] .
Fa1):] MG l_lrm) (FBY);

Cc D) (FBL D) (FBI); () e ]

(ITD) (CON)) - ) (CON) (ITD) (CON)
] ¥ RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12

UNCLASSIFIED
NON-RECORD

Subjed:: RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12

Please advise if you or a representative will be able to participate in the upcoming May
Orientation as outlined below. 1 look forward to hearing from you. If you could respond at your
earliest convenience | shall appreciate it. | will incorporate the updates and forward the final
agenda to you. '

Thank !

540

fos
hic

UNCLASSIFIED
NON-RECORD

The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a
key factor in the success of all orientations conducted. As our team continues to merge over the coming
months [ shall appreciate your feedback and involvement in continual enhancements to the orientation
program. As evidenced by arigntation survey results and management feedback, new employees are
being assimilated more effectively and expeditiously.

X gy -




The Agenda is attached for your review. !'h that your schedule will allow you fo participate. The
technology manager pastion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00
to 4,00 (a short break scheduled between sessions). Please let me know if you {or a designated
alternate) would be available 10 provide an overview of the following systems:

1:.45-2:15 00
2:15 - 2:45
2:45-3:00 Break

3:00-3:30 DCS5000
3:30-4.00 DCS6000

For planning purposas the remaining 2005 orientations are scheduled for: August 9-11 and November 8-
10.

Thanks in advance for your time. | look forward to your feedback on the agenda and your participation.
Please call me with any questions you may have.

[

ELSUR Technology Management Unit (ETMLU))
Electronic Surveillance Technology Section (ESTS)

Cpegati chnology Division (OTD)
540 {Desk)
540 (Fax)

UNCLASSIFIED

oo
P
LA

(sl
ow
| LR

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

X (19) M




'roi : i F ) | IfqecD) (FB
V) (FBLL )
( ) { - ED?LCQN

H | Jcv

E) (B 1D
1 J(CV) (FBI) (CV) (FBI);

(CV) (FBI)
‘Subject: RE: Portable Voicebox

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Ind
Lo
I ;n!l will be happy to assist'you in this matter. Sending you to the experts :-)
ake care...
- Oqaia Messagesse
Fron _ {Cv) (FBI)
(FBIYI (CV) (FBI);
EL{FBI :
; [CV)
FB V) (rBl})
Subject: Portable Voicebox
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Several months ago, I spoke ta you regarding our task force squad that purchaﬁcd its own Voicebox
digital collection system and needed the OK from Security Division to use it on FBI cases, This is still in
the works on our end, but we have a similar situation regarding a pertable system and require the input
of Security Division before we move forward.
b2
Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our ];) L’(

Toledo RA. The case agent in our Youngstown RA would like ta conduct an upcoming FBI T-III ona i T
digital system (rather than cassette tapes), but we do not have another system available (hiether does

ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the

Youngstown RA use it for this T-III. The system will be operated in the RA space and would be

connected to our DCS-3000 network to obtain telephone target dat:

acceptable configuration which enables secure transfer of the data.

O e




-----Original Message----- Sgaﬂ'
From :| ] (ITD) (FBI)
Sent: 20405 8:00 AM
rT‘J (ITD) (FBI}] LMD ( Fﬁl]l
ITD) (FBI);} SecD)(CON) j

Cc| _ __J{TTD) (CON)
Subject: Combining the Collection systems under one C&A

UNCLASSIFIED

NON-RECORD
:i'b ,_-
Gents, el
E7E

After many internal discussion regarding the Certification and Accreditation (C&A)
process of systems, we [AU, CU, and |] came to the conclusion that combining systems
under ocne C&A makes sense (in some cases). I'd like to get your opinion on this matter as

ing to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and
under one C&A (if that makes sense to do so).
I'd like to arrange a meeting for 13:30 tomorrow 18 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

Cheers, I |

, WU X
ERF (703

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

s (22




Subject: RE: Combining the Collection systems under one C&A %T

UNCLASSIFIED
NON-RECORD

this but next week would be better a ilt also be back then.

g good time as all the streets wil;ﬁgigjvt 1pm Wed (19th) here. | agree that we shouid do
bob

CISM,CISCM,CICN
IT Specialist (Security) -
Team 1 Certification Lead k70
Certification Unit, IAS, SecD

202

---—--0riginal Message-----
Fromf;q;j(ma) (FBI)
Sent: Tuesday, January 18, 2005 8:00 AM
To| 1aTD) (FB1Y L(IID) (FBD) |
(i (FBIM c¢D)(CON); cD) (FBI}

Cc: ITD) (CON) :
Subject: Combining the Collection systems under one C8A

UNCLASSIFIED '
NON-RECORD Jair

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A) process
of systems, we [AU, CU, and |] came to the conclusion that combining systems under one
C&A makes sense (in some cases). I'd like to get your opinion on this matte I'm looking fo
combine the collections systems { DCSnet, DCS 3000, 5000, 6000, andﬁnder one
CA&A (if that makes sense to do so).

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

b7

lex




UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

[ joTD) (FBY) _ _

From: JuTo) (FBY)
Sent: F.ue;nay_.anua? 18, 2005 11:35 AM
Te: {ITD) (FBI)

Ce: | JITD) (FBI)
Subject: . Lombining the Collection systems under one C&A

L

Clear Day

rd.JPG {5 KB
B G UNCLASSIFIED
NON-RECORD

Re =

I think the C&A process is best served by separating the various projects, especially
between different security classification platforms.

DCS-3000 ISSO -
DCS-5000 ISSO -
DCS-6000 I1SSO -

-—---Oridi —
Fromj | (ITD) (FBI)

Sent: 18, 2005 8;
Tc{ iTD) (FBD)] (ITD) (FBI)
Cc: KITD) (CON)

Subject: FW: Combining the Collection systems under one C&A

UNCLASSIFIED M
)¢ (24)




NON-RECORD | )‘Qﬂ

Hello Guys,
Here is an e-mail moving about regarding C & A.

Please review.

..... 0 —————
From ITD) (FBI)

: Ser::luexlaLJaauanu.ﬂ. 2005 8:00
To (ITD) (r-'BIgM kD) (Fg")&w
(B J(SecD)(CON); (SECDY(FBT)
Ccl kITD) (CON)

Subject: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation {C&A) process of
systems, we [AU, CU, and l] came to the conclusion that combining systems under one C&A
makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine ..
the collections systems ( DCSnet, DCS 3000, 5000, 6000, and Imder one C&A (if that BTE
makes sense to do s0).

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

== o

ERF (703

P
1y

UNCLASSIFIED

UNCLASSIFIED

K s )MT




UNCLASSIFI

| pTD) (FBI)

From: ITD) {(FBI)

Sent: I%:uw;? 2005 8:

To: D FBI),] ITD) (FBI)
) )

Ce: L TD
Subject: FW. Combining the Coilection systems under one C&A
Qlear Day . FO

Bkgrd.JPG (5 KB) :
UNCLASSIFIED
NON-RECORD

Hello Guys,
Here is an e-mail moving about regarding C & A.
Please review.

--..-..Or —
Froml | (ITD) (FBI)

Sent: Tuesday, January 18, 2005 8:00
To:| L"irro) (FBIL); L (ITD) (FBI) (ITD)

(FBI; (SecD)CON) (SecD) (FBI}

CCE !(ITD) {CON)
Subject: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD .2

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A) process of
systems, we [AU, CU, and |] came {0 the conclusion that combining systems under one C&A makes
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine the
coliections systems ( DCSnet, DCS 3000, 5000, 6000, ancﬁ under one C&A (if that makes
sense to do so). _

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments.
We can meet in my office unless someone has a better alternative.

w e TS




ISSM, Quantico Complex
ERF (709 __ESRETT

UNCLASSIFIED

UNCLASSIFIED

I I(OTD) (F8I)

From: EITD) {(CON)
Sent: 57 AM
To: (WF) (EBL

Cc: ) (FBIY D} (FBI
¢ ITD) (FBI)} (ITBT(FB'I] |

Subject: ystern Administrator Training and Voice Box Training

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I | As discussed this morning, the 22 ET's and TA's that you had indicated needed Red Wolf System
ing. | am passing this list to the Program Staff to have the DCS3000 and Advanced Voice Box training
requirements addressed. .

1 look forward to your response as to whether any of these individuals are scheduled to attend the WFQ dedicated System
Admin Training ctass scheduled for February 1-3 that would accommodate up to 10 students. Are some of the people on

this list scheduled for this class? If not, Il need to schedule additional classes for those individuals remaining that require
training. .

The list as provided by of the Technical Personnel Development Branch include the following individuals:

X (27) ﬁE{ET




@ o
| I!OTD) (FBI) "—Séﬁq

From: D} (FBI)

Sent: , 2004 1:45 PM

To: b

Ce: L (ITD) (FBI);
IE T0) (FBN]

Subject: ratitude for Special Support

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

3

| just wanted to extend my gratitude tmlor the operational support he is providing. Specifically,
is instrumental in helping with the dew deployment of the DCS-3000 One Way Push system. $ the

first official test site approved from the security office which assisted us in order 1o determine the robustness of our
system. it was during this test phase that improverments were developed by Raytheon and incorporated into our iatest TIU
Software base-line. The new software enables the CCC and CDC data to be correlated using a time-based algq :b

A vast improvement from hard copies and manual correlation. Although the new software hasn't been validated
continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals.
We are fortunate to have him on our side. More than thanks are truly in order.

—

SENSITIVE BUT UNCLASSIFIED

OTD) (FBI)

From: [ TD) (CON)

Sent: 004 5:09 PM
To: {TD) (F8I): DICLEMENTE, ANTHONY P. ({TD} (FBI); THOMAS,

Cec:

lip)
| |

Subject:

UNCLASSIFIED
NON-RECORD

The meeting with | Jill take place in the Secure Conference Room, not the Main Conference Room.

—---Qriginal Message-----
Fromi o) (Fa1)

Sent. Monday, November 01, 2004 4:57 PM

f

) (CON);




L L(TD) (FEI Sﬁw
Subject: Visit o| ictoria Police, Australia

" UNCLASSIFIED
NON-RECORD

|I kf the Victarian Police ] ]
nit Tor the Victonan Folice Ethical Standards Department. The [TD will provide a genera

overview of telecommunications and data intercept matters in support of Criminal Law
Enforcement. '

Tomorrow's briefing will be in "round table” format, 9am to 1pm, Main Conf. Room.

JNiII be the host. 4

Tony Diclemente will handle the DES (DITU) dis¢ussion or provide representation.

l;ill handle the ESTS brief, including the ATU discussion.

[ Jwinhandle the TICTU discussion and DCS-6000/3000 demo.

Jwill handle the EIMG (EDMS) discussion and demo.
I:Iplease reserve the Main Conf. Room.

| will be at HQ in the morning.

=hief
Electronic Surveillance Technology Section
Investigative Technology Division

Quantico, Virginia
L —

UNCLASSIFIED

UNCLASSIFIED

(30)




e o

(OTD) (FBY)
From: | fiTD) (FBY)
Sent: Monday, November 01, 2004 4:57 PM
To: DICLEMENTE, ANTHONY P. (ITD) {(FBI}; THOMAS, MARCUS C. (ITD) (FBI), CLIFFORD,

Ce: [ )ﬂTD\ Fen{ (ITD) (Fljn )
5 ITD}TFE ;
[ koreen] ITD) (CON),
(I70) (EBL '

Subject: Visit of Victoria Police, Australia

< s
UNCLASSIFIED
NON-RECORD

l of the Victorian Police | | L
nit

Tor the Victonan Police Ethical Standards Depariment. 10he 110 will provide a general overview of
telecommunications and data intercept matters in support of Crimina! Law Enforcement.

Tomorrow's briefing will be in “round table” format, 9am to 1pm, Main Conf. Room.

lvitl be the host.

Tony Diclemente will handle the DES {DITU) discussion or provide representation.

lvill handle the ESTS brief, including the ATU discussion.

will handle the TICTU discussion and DCS-6000/3000 demo.

luill handle the EIMO (EDMS) discussion and demo.
: please reserve the Main Conf. Room.

I will be at HQ in the merning.

L]

Assistant Section Chief
Electronic Surveillanca Technology Section
Investigative Technology Division

Quagali iainia
C —
UNCLASSIFIED

X 31



file:///SSIFIED

Sent: Thursday, August 05, 2004 11:45 AM RETL
Subject: Ke: rientation

UNCLASSIFIED
NON-RECORD

kai
b

%l that you can participate. The only thing you would need is the presentation on media, we will have a
laptop set-up. Do you know who will come with you so that | can add them to the vigitor list? | will alert the CSOC
that the systems will be used for demonstration that afternoon.

Efw'lance Cperations Support Office (EQSQO)
54

..... O 11 i

From] | (ITD} {FBI)

Sent: Thursday, Auqust 05, 2004 8:53 AM
To (ITD) (CON)
Subject: RE: EO_SO Qrientation

UNCLASSIFIED
NON-RECORD

—__;s should not be a problem. Since the first part of the presentation is usually lecture and the second part
demaonstration, | believe it best if the first part be given for both programs, followed by demos of the collection
platforms. 1 will most likely be involved (power point presentation) with additional individuals from both
programs showing the equipment. Do you need us to bring anything?

b6

lmio

-—--Qrj ,
From (ITD) (CON)
Sent: D04 3:35 PM
(lTD) (FBI l(rro) (FBI);
[{TD) (FBD); ITD) (FBI)E (FBI)
(ITD) (CON ITD) (CON), (ITD) (FBIY;
TTD) (FBI) fITD) (CON)

rientation

UNCLASSIFIED
NON-RECORD

Our next new employee arientation is quickly approaching. Your involvement in the past has been an

(33 SPORET




important factor to the overall success of the arientation ar:g | hope that your schedule will allow you 1o

participate again. The technology manager portion of the program is scheduled on Wednesday, 25
August from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know
if you {or a designated altemate) would be available as noted below. Thanks in advance.

1:45-2:15 ali] bz
2:15 - 2:45 _ 7R
2:45-3:00 Break
3:00-3:30 DCS5000
3:30-4.00 DCS6000 T,

| |1as done this for us previously. Please contact me at your convenience to

ance Operations Support Offica (EQSQ)

UNCLASSIFIED

UNCLASSIFIED

IFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

)4 (34)




® . ©
UNCLASSIFIED

NON-RECORD

ol
istibute this information to the fiel - for DCSP distribution. Thanks.

Supervisory Special Agent
Telecommunications intercept and

Collecti ology Unit (TICTU)

! e |

----- Original

From{ Iro) (FED)

Sent: Thursday, July 08, 2004 9:50 AM .
To ) (FBI)
Subiect' pstaliation Instructions for Voicebox Fixed Site Systems

UNCLASSIFIED
NON-RECORD

Due to the Certification & Accredltatlon of the Voicebox System, its mandated that all VoiceBox workstations have

ftware loa The attached file contains Instructions for installation and setup on the
boﬁware should be installed as soon as possable When completed you
must ema o inform him that virus scan is installed and running.
': 8 :' “Your-VeiceBox system must have a conn S network. This connection will allow your syste
e DCS 3000 Web page on th machine. The Weh page contains down loads fi
for workstatlons ows rofessional} an for Windows 2000 Server). The
connecuon will also allow the oftware to update automnatically.
if you have questions please contact: e
k2
l7g3 I3
AN
LR

Dif you could send this to Jason Hiney to request that the DCSP personnel in the ﬁeld couid preform this task.

Thank you
UNCLASSIFIED

UNCLASSIFIED

k&



® }({ ®
SE T '

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
koo (FBY
From: | (ITD) (FBI)
Sent: Wednesday, Jul 004 4:44 PM
To: | ITD) (CQAL
Cce: (iTD) (FBI)] (ITD)
ITFBT‘ (TD) (CONY; (ITD) (CONj;
| . (ITD)(CON); bé
Subject: wchmond Tnp U8JULO4 . I
UNCLASSIFIED
NON-RECORD
All,
I :and myself are scheduled for an equipt install of the DCS-3000 One Way Push in Richmond on G8JULC4. | plan
on returning to the office 09JULO4. '
Later,
-C
UNCLASSIFIED

(37)




T
IQTD) (FBY) ”em

From: | [ITD) (FBi)

Sent: 2:20 PM

To: : (D) (FBiY| frD) (FBIx| )}

Ce: ITD) (FBI)I I(lTD) (FBi)

Subject: Visit to DEA

UNCLASSIFIED

NON-RECORD

Hello Guys, |
.:b?')
3o

uncheon) to receive a
| host us at the visit. This visit

We are scheduled to meet with DEA on June 24, 2004 at 2.
briefidemonstration of the Pen-Link system used by DEA.
will give members of TICTU to see different technology as it relates to the D
late. We are expecting the brief to last about 60 minutes,

Please advise if you have a conflict.
Please put on your calendars.

Thanks,

please reserve the Mini Van for this travel.

UNCLASSIFIED

(OTD) {FBI)

From:
Sent:
To:

Subject:

n B @
...  Reguirement... 15

NON-RECORD

YUNCLASSIFICD

Just a quick heads up - since this seems like a lot has to happen in a short period of time -
such as -determine what size system, and get it there efc...

X (38)




Jro) (FBD)
D) (cony] (PX) (FEI)
-:k 7
po
UNCLASSIFIED HIE

NON-RECORD

Jast November, with input from ERF, the TTAs submitted a proposed
menitonng plant which included all the requirements. Nothing happened until a couple of weeks ago. We were then
advised our proposal was not possible and we had to substantially reduce our horizons.

T the Phoenix POC for technical needs concerning DCS matters. | know you have frequent contact
with he he js the best, ’
D you will have to put up with me on the RedWolf stuff, and ] of course.

Please letml know of any possibie probtems or for any additional info you need. We don't have space for any
of our Internet intercepts at the offsite. So we won't have to address that ma monitoring plant will be a remote
from the Phoenix HQ office. The DCS might be another matter, beyond me. as ideas.

The RMS's are as follows:
#088425 CMP Buildout
#088429 DCS 3000
#088430

Hope to hear from you soon!
Phoeni

of ]
UNCLASSIFIED

UNCLASSIFIED

* (39) \SEBB<
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SEﬁ%T

koto) (FEY
From: | J(wr) (cON)
Sent: IIh.l.l.ﬁdaa.Mau.Z'{_ZDﬂal4:00 P
To: ATD) (F8I) b6
Ce: | bt
WF) (CON) ]
b). I EED) )
e " IN)
IO FBI) | (Wi :l Ll
D EELIITD) (CONJ o)
(CG) (CON})
SUblect: RE: ALl
SECRET
RECORD 66F-HQ-A1397794
" i don't have an electronic copy of the EC, but 66F-HQ-A1397794 dated 1!20!2004-
y85Directs all ADICS/SACS to ensure that all toll and pen register records collected through FISA Court Orders in
Counterterrorism cases are loaded in Telephone Application” to the issues described in my document. WFO cannot
mply with this directive for targets which we are usin ystems for the intercept. We currently have 20
&tstems and several of them are being used for LT cases.
b2
L5
70
fL7e
_...-..Or‘ i ——
From: (ITD} (FBI)
Se 2004 7:35 AM
To 'WF) (Comd WF) (FBI)
Cc FBI () E—
{Fti]) { EV/Ci TOLVLE
E&f]m) (FBIY; TD) (FBI)] (CTD)
(FBI)
Subject: TA Issues (WFQ)
UNCLASSIFIED
~ NON-RECO
S
Thanx for the write up regarding the software/reporting issues. W7E
AS you Know s being phased out and replaced wi edWolf System, with WFQO scheduled 10 receive
their system . As such, no software changes to the aseline are projected, with all efforts being directed
towards improving the RedWolf product and migrating to the Elsur Database Management System (EDMS) which will

manage many of the front end reporting and statistical requirements. There are also efforts underway which will utilize
the DCS-3000 as part of a FISA/CALEA based intercept solution. The DCS-3000 can also provide access to some of

the TA related information,

However, just to be sure that we haven't overloocked anything, please provide the following:

x (40)

ET




® e

1- Examples of the different reports whicr“ stand-alone applicatfon provides and are deemed to be
relevant. We will use these to determine the Tormat required for the different reports to be provided under the solution.

2- 1 understand that some of the infarmation required for Telephone Apps is a result of 2 new requirement. Please
provide copies or reference to the EC ar other directive which mandated these requiremants, so we gan use these to
justify additional funding for any software modification requirements. -

RMS 087102, 087103, C87104, 087105 - remain open, pending determination as to which solution will be used for
each of the valid TA requirements.

(705

U SSIFIED

D le ant
D EX
SECRET

| kom; (FBI)

From: l 0TD) (FBY)
Sent: I_mmu.ﬂmaunm 7:35 AM
To: (WF)

Ce: by (E

(
Y10 : 5
ITD) (CON): 1 iT D) (FBI}
Subject: A Issues (WFQ)

UNCLASSIFIED kg
NON-RECORD b

Thanx for the write up regarding the software/reporting issues.

system late CY 04, As such, no software changes to th aseline are projected, with all efforts being directed towards
improving the RedWolf product and migrating to the Elsur Database Management System (EDMS) which will manage
many of the front end reporting and statistical requirements. There are also efforts underway which will utilize the DCS-
3000 as part of a FISA/CALEA based intercept sotutuon The DCS-3000 can also provide access to some of the TA related
information.

As you knowl______Jis being phased out and replaﬂ the RedWolf System, with WFO scheduled to receive their

However, just t0 be sure that we haven't overlooked anything, please pravide the following:

1- Examples of the different reports whicmtand-alone application provides and are deemed to be relevant.
We will use these to determine the format required for the different reports 1o be provided under the solution,

2- 1 understand that some of the information required for Telephone Apps is a result of a new requirement. Please provide
copies or reference to the EC or other directive which mandated these requiremnents, so we can use these 1o jusiify
additional funding for any software modification requirements.

RMS 987102, 087103, 087104, 087105 - rernain open, pending determination as ta which soltjon wili be used for each of

X (a




the valid TA requirements. W

UNCLASSIFIED

|0TD) (FBY) o

From: | KER) (CON)
Sent:

35 PM
To: | ii.:R) (EBI) IER) (FBI); |
:ml'ﬂﬁ"r [ER) (FBH I I(E'IR) (FBI):

(ERV(CONY

Ce: R) (FBI] IER) (CON})
Subject: - Schedule Mtg w/Raytheon -

UNCLASSIFIED
NON-RECORD

lled and asked for a list of any technical topics that may be discusse eting so he can have his
answers waste less time. Recomrnend itemsfissues be forwarded to )
also asked whether 1) it'd be possible to discuss the wide band micropho ifion issue a vnde the
| !ernc!Q&A tq he demo can be done before or after the meeting. esae adws if you're
adnesday.
bl
vit, g
b7
I

Subject: RE: Schedule Mtg w/Raytheon BCS-3000

UNCLASSIFIED
NON-RECORD

All,
Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated.

thnx,
-Ca

—1 SE

(42)




o o
LER) (FBI) ° ~
1:14 8M

1 Lery reRrD:1 IER) (FRIY: [ ]

FER) (CON|
ER) {FBI KER) (CON)
Subject: w; Raytheon (DCS-3000/5000)
UNCLASSIFIED
NON-RECORD
£ e
=
All: You are cordially invited to attend a meeting not yet determined.
Where: ERF
When: May 3 - 77
Time: ?
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000
Last Wednesday, | spoke wi%rom Raytheon, and discussed the nee evelop a sound,
reliable solution to correlate the ata for the RedWolf and the DCS-3000 il not be available next
week, but the following week appears to be ppen. What day and time is best for each of you during the week of

May 3-7? Please send me your requests and make sure that you include more than one choice. | will coordinate
what works best for the majority. Thanks so much. )

PS g;a?nfonned me thall pave made the decision to begin developing "A Time
Based Correlation” for now. | don't have any details about how this algorithm is actually calculated. We can
definitely get more specifics at our meeting. s this the direction we wish to go, or are there other ideas? This is
what we need to discuss. Please ponder on this. Thanks.

Later,
-

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

(43)




o o
!om) (FBI) : ki

From: R) (FBI)
Sent: 30 AM
To: RV(EBI)] kER) (FBI);
ER;} (FBI
Rl(C . R) (FBi),

. (ER) (CON)
Subject: . ocneguie Mg w/Raytheon (DCS-3000/5000)
UNCLASSIFIED
NON-RECORD
All,

Raytheon will be here this Wed (65/12) @ 13.00 in the Lobby CR. You attendance is appreciated.

_____ Oria —
1 Thu April 2

ER)
Subject: Schedule Mtg w/Raytheon {DCS-3000/5000) =
UNCLASSIFIED
NON-RECORD
All: You are cordially invited to attend a meeting not yet determined.
Where: ERF
When: May 3 - 77
Time: ?
Subject: Develop capability to correlate CCC/CDC data for BCS-3000/5000
Last Wednesday, | spoke wiu| from Raytheon, and discussed the nee evelop a sound,
reliable solution to correlate the data for the RedWolf and the DCS-3000 ill not be available next
week, but the following week appears to be open. What day and time is best for each of you during the week of May 3-

77 Please send me your requests and make sure that you include more than one choice. | will coordinate what works
best for the majority. Thanks so much.

PS' informed me that| rave made the decision to begin developing "A Time Based
Co how. | don't have any details about how this algorithm is actually calculated. We can definitely get more
specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss.

> (44) _____,w




e

SENSITIVE BUT SSIFIED

SENSITIVE BUT UNCLASSIFIED

| |o1D) (FBI)

From: ' : E(ER) {FBl}
Sent: i 4:51 PM
To: R) {FBI)

Subject; RE: Schedule Mtg w/Raytheon (DCS-3000/5000)

UNCLASSIFIED
NON-RECORD

STy
E]

e

Thanks.
MJ

-----Qriginal M o
From (ER) {FBI)
Sent: ETtursday, April 22, 2004 1:14 PM [ |

1 (ER) (FBLY; ER) {FBI) oo rnT
ER) {FB1 __ CERT(CUN" ‘?

R) (FBI)I__I JER} (CON) .

w/Raytheon (DCS-3000/5000

UNCLASSIFIED
NON-RECORD

All: You are cordially invited to attend a meeting not yet determined.

Where: ERF

When: May 3- 77

Time: ?

Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000

Last Wednesday, | spoke Mmom R discussed the n develop a sound,
reliable sclution to correlate t a for th nd the DCS-3000 will not he available next

week, but the following week appears to be open. What day and time is best for each of you during the week of May 3-
7?7 Please send me your requests and make sure that you include more than one choice. | will coordinate what works
best for the majority. Thanks so much, :

PS informed me tha! !have made the decision 1o begin developing "A Time Based
Cor low. | don't have any detal Y] hig algorithm is actually calculated. We can definitely get more
specifics at our meeting. is this the direction we wish to go, or are there other ideas? This is what we need to discuss.
Please ponder on this. Thanks.

X @)




Later,
-C

UNCLASSIFIED

UN SSIFIED
bxe

I I! D) (FBI) T,"f_-

1ER) (FBI)! :a |
; = §X

Subject:

UNCLASSIFIED
NON-RECORD

All: You are cordially invited to attend a meeting not yet determined.

Where: ERF i

When: May 3-77

Time: ?

Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000

Last Wednesday, | spoke with% from Ra discussed the ne evelop a sound,

reliable solution to correlate th ata for thgﬁnd the DCS-300 ill not be available next week,
but the following week appears 1o be open. What day and time is best for each of you during the week of May 3-7? Please

send me your requests and make sure that you include more than one choice. | will coordinate what works best for the
maijotity. Thanks so much.

PS informed me tha ve made the decision to begin developing "A Time Based
Corl ow. | don't have any details aboul Now this algorithm is actually calculated. We can definitely get more
specifics at our meeting. s this the direction we wish to go, ar are there other ideas? This is what we need to discuss.
Please ponder on this. Thanks.

Later,
.c

UNCLASSIFIED




DTD) (FBI)
From: OTO) (CON)
Sent: ctober 04, :
To: I T (ERN TD) %%
LEBL) kQTD) (FBI); N) 37
(OTDL(CON ;
OO CON]
I.LQID.]LCQ\I TOTDHC
cl.t.l.u.l.h.un- |
r(8318)) )
[{OTD} (FEN
TD) (FBHL
TDHCONIL
),
¥, OTDX I
(OTOY (ERIL

Subject: FW: Immediate action required!
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
UNCLASSIFIED
NON-RECORD
Please see e-mail below. Thanks.
70
----- Original Message-——
From: OTD) (FBI)
Sent: O, 102 AM i
To: Y (CON) o1
Subject: ! ko7

Imporiance: High

UNCLASSIFIED
NON-RECORD

- please forward to the Unit.

All,

In an effort fo answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000 and 2DCS3000”

(variations of the same term). If 2 document or e-mail is located print it and bring the hard copy 19 br compilation,

I need this accomplished ASAP. If there is a negative response - | need that also.

ALL INFORFMATION CONTAINED 1
HEREIN 15 UNCLASSIFIED ’
DATE 06-08=-2007 BY 6517% IMH/TAK/ESR/JB




DTD) (FBI)
From: L . I.D) (FBi)
Sent: r19, 200
To: , JioTD)CON
Ce: (OTD) FB e ___JOTD) (FBY)
Subject: DCS3000
. }; cl
SENSITIVE BUT UNCLASSIFIED wac
NON-RECORD
Attached is a quick skide for the DCS3000. Do you think a graphic would be better than listing ail the application
names?
i
ALL INFORMATIAN CONTAINED
DCS3000.ppt (211 HEREIN I3 MNCLASSIFIED
K8B) DATE D&-13-2007 BY 65173 dmh/ker/dk
SENSITIVE BUT UNCLASSIFIED
IOTD) (FB1)
From: OTD) (F8I)
Sent: 15, 2006 4.30 PM
To: TD) (F8I)
Ce: OTDXCONY bTo) (cony| |
( (FBI) -
Subject: $-5000 WKly HiLites (9/11/06 - 9/15/08) {:—
[l

SENSITIVE BUT UNCLASSIFIED o)
NON-RECORD

Accomplishments -




oz
b I3

i

17E

continue 10 bnng in additional resources.

Leave/Trave| -
N ] are performing the RW Security Upgrade at HN (9/21/06 - 9/27/06).
. shail be on AL from 9/25/06 - 9/29/08.

SENS| BUT UNCLASSIFIED

koTo) (FBI)

From: |J JoTD) (FBIY)
Sent: , 2006 8:20 AM
To: QTD) (FBI)

Cce: | (OTD) (FBI J(OTD) (CON)
Subject: - y HilLites (9/5/06 - 9 )

SENSITIVE BUT UNCLASSIFIED . { >
NON-RECORD '

Accomplishments -
Develgorment -

Filed SupporULogistics -




. orts continue to bring in additional resources.

Le -
. bs out on mediacl leave (9/11/06 - 9/13/06).

SENSITIVE BUT UNCLASSIFIED

{OTD) (FBI)
From: (OT!SD} (FBH
Sent: Q& 8:09 AM
To: otoxcond ETD)( w1
[OT (FBL) { r (;TD) (FBI)1 r‘
: XOTDY (CONY '
Ce: E. (OTD) (CON]) AQ) (CON);
) . (OTD} (FBI)
Subject: FWw emote Access/Maintenance Enhancement Request
SECRET

RECORD 268-HQ-1045581

fyi
—-—--Original Message-----
From: (CO) (FBT)
Sent: 006 5:29 PM
To: {OTD) (FBY)
Subject: emote Access/Maintenance Enbancement Request
SECRET

RECORD 268-HQ- 581

I think it is a great tool for remote access. Currently being utilized by others with great success. Full support from here.

Thanks,




---—-Original M g----

T i r, Columbia Division
803 ffice)
803 lular)

SR,

From: foTo) (FBI)
Sent: 006 4:47
To: AQ) (FBI)
| | | kI
MM) (T
(MW} (FB MP) (F FBI)
FBI P) {FEN) BF) (FBI) iﬁ
; IR) (FBLL
I); S) (FBI
FBI); F8I):
, F8i BI}; (DF} {FEI);
. (H (NO) (FBI PX)
OTD) ( K) (FBI); FBI); BA) (FBl);
JK) {FBL) (MO) (FBI)
Subject: RW Hem ainfenance En ent Req
SESRET
RECORD 268-HQ-1045581
Greetings,

In an effort to improve the remote access/remote maintenance capabilities of the RW syste
"Buy-in" from the field. We're currently evaluating software applications

m\ﬂ!e would like to integrate the application software into the Windows boxes, such as:
MDE, an

troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000
machines. If anybody has concerns or objections, then | want to hear from you. Please help me understand your
objection. Feel free to call me, or send an email, Thanks for your continued support and cooperation. Hope all is well

he application would be controlled and it would be used primarily to assist and expedite

and thanks for your time.

Peace Out,

ECL&QQIFYQN 20160515 |

——

ns

SECRET
DERIVED G- uide G-3, dated 1/97, Foreign Counterintelligence Inves
DECLASSIFY ON: 20160515 ——
SECRET

DERIVFDPROM-G~-EB] Clagsification Guide G-a: dated 1!97; Foreign Countatintellisenes-investigations
DECLASSIFY ON: 20160515

SECREL——

ka2
ko
By 7

b




KOTD) (FBl)

From: {OTD) (FBI}
Sent: 8:07 AM
Teo: _ {OTDYCON]

ml)ﬂ
(OTD) (FRI):

(OTD) fF&li

JOTD)CONY};

Cc: OTD) (CON
| (OTD) (FBI)
Subject: emote Access/Maintenance Enhancement Request

SECRET
RECORD 263-HQ-1045581

fyi
——Original M -
From: (DL) (FBI)
Sent; 65:27 PM
To: (OTD} (FBL}
Subject: RE: emote Access/Maintenance Enhancement Request

288-HQ-1045581

| think RMATS, over a secure link will be just finel

-—-~-Qriginal
From: (OTD) (FBI}
Sent: 006 3:47 P
To: (FBI); HN) (FBI
)
AN
(FBI) 3
(MW) (FBL (MF) {FBI S1) (FBI);

(FB} L{EBI}
CGL(ERIL

1 Tow el o mm:

{
(LA} (FBI); ) (FBI);

(K} (FBI); { J(MO) (FBI)
Subject: RW Remote Access/Maintenance Enhancement Request

SBORET
RECORD 268-HQ-1045561

Greetings,

In an effort to improve the remote access/iremote maintenance capabilities of the RW syst 25000 m
T "Buy-in" from the field. We're currently evaluating software application mﬂz
m\/e would like to integrate the application software into the Windows boxes, such as: TIU
e application wouid be controffed and it would be used primarily to assist and expedite
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000

machines. If anybody has concerns or objections, then | want to hear from you. Please help me understand your
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well

5




; FEI); FBI] LIRS
{FBI) ; k.5
{MW) (FBI) {MP) (F BI); FBI); o
¥ H E} (FBI
FBI (SF) {FBI); IR) {F
|,| FBI FBI
1} LO0 (FBI} { BI); FBI);
(FeI] (HO) (CON); NO) (FBL (PX}
F D) ( NK} {FBI} | FNYG: BA) (F8I);
(JIK} (FBI) (MO} (FBI)
Subject: RW Remote Access/Maintenance Enhancement Request
. bz
RECORD 268-HQ-1045581 s
LT
LYE

Greetings,

In an effort to improve the remote access/remote maintenance capabilities of the RW syst =5000
"Buy-in" from the field. We're currently evaluating software application nd
m\k would like fo integrate the application software into the Windows boxes, such as; TiU, FAS,
an he application would be controfied and it would be used primarily to assist and expedite

troubleé.hooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000

machines. {f anybody has concemns or objections, then | want to hear from you. Please help me understand your
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well

and thanks for your time.

Peace Cut,

2 m—

QEEIVED FROMT G- EBhClassifi cation Guide G-3: dated 1197= Foreign CounternteioIts Investigations
DECLASSIFY ON: 20160515

SECRET
—

DERIVED FROM:
DECLASSIFY ON: 20160515

-3, dated 1/97, Fo

nC

o

igence Investigation

SECRET
——— P




[(OTD) (FBI)
From: 1 —|OTD) (FBI)
Sent: Wednesday, August 23, 2006 10:55 AM
To:
Ce: O1D) (FBI ooy [
Subject: USCG DCS
SENSITIVE BUT UNCLASSIFIED ) L
NON-RECORD ot
All, .
| sent| |t the USCG a copy of the DCS3000 install software. They are pursuing an intercept on a
target
and require the DCS 3000 software suite to accomplish this. She is being assisted by:bf the DEA on networking
issues] has used the DCS with this carrier before and | hope will be assiting her in configuration since they
are hoth out of Miami.
SENSITIVE BUT SIFIED
koTo) (FBY)
From: L J(CTD) (FBI)
Sent: 2006 9:44 AM
To: TD) (FBI)
Subject: : umbers
RECORD 318
-=---Qriginal goneee
From: JOTD) (FBI) -
Sent: e 22, 2006 3:35 PM =
To: ) (FBD) ' ) [ YN
cc: (CTD) (FED)] joro) (Fen) Joro) (FaD) BLTC
Subject; umbers I
~SECRETUNQRORN e
RECORD 315

I

Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two | chose are: 1) naw
lines added in CY 2006, and 2) lines intercepted in CY 2006.

New Lines Added in CY 2006




Lines intercepted in CY 2006

P )

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system, The T-50 numbers will
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000
numbers.

]

e

D > M s
D

SECRET/NOFORN

D : Multj €S
DE
CRET/NOFORN

From: {OTD) {CON)
Sent: 11:41 AM

To: (OTD) (FBI)
Subject: RE: Query

UNCLASSIFIED .
NON-RECORD

[ i retumed the call to :’lis question(s) centered around whether the Digital Collection project involved
software/code development or equipment replacement/upgrade. | told him it was more of the latter - that we don't do Y
devefopment - although there is some development involved in the DCS-3000 albeit small compared to the rest of Digitay . -
Coliection. He asked about the_JFTEs requested in the FY08 budget enhancement and | told him that while those ../
individuals would assist in gathering the requirements for the New (if required) system for the current (ending lifecycle} 3;7]',3'
system, they will be needed to implement and support Digital Collection. Hope the conversation doesn’t come backto
haunt.

Right after t hung up,q-:alled saying that our appeal of the FY08 enhancement ($11.035M anGTEs) was
approved by DOJ for forwarding to OMB for approval.

—--Driginal -
From: OTD) (FEBI)
Sent: 2006 2:05 PM
T S (51
Subject:
Lo
UNCLASSIFIED o
NON-RECORD
:Lpoke wit ] Enterprise Requirements Unit, 202-324 " Jegarding the DCS-5000 system. He asked
a question if some onginal paperwork was available ([ think it had something to do with requirementsfconops). | told
him you may be better able to provide answers due to your tenure here. Please cal hen you get a chance to

clarify what he wants, Thanks.
9




UNCLASSIFIED

UNCLASSIFIED

OTD) (FB1)

From:
Sent:
To:
Subject:

{OTD) (FBI)

SENSITIVE BUT U IFIED
NON-RECORD

D‘un this through the project leads to make sure it is accurate and that nothing is "exaggerated" or out of place. b
[__J ook over the DCS-3000 stuff for the same things.
Let me know the validity of the report.

]

554

Chief, Telecommunications Intercept & Collection Technology Unit

od o
202 ell

(OTD) (FEI) 1‘ s
[{:19] i

SENSITIVE NCLASSIFIED
NON-RECORD

The attached report provides information related to the services provided by the ETMU staff in support of

TICTU during July 2006, The data is compiled from our SOIL, CSOC, Facilities Engineering, and Logistical
Engineering staff as well as the DCSP System Administrators and Analysts deplayed around the country in
support of TICTU fielded ELSUR cellection systems. I hope you find this information valuable.

TICTU Report-duly
06.doc (136 ...

10




® ®
L 1]

| ]
ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Operational Technology Division (OTD)
Phone: 70
Fax: 703-

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

[o1D) (FBY)

From:
Sent:
To:

Ce:
Subject: Termination Attempt Messages with MIN

SEN BUT UNCLASSIFIED
NON-RECORD

AlE, .
This is to recap the discussion/test that we did on the V8 this morning. First, the problem statement:

] 1

SENSITIVE BUT UNCLASSIFIED

1




From: ecD) (FBI)

Sent: 16 PMCO

To: (QTD)CON)

Ce: [OTD) (CON); [ fotD) (FBI);l |
Subject: RE: Contingency plan information

UNCLASSIFIED

NON-RECORD

I need contingency plan results for the following systems:

Data Collection System 2000
Data Collection System 5000

Thank fou,

—--Original
From: (OTD) (FBD)

Sent:. Monday, July 17, 2006 (2:12 PM
To: '_-"_'_‘_l(Seco) (FBR.
e TDXCON) ] o) (cony poyen |

{OTD) {FBI)
Subject: RE: Centingency plan information

UNCLASSIFED
NON-RECORD

Per our phonecon -| _Jis the ISSO for the systems in question. I'm sure he will
be able to provide anything you need. Though | believe that he may be out of the office at least
part of this week.

e
b7

1 ]
Supervisory Engineering Technician

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD}

ERF, Quanti
Tel: (703
Cell:(202
Fax:(703

~—-0riginal M 8-----
From: (5ecD) (FBI)
Sent: 0 1 11:26 AM
To: OTD) (FBI)

12




Subject: Contingency plan information

IFIED
NON-RECORD

T need contingency plan results for the following systems:

Data Collection System 3000 : e
Data Collection System 5000 e

Thanks i .

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

KOTD) (FBY

From: L JoTD) (FBI)
Sent: i | 02 PM
To: OTD)(CON)

Ce: [OTD) (FBI)
Subject: ' "RE Perma gallocations for FY07

SENSITIVE BUY IFIED
NON-RECORD

I'il include the permanent transfer portion below on the EC and on your crosswalks, but the temporary piece witl need to be
requested separately during FY07... preferably, not in Octoher.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The following are TICTU's transfer requests:

Permanent Transfer: *More funds required for Software Maintenance rather than Equipment Maintenance,
$4,145 253

From 5-2515IC

To 5-25201IC

13




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED o

(OTO} (FBI)

From: KOTD) (CON)
g PM

SOnt: RAPSELASEIRY O FETRE P T X FT N T, - X

To:

Ce:
Subject: ; . formation Technology Research, Plans, Studies and Evaluations

UNCLASSIFIED
NON-RECORD

All - Attached in the message below is the OIG's “final” list of documents they have not received concerning the DCS-
3000, DCS-5000, and DCS-6000. Please review your records and forward to me any documents you find. | will forward
them to the OIG.

‘?t. r 6
N

--Qriginal M
From INSD} (FBD)
Sent 10:38 AM
To: OTD) (CON)
Ce: SD) (FBI}
Subject: on Technology Research, Plans, Studies and Evaluations
UNCLASSIFIED
NON-RECORD_
Hello:

| just received an e-mail from the OIG regarding documents that were not received pertaining to Digitat Collection. [ know
you are in the process of giving me additional documents. | am attaching the list of items, so that you could compare your
list with the OIG. | will continue to collect the documents from the S: drive.

iz

DIGITAL
LECTION.pdf (936 ¢

{ ERRU

Inspection Division

UNCLASSIFIED

UNCLASSIFIED

18




DD} (FE)

From: TD) (FBI)

Sent: 2006 9:42 AM

To: OTD) (FBI)

Subject: : - y HiLites (9/5/06 - 9/8/06)

SENSITIVE BUT UNCLASSIFIED
NQN-RECORD

Thanks for sending. If possible, please sent highlights by COB Friday so that you won't be in a rush to get it to me
by Monday's Program Managers meeting. Also, be sure 10 use spell checker. Otherwise keep up the good work, Thanks,

1

---—-Original Message-----
From: QTDY (FBI)
Sent: , 2006 B:20 AM
To: . } (FBI)
Ce: | J(OTD) (FBI! hTD} {CON}
Subject; DCS-5000 Wily HiLites (9/5/06 -

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Accomplishments -
Dgualonment

Contracts/Admin -
ALL INFORMATIAN CONTAINED

1 HEREIN I3 UNCLAXSIFIED
DATE D6-06-2007 BY 65179 DMH/TAM/ESR/IB




bz
k.5

« Efforts continue to bring in additional resources. ki

Leave -
. |L:| is out on mediac! leave (9/11/06 - 9/13/06).

Lt
!
T

SENSITIVE BUT UNCLASSIFIED

SENSITIVE 8UT UNCLASSIFIED

QTD) (FBI)

From: OTD) (FBI)
Sent: 2:21 PM
To: (QTD) (CON)
Subject: "

UNCLASSIFIED

NON-RECORD g
YT

Thanks for the update.

-===-0riginal
From;
Sent:

To:
Subject:

UNCLASSIFICD
NON-RECORD

| returned the call to| His question(s) centered around whether the Digital Collection project involved
software/code development or equipment replacement/upgrade. | told him it was more of the latter - that we don't do
development - although there is some lopment invelved in the DCS-3000 albeit small compared to the restof 5.
Digital Collection. He asked about themEs requested in the FY0B budget enhancement and | told him that while 5 .
those individuals would assist in gathe e requirements for the New (if required) system for the current (ending 5+~
lifecycle) system, they will be needed to implement and support Digital Collection. Hope the conversation doesnt 3
come back to haunt, o

Right after | hung up,| |called saying that our appeal of the FY08 enhancement ($11.035M anDTEs) was
approved by DOJ for forwarding to OMB for approval.

----.On' inal Massa3apes=s

From: p'rD) (FBD)
Sent: _ 6 2:05 PM
To: OTD) (CON})

Subject: Q) Query




l l (OTD) (FBY)

J(TD) (FB)

From: ITD} (FBI)
Sent: Q, 2004 4.16 PM
To: SecD A
Ce: | (ITD) (FBI)

(ITD) (FBY)
Subject: Response to DCS6000 security inquiry

SENSITIVE BUT UNCLASSEFIED
NON-RECORD

1]

mequesfed that | respond to your inquiry of th -65000 action plan. The duties of the i
& 0O has been reassigned to myself in relief o uring July of 2004.We currently have

different DCS-6000 systems distributed between ERF and division Tteld offices and resident agencies. Below | will address

the actions items from the original EC.
The following actions should be completed by ITD:

C Esiablish and document standard physical access requirements

for deployed systems within 90 days.

Each fielded system is being updated with the proper security features. This requires a onsite visit by the a Vendor
representative to be implemented, which requires a coordination of schedules of Vendor and office personnel. If current
Title 111 collections are ongoing then this requires after-hours scheduling. We have moved from 25% in July to 80%
complete at this time. Our goal is to complete this process by March 31, 20035,

S0 f

C Implement formal Change Management. In the interim, ensure all sites have an emergency repair disk that reflects the

original configuration in addition to backup tapes.

The Change Management issue has been brought up to the vendor as a necessary of our security requirements. All changes to
the systemns come from the vendor and we are currently two software revisions below their cwrent implementations. The
vendor will start providing the process in the newer version. We have not moved to the newer software version due to the
strain of maintaining the requirements of the accreditation process and the time that it takes to implement the changes
thronghout our snvironment. We will be looking at moving forward in the last half of FY05.

The vendor has a system of RAIDS and backups to opposite machines within the network for restoration operation. Ifa
system must be restored, then the system must be returned to ERF for repair or a Vendor representative sent onstie. No
tape backups are used, evidence that may be used for a case is stored in real-time on a pair of magneto optical disc. In
the next version of software offline backup of software will be implemented.

C Implement a weekly security review to existing audit procedures. The Program Manager andfor the 1880 should review the
Rules of Behavior and maintain signed copies for all users within 90 days.

Each system that has been updated has received a notebook detailing the SSP and associated documents. Rules of Behavior
forms are inctuded for privilege and general users. This notebook details procedures and responsibilities of onsite
administrators and security personnel. The vendors procedures for managing audit logs is inconsistent and this issue has
been brought up to them. They are working on correcting this issue, once the issue is resolved and implemented the

procedures for reviewing and maintaining the audit logs will

be standardized for field personnel.

The DCS3000, DCS5000 and DCS6000 are anticipated to merge into 2 network and will require a new

i
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C&A.

The DCS-6000 is currently accesses the DCS-3000 network for CDC call information. Each DCS-6000 network system requires
a CISCO PIX firewall between itself and the DCS-3000. This firewall is strictly configured to allow only desired traffic to the
designated machines within the DCS-6000 network.

The Information Technology Security Unit (ITSU)will provide verification to the AU of
these actions in certification documents for the resulting new system. Maintaining a current accreditation status
is subject to the continued adherence to the provisions of the SSP. In particular, all media copied or downloaded
from the DCS6000 must be scanned for malicious code with the latest available virus scan updates before
introducing information to any application residing on the FBI LAN/WAN.

L

1t is our intention to begin the reworking of the SSP at the beginning of 2005 to conform to our operational requirements for the DCS-
6000.

. : .

Over 90 % of the DCS-6000 system are running McAfee anti-virus software with 100% anticipated by completion of system updates in
March of 2003,

L

At this time there is only one text file of data that may be exported for transfer over to the a FBI/YWAN by diskente for upload into an
application. Less than 20% of offices use this feature and they are required by standard operating procedures to scan this file
before proceeding,

703

SENSITIVE BUT UNCLASSIFIED

DTD) (FBI)
From: D) {CON)

Sent: 2004 3.04 P

o el oo

Ce: FBI) 1) (FBIL TO) (FBI);
(ITD) (CON)

Subject: rgent transier reques

SENSITIVE BUT UNCLASSIFIED 1d
NON-RECORD h7E
Good Afternoon

The following transfer requests are based on the needs of Language Services for an infrastructure Buildout of the East
nglation Center (EBTC) in the San Francisco (SFFO) Division.

1S (asK IS al a cnucal stage

in development and the funds are necessary to complete the project.

Please transfer:

$214,211.82 from 5730001C/1822 to 552500G8




and

$140,000.00 from 573000IC/1822 to 5525801U/1847

If you have any questions, please don't hesitate to call.

SENSITIVE BUT UNCLASSIFIED

lﬁ(OTD) (FB1)

From: ITD) (FBH)
Sent: Marnday Navemhbe
To:
Cc: laToy lFRl\lj
L0 (EDTH (7D)
(CON); ON______ — _JTD)CON)
Subject: RE: Important. FW: DOJ Accomplishments Project. L[ ing: 11/8/04 (ESTS Deadline:

COB Friday, 11/05/04)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello Guys,

| sincerely hope that | did not leave anyone out of this e-mail who participated in this task. | wanted to express my
personal appreciation for a job well done in completing this assignment. From afl of the e-mail traffic, | can see that this
goas all the way up to the EAD FBI and on to the Department of Justice. it takes a strong dedicated team to accomplish
task after task without complaint. I'm proud to be a part of such a great group of men and women dedicated to the cause,
Thanks for holding the line and standing in the gap in my absence. | look forward to getting back and rolling up my
sleeves!

Again great job as we move towards raising the bar up to the next level!

Oy ———
Fro 1TD) {FBI)
Sent: Thursday, Novermber 04, 2004 12:00 PM

Toi (ITD) (FBI)

Cc: Y (FBI)
SUJWREIWI\IPFW: DO Accomplishments Project: Deadline: 11/8/04 (ESTS Deadline: COB Friday, byt
11/05/04) boTe

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is the DCS-5000 & DCS-6000 programs response:




VOICEBOX. All Field Offices and a number of RA's have increased their abilities in Title Il
intercept collections by the implementation of digital, computer based coilection platforms. During
this time telecommunication intercepts have migrated from tape based audic recordings with
manual cataloging of related data and documents to a Microsoft Windows based system that
enables the audio, data and documents to be captured together and stored within a relational
database. This configuration allows for easy retrieval and analysis of the information which
enhances the ability of case agents to perform their duties efficiently and effectively. The DCS-
6000 program has also been able to accommodate many smaller RAs and joint task force
operations with a portable coliection systems. With this portable system the RAs are able to
move the collection and monitoring of the T-1ll operations to a facility that can better suit their

needs. The usability of VoiceBox is applauded by the persannel using it throughout the
organization. Since 2001, 68 systems have been deployed to the field.

ONE WAY PUSH. Prior to the development of the One Way Push system, vital CALEA data
could not be imported directly from the DCS-3000 systems into Red Wolf due to the security
constraints of the DCS-3000. Consequently, Red Wolf was not fully CALEA capable. The One

Way Push meets security challenges head-on through an architecture that employs a “low” and
“high” side server] en installed, the One Way Push
allows for the full integration o ata into the olt, exponentially increasing its

capability.

WORK FLOW MANAGER. Work Flow Manager is capable of providing critical management
information to Language Services personnel and case managers throughout the FISA collection
community. Work Flow Manager implements the ability to monitor and provide reporting for all
audio sessions received, transferred, transcribed, and stored. Additionai effort is being applied to
Work Fiow Manager in order to satisfy Language Services requirements for enhanced statistics
and information reporting.




® o
SESRET

I7D) (F8I)] 1TD) (FBI);

Subject: Gratitude for Spedal Support

SENSITIVE B c {FIED
NON-RECORD

F,.'_,Tr\_‘
o]

I just wanted to extend my gratitude to :}or the operational support he is providing. Speciﬁcally,:

is instrumental in helping with the development and deployment of the DCS-3000 One Way Push system. SLC was the
first official test site approved from the security office which assisted us in order to determine the robustness of our
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU
Software base-line. The new software enables the CCC and CDC data to be correlated using a time-based algoyj
A vast improvement from hard copies and manual correlation. Although the new software hasn't been validated,
continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin to
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals.
We are fortunate to have him on our side. More than thanks are truly in order.

-

SENSITIVE BUT Q“C LASSIFIED

SENSITIVE BUT UNCLASSIFIED

|=====——@LEB')

From: (CID) (FBI)
Sent: fiday, Augus 004 5:06 PM

To: ITD) 1] s

Ce: ClD) (FBI); I !SC) (FBH) k700

Subject: |tle il} Digi o
=

moneyauthec_0B13SACTOL.EC (12 KB)

2004.wpd (13 K...
UNCLASSIFIED
NON-RECORD

DATE: D06-12-2007
ALL INFORMATION CONTAINEL:
. 517 J E u
CLASSIFIED BY 65179 DMH/TAM/KSR/JB HFREIN 13 UNCLASSIFIED EXCEPT

D REASON: 1.4 (g1 " WHERE 3HOWM OTHERWISE
| DECLASSIFY ON: 06-1Z-2032

Per our teiephone conversation earlier today, please refer to attached ECs (dne document requesting purchase approval
from the Sacramento Division [SACTO1.EC] and ancther document granting the approval from FBIHQ). Qur approving
document (attachment labeled "moneyauthec 081320 4.wp§)£ot kicked back by the Acting Section Chief here, who

SEBRET (1)




wanted to know if there were any concerns from the Collection Technologies Team, Telecommunications Intercept and
Collection Technology Unit (TICTU), Electronic Surveillance Technology Section, ITD regarding:

a) Is there any proprietary interest problem in aliowing the Sacramento County Sheriff's Office to purchase this
equipment? and

b} is the Bureau allowed to purchasi_‘l;me_lu_ﬁgj:amdlecﬁon equipment that is not a component of the DCS 3000 (or
whatever is the current moniker for the ol ystem)?

o)
17E

| told him that | was pretty sure that the FBI had no proprietary interest over a Hewlett Packard Magneto Optical Jukebox,
and | know that JSI is selling collection systems formerly used by the Bureau 1o state and local law enforcement agencies
around the country. However, | am not so sure about procurement rutes regarding the purchase of non-DCS collection
equipment. | am not a computer systems expert, but | think an MO jukebox is a pretty standard peripheral device, which
possibly could be integrated into any digital collecticn system with the right software.

The goal here is to help the Sacramento County Sheriffs Office upgrade their system for the benefit of the entire HIDTA
task force of which Sacramento FBl is a member. The Sacramento County Sheriff's Office is the lead agency in this task
force, and Sacramento FBI would benefit from its purchase. Can we get your concurrence for Sacramento to make this
purchase? The funding is available through OCDETFE, and Sacramento qualifies for this funding by participating in
OCDETF investigations.

| am also faxing you 8 copy of the price quote given to the Sacramento County Sheriff's Office from Penlink, Ltd. for the
system upgrade. The Sacramento County Sheriff's Office has arranged alternative funding for the rest of the upgrade,
except for the MO Jukebox. Please e-mail me or call me back regarding this issue.

Thanks
Drug Unit
202-3244
UNCLASSIFIED
_ {OTD) (FBI)
From: ITD) (FBI)
Sent: 4 10:16 AM
To: OGC} (FBH
Ce: ecD) (CON); (ITD) (FBI
- TV ITD) (FBI);
JITD) (FB1 (TD) (FBi);] ITD) (FBI),
ITD) (
Subject: . en Register elephone Applications .
bz
3
SENSITIV CLASSIFIE b
NON- D : LR

{am] ] newly assigned Unit Chief for the Telecommunications Intercept and Collection Technology Unit

(TICTU) at ERF. This unit is responsible iding el i ilizn uipment to all FBI field offices. This
equipment ranges from the 1033 unit, th e DCS-3000 (switched based
equipment), the DCS-5000 (FISA platform), and the cnminal plattorm). | am contacting you to schedule a

meeting of all partigs listed in the cc: (and any you deem necessary) to meet here at ERF and work towards written
guidance with the ISA incoming data and what classification before telephone applications.

TICTU is currently receiving increased communications from the field offices as to the direction 1o follow. 1 am providing

X
SEeREF. 2)




two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 10:00 2m. Please advise of
the efer, and if additional information is needed before we meet. 1 can be contacted via e-mail or by telephone
70 | await your response.

SENSITIVE BUT UNCLASSII;'IED
koTD) (FB)

From: | !NY) (FBi)

Sent: ursday, Ju 4 1114 PM

To: m (ITD) (F8I) : i
Subject: ! Saying nelio Lo

UNCLASSIFIED
NON-RECORD

ifl am gualifi ed for the posntlon But even though 1 dot really know

000 because you know working the 11pm-7am
shift, | don't really deal with it, but | will make it my business to learn it i i i

From; | (ITD) (FEI)

A , 2004 8:58 AM
(NY) (FBI) '
Subject: RE: Saying Hello

UNCLASSIFIED
NON-RECORD

W] >

! am well and still adjusting to the work which can be heavy at times. | hope you and your son are doing weill. [
TICTU will befis advertising for an ET. | believe the selectee will be working with the DCS-3000 team. Obviously, you
heard wrong as to there being a position for you; it is open to all. Hopefully, this position is one which you can be
competitive if you decide to apply. Good hearing from you and good luck!

My

(NY) (F8I)
, 2004 11:26 PM
(ITD) (FBY)

X 3)
SeLeEF




UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
{OTD) {FBI)
I s
From: | llTD) (FBI)
Sent: ' hursday, Ju o0 AM
To: ITO} {FBI) :
Subject: Installation Instructions for Voicebox Fixed Site Systems
" VIRUSS~L.RTF {17
KB)
UNCLASSIFIED _
NON-RECORD (e
Fai2
, s
the Certification & Accreditation of the Voicebox System, its mandated that all VoiceBox workstati Lo
oftwar running. The attached file contains Instructions for installation and setup on th b7E

Software should be installed as soon as possible. When completed you must |
inform him that virus scan is installed and running.

Your VoiceBox system must ha n to the DCS network. This connection will allow to
31 the DCS 3000 Web page on th achine. page contains down loads fo or
workst Windows rofesstonal) an for Windows 2000 Server). € conneclion will also

.allow twﬂwam to update automatically.

if you have questions please contact.

03-

:Ifyou could send this tc:to request that the DCSP personnel in the field could preform this task.

Thartk you

—-—EE&B‘ETX )




.,Eeeng e

UNCLASSIFIED

QTD) (FBhH — .
From: . l YITD) (FBY)
Sent: 07, 2004 1:
To: [#jﬂ ) (FBl)I JTo) (Fenf J(ITD)

IID} (FET)

Ce: JTD) (FBI) o0
Subject: FW: FISA Pen Register Data (SRAS

Ef
Pe;; ﬁ?l%:e ri‘lata discussion with :EI:M&llznith RE"mwl.with Reslmq Ivy.gif {S KB}

SENSITIVE BUT
UNCLASSIFIED
NON-RECORD
Guys,
The question continues to pop-up, how does the field handle FISA information; classified. or
unclassified? Can we develop a proc garding the proper handling and transfer of data thru -2
the DCS-3000 One Way Push into the Or use an alternate approach? Rt

Pokey mentioned the possibility of using EDMS for each region and automajically download the Tel
Apps. This may be a viable option? More details will be need for a discussion.

Qther suggestions? Any way to provide the field with an answer?

Thnx,

-C

..... 0 1) S—

Sent: Thu ay 27, 2004 2:3S

To ITD) (FBI | (TTD) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SENSITIVE BUT UNCLASSIFIED

X (5)




Michael P. Clifford, Jr.

Section Chief

Electronic Surveillance Technology Section

Invesfigati nology Division
(703

..... Ogini —
Fromk——— T cean

Sent- Friday, March 12, 2004 4:11 P B
D, MICHAEL (ER) (FBI) (ER) {FBI); | k) (FBI)D 17

ER) (FBI);EIEl lHN) Em) i II(N) (FBI);
I (HN) (F (M) (FB1) HN) (FBI); |
I_I:_I(ER) TP ER) (FBI)
Subject: CS0C |

SENSITIVE BUT UNCLASSIFIED oo
NON-RECORD b

| S
Mr.. Clifford,

| am the Technical Advisor for the Honolulu Division as well as the System Administrator for the Red Wolf FCI
collection system. | have been involved in the DMW collection system since 1994. During that time | have seen
the evolution of the FCI digital collection systern and have been impressed with the productivity that our LS's are
doing since we went digital.

I have nathing on paper explaining toc me and the FCI squad what the CSOC is, wlj%doing and what their
ultimate responsibilities are. | have been recently advised that CSOC accesses th system twice a day
to do health monitoring without my knowledge.

(6)




— Qe ®

assurances that my system cannot be compromised by some one who does not have a need 1o know.

i guess that ! have been ranting and raving enough about the security issue. | could go on but will be babbling
sS0an.

Thank you for your time.

"'ﬁit_‘a;_:

S

Tech Advisor Yo
FBI 4 h“:mm“lﬁ‘-l L
{808 (9}

(808 C) .

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE NCL. IFIED

x O




o ®
{OTD) (FBI)

From: | E!OTD) {FBI)

Sent: ) 3, 2005 10;

To: MM} (FBI} CON
() M | MT%( )

Ce: oty con____]

OIDL(FB. {MM) (CON)

Subject: Fw.

UNCLASSIFIED
NON-RECORD

k-
Arrangements are being made with Raytheon for installation / activation of the ISDN card. We will let ],[‘j P

you know when we have a better idea as to a specific date. Be advised that this will require the TIU |-
be taken down for the install - Expect approximately 1-2 hrs of downtime for the TIU to be upgraded.

E—

-----Qriginal Nigggg -----
From: OTD) (FBI)

Sent Wednesday, November 23, 2005 B:
To: Y m— Y Fo) (FBD)
Cc: (FBD)
Subject;  RE:
UNCLASSIFIED
NON-RECORD
All,
Two? are being sent from Denver to Miami. Also, two DCS 3000 systems for use with th4
system which 15 '
to be the replacement for thd Jas sent also. However, the DCS 5000 has the internal aniiity 1o
perfor N intercept _
for thmones. As | have stated to everyone before if the manufacturer of the collection system has an ”
inherent aonity 1o do 15 .
an intercept putting al________Jin only adds to another paint of failure. | spoke with[____ Jabout whether he 27C
had the }SDN card BiE

for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would
someone from the
DCS 5000 program please address this.

(o) (Fep{ Joto) (FeI)
UNCLASSIFIED
NON-RECORD
RMS 106071 ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED
DATE 0&-08-2007 BY 65179 DIH/TAR/ESR/JB




|
(703)|

—---Qriginal Message-—-

From: i ] (Mm) (FRI)
sSent: Tuesday, November 22, 2005 6:46 AM
Ti OTD) (FBI)
o M) (CON)
Subject: : ]
UNCLASSIFIED
NON-RECORD b
ks 71
<< Filg: Miami.pdf >> boTe
Attacheq is an RMS for two[______n 11/4/2005 that have not been filled. Do you know why it was
sent to 2
Thanks,
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
(OTD) (FBY) _
From: OTD) (FB!) “
Sent; 3, 200585
To: (OTD) (FBI), TD) (FBI);
FBI
Ce: (OTD) (FBI) b2
Subject: RE: ‘;) : )
A

=0

UNCLASSIFIED

NCN-RECORD
All,

Two Fare being sent from Denver to Miami. Also, two DCS 3000 systems for use with thef — |
systemn whnich ¢ -
to be the replacement for the Izas sent also. However, the DCS 5000 has the internal ability to perform
the ISDALL ept .
for the phones. As i have stated to everyone before if the manufacturer of the collection system has an inherent
ability to do

an intercept putting a:in only adds to another point of failure. | spoke wit:about whether he had
the ISDN card '

for the DCS 5000 and he said he did. He also stated no instructions or suppost for installing it had been sent. Would
someone from the
DCS 5000 program please address this.




®
— Y]

From: I I(OTD) (FBI)

Sent: er 16, ZUD‘IL‘LQ“M_I

To: Bl)j O ER]
. SHrreen] o
I

Ce: (OTD) (CON)

Subject: “TW LX-T1 Presentaton on 12/5/2005, on TTA abilities

UNCLASSIFIED
NON-RECORD

Hello Guys, _ : Lo

This brieffEXPO which is requested by Counter-Terrorism is being pushed by the front office.

I believe the DCS-5000 | Jand the DCS-3000 platfarm is what the division is interested in.

Please advise and use:as our point of contact.

P.Diet‘s put this on the agenda for Monday!

----- Qriginal M name
From: proy(Fen
Sent:. N r 15, 2005 1:36 PM
—
Subject: LX-1 Presentation on 12/5/2005, on TTA abilities

UNCLASSIFIED
NON-RECORD

Aﬂernoog here is the follow-up on our brief conversation this morning. As its stands right now QTD is scheduled to
make a presentation like the one made to/at FBIHQ in May of this vear. If you could send me the name(s) of TICTU
personnel that will be handling the TICTU table, I'll need their Name, DOB, SSAN, and Status (Agent v Support) by
11/30/2005. LX-1 Security kes to know who is carrying a gun in the bldg. Here is a simple set of driving instructions fror.,}f .
Quantico ta the LX-1 Bldg: e

g

hro
bR

Hopehuily, | haven't missed any major item, if | did drop me a line. Thanks

NG SIFIED ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 06=-0G-Z007 BT 65179 DMH/TAM/K3R/IB

UNCEASSIFIED

X (1)




THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC
APPROVAL

-----Origipal M

From {OTD) (CON)
Sent: Friday, November 04, 2005 7:47 AM
To!f JoGC) (FBI)

Cc: TD) {FBI)

Subject: Dig ollection description

UNCLASSIFIED b
NON-RECORD oo

Hope this provides what you need. If not, please let me know. If you need a more succinct or technical
description, I'll provide it.

Glad we finally met. Thanks for your hel;l

Digitat Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools,
foreign counterinteliigence gathering, and law enforcement evidence collection, respectively. Digital Collection
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception techniques and systems to facilitate and
support national security, domestic counterterronsm ang cnmma! mves’ugatwe eﬁorts Systems bamg acquired
under the Digital Collection prggran p y tha
possess similar functions and
however, the primary difference is law enforcement system'’s requirement 1o minimize cotlected communications.
The passage of the Communication Assistance to Law Enforcement Act {CALEA), the implementation of state-of-
the-art personal security features, and the explosion of telecommunication options (caller 1D, call waiting, call
conferencing, etc.) spotlighted the deficiencies of the legacy systems.

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the BN o

acquisition, deployment, and support of communications interception techniques and systems which facilitate and

support national security, domestic counterterrarism, and criminal investigative sfforts. Systems provided through

this program intercept muiti-source digital {and analog) communications information for intelligence gathering for

foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. it

should be noted that those systems used for criminal investlgatlons possess a requirement to minimize

intercepted voice sessions, (1.e., record only when the call is being actively monitored). Electronic information

collected includes pen register (lncom:ng and outgoing dialed digits, caller identification
information), analog and digital telephone call
igh density drives and magneto-optical disks are utilized for temporary
special, environmental storage facilities are needed. Digital Collection

systems are used pnmanly by FBI fi eld offices and Resident Agencies in support of active foreign intelligence and

criminal cases. Support is also provided to other federal, state, iocal and tribal agencies, as required.

The Digital Collection Program has evolved during its life cycle and has become more
complex. Even so, digital collection systems are computer-based systems comprised primarily

X ALL INFORMATION CONTAINED
(1) HEREIN I3 UNCLASSIFIED
DATE (6-03-2007 BY 05177 DIMH/TAM/KSE/JE




of commercial-off-the-sheif hardware and software with limited proprietary application
software. Incorporated technological advances allow Case Agents to easily and effectively
manage the recordings electronically, which dramatically increases the efficiency of trial
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to

rocess intercepted information, this program permits interconnectivity of all FCl systems via .
[ Ja wide area network established to link field offices’ central monitoring plants for 1.7
the purpose of digital collection information sharing; it will use Trilogy’s network backbone.)
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices).
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or
distant field office for special language transiation/transcription and sharing of information
among FBI offices and other partnering agencies. Systems are also installed as fixed systems
in focations that require long-term, permanent operations. In many instances, intercepted
audio is shared via a secure, wide area network or downloaded from computer memory onto
removable media and provided to language specialists in offices around the country, greatly
increasing productivity of FBI translation and transcription efforts.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIE

UNCLASSIFIED

loTD) (FBY _

From: | %OGC) (FBI)

Sent: ) 10, 2005 8:51 AM
To: ID) (FB!)

oot LRFDWWI(OTD} eoN)
Subject: . DIg ollecticn description

UNCLASSIFIED P
NON-RECORD miC

This is exactly what | need. | will finish drafting the EC today. Thanks for your patience.

Sincerely,

X @




E Hope this provides what you need. {f not, please let me know. If you need a more succinct or technical
description, I'li praovide it.

Glad we finally met. Thanks for your help

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools,
foreign counterintelligence gathering, and law enforcement evidence collaction, respectively. Digital Collection
supports the FBI's mission 1o ensure the ability of the FB! to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception techniques and systems to facilitate and
support national security, domestic counterterrorism, and criminal mvestrgatlve effors. Systems teing acqulred
under the Digital Collection program incluge s d ernant) {f
possess similar functions and capabmtfes tg
however, the primary difference is law enfo NS,
The passage of the Communication Assistance to Law Enforoement Act (CALEAJ the mplementat:on of state-of-
the-art personal security features, and the explosion of telecormnmunication options (caller 1D, cail waiting, call
conferencing, etc.) spotlighted the deficiencies of the legacy systems.

The Digital Collection Program provides the FBl with the means to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception fechniques and systems which facilitate and
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through
this program intercept multi-source digital (and analog) communications information for intelligence gathering for
foreign counterintelligence activities and investigative purposes for providing evidence of criminal actmty' for trial. 1t
should be noted that those systems used for criminal investigations possess a requirement to minimize
intercepted voice sessions, {i.., record only when the call is being actively monitored). Electronic information

collected includes pen register (lncomlng and outgoing dialed digits, calier ldentlﬁcation,'damm__l

igted information), analog and digital telephone calls
High density drives and magneto-optical disks are utilized for temporary
and permanent storage, respectively; no special, environmental storage facilities are needed. Digital Collection

systems are used primarily by FBI field offices and Resident Agencies in support of active foreign inteiligence and
criminal cases. Support is also provided {o other federa), state, iocal and tribzt agencies, as required.

The Digital Collection Program has evolved during its life cycle and has become more
complex. Even so, digital collection systems are computer-based systems comprised primarily
of commercial-off-the-shelf hardware and software with limited proprietary application
software. Incorporated technological advances atlow Case Agents to easily and effectively -

o™

manage the recordings electronically, which dramatically increases the efficiency of trial hiE
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to
process intercepted information, this program pemits interconnectivity of all FC| systems via

wide area network established to link field offices’ central monitoring plants for
the purpose of digita! collection information sharing; it will use Trilogy's network backbone.)
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices).
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or
distant field office for special language translationftranscription and sharing of information
among FBI offices and other partnering agencies. Systems are also installed as fixed systems
in locations that require long-term, permanent operations. In many instances, intercepted
audio is shared via a secure, wide area network of downioaded from computer memory onto
removable media and provided to language specialists in offices around the country, greatly
increasing productivity of FBI translation and transcription efforts.
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ON-RECORD

To All,

There is no need to discuss this matter now. | have all the confidence in[____Jhat if the issue of removal becomes
necessary, he will contact OTD for assistance (TICTU will coordinate the QTD effort). Until such time (if at all}, OTD wili
stand by and stand down.

OTD) (FBI)

ko
i

UNCLASSIFIED
NON-RECORD

We need 1o discuss the removal of thDystem from the NO site. | spoke tmm)) yesterday. He
informed that the workstations have been removed from the site and stored elsewhere, but the system is stifl intact
there in the CMP. [tis powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site?
7?7

Lrogram HManager - Enterprise Operations Services

Elsur Technology Management Unit {ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD})

ERF, Quanticg VA TS
Tel: 540 BT
Fax:

(HO) (CON)

Sent: Thursday, OCtober 06, 2005 3:12 PM
To: (o) (g D) (FBI); (NO) (FBI)
Ce ) OTD) (CON {TD) (FBI);
- 53 (CON); I(GTD) (FBL);
D) (FEI); {OTD) (FB1
~Subject: RE: NO Sitrep .
iy
UNCLASSIFIED ]rfﬁ
NON-R e

Qg the Houston office closure during hurricane Rita | installed a DCS 3000 in the%}nd prepared
ged be. As

the VB Il for a pending case. The system is prepared lo collect for New Orleans if n r as the T-50
system | am waiting to see what NO decides to do. We wiil be sure to be available to instali the systern and get it
going for them when they are ready and know where its going to be. When | have any further updates | will be
sure to include you in the communications, We really dodged a big one by Rita going through SE Texas instead of
Galveston and Houston.

X ©)




P - N rations Services
Elsur Technology Management Unit (ETMU}
Electronic Surveillance Technology Section (ESTS)
Qperational Technology Division (OTD)
ERF, Q
Tel; 540
Cell: 54
Fax: 54
Pager:

(OTD) (FBI)]| ' ] (0TD) (CON)] |
(
P“m Jivo) (e KITD) (FBI) 0o
Subject: FW: NO Sitrep Vg
' jakie
L
UNCLASSIFIE
NON-RECORD
Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming.
~-==Qriginal M -
From| kno) (FBI)
Sent: Monday, September 12, 2005 3:32 PM
To OTD )
FBI); JTD) (FB JHO) (CONY;
_ NO) (FBIL); | Kno) (Far); JTD) (FR1)
Subject: NO Sitrep ‘
bl
Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, kS .
space management and FBI movers movi quipment from New 7
Orleans to our new offsite located at This includes moving 572

ail CMP equipment (Voice Box, DCS3000, Red Wolf etc).

During this move { am sure things wili be damaged. We cannot leave anything in place for space
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our
New Orleans office by the end of May, or early June '06. [n the interim our division will be scattered in

bldgs from Covington, LA to , with Baton Rouge having several bidgs housing different

pr _|h sked TT, o contact TICTU, et al to help set up temporary DCS 3000, efc in
om As for as any own here, | do not know at this time how that will evolve, but

o ipment up here in BR, perhaps BAE could send some contractor types to check out all

of our equipment. Aiso, | am sure we will have to surplus equipment but we will take it one step at a time.

:— i may ask for a few TTAs in the next week or 50 to come and help set up our new space. There is
a TR# associated with this that | will get for you iffwhen needed. Lodging is still an issue and anyone who
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those
interested in coming what the conditions are. | will speak with you more on this when the time comes. |
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 101
on admin ieave.

That's it for now. I'll keep you posted.

(5




Sincerely,

- E 2y
Lnssmnrmn!ounsm e
Administeati Unit, Room 7338
202-324
THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC APPROVAL

e Oric .
From! JoTD) (CON)

Sent; Fri vember 04, 2005 7:47 AM
To (OGC) (FBI)
Cc OTD) (FBI)

Subject: Digital Collection description

UNCLASSIFIED
NON-RECORD

Q Hope this provides what you need. If not, piease iet me know. !f you need a more succinct of technica) .
escription, I'll provide it. Lo

Glad we finally met. Thanks for your helpD

Digital Collection consists of the DCS$-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the

FBI's mission to ensure the ability of the FB! to collect evidence and inteliigence through the acquisition, deployment,

and support of commurications interception techniques and systems to facilitate and support national security,

domestic counterterrcrism, and criminal investigative efforts. Systems being acquired under the Digital Collection b2

program include systems (foreign counterintelligence and law enforcement) that possess similar functions and 7R
capabilities t owever, the primary difference is law
enforcemen passage of the Communication

Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies
of the legacy systems.

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception techniques and systems which facilitate and
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be
noted that those systemns used for criminal investigations possess a requirement to minimize intercepted voice
sessions, {i.e., record only when the call is being acuver monltored) Electronic information collected includes pen
register (mcomlng and outgoing dialed digits, cg dentification, date/time of communication,_and other sianal retated

information), analog and digital telephone callg —

density drives and magneto-optical disks are utiTze

p 4 (6)




environmental storage faciities are needed. Digital Collection sysiems are used primarily by FB! field offices and
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other
federal, state, local and tribal agencies, as required. .

The Digital Collection Program has evolved during its life cycle and has become more complex.

Even so, digital collection systems are computer-based systems comprised primarily of
commerciai-off-the-shelf hardware and software with limited proprietary application software.
incorporated technological advances allow Case Agents to easily and effectively manage the
recordings electronically, which dramatically increases the efficiency of trial preparations. While

each Field Office or Resident Agency is self-sustaining in its ability to pr; ed bl
information, this program permits interconnectivity of all FCl systems vum wide kim
area network established to link field offices’ central monitoring plants f f digital
collection information sharing; it will use Trilogy’s network backbone.) and TRILOGY (the F8I's
enterprise wide area network being deployed to link field offices). This connectivity anables the
transfer of electronic or digital files of intercepts to a remote or distant field office for special

language translation/transcription and sharing of information among FBI offices and other

partnering agencies. Systems are also installed as fixed systems in locations that require long-

term, permanent operations. In many instances, intercepted audio is shared via a secure, wide

area network or downloaded from computer memory onto removable media and provided to

language specialists in offices around the country, greatly increasing productivity of FBI

translation and transcription efforts.

UNCLASSIFIED
UNCLASSIFIED .
UNCLASSIFIED
L OTD) (FBI)

Fronx: {OTD) (CON)

Sent: > 2005 9:59 AM

To: OGC) (FBI

Ce: OTD) (FBY) JoGC) (FBY)

Subject: igita: Collection descriptio
b6
b v

UNCLASSIFIED

NON-RECORD

{ Jis out thru Wednesday. He wiil be back Thursday and will probably respond before end of the week.

----- Original Message-----
From: OGC) (F8I)
Sent: ; . 2005 8:49 AM

b4 7




Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6C000, which provide digital collection tools,
foreign counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection
supports the FBI's mission 1o ensure the ability of the FBI to collect evidence and intelligence through the
acquisition, deployment, and support of communications inferception techniques and systems to facilitate and
support national securnity, domestic counterterrorism, and cnmlnal tnvestlgatwe efforts. Systerns being acquired
under the Digital Collection program include,
possess similar functions and capabilities to
however, the primary difference is law enforcement system’s requirement o minimize collected communications.
The passage of the Communication Assistance to Law Enforcement Act (CALEA), the implementation of state-of-
the-art personat security features, and the explosion of telecommunication options (caller 1D, call waiting, call
conferencing, etc.) spotlighted the deficiencies of the legacy systems.

The DBigital Collection Prograrn provides the FBI with the means to collect evidence and intefligence through the
acquisition, deployment, and support of communications interception techniques and systems which facilitate and
support national security, domestic counterferrorism, and criminal investigative efforts, Systems provided through
this program intercept multi-source digital (and analog) communications information for intelligence gathering for
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It
should be noted that those systems used for criminal investigations possess a requirement to minimize
intercepted voice sessions, (i.e., record only when the call is being actively monitored). Electroni¢ information

collected includes pen register ( incoming and outgoing dialed digits, caller identification, ﬂ:b
rgmnmmw_mh[?d information), analog and digital telephone calls
High density drives and magneto-optical disks are ublized for temporary
and permanent storage, respectively; no special, environmental storage facilities are needed. Digital Coilection

systems are used primarily by FBi field offices and Resident Agencies in support of active foreign intelligence and
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required.

The Digital Collection Program has evolved during its life cycle and has become more
complex. Even so, digital collection systems are computer-based systems comprised primarily
of commercial-off-the-shelf hardware and software with limited proprietary application
software. Incorporated technological advances allow Case Agents to easily and effectively
manage the recordings electronically, which dramatically increases the efficiency of trial
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to

rocess intercepted information, this program permits interconnectivity of all FCl systems via 1z
b(a wide area network established to link field offices’ central monitoring plants for »7E
the purpose of digital collection information sharing; it will use Trilogy’s network backbone.)
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices).
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or
distant field office for special language translation/transcription and sharing of information
among FBI offices and other partnering agencies. Systems are also installed as fixed systems
in locations that require long-term, permanent operations. In many instances, intercepted
audio is shared via a secure, wide area network or downloaded from computer memory onto
removable media and provided to language specialists in offices around the country, greatly
increasing productivity of FBI translation and transcription efforts.

UNCLASSIFIED

X (8




description, I'll provide it.

6
Glad we finally met. Thanks for your helpl w

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-8000, which provide digital collection tools, foreign
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment,
and support of cammunications interception techniques and systems to facilitate and support nationat security,
domestic counterterrorism, and criminal tnvesugatwe efforts. Systems belng acquired under the Digital Collection

g at possess simiar funclions and
capabilities — pwever, the primary difference is law
enforcement sys € passage of the Communication
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-lhe-art personal security features, and
the explosion of telecommunication options (caller 1D, call waiting, call conferencing, etc.} spotlighted the deficiencies
of the legacy systermns.

The Digital Collection Program provides the FBi with the means to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception techniques and systems which facilitate and
support national security, domestic countertecrorism, and criminal investigative efforts. Systems provided through this
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice
sessions, (i.e.,, record only when the call is being actively monltored) Electronic information corlected includes pen
register (rncommg and outgoing dialed digits, G g e ighat related
information), analog and digital telephone calls
density drives and magneto-optical disks are utilized for iemporary ang ge, y, No special,
environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other
federal, state, local and tribal agencies, as required.

The Digital Collection Program has evolved during its life cycle and has become more complex.
Even so, digital collection systems are computer-based systems comprised primarily of
commercial-off-the-shelf hardware and software with limited proprietary application software.
Incorporated technological advances allow Case Agents to easily and effectively manage the
recordings electronically, which dramatically increases the efficiency of trial preparations. While | |

each Field Office or Resident Agency is self-sustaining in its ability to pr i d ETE
information, this program permits interconnectivity of all FCl systems viaﬁfﬁ wide
area network established to link field offices’ central monitoring plants for the purpose of digital
collection information sharing; it will use Trilogy's network backbone.) and TRILOGY (the FBI's
enterprise wide area network being deployed to link field offices). This connectivity enables the
transfer of electronic or digital files of intercepts to a remote or distant field office for special

language trans!ation/transcription and sharing of infermation among FBI offices and other

parthering agencies. Systems are also installed as fixed systems in locations that require long-

term, permanent operations. In many instances, intercepted audio is shared via a secure, wide

area network or downloaded from computer memory onto removable media and provided to
language specialists in offices around the ¢country, greatly increasing productivity of FBI

transiation and transcription efforts.

©)




UNCLASSIFIED

UNCLASSIFIED

L IQTD! (FB1)

From:
Sent;
To:

Cc:
Subject:

| 335
UNCLASSIFIED i
NON-RECORD

g- Hope this provides what you need. If not, please let me know. if you need a more succinct or technical
escription, 'll provide it.

Glad we finally met. Thanks for your help

Digital Coilection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign
counterintelligence gathering, and law enfarcement evidence collection, respectively. Digital Collection supports the FBI's
mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, and
support of communications interception techniques and systems to facilitate and support national security, domestic
counterterronsm and cnmmal investigative efforts. Systems being acquired under the Digital Cellection pmwde
- greign counterintelliqence and law enforcement) that possess similar functions and capabilities to
_ however, the primary difference is law enforcement system’s
Bquireme IZe ECIEY COMMUNICANO he passage of the Communication Assistance to Law Enforcement

Act (CALEA), the m‘np%ementahon of state-of-the-art personal security features, and the explosion of telecommunication
options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies of the legacy systems,

L2
The Digita! Collection Program provides the FBI with the means to coliect evidence and intelligence through the - BE
acquisition, deployment, and support of communications interception techniques and systems which facilitate and support
national security, domestic counterterrorism, and criminal investigative efforts, Systems provided through this program
intercept multi-source digital (and analog) communications information for intelligence gathering for foreign
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice sessions,
(i.e., record only when the call is being actively monitored). Electrenic information collected includes pen register
(lncommg and outgoing dialed digits, caller identification, date/time of communication, and other signal related
information), analog and digital telephone calls High density
drives and magneto-optical disks are utilized forfemporary ang permanent storage, respectively, nﬁmrll environmental
storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and Resident Agencies in
support of active foreign intelligence and criminal cases. Support is also provided to other federal, state, Iocal and tribal
agencies, as reguired.

The Digital Collection Program has evolved during its life cycle and has become more complex. Even
s0, digital collection systems are computer-based systems comprised primarily of commercial-off-the-

(10)




shelf hardware and software with limited proprietary application software. Incorporated technological
advances allow Case Agents to easily and effectively manage the recordings electronically, which
dramatlcally increases the efficiency of trlal preparations. While each Field Office or Resident Agency

is self-sustaining in its ability to proces, information, this program permits : e
interconnectivity of all FCI systems vi a wide area network established to link field B
offices’ central monitoring plants for th igital collection information sharing; it will use

Trilogy's network backbone.) and TRILOGY (the FBI's enterprise wide area network being deployed
to link field offices). This connectivity enables the transfer of electronic or digital files of intercepts to a
remote or distant field office for special language translation/transcription and sharing of information
among FBI offices and other partnering agencies. Systems are also installed as fixed systems in
locations that require long-term, permanent operations. In many instances, intercepted audio is
shared via a secure, wide area network or downloaded from computer memory onto removable
media and provided to ianguage specialists in offices around the country, greatly increasing
productivity of FBI translation and transcription efforts.

UNCLASSIFIED
TD} (FBI)
From:
Sent:
To: kIP) (FBI)
" P).
N [ ] H
Ce: : B1); P ; P) (FBI);
Lo L gl
) (FBI
| UL _ {OTD
1 TD) (FBI); JOn (FB Y (FRI}
( )
Subject: RE: Office - - uipment - ELSUR
SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

lear

That heips -

| would strongly recommend that we only install those workstation required - one or two extra is fine.
But we can't depioy workstations based on future projected requirements. We can generally respond
quickly to additional WS requirements and have them on site within a week or two.

If you have information re long term (>6months out) plans -
please share that with us so we can prepare for such issues as database server upgrades etc.
But let's not base major system upgrades on things that MAY happen.

Often things change - VERY often.

g‘—_l

-----Original Message---—-
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DTD) (FBY)
From: NO) (FBI)
Sent: N WL e L L L2005 12:54 PM
Ce: 'FBI& TD) (CON) |
(OTDY(FEH
[(OTD) (FB]);]

. (]} TD) {FEn
Subject: RE: NO Sitrep ;’;:-;.5
UNCLASSIFIED YR

NON-RECORD

[

At thls time tha TTAs have been relocated to Baton Rouge We are in the process of establishing office (phone lines, etc).
. gcoming months that may change.
'or HQ City is now scattered fo

g
bt

From {OTD) (F8I)

Sent: Thursday, October 06, 2005 9:40 AM

JOTD) (FBI)
D} (FBI

UNCLASSIFIED
NON-RECORD

Do we have any more info on the New Orleans status?
Have we recovered/evaiuated the DCS 50007
Do we anticipate a temporary requirement in Baton Rouge?

Any other info??7?

{703)
el ) —
Fromi JiomD) Fan)

Sent: Thursday, September 22, 2005 4:31 PM
To (NO) (FBI)

C (OTD) (CONY ITD) (FBI);
QOTD) (FBI) ] (OtL) (FBI J(HG)Y (CO
Subject: FW: NO Sitrep

w  (12)




Importance: High

UNCLASSIFIED
NON-RECQORD

{TICTU) {(FYY)

RE: DCSP éupport

Wlm(out of the Houston gffice} has evacuated Houston because of RiTA's path, and is now in the
Shrevepo! . His cell phone # isﬁc His cell phone coverage is spotty but you should be able to
call the RA directly to iocate him. He can be available to assist in checking out CMP collection systems
equipment and/or relocating the equipment out of the NO office.  All this said, you may have already been in

contact with him, ' ur hands. If you need any further, or more, assistance, please don't hesitate
to emait or call an, Fr myself will see that you get it. -

anager - Enterprise tlong Services T
Elsur Technology Management Unit {(ETMU)
Electronic Surveillance Technology Section (ESTS)
Qperadonal Technology Diviston (OTDj}

From TD) (FBY)

Se r 12, 2005 4.38 PM

T QOTD) (FBI] _bTD) (com)[ (ITD) (CON)
Ccl __KNO) (FBI); [[TD) (FBI)

Subject: FW: NO Sitrep

UNCLASSIFIED

NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge wiil be ¢coming.
-—---0riginal M i

From: NO) (FBI)
Sein..- Mondav, September 12, 2005 3:32 PM
To

bt

(OTD) (FBI
Cc (OTD) (EBLY: iy ) | } (HO) (CON)
m) (FBI);I (NO) (FBI) JTTD) (F8I) L] i
H ]

L T

;ou;_ya‘I; ;onfvard this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space

management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our
new offsite located at a’ |is includes moving at CMP equipment
{Voice Box, DCS3000, oy

During this move | am sure things wiil be damaged. We cannot leave anything in place for space management is
to begin gutting our entire field office next week. In a perfect world, we will be back in our New Orieans office by
the end of May, or early June '06. In the interim our division will be scattered in bidgs from Covingten, LA to Baton

(13)




Rouge, with Baton Rouge having several bldgs housing diffeien.l.nmniams_Lhalel asked TTA______ Jto

contact TICTU, et al to help set up temporary DCS 3000, etc As for as any CMP down
here, | do not know at this time how that will evolve, but once we get all equipment up here in BR, perhaps BAE
could send some contractor types to check out all of our equipment. Also, | am sure we will have to surplus
equipment but we will {ake it one step at a time.

I may ask for a few TTAs in the next week or 50 1o come and help set up our new space. There is a TR#

ted with this that | will get for you iffwhen needed. Lodging is still an issue and anyone who comes should
be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what
the conditions are. | will speak with you more on this when the time comes. | am the only TTA in NO that did not
have significant damage t my house. All others are out til at least 10/1 on admin leave.

That's it for now. 'l keep you posted. L

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

[OTD) (FBI)
From; | ] vo) (Fai)
Sent: I.Il-lﬂidﬂm 005 12:5
To: TD (FBI) koroy eaif —]
N1 Bimconl :
| N KOTD)(F
{ITO fFRu] -
Ce: 17D) (FBN)] (OTD) (FBI) 2
Subject: : rep T:
| bR
UNCLASSIFIED
NON-RECORD

— ]

Prior to making the decision to leave the Red Wolf in place, we spoke with Raytheon and somebody from CSQC (or
whatever its called now) and all said to leave it for | o leave than move. So that is what we did. Currently
the closest place to put it would be in a warehousewso for security purposes, etc, in my opinion it is best to
leave it where it is.

SA
Te . New Urleans
(504

-—--Origi i
From: (OTD) (FBI)

Sent: Friday, Qctober 07, 2005 1:04 PM .
To (OTD FBL ( H OIMM {CONY-
| J(NO) (FBI); ) (FBI):| I {O1D) (CON)

b
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TD) (FBI); koroy (E )Wom) (FBI)
] (1TD) (FBI) Hl
Subject: KE: itrep

NCLASSIFIED
NON-RECORD

We need to discuss the removal of the RW system from the NO site. | spoke imm yesterday. He
informed that the workstations have been removed from the site and stored elsewnere, bui Ihe systemn is stilt intact

" there in the CMP. it is powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to ancther site?
77??

Program Manager - Enterprise Operations Services
Elsur Technology Management Unit (ETMU}

Electromic Surveillance Technology Section (ESTS)
Opcrauonal chhnology Division (OTLY

; (OTD) (FBI) 1 (NC) (FB
: (OTDL(CONY] J(rTp) ¢FBI
(OTD) (CON (OTD) (FBI)
(OTD) (FBI)

UNCLASSIFIED
NON-R D

Fﬂg the Houston office closure during hurricane Rita | installed a DCS 3000 in th%nd prepared
the VB il for a pending case. The system is prepared to collect for New Orleans if ne . As 1ar as the T-50
system | am waiting to see what NO decides to do. We will be sure to be available to install the system and get it
going for them when they are ready and know where its going to be. When | have any further updates { will be
sure to include you in the communications. Woe really dodged a big one by Rita going through SE Texas instead of
Galveston and Houston.

1.z
&
louston Jech Squa 1) b7

Elsur Technology Management Unit (ETMU) Bim
Electronic Surveillance Technology Section (ESTS)
Opegational Technology Division (OTD)

riginal Message-----
 m—
2 nursda ober > 940 AM

=2 D

(om) (FBI)‘ 'fu:i)) (FBI)
(aImyconnd ) (FBI);
TD) (FBI) IC) (CoN R‘UI'ILI)TCON};
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Ccf J(NO) (FBI) (TiD) (FEI)

Subject: PV: NO Sitrep

UNCLASSIFIED
NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming.
-—--Original Message-----

Fro (NO) (FBI)

Sent: Monday, September 12, 2005 3:32 PM

Tu::|d‘_L (OTD] (FBI)

Cq [ToT0 (FB1 (ITD) (FBLL:] (HO) (CONY);

| |(NO) {F8I) NQO} (FBI) (ITD) (FBI)
—] o

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, ;E”L

space management and FBI movers will commence moving all of our TA/ET/CMP equipment from New
Orleans to our new offsite located at an l Il‘his includes maving
all CMP equipment (Voice Box, DCS3 ¥,

During this move | am sure things will be damaged We cannot leave anything in place for space
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our
New Orleans office by the end of May, or early June ‘'06. In the interim our division will be scattered in
bidgs from Covington, LA to Baton Rouge, with Baton Rouge having several bldgs housing different

pro sked ﬂdjo contact TICTU, et ai to help set up temporary DCS 3000, etc in
ourw As for as any CMP down here, | do not know at this time how that will evolve, but
once we get ali aquipment up here in BR, perhaps BAE could send some contractor types to check out ail
of our equipment. Also, | am sure we will have to surplus equipment but we will take it one step at a time.

may ask for a few TTAs in the next week or $0 t0 come and help set up our new space. There is
a TR# associated with this that | will get for you iffwhen needed. Lodging is still an issue and anyone who
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those
interested in coming what the conditions are. | will speak with you more on this when the time comes. |
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 101
oh admin leave,

That's it for now. I'll keep you posted.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED -

(17)




UNC {FIE!
NON-RECORD

e Houston office closure during hurricane Rita | installed a OCS 3000 in tha:and prepared the
VB i for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system |
am waiting to see what NO decides to do. We will be sure fo be available to install the system and get it going for
them when they are ready and know where its going to be. When | have any further updates | will ba sure to include
you in the communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and
Houston.

0)

Houston Tech Squad (SO-1)
Elsur Technology Management Unit (ETMU)
Eiectronic Surveillance Technology Section (ESTS)

0 echnology Division (OTD)
Al Desk)
71 Fax)
83 Celt)
----- riginadl Message-----
i, mm—
Sent: Thursda ober Ub, 2005 9:40 AM N
To TD) (FBI); 0) (FBI) '
. (ropeend |
FBL); OTD) (CON)
TD) (F8L); TD) (FBL); QOTD) (FBI)

Subject: RE: NO Sitrep

UNCLASSIFIED
NON-RECORD

Do we have any more info on the New Orleans statua?
Have we recovered/evaluated the DCS 50007
Do we anticipate a temporary requirement in Baton Rouge?

Any other info??7?

| |_"LI

. (703) _
..... Qriqi ————— kg
Fromd Joto) (Fat) Lo
Sent: Thursday, September 22, 2005 4:31 PM
Tﬁ (NO) (FBI)
e (7o) {FBDJ koTD) (con (ITD) (FBI);

| oD} (FBI); [(o1D) (FBI); (CON)

Subject: PW: NO Sitrep
Importance: High

UNCLASSIFIED
NON-RECORD

(19)




I'JO)
(TICTU) (FYD)

RE: DCSP Support

FY] .mut of the Houston office) ed Houston because of RITA's path, and is now in
the Shrevepol . His cell phone # is BBm‘ His cell phone coverage is spotty but you should be
able to call the RA directly to locate him. H ilable to assist in checking out CMP collection

systems equipment and/or relocatlng the equipment out of the NO office.  All this said, you rnay have already

been in contact with him, so 'l § s. If you need any further, or more, assistance, please
don't hesitate to email or call an myself will see that you get it.

lmmmﬂom Services 19

Elsur Technology Management Unit (ETMU)) b
Electronic Surveillance Technology Section {ESTS) r."' o
Operational Technology Division {OTD) !
ERF, Quansi o7
. Tel 540
© Cell: 54
Fax: 54

o]

Sent: Mondav, September 12, 2005 4:38 PM
To:f JoTD) (FBIY] 1(0oTD) (conN){ o)

( }
c?'& } (vo) (FBD):| frro) (FBI)
Subject: FW: NO Sitrep

UNCLASSIFIED
NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming.

"Oilﬂn.i.l.ﬂ.ﬁﬁﬂﬂﬂ"_'
From NO) (FBI)

: 2005 3:32 PM
T TD) (FBI)
(OTD) (EBLL kn 1 1 (HO) (CON);
0) (FBI);f_ _—_J(NO) (FBI) | (TTD) (FBI)
Subject: NO Sitrep . ¥
[RE
hio

Would ya’ll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow,

space management and FBJ movers wjmmgmwmﬂﬂmpment from New

Orleans to our new offsite located at a his includes moving all

CMP equipment (Voice Box, DCS3000, Red Walf,etc).

During this move | am sure things will be damaged. We cannot leave anything in place for space

management is to begin gutting our entire field office next week. In a perfect world, we will be back in our

New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in bldgs

from Covington, Rouge, with Baton Rouge having several bidgs housing different programs. |

asked TTAi iu contact TICTU, et al to help set up temporary DCS 3000, etc in our

m;&s for as any own here, | do not know at this time how that will evolve, but once we geta

ment up here in BR, perhaps BAE could send some contractor types to check out all of our equipment.
Also, | am sure we will have to surplus equipment but we will take it one step at a time.

X (20)




g | may ask for a few TTAs in the next week ar so to come and help set up our new space. There is a
associated with this that | will get for you ifiwhen needed. Lodging is still an issue and anyone who

comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested

in coming what the conditions are. ! will speak with you more on this when the time comes. lamthe only TTA 1.3
in NC that did not have significant damage t my house. All others are out til at least 1071 on admin leave. [T

That's it for now. I'll keep you posted.

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED

loTD) (FBY) ,
From: ' OTD) (FBI)
Sent: fi 04 PM
To: TD) (FBI);

£ 1T Bl),
(OTDUCON)] ;
1LY} (=Bl 1 | faRin]

Ce: T0) (FBI) T. (OTD) (FBY) _
Subject: RE: NO Sitrep }1
UNCLASSIFIED
NON-RECORD

We need to discuss the removal of the RW system from the NO site. | spoke RQO) yesterday. He
informed that the workstations have been removed from the site and stored elsewhere, but the system is still intact there in
the CMP. Itis powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down {o remove the
system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 2777?

Program Manager - Enterprise Operations Services
Elsur Technology Management Unit (ETMU)

Electronic Surveillance Technology Section {(ESTS)
Operational Technology Division (OTD)

ERF, Quagnti

sage (21)




From{__ Ho) (cony
Sent: Thursday, October 06, 2005 3:112PM

14 JoTD) ( fﬂl pTD) (FBI) NO) (FBI}
KITD) (FBI) (0

o ) (EBLL:

OTD) (FBL); {OTD) (CON); oTD) (FBI)HLE_
(OTD) (FBI#WFB‘IT—J
Subject: RE: itrep . _

UNCLASSIFIED
NON- RD

;unng the Houston office closure during hurricane Rita | installed a DCS 3000 in the%nd prepared the ¥7
VB Il for a pending case. The system is prepared to collect for New Orleans if need be. rasthe T-50 system| 17K
am waiting to see what NO decides to do. We will be sure to be available to install the system and get it going for

thern when they are ready and know where its going to be. When | have any further updates | will be sure to include

you in the communications. We really dodged a big one by Rita going through SE Texas instead of Gaiveston and
Houston.

Thanks

0}

O-1)
Elsur Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

OTO) (FBI)

Sent: [hu r Ob, ZU05 9:40 AM
To:r_J—bTD) (FBI) NQ) (FBI)

cd IID) (FBL QIDycann.] ITD) (FBI
, oTD) (Fel)] HO) ( WWDN

oTD) (FBD) TOTD) (FBI

: NO Sitrep '

UNCLASSIFIED
NON-RECORD

Fzth
ic
Do we have any more info on the New Orleans status?
Have we recovered/evaluated the DCS 50007
Do we anticipate a temporary requirement in Baton Rouge?

Any other info?7?7?

..... Orici —

From QTD) (FBI)

Se r 22, 2005 4:31 PM

To: (NO) (FBI)

Cc ITD) (FBI) J(OTD) (CON) (TTD) (FBI);

o (@)




*—T;

| bT) (FBI%;| bTo) (FBI); | | (HO) (coN)
Subject: FW: NO Sitrep _
Importance: High

UNCLASSIFIED
NON-RECORD

NO)
(TICTU) (FY1)

RE: DCSP Support

FYl,mut of the Houston affice) d Houston because of RITA's path, and is now in
the His celi phone # is 83mis cell phone coverage is spotly but you should be
able to call the RA directly to locate him. H ble to assist in checking out CMP collection

systems equipment and/or relocatmg the equipment out of the NO office.  All this said, you may have already

been in contact with him, so | llwds If you need any further, or more, assistance, please

don't hesitate to emaii or call a r myself will see that you get it.

rations Services
Elsur Technology Managemcnt Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
ERF, Quantico, VA

-----OT&DM%ITD
From: ) (FBI)

Sent: Monda tember 12, 200 PM
|OTD) (FBL |oTD) (CON); (ITD)
3 .
[noy (a1l }TD) (FBI)

Subject: FW: NO Sitrep

UNCLASSIFIED
N-RECORD -
bave
i

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 7R

----- Original M e
From: Ii Ino) (FBI)
rinmmmt&iz 2005 3:32 PM
To: (om
rcd_rl (OTD) HO) (CONJ
NO) (FBI)i JTvo) (rsﬂjmﬂm_mml

Subject: NO Sitrep

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomotrow,
space management and FBI movers will commence moving all of our TA/ET/CMP equipment from New
Qrleans to our new offsite located at a This includes moving ali

X 23




CMP equipment (Voice Box, DCS3000, Red Wolf,etc).

During this move | am sure things will be damaged. We cannot leave anything in place for space
management is {o begin guiting our entire field office next week. In a perfect worid, we will be back in our
New Qrieans office by the end of May, or eardy June '06. In the interim our division will be scatterad in bidgs

from Covington, ouge, with Baton Rouge having several bldgs housing different pro
have asked TT, contact TICTU, et al to help set up temporary DCS 3000, et in ou
As for as any CMP down here, | do not know at this time how that will evolve, but once we get a

equipment up here in BR, perhaps BAE could send some contractor types to check out all of our equipment.

i Also, | am sure we will have to surplus equipment but we will take it one step at a time.

7. [ may ask for a few TTAs in the next week or so to come and help set up our new space. There is a
TR# associated with this that | will get for you fiwhen needed. Lodging is still an issue and anyone who
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested
in coming what the conditions are. | will speak with you more on this when the time comes. | am the only TTA
in NO that did not have significant damage t my house. All others are out til at least 10/1 on admin leave.

That's it for now. I'll keep you posted.

 UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
NC IFIED
DTD) (FBI)
From: (HO) {CON)
Sont: (o) F8) loto) ren] I
To: ( (FBIY); D) (FBI};
NOLEED
Ce: BI) LoTD) (conyl |
Y (FRI. {0 :
| (O10) (FBI); oto) |,
. b
Subject: RE: NO Sitrep b
7
UNCLASSIFIED
NON-RECORD

%ﬂe Houston office closure during hurricane Rita | instalied 2 DCS 3000 in the :nd prepared the VB
i for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system | am
waiting to see what NO decides to do. We will be sure to be avaitable to install the system and get it going for them when
they are ready and know where its going to be. When | have any further updates | will be sure {0 include you in the
communications. We really dodged a big ona by Rita going through SE Texas instead of Galveston and Houston.

Thanks

w @

ey



Program Manager - Enterprise Operations Services

Elsur Technology Management Unit (ETMU)

Electronic Surveillance Technology Section {(ESTS)

Operational Technology Division (OTD)

ERF, Quant
Tel: 540
Cell: 54
Fax: 54

I.&am |
-—--0riginal Message----—-

From] Irl’D) (FBI1

Sent: Monday, September 12, 20054s

Tor"_' — IOTD) (FBI) (OTD) {CON] ~ {ITD) (CON)
Ce (NO) (FBI |(TTD) (FBD)

Subject: FW: NO Sitrep

UNCLASSIFIED
NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming,

----- ' -
From:i |(NO) (FBI)

Sent: 2005 3:32 PM
Ti

T0) (FBI
TD) Fanl):‘_)__l EITD) G (HO) (CON)/] |
[ rN'G)"(FBI i m _

Subject: NO Sitrep

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space
management and FB! movers will commence moving ali of our TA/ET/CMP equipment from New Orleans ta our

new offsite located at an abandoned car dealership in Baton Rouge. This includes moving all CMP equipment
(Voice Box, DCS3000, Red Wolf etc).

1o begin gutting our entire field office next week. in a perfect world, we will be back in our New Orleans office by

k.o
’ " " . ka6
During this mave | am sure things will be damaged. We cannot leave anything in place for space managementis . -

i

-

the end of May, or early June '06. In the interim our division will be scattered in bldgs from Coyl Baton
Rouge, with Baton Rouge having several bldgs housing different p sked TT. {a}

contact TICTU, et al to help set up temporary DCS 3000, etc in o As for as

here, | do not know at this time how that will evolve, but once we p here in BR, perhaps BAE

could send some contractor types to check out all of our equipment. Also, | am sure we will have to surplus
equipment but we will take it one step ata time.

I may ask for a few TTAs in the next week or $0 to come and help set up our new space. There is a TR#
associated with this that | will get for you iffwhen needed. Lodging is still an issue and anyone who comes should
be prepared to slesp in TRU tents {(A/C'd) or in our new space on cots. Just let those interested in coming what
the conditions are. | will speak with you more on this when the time comes. | am the only TTA in NO that did not
have significant damage t my house. All others are out til at least 10/1 on admin leave.

That's it for now. I'll keep you posted.

N SSIFIED




—_— e

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
OTD) (FBI)
From: OTD)(CON)
Sent: r 0o, 200810 G
To: OTD) (FBI); oTD) | -
[QTDY(F
OTD) (FBl); OTD) (FBH; (FBI);
(OTDV(FBI) OTl TO)
(FB OTD) (FBI)
Subject: Spen e Descriptions
Follow Up Flag: Follow up
Due By: Woednesday, October 12, 2005 12:00 AM
Flag Status: Flagged

UNCLASSIFIED
NON-RECORD

In reviewing the Spend Plan's descriptions wi‘tD it has been determined that FY06 will bring about several
changes that may not be reflected in the current write up. In order to realign the mission goals/objectives, please
review the current write ups to ensure that it is aligned with FY06 tasks.

Ex: SBIT should include TMD , DCS-NET, Outreach Conferences, DCS3000 Upgrades. ha
: ke
If these items align with major tasks for FY06, consider including them in the write-up.

These ad justments will provide a more accurate account in cur Spend Plan and will be used iDUni? brief to
the AD and in my quarterly submission to SRU,

If you should have gny questions or concerns, please see me or

i ]
TICTY
703

UNCLASSIFIED

X (27}




LUNCL IFIED
NON-RECORD

; o
ITICTU) (FY1)

RE: DCSP Support

FYi, Fout of the ce) has evacuated Houston because of RITA's path, and is now in the Shrevepont
RA. His cell phone #is 832& His cell phone coverage is spotty but you should be able to call the RA directly to
locate him. He can be available 10 assist in checking out CMP collection systems equipment and/or relocating the

equipment out of the NO office.  All this said, you may have already been in contact wiwve it in your hands.

if you need any further, or more, assistance, please don't hesitate to email or catl and r myself will see i
that you get it N

= rations Services
Elsur Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
ERF. Quantico, VA

Tel: 540- '
Cell: 54
Fax: 540

Pager: 28] |
IR ]

e
tember 12, 2005 4.38 PM

OTD) (FBI); | (oD} (com] ] (o) (cony
(NO) (FBI); JITD) (FBI)

UNCLASSIFIED
NON-RECORD

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming.

{lriamal.Messahl
From: NO) (FBI)

Sent: Monda ember 12, 2005 3:32 PM

Tor&LEm: FBI -
Cc (OTD) (FBL); TTD) (FBI woyeon] ]
[ mﬂ!) (FBI) NG _u_‘_lm'ﬁﬂ_gm e
Subject: NO Sitrep bIE

[— ]

Would ya'll forward this to whorn ever you may think needs it, especially in the TICTU realm. Tomorrow, space
management and FBI movers will commence moving all of our TA/JET/CMP equipment from New Orleans to our new
offsite located at an abandoned car dealership in Baton Rouge. This includes moving all CMP equipment (Voice Box,
DCS3000, Red Wolf etc).

During this move | am sure things will be damaged. We cannot leave anything in place for space management is to begin
gutting our entire fisld office next week. In a perfect world, we will be back in our New Orleans office by the end of May, or
early June '06. In the interim our divisicn will be scattered in bidgs from Covington, LA to Baton Rouge, with Baton Rouge
having several bidgs housing dTeanmmnsl | have asked TTAdo contact TICTU, et al to help set up
temporary DCS 3000, etc in ou As for as any CMP down here, | do not know at this time how that will

X (28)




evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of
our equipment. Also, | am sure we will have to surplus equipment but we will take it one step at a time.

Q may ask for a few TTAs in the next week or so fo come and help set up our new space. There is a TR#

ed with this that | will get for you iffwhen needed. Lodging is still an issue and anyone who comes should be
prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what the
conditions are. | will speak with you more on this when the time comes. | am the only TTA in NO that did not have e
significant damage t my house. All others are out til at least 10/1 on admin leave. 7o

That’s it for now. I'll keep you posted.

UNCLASSIFIED

UNCLASSIFIED

LINCLASSIFIED
OTD) (FBI)

From: | (OTD} (CON)

Sent: yrgday, September 22, 2005 1:53 PM

To: . | O7D) (FBI TD) (FBI)} |

(O QIDJ.LEI}

Cc: TD) (CONY] TD) (CONY;
OTD)CON) J(GT0) (CON) .

Subject: E_"j';

importance: High z ©

SR

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Just got a retum call from| f Houston. He said that they shut down the office Wednesday at noon, powered

down all the systems (DITU, - Voice Box, DCS5000), covered th with tarps, then got out of bown.bs

now in ﬁand his house telephone number i is (90

1]

SENSITIVE BUT UNCLA§SIFIE.D

-4 (29)




OTD) (FB))
From: | foTo) (FBI)
Sent: w& 2005 4:46 PM
To: (NC) (FB
Ce: 1 DT {ERO: OTD) (FBI
ﬁB :m: ﬁ
I(OTD} (CON) (OTL) (FBI), (OTD)
Subject: RE: NO Sitrep
UNCLASSIFIED
NON-RECORD

Glad to hear that you and the team are fing! We want you to know that you have TICTUs 100% full support. That alse
goes for the entire Operational Technotogy %\s you move forward let us be a service to you. Both vendors are

also on standby to assist. My office # is 703

cell #202{____] Ourteam is here and on standby. -

(S
b
-7

hiE

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomarrow, space
management and FBl movers will commence moving all of our TA/ET/CMP equipment from New QOrleans to our new

offsite iocated a

] This includes moving all CMP equipment (Voice Box,

DCS3000, Red Wall,elc).

During this move | am sure things will be damaged. We cannot leave anything in place for space management is to
begin gutting our entire field office next week. In a perfact world, we will be back in our New Orleans office by the end
of May, or early June '06. In the interirn our division will be scattered in bidgs from Covingion, LA to Baton Rouge, with
Baton Rouge having several bldgs housing w‘s{sl have asked TTA o contact TICTU, etal to
help set up temporary DCS 3000, efc in our for as any CMP down here, | do not know at this time
how that will evolve, but once we get all equipment up here in BR, perhaps BAE could sand some contractor types to
check out all of our equipment. Also, | am sure we will have to surplus equipment but we will take it one step at a time.

: I may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR#
associated with this that | will get for you iffiwhen needed. Lodging is still an issue and anyone who comes should be
prepared to sleep in TRU tents (A/C’'d) or in our new space on cots. Just Ist those interested in coming what the
conditions are. 1 will speak with you more on this when the time comes. | am the onty TTA in NO that did not have
significant damage t my house. All others are out til at [east 10/1 on admin leave.

Thats it for now. U'll keep you posted.

UNCLASSIFIED

(30)




SENSITIVE BUT UNCLASSIFIED
NON-RECORD

A short list would inciude:

1. Provide automated uploading from DCS-3000 to telephone applications.

ty, we canno ister i i j Rate ISDN lines using an
the intercep r telephone service.

3. Provide automated uploading from the RedWolf collection system to telephone applications.

-----Origing| Message----- e
From: CTD) (CON) 1LE
oY E—— 0T
To (WF) (EBLY h7E
- E— VT JCTD) (FBI); HQ-DIV13-
ECPS_TECH

Subject: Phone Records

SENSITIVE BUT IFIED
NON-RECORD

o contact you regarding an issue of transferring massive amounts of

ara in Can you send me an email with details of the issues? Anything you
can provide will ba helpful. L2
}k) \;)

Thanks, g
IR

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(31)




Sent: Thursday, september 01, 2005 10:

F) (Fen } (oTD) (FBL);

V13-EOPS_TECHI '

(ITOD) (FBI)
Subject: RE: Phone Records
SENSITIVE BUT UNCLASSIFIED g
NO CORD . s

I just wanted to follow up on our meeting regarding the automation of uploading phone records to enterprise-level
systems at HQ. | know ERF/ETMU was working this issue and expected an interim solution by August 31. Is the
issue resolved as scheduled?

-—--0riginal Message---—

From F) (F81)
2 30, :
T CTD) (CON); (WF) (FBI);| |(0TD) (FEI} |
(OTD) (FBI WE) (FBI
FBI); kcTD) (FBI); HQ-DIV13-EQPS_TECH

Subject: RE: Phone Records

SENSITIVE BUT U IF) :
NON-RECORD 12

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

2. Curreq jster jon from Primary Rate ISON fines usingal_______ o
the interceg mwmwm"sr telephone service.

3. Provide automated uploading from the RedWolf collection system to telephone appiications.

-----Qriginal Message--—-

me:l EI'D) (CON)
Sent: une 29, 2005 4:45 PM
I

(WF} (EBD)

Cc! J(CTD) (FBI | (cTD) (FBI); HQ-DIV13-EOPS_TECH
Su ¢ Phone Records

X (32)




o

ENSIT UT UNCLASSIFIED
NON-RECORD

1

Woe will order this on behalf of TICTU. Do you expect this to be a one time request or will there be 55 other requests
fo 7 This would seem 10 be a system specific piece of equipment which would logically be handled by TICTU.

§es

P2er

Can we buy this on your credit card? Is is approximately $200.

[(ITD) (CON)
: OTD) Y ]
OTD) (CONJ;| (ITD) {CON); |
D) (FED)] , OTD)(CON)] |

N)
Subject: RMS 101411- OIV|

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I

| b

| passed this RMS to your group. ;
This should be handied as expeditiously as possible. ’

RMS 101411 -Omaha Division is requesting a odel 10040-SC
after reviewing a communicatian which indicated it is the only approved to be use i
|will connect to both the FISA and Criminal DCS3000's and will replace the existingﬂ
which is made by Belkin. Thank You!

]
(703}

SENSITIVE BUT UNCLASSIFIED

P (33)




.

SENSI UT UNCLASSIFIED
NON-RECORD

]

STAS has performed this type of work in the last 12 months, and | feel we can easily take the formats and turn

them into a "standard" format.

Would love to meet with you, and/or Io take a look at the various file formats and then tee up an R&D effort

with your help....
Let me know your thoughts

Thanks

..... Origi -
FromI (WF) (FBI)
Sent: ursda une 11;

Tolzltlﬂi\mﬂ:'m_lwa (F8l oTD) (Fal;|
(OTD) (FBI): (WF) (FBT}

Ce | CTD) (FBI); HQ-DIV13-EOPS_TECH
Subject: RE: Phone Records

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

A short list would include:

1. Provide automated uploading from DCS-3000 to tefephone applications.

hz
e
:}_‘, T
:b Y

for

2. Current| i tion from Primary Rate ISDN lines using an
the intercept r telephone service.

3. Provide automated uploading from the RedWolf collection system to telephone applications.

-----0riginal Message-----
From: CTD) (CON)

W (35)




able to take part in fixing the problem. . {'ll let you know what | hear. We might want to wait until { hear back from some of
them to schedule a visit.

..... 0 1ai ———
Sent: Thursday, June 30, 1:07 AM LS

(WF) (FBI);}| loTo) (Fe1);] |

7(CTD) (FB1); HQ-DIV13-EOPS_TECH

ITIVE BUT UNCLASSIFIED
NON-RECORD

A short list would inciude:

1. Provide automated uptoading from DCS-3000 to telephone applications.

2. Cur istar ipfarmation from Primary Rate ISDN lines using al for the
intercept. for telephane service. -

3. Provide automated uploading from the RedWoif collection system to telephone applications, 7o

---~Original Message-----

[TD) (FBI); HQ-DIV13-EOPS_TECH

SENSITIVE BUT UNCLASSIFIED
NON-RECORD :

I Isked me to contact you regarding an issue of transferring massive amounts of DNR data into
I I Can you send me an email with details of the issues? Anything you can provide will be helpfui.

Thanks,

SENSITIVE BUT UNGLASSIFIED
(37)




SENSITIVE BUT UNCLASSIFIED

NSITIVE BUT UNCLASSIFIED

I I!OTD) (FBl}

From: [WF} (FBI) k.6
Sent: 1 1:07 e
To: TD) (CON), BI);I_,_I{OTD) {FBI);
LOTD) (FBI {NE) (FBI
Ce: L kcofF [CTO) (Fe), Ha-DIv13-
EOPS_TECH
Subject: : RE: Phone Records

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

A shost list would include:

1. Provide autormated uploading from DCS-3000 to telephone applications.

2. CTMAWuhhrnaﬁon from Primary Rate ISDN lines using ari:]:r the
intercep or telephone service.

3. Provide automated uploading from the RedWolf collection system to telephone applications.

[CTD) (FBI); HQ-DIV13-EOPS_TECH

k2
e

-SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| sked me to contact you regarding an issue of transferring massive amounts of DNR data into
an you send me an email with details of the issues? Anything you can provide will be helpful.

Thanks,

w (38




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

[ JoTD) (FBY)

From: - 7nrlT3D¢)1 s(%%N)
Sent: nril 5 3:
To: ITD) (CON); el ]
TD) (FBI (ITD)
155

Ce: ITD) (FBI LTDL(FRU: e

IJ:L;_h%‘_'i' D) TFED (770) (CON){ Em_rrmwr'

- D) (CON) :

Subject: RE: 2005 ETMU {fka EOSQC) New Employee Orientation Agenda May 10-12
UNCLASSIFIED
NON-RECORD

Subject: RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12

Please advise if you or a representative will be able to participate in the upcoming May Orientation as
outlined below. 1 look forward to hearing from you. If you could respond at your earfiest
convenience 1 shall appreciate it. | will incorporate the updates and forward the final agenda to you.

Thank you!

= —

UNCLASSIFIED
NON-RECORD

The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a key
factor in the success of all orientations conducted. As our team continues to merge over the coming months |
shall appreciate your feedback and involvement in continual enhancements to the orientation program. As
evidenced by orientation survey results and management feedback, new employees are being assimilated more
effectively and expeditiously. .

The Agenda is attached for your review. | hope that your schedule will allow you to participate. The technology :
manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 to 4:00 (a short o
break scheduled between sessions). Please let me know if you (or a designated alternate) would be BTE
available to provide an overview of the following systems:

1:45-2:15  DCS3000
2:15.2:45

2:45-3.00 Break
3:.00-3:30 DCS5000
3:30-4:00 DCS6000

(39)



file:///SSIFIED

UNCLASSIFIED
NON-RECORD

The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a key factor in
the success of all orientations conducted. As our team continues to merge over the coming months [ shall appreciate
your feedback and involvement in continual enhancements to the orientation program. As evidenced by orientation
survey results and management feedback, new emplayees are being assimilated more effectively and expediticusly.

The Agenda is attached for your review. | hope that your schedule will allow you to participate. The technology
manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 to 4:00 {2 short break
scheduled between sessions). Please et me know if you (or a designated alternate) would be available to provide an
overview of the following systems;

1:45-2:115 DCS300G
215 -2:45
2:45 - 3:00

3:00-3:30 DCS5000
3:30-4:.00 DCSE000

For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November 8-10.

Thanks in advance for your time. | look forward to your feedback on the agenda and your participation. Please call
me with any questions you may have.

=

el 0l Corerer——

o

e
i

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Operation hnology Division (OTD)
540 Desk)
540 Fax)

UNCLASSIFIED

UNCLASSIFIED

(40)




SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hal asked me to review the below thread and make a recommendation. After discussing with: here's
what we came up with...

First, based on my recollection, the Voicebox is a portable system, but not necessarily a laptop. Second, since this
Voicebox is NOT an FBI systern that is being connected to a FBI system, it deserves some scrutiny from security,
which | am sure that you have already done. We are assuming that this scenario may repeat itself in the future.
Therefore, we feel that it would be appropriate for there to be a written operating procedure {most likely a page or two
at most) that describes the following: 1) the Voicebox while attached to DCS 3000 will be under FBI control, 2) that
appropriate safeguards are in place (iisting safeguards), and 3} describing the sanitization process for ensuring that
FB! datafinformation is not falling into the wrong hands when the Voicebox is removed from DCS 3000.

Once this is written and you review to ensure that it is adequate, we would ask that you please provide a copy of the
operating procedure to the Accreditation Unit, so we can place it in the DCS 3000 C&A file for future reference. It
would be the basis for future and similar request to do the same,

We did something similar to this (somewhat different circumstances) about 18 months ago involving a HIDTA
operation in Denver. We agree that there is nothing here (at least on the surface) that would require any accreditation
impact. We would just like it documented in the C&A file.

Hope this meets with your approvat.

If you have any questions or would like to discuss, please let br me know.

Thanks!

-

;credutamn ;epresentative
SecD/l
202.32

Room 4282

--—-Orrhd.um_l
From: SecD) (FBI)

Sent; Friday, February 04, 2005 12:33 PM

T D)(CON)
cel (SecD) (FBI)| | (secD) (Fe1)| EecD) (FBI);
| (CON)

Subject: FW: Portable Voicebox

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

s @2




Are you awared of the attached proposal to connect laptops to DCS30007 Marti asked if it changed the accreditation
boundary - I would think there is a good chance it does.

Sec-DIVIIAG/AL
(202) 324 4480

-—---Qriginat Message-----
Fro SecD) (FBI)
Sent: Fnday, February 04, 2005 9:22 AM

Tﬂ (SecD) (FBI)
C {SecD) (FBI}
Subject: FW. Portable Voicebox

}b 5

e

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Does the addition of laptops change the boundaries or not?
-oimal.mﬁ:ﬁam_l
From SecD) (FBI)

Sept. 03, 2005 2:28 PM
Subject: RE: oicebox

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Your awareness of this was for your information (FYI) only, you do not have a task to
resolve. Therefore, there is nothing fof _____Jto do at this point in time. This is an
operational issue not a certification unit issue,

Cheers, | |

QU X
ERF (703

-----Original Message—---
From:| !(SecD) {FBI)
Sent: Thursday, February 03, 2005 10:56 AM
71 I(SecD)(CON)

D) (FBI)

Subject: FW: Portable Voicebox

3¢ (43)
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CV) (FBI); (CV) (FBI); }ov) (Fe1); .
CEY {FRIY X
OGN | ) (FBI) Jovy et | Z;5 '

(FBI) CV) (FBI

Subject: Portable Voicebox

SEN BUT UNCLASSIFIED
NON-RECORD

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox
digital collection system and needed the OK from Security Division to use it on FBI cases. This is still in
the works on our end, but we have a similar situation regarding a portable system and require the input
of Security Division before we move forward.

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-III ona
digitat system {rather than cassette tapes), but we do not have another system available (niether does
ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the
Youngstown RA use it for this T-III. The system wiil be operated in the RA space and would be
connected to our DCS-3000 network to obtain telephone target data. According to ERF, there is an
acceptable configuration which enables secure transfer of the data. The issue arises in regards to
conducting an FBI case on a system that is not owned by the FBI. As far as the data and audio that will
be stored on the system is concerned, if necessary, we could remove the hard drives from the system
before it is returned to HIDTA (replacements would have to be supplied by the FBI and software
reloaded by the manufacturer).

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any
other issues that must be resolved?

If you have any questions, please feel free to call me.

Thanks,

Cleveland Division

216 (office)
216 cell)

SENSITIVE BUT UNCLASSIFIED
(35)




To: P .
A (FBI) LD (FBI) {HN})

0

EEBI).

PDJJEEJLI_
(KC) (FBI),

FQM_E_?
LFED,

KSL) (FBI);
| -

IR) (gzl);

- {(AT) (FBLL
(S ( L(NK) (FBI I}
FBI - {MO) (FBI);
|(iTD){FBl)
Ce: ; 11TD) (FBI);
Moy renl ITD) (
Subject: DCS-3000 One-Way Push - Status Update (2/7/05)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

All,

The one-way push is currently being field tested at site nd here are field issues invo.lving the performance
between way push and the RW. All parties invo are working to corract and improve the systems performance.
tn parall sting is soon to begin within the ERF facility. This is a comglex and integral part of the overall soiution.

- T

Upon completion, this functionality shall be field tested as staled above.

To date Jetd offices have received the one-way push equipment for instailation___Jsites have completed
the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and
prepare for instaliation. Each site shall be informed in advance regarding installation and activation. ERF is committed to
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an
exhaustive in-house tast virtually impassible. So some point in time, additional sites will be connected in order to field test
as needed. We appreciate your cooperation and patience regarding this development process.

Refaa’dsi

SENSITIVE BUT UNCLASSIFIED e

SN

(57)
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(
s Fortable Voicebox

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1]

Several months ago, I spoke to you regarding our task force squed that purchased its own Voicebex digital
collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works
on our end, but we have a similar situation regarding ¢ portable system and require the input of Security
Division before we move forward.

Quentico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-ITI ona digital
system (rather than cassette tapes), but we do not have another system available (niether does ERF). The
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for
this T-III. The system will be operated in the RA space and would be connected to our DCS-3000 network
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables
secure transfer of the data. The issue arises in regards to canducting an FBI case on a system that is not
owned by the FBIL. As far as the data and audio that will be stored on the system is concerned, if
necessary, we could remove the hard drives from the system before it is returned to HIDTA {replacements
would have to be supplied by the FBI and software reloaded by the manufacturer).

From the security standpeint, can we use this system to conduct this upcoming T-III? Are there any other
issues that must be resclved?

If you have any questions, please feel free to call me.

Thanks,

l l P
Cleveland Division

216 {office)

216 {cel)

SENSITIVE BUT UNCLASSIFIED
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DCS 8000 is UNCLAS and DCS 5000 is SECRET.
If there's a way - it would definitely be worth the effort.

I'm out most of this week but would like to get together next week -- 1/31 - 2/4

(703 |

-----Original Message----- i
From: SecD) (FBI) B e
Sept: 005 3:41 PM

T {SecD) (FBI); ITD) (FBI); | |
TTD) (FBI ITD) (FB D) (FBq
' Subject: RE: i Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

----- Original Message-----
Sent: TGE 5 8:05 AM bs

Cc: (ITD) (CON)| (SecD) (FBI)
Subject: RE: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

Not a'good time as all the streets will close at 1pm Wed (16th) here. | agree thatwe , .
should do this but next week would be better as|:|mu aiso be back then. o
bob '

eI

IT Spécialist (’Secu rity)

e (60)




Team 1 Certification Lead

Centjficati t |AS, SecD
202

ITD) (FBI)
18, 2005 8:00

(ITD) (FBI)?M L(ITD) (FaD) ] ]

ce:[ J1D) (CON)
Subject: Combining the Collection systems under one C8A

ki
Ihe

(SecD) (FBI)

UNCLASSIFIED
NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A)
process of systems, we [AU, CU, and l] came to the conclusion that combining systems
under one C&A makes sense (in some cases). 'd like to get your opinion on this matter
asl ing to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, bz
andmnder one C8A (if that makes sense to do so). 73

I rrange a meeting for 13:30 tomorrow 19 January to discuss and collect
your comments. We can meet in my office unless someone has a better alternative.

rQ;;E_EI I 1
ISSM, Quantico Complex b7

ERF (70

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

W 6D




UNCLASSIFIED

UNCLASSIFIED
I bTD) (FBI)

From: ITD} (FBH)

Sent: 18, 2005 1:19PM

To: (ITD) (FBH

Subject: : Combining the Collection systems under one C3A

=

Clear Day k8
Bkgrd.JPG (5 KB) i

: UNCILASSIFIED
NON-RECORD

Thanks

. | believe sinc{ hame was on the e-mail, we need to know what he knows and have him
to keep us informed as to any direction which may affect the unit.

-----0riginal Messaqe-----

Froml ITD) (FBI)

Sent: Tuesday, January 18, 2005 11:41 AM
To; |(ITD) (FBI)

Cc ITD) (FBI)
Subject: FW: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

(ITD) (FBI)
2005 11:35 AM

B . (62)




Subject: RE: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

| think the C&A process is best served by separating the various projects, especially
between different security classification platforms.

DCS-3000 1ISSO -

DCS-5000 ISSO - - 0
DCS-6000 ISSO - B7e
----- Original Message-----

From{ D) (FBI) |

Sent: Tuesday, January 18, 2005 &

To: LITD) (FBI); | oDy (FBI)

c JITD) (CON)

Subject: FW: Combining the Coilection systems under one C8A

UNCLASSIFIED
NON-RECORD

Hello Guys,
Here is an e-mail moving about regarding C & A. .

Please review.
P&

----- QOriginal Message-----

From (ITD) (FBI)

Sent: Tuesday, January 18, 2005 8:00

{m (r;?}:)o : Iro) (Feny ]
D N cD) (FBI)

Cc: | (ITD) (CON) _|Se

Subject: Combining the Collection systems under one C8A

UNCLASSIFIED
NON-RECORD

W (63)




Gents,

After many internal discussion regarding the Certification and Accreditation (C&A) process
of systems, we [AU, CU, and {] came to the conclusion that combining systems under one
C&A makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to ;.-
combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, anclj under one  L°F
C8A (if that makes sense to do s0).

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

I.Qh&es-' | 3
ISSM, Quantico Complex
ERF (703>l:f

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNC! {FIED

D (64)




QTD) (FBY)

From: Il Jro) (FRY)
Sent: ¢mﬂﬂ_lauuam'8, 2005 8:42 AM
To: {ITD) (FBI)
Subject: W
SENSITIVE BUT UNCLASSIFIED ' :JH
NON-RECORD i
wmmm={JF| ——
From: (ITD) (FBI)

a wary 13, 2005 1:51 PM
To SecD) (CON)
Cc: {ITD) (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

prwarded this message to me.

I got your name through mhe said you may be able to help me answer some questions | have aboutD
act | -

L | need is contact information for the system administrator, the 1SS0, and the ISSM.

Dis our System Administrator, | am the iSS0O am|:is the 1SSM for th:':roject.

Alsg, | need to know which network:esides on.

e
Thmis a self contained Windows domain network which functions as a tool for telecommunication b
interception used in Titie )| case work. The systemns are developed and provided by a contracted vendor which specializes _'1'-‘;‘-’3
in this type of investigative tool, Each field office has a version of this network in place {varying in size according to need) . ©7E
Additicnally a number of RAs have a system. The combination of these systems is reaching 100. The systems do have a
firewalled link to the DCS3000 project which allows the systems to recieve the Call Data Content record information from
wireless technology intercepted calls. The systems run at the sensitive but unclassified level.

g —

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLA IED
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»

OTD) {FBI)

From: (ITD) (FBI)

Sent: . 9

To: 1TD) (F8N] hTo) (FBY)
Subject: RE: IG Questions Part |I: Deadline ASAP

UNCLASSIFIED
NON-RECORD

I'm not sure we're the right group to answer guestion number 8 since we do not conduct Title llis of FISAs (we provide 1o
support for these operatio ts from the field). Divisions 5 and 6 should have these numbers - CALEA was y
enacted in October 1994. m:m a list of Title-[lts for each fiscal year by field office. There is an annual o
unclassifiad disclosure of s published by the DOJ, but the actual number of FISA targets and interceptsis [f
classified secret and is treated as "need-to-know only” information - and | don't know. _ ‘

Information from the annual unclassified FISA repor]

Year FISA Applications Submitted

1996
1887
1898
1999
2000
2001
2002
2003

TD has provided the DCS-3000 CALEA pen-register and trap/trace data collection system to more than 50 federal, state,
and local law enforcement agencies o assist with CALEA based intercepts. The following are examples of the agencies
that 1ITD has assisted in this regarc: :

Local Law Enforcement : State Law Enforcement Federa)l Law Enforcement

1 hope this helps,

' Tad
(ITD) (FBI ITD) (FBI);| ) (con):l Lo

| (rTD) ' ITD) (CON); kD) (FBI);
J(ITD; (FBI); (ITQ) (Fel)
Subject: FW: IG Questions Part II; ne

Importance: High

X (66)




i1 Y) (FBI)

Subject: NY Field Off

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1]

| received a list of ET's and TA's
which you had indicated needed
Voice Box training. | am responding to th
DCS3000 ang Advanced Voice Box traini

Please confirm whether the entire list needs to have
be heid at the Raytheon Falls Church facility for thos

Thank you

;15 ;E ;uppo;t Contractor @ ERF

BA ms Information Technology
70 .

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIE

stem

Cc: (ITD) (Fan] Jao) ey I7D) (FB
(F8 )Iﬂ. (CON ITD) (FBI);

[System Administrator Training

vy (F8D)

ystem Administrator Training only and am forwarding the

)

Program Staff to address.

B—

e individuals you identify:

(69)

D)

the Technical Personne! Oevelopment Branch in
ing as well as DCS3000 and Advanced-

stem Admin training, we will be scheduling training te

—d T

e



I IOTQ) {FBI}

From: (OTD) (FBI)

Sent: urs une :33 PM

Ce: — PDPTD} (CON); OTD) (FBI)
Subject: TICTU Computer Based Training

UNCLASSIFIED

NON-RECORD

TICTU Customer,

b
The TICTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled Switch- 1 7¢
Based Intercepts using DCS 3000, provides background information on the technology used to gconduct CALEA based
intercepts as well as basic information on how to useé the DCS 3000 suite of applications.

TICTU needs your help! TICTU needs to conduct a beta test and review before releasing the course to the entire CMP
community. To this end, we ask you to help us evaluate the training. If you agree, we will. mail you a CD with the training
course and instructions. Al we ask is you review the material and fill of the evaluation form. TICTU would like to release
this training to the field as soon as possible. If you can, please submit your evaluation form by Friday, July 21, 2006.

If you are unavailable to review this ﬂse let us know, Questions concermning this course review can be directed
trb'—ht (703)

Thank you for your help ensuring that we produce a quality training product.

—=

UNCLASSIFIED
TD] lFBI)
From: TD) (FBI)
Sent: ) 25 PM
To: AL (Fel)
Ce: TO) (FBN)] | oTD) (FBI |
{OTD) (FBI)
Subject: CALEA Numbers
Yo
SECRET/NQFORN ki
RECORD 315 :}bL

1

Here are the CALEA numbers for 2008. There are multiple ways to present the information. The two | chose are: 1) new
lines added in CY 2006, and 2) lines intercepted in CY 2006.

New Lines Added in CY 2006
ALL INFORMATION CONTAINED
HEREIN I3 UNCLA3SIFIED
Lines Intercepted in CY 2006 DATE 05-08-2007 BY 65179 DMH/TAM/KSE/JB




- f;
Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T-50 numbers will b
comietely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 T
numbers. kT

DERIVED FROM: Multiple Sources
DECLASSIFICATION EXEMPTION 1
SECRET/NOFORN

!TD) (FBI) e t——

From; . (OTD) (CON)
Sent: 1:26 AM
To: fﬁTD} (FBI)

ce: OTD) (FBI)] {oTD)CON)
Subject: : . Deadline noon today

Importance: High

UNCLASSIFIED
NON-RECORD

Based on our discussion tcday, | recommend the following be sent in response t{ request -

| believe the intent is still to use the funding for the purpose originally requested:; however, the situation has changed. ‘f‘ 2
GITMO still requires g system and has been going through the process to find internal DOD funding. We proposed a ki
system configuration, which they accepted, but DOD internal funding is not yet forthcoming. Thay may be rethinking their >7E
needs but until they confirm that they have sufficient funding and can meet their requirement, we pian to use this fundin

for the system, )

——Qriginal Messagensccs

From: Y (FBI)

Sent: w

To: (o) (conyf oo Jomyes

ce: | I _;_KOTD) (Con}
Subject: GWOT $%; Deadline noon today

Importance: High

UNCLASSIFIED
NON-RECORD

Greetings,

Attached is how your funding was originally requested for the GWOT supplemental. Please concur via email. If any
differences, please email them to me by noon today. Thanks.




L —

UNCLASSIFIED

UNCLASSIFIED
Lﬁﬂ” (FB1)

From: | E)TD)(CON)

Sent: , . 10:23 AM

To: | 101D} (FBI)

Cc: | OTD) {CON) . e
Subject: : riefing Schedule (& Tempiate) _ b
UNCLASSIFIED

NON-RECORD

o]
Here is the ITAB ternplate. When| lets in tomorrow, | will see what Powerpoint presentations she has on the DCS-
3000, DCS-5000 & DCS-H00 and o Incarporate ag much as { can.

Thanks

—

—-=-Oyriginal M ooe
From: 0) (CON)
Sent: 53 AM
To: OTD)(CON) Beis
Subject: RE: TTAB Briefing Schedule o

UNCLASSIFIED
NON-RECORD

Hi

Thanks for your inquiry.

Yes, the briefing is high-level. The ITAB members are all Assistant Directors - from all FBIHQ
divisions. _

Attached is the template that the CIO established as the standard for all ITAB briefings. Use this as
vour guide and it is specific about the kind of information requested.

If you need any further guidance/assistance, please contact me.

Thanks again,

Blackberry: 202I I




From:
Sent:
To:
Cce:

fca) (Fen
6 1238 PM

T0) (FBi[

CG) (CON)

0 rcqmﬂ ]
TGy (FEN

UNCLASSIFIED LI
NON-RECORD

Subject: RE:

E | received word today that the WRA has a T-1 available for 2 T-1il that could be coming as soon as July. Chicago
can supply workstations for the test and leave a couple out there for the T-lll. How long does the testing take? We also
have g T-1 qut to RRA if you want ta do some testing out there.

--——-Original 4 —
Sent: 08 AM
To: G (K

1) (3
e oo (ron) e proy cean: [ Jcomms cren
Subject: i .
UNCLASSIFIED
NON-RECORD

ere is what | have so far for Chicago to be a test site for remcte VoiceBox, we will need to move quickly for
on by the date we discussed earlier,

Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th,

Desired location is with Ias a second possible location. L
b x

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if ¢ .-
desired.

’ L7m
| beliemn‘ned me that Chicago does noi have a circuit to the Iat this time but may siill have one
for the

| was at Chicage would pay for the circuit 1o each location, The desired circuit for each would be a full
T1. .

You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office
will work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or

the case could be processed at the Chicago FO once monitoring was over and a circuit discontinued.

Will Chicago be able o supply the AWS workstations from the FO to the remote sites for this test?
I believe we had mentioned 4 AWSSs for the remote site, ERF would also add a remote site repository machine with
CDR capability and a printer.

Locking forward to your response.

Cell - 202

UNCLASSIFIED




UNCLASSIFIED

foTD) (FBI)

From:
Sent:
To:
Cc:

{OGC) {FBI); DTD) (FBI);

J(OGC) (FBI)
Subject: FW. Urgent request-DAG short-fused PIA tasking

Importance: High

UNCLASSIFIED ‘ g
NON-RECORD

Forwarded FY! in view of| ut-of-office response.

Sent: Tuesday, June 06, 2006 11:50 AM
To: togC) (FBI}
Subject: Out of OfLice AutoReply: Urgent request-DAG short-fused PIA tasking

I am currently ocu Eice fo xtende i | Ple TICTU
Acting Unit Chief [at 703 or t 703

~=-Original Messagg.----

From: o _JocO (FeD)

Sent: £ 11:49 AM

To: . kwyeey C1S) (FBI Loz ceand |
ARGJM | BIBIGE

= (CUS FaL
| &

) ; )
I ic.ns; ;FBRE iS) (FBI &ﬂE}TFEUI o 1
Subject: FW: Urgent request-DAG 2 ng g

Importance: High LT
F ot

UNCLASSIFIED

NON-RECORD

This is a follow-up to my e-mail below (and to yesterday's e-mail from GC Caproni to ADs.) , which resulted in you folks
being identified as the likely ticket holders for this action (due Friday).

This ig taken from a list provided me--l apologize for any misspellings. Also, if you're not the right person, please contact
me ASAP to dime out who is.

I will try to contact you by phone later today, but please feel free to call me first if you'd like (202-324{___] As detailed
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for

9




which | understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and
owner to work out.}

Chemical Network: 1SS0 ISystem QOwner;
CJIS WAN: (ss0:| fsystem Owner:

Data Collection System 3000: I1SSO: | | /System Owner:

Financial Management System: 1SSO] J/System Owner: AD Perkins

Field Office Integrity Security System [SS0O: ?? (DAD Thomas) /System Owner: AD Haynes (Marcus, I'm sending to you ;‘:
with request you ID 1SS0 or POC.) e
| ) : /S wner: CJIS (Note: Please coordinate with

who are already involved.)

LEO 1350:| ~ Bystem Owner:| Jalso 1 betieved fis involved in PLA).
XTS300 Controlled Interfaces 1SS0 JSystem Ow Jrm sending to you for

help identifying POC since | didn't find any address for

----- Original MessF gg---—-

From: OGC) (FBI) . 1
Sent: e ling.02.-2006 5:19 PM H ot
To: e JSRCDUFBE) o

I
FBIl  L(SecD(EP _ ---m=*l“t“=-“="‘—
I (11X (0 usmun_lumm _m
(FBI) I ()Y (5:!) I [(e) 715 I
ﬂﬁ uug—u 401 I
y Ik

—
ﬂm_ SLEY () )} I 5 )} ¥ 31 b

Cc: _“ LOCLY (FET); WE
FEI] OGOTEEY BL) QGO (E8]]
QCIO) (FEIL SecD) (FBI) oaC)(FBR]  JOGC) (Faij

22l I ol E— Rl

Subject: Lrgent request-DAG sho
Importance: High

UNCLASSIFIED
NON-RECORD

This requests the assistance of the "To" addressees to meet a short-fused, very high-visibility DOJ tasking that
the FBI received yesterday. The tasking relates to requirements by DOJ (passing down requirements by OMB)
that agencies must on a quarterly basis certify 90% completion (for all FBI systems) of Privacy Impact
Assessments (PIAs) required by Section 208 of the E-Government Act (E-Gov). To meet the two deadlines
imposed by DOJ, we will need completed inputs by affected divisions by 6/9 and 6/21, as described below .

The FBI has been doing our own PlAs for years, and we have known about the changes looming under E-Gov
for many months. We have, however, been long awaiting specific implementation guidance from DOIJ, which
has only just moved to resolution with the very recent arrival and identification/assumption of responsibilities of
DOJ's new Chief Privacy and Civil Liberties Officer (Jane Horvath). This culminated in the 5/30/2006 DAG
memo which we received yesterday (TRIM 06/D0/3020) directing the FBI to focus on the 28 FBI Law
Enforcement systems on the FBI's 2006 FISMA inventory (sec attached).

=04

FISMA_LE_Spreads
heet (version ..,

OGC remains responsible for coordinating the PIA process, and we are doubling the OGC persornel assigned to

10




. . )

P.P.S. 1apologize for activating the read-receipt function for this e-mail, but | need to be able to send this to an altemate in
case a primary recipient appears to be out of the office for an extended period.

! -
I§en lor Assistant General Counsel ]r: i
Administrative Law Unit, OGC T
203-324LJ Room 7338 JEH

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
| PiD) (FBY

From: OTD) (FBI)
Sent: N
To:
Cc:

UNCLASSIFIED
NON-RECOR

here is what | have so far for Chicago to be a test site for remote VeiceBox, we will need to move quickly for
tion by the date we discussed earlier.

ko6

Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th. . brc

R
Desired location is with___— s a second possible location.

Circuits would need to be operational before this time. Chicago may work with our DCS3000 1ab in acquiring circuits if
desired. :

| w informed me that Chicago does not have a circuit to the Eat this time but may still have one for
th

| was also informed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full T1.
You had mentioned that the circuits would be temporary and only far the operation of the specified case that the office will
work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or the case
couid be processed at the Chicago FO once monitoring was over and a circuit discontinued,

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test?

| believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with COR
capability and a printer.”

Looking forward to your response.

;;; ;‘ 70\

Cell - 202

12




emergen? requirements for equipment.

Thank you,

| |
OTD/ESTS/TICTY
o)y7e
(F) 703

SENSITIVE BUT UNCLASSIFIED

[om) (FBI)

From: L IOTD) (CON) on behalf of [OTD) (FBI)
Sent: i 11:00 AM o
Subject: : -

UNCLASSIFIED
NON-RECORD

— :
_FYi from| Ie-mail.

l | ALL INFORMATIGN CONTAINED
OTD/ESTS/TICTU HEREIN 15 UMCLASSIFIED
703 ] DATE D6-13-2007 EY 65179 duh/ksr/dk

-—-—Qriginal M —
From: [SecD) (FBI)
sent: , JU06 311
Teo: ) (OTD) {FEI) joro) (Fery Jsecoyray| | (secD)

ce: - y cconyf Jioto) (rerf |

Subject: DCS-3000

UNCLASSIFIED \{f :.,

I.Anawmqadald documentation for the DCS-3000. For additional information contact eithef_______ Jr

—
LN

DCS-3000 Tier EC
05012006.wpnd ...

UNCLASSIFIED

X




| ' koTo) (FBY)
From:  — e} )Y (]

Sent: 06 12:13 PM
To: OTD) (FBI) -
Subject: : Funding tasking e

ot

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

D Here is SBIT's response to restorationfenhancement of funding.

1 Agent
Telecommunications Intercapt and Collection Technotagy Unit {TICTU)
Electronic Surveillance Technology Section
Operational Technology Division
Quanti e
70

OTD) (FBI)
11:59 AM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

o

Below 1s my response to the restoration/enhancement of funding.

U T O

—— )

e el

1)  The TICTU requirés $1.0 million for the DCS-Net redundnacy implémentation.

2) The TICTU requires $500k for the upgrade of DCS 3000 server machines. The DCS 3000 server machines are
aging and require upgrade to

provide reliable data storage. These machines are installed in every FBI field office and require 24/7 operational
readiness for support of bath Title 1l

and Titie 50 CALEA based Clectranic Surveillance (ELSUR). The failure of these machines will result in the loss of
collected data and intelligence.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(3




— % —e

(OTD) (FBI)
From: | koTD) (FBI)
Sent: MMLEQ. 2006 12:53 PM
To: (OTO) (FBI)
Cc: {OTD) (FBI)
UNCLASSIFIED
NON-RECORD

Below is my hest estimate of what they are asking for. We have a large number of DCS
3000 computers b
that use Windows 2000 Pro or NT. This is denoted in the "MS Other" column. Hope this by
helps. k7o

Report of non-networked IT CPUs at OTD with MS software

CPU Type |MS Office MS Project | MS Visio | MS Other | Server OS | Computer
: Usage
Desktop DCS 3000
Laptop DCS 3000
Server DCS 3000

UNCLASSIFIED
(OTD) {FBI)

From: OTD}HCON)

Sent: 12:42 PM

To: DTD) {(FB1)

Cc: {OTD) (CON)

Subject: : . Tranfer of lunds
T
h.7¢

UNCLASSIFIED

NON-RECORD

This is a transfer into TUCTU's account. It belongs 14

l 1
OTD/ESTS/TICTU
70

~—--0riginal Message-----

(4)




- ® @

L o) (F81)
e o
From: 1 koTD) (CON)
Sent: i :
To: {OTDY (FBI)
Cc: JOTD) (FBI); OTD) (CON}| JoD)
(FBt) :
Subject: FW: DTP question from DI; Due ASAP
Importance: High '
fo i
UNCLASSIFIED I 7o
NON-RECORD
- Hope this helps. Please let me know.
-—Qriginal Messa
From: OTD) (CON)
Sents 10:24 AM
To: (OTD) (FBL)
e OTD) (CON); foroycom)
Subject: : question from DI; Due ASAP
UNCLASSIFIED
NON-RECORD
Here’s the draft.

——Qriginal Message-----

From: JOTD) (FBI)

Sent: ' 6 9:05 AM :

To: {OTD) (CON) s

Ce: T0) (CON) Yt

Subject: DTP question from DI; Due ASAP Rl

Importance: High

UNCLASSIFIED

NON-RECORD

Greetings,

| left you a voice mail a few seconds ago. Below is a question from DI, Please answer and reply ASAP, as DI
will be briefing their AD this afternoon. Thanks.

1} RE: The DCS-5000/DCS-6000 request - DTP requests 14 new positions. We are concemed that external oversight
frorm DOJ and OMB is going to question so many new positions, Why are so many additional positions required
especially given the fact that the program is seeing a diminishing trend in the number of systems deployed. We
understand that those systems in the FY2001/2002 timeframe are near the end of their life cycle and will need to be
replaced but oversight might say replacing a system should be no more difficult than installing one.

There has been a heavy reliance on contractor support since the initiation of this project. While the benefits of being
able to hire specific, technical expertise as required has proved to be efficient, a hard lesson leamed is that contracted
support 1s only as good as the funding stream that supports it. Since FY2003, base funding for TICTU has decreased
from $41.02M to $26.09M due to permanent rescissions, realignments, and reallocations. Concurrent with the
decrease in funding was a significant increase in the number of systems requiring deployment, upgrade, and

30

(5)




D o

maintenance - 126 Title 50, 97 Title (Il systems, and 56 DCS-3000s. Although the number of systems has decreased
since the initial deployments, the desired government-provided workload required to support them has never been
reached - hence the reliance on contractor support. The primary maintenance capability that provides on-site field
support, provided by the Dedicated Contractor Support Program {DCSP), is scheduled fo be downsized by 30+
personnel in FY 2007. TICTU must continue to supplement field assets with maintenance capabilites to sustain
callection capabilities. This supplement is best provided by government personnel who are a more stable and cost-
effective resource. TICTU requires the additional persanne! to ensure that the effacacy (reliability, availability, and
maintainablity} of digital collection capability is not diminished, as well as, ensuring that the FEBI is on sure footing with
the right skill sets to migrate to the next generation on digital collection systems, i.e., regionalization.

TICTU has been, and continues to be, asked to do mare with less. The requested personnel is necessary to help
offset the impact of funding decreases.

. E—

UNCLASSIFIED

UNCLASSIFIED ' o ba

b7

UNCLASSIFIED

(OTD} (FBI}

From: { bTD)(CON)
Sent: ﬁhu:sdau.AnﬂU.‘ 2006 11:34 AM
To: - (OTD) (FBI)
Subject: Remaining Funds - per voice mail

SENSITIV NC| IFIED
NON-RECORD

Below shows what's remaining per project: ka6

e
DCSE000
Equipment: 573000IC
D6101IC $79,000 (In the process of adding w/s's)

Services: H525-6JM

D6202 $500,000 (set aside f°'1: does he want me 1o decrease the line by half and give it To someone who
may need it?)

D6203 $33,171 (AQC - Front desk - MOD in process)

DCS5000
Equipment: 573000IC
D5101 $1,937,674 (This is for Raytheon equipment)

Software Maintenance: 5-2520IC
05202 $304,747

X (6)




SECRET
RECORD 268-HQ-1045581

gt:hed is the revised version of the DCS-5000 submission. | will have the DCS-3000 submission sent to you as
goon as it is completed. ]
i

D : Classification Guide G-3, dated 1/97, Foreign € i ation
DECLASSIFY ON: 2031040

DE . FBI Classification Guide G-3, dated 1/97, Foreign Counterintelli ¥ s
DECLASSIFY ON: 20310
SECRE]

DERIVED FROM: G Guide G-3, da

DECLASSIFY ON: 20310407
SECRET

OTD) (FBH
From: [ TD)(CON)

Sent; day. April 06,2006 11:17 AM
To: | J(OTD) ¢ A
Cc: | !OTD)(CON);I
Subject: : 5000

UNCI ASSIFIED
NON-RECORD

(OTD) (FBI)

: £33
The transfer is complete. You now have an additional $402,299 in your IC equipment line. This includes the TICTU k1
training balance of $11,245 and the $391,054 of your remaining equipment maintenance funds (which is now 0.)
Please, spend spend spend! Your balance is now $1.937,673.72 - not included are Raytheon ($1.7?) and TCAU/SBIT
Circuits ($8K).

In addition you have the $304,747 of SW maint., $123 218 of Prof Serv., as well as $88,9561 of P&S.

LomyEETErIEET,

ol 1

----Original Message-----

From; i EOTD) (FBI)

Sent: 51 PM

To: 0TD}(CON| kOTD) (FBI)

Ce: XoTo) (FBT
Subject: FW: Transfer for PCSS000

> ()




Please forward to

The cost of hardware, software, encryption equipment, maintenance and the development work foluh;le
to the trilogy network or other FBI IT infrastructure for th{ Fystem is unsure at this time.

system is currently configured as a stand alone collection system and does not interface with any outside

network. Best approximation would be $1,000,000 per year. -

L1 ~ b2

e
b v

TS . LTE
703 _
----- Originat M
-y me— Y
Sent: ursday, Ma 2006 3:58 PM
To: OTD) (FBL
Ce: [Sro) (Fen) _Flmqnﬁi:rtmmﬁ_s__lom (FBI);
LWFJ’TDXCUN): —J(OTD) (CON) OTD) (CON
Subject: : ormabion Kequest - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

¥ [ e following information regarding your IT information Request. Included in the
chart below is the DCS-5000 input. input (SBIT) is also included below in red.
Please let us know if you need additional information. Thank you. :

(1) The table below provides the estimated project costs to interface the DCS-5000 to Trilogy.

DCS-5000 Projact IT Costs
Systern components (WAN) $ 388,000.00 ¥
Networking equipment $3,337,000.00 ‘ s
Encryption equipment $ 814,000.00 Ba7ee
Network maintenance/controt* $ 250,000.00 LU
Software development 1 0,00
$4,942,000.00
*Recurring cost
Amounts are based. i n numbers of netwarking equipment and costs
provided r B2 systems in field offices and resident
agencies.
(2) SBIT's Input from\!_ml
The cost of the hardware, 80 , and the development work for the interface to the Trilogy network or aother

FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for
hardware {e.g. routers and other networking equiﬁmmw_;miam approximately $500,000 per year
if you include the IP service contract we have wit an elaborate on this topic if needed.

70 (12)




--=--0riginal Messagg.....
From: ' J(OTD) (FBI)
Sent: March 23, 2606 u:iﬂ_m_b
To: ) (FBI) TD) (FBI);| ] (o) (coN)
cc D) (CON)
Subject: RE: [T Information Request - Needed by Friday 3724

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The cost of the hardware, software, and the development work for the interface to the Trilogy netwark or other FBI IT Tr‘ﬁ .
infrastructure for the DC$-3000 system is approximately $750,000 per year. The majority of this cost is for hardware {(e.g. - -

routers and other networking memgccsts are approximately $500,000 per year if you include the P e
service contract we have wit an elaborate on this topic if needed.

---Qriginal M —
A — T

Sent; March 23, 2006 8:56 AM
To: OTD) (FRIN o) (Fend FoTD) (CON)
Cet JOTD) {CON)

Subject: Fw: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Ta All,

Due to the move, piease providd________Jvith all submissions no iater than 3pm today Iand ¢ will gather
the data to send it to the front office laler this afternoon.

:- the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is
an IT cost for the 8000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks.

--=-Qriginal

From: Joro) (con

Sent: . 2006 8:14 AM

To: CTD) (FBI) ’ )

Subject: Request - Naeded by Friday 3/24 7o
ENSITIVE BUT UNC IED

NON-RECORD

We should try to complete this task today because tomorrow many of our Trilogy machines
e disconnected by 2 pm. Thanks.

%
ITD/ESTS/TICTU
703
--==-Qriginat M — .
Sent: 6 10:57 AM _
To: OTD) (FBD)] Jro) cren;| ko) (anl I(OTD)

X @13)




) (FBil
(o) (Fan] D) (FBI);

(OTD) (FBI)

TD) (FBI);
Subject: IT infarmation Request -

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed
on the QCIiO master list of systems, applications, databases, and networks. For the systems/projects listed
below, please determine or astimate as best you can the cost of the hardware, software, and the development
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the
funding of Nationai Security Systems that are not truly IT from IT systems, databases, applications and
networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface

DCS 6000 - IT Interface L

DCS 3000 - IT Interface b

DCSNet (CALEA transport) ko

CARTSAN - IT Interface Bk
ily of Systems

toring Plant Network

Central Monitoring Plant Systems Operations Center (CS0C)

Thanks,

1 | PE, PMP
ectronics Engineer, Program Management Office Manager

ELSUR Management Technology Unit

Electronic i Technology Section, OTD
Phone: 703
Cell: :

Fax: 7034

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNGC )

SENSITIVE BUT UNCLASSIFIED
SENSITIVE NCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




- ©® ®

SENSITIVE BUT UNCLASSIFIED

koTp) (FBI)

From: TD) (CON)

Sent: 06 3:58 PM

To: OTD) (FBI}

cc: | Fimuan W] ) - .

X
WD) (CUNY, ) _

Subject: FW: T Information Reguest - Needed by Friday 3/24 1‘--: 3

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L |

TICTU is providing the following inf ! ing your IT Information Request. Included in the
chart below is the DCS-5000 input. nput (SBIT) is also included below in red.
Please let us know if you need additional intormation, Thank you.

(1) The table below provides the estimated project costs to interface the DCS-5000 to Trilogy.
DCS-5000 Project IT Costs

System components (WAN) $ 388,000.00
Networking egquipment $3,337,000.00
Encryption equipment $ 814,000.00
Network maintenance/control* $ 250,000.00
Software development 1 00.00

$4,942,000.00

*Recurring cost

Amounts i n bers of networking equipment and costs
provided b OH systems in field offices and resident

agencies.

(2) SBIT's Input frorrl |
The cost of the hardware, 50 , and the development work for the interface to the Trilogy network or other
FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for

hardware {e.g. routers and other networking equlp . T net c are approximately $500,000 per year
if you include the IP service contract we have wi an elaborate on this topic if nur;n_g.

A

hio
I I ﬂ.',- 5

ITD/EST: CTU

70

===--0riginal Message-----

From: (OTD) (FBL)

Sent: =006 11:
o | OTD) (FBI); toTo) (Fenf Jorp) (cony

Ce: TD) (CON)
Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(16)




The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g.

routers and other networking equipment). The DCSnet costs are approximately $500,000 per year if you include the P
service contract we have wit n elaborate on this topic if needed, o

| S5

b7

ki

----- Original
From: OTD) {FBI)
Sent: Th March 23, 2006 B:56 AM
To: OTD) (FBI)] oD} (FBIY JoTD) (CON)

Cc: I rl D} (CON)
sSubject: ' equest - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

To AN, _
Due to the move, please provid ith atl submissions no later than 3pm today. and { will gather
the data to send it to the front office later this afternoon.

the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks,

b
[
--—-Original =S
From: OTDY (CON}Y
Sent: Thu M 23, 2006 8:14 AM
To: OTD) {FBI)
Subject: T 11 Jntormaton Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We should try to complete this task today because tomorrow many of our Trilogy machines
disconnected by 2 pm. Thanks.

ITD/ESTS/TICTY
703 k6

-----Origina! Message-----

Sent: D06 10:57
To: ]

JTD} (FBI
OTD
ccu

Sui)jed::
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

) - B

Pls see below,

L smermemmyspermrabent




Telecommunications intercept and Collection Technolagy Unit (TICTL)

Electronic Surveillance Technology Section
Operational Technology Division

Q i Irqinia
70

-—----Qriginal Message-----

From: TD) {FBI)

Sentz , 2006 9:28 AM

To: D) (Fel)

Subject: : 1T Intormation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
1
’l’) [

This is tied primarily to future requests for money, 300 exhibits and requisition in FYO7 and forward. However, the cost
of each system should be looked at so we can determine our investment and support needs that are truly IT. We
would like to know the cost of the part of each system that is IT (that ailows our collection systerns to connect to trilogy,
operate remotely over an IT system, prepares data to be sent overito an IT system).

1 know this is a little vague but we need an estimate with some basis behiond it.

-----Driginal

From: %ﬁ) (FBI)

Sent: W arch 22, 2006 9:14 AM

Subje : uest - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

mCTU personnel have asked that you specify what time period you are inquiring about, as well as defining
consider (T to be. Are you asking about costs from the inception of projects that could date back years,
or something else? Thanks.

gant §nd
Telecommunications intercept and Collection Technglogy Unit (TICTU) }a7
Electronic Surveillance Technology Section o
Operational Technology Division

Quantico, Virginia
2% p—

orpy (e o)

) (Fe1);

SENSITIVE BUT U \FIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collaction systems listed
on the OCIO master list of systems, appfications, databases, and networks. For the systems/projects listed
below, please determine or estimate as best you ¢an the cost of the hardware, software, and the development

X s




work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the
funding of National Security Systems that are not truly IT from IT systems, databases, applications and
nefworks. Please provide an estimate by Friday 3/24.

EDMS - (T interface
DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

ily of Systems

Ceniral Monitoring Plant Network

I_ngﬁmmwlant Systems Operations Center (CSOC)

Thanks,

] FE, PMP o

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SITWVE BUT LINCLA ED

SENSITIVE BUT UNCLASSIFIED

NSITIVE

SENSITIVE

Electronics Engineer, Program Management Otfice Manager
ELSUR Management Technology Unit

Electronic Technology Section, OTD
Phana: 70:

Call: 2024

Fax: 7034

SENSITIVE BUT UNCLASSIFIED

NC FIED

T UNC IFIED




OTD) (FBI)
From: {OTD) (FBI)
Sent: , 11:3
To: . OTD) {FBI)| | (OTD) (FBiI) |
Cc: TD) (CON)
Subject: : V1 Information Request - Needed by Friday 3/24
.}’\"
: o
ENS BUT UNCEASSIFIED e

NON-RECORD o

The cost of the hardware, software, and the development work for the interface 1o the Trilogy network or other FBt IT
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware {(e.g.
routers and other networking equipment). The DCSnet costs are approximately $500,000 per year if you include the P

service contract we have with| Jcan elaborate on this topic if needed.
----- Original Message---——
From: TD) (FBL)
Sent: 2006 8:56 AM
To: (07D) (Fai); [ Joro) (rED)] Jotp) (cony
Cc: ) (CON)
Subject: anon Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
To All,

Due to the move, please providmth all submissions ng later than 3prn today, |and I will gather
the data to send it to the front office later this afternoon.

:e DCS-6000 does not connect to tritogy, operate remotely over an IT system, or prepares data to be sent
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is
an IT cost for the 6000 and DCS-NET, can you include that number (and notation} with your estimate? Thanks.

---—Original e Yoo
From: &(ﬂo) (CON) o
Sent: , 2006 8:14 AM :

To: mﬂn {FBI)

Subject: . IT Information Request - Needed by Friday 3/24

SENSITIVE BUT SIFIE

NON-RECORD

1 wWe should try to complete this task today because tomorrow many of our Trilogy machines
will be disconnected by 2 pm. Thanks.

—]

70

X (20)




- @ ®

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT LINCLASSIFIED

~ From:

«===-Original —

1-: ko ceenl |[rn))
D) (FBI) I

cd us)(:30 SRR vy 13> 1<+ I [y oro) (Fen);

Subject: IT Information Request - Nd:ad by Friday 3{54

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed

on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed

below, please determine or estimate as best you can the cost of the hardware, software, and the development

work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the

funding of National Security Systems that are not truly IT from IT systems, databases, applications and

networks, Please provide an estimate by Friday 3/24.

- k2
EDMS - IT Interface e
DCS 6000 - IT Interface b7
DCS 3000 - IT Interface . [
DCSNet (CALEA transport)

CARTSAN - IT Interface

CART Family of Systemns

Central Monitoring Plant Network
Central Monitoring Plant Systemns Operations Center (CSOC)

Thanks,

PE, PMP
" Program Management Office Manager
ELSUR Management Technology Unit

Electronic ;?Iumullanq Technology Seclion, OTD
Phone: 70,

Cell: 2024
Fax: 7034

SENSITIVE BUT UNCLASSIFIED

ITIVE BUT UNCLASSIFIE

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




ey

==+=-0riginal M (S

From: foTD) (FB1)

Sent: arch 22, 2006 9:28 AM

To: (OTD) (FBI)

Subject: . tion Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FYQ7 and forward. However, the costy, 7.
of each system should be looked at so we can determine our investment and support needs that are truly iT. We

woukld like to know the cost of the part of each system that is IT {that allows our collection systems to connect to trilogy,
operate remotely over an IT systemn, prepares data to be sent overfto an IT system;.

[ know this is a little vague but we need an estimate with some basis behiond it.

Subj nrormation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON.RECORD

mlcw personnel have asked that you specify what time pericd you are inquiring about, as well as defining
u consider IT to be. Are you asking about costs from the inception of projects that could date back years,
or something else? Thanks.

upenvisory special Agent
Talacommunications Intercept and Collection Tachnology Unit (TICTU)
Electronic Surveillance Technology Seoction _
QOgparational Technotogy Division b

Quantice, Virginia [l
g
~~Qriginat M et
R —

arch 21, 2

T ) ' _l_lnm;ﬁmrm
QTD) (FB IIp; (FBI); .

ce: 3 ITD) (FBD] fro) (Feu);

Subject: Information Reguest - Nead Y

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the QTD collection systems fisted
on the OCIO master iist of systems, applicalions, databases, and networks. For the systems/projects listed
below, please determine or eéstimate as best you can the cost of the hardware, software, and the developrnent
work for the interface to the Trilogy network or other FBI IT infrastructure, This will help us separate the
funding of National Security Systems that are not truly {T from IT systems, databases, applications and

X (23)
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networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface
DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

ly of Systems

Central Monitoring Plant Network

Central Monitoring Plant Systems Operations Center (CSOC)

Thanks, s
| |\PE. PMP

Electronics Engineer, Program Managemeant Office Manager
ELSUR Management Technalogy Unit

Electronic iumi"an% Technology Section, OTD
Phone: 70

Cell; 20
Fax: 70

SENSITIVE BUT UINCLASSIFIED

SENSIT!VE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
| 1 (OTD) (FBI) .

o

From: L PTD) (FBI)
Sent: 6 10:57 AM

To: FBIl}:
{OTD) (FBI) (OTD) (FBI);
Cc: (OTD) (FBI);
(OTD) (CON)
Subject:

nformation Request - Needed by Friday 3/24

SENSITIVE BUY UNCLASSIFIED
NON-RECORD

Pls see below.

;uperwsory ;pecual Agent

Telecommunications intercept and Collection Technology Unit (TICTU)
Electronic Surveillznce Technology Section
Operational Technology Division

Qua irqicia
70

) oY)




SEN BUT UNCLASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of

each system should be locked at 50 we can determine our investment and support needs that are truly IT. We would like b
to know the cost of the part of each system that is IT {that allows our collection systems to connect to trilogy, operate b7
remotely over an |T system, prepares data to be sent overfto an IT system).

| know this is a littie vague but we need an estimate with some basis behiond it.

e

-~-—-Ofiginal Message--—--
From: (GTD) (FBI)
Sent: ¥, March 22, 2006 9:14 AM
To: QTD) (FBI)
Subject: : rformation Request - Needed by Friday 3/24
SENSIT BUT UNCLASSIFIED
NON-RECORD

TICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what
you consider IT to ba. Are you asking about costs from the inception of projects that could date back years, or
something else? Thanks. -

E
[snwswsmmlngem o

Telecommunications Intercept and Collection Tachnoiogy Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technoloegy Division

Quant
]

§(OTD) (FBI);

; KROBOT]
Subject: IT Info an est - ed by Friday 3/24
ENSITIVI UNCLASSIFI
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below,
please determine or estimate as best you can the cost of the hardware, software, and the development work for
the interface to the Trilogy network or other FBI T infrastructurg. This will help us separate the funding of Nationa)
Security Systems that are not truly IT from IT systems, databases, applications and networks, Please provide an
estimate by Friday 3/24.

(25)




EDMS - IT Interface
0CS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

ity of Systems

1l:onng Piant Network
Systems Operations Center (CSOC)

Thanks, b6

PE, PMP
*rogram Management Office Manager
ELBUR Managemem Tachnolagy Unit

Electronic Technology Section, OTD
Phane: 70

Cell:

Fax 70

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(OTD) (FBI} —
From:
Sent: , 2006 8:58
To: OTD) (FBI); | (OTD) (FBI)] |
(OF
Ce: (OTD) (FBI (OTD) (FBI)} {
Subject: "FW: (T Information Request - Needed by Friday 3/24 b

SENSITIVE BUT UN SSIFIED
NON-RECORD ’

Please coordinate a response tof |

All, Please see below message and ascertain your costs associated with the listed systems/projects. Please provide this
info to|_:|by Thursday, 3/23/06.

Please assustDﬂh a coordinated response tof [Note deadline of 3/24/06. Reminders as
Sary. Thanks.

LEW'SW:EIAQM

Telecommunications intercept and Coliection Technolegy Unit {TIGTU}
Efectronic Surveillance Technology Section
Operational Technology Division

Q inia

70




» ®

-----Ofigir\af Me%
From: QTD) (FEI)

Sent: 4:11 PM | :
" e\ el
) (F8 [
ce ITD) (FBI OTD) (FBI) (OTD) (FBI);
| . (OTD) (FBI}); (OTD) (FET7
Subject: IT Information Request - Need iday
SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

Marcus Thomas has asked that we determine the cost of the I T portions of the OTD collection systems listed on the OCIO
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface ' b2
DCS 6000 - IT Interface e
BCS 3000 - IT Interface T
DCSNet (CALEA transport) 12T
CARTSAN - IT Interface

CART Family of Systems

en omtor_ing Plant Network

.Canﬁ:al.uanﬁannn.ﬂhit Systems Operations Center (CSOC)

Thanks,
Il ] P PMP

Electronics Engineer, Program Management Office Manager
ELSUR Management Technology Unit

Elsctronic iuml.la.nu'Technology Section, OTD
Phone: 70.

Call: 2021
Fax: 703
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

X




UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED _
[oTD) (FBI)
From: TD) (FB?)

Sent: , 2006 11:27 AM
To: (01D)Eal (‘i’IELLLEEITI ]
. {OTD} (FBI)

[{OTD)

(FBI), OTD) (F8l)
Subject: FW: Prvileged User Role-Based Training

UNCLASSIFIED
NON-RECORD

ka3

| believe below would be your unit's call.
Please advise. .
Thanks.

Program Maonager - Enterprise Qperations Services
Elsur Technology Management Unit (ETMU}
Electronic Surveillance Technology Section (ESTS)
Qperational Technelogy Division (OTD)

ERF, Quantico, VA

Tel: 54

Feve:

Pager: 8

-—Qriginal Message-----
From:
Sent:
To!
Cc:
Subject: o

i1k}

UNCLASSIFIED o
NON-RECORD DSE

b2

bl

Even with the extension of time to complste the training asscciated with being a privelaged user, we should probably
identify which systems need to have the privelaged user Ruels of Behavior (ROB) created for. As | see it

primarily three systems that are supported by the DCSP that each should have a ROB form. They are the'ﬁ“;;lb
Systemn (DCS5000) the Voice Box System (DCSE000) and the DCS3000. My understanding is that each of these will be
accredited at an enterprise level such that the system in Albany and the system in Portland both fall under a single ROB.
But the three separate type of system each require their own ROB. So each system administrator will fill out three ROBs.

The form on the Security pagel Imiy has a
generic Rules of Behavior form that requires system name entry. To avoid confusion, } would recommend that TICTU
identify how they want the system names to appear on the ROB. | believe that since each system is acredited seperatly
that a unified "ELSUR Systerns” ROB would not be in order.




g o

ring...
Tentatwe!y speaking, week of 27Feb. We'll give a definite date after | speak with Ken to check his
schedule.
Thnx,
-ca

~--—Original Megsage--——-

From' Y) (FEI)

15, 2006 11,
'ro. OTD) (FaI);
} (OTD) ¢ NY) (Fen;| JNY) (FBI)

Subject' RE RW upgrade and CALEA
Importance; High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| am forwarding this message to landl_b get some of the answers for youé s on Vacation till
2/20. The DCS-3000 is now in the Shield. Ttis probably about 150-200 feet between the 00 and RW1 and
RW2. What we ¢an do is run a longer CAT5 from the port and move the DCS-3000 closer to RW1 and RW2 so you
can order two 50 ft cables. RW3 is in NJ. What we will probably need to do is get an additional DCS-3000 for our NJ
site where RW3 is. We can creatq b get the info out there. Also, it would make good
ve a DCS-3000 out there for contingancy purposes. You will need a 50 ft. cable for out there too.

{ will be ordering a static DSL fine into the Shield in the next couple of days. | got authorization to put it under
our covert Title (Il account.

Thanks for the help.
TT 1'; o
NY La
wOrk: - Jares
cell: 1TE
""‘Oﬂ H -

From: {OTD) (FEI)

Sent: ary 15, 2006 §:46 AM

To! 3

Cc: (OTD) (le h‘) (FBI)

Subject: FW: RW upgrade and CALEA

SENSITIVE BUT UNCLASSIFIFD
NON-RECORD

H

in preparation for the One Way Push installation I'li need to know what length serial cables are
needed.

Typically, we install the Lowside Server into the DCS-6000 rack and the HiSide Server into the
RW rack. We then connect the two servers via serial cable. With that being said, how many
One Way Push systems are required - RW#1, RW#2, RW#3, or all? How many DCS-6000
systems do you have - three like the RW and in the same locations? Do we have the rack
space in the DCS-6000 for a 2U Server, or if we are required to put more than one in a rack?
Do you have enougt{ |ports available on thel |switch for (3) servers? Do

¥ (30)




you have one free port on each witch? What length serial cable is required to go
from the DCS-8000 rack to RW#1, RW#2, and RW#3? Do you have enough UPS ports and
power to handle the additional equipment? Three servers use 750W and the other three
servers use 150W. Please let me know so that | can get the cables made to size. Usually we
use 20ft, 35ft, and 50ft denomonations. Please call if you have any questions.

b2
IIhnx._I b

Lo 702

TOq o rw

-—--Original M @-----
Sent: anuary 26, 2006 9:03 AM
To: ) (FBI) TD} (FBE)
Ca: (OTD) (’E!-: I’

Subject: RE: RW upgrade and CALEA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

' know you are avoiding me. The sooner the better. We will start with the DCS-3000 fargets first. Once

we get those working, we will start on some CALEA T-1s. | have thepaking a list for me regarding how many
targets come from each CQO. We will st i ingest Central Offices first and then go from their. Once |

have some numbers | will let you know. 1%?3 the TTA in charge of the DCS-3000 here if you have any |, .
questions. Tafk to you soon. o

----- Original M
From: JTD) (FBI)

Sent: Wednesday, January 25, 2006 5:30 PM

To: BI); TD) (FBI)
Cc (oT

Su T pgrade and CALEA

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
1 spoke with foday and he has already discusse sues and
concerns at length. We discussed some possible system confi , implementation

approaches, and pilot testing. Upon my return to ERF, we will complete our configuration

reparations, perform lab tests to verify operational performance, and will prepare for \
Ejnstallation. More details to follow. !If you have any further questions, feel free to 5¥
give us a call. Hopefuily, mid to later-part of Feb20067?

Peace Out,
-ca

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium...

~==--Qriginal M -
e m— Y
Sent: Wednesday, January 18, 2006 9:17 AM
X @




Ld e

To: | TD) (FBI}
e 1 ) (FBI)
Subject: RW upgrade and CALEA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

s we just did on[___Bhould allow us to do CALEA now, 2 wanq(to work  hé
wit n my office to push all our FISA from the DCS-3000 into nd see how it works. Letme L7

know when we can do this. Soon is better than later,

) think a vacation in NY for a couple of days is just what you need. What do you think?

NYQ Squad S0-1
wark: 21
cell: 91

SENSITIVE BUT UNCL ASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
kom) (FBI)
13

From: TD) (FBI} ko
Sent: 16, 2006 3:35 PM

To: QIDV(FBI)

Ce: TD) (CON)

Subject: FW: Class tunding

UNCLASSIFIED
NON-RECORD

Fyl,

----- Original M
From: I IOTD)(CON)

Sent: Thuesday, February 16, 2006 2:57 P

X (32)




R m—
Subject: - : emote

CLASSIFIED
NON-RECORD

I am ;orwarding this e-mail to you in regards to the iegal and accreditation issues mentioned below. Chicago
desires to remote a T-Mli from headquarters city to their

the DEA has been "hub” collecting for years, so one would think the jurisdictional issue is not an impediment or 122

has yet to be challenged in the courts. Do you foresee problems? fas
T
s for Security, would accreditation be a prablem if TICTU addresses this case from a proof of concept 17

perspective? The VoiceBox (VB) collection system will be going through the C & A proceswy. Also, this
system is unclassified, and even though the interception would be traveling from Chicago om/to FB!
controlied space) via a T-1, the routers will have encryption. |s that enough to satisfy Security? Any additional forseen

problems?
| believe FBI crimina)l collection is moving in this direction anyway, so0 now may be the time for TICTU to do some
R & D. Thanks.
-——-Original Magsans ..
From: (OTD) (FBI)
Sent: 2006 2:39 PM
To: ) (CON)
Ce: TD) (FBI)

Subject: FW: DCSE060 Remote

UNCLASSIFIED
NON-RECORD

-~—Originat M
= o
Sent; rday, January 1 12:10 PM

To: | (F80)

cc CG) (FBI)

Subject:

RMS# 105854 - Praviously submitted requesting DCS6000 remote capability (Assigned to : -Statusis .
Warking L_ -
Per our discussi items of interestfor concern with regards to DCSB000 remote workstations. Also, |
have talked with nd hig is in agreement that Chicago would like to be a test site once this capability
exists. We would be interested i an estimated time frame that this could happen and if there is anything that could be

done to speed up the release of this technology.

Concerns/or Issues that may need to be addressed:
Legal - Monitoring/collecting in different jurisdictions

Network - Minimum bandwidth, encryption
Security - Encryption, Accreditation

Possible requirements at a remote site:



http://Hnflav.janu3rrn.2oo6

| | L o

Computer(s) (DCSE000/3000)
Router + (T 1's (Network connection/data} and/or (SON's)
Remote Server

Eon’ﬁ Ce_EI'R_In egional Supervisor - Chicago

ELSUR Technology Management Unit
" Electronic Surveillance Technology Section, OTD
3 Desk)
N Fax)
3 Call)

UNCLASSIFIED

UNCLASS|FIED

UNCLASSIFIED

| 7o) (¢ i

From: (OTD) (FB)
Sent: , 2006 L

To: : (oTD) (Fen

| 1)

FBI I

Ce: (OTD) {FBI)’] OTD) (FBII

Subject: l FISA ec

SENSITIVE BUT UNCLASSIFIFD
NON-RECORD

Can you help out wit|| fuestion below?

From: L 1P) (FBI)
Sent: 3, 2006 1:33 FM

Yo
E S

To: (OTD) (FeD] foto) (Faryf foTo) (Fen]

Subject: FISA ec

SENSITIVE BUT UNCLASSIFIED

NON.RECORD

Gentlemen:

1 am trying to locate guidance re: this ec being required regarding our FISA collection systems. Are th

through digits) and the DCS 3000 (SMS text messaging) to be included in order to be all inclusive?
ASAP - please!

X (39)

post cut
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* i

SENSITIVE BUT UNCL IF

SENSITIVE BUT UNCLASSIFIED ' I. L? )
OTD) (FBI)

From; (OTD) (FBI)
Sant: 006 2:39 PM
To: (1TD) (CON)
Ce: TD) (FBY)
Subject: FW: DCS6000 Remate

UNCLASSIFIED
NON-RECORD

--—Original Message.___
From: CG) (CON)
Sent: 12:10 PM
Tas I iOTD (FBI}

Cc: CG} (FBI}
Subject: Emo

RMS# 105654 - Previously submitted requesting DCSB000 remote capability (Assignedto______ Ptatusiis
Working

L1

Per our discussj e items of interest/or concem with regards to DCS600C remote workstations. Also, |
have talked witl and his is in agreement that Chicago would like to be a test site once this capability
exists. We wouid be interested in an estimated time frame that this could happen and if there is anythmg that could be
done to speed up the release of this technology.

L
Vi

Concernsfor Issues that may need to be addressed:

Legal - Monitoring/collecting in different jurisdictions
Network - Minimum bandwidth, encryption
Security - Encryption, Accreditation

Possible requirements at a remote site:
Computer(s) (DCS8000/3000)

Router + {T1's {Network connectiorv/data) andlor ISDN's)
Remote Sefver

ional Supervisor - Chicago
ELSUR Technology Management Unit
i eillance Technology Section, OTD
(Desk)
Fax}
Cell)




_—_.-—_t i

UNCLASSIFIED
pTD) (FBI)
N
Erom: I'r OTD) (CON)
Sent: uesday, January 10, 2006 11:
To: TD) (FBI pTO) (FBN
Ce: (QTD) (COI’*{ 0T0) (CON)
Subject: REQUEST #0107915
UNCLASSIFIED 1%
NON-RECORD b
After talking to the site - it turns out that it is the 3000 system UPS that died and not th S already
cm:ﬂ:and he believes he has a replacement on the shelf. The RMS needs to be reassigne

-----0riginal

From: bo) (ren

Sent: 0. 20065 9:54 AM

To: | {OTD) (CON)

Subject: 07915

UNCLASSIFIED

NON-RECORD

Is there something we can do about this?

«-—-Oiginal Message----

From: I ] (SL) (FBI)

Sent: , 2006 8:35 AM

To: FBT)

o Y m— Y

Subject:  RMS REQUEST #0107915

UNCLASSIFIED .

NON-RECORD ka5

b
SL had a UPS Iail on Friday in our FISA room and we don’t have a backup

for the backup.
I have submitted an RMS request for a new APC1500 UPS - if possible can

you please expedite this request.
Thanks

(38)




