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Subjects: DCS-3000 and RED HOOK 

File Number: DIVISION DOCUMENTS 

Section: 29 

Federal Bureau of Investigation 



Toil 
(rTpHM 
Cc[ 

TriTD) (FBli 
I (ITD)TFBir 

FffPUCON)] 

1(ITDUFm:[ 
lSecD)(CON) 

Subject: RE: Combining the Collection systems under one C&A 
J. (SecD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

fc t> 

nui a yubd time as all the streets will close at 1 pm Wed (19th) here. I agree that we 
should do this but next week would be better asl Iwill also be back then. 

CISM,CISCM,CICM 
IT Specialist (Security) 
Team 1 Certification Lead 
CertificatiQCLilnit, IAS, SecO 
202| I 

nriplnal Meccano-

[ 

ma 
From:L 

it 

J (ITD) (FBI) 
Sent: Tuesday, January 18, 2005 8:00 AM 

llTD) (FBI); 
(SomiEBIl 
Ccl 

;SecD)(CON) 

I^TTm^FRn.r 
be 

](ITD) (CON) 
Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and I] came to the conclusion that combining 
systems under one C&A makes sense (in some cases). I'd like to get your opinion 
on this matter as I'm looking to combine the collections systems ( DCSnet, DCS 
3000, 5000, 6000, and junder one C&A (if that makes sense to do so). 

I'd like to arrange a meenngnor 13:30 tomorrow 19 January to discuss and collect 
your comments. We can meet in my office unless someone has a better alternative. 

h 7 -

ALL IMFORMATIOH COHTAIHED 
HEREIIf IS OTCLA33IFIED 
DATE 06-08-2007 BY 65179 DHH/TAH/K3R/JB (1) 



• • 

, Chft firi>.l 1 cz 1 L7C 
1551 \A, Qua ntico Comolex 
ERF • (703) 

UNC ̂LASS IFIED 

UNCLA iSSIFII ED 

UNCLASS IFIED 

I INCLASSIFIE ED 

u NC LASSIFIED 

UNCI .AS SIFIED 

^TD) { FBI) 

From : \ |))(F 
'b6 

Bl) hic 
Sent: Tues dav. January 25. 2005 8:36 AM 
To: 1 IITD) (FB 1) 
Subjc !ct: f-'W: uomDining tne uoiiect on systems under one C&A 

! ^ 
^ 

CI ear C )ay 
Bkgrd JPG {5 KB) 

UNCLAS •SIFIED 
NON-•RE( :;oRD 

1 , 
^1^ rS 

ommei 

nts refl ected on the same classification concern that members in the DCS-5000 
&60 00 programs a& /ised u s last week. 

1 1 
( )riq inal Message 

Fron " J ITTD) (FBI) 

X 
(2) 



UNCLASSIFIED 
NON-RECORD 

IZZI 
Not a good time as all the streets will close at 1pm Wed (19th) here. I agree that we should do 
this but next week would be better as| [N\\\ also be back then. 
bob 

' UISM,(JISUM.(JI(JM' 
IT Specialist (Security) 
Team 1 Certification Lead 
Certjfiratinn I Ipit. IAS, SecD 
202| 

^rtifioatinn I Ipl 

Orjninal Mp<;<;anp 

From 
)rj£ I (n-D) (FBI) 

Sent:'luesdav, January 18, 2005 8:00 AM 
Td_ " irrrp) (FBi)f_ 

I In-nwFRTvT 
Ccj 
SuDiect: Lomo 

(SecD)(CON)l. 
(ITD) (CON) 

^(TTn^ ̂ FRnf 

JOTD 
jflectic 

l(SecD) m) 

iject: LomDining tne Lollection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and I] came to the conclusion that combining systems 
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter as 
I'm lonkina to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and 

I Lnder one C&A (if that makes sense to do so). 
I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 

comments. We can meet in my office unless someone has a better alternative. 

Cheers, I I 
I 1 
IRSM ni]pntir.f>nnmnlpy 
ERF (703 

b6 

X (3) 



• • 

UNCLASJ SIFIED 

UNCLASSIFI ED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

OTD) (FBI) 

From: 1 IflTD) (FBI) 
Sent: •Tiifisriav .laniiarvl 1 ?nnfi 1 nP7 AM 
To: 1 |(ITD) (FBI) 
Subject: Kh: lu uuestions Mart II: Deadline ASAP 

UNCLASSIFIED 
lb 6 
b7C 

NON-RECORD 

Thanksl 1 

1 HI 
Oriainal Messaq ̂  

From J tlTD) (FBI) 
sent: I uesdav, Jan jary 11, /UUb 9:41 AM 
To:| ^ITD)(FBI); | |:rTD)(FBI) 
Subject: RL: lU (^u estions Part 11: CJeacHihe ASAP 

UNCLASSIFIED 
NON-RECORD 

1 hi 1 
I'm not sure we're th e right group to answer question number 8 since we do not conduct Title Ills or FlSAs (we provide 
support for these op erations upon requests from the field). Divisions 5 and 6 should have these numbers - GALEA 
was enacted in Octc ber 19941 "|as a list of Title-Ills for each fiscal year by field office. There is 
an annual unclassifl 5d disclosure ot USA applications published by the DOJ, but the actual number ot FISA targets 

X 
(4) 



and intercepts is classified secret and is treated as "need-to-know only" information - and I don't know. 
to2 

Information from the annual unclassified FISA repor 

Year FtSA Applications Submitted 

1996 839 
1997 749 
1998 796 
1999 886 
2000 1005 
2001 932 
2002 1228 
2003 1727 

ITD has provided the DGS-3000 GALEA pen-register and trap/trace data collection system to more than 50 federal, 
state, and local law enforcement agencies to assist with GALEA based intercepts. The following are examples of the 
agencies that ITD has assisted in this regard: 

Local Law Enforcement State Law Enforcement Federal Law Enforcement 

tc2 
fo7I 

I hope this helps, 

y\ | i From:| \TTD) (FBI) 
Sent: Monday, January 10, 2005 5:11 Pt̂  -î ^ -Sent: Monday, January 10, 2005 5:11 PM 

.Tnl . TTD) ( F B I ) ; ] _ _ _ _ ] : r T D ) (FBI)j |(ITD) (CON);[ 

• ^"•' I rnT>UCONl:l IflTD^ (CON);| \TD) (FBI); 
I R T T D K F B I ) ; ! | I TD ) (FB I ) 

Subject: FW: IG Questions Part 11: Deadline AJiAl̂  
Importance: High 

ib 

UNCLASSIFIED 
NON-RECORD 

Hello all, 

Immediate deadline on this task. Please view e-mail and respond to SS/| \ 

Thanks, 

I 1 

nrininal Mp.:.:anP 

Froml (ITD) (CON) 

X (5) 



)TD) (FBI) 

From: 1 irOTD^ fFBh 
Sent: • Mnnrluw Iiilu17 ?nnfi 7 1.9 PM 
To* 1 IfOTDUFBIvl 1 OTD) (FBI) 
Cc: 1 mrrorcFBi);! KOTD )(CON) 
Subject: FW: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

1 1 
Can your ISSO provide tfi e infonmation requested for the DCS-3000? 

Thnx, 
-ca 

—Oriqinal Message— 
From: 1 KSecDl fFSn 

Cc: 1 loTDI (CON)i 1 (OTD) (FBI); DTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

1 1 

fc7i 

I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System. 5000 

cn 
Original MP';<anp 

From: | |(OTD) (FBI) 
Sent: Monday, July 17, 'Ml 12:12 PM 
To: I 1 (SecD) (FBIj 
Cc: I 

(OTD) (FBI) 
Subject: RE: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

I(SecD) (FBIl. 
OTD)(CON);L ](OTD) (CON)[ ] (OTD) (FBI); [ 

Per ourphonecon 
be able to provide anyrning you neea. 
part of this week. 

Is the ISSO for the systems in question. I'm sure he will 
lOugh I believe that he may be out of the office at least 

ALL IJIFORHATIOK COIUAIHED 
HEKEIII 13 roiCLASSIFIED 
DATE 06-03-2007 BY 65179 Dm/TAM/K3R/JB 



Supervisory Engineering Technician 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Quantirn \f& 
Tel: (703] 
Cell:(202 
Fax:(703 

—Original Message 
From: 
Sent: 
To: 

•SM!m]BmMMi!i!L!t 
(SecD) (FBI) 
1:25 AM 
OTD) (FBI) 

Subject: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

in b 

b7C 

1 neea contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 

Thanks. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



From: 
Sent: 
To: 
Cc: 

Subject: 

1(0TD)(FBI) 

](OTD) (FBI) 
Mnnriav July 17 2QQ6 1 :̂12 PM 

(SecD) (FBI) 

I |(OTD)(FBI . 
Kh: contingency plan infor I IdllUII 

prnTTFBir 
](OTD) (CON)£ 

UNCLASSIFIED 
NON-RECORD 

lb 6 
b7C 

Per our phonecon \ |s the ISSO for the systems in question. I'm sure he will be 
able to provide anything you need, though I believe that he may be out of the office at least part of 
this week. 

I Supervisory Engineering Technician 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Quantico. VA 
Tel: (703 
Cell:{202 
Fax:(703; 

—-Orig nal Messa g e — 
From: 1 JCSecD) (FBI) 
Sent: saTntn^ 
To: lOID)(l-Bl) 
Subject 

UNCU ̂ SSIFIEC ) 
NON-R ECORD 

1 
I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 

Thank.q . 

UNCLASStFtED 

UNCLASSIFIED 



By separate e-mails, OGC's PIA staff will be communicating directly with the persons identified as POCs for 
each of the 28 FBI systems affected by this tasking. We will provide the division program POCs with the 
necessary forms for the program to complete (plus some additional questions we need for our review), and we 
will identify a designated OGC attorney to be OGC's POC for each system who will work with the division 
POCs to "smooth" the form(s) within the deadline(s). 

the only 
My overall coordinator for this tasking is Senior Assistant General Counsel 
(Note there are novsj b the FBI. | |intemal e-mail address 
one in OGC), and his Internet e-mail address ij | Please don't hesitate to contact 
~ " ^ ~ " " or me (202-324-| f̂ you have any questions. Thanks in 

dress isl 
l2iILa24J n 

my Deputy Pat Kelley (202-32 
advance for your support! 

VC 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) 

[ ] (OTD) (CON) 
L23, 2006 1:09 PM 

KLl-YUBOMBbxh 
kOTD) (CON)l 
[Bit 300 Update 

]oTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

This affects the project known as Digital Collection which includes the DCS-5000, DGS-6000, and DCS-3000. 
I UUIIlfJIUlU ll'(with coordination from the other teams) each year. It's due to HQ (ITOD) 26 Jun. 

nn 
-----Original Mgsaae , 

From: 1 l(OTD) (FBI) 
Sent: 'MnnHav May?? 7nfl^ 2:37 PM 

•To: J L 
Cc: [^ fTD) (CON), 
Subject: 

DA.TE: 0 6 - 0 8 - 2 0 0 7 
CLASSIFIED BY 65179 DHH/TAH/KSR/JB 
PZASOH: 1 . 4 (g) 
DECLASSIFY ON: 0 6 - 0 8 - 2 0 3 2 

(OTD) (cqui. 

I-W: l-VO« Um Lxhibil 300 Update 
JOTD) (FBI) 

ALL IWFOroiATrOH COIITAIHED 
HEPEIN I S UKCLASSIFIED EXCEPT 
IJHERE SHOmi OTHERWISE 

UNCLASSIFIED 

S^^" 
X (1) 



, J ^ e ^ 
1 "n(OTD) (FBI) 

From: 1 |OTD) fFBh 
Sent: 
To* 

Thursdav.Mav 11. 2006 4:54 PM 
1 kNYl fFBH 

Cc: 1 irOTDUFBhl b lDWCON^: 1 
1 |OTD) (FBI) 

Subje ct: NVC Revisit 

UNCL AS SIFIED ih '--^ 
NON- RE( CORD b7C 

1 
L 1 and 1 are planning another trip to your FO, Weds. 5/17/06 to troubleshoot the DCS-3000/5000 1 Way push. 
Please i\e t us know if that works with you and whom are POC will be. 

Later. 
— r -
703J J 1 
UNCL AS SIFIED 

1 Z](OTD) (FBI) 

From: 1 IfOTDVCON^ 
Sent: Tuesday May 09 2006 7:38 AM 
To: 1 |(OIU)(l-BI) 
Subje ct: Vh: UUJ IKP bXbf<ClSh fc6 

SENS ITI> /E BUT L NCLASSIFIED 
NON-1 RE< :;oRD 

1 CD 
1 spol< etc >| J>nt he issue and came to the conclusion that we could infer from the scenario that the inci dent was of a 
local n atu re. 1 hus we deleted the sentence in question entirely. As the response was due today, 1 sent it in. 

ITICI ru isso 
(0)70 
(P) 70: 
(C)70 

—Or qinc il Messaqe-
From: 1 BTD) (FBI) 
Sent: *Tnc iav.Mav(JLM6 4:37 PM 
To: cz ^~toTDVCON> 
Subjec t: RE DOJ IRP EXERQSE 

SENS ITI> /E BUT L INCLASSIFIED 
NON-1 RE( ZORD 

_. 

X 
- ^ N ^ (2) 



Looks good...please se 
^ * ^ e ^ 

bout one small thing. Thanks. 

Mil(e 

Original Message— 
From: I 
Sent: ' uwflsw M iu ik Jjiiik 
To: I 
Subject: DOJ IRP EXERCISE 

]:OTD)(CQN) 
J3Dr3:21PM-— 
l(OTD) (FBI)J 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lOTD) (CON) 

b7C 

EUancI I 
Attached are the required deliverables from the DOJ IRP Exercise on the 5000, 6000, anJ pr your review prior 
to the 10 May due date. I also sent a copy to I las the ISSO for the 3000 in the 6v^rtt ne wanted to use it 
as a template.  

r 
(O) 703 
(P) 703 
(C) 703 

ICTU ISSO 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

j |(OTD) (FBI) 
b2 
be 

From: 
Sent: 
To: 
Subject: 

HQ_CIRG 
Monday. May 01, 2006 1:45 PM 
FBI_FBIHQ 
Blackberry Calls into SIOC - Technical Problem 

UNCLASSIFIED 
NON-RECORD 

This message is being sent to: All employees at Headquarters. 

UNCLASSIFIED 

^5K;^T 
X (3) 



s ^ f e r ^ 
DTD) (FBI) 

From; 1 |(OTD)(FBI) 
Sent: ^ 1II 1 wm^xmititmfiwiw.Sf-MUJl^^^^^^^^M 
To: 1 |OTD)(FBI) 
Subject: RE: CriticaTUnTunHed 

SECRET 
RECORD 268-HQ-10455 81 

Well dond Ith is is a winner. 

1 1 
Assistant Section Chief 
Electronic Surveillance Techno ogy Section 
Operational Technology Divisio n 

ro3[ 1 

OriQinal Message 
InTni (FRi) 

Sent: Friday. Aor 
To: 1 

107.2006 4:19 PM 

cc r""" " ~ trD)(CON);| IOTD)(CON) 
subjea: Lriticai unr Linaea 

SECRET 
RECORD 268-HQ-1C 145581 

Attached is the revised version of the DCS-5000 submission. I will have the DCS-3000 submission sent to you as 
soon as it is completed. 

« F i l le: DCS-5000 Certification and Accreditation Mitigatiorj 

DECLASSIFY ON: 20310407 
SECRETL 

e Investigations 

ions 

S^S^T X 
(4) 



'Recurring cost 

Amounts ape based, in part, on jiumjpers of networking equipment and costs 
provided t 
agencies. 

Amounts are based, in part on numhers of networking equipment and a 
provided b̂  \ foJ lystems in field offices and resident 

(2) SBIT'S Input frorJ I 
The cost of the hardware, software, and the development work for the interface to the Trilogy network or 
other FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of 
this cost is for hardware (e.g. routers and other networking equipment). The DCSr^LCQSta.a£e 
approximately $500,000 per year if you include the IP service contract we have witi 

I "]an elaborate on this topic if needed. I 

c 

b2 
b e 

b7E 

ITD/ESTS/nCTU 

-OriQinal Messaqe-
From: I T(OTD) (FBI) 

TO 11 Sent: ' IJ^iir-dav Marrh J4Jll i l t, n-^fl AM • 
To: I ITD) (FBll lOTD) (FBI)I (OTD) (CON) 
Cc: ^ ^ ^ ^ ^ jJTD) (CON!) ' I 
Subject: RE: 11 inrormation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI 
IT infrastructure for the DCS-3000 system is approximately 3750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other networking pgi iipmpnt̂  Th<a nr.gjnpt mgtc; are approximately $500,000 per year 
if you include the IP service contract we have witl| |;an elaborate on this topic if needed. -̂ '̂  

IZZI 
Original Messaae-

From: | |3TT>) (FBI) 
Senfc inijfMaV, MafCTiJ, 2:006 S:S6 AM , . 
Tnj l ^ 'T "^ ( F B D I (OTD) (FBI)I b lD) (CON) 
r i - l ITO (CON) ' ' ' 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All, I , , , 
Due to the move, please provida fc/ith all submissions no later than 3pm today. I end I will 

gather the data to send it to the front Offiftfi lafer this afternoon. I I 

I I the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be 
sent over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate 
numbers, if there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with 
your estimate? Thanks. 

-Original Message-
From: | DTD) (CON) 

' X (5) 



^ St^RI^T ^ 
DC! 3-6000 t ea m is still work ing on the technical end of making the remote workstation happen. 

Mik e 

Original N jeSi 
Fror n: btD) (FBI) 
Sen :: la .2006 2:39 PM 
To: TTD) (CON) 
Cc: DTD) (FBI) 
Sub ject: FV V: DCS6000 Rerr ote 

UN CLASS! Fll ED 
NO N-RECC )R D 

Original N 

be 
h'lC 

Fror n: 1 |(CG) (CON) 
Sem t: Fr day, January 13, 2006 12:10 PM 
To; 1 ^ICUFBI) 
Cc: 1 tG) (FBI) 
Sub. ject: TIC ssnoDTSfrers-^ammmmm 

RM S#1056 54 - Previously submitted requesting DCS6000 remote capability (Assigned tol |- Status is 
Wo rking 

1 
Per 

1 
our disc ;uE sion, here ar( 2 some items of interest/or concern with regards to DCS6000 remote workstations. Also, 1 

hav e talked w 
*^ 

land his is in agreement that Chicago would like to be a test site once this capability 
exis ts. We wc )uld be intere; 5ted in an estimated time frame that this could happen and if there is anything that could be 
don e to spe ed up the releaj JB of this technology. 

Cor cerns/o ris isues that ma y need to be addressed: 

Leg al - IVIor ito ring/collectinc 3 in different jurisdictions 
Net work- ^ lin mum bandwi dth, encryption 
Sec urity- E nc ryption, Accre 'ditation 

Pos sible re :iu rements at a remote site: ^-ic 

Cor nputer(s .) (DCS6000/30 00} 
Roi iter + (T 1's (Network cx) nnection/data) and/or ISDN's) 
Rer note Se rve ir 

*-mt Trrcsra W lonai Sup ervisor - Chicago 
ELf >UR Tec :hr lology Manag ement Unit 
Ele ̂ tronic £ >ur veillance Tec hnology Section, OTD 
31 : (Desk) 
3 i : (Fax) 
31 : (Cell) 

UN( ::LASSI Fll ED -^Eegef 

X (6) 



UNCLASSIFIED OtZL-rXK^i 

UNCLASSIFIED 

(Ol •D) (FBI) 

From: OTD) (FBI) 
Sent: TUSgaay,T'snnrar 114, 2006 3:39 PM 
To: r.i iFFnpn Minn ££UPTD) (FBI);l , \^nTn\ CFRM 
Cc: 1 __iQxni_.tEfiiA_, inrm l l -b f t l l ] r n rm rPRiM l/UIMUl-UIVl 1 ifiiii i i i-tiir. 

, ^ / ^ l ^ l / ^Hn• l J/OTOWFRI 
(OTD) (FBI)I |(OTD)(FBI) 

Subject: RE; 2006 01L) t> ̂HQ 

t<'-^.a 

UNCLASSIFIED 
fo-^c 

NON-RECORD 

1 HI 
TICTU will need two tables for the upcoming Expo. Our platfomn displays the DCS-6000 Title 111 system and the SBIT 
DCS-3000 system. This is not considered extra, we had two tables last year. 

Thanks, 

-Original Message— 
From: 
Sent: 
To: 
Cc: 

Subject: 

CLIFFORD, MICHAEL (OTD) (FBI) 
M„„H^., r^k„„„ , n -inftg 4.43 PM 

JCOTD) (FBJi 

(FBlT |( 
\ J I U " " " ' RE: 2006T I6AHU 

DTTFBTT 
](OTD) (FBDJ" (OTD) 

UNCLASSIFIED 
NON-RECORD 

c ] pis count on the same ESTS participants as last year. TICTU should be placed before and next to 

Lg I [i.e., TICTU. using switch GALEA 

lot the subject and ATU with| pquipment takes it from there 
ATU to allow for a segue in demonstrating 

capability, identifies! 

• j7E 

Thanks, Mike 

Michael P. Clifford, Jr. 
Section Chief 
Electronic Surveillance Technology Section 
Opecatiaflal—Jyechnology Division 
(703 [Office) 

(Cell) 
(Pager) 

be 
b7.; 

—Original Message 
From: 
Sent: 
To: 

(OTD) (FBI) 
'005 2:50 g t l . 

:OTD) (OGA)I 

X 
l o T D ) (FBI); CUFFORD, MICHAEL (OTD) (FBI);^ 

(7) 2B8«^ 



Examples: 

Ritf BR! installed ...= $6,833.02 
Site BRIinstalled ...= $5,115.48 
Site BRI PROPOSED ...= $8,184.16 
Site BRI PROPOSED ...= $9,788.11 
Site BRI PROPOSED ... = $10,838.44 
Site BRI PROPOSED ... = $10,675.22 

;:::3te8gT 

$51,434.43/6 = $8,572.40 

INVENTORY - Remaining DCS-5000 BRI/ADTRAN: 

b2 

BRI/ADTRAN (pair) = 46 X $3, 229.00 = $ 148, 534.00 (can it be used fori lAudio config? See 
below.) 

??? Alternate solution: DCS'300o\ Uudio (replaceV "jl'WavPusIJi function. RW) ??? 

NOTE: We pay a premium for equipt, approx. 3-times the commerical rate!!! PLUS III 

Your Thoughts, 
-ca 

UNCLASSIFIED 

lOTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

c I T D ) (FBI) 
Thursday, September 22, 2005 4:47 PM 
CA IFFORn MiCHAEL (OTm (FBI) 

lEH 
JOTD) (FBI) 

lOTD) (FBI) f 
lOTpVfFBOl 

oYbWFBI)|_ 

FW: Houston Status 

High 

IOTD) (FBnt 
](0TD) (FBI):| I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

teb 
b7C 

Mr. Clifford, 

This e-mail is to provide you with an update regarding the Houston field office. We will continue contacting office 
personnel in order to provide assistance. 

Thanks, 

-Original Message-

X (8) ^,„.smim 



# SECRHr̂  # 
From:l IfOTDUCON^ 

mbf jr 22, 2005 1:53 PM 
Tol f ore )̂  (FBlI " 1 fOTD^ (FBI);| | (OTD) (FBI);| | 
(OTD)(FBI)| l(OTD) (FBD 

fOTDl fCONl 1 (OTD) (C0N:| [ 0 T D ) ( C 0 N ) ; 

1 1(0-ro) (CON) 
'suDjeet'HQusunltat us 
Importance: High 

SENSITIVE BUT UNC LAS 
fo7C 

SIFIED 
NON-RECORD 

Just got a return call fr( 5m| ~Tof Houston. He said that they shut down the office Wednesday at noon, powered 
down all the systems (I Di-rt J, UUSauuu. voice box. UCabUUU). covered ip^nri yp vifltll ^a^ps. then qot out ot town.l "His 
nowin| |iA,ar idh is house telephone number In | | is | | 

• 
SENSITIVE BUT UNC LAS SIFIED 

SENSITIVE BUT UNC LAS >SIFIED 

(0 TD) (FBI) 

From: 1 JOTD^ ^00 N) 
Sent: Wfirinfifitlav Senternhpr 14 ?005 9:04 AM , 
To: 1 JOTDWFBIVI l(^nTn^/FRl^l , | 

ffiTCWPBl^:! DTDUCpml jfOTD) 

1 loTDWFBn:! imrFf tcpN)J 1 
1 II I IUULUWI JfCirm/l-yilj lo i f jUhBl i : 
1 . , iroTnwhBhl KOIUHcoN)! | 
1 [OTDWCONII l lUIUl lCUNkl '^ ' 1(01 u! ItJUNJ; ' 
r " L. (U1 U) (l-bnJ lOTD) (FBI) 

Cc: 1 lOIUni-BI);| ' |6lU)(^BI) 
Subject: Invitation to Cisco on Thursday, September 15 t g 

^"7 0 

UNCLASSIFIED 
NON-RECORD 

1 Icalled this morning to inform us that Cisco will not be coming to ERF tomorrow because 
of problems gettinc 3 th em into our building. However J ^ o u l d like to invite members of the 3000, 
5000 and 6000 tea i m l to travel with him to Cisco in IHe?TOJ5lT on Thursday. Lunch will be provided by 
Cisco. If you are U Iter ested in attending, please let l Iknow first thing in the morning (9/15). 
Thanks. 

x,» _ _ ^ f t , ^ ^ 



T 

ETMU is coordinating with TA on electronically passing the pen register data from EDMS to TA. 

Of equal importance is the ability to setup and update TA with the current court order information. OTD's 
Telecommunications Intercept and Collection Technology Unit (TICTU) and ETMU have approached the FISA 
Management Unit regarding electronically passing FISA court order information. 

Fromj TD) (CON) 
Sent: Thursday. Seotember 01. 200'? in?o Alvi 
To:l lfWF1 fFBll |(WF) (FBl)l IfOTD) fFBI); p 

tiOIFBI) 
Cc:l IrCTDUFBIhl rCTDUFSn: H0-DIV13-E0PS TECH: 

1 ICvm fCONV.I KOTD) (FBI)| 1 (UOD) (FBI) 
Subject: RE: Phone Records 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CD 
I just wanted to follow up on our meeting regarding the automation of uploading phone records to 
enterprise-level systems at HQ. I know ERF/ETMU was working this issue and expected an interim 
solution by August 31. Is the issue resolved as scheduled? 

CD 
Original MP«KanP-— 

FromI |(WF) (FBI) 
Sent: Thursday, June 30. 2005 11:07 AM 
To! ITD^ (CON)i rWF) (FBI); I I (OTD) (FBI); 

CA i(CTD) (FBI)j |(CTD) (FBI); HQ-DIV13-E0PS_TECH 
Subject: RE: Phone Records 

b2 
SENSITIVE BUT UNCLASSIFIED no 
NON-RECORD twC 

A short list would include: 

1. Provide automated uploading from OCS-3000 to telephone applications 

2. Currently we cannot unload nsn register information from Primary Rate ISDN lines using an{ 
I I for the intercepti | 

3. Provide automated uploading from the RedWolf collection system to telephone applications 

—-Original Message 

X (10) 



nr ip ina l Moccanp-

From: JA/F) (FBI) 
Sent: Thursday. June 30, 2005 llfUm. 

"Cct 
;£MM 

Subject: RE: Phone Records 
(CTD) (FBI)£ 

T |WF) (FBI)f 
rwFUFRT^ : 

JOTD) (FBI) 

] T D ) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A short list would include; 

1. Provide automated uploading from DCS-3000 to telephone applications. 

1
0 QirronHy ^e cannot unload pen recister information from Primary Rate ISDN lines using an| | 

for the interceptr I for telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

-nr ininal Mp<;<;aQe-

Froml kCTD) (CON) 
Sent; Wednesday, June 29, 2005 4:45 PM 
Tn-I irwF^ (Faa_ 
Cd rCTD) (FBI);| 
Subject: Phone Records 

:b2 
he 

h-lE 

](CTD) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I t asked me to contact you regarding an issue of transferring massive amounts of DNR 
data into I ICan you send me an email with details of the issues? Anything you can provide 
will be helpful. L, 

Thanks, 
lb 6 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X (11) 



^ JS&M 
• , - , T£: rCTDUCON)! |WF) (FBI) (OTD) (FB1)\ \ 

1 , - . I fOTDUFBDI KWl-Hl-p^) 
Cc:[^ n-D^ fFBTl | r rTD ' \ rPRTV HO-DTVn-FDPq TFCH 

Subject: RE: Phone Records 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DGS-3000 to telephone applications. 

2. Currently, we cannot upload pen register information from Primary Rate ISDN lines using a{_ 
for the interceptf tor telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

—Or ig ina l Message— 
From! tTD^ (CON) 
g»nfr . W^Hn^cHav I n n ^ 7Q •>nnK 4 : 4 5 PM 

]{ 
::TI 

Subject: Phone Records 

T< 
Ci 

- T l{WF) ^FBI l 
J ( C r D ) (FBi t 
5ras 

JCTD) (FBI); HQ-DIV13-E0PS_TECH 

fc2: 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

7n!^ 
helpTuT 

Thanks, 

^ s k e d me to contact you regarding an issue of transferring massive amounts of DNR data 
J C a n you send me an email with details of the issues? Anything you can provide will be 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X (12) 



.^„..„? . J^&^ftET 
• 

• • 

SEN SITIVE BUT UNCLASSIFIED 

SENSIT IVE BUT UNCLASSIFIED 

1 lOTD) (FBI) 

From: 1 bjD^ (C ON) 
Sent: 005 10:20 AM •frnS 

To: c\A/P\ APRni___^^ ^__ nWF^ fFBlvf h ID ) L7C 

?^^ L_ ^Tn\ fFRhl , |WF) (FBI) 
Cc: 1 iTmr VI3 -

EOPS TECHI bvC)̂  /C5N| 1 (OTD) (FBI); 

1 r OD) (FBI) ^~~' 
Subject ' KE. Hfmn« Hnuiiiua ' 

SENSIT VE BUT UNCLASSIFIED 
NON-RE 

1 1 
:CORD 

1 1 
1 just wa nted to follow up on our meeting regarding the; automation of uploading phc )ne records to e nterprise-le i/el syst ems 
atHQ. 1 know ERF/ETMU was working this issue and e expected an interim solution by August 31. Is the issue resolve d as 
schedule 

1 1 
5d? 

1 1 
Oriainal Messaae 

Froi mi \(\NPi CFBÎ  
Sen t : Thursday, June 30, 2005 11:07 AM 
To: ICTDUCON^:! (WF) (FBI] |0TD) (FBI) 

(OT J ) l l -B l ) l l (WP)(FBD 
Cc: kcro) fFBi-i lfCTDUFBn:HC }-DIV13-E0PS_-FECH hZ 
Sub ject: RE: Phone Records 

b 7 c 

SEN SITIVE BUT UNCLASSIFIED 
Nor J-RECORD 

Ash ort list would include: 1 

1 . Provide automated uploading from DCS-3000 to telephone applications. 
1 

2 Currentlv. we cannot UDload oen reaister infor mation from Primary Rate 15 3DN lines using arl ] for t̂  e 
inter ceptl pr telephone service. ' 

3. Provide automated uploading from the RedWc )lf collection system to telep hone applicatio ns. 

X (13) 1 
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Type Item 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Technical Access (Wireless) 
Technical Access (Wireless) 

———6tnR^ 

b6 
b'/C 
b7E 

_QCSJiQQCL 

RMSTearn 
Kennedy Developer 
ELSUR Technology Management Unit 
ElecttoflicSlJa^illance Technology Section, OTD 
7 0 3 | _ _ | 

UNCLASSIFI ED 

1 ^ T D ) (FBI) 

From: 1 IfOTD) (FBI) 
ThiirQHau AnniiQt 7^ 9nn*S fi"'^'^ AM 

To: 1, -. KOTD)(FBI); (OTD) (FBI) 
Cc: |um)(i-Bi) 
Subject: by iC Iranster 

UNCLASSIFI ED 
ib6 
h 7 r 

NON-RECOF tD 

The following transfer was supposed to be made to San Franciscoand then to a covert account but it 
looks like the transfer went to GSA. Do you have any info on this? 

Transfer 05/124 from 573000IC to GSA Space Management for East Bay Translation Center in the 

X (14) ^^.^5^§^T 





• SECl^f 

TICTU requests the transfer of $14,594.00 from 573000 IC/1822 to FBI Newark account 5525-6 
Misc Other Services, cost center 3510. See justification from| "^e low. 

OrJQinal Message 
FromI 101) (FBI) 
Sent; Sunday, April 10, 2055 9:54 AM 
To:l ~ l (ITD) (FBI) 
Subject: RE: REQUEST TO TRANSFER FUNDING bG 

The Newark Division will be renovating existing office space to accommodate the hiring of new Linguists and a 
new Supervisory Language Translator. They will utilize said funding to pay for the electrical work in conjunction with said 
renovation of the general office space and supervisory office being constructed. 

1 
Office of IntBlligenc* (Ol) 
FBIHQ 
202l I 
Fax 20Z\ I  

UNCLASSIFIED 

~~bTD) (FBI) 

From: 1 l(OTD) (FBI) 
Sent: '••TTr§5a37;"". fni7TT2DD57-h1 AM 
To: 1 " iriTmrFRivl llTD) (C.OU\ 
C c 1 hM^ ^CRivl _ _ l/r^^il^ / EBlJ IfOTD^ 

fFBI^l |fOTbi (RfiEL ItiTD) (C6N); ' , 

r •bTBKrB i r ' ' ^ " ^ " ' ^ pTDKCON)| 

Subject: Rivia 1 to 2 

Importance: High 

SENSITIVE BUT Ur ̂ CLASSIFIED 
NON-RECORD 

foi5 

1 1 b 7 c 

I passed this RMS to your group 
This should be handled as expeditiously as possible 

X 
(15) J 



S^)&R£T 

RMsr ]-Omaha Division is requesting aL 
reviewing a communication which indicated it is the only approvedl lo be used ihi£ 

] model 
; used 11 

connect to both the FISA and Criminal DCSSOOO's and will replace the existinj |wl 
by Belkin. Thank You! 

I f ter 
Jwill 

hich is made 

(753) ̂
 h?. 

b 6 
b' /C 
b 7 E 

SENS ITIVE BUT UNCL ASSIFIED 

OTD) (FBI) 

From 1 |(OTD) (FBI) 
Sent: • imiwflflt, Mawiu '; mT^^ HM , _ 
To: i ' fc^ n^f^Tnuf^DN^" |0T( ̂ ) ^FRh 
Cc: 1 frr roycFBi);! (U iuxhb l ) 

(UIL)){CUIM)— 
Subj« ct: RE: DTP Transfer 

UNCL ASSIFIEO 
NON-RECORD 

' Hiaas! b prepare the trans ifer below for signatures. 

CZl 
FYl We only transfer ^ whole dollar amounts, no cents. 

1 1 
—Original Messag e 

Fi romi lOTD) (CON) 
S ent: Thursday. Ma Y 19, 2005 2:56 PM 
T( i , irOTD) CFBn b f i 
C cl JOTD)(FBI);| |OTD) (FBI) bTD) (CON) b'^'C 

s ubject: DTPTran; 

u NCLASSIFIED 
N ON-RECORD 

H CD 
P eri |5( jnversation with| 11 was directed to s end this TICTU trans Fer request to you. 

Please transfer $8,955.54 from 573000IC/1822 to 5626-1 IC/1822. This transfer is needed to complete the funding of 
two Parts and Supplies requisitions needed to support DCS500C. 

X (16) J 



• ""Ispeid^ • 
Subject: RE: 2005 EJM U (fka EOSO) New Employee Orientation Agenda May 10-12 

UNCLAS SIFiED 
NON-RE( :ORD 

" ^ 
land 1 will b€ J visiting you on the 11th between 3 - 4pm. As was the case prior, 1 will do a short presentation 

and they wnfdothedem o(s). 

1 1 
1 1 

-if either can nc )t make, please notify me. Thanks. 

1 1 
C )riainal Messaa 

b7C 
P 

Froir J IflTD) fCON) 
Sent ; Mondav. Aori 25 2005 3:48 PM 
T o J |(ITD)(CON^ HTD)(FBnl ^TTnWFRT •̂ 

1 1 1̂  C)lfBl)-\ mm)\ |rTD)(FBI);| | 
(ITD; (FBni 1 (ITD), FBI) ' ' 
C c f 

1 l(ITD)( rnn^^f [rm} (CON)I KUD) fCON) 
Subj ect: RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 

UNC LASSIFIED 
NON -RECORD 

Subj ect: RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 

Plea se advise if you or a representative will be able to participate in the upcoming May 
Orie ntation as oi jtlined below. 1 look forward to hearing from you. If you could respond at your 
earii est convenie mce 1 shall appreciate it. 1 will incorporate the updates and fonward the final 
agei Ida to you. 

Tha nk voul 
, 1 

540 

UNCLASSI RED f l 
NON-RECC >RD ^ 

The first ne w employee orientation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a 
key factor ir 1 the success of all orientations conducted. As our team continues to merge over the coming 
months (sh all appreciate your feedback and involvement in continual enhancements to the orientation 
program. A s evidenced by orientation survey results and management feedback, new employees are 
being assinr ilated more effectively and expeditiously. 

X 
(18) ^J^sieftOL 



The Agenda is attached for your review. I hope that your schedule will allow you to participate. The 
technology manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 
to 4:00 (a short break scheduled between sessions). Please let me know if you (or a designated 
alternate) would be available to provide an overview of the following systems: 

ULS.'^npo 

Break 
DCS5000 
DCS600G 

1:45-2:15 
2:15-2:45 
2:45 - 3:00 
3:00 - 3:30 
3:30-4:00 

For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November 8-
10. 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. 
Please call me with any questions you may have. 

fob 
b7C 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
OpexatiflflaLIfichnology Division (OTD) 
540 
540 

(Desk) 
(Fax) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

X (19) 



• • 

^ SPCREC 
Sei i t ' Thurs 
Tol IrcvuFRnJ IBCDVCON Ĵ lr<^mrFRj^ 
fie 1 r m rPBT̂ l l̂ cvi rPBnJ Irrv^ rpm l̂ 1 
L_ , 1 c n a i o V j IfSEWFBd rrTTDTrFBTTl hA 

,fFB [i , I fCVUFBI l I fCVUFSni I fCVUFBI ) ; ! | 

Cz 1 (CV) (FBI) 

Sul j j ec t : RE :: Portable Voicebox 

SEI MSITIVE BUT UNCLASSIFIED 
NO 

r 

N-RECO 

1 

RD 

b5 
bT'C 

6 m\ Uill be happy to assist you in this matter. Sending you to the experts :-) 
TaF ecare.. • 

Oxifl infll Mp'i'innp-—, 
FronL 1 (CV) (FBI) 
Sent: V\ fednesdav. February 02. 2005 4;29 PM 
Tol 1rSficD^(FBD 

Kcy^ ('FRT l̂ 1ry^ (FBIYA I (cy^ -'FRTV 

|(CV)(CON)1 R F U F R n J r r m U F R T V l 1 
kcV)(FBI): l I fCVIfFBIl l ILVHI-Bl);! \CJ) 

(FBIll bv)(FBI)' ' ' 
Subject :: Portable Voicebox 

SENSIT IVE BUT UNCLASSIFIED 
NON-RE •CORD 

Several months ago, I spoke to you regarding our task force squad thot purchased its own Voicebox 
digital c ollection system and needed the OK from Security Division to use i t on FBI cases. This is sti l l in 

the wor ks on our end, but we have a similar situation regarding a portable system and require the input 

of Secu r i ty Division before we move forward. 
•L.2 

Quantic 0 ERF has supplied our division with a portable Voicebox system, but i t is currently in use in our b 6 
h 7 r-

Toledo ^A. The case agent in our Youngstown RA would like to conduct an upcoming FBI T - I I I on a h7F". 
digital s ystem (rather than cassette tapes), but we do not have another system available (niether does 

ERF). T "he local HIDTA has purchased a portable Voicebox system and has agreed to let the 
youngst own RA use i t fo r this T - I I I . The system will be operated in the RA space and would be 
connect 
accepta 1 

ble configuration which enables secure transfer of the data.l 

X (20) ' ^ L ' m " 



Original Message—--
From:! KFTD) (FBI) 
Spnl-; TiiPc;riav. lanuan/ 1« ?nns 8:00 AM 

IdTD) (FBI)£~ 

Cc:[ 
nP) (FBI);| 

KITD) 
SecD)(CON)|_ 
(CON) 

S^^^T 

1 fiTD^ rFBn[ 
] (SecD) (FBI) 

Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and 1] came to the conclusion that combining systems 
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter as 

ib:; 
ton 

I'm Innkinn to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and 
I lunder one C&A (if that makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheers, | I 

ISSM. QuanticQ Comolpx 
ERF (703]| 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

X 
(22) 
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Subject: RE: Combining the Collection systems under one C&A T 

UNCLASSIFIED 
NON-RECORD 

NOt a good time as all the streets will close at 1pm Wed (19th) here. I agree that we should do 
this but next week would be better aa Iwill also be back then, 
bob ' 

2 
IT Specialist (Security) 
Team 1 Certification Lead 
Certification Unit. IAS, SecD 
202-1 

b7C 

Original MessaQe—--
Fromj i(ITD) (FBI) 
Sent; luesday, January 18, 2005 8:00 AM 

ZZZZnXITD) (FBDC 
lEnnf SecD)(CON); 

FrrD) (CON) 
Te 

1 r r^n^ rFRT>i h CD) (FBI) 

Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process 
of systems, we [AU, CU, and I] came to the conclusion that combining systems under one 
C&A makes sense (in some cases). I'd (ike to get your opinion on this matter as I'm looking to 
combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and| "[under one 
C&A (if that makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheers, 

ISSM. Quantico Complex 
ERF (703]| ~ 

X (23) 



• • 

^^^e^ 

UNCLASSIFIE =D 

H 

L INCLASSIFIED 

UNC LASSIFIED 

UNCI .ASSIFIED 

1 r( DTD) (F ̂Bl) 

From . 1 J(ITD) fFBH 
Sent: lav •laniiary 1R :?nnfi 11-:̂ R AM 
To: I KlTD) fFBn 
Cc: l,u „ j lTD) (FBI) 
Subjc ict: RE. C ombining the Collection systems under one C&A 

W 
CI ear Day 

Skgro JPG (5 KB) 
UNCLAS >SIFIED 

NON- RECORD 

Ty, b . 

Ithir k the C&A proc€ 3SS is b< 9st served by separating the various projects, especially 
betw een different sec :urity cl assification platforms. 

D< 3S-3000 ISSO -
D( DS-5000 ISSO -
D( 3S-6000 ISSO -

—Oriainal Mess aae— 
F rom] 1 (ITD) (FBI) 
S »ent: Tuesdav. J anuarv iR.7nns8;21AM , 
7 4. I •D) (FBI)l 1 (ITD) (FBI) 
C :c^ _J(]TD) (CON) 
s >ubject: FW: Co mbininc ) the Collection systems under one C&A 

u NCLASSIFIED 

X (24) / ^ 



NON-RECORD T 

Hello Guys, 

Here is an e-mail moving about regarding C & A . 

Please review. 

-uriginai 
From{_ 

^essaoe-
IITD) (FBI) 

gApt-rTiiP^dav -lannarvlS^ 2005 8:00 A H 
(TTD) (FBlJ_7 To 

b7C 

I lEsni J(SecD)(CON)r 
J T T D ) (CON) 

(IT 
Cc 
Subject: Combining the Collection systems under one C&A 

TrrTD) fFBn[ 
|(kcU)(l-Bij 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A 
makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine ih 
the collections systems ( DCSnet, DCS 3000, 5000, 6000, andl Lnder one C&A (if that fc 
makes sense to do so). * * 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

CheersI 1 
ISSM, Quantico Complex 
ERF (7031 \ 

b 6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

K (25) 



UNCLASSIFIED 
uLbl\L4» 

]:)TD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

"llTD) (FBI) 
SrilB. 2005 i 

ITD) (FBI) 
mssnaaannariis. 2005 8:21^4. 

)TD)TncTir 
] T D ) (FBI) 

FW; Combining the Collection systems under one C&A 

m / 
Cl ear C )ay 

BkgrC JPG (SKB) 

NON-RE( :ORD 
UNCLASSIFIED 

Hello Guys, 

Here is an e-mail moving about regarding C & A . 

Please review. 

i W n a l Mpc;<;anp-
Fromj I (UD) (FBI) 
Sent; Tuesday, January 18, 2005 8:00 A^ . 
To:l riTD) (FBI ]J_ 
(FBI] |(SecD)(CON)r 
Cc.| I (ITD) (CON) 
Subject: Combining the Collection systems under one C&A 

l ^ D ) (FBI)I 
I (SecD) (FBiy 

(UD) 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A makes 
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine the 
collections systems ( DCSnet, DCS 3000, 5000, 6000, and I under one C&A (if that makes 
sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 

Cheers. I 1 

X (26) 



ISSM, Quantico Complex 
ERF (7031 

UNCLASSIFIED 

UNCLASSIFIED 

(OTD) (FBI) 

h:: 
be 
ib'/C 
b7H; 

From: 
Sent: 
To: 
Cc: 

Subject: 

](ITD) (CON) 
57 AM 

WF) (ESIL-

^TD) ( F B i ) | ^ 
ICiiFBir 

| ( ITg TTPBll[ 
ystem Administrator Training and Voice Box Training 

l l Q L 

SENSmVE BUT UNCLASSIFIED 
NON-RECORD 

As discussed this morning, the 22 ET's and TA's that you had indicated needed Red Wolf System 
MUlillitlbllcllUI lUlFiing. I am passing this list to the Program Staff to have the DCS3000 and Advanced Voice Box training 
requirements addressed. 

I look forward to your response as to whether any of these individuals are scheduled to attend the WFO dedicated System 
Admin Training class scheduled for February 1-3 that would accommodate up to 10 students. Are some of the people on 
this list scheduled for this class? If not, I'll need to schedule additional classes for those individuals remaining that require 
training. 

The list as provided by if the Technical Personnel Development Branch indude the following individuate: 

b7C 

K (27) sbs^ T 



1(0TD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

D) (FBI) 
004 1:45 PM 

ZJ( ITD) {(^Qih 

I Gratitude for Special Support 
TD) (PBO[ 

liTE?) (FBI)f 
](ITDWFBI) 

](ITD)(FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H[ 
I just wanted to extend my gratitude tc| |for the operational support he is providing. Specifically,| | 
Is instrumental in helping with the development ana deployment of the DCS-3000 One Way Push system. SLl,W3s the 
first official test site approved from the security office which assisted us in order to determine the robustness of our 
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU 
Software base-line. The new software enables the CCC and CDC data to be correlated using a time-based algcuattuB—. 
A vast improvement from hard copies and manual correlation. Although the new software hasn't been validated] 1 
continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin to 
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals. 
We are fortunate to have him on our side. More than thanks are truly in order. 

Recards. 

SENSITIVE BUT UNCLASSIFIED 

OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

[ llTD) (CON) 
Mnnrtav NnuPrnhPrOI OOOA 5:09 PM 

JlTD) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI); THOMAS, 
); OLiFFqBUJdl£U^£LiIIDli£Qll 

I I(ITD)(FB[ 

LXDlifBI); 

ioi 
Kb: Visit OL J VICWria Mflilflfi, AUSfi-alia 

](IIU)(I-BI) 

r j l TD) (FBU 

l(IT 

r 
"(ITD) (FB|[ 

IIP) e 

UNCLASSIFIED 
NON-RECORD 

b7C 

The meeting with[ Jvill take place in the Secure Conference Room, not the Main Conference Room. 

Original Messaae-
Froml ](ITD) (FBI) 
Sent: Monday, November 01, 2004 4:57 PM 

Ccf 
TO- DICLEMENTE. ANTHONY P. (TTD^ rPBT̂ : THOMAS. MARCUS C. flTD^ (FBI): CLIFFORD MICHAEL CTTD̂  (FRT̂  

In-DUFBii lfTTn>^rFRn^ TTD¥CON):r 

pi[ 
Qiimniv 

Jcrro) (FBI)] 
I rrrm (pm\ 

T ^ 
JITD) (FBI)l 

/iii}wt^Rnr 

X 
(29) 



Subject: Visit ol K/ictoria Police, Australia 

UNCLASSIFIED 
NON-RECORD 

Tnf t hg \ / i r t n r i an Pnlir ia T 

Unit for the Victonan Police Ethical Standards Department, The ITD will provide a general 
overview of telecommunications and data intercept matters in support of Criminal Law 
Enforcement. 

Tomorrow's briefing will be in "round table" format, Sam to 1pm, Main Conf. Room. 

Lvill be the host. 

Tony Diclemente will handle the DES (DITU) discussion or provide representation, 

[/ill handle the ESTS brief, including the ATU discussion. 

[ 
[ 

]will handle the TICTU discussion and DCS-6000/3000 demo. 

Iwill handle the EIMO (EDMS) discussion and demo. 

] please reserve the Main Conf. Room. 

will be at HQ in the morning. 

Mi,!,i!.Lam atiiiuuii Chief 
Electronic Surveillance Technology Section 
Investigative Technology Division 
Quantico. Virginia 

UNCLASSIFIED 

UNCLASSIFIED 

X (30) 



1 
_-—#^^Fr 

(OTD) (Fl Bl) 

From: 1 hTDHFBh 
Sent: Monda y, Nov ember 01, 2004 4:57 PM 
To: DICLE MENT E, ANTHONY P. (ITD) (FBI); THOMAS, MARCUS C. (ITD) (FBI); CLIFFORD, 

Mir.H/! iFi in •m /FBI) 
Cc: 

(Cnny \ , 
IfiTDUFBDj J(ITD)(FBUJ klD) 

ilTDfrral IdliiiEBn;! L 
, flTDI ( =M. _ ĥTDVP6hl Vimirm j 
1 JrUTTFBITl riTD) (CON); f 

(ITD) ( 'ML. 
Subject: Visit o; 1 Victoria PoWce, Australia 

h 6 

4 NCLi \SSIFIED 
NON-RECOR D 

1 l'̂  ftheVlcto ri^nf Police 1 I 
Unit 

for the Victc )nai T Po lice Ethics i lSta ndards Department. The ITD will provide a general overview of 
telecommu nica tion s and date 1 intei 'cept matters in support of Criminal Law Enforcement. 

Tomorrow s b riefi ng will be ! in "i 'ound table" format 9am to 1 pm, Main Conf. Room. 

A/ill t De the hos t. 

Tony Dicier nen te w ill handle theO ES (DITU) discussion or provide representation. 

1 Uil landle the EST S brief, including the ATU discussion. 

wil har idle the Tl CTU discussion and DCS-6000/3000 demo. 

will handle the EIMO (EDMS) discussion and demo. 

1 lp lea; se r€ jserve the Main Conf. Room. 

1 
1 will be at HC 

1 
Int ̂ le m orning. 

1 
Assistant Sectlor 

1 
iChic >f 

Electronic Surve lianc< i Tech nology Section 
Investigative Tec .hnolc gyDi\ nsion 

703] 1 

UNCLASSIFI ED 

skj-^T 
X (31) y \ 

file:///SSIFIED


• \ • 
s< snt: Thu rsday, August 05, 2004 11:45 AM R^pRFT-

T< >'l ICUD) (FBI) \ 
S I jojecc: kfc: bUijU Orientation ^ 

Ul MCLASS ilFIED 
N( 3N-REC ORD f -

b b 
b:'c 

1. n̂  gliio t hat you can participate. The only thing you would need is the presentation on media, we will have a 
la ptop set-up. Do you l<now who will come with you so that 1 can add them to the visitor list? 1 will alert the CSOC 
th at the sy stems will be used for demonstration that afternoon. 

r 
El 
5< 

eqtmnir, 
4 

1 
^UOiSJIance Operations Support Office (EOSO) 

-—Or •]aif}ai Messanp-— 
From 1 IriTDUFBn 
Sent: Thursday. August 05. 2004 8:53 AM 
To:[_, \<YTO) fCON^ 
Subje c t : RE: EOSO Orientation 

UNCL ASSIFIED 
NON- RECORD 

mi! s should not be a problem. Since the first part of the presentation is usually lecture and the second part 
demo istration, 1 believe it best if the first part be given for both programs, followed by demos of the collection 
platfoi ms. 1 will most likely be involved (power point presentation) with additional individuals from both 
progr? ims showing the equipment. Do you need us to bring anything? 

] 
—Orioinal Messanp 

Fi •omj |(ITD)(CON) 
Si snt: 1 UfiSaaV, Auaust UJ, 20U4 J: Jb PM 

JQ 3d l^n-DUFRri ifrrouFBTl ITTTDUFBTV. 

L lOTDUFBn:! i rTDUFBHl InTDUFBn 

"T-i ir iTDUCONII r U D I fCON>:l KUDUFBIV. 

1, [TTr!)fFBni riTDUCON) 

T^ ubject: EOSO Orientation 

u NCLASSIFIED 
N ON-RECORO 

0 ur next new employee orientation is quickly approaching. Your involvement in the past has been an 

^ (33) mmZ 



1 1 
impc rtant factor to the o\ reran success of the or entation a i lo l hope that your schedule will allow you to 
parti cipate agai n. The te chnology manager por tion of the program is scheduled on Wednesday, 25 
Augi jst from 1 -.A 15-2:45 a nd 3:00 to 4:00 (a shon t break scheduled between sessions). Please let me know 
if yo } (or a desi gnated al ternate) would be avail able as noted below. Thanks in advance. 

1:45 -2:15 J2i •ifi.'Hnnn lb 2 
2:15 -2:45 L 1 b^E 
2:45 -3:00 Br eak 
3:00 - 3:30 D( :S5000 
3:30 -4:00 D( :S6000 h 6 

1 r a s done this for us p reviously. Please contact me at your convenience to 
•-01551 

1 
J55. inanK s again! 

klec. dihancQ C )p6rations Support Offi ce (EOSO) 
540-

UNC LASSIFIEI 3 

UNCLA: iSIFIED 

UNCLASSIF lED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

^ ^ 

X (34) 



^ts^j ^ 
UNCLASSl FIED ^ > ' ^ -
NON-REC( 3RD 

HPJ I 
4——J 
PieasSn 

stibute this information to the field 1- for DCSP distribution. Thanks. 

1 m 
Supervisory f Special Agent '1' 
TelecommL inications Intercept and *-' '-

7n:̂ J 
:edljioiogy Unit (TICTU) 

Oriaina Messaoe— 
Froni[ \rD) fFBI1 
Sent: Thur sdav, July 08. 2004 9:50 AM 
ToJ _jrrD^ fFBD 
Subjectl pstallation Instructions for Voicebox Fixed Site Systems 

UNCLASSl FIED 
NON-RECC )RD 

Due to the ( Certification & Accreditation of the Voicebox System, its mandated that all VoiceBox workstations have 

software. ThI Software should be installed as soon as possible. When completed you 
must email Jo inform him that virus scan is installed and running. 

(SJ YourVoieef ̂ x sy.<*tpm must have a nnnnpptinn tn thp n p R nptwnrk Thic ^i-.nnp'~tinn will a l h w yoiir gygtom tn 
connect to t he DCS 3000 Web pageontM Jmachine. The Web page contains down loads foil | 

1 
connection will also allow t h ^ |oftware to update automatically. 

If you have questions please contact: ;n-̂  i 

1 JTOSL L b6 

|703| 1 ib7E 

1 1 if you could send this to Jason Hiney to request that the DCSP personnel in the field could preform this task. 

Thank you 

UNCLASSl FIED 

UNCLASSl FIED 

X ,... sk^RET 
(36) ^^.^^ 



S™ET 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

r n(ITD)(FBI) 
^ 0 Wednesday, July 07, 2004 4:44 PM 

I _ l̂ 'Tm (COLO— 

[ 
lEEX 

TTTTD) (FBIT 

Kichmond iripu 
L. (ITD)(CON);[ 

HJUL04 ' 

(ITD) (CON);| 
ILlIDlI£fil£ 

jrnnrw 
] (ITD) (CON) 

l(ITD) 

h6 

UNCLASSIFIED 
NON-RECORD 

All, 

and myself are scheduled for an equipt install of the DCS-3000 One Way Push in Richnnond on 08JLIL04. I plan 
on returning to the office 09JUL04. 

Later, 
-c 

UNCLASSIFIED 

X 
ET 

(37) 



From: 
Sent: 
To: 

Cc: 

Subject: 

JOTD) (FBI) 

L JlTD) (FBI) 
Th.,rsrjav .hm^. 17 7004 fi?n PM 

I I (ITD) (FBI) 
^PR|^ 

(ITD) (CON) 
Visit to DEA 

]lTD) (FB1)[ 

D) (FBI);[. ]TD) 

](ITD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

We are scheduled to meet with DEA on June 24, 2004 at ?nn mmp fiovihig ring tri iiinrhPAn\ to receive a 
brief/demonstration of the Pen-Link system used by DEA.I ~Fill host us at the visit. This visit 
will give members of TICTL) to see different technology as it relates to the DCS-3000. | ^ very flexible if we are a little 
late. We are expecting the brief to last about 60 minutes. ^~~^ 

he 

Please a dvise if y ou have a con Flict. 

Please p ut on yoL r calendars. 

Thanks, 

please r eserve the Min i Van for this travel. 

UNCLAS »SIFIED 

1 —liOTD) (FBI) 

From: in t'̂  D) (FBI) 
Sent: Tue sdav. June 15. 2004 7:5 4 AM 
To: rz iriTn^ 1 FRhl Vm fFsnl iTn^ 

r ^ 1 , tn\ /CON);| J T D ) (COli 1 
1 IMTDUFBh 

Subject: FW 
b^ 

m\ iii 
b ' 

y ibfl 
^TT^rsp 1 ^s j 

Visio-Sit e42j C J 1 .b2 

1 1 >0504... Requirement... 0S0{)04,xls(...' fc.TE 

1 1 UNCU VSSIFIED 
NON-RE CORD 

Just a quick heads up - since this seems like a lot has to happen in a short period of time • 
such as -determine what size system, and get it there etc... 

X 
(38) 

ET 



1 1 ^.^^•""""^^K^ u ̂1 
—CMflioaL Messaae 
From tP X) (FBI) 

=iv. iiinp if^ f/inm w P^ PM 
To:! fm ̂  fFRTVl tm) (FBI) 
Cc| • rTJTTTTnh n-l fTD^ fCON^l (PX) (FBI) 

1 1 
ti,-'. 

fc'7C 
UNCLASSIF lED fe7E 
NON-RECO RO 

last November, with input from ERF, the TTAs subr nitted a proposed 
monitoring p lant which included all the requirements. Nothing happened until a couple of w€ jeks ago. We were then 
advised our proposal was not po ssible and we had to substantially reduce our horizons. 

T i E the Phoenix F 'OC for technical needs concerning DCS matters. 1 know y ou have frequent contact 
with hei _jShe is the best. 

1 1 you will liave to put up with r ne on the RedWolf stuff and 1 of co urse. 

Please let|_ jl know of an / possible problems or for any additional info you need. We don't have space for any 
of our Intern et Intercepts at the c )ffsite. So we won't have to address that matter The monit oring plant will be a remote 
from the Phc jenix HQ office. Th< 3 DCS might be another matter, beyond me.j ĵ as ide as. 

The RMS's i are as follows: 
#088425 CMP Buildout 
#088429 DCS 3000 
#088430| 

Hope to hea rfrom you soon! 

1 
Phoenix 

"1 
60^ "1 

UNCLASSIF -lED 

UN CLASSIFIED 

^ (39) Si ̂ e ^ ! ^ 



• • 

SEpl̂ T 
|(OTD) (FBI) 

From: 1 lfWF^/CON\ 
Sent: ThurcHau Ma« 97 9nn4 i i n n PM 

To: 1 InxmrpRh 
Co: 1 l iA /P \ / cnn-1 — rWF\ rnnNiM — L v,ic. 

1 livvurcoid ^ W F ) (CON)I rrm 
fFRIVI hfrtWFRlv| 
(ITr?)fFBI, inJi iFHii ' 

- I — Urn {tM _ 
-\ l/iTn\ /n?TOl 

H 
J ItlOWFBOl rn\ c £an:l , IriTTTF FRfV , 
1 iTDHFBil |lTD) {CON| [TD) 

(FBI (CG) (CON) 
Subject: 

SECRET 
RECORD 66F-I-1Q-A1397794 

1 n 
I don't have an electronic copy of the EC, but 66F-HQ-A1397794 dated 1/20/2004 

I;;?8f5)irects all ADICS/SACS to ensure that all toll and pen register records collected through FISA Court Orders in 
Counterterrorism cases are loaded in Telephone Application" Due to the issues described in my document. WFO cannot 
complvwith this directive for targets which we are usind ^ Systems for the intercept. We currently have 20 

I lystems and several of them are being used7or CT cases. 

• lb2 

fc 7 C 
L7ii 

—Original Message—-
From;! 
S«»^»rTh i f t^a» May 11 

To 
Ccl 

I iiTD)?F§nT 
fFRT^ L 

ML 

J (ITD) (FBI) 
004 7:35 A M . 
WF) fCQN^J 
IXTBI 

(FBI) 
Subject: TA Issues (WFO) 

UNCLASSIFIED 
NON-RECORD 

?IU)(LUNj[ 

• l ) l 
F) (FBI) 

MaZLOAU 
} T D ) (FBI)l 

IfTTD^ rrONJ 
r r n ^ / F R T ^ 

ICTTD)" 

Thanx for the write up regarding the software/reporting issues. 
b2 
fo7; 

Js being phased out and replaced witlilbaJRedWolf System, with WFO scheduled to receive As you knowj 
their system fcl6LV LW.'As such, no software changes to thel [aseline are projected, with all efforts being directed 
towards improving the RedWolf product and migrating to the tisur Database Management System (EDMS) which will 
manage many of the front end reporting and statistical requirements. There are also efforts underway which will utilize 
the DCS-3000 as part of a FISA/CALEA based intercept solution. The DCS-3000 can also provide access to some of 
the TA related information. 

However, just to be sure that we haven't overlooked anything, please provide the following: 

i (40) 
ET 



J stand-alone appiicatton provides and are deemed to be 1- Examples of the different reports whicli 
relevant. We will use these to determine tne tormat required for the different reports to be provided under the solution. 

2-1 understand that some of the information required for Telephone Apps is a result of a new requirement. Please 
provide copies or reference to the EC or other directive which mandated these requirements, so we can use these to 
justify additional funding for any software modification requirements. • 

RMS 087102, 087103, 087104, 087105 - remain open, pending determination as to which solution will be used for 
each of the valid TA requirements. 

b o 

(Tof 

UNCLASSIFIED 

ent 

SECRET 

fpTD)(FBl) 

From: 
Sent: 
To: 
Cc; 

Subject: 

UNCLASSIFIED 
NON-RECORD 

I tlTD)(CON):[ 
TA Issues (WFO) 

luQL 

JTD) (pfei) 

b2 
b6 
b7C 
b7S 

Thanx for the write up regarding the software/reporting issues. 

As you knowl lis being phased out and replacedjMiUi the RedWolf System, with WFO scheduled to receive their 
system late CY 04. As such, no software changes to thai baseline are projected, with all efforts being directed towards 
improving the RedWolf product and migrating to the Elsur Database Management System (EDMS) which will manage 
many of the front end reporting and statistical requirements. There are also efforts underway which will utilize the DCS-
3000 as part of a FISA/CALEA based intercept solution. The DCS-3000 can also provide access to some of the TA related 
information. 

However, just to be sure that we haven't overlooked anything, please provide the following: 

1- Examples of the different reports which| btand-alone application provides and are deemed to be relevant. 
We will use these to determine the format required tor tne different reports to be provided under the solution. 

2-1 understand that some of the information required for Telephone Apps is a result of a new requirement. Please provide 
copies or reference to the EC or other directive which mandated these requirements, so we can use these to justify 
additional funding for any software modification requirements. 

RMS 087102, 087103, 087104, 087105 - remain open, pending determination as to which si will be used for each of 

> - (41) 



• • 

the valid TA requirement s ^ ^ ^ 2 ^ ^ ^ 

Vn3i| 1 

UNCLASSIFIED 

1 OTD) (FBI) b o 

From: 1 KFR) ir.nn) 

Sent: 
To: 1 , lER)fFBnl ER)fFBn:l 1 

1 i^k) (i=m\ kTTFRl lFR^ (PM \ 
\ rRTTFnn I^FRWFR l);l l(ER)(FBI); 
1 î FR^ ir.nf^\ 

Cc: 1 ER) (FBl)| J R ) (CON) 
Subject: RE: Schedule Mtg w/Raytheon (DCJs-SOOO/SOOfl) 

UNCLASSIFIED 
NON-RECORD 

1 balled and a isked for a list of any technical topics that may be discussed at the meeting so he can have his 
Toll?S"pf5p3fe answers w aste less time. Recommend items/issues be forwarded t o | ^ 1 

1 1 also asked vt /hether 1) it'd be possible to discuss the wide band microphone > (ji^finition issue and 2̂  provide the 
1 lemo/u&A d The demo can be done before or after the meeting. T llesae advisd ~ i f you're 
"-STSnSBlSTJniVed nesday 

-• b2 
b6 

:i 

From:l IER^ (FBI) 
Sent: Monday, May 10, 2004 9:^n AM 

^°1 1 IfER^ rFBIV.1 feR^ rFRr^l ER)(FBI);| , 1 
1 rFpirpRTvJ IfER^ fFBIV.1 pR> (CO Hj tERl ' 
VRTJ ^m)im)-\ [ER)(COm 

Subject: RE: Sched ule Mtg w/Raytheon (DCS-3000/5000) 

UNCLASSIFIED 
NON-RECORD 

All, 

Raytheon will be her e this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated. 

thnx, 1 
-ca 

1 1 S E C R E T ^ - - ^ ^ 

y*^ , 1 
(42) 



-5te?E3^ nrjninal Mp«;«;anP 
Fromj [ER) (FBI) " 
Sent: Ihursdav. April U. lUW 1:14 PM _ _ - _ _ _ _ _ ^ _ ^ _ ,-
Tnl _ iFRUFRnI I^PR^rFRTVl lFR^ ^PRTVI 

-:RWFRTVI IrFRUFBT-J Î ER) ( C 0 N | 

BI)| tER) (FBll IfER^ (CON) 
Subject: bchedul^ Mt^ w/R^ytheon (DCS-3000/5000) 

UNCLASSIFIED 
NON-RECORD 

All: You are cordially invited to attend a meeting not yet detennined. 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 

Last Wednesday, I spoke witll Ifrom Raytheon, and discussed the need to develop a sound, 
reliable solution to correlate the CDC/CCC data for the Red Wolf and the DCS-300QJ III not be available next 
week, but the fotlowing week appears to be open. What day and time is best for each of you during the week of 
May 3-7? Please send me your requests and make sure that you include more than one choice. I will coordinate 
what works best for the majority. Thanks so much. 

PS I "Informed me thai lave made the decision to begin developing "A Time 
Based Correlation" for now. I don't have any details about how this algorithm is actually calculated. We can 
definitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is 
what we need to discuss. Please ponder on this. Thanks. 

Later, 
-c 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(43) 



OTD) (FBI) ^ k 

From: 1 N R ) (FBI) 
Sent: • MAA l̂Aw M^wll l ')ni\AL.-in CM . , 
To: J . ^R^fFRI^| tpRWPBI); ! I 

J FP^ fPRII Em fFBll tR^ ^pb i rT^ _, H 
_JR) (FBI); 

1 p. (ER) (CON) 
Subject: Kb: ychedule Mtg w/kaytheon (L)CS-3000/500U) 

UNCLASSIFIED 
NON-RECORD 

All, 

Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby OR. You attendance is appreciated. 

thnx, 
-ca 

-OfininnI Mf^vinp-
Froml JER) (FBI) 

> 2004 L-.U 
1(ER)(FBlf 

Sent: Thursday, April 22, 2004 I - I 4 P M 

(FBIL JR) (FBI);L 
IER) (FBI 

TER) (Fsnr 

Subject: Schedule Mtg w/Raytheon (DCS-3000/50G0) 
jTERHCOfT 

(ER) (CON) 
1R̂  ^™f 

Jm" bf-: 

UNCLASSIFIED 
NON-RECORD 

All: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 

Last Wednesday, I spoke witi£ J from Raytheon, and discussed the neejUaJevelop a sound, 
ata for the RedWolf and the DCS-3000| kill not be available next reliable solution to correlate theCucTCcci 

week, but the following week appears to be open. What day and time is best for eacn of you during the week of May 3-
7? Please send me your requests and make sure that you include more than one choice. I will coordinate what works 
best for the majority. Thanks so much. 

s| I informed me that[ 
ColltilclUUII lUI ')ow. I don't have ar I ave made the decision to begin developing "A Time Based P: 

ColltilclUUII lUI 1)ow. I don't have any details about now this algorithm is actually calculated. We can definitely get more 
specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss. 

X 
(44) ,^_,—g^g^rr 



SENSITIVE BUT UNCLASSIFIED 

T 

[ 

SENSITIVE BUT UNCLASSIFIED 

|(OTDWFBn 

From: 
Sent: 
To: 
Subject: 

c 
I ER) (FBI) 

](ER){FB1) 

RE: Schedule Mtg w/Raytheon (DCS-3000/5000) 

UNCLASSIFIED 
NON-RECORD 

L6 

Thanks. 
MJ 

Original Messaqe-
From^ 
Sent: Thursday, April 22, 2004 1 : 1 4 ^ 

1 (ER) (FBI): To;r 
izzt :R) (FBi)i 

]{ER)(FBI) 

|R) (FBI)l 
Km (KDT 

llRliFBl), 

(FBI)[ , . . 
Subject: Schedule Mtg wyRaytheon (DCS-3000/5000) 

., JbRj (LON)| 
JER) (CON) 

I f,-n\ /r-r.TN 

WT 

UNCLASSIFIED 
NON-RECORD 

Ail: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject; Develop capability to correlate CCC/CDC data for DCS-3000/5000 

fcb 
b7C 

"jrom RaythfiQIl_afl£Ldiscussed the need to develop a sound, 
rata for thel "knd the DCS-3000^Jwill not be availab 
open. What day and time is best for each of you during the we 

Last Wednesday, I spoke witt\ 
reliable solution to correlate ttfe LUUULU 'a3ta for thel fend the DCS-3000| Jwill not be available next 
week, but the following week appears to be open. What day and time is best for each of you during the week of May 3-
7? Please send me your requests and make sure that you include more than one choice. I will coordinate what works 
best for the majority. Thanks so much. 

PS 
Con m ^

have made the decision to begin developing "A Time Based 
:h 

[informed me thal| 
laiiud lUI now. I don't have any aetaiis apout now^his algorithm is actually calculated. We can definitely get more 

specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss. 
Please ponder on this. Thanks. 

X (47) 



Later, 
^ s ^ f i t e ^ 

UNCLASSIFIED 

UNCLASSIFIED 

TTD) (FBI) 
)b6 

From: 
Sent: 
To: 

Subject: 

^(ER) {FBI) 
ik.Tc^^., flor.i'J'J 'Jiift^ 1:14 PM 

:R) ( F B I ) | — : lEBKFBOrr 
I JFRUFTm. 

Schedule Mig w/Raytheon (L)CS-3000/5000) 
IbK) ((JUN) 
DC 

? 
?RyWi); 

UNCLASSIFIED 
NON-RECORD 

All: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When; May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 

Last Wednesday, I spoke with| |from RaytheQQjQri discussed the needJailevelop a sound, 
reliable solution to correlate theCDCTCCCaata for the| ^ n d the DCS-SOOCT V\\\ not be available next week, 
but the following week appears to be open. What day and time is best for each of you during the week of May 3-7? Please 
send me your requests and make sure that you include more than one choice. I will coordinate what works best for the 
majority. Thanks so much. 

Iinformed me thai 
ow. I don't have a 

pve made the decision to begin developing "A Time Based 
any aetaiis aoou: now tnis algorithm is actually calculated. We can definitely get more 

PS^ 
Corfeiaiion 
Specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss. 
Please ponder on this. Thanks. 

Later, 
-c 

UNCLASSIFIED 

X (48) 



From: 
Sent: 
To: 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

3TD) (FBI) 

[ ] 0 T D ) (CON) 
UJ^/Jnocrlaw /Wnhpr 'n^ 7nf^fi 1 7 1 1 PM 

hr^-rrw /coiJ^ 

TcnnyCZ. 
imn\ ^CRivi 

IfQTDHFBl);! ~ . 

iMMl !1Q]1 

FW:' immediate action required! 

High 

] tUIU)(hBI) 
1 (01 D)(CON)[ 

frrnvcnNVL 
Infm (CONvl 

]lUIU) J 

Read 
Flagged 

UNCLASSIFIED 
NON-RECORD 

Please see I | e-mail below. Thanks. 

uiu/bbibyiicTTr 
] 

^OTD) (FBI) 
T!:I 

—Original Message— 
From: | 
Sent: ' W^dn^^y, October 04, Mi ll:02 AM 
To: I JD) (CON) 
Subject: IrVimediate action required! 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

lb 6 
b7r-

please forward to the Unit. 

All, 

In an effort to answer a FOIA request, I am requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 30QQlaB£LI)CS3000" 
(variations of the same term). If a document or e-mail is located print it and bring the hard copy to pr compilation. 

I need this accomplished ASAP. If there is a negative response -1 need that also. 

ALL IFFOEimTIOH COIJTAIIiIED 1 
HEEEIF IS TJNCLAS3IFIED 
DATE 06-08-2007 BY 65179 Dlffi/TAM/KSR/.JB 



)TD) (FBI) 

From: I ^D^ (FBI) 
Sent: TuftsHav Rftnternhpr 19, 2006,?^? PM 
To: 
Cc: 
Subject: DCS3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ler 19, 2006,7 *>7 tfM • 
I x f fD l lFB l . J(OTD)(CON 

i{mn\ iPRWl 7?rrn\ (FBI) 

Attached is a quick slide for the DCS3000. Do you think a graphic would be better than listing all the application 
names? 

ALL INFDRHATIOIJ" COJITAirOED 
DCS3000.ppt (211 HEREIN 13 TOICLASSIFIED 

'^^^ DATE 06-13-2007 BY 6-5179 cMl/ksr/idk 

SENSITIVE BUT UNCLASSIFIED 

I "HlOTD) (FBI) 

From: I tOTD) (FBI) 
Sent: Frlriav S^ntPrnhPr is OOOf^ 4:30 PM 
To: I I lOTD) (FBI) . . j . 
Cc: l|—I bTD)(CON)| |)TD) (CON);L 

1 l(OTD) (FBI) 
Subject: nUCS-SOOO Wkly HiLites (9/11/06 - 9/15/06) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Accomplishments • 

fc2 
he 
t 7 C 



"^nntracts/Arimin • 
b " E 

• tttorts continue to bnng in additional resources. 

Leave/Travel -

shall be on AL from 9/25/06 - 9/29/06. 
] are performing the RW Security Upgrade at HN (9/21/06 - 9/27/06). 

SENSITIVE BUT UNCLASSIFIED 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

^OTD) (FBI) 
r 11, 2006 8:20 AM 
OTD) (FBI) 
J(OTD) (FBI 

DC5-5M0 Wkly HILItes (9/5/06 - Q/sTCSy ^ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] (OTD) (CON) 

b 2 
fo6 
fc7C 
b T E 

Accomplishments 

Development-

Filed Support/Logistics • 



Cootcacts/Mmia. 

• Efforts continue to bring in additional resources. 

Leave -
|s out on mediae! leave (9/11/06 - 9/13/06). 

lb 2 
he 

hll 

SENSITIVE BUT UNCLASSIFIED 

IF rO) (FBI) 

From: 1 |{OTD) (FBI) 
Sent: T,,P«Hflw Aiinii^fW 5!inKHn«AM 
To: 1 roTD,)ff;nNi , loTDumNvr 1 pnrnnnoNvi rTrrm/FRni ,1 inTn\ fFRhl 1 «^TV)\ rFRhi i /nrn^ t^ Bl)| 1 1 iCtTTW fFRIV1 lnTn> (C.CtH\ 
Co: , IE. (OTD̂  fcoNi IAOI (com-

Subject: FWl lemote Access/Maintenance Enhancement Request 

SECRET 
fc6 
h7t 

RECORD 268-HQ-1045581 

fyi 

—-Original Message-
From: 
Sent: 
To: 
Subject: 

'p^i::. ] (CO) (FBI) 
MnnH;,» A.inMCf7« ?nnfi 5:29 PM 

I _ ^ H f O T D ^ (FBI) 
REI lemote Access/Maintenance Enhancement Request 

SECRET 
RECORD 268-HQ-1045581 

I think it is a great tool for remote access. Currently being utilized by others with great success. Full support from here. 
Thanks, 



Tec 
803 
803 

uaicaL^duisor, Columbia Division 
3ffice) 
:ellular) 

Original Messaqe--
From: I 
Sent: Mnnrlav 

KOTD) (FBI) 
S E E D o o e 4:47 m_ 

f̂t"^ (FBI) f^ 

S l i ^Mvwrfwiff 

, IM (FRî f 

b 6 

iHNllFgnl "I^BH^ fFBI^ 1(QTi?) frBi); 

(MWUFBUl 
(RHVfFBIir 

TTwm i nm£ 
JfMP^ fFBIVI ISn fFBIII 

m Tsirpc 
l(BF)(FBi)I 

•.0)(FBI); 
miML 

I 

J(OTD)(pir 
pK) (FBDf Subject: RW Remote Access/Maintenance Enliancement Kequest 

RECORD 268-HQ-1045581 

I fCOHFBI l ^~^ 
I (Ho!) (cdn) 
l lNK) (FBI); 

MmJfBiyi 

l(MO) (FBI) 
10^ 

l(NO)(FBi)L 
r F B I ) ; ^ _ 

lEEEsiJ 
HnESE 

LOQIFBI); 
JPX) 

JBA) (FBI); 

b2 

b7e 
lb 71̂  

Greetings, 

In an effort to improve the remote access/remote maintenance capabilities of the RW systpm thp nn.ĝ -.gjnnp Pmnram 
Office wishes to get "Buy-in" from the field. We're currently evaluating software applicationsj K{ \ 
I |We would like to integrate the application software into the Windows boxes, such as: TIU,TAb, 
W 1̂ We would like to integrate the application software into the Windows boxes, such as: 

inDB, and MW. f he application would be controlled and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then 1 want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
and thanks for your time. 

Peace Out, 
-ca 
703j 

e Investigations 

qations 



• • 

l(OTD) (FBI) 

From: 1 |(OTD)(FBI) 
Sent: ^ ^ ^ ^ ^ ^ ^ • n ^ ? 3 T ; R ' V J i M i i ^ K : M i T i r 4 : 9 i ) i ^ A ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ B H H i H ^ ^ ^ ^ ^ ^ ^ H 
To: 1 I f O T D V C O N I r O T O y C O N ) ; ! | 

I l(^Tr)W<^ONVl l /nTr^ \ rPRh| | 
fOTDUFBhi , IfOTDWFBhl |OTD) (FBI)l ] 

1 KnTnwFRiv i l / r )T0WCON\ ' ' 
Cc: IfOTDWCONl |(AQ)(CON);| | 

i , „ , „ „ . J f O T D H F B h 1 ' 
Subject: FWj Femote Access/Maintenance Enhancement Request 

SECRET 
.b-7C 

RECORD 268- HQ-1045581 

fyi 
Original Mess a a e — 

From; 1 1 (DL) (FBI) 
Sent: ^iiiiiiiii \'m III III iPi ii|i|i| 1 I f U J i i ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ B ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ B 
To: 1 l ^ r m rFBT̂  
Subject: RE:I Remote Access/Maintenance Enhancement Request 

SECffET 
RECORD 268 -HQ-1045581 

1 think RMATS , over a secure link will be just finej | 

Original 
From: 1 |(OTD)(FBn . , 
Sent: Monday, Auqust 58, 5006 3:47 PM "̂  -
To: 1 kouFBn;! iHN^fFRni lrRH^rFRn^ InxnwFRTv « -

1 rNYWF&H ' ' ' lpf;UFRnl hFWPPtvl 1 

1 IKCUFBIV.I irnnfFBi]! j rmrFRn i 1 m<:i 
fFBTII ^ inrPRTVl ISmfFBIM IfMMWFRrt 1 

1 ITRUFRTVl lf<;FUFBIV.I iriR^fFBTl | 
1 |SA)fFRTVl lr<;nrFRivi irwHUFRPl I 
nccyD) {FBi);| l(BS) (FBnj JEUEBIU b\A)(my 
1 • • InowFRnI ^wF^fFBn:l ifPHUFBi) . 

1 ISDUFSni I fCOUFBn:! lfIPUf=Bn:l l/WS (An^ 

1 1 fJK> ^FBD: 1 |fMO^ fFBIi 
Subject: RW Renrote Access/Maintenance Enhancement Request ,, 

SSQKef b 7 E 

RECORD 268-HQ-1045581 

Greetings 

In an effor t tn improve the rftmnte af.rf>Rcs/rpmntP main tpnsnrp rapahil i t ipc nf the R W gygtAm thg f irS-.t^nnn prnnrani 

Office wisi l es to get "Buy-in" from the field We're currently evaluating software aopl icat ioni l inci 1 

1 |iA/e would like to integrate the application software into the Windows boxes, such as: T I U . T M A ' 
VUIJ lUD, Jdl lU IVIVV. I'lie dpplJCdtiuii would be cuiilrulled and it would be used primarily to assist and expedite 
troublesho oting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then 1 want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 

s 



(FBi)C 
(MW) (FB I ) ! 

I K H rpRLI; [ 
fLV> fFBIVl 

L I f rvDi rFRTi 
tA) (FBI)f 
»Vi 

J^G) (FBI), 

_j (MP) (Fgiii 
p i fFBlVCT 

kOiFBI)^ 
bngsn: 

IfSn (FBIl:! 

1(KX) (Far r , Ijg^ 

] (SF) (FBI);L 

•l "^ ^P»TVI 
"""^"^'^" ' f 

- I (SF) 0 

m-.i—-
^BFUFBIVr 

]fCI)(FBn:[ 

fFBIllC 

^^SDUF^IV.T 
-|(FBI) 

_J0TD)(Q 
3(JK) (FBI)f 

jm(FB i )3 
JO-irm fpBTi- r 

JmilFBDl 
T(HO) 
JINK) (FBI);| 

LIFBDI ^ 
1 (HO) (CON)i 

rwn rFBiil 

__riR) (Fa 
I3;s2iFBii 
fFBIll 

-ib6 
bTC 

i 

I (MO) (FBI 

J rim fFBiv.[ 
INO) (FBI)I 

: 
Ml fFBIV, 

EiuFBI); 

> ) (FBlt 

IFBI); 
1(PX) 

3BA)(F6I); 

Subject: RW Remote Access/Maintenance Enhancement Request 

SECRET 
RECORD 268-HQ-1045581 

Greetings, 

b 2 
fcb 

b 7 E 

In an effort to improve the remote access/remote maintenance capabilities of the RW gygtom thp nnR-sryin Prnnram 
nffirp wishes tn OPJ "Buy-in" from the field. We're currently evaluating software aPDiicationJ lindl I 

I |We would like to integrate the application software into the Windows boxes, such as: TIL), FAS, 
WinUB. and MW. 'he application would be controlled and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then I want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
and thanks for your time. 

Peace Out, 
-ca 
703^ 

G-3 FBI Classification Guide G-3. dated 1/97, Foreign CounterlnteltiQ»"''fl ifiypg^'^atu^ac-



From: 
Sent: 
To: 
Cc: 

Subject: 

](OTD)(FBI) 

I ]0TD) (FBI) 
Wednesday. August 23, 2006 10:55 AM 

liQIDiiEaUL 

((5TD) (rsi) 
USCG DCS 

ICTnTTFSif J0TD)(FB1);[ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

J t the USCG a copy of the DCS3000 install software. They are pursuing an intercept on a 
All, 

I sent [ 
target ^ ^ _ ^ ^ 
and require the DCS 3000 software suite to accomplish this. She is being assisted bvl ~Tof the DBA on networking 
issues.L " '"̂  " ' - - • - ' - • - ^ - . • - . - . •___. 
are both 

Suire the _ . _ _ 

I has used the DCS with this carrier before and I hope will be assiting her in configuration since they 
th out of Miami. 

C=I 
SENSITIVE BUT UNCLASSIFIED 

1(0TD) (FBI) 

From: 
Sent: 
To: 
Subject: 

?12 
](OTD) (FBI) 

TiiPRriav AiiniL^t?? 2006 9:44 AM 

FW: GALEA Numbers 
TD) (FBI) 

RECORD 315 

—Original Message— 
From: I 
Sent: TjMSSisUuqe 22, 2006 3:35 PM 
To: ' •̂ '̂ T'"^ (FBI) 
Cc: I n(OTD)(FBI);| 
Subject: GALEA Numbers 

SPrgFT/ZMOPORW 

30TD) (FBI) 

]OTD) (FBI)[ ](OTD) (FBI) 

b2 
fob 
L7C 

RECORD 315 

Here are the GALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in CY 2006, and 2) lines intercepted in CY 2006. 

New Lines Added in CY 2006 



Lines Intercepted in CY 2006 

b2 
Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T-50 numbers will fc h 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 t'T^ 
numbers. b'E 

Multiple-Soafces 
DECLASStfTCTfndWrEXgMPTlQN 1 
SECRET//NOFORN 

DERIVEB-FRQM: MuitiDto-SoarCes^ 

gECRET/ZNOFORN 

loTD) (FBI) 

From: I I (OTD) (CON) 
Sent: FriHg» Ai.nnctiH onnR 11:41 AM 
To: I l(OTD) (FBI) 
Subject: RE: HQ Query 

UNCLASSIFIED 
NON-RECORD 

I ll returned the call to r ~ ~ ~ ^ ^ 1 i s question(s) centered around whether the Digital Collection project involved 
software/code development or equipment replacement/upgrade. I told him it was more of the latter - that we don't do ][-
development - although there is some development involved in the DCS-3000 albeit small compared to the rest of Digitaij. 
Collection. He asked about the^^^TEs requested in the FY08 budget enhancement and I told him that while those '{-
individuals would assist in gathering the requirements for the New (if required) system for the current (ending lifecycle) 
system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't come back to 
haunt. 

Right after I hung upj Icalled saying that our appeal of the FY08 enhancement ($11.035M anc(__JTEs) was 
approved by DOJ for forwarding to 0MB for approval. 

b ' 

Original Message 
=rom: CZZZZZloTD) (FBI) From: 
Sent: Thiir';riav. Anou'd-17. 2006 2:05 PM 
To: I I (OTD) (CON) 
Subject: T1?7TJ!Jefy~~~~~"̂  

UNCLASSIFIED b 
NON-RECORD 

spoke withi | Enterprise Requirements Unit, 202-324^^^egarding the DCS-5000 system. He asked 
a question if sortie original paperwork was available (I think it had something to do wjltjrequirements/conops). I told 
him you may be better able to provide answers due to your tenure here. Please call| |when you get a chance to 
clarify what he wants. Thanks. 



UNCLASSIFIED 

UNCLASSIFIED 

l o T D ) (FBI) 

From: 
Sent: 
To: 
Subject: 

Tuesday. AuQust 15̂  2006 1 1 : 2 ^ 

W. TICTU ETMU Monthly Report f Tfic 
TD) (FBI) ̂  

I (OTD) (FBI) 

30TD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

|run this through the project leads to make sure it is accurate and that nothing is "exaggerated" or out of place. 

I .̂ook over the DCS-3000 stuff for the same things. 

Let me know the validity of the report, 

IZZI 

b7t 

5S/\_ 
Chief, Telecommunications Intercept & Collection Technology Unit 

70. 
20; 3 — h 

4 U 
6\\ 

Original Message 
From: { 
Sent: 
To: _ t 
Cc: L 
Subject: 

]rD)(CON) 
TMfisdav.AUQii9tl5.2QQ6 11: ; f iAM 

' I " 

L5, 2006 11-IK AM 
iCSm (FBI)I .-
___l0TD)TFBnL 

TICTU ETMU Monthly Report 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI) 
(FBI) fc7C 

The attached report provides information related to the services provided by the ETMU staff in support of 
TICTU during July 2006. The data is compiled from our SOIL, CSOC, Facilities Engineering, and Logistical 
Engineering staff as well as the DCSP System Administrators and Analysts deployed around the country in 
support of TICTU fielded ELSUR collection systems. I hope you find this information valuable. 

TICTU Report-July 
06.doc (136 ... 

10 



• • 

1 ] 
1 1 
ELSUR Tech nology Management Unit (ETMU) 
Electronic S urveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
Phone: ; '0^ J 
Fax: 701 '1 r 

SENSITIVE E JUT UNCLASSIFIED 
to 6 
ib'/C 

SENSITIVE E tUT UNCLASSIFIED 

[oTD) (FBI) 

From: 1 bTD) (FBI) 
Sent: 
To: 1 IfOTDUFBIVl IfOTDUFBDj 1 

1 kJIU)(l-bl)| IUTQ)fFBI) 
Cc: 1 UOTD) (PB\)\ [OTDi (l-Sn 
Subject: Temnination Attempt Messages with MIN 

SENSITIVE E iUT UNCLASSIFIED 
NON-RECOF !D 

All, 
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement: 

[ _ l I 1 

cz ] L2 
lb 6 
b 7 C 

1 1 

SENSITIVE E JUT UNCLASSIFIED 

11 



• • 

(OTC )> (FBI) 

Fro m: 1 ISecD) (FBI) 
Ser I t : > |5n(JaYJvY^7,$0<?S 12:16 PM 
To: L IroTnucom 
Cc: 1 |[OTD)(CON);| |(OTD) (FBI):| | 

L lu iu)( i -y i i ' ••* ' ' 
Sut >ject: R E; Contingency plan information 

UN CLASSIFiEE 5 
NO N-RECORD 

h"IC 

1 1 
I neec i con t l i n g e r i c y p l a n r e s u l t s f o r t h e f o l l o w i n g s y s t e m s : 

Data < : o l l e c J t i o n S y s t e m 3000 
Dat :a C o l l e c t : i o n £ Systetr I 5000 

The ink y o u , 

1 1 
—Original ^ lessaqe-

From: 1 IfOTDUFBn 
Sent: Monday , Julv 17 , 2006 12:12 PM 
To: 1 
Cc: 1 hTD)(CON)i |(OTD)(CON);| lOTD) (FBI);! 1 

(0 TD) (FBI 
Subject: RE: Cor tingency plan information 

UNCLASSI FIED 
NON-RECC )RD 

Per our p honec ;on -|_ |is the ISSO for the systems in question. I'm sure he will 
be able tc > prov de an ything you need. Though 1 believe that he may be out of the office at least 
part of thi s wee k. 

lb 6 
b7C 

1 
Supervise iry En 

1 
ginee ring Technician 

ELSURT echnc Jlogy 1 \(1anagement Unit (ETMU) 
Electronic :Surv eillanc :e Technology Section (ESTS) 
Operatior lalTe chnolc jgy Division (OTD) 
ERF, Qu« antino YA 
Tel: (703 
Cell:(202 
Fax:(703 

—Orig inal Mes, sage— 

From: [ |(SecD)(FBI) 
Sent: Monday , July 17 , i M 6 11:26 AM 
TO: 1 tOTD) (FBI) 

12 



Subject: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

I I 
I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5O0O 

Thanks, 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

TtOTD) (FB') 

From: ' . f^Tr>} (FBI) 
Sent: Friday. July 14. 2006 2,02 PM 
To: I lOTHWCON^ 
Cc: I KOTD) (FBI) 
Subject: Kt: h-ermanent Keallocations for FY07 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I'll include the permanent transfer portion below on the EC and on your crosswalks, but the temporary piece will need to be 
requested separately during FY07...preferably, not in October. 

bb 

—Original Ĵ pfi'Sne-— , '^"'" 
From: I |(OTD){CON) 
Sent: W^t^^flav. JiilvTr'2006 2:52 PM 
To: 1 . ^ r » ^ ^ (FBI) 
Cc: I t>TD)(FBI) 
Subject: RE: Pennanent Reallocations for FY07 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The following are TICTU's transfer requests: 

Permanent Transfer: *More funds required for Software Maintenance rather than Equipment Maintenance. 
$4,145,253 
From 5-2515IC 
To 5-2520IC 

13 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCI JVf >SIFIED 
b b 

<^ >TD) (FBI) 

From: (OTD) (CON) 
22 PM 

To: I • • l(OTDUFBh;| .„,.. iQIDUtrfi l l l 1 

L J ' • L. | ,UIU)tLUNJ| | (UIU) (f-bJ); 

I 1 F )\U)(\-0\) ^ ^ ^ ^ ^ ^ 

Cc: 1 |(OTD ) (FBI) 
Subject: l-W: UIU AUaH AT (htorms ition Technology Research, Plans, Studies and Evaluations 

UNCLASSIFIED 
NON-RECORD 

Ali - Attached in the message below is the OIG's "final" list of documents they have not received concerning the DCS-
3000, DCS-5000, and DCS-6000. Please review your records and forward to me any documents you find. I will forward 
them to the OIG. 

— O r ginal Mp^ynp ,___ 

From: 1 ^INSD^ fFBD 
Sent: Friday, June 30, 2006 10:38 AM 
To: I JfOTD^ rCON^ 
Cc 1 fiSD) (FBI) 
Subjec t : 

UNCL ASS IFIED 
NON-REC ORD 

ib6 

Hello: 
1 just received an e-mail from the OIG regarding documents that were not received pertaining to Digital Collection. I know 
you are in the process of giving me additional documents. I am attaching the list of items, so that you could compare your 
list with the OIG. I will continue to collect the documents from the S: drive. 

DIGITAL 
LECnON.pdf (936 t 

Thank vnu 

Inspection Division 
Î RRU 

UNCLASSIFIED 

UNCLASSIFIED 

18 



I T D ) (FBI) 

From: 
Sent: 
To: 
Subject: 

TD) (FBI) 
2006 8:42 AM 

lOTD) (FBI) 
Wkly HiLites (9/5/06 - 9/8/06) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ 
Thanks for sending. If possible, please sent highlights by COB Friday so that you won't be in a rush to get it to me 

by Monday's Program Managers meeting. Also, be sure to use spell checker. Otherwise keep up the good work. Thanks. 

IZZI 
Original Message--

From: I 
Sent: *" 
To: 
Cc: 
Subject: 

loTD) (FBI) 
n , 2006 8:20 AM 
D) (FBI) 
(OTD) (FBIl 

DCS-5000 WkJy HiLites (9/5/06 - 9/8/5S) 
DTD) (CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Accomplishments • 

L7I 

FilpHSirnnnii/innktirf;-

Contracts/Admin 
ALL INFORMATION COHTAIMED 
HEEEIN IS OTCLASSIFIED 
DATE 06-08-2007 BY 65179 DHH/TAfl/ESR/JB 



fc2 
^ Lb 

• Efforts continue to bring in additional resources. 

Leave -
• I I is out on mediaci leave (9/11/06 - 9/13/06). 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

"[OTD) (FBI) 

From: I tOTD) (FBI) 
Sent: ' l-rJa» AMnl..̂ f̂ H 5nnR??i PM 
To: I I (OTD) (CON) 
Subject: Kh: HU Uu^ry 

UNCLASSIFIED 
NON-RECORD fc 

Thanks for the update. 

-Original Mp<:ganp-
From: I I (OTD) (CON) 
Sent: 'l-maV. AddiJa i rT ITO 11:41 AM 
To: I IJTD) (FBI) 
Subject: Kt: rty yueiy 

UNCLASSIFIED 
NON-RECORD 

SI returned the call tol ^ His question(s) centered around whether the Digital Collection project involved 

re/code development or equipnient replacement/upgrade. I told him it was more of the latter - that we don't do 
development - although there is some development involved in the DCS-3000 albeit small compared to the rest of j . , : 
Digital Collection. He asked about the| fTEs requested in the FY08 budget enhancement and I told him that while n'j 
those individuals would assist in gathering the requirements for the New (if required) system for the current (ending j^!,-
lifecycle) system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't ^^ 
come back to haunt. 
Right after I hung up. I jcalled saying that our appeal of the FY08 enhancement ($11.035M an 
approved by DOJ forrorwarding to 0MB for approval. • 

TEs) was 

Original l̂ essage 
From: | IpTD) (FBI) 
Sent: ' Ihursdav. Auoiisf!?. ?p06 2:05 PM 
To: I lOTDl (CON) 
Subject: HQ Query 



V 
1 (OTD) (FBI) 

From: 
Sent: 
To: 
Co: 

Subject: 

[ 

L 

TlTD) (FBI) 
r^O, 2004 4: 

"-•nSecDWCON^ 
J(iTD) ( F B I ) L _ _ 

Mortaay, U^aiV^&fer̂ ^O, 2004 4:16 PM 
he 
tic 

(ITD) (FBI) 
Response to DCS6000 security inquiry 

](ITD)(FBI)[ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ Irequested that I respond to your inquiry of the progress of the DCS-6Q0Q action plan. The duties of the issn fpr Ej 
Iduring July of 2004.We currently havel I 

different DCS-6000 systems distributed between ERF and division field offices and resident agencies. Below I will address 
the actions items from the original EC. 

b 2 

fcTE 

The following actions should be completed by ITD: 

C Establish and document standard physical access requirements for deployed systems within 90 days. 

Each fielded system is being updated with the proper security features. This requires a onsite visit by the a Vendor 
representative to be implemented, which requires a coordination of schedules of Vendor and office personnel. If current 
Title III collections are ongoing then this requires after-hours scheduling. We have moved from 25% in July to 80% 
complete at this time. Our goal is to complete this process by March 31,2005. 

C Implement formal Change Management. In the interim, ensure all sites have an emergency repair disk that reflects the 
original configuration in addition to backup tapes. 

The Change Management issue has been brought up to the vendor as a necessary of our security requirements. All changes to 
the systems come from the vendor and we are currently two software revisions below their current implementations. The 
vendor will start providing the process in the newer version. We have not moved to the newer software version due to the 
strain of maintaining the requirements of the accreditation process and the time that it takes to implement the changes 
throughout our environment. We will be looking at moving forward in the last half of FY05. 

The vendor has a system of RAIDS and backups to opposite machines within the network for restoration operation. If a 
system must be restored, then the system must be returned to ERF for repair or a Vendor representative sent onsite. No 
tape backups are used, evidence that may be used for a case is stored in real-time on a pair of magneto optical disc. In 
the next version of software offline backup of software will be implemented. 

C Implement a weekly security review to existing audit procedures. The Program Manager and/or the ISSO should review the 
Rules of Behavior and maintain signed copies for all users within 90 days. 

Each system that has been updated has received a notebook detailing the SSP and associated documents. Rules of Behavior 
forms are included for privilege and general users. This notebook details procedures and responsibilities of onsite 
administrators and security personnel. The vendors procedures for managing audit logs is inconsistent and this issue has 
been brought up to them. They are working on correcting this issue, once the issue is resolved and implemented the 
procedures for reviewing and maintaining the audit logs will be standardized for field personnel. 

The DCS3000, DCS5000 and DCS6000 are anticipated to merge into a network and will require a new 

ALL IHTOKHATIOH COHTAIHED 
HEREIIJ 13 ITMCLASSIFIED 
DATE 0 6 - 0 8 - 2 0 0 7 BY 6.5179 DHH/TAK/KSR/ JB 



C&A. 

The DCS-6000 is currently accesses the DCS-3000 network for CDC call information. Each DCS-6000 network system requires 
a CISCO PIX firewall between itself and the DCS-3000. This firewall is strictly configured to allow only desired traffic to the 
designated machines within the DCS-6000 network. 

The Information Technology Security Unit (ITSU)will provide verification to the AU of 
these actions in certification documents for the resulting new system. Maintaining a current accreditation status 
is subject to the continued adherence to the provisions of the SSP. In particular, all media copied or downloaded 
from the DCS6000 must be scanned for malicious code with the latest available virus scan updates before 
introducing information to any application residing on the FBI LAN/WAN. 

It is our intention to begin the reworking of the SSP at the beginning of 2005 to conform to our operational requirements for the DCS-
6000. 

• ' 
Over 90 % of the DCS-6000 system are running McAfee anti-virus software with 100% anticipated by completion of system updates in 

March of 2005. 

At this time there is only one text file of data that may be exported for transfer over to the a FBI/WAN by diskette for upload into an 
application. Less than 20% of offices use this feature and they are required by standard operating procedures to scan this file 
before proceeding. 

U 
703] 1 

SENSITIVE BUT UNCLASSIFIED 

bTD) (FBI) 

From: 1 [TD) (CON) 
• ^ n ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ T i l f ^ l . r . f J . U I I B B r - U - i ; ' . I . T - 1 A I Z « r J a T l K H e V l 7 . B > T ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ H 

To: J InTpWFBIVl InTD 1 (FBh 
pTm fFRIV 

1 |(ITD) (CON) 
Subject: Urgent transfer request 

fc2 

SENSITIVE BUT UNCLASSIFIED 
b b 
b'7C 

NON-RECORD to : L 

Good AfternoonI | 

The followina transfer requests are based on the needs of Language Services for an infr astructure Buildout of the East 
Bav Translation Center (EBTC) in the San Francisco (SFFO) Division.1 

This task is at a critical stage 
In development and the funds are necessary to complete the project. 

Please transfer: 

$214,211.82 from 573000IC/1822 to 552500GB 



and 
$140,000.00 from 573000IC/1822 to 552580IU/1847 

If you have any questions, please don't hesitate to call. 

IbiS 

b7C 
SENSITIVE BUT UNCLASSIFIED 

1 

From: 1 fclTDHFBn 
Sent: Mnnrlav Klnuemheroa 7004 SIR PM 
To: 1 liTn\ /ppil ~~\mn\ tpaw 
Cc: l ixm ^FRil InTn^ fFRhI~ - , 1 

f liiUllhBllll —rrDUFBhL 
JITDUCON) 

J(ITD) 

Subject: RE: Important; FW: DOJ Accomplishments Project: Deadline: 11/8/04 (ESTS Deadline: 
COB Friday, 11/05/04) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hello Guys, 
I sincerely hope that I did not leave anyone out of this e-mail who participated in this task. I wanted to express my 
personal appreciation for a job well done In completing this assignment. From all of the e-mail traffic, I can see that this 
goes all the way up to the EAD FBI and on to the Department of Justice. It takes a strong dedicated team to accomplish 
task after task without complaint. I'm proud to be a part of such a great group of men and women dedicated to the cause. 
Thanks for holding the line and standing in the gap in my absence. 1 look forward to getting back and rolling up my 
sleeves! 

Again great job as we move towards raising the bar up to the next level! 

1 = 1 
nr in inal MP^«;anP 

From! I(ITD) (FBI) 
Sent: Thursday. November 04, 2004 12:00 PM 
Toi \(TTD} (FBI) 
Cc;| fTD) (FBI) 
Subject: Rb: important: FW: DOJ Accomplishments Project: Deadline: 11/8/04 (ESTS Deadline: COB Friday, h(^ 
11/05/04) b7c 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is the DCS-5000 & DCS-6000 programs response: 



VOICEBOX. All Field Offices and a number of RA's have increased their abilities in Title III 
intercept collections by the implementation of digital, computer based collection platforms. During 
this time telecommunication intercepts have migrated from tape based audio recordings with 
manual cataloging of related data and documents to a Microsoft Windows based system that 
enables the audio, data and documents to be captured together and stored within a relational 
database. This configuration allows for easy retrieval and analysis of the information which 
enhances the ability of case agents to perform their duties efficiently and effectively. The DCS-
6000 program has also been able to accommodate many smaller RAs and joint task force 
operations with a portable collection systems. With this portable system the RAs are able to 
move the collection and monitoring of the T-lII operations to a facility that can better suit their 
needs. The usability of VoiceBox is applauded by the personnel using it throughout the 
organization. Since 2001, 68 systems have been deployed to the field. 

ONE WAY PUSH. Prior to the development of the One Way Push system, vital GALEA data 
could not be imported directly from the DCS-3000 systems into Red Wolf due to the security 
constraints of the DCS-3000. Consequently, Red Wolf was not fully GALEA capable. The One 
Way Push meets security challenges head-on through an architecture that employs a "low" and 
"high" side server̂  |/hen installed, the One Way Push 
allows for the full integration of GALEA data into the Red Wolf, exponentially increasing its 
capability. 

WORK FLOW MANAGER. Work Flow Manager is capable of providing critical management 
information to Language Services personnel and case managers throughout the FISA collection 
community. Work Flow Manager implements the ability to monitor and provide reporting for all 
audio sessions received, transferred, transcribed, and stored. Additional effort is being applied to 
Work Flow Manager in order to satisfy Language Services requirements for enhanced statistics 
and information reporting. 



• • 

—Original Messaqe- 3 E S I ^ 
FromJ ] (ITD) (FBI) ^ 
Sent: Monday. Novem ber 08, 2004 1:45 PM 
Tol [m D̂  rCON^ 
cd Bu )(C( 1N):I IriTDMFBI);! [ITD) (FBI);| | 
(TTD) fFBDI IriDWFBn ' ' 
Subject: Gratitude for Spe icial Support 

SENSITIVE BUT UNC LAS SIFIED 
NON-RECORD 

h 6 

"CH b7c 

1 just wanted to extend my qratitude tol lor the operational support he is providinq. Specificallv.l 1 
is instrumental in helpi igw ith the development and deployment of the DCS-3000 One Way Push system. SLC was the 
first official test site api arov ed from the security office which assisted us in order to determine the robustness of our 
system. It was during t his t sst phase that improvements were developed by Raytheon and incorporated into our latest TIU 
Software base-line. Th ene w software Pnahles the CCC and CDC. data t f i he rorrelateri using a t ime-haseri algnrithm 

A vast improvement frc >m h ard copies and manual correlation. Although the new software hasn't been validated. 1 1 
continues to provide us > wit h invaluable information. His efforts continue to help us gain great strides as we begin to 
establish new operatio nsti- roughout the field, His expertise and knowledge has assisted us in completing our initial goals. 
We are fortunate to ha ve h im on our side. More than thanl<s are truly in order. 

1 1 

SENSITIVE BUT UNC LAS SIFIED 

SENSITIVE BUT UNC LAS SIFIED 

1 1° TD) (FBI) 

From: 1 _ J(CID)(FBI) 
Sent: Fria"ay,7 '̂uqusr5n7?004 5:06 PM 
To: IflTD^ (FBI) 1. 
Cc: 1 |(CID)(FBI);| KSC)(FBI) r.̂ r̂ 
Subject: 

• ^ w 
moneyauttiec_0813SACrO] .EC 12 KB) 
2004.wpd (13 K... 

UNCLASSIFIED 
NON-RECORD 

D iTE: f]C ] o -"I ft n n 
-"" ^"- "--'• ALL IFFORHATIOM COMTAIHED 

n •.AS- i lF IED BY 65179 D!'IH/TAH,.'KSR/.JB , „ „ ^ „ , ^^ , „ , . . , , , , - , ^^^^^ ^,,„^^^ 
1 1 HEREIir IS UHCLASSIFIED E.XCEPT \ _ l ^-tASL IN: 1.4 (g) ijJHEKE SHOOT OTHERWISE 
' ' D tCL* iSSIFT ON: 06-12-2032 

Per our telephone con\ /ers ation earlier today, please refer to attached ECs (one document requesting purchase approval 
from the Sacramento [ )ivis on [SACT01 .EC] and another document granting the approval from FBIHQ). Our approving 
document (attachment lab( jled "moneyauthec 081320p4.wpd") qot kicked back by the Acting Section Chief here, who 

3 ^ 8 ^ (1) 



f?RjftI^T 
wanted to know if there were any concerns from the Collection Technologies Team, Telecommunications Intercept and 
Collection Technology Unit (TICTU), Electronic Surveillance Technology Section. ITD regarding: 

a) Is there any proprietary interest problem in allowing the Sacramento County Sheriffs Office to purchase this 
equipment? and 

b) Is the Bureau allowed to pnrrhaag Titip lil rilnital rnilprtirtn equipment that is not a component of the DCS 3000 (or 
whatever is the current moniker for the o l t 3 ystem)? 

\,2. 
b7E 

I told him that I was pretty sure that the FBI had no proprietary interest over a Hewlett Packard Magneto Optical Jukebox, 
and I know that JSI is selling collection systems formerly used by the Bureau to state and local law enforcement agencies 
around the country. However, I am not so sure about procurement rules regarding the purchase of non-DCS collection 
equipment. I am not a computer systems expert, but I think an MO jukebox is a pretty standard peripheral device, which 
possibly could be integrated into any digital collection system with the right software. 

The goal here is to help the Sacramento County Sheriffs Office upgrade their system for the benefit of the entire HIDTA 
task force of which Sacramento FBI is a member. The Sacramento County Sheriffs Office is the lead agency in this task 
force, and Sacramento FBI would benefit from its purchase. Can we get your concurrence for Sacramento to make this 
purchase? The funding is available through OCDETF, and Sacramento qualifies for this funding by participating in 
OCDETF investigations. 

I am also faxing you a copy of the price quote given to the Sacramento County Sheriffs Office from Penlink, Ltd. for the 
system upgrade. The Sacramento County Sheriffs Office has arranged alternative funding for the rest of the upgrade, 
except for the MO Jukebox, Please e-mail me or call me back regarding this issue. 

Thanks 

Drug Unit 
202-324-r~ 

UNCLASSIFIED 

TCOTD) (FBI) 

From: 
Sent: 
To: 
Co: 

Subject: 
\ 

(ITDWFBIJ 

ITD) (FBI) 
14 10:16 AM 
OGC)(FBI) 

KecD) (CON):r 

Fen KegisterF 

TaTpuFlif" 
__ l lTD) (FBT "llTD) ( F ^ 

Telephone Applications 

, • . , • , , , I(ITD)(FBI)[ 

1(ITD)(FBI);1 
JMTD) (FBI); 
3lTD) (FBI); 

] 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
!b6 
hlC 
b7E 

] newly assigned Unit Chief for the Telecommunications Intercept and Collection Technology Unit I ami 
(TICTU) at ERF. This unit is responsible for providing electronic surveillance equipment to all FBI field offices. This 
equipment ranges from the 1033 unit, t h j he DCS-3000 (switched based 
equipment), the DCS-5000 (FISA platforrri), and the DCS-6000 (criminal platform). I am contacting you to schedule a 
meeting of ail parties listed in the cc: (and any you deem necessary) to meet here at ERF and work towards written 
guidance with the| ^ISA incoming data and what classification before telephone applications. 

TICTU is currently receiving increased communications from the field offices as to the direction to follow. I am providing 

K ,,, 



two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 10:00 a.m. Please advise of 
the date vou prefer, and if additional information is needed before we meet. I can be contacted via e-mail or by telephone 
703| 11 await your response. 

SENSITIVE BUT UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 

>NY) (FBI) 
Thursday, July 29 2604 11:14 PM 

RE: Saying Hello 
](1TD)(FBI) 

UNCLASSIFIED 
NON-RECORD 

Helli CH 
Thanks for writing me bar:l<. I 
'm'dtmii \i up, yuu mm mai iimijyygtiy muuiiu mm csii y 
if I am qualified for the position. But even though I don't really know Dj 
shift, I don't really deal with it, but I will make it my business to learn it 
3aiiAAitaiama^ehadhdAMutiaJaJiao.teLiaaJcaJLmJJaaaka^tiaiAJatJbaJiaS 

iBui yes I am yuiy interuiima in ii\6 puuiiion 
i t repeated incorrectly. 

)CSJ000 I 

arw man^s tor 
I will be looking for the canvass and see 

because you know working the 11pm-7am 
vacation this week, when he returns I will 

—-Original Message 
From;| J (ITD) (FBI) 

2004 8:58 AM Sent; i nursnav. juiv 
To; I I (NY) (FBI) 
Subject: RE: Saying Hello 

UNCLASSIFIED 
NON-RECORD 

cm Hi 
1 am well and still adjusting to the work which can be heavy at times. I hope you and your son are doing well. lo ; 

TICTU will be/is advertising for an ET. t believe the selectee will be working with the DCS-3000 team. Obviously, you 
heard wrong as to there being a position for you; it is open to all. Hopefully, this position is one which you can be 
competitive if you decide to apply. Good hearing from you and good luck! 

MJ 

Original Me«;q;^ae 
From: I 
.gpnt- WPrtnpgrlav 

l(NY) (FBI) 
W%, 2004 11:26 PM 
(ITD) (FBI) 

(3) 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 

tlTD) (FBI) 
Thursday, July 08. 2004 9:5?AM 

]lTD) (FBI) 
nstallation Instructions for Voicebox Fixed Site Systems 

VIRUSS~1.RTF (17 
KB) 

NON-RECORD 
UNCLASSIFIED 

I the Certification & Accreditation of the Voicebox System, its mandated that all VoiceBox workstati 
software î aHoH Qni^ninnin/] The attached file contains Instructions for installation and setup on th 

c»th. /ara T h I 

I I inform him that virus scan is installed and running 
Software should be installed as soon as possible. When completed you must e ^1 

b l 
ib2 
fc6 
b'VC 
b 7 E 

Your VoiceBox system must haue.a.coai3£Cticn to the DCS network. This connection will aiir.̂ ./ yn, ,r c /̂ctom tn ̂ nnniY-t to 
(£) the DCS 3QQ0 Web pageofT thJ hachine 

workstalionajunfliflO-Windows 2000 Professional) an^ 
i j ^ ^ ~ ^ ^ ~ k o f t w a r e to update automatically. .allow thi 

If you have questions please contact: 

;icn to the DCS network. l his connection will allow j<auc.&u£teffl.JcicQQa^t 
rnachine^ TheWeboaae contains down loads fo| ^or 

Jfor Windows 2000 Server). I he connection will also 

'01 1 1 
031 1 

U3 

I |f you could send this tc[ 

Thank you 

] to request that the DCSP personnel in the field could preform this task. 

Otm^VL I 

X (4) 



^^^S&eRQ 
1 m \ 

UNCLASSIFIED 

l o T D ) (FBI) 

From: 1 I(1TD) (FBI) 
Sent: Wftdnftfiriav .liilv 07 2004 1;44 Piyi 
To; 1 , HTPHFBn ]lTD) (FB ) \ KITD) 

/FBll iiTD)(i-«n 
Cc: 1 ITD^ fFBI^ t 
Subject: FW: FISA Pen Register Data b 

>y^ >y. M M M n f 
Pen register data Jiscuss on withi KE: Discussion with RE: piscus^iori witti Resi Jits fronni 1 Tw gif{ 5 KB) 

for FISA rel... F " —j-^i 1 1 i 1 1 SENSITIVE BUT 
UNCLASSIFIED 
NON-RECORD 

t/VE 

Guys, 

The question continues to pop-up, how does the field handle FISA information; classified, or 
unclassified? Can we develop a proceck^jsJifQarding the proper handling and transfer of data thru ^2 
the DCS-3000 One Way Push into thel \ Or use an alternate approach? 

Pokey mentioned the possibility of using EDMS for each region and automajically download the Tel 
Apps. This may be a viable option? More details will be need for a discussion. 

Other suggestions? Any way to provide the field with an answer? 

Thnx, 
-c 

nrininal Meccano-

From^ J (ITD) (FBI) 
Sent; Thursday, May 27, 2004 2:35 m. 
Toi riTD) (FBlL-
Subject: 

] (ITD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SENSITIVE BUT UNCLASSIFIED 

•gijoop 
X (5) 



3 ^ 8 ^ 

Michael P. Clifford, Jr. 
Section Chief 
Electronic Surveillance Technology Section 
Investigative Technology Division 
(703] 1 

-r\|.:^;r.^i M^^,-r.^ 

FromI J (HN) (FBI) 

[ 

Sent: Friday, March 12, 2004 4:11 P| 
EL (ER) (FBI) 

CH " " " " ^ ( E R ) (FBI); [ 

Tn- n TFPnpr̂  MICHAEL (ER) (FBI)|_ 
J(ER)(FBn_ 

Subject: CSOC 
1 (Ek) (m-i 

ImNUFsnT 

](ER)(FBI);[ 

1(HN)rFBH: F 

3R) (FBI)j I 

TTHFnfFBnf 
](ER)(FBI) 

J N)(FBI); 
HN)(FBI);[ 

SENSITIVE BUT UNCLASStFlEO 
NON-RECORD b7C 

IVIr.. Clifford, 

I am the Technical Advisor for the Honolulu Division as well as the System Administrator for the Red Wolf FCI 
collection system. I have been involved in the DMW collection system since 1994. During that time I have seen 
the evolution of the FCI digital collection system and have been impressed with the productivity that our LS's are 
doing since we went digital. 

I have nothing on paper explaining to me and the FCI squad what the CSOC is, what thev aredoino and what their 
ultimate responsibilities are. I have been recently advised that CSOC accesses t h e C Z 
to do health monitoring without my knowledge. 

Dsystem twice a day 

K 
(6) 



assurances that my system cannot be compromised by some one who does not have a need to know. 

I guess that I have been ranting and raving enough about the security issue. I could go on but will be babbling 
soon. 

Thanl< you for your time. 

Alotia. 

Tech Advisor 
FBI -Mnnnlnhi 
(808 
(808 

(O) 
(C) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

M (7) 



From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 

OTD) (FBI) 
3, 2005 10,5? AM 

1(MM) ( F B I I L Z I Z 

JMM) (CON) 

Jm) (CON) 
—I (OTD) (CON)[ 

UNCLASSIFIED 
NON-RECORD 

ih; 

Arrangements are being made with Raytheon for installation / activation of the ISDN card. We will let j^f'. 
you know when we have a better idea as to a specific date. Be advised that this will require the TIU ^Vp 
be taken down for the install - Expect approximately 1-2 hrs of downtime for the TIU to be upgraded. 

1753J ^ 

Origin al M e s s a a e - -
From: 1 Sent 
To: 

Wednesday, N Dvembe 

Cc: 
Subject: REI 

muTi 

loTD) (FBI) 

i -lOTO) (FBI)J 
nfCFBI) 

30TD) (FBI)C DrO) (FBI) 

UNCLASSIFIED 
NON-RECORD 

All, 
Two[_ "y are being sent from Denver to Miami. Also, two DCS 3000 systems for use with thj | 

system which Is 
to be the replacement for th^ 
perfornn the ISDN intercept 
for thel bhones. As 1 have stated to everyone before if the manufacturer of the collection system has an ^'^ 

Jias sent also. However, the DCS 5000 has the internal ability to 

] i n only adds to another point of failure. I spoke with I (about whether he ^^''--
inherent aoiiity to do 
an intercept putting a^ 
had the ISDN card 
for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would 
someone from the 
DCS 5000 program please address this. 

b6 

Tuesday. Noverr 

Cc: I T/nrn^ (FBI) 

From: 
Sei 
To; 

|)TD) (FSr 
Sent: Tuesday. Noveml3er 2^2005 8:15 

iCIP) (FBI);[ 
AM 

](OTD)(FBI);[ ^OTD) (FBI) 

Subject: FW: f 

UNCLASSIFtED 
NON-RECORD 

RMS 106071 ALL IffFORIIATIOH COHTAIHED 
HEBEIIJ 13 raiCLASSIFIED 
DATE 06-08-2007 BY 65179 DIK/TAH/K3R/JB 



V 
(703)1 

—Original Message— 
From: i K M M I (FBI) 

Sent: Tuesday, November 22, 2005 6:46 AM 
T J VnTD^ (FP-
Ccl HM) (CON) 
Subject: 

^ 
UNCLASSIFIED 
NON-RECORD 

« File: Miami.pdf» 

EH 
Attached is an RMS for twoF r 

b 7 E 

sent to 

Thanks, 
nz3 

J n 11/1/2005 that have not been filled. Do you know why it was 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 

Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

1(0TD)(FBI) 

(OTD) (FBI) 

OTD) (FBI) 
,23, 2005 8:52 AM 
(OTD) (FBI):! J)TD) (FBI); [ 

RE: 
LpTD) (FBI) f b e 

fe7C 
fc7E 

All, 
TwoF ]are being sent from Denver to Miami. Also, two DCS 3000 systems for use with thel I 

Ivas sent also. However, the DCS 5000 has the internal ability to perform 
system wnicn is 
to be the replacement for the 

the IgQNI interrupt 

for thel Iphones. As I have stated to everyone before if the manufacturer of the collection system has an inherent 
ability to do ^ ^ ^ _ ^ _ _ ^ ^ . ^ _ ^ _ ^ 
an intercept putting a| |in only adds to another point of failure. I spoke witlj [about whether he had 
the ISDN card 
for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would 

someone from the 
DCS 5000 program please address this. 



V 

From: 
Sent: 
To: 

Cc: 
Subject: 

DOTDXFBI) 

[ |(OTD)(FBI) 
Wednesday November 16, 200(i 90f l AM 

l(OTD) (CON) 

j^mniL i TnTTTT 

ilDlifBI);! 
](0T6)-(F 

Inim (FRnf 
ljlU)(hbl)j~ I 

hW: LX-1 Presentation on 12/5/2005, on TTA abilities 

UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office. 

I believe the DCS-5Q0Q F 

Please advise and use| |as our point of contact. 

h' 

Jand the DCS-3000 platform is what the division is interested in. 

P.S 

—Original Me! 
From: 

let's put this on the agenda for Monday! 

I JTDVFBI ) 
Sent: Tuesday. November 15, 2005 1:36 PM 

JOTD) (FBI) To: 
Subject; r LX-l Presentation on 12/5/2005, on TTA abilities 

UNCLASSIFIED 
NON-RECORD 

Afternooi] | here is the follow-up on our brief conversation this morning. As its stands right now OTD is scheduled to 
make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the name{s) of TICTU 
personnel that will be handling the TICTU table, I'll need their Name, DOB, SSAN, and Status (Agent v Support) by 
11/30/2005. LX-1 Security likes to know who is carrying a gun in the bIdg. Here is a simple set of driving instructions f ro r ^ 
Quantico to the LX-1 BIdg: ^ ,^ 

' ib 6 
hic 
b7E 

Hopefully, I haven't missed any major item, if 1 did drop me a line. Thanks 

UNCLASSIFIED 

UNCLASSIFIED 

ALL IHFORMATIOH COIITAIHEI) 
HEREIN IS UHCLASSIFIED 
DATE 06-08-2007 BY 6.5179 DMH/TAH/KSR/JB 

X 
(1) 



THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC 
APPROVAL 

Original Message— 
Fromj ~I(QTD^ (CON) 
Sent; Friday, November 04, 2005 7:47 AM 
To:l L)C 
Cc:l JTC 

3GC) (FBI) 
DTD) (FBI) 

Subject: uigitai coiieaion description 

UNCLASSIFIED 
NON-RECORD fc6 

J Hope this provides what you need. If not, please let me know. If you need a more succinct or technical 
description, I'll provide it. 

Glad we finally met. Thanks for your helq 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, 
foreign counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection program include svstems fforeian counterintelligence and taw enforcement) that 
possess similar functions andl j 
however, the primary difference is law enforcement system's requirement to minimize collected communications. 
The passage of the Communication Assistance to Law Enforcement Act (GALEA), the implementation of state-of-
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
this program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It 
should be noted that those systems used for criminal investigations possess a requirement to minimize 
Intercepted voice sessions, (i.e., record only when the call is being actively monitored). Electronic information 
collected includes pen register (incoming and outgoing dialed digits, caller iripntifif atinn Hate/timg nf 
cnmmuniratinn anri other Rinnai raiatPfi information), analog and digital telephone calld I 

I jigh density drives and magneto-optical disks are utilized for temporary 
'aiiu pBiiiidiieiiisiuidyB, lespBtuveiy, iiu special, environmental storage facilities are needed. Digital Collection 
systems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required. 

.b2 

The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so, digital collection systems are computer-based systems comprised primarily 

V ALL IHTOPmTIOH COIiITAIMD 

(1) ^ HEEEIF I S TIHCLA33IFIED 
DATE 0 6 - 0 3 T 2 0 0 7 BY 651"; 9 DHH/TAH/K3R/.JB 



of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively 
manage the recordings electronically, which dramatically increases the efficiency of trial 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process intercepted information, this program permits interconnectivity of all FCI systems via 

I la wide area network established to link field offices' central monitoring plants for 
the purpose of digital collection information sharing; it will use Trilogy's network backbone.) 
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices). 
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 

b2 
bTE 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

liiiiî 'F îqik^rirosriiitT: 
lOGC) (FBI) 
5r10, 2005 8:51 AM 

, hm (FBI) 
I kOTD) (CON) 

Kb: uigitai uoiiection aescription 

UNCLASSIFIED 
NON-RECORD 

fob 
b7C 

This is exactly what I need. I will finish drafting the EC today. Thanks for your patience. 

Sincerely, 

X (2) 



I Hope this provides what you need, 
description, I'll provide it. 

If not, please let me know. If you need a more succinct or technical 

Glad we finally met. Thanks for your help 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, 
foreign counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection program include systems (foreign counterintelliQence and law enforcement) that 
possess similar functions and capabilities tol I 
however, the primary difference is law enfortyiliyilL5>vyidlllb iyi4UliyiliyillLUllllllimiZt!ljUliyuiyu UUIIlMlurilWJUUfls. 
The passage of the Communication Assistance to Law Enforcement Act (CALEA), the implementation of state-of-
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
this program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It 
should be noted that those systems used for criminal investigations possess a requirement to minimize 
intercepted voice sessions, (i.e., record only when the call is being actively monitored). Electronic information 
collected Includes pen register (incoming and outgoing dialed digits, caller idRntification date/timft of 
communication, and other signal related information), analog and digital telephone callsl I 

I . . ^ ^'S"^ density drives and magneto-optical disks are utilized for temporary 
and permanent storage, respectively; no special, environmental storage facilities are needed. Digital Collection 
systems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required. 

The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so, digital collection systems are computer-based systems comprised primarily 
of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively ^'^_ 
manage the recordings electronically, which dramatically increases the efficiency of trial '" • 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process intercepted information, this program permits interconnectivity of all FCI systems via 

I b wide area network established to link field offices' central monitoring plants for 
the purpose of digital collection information sharing; it will use Trilogy's network backbone.) 
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices). 
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 

X (3) 



• • 

NO N-F lECORD 

To Ml, 

> 

rh€ re is no need to discus s this matter now. 1 have all the confidence inl hat if the issue of removal becomes 
nee e s j iary, he will cont actOT D for assistance (TICTU will coordinate the OTD effort). Until such time (if at all), OTD will 
stai 

1 

id I jy and stand dov vn. 

1 J -Oriamal Messa g g ^ ^ ^ 

Fr i O T D ) (FBI) 
SP harn? onnt;7-n4PM -̂ ^ 

T9 :l JrOTpUEBnJ l[HOUCON :̂l iTDUCONI: " ^ 
1- (NO) (FBDJ ICrTDUFBDl |(OTD) (CON)J 1 

1(0 IL>) (my, l (OTD)(FBd KOTDHFBI ) ^ ' 
Cc : l ll Yb\ li^m\\ [ T D I rFBT^ 
Su bject: RE: NO S >itrep 

û  ICLASSIFIEO 
NC )N-RECORD 

W( 3 need to discus s the r« ;moval of t h j tystem from the NO site. 1 spoke tol l(NO) yesterday. He 
inf ormed that the y, rorksta tions have been removed from the site and stored elsewhere, but the system is still intact 
the ire in the CMP It is po wered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to 
rer 
?? 

nove the system 
?? 

(pres€ jrve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 

^ igram Manager - Bnterp rise Operations Services 
Els ur Technology Maj nageme nt Unit (ETMU) 
Ele ctronic Surveillan :e Tech [lology Section (ESTS) 
Op erational Technolo gy Divii don (OTD) 
ER Ih 6 
Tel 
Fn 

. 540\ 1 b 7 C 

Pat 

— u i i u i i i d i m ksaae-
From:l IfHOUCON^ 
Sent: Thursda y, Octc »ber 06, 2005 3:12 PM 
To=l _ l fOTD) fFBDi JDTDUFBn:| | fNOUFBn 

Cct n f l T D U F B D J tOTD)fC0N^J 1 frTDUFBI);! | 

Ĵ  toWi-m-A IOTD)fCON1:l irOTDUFBI);| | 
IT^TE ') (FBi: ;| |(OTD) (FBI) 

Subject: RE: I ̂ 0 Sitr 
"'^ b2 

UNCLASSIFiE D 
lb7C 

NON-RECORl 

n 
> 

uUriny the HOL iston 0 ffice closure during hurricane Rita 1 installed a DCS 3000 in thel fand prepared 
the VB III for a pendir g case. The system is prepared to collect for New Orleans if need be. As far as the T-50 
system 1 am w siting t( 3 see what NO decides to do. We will be sure to be available to install the system and get it 
going for them wheni hey are ready and know where its going to be. When 1 have any further updates 1 will be 
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas instead of 
Galveston and Houst< j n . 

K (4) 



r Program manager • anterprtse uperations Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, r)..pnH,.» VA 
Tel: 540\ 
Cell: 541 
Fax: 54C 
Pager: S8S| 

1 
] 

—Original Messaae-
Fromj l l TD ) (FBI) 
Sent! Monciav. SPnmmhf-r 12, 2005 4:38 PM 
Td IfOTPl (FBI);| |(OTD)(CON)£ 

Subject: FW: NO Sitrep 

UNCLASSIFIED 
NON-RECORD 

I(NO) (FBI);[ JlTD) (FBI) 
b 2 
l:.c: 
b7C 
fcVE 

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 
—Original Message 
Prnml KUm (FBI) 

Sent: Monday, September 12, 2005 3:32 PM 
Toi lOTDUFBH  

,Cci IOTn)/FBn:1 
I tNO> (FBI); I |(NO) (FBI); 
Subject: NO Sitrep 

JrO) (FBI £ ~ I 1 H O ) (CON); 
JTD) (FBI) 

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FBI movers will commence moving all of our TA/ET/CMP ecuipment from New 
Orleans to our new offsite located at! I This includes moving 
all CMP equipment (Voice Box, DCS3000, Red Wolf.etc). 
During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in 
bldgs from Covington, LA to Ratnn Rm mp with Baton Rouge having several bidgs housing different 
programs. I have asked TT f̂lj to contact TICTU, et al to help set up temporary DCS 3000, etc in 
ouj I As for as any CMW down here, I do not know at this time how that will evolve, but 
onAs W§ gsi ail Squlpment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

c V-1 may ask for a few TTAs in the next week or so to come and help set up our new space. There is 
a TR# associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those 
interested in coming what the conditions are. I will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 

That's it for now. I'll keep you posted. 

IZZI 
X 

(5) 



Sincerely, 

•-TrestgTanrGBnBrarcounsei fc^ 
Adminis^atiual^ Unit, Room 7338 
202-324 ̂1 I 
THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC APPROVAL 

OriqingI Nlgs^ggg 
FromJ rOTD^ (CON) 
Sent; Friday. November 04, 2005 7:47 AM 
To! (OGC) (FBI) 
CcJ b j D ^ (FBI) 
Subject: Digital Collection description 

UNCLASSIFIED 
NON-RECORD 

I I Hope this provides what you need. If not, please lei me know. If you need a more succinct or technical f';: 
description, I'll provide it. ^-'' 

Glad we finally met. Thanks for your help| | 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection fc 
program include systems (foreign counterintelligence and law enforcement) that possess similar functions and b 
capabilities tJ however, the primary difference is law 
enforcement'tiystem S requirsmeni to mininiija (iimiactea eamWUniCaHOim. I ne passage of the Communication 
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and 
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen 
register (incoming and outgoing dialed digits, caller identification, date/time of communication, and other signal related 
information), analog and digital telephone calls] jgh 
density drives and magneto-optical disks are uliiii:tiu lui minpuieiiy etrid jJUllllelMljilL muiT^̂ Tir̂ lspscrnTCny, llU special, 

X (6) 



environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other 
federal, state, local and tribal̂ agencies, as required. 

The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, which dramatically increases the efficiency of trial preparations. While 
each Field Office or Resident Agency is self-sustaining in its ability to prprpss intprf^pntftd 
information, this program permits interconnectivity of all FCI systems vie ^ wide 
area network established to link field offices' central monitoring plants for ins purpoSS of digital 
collection information sharing; it will use Trilogy's network backbone.) and TRILOGY (the FBI's 
enterprise wide area network being deployed to link field offices). This connectivity enables the 
transfer of electronic or digital files of intercepts to a remote or distant field office for special 
language translation/transcription and sharing of information among FBI offices and other 
partnering agencies. Systems are also installed as fixed systems in locations that require long-
term, pemnanent operations. In many instances, intercepted audio is shared via a secure, wide 
area network or downloaded from computer memory onto removable media and provided to 
language specialists in offices around the country, greatly increasing productivity of FBI 
translation and transcription efforts. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(OTD) (FBI) 

From; 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

lyionaav. N6v6fWB&r' U/. !̂ 005 9:59 AM 
OGC) (FBI), 

lOTD^ (FBI) 
RE; Digital Collection descriptiol 

]0GC) (FBI) 

be 
fc7C 

] Is out thru Wednesday. He will be back Thursday and will probably respond before end of the week. 

• 
Sent: 

riginal N 

i Miuay, 

-Original Message 
From.-r kOGC) (FBI) 

TOJTOTTOerm, 2005 8:49 AM 

X (7) 



Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, 
foreign counterintelligence gathering, and lav\/ enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection program inr.hiriP .-̂ vfitRms ^fr^rftinn r.f>untprinfPlllnPnf^P anri lâ A/ pnfnrremftnt^ that 
possess similar functions and capabilities tnl I 
however, the primary difference is law enforcement system's requirement to minimize collected communications. 
The passage of the Communication Assistance to Law Enforcement Act (CALEA), the implementation of state-of-
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
this program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It 
should be noted that those systems used for criminal investigations possess a requirement to minimize 
intercepted voice sessions, (i.e., record only when the call is being actively monitored). Electronic information 
collected includes pen register (incoming and outgoing dialed digits, caller iripntlflf:ation riafp/timp nf 
cf^mmunlcatinn and other signal related information), analog and digital telephone callsl | 

I iHiah density drives and magneto-optical disks are utilized tor temporary 
and permanent storage, respectively; no special, environmental storage facilities are needed. Digital Collection 
systems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required. 

The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so, digital collection systems are computer-based systems comprised primarily 
of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively 
manage the recordings electronically, which dramatically increases the efficiency of trial 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process intercepted infomiation, this program permits interconnectivity of all FCI systems via b 
I " n ( a wide area network established to link field offices' central monitoring plants for 

the purpose of digital collection information sharing; it will use Trilogy's network backbone.) 
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices). 
This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 

b"̂  

UNCLASSIFIED 

X (8) 



description, I'll provide it. 

h(. 

Glad v/e finally met. Thanks for your helpl I ''̂ ' 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection 
program inrJuriP «;vfitPm.<t rfnrplnn rniintPrintPllinpnr.fi and law Pnfnrnement^ that nn.';tR«:»ss similar functions and 
capabilities | [iwever, the primary difference is law 
enforcement systems requirement to minimize coiiectea communications, i he passage of the Communication 
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and 
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen 
register (incoming and outgoing dialed digits, (taller identification date/time of mmmunication and nthar sinnal related 
information), analog and digital telephone callsl |High 
density drives and magneto-optical disks are utilized tor temporary ana permanent storage, respectively; no special, 
environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other 
federal, state, local and tribal agencies, as required. 

The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, which dramatically Increases the efficiency of trial preparations. While 
each Field Office or Resident Agency is self-sustaining in its ability to prrir^gg intprr<ant<aH 
information, this program permits interconnectivity of all FCI systems via| ^ wide 
area network established to link field offices' central monitoring plants for the purpose of digital 
collection information sharing; it will use Trilogy's network backbone.) and TRILOGY (the FBI's 
enterprise wide area network being deployed to link field offices). This connectivity enables the 
transfer of electronic or digital files of intercepts to a remote or distant field office for special 
language translation/transcription and sharing of information among FBI offices and other 
partnering agencies. Systems are also installed as fixed systems in locations that require long-
term, permanent operations. In many instances, intercepted audio is shared via a secure, wide 
area network or downloaded from computer memory onto removable media and provided to 
language specialists in offices around the country, greatly increasing productivity of FBI 
translation and transcription efforts. 

b2 
fc7E 

X ' ' ' 



UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

OTD) (FBI) 

I lOTD) (CON) 
' hnaav. N6\/feirB6r U4.2uvk IAI AM 

DGC) (FBI) 
DTD) (FBI) 

DigraTBnscTramiBicription 

be 

I |- Hope this provides what you need. If not, please let me know. If you need a more succinct or technical 
description, I'll provide it. 

Glad we finally met. Thanks for your help n 
Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the FBI's 
mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, and 
support of communications interception techniques and systems to facilitate and support national security, domestic 
counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection program includfi 
systems (foreign counterintelligence and law enforcement) that possess similar functions and capabilities tol \ 

I I however, the primary difference is law enforcement system's 
requirement to minimize colldctea communications, i ne passage of the Communication Assistance to Law Enforcement 
Act (CALEA), the implementation of state-of-the-art personal security features, and the explosion of telecommunication 
options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and support 
national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this program 
intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice sessions, 
(i.e., record only when the call is being actively monitored). Electronic information collected includes pen register 
(incoming and outgoing dialed digits, caller identification, date/time of communication, and other signal related 
information), analog and digital telephone calls! I High density 
drives and magneto-optical disks are utilized for temporary and permanent storage, respectively; no special, environmental 
storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and Resident Agencies in 
support of active foreign intelligence and criminal cases. Support is also provided to other federal, state, local and tribal 
agencies, as required. 

b2 
fc'7E 

The Digital Collection Program has evolved during its life cycle and has become more complex. Even 
so, digital collection systems are computer-based systems comprised primarily of commercial-off-the-

X 
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shelf hardware and software with limited proprietary application software. Incorporated technological 
advances allow Case Agents to easily and effectively manage the recordings electronically, which 
dramatically increases the efficiency of trial preparations. While each Field Office or Resident Agency 
is self-sustaining in its ability to processJQlstCSaiadjnformation, this program permits 
interconnectivity of all FCI systems via (a wide area network established to link field 
offices' central monitoring plants for the purpose OT aigital collection information sharing; it will use 
Trilogy's network backbone.) and TRILOGY (the FBI's enterprise wide area network being deployed 
to link field offices). This connectivity enables the transfer of electronic or digital files of intercepts to a 
remote or distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems in 
locations that require long-term, permanent operations. In many instances, intercepted audio is 
shared via a secure, wide area network or downloaded from computer memory onto removable 
media and provided to language specialists in offices around the country, greatly increasing 
productivity of FBI translation and transcription efforts. 

L7F 

UNCLASSIFIED 

ID) (FBI) 

From: 1 l(OTD)(FB 1) 
Sent: Thi.rsriav Of^tober 20 9nn^S7-iqA 
To: I JJ IE i (FBI ) l tTPWFBIVl IfTPHFRIV 

1 . 1 (T9\ fB\)l KTP) (FBOI 
aiAj . LiMumn 

TP) 

Cc: i IT.fTP)fFBI); rrPTTFBTri |-P) fFBI); 
IfTH^iuur^, •1 ' HWCSKI^I 1 

MIDWCOM rrp) fFBii _ ..J-" 1 I lH l l IVT^Hl l • ifOTDWFBnC r-" 1 I0TD1 (FBn:l ion fFBIl Tnn ^FRiv 
lfOTD\ fFBni I!OTD)(CON| 1 

(Cbtb)(FBl lUIUJlUUNTll iTTUr FBT) ' 
Subject: Kb; Office Move - Locks -1-ISA/1II1 equipment - LLSUK ' 

SENSITIVE BUT UfS CLASSIFIED 
NON-RECORD be 

That helps -
I would strongly recommend that we only install those workstation required - one or two extra is fine. 
But we can't deploy workstations based on future projected requirements. We can generally respond 
quickly to additional WS requirements and have them on site within a week or two. 

If you have information re long term (>6months out) plans -
please share that with us so we can prepare for such issues as database server upgrades etc. 
But let's not base major system upgrades on things that MAY happen. 

Often things change - VERY often. 

"ThanY 

(703, 

-Original Message-

X (11) 



• • 

1 )TD) (FBI) 

From: |(N0) (FBI) 
Sent: ij/flsflflv nwflflflr 11 'Aiuh (^ M PM 
To: 1 j r nTn \ rpRhl jrn^ rpRh 
Cc: 1 m r m rPBil R)Tm (CON^J 1 

(ITD) (FBI)I I f o t n \ /FRI\1 l/Hn^ ^nnNi 1 
i> %nTnwr.nMll _J(0TD)(FB1);| l u i u ; 
fFBhJ lOTD^ /FBh 

Subject: RE: NO Sitrep 
b 6 

UNCLASSIFIED fo'7 

NON-RECORD 

At this time the TTAs have been relocated to Baton Rouge. We are in the process of establishing office (phone lines, etc). 
Af thjg t imp thorp is nn nPPri fnr n C S finnn pgtahljghprl in Ratnn RniinP hnwovpr in thP pnming months that may Change. 

\ for HQ City is now scattered to 
four ainereni temp sites in j aitrerent cuies. 

SAC : 
jechoicaLMuispr, New Orleans 
(504| I 

-'-—t irjmmr Mf«:<;anP 
Fromi I (OTD) (FBI) 
Sent; Thursday, October 06, 2005 9:40 AM 
To:l rOTD^ P̂RTVI iNn^ (FBI) 
t'''* _ tTDUFBDl hTn^rrriN^-r 

I I (OTD) (FBI); I |(HO)(CON)r 

Subject: RE: rtu siLiyp 
JCTDTTFBIT;[ jdXb) m) 

h '! C 

— I ] ( r T D l J T B l j 
J (OTD) (CONj 

UNCLASSIFIED 
NON-RECORD 

Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 
Do we anticipate a temporary requirement in Baton Rouge? 

Any other info??? 

(703) 
—^^ninri l Mpssflnp-
Froml ](OTD) (FBI) 
Sent; Thursday. September 22, 2005 4:31 PM 
Tol IfNO^ (FBI)̂  

JOTD) (FBI) 
Subject: FW: NO Sitrep 

JlCTCTTFBT 

K (12) 

loTD^ fCON^r 
] (HO) (COI 

l lTD) (FBI);| I 



Importance: High 

UNCLASSIFIED 
NON-RECORD 

NO) 
(TiCTU) (FYI) 

RE: DCSP Support 

FYl[ I (out of the Houston office) has evacuated Houston because of RITA'S path, and is now in the 
Shreveporr KA. His cell phone # is| | His cell phone coverage is spotty but you should be able to 
call the RA directly to locate him. He can be available to assist in checking out CMP collection systems 
equipment and/or relocating the equipment out of the NO office. All this said, you may have already been in 
contact with him, y I'll leave it in vour hands. If you need any further, or more, assistance, please don't hesitate 
to email or call an<| [)r myself will see that you get it. • 

Tngrtu!rnSiv^er • EnterprtseQperatlons Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, QaaaiisaJiAm 
Tel: 540-
Cell: 54( 
Fax: '^^'i-. 

Original Messaqe-
Fromj 

EE 
Sept:-|'>IUIIUdV. !MUm\\ 

CcI 
Subject: FW: NO Sitrep 

(ITD) (FBI) 
I r 12, 2005 4:38 PM 
•QTD) {FBlj 
1(N0) (FBI) 

\ bTD)(CON)r 
ITD) (FBI) •-

J(ITD) (CON) 

UNCLASSIFIED 
NON-RECORD 

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming 
Oriqinai Message 

From; I tNO) (FBI) 
Sent: Monday. September 12. 2005 3:32 PM 
Tol ](OTDUFS} 

:i _ r i T D U F B n : ~ Ccf 

suDject: NU bitrep 
JTID) (FBI); 

gm JNO) (FBI) IrtD) (FBI) 
1 (HO) (CON);| I 

.be 
lb7C 

VVould ya'll fonA'ard this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our 
new offsite located at ai lis includes moving all CMP equipment 
(Voice Box, DCS3000. Keu nuuii.eiu;. ' 
During this move I am sure things will be damaged. We cannot leave anything in place for space management is 
to begin gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by 
the end of May, or early June '06. In the interim our division will be scattered in bIdgs from Covington, LA to Baton 

(13) 



Rouge, with Baton Rouge having several bidgs housing H iffAront nmn ram*; i havp agk^H TT/1 Ito 
contact TICTU, et al to help set up temporary DCS 3000, etcl I As for as any CMP down 
here, I do not know at this time how that will evolve, but once we get all equipment up here in BR, perhaps BAE 
could send some contractor types to check out all of our equipment, Also, I am sure we will have to surplus 
equipment but we will take it one step at a time. 

II may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
3 •Bssndated with this that 1 will get for you if/when needed. Lodging is still an issue and anyone who comes should 

be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what 
the conditions are. 1 will speak with you more on this when the time comes. I am the only TTA in NO that did not 
have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I'll keep you posted. 
h:.: 

h'3 

b7E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

1(0TD) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

^̂ ^̂  (^Ak^ 

(NO) (FBI) 
,005 12:50,£M-
Tm rPRhl 

1/,^Tr.w>^Aki; 
hrn^ (r.nn\ 

lQlQlI£ai£ 

ib: NU yitrep 
riTD)(FBI)i l(OTD) (FBI) 

J(OTD)(Fi 
Im ium: 

b2 
lb 6 
hlC 
b'7E 

UNCLASSIFIED 
NON-RECORD 

Prior to making the decision to leave the Red Wolf in place, we spoke with Raytheon and somebody from CSOC (or 
whatever its called now) and all said to leave it for it>"AiiM hocaforto leave than move. So that is what we did. Currently 
the closest place to put it would be in a warehouse! |so for security purposes, etc, in my opinion it is best to 
leave it where it is. 

SAl 1 

r504| 1 
-—Onoinal Messaae 
Fmm:| |rnTni rpRH 
Sent: Friday, October 07, 2005 1:04 PM 
Tol l(OTD) fFBHl ImOUCON^:! 1:07m rrnN)^ . 
1 |(N0)(FBI)4 TD) (FBI);| 1 (OTD) (CON]| 1 1 

K 
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SuBjed: kb: NU bitrep 
T5TTFBII[ 

J-nTH^ /FR P^ TSnFBIT 
JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

We need to discuss the removal of the RW system from the NO site. I spoke tcT ] o ) yesterday. He 
informed that the workstations have been removed from the site and stored elsewhere, but the system is still intact 
there in the CMP. (t is powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to 
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 
7777 

1 
Program Manager - Bnterprist 

1 
! Operations Services 

Elsur Technology Management I Jnit (ETMU) 
Electronic Surveillance Technolc gy Section (ESTS) 
Operational Technology Division (OTD) 

Tel: 54(\ 1 
Fax: 5 4 l _ - _ _ _ _ l _ . 
Paaer: 883 J 

From:F ~](H0) (CON) 
Sent: uiui-sclav. uctoDe •m^ n̂ns v.i?m 
To:l H'OTDI fFBI):! IrOTD̂  rPBT̂ I IrNouFsn 
' " ' • = • ITDHFBn:! IrnpWrONVl Î TTD) (FBll 1 

1 IfOTDUFBD 1 rOTD) (CONj |(OTD) (FBI)J 1 
1 I fOTD^ fFBl |_ 1 (OTD) (FBI) ^ 
Subject: RE: NO Sitrep 

UNCLASSIFIED 
NON-RECORD 

to 6 
b7C 

During Junng the Houston office closure during hurricane Rita I installed a DCS 3000 in t h j ^nd prepared 
the VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 
system I am waiting to see what NO decides to do. We will be sure to be available to install the system and get it 
going for them when they are ready and know where its going to be. When I have any further updates I will be 
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas instead of 
Galveston and Houston. 

Thanks b2 

Hou. ston lech Hquad (Hii-h 
-b6 
b 7 C 

Elsu r Techno ogy Management Unit (ETMU) :b / E 

Elec Ironic S\i rveillance Technology Section (E :STS] 
Ope rational T echnology Division (OTD) 
713- Desk) 
713- Fax) 
832- Cell) 

—urigine il Messaqe 
1 FromI rOTD) (FBI) 
^ Sent; Thu rsday, October 06, 2005 9:40 AM 
1 ol l(OTD) (FBI)l ^(MO) (FBI) 

,1 frmwPRT\.l _ IroTD) (cnmi ITTD) (FBI); 

L |OTD) rFRTll JO) (CONj |(Cm!>).(CON); 

X 
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CcC 
Subject: FW: NO Sitrep 

](N0) (FBI) (rTD)(FBI) 

UNCLASSIFIED 
NON-RECORP 

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 
—Original Message— 
Front KNO) (FBI) 
Sent: Monday, September 12, 2005 3:32 PM 
To:| j (OTD]_iFBIj_ 

£i 3n 
SUP16CT! Nu bitrap 

](N0) {FBi)i 
3(170) (FBUJ: 
JNO) (FBDlZ 

" ] . (HO) (CON); 
JOTO) (FBI) 

c ] 
Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FBI movers will commence moving all of our TA/ET/CMP equipment from New 
Orleans to our new offsite located at an \ ^Th i s includes moving 
all CMP equipment (Voice Box, DCS30tAj, K50 WOIT.SW). ' 
During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in 
bidgs from Covington, LA to Baton Rouge, with Baton Rouge having several bidgs housing different 
programs. I have asked TT/i to contact TICTU, et al to help set up temporary DCS 3000, etc in 
ouri I As for as any CMP down here, I do not know at this time how that will evolve, but 
once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

b6 
lb'7^ 
ib7 

Imav ask for a few TTAs in the next week or so to come and help set up our new space. There is 
a TR# associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those 
interested in coming what the conditions are. I will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 

That's it for now. I'll keep you posted. 

UNCLASSrFIED 

UNCLASSIFfED 

UNCLASStFIED 

UNCLASSIFIED 

UNCLASSiFIED 

X 
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V 
UNCLASSIFIED 
NON-RECORD 

uuiiiiy ille Houston office closure during hurricane Rita I installed a DCS 3000 in thet nd prepared the 
VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system I 
am waiting to see what NO decides to do. We wilt be sure to be available to install the system and get it going for 
them when they are ready and know where its going to be. When I have any further updates I will be sure to include 
you in the communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and 
Houston. 

Thanks 
Two; 

Houston Tech Squad (SO-1) 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Onerafinnal l^erhnnlopv Division (OTD) 
7i: 
71: 
83; 

to 2 
:h6 

b 7 E 

I 

From[ 
Sent: 

Desk) 
Fax) 

_Cell) 
Original Messaqe-

JCOTD) (FBI) 
Ihursday, October 0672005 9-40 AM 

JfOTD) (FBI);| 
JOTD) (FBI); 

nO) (FBI) J 
>llFBli£ 

Subject: RE: NO Sftrep 
p - D ) (FBI);|__ 

] N 0 ) (FBI) 
nfOTD-lVcONVr 

J(OTD) (FBI) 
lOTD) (CON) 

UFRTV.r I \mn\ rFRTV. 

UNCLASSIFIED 
NON-RECORD 

Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 
Do we anticipate a temporary requirement in Baton Rouge? 

Any other info??? 

(703) L 
-Original Messaae-

]OTD) (FBI) 

,trt 

Sent: Thursday, September 22, 2005 4:31 PM 
1 (NO) (FBI), 

, I J(rTD) fFRT̂ J 
I bTD) rFBI);! 
Subject: FW: NO Sitrep 
Importance: High 

• l(OTDUCON)r 
](0TD)(FBI);1 

r i l ( I T D ) (FBI); 
J1C)(C0N) 

UNCLASStPlED 
NON-RECORD 

X 
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i i • 
D JO) 

TICTU) {F yi) 

RE: DC SP Suppor t 

FYI,f~ out of the \ Houston office^ has evacuated Houston because of RITA's path, and is now in 
thesRri jveport KA. His cell phone # is 832| | His cell phone coverage is spotty but you should be 
able to ( :all the RA ( jirectly to 1 ocale turn. HthsTrnffTTOailable to assist id ctiecking out CMP collection 
systems equipment and/or rel ocating the equipment out of the NO office. All this said, you may have already 
been in contact Witt 1 him, so r II iMua it In wniir h-artds. If you need any further, or more, assistance, please 
don't he sitate to en" ail or call i anq \ myself will see, that you get it. 

Progrixn 1 Manager -Enterprise l}peratlona Services f,, ̂  
Elsur Tei :hnology Mai lagement U ait(ETMU) ..^ 
Electrom c Surveillanc e Technolof •y Section (ESTS) 
Operatio nal Technolo gy Division OTD) '^' ' '-
ERF, Qu lb7E 
Tel: 540-

• Cell: 54i 
Fax: 54C 
Paaer: 8 S^ J 

1 1 
Oric inal Messac |e . 

From:C irn-n ) (FBI) 
Sent: N londay, Sep tember 12 . 2005 4:38 PM 
To:l ZD(OTD] (FBI)J 1 (OTD) (CON)J \ITD) 

(cpii. l(NO) (FBI);| |(ITD) (FBI) 
Subject t: FW: NO S Sitrep 

UNCLA SSIFIED 
NON-RI ECORD 

Heads I jp that a rec luest for D CSP support in NOLA/Baton Rouge will be coming. 
Oric inal Messac le 

FromC V ̂ 0) (FBI) 
SeoLJi InnHav <^r itPmhPr 17 ,2005 3:32 PM 

T4 1>TD)(FBI) , , 
c a — J(OTD)( FBIV.I IfTTDUFBll IrHOUCON^:! | 

1 flO) (FBI); l (N0)(FBI)^ |(ITD)(FBI) 
Subjec t : NO Sitrep ) fc2 

b G 

1 1 b 7 E 

Would ) la'W forward this to wh( Dm ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space n lanagemen t and FBI i •novers will commence movina all of our TA/ET/CMP aauioment from New 
Orleans to our new offsite loc ated at an| |This includes moving all 
CMPec uipment (V oice Box, I DCS3000 RedWolfeic). 
During t his move 1 am sure th ings will be damaged. We cannot leave anything in place for space 
manage iment is to t 3egin guttii ig our entire field office next week. In a perfect world, we will be back in our 
New Or eans office by the enc 1 of May, or early June '06. In the interim our division will be scattered in bIdgs 
from Cc vinqton, ^ to Batori 1 Rouge, with Baton Rouge having several bIdgs housing different programs. 1 
have as ked T T A F tc > contact 1 ic 1U, et ai to help set up temporary u c b 3UUU, etc in ourl | 

CJAS for as any! ;:iVIP down here, 1 do not know at this time how that will evolve, but once we get all 
equipm( 3nt up here in BR, per haps BAE could send some contractor types to check out all of our equipment. 
Also, 1 a m sure we will have t( } surplus equipment but we will take it one step at a time. 
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I 11 may ask for a few TTAs in the next week or so to come and help set up our new space. There is a 
I K# associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested 
in coming what the conditions are. I will speak with you more on this when the time comes, I am the only TTA h 
in NO that did not have significant damage t my house. All others are out til at least 10/1 on admin leave. fc 

That's it for now. I'll keep you posted. 

EH 
UNCLASS FIED 

UNCLASS FIED 

UNCLASSIFIE D 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(OTD) (FBI) -

From: 1 (OTD) (FBI) 
Sent: ^^3<l.kl<H«I. I .J.U1dAIIMUIItMfJlir '«Uv<i^^^^^HHI 
To: 1 DTDWFBn;! 1 [HOI fCON^J 1 

1 pTn| fr.nNvi i/wn> rPRii , 1 mn-\ fi^BI); 
] J fOTD) fCON);| liumKi-Bi);| 1 
1 l ) l i 5 \ / m i \ l Jn-fm/F^F 

Cc: 1 IITD) (FBI)| T. (OTD) (FBI) 
Subject: RE. NO Siliep ^ ^ ^ ~ ^ ^ ^ ~ ^ be 

UNCLASSIFIED 
b T C 

NON-RECORD 

We need to discuss the removal of the RW system from the NO site. I spoke toL ] M 0 ) yesterday. He 
informed that the workstations have been removed from the site and stored elsewhere, but the system is still intact there in 
the CMP. It is powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to remove the 
system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? ???? 

Program Manager - Enterprise (iterations Services 
Elsur Technology M a n ^ e m e n t Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, nuantirn VA 
Tel: 540-
Fax: 540 

K 
-—uriyilldl ivjyiisage Ss 

X 
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• • 

Fro "J hoi (CON) 
Ser It: Thursda y, October 06, 20 T5.^:17PM 

TC IfOTC )̂  CFBll bTD1 fFRTtl , , NO) 'PRT), , 

M l(rTD) (F BDi roTD^ fcoN-^ r TD) FBn:l 1 
1(0 TD) (FBI);! l(OTD) {C0N);| tOTD) ( FBI); 

(Ol i j ; V oi; ! |UI U J (rtil) 
Sut iject: R E H ̂ 0 Sitrep 

UN( DLASSiFIE D 
NO N-RECORC ) 

1 —] 
2 

Dur ng the Hou ston office closur 3 during hurricane Rita 1 installed a DCS 3000 in thd J ind prepared the '̂ - • 7 C 

VB II for a pen ding case. The s /stem is prepared to collect for New Orleans if neea be. As far i 3sthe T-50 system 1 1' '•/ E 

am waiting to s ee what NO decic les to do. We will be sure to be available to install the system a nd ge t it going for 
ther n when the y are ready and k now where its going to be. When 1 have any further updates 1 \t, ill be sure to include 
you in the com munications. We really dodged a big one by Rita going through SE Texas instea Jo fG alveston and 
HoL ston. 

Tha nks 

H6i Tsm-rmr ho; 
Els ur Techno logy Managemei I t Uni t (ETMU) 
Ele ctronic Su rveillance Techr lology Section (ESTS) 
Op< ̂ rational T echnology Divis ion (OTD) 
713 Desk) 
713 Fax) 
832 Cell) 

OdfliOfi li Messaae-— 
From| _ P T D ) (FBI) 
sent: ifTiT rsoay, uaooer ub " 7 D 0 5 9:40 AM 
To: | IOT[ ̂ ^ rpRT]! lNn^ (FRU 
Cfi -1 *f^ )̂  fFBil • IrnTnurriMVl , 1̂  D) (FBl)J 1 

lOTD) (FBI)l tHO) rcoN^l KOTO] 7d)N ̂ i n 
JOTD)(FBI)p (o^cFBi:! iom)(hBi) 

Subject: F TE: N O S i t rep '— 1 T 1 

UNCLASS IFIED 
NON-REC ORD 

b e 

Do we h< ave any more 1 nfo on the New Orleans status? 
b /C 

Have we recovered/eva luated the DCS 5000? , 

Do we ar iticipate a tern oorary requirement in Baton Rouge? 

Any othe r info??? 

1 
(7031 

1 
1 

Or iainal Messaae-— 
Fromj HCOTD) (FBI) 

ToJ_ 
iber 22, 2005 4:31 PM 
(NO) (FBI) , "1 [HQ) (FBI);| l(OTD) (CON)| (UD) (FBI); 

^ (22) 



¥ 
Subject: FW 
Importance: 

] D T D ) ( F B I ) ; [ 
NO Sitrep 
High 

JTD)(FBI);[ ] (HO) (CON) 

UNCLASSIFIED 
NON-RECORD 

NO) 
(TICTU) (F.YI) 

RE: DCSP Support 

FYI,r 
the onievepoiL r\Av 

lout of the Houston office) JaaS-fî acuatfid Houston because of RITA's path, and is now in 
' His cell phone # is 832] [lis cell phone coverage is spotty but you should be 

able to call the RA directly to locate him. HJU'AU Vti 'dvmbble to assist in checking out CMP collection 
systems equipment and/or relocating the equipment out of the NO office. All this said, you may have already 
been in contact with him, so I'll leavp it in \/nur hanris if you need any further, or more, assistance, please 
don't hesitate to email or call anl br myself will see that you get it. 

b 2 
he 

lb7E 

rbpe r 'PKgriUfl MdAii^if - EhUI^HSl t^raaons Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Quantico, VA 
Tel: 540-1 
CeU: 54C 
Fax: 540 

-—Ori 
From I inaf MACganA-

] T D ) (FBI) 
Sent; Monday, September 12, 2005 4:38 PM 

|OTD) (FBI| 
3 0 ^ 

Subject: FW: NO Sitrep 
3NO) (FBI£ 

lOTD) (CON); (ITD) 

](ITD)(FBI) 

UNCLASSIFIED 
NON.RECORD 

Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 
Original Message 

Frnm:l tm\ (FBI) 
Seqt: Monday. September 12. 2005 3:32 PM 

J( 
iirt 

ToJ. 

Subject: NO Sitrep 

|(OTDlI£fiII 
jfOTDUFBnl 

JNO) (FBI)i Jmmp ll miFBiiI 
]ai'D)(HBl) 

JHO) (CON)[ 

bG 
fc7C 
b 7 E 

Would ya'l! forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FBI movers will commence moving all of our TA/ET/CMP equipment from New 
Orleans to our new offsite located at art IThis includes moving all 

X (23) 



k.f. 

CMP equipment (Voice Box, DCS3000, Red Wolfetc). 
During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in bidgs 
from Covington, J fl tn R9tnn Bouge. with Baton Rouge having several bidgs housing different proa£ams_L_ 
have asked TTAI I contact TICTU, et al to help set up temporary DCS 3000, etc in oui| 

__1 As for as any CMP down here, I do not know at this time how that will evolve, but once we get ail 
equipment up here in BR, perhaps BAE could send some contractor types to check out all of our equipment. 
Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

I i 1 may ask for a few TTAs in the next week or so to come and help set up our new space. There is a 
TR# associated with this that 1 will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested 
in coming what the conditions are. I will speak with you more on this when the time comes. I am the only TTA 
in NO that did not have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I'll keep you posted. 

UNCLASStFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

)TD) (FBI) 

From: 
Sent: 
To: 

Co: 

Subject: 

(HO) (CON) 
,005 3:12 PMp 
(OTD)(FBI);L 

flTD^ fFBiv[ 

L 

llQliPBI) 

(FBI) 
RE: NO Sitrep 

J I O T S ) (FBI); 

]0TD) (FBI):[ 

h 
IroTm rcpNvl 

OTDWCON^ 
]OTD) (FBlJ OTD) 

Ib2 
fob 

UNCLASSIFIED 
NON-RECORD 

[=n. Jnd prepared the VB 
am 

uunng the Houston office closure during hurricane Rita I installed a DCS 3000 in the! 
Ill for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system 
waiting to see what NO decides to do. We will be sure to be available to install the system and get it going for them when 
they are ready and know where its going to be. When I have any further updates I will be sure to include you in the 
communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and Houston. 

Thanks 

X (24) 



Program Manager - Enterprise Operations Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

Tel 540\ 
Cell. 54\ 
Fax: 54(\ 
Pnner ^fflTI 1 

—Original Messa ye-
FromI 

ml' 
TnrD) (FBI) 

Tol muMm-j Iro-mUCONl |CITD) (CON) 
cA (NO) (FBli l(rTD) (FBI) 
Subject: FW: NO Sit -ep • 

.fc2 

UNCLASSIFIED 
/ 

NON-RECORD 

Heads up that a re qu< 3St for DGSP support in NOLA/Baton Rouge will be coming. 
—Orlamst] Messa ̂>i. 
From:) IDCNO) (FBI) 
Sent: Mondav. Se Qtg ml )er 12 2005 3:32 PM 
T o l ITD1 (FBVI 

3" ul TDUFBnl IflTDUFBn;! I(H0)(C0N);| | 

1 ^ 1 Ht i)( FBDI I ^ N O W F ^ I I |(ITD)(FBI) 
Subject: NO SItre P 

1 1 
Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our 
new offsite located at an abandoned car dealership in Baton Rouge. This includes moving all CMP equipment 
(Voice Box, DCS3000, Red Wolf.etc). 
During this move I am sure things will be damaged. We cannot leave anything in place for space management is 
to begin gutting our entire field office next week, in a perfect world, we will be back in our New Orleans office by 
the end of May, or early June '06. In the interim our division will be scattered in bIdgs from CoiuflfllCfl-lAio Baton 
Rouge, with Baton Rouge having several bIdgs housing different programs. I have asked TT^ |o 
contact TICTU, et al to help set up temporary DCS 3000, etc in oij |As for as anyulVIHUr 
here, I do not know at this time how that will evolve, but once we get an equipment 

L 2 
lb 6 
b 7 C 

could send some contractor types to check out all of our equipment, 
equipment but we will take it one step at a time. 

Also, 

As for as I 
ip here in BR, perhaps BAE 

I am sure we will have to surplus 

I may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
'associated with this that I will get for you if/wrfien needed. Lodging is still an issue and anyone who comes should 
be prepared to sleep In TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what 
the conditions are. I will speak with you more on this when the time comes. I am the only TTA in NO that did not 
have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I'll keep you posted. 

UNCLASSIFIED 
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• ( » 

UNCLASSIFIEC ) 

UNCLASSIFIED 

UNCLASSIFIED 

OTD) (FBI) 

From: 1 |OTD)(CON) 
Sent: ThursHflv Orioberflft bmF^ IDRR AM 
To: 1 lOTn)(FBI) ; | lOTD^ (f BIH rOTD^ 

V^RHl lrOTD)/FBli IfOTDUFBH: 
1 rOTnwr.DNM rOTD^ fFRII 1 

JfOTD) (FBI); KOTD) (FBI); 
1 1 inrn\ ^FRHI lOTp IPm lOTD) 

(FBII kOTD) (FBI F< DTD) (FBI) 
Subject: Spend Code Descriptions 

Follow Up Flag: Follow up 
Due By: Wednesday, October 12, 2005 12.00 AM 
Flag Status: Flagged 

UNCLASSIFIED 
NON-RECORD 

In reviewing the Spend Plan's descriptions witH | it has been determined that FY06 will bring about several 
changes that may not be reflected in the current write up. In order to realign the mission goals/objectives, please 
review the current write ups to ensure that it is aligned with Fy06 tasks. 

Ex: SBIT should include TMD , bCS-NET, Outreach Conferences, OCS3000 Upgrades. 

I f these items align with major tasks for FVOb, consider including them in the write-up. 

These adjustments will provide a more accurate account in our Spend Plan and will be used in| [Unit brief 
the AD and in my quarterly submission to 5RU. 

I f you should have any questions or concerns, please see me or 

c ] 
TICTU 
703 

to 

UNCLASSIFIED 
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• • 

1 UNI CLA SSIFIED 
NOI M-RE ECORD 

1 \ 

lO) 
TICTU) (F "Yl) 

RE: DC SP Suppo rt 

FYl 1 out c if thP HfiiifilQ xoi^ce) has evacuated Houston because of RITA's path and is now in the Shreveport 
RA. H s cell phor i e # i S832| 1 His cell phone coverage is spotty but you should be able to call the RA directly to 
lOCe te h m. Heca n be available to s issist In checking out CMP collection systems equipment and/or relocating the 
equ ipm€ jnt out of t leNC D office. All this said, you may have already been in contact mith him cr. in lopwa jt in your hands. 

If you need any f urthe r, or more, a? jsistance, please don't hesitate to email or call andl lor myself will see ^ 
that you get it. 

• l b7C 

[ons Services 
Elsu rTec hnology Ma jiagec Qent Un i t (ETIV lU) 
Elec t ron i c Survei l lan ce Te( :hnology Sectic )n (ESTS) 
Ope ratioi l a l Technolc )gy D i v is ion (OTD) 
ERF . QUE mtico, VA 
Tel: b4U-
Cell 54( 
Fax. 54(1 

_P22i 'r: 8i ?l 
- \ 

Oriq inal Messa qg. . . 

Fro m:| 3 r T D ) (FBI) 
Sen t : M ondav, Se 3tem )er 12, 2005 4-^R PM 

To: :OTD) (FBI); 1 (ams fCON^I 1 fITD1 fCON> 
Cc: (NO) (FBI); \TTD^ rPBH 
Sub )]ed :: FW: NO 5itre( ) 

UN( :LA! SStFIED 
NOI 4-RE ECORD 

Hea ds u p that a re ques for DCSP SL ipport in NOLA/Baton Rouge will be coming. 
Orjn infll Mf«:«:a 

Fro m:| Î NOI fFE I) 
Sen t : M ondav, Se otem 5er 12, 2005 3:32 PM 

ToC InTDU FBn 

CcJ J^ TD) (FB I ) , r t l T D K F B l l IfHOUCONi | -

1 \( no) FRnJ llNO\(Pkl)i \mb'){fBl\ y-,.-. 
Sub (Jecl :: NO Sitre p fe7E 

1 
Wo j idy 

1 
a'll foHAfard this to whom eve r you may think needs it, especially in the TICTU realm. Tomorrow, space 

mar age ment and 1 -B in ' lovers will CO mmence moving all of our TA/ET/CMP equipment from New Orleans to our new 
offs tela cated at a n aba ndoned car c ealership in Baton Rouge. This includes moving all CMP equipment (Voice Box, 
DCJ 3300 0, Red W< )lf,etc )• 
Dur ngt lis move 1 am s ure things wi 1 be damaged. We cannot leave anything in place for space management is to begin 
gutt ngo ur entire fi eldo ffice next wee jk. In a perfect world, we will be back in our New Orleans office by the end of May, or 
earl) 1̂  Jur ie'06. Int he in terlm our divi sion will be scattered in bldgs from Covington, LA to Baton Rouge, with Baton Rouae 
havi nqs everal bide )s ho 
tern 3ora ry DCS 30 00, e tc In our! I A S for as anv CMP down here. 1 do not know at this time how that will 

M (28) 



evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of 
our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
aajuLiefted with this that I will get for you if/when needed. Lodging is still an issue and anyone who comes should be 
prepared to sleep in TRU tents (AJC'd) or in our new space on cots. Just let those interested in coming what the 
conditions are. I will speak with you more on this when the time comes. I am the only TTA in NO that did not have 
significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I'll keep you posted. 

hi 
h' 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

OTD) (FBI) 

From: 
Sent: 
To: 

Co: 

Subject: 

Importance: 

Thursday, September 22 
I ICOTD) 
'̂ ^.J|L'll^tflll 

] (OTD) (CON) 
2Q05 1:53 PM 

n(0-rt57TF 
lOTD) (CQj 

Houston Status 

High 

][OTD){CON)[ 

BT7 

lOTD) (FBI); 
iQTQlitgT 

I (OTD) (CON) 
TD) (CON); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Just got a return call from I bf Houston. He said that they shut down the office Wednesday at noon, powered 
down all the systems (DITU, ucb3U(J0, voice Box, DCS5000), covered them up with tarps. then got out of town! Is 
now in | ^ a n d his house telephone number irt lis (902| | 

CZl 
SENSITIVE BUT UNCLASSIFIED 
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¥ 
From: 
Sent: 
To: 
Cc: 

Subject: 

l o T D ) (FBI) 

[ 
\ 

l o T D ) (FBI) 
TUSSdaV, §§BtCTl?^r p . 2005 4:46 PM 

IfNO^ (FBIJ 

•FBI! 
RE: NO Sitrep 

J (OTD) (CONf ((3I13)(I-BI); 3 OTD) (FBlF 
*"-i-rr\^ fCpTTT 

(OTD) 

UNCLASSIFIED 
NON-RECORD 

• 
Glad to hear that you and the team are fine! We want you to know that you have TICTUs 100% full support. That also 
goes for the entire Operational Technology nivistinn &«; you move forward let us be a service to you. Both vendors are 
also on standby to assist. My office # is 703J I cell # 2 0 2 - ^ ^ ^ ^ ^ Our team is here and on standby. 

From 
Sen£ 

ria 

TO 

I 
ICNO) (FBI) 

londav. September 12. 2005 3:32 PM 
, 1 (OTD) (FBI) 
|(afD)(FBI);| 

Subject: NO Sitrep 
p O ) (FBI)! J (NO) (FBlJ 

J:rrDlIFBi]£ 
J(rTD)(FBI) 

1 (HO) (CON)| I 

h h 

IZ=I £S 
Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our new 
offsite located ai I This includes moving all CMP equipment {Voice Box, 
DCS3000, Red Wolt,etc). 
During this move I am sure things will be damaged. We cannot leave anything in place for space management is to 
begin gutting our entire field office next week. In a perfect world, we will t>e back in our New Orleans office by the end 
of May, or eariy June '06. In the interim our division will be scattered in bIdgs from Covington LA to Baton Rouge, with 
Baton Rouge having several bIdgs housing different proaranns. 1 have asked TTAj jo contact TICTU, et al to 
help set up temporary DCS 3000, etc in ourj |As for as any CMP down here, I do not know at this time 
how that will evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to 
check out all of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

[ 11 may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who comes should be 
prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what the 
conditions are. 1 will speak with you more on this when the time comes. 1 am the only TTA in NO that did not have 
significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I'll keep you posted. 

• 
UNCLASSIFIED 

(30) 
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SENSmVE BUT UNCLASSIFIED 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

o (̂ ..rrarjUy ŷ ,e cannot upload pen register information from Primary Rate ISDN lines using an 
r the interceplT V telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

Original Message—--
From;l JfCTD^ (CON) 
Sent; Wednesday, lune 29. 2005 4:45 PM 
TnJ l>WF^ (FBIL_ 
ccC 
EOPS_TECH 
Subject: Phone Records 

1 (CTD) (FBI);[ JCTD) (FBI); HQ-DIV13-

b,;: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lasked me tr 

A/Ill He helpful. 

lasked me to contact you regarding an issue of transfen-ing massive amounts of 
UNK aata intq I Can you send me an email with details of the issues? Anything you 
can provide will be helpful 

Thanks, 

b2 
be 
bTc 
b'JE 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X 
(31) 



¥ 
-Orininal MessaoP-UfU 

FronT pD) (CON) 
Sent: Thursday, September 01, 2005 10:20 AM 
Tni IWFUFBlf 

Subject: RE: Phone Records 

IWF) (FBI) ] (OTD) (FBI); 

loTD) (FBI)£ 
^rr^n^ fPmv Hn-nTyis-EOPS.TECHJ \ 

I (ITOD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b o 

I just wanted to follow up on our meeting regarding the automation of uploading phone records to enterprise-level 
systems at HQ. I know ERF/ETMU was working this issue and expected an interim solution by August 31. Is the 
issue resolved as scheduled? 

—Original Message— 
FromJ " ~ ^ ^ ) (f"^^) 
Sent; Thursday. June 30. 2Q05 11 :Q7 AM 
Td l(CTD) (CON):! 
(OTD) (FBIll 

Subject: RE: Phone Records 
J(CTD)(FBI);I 

,iSaiG3i 
(WF) (FBI);[ ](OTD)(FBI)£ 

]CTD) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b2 

he 

b 7 E 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

2. CurrBijtlv wg cannot unload nan rftnister infornr^atjon from Primary Rate ISDN lines using a| "fcr 
the intercepT pr telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

—Original Message-
From: 
Sent: Wednesday, JufTe 
Td 
ccT 

JTD) (CON) 
29, 2005 4:45 PM 

IfWFWFBn 

Subject: Phone Records 
JCfD) {FBI] j (CTD) (FBI); HQ-DIV13-E0PS_TECH 

X (32) 



¥ 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CD 
W | will order this on behalf of TICTU. Do you expect this to be a one time request or will there be 55 other requests 
fort fe? This would seem to be a system specific piece of equipment which would logically be handled by TICTU. • 
Can we buy this on your credit card? Is is approximately $200. 

Original Message— 
From:i l(OTD) (FBI) 
Sent: Tuesday. 3ulv 19, 21̂ 55 7:51 AM 
Toj ruD) (FBI)] ICITD) (CON) 23 ( F B i ) r •• 

lOM^ frBM , 
I IfOTDUFBIl KOTO) (CON):l 

_l ^ ^ \i6Tb\{^6k\i ^ T D U F B n T 

Subject: RMS 101411- 0M| | 
Importance: High ' ' 

_, KOTDUFBnr 
lfrTD)(C0N);L 

J0TD)(C0N)1. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I passed this RMS to your group. 
This should be handled as expeditiously as possible. 

[ 

RMS 101411 -Omaha Division Is requesting a al l 

t. 
odel 10040-SC 

to be used. after reviewing a comnfiunication which indicated it is the only approvedl Ito be used This 

Iwill connect to both the FISA and Criminal DCS3000's and will replace the existing) | 
is made by Belkin. Thank You! 

SENSITIVE BUT UNCLASSIFIED 

X (33) 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

cn 
ST AS has performed this type of work in the last 12 months, and 1 feel we can easily take the formats and turn 
them into a "standard" format. 

b2 
he 
fo7C 
fc7E 

Would love to meet with you, and/or I |o take a look at the various file formats and then tee up an R&D effort 
with your help.... ' ' 

Let me know your thoughts 

Thanks 

—OdflioaLEdeasaafi 
Fro ml , I (WF) (FBI) 
Sent; I hursdav, June JU, 2nnril|n7 aivi . 
Toi ra-m7^n^J •̂.l [w) (FBlf 
fOTDUFSn:! IA»,C^ /^TN I 
Cci 1(CT6)(P&1) 
Subject: RE: Phone Records 

(WF) (FBI) 
}0TD)(FBI);[ 

rrO) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A short list would include: 

1, Provide automated uploading from DCS-3000 to telephone applications. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

-Original Message-— 
kCTD) (CON) 
' K (35) 

From: 

b2 
be; 
hie 
fc'VE 

2. Currently, we cannot upload pen register information from Primary Rate ISDN lines using ar̂  ^ f o r 
the interceptp [for telephone service. 



able to take part in fixing the problem.. I'll let you know what I hear. We might want to wait until I hear back from some of 
them to schedule a visit. 

cn 
-—Oriainal Messaoe-— 
Fron^ (WF) (FBI) 
Sent: Thursda^^ June 30, 2005 ll;07AM 
To:| h-n^ rroN 1 - , 1 (WF) (F =BI) 
^OTD^ fFBH;! _|(WF]{FBTr"' 
CcJ ICTD) (F =BI);| 1 

OTD)(FBI);[ 

1 (CTD) (FBI); HQ-DIV13-E0PS_TECH 

b o 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

2. r.iirrpntiv WB nannnt unload nsn realsti»r information from Primary Rate ISDN lines using a\ 
intercept. I for telephone service. 

IZZI 
3. Provide automated uploading from the RedWolf collection system to telephone applications. 

-Original Message-
From is <i,-nt: WPrinPcrlav liinP 7Q :>m'; 4:45 PM 

: l J(WF) (FBI}. To 
Cc 
Subject: Phone Records 

](CTD) (CON) 
22^005 4:4 
Z j ( W F ) (F, 
p B ) (FBI){; J T D ) (FBI); HQ-DIV13-E0PS_TECH 

for the 

b2 
b o 
b7C 
b 7 E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

i Isked me to contact you regarding an issue of transferring massive amounts of DNR data into 
I I Can you send me an email with details of the issues? Anything you can provide will be helpful. 

Thanks, 

[ ] 

SENSITIVE BUT UNCLASSIFIED 
(37) 

K 



SENStTIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

(OTD) (FBI) 

From; 1 tWF) 'FBI) L b 
Tnursaav Jiinp "lO ^nO'i Tl 07 A M \ '7 

To: J tTD) {CON)i_ IWFI /ERIvl l^nTD^ F̂RIV 
J UqjD) (FBll 1 ^WF^ ^Fsn 

Cc: 1 ICTDl fFfel KCTD) (FBI); HQ-DIV13-
EOPS TECH . < 1 

Subject: RE: Phone Records 

SENSITIVE BUT UNCI JVSSIFIED 
NON-RECORD 

A short list would include. 

1. Provide automated uploading from DCS-3000 to telephone applications. 

2. r . iyrontk/ I M P i-annnt ^nl.^^aH r.on ronietor JnfnrmaHnn from Pr imary R a t e I S D N lineS USlng a p f 

intercepi I'or telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

—Original Message—-
From;| pTD) (CON) 
g a n i - ; U/Pfinpcnav l i i n c ? q •^tV)'^ 4 : 4 5 pM 

ToL 

Suojeci: nnone Kecon 

LIU) 
ip ?q ?i 

hnr!) 
(WF)(EBIL 
) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CTD) (FBI); HQ-DIV13-E0PS_TECH 

y rthe 

b2 
fc6 

b';R 

Thanks, 

^sked me to contact you regarding an issue of transferring massive amounts of DNR data into 
J can you send me an email with details of the issues? Anything you can provide will b>e helpful. 
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• • 

SE NSITIVE BUT UNCLASSIF lED 

SENSI TIVE BUT UNCLASSIFIED 

1 IfOTD) (F Bl) 

From: III ITD1 fCON^ 
Sent: jMQnd sv Anril 9R 9nn.«5 .^-48 PM 

To: llTD^ rCONVI ITDI rFRhl 1 
1 -J(nD)(i-Bi)l ^ITnHFBnl iMTDWFBn: 

t |1U)(I-BI)J, |TD)(FBI)| l(ITD) 

Cc: 
' l " i | 

ITD) (FBHl llTnWFRIVl 1 1, .-. 
'(1113) rm\ i(lT D) (CON)l I T D ) (CON); 

1 l lUKCON 1 
Subjec :t: RE: 2 0O5 ETMU (fka EOSO) New Emp oyee Orientation Agenda May 10-12 

UNCU \SSIFIED 
NON-F tECORO 

Subjei rt: RE: 2005 ETMU (fka EO 50) New Employee Orientation Ac enda May 10-12 

Pleas e advise if you or a rep resentative will be able to p< articipate in the upcoming May Orientation as 
outlin 3d below, i look forwar d to hearing from you. If yo u could respond at your earliest 
conve nience 1 shall apprecta te it. 1 will incorporate the uf )dates and forward the final agenda to you. 

Thant «you! 

- — \ 
1 

UNCLASSIFIED 
NON-RECORD 

The first new employee or lentation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a key 
factor in the success of al orientations conducted. AsourU 5am continues to merge over the coming months 1 
shall appreciate your feed jack and involvement in continua enhancements to the orientation program. As 
evidenced by orientation s urvey results and management fe edback, new employees are being assimilated more 
effectively and expeditious ily. 

The Agenda is attached fc ir your review. 1 hope that your s( ;hedule will allow you to participate. The technology h6 
manager portion of the pre }gram is scheduled for Wednesda y 11 May from 1:45-2:45 and 3:00 to 4:00 (a short b e 
break scheduled between sessions). Please let me know if you (or a designated alternate) would be b?E 
available to provide an ov( srview of the following systems: 

1:45-2:15 DCS3000 
2;15-2:45l 1 
2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 
3:30-4:00 DCS6000 

(39) 
X 

file:///SSIFIED


UNCLASSIFIED 
NON-RECORD 

The first new employee orientation in 2005 is scheduled for May 10 -12. Your involvement in 2004 was a key factor in 
the success of all orientations conducted. As our team continues to merge over the coming months I shall appreciate 
your feedback and involvement in continual enhancements to the orientation program. As evidenced by orientation 
survey results and management feedback, new employees are being assimilated more effectively and expeditiously. 

The Agenda is attached for your review. I hope that your schedule will allow you to participate. The technology 
manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you (or a designated alternate) would be available to provide an 
overview of the following systems: 

1:45-2:15 
2:15-2:45 
2:45 - 3:00 
3;00 - 3:30 
3:30-4:00 

DCS3000 

'blHak ' 
DCS5000 
DCS6000 

For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November 8-10. 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. Please call 
me with any questions you may have. 

be 
h"!C 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
540 Desk) 
540 Fax) 

UNC JLASSIFIE D 

UNCLA SSIFiED 

(40) 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

EH 
Hal asked me to review the below thread and make a recommendation. After discussing withf | here's 
what we came up with... ^ ^ " " " ^ " ^ " ^ 

First, based on my recollection, the Voicebox is a portable system, but not necessarily a laptop. Second, since this 
Voicebox is NOT an FBI system that is being connected to a FBI system, it deserves some scrutiny from security, 
which 1 am sure that you have already done. We are assuming that this scenario may repeat itself in the future. 
Therefore, we feel that it would be appropriate for there to be a written operating procedure (most likely a page or two 
at most) that describes the following; 1) the Voicebox while attached to DCS 3000 will be under FBI control, 2) that 
appropriate safeguards are in place (listing safeguards), and 3) describing the sanitization process for ensuring that 
FBI data/information is not falling into the wrong hands when the Voicebox is removed from DCS 3000. 

Once this is written and you review to ensure that it is adequate, we would ask that you please provide a copy of the 
operating procedure to the Accreditation Unit, so we can place it in the DCS 3000 C&A file for future reference. It 
would be the basis for future and similar request to do the same. 

We did something similar to this (somewhat different circumstances) about 18 months ago involving a HIDTA 
operation in Denver. We agree that there is nothing here (at least on the surface) that would require any accreditation 
impact. We would just like it documented in the C&A file. 

Hope this meets with your approval. 

If you have any questions or would like to discuss, please let 

Thanks! 

Dr me know. ^•'-'''" 
lb 

cn 
Accreditat ion Representative 
SecD/IASi 
202.32t 

/A l l 

Room 42£ $2 

From:] hecDl (FBn 
Sent: Fric lay, February 04. 2005 12:33 PM 
Td ISecDYfCO l̂̂  
rr: l l(SecD) (FBI);| 1 (SecD) (FBI)I ^ecD) (FBI); 

1 ,_ iTT êcH^ (rON) 
Subject: FW: Portable Voicebox 

SENSITiV E BUT UNCLASSIFIED 
NON-REC :ORD 

K ^̂^̂  



1 » • 

Ar« syo u a\ wared of the attc iched propos al to connect laptops to DCS3000? Marti asked if it changed the accreditation 
bo und ary -1 would think tt lere is a gooc i chance it does. 

1 
Se c-D v/1/ \SIAU 
(2C )2) : 324 4480 

"Qr iqin al Messaoe 
Fr H " J S e c D ) (F BI) 
Se nt : Fric lay, February 0-1 [ l o o s 9:22 i W 

re (SecD)(FBI ) 
C< (SecD)(FBI ) 
Su bje c t : FW: Portable Vc )icebox 

SE NS TIV 'E BUT UNCLA SSIFIED 

;b 'o 

NC )N-f REC :ORD 

Dc es 1 he addition of iapto 3S change th B boundaries or not? 

--Oc iaia alMpssanp—-
Fr om| f? ecD) (FBI) 
Se Thi 03, 2005 2-.: >RPM 
To E (SecD) (FBI) |(SecD)(CON) 

Su uyi c l . RE: Portable vo icebox 

SE .NS TIV 'E BUT UNCLA SSIFIED 
NC 3N-( REC :ORD 

b6 

Y o u r a w a r e n e s s c ) f t h i s was } f o r y o u r i n f o r m a t i o n fFYI) o n l y , y o u d o n o t h a v e a t a s k t o 

r e sol v e . T h e r e f o r e , t h e r e i s n o t h i n g for i I t o d o a t t h i s D o i n t i n t i m e . T h i s i s a n 

Of )er i a.ti< ana l i s s u e n o t a c e r t i f i c a t i o n u n i t i s s u e . 

C] lee r s , 1 1 
1 
1^ w Ou antim CnmnlRx 
EF {f{- ^03 i i 

- 0 riginal Message-
Fr om 1 KSecC ) (FBI) 
Sc !nt: I nursday, hebr uary U3, 200 5 10:56 AM 
T< (SecD)(CON] 
C( SecD) (FBI) 
Si ibj< ic t : FW: Portab e Voicebox 

K '''' 

file:///SIAU


1 
"(FBI)! 

I^CVUFBIl 
Mi 

) (FBI); 
s!M 

(CV) (FBIiT 

J(CV)(FBI) 
> ) (FBI){ 

\^F^ rFRTVr 
JCV) (FBI>L 

"](CV)(FBI)>. 

]w 
Subject: Portable Voicebox 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

hie 

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox 

digital collection system and needed the OK from Security Division to use it on FSI cases. This is st i l l in 

the works on our end, but we have a similar situation regarding a portable system and require the input 

of Security Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but i t is currently in use in our 
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T - I I I on a 
digital system (rather than cassette tapes), but we do not have another system available (niether does 
ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the 
Youngstown M use i t fo r this T - I I I . The system will be operated in the RA space and would be 
connected to our DC5-3000 network to obtain telephone target data. According to ERF, there is an 
acceptable configuration which enables secure transfer of the data. The issue arises in regards to 
conducting an FBI case on a system that is not owned by the FBI. As far as the data and audio that will 
be stored on the system is concerned, if necessary, we could remove the hard drives f rom the system 
before i t is returned to HIDTA (replacements would have to be supplied by the FBI and software 
reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T - I I I ? Are there any 

other issues that must be resolved? 

I f you have any questions, please feel f ree to call me. 

Thar iks. 

1 1 

1 , 1 
Clev eland Divisi on 
216 office) 
216 cell) 

be 
b7C 

SENSITIVE BUT UNCLASSIFIED 

(55) 
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— m - i T -
To: [ IPG^ (FBll IPX) ^FBll Icf^l^) /FRU 

|RA\^FRIVI , LlXn\ r F R h l , JfHW) 
7PT5n IrBHWFBIVl IfBSWFBll 

,1 l/COWFRU IfALUFBIVI JNY) ^FRIV b5 1 

1 IrMWUFBIVl I^PGUFRI'L ^b7C 1 
LSWFBIVI hMi^,tA^^\ Vl J 1 IPD1 (FBll l(Ahl) (PB\)\ iim /FBr u 1 

i LliCi (FBDHL, 1 ^ ) C'BI):! J 1 
n TOTTrai lrLV\(F^ni Ism^FRiv 1 ] 1 [ I(MMUFHIH . L O m i F B I V I r;n (FBiv 

J IKHi/l-ynJ 1 (TP) /FBIV 1 IrSl > ^FRIV 

i HBF) (FBIVA I (SE) fFBIl 1 \ \l^P^ 'FRiJ , IIMfclimill 1 (CV)(FBI)| l/SA\^*ihM i/Niyw(!«iv 

\ \lM\l\-ti\V\ JNFUFBnl low ) 1 /f-ftM IwnrFRivi FP iaaim^^^ml 1 IrPXWFRivl irsnwFRivi i/cni 
imW m (FBIV.I liDEWFE iJ ] 1 F —IJNWFBI1I IfHOfFBh;! .KS 

LR) fFBn^ ^ L A I ) IFB\Y I 
nUFRIV 

fSIWFBni lfNt<UFBll riAUFF^Vl tIM 
tFBDl ISA) ^FBIV 1 I^MO) fFE 1)1 1 

Cc: 
iM^j) ( rD i ) j III 1 u j i rD i j 

\imm)\ tiiu)(Fbi); 
!iim;i-yiv| |<iTnwi-Hi\ 

Subject: DCS-3000 One-way Push - Status Update (2/7/05) 

SENSITIVE BUT UN ICLASS >iFIED 
NON-RECORD 

All, 

The one-way push is currently being field tested at sites| ^nd | ^here are field issues involving the performance 
between Uuuooa-way push and the RW. All parties invofTSffare wSrking to correct and improve the systems performance, ^^ 
In paralle|____|esting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. ^ 
Upon cornpletion, this functionality shall be field tested as stated above. ' 

Jeld offices have received the one-way push equipment for installationl Isites have completed To date!  
the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
minimi2e both operational risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating GALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 

Regards, 

SENSmVE BUT UNCLASSIFtED 

(57) 
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[ 
cc£ 

"Mmn 
]ioaim£ 

\sE)mi){ 
lyiiFBif 

KUD) (FBI) J 
]ioai£Bu£ 

\m m)i M 
' •• _KCV)(FBI) 
Subject: Portable Voicebox 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I i 
Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital 
collection system and needed the OK from Security Division to use i t on FBI cases. This is st i l l in the works 
on our end, but we have a similar situation regarding a portable system and require the input of Security 
Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but i t is currently in use in our 
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T - I I I on a digital 
system (rather than cassette tapes), but we do not have another system available (niether docs ERF). The 
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use i t for 
this T - I I I . The system will be operated in the RA space and would be connected to our DC5-3000 network 
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables 
secure transfer of the data. The issue arises in regards to conducting an FBI case on a system that is not 
owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if 
necessary, we could remove the hard drives f rom the system before it is returned to HIDTA (replacements 
would have to be supplied by the FBI and software reloaded by the'manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T - I I I ? Are there any other 
issues that must be resolved? 

JCV) (FBI)L 

I f you have any questions, please feel f ree to call me. 

Thanks, 

1 1 
Clev eland C )ivis on 
216 (office) 
216 (cell) 

fc-, 

SENSITIVE BUT UNCLASStFIED 
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DCS 6000 is UNCLAS and DCS 5000 is SECRET. 
If there's a way - it would definitely be worth the effort. 

I'm out most of this week but would like to get together next week - 1/31 - 2/4 

(703 

—Original Message 
From: 
Sept: 

CzSm 

SecD) (FBI) 
vinnnaw lamiflivM /nn^ 3:41 PM 

ISSfD)(FBI);C 
ITD) (FBlf jrrP) (FBl[ 

j£2 
! 

1(TTD)(FBIY\ 
\ITD) (FBI]^ 

"cclT (ITD) (CON) 
Subjeci: Kt: Lomoining tne Collection systems under one C&A 

b b 

UNCLASSIFIED 
NON-RECORD 

Combining makes sense to me! I feel like we've been herding cats on this one 

—Original Message— 
(SecD) (FBI) From 

Sent;' I uesd^v. January IB. 2U05 8:05 AM 
To: i " 1 (ITD) (FBI)[ 
(rrrjWhhivl 
Cc: 1 ] (ITD) (CON)[ 

FTTDTTOf 
IMIFBDI 

Subject: RE: Combining the Collection systems under one C&A 

•_3SecD)(C0N) 
](SecD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Not a good time as all the streets will close at 1 pm Wed (19th) here. I agree that we ^̂  
should do this but next week would be better asl \N\\\ also be back then. ir, 
bob ' ' 

] 
CISM.CISCM.CICM 
IT Specialist (Security) 

X (60) 



Team 1 Certification Lead 
Certifinatinn Unit IAS, SecD 
202J I 

Original Message—-
From: | JITD) (FBI) 
Sent: ru^jdav. Janu"5Fv 18. 2005 8:00 m 

~1(n-DUFBnl KrrpHFBnr To:r 

he 

(SecD) (FBn 
Cc:| J T D ) (CON) 
Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and I] came to the conclusion that combining systems 
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter 
as I'm Inokino to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, fc 
and| junder one C&A (if that makes sense to do so). ^''-

I'd we lU arrange a meeting for 13:30 tomorrow 19 January to discuss and collect 
your comments. We can meet in my office unless someone has a better alternative. 

CheersE 1 
ISSM, Quantico Complex 
ERF (703| 

fee 
fc'7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

K (61) 



UNCLASSIFIED 

UNCLASSIFIED 

t )TD) (FBI) 

From: 
Sent: 
To: 
Subject: 

I l lTD) (FBI) 
liiPcHau . lani iarvIS 2005 1:19PM 

I I (ITD) (FBI) 
RE; Combining the Collection systems under one C&A 

w 
Clear Day 

BkgrdJPG (5 KB) 

NON-RECORD 
UNCLASSIFIED 

Thanks J 1 
1 believ 'e sincJ ha me was on the e-mail, we need to know what he knows and have him 
to keep ) V s informed as to anyd irection which may affect the unit. 

-0 riainal Messaae-
Fro m 1 1̂  D) (FBI) 
Sei I f Tuesday, Janua r y l « , 2005 11:41AM 
To: 1 l( ITD) [FBI) 

cci r rO) (FBI) 
Sul 3j< 5Ct: FW: Combin ing th e Collection systems under one C&A 

UN CI .ASSIFIED 
NO N-RECORD 

L T SF )oke with the DC S-600 0 guys earlier today and they echoed similar comments. t ' r j 

1 |- Thanks 

1 
-0 
~l 
rininal Mp<;«;anp-

Fro m = 1 (ITD) (FBI) 

Sei I t ; TUHWWU. WniJrJ V i f i , 2005 11:35 AM 
To: rTD)( :FBI) 
Cc: TTD) (FBI) 

K . (62) 



Subject: RE: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

• 
1 think the C&A process is best served by sepa rating the various projects, especially 
between different security classification platforr ns. 

DCS-3000 ISSO -1 1 
DCS-5000 ISSO - he 
DCS-6000 ISSO -\ J k 'C 

—Original Message— 
FromJ bTD^ fFBH 
Sent: Tuesday, January 18, '̂nn'̂  R•y^ AM 
To:| \ITD) fFBD;l 1 flTD) fFBD 
Ccl rrTD) (CON) 
Subject: FW: Combining the Collection syst ems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

Here is an e-mail moving about regarding C &A. . 

Please review. 
he 

1 1 ;b7c 

Original Message--— 
From! 1 (TVD) (FBI) 
Sent: Tuesday, January 18, 2005 8:00 ALL 
To:l IfTTOUFBT^P hD) fFBD-I 1 
rrm^ fFBIVl j^erDVCON^ SecD) (FBI) 

Cc:l I(ITD) (LOIM) 
Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

) 
^ (63) 



Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process 
of systems, we [AU, CU, and t] came to the conclusion that combining systems under one 
C&A makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to b2 
combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and lunder one .fc, 
C&A (if that makes sense to do so). ' ' 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheers I I 

I Z] bvc 
ISSM, Quantico Complex 
ERF ^70:^^ \ 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 

"[OTD) (FBI) 

[ 
TiiPgflav .laniiarv 

L 
Tw" 

H T D ) (FBI) 
38,2005 8:42 AM 
|(ITD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b b 

Original Messaae-
From:l |(rTD)(FBl) 

Subject: 

uary 13, 2005 1:51 PM 
fSecD) (CON) 

1 (UD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

orwarded this message to me. 

I got your name throughT ..^^^ ^'*^ y°" "^^^ ^^ '̂̂ '® '"̂  '̂ ®'P "^^ answer some questions I have about 
I IMII need is contact information for the system administrator, the ISSO, and the ISSM. 

lis our System Administrator, I am the ISSO antj jis the ISSM for theT Tproject. 

Also, I need to know which network^ 

Th£ 

Jresides on. 

l i s a self contained Windows domain network which functions as a tool for telecommunication 
interception used in Title 111 case work. The systems are developed and provided by a contracted vendor which specializes 
in this type of investigative tool. Each field office has a version of this network in place (varying in size according to need). 
Additionally a number of RAs have a system. The combination of these systems is reaching 100. The systems do have a 
firewalled link to the DCS3000 project which allows the systems to recieve the Call Data Content record information from 
wireless technology intercepted calls. The systems run at the sensitive but unclassified level. 

Tof" 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X (̂ 5) 



From: 
Sent: 
To: 
Subject: 

lOTD) (FBI) 

[ 
c 

I (ITD) (FBI) 

_klTD) (FB1);C 
RE: IG Questions Part II: Deadline ASAP 

3lTD) {FBI) 

UNCLASSIFIED 
NON-RECORD 

I'm not sure we're the right group to answer question number 8 since we do not conduct Title Ills or FlSAs (we provide 
support for these onRrations unnn reniiests from the field). Divisions 5 and 6 should have these numbers - GALEA was 
enacted in October 1994. | [has a list of Title-Ills for each fiscal year by field office. There is an annual 
unclassified disclosure of MbAappilCailOTis published by the DOJ, but the actual number of FISA targets and intercepts is 
classified secret and is treated as "need-to-know only" information - and I don't know. 

he 
fc-7C 
b'7E 

Information from the annual unclassified FISA repor 

Year FISA Applications Submitted 

1996 
1997 
1998 
1999 
2000 
2001 
2002 
2003 

ITD has provided the DGS-3000 GALEA pen-register and trap/trace data collection system to more than 50 federal, state, 
and local law enforcement agencies to assist with GALEA based intercepts. The following are examples of the agencies 
that ITD has assisted in this regard: 

Local Law Enforcement State Law Enforcement Federal Law Enforcement 

•b2 

b7E 

1 hope this helps, 

IZZi 
nrininal Me<;.<;ane—-

Fromj j (ITD) (FBI) 
Sent̂ MflnaaV. JamiaiV'lO. ?nn.ss:ll PM 
To:I ""nflTO) (FBl£ 

m sc 2\vv]\fk) 
JlTD) (FBI);[ ](rTD) (CON);[ 

he 
b7C 

r ^ (rrD)icoN]£ 

t Subject: FW: IG Questions Partll: Deadline A^AP 
Importance: High 

tlTD) (CON); [ 
J (ITD) (R3I) 

}TO) (FBI); 

X (66) 



T L , I H U Y ) (FBI) , 
Ccj UTTD) (FBI)J 
(FBM ^ T̂THj ( C 0 N 1 _ 
subiect: NY Rplrj Offirl Isvstem Administrator Training 

1frTD)(FBn;C 
irro) (FBi);L 

IrTDWFBD:! TTD) 
[NY) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ad sent t) t<| \ the Technical Personnel Development Branch in 
/ailliilllblMlUI Udllling as well as DCS3000 and Advanced 
"Tsystem Administrator Training only and am fonwarding the 
w Program Staff to address. 

Please confirm whether the entire list needs to have I Evstem Admin training, we will be scheduling training to 

which you had indicated needed I 
Voice Box training. I am responding to thê  
DCS3000 and Advanced Voice Box trainliftj Ull LU linj Program Staff to address. 

be held at the Raytheon Falls Church facility for those individuals you identify 

be 

Thank you 

1 TICTU Support Contractor @ ERF 
BAE Systems Information Technology 

™L__I1 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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V 
IOTP) (FBI) 

From: 
Sent: 
Co: 
Subject: 

](OTD)(FBI) 
' I hursdav. June 'I'l 'iUUb 4:38 PM 
I ~bTD) (CON); 
TIGTU Computer Based Training 

loTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

TICTU Customer, 

The TIGTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled Switch-
Based Intercepts using DCS 3000, provides background infonnation on the technology used to conduct GALEA based 
intercepts as well as basic information on how to use the DCS 3000 suite of applications. 

TICTU needs your help! TICTU needs to conduct a beta test and review before releasing the course to the entire CMP 
community. To this end, we ask you to help us evaluate the training. If you agree, we will mail you a CD v/ith the training 
course and instructions. All we ask is you review the material and fill of the evaluation form. TIGTU would like to release 
this training to the field as soon as possible, if you can, please submit your evaluation form by Friday, July 21. 2006. 

If you are unavailable to review this course, please let us know. Questions concerning this course review can be directed 
lat (703) I ^ i 

Thank you for your help ensuring that we produce a quality training product. 

Thanks. 
I 1 

UNCLASSIFIED 

From: 
Sent: 
To: 
Co: 

Subject: 

SECRET//NOF0RN 
RECORD 315 

TD) (FBI) 

Ihur^rlpv, Inn^W 'JliMK 14'̂ ^ PM 
TO) (FBI) 

OICl) (FBI) 
' ^ 

(OTD) (FBI) 
GALEA Numbers 

TD) (FBI);[ ](OTD)(FBI),L 

;b2 

b 7 E 

Here are the GALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 
lines added in CY 2006, and 2) lines intercepted in CY 2006. 

New Lines Added in CY 2006 

1) new 

Lines Intercepted In CY 2006 

ALL IHFORIIATIOH COlilTAIXIED 
HEPEIN I S TJIJCLASSIFIED 
DATE 06-08-2007 BY 65179 DHH/TAH/K3R/.JB 



V 

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T-50 numbers will 
comleteiy overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. 

b2 

DERIVED FROM: Multiple Sources 
DECLASStFlCATION EXEMPTION 1 
SECRET//NOFORN 

From: 
Sent: 
To: 
Cc: 
Subject: 

Importance: 

rP) (FBI) 

I (DTD) (CON) 
liiesriav June 1̂1 LJ»H«'l 1:26 AM 

L 
ILoip) (FBI) 

Jo JOTD) (FBI)[ 
FW: GWOT $$; Deadline noon today 

High 

](OTD)(CON) 

UNCLASSIFIED 
NON-RECORD 

1 1 Based on our discussion today, 1 recommend the following be sent in response t( request -

1 
I believe the intent is still to use the funding for the purpose originally requested; however, the situation has changed. ^' 
GITMO still requires a system and has been going through the process to find internal DOD funding. We proposed a ^'> 
system configuration, which they accepted, but DOD internal funding is not yet forthcoming. They may be rethinking their '-' 
needs but until they confirm that they have sufficient funding and can meet their requirement, we plan to use this funding 
for the system. 

1 1 
Original M 

From: 1 r 
Sent: 
To: 1 IfOTD-jfCON 
Cc: 1 rOTDI (CON 
Subject: GWOT $$; Deadline noon today 
Importance: High 

UNCLASSIF MED 
NON-RECO RO 

I'D) (FBI) 

]0TD) (FBI);[ OTD) (FBI) 

Greetings, 

Attached is how your funding was originally requested for the GWOT supplemental, 
differences, please email them to me by noon today. Thanks. 

Please concur via email. If any 



7 1 3 ^ 

UNCLASSIFIED 

¥ 

UNCLASSIFIED 

iTD]JFBI]_ 

From: 
Sent: 
To: 
Cc: 
Subject: 

I bTD)(CON) 
' Monfljjy, M\ti m. zuub 10:23 AM 
I ' _ l Q i p ) (FBI) 
I lOTD) (CON) 
FW: ITAB Briefing Schedule (& Template) 

b7C 

UNCLASSIFIED 
NON-RECORD 

H 

Here is the ITAB template. When| lets in tomorrow, I will see what Powerpoint presentations she has on the DCS-
3000, DCS-5000 & DCS-6G00 and try to incorporate as much as f can. 

[ 
Thanks, 

1 
essaps —Original Me; 

From: . 
Sent: ' u — I , . , I..,,.. u\ '^^^n'^t*, f^fj^ 
To: I 
Subject: RE: ITAB Briefing Schedule 

laO) (CON) 

m MS AM 
J(OTD)(CON) be 

UNCLASSIFIED 
NON-RECORD 

H 

Thanks for your inquiry. 

Yes, the briefing is high-level. The ITAB members are all Assistant Directors - from all FBIHQ 
divisions. 

Attached is the template that the CIO established as the standard for all ITAB briefings. Use this as 
your guide and it is specific about the kind of information requested. 

If you need any further guidance/assistance, please contact me. 

Thanks again, 

Blackberry'- 2 0 2 ^ ] 



V 

From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

](OTD) (FBI) 

c ](CG) (FBI) 

\ 

TlJSfitlflV, •llintLQS-4)06 12:38 PM 
JpTD) (FBI);r 

(OTD) (FBI)I 
RE. "-

T/nTmrFBnl 
'̂I(OTD) (FBlj 

ZUCG) (CONi 

ir UGTTT^W 

b( 
h'. 

1 received word today that the WRA has a T-1 available for a T-lll that could be coming as soon as July. Chicago 
can supply workstations for the test and leave a couple out there for the T-lll. How long does the testing take? We also 
have a T-1 out to RRA if you want to do some testing out there. 

IZZI 
—Original Message— 

From: 1 |(OTD) (FBI) 
kT^:7ilt^^^^^^^ir;l.*f*f:V\flwr:kTAE1*JVUvlii*Vilvi»Wi1U^^^^BHHBMi 

1 \'^i 
r r . 1 Irnxn) (FBI)| 
Subject: 

|(rrD) (coNj 

UNCLASSIFIED 
NON-RECORD 

I ^CQLIL 
TOTD) (FBI);[ (OTD) (FBI) 

iere is what I have so far for Chicago to be a test site for remote VoiceBox, we will need to move quickly for 
LUiiipielion by the date we discussed earlier. 

Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th. 

Desired location is las a second possible location. 

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if (̂ 7, 
desired. l ^ ^ ^ ^ ]^-j-
I believe that vou informed me that Chicago does not have a circuit to thel lat this time but may still have one 
forthel I ' ' 
I was aisa inrflrrnSflThat Chicago would pay for the circuit to each location. The desired circuit for each would be a full 
T1. 
You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office 
will work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or 
the case could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 
I believe we had mentioned 4 AWSs for the remote site, ERF would also add a remote site repository machine with 
COR capability and a printer. 

Looking forward to your response. 

1 - 1 
Desk- 703 
Cell - 202-

UNCLASS IFIED 



• • 

1 
UNCLASSIFIED 

" loTD) (FBI) 

From: 1 lOGC) (FBI) 
Sent: ' "nig5"aa~Tun5'UB""iUfib i/'-.vi m 
To: 1 lOTD) fRR'i , trinn^ /CTRIX 
Cc: 1̂  , 1 (OGC) (FBI); 1 )TD) (FBI); 

1 KOGCl (rDI) ^ ^ ^ ^ ^ ^ ^ ^ — 
Subject: FW: Urgent request-DAG short-fused PIA tasking 

Importance: 

UNCLASSIFIED 
NON-RECORD 

High 

b e 
h 7 C 

Fonwarded FYI in view ofl lut-of-office response. 

I 
r-i^-JT^al Moc;c;:=,rrg-

] (OTD) (FBI) From 
Sent: Tuesday, June 06, 2006 11:50 AM 
TO:| " I (OGC) (FBI) 
Subject: Out ot Ottice AutoReply: Urgent request-DAG short-fused PIA tasking 

I am currently îi<-_ ̂ TF ̂ >̂ o nf^-ino for an extende(g np.rlod nf t-imp.-_ Plsa^e contact^ TICTU 
Acting Unit Chief 

^• nf V̂lo r̂ ff-ir-o for an extended. 
I |at 703-1 lorr 

P l e a ^ 

-Original Message-
From: 
Sent: 
To: 

Cc: 

~~l:OGC) (FBI) 

Subject: 
Importance: 

lais)fFBr  

FW: Urgent request-DAG Short-fused PIA tasking 

UNCLASSIFIED 
NON>RECORD 

This is a follow-up to my e-mail below (and to yesterday's e-maii from GO Caproni to ADs.), which resulted in you folks 
being identified as the likely ticket holders for this action (due Friday). 

This is taken from a list provided me~t apologize for any misspellings Also, if you're not the right person, please contact 
me ASAP to dime out who is. 

I will try to contact you by phone later today, but please feel free to call me first if you'd like (202-324-1 I As detailed 
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for 

9 



which I understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and 
owner to work out.) 

Chemical Network: ISSO: 

CJISWAN; ISSO:| 

System Owner: 

Jsystem Owner:L 

Data Collection System 3000: ISSO: Q 

Financial Management System: ISSOt 

J /System Owner: 

J/System Owner: AD Perkins 

Field Office Integrity Security System ISSO: ?? (DAD Thomas) /System Owner: AD Haynes (Marcus, I'm sending to you :, 
with request you ID ISSO or POC.) *• 

lAFlS ISSO: r I/System Owner: CJIS (Note: Please coordinate with 
J who are already involved.) 

LEO lSSO:[ JSystem Owner: L Jalso 1 believeL ] i s involved in PIA). 

XTS300 Controlled Interfaces ISSO:[ 
help identifying POC since I didn't find any address fort 

ISvstem Ownef r ] I'm sending to you for 

From: 
Sent: 
To: 

Original Message— 
I(OGC) (FBI) 

Friflriv liinpn? ?nil6 5:19 PM , 
m^B I ) l 

i/iT[)\ i^m, I 
i'^rnvrn 

lLrr>\ imT 

Cc: 

Subject: 
Importance: 

Kl?) (FBI);! 

TFBn 

TreiT 
TfOGQ (FBI) 

(!6TD) ff6l)i 

I ^ ^ U I i . W H . I 

;b': 

(LP) (FB i r 12 

i toGC) (FBnr: 
hmi ^ ta isHFBnT 

ISecD) (FBI)jl ^ ^ 

iwm. 

^™g 
MD)(FB1);[ 

L d T S I ^ 
I ^ 

W 

l i Q C g (FBI) 

m 
? (FBI);jri 

urgent request-DAG shoA lUiLU i m LasMiiy 
High 

]:d!5) (FB1);|_ 

, H M i i i i - n i i . 1 
JOGC) (FBI)| tOGC) (FBIj 
J (a iS) (FBI)' ' * 

3Qiy) 

UNCLASSIFIED 
NON-RECORD 

This requests the assistance of the "To" addressees to meet a short-fiised, very high-visibility DOJ tasking that 
the FBI received yesterday. The tasking relates to requirements by DOJ (passing down requirements by 0MB) 
that agencies must on a quarterly basis certify 90% completion (for all FBI systems) of Privacy Impact 
Assessments (PIAs) required by Section 208 of the E-Govemment Act (E-Gov). To meet the two deadlines 
imposed by DOJ, we will need completed inputs by affected divisions by 6/9 and 6/21, as described below . 

The FBI has been doing our own PIAs for years, and we have known about the changes looming under E-Gov 
for many months. We have, however, been long awaiting specific implementation guidance from DOJ, which 
has only just moved to resolution with the very recent arrival and identification/assumption of responsibilities of 
DOJ's new Chief Privacy and Civil Liberties Officer (Jane Horvath). This culminated in the 5/30/2006 DAG 
memo which we received yesterday (TRIM 06/DO/3020) directing the FBI to focus on the 28 FBI Law 
Enforcement systems on the FBI's 2006 FISMA inventory (see attached). 

FlSMA_LE_Spreacls 
heet (version ... 

OGC remains responsible for coordinating the PIA process, and we are doubling the OGC personnel assigned to 

10 



P.P.S. I apologize for activating the read-receipt function for this e-mail, but I need to be able to send this to an alternate in 
case a primary recipient appears to be out of the office for an extended period. 

c ] 
Senior Assistant General Counsel 
Administrative Law Unit, OGC 
203-324-^^ Room 7338 JEH 

b b 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

T^TD) (FBI) 

From: 
Sent: 
To: 
Cc: 

I |OTD) (FBI) 
'liiPsH^v May 3Tr?rf0fi moR AM 

I 
(OTD) (FB l l 

(CG)I£mJ 
i£Bn 

lOTD) (FBI) 
JlTD) (CON) 

leg) (g9N) 

UNCLASSIFIED 
NON-RECORD 

I [here is what I have so far for Chicago to be a test site for remote VoiceBox, we will need to move quickly for 
•"~pi4tion by the date we discussed earlier. com 

Discussed installation date of VoiceBox equipment and initial test. Begin on IVIonday July 10th. 

withi hs a second possible location. 

be 
b-;'c 
li;,7s; 

Desired location is 

]a t this time but may still have one for 

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if 
desired. ^ _ 
I belifiMeihaLimi informed me that Chicago does not have a circuit to the| 
thj 1 
I was also informed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full 11. 
You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office will 
work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or the case 
could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 
I believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with COR 
capability and a printer. 

Looking forward to your response. 

1 ^ 
uesk- /o; 
Cell - 202 

12 



emergent requirements for equipment. 

Thank you. 

[ ] 
OTD/ESTS/TICTU 
(O) 703| 
(F) 703 

SENSITIVE BUT UNCLASSIFIED 

n(OTD) (FBI) 

From; 
Sent: 
To: 
Subject: 

L 
FrlHaw Maw n«^ OnfVi 

I l(OTD) (FBI) 

]OTD) (CON) on behalf o f 
11:00 AM •• 

J0TD)(FBI) 

UNCLASSIFIED 
NON-RECORD 

' = ' I L 
FYI from| p-mail. 
I I 
OTD/ESTS/TICTU 

^ Q ^ l 1 

ALL IHFORHATIiDIJ COHTAIIIED 
HEREIN I S UHCLASSIFIED 
DATE 0 6 - 1 3 - 2 0 0 7 BY 65179 d m h / k s r / i l k 

—Original Mess^pg; 
From: 
Sent: 
To: 

Cc: 

Subject: 

ssa 

roe: O
lecD) (FBI) 

, IrSecDUFBIvl 
'(!iecU)(OTN) J fciiUj m) 
DCS-3000 

UNCLASSIFIED 
NON-RECORD 

](OTD) (FBI)C 

JecD) (CON){[ 

]secD)(FBI);[ 

](OTD)(FBlf 

](SecD) 

Atfa/>hori ic »ho iini/̂ aHoH documentatiOH for the DCS-3000. For additional information contact eitliei£ 

^Cjaaai^ua^ 

DCS-3000 Tier EC 
OS012006.wpd ... 

UNCLASSIFIED 

t (1) 



KOTD̂  (FBI) 

From: I 1 (OTD) (FBI) 
Sent: Monday MavQI 2006 12:13PM 
To: I KOTD) (FBI) 
Subject: hW: l-unding taskmg »'^ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Here is SBIT's response to restoration/enhancement of funding. 

aupervisoiV ypeciil Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantinn Virninia 

Original Mf^saoe 
From: I tOTD) (FBI) 
Sent: Mnnfi;.v M;.vn7-7ffifi 11:59 AM 
TO: I lOTDUFBI) 
Cc: I tOTD) (FBI) 
Subject: i-unaing taswng 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b;.: 

] "BelowTs my response to the restoration/enhancement of funding. *^"-
b'?E 

1) The TICTU requires $1.0 million for the DCS-Net redundnacy implementation. 

2) The TICTU requires $500k for the upgrade of DCS 3000 server machines The DCS 3000 server machines are 
aging and require upgrade to 
provide reliable data storage. These machines are installed in every FBI field office and require 24/7 operational 
readiness for support of both Title til 
and Title 50 GALEA based Electronic Surveillance (ELSUR). The failure of these machines will result m the loss of 

collected data and intelligence. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X 



From: 
Sent: 
To: 
Cc: 

(OTD) (FBI) 

L ](OTD) (FBI) 
Wf^rinfisdav AnrillQ 2006 12:53 PM 

n i Q T D ) (FBI) 
I (OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

IZZI 
Below is my best estimate of what they are asking for. We have a large number of DCS 

3000 computers 
that use Windows 2000 Pro or NT. This is denoted in the "MS Other" column. Hope this 
helps. 

h2 
fob 

fc7F 

Report of non-networked IT CPUs at OTD with MS software 

CPU Type MS Office MS Project MS Visio 1 MS Other Se rverOS Computer 

1 Usage 
Desktop DCS 3000 

Laptop DCS 3000 

Server DCS 3000 

UNCLASSIFIED 

1<QTD)(FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

l(OTD)(CON) l(oi 
Tnftsdav AnriMffTWffi 12:42 PM 

blD) (FBI) 

RE; Tranfer of funds 
(OTD) (CON) 

foti 
b7C 

This is a transfer into TUCTU's account. I t belongs ff 

I 
ow/Esrs/ncTU 
703| ] 

-Original Message-

X 
(4) 



¥ 
m (FBI) 

From; 1 ^OTn^ (CON) 
Sent: Mondav Anril 17 2006 11:52 A^ L 
To: } T 1 JfOTDWFBh 
Co: 1 |OTD) (FBI); I 

(FBt) 
Subjec t: FW: DTP question from Dl; Due ASAP 

Import ance: High 

UNCL/ OSSIFIED 
NON-R ECORD 

1 - Hope this helps. Please let me know. 

• 
—Orig inal Message 

From: f lOTD) (CON) 
Sent: ^^^^hiii III 1 \'m \ iiiim ii|ii i\i[} 'w'u^^^^^^^^^M 
To: 1 ifOTD^ (Pnn 
Cc: 1 ^ ^ " ^ ^ IUID)(CON);| t0TD)(C0N) 
Subject RE: DTP question from DI; Due ASAP 

UNCU OSSIFIED 
NON-R ECORD 

4ere's the draft. 

-Original Messa_2e— 
Fro m: i bTDI (FBD 
Sen It: Mondav.ADriil?. 2006 9:05 Al^ 

To: J iroTmfroNi 
Cc: 1 BtDI (CON) 
Sut (ject: DTP question from DI; Due ASAP 
Iffl portance: High 

UN CLASSIFIED 
NC )N-RECORD 

JOTD) (CON);[ ]OTD) 

Greetings, 

I left you a voice mail a few seconds ago. Below is a question from Dl. Please answer and reply ASAP, as DI 
will be briefing their AD this afternoon. Thanks. 

1) RE: The DCS-5000/DCS-6000 request - DTP requests 14 new positions. We are concerned that external oversight 
from DOJ and 0MB is going to question so many new positions. Why are so many additional positions required 
especially given the fact that the program is seeing a diminishing trend in the number of systems deployed. We 
understand that those systems in the FY2001/2002 timeframe are near the end of their life cycle and will need to be 
replaced but oversight might say replacing a system should be no more difficult than installing one. 

There has been a heavy reliance on contractor support since the initiation of this project. While the benefits of being 
able to hire specific, technical expertise as required has proved to be efficient, a hard lesson learned is that contracted 
support is only as good as the funding stream that supports it. Since FY2003, base funding for TICTU has decreased 
from $41.02M to $26.09M due to permanent rescissions, realignments, and reallocations. Concurrent with the 
decrease in funding was a significant increase in the number of systems requiring deployment, upgrade, and 

30 

(5) 



maintenance -126 Title 50, 97 Title III systems, and 56 DCS-3000s. Although the number of systems has decreased 
since the initial deployments, the desired government-provided workload required to support them has never been 
reached - hence the reliance on contractor support. The primary maintenance capability that provides on-site field 
support, provided by the Dedicated Contractor Support Program (DCSP), is scheduled to be downsized by 30+ 
personnel in FY 2007. TICTU must continue to supplement field assets with maintenance capabilites to sustain 
collection capabilities. This supplement is best provided by government personnel who are a more stable and cost-
effective resource, TICTU requires the additional personnel to ensure that the effacacy (reliability, availability, and 
maintainablity) of digital collection capability is not diminished, as well as, ensuring that the FBI is on sure footing with 
the right skill sets to migrate to the next generation on digital collection systems, i.e., regionalization. 

TICTU has been, and continues to be, asked to do more with less. The requested personnel is necessary to help 
offset the impact of funding decreases. 

7C^ 1 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

b 7 C 

(OTD) (FBI) 

From: I hTnvnnN^ 
Sent: Thnr.=ri=.„ AnriM^ 2006 11:34 AM 
To: I L (OTD) (FBI) 
Subject: Remaining Funds - per voice mail 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Below shows what's remaining per project: ^̂ ^ 

b7C 
DCS6000 
Equipment: 573000IC 
D6101IC $79,000 (In the process of adding w/s's) 

Services: 5525-6JM 
D6202 $500,000 (set aside for| [ does he want me to decrease the line by half and give it to someone who 
may need it?) 

06203 $33,171 (AQC - Front desk - MOD in process) 

DC55000 
Equipment: 573000IC 
D5101 $1,937,674 (This is for ftaythcon equipment) 

Software Maintenance: 5-2520IC 
D5202 $304,747 

X (6) 



SECRET 
RECORD 268-HQ-1045581 

' MlJc fched is the revised version of the DCS-5000 submission. I will have the DCS-3000 submission sent to you as 
soon as it is completed. b i 

b'/r 

dZI 
dkftlVbll PIMIM (iiia FPjnnssificatlon Guide G-3. dated 1/97. Foreign CnuntedntaUiMHuL iiimJUl'Riations 
DECLASSIFY ON: 2031040^ 
SI 

"|0TD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

c J)TD)(CON) 
Thursdav April 06. 2006 11:17 AM 

I tOTD)(CON);i 
T w : I rsrtSTgr Tflp UUS5000 

JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

The transfer is complete. You now have an additional $402,299 in your IC equipment line. This includes the TICTU fc 
training balance of $11,245 and the $391,054 of your remaining equipment maintenance funds (which is now 0.) 
Please, spend spend spend! Your balance is now $1,937,673.72 - not included are Raytheon ($1.??) and TCAU/SBIT 
Circuits ($8K). 

In addition you have the $304,747 of SW maint., $123,218 of Prof Serv.. as well as $88,961 of P&5. 

I 
70.1 I 

—Original Message 
From: [ 
Sent: 
To: r 
Cc: t 
Subject: 

l o T D ) (FBI) 
Friday. March i ; . m T ^ 1 P M . 

tarnvcnNi 
J(OTD) (FBI) 

FW: Transfer for DCS5000 

ICOTD) (FBI) 

X (7) 



Please forward to I 1 
The cost of hardware, software, encryption equipment, maintenance and the development work for the interface 
to the trilogy network or other FBI IT infrastructure for thj System is unsure at this time. L 
system is currently configured as a stand alone collection system and does not interface with any outside 
network. Best approximation would be $ 1,000,000 per year. 

IZZI 

ITDZESISmCfU 
7031 

lb 2 

he 

—Original Mpgaop— 
From: I tOTD) (CON) 
Sent: TViursday, March U, 2006 3:58 PM 
TO: I toTDUFBn . , 
Cc: I KOTD) rPBIIrl lfOTDUFBn| "InxnwFRn-l j'nTni (FBI); 

I bTPKCONVI l(0TD)(C0N)i |(OTD) (CON) 
Subject: hW: rr information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I IU I U I& prdVidit^g the following infornnation regarding your IT Information Request. Included in the 
chart below is the DCS-5000 input.j ")nput (SBIT) is also included below in red. 
Please }et us know if you need additional information. Thank you. 

(1) The table below provides the estimated project costs to interface the DCS-5000 to Trilogy. 

DCS-5000 Project IT Costs 

System components (WAN) $ 388,000.00 
Networking equipment $3,337,000.00 ^^ 
Encryption equipment $ 814,000.00 j,^7,. 
Network maintenance/control* $ 250,000.00 t T E 
Software development $ 153.000.00 

$4,942,000.00 

'Recurring cost 

Amounts are based, in part, on numbers of networking equipment and costs 
provided by| [for 82 systems in field offices and resident 
agencies. • — ^ — — — — ' 

(2) SBIT's Input from| | 
The cost of the hardware, sottwii'^, and the development work for the interface to the Trilogy network or other 
FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other networldng eauinmentV The DCSnet costs are approximately $500,000 per year inmentV The DCSnet costs a 
if you include the IP service contract we have witrf ban elaborate on this topic if needed 

703| (12) 



-Original Messi ^aas:^ 
From: I l(0TD1 (FBI) 
Sent: Thursday. March 23. 2006 il:3fiAM 
To: ' '"Tn^ fFBI^i IDTD̂  (FBI); I I (OTD) (CON) 
Cc: I t)TD^ (CON) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

• 
The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 5*^ 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g. ^ ' *; 
routers and other networking equipment). The DCSnet costs are approximately $500,000 per year if you include the IP ° •' 
service contract we have witrt lean elaborate on this topic if needed. 

IZZI 
Original l̂ essage— 

From: I IQ-TD) (FBI) 
Sent: TTiursdav. March 23. 2QC6 8:56 AM ^ _ _ _ _ _ _ _ _ _ _ ^ ^^_^__^^^_^ 
To: I rOTDI (FBI)| t3TD) (FBI);| IOTP) (CON) 
Cc: I liiTn^ (CON) 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All, ^___^ 
Due to the move, please providi Ivith all submissions no later than 3pm today, i bnd I will gather 

the data to send it to the front office later this afternoon. ' ' 

I I- the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is 
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. 

—Original Megaog-
From: I tOTD) (CON) 
Sent; Fhursdav, March JX 2006 8:14 AM 
To: I _ ~1(0TD)(FBI) fot 
Subject: FW; IT intarmation Request - Needed by Riday 3/24 17 c 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] W e shou ld try to comp le te th is task today because t o m o r r o w m a n y of our Tr i logy m a c h i n e s 
wil l be d i sconnec ted by 2 p m . T h a n k s . 

I 1 
ITD/ESTS/TICTU 

-Original Maysaae-
I iOTD) (FBI) From: 

Sent : Wpr<n^; ,v Marrh ??. ?nnfi IflrS? AM ^ , , _ 
To: I lOTD) (FBI)J [TD) (FBI);| j(0TD) (FBI)j |(OTD) 

X (13) 



, rFRT) ^fnTn^rPRTM l^^^^ (FBit , rn in^ I 
Cc: i rnrnwcRni l^n-mwPRn. I I f i r m (FBI)] | T D ) (FBI); 

I hTDl (FBI):| I (OTD) (FBI) ' ' 
Subject: IT Information Request - Needeo oy t-riaay j / / ' * 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCiO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface l*̂ " 
nr..<; ^nnn. IT intorfarp '^-"• 
DCSNet (GALEA transport) 
CARTSAN - IT Interface 
r APT camiui of Systems 
CARTSAN - IT I nterface -̂̂ " ̂  

USntt'SI MflPfltoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

Thanks, 

PE. PMP 
Electronics Engineer, Program Management Office IVIanager 
ELSUR Management Technology Unit 
Electronic Surveillance Technology Section, OTD 
Phone; 703| 
Cell: 
Fax: 

Siirveiiiancy-

703-L 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X (15) 



V 
SENSITIVE BUT UNCLASSIFIED 

(OTD) (FBI) 

From: I |OTD) (CON) 
Sent: I huffeflflV. MAitn 2'A. 2006 3:58 PM 
To: 
Cc: , , „ 

J O m K C O N ) ! " " " ' " " r*«rrT««T,T- 1 1 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h a i r i u f i ^ ) ! " ^ lOTDHFBn:^ " n f O T D W F B n : 

I I 
TICTU is providing the following information regarding your IT Information Request. Included in the 
chart below is the DCS-5000 input. | |nput (SBIT) is also Included below in red. 
Please let us know if you need additional intormation. Thank you. 

(1) The table below provides the estimated project costs to interface the DCS-SOOO to Trilogy. 

DCS-5000 Project IT Costs 

System components (WAN) $ 388,000.00 
Networking equipment $3,337,000.00 
Encryption equipment $ 814,000,00 
Network maintenance/control* $ 250,000.00 
Software development S 153.000.00 

$4,942,000.00 

*Recurring cost 

Amounts are based in part on mmibers of networking equipment and costs 
provided bj I fofD systems in field offices and resident 
agencies. ' ' 

(2) SBIT's Input f r o n T 
The cost of the hardware, software, and the development work for the interface to the Trilogy network or other 
FBI IT infrastructure for the DCS-SOOO system is approximately $750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other networking equipment). The DCSnet costs are approximately $500,000 per year 
if you include the IP service contract we have witH ^an elaborate on this topic if neerted. 

fc6 

b7E 

ITD/ESTS/TICTU 
70; 

D/ESTS/TICT 
^3 I 

—Original Message--
(•rom: | ~ ~ | (u iu)( i -Bi ; 
Sent ^ ir«!n3v.mmiY< .'ui!bii:.|SAM 
TO: C IfOTDI fFBIVI Jf 
Cc: L H . IOTDUCON1 
Subject: RE: rr Information Request • Needed by Fri day 3/24 

SENSITIVE BUT U NCLASSIFIED 
NON-RECORD 

I (OTD) fFBni ~\QTD) (CON) 

(16) J 



EZI 
The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g. 
routers and other networking equipment). The DCSnet costs are approximately $500,000 per year if you include the IP 
service contract we have witl-| [can elaborate on this topic if needed. • fo2 

he 

h'JE 
—Original Message— 

From: I tOTD^ (FBI) 
Sent; Thursday, March 23, 2006 8.56 AM ^ _ _ _ _ _ _ _ _ ^ ^,^^^_^^^^_^ 
To: I Icnm CFBDJ IOTD) (FBIH KOTD) (CON) 

Cc: I |C)TE)) (CON) ' • 
Subject: ' l-W! II inromatlOn Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All 
Di 

the data 

Ml, , , 
Due to the move, please providdT" Iw'th all submissions no later than 3pm today. I land I will gather 
data to send it to the front office fater this afternoon. ^~~~"^ 

I the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is 
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. 

-Original ^p '^""" - -

b b 
L7C 

From: I inTn> (CON) 
Sent: Thursday. March 23. 2006 8:14 AM 
To: I T(OTD) (FBI) 
Subject: t-w; 1 r inrormation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

We should try to complete this task today because tomorrow many of our Trilogy machines 
CTimSfe disconnected by 2 pm. Thanks. 

I I 
ITD/ESTS/TICTU 

Original Message 
From: 
Sent: ' WHmie5ga\rPl5rch 22. 2006 10:57 Al 
To: 

fee 
fc7C 

I bTD) (FBI) 
' wnmieeaav.'TOrch 22.2006 io:57 AM  
I rOTD) "'^^^t _ HTnifFRT^i b T m (FBni IfOTD^ 
• "-m^l , (OTDUFBn:! IfOTPTTFBryJ rOTDUFBH 

Cc: . . 
Subject: Vw: IT Information Request -Needed by f-riday J/24 

SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 

Pis see below. 

' iuijyivisopyspBciaiAUnt 

X ('̂ ' 



Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 
703| I 

—Original (Message— 
From: | t)TP) (FBI) 
Sent: ^mSESBSIWnrni, 2006 9:28 AM 
To: I PTD) (FBI) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

hi 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost 
of each system should be looked at so we can determine our investment and support needs that are truly IT. We 
would like to knovi/ the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, 
operate remotely over an IT system, prepares data to be sent over/to an IT system). 

! know this is a little vague but we need an estimate with some basis behiond it. 

Thanks. 

—Original Message—•-
From: I "bxP) (FBI) 
Sent: Wednesday, March 22, 2006 9:14 AM 
To: I frP) (FBI) 
Subject: Kb; 11 inronriation Kequest - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I jlCTU personnel have asked that you specify what time period you are inquiring about, as well as defining 
Wfiai yUu consider IT to be. Are you asking about costs from the inception of projects that could date back years, 
or something else? Thanks. 

I J 
'sUfJUrVlUUrV t[JaUiai Agent ^.5 
Telecommunications Intercept and Collection Technology Unit (TICTU) ^^ -i , 
Electronic Surveillance Technology Section • - • -̂  
Operational Technology Division 
Quantico, Virginia 

'°^ I 
—Original Message— 

From: I lOTD) (FBI) 
sent: ' I UtJWâ /. M U I ^1.^006 4:11 PM , , 
To: I ^ ^ O T D ) fFBI). I ^fnT^^fFBTV.^ loTDUFBIVI PP) 

fFBuJ l3TnwFRTii rrTr.^rFRTJ t»I IM 
Cc: I \!Xn>) (FBI i DTD^ (FBlJ l U D ^ (FBTI DTD) (FBI); 

I 1 *^ '^ 'Um\imi _ ' __' l(OTD)(FBi) ' ^ 
Subject: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the O T D collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 

^ (18) 



work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

Central Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

Thanks, 

] PE, PMP 
Electronics Engineer, Program IWanagement Office Manager 
ELSUR Management Technology Unit 
Electronic yiinfBillnnrr|Technology Section, OTD 
Phone; 70: 
Cell; 
Fax; 

b2 
b b 
fc7C 

£ 
202 
703-

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X 
(19) 



From: 
Sent: 
To: 

Cc: 
Subject: 

]OTD) (FBI) 

[ 
[ 

(OTD) (FBI) 
I hursdav March 'A'A 'Am' 11:3?j AM 

MDnrony 
JT7Dnffl1:38 
](OTD) (FBI);[ ]{OTD){FBl)[ 

I |)TD) (CON) 
Kh: 11 information Kequest - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

:b2 
ha 
fo7C 
b'7E 

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g. 
routers and other networking equipment). The DCSnet costs are approximately $500,000 per year if you include the IP 
service contract we have with| ^ Tcan elaborate on this topic if needed. 

CH 
—Original Message 

From: I 
Sent: 
To: 
Cc: 
Subject: 

Hurjaav. Nl̂ j-dfi 2 |TD) (FBI) 
2006 8:56 AM 
~1(0TD)(FBI);C 

TO: 
TOTD) (CON) 

11 information Kequest - Needed by Friday 3/24 

]OTD) (FBI);[ JOTD) (CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All, 
Due to the move, please provid^ 

the data to send it to the front office later this afternoon 
J/ith all submissions no later than 3pm today.! land I will gather 

[ le DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is 
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. • 

Original Message— 
From: I 
Sent: Thnrvlau 
To: I 
Subject: FW: FI 

be 

](OTD) (CON) 

PTD) (FBI) 
Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

c 1̂  W e should try to complete this task today because tomorrow many of our Trilogy machines 
will be disconnected by 2 pm. Thanks. 

[ 

X (20) 



-Original Messaoe 
I , —tOTD) (FBI) From: 

Sent lufisdattf'ai'dn 21, 2Qm <-11 Pt«l , , , , , 
T«^l . rnTmrPHpl ifOTPUFRiM irnxnwFRTM | (FTD) 

CJ ' '^^''^^^V' ' .' ^̂ ^̂ '̂•'̂ " ~ ^^^^ (Pfel ^HOTD) (FBI); 
I I6TF)WFB!\:I - • • • " " • tTD)fFBn ^ ' 

Subject: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

lb 2 
EDMS - IT Interface jw,̂  
DCS 6000 - IT Interface ^-c 
DCS 3000 - IT Interface ]" ,̂  
DCSNet (GALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

Central Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

Thanks, 

IPE, PMP 
biectronics tngineer, program Management Office Manager 
ELSUR Management Technology Unit 
Electronic .'inrupiiianra Technology Section, OTD 
Phone: 70-^ "1 
Ceil: 202I 
Fax: 703-1 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X 
(22) 



w 
Quantico. Viraini 
703 r 
—Original Message— 

From: I >OTD^ (FBI) 
Sent WPrinpgJav. March 22, 2006 9; 28 AM 
To: I |(OTD) (FBI) 
Subject: 'Rbl I I mmrmation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I I 
hi 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cos%j 
of each system should be looked at so we can determine our investment and support needs that are truly IT. We 
would like to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, 
operate remotely over an IT system, prepares data to be sent over/to an IT system). 

i know this is a little vague but we need an estimate with some basis behiond it. 

Thankg 

-OnwaLUessanetssi: 
From: 1 DTO) (FBI) 
Sent: VJf^r^'^ciav. March 2?. 2006 9:14 AM 
To: I pTD) (FBI) 
Subject: RE: IT Intortnation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I {"ICTU personnel have asked that you specify what time period you are inquiring about, as well as defining 
Wfiai you consider IT to be. Are you asking about costs from the inception of projects that could date back years, 
or something else? Thanks. 

supervisory bpeaai Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division b i 
Quantico, Virginia K^ '°c3 

-Original Message-
From: I IfOTD^ (FBI) 
*=°P»- T,,ocH:.» M=rr^ 21 , 2006 4:11 PM • , , , , 
Tol _ lQTD>(FBiM jfnTnwFRU iniT^̂ rPRTl lirm 

Cc:l lTD)(FBnl " " " l i ( \ i n W m i TlTD) (FBI)| | T P ) (FBI); 
' 1 iTOTBTTTBni nCTPHFa) ' ' 

Subject: IT Information Request - Needea oy i-ncay j/<di 

SENSmVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
be/ow, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 

>c 
(23) 



networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet {CALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

Central Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

Thanks, 

IPE. PMP 
Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic Surveillance Technology Section, OTD 
Phnnc- 70?! I 
Cell: 20: 
Fax: 70: 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSlTtVE BUT UNCLASSIFIED 

From: 
Sent: 
To: 

Cc: 

Subject: 

b 7 

1 DTm (Fsn 
WpHnocHaw ^yla r̂̂ l 7? JpfV? m-t;? AM 

lOTD) rFBD.I l/OTDWFBI)l 1 
|{0ID)(FB1)1 l o r n (l-HI 1 (OTD) (FBI); 

1 l (U IU) ( t -HI ) l ftOTiii /i-yi\ 
kOTD) (FBni |(C)TC5) (FBI)! (OTD) (FBI); 1 IfOTD) fCON) 

FW; IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Pis see below. 

Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virainia 

X (24) 



From: 
Sent: 
To: 
Subject: 

•Original Message-

[ 
WPrine<;dav. Iar̂ TT 

OTD) (FBI) 

JTD) (FBI) 
2, 2006 9:28 AM 

kbi 11 Irforrtiation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like fo 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate L. 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks 

—Original Message— 
From; I 
Sent: 
To: 
Subject 

weanesaay 
n(OTD) (FBI) 
TWa 

RE: 

Iarch22, 2006 9:14 AM 
TOTD) (FBI) 

r r Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ITICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what 
you consider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks. 

supSroSBfy'Speciaf Agent 
Telecominunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantieo. Virginia 

70CZZ_I 
—Original Message— 

From: |_ ToTD) (FBI) 
Sent: Tuesday, March Zl, 2006 4:11 PM 
To: I l̂ '̂ TTii (FBI)[ 

I fOTDJTFBfvr 
TOTD) (FBI)r 

Cc: I trTD)(FBI)-| IOTP) (FBI)| 
1 TOTD̂  (F î); iikbm^. BARRY F! (6fbH f̂e^^ 

Subject: IT Information Kequesi - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

imuEBi). 
](m 

'l3TD)(FBn;[ 
sasa. 

ITD) 

](OTD) (FBI); 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI tT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 

X 
(25) 



EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (GALEA transport) 
CARTSAN - IT Interface 
r.APT Family of Systems 

UfitMi"̂ ! Monitoring Plant Network 
rantroi K/ionif/̂ rinn Di>.r,t Systems Operations Center (CSOC) 

Thanks, 

c T r o 

be 
b /C 

'E. PMP 
-IStlrftftiU bflJIftSfef, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic Surveillance Technology Section, OTD 
Phone: 703 1 
Cell: "̂SSa 
Fax: 70; 

SENSiTtVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

(OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

[ 

j^Mim 

JOTD) (FBI) 
TCTarnh 70, ?0( 

TiOlD) (FBI) 
wpnnpgf iaJnaarnh 7? 2006 8:59 A M 

I (OTD) (FBI)[ 

j(OTD) (FBll I (OTD) (FBI)[ 
•.(OID)(l-bl) 

FW: IT Information Request - Needed by Friday 3/24 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I Please coordinate a response toF ] 
All, Please see below message and ascertain your costs associated with the listed systems/projects. Please provide this 
info toj [by Thursday, 3/23/06. 

I I Please assist] ^ / i t h a coordinated response toF 
' nSCeSB r̂y, Thanks. ' ' •-

supervisory special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Viroinia 

X 

•JN bte deadline of 3/24/06. Reminders as 

(26) 



Original Me 
From: 
Sent: 
To: 

Cc: 

Subject: 

!ssa 
IrOTD^ (FBI) 

T,i .^;.v Marrh?1 7nnfi4-11 PM 

joTD) MnL 
•6) ^P"]' TFBITl IF _rrD) (FBil 

TTOTD) (FBI): 

I toTD) (FBn£ 
rwItTfacilFgLL. 

rr Information Request - Needed by Friday 3/24 

1 0 T D ) ( F B l £ " 
"*3(0TD)(F*IT 

jrru) (FBij[ 

loTD) (FBDf (ITD) 

] (OTD) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface fc2 
DCS 6000 - IT Interface fc5 
DCS 3000 - IT Interface fcTC 
DCSNet (GALEA transport) h / E 
CARTSAN - IT Interface 
CART Family of Systems 

uentrai Monitoring Plant Network 
r-r^r^tr<,i ^/l/^nit^rir,r. piopt Systems Operations Center (CSOC) 

Thanks, 

JPE, PMP 
Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic SufiisiUaacaTechnology Section, OTD 
Phone: 7"^ , ' 
Cell: 202I 
Fax: 703-1 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

X (27) 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

loTD) (FBI) 

From: 
Sent: 
To: 

Subject: 
(FBI); I 

r_ | (OTD) I£a i I 
]0TDr^FBnr~^ 

TD) (FBI) 
2006 11:27 AM 

j(OTD) (FBI) 
J (OTD) {FBI)[ 

l^QTDWFBIvr 
(OTD) 

FW; Pnvileged User Role-Based Training 

UNCLASSIFIED 
NON-RECORD 

I believe below would be your unit's call. 
Please advise. 
Thanks. 

Program. Manager - Enterprise Operations Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (Ê STS) 
Operational Technology Division (OTD) 
ERF, Quantico, VA 
Tel: 54(1 
Fn^: .̂ 1 1 Pager: 883 _ l 

Original Mess age 
From: 1 •""ICOTD) (CON) 
Sent: 
To: PTD) (FBI) 
Cc: (rtDXCON) 
Subject: Kt: Kfiviiegea user Role-Based Training 

UNCLASSIFIE D 
NON-RECOR[ > 

b 2 
lb 6 
b7C 
IbTE 

Even with the extension of time to complete the training associated with being a privelaged user, we should probably 
identify which systems need to have the privelaged user Ruels of Behavior (ROB) created for. As I see it there are 
primarily three systems that are supported by the DCSP that each should have a ROB form. They are the I j 
System (DCS5000) the Voice Box System (DCS6000) and the DCS3000. My understanding is that each of these will t e 
accredited at an enterprise level such that the system in Albany and the system in Portland both fall under a single ROB. 
But the three separate type of system each require their own ROB. So each system administrator will fill out three ROBs. 

The form on the Security pageL bnlv has a 
generic Rules of Behavior form that requires system name entry. To avoid confusion, I would recommend that TICTU 
identify how they want the system names to appear on the ROB. I believe that since each system is acredited seperatly 
that a unified "ELSUR Systems" ROB would not be in order. 

X 
(28) 



nng.... 
Tentatively speaking, week of 27Feb. We'l 
schedule. 

give a definite date after I speak with Ken to check his 

Thnx, 
-ca 

—originaijiessaaa 
From: |  
Sent: ' WpdAi^M TpRnt 
To: J 
Cc: L 
Subject: RE: RW upgrade and GALEA 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

J iY) (FBI) 
Q/15, 2006 lll2Lm. 
JDTD) (FBI);[ 

. (DTD) ( 

MŶ  fFI 

JNY) (FBI); [ ] N Y ) (FBI) 

] 
forwarding this message toj tindl b get some of the answers for you.| |s 
DCS-3000 is now in the Shield. Itis probably about 150-200 feet between the DCS^C 

I am forwarding this message tol bndl b get some of the answers for you.| [s on Vacation till 
2/20. The DCS-3000 is now in the Shield. Itis probably about 150-200 feet between the iJCS-cJuOO and RW1 and 
RW2. What we can do is run a longer CATS from the port and move the DCS-3000 closer to RW1 and RW2 so you 
can order two 50 ft cables. RW3 is in NJ. What we will probably need to do is get an additional DCS-3000 for our NJ 
site where RW3 is. We can creat f~~ '~~b get the info out there. Also, it would make good 
seaaeJoJaave a DCS-3000 out there for contingency purposes. You will need a 50 ft. cable for out there too. ang^J^jav 

I will be ordering a static DSL line into the Shield in the next couple of days. I got authorization to put it under 
our covert Title III account. 

Thanl<s for the help. 

TTA 1 
NYO yquad S 50-V 
work: 21 
cell: 917 

— O r i g p jLMessaae— 
From: ^ J (OTD) (FBI) 
Sent: Jf (g£|Qgg^3ji^^brL ary 15, 2006 8 

m (fan 
cc: C. KOTD) (F 
Subject: F W; RW upgrade and GALEA 

SENSITf VE BUT UNC LASSiRED 

h-ic 
b7E 

]NY) (FBI) 

NON-RECORD 

"CZ=I 
In preparation for the One Way Push installation I'll need to know what length serial cables are 
needed. 
Typically, we install the Lowside Server into the DCS-6000 rack and the HiSide Server into the 
RW rack. We then connect the two servers via serial cable. With that being said, how many 
One Way Push systems are required - RW#1, RW#2, RW#3. or all? How many DCS-6000 
systems do you have - three like the RW and in the same locations? Do we have the rack 
space in the DCS-6000 for a 2U Server, or if we are required to put more than one in a rack? 
Do you have enoughj j ports available on thej ]switch for (3) servers? Do 



you have one free port on each I Iswitch? What length serial cable Is required to go 
from the DCS-6000 rack to RW#1, RW#2, and RW#3? Do you have enough UPS ports and 
power to handle the additional equipment? Three sen/ers use 750W and the other three 
servers use 150W. Please let me know so that I can get the cables made to size. Usually we 
use 20ft, 35ft, and 50ft denomonatlons. Please call if you have any questions. 

703L 

bo 
fc?C 
b7F. 

Origi 
r. [ 
Original Message 

From 
Sent: 
To 
Cc: 

1^) (FBI) 
Thursday, January Z6, 2006 9:03 Al^ 

7 D ) (FBI);!" 
J (OTD) (Flnr 

]OTD) (FBI) 

Subject: RE: RW upgrade and GALEA 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Iknow you are avoiding me. The sooner the better. We will start with the DCS-3000 targets first. Once 
we get those working, we will start on some GALEA T-1s. 1 have the! |naking a list for me regarding how many 
targets come from each CO. We will start with the biaaest Central Offices first and then go from their. Once I 
have some numbers I will let you know. I ^ s the TTA in charge of the DCS-3000 here if you have any |̂̂  
questions. Talk to you soon. t. • tb 7 F 

I T D ) (FBI) 
—Original Message— 

From: I 
Sent; Wednesday, Januaiy 25, 2006 5:30 PM 
T»=J *ir\ (FRIVI p-
ccj I {OjArvBt, ' 
SuBjeer rarwrapgrade and GALEA 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ID) (FBI) 

] 
spoke withC [Jtoday and he has already discusse sues and 

concerns at length. We discussed some possible system configuration^ implementation 
approaches, and pilot testing. Upon my return to ERF, we will complete our configuration 

reparations, perform lab tests to verify operational performance, and will prepare for 
Installation. More details to follow. If you have any further questions, feel free to 

give us a call. Hopefully, mid to later-part of Feb2006? 

Peace Out, 
-ca 

t be 
b7C 

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium.. 

](NY) (FBI) 

X (31) 

Original Message 
From: I . 
Sent: Wednesday, January 18, 2006 9:17 AM 



To: 
Cc: 
Subject: 

•t JOTC 
RW upgrade and GALEA 

ITD) (FBI) 
iTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

w i t L 
fijiflfliaiies we just did nnl fchniiirj allow us to do C A L E A nnw rn r rp r f? | w a n | ^ t O 

In my office to push all our FISA from the DCS-3000 into| |nd see how it works, 
know when we can do this. Soon is better than later. 

work be 
Letmeb7: 

1 
I think a vacation in NY for a couple of days is just what you need. What do you think? 

T T A I 
NYC Squad SO-1 
work: 21 
cell: 917 

SENSITIVE BUT UNCLASSIRED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OTD) (FBI) 

TD) (FBI) 
16,2006 3:35 PM. 
DIDilFBI) 

FW: Class funding 
TD) (CON) 

UNCLASSIFIED 
NON-RECORD 

FYI, 

Original Me 
From: I |0TD)(C0N1 
Sent: Thursday, February 16, 2006 2:57 PM 

X (32) 



Cc: I tUD) (CON) 
Subject: FW: DCS6000 Remote 

UNCLASSIFIED 
NON-RECORD 

I am forwarding this e-mail to you in regards to the legal and accreditation issues mentioned below, Chicago 
desires to remote a T-lll from headquarters city to their I I 

I I- the DEA has been "hub" collecting for years, so one would think the jurisdictional issue is not an impediment or b2 
has yet to be challenged in the courts. Do you foresee problems? fc ^̂  

3s for Security, would accreditation be a problem if TiCTU addresses this case from a proof of concept b"E 
perspective? The VoiceBox (VB) collection system will be going through the C & A prnrogg anain ghnrtiy Also, this 
system is unclassified, and even though the interception would be traveling from Chicago tJ Irom/to FBI 
controlled space) via a T-1, the routers will have encryption. Is that enough to sa^sfy Security? Any additional forseen 
problems? 

I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R&D. Thanks. 

] 
—Original M°'='=''"« 

From: I I (OTD) (FBI) 
Sent ' Hnflav.janu3rrn.2oo6 2:39 PM 
To: 
Cc: 

) (CON) 
ITD) (FBI) 

Subject: FW: DCS6000 Remote 

UNCLASSIFIED 
NON-RECORD 

—Oriqinai Message— 
From: i b) (CON) 
Sent: Friday, January 13, 200612:10 PM 
To: I — - I n T n w c o n 
Cc: I rCG) (FBI) 
Subject: 'uLbbuuu mmm ' 

RMS# 105654 - Previously submitted requesting DCS6000 remote capability {Assigned to I I - Status is 
Working * * fc 

czn 
iinn hfirearfi somen 
hi ^ f c r 
jid be interested in ai 

Per our discussion here are some items of interest/or concern with regards to DCS6000 remote workstations. Also, 1 
have talked with! fcnd his is in agreement that Chicago would like to be a test site once this capability 
exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 

Possible requirements at a remote site; 

X (33) 

http://Hnflav.janu3rrn.2oo6


Computer(s) (DCS6000/3000) 
Router + (Tl's (Network connection/data) and/or ISDN's) 
Remote Server 

Tlor tn (jentrai f •Regional Supervisor - Chicago 
ELS )UR Techn ology Management Unit 
Elet :tronic Sur\ reillance Technology Section, OTD 
312 Desk) 
312 Fax) 
312 Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

ITD) (FBIL 

From: 
Sent: 
To: 

Cc: 

Subject: 

[ \l\JMnhlkM\i •lflrtijfll»^/l» jnnfi 

(FBiT 

n (OTD) (FBI) 
uary iB72ooe 
TOTPr/FBlV 

B 
:L£2.ey. 

U)(I-BI) 
FISA ec 

- l(OILJ}.ihmi 
JOTD) (FBI)] 

] (OTD) (FBI)! >) 

JOTD) (FBlf 

SENSmVE BUT UNCLASSIFIED 
NON-RECORD 

Can you help out witj Question below? 

l lP) (FBI) 
B, 2006 1:33 W 
|(OTD) (FBI)|_ 

Original Message— 
From: I ~ 
Sent: WPrtnp.;na>/. UnuArv 

Subject: FISAec 

]0TD) (FBI)[ 3(0TD) (FBI)[ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Gentlemen: 

) am trying to locate guidance re; this ec being required regarding our FISA collection systems. Are th j kpost cut 
through digits) and the DCS 3000 (SMS text messaging) to be included in order to be all inclusive? 
ASAP - please! 

X (34) 

file:///l/JMnhlkM/i


SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

From: 
Sent: 
To: 
Co: 
Subject: 

foe 
b7C 

TOTD) (FBI) 

C |(OTD)(FBI) 
mm lawiiaw-rHynnfi2:39 PM 

(ITD) (CON) 

FW: DCS6000 Remote 
DTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

—Original Messai 
From: 
Sent: 
To: 
Cc: 
Subject: 

kcG) (CON) 
BOB^nrmk 12:10 PM 

rOTD) (FBI) 
^ T : C G ) (FBI) 

UCybUUU kemote 

> tatus is RMS# 105654 - Previously submitted requesting DCS6000 remote capability (Assigned to| 
Working 

[ZZI 
Per our discussion, here are some items of interest/or concern with regards to DCS6000 remote workstations. Also, I 
have talked with! ^ and his is in agreement that Chicago would like to bie a test site once this capability 
exists. We woufd be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. • • 

Concerns/or Issues that may need to be addressed; 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 

fo6 

Possible requirements at a remote site: 

Computer(s) (DCS6000/3000) 
Router + (TTs (Network connection/data) and/or ISDN's) 
Remote Server 

INUIUI UtillLlcll KUgional Supervisor - Chicago 
ELSUR Technology Management Unit 
ElfiLtLQUJcSuij/eillance Technology Section, OTD 

(Desk) 
(Fax) 
(Cell) 

X (35) 



u NC ;LASS IFIED 

1 >T D) (FBf) 

F ro n: [ |fOTD) /CON) 
S en t: fuesday, January W. izoOR 1130 AM 
T o: 

\ 
|OTD) (FBI PTD) (FBI) 

u i u) ij-yij 
C c: i |(OiU)(CON| OTD) (CON) 
S ub ject: RE. RMS REQUEST #0107915 ' ' 

L NC :LASS IFIEO : ̂ •6 

N or »<-REC ORD :} 3 7 C 

>s fte r tail<in g to the site - it tur ns out that it is the 3000 svstem UPS that died and not the! Ihas already 
s 

1 
po <en wit 1 land he believes he has a replacement on the shelf. The RMS needs to be reassigned tq | 

Ori 
From: 3 T D ) (FBI) 
Sent: flaiL2flP6 9:54AM 
To: 1 1(0TD)(C0N) 
Subject t: FW: RMS REQU EST #0107915 

UNCL ASSIFIED 
NON-F RECORD 

1 1 
Is 

there something vv e can do about this? 

—Or i ginal Message— 
From: 1 IfSLWFBIl 
Sent: Mfirif^'*" la^ i i^ aim, 2006 8:35 AM 
To: 1 rOTDUFBI) 
Cc 1 rOTD) CFBI)| |(SL) (CON) 
Subjeci C: RMS REQUEST 

UNCL ASSIFIED 
NON-1 RECORD b6 

b7C 

WT l ad a UPS h dl on Friday in our FISA room and we don't have a backup 
for the backup. 
I have submitted an RMS request for a new APC1500 UPS - if possible can 
you please expedite this request. 
Thanks 
ZZI 

X 
(36) 


