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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 

Counterterrorism 

Date: 01/05/2007 

Attn: 

Attn: 

Attn: 

Internal Investigative 
Section (IIS), Room 11865 

AD 

SAC 
CDC 

b7E 
b6 
b7C 

From: Office of the General Counsel 
NSLB/CTLy TT/T.v-1 ^q-1 1 
Contact : 

Approved By : Thomas Julie F 

Drafted B 

Case ID #:/(X) 278-HQ-C1229736-VIO iPending) 

Title: INTELLIGENC^_ffii5RSIGHT BOARD (IOB) 
MATTER 2006-

Synopsis: JX^ It is the opinion of the Office of General Counsel 
'""('O'GCj that"^thi^ matter must be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

By electronic communication (EC) dated 08/24/2006, 
Office I **| reguested that OGC review the facts h2 

led matter and determine whether it warrants Jo7E 
reporting to the IOB. In our opinion, it does. Our analysis 
follows. 

NSL V IO -35581 



SE^ET 

To: Inspection From: General Counsel 
1 27 8-HQ-C122 97 36-VIO, 01/05/2 007 

bl 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seq,) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . See also Section I.C of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). 

se^TET 

NSL V IO -35582 



SE^^1] 

T-Q: Inspection From: General Counsel 

X 2 7 8 ~ H Q ~ c i 2 2 9 7 3 6 _ v i 0 f 0 i/° 5/ 2 0 0 7 

_ 

ĥ C was lost or misplaced. 

states t ̂  +" ^^ ^^ Ĥnnt- 19/U/9 nrm 
——I_u e s.t| 

Ioweverf according to SA| | the" 

bl 
b6 
b 7 C 

2 There is no EC in the file documenting CTD's concurrance 
however, evidence tha| 
indicating concurrance 

There is, 
Request was received by CTD and that the lead was cleared, 

b2 
b7E 

SEC: 

NSL V IO -35583 



To: Inspection From: General Counsel 
" 27 8-HQ-C122 97 36-VIO, 01/05/2 007 

b7E 

vi olati on 
Th i c mjf f or i.ro o -j o -j nr̂ f oril—i ~1 THR 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices and 
procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of the 
General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential Directive. 
This language has been interpreted to mandate the reporting of 

any violation of a provision of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed to ensure 
the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations for 
three years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

SjS^ÉET 

4 
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:RET 

To: Inspection From: General Counsel v-i 
% : 27 8-HQ-C122 97 36-VIO, 01/05/2 007 

bl 

\ccordi ngly, UGunas determined tnat 
[lidS Idliya 10 10110W1 the guidelines set forth in Section 

II.C.4 of the NSIG and an IOB violation has occurred. Therefore, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. 

bl 
b2 
b7E 

SEBRET 

NSL V IO-35585 



SECRET 

To: ^ ection From: General Counsel 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) 

Re- 27 8-HQ-C122 97 36-VIO, 01/05/2 007 

(U) For information. 

AT 
b2 
b7E 
b6 
b7C 

cc: Ms. Thomas 

lOb Library 

NSL V IO -35586 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

[J) 

Precedence: ROUTINE 

To : General Counsel 

Counterterrorism 
Inspection 

Date: 01/10/2007 

Attn: NSLB/CTLUII 
LX1 
Room 
AGcl 

Attn: ITOS 
Attn: IIS 

CRsj 
Attn: Asso 

SSA| 

From: 

Contact: S^ 

DE C LAS SI FIE D... BY 6517 9 /DKH/KS R/R® 
0® 12-11-2007 

rtw 

27 8-HQ-C122 97 36-VIO ^ Pending) 

INTELLIGENC 
MATTER 2006 

E OVE^, SIGHT BOARD 
h 2 

np.qt- riînt i on of records which were inadvertently f.tio: by[ 

b2 
b7E 
b4 
b7D 

D e F t v e d r - E c o m ^ — — — " " 

27 8-HQ-C122 97 36-VIO Serial 1970 

Referenced EC requested FBI[ ] to determine if b7E Details: 
the uninteRfti&nally acquired information from Discover Financial, 
which was obtained via a National Security Letter (NSL), should 
be returned or destroyed with appropriate documentation to the 
file. 

^Those specific Hpm ìmpnt.q which were 
unintentionally acquired by FBll I were previously 
segregated, sealed and maintained Py FBl| |Chief Division 
Cmìn.qpl . On Jpnnary 10, 2007, Associate Division Counsel (ADC) 

I opened the sealed package to review the documents, 

b7C 
b2 
b7E 

not for its content, but to determine if the documents were 
originals or copies. A review of the documents revealed they 

SE 

NSL V IO -35587 



(U) 

(U) 

SE 

To: 
Re":"- C ] vGen^ral Counsel From: 

jXT 27 8-HQ-C122 97 36-VIO, 01/10/2007 
b7E 

er screen. were copies from a cor^ 
review, on January 10, 2007, ADC^ 
which were unintentionally acquiredfrom 

3ased upon ADC 
J shredded those documents 

been destroy 
As the unintentionally acquired documents have 

f| | considers the lead covered. 

b7C 
b4 
b7D 

b7E 

SjôRÇT 

2 
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To: v Gérerai Counsel From: 1 1 ^ E 
Re..:-- X ) 27 8-HQ-C122 97 36-VIO, 01/10/2007 

LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/04/2007 

(U) 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Drafted By: [ ] ksh 

Case ID #: 

Title: 

( u ; 

( u ; 

(s: 

2 7 8- HQ-C122 97 36-VIO I Pending) 
97 Pending) 

Pending) 

TMTET.T.TREMPE OVER T(CHT BOARD (IOB) Ï 
hi 

he 
hie 

SUPERvISURi SPECIAL AGENT 

Synopsis : 
receipl 

SPh;ciAI, AGENT 
I I DIVISION 
REPORT OF A POTENTIAL IOB MATTER 

>) To report a possible IOB violation involving 
f 'unsolicited telephone toll records from 

USPER) 

h 6 
hlC 
h 2 
hl E 

b4 
b 7 D 

bl 
h 2 
b 7 E 

-Details':" ywsl In accordance with reporting requirements relating 
to known or suspected Intelligence Oversight Board (IOB) 
violations, per reference 2, notification is being made to the 
Office of General Counsel regarding unsolicited telephone toll 

lililí!!! 
Hill 
lililí 

EY, SECRET 

ALL IH F 0RHÂTI OH COHTÀIHEB 
HEREIH IS UNCLASSIFIED EXCEPT 



b 2 
To: Inspection From: | | -b7E 
Re: (U) 27 8-HQ-C122 973b-Vlo, ol/04/2 007 

records received from 
Florida. 

Referenced EC, dated 11/30/2006, directed 
Division to send a National Security Letter (NSL) to 

via Feei-a-

This NSL was sent via Fed-Ex on 12/15/2006. 

On 12/26/2006f| |Division received the 
requested A c r i b e r i n f o rma t f ronj I 

I lof telephone toll records. 
These toll records were not requested in the NSL. 

ThJ "" Icontaininq the toll records, along with 
the| ^ ^ lNational 
Compliance Center, have been turned over to the| |Acting 
CDC (A/CDC)| |pending a response trom the National 
Security Law branch regarding this matter. A/CDC | Secured 
the toll records within his office safe. 

SECRET 
2 

NSL V IO -35591 



To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 

b7E 
2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS take appropriate action as necessary 
in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) At NSLU, review information provided herein and 
act as deemed appropriate. 

SECRET 
3 

NSL V IO-35592 



FD-962 (Rev. 03-21-2005) 

SE^^T/ / 20 32 0112 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

(S) 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: IA [ 

Approved By: 

Drafted By: 

I b7E 
b6 
b7C 

Case ID #: (U) 
'4-

97Q-UO-C1 ??Q7^-VTO 

Title: (U) SAL 
SSA 
INTELLIGENCE OvEkSldhT BOARD (IOB) ERROR 

Synopsis : To report possible IOB error. 

(UÎ 

bl 
b6 
b7C 
b2 
b7E 

Details: 

(U) 

( Ü ) 

(S) 

(S) 2. 

3. Possible IOB Error: 

a U.S. Person. 

Description of IOB Error (including any reporting delays). 

X[ provided records in response to a national security 
letter that were beyond the scope of what was requested in the NSL. 
Writer sent an NSL to| |via Federal Express on 01/09/2007.The 
NSL response was received via Federal Express on 01/11/2007. The NSL 
rpniiP.gtpH .qnh.grrihpr information and toll records for the time periods 

| and| I through present for telephone 
Iresppnse included subscriber information 

dated| I 
-rrumbe-: 
and b: -iiq 5 La Lemeirrg 

012KSS01 
SECjfcfy/20320112 

J As these billing statements 

DATE: 12-11-200? 
CLASSI FIED... BY 65179/DHH/KSR/RW 
PEAS OH:i. 4 (c) 
DECLASSIFY OM: 12-11-20 32 

HEREIH IS UNCLASSIFIED EXCEPT 
NSL V I T S^P591N™ OTHERWISE b7D 



To: 
"R-e--:-

SES^ET//20320112 

Inspection From: I 
27 8-HQ-C122 97jb-ViOf 0i/i2/2 00 / 

h 2 
b7E 

do not reflect charges from the beginning of each month nnti 1 the end 
of each month, there are toll records included in I Iresoonse that b4 
are outside the scope of the NSL and were not redacted by| | The 'b7D 
bill dated 10/05/2005 contains toll records for the time period 
08/23/2005 through 09/20/2005, all of which are outside the scope of 
the NSL. The bill dated 11/05/2005 has toll records for the time 
period 09/21/2005 through 10/20/2005. Those records prior to 
10/02/2005 are outside of the scope of the NSL. 

Writer contacted ADC on 01/11/2007 
and <advifeed of the situation. A copy of the records was made with a 
toll records noted above as being outside the scope of the NSL 
redacted to be used in the investigation. The entire original copy 

response was forwarded to ADC j jas requested. 

11 

of 

h 2 
hlE 
h6 
hlC 

h 4 
b7D 

b6 
b7C 

\ 012KSS01 
SE^&ET//20320112 

NSL V IO -35594 



.ET//20320112 

(U) 

To: \T inspection From: 
V : Y-; 27 8-HQ-C122 97 36-VIO, 01/12/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b7C 

)12KSS01 
SEÇflçET//20320112 

3 
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(Rev. 01-31-2003) 

SEgì^T/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

[J) 

J) 

si 

(U) 

Precedence: ROUTINE 

To: Inspection 

Date: 01/18/2007 

Attn : IIS 
CRS 

Office of General Counsel Attn: NSLB/CILU/Room 7947 
F I )erational Technology Attn : DES/DITU 
ucl 

Attn: 

Attn: ISS 

t 

From: Counterterrorism 
Communications Exploitation Section/ 
Electronics Communications Analysis Unit/ Room 4343 
Contact: | 1(202) 324-| 

Approved By: Billy Joseph Jr 
Frahm Charles E 

AIL IHF0RKÀTI0ÏJ CONTAINED 
HEREIK IS UNCLASSIFIED EXCEPT 
1HERE SHOOT OTHERWISE 

Drafted By: T 

Case ID I : 

: rdg 

Title; 

91Q-un-f-M 99Q7^-vTn (Pending) 
(Pending) 

:nding ) 

REPORT OF POTENTIAL IOB MATTER 
IA[ 
S SA 

12-11-2007 
CLÄSSXFIZD....BY....e5.1.79. 
REASÜH.: 1,4 (e). 
DECLASSI F/" ON: 12-JLH 

:s) 

ELECTRONIC COMMUNICATIONS ANALYSIS 
NATIONAL SECURITY/PATRIOT ACT LETTER MATTERS 

Synopsis: xTS-«̂  To document the destruction of the National 
Security Letter results obtained from] 
accidental collection on the email adores"! 

Reference 

x 

= X 

"¡regarding the 

'KSR/ 
:032 

bl 
b6 
b7C 
b4 
b7D 
b7A 

Deri 
Deci "sé '2032 

27 8-HQ-C122 97 36-VIO Serial 1955 

SECÀ^T/ORCON/NOFORN 

NSL V IO -35596 



SECRET/ORCON/NOFORN 

'"--To: vOffi.ce of General Counsel From: Counterterrorism 
: j X ^ 27 8-HQ-C122 97 36-VIO, 01/18/2 007 

Details: On December 19, 2006, the Office of the General 
Counsel ( OGC ) re te r red t he a r.r.i dent a 1 collection on the email 

" " " " H ' d d r - e s i f J b y Intelligence Analyst | | 
ration Analysis Unit (ECAU) to the 

[IOB). OGC directed ECAU to contact 
of the El Li uhi d Cuiiiiiihnrca 
Intelligence Oversight Board 
the carr> _ 
"regardinx -
originatela, ui can 
Investigation (FBI ; 

ui ue 
:her the improperly acguired data 
leeded to be returned to the 
/ed by the Federal Bureau of 

On or abolit 01/11/7007 
Speciali^ ( ÎÏ 

t hi 

investigative Support 
T o f thef Resident 

E 
doing PUS rnes s as \UPa J | 

'could destroy the tray g a rt i on 11 dita nrnir.ided by 
jj La Lee1 

:ras 
..for--the--ema-il'-add-re-si 

returning ine records to the company. £ J 
instead of 

aid not 
reguire a letter from the FBI to document, m e destruction of the 
records. 

bl 
b4 
hlD 
he 
hlC 
hi A 

hlC 
b4 
b7D 

On 1/18/2007, Supervisory Special Agent (SSA) I I 
• a nd Supervisory T n ^ i i i ^ n ^ !qttw\ I 
Jaestroved the re.co-r-ds--fo-r| [which were 

-p-r-ovi'ded""byj """""" | The hardclp^ frullo wufu oilredded and 
the Compact bltlK (cD-ROMj was placed in a CD-ROM declassification 
device and made unreadable. bl 

h 6 
hlC 
b4 
b7D 
hi A 

Siy^ET/ORCON/NOFORN 

2 

NSL V IO-35597 



SE^ET/ORCON/NOFORN 

..To: Office of General Counsel From: Counterterrorism 
- 27 8-HQ-C122 97 36-VIO, 01/18/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

OPERATIONAL TECHNOLOGY 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 4: (Info) 

A T [ 

(U) Read and clear. 

Set Lead 5 : (Action) 

AT 

1 to n 

b l 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

1 ] 
that i-ĥ  MCÎT. rpgnlto nhtainpH î T-nml 

---a-dd-re-s 
on l/l£ 

("To^^he email 
were appropriately destroyed by the FBI 

SE^j^ET / ORCON / NOFORN 

NSL V IO-35598 



(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

tu>-

( U ) 

Precedence: ROUTINE 

To: INSD 

To: OGC 

From: 

Date: 01/12/2007 

Attn : IIS 

Attn: NSLB 

Contact : SA 

Approved By: 

Drafted 

Case ID # 

By: Q : tdm 
? ? Q7 ̂ ^-VTn (Pending) 

^ Pending) 

Title: REPORT OF A POTENTIAL I OB MATTER; 

-Synopsis-:--^^ To report a potential I OB matter. 

From • Deri 
Dec 

Reference : (S' 

Details: (S) On or about November 22, 2006, an ECPA National 
Security Letter (NSL) was served to| | 

i requesting the name, ac tress, and lenc service tor trie mobile telephone numbers believed to belong 

s . ( :. 
The NSL, submitted pursuant 

Mjy, was dratted by Case Agent | 
"*1 which is supervised by SSA^ 

to 18 

eacn c NSL specifically requested subscriber mtormat-ion tor eacn o 
following three mobile telephone numbers as of the date spec 
for each number: 

of 
The 
f the 
i f ied 

b 7 C 
h 2 
hlE 

12-11-200? 

•Ici 
II- 12-11-2032. HEREIN IS UHCLÂS3IFIE» EXCEPT IÌÌEPI''''SHOOT''''OISPBÌSE 

NSL V IO -35599 



SEOÌ^T h 2 
hlE 

To: 
"Re-*-.., 

INSD From: 
27 8-HQ-C122 97 36-VIO, 01/03/2 007 

r 
L 

On December 1, 2006, the NSL was executed f 
In executing this NSL,L 

]provided the subscriber information for each of 
the aforementioned numbers as of the date of execution,T 

| and not for the dates specified on the NSL. | 

list 
NSL. 

[furthermore the time period^ 

Thus infOr-mat.ton supplied by 
J --as...trie active subscriber ooypr.q d̂ tp.q requested in the 

Thus infOr-mat.ton supplied by | | f or 
numbers was consistent wi"th--the rpnupst of thp NsT,. 

- ^ 

subscriber information provided fort 
2006, was not, identifiable to [ 
Therefore 

for these two 
However, 

pn December 01 

—i-nformation to 
i n ve s t i g àtïon—of 

fi 
erroneously provided subscriber 
""" a person who is not relevant to the 

1 

•)rtino from a sensitive and reliablel I 
source inHinafoH th^fI |was the subscriber of mobile 
telephone numberl- [on April 03, 2006. The NSL was 
__clr-a-ft-e"d'""by the Ca^e Acjehl baded on this reporting and clearly 
requested the subscriber information for this number on Anri 1 03. 
2006. The erroneous subscriber information provided byl 

so 2 0 0 . for this number on npnpmhpr 1 
Chief Division Council of the I 
2006. Reporting of this matter was delayed pending review by ADC 

I lof new procedures outlined in EC captioned 
f, was sequestered by the Office on December 11, 

"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD MATTERS", dated 11/16/2006. 

bl 
h 2 
hi E 

b7D 
he 
hlC 

bl 
h 2 
hi E 
he 
hlC 

SEj^ET 

2 

NSL V IO-35600 



(Rev. 01-31-2003) 

SECj^KT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(ÏÏ) 

(SÎ 

(U) 

<TT) 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Office of the General Counsel 

Date: 01/12/2007 

Attn: ITOS-
SSA 

Attn : IIS 

Attn: NSLB 

Attn: CDC 

From: 

Contact : 

Approved By: 

Drafted By: Q 

: Case ID # 

Title: 

? 7 8 -HO-C1 ??Q73iS-VTO ( Pending) 
! Pending) 

X REPORT Of POTENTIAL IOB MATTER 

UNKNOWN SUBSCRIBER; 
PPPQTTMPPi TIQPI7P 

\J .eTTJ 

Synopsis: / [ Report of potential IOB matter regarding 
captioned investigation. 

Der i^d-^E^QDU-^—~G-3 
^cii^ssifyorrr 

Details: Consistent with guidelines regarding the» 
of ootential IOB violations.! lis advising that al 

iiillillii 
ililil! 
1...4 

During a routine file review conducted by A/SSA 
on January 10, 2006, A/SSA observed that the 

sXRET 
ALL INFORMATION CONTAINED 
HEREIN' "is" till C LAS SIFÏED' ' ' EXCEPT 

b l 
b 2 
b7E 
b 6 
b7C 
blA 

NSL V I O - 3 5 6 0 1 



SE^ET 

(U) To: Inspection From: 

bl 
b2 
b7E 

27 8-HQ-C122 97 36-VIO, 01/23/2007 

( S J re"quired"""noti-fi-cati-on----to-...Counbert error ism and a T, P 11 p r HP^H 
• mj I Me mo r a n d u 
'i iZ1 } c"ap"t"I"onëd"I 

(S) 

(S) 

(U)~ 

L O O N Z Z R 

-On....S.ept embe r 19 , 
NSL request with an EC founc 
.¿¿¡¿¿¿̂ d̂-- - -1 h-e - - -1-e 1-ep hen e - --n umb ei 

I and if toll records a 
sent to| 

1 r-ar^l -i ^ 
J The 

L e s Li11 uesiie 
does not belong to| 1 
d a new NSL should be ] 

Following this response, no further investigative 
activity ^as^conducted related to this case and no subscriber or 
toll information has ever been obtained. I I 

I THO -̂F FKI G R-̂ Ĉ Q N G A ^R-OGNNNOH TT Q 

bl 
h 2 
hlE 

person 
The error in not preparing the opening communication and LHM was 
an administrative oversight by 

Piir.qiipnf- i~n thp flttnrnpv (^pnpral rriii HPI i rip.q . an 

bl 
h 2 
b7E 

(S) AIL opening ETC arret runnave peen sUPIIII L Lee LOuouiiLei Leiionsni 
regarding this matter. Upon receipt of the opening 
communications, ITOS I will forward them to DOJ-OIPR. 

SEÇÎ^ÊT 

2 

NSL V IO -35602 



(U) 

(U) 

SE^EI 

..To: 
Re':--

Inspection From: [ 
27 8-HQ-C122 97 36-VIO, 01/23/2007 

ASAC 
On January 11, 2007 [ | ADC 

Iwere briefed by A/SSA 
discovery oi r m s poieniial IOB violation. 

•b2 
b7E 
b6 
b7C 

] and 
]regarding the 

SE^tET 

3 

NSL V IQ-35603 



SEÇ^T 

To: sTnsp^ction From: | 
-R-e-:-.... C^r 27 8-HQ-C122 97 36-VIO, 01/23/2007 ^ b/E 

LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For Information. 

SEj^ET 

4 

NSL V IO-35604 



FD-962 (Rev. 03-21-2005) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

(U) 

(S) 

(U) 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

— c m r s n r r 

Approved By : I 

bl 
b2 

SSRA 
b7C 

Drafted By: | 

# : Case ID o o m 36-VIO 
^ Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. b l 

X Deri 
ifyOn: 

Administrative: (S//NF//FISA DERIVED) 

!£)L PU U . S . C . Sec llori1 o Ub { D J . Sllcriliifornla lloriSTTATT TTOT 
be USed 111 diiy criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior written 
approval of the Attorney General of the United States. U.S. Person 
FISA derived information may not be disseminated to a foreign 
government without the prior written approval of the Attorney General 
of the United States. For further policy on dissemination, please 
consult the FBI Office of General Counsel, National Security Law 
Branch. 

:s) 2. 

case agent is SA| 

SEgRET//NOFORN//FISA DERIVED 

ae 
J and the supervisor is is SSRA 

bl 
b6 
b7C 
b2 
b7E 

3-11-2007 
CLASSIFIED ET 65179/DHH/KSR/RW 

I: 1.4 (C) 
IKSSIFY ÓM: 12-11-2032 

ALL INFORMATION CONTAINED 
NSL VIO-SSÔW®" 1 1 1 I S M,ICLÀSSIFIEI) EXCEPT TORE 



C^l SECTO:T//NOFORN//FISA DERIVED 

To: 
Re.;. (U) Re;-

(U) X 
Inspection From: 

27 8-HQ-C122 97^b-V_Lo, ul/25/2007 

3 . Pri.q̂ i hi p TOR Rrrnr 

(U) 
4. Description of IOB Error (including any reporting delays) 

(S) 
(S) 
(S) 

TFO I the case agent for rt t- 1 mp _ madp njimprnn.g attpmnt.q to arr̂ rigp an interview 
T-F-Q-{- |-ad-v-i-s-ed--th-a-t-r the interview. FinallyJE.....o.n....0.2/--2-3/-2-0e-5--/[ 

••hl-msHii'"'available for an interview with the[ 

epeatedly avoided 
cquiesced and maH^ 

accompanied hv his attor.ne-v-.--w-as""t"ht̂ p'rvi ewed hv I 
( s ) ( S ) I • ^ - I U K 

pTÏÏÏÏTTT—: 
las considered by' 

the interviewing agents to be "hostile, defiant,arrogant" and "not 
forthcoming" during the interview. 

(S) ; ) On n?/9ZL/?nnR I 1 for the 

bl 
b6 
b7C 
b2 
b7E 

(S) 

On 04/14/2005, a NSL directing the production of 
subscriber information and toll records was sent to I I Later in 

/2005, i-ĥ  ̂g-Qi11-h q nf thp M.cjT. were received by the^| ^ ^ | The 
s ub s -or-i be-r- -o -i 
not subi ects _ 11 L. 11 J 

as determined to be individualswho were 

As a result of the NSL ' s findings being ^nni-rarw -t-̂  T^n 
^reported information in the..-FD-.3..Q2.f--3-s--w&l--l--5 

SB^ET//NOFORN//FISA DERIVED 

NSL V IO -35606 



SEORET//NOFORN//FISA DERIVED 

To: \Ins£5ection From: 
•Re-:-- ]Xj 27 8-HQ-C122 97 36-VIO, 01/25/2007 

] met with the S S R A [ . . {/\On 10/27/2006, USSS SA| 
J I to report that there was a possibility that the statement that 

had made a fp 1 ̂  gt- afpmpnt- concerning his cellular telephone 
•yas inaccurate and SA| |would check his notes to verify. 

] 
L 

On 11/01/2006, SA advised personnel in the £ ] 
reporiea rn ine rnrervrew hu-jv/. py r^uj ine nexr aay 

I ghnwpH _.q.qRa I Ihi c; original notes to verify this fact, 
did noL re Lain his original notes. TFO 

f X On 11/02/2006, ADC | |was alerted to the 
DPSsible TOR concerning incorrect ancillary information placed in a 

b l 
b2 
b7E 
b6 
b7C 

Upon investigation of this claim, ADC [ 
determined that based on the inadvertent error resulting when one 
number was transposed for another, subscriber and toll information was 

"I contacted ADC | ~ 
inform him that the over coll enter] i n f o rma t i on had been reguested to 

On 12/06/2006, Sa[ ] to 
be removed from 

On 12/07/2006, Intelligence Analyst 
confirmed that FBI 
••hil!-in.g.-r-&CQ-r-ds---fQ-i 
NSL to ] 

Jrecerved the toll 
number with a 10/26/2005 

On 01/18/2007, SA contacted ADC vra e-
mail to inform him that she had the e-mail chain verifying the removal 
of the over collection material from T 

The first report of a possible IOB violation was neutered on 
the fact that a false statement had mistakenly been added to thel I 

Further investigation determined the IOB to center more 
on the inadvertent over collection issue. On 12/18/2006, ADC| 
discussed this potential IOB with]"" |of NSLB to 
determine the best way to handle t m s l(JB rn conjunction with the 

SE£J^!T//NOFORN//FISA DERIVED 

NSL V IQ-35607 

b7C 
b2 



SE;^T//NOFORN//FISA DERIVED 

To: Inspection From: | | 
- X ^ 27 8-HQ-C122 97 Jb-vluf ifl/25/2 007 b7E 

revised procedures of reporting potential IOB matters. Additional 
delays occurred in an effort to provide due diligence in assuring 
there was no further, nor additional, over collection and to corre 
any practices that may have led to the possible IOB(s). 

SECRET//NOFORN//FISA DERIVED 

NSL V IQ-35608 



(U) 
SECJ^//NOFORN//FISA DERIVED 

'""---..To: inspection From: | | '̂ 2 
Re"r--]X[ 27 8-HQ-C122 97 36-VIO, 01/25/2007 :

b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SÈoRET//NOFORN//FISA DERIVED 

NSL V IO-35609 



FD-962 (Rev. 03-21-2005) 

SEÇJ^ET 
FEDERAL BUREAU OT INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 01/12/2007 

Inspection b7E Attn: IIS, Room 1 1861 
General Counsel h 6 Attn: NSLB, Room 7 975 

hlC Attn: ASAC 
ADC I 1 

From: T_ 
Squad 
Contact : 

Approved By: 

SA 

rg 

27 8-HQ-C122 97 36-VIO 
27 8| n50078-A 

REPORT OF POTENTIAL IOB MATTER 

To report possible IOB error. 

b l 
b2 
b7E 
b6 
b7C 

Details : 

x 'J1 g 
arisë1r---f-rom al 

uuTTeTirTy peiiu_liig , 

(S) A National Security Letter (NSL) was issued in the above 
referenced case to obtain subscriber information annrnvimai-piu 
three months of toll records for telephone number] 

I LJUJ_riiU Lilt! p-L tdp did L1U11 CHI Lilt! 
N S L , t w o o r t h e drgrtsrn thetelephone number were transposed 
resulting in the reqi j es t for snbs n ri hpr info rma t inn and toll renords 
for telephone number | | The NSL 
was approved and issued, and the carrier nrnvided records for 
telephone numberl I The records on 

SEciĵ ET 

12-13-2007 
CLASSIFIED BY 65179/DMH/KSR/R1 

•lv4 tcf 

IS 
NSL VIO-3561ÔERE SHOOT OTHERWISE 



(U) 
SEg^EI 

To: Inspection From: . 
""Ke-r----27 8-HQ-C122 97 36-VI0, 

the CD were then uploaded into 
discovery of the error. 

•b7E 
01/25/2007 

prior to 

b7E 

h 2 
hl E 
he 
hlC 

(U) After the carrier's return of the NSL and corresponding 
records, an analyst from another division discovered that the numbers 
had been tran.qpn.qpri and tpl pnhnni r.aj 1 v notified a| ¡Agent, 
Special Aaent fSAJ |who prepared the NSL. On January 
5, 2007, SA | JLI 
Resident AaenT 
?007 . SAI 

^^RA1) [ 
nformed his supervisor, Supervisory Senior 

J of the error. On January 8 
| reviewed 

for guidance in reporting the matter and taking ] 
correctiveaction. 

(U) After receiving[ 
contacted Associate General Counsel 
advised him to contact [ 
to also onm 1 

] (AGC; 
1 

wno 
Division'sChiefDivision Counsel and 

emove the recordsfrom Telephone Applications. On January 9, 
ljs^tified San Diego Associate Division Counsel (ADC) 

I of the error SA I ¡also facilitated the 
removal of the records from Telephone Appi i oatipn.s hv the information 

e Technology Operations Division (ITOD). Per ADCl 
direction, the original and one copy of the CD containing 
subscriber information and toll rpnord.s wprp .QPR.NRPFI HV SAI 
stored in a safe located in the| 

] -hP 
and 

SE^ET 
2 

NSL V I O - 3 5 6 1 1 



(XT) To: Inspection From: . 
iv : 27 8-HQ-C122 97 36-VIO, 01/25/2007 b2 

b7E LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For appropriate action. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) General Counsel is requested to review the 
circumstances regarding the possible IOB violation and to subsequently 
provide ADC| "[direction regarding the disposition of the 
records which were inadvertently collected. 

•• h 2 
hi E 

SE^&T 
3 

NSL V IO-35612 



FD-962 (Rev. 03-21-2005) 

SESTET 
FEDERAL BUREAU OÈ INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

( U ) 

(U)~ 

( U ) 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Drafted By:[ 

Case ID #: 

} kg 

:s 

9 7 Q - U n - C 1 9 9 Q7 ^ ( i - V T f l 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: ; To report possible IOB error. x Defi^Sd-EtOT^r: G-3 
D^ùiarSsÌfyÒnr 

Details 'a 

(S) 1 

:s) 2. 

( U ) ) < ( 
äU.S.Person. 

) 3. Possible IOB Error: 
•bl 
h 2 
b7E 
b 6 
b7C 

Description of IOB Error. 

f S ) A Natipnal Securi±ii_L|tter (NSL) dated 09/12/200^ 
lwas submitted to| {requesting subscriber information, 

•ran.qartinnal 1 nn.q . and p—rriai 1 hp^Hpr i nfrirmati nn fnr 

- 2 0 0 7 
11! 

.SOM: 1.4 {CL 
••IN OH: 12-11-2035 

ALL II'JFOPlIÀTIOîJ 
HEFE III II TJNCLII 

NSL V IO - 35613 



(ut-

ÎS) 

b l 
b 4 
b7D 
h 2 
hi E 
he 
hlC 

(S) 
b l 
h 2 
hi E 
he 
hlC 
h 4 

SE^E^r h 2 

To.: ̂ Inspection From: 
Re:x J < r 27 8-HQ-C122 97 3 b - V _L O, ul/19/2007 

the NSL was served by FBI 
L I nf (¿J dated 

The results were received 
and were forwarded to| ]with an EC 

(S) 

provided the NSL results in paper format. The 
subscriber information and transactional long f 1 on on/Ion off timag'i 
were immediatejv reviewed for usel 

IThe e-mail header inf'ormation was copied and the 
aced in a 1-A envelope. The copy of the e-mail header 

information was put aside for review at a later date. The case agent 
is the only person assigned to this investigation. Due to the high 
volume of 
review as 
revi ew the 

nformation received, the case agent prioritizes results to 
t is received. In this matter, the case agent did not 

| e-mail header information untilf ] On 
the case agent noticed that a subject line was included in 

the e-mail header information. (The NSL that was served to| | 
specifically noted that message content and subject fields should not 
be included). The case agent immediately sequestered the original 
results that were stored in the 1-A envelope as well as the copy that 
was made f r n m nrinirial. Since thef |CDC was out of the 
office on and| | the case aaent was not able it was 

] O N T notify the ULJU aoour this matter until 
case agent provided the original and copy or the records to| 
CDC 

:s: [ records provided byf 
sets of records to the [ 

I CDC I I c 
J il Wad dfet 

conducted a t a i nt 
I Wad determined that| 

]Division. One set (numbered page 1 

review of the 
^provided two 

through page I I contained the improperly provided e-mail header 
information. The other set (beginning at the bottom of page 
through page | | contained the same records but without the 
i mnrnner1 y provided e-mail header information. 0n| 

| seguestered and sealed those records which n.nnt a i ned the 
CDC 

î.nri t a i ri ê j 
]CDC 

wi 11 improperly provided e-mail header information, 
maintain the negnentered and sealed records under locked conditions 
his office. CDCl Ireturned the records which did not contain 
the improperly providede-mail header information to the case agent 
for investigative mirnn.gp.g in that such records were properly provided 
by| "H to the| |Division in response to the above-stated NSL. 

(S) No information pertaining to the tainted e-mail header 
information was e n t e r e d l I Subscriber information, 
transactional records, and trie proper e-mail header information 
(without the subject line) is being stored in the 1-A at this time, 

SECRET 
2 

NSL V IO -35614 



To: sTns/pection From: 

SEg^T h 2 

I b7E 
-R-e-T 27 8-HQ-C122 97 36-VIO, 01/19/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SB&ET 
3 

NSL V IO-35615 



FD-962 (Rev. 03-21-2005) 

seJ^ST 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

(U) 
(u>-

(U) 

( U ) 

To : Inspection 
General Counsel 

From: 

Contact: SA 

Approved By 

Drafted By: 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Case ID #: _ 27 8-HQ-C122 97 36-VIO 
97 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

( U ) INTELLIGENCE OVERSIGHT 

3. Possible IOB Error 

(S 

Descrip' 
delays) 

.on of IOB Error (including any re _ng 

I; 1 2 - 1 3 - 2 0 0 ? 
CLASSIFIED BY 65179/DHH/KSR/RW 
PEAS CM: 1 . 4 (c) 
DE C LAS SIFY OM: 12-13-2032 

NSL VIC 

ALL IIJFOPLIATIOFJ CÛÏÏTABJED 
ÏREIN IS UNCLASSIFIED EXCEPT 



(U) tion From: 
27 8-HQ-C122 97 36-VIO, 

SEÇ^T 

b l 
b2 

2007 
b7C 

Jrequest: 
carr recora rntormarron tor rerepnone numbers 1 

rr qnhgrri hpr anO 

^ X i On""" 1 "Ò"/" 1 3/"2 0 0" 5 ",""""' c "as ë" " numB ë j 
SA | | due to the transfer Jl ¿u u 

Â as transferred to 

On 12/22/2005, IS; 
for^fardeH t o I 1 ecords received fromL 
as a result of the NSL described above. These records were conta i nec 
digitally in a Memorex CD-R. There is no indication that SA| | 

(SÎ 
reviewed the records received from^ 

b'l 
b2 
b7E 

I 
"On""""0"4"7"1"2"7"2"0"0"5" case" number' 

J In a commun ca Lion udLeu <TT 
•<ras transferred tb7C 
31/2 006, SA 

_specifically noted that review and analysis of the records 
received froml"" i —i |was still to be completed. On or 

rinted out the records received from 
qa i 

about 11/03/2006, SA 
| |on to paper. 
•"••CQp.ie.s....t.Q....t-he----l-A--S-ec-t-i-Q-n--Q-f--c-a-se--fl-l 
| |did not review or analyze th pupi 

:d these paper 
However, SA 

A ) On 1 -Q /- 3-W- -2 -Q- 0 6-- - - r/a' s ~e" " ~n "Ti "m b e" r" ras transferred i 'wdoc iiu.lL va.0i_j_ci.ii0j_<3j_j_<3»u.i_̂  
SA| ' 1 On 01/09/200/, the writer conducted an initial 
review ol the paper records printed out by SA| ^. The writer 

I However, no records were received 
-r-erepno-ne--numDer-
number were rece . v eu . Hjjjjdi ci i L _ 

but records for another telephone 
| jinadverte 

provided telephone records for the wrong tefephonenumber. 

(U) On 01/09/2007, the writer segregated the paper records and 
the original CD-R containing the records that were incorrectly sent b̂  
| *1 This FD-962 serves as documentation that the 
telephone records that were incorrectly sent were not analyzed. 
Information from these records was not recorded or indexed in FBI 
Telephone Applications or any other database. Finally, these records 
were not copied or retained in any form. 

(S) 

(U) Per instruction from Assistant C D C l I 
| |Division, on 01/12/2007 the write! dysiioyyd dll syyiyyJted 
paper records for the telephone number that ["" I 
incorrectly provided to the FBI. The writer also destroyed the 
original disk sent by| | This process was 
witnessed by SA [_ • i w n^n^r r-g^r-Hg f^r 
corr"ëct""""t'e±ephon-e---numbers.. were 

NSL V IO - 35617 



se3FS;T 

To: Inspection From: I I 
27 8-HQ-C122 97 36-VIO, 01/12/2 007 

retained for analysis and retention in the 1-A section of case number 

3 

NSL V IO-35618 



SECRET 

To: Inspection From: 
-Re-: CSQ 2 7 8 -HQ-C12 2 97 o b-vluf Ul/12/2 UU 7 ,b2 

' " b7E 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE(ìl^T 
4 

NSL V IO-35619 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

iU) 
(U) 

(U) 

(Si 

<U) 

Precedence: ROUTINE 

To: Inspection Division 

Date: 01/08/2007 

Attn: Internal Investigations 
Section (ISS), Room 3041 

Office of General Counsel Attn: National Security Law Branch 
(NSLB), Room 7947 

From: 

UôftCââC ! S7T 

Approved By: 

Drafted By: [ 

b7E 
b6 
b7C 

: mrm 

27 8-HQ-C122 97 36-VIO ^ Pending) 

REPORT OF A POTENTIAL INTELLIGENCE OVERSIGHT 
B^ARD MATTER 

Synopsis:y^J To report a potential Intelligence Oversi 
Board (IOB) matter. 

b 4 

Enclosure(s) : "Ĵ sL Enclosed are the Electronic Communication and 
National Security Letter (NSL) submitted to| | 

The circumstances surrounding this potential IOB 
e responsibility of| | FBl| lis, 

however, reporting the potential violation as required. Bv wav 
""Of-ba-G-k-qx.ound I 

Details : 
were sole! 

pe i s oi i, Ljy ope ci a i.ny ei i l { ¿a j i 
la United States 

which is set 1 
expire on 01/11/2007 (request forextension pending). 

On or about 08/15/2006, an NSL was submitted to 
requesting electronic communications transactional 

of service, recordsinformation, to include n 
and transactional records, for th 

(S) 

bl 

b7E 
b6 
b7C 
b7A 

12-13-2007 
GlàSSXFIE-D--BT--SS179-/DHH/3CSR/R8 

IHFORÏÏÂTIOM C01TAI1ED 
NSL V I O - 3 5 € 2 8 I H 1 3 UNCLASSIFIED EXCEPT 

DKCLüi/lfT UM „12-13-E 03 2 



(U) 

IUI" 

|U) 

(U) 

SE^ET 

To: 
'Rè-:-. 

^Office of General Counsel From: 
r8-HQ-C122 97 36-VIO, 01/08/2(777" 

provided 
ema: address. 

with the subject's name and 

On or about 09/12/2006, the results of the NSL 
were received by| | The results i nel i id ed a ha rd copy of the 
subscriber information for the subject! land a 3.5" 
floppy disk. A preliminary review of trie nard copy documentata 
revealed that the appropriate subscriber information was 
submitted by 

on 

received x On or about 'information froml 
1 ?/?P)/?P)P)6. i second review of the 

revealed that the hard 

no 

copy information was the sub]ect's subscriber information, which 
was appropriate. A cursory review of the 3.5" floppy disk 
revealed that it contained email nnnt^nt fnr thp subject; this 
information was inappropriate fori I to submit. At 
time was the content of the subject's email requested, only the 
subscriber information. Upon the realization that this 
information was not officially requested via the proper format, 
this information was appropriately secured and subsequent 
notifications were made. The email content was not thoroughly 
reviewed by the case agent or any other Federal Bureau of 
Investigation employee. 

As of 01/08/2007, the 3.5" floppy disk and the 
printed cóntànt of the 3.5" floppy disk are double wrapped and 
secured in Supervisory Special Agent ( SSA)!"" I the 
case agent's supervisor, safe in his office. This information 
will be maintained in a secure environment pending adjudication 
and subsequent instructions as to its disposition. 

b6 
b7C 
b4 
b7D 

b6 
b7C 

SE^ET 

2 

NSL V I O - 3 5 6 2 1 



SEC^T 

( U ) 

To: 
.Re..:.... 

.Office of General Counsel From: I 
27 8-HQ-C122 97 36-VIO, 01 / 0 8 / 2THT7" b7E 

(U) 

LEAD (s) : 

Set Lead 1: (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

For action deemed appropriate. To advise the 
National Security Law Branch (NSLB) that the documents that are 
potentially in violation of TOB matters are currently sealed and 
secured in the SSA's safe. I I will await NSLB's guidance to 
determine the appropriate action regarding the disposition of 
these documents. 

b7E 

Set Lead 2 : (Action) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) ----- For action deemed appropriate, 

3 

NSL V IO -35622 



FD-962 (Rev. 03-21-2005) 

SECÌ&T//20320201 
FEDERAL BUREAU OF INVESTIGATION 

(U) 
(U) 

( U ) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/01/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Attn : ASAC 
CDC 

b7E 
he 
hie 

From: 

uontact: SA 

Approved By : | 

Drafted By: | jgc 

Case ID #: 27 8-HQ-C122 97 36-VIO 
62F-CT-A8 9 4 55-IOB 

Title: (U) SA 
SS£ 

Synopsis : 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

Jieciassri^SrTT^TTZfttrfeoaZ 

bl 
h 2 
b7E 
b7D 
he 
hlC 

Details 

(S) 2. 

(S) 3. Possible IOB Error: E-mail content provided. 

X Description of IOB Error (including any reporting 
delays): 

- X On 11/06/2006, a National Security Letter (NSL) 
requesting'the "name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all email header information (not to 

2Çà^i SEÇ3ŒT//20320201 

12-13-2011 
IFIED ET 65179/ 

REÀS0K: 1Ì4 (e) 
DËCLÂSSlW"0S: Ï2-Ï3 

NSL VIO-35623ALL HFORHÂTIOI COHTAIIEB 
HEREIM....I.S...OTCLÀS.SIFIEB...1XCEPT 



To: \Ins£)ection From: 
( U ) — R-e-r-- j x i 27 8-HQ-C122 97 36-VIO, 02/01/2 007 

h 2 
b 7 E 

b7C 

(S) 

SECRET//20320201 

nl hHp mpqgarfp ^nntpnf- anH/nr subject fields), for the address holder 
j I%i i 1 I from | | 
^ ¡J j { |was prepared and approved in accordance with 

the Attorney General Guidelines. The NST, ŵ .s .qprvpH by the| | 
bl | |Division and on 01/11/2 007, \ [provided the 

results of the NSL to the I ¡Field Office via e-mail as a 
courtesy, noting that a hard copy of the information was in transit to 

I 1 

(U;b7D J X T A review of the results of the NSL revealed that 
supplied vmavthe case agent determined to be message content and/ or 
subject fields. Specifically, the term "Subject:" was identified 
various times followed by a message topic. Also, case agent 
identified correspondences between individuals. The details of these 
items were not memorized, however, case agent discerned that message 
greetings, the body of messages, and message closings were identified, 
indicating message content that was not requested by the FBI. This 
information was not utilized by the case agent in any analysis nor was 
it documented in the case file. 

(U)--- . The n̂ .gp agent first reviewed the m/ll/?np)7 e-mail 
from I IDivision on 01/16/2007. I IDivision Counsel 
was contacted on 01/17/2007 and it was determined that a possible IOB 
error occurred. Case agent I in-i ̂ h q-i ^ 

•b2 Investigative Support Specialist (ISS)T las she 
b7E was the sender of the soft copy content material. iss| | 
" " was advised of the situation and verified that she did not save a copy 

of the material on her computer. ISS| |noted that the 
information was only sent to SA| | the case aaent who 
submitted the NSL and writer of this correspondence. ISS| I 

""[noted that she has never experienced this nroblem wi th | | 
m the past. ISS| ""[agreed to query her| | contact 
regarding the information proviaed as a means for| | to explain 
why the information was provided, or to identify tnat an error was 
made. Case agent requested that ISS| ""[permanently delete 
any copies of the original e-mail transaction that was possibly still 
maintained within her e-mail. 

On 01/18/2007, case agent received an e-mail from ISS 
| ^ |regarding this matter. ISS | [explained 
that I [off 1 was contacted rec 

I |noted tnat he included content...fo.r...-th€ 
account in errox.--an-d----h-e---requested that the CE . .. . . .. _ -R Whldh he IhlLlallV 
provided be destroyed. Additionally,! I advised that he would 
provide a new CD-R to include only header information for this 
account. ISS I Inoted that she would delete the e-mail 

bl message she originally sent which also contained the content 
6 information. 

b7C 
b4 SEOKET//20320201 
b7D 2 

NSL V IO-35624 



(U) 

SECRET//20320201 

To: Inspection From: | 1 
; : 27 8-HQ-C122 97 36-VIO, 02/01/2 007 

(U) "LMv 0 n 01/22/2007 case agent pprm^npnt 1 v dpi ptpH thp 
original e^marl message which was received from ISS| | 

ÛJ - ---" jXl On 01/31/2007 case agent received an e-mail message 
from ISS | | noting that she destroyed the original CD-R on_ 

)0/. Aaaitionaily, ISS| |noted thatf 01/31/21 
of| |provided a new CD-R which contained the approprrare 
inrormarron that was originally reguested by the NSL served on 

b2 
b7E 
b6 
b7C 

SECRET//20320201 

NSL V IO-35625 



SEqà^//20320201 

To: Inspection From:I I h2 
iv: 27 8-HQ-C122 973b-ViOf 02/01/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET//20320201 
4 
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FD-962 (Rev. 03-21-2005) 

(U) 

( U ) 

SEuRET//20320201 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/01/2007 

To: Inspect' Lon Attn: IIS, Room 1 1861 
General Counsel Attn: NSLB, Room 7 975 

Attn: ASAC 1 
CDC | 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 

zigc 

27 8-HO-C122 97 36-VIO 
62 F-l I-A8 94 55-IOB 

b l 
b2 
b7E 
b6 
b7C 
b7D 

Title: (U) SAk L 
SSA1 
INTELLIGENCE oVEksllGHT board (iob) error 

Synopsis 7 report possible IOB error. 

rssify On: 02J 

b 2 
b 7 E 
b 6 
b7C 

!) On 11/06/2006, a National Security Letter (NSL) 
requesting/th\ name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all email header information (not to 

SE (^BT//20320201 

12-11-2007 
CLASSIFIED BY 65179/DMH/KSR/RF 
REASOH: 1,4 (c) NSL VIO-35627 

12-11-2D.32. 1HE1RE " " SH0 Hi" ' 'OTHERWI SE 



SEc)^T//20320201 

(U) 

(S) 

bl 
h 2 
b 7 E 

(Ub4 -
b 7 D 

To: 
-R-ai.. 

Inside et ion From: 
27 8-HQ-C122 97 36-VIO, 02/01/2 007 

b 7 C 

(U) 

(U) 

(U) 

[ 
i--11 11H o mooo-jr-TO fnnr on1 

from 
was preparea ana approvea m accoraance with 

the Attnrnpv Hpnpra R.ni HPI i np.q The NSL was served by the . 
[Division and on 01/11/2007,1 "Tprovided the 

results of the NSL to theQ ]Field Office via e-mail as a 
courtesy, noting that a hard copy of the information was in transit to 

A review of the results of the NSL revealed tha t[ 
supplied what the case agent determined to be message content and/or 
subject fields. Specifically, the term "Subject:" was identified one 
time followed by a message topic. Also, the term "Thread Topic" was 
identified three times, followed by information indicative of 
correspondence subject matter. This information was not utilized by 
the case agent in any analysis nor was it documented in the case file. 

"OMT The case agent first reviewed the 01/19/2007 e-mail 
from| [Division on 01/22/2007. | [Division Counsel 

••1/22/2007 to advised of the problem. was conracrea on UT 

On 01/22/2007, case agent contactât 1 
Division investigative Support Specialist (ISS)| 
as she was the sender of the soft copy content material. ISS*"^^^^^^^™ 
| |was advised of the situation and verified that she did not save 
a copy of the material on her computer. ISS | |noted that 
the information was only sent to SA| | the case agent 
who submitted the NSL and writer of this correspondence. ISS | 1 

| ¡agreed to query her| |contact regarding the information 
provided as a means fori I to explain why the information was 
provided, or to identify fh^f an error was made. Case agent requested 
that ISS| [permanently delete any copies of the e-mail 
transaction, which included the content material, that was possit 
still maintained within her e-mail. 

] 

C 
y On 01/25/2007, case agent received an e-mail from ISS 

regarding this matter. ISS [ 
]of that | 

| |noted that he"couia not e 
he aimed to correct the problem. 

^explained 
|was contacted regarding this error. 

ain why this error occurred, yet, 
b7E 

( U ) 

V L 

b7C 
J On 01/31/2007 case agent received an e-mail message 

from ISS| x |noting that she destroyed the CD-R which 
contained e-mail content, per the request of| | of | | 
Additionally, ISS| "^noted that| [proviaed a new CD-R 
which contained trie appropriate information that was originally 
requested by the NSL served on 

SEcèij//20320201 
2 
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SECRET//20320201 

To: 
-Re-:. 

nsjoection From: 
27 8-HQ-C122 97 36-VIO, 02/01/2 007 

message 
On 02/01/2007 case agent permanently deleted the e-mail 

e received from ISS I Iwhich contained the content 
information. 

(U) (Note: This was the second possible IOB error that 
resulted from the same request. Both errors were identified as 
separate incidences. These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 

b2 
b7E 
b6 
b7C 

:ET//20320201 

NSL V IO-35629 



SEÇÎ^T//20320201 
I 1 b 2 

-To: JnsMction From: I I b7E 
: 27 8-HQ-C122 97 36-VIO, 02/01/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE£&^T//20320201 

NSL V IO-35630 



FD-962 (Rev. 03-21-2005) 
SEgPET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: Inspection 
General Counsel 

From: 

csTTrser? 

Approved By: 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Synopsis: 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

J) x 3 -

) _ 
[J 4 . De 

Possible IOB Error: 
MFTPM .QPFFINN R P F P R P N ^ -

b l 
b2 
b7E 

scription of IOB Error (including any reporting delays' 

S: 12-11-200? 
CLASSIFIED BY 65179,/DHH/KSR/RTJI 

CO 
DE C Î»ÀS SI FY 0ÏÏ: 22I11Z2032 



To: 
:<•• - : 

section From 
27 8-HQ-C122 

SEd^1] 

97 36-VIO, 01/2 9/2007 
H P V P H J-HAT- the extensions had been granted by Counterterrorism. 

. issued one National Security Letter to a financial 
institution I land 

* M. 1̂1 I I - • .UN .1̂ 1 .MM I I I » • I • J I I. I LI II a Pri faqf 

b 2 
b7E 
b 6 
b7C 
b 7 A 

(U) By reviewing the case files, Primary Case Agent has since 
discovered that the electronic communications requesting the 
extensions ha^ji^LJiÊÊJ^ uploaded, and are still saved in the drafts 
folder on thel 1 Division shared hard drive. Although the 
National Security Letter has been delivered to the financial 
i ns 1 i till i on. no information has been collected from that institution, 
ancj |has been collected. Primary Case Agent has contacted the 
financial institution and instructed them to disregard the National 
Security Letter. No investigative activity has occurred since the 
expiration of the Preliminary Investigations. ITOS II, PRGU has been 
advised by separate communication. 

b 2 
b7E 
b 7 A 

SECRET 
2 

NSL V IO -35632 



S E ^ E T 
\ h 2 

"-To: Inspection From: I I b7E 
27 8-HQ-C122 97 36-VIO, 01/29/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S E C ^ T 

NSL V IO -35633 



(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Date: 01/31/2007 

IIS 
NSLB 

From: From: 

uontaci;: xtu 

Approved By: 

Precedence: ROUTINE b7E 

To: Inspection 
General Counsel 

Attn: 
Attn: 

(U) 

(U) 

(XT) -

Drafted By 

Case ID #: 

Title: (U 

Synopsis: 
requiremen 

( U ) 

: mat 

) 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

REPORT OF A POTENTIAL IOB MATTER 

Possible IOB error for non-compliance with a 
the Attorney General. 

b l 
b2 
b7E 
b6 
b7C 

[ ^ On m/17/?nn7. l£Q | Ispoke with SSA 
lat ITOS II. SSA| |advised the PI extension reques 

was not received by TTO.q tt until late December 2006 and had not 
yet been approved. SSAl Itold TFOl there was 

| i m?nrj-7 Sjj^KET 
RF 65179/DLFFL/KSR/RM " L ™ F « HEREIK IS IC) 

NSL V IO -35634 



To: 
"Re--:.. 

Inspection From: | "| 
27 8-HQ-C122 97 36-VIO, 01/31/2 007 

sufficient justification to warrant the extension. TFO^ 
took no further action on the PI and is waiting on ITOS II 
extension approval. 

b l 
b2 
b7E 
b6 
b7C 

SE^ET 

2 

NSL V IO-35635 



SEflRET 

Inspection From: I I 
NV) 27 8-HQ-C122 97 36-VIO, 01/31/2 007 -b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se££ET 

3 
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FD-962 (Rev. 03-21-2005) 

Ŝ làÌtET 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

( U ) 

<U) 

(U> --

(U) 

Precedence: ROUTINE -t>2 Date: 01/29/2007 
b7E 

To: Inspection b6 Attn: IIS, Room 11861 
Genera 1 Counse Attn: NSLB, Room 7975 

Attn: CDC/Legal Unit 

From: 

Contact: SFO| 

Approved By: 

Drafted By: 

Case ID I :" 
(U) 

: scm 

27 8-HO-C122 97 36-VIO 
27 81 IC136372 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: jX^ Report of a potential IOB matter. 

From 

m X 2. Case Agent: SFO 
)ervisor: SSA 

(S) 3. 

X 4- m o toreign mreiirgence surveillance Act (FISA) reguest has 
been submitted to Office of Intelligence Policy and Review, Department 
of Justice (01 PR) . , ^ 

•bl 
5. Possible IOB Error: 

(U) X 

b7C 
b7A 

) Description of IOB Error (including any reporting delays): 

iiillillii 
ililil! 
1,-4 

b2 
b7E 
b7A 

ALL IMFORÎIÀTIOI 
HEREIN- -IS--1® G'LIJKS S-I-FIED- • • -EJCGE-PT 

NSL V IO -35637 



( U ) 

h 2 
blE 
be 
blC 
hi A 
b4 
b7D 

ection From: £ 

SEÇ^ET 

To: 
-Re-:- (VI 27 8-HQ-C122 97 36-VIO, 01/29/2007 

(s) r 
Security Letter was approved 

served on 
was lor toll records related to telephone number 

A National 
1 and 
H T h i . g MST, 

^ F e d e r a l O f f i n p r | 
la le :er 

CD disk. Upon review of the letter response] 
according to 1-ĥ  subscriber n rn f i 1 ̂  i -i qt ̂ d 
subscribed to by| 

received!" 
rp.qnnri.qp frnm^ 

ï ound that 
J and 

[discontinued the service on tTT ^ ^ . Upon further reviewj 

^nhnn^ nnmH^r was 
As Of 

"his telenhnne 
] found that|_ 

had also forward 
rhone num.be r . £ 

information on the new subscriber of the 
|then opened the CD that had been provided by 

and discovered that thprp were 45 pages of toll calls for 
Potn local and long distance.I |also found that the first 30 
telephone calls were during the timej |had subscribed to the 
telephone number. | | made a copy of page one and blacked out the 
other phone numbers on that page. The other pages were destroyed. 

contacted . s sa l 
returned to him from | 

| |Division's Legal Unit. 

and advised of what had been 
]and Paralegal I |of the 

(U)| Irnnt^rtprJ Ibv 
tele|ohohe | | and reported the possible error. | | 
stated that they had followed_til£-Jji£tructions of the NSL that they 

2 

NSL V IO-35638 



SE^ET 

To : sction From: b 7 E 
"'Re:'"^ 27 8-HQ-C122 97 36-VIO, 01/29/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEÒ^ET 
/3 N 

NSL V IO-35639 



FD-962 (Rev. 03-21-2005) 

SEC^T//20320205 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

(U) 

(Ü) 

(U) 

tur-

bi 
b 4 
hll) 
h 6 
b 7 C 

To: Inspect' Lon Attn: IIS, Room 1 1861 
General Counsel Attn: NSLB, Room 7 975 

1 1 Attn: ASAcI 
CDCj 

From: 

Contact: SA 

Approved By: 

Drafted By: [ jsb 

Case ID #: O n TTA •1 

Title: (U) S A P 
SSA[ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:""" v To report possible IOB error. 

( 

3 
Possible IOB Error: 

4. Description of IOB Error (including any reporting 
delays). 

:s: la National Security Letter (NSL) tc 

account o H 
"I requesting all financial records pertaining to the" 

SE<^T//20320205 

b l 
b2 
b7E 
b6 
b7C 

b l 
b2 
b7E 
b6 
b7C 

DATE: 12-11-200? 
CLASSIFIED BY 65 L 79/BMH/KSR/RU 

W: 12-I1-2M2 

NSL V IO -35640 
ALL II'JFOPLIÀTIOFJ CONTAINED 
HEPEIK IS UNCLASSIFIED EXCEPT 



SE<^£ÉT//20320205 b 2 
A b7E 

1 = 1 27 8-HQ-C122 97 36-VIO, 02/05/2 007 
nspection From: 

for the time peri 
was preparea and approved in accordance with the Attorney General 

onl 
T h p M.ST. w q .q . q p r v p H 

of documentation. 

cved by the| ^Field Office and 
Jreported delivery ol the NSL and retrieval 

(U) 

b 4 
b7D 
h 2 

_ On 02/01/2007, a preliminary review of the results the NSL 
revealed thatj"" I financial 
transactions that occurrëcT^^T | This information was not 
requested by the FBI. This information was not utilized by the case 
agent in any analysis nor was it documented in the case file. 

(U) ) On 02/01/2007, [ ] contacted Office of General Counsel 

b7E 

;OGCf, E*BIHQf to determine the proper handling of the information 
received. Per the advisement of OGC,| ""I mitigated the errant 
information by completely removing pages containing only transactions 
occurring in December 2004 and redacting transactions on pages 
containing both requested and non-requested information. All original 
pages containing errant information were sent to| | CDC. 

SE<^ET//20320205 

NSL V IO -35641 



SEjà^ET//20320205 
I — I b 2 To: Inspection From: | | 'b7E 

2 7 8 - H Q - c l 2 2 9 7 3 6 - V I 0 ^ 02/05/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEGRET//20320205 

NSL V IO-35642 



(Rev. 01-31-2003) 

SE^jST 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

( U ) 

(U) 

(U) 

(S) 

(S) 

Precedence : 

To: 

ROUTINE Date: 01/12/2007 

Attn: 
b7C 

SAC 
ASACJ 
SSPf" 
CDC 

Counterintelligence 
Inspection Division 

I I 

Attn: 
Attn: 
Attn: 

SSA 
IIS, CRS 
ISS Unit 

From: 

—csrrrscrr 

Approved By: 

Drafted By: Q 

Case ID f 

...Title: 

T7T 

} mr f 
^ Pending) 

INTELLIGENC 
MATTER 2006 

ISIGHT BOARD 

Synops i s : 

^ OVER;; 

Disposition of erroneously provided financial 
records. 

Reference: 27 8-HQ-C122 97 36-VIO Serial 156C 

Details: ^X^ By EC dated 07/21/2006,1 ^ [requested that OGC 
...review an incident and determine whether it warrants reporting 
t"he""TORV"--Bn--4-Zl 6/ 2 002 J 

N JAS parr oi its 
.nvestigation, ] | sought and rpr-.pj y p d n p r m i n.q.qi on to obtain 
..f in an c i.a 1 r ecords b e 1 onginq to| I 
^^irit y "f,'^ITt fKT'g T 
served by FBI 
financial records pertain'lfiy IU Iht? subject and his account. 

A National 
and was prepared b y l I 

e NSL requested 'ALL 

bl 
h 2 
b7E 
b6 
b7C 
b4 
b7D 

"2007 SECRET ALL IHF0RHÄ.TI0H CONTAINED 
3Y 65179/DHH/KSR/RW HEREIN IS UNCLASSIFIED EXCI 
(c) 

NSL VIO-35643 



seç^t 

To: | . | From: | 
1 27 8-HQ-C122 97 36-VI0, 01/12/2 00' 

¡J Upon receipt, and review of the documents , I I 
discovered t m t what [provided, exceeded that which was 

:ed. | | reported trie error to OGC. | | £ 
1, and secured the excess information in ri 

to the EC dated 11/24/2006 from 1 

Î [contacted I H the provider of the 
ion. I |advised that the records may be 

requested. [ [reported trie error to OGC. | [ separated. 
wrapped, and secured the excess information in the| [ SSA 
safe. Pursuant to the EC dated 11/24/2006 from the Ottrce of 
General Counsel, 
improper informai 
destroyed by| Ihas destroyed the aforementioned records. 

secret 

2 

NSL VIO-35644 



<U) 

SECEET r r b2 
To: I . I From: | 1 b7E 
" 27 8-HQ-C122 97 36-VI0, 01/12/2007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 
tUI "" ----- For information only. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

(U) * f Set Lead 3: (Action) 

AT WASHINGTON, DC 

For Information only. 

GENERAL COUNSEL 

AT/WASHINGTON, DC 

( U ) jX; Read and clear. 

Set Lead 4: (Action) 

AT[ 

h 2 
•b7E 

^yj ............... ----- [jsi i Read and clear. 

SE^ET 

3 

NSL VIO-35645 



/FD-962 (Rev. 03-21-2005) 

S5i^T//20320126 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 01/26/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

( U ) 

(U) 

(U) 

(U) 

(U) 

Drafted By: £ J rkg 
Case ID #: X 278-HQ-C1229736-VIO 

Title: (U) TFoC 
S S A T 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

bl 
b6 
b7C 
b2 
b7E 
b7A 

- X n̂ r.1 aq ,i fy I Hi III " 11 Hi 
• r 

:s) 2. 

-tx^ 3. Possible IOB Error: 

(S' 
A nQQPrinfinn r. f7 TOR T71 y yr~> y f i nr<l nHi nn ^nu ronnrfinn H o 1 a 

SEC^T/ / 20 32 0126 

NSL VIO^ 4-2007 

bl 
b6 
b7C 
"b7A 
b2 
b7E 
b7D 

•••SHOW-OTHER¥ISE 
REASOM: r."4 {uf 

]W-m-i 12-14-



(U) 

SE0RET//2O32O126 

To: Inspection From: 
: 27 8-HQ-C122 9 7*3 6-VI0, 01/2 6/2007 

b7E 

bl 
b7C 
b7E 

(S) 

Due to administrative oversight, an annual Letter Head 
Memor^ndtim (LHM) was not completed for 2006. During this period of 
time, the case has been transferred to three different investigators. 
In November of 2 006, investigators used National Security Letters 
.JNSLs) to obtain| | credit history, telephone subscriber 
information, and telephone toll records.| |plans on 
reguesting anaTysis-from the |__^_|in reference to the results of these 

of employment have been conducted NSLs. Spot checks off 

year. 
•Jo other investigative activity has occurred in the last 

bl 

b7C 
b2 
b7E 
b7A 

SE^ET//20320126 

NSL VIO-35647 



SEC^T//20320126 
1 h 2 To: Tnapection From: | 1 • 

; : ^X^ 27 8-HQ-C122 97 36-VIO, 01/26/2007 / E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC^^T//20320126 

NSL VIO-35648 



(Rev. 01-31-2003) 

sejjẑ et 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(S) 

Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

From: | 

Date: 02/05/2007 

Attn : IIS 

Attn: NSLB 
1 

b7E 
b6 
b7C 

uonuaci:: aA 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 278-^3 c 1 3 6 3 7 2 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report potential Intelligence Oversight Board 
(IOB) matter. 

Dec 

Details : 

Case Background and Case Agent 

bl 
h 2 
hi E 
he 
hlC 
hi A 

The Case 1U# and Title is noted as follows : 

Case ID#:. 

llllllllll 
lllllll 
1...4 

se^et 

ALL II'JFOPIIATIOI'J COÏJTÂOIED 
HEPEIK IS UNCLASSIFIED EXCEPT 

NSL VI 



(S) 

(S) 

se^et 

To: Inspection Division From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/05/2007 

Title: 

^ x i ; 
5Ai I 

H D 
XJje case agent ""öl 

supervisor is ST 

Report of Potential IOB Matter 

is SA 

b2 
b7E 

b7A 

(U) •• """" 0 n 12/12/2006, A National ^nuri fv T.ptfpr (N̂ J.) 
was drafted _and subsequently approved directing! 
C ] ce to the Federal Bureau of Investigation 
(FBI) all financial records pertaining to the customer(S) and/or 
accounts listed below: 

NAME: 
Q COOT TTvTT NTT TMRF.R 

SOGT AT, SECURITY NUMBER: 

DATE OF BIRTH: 

2. NAME: 
7\ RRRU TUT MTTMDTTD • 

(U) The NSL dated 12/12/2006, mpr.ifirallv rpmip^tpd 
the financial records to be provided for the I 

• I 1 

I fin nn m/oa/onm 

I I records requested i 
] personally provided to ISS| 
d in the NSL dated 12/12/200^7 

se^et 

2 

b6 
b7C 
b2 
b4 
b7D 

NSL VIO-35650 



(U) 

sec^1] 

to: 
re: 

NSL 

Inspection Division From: | 
(U) 27 8-HQ-C122 97 36-VIO, 02/05/2007 

b2 
b7E 
b7D 
b6 
b7C 
b7A 

(u 
12/1 

On 02/05/2007, SA 
1/2006. The records" dated 

l i n o l n d ^ d f i _ n a n r i a 1 r e CO 

for the oeriodl 
di t i nri • I 

jreceived the 
provided by|_ 

results of the 

reqiie.q1~ed 

foJ 
_ 

I 
r the present as 

1 included records 
for the following monthly 

statements: 

The NSL served to| , _ 
specifically requested financial records for only the PeriodL 
to the Present. I 1 Division at| |never 
requested a.mr corre^nond^nce requestinn records for 
the periodl |to I I for| | 

| Legal guidance provided by OGC and NSLB noted 
that a potential IOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736-2570.] 

and 
and 

_On 02/05/2007, SA[ 
Chief ' ' ' 
of 

Divisional 
this matter. 

Counsel, 
At the request 

lo.oritqct^d Division 

b2 
b7E 
b6 
b7C 
b7D 

_ntormed her 
_n accordance with nronedure sti nulated i n 

257 0, the reoords provided by| 
ne ri odl 

ofl 
278 

to| " |i=orT -
were sequestered and provided tol 

2 
(Jl22^36 
for the 

] 

segb^t 

3 

NSL VIO-35651 



se 

To: Inspection Division From: 

qì^t 

Re: (U) 27 8-HQ-C122 97 36-VIO, 02/05/2 007 
•b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

sbcfcgt 

4 

NSL VIO-35652 



FD-962 (Rev. 03-21-2005) 

SECjfeB^/20320212 
FEDERAL BUREAU OF INVESTIGATION 

(U) 
(U)-
<U>" 

(U) 

(U) 

Precedence : 

To: [ 

ROUTINE Date: 02/12/2007 

Inspection 
General Counsel 

Attn : ADC 
Attn : IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : 

Approved By : | 

Drafted By: | 

SA 

: kdz 

Case ID #: 27 8-HQ-C122 97 36-VIO 
27 81 T-A95380 
62 F| I-A8 94 55-IOB 

Title: (U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis r - X 

- X 

bl 
b2 
b7E 
b6 
b7C 

To report possible IOB error. 

Details : 

account of above espionage subject was requested, approved and served. 
The NSL requested records of transactions f r o m t h r o u g h the 
present. 

(U) On 02/12/2007, Jreviewed the records received ^ 
f f o u n d that two statements reflected transactions and 
account balances from 

SE0RET//2O32O212 

I; 12-14-2007 
CLASSIFIED BY 65179/DMH/KSR/F 
REÀ30I: 1.4 {C} 
BE€-tMS-I-F¥--DH-î 12-14-2Ö3-2 

NSL VIO-35651 
...IS.... USC.LÂS S.I OED... EXCEPT 

WHEFE SHOOT OTHERWISE 



( U ) 

<U) 

SECRET//20320212 

To : 
ReT 

Inspection From: £ 
) 27 8-HQ-C122 97 36-VIO, 2007 

) The ori gma. 
not requested have been forwarded tol 
Redacted copies only reflecting the Tt 
retained for the case file. 

h 2 
b7E 

)cuments ret1ecti nn t e information which was 
DC for sequestering, 

êd 'information will be 

SECRET/ / 20 32 0212 
* 2 

NSL VIO-35654 



SE0^ET//2O32O212 

-To: Vri3f3ection From: | | £>2 
- jx^ 27 8-HQ-C122 97 36-VIO, 02/12/2 007 ' b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET//20320212 

NSL VIO-35655 



(01/26/1998) 

secgr^t 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 1/18/07 

To: 
Counterintell: 
Inspection 

gence 
Attn: SAC, CDC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

(U) 

(S) 

Synopsis: i&J It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

b7E 

To : 

iiiiiiiii 
ililil! 
1...4 {.|| 

From: Office of the General Counsel 

SE^ET 

NSL VIO-
ALL IHFQRHATIÛH CONTAINED 
IFIGEGL'J IS UNCLASSIFIED 

SHOOT OTHERWISE 



se^et 

Re: 2 7 8-HQ-C12 2 97 3 6-VIO, 1/18/07 

, ¡initially sent a National Security Letter 
(NSL) to \ " j 

| requesting the name, address, length of service, and 
electronic communication transactional records, to include 
exrs"t"rng--tr.ansaction/activity logs and all email header 
information ( not ""to"-i-nelude messagr •' • •• • •• • •• J 1 
fields), for the address holder""0"f| 
The NSL was served by the V 

h 2 
hi E 
b4 

17/2006, the| I Field Office provided the results b^D 
f the NSL to tna I Field Office via ema 

On 10/24/2006, a preliminary review of the results 
of this N^L revealed that|~ | had supplied thirty (30) email 
transactions that included information labeled! 
This information appeared to be possible subject line content or 
similar information. This information was not utilized by the 
case agent in any analysis nor was it documented in the case 
file. As of the date of this EC, the| | Field Office was 
still awaiting the physical results of the NSL. Subsequently, 

| "[produced a CD-ROM with the all of the information. This 
CD-ROM has been stored in a 1-A envelope, and sequestered with 
the CDC. 

The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 

To : From: Office of the General Counsel 

SE^ET 

h 2 2 
b7E 

NSL VIO-35657 



se 

Re: 27 8-HQ-C122 97 36-VIO, 1/18/07 

violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allov/s t̂ he FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory reguirements, including 18 U.S.C. § 
2709. NSIG, Section V.12. 

h2 
hlE 

In response to the properly served NSL, the FBI obtained email 
transaction information beyond what it is legally authorized to -b7D 
receive, i.e. content information. It should be noted that the 
FBI's response in receiving the unsolicited material was 
commendable. Upon reviewing the information in email that had 
been provided by the| | Field Office,| jguickly 
concluded that some of it was not information that had been 
requested.| |has maintained the CD-ROM with all of the 
information in a 1A envelope with the CDC, and no results of this 
NSL have been uploaded and no record exists in ACS. 

se$^et 

Here, during an authorized investigation. the FBI 
properly ^ervfed an NSL on an internet service provider,I 

NSL VIO-35658 



By agreement with the Counsel to the I OB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

Set Lead 1 : (Action) 

seçji^t 

NSL VIO-35659 



3e£î{et 

^ ^ Return original CD-ROM [ |and request a 
replacement which contains only the 
information responsive to the NSL. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

1 -Mg Thnrnag 

1-lOb LiDrary 

seqï^t 

5 

NSL VIO-35660 



FD-962 (Rev. 03-21-2005) 

SEg^T//20320209 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

(U) 

(U) 

(U) 

(U) 

(Ut'-

bl 
b4 
b7D 
h 6 
hlC 
hi A 

To : Inspection 
General Counsel b7E 

b6 
b7C 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Attn : ASAÇ 
CDC 

From: 

ci-il 

Contact : SA 

Approved By: 

Drafted By: [ 3 jsb 

Case ID #: 2 7 8- HQ-C122 97 36-VIO 
62 F| j-A8 94 55-IOB 

Title: (U) SA L 
S S Al 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: yC To report possible IOB error. 

Details : 

:s) 2. 

X 3. 
:s: 

bl 
h 2 
b7E 
h 6 
hlC 
hi A 

) 4. Description of IOB Error (including any reporting 
delays). 

:s: a National Security Letter (NSL) toi 

requesrrng a n irnancrar recoras pertarnrng ro rne account orÇ 

SECRET//20320209 

S: 12-14-2007 
CLASSIFIED ET 6 517 9 ,/DÏÏH/KS R./RTjJ 
REÄS0M: 1.4..J.CJ. 
DECLASSIFY OH: 12-14-2032 

ALL iMRiiiiUliuN LUl-r. 
HEkIIK I? UÎJCLA55IFIEI: 

NSL VIO-35664HEPE SHOOT OTHERWISE 



(U) -----
bl 
he 
hlC 
h 2 
hlE 
hl A 
\ { 

b7D 
h 2 . 

SÇCRET//20320209 

To: 
"Re-r-

Insnection From: 
h2 
b7E 

27 8-HQ-C122 97 36-VIO, 02/09/2007 

I Wad ijiëijdiëJ ,mrr 
approved in accordance with the Attnrnpv r.pnpr̂ l Guidelines. |_ 
reported delivery of the NSL I I and retrieval of the 
requested documentation on 

On 02/09/2007, a 
revealed" that 
that occurred 
the FBI. This iniomiciLion was 
analysis nor was it documented in the case file 

02/0 

n s irr 

preliminary review of the results the NSL 
I supplied nine (9) financial transactions 

1 This information was not requested by 
not utilized by the case agent in any 

3ased upon prior advisement tcT the Office of 
General Counsel (OGC), FBIHQ, in regard Tothe proper handling of such 
information received, | mitigated the errant information by 
redacting transactions that occurred prior to 01/01/2005. Al1 
original pages containing errant information were sent to the| ] 
CDC. 

b7E 

SEÇJR^T/ / 20 32 0209 

NSL VIO-35662 



SE^ET//20320209 

To: Inspection From: I I hi E 
(U) -- -- -Re-:-- 27 8-HQ-C122 97 36-VIO, 02/09/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Action) 

(U) To report possible IOB violation. 

h 2 
hi E 

SE\/RET//20320209 
/ 3 

NSL VIO-35663 



/FD-962 (Rev. 03-21-2005) 

(S) 

(U) 

tal 
ta 2 
ta7E 

(U) 

(U) 

ta 6 
ta7C 

SECBET//20320131 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 01/31/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

bl 
b2 
b7E 
b6 
b7C 

From: 
q contact : 

Title: (U) SA 
SS G 

1 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis : To report possible IOB error. 

(U) 

Details: 

bl 
b2 
b7E 
b6 
b7C 

^Derived— " 

(S) 2. 

3. Possible IOB Error: 

(s: 

X Description of IOB Error (including any reporting delays). 

(S) Writer issued a National Security Letter (NSL) on 
Ifor .qiih.grrihpr information ^nd toll rpo.ord.g 

TTTn 
add 
and. 
in 

_tided addl llohal hllhbel'̂  oh Lhe addollhl ahd Loll LedoLdd lot Ihode 
_tional numbers on the account. At the time the NSL was generated 
the response received, the primary case agent, SA | |was 

|HQ office rather than | | The co-case agent, SA 

031KSS04 
IET//20320131 

4-2007 
¡111 

REASON: 1.4 (c 
ALL irii''Ui:Ilii'i'iüii LülilV̂  

NSL VIO-3566*£REIN IS UNCLASSIFIED 
12-14-



s SEORET//20320131 

To: ^Inspection From: 
--Re-:--- j^T 27 8-HQ-C122 97 36-VIO, 01/31/2 007 b7C 

was at| I When the NSL response was 
received. writer entered subscriber information intcj | 

i e c o i u s e u ~ 
i nr.! 11 d i ri a \ in| 1 for 
be done at 1 Subscriber information for the 

On 11/07/2006 the investigation was reassigned with SA 

1designated as the primary investigator and the case was rred to| At that timr vrritnr ~md I Inntnrji 
that no toll records had been loaded into 
An effort was made to locate the records 
Photocopies of the records were subsequently located and a reques 
upload them was dated 12/08/2006. 

'alid gëL Lhëlu loaded lhLu| 
h o 

!) On 01/30/2007 the writer was provided the NSL response with 
a notfe \hat the records were uploaded and ready to be anal vzed. Wh i 1 e 
rpvi ewi ria the records on 01/31/2007, writer observed that! I 

response included not only the additional numbers butalso 
toll records for those additional records. These toll records were NOT 

] Writer immediately notified SSA loaded into 
I and-SA ÏF _s matter. 

(U) The o q 
forwarded to ADC 

rrin̂ l reqr-innqe from 
ner oi e v r o us iiaiiur r ng c 

is being 
uidance. 

b7C 
b7E 

SE0^T//2O32O131 
031KSS04 2 

NSL VIO-35665 



( U ) 

se^et//20320131 

To: Inspection From: 
- ^ 27 8-HQ-C122 97 36-VIO, 01/31/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

b6 SECRET//20320131 
031KSS04 b 7 C ^ 

NSL VIO-35666 



FD-962 (Rev. 03-21-2005) 

SE0RET//2O32O2O6 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

(S) 

( U ) 

(U) 

(U) 

(S) 

To : Inspection 
General Counsel 

From: 
I J 
Contact: IA| 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 

Approved By : [ 

Drafted By: Q 

Case ID #: 

b7C 

: kss 

(-1-

Title: (U) SA L 
S SAI 

1 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

(U) n^snved^rom : Ĝ J 

Description of IOB Error (including any reporting delays). 

(S) Writer issued a National Security Letter (NSL) to 
I for subscriber information and toll 

records fori 
7, 2006. On February zuu;, writer recervea 

I 

Jresponse via 
iftì of billing 

prnviHpH dillinrf q +- a t g-m g n t q for toll recAldS lj 1111111 llj | 
through! lln all, approximately six years ot toll 
records were provided m the billing statements in response to an NSL 

R |037KSSOI 
1̂ -14-2007 

CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-14-2032 

sV^ET//20320206 \ 
ALL IN FORI-IATI ON CONTAINED 

NSL VIQ^STOI?3^ UNCLASSIFIED EXCEPT 



SE^Ss5//20320206 b2 
I 1 b7E .To: ^Inspection From: 

: 27 8-HQ-C122 97 36-VIO, 02/06/2007 

requesting six months of toll rpmrH.g.ThP rpl^nt- i -i ̂  ^r^m^r o 
responsive to the NSL are froml Epr-.orrl.q . Thp rpl pvant 

[through I 
J_LL) original response will be forwarded to ADC 

per prevrous handling guidance. A redacted copy of the 
relevant toll records will be maintained with the case file for 
analytical purposes. 

b4 
b7D 
b6 
b7C 

b6 
b7C 
a SESgilT/ / 20 32 0206 
J037KSS01 2 

NSL VIO-35668 



eetion From: [ h 2 

27 8-HQ-C122 97 36-VIO, 02/06/2007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b6 
b7C 

037KSS01 
SEQ^T//20320206 

3 

NSL VIO-35669 



(Rev. 01-31-2003) 

S^a^JT/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(S) 

<S) 

Precedence: ROUTINE 

To: Inspection 

Office General Counsel 

From: 

Date: 02/21/2007 

Attn : IIS 

Attn: NSLB 

contact: SA 

Approved By: 
b7E 
b6 
b7C 

Drafted By: £ 

Case ID #: (U) 278-HQ-C1229736-VIO I Pending) 

Title: REPORT OF A POTENTIAL 
IOB MATTER 

Synopsis: (U) To report potential IOB violation to Inspection 
Division (INSD), Internal Investigations Section (IIS). 

Enclosure(s): 
02/07/2007. 

(U) Copy of LHM Submitted to ITOS II, PRGU 

l r 
Details: The purpose of this communication is to report a 
potential IOB violation for failure to submit Annual l j T ™ — ^ 
£ - e •- v-i-o I -a-'t i -cm-- -r e I -a-1- e-s- - •11 

into the actiyiti-es--of| \ 1 h V e S Lrg-a-t-r-on 
""SSA^ 

supervisor was SSA 

I '[ 
I Prior to SSÄ I 1 SA 

1| nv e s t- i g-a-1 i o-r 
The case agenL tttt cttu 

now ASA' ï 
(S) The subject of the investigation 

Tsupervisor P 
U.S. Person, but is not a United States Citizen. 

r s a 

(S) The potential violation consists of the failure to 
submit Annual LHMs. | | 

SECp^T/NOFORN 

bl 
h 6 
b7C 
h 2 
b7E 
•b 7A 

bl 

ALL INFORMATION C01TÂI1EB 
DATE: 12-14-2007 WRP, HEREIN IS M<JCLÂSSIFIEI) EXCEPT 
CLASSIFIED BY 65179/DHH/KSR/PJJ V 1 U~^%!ERE SH0T,NIJ OTHERWISE 
REAS0K: 
Me-LÀS-Sî-F¥-OS: 12-14-20-32 



SEC^IT/NOFORN 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

b2 
b7E 

02/09/2007 

(S) 

bl 
b2 
b7E 
be 
b7C 
blA 

(S) 

(S) 

(S) 

(S) 

(S) 

") Ib""""s"h0nl"d"""be""""n0t"ed""""th"a"t"""t"he""""i"nvest"rg"a"tr"0"n"""l"nt"0" 
is 'fob the most part a investigation. 

..il.il.ulJi[Jti.Qn..--so-ugh-t---r-i 
Grand Jury subpoena rather tha 
been submitted for .cov.er.age.-or 

hi? H~ 
has been sought via Federal 
-, No FISA reguests have 

SE^ET/NOFORN b7C 
b2 
b7E 
b7A 

bl 
b6 
b7C 

b7E 

Additionally, there has been regular consultation 
with DOJ ielaling to this case. Due to the nature of the criminal 
investigation, SA | | has been in regular contact with the 
United States Attorney's Office \ | 

| | As a advances made during the criminal 
invest iga.tio-n--o-j- |FBI | loarticinated in the 
-execution of a Search Warrant at I I 

bl 

NSL VIO-35671 



SECHET/NOFORN 

To: Inspection From: | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

b7E 
02/09/2007 

Annual rTHFTs ana aiscoverea tne raiiure 
thereafter advised SSAl 

o suDmn 

d ) The case is ongoing and moving towards indictment 
)fl 1for Mail Fraud, Wire Fraud, Money Laundering and other 
tax charges. The entirety of the investigation currently focuses 
on the criminal activities of| | 

(U) The failure to submit was an oversight on the 
heha If of SA I | This error is being immediately addressed 
by the| [Division. The error in ACS that should have 
produced a tickler has been corrected. An Annual LHM was drafted 
02/07/2007. 

SE£^T/NOFORN 

3 

NSL VIO-35672 



SE' 

To: Inspection From: I I 'b2 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/09/2007 ; b 7 E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) To report potential IOB violation to Inspection 
Division (INSD), Internal Investigations Section (IIS). 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Information only. 

SE^ET/NOFORN 

4 

NSL VIO-35673 



(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 02/16/2007 

Attn: 

Attn: 

IIS 
Room 11861 
NSLB 
Room 7975 b2 

From: 
Chief Division Counsel 
Contact : I b7C 

Approved By: 

^kag 

27 8-HQ-C122 97 36-VIO 

Intelligence Oversight Board (IOB) error 

To report possible IOB error. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

2. Potential IOB error: An NFIPM section 
referenced carrier error in providing agent with information not 
authorized by NSL. 

x̂ sL 3. Description of potential IOB error: (In 
accordance with an approved ECPA National Security letter dated 

returned to the £ 
b2 
b7E 
b4 
b7D 

m 
WHERE SHOOT OTHERWISE 



secafit 

ection From: £ 
27 8-HQ-C122 97 36-VIO, 02/16/2007 

(U) 

(U) 

(U) 

mere were rwo 
additional individuals 
the telephone number 

fnnt FRT gn} 

additional records from £ 
records were not revi&ua, 
was developed by thel 

jects) who have subscribed to 
Upon receipt of those 

j the toll billing 
upon and no lead information 

Division. The subscriber and 
toll billing information for the two additional individuals (not 

| were provided to the Chief Division 
counsel tor maintenance m his safe. 

4. The Office of General Counsel guidance per EC 
dated ll/l'6/2006, provides that an over-collection of this type 
must be reported as a potential IOB violation. 

5. ¡therefore, is reporting this 
incident to (?GC and the Inspection Division. Due to the fact 
that no investigative activity was conducted as a result of the 
over-capture,| jdoes not believe this incident to be a 

par£ 
SAC 

e IOB violation. 

fact that this was an error on the 
pnd was not the result of agent error, 

recommends no administrative action be taken 
r e g ardrng thrs mât ter. 

b7A 

b7E 

b7E 

b7D 

se/3îçêt 

2 

NSL VIO-35675 



SEC 
b2 

.To: inspection From: I I b7E 
27 8-HQ-C122 97 36-VIO, 02/16/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

NSL VIO-35676 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/15/2007 

(U) 

(U) 

(S) 

To: INSD 
General Counsel 

Attn : IIS 
Attn: NSLB, Room 

From: 

Contact: SA 

Approved By: 

Drafted By: [ 

Case ID #: 

b2 
b7E 
b6 
b7C 

27 8-HQ-C122 97 36-VIO 
278-ri50078-A 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) Synopsis": T o report a potential IOB matter based on the 
inadvertenr collection of telephone toll information for a 
telephone not subscribed to by the subject of the investigation. 

Reference : 

X 
:s; 
:s: 

ils-

TNE case agenr is special Agent (TJAJT 
the supervisor is Supervisory Special Agent (SSA)| 

I During the course of the investigation in 08/2005, 
I conducted a guery of the Lexis/Nexis database in an 

attempt to identify any telephone numbers associated with the 
cjiihipnt Thp rp.qnl t.q of his efforts identified telephone number 

Hill 

•lei 

SEKRET 
ALL Iff F 0P1ÄTI OSf C OïfTÀIlfE D 
HEFEIN IS UNCLASSIFIED EXCEPT 

b7E 

• 

bl 
b6 
b7C 

NSL VIO-35677 



(U) 

(S) 

(S) 

(U) 

sec; 

.To.:. INSD From: 
Re : "" Case'TD""'?":----- 278-HQ-C12297 36-VIO, 

h 2 
b7E 

02/15/2007 

Pv1 F ' * F 

presenr.Tnesuoscricerrnrormarronrerurnea oy rnererepnone 
carrier indicated that the subject was not the subscriber for the 
telephone and that the telephone number was not in use as of 
7/2005. The responsive toll records did not belong to the 
subject and as such were not loaded into any computerized 
database maintained by the FBI; the records were placed in 1A 
envelope and maintained in the file. Based on the fact that the 
data provided bv the tplpnhnnp carrier was not integrated into 
the FBI | I SA | was unaware 
that he wasunderan obligation t o r the matter to the IOB. 

[-NS-L-" "R e 1er 'i I 
o, reques uea une telepnone suoscrioer dated It 

_nformation and toll records for a group of telephone numbers. 
Inadvertently, SA | |included in that group a request for 
subscriber i nforrnat- i on ^nd tel pphone toll lecoids from 07/21/2005 
to the present foj IXXXX. In late 01/2007, the 
subscriber information and toll records for all of the telephone 
numbers was returned by the telephone carrier. After a review of 

r^^rHc by SA| \ he recognized that the subscriber for 
-XXXX was not the snbi ect of the investigation. None of 

rne aata irom the records for | l-XXXX was loaded into any 
of the computerized databases maintained by the FBI. The records 
were isolated by SA | |and never placed in a IA envelope. 

In late 01/2007, SA | | informed SSA | 
Xb4:ing/Chief Division Counsel, | | that he had 

collected telephone subscriber 
person not related to his investigation. 

nformation and toll records on a 
SA| lindicated 

that he believed that the telephone number had at one time 
bel onrred to the subject, although at the time he spoke to SSA 

Ihe was unsure of what factual information he had 
relied on to come to that conclusion. SSA| | directed 
I to review the information available to nrm _n order to 
ascertain the information necessary to report the matter as an 
IOB. SSA| ^ | also directed SA | ^ to remove from the 

of records that aid not belong to subject, 
s of records in a sealed envelope. SA 

1A envelope, the set 
and to isolate both set 

complied with this directive. 

(U) SAC lias TDY to E 
I On I ] [ I from 

se^et 

bl 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 
b7A 

b7C 
h 2 
b7E 

SA 

b2 
b7E 
be 
hlC 

NSL VIO-35678 



SECÏ 

(U) To: INSD From: 
^ ^ 

¡q^ç 

•HQ-C122 97 36-VIO, 02/15/2007 
b7E 

SSA| | the above facts. On 02/14/2007, SSA| | 
directed SA | to provide written documentation of the b7E 
incident to INSD and NSLB. 

Sjj^^ET 

3 

NSL VIO-35679 



seghet 

To: INSD From: I I b7E 
(U) Rer -eas-e--I-D-.#.i..... 278-HQ-C1229736-VIO, 02/15/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The Office of The General Counsel is requested to 
review the circumstances regarding the possible IOB violation and b7E 
to subsequently provide CDC | direction regarding the 
disposition of the records w m c n were inadvertently collected. 

LEAD (s) : 

Set Lead 2: (Discretionary) 

INSPECTION 

AT AT INTERNAL INVESTIGATIVE SECTION, WASHINGTON, DC 

(U) For action deemed appropriate. 

SEpJ^ET 

4 

NSL VIO-35680 



/FD-962 (Rev. 03-21-2005) 

( U ) 

(U) 

(U) 

SE^^T 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b7C 
b2 

Date: 01/19/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : SA 

Approved By : I 
U± 

¡lllllillllll 

Drafted By: 

Case ID #: 

bwb 

27 8-HQ-C122 97 36-VIO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

••Synopsis--:--̂ >̂  To report possible IOB error. 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Details : 

(S) 1. 

a ( i e n I w a s A I ]ahd Liië dllptiVldol Id ÙÙA 
'he case 

(U) 

(U) 

bl 
b6 
b7C 
h 2 
b7E 
b6 

lililiilill 
...!•,-4 {cl S^^ET 

NSL VIO-35681 



!U) 

(S) 

(S) 

(S) 

(U) 
b6 
b7C 
h 2 
b7E 

"-••-To : Tnsnection From: 
Re>----. 27 8-HQ-C122 97 3 6-VIO 

(S) 

9/2007 

c 

that] 
the resuri 

a c c o u n t s i n c e 
I I returned that[ 

rrom a NationalSe 

An F FLA N SI 
S 

--it-1 nn it- » was determined 
.n the past, anc 

(NSL) dated 05/28/2 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

errer (NSL) dated Uh/Zö/ZUUb to 
had been the subscriber to this 

this service 
1 

dated 06/19/2006 tc£ 

provided Oyf 
1 a 07 /m/?P)P)fS telephone call by SA[ 

confirrnnd thntl 
transacti Ô n aì--re.cp_r;ds-.-f o 
. -e-1 -e-c t ronic ""co mmu n i c a 11" o'n 

not an email provider ana tna 
Iwhich is owned byl 

] I I" J coula provrae 
u r 
he 

s--b-r:a.ns ac no. 
another EPCA NSL to further identi'fy 
possible international terrorism connecrrons. 

On 07/03/2006, these 
were requested with 

issociates and his 

:s f ron[ _n response SAl I received the resu] 
:o Xhe EPCA NSL on or about 07/14/2006" The results were provided on 
a CD-ROM. A preliminary examination of the results provided on the 
CD-ROM immediately revealed that full messaqe content was provided by 
the rriinpanv i n.gtP^H of just header " r.r̂ v-mo-hn r--,^up^^ noticing this 
error, S/£ | turned the CD-ROM over tc| 
Counsel^ 

Assistant Division 
^for whatever action was deemed necessary. No 

analysis was perrormea by the case agent on the unfiltered content 
provided b^ | 

(N) FBI| |continues to work with this growing problem of 
inadvertent over collections, as well as dea" well as. 
reporting process as discussed with AGC 

the c es 

has delayed reporting until these two situations have been 
sufficiently addressed. 

in the 
] FBI L 

'OB 

b2 
b7E 
b6 
b7C 

ss^et 
2 

NSL VIO-35682 



sec; fa 

To: Inspection From: | | -b7E 
.Re; ... (SJ/'z 7 8-HQ-C122 97 36-VIO, 01/19/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se&et 
3 

NSL VIO-35683 



(Rev. 01-31-2003) 

SEQ^T 

FEDERAL BUREAU OF INVESTIGATION 

(U)-

<U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/05/2007 

Attn: 
Attn: 

IIS 
NSLB 

Frc 

uöncaec: ito 

Approved By: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

HEREIN IS UNCLASSIFIED EXCEPT 

aj m Drafted By: | 1 
(U) (Pending) 

' Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

--Synopsis-;-----"̂ ^̂  Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

bl 
b2 
b7E 
b6 
b7C 

(u; 

Details: 

D^Tived^Erom : -— 

1.UJLERJ. | | oUUpyqueiiLi^ auLiiun^uu UIU iniLiar OIA IUUHLII 
extension. by LC dated 04/10/2006 Task Force Officer (TFO) | | 

| | the Primary Investigator, requested FBIHQ, • 
Cnnntprtprrnri .qm Division approval for an add-it-ton-a-l-l 

V -•! FRT-Ĥ ---dlH----noT-re::sbo"nd"'to the I P 
During the period from 04/05/2 

extension -^as^granted on 08/09/2006, the inves 
until the 
ation continued. 

NSL VIO-35684 



To„: 
Re:1 

Inspection From: 

sej^et 
h 2 
hlE 

27 8-HQ-C122 97 36-VIO, 02/05/2 007 

Attorney General Guidelines require the work on a 
PI to ceas^ a^ter the expiration date until FBIHQ approves the 
extension. 

T^nl 1 wag rh^ Primary Investigator during 
the period whefr...t-h-e|- | He has since left the JTTF. 
ST̂ j |was the Acting Squad 16 Supervisor during the 
'invPRtigation. The mistake was discovered when newly assigned 

|SSAf Hconducted a file review with recently 
assigned JTTF TFO| |on 01/31/2007. 

authority. 
under FBIHQ extension 

bl 
b2 

b7D 

bl 
b2 
b7E 
b6 
b7C 

SEjjĵ ET 

2 

NSL VIO-35685 



SEGASI 

To: ^Inspection From: T 
: C'fcf 27 8-HQ-C122 97 36-VIO, 02/05/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC^ÉT 

3 

NSL VIO-35686 



(Rev. 01-31-2003) 

SE^f^T 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

<U) 

(U> 

Precedence: PRIORITY 

To: General Counsel 
Inspection 

I I 

b2 
b7E Attn 
b6 Attn 
b7c Attn 

Date: 02/21/2007 

NSLB 
IIS 
SAC Y 

From: 

ASACJ 
SSA \ 
cpcr"" 

contact : s/ 

Approved By: 

Drafted By: mj s 

--Gase---ID---#-:----l̂ ŝ  2 7 8-HQ-C12 2 97 3 6-VIO ( Pending) 

b7C 

Title: INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 
FBIHQ - I DIVISION 

Synopsis: (U) Report of a potential Intelligence Oversi 
Board (IOB) matter. 

X 
Reference: 

^DerTvedr-KrogL^^^G-^ 

9 7 S - U n - C 1 g o n i a l 9R7D 

Enclosure(s): (U) Enclosed for NSLB and IIS are the following: 
One copy of a series of e-mails (3 pages) to include 

an e-mail from former SSRA | | to ASC | et al, 
FBIHQ, CTD, dated 07/21/2005. 
H o f 1 e • ^ ^ TU-i o m ^ f f o r q -f~ q o 

b7E 

ALL TÏJFriKfTÂTTf̂  j 
WHERE SHOOT OTHERWISE 

NSL VIO-35687 



(IT) To 
Re" 

! Q \\ 

se 

General Counsel From: | I b7E 
27 8-HQ-C122 97 36-VIO, 02/21/2 007 

bl 
b6 
b7C 
b7D 

On or about 07/13/2005, SA 
-h UnitpH qtatpc; attprnpy'g Office (US 

to obtarn 

(S) 

f J 

| Chief of Criminal,| 
a Grand Jury subpoena—Emi 
records per t a in-lnq--t-j I After receiving the subpoena, 
SA| ¡went I r anu ILLC L PTT Th Associate General Counsel 

| ~| SA~| | served the subnoenq and had some records _n hand when he recerved a call 
S S RA 

from SSRA 

b7C 

b7E 
had been notified by FBIHQ, Il'OS 1, COW US 11, Team 

that we were not to utilize a Grand Jury subpoena and that we 
-fbtain a National Security Letter (NSL). Therefore, SA 
returned the records to 

SAC, [ (U) SSRA| |advised FBIHQ that our 
Iwas TDY out of the Division and therefore we would need 

to complete an EC addressed to General Counsel requesting an NSL 
be approved at FBIHQ. SSRA I | was then instructed by FBIHQ, 
ITOS I, CONUS II, that [ 

due to 

be 
blC 

^ ^ J W d S L l i t i l i _LIit3LJ_UC. 

Jwould be required 
NSL, due to trme 
neighboring division's SAC. 
obtain__the5l ^ records f 
SSRA| | for review. 

SA 

draft the 
constraints, snd t h e n obtain approval from a 

S A | I t h e n drafted an NSL to 
forwarded the & 

• r to s. C 

rom | | and forwarded the NSL to 
The NSL was then forwarded by SSRA 

J Division, for approval. 

nn _On or about n7/1 4/?nns 
served the NSL at] 

JTTF Task Force Agent 
TFA I I does not recall 

NSL VIO-35688 



sdl^et 

""--..To: General Counsel From: I I 
iv: N * ^ 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

h 2 
hi E 

the individual's name to whom the NSL was given. TFA | | was 
ad^H c^h fiiaf rho mqt was not the appropriate documentatron to 
-r-ec-e-ive 

bl 
b6 
b7C 
b2 
b7E 

C 
(U) SSRA 

records and| Ideclined to honor the NSL. 

then contacted CDC^ ] 

[ 
1 lor guidance concerning the matter and the 

guestioned legality of the NSL fori [records. CDC | | 
then conferred with legal counsel a t ^ ^ ^ a n d FBIHQ, OGC, 
concerning the matter. SSRA I I also contacted ASAcj"" 

n turn was also in co: TTHTT contact 
with FBIHQ. 

a Grand Jur^ 
(U) Subsequently, SSRA^ 

the [ 

_ ^ , 1 was advised by FBIHQ that 
oena would be obtained out of the| | 

Jwhich was the office of origin on the 
and the Grand Jury subpoena would be forwarded to 

for service on | | 

On 07/15/2005, the 
-the....Grand CTufV__subpoena from th£_ 
requesting! """̂ 'record's " " "fori 

1 rpn.p jypH 3 r-.nnv n f 

^ rved J _ rarv s 
and SA 

was 

t ITNIkI illlrv subpoena fas 
| Aft erf" resistance 

]advisedl I that he had oeen served 
rn contact with ASAcP" |advising of| | 

_ documented-----! -n-
to comply, SA 
S S R A P 
reluctance 'to honor the Grand Jury subpoena and at this time ASAC 

| lcontacted the | | "1 concerning m n r r Q v-
Approximately one hour later,| lcontacted the | |and 
advised that the| |were waiting for our retrieval. 

b7C 
b7D 
b2 
b7E 

b7C 

se^et 

3 

NSL VIO-35689 



se. 

To : NGenatal Counsel From: 1 h 2 
hi E Re-r- 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB; For information and action deemed 
appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS ; For information and action deemed 
appropriate. 

SEp^ET 

4 

NSL VIO-35690 



FD-962 (Rev. 03-21-2005) 

SEd^T 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

ll) 

U) 
M 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : SSA 

Approved By: 

Drafted By: | 
V s 

|: ddb 

Case ID #: ( X ^ 2 7 8-HQ-•CI22 97 36-VIO 

b7E 
b6 
b7C 

Title: (U) SAL 
SSA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

SynopsiS":' To report possible IOB error. 

Details 

(S) 1. 

:s) 2. 
3. Possible IOB Error: 

(S' 

b7C 
b2 
b7E 

4. Description of IOB Error (including any reporting delays). 

On 02/21/2007 , 1 I CDCl ladvised SSA 
J of a potential IOB violation identified during an 

audit by the Office of Inspector General (OIG). 

On or a round 08/1 2/2004 . a National Security Letter (NSL) 
was "issued to| | requesting financial records pertaining to 

12-13-200? 
CLASSIFIED" BY"65179/DHH/KSR/RU 

1 . 4 ( c ) 

OSSIFY Oil: 12-13-2032 

SEjJfĉ ET 

NSL\®(^5691 
AIL II'JFOPIIÀTIOI'J COÏ'JTÀIIIEB 
HEREIK IS UNCLASSIFIED E X C E P T 



(U) 

(S) 

(S) 

(U) 

sec^t 

To: Inspection From: | 
27 8-HQ-C122 97 36-VIO, 

b7E 
2007 

I
.q'i'ihn pr.'f and "two " ab'sobi aTëd'""ë-rnàï̂  

I Although financial records were reguestecTT rne iNbr was issuea 
—ûn^er authority of Executive Order 12333, dated 12/04/1981, and 
pursuant to Title 18, U.S.C. Section 2709 (as amended, 10/26/2001). 
The NSL certified that the FBI complied with all applicable provisions 
of the Right to Financial Privacy Act (RFPA) in accordance with Title 
12, U.S.C. Section 3403(b). Further, a review of the initiating EC dated 08/12/2004 
shovfed aNrequest for an Electronic Communications Privacy Act (ECPA) 
NSL be approved and authorized to[ 

"The 
NSL 

c ommun i cation trans a c t i on al-re-Gor-af 
__EC...st-ate-d-"f-or"" manda tory reporting pÎiipu^c^ cnac cue aooumpaii^ r ny 
sought financial documentation records for two e-mail addresses 
associated with subject. 

(U) At the time of the above, SA 
was the case agent and SSA[ 

bl 
b6 
b7C 
b2 
b7E 

nvestigation was closed on 11/ut/ZUU4. 
]was the supervisor. I'm* 

It should be noted that a previous notential 10R violation ha 
reporiiedVm this investigation, I I was 
dpfprmiripd HA/ thp Offi r.p nf Cpnpra I (Cm in .s p I i OKO 1 a .g nnn-rppnrtaM p . 

2 

NSL VIO-35692 



'ê t 

•b7E 

sec: 

To: Inspection From: 
.Re: .p&V'27 8-HQ-C122 97 36-VIO, 02/23/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

NSL VIO-35693 



FD-962 (Rev. 03-21-2005) 

SEÇKÇT 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

(U) 

(U) 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: SA 

Approved By: 
b2 

Drafted By: £ psa 

Case ID 27 8-HQ-C122 97 36-VIO b7C 
Title: (U) SAT 

SS7T[ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

""Synopsis-:- i ^ To report possible IOB error. 

FBI SCG-3, 

" X 3- Possible IOB Error: (See description below.) 

b'l 
b2 
b7E 
b6 
b7C 

4. Description of IOB Error (including any reporting delays). 

On 02/21 '2 007, CDC advised SSA 
of a potential IOB violation îclentitied during an 
e of Inspector General (OIG). 

( S ì 

auui l uy Lue u n i t 

On 12/21/2004, Special Agent| 
cas&^ageM on canti gnpd investigation) issued a National Security 
-Letter fMQT ̂  +- ̂  I li 
numbe'rs-

(the former 
f n r cnhcrri r ^ ̂  ̂ ^ ̂ m^ +- ̂  ̂ ^ for the following phone ] 

3Efià̂ T 
HEPEIN IS TJI.JCLASSIFIED EXCEPT 

12-11-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
PEAS OH: 1. 4 (C) 
DECLASSIFY ON: 12-11-2032 

IiîHERE SHONIJ OTHERWISE 
NSL VIO-35694 



sec)^:t 

Inspection From: 
2 7 8-H0-C1 2 2 97 3 (S-V10. 02/23/2 007 b7E 

b7A 
bl 

(S) 

(S) 

(S) 

(S) 

(S) 

and ACS revealed that 
each^of ufee numbers for which subscriber information was requested had 
relevance to an authorizedI I Investigation. 

"d r a f t "ed"" "a n"" E'C" --f-̂  ,Qn----0)b-/-iQb-/-2-Q05-;----SAR""""~ 
to document .siib.snri hpr i nfnrmati nn rpr.pTvpn niir.qnanr r n ~ 

The EC 
hbers : 

NSL ¡DUbhil uted...Qn.-12-/-2-l-/-2-0-&4 
"documented subscriber infor .ua Liun rur ciTe luiiuwiiiy—pnune—nrar 

The last number in the list above,| 
the 'NSL submitted tol I dated 12/21/2004 as the EC stated. 

was not in 
However, 

i t B h n i i l H H P n n t p H t h a t t h p n i imhpr wa g n o t p r r n n Pm t .g 1 w f n r n i . g h p H h v 

rTherefore, the information 
collected as part of an 

authorized| I Investigation pertaining to a National Security 
matter. As such, the EC dated 03/03/2005 erroneously stated that al. 
of the results that followed were in response to a NSL dated 

SECRET 
2 

NSL VIO-35695 b2 
b7E 



To: 
" R è ' r -

^ns^pction From: I 
27 8-HQ-C122 97 3b-Vl(_), 02/23/2007 

SEcì^lT I b2 
b7E 

12/21/2004, when in fact one of the telephone numbers was provided in 
response to a NSL dated 12/29/2004. 

sets^f 
The record 

esnlts fr^m t 
L I M L IIUL a r r u i LIIU— 
provided by| | and 
is unclear why subscribers 
not provided by | | t±L£. 
the case agent and SSA 

was 

ment i oried above were received as two s e p a r a t e 
and are current.1 y...maint-a-in-e-d- -i 

item numbers 58 and 59. It should 
subscribers reguested in the 12/21/2004 NSL were 
thus were not reported in the 03/03/2005 EC. It 

for a couple of the telephone numbers were 
t- i m^ nf the above, SA J "" 

I was the supervrsor. 
bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

SECRET 
3 
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SESTET 
I 1 b 2 

To: \ Inspection From: I I 'b7E 
"Re-:- 27 8-HQ-C122 9736-VIO, 02/23/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se^et 

NSL VIO-35697 



FD-962 (Rev. 03-21-2005) 

SEdRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: b2 
Contact: SSA 

Approved By: 

Drafted By: 

Case ID #: 

Title: (u; 

Synopsis : 

b7C 

: rar 

) 27 8-HQ-C122 97 36-VIO 

SAI 
SSA[ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

) To report possible IOB error. 

3. Possible IOB Error: 

Description of IOB Error (including any reporting delays). 

A NSL was issued on 04/08/03 under the authority of the 
..Ed'écJî r̂HvÇ Communications Privacy Act(ECPA) for the subscriber 
information and tpl pnhnrip toll rpr.nrH info rni31 inn fnr subi ect ' S 
telephone account 
reguest ed document1 

h 2 

s 1 loinLire LeTepTToTTe comna nxr. _l_ W ̂  LA W O U.W O UllL̂_.l 1 U O J L WILL Lii^ I—W-LW^IIWIIW ^ 

due to the starting date of the reguestJ 

Upon receipt of 
^ ,,Js determined that 
[falling in the middle 

of a billing cycle, that for the telephone company's convenience.thev 
voluntarily provided toll record information dating back to 

3-2007 
BY 65179/DHH/KSR/RITJ » / 
4 f c ) S E ORE T 

IS 
NSL VIO-356É8:RE SHOOT OTHERWISE 



h 2 

To: inspection From: I b7E 
X X 27 8-HQ-C122 97 36-VIO, 02/23/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

seg? 
2 

NSL VIO-35699 



FD-962 (Rev. 03-21-2005) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/09/2007 

<U> 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: SSA 

Approved By: 
b7C 

: rar Drafted By: 

Case ID #: (X) 27 8-HQ-C122 97 36-VIO 

Title: (U) SA 
S SA ï INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: C&J To report possible IOB error. 

Description of IOB Error (including any reporting delays). 

NSL was issued on 07/16/2003 for subi ect1 s subscriber 
information and toll records for the period | | to the present. 
TÂfhen the toi 1 r-g-nn r-H q ŵ r-̂  received, they were covering the period 

A previous NSL was issued on this subject's 
same téléphoné y lîlîU II h I <Jn 08/19/2002 for subscriber information and 
oil records for the^period| |to j" j covering the 

lillill 
...1...4 SEtd̂ ET 

AH iNiUî ,.... 
KEBZIN I? UtICLj.. 

NSL VIO-35700 



SEC$p b2 
b7E To: Inspection From: I I 

¡v..-: \ / f 27 8-HQ-C122 97 36-VIO, 02/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

sê ijset 
2 

NSL VIO-35701 



/FD-962 (Rev. 03-21-2005) 

SïjœET 
FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 
(U) 

(U) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/22/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: SSA 

Approved By: 

Drafted By: 

Case ID 

: rar 

27 8-HQ-C122 97 36-VIO 

Title: (U) SA 
S S A [ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:"""' To report possible IOB error. 

>) A NSL was authorized on 07/09/04 for a copy of sutn ec 
"cons^meR credit report under the Fair Credit Reporting 
Act(FCRA)authority. Although the proper NSL was drafted, the 
accompanying Electronic Communication(EC) stated in the "Synopsis" 
section that this was a Right to Financial Privacy Act(RFPA) authority 
reguest. 

iiiiiii 
•lei SECRET 

Iliiiliiliiiiiliiii 
CS 

NSL VIO-35702 



SECRET 

To : \Tnspection From: | | -b7E 
R e V ) 27 8-HQ-C122 97 36-VIO, 02/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se^rs^r 

NSL VIO-35703 



FD-962 (Rev. 03-21-2005) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/22/2007 

<U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 

b7C 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

Description of IOB Error (including any reporting delays). 

!) A NSL was reguested under the Fair Credit Reporting 
Act(iC&A)authority for subject's consumer credit report on 11/12/04 
which was received. During a DOJ/IG review of NSLs, this NSL was 
identified as being reguested under FCRA authority but having language 
in the certification from the Right to Financial Privacy Act(RFPA). A 
subseguent review of this NSL is believed to contain the proper 
language from the FCRA. 

DATE: 12-13-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON.: i-4 sec^t 

HEREIN IS UNCLASSIFIED EXCEPT 
IJHERE SHOOT OTHERWISE 

NSL VIQ-35704 



S E C ^ T b2 
To: Inspection From: I I b 7 E 
..Re.:.^^) 27 8-HQ-C122 97 36-VIO, 02/22/2 007 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECRET 
2 

NSL VIO-35705 



/FD-962 (Rev. 03-21-2005) 

(U) 

( U ) 

(U) 

( U ) 

(U) 

( U ) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 02/22/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

Contact: SSA 

Approved By: 

Drafted By: 

Case ID f : ^ 

: rar 

27 8-HQ-C122 97 36-VIO 

Title: (U) SA 
SS fi ? 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: TJK̂  To report possible IOB error. 

DeclagSJ 

Details: 

(S) 1. 

bl 
b2 
b7E 
b6 
b7C 
b6 

(S) 2. 

3. )ssible IOB Error: b7E 

4. Description of IOB Error (including any reporting delays; 

A NSL was reguested under the Fair Credit Reporting 
Act(FCRAfauthority for subject's consumer credit report on 04/04/05. 
which was received. During a DOJ/IG review of NSLs, this NSL was 
identified as being reguested under FCRA authority but having language 
in the certification from the Right to Financial Privacy Act(RFPA). A 
subseguent review of this NSL is believed to contain the proper 
language from the FCRA. 

3-2007 

EfĈ E' 1,4 [r.x SECRET 
ALLIffFOPlttTIOSf COlfTAIlfED 
HEPEIH IS UNCLASSIFIED EXCEPT 

SHOOT OTHERWISE 
NSL VIO-35706 



seclfcj 

To: Inspection From: T 
..Re.: (Y) 27 8-HQ-C122 9736-VIO, 02/22/2007 ' b 7 C 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se^&et 
2 
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/FD-962 (Rev. 03-21-2005) 

SEi^ET 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) -

( U ) 

( U ) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/23/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

—uöncaec 

Approved By: 

S SA 

Drafted By: Rehling Roger A : rar 

Case ID #: ^ ' 27 8-HQ-C122 97 36-VIO 

Title: (U) S 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis : ̂ ^^^ report possible IOB error. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

ïssi f y 

Details 

(S) 1. 

(S) 2. 

3. )ssibleIOB Error: 

:s 
(U) )<f 

bl 
b2 
b7E 
b7A 

4. Description of IOB Error (including any reporting delays). 

_____ A NSL was issued on 11/29/05 iinĤ r thp PiithnHtv nf thp 
1 ̂  r Eleexronl'C-C-emfflunications Privacy ActfECPAl I 

jAlthough this NSL was served on thej |carrier, the carrier did 
urnish this reguested information to the FBI. This information norrurnrsh thrs regu 

can not be obtained under ECPA. 

iiiiiii 
...1...4 SE^E1] IHFORÏÏÂTIOM COHTAIHED 

HERE ÏH ' ' Ï S ' ' ' 'DHC LAS S Ï FÏËÏ) ' ' ' EXCË PT 

NSL VIO-35708 



SECBŒT 
!\ h 2 

To: Inspection From: | | b7E 
"Ke--:....̂ t̂ 2̂7 8-HQ-C122 97 36-VIOf 02/23/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se^et 

NSL VIO-35709 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 

(U) 

Precedence : ROUTINE 

To: 

Date: 02/05/2007 
b7E 
b6 
b7C 

Attn: IIS 

Counterintelligence 

Inspection 

A/CDC 

Attn: CD-2 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room__mAi 
Contact : AGC 

B y : Thnma ,Ti 11 i P F1 

Drafted By: 

Casë""ID-#-:--(JÈ ) 27 8-HQ-Cl22 97 36-VI0 

..Tibie.;....... INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

-Sy:.•-r.: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

it!) 

(S) 

CU) -

Office 

Administrative--:-'- JX.) This electronic communication (EC) contains 
-inf^f^linn f m m / h X EC dated 01/04/2007 from the I |Field 

IŒ " to OGC reporting a potential IOB matter. 

Reference.: 

Details-:"'"" By EC dated 01/04/2007, 
O.GC''''revie<w~ tn>e facts of the captioned mailer ana 
it warrants reporting to the IOB. As explained below, in our 
Dpinion, the FBI is not reguired to report this matter to the IOB. 

111111 
iiiiil 
4 (c) 

SESTET 

bl 
b2 
b7E 

reguested that 
determine whether b2 

b7E 

ALL II'JFOPIIÀTIOI'J TOÏITAILLED 
HEPEIK IS UNCLASSIFIED EXCEPT 

NSL VIO-35FWE 



SC^E 

To: 
Re: 

SEGRET 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 02/05/2 007 

b7E 

! Q Ï 
11/30/ ZUUb| |ararrea an iN̂ r pursuant 

^ o 
telephone numbpr that wa.q HPL i PVPH to be used by subj ect. The 
NSL was sent to | |via Federal Express on 

' 2 ( 

(U) On 12/26/2006,1 teceived the rpmiP.gtpH 
subscriber information along wrtha disk containing! |of 
toll records pertaining to the reguested number. The OrsK 
containing the toll records was immediately turned over to the 
Acting Chief Division Counsel for seguestration. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 

se^^ët 

2 

b7D 

NSL VIO-35711 



To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 02/05/2 007 

b7E 

nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to a 
NSL must be reported to the FBI OGC, but are not reportable to th 
IOB. 

(U) In the instant case the collection of toll record 
information was not the fault of| | Once it was 
discovered that the information was beyond the scope of the NSL 
reguest, the information was immediately seguestered and the 
matter was reported to OGC. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

slj^ret 

3 
NSL VIO-35712 



sej^ET 

To : From: Office of the General Counsel 
Re: 2 / tì-Ho-(J!lz2 97 36-VIO, 02/05/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

b7E 

(U) If deemed relevant to the investigation,| | 
should submit the annronri afp NSL requesting the roll records or 
return the disk tei I If the information is not relevant 
or| |does nor seeK ineir return, then the disk should be 
destroyed with appropriate documentation placed in the file. 

cc : Ms . 
Mr. 
Mr. 
IOB 

Thomas 

L1 b 1' a 1' V 

SECRET 

4 
NSL VIO-35713 



(Rev. 01-31-2003) 

SECjJ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: b7E 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 2/21/2007 [ SS 
SA 
CDC 

CD-4 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roon|-
Contact: AGC 

Thomas Julie F 

smt 

27 8-HQ-C122 97 36-YIO (Pending) e( 
A8 94 55-IOB 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

-S-y-n-op-s-is-: • 
the Office 

The Field Office reguested that 
)f \he General Counsel (OGC) review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 
032 

h 2 
hl E 

Administrative^" This electronic communication ( EC ) contains 
information frofn: th> EC dated 2/01/2007 from[ (to OGC 
reporting a potential IOB matter. 

h 2 
hl E 

D -- Re-f er-eno-e--:-- 27 8-HQ-C122 97 36-VIO Serial 211i 

-2007 SECRET 
ALL INFORMATION CONTAINED 

H? 1 O ] >7 HERE IM' "IS"" ttMC' LAS SIFIED ' ' EXCEPT 

NSL VIO-35714 



SE^ET 

From: Office of the General Counsel To: 
Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

Details: By EC dated 2/01/2007, 
.review an rns 

requested that OGC 
orting to 

bl 
b2 
b7E 
b4 
b7D 

the I0B".""""""0n'r 
| "[AS part of its investigation, I |sought 
transactionar information for an email account relevant to the 
ongoing investigation. A National Security Letter (NSL) was 
prepared by| |and served onj j The NSL reguested only 
transactional r n format ion for t hb. P' ̂  I ̂  W M H t email account. The 
NSL results were provided to| |in an email by the I I 

I MM|l)ivision on 1/11/2007, with the CD-ROM to be sent 
later. 

On 1/16/2007, the| | case agent reviewed the 
email anj/discovered that in addition to the requested 
transactional information, | had provided information that 
appeared to be content. For example, some of the information 
appeared to originate from the subject line of the email. The 
case agent i mmedi atelv ceased the review and reported the 
incident tc| |Division Counsel. On 1/17/2007 the case agent 
contacted tne| |point of contact fPOC) for the NSL. 
The POC then contactea rne appropriate! [representative and 
confirmed that| |had provided the intormation in error. 
Subsequently, lhy| |POC destroyed the CD-ROM and 
deleted all emails regararng rnis message. On 1/22/2007 the 
| ~|case agent similarly deleted the relevant email. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/li 
when the IOB was known as the President's Intelligence Oversi 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

slj^^et 

NSL VIO-35715 



SECRET 
^ h 2 

To :| |Frorri: Office of the General Counsel .b7E 
Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still reguire the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBI-j | Once the case agent 
discovered that he had received information beyond the .qr-.nnp of 
the NSL reguest, the case agent immediately notified the| 
CDC and notified| | Thereafter, all copies and 
emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

SECRET 

3 

NSL VIO-35716 



se GÏ^T 

To: | ^Frorn: Office of the General Counsel 
Re: 2' / 8-HQ-C122 97 36-VIO, 2/21/2007 

h 2 
hi E 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 
b2 
b7E 
b4 
b7D 

(u: 
ensure that 

1 is requested to coordinate with to 
has the appropriate protocols rn place to prevent 

similar types of disclosures in the future. 

cc: 1- Ms. Thomas 
1-
1-
1- IOB Library 

b6 
b7C 

se^et 

NSL VIO-35717 



(Rev. 01-31-2003) 

se^et 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 2/21/2007 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

S SA 
SA 
CDC 

CD-4 

IIS, CRS 

From: Office of the General Counsel 
M T, "R / fTUT/Rnnrn 7Q47 

Contact: AGC 

(U) 

(U) 
(U) 

Drafted By: 

-Ca-s-e--I-D 

Title: 

Thomas Julie F 

: smt 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007Î 

-Syno-ps-i-&-: Thef 
the Office ̂ f oie Ge 

Field Office l requested that General Counsel (OGC) lt!vlt!W dri incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) "teiiedFrom : G-3 
DeclassTBr=^i«C^72i/2 032 

b7E 

<U) 

(U) 
(U) 

] to OGC Administra.trve-:-- Nsfi This electronic communication (EC) contains 
'information from/tß« EC dated 2/01/2007 from[ 
reporting a potential IOB matter. 

Reference-:---"'"" ( 2 7 8-HQ-C12 2 97 3 6-VIO Serial 212 

Details.-: 

h 2 
b7E 

By EC dated 2/01/2007, t requested that OGC 
'review an'incrdent and determine whetherit warrants reporting to 

12-18-2007 SEpfl^T 
ff 65179/DHH/KSR/RW 
(c) 

ALL HFORHATIOI COHTÀLIED 
HEREIN IS UNCLASSIFIED EXCEPT 

NSL VIOIISSMSHOWJ 



To: 
Re: 

se 

From: Office of the General Counse' 
^ / (i)-ko-C122 97 36-VIO, 2/21/2007 

bai'L ol lid IhVedllcjalloh,^ ] do light 
LransacL_Lona_L information for an email account relevant to the 
ongoing investi gati 
prepared by 
transactional 
NSL resu 

on. A National Security Letter (NSL) was 

_nror 
and served on 
mation for thé 

s were provided tor" 
ÏÏT 

_ ater. 
iDivision on 1/11/2 ÜTTT7 

TCTFvïï 
lin an 

The NSL reguested only 
"nt email account. The 

ema il by thejj 
with the CD-ROM to be sent 

Jcase agent reviewed the On 1/22/2007, the[ 
email and discovered that in addition to the requested 
transactional information,| |had provided information that 
appeared to be content. For example, some of the information 
appeared to originate from the subject line of the email. The 
case agent immediately ceased the review and reported the 
incident to| Inivi cinn r^n^coi on 1/22/2007 the case agent 
contacted tne| Jpoint of contact fPOC) for the NSL. 

]representative and 
_n error. 

The POC then contacted the appropriate) | 
confirmed thatl"" |had provided the ihloflnation 
Subseguently, the| |POC destroyed the CD-ROM and 
deleted all emails regarding this message. On 1/31/2007, I I 
provided the reguested i nformat]on i n comnli ance with the ihllldl 
NSL reguest. On 2/01/2007, the 
deleted the relevant email. 

case agent similarly 

bl 
b2 
b7E 
b4 
b7D 

h 2 
b7E 
b4 
b7D 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

SE^ET 

2 

NSL VIO-35719 



b2 
To: | | Office of the General Counsel -b7E 
Re: 2 7 8-HQ-C12 2 97 36-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still reguire the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBI] | Once the case agent 
discovered that he had received information beyond the scope of >̂2 
the NSL request, the case agent immediately notified the| | b7E 
CDC and notified | | Thereafter, all copies and 
emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

s^^et 

3 
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SE^EI h 2 
1 From: Office of the General Counsel -b7E To: I 

Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 
h 2 
hi E 
h 4 
b7D 

( u : 

ensure th 
li^ requested to coordinate with to 

has the appropriate protocols in place to prevent 
similar types of disclosures in the future. 

cc: 1- Ms. Thomas 
1-
1-
1- IOB Library 

be 
b7C 

SE^^T 
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/FD-962 (Rev. 03-21-2005) 

SE<7^ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/21/2007 

From: 

Contact: SFO 

Approved By: 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Attn: 

IIS, Room 11861 
MCJT.p. P r ^m 7Q7R 

SSA[ 
CDC; 
CDCI 

LL J TTr 

b2 
b7E 
b6 

Drafted By: 

Case ID #: 

: scm 

) 278-HQ-C1229736-VIO 
U> 218Ì T-C136372 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis-:- (XT Report of a IOB matter. 

Case Agent: SFOl 
Supervisor: SSJ2^ 

) 4. No Foreign Intelligence Surveillance Act (FISA) request has 
been submitted to Office of Intelligence Policy and Review, Department 
of Justice (01 PR) . 

-:!>«£r 5. IOB E rror : bl 
b2 
b7E 

: 12-13-2007 
iislli 

•: i-w-4 rli 

ALL INFORMATION! CONTAINED 
NSL VICWSTO-' UNCLASSIFIED 

IJHERE SHOOT OTHERWISE 



(U) 

m 

(S) 

(U) 

bl 4 SEORET 

From: 
27 8-HQ-C122 97 36-VIO, 2007 

Description of IOB Error (including any reporting delays): 

Secul'lLV LëLLël' Wild dbbl'^V^d by Lfië 
forwarded to the| | Division to be served on[ 

\ National 
JJ1V1Ülb h and 

]The EC 
reguested consumer identitying information limited to name, address , 
former addresses, places of employment, or former places of employment 
(or) the names and addresses of all financial institutions at which 
the subject maintains or has maintained an account. The NSL reguested 
that the FBI be provided with a copy of the c 
other in "format" 1" on" " " " "conta" 1" n e d" " " l" n " "your"" "fx 1 "e"S" " " " "for-

|This appears to by a poiyiilldl 1UB 
VlUiyilUh dliy lb I fit* NSL guesting FCRA consumer full credit report 
when the SAC approved an EC for consumer identifying info and 
financial institutions. It was the writer's intention to request the 
full credit report at the time of the NSL was prepared and the writer 
miss read the example for the this type of NSL. 

M The reasons for the delay on reporting this potential IOB 
'violation are as follows: 

was not aware of the listed mistake until th 
OIG condi'ldtM dh Not dudit in 06/19/2 

b7E 
b6 
b7C 

At that time SFO[ 
interviewed by an OIC Inspector over the telephone and was nor 
informed that there was an potential IOB violation. 

(2) SF0[ 
until being notltie' !

was not advised 
by CDC| 

)f the potent 
]on 02/21/ 

al IOB violation 
2007 . 

b2 
b7E 

sffsfet 
2 
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SECRET 
I 1 D Z 

To : \In^pection From: | | 'b7E 
-Re--:--- 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

se&é^t 
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FD-962 (Rev. 03-21-2005) 

SEÇï^T 
FEDERAL BUREAU OF INVESTIGATION 

at 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b7E 
Date: 02/21/2007 

Attn: IIS, 
Attn: NSLB 

SSA| 
Attn: CDC/ 

CDC | 

From: 

Contact: SFO 

Approved By: 

Drafted By: | 

Case ÎD 'l: ^ ^ 

: scm 

(u: 
278-HQ-C1229736-VIO 
27 8 -|~~T-C13 637 2 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 

Synopsis: Report of a Potential IOB matter. x 

bl 
b2 
b7E 
b6 
b7C 
b4 

4. No Foreign Intelligence Surveillance Act (FISA) request has 
been submitted to Office of Intelligence Policy and Review, Department 
of Justice (01 PR) . 

se^et 

NSL VIO-35725 



To : 
Re:" 

aspect ion From: T 

seç^i 

!) 27 8-HQ-C122 97 3 6-VIO, 02/21/2 007 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

Descript 

X --C-ap-tione 

ion of IOB Error (including any reporting delays): 

Security Letter was approved by the| 
forwarded to the! 
-N-S-L| -nr f-r t-1 1 
and 

] 
luiiLtrr 
oval or 

Division to be served Q 
co-rda----re-ra-r.-edL--t-o---t-e-l-er):h-o-ne----nt3-mbe-̂-s-
s well as fo 

A National 
Division and 1 mu^ 

3 TT Li ie pei i ou o i 
AI I R T HhTTfffval ol Lhe NSL by SAc 

nirina an inspection of 
and the NS --t-hat-...tn.e....F. I 

Ithe NSL was served on 
NSLs it was found 
not h--̂ - î--

phone numbers listed. The EC shows the oho'ne"""nuniter""oft 
and the NSL shows the correct phone number oL 
request for toll records on the NSL had the correct phone number. The 
potential IOR violation is that the EC had the wrong telephone ni 
listed on it. did not receive any information from 

regarding rne wrong pnone number. 

vie 
) The reasons for the delay on reporting this potential IOB 

are as follows: 

was not aware 
OIG conducted an NSL audit in 06/19/2 

f the listed mistake until the 
. At that time SFO| | 

interviewed by an OIG Inspector over the telephone and was not 
informed that there was a potential IOB violation. 

Jo 2 
b7E 

(2) SFOl Iwas not advised of the potential IOB violation 
until being notified by CDC | ~|°n 02/21/2007. 

2 
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SECRET 
•b7E 

To: \Inspection From: 
v : 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

sej^t 
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(Rev. 01-31-2003) 

SEÇjcET 

FEDERAL BUREAU o \ INVESTIGATION 

Precedence : 

To : Counter: 

ROUTINE k2 
• , n n • b7E mtellrgence Attn: 

Date: 02/i; 2 007 Precedence : 

To : Counter: 

ROUTINE k2 
• , n n • b7E mtellrgence Attn: SSA 

bo CD-' ÜD, Room 4 8 4 ̂  1 
Inspect' Lon b7C Attn: IIS, , Room 3041 
General Counsel Attn: NSLB, Room 7947 

From: 

Contact: SA 

Approved By: 

(U) -

( U ) 

( S i 

(U) 

Drafted By: £ : mio 

Case' # : 

Title: 

Synopsis : 

97Q-un_pi 99Q7^t;-vTn { Pending) 
! Pending) ï SA 

SSA. 
Potential Intelligence Oversi 
Board (IOB) Matters 

bl 
b2 
b7E 
b6 
b7C 

00 : cHlcAGO 

3ort of a )ssible IOB violation. 

b7E 

Details: In order tofacilitate a timely review, 
investigation, and disposition of intelligence activity conducted 
by the FBI which may have been unlawful or contrary to Executive 

llllll 
iiiiil 
4 (c) 

SEClJ^ 

ALL IHFORH&TIOS-COSTAIIIED-

WHERE SBOWM OTHERWISE 
NSL VIO-35728 



b7F To: ^Counterintelligence From: -u / n 
Re:-- X ) 27 8-HQ-C122 97 36-VIO, 02/12/2007 

Orders, this communication is being submitted to report a 
potential IOB matter. The following information is provided: b7C 

(1). Name of case agent and case supervisor fat the 
time of the possible IOB violation): case agent. ^A 

and case supervisor SSAI 

(2). Identification of the substantive investigation 
in which the questionable activity occurred: 

(5). Explanation of the error believed committed and 
when it occurred: 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

submitted a National Security Letter (NSL) to 
rw-r i^nn- ir -mi-n r- -irtu,- -financial 

- r e-c-o -rd- s - -r e 1 -a-1- ed: 
have held with 
for the period 

bt s believed to 
T These records were requested 

I 
results of this MSI, t rorrf 

I nr^H Ha, 
1 iter received the 

on 02/12/2007. I ea recoras ror credit card account number 
dnich does not appear to be related to a 

--ao-CQ-u-nt--numbei 

1—w ]t did not provide records for anyj 
I nrmri HoH 3 f. f. fi 1 111j rifnriTl̂ t̂  ! from [ 

£ qonnp nf thp rpqiip.qf .̂ inrp 
appears to be rne mrormation provided by 

relevant to this investigation, writer suomirted a second NSL, 
dated 02/12/2007, to| | Thi.q NST, rpmipstpd 
financial i n f o r ma t i o n f o r-.ac-CQU-n-t--n-um-be-rl If or 
"the period"! 
the information sent by 
dated 10/25/2006. 

n oraer rocover 
in response to the NSL 

bl 
b4 
b7D 
b6 
b7C 

SEfcjĴ ET 
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ECĵ üĵ T b2 
To: ̂ Counterintelligence From: | | -b7E 

: 27 8-HQ-C122 97 36-VIO, 02/12/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS to take appropriate action as 
necessary, in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB to take appropriate action as 
necessary, in response to this potential IOB matter. 

Set Lead 3: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Request CD-2D review the provided communication 
and take any necessary action(s). 

SE^ET 

3 
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(Rev. 01-31-2003) 

SÇORET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

(U) 

To: Inspection Attn: 

Date: 02/22/2007 

IIS, Room 11861 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: (U) To report possible IOB error. 

(U) 

Detal 

(S 

2. Case Agent: SFO 
Supervisor: SSA 

bl 
b2 
b7E 
b6 
b7C 

3. Possible IOB Error: Receiving telephone records 
outside the dates requested in the National Security 
Letter. 

(S) b7E 

¡¡111 
¡¡¡¡¡¡¡I 
...tel 

x / 3MRET ALL 
HEREIN IS 

NSL VIO-35731 



3 é SEKRET 

ection From: 
27 8-HQ-C122 97 3 6-VIO, Ü2/22/2Ü 

h 2 
b7E 

5. Description of possible IOB Error (including any 
reporting delays). 

SFO ^upon opening the above noted 
investigat'ion) issued a National Security Letter (NSL)to 
reguesting local and h r--t- r^ ̂  -t- ̂  ~m Kniin^^ v-̂ ^̂ v-Hc-. 

b'l 
h 6 
hlC 
b4 
b7D 

Piir.gnant tn thp MST. _ 
telephone records....!o-i - I As noted 

S ¡ r e q u e s t e d rereonone recoras ror two sets of date 
ranges. SETJ I upon receipt of the telephone records checked to 
make sure tiiu telephone number and the name of the subscriber 
matched the name and telephone number requested. Additionally, 
SFQ^ | checked to make sure the telephone date ranges requested 
wer£ TTTcluded' 

(U) During a 2 review of NSL's by NSLB SFO 
notified that information not requested by the NSL noted above 
had been received. A review of the NSL related to this matter 
revealed records requested for the first set of dates were 

jnras 

a d d r p s s i n r that date range were[ 
Records actually received 

[The possible IOB violation would be the records 
rior to and after" the requested date range. These 

r 

received L_ _ _ _._ 
dates were identified asf 

b7C 

(U) Telephone records requested for the second set of 
dates were fori l(date of M.qT, 'i Rpr'nrH.q 
actually received addressrnq thrs date range were 

| |[The possible IOB violation would be the 
telephone records received "prior to" thp rpnup.qtpfi d a t p r^nap 
These dates were identified as 

(U) SFC| |was interviewed during the NSL review b 
NSLB regarding the excess information received frorr| ( There was no notification at that time that this w a s a possiJ 
IOB violation. SFO| ~|was notified by CDC on November 21, 2007 
that this was a )ssit)le IOB violation. 

b7C 

seççcet 
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SECRET 
•b2 

section From: | | b7E 
27 8-HQ-C122 97 36-VIO, 02/22/2 007 

(U) Upon notification by CDC of the possible 
violation, SFO| [retrieved the above noted file from closed 
files and manually removed the telephone records suspected of 
being possible IOB violations. The removed records were 
subseguently seguestered with the| |Division CDC 
pending results of the IOB inguiry. Additionally, | j 

J was notified and initiated the process of removing 
the noted records from ACS. 

SyCB^T 
3 
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.To: 
Rè-:--. 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

së^et 

4 
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FD-962 (Rev. 03-21-2005) 

SEdÄq^ /2032022 7 
FEDERAL BUREAU OF INVESTIGATION 

<U> 

(U) 

(U) 

(U) 

(S) 

Precedence: ROUTINE 

To : General Counsel 
b2 
b7E 
b6 
b7C 

Date: 02/09/2007 

Attn: 

Attn: 

M.qT.R 

NSLB 

ADC 

From: 

Contact: : 

Approved By : | 

Drafted By : | "" 

SA 

:ra 

Case ID #: 

Title: c 
3SA[ 

21 Q-HQ-C122 97 36-VIO 
62E]"̂ ""|-A8 9 4 55-IOB 

I S 
SSA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

is: Synopsis: T o report update to possible IOB error and coverage of 
referenced lead. 

Derr\ 
Dec] Jn : 

Enclosure(s) : " "î Nl 0 n e CD-ROM containing the electronic results of a 
NSL with possible IOB violation content (enclosure only for] | 
ADC). b 2 

b7E Reference(s) : 62f| |-A89455, serial 100 

Details: ^ ^ On 08/28/2006, a National Security Letter (NSL) 
reguesting the name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all email header information (not to 
n i-.pi nHo moggarrg- ^ m +- ̂  m +- anH / r-ii- _cniK~i fields), for the address holder 

I 
_subj_ 
L ^ R N ^ 
jwaspreparedanaapprovedTn 

accordance wirn rne Attorney beneral Guidelines. The NSL was served 
by th<] ""¡Field Office and on 10/17/2006, | | 
provided rne results of the NSL to the] [Field Office vi äemail. 

DATE: 12-18-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON.: 1...4 
DECLASSIFY....01: 12-18 -2032. 

b7E 
b4 
b7D 

S0^ET//2O32O227 

ALL IKF0PHÀTI0H CONTAINED 
NSL VIO-3^351'1 13 ^CLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 



SECHAT//20320227 

erteral Counsel From: b7E 
27 8-HQ-C122 97 36-VIO, 02/27/2 007 

a preliminary review of the results the NSL 
I pma i 1 transactions that 

On 10/24/2 
haj Isupplied 

included information labeled | | This information 
appeared to be possible subiect line content or similar information 
and was not requested by the FBI. This information was not utilized 
by the case agent in any analysis nor was it documented in the case 
file. 

general 
information 

Based on the current efforts of thp O f f i np r 

CounselN(OGC) to understand whether the 
will be designated content or not, the wrrrer wrrr sequester the NSL 
results with thej |ADC instead of returning the results toj ~~ 
as dictated by tnS ^¿T^renced serial. The results will be handled 
deemed appropri ate by OGC n o o n an official decision regarding the Ite by issue. I 
reterencecl serrai covered. 

considers the lead set forth in the 

b2 
b7E 
b4 
b7D 

SECRET//^ 
2 
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SE^^ET//20320227 
b2 "'••--.To : ̂ Genepäl Counsel From: ^ . „ 

: ^ 8-HQ-C122 97 36 -VI0, ÖZ/Z1 / 2 0 0'7 D ! L 

LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

Read and clear. 
b2 
b7E 

SECj(ET//20320227 
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/FD-962 (Rev. 03-21-2005) 

SEGJ/ET 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/20/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : Ŝ J 

Approved By: 

b2 
b7E 
b6 
b7C 

Drafted By: £ 

: X Case ID # 

Title: (U 

Synopsis : 

97Q-WH-P1 9 9Q7U-vm ( Pending ) 
(Pending) 
(Pending) 
(Pending) 
(Pending) 
(Pending) 

REPORT OF A POTENTIAL IOB MATTER 

To report a potential IOB matter. 

Dertvedr-Erom : " 

bl 
b2 
b7E 
b7A 

Reference: 278-HQ-C1229736 Serial 2570 

Details: ^ X ^ On 02/15/2 007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions and consumer identifying 
information from a credit reporting company. Under Section 1681v, 
however, the FBI can obtain a full credit report only in an 
international terrorism case. In five separate cases, the 
FBI issued NSLs under Sections 1681u(a) for lists of financial 
institutions with which the subjects had business relationships. 
Instead of these limited reports, the| I FBI received full 

b2 
b7E 
b6 
b7C 

credit reports from sometimes as many as rwo or the three providers. 
These are provider errors. During all relevant times, the writer was 
the case agent and the writer's supervisor was SSAI I 

DATE: 12-11-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON.: i-4 
DECLASSIEY....OH: 12̂ 11̂ .2032. 

SEß^El 

ALL IHF DRHàXIOS C0HTAIHEB 
HEPEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

NSL VIO-35738 



(U) 
sec: 

""---To : ^nspeption From: 

b7E 

bl 
h 2 
b7E 
b4 
b7D 

bl 
h 2 
b7E 
b4 
b7D 

bl 
h 2 
b7E 
b4 
b7D 
b7A 

12/21/2 006, | 
returned a resuit. 

iJn 01/08/2007^ [returned a response. On" 
[returned a respühüë. un 12/ll/2( 
"These materials in an FD-340 \1A) were u r e a unr: 

the writer had sufficient time for review and further production of 
NSLs based on the results. During a review on 02/15/2007 to issue 
additional NSLs, the response from | | w a s found to be a full 
credi t renort. 

] On lzl/zll/zl006,r 
Ì QRH "ZI • returned a1i es urI. 

returnedârespe 
These materials 

>nse . 
in a 1A On lz/lz/2006, 

were filed until tne writer had sufficient time for review and further 
production of NSLs based on the results. During a review on 
02/15/2007 to issue additional NSLs, the responses from | 
and I I were found to be full credit reports. 

ayeueres. 
12/20/2 

, I [ 
returned a rest 

.5LU1I15U a. ICApUiiAe. 
)nse. On 12/12/2C 

returned a result. These materials in a 1A were filed untilthe 
writer had sufficient time for review and further production of NSLs 
based on the results. During a review on 02/15/2007 to issue 
additional NSLs, the responses fromT 
to be full credit reports. 

and were found 

3On 12/27/200 
turned a res 

returned a response. 
TTf 12/11/2006, [ 

On 12/21/200* 
Jreturned a 

result. These materials in a 1A were filed until the writer had 
sufficient time for review and further production of NSLs based on the 
results. During a review on 02/15/2 007 to issue additional NSLs, the 
responses from 
r s . 

and were found to be full credit 

bl 
h 2 
hlE 
b4 
b7D 

On ul/11/2i 
Jreturned a response. 

returnedäresponse. 
TïïT" 12/12/2006, 

On 12/21/2 u u t 
Ireturned a 

resuJ These materials in a 1A were filed untilthe writer had 

seoret 
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:RET 
To: vInspection From: 
!•<•"•: X ^ 27 8-HQ-C122 97 36-VIO, 20/2007 

sufficient time for review and further production of NSLs based on the 
additional NSLs, the 

were found to be full credit 

This communication, consistent with the directives in the 
referenced communication, provides this information to report these 
potential IOB provider errors for whatever action is deemed 
appropriate. b2 

b7E 
b4 
b7D 
b7A 

SECRET 
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SECRET 
I b 2 

To: Inspection From: I I 'b7E 
: 27 8-HQ-C122 97 36-VIO, 02/20/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

4 
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(Rev. 01-31-2003) 

(ü)-

SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

uonuact: 

Approved By: 

Drafted By: 

Case ID #: 

Date: 02/21/2007 

Attn: Internal Investigations 
Section, Room 3041 

Attn: National Security Law Branch 
Room 7947 

b6 
b7C 

2 7 8-HO-C12 2 97 3 6-VIO (Pending) 1 
\ Pending) 
I Pending) 

Title: 

Synopsis: (U) 

IOB MATTER 

X 
(U) 

)rt of a previously addressed IOB matter. 

__Çrom: 
Fy*"Onf 

Reference: 

Administrative : 
FBj I June 1 9-30 
from OGC1 s[ 

(U) This IOB matter was addressed during an 
2006 OTG audi t. Per 04/05/2006 6:31 AM email 

I regarding NSL overcollection, 
in cases where the FBI overcollects because of the provider, if 
the information that the provider gave the FBI beyond what was 
asked for (e.g., more telephone accounts of the same subscriber) 
is relevant to an authorized investigation, it will not have to 
be reported as an IOB. 

b2 
b7E 
b6 
b7C 

lliiiil 
(c) Ä'T I' " LUFO'REÂTI'OI' ' ' ' COITIIIED' 

HEREIN' '"IS"" ITÎICLÂS STFIED ' ' EXCEPT 
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To: 
-Re-: 

nsjziection From: 

SEKRET 
b7E 

27 8-HQ-C122 97 36-VIO, 02/21/2 007 

b7C 
Enclosure(s): (U) For all recipients: 278-HQ-C1229736 Serial 
2570, dated 11/16/2006; and 04/05/2006 6:31 AM email from OGC's 

regarding overcollection. 

Details: (U) The purpose of this EC is to report a previously-
cleared potential IOB matter involving an NSh for telephone toll 
records reguested by SA| | 1 as well as to 
satisfy the new reguirements set forth by referenced serial 2570, 
dated 11/16/2006, regarding the revised procedures for submission 
of potential IOB matters. 

-x 

supervi; 
CaseID# 
Case AgeiiL. 
Supervisor at time of activity 
Supervisor during June 19 

ivity :| 
-30, zUUb 

1 (reti red ) 
uiu audit: 

non-USPer: 

b7C 
b2 
b7E 

Identification of the substantive 
investigation in which the activity occurred, including the names 
of relevant personnel including the case agent and his 

(U) 2. Identification of subject's status as USPer or 
Non-USPer 

bl 
b6 
b7C 
b2 
b7E 

(U) 3. Complete and thorough explanation of matter, 
including all relevant facts: 

(U) 3(a). Statement regarding when matter occurred 
(including, in instances of delayed reporting, explanation for 
delayed ^p^y^-i r>rr\ • Referenced! jlated 07/13/2004, and 
referencedl I d^ted 07/96 / ? 004 r advised of results of 
initial NSL (relerencedf |dated 05/17/2004). Per OGC 
guidance at the time (rererencea email dated 04/05/2006 at 6:31 
AM), | ¡determined the NSL results, which contained a second 
associated telephone number, did not constitute an IOB violation, 
thus a potential IOB was not reported. 

(U) 3(b). Statement concerning controlling law, 
regulation or NSIG provision pertaining to the matter: Under 
authority of EO 12333, dated December 4, 1981, and pursuant to 
Title 18, U.S.C., §2709 (Section 201 of ECPA of 1986) (as 
amended), a communications carrier was directed to provide to the 
FBI the name, address, length of service, and local and long 
distance toll billing records associated with a telephone number. 

(U) 3(c). Complete statement of status of matter, 
including when it was initiated and whether it currently is 

s^ret 

2 

NSL VIO-35743 



SEC^^T 
I 1 b 2 To: Inspection From: I I 

X 27 8-HQ-C122 97 36-VIO, 02/21/2 007 •b7E 

opened or closed: During an OIG audit of FBj |NSLs from June 
19-30, 2006, the results of the subject NSL were called into 
guestion by the IG as a potential IOB violation, since a second 
telephone number was identified by the communications carrier in 
their reply. The Case Agent was interviewed by the IG, during 
which it was agreed that the second telephone number was 
associated with the subject telephone number. At the time, this 
was allowed (per referenced OGC email dated 04/05/2006 at 6:31 
AM), as it was a situation where the information provided by the 
communications carrier beyond what was asked for was relevant to 
an authorized investigation, and did not have to be reported as 
an IOB. IIconsiders this matter closed. 1 1 Jo 2 

b7E 

S^ET 

3 
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^ e SECRET 

e et ion From: | | b7E 
27 8-HQ-C122 97 36-VIO, 02/21/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT IIS, DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB, DC 

(U) For information. 

CC: 1 - CDC 
1 - SA[ 

b7C 
S SA 

sej^et 

4 
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(Rev. 01-31-2003) 

SECÈ^^ 

FEDERAL BUREAU OF INVESTIGATION 

Drafted By: £ : bf a 

Case ID #: (U) 2 78-HQ-C122973 6-VIO (Pending) 
(U) 27 81 I-C136372 (Pending) 

Title: REPORT OF A POTENTIAL IOB MATTER 

(U) 

(S) 

(U) 

Synopsis: (IJ) Report potential IOB violation; send n^ 
pertinent telephone records to be seguestered with CDC 

H 
DeFi 
Dec I f 

(S) 

Enclosure(s): ful For CDC| f 
records which do not pertain to SA| 

_n a 1A envelope, telephone 
[investigation. 

(S). 
Details: Jg) On 02/28/2007, pursuant to a National Security 
Letter (N^L) Mated 01/22/2007, wri ter reo.ei ved snbsori her 

The 

NSL was to identify the subscriber. ¡Thnl Inijpscriber 
i n f o rmat i on___ ident i f.i ed ...t he... s ubg e.ct....a. 
"presumed IIS PER. 

male, 

(U) 

bl 
h 2 
b7E 
b6 
b7C 
b4 
b7D 

!) Before sending the toll records to be uploaded, SA 
hmeaiately reviewed them to ensure that they 

corresponded with the information reguested in the aforementioned 

b6 
b7C 
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se 

To: | | From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/01/2 007 

h 2 
b7E 

U ) 

NSTi. which was snhsr.ri hpr information and toll records from 
I (with "the present" meaning the 

--dat-e-o-t-t-he NSh, which was 01J ̂ 9 ' 9 0 07 1 • Upon review of the toll 
records, SA| | • • • " I • ^^^ cm i r, c^-M r, ̂-r ̂ -F -t-ho 
subject telepnone number from" I The J SA 

ft h e r e 
subi ect's telephone service was disconnected onl 

also noted that betweenl 
Jprovided subscriber were rwo other subscribers. 

information and toll recordstor these subscribers even though 
they are not the subject of SA| |PI. When SA | ^ | 
_ssued the NSL, she was unawarethatthe s 
disconnected. 

ect's phone had been 

The non-pertinent telephone records have not been 
uploaded into} |or photocopied, and they 
have been seguesrerea py | | 

"(&) For reporting purposes, the case aaent is SAT 
/ \ I and the supervisor is SSA 

b7D 
h 2 

b7E 
b6 
b7C 

b6 
b7C 

SÊ RJjjT/ ORCON/NOFORN 

2 
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