(Rev. 01-31-2003)

RET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/05/2007

To: Inspection Attn:

Internal Investigative
Section (IIS), Room 11865

Counterterrorism Attn: AD b2
Attn: SAC Ib7E
~DTC ib6
b7C
From: Office of the General Counsel
NSLER/CTLULI/ZIxX=1 331128
Contact:
Approved By: _Thomas Julie F
| |
i[]j”mmemDrafted B
Case ID # 278-HO-C1229736-VIO (Pending)
(1) T:i;'tle:">< INTELLIGENCE_QUERSIGET BOARD {IOE:
MATTER 2006 h2
Synopsis.:. :ES(: It is the c¢pinion ¢z the Office of General Counsel
iU)ﬁwwm~~“’w1f] fhat-tThi® matter miust be reportez to the Tont=lligente

Oversight Board (IOB). OGC will preparc and deliver the nocossary
correspondence to the IOE.

i} e DR —~
” wn.. . References: 278 FC45386 Serial 1Z5

Details:. - (= By electronic commuricati-n {(EC) dated 08/24/2006,

inﬂ»~””“'fh¢ ie Office [::;:;] requested that OGC review the fac=s b2
of e raktioned matter and determine whether it warrants b7E
>

the ICE. In cur opiniorn, it does. Our analvysis

repcrting
f- lows.

NSL VIO-35581
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SE&{ET

Eroome: Gerneral

212297 36-V 10,

P

Coeuneel
O1/05/2007
b1l

b2
b7E

() I i

b6
h7¢C

bl

bl

bl
b6
b7C

S A Mlnited States persicn
I'orelgn Iatelligence Surveillance Ac
2edq.) as “a citizer of ths United 5-
permanent residence (az defined in =2

Haturalization Act)
m1idelinez for FEIL
Collection (H3IG).

e W Beg oal
Hational S=curity

ctic
=0 Secticn I.C of The Attorney Gencral'
a
=t

” ig defined in Secticn 1C1(i) of the

(TISA)Y (codifiad at 50 U.3.C. & 13502 2t
ates [or] an alien lawfnlly adwittsd for
scticon 101(a) (20) of the Tmwigratiorn and

i

Investigaticns and Forsign Intellicence

(o]

NSL VIO-35582
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Tor Inspection From:  General Councsel B
Re: W\ 2TC-HE-C12237 36V L0, 01/05/2007 ’

e

>—< A 57ATe8 Tl —————dete el L Gl Ibl
S P e | : g e i ma ol e .b6

..................... gestl.

I:S:l T [owever, acctrding to SA| | the b7C

T was 106t or misplaZed.

ib6
b7cC

bl
b2

b7E
bé
bic

* There is no EC in the file documenting CTD’s concurrancg There 1s.
however. evidence tha:equest was recetved by C'TD and that the lead was cleared,

indicating concurrance
SECHET
’;

NSL VIO-35583



SE@é%T

m. General Counsel

29736-V10, 01/05/2007

bl
b2
b7E

X Thic Juat e qgo o ot es oo o ot eontd o1 ToD

viclaticol

1)  The Fresident, by Executive Order 12324, dated
1T/ C4/19381, established the Dresident's Intelligence Oversight
EBoard {(PIOR). OCn 08/13/1993, by Executive Order 12833, the
Prezident renamsd it <he Intelliger.ce Overszight Eoard (IOB) and
eztablished tne Board as a standinc committes of fhe President'
Frreign Intelligence Adviscory Boarz. Amtng itz responsibilizies,
the _0OB has been gJiven authority to review the FELl’s practices and
procedures relating to foreign intellicence and foreiqgn
countezrintelligence collection.

RO

(J) Scction 2.4 of Exccutive Order 12563 mandatos thaz
“nsnestors General and General Coursel of the Intelligence

cinunity components (in —“he IBI, the Assistant CDirector,
“nsoettion Division (INSD), znd the Gereral Counsel, Office of the

Gen=zral Counssl (CGC)Y), respectively) repcrt to the ICE
nte_ligence zctivities that they have reason to kbelieve may ke
un_awiul or contrary o Executive OrzZer -r Presidential Zirective.
This languags has been interpretec to mandate the reporting of
Ay wviolation of a2 provision ol The Atlorney General's Guidelines
f“r FET MNaticnal Securi-y Investigatiors and Foreign Intelligences

_lection (H2IG), effective 10/31/2003, or cther guidelines or
regu_atlons approved by the Attorney General in accordance with LO
10323, dated 12/04/1431, if such provisicn was designed to ensure
the protection of individual zights.

(U} Viclations of provisions that m=srely are
administrativs in nature and not deemec to have keen designed =o
ensnrs the proftection of individaal rizhts are generally not
reperted to the ICB.  The FBEI Incpection Divigion is required,
to maintain records of such administrative vicolations for

"5 52 that the Counsel to the ZOD may review fThem upon
Tre detelmlnation zs to whetler a matter is

VU)

"administrative in na-ure" must ke made by OzC. Therefore, such
administrative viclaticns must be reported as rofential [OR
nmatters.

sﬂfﬁET

NSL VIO-35584
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From:  General Counsel bl
T8-HE-C1229736-V1I0, 01/05/2007

bl

T Iy, oo s geremedq Aannnooo0/—
T I row the guizelirnes cet fortnh in Scection
I 4 of the MEIG and an IOER violatior has co-curred. Therefore,
OZC will prepare a cover leftter zn2 z memorandun to report this bl
matter to the ICE. b2
bh7E

SE}éET

NSL VIO-35585
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SEdﬁET

pecticn Erem:  General Counsel

LEAD (s) :

Set Lead 1: (Actiocon)
INSEEZTION

AT WASHINGTON, [T

STR-HQ-T12297 36-YIO, U1/0b/

Sy

(U')  For action deerned appropriate.

Set Lead 2: (Information)

COUNTERIUERKOK . SM

AT WASHINGCTON, [T

(U)y For Informaticon.

Set Lead 3: (Information)

b2
. b7E
AL b6
(1) For information. b7
ce: Ms. Thomas

1O Library

4+

NSL VIO-35586
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“Details: ..

SEomen

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/10/2007
To: izeneral Counsel ' Attn: NILD/CTLUII
b2 L1
b7E Rocmg 23-119
b6 RGC |
Tounterlerrorism b7C Attn: I705 11
Inspection Mo Attn: II:
~rz| |
Attn: APssgodgte Hardodon Counse=]
SEA

From:

Contacet: o

Approved By:

‘ Drafted By: e W

Case ID # :><: 278-HO-C1l229736-VIO (Pending)

cTitles TN INTELLIGENC NERSIGET BOARD
MATTER Z00¢ b2 b2

gvnopsis: - : b7E
Synop51s 5 ﬁacfrnﬁ—iﬁl of zecorcs which were inadvertently b4
prrovided foo FRT j
b7D
- >< m
Reference:. 278-HQ-C1229736-VIO Seria. -270 -

Referenced EC requested FEZ[:::::]to determine if DPT7E
the unintewtisnally acquired information from Discover Einancial,

wh2h was coktained via a National Se-urity L=tter (MN3L), should

be returned or destroyed with zppropriate doc urcnfaflon to the

file.

b
Those specific doopwerfs which were b7C
unintentidnally acquired by FEI welre previously b2
seqregated, szaled and wmaintzined Ly FB_ Chief Zivision bL7E

Colns=] Qo January 10, 2007, Associate Division Coansel (ADC)

Iopened the sezled packaze Tz review the documents,

n-t feor its content, ot o determins 1f the docoun=Ents were
originals or copies. A review of the Zocuments revealed they

B

NSL VIO-35587




inwx

[T PP X)) s

Counael

a January 10,

o2

Frorme
TO-HQ=-C1229736-V 10,

from a computer S Tresn.

anintentionally acguireZ I om

01/10/2007

Based uoon ADC

2007

ADC

b6
b7C
b4
b7D

zhredded thosze

Ao CUMen-s

the unintentionally acjyuired documents
een destroy j,E::::::]considers the lead covered.

NSL VIO-35588

have

b2
b7E



SREL

ey
Tor UEeneral Counsel  Froms: b7E
N Re><E CTe-HE-01229736-V10, D1710/2007

LEAD (s) :

Set Lead 1: (Info)

SENERATL TOUNSEL

AT WASHIMGTOM, vt

(1 Kead and clear.
Set Lead 2: (Info)

COINTEXT=RROKTSM

AL WASHINGION, DC

(U FRead and Clear.
Set Lead 3: (Info)
INSPSCTIOCN

AT WASHIMNGTOM, DC

(11" Read and clear.

*

NSL VIO-35589
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/0D4/2007

To: Inspeschticon Attn: 175, Room 11361
zeneral Counsel Attn: MSELE, Roonn 7975

From:

RETEREE
Contact: IS8

Approved By:

Drafted By: | | ksh
Case ID #: (U) Z278-HQ-C1229736-VIO (Pending)
(1) iz el ioEte (Perdinz] A
(5) (Perding) bl
Title: ) INTELLTGENCE _OVERSTGET BOARD [(IOE:; :bb
b7C
S Lo oL L AL AGENT )
[ | b2
Stz ST b7E

| DCIVISION
REPCRT OF A POTENTIAL IOBE MATTER

() SynopsiS%MMEQQ Too report a possible IOE violation diavolwving
recezivt of Ansolicited Zelephone toll records fron

"“:}QZ De¥ From__: -3
Declagsi ¥ . X1

IT3PZIR)
igj _...Reference: - #N\J
“J:l T e -/ 0
U “WNNUmDetaiigfﬁl‘o' In accordance with reporting rejuirsm=nts relating
i ) t- Vknown or guspected Intelligence Oversight Board (IOR)

violationz, pesr reference 2, notiiication is bzing mads to the
Office of Geoneral Councel reoegarding uncolicited telephone toll

SEVRET

ALL IWFORMATION CONTAINED
HEREIN IS UNCLASIIFIED EXCEPT

NSEVIOBE8 I HERVISE

b
b7cC

b7E

b4
b7D

bl
b2
b7E



SEekET B2

. 7E
Inzpe=sction Erom: i
y -

(Uy 278-He-21229736-910, DL704/2007

x ]
m

bl

b2
reccrds received froml I bTE
Florida. : ,

a

b4
\:§§: Referenced EC, dated 11/30/200C6, directed b7D
i 5] to send a MNatioral Security Letter (FM3L) <o
I |Via F o
tSj e el T PP S U S S D - TR T AT e B e L e e Freriairl e o
Thig N3L was senT via Fed-Ex =on 22/15/2006.

b2
NS N NN ey ~ SUR— 3 - DR b7E
‘‘‘‘‘‘‘‘‘ e S Cr 12/26/2006, LDivigion received the :
iUh'm recipnested ZOPScriber information T rord | b4
l | & telephene toll records. 7D
Thesze toll records were not reguestez in the IN3L.

bl

() ~WWWSES(/ Thd Icontaininq the tool rcocords, along with
thel < Jiational
Como_lance Centelr, have peen turneZ over toc the |Ac—ing bo
ChC (R/CDC)' pending a respcnse Iron fhe IHational h7c
Security Law Zranch regarding this matter. A/CDC' seclred T
the tcll records within his cffice sale. -

b7E

SE%F#?

NSL VIO-35591



S ET .

b2
T-: Inspescticon Erom: h7E
Re: (U} 278-He-021229736-V1I0, DL/704/2007

LEAD (s) :
Set Lead 1: (Action)
INSPSCTICN

AT WASHINGTON, DC

(1) Reques- IIS take zppropriate action as necessary
in response to this potential IOE matter.

Set Lead 2: (Action)

SENEXAL COUNSELD

AT WASHINGTON, DC

(U)y At N3LU, revicw inZeormaticn provided acrein and
act az de=med appropriate.

§ﬁ§§pT

NSL VIO-35592



(7

() e

1 —

8]

b6
b7

FD-962 (Rev. 03-21-2005)

SEQKRT/ /20320112
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 01/12/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

From:

| |
Contact: TA

Approved By:

Drafted By: SN

Case ID #: (1]) _223-HO-C1Z°G7532-YVTO

Title: (Uj 2al |
392

INTELTTICENTE OVERSICHT EBOARD (IZOE) ERRXOR

Writer
HNZL r=

”SYﬁCPSiST“>g£ To reporT possikle IOR error.

b2
bTE
b6
b7C

bl
bé
b7cC
b2

b7E

(1
Details:
= 1.
2 Z. a U.3. Person.

.M:§{: . Poszikle IOE Error:

-:}2(: 4. Descripticon of IOB Erzar (inc_uding any reporting delays).

rovided records in response to a national security
g

“ettdr that were bevond the s-cope of what was rejuested in the MNSL.

sent an MSL to via Federal Express on (01/03%/2007.The
conse was received via Federal E:xpress on 01/11/2007. The N3L

cognoctod coboorilbor dnformation ard £ 1 records for the time pericds

and b S g e e v s g 1) e I e "ja':"%"jl

A thiroush present for telephone
"""""""" e - Jocoporse inc-uded subscribor informaticon

snc?&(/zwzonz

OLZESSD1

ALL INFORMATION CONTAINED

| and] | 22 thesze killling statements

b1
bé
b7c

HEREIN I8 DNCLASSIFIED EXCERT b4
DATE: 12-11-2007 NSL VI@=385980v OTHERWISE b7D

i

CLAS
RE

IFIED BY 65179 /DHH/KSR/RY




SEqKET//zoszollz b2

Uy .. Tor Ir‘u—:p@.?til'un Fro: | | bTE
Fe>”< CHe=-HO-Cl229735=Y 10, Ol/17 /o

Ao not o reZlect charges from the beginning of each mopth nntil the end
of each morth, there are toll records incluced in response -—hathd

are outsice the of the MNSL and were rot redacted by The b7D
bill datec 10/08/Z confain; =211l records for the time perisd
02/23/2005 through 29/20/2005, all of whicl are cutside the scope of

~he NSL. The kill dated 11/ur/ 125 toll records for the —ine
perind 0%/21/20C5 thrc 2 Those rezords prior to

10/02/2005 are cutside of Lhe MEL.

“”M"“““:>%i: Writer :owtactedl on 0O1/11/2007
and Advided of the situation. of the rezords was made with all

redacted to oe used in the investigatior. The entire original copy of
response was forwarded to ADC 15 reguested.

T21ll records noted above as b91ng outsice the scorpe of tha ISL
o
S

b2
b7E
b6
b7C

b4
b7D

b6
b7C

sq}ﬁzr//20320112

LD1ZHE501

NSL VIO-35594



o

b7cC

oRIET/ /20320112
T \IEpection Frooaw: |

Re: .. ¥8) 278-He-0C1223736-V1I0, 01/12/2007
LEAD (s) :
Set Lead 1: (Action)

INZPZCTICN

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.

Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

112ES501 2

NSL VIO-35595

SE&*%T//20320112

b2
b7E
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szgﬁ@'r / ORCON /NOFORN

FEDERAL BUREAU OF INVESTIGATION

ELECTRONIZ COMMUNICATIONS ANALYSIS

AT LONAL, SECURLILY/PATRION ACT LETTER MATTERS
i3)
Synopsis: :?ék To jc:ument the destructicn of the Naticnal
Security Letter resulZs cktained Zrom Legarding the
idental collection cn *h emall azdr:
---------------- >< Derl m
Decl n: 2032
Refere‘n‘ge:u-~>< 273-HQ-Cl229736-VIO Scrial 1985
SE&Q:T/ORCON/NOFORN

NSL VIO-35596

Precedence: =ROUTIMNE Date: 01/14/2007 ié
To: Inspection Attn: 1I.:3 ;b7E
ORE | b6
Gffice <f General Ccounsel Attn: NSLB/CILU/Xcom 7247 bC
et il Teshmed e ) b7A
Operaticnal Technaolcogy Attn: [DE-/01TU
110
Attn: —
=R ]
Attn: IGE
From: Counterterrorism
Communications EVplDitatiOF Section/
Electronics Communicatiors Aralysis Jnit/ Room £343
Contact: | |20z 324:|
Approved By: Billy Joseph Jr ALL: TNFORMATION CONTAINED
Frahm "harlesg E HEREIN I% UCLASIIFIED EXCEPT
WHEFE SHOWN OTHERWISE
Drafted By: | |: rdg
—Case ID #i | RS ERSIS TN Ak IVARICWACT SATA Ny (Pending)
(S (Ferding]
(3 cnding) DATE:-12-11-3007
py IFIED.-BY. 55178 /IMHAFER/PW
~Pitles X) REPCRT OF POTENTIAL TOE MATITER H:ol.4 ic)
o] DECLAZSTFY ON: 12-11-2032
SSA

bl
bé
b7C
b4
b7D
b7A



(-

SEd(ET/ORCON/NOFORN

TeTor \(WEZdce of General Counsel  From:  Counterterrorism
Rev P& Z79-HQ-C1Z29736-VIO, Ul/lu/ZouY

“addread- v Intelligence Aralyst|]

the carry=
regarding heeded to ke returned to the

Details: :)Gi Ore Decenpeor 19, 2006, the Office of the General
Counsel (OZCYreferred the accidental collecti-n on the email

bl
b4
b7D
bé
b7cC

| b7A

of the Trectronro ommnrration Analysis Unit (ECRU) to the

Intelligence Oversignht Board (IOB). OGT Zirected BECAD to contact
_ 4 L

L o _ _

rher the improperly a-gquired data

oriziratder————r—r—mr———t o by the Federsl RBuarean of
Investigaticn (FBI).

0
it

0 0

;;j*ﬁ:;ljn or gbhons 01/11/2007, Trvestigative Suppo
Speciali (I | -f tre I
o t

3 <1 = esident
I
AT SRR =S el =S S L | ]v-J

Toat Tlhe D -

o

ald destroy The o e il

ided by
, for.tae-email-addzes) instead of

TELLLLILY Che rescords to the compary. | 11d not

'E
rejuire a _etter from the FBI to documenlt Loz destructicn oI the

Tenl s .

{ On 1/718/2007, Supcrvisory

"] and Supcrvisory Intellipeioc Alodas SN
dezstroved the recozds-—for were

prrovided By The hzrdodmr=Te=stures ore onredded and
the

device and made unreadable.

SEkéET/ORCON/NOFORN

2

NSL VIO-35597

it
dolTg oS e as aparng Froareo

ompxct TISk CO-Ron) was placec in a CD-ROM declassification

b1
06
b7¢C
b4
b7D
b7A

bl
beé
k7C
b4
b7D
b7A



L

5)

SﬁkﬁET/ORCON/NOFORN

Io: Qffjce of General Councel  From:
Re?““?}(ﬁ???S—HQ—ClZDQTBG—VIO, 01/1=/ 2007
LEAD (s) :
Set Lead 1: (Info)

INSPZCTION

AT WASHINGTOMN, L

(U) Read and clear.
Set Lead 2: (Info)
ZENBERAL COUNSEL

AT WASHINGTON, T

(Jy  Read and cleszr.

Set Lead 3: (Info)

OFBERATIONAL TECHNOLOGY

AT WASHINGTON, DC

11 Read and clear.
Set Lead 4: (Info)

(1I1y  Read and olear.

Set Lead 5: (Action)

Ormncerterzoariam

bl
b2
b7E
b6
bicC
b4
b7D
b7A

L =]
‘ —]
_\

| IS I |

L .- r______1

for the =smail

VRS
that ~“haolSle oo ta olbiained frou|
addresd- were appropriztely des
on 1710k
*

SEEkET/ORCON/NOFORN
3

troyved by the FRT

NSL VIO-35598
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0y e

SEsfiT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/03/2007
To: INZD Attn: IZ-

To: 0OGT Attn: [N3LB

From: bl

. b2
contact: o .
ontac o bIE

Approved By: b6
b7C
b7A

_Drafted By: | ftdm
Case IDN#{:F§§: NT7O_LO_"]1 200726V (Pending)
(3) (Perding]
Titléf”:>§£ REPGRT OF A POTENTIAL IOE VATTER;

.mSynopsis%m:>H{i To report a potential IOE matter.

e >< De&ri From =
Dec i 5 1

Reference: (3)

Details: (3) ©Cn or akbouT November 227, 20icG. apn BCPA National

Security Letter (NSL) was served tol

reques-ing the rame, =addr=ss, and length of

Terv. E Tor Toc topile —elephone numbers he ieved to belony =

The NAL,

chmitted pursuant to 13

S 79, was drar-ed by Case Azert|] of

| vrich is supervised by The

HEL suerifically requested subscriber INLolliatlioln ror =ach of —he
fz_lowing three mobile —elephone numkbers as -f the date specified
f:r =ach narnber:

S)<%ET

174D KSR /BN

ALL INFO

Z-11-2032
WHEFE SHOUN OTHEPRPUIRE

NSL VIO-35599

bl
b4
h7D
b6
h7C
b2
h7E
bh7A



SEO§;? b2
D7E
tU}"“wwkhT:: INSD Freome [::::::::]

'Re¢\:>£( DTE-HG-C100 97 36-V 10, 01/03/2007

(3) ©n December 1, 2005, the N3L was erecuted|
I | In executing this NSL,'
l |provided the sukbscriker nforration for each of

the aforerentioned numbers as of the date <f ezecution,]

and not for The dates specified on the NSL. |

1
tSh |bur?hrrmur’ The Lilne per-cdl I—=
Sted-an.rae active subscriber covyarg tlbe dateos recdiested in —he

NML. Thus lhfuLmatluD supplied b/l IfuL these two
nucers was consistent With- the recpucol —f tbe [2l.. However,
sukbecricer information LLL\ljej fUL’ bn Cecempber 01
2u06, was pot jdeptifiable tol |
Therefore erroneously provided surscriber

iSj T 10T o (] a persoen who s not relevant to the

::?é:: Reportipng from 2 sersitive and raliable[::::::::]

sIurce indicatedathatl _]was the subscriber of wokile
: 2 namberf cn Apri- 03, 2006. The HSL was
. the CTaTe BQent pasex on this reporting and <olsarly
iSJ T L'juoft~d the subscriber informaticn Zor this nurbar on

The erronecus subscriber inlormation orovided by

E::]f r thisz number on Decembe 2006, was zaquezterad by
Thizf Divigion Council of the Ioffice on Decenker 11,

SCoc.,  Reporting of this matter was celaved ocending review b1 ALC
| |of new procedures outlined in EC captioned

"REVZ2ZED FROCZDURESZ FOR THE SUBMISZSION OF REFORTZ OF PCTEMTIAL

NTELLIGENCZ CVERSIGHT BOARD MATTERS", dated 11/16/2006.

+*

sqﬁéﬁT

NSL VIO-35600

bl
b2
b7E
b7A
b4
b7D
bé
b7C

bl
b2
b7E
§ol3
b7C
b7A
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SEC%T

FEDERAL BUREAU OF INVESTIGATION

b2
bT7E
Precedence: ROUTIMNE Date: 01/23/2007 jb6
pi7cC
To: “Counterterrorism Attn: ITOZ_1
SSA' |
Inspezction Attn: IIS3
Dffice of the General Couansel Attn: MH3LF
Attn: CDC
From:
Contact:
Approved By:
Drafted By: | |
Case ID #i X% 5=VIO (Pending)
(3) (Pernding
,,,,, ‘ bl
Title: i) AL IOB MATTEKR o
€ UNKNOWN SUBSCRTRER; b7E
ol 2 b7A
Synopsis‘m:?g: ReporT of potential IOBR matter regarding
caption=zd investigation.
J— T 7) Deri : -3
D ify oOn?
Details: SN Conszsistent with guidelines regarding the e
nf coteptial TOB viclations | lic advicing that ql I b1
1D
_______________________________________________________________________ b
bTE
~ bhé
,,,,,,,,,,,,,,,, R s _Uring a routine file review onducted by AZSSA TD;L
on January 10, 2006, A/33M okboorved that the ﬁ
bR

ALY INFOEMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHERWISE

NSL VIO-35601




(3]
(5]

SEQQ?T
eeens ]

ispection
DT E-H- 010097 36-V10,

M .

"Res... DL/23/2007

bl
b2
bTE
b7

reduIl d nottficatdien.to.Countesterrorism and a Lettar Head
. s ot cpbgod -t el ey FETLEG A :‘ﬁi>”ﬂ""f:‘i":]'e---l

OO:' |

bl
b2

b7E
bhé

bh7C
h7A

I !L.‘l"flSlOﬂ To e serveq Oﬂl I;I"J

e]ﬂb(:.]_ lj PEATAT I I ool icod o the

2T

. Sep~
1*]

an EC foung The EL

: --wlﬂphone Turtoe dces not kbelong to

jnj if toll records drEmerrr ooorrzed 3 new MNaL should be
senl Lof |

fU}MMWMWMMWMmmWMWm:>€i Following this regporee, n2 further investigative
activity 4vas™conducted related to this case 3pnd po sabscriber or
t-- 1 dpforpation has ever been obtaires, | ]
| I D T T ~ o = S~ o s e [ O bl

gy L

perzonl

The error in oot preparing the operirg communication and LHM

WAD

b7E
b7Aa

an admini atrative oversiaght by
\ER{/ Duranant to the Attt ooy Coteiral gpide]inesg an
-~ T,

Fayn e A I T T e T cerrorrem

_ _)‘\—_‘llJ_ll‘a
regarding f:la
communizcations,

matter.
1705 1

Upon recelipt
will forwzrz

SEgWET

2

the orening
them t:o DOJ-OLER.

NSL VIO-35602



SEt)Q:T bz

b7E
“—T:l T \Ingpection From: : b6
Reﬁ":»>< DTE-HE-C1209736-V10, 01/03/2007 HIC

l:U:I >< Crn Janyary 11, 2007 I IADC and
) - , - .
LASAC were briefed by B/SSE regarding the
v

discovery ol olle preentoial IOE violation.

sp,é(m'
3

NSL VIO-35603



[] T JInspzoetion From: [::::::] - 1y,
~Re (S 2TE-HQ-C12297 36-V10, 0l/23/2007  C
RS , nrE

LEAD (s) :

Set Lead 1: (Info)

ALL RECEIVING OF-TICES

(1 For Information.

144

sm@r.'r
4

NSL VIO-35604



FD-962 (Rev. 03-21-2005)

SEPRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 01/25/2007
To: Incspection Attn: IZ7, Room 11361
General Coungel Attn: NSLB, Roon 7975 bl
From: :b2
b7E
Contact, JSRA :b6
b7C
Approved By: I J

Drafted By:

“-T:I ...... ' I I

Case ID #: a1 220D 36 TO

l: S :l ............................................ -} (Pe[’Adlrlg]

Title: (U) INTELLICENCE OVERSIGHT EBOARD (IOB) ERRXOR
1) o D et bl

Administrative: (3//N¥//FISA DERIVED)

iSJ ’ L N R A Y =8 W N R N AL L1 o 0 N Y 0 ST (7 L DAY A0 69 I S G DA
criminal or administrative preoceeding, including grand

vlcceedllqu and warrant affidavits, without the prior written
deLuvdl of fhe Attorney General of the United States. U.3. Ferson
FISE derived information may ncht be Sisseminated to a foreign
grvezrnment without the prior written approval of the Attorney Gensral
o»f the UJnited States. sor further policy cn digsewination, please
crnzult fhe FzI Office of General Counsel, National Security Law
Eranch.

Details:
2 1.
e
cass adent 1z SA| | annd The supervisor 1s 1S SoRA
| | bl
a1 2 bé
b7C
b2
SEééET//NOFORN//FISA DERIVED b7E
TE-11-2007 ALL IHFORMATION CONTAINED
IFIED BY 65179/ DMH/KSE/RH NSL VIO- 356 IN 15 UMCLASSIFIED EXCEFT
oR: 1.4 (c) SHOWN OTHERWISE

BECLASSTFY 0M: 12-11-2n432



SEéké&//NOFORN//FISA DERIVED bl

T izpection From: m b2
tU]“wmmRe;mm 7 27C8-He-C12257 36V IO, D1/25/2007 b7k

. . o b6
iU:| >< 3. Poooible TOR Bipro-. BIc

x g, Descripticon of IOE Error (inciuding any reporting delays):

[ 24 tho case agent for

sl tont time. made phmerous attempls fo arrandge an interview

|: S :| ......... o e ppe o b adyiee s that bepeatedly avaided
the Znterview. Finally, QHWQZ/23%2@@5J‘ bocluiesced and uads

|: S :| e i"'m*se'l"f‘ -------------- 'II

ilable for an interview with

1
b4
.o b7D

|a5 considered by

arroagant™ and "not -
) bl

b6
On NZ/2472008 o | oore rhe Epoaoc far the b7C
ISR Ets | h2
bh7E

I [TSSS Si
Fheleluiey,

erviswing agente to be "hoetile, dellant,

forthocodng™ during Lhe interview.

><f0n 04/14/200%, a MSL directing the production of
riret information and toll records was sent to Aater 1n
coculico ol Ltho N3] were recelved ry the .I The

za Jdefermined o be individialsa who wers

not cubjocts ee———————

X As a result of the NEL's findings being cont ekt Tl
Vd i

8

5]

bl
be
b7cC
b2
NSL VIO-35606 g

SﬁthT//NOFORN//FISA DERIVED



SE;%ET//NOFORN//FISA DERIVED

spection From:
JTC-HC-C12297 2610, UL/15/2007

><On 1o/o/cune, Usss sal ]
was 2 zgibil

T o ooAarate and S&

= VAN - witn the 23RA
ig} report that there & fOiSlbl_ity that thne statement that
had made a falss 1t corcerning his ce=llular Zelephone
check his not

iD

53 Lo verify.

1 :}§§ Oon 11/01/72006, sg[::::::]qd"; sed personnel in the[:::::]
oot o

PSS ISP S N [Py SR PP S PSS tal Rl W A TaTa1=UE IS SPNVETS IS

cried 1IN Che 1NUelivleiw L=2U2 0y TEOq | IThe n=l- day oA

sooued SSRA his oriziral notes to verify this fact. )
did noo recdin his 2rigina. notes. bl

N o2
”“-w:D%(:On 11/02/2006, ADC| |was alerted —o the 7R
=

booooole TO- scopcerning incorrzect ancill_ary information placed in a béE

b7cC
>§ Upon investigation of this clainm, ADC:
zruined that based on the inadvertent errcr resulting when one
Wa s franﬁpoqu for anﬂther, sitbscrl b@r and toll informazion was

LWI e I e stigation determined
that both pflﬁons ‘Assartaced-wit) were presumed TSFERS.
on 11/07/2006, SA I Iprepared a draft EC

rossible IOB. bl

mmmw.m;bgi On 12/05/2006, 3A —ontacted ADC Th7C
nform hin

that she wag rechecking the cc_lected information to b2
delzrmine Lhe exlenl of Lhe over collection.

on 12/06/2006, SE| |cortactea aoc [ Jta
nfeorm him that fhe ¢ver collected 1 ormat:con had been regues=-e
bhe remnoved from

On 12/07/2006, Intelligerce Ana_yst]
confirmed that FBI Jrece1ived “hie —oll
iSj e billing records. fod nurber with a 10/26/72008

On 21/12/20607 SAI kontacted ADC Ivia o

mail to inform him t]af she had the e-mai_ chain verifying the removal
~nf the cver ccllection wazZerial fromw

r.)

Q_w
i
D

Tne first report of z possible Z0R violation was centeprad or
fhe fact £hat a false s-a-ement hal mistakenly be=en added fo the
| |bu1+hur investigztior Zeftermined the [CR to center more
Ot e dnadverient cver ool lect ion losue.  Ou 17/13/7006, ADC[::::::::]
dizccusced this potential IOB witH Jof NSLE o

det=zrmnine the best way -0 handle TS TOE 10 aorngination with ~he
bl

b6

b7cC

b2

SE;R?&//NOFORN//FISA DERIVED

ol
e

NSL VIO-35607



() -

SE&K&T//NOFORN//PISA DERIVED

Ty Inzpecticon Frooaw: | :b2
Re>< ZTS—HQ—CIL‘L‘BTQw—v' TT1/.5/ 2007 b7E

revisoed procedurces of reporting potertial IOE matteors. Additiconal

de”_ays cocurrsed in oan effort fo provide dus diligence in assuring
there was no further, nor additi-onal, -ver ccllecticon and to correct

any practices that may have led to fthe pogsinles I0Z(s).

SEﬁkFT//NOFORN//FISA DERIVED
4

NSL VIO-35608



SEC / /NOFORN//FISA DERIVED

e

e ngpeotion Erom: I b2
Rei - (3 2T8-HE-C12297 36-VI0O, 01/.5/2007 B7E

LEAD (s) :
Set Lead 1: (Action)
INSPECTTION

AT WASHIMGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

GENARAL COLNSEL

AT WASHINGTON, DdZ

(U)Y For action deemed appropriate.

*

SE*QET//NOFORN//FISA DERIVED
o

NSL VIO-35609



FD-962 (Rev. 03-21-2005)

SEQXKET
FEDERAL BUREAU% INVESTIGATION

Precedence: ROUTIMNE b2 Date: 01/25/2007
To: Inspsction bh7E Attn: IZ5, Reoom 11361
Zeneral Counsel b6 Attn: MNSLE, Room 7975
h7c o
Attn: AsSicC
D0 |
|
From:
Sjquad
Contact: SA| |

Approved By:

Drafted By: o

WCasemIDm#fm:>€i 273-HO-C1229736-YIO
o .zeﬂﬂom -n

bl

Title: iJ)  XEFORT OF ZOTEMTIAL IOB MATTER b2
Svnsnste: » o , b7E

ynopsis:- To report possikle IOE error. e
............. Derived Fro fuary 1997 b7C

Declassi 1/25

Tre contdorned Hotortd ol Tt ol docnco (rorad adat Do oot foa-

1 A (=

L S N N i I =T LTI .

ional Security Letter (NSL) was issued in the above
se to chzain s criber irformation guod apnncocimazolss
of toll record: telephone numcer

]

I Lol LTI LT LR AL at LU UL I
L, Two ol The digits 1n the Telephone nuiibher were transposed

~esu_ting in the reguegs o subscriber dpformation gnd toll records
for tolepnone nunkbor The NSL
was acproved and Jdggiled . and the ~oprrder provided presoprds for
te_ephone nuamkber The records on

SEeKET

ALL INFORMATION CONTATNED

DATE: 12-13-2007 HEREIN 15 UNCLASSIFIED EXCEPT
CLASSTFIED BY 65179/DMH KSE/EY NSL VIO-35618FrE sHOWN OTHERWISE

DECLASSTFY -0l -12-13-2032



b7C

b2
b7E
bhe
b7cC

SEG‘%T 'bz

] b7E

the CD were then uploaded i
i of the errcor.

(1J)y &After the carrier

01/25/2007

nto

's r

eturn <f the NSL and cor

prior =«

reccrds, an analyst from ancother division t—he nubers
had been transposedand folochoni-olly not Agen=,
Special Agent (sl who preparesd toe HNZL.  On January
b, QU SA informed his supervisor, Supervisory Seniaor

14
Resident Ageft Toorm) |

| -f the error, On

J

ALay Sy

07, Sh and thgl |rev1ewed
for guida -

nce in reporting the matter and Zaking

‘ei“inql

pp—
[0

ST

2 the e

e
Tcchnology Oporations Divis

dirscticon, the original and one copy of the TD containing

QAi Iand

subzscrirer information and
stored in a safe locazZed in

c
e General Zoungel (ASC)
ftacs

Zror

icn

toll

T

WD

Division'z2 “hiel Lilvision counsel and

Lpolicaticns.
ate Division

o

On January 2,
unse=1l (ADC)

SA[::::::]also facilitated the

vil of the records from Telephons Rpp_icatigpg by The Tolormation

(ITOD). Fer 2D

records yere gseciired by

s

thel

sméﬁET

NSL VIO-35611




SECRET

(U~ . To: lInzpecticn trom:
“”Reemn>$<f Z73-HQ-T1020Y36-Y10, UL/25/200Y 12
b7E

LEAD (s) :
Set Lead 1: (Action)
INSEECT LON

AT WASHINGTON, DC

() For appropriate action.
Set Lead 2: (Action)

CENERAL COUNSEL

AT WASHINGTON, DO

iU) General Ccunsel 1s reguested to review the
circumstances regarding the possible ZOB viclation and to subsejusntly

provide ADC[;::::::::]direction recarding the disposition of the
records which were 1nadverzZently collected.

*" b2
b7E

SE%‘#T

NSL VIO-35612



FD-962 (Rev. 03-21-2005)

()

-

SE@(%T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/19/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975
b1l
From: .
b2
Contact: T-0 b7E
b6
Approved By: b7C
Drafted By:l lkg
~Case--»~ID-~~#»-:-~~--»>< UL HO_ O] 000y S VTO)
()

Title: iy DCSEIELE INTELLIGENCE OVER3SZICHT EOARD (ICE) ERROR

’msyﬁopsis{>2€z To repor= possible IOB error.

mzpﬁ{: Deri T G-3
D sSify on:

Detailsj

-, = .S, Person Bl
I:U:I e ><| 2. Pozszible OB krror: ;b‘:‘)
b7E
(3) bé
bh7cC
':U:I e X3 4. Descripticon of IOBE Error.
(3) A Mational Secur jbedetter (K3L) dataed 09/12/2005 I I
| |was submitted to rezuesting subscrikber informatlon,
) T apeact 1o sl Joogs a1nd o e—pna g | Hes ey e f st o g
bl
b4
b7D \
e
b7C SEgKET

ALL INFORMNATION

DATE; 12-11-3007 HEREIN IS UNCLASSIFIED
CLASSIFIED BY 65172, THH/KSR/RY NSL VIO-35613 WHEEE ZHOWN OTHERWIZE




18]

bl
b4
b7D
b2
b7E
bé
b7C

URE

SEQRRT b2

b7E

55 5

~] DO

T Ingpection  From:

Re 2Te-He-C1229736-VI0, DI/19/2007

the NSL was scorved by FEIJ ITh“ recults were roccived by
| I3 | S e re o rwarded te wizh an ETZ

dated]

(3) [::;]frrvidpd the MN3L results 1n paper format. The
subscricer Information and Trans s pdeecdo SRR FVC SIS A RS2 SIS S R
wele ipgedigtelyv reviewed for use

The e-mail header Infcrination was copled and the

CLon-lial wae Llaced in a 1-A envelops., The ooy of the e-mail headsr
nfermation was put aside for review at a later date. The case agent
s the only purqon agsigned to thisz investigation. LCue to the high
umme of information received, the casze agent pricritizes resul—s to
riew ag it ig received. In this matter, the case agent 4id no=

MDA RSV fhg[;;:]e—mail header informaticon until On
the case agent noticed that a subje ne was 1ncluded in

(s

bl
b2
b7E
b6
b7C
b4
b7D

18]

t 11
the e-m3ai1l neader informa=-ion. (The N3L that was served toE::::J
specifically noted that messzge corntent and sucject fiszlds should not
Le inzluded). The case agent immeslately sejuestered the original
resu-ts that were stored in the 1-A envelope as well as the copy that
was made Lo dlbe ol ginal,. Since tlhe as ot of The
office orf and | tbc wag oot ablc to
notify ths —oC apont —his matfter until on | fhe

case ag=snt provided the original ard cipPyV C©Il thie records td

CDCI I

(3) O ICDC corducted a tajpt review of —he
reccrds provided Dy T oo ~etermined that srovided Two
cete of records to the Divigion. UOne set (numbered pagjge 1

biroaigh pagel Icon;ained Lhe lmproperly provided e-wmall hegder
nformation. other s=t (beginnirg at the rottom of paade
Thr:uwh rage [__] @cn=ained the same records but wifaout the

cerly provided e-mail header information. Orlf | Sinls:
gequestered and gealed thosge records which copfaipsd the
nproverly provided e-mail header information. CZDC will
naintzin the zejuss and gealec records under locked condi—iong in

eturned the records which did not contain
-mail heaczer information to the case agent

his office. DO
the _mproperlj pLQV1.
frr sovestigat o ;
b‘y’D to theo|

5D

(2) Mo informaticon pertaining to the tainted e-mail header
nformation was entered Subhgsecrikber information,
transactional records, and The proper e-mail hesader information
iwithout the subject line) is keinz stored In the 1-A at this Zine.

SE&ET

NSL VIO-35614

ses in that soel records were properly provided
Division in regpongse to the above-sTazed HEL.



SE;&T bz

i
Do ngpe=zction From: P7E
(IT) e Rev 278-HE-01229736-V1I0, 01/19/2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

Sﬁ&&ET

NSL VIO-35615



FD-962 (Rev. 03-21-2005)

SE@RET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: Inspection Attn: I-7, Room 113261 ‘igc
Zeneral Counsel Attn: NELE, Roon 7975 B2
From: /E
Contact: SA
Approved By
Drafted By: Ilgc
Case ID”#YM“Egi Q?Bi§8jF1229756—VIO
........................ > oo T
X
Title: iy REPORT Or A TOTENTIAL IOEB MATTEK
i) INTELLIGENCE OVERZIGHT
\ | Z bl
Synopsis: | To report possible IOQB error. b2
b7E

Derl rom . -3
Decl 74 . 1

Details:

1.

[#]

7l
N

Posszikle TOB Errar:

X
(ad

—
193]

.M:>xﬁi 4. Descripticon of IOE Ersoor (incloding any reporting

delavys).

S%ET
ALL IHFORMATION CONTAINED

. REIN, IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179/DHE/KSR/RU NSL VI 16 orerrTa
FEASON: 1.4 (2] ‘ o

DECLASSIFY ON: 12-13-2032




bl

b2
SE%Q, b7E

bé

I:T_T:I S))~ 1'1| T Frome »7C

TEO-HQ-C170 9736V 10, D1/12/2007 b4
b7D

s |
I lf’?ql.leStlI‘W il TR TN Sl =N = aTa
ol e 0] ll‘lIOI_‘lTlaT:J__OI’L Lol Lelephineg rumbers

I—

On 12/22/2005, ISH
to] | =Tl

% . reiyed fror] Hi
az a reszult of the NSL describec ve. These records were QQQL;LgerZ
Aigitally in a Memorex CD-R. There is n: indizaticn that 3&] '
reviewed the records received fron] |

i j LN On 4/ 1S/ Une T CASE THUNEE Y vas transferred th7¢
'z 2

A D

2o I In z communimoeromT—oro o 1/ 2006, BA
| | spec 1fically noted that review and analvsis of the rezords
T was sti l to kg completed. On or

printed out the records received from
oh o papcr. Sde Loiitied these paper

|: S :| e Lo e In sechlion.ofocase-Sil)- However, 32
|did not review or analyze the—fmprer—orT——

S 00 103142000 rase HUnPET | jas transferred t£o
N . » . . .
|On 01/09/2007, The writer -—cnducted an initial
ords printez out by SA:;. The le*:‘r

|:S:| """" LA Lororttyrrecetved-fer-telepnone nunber
Howover, no records wers Leuelued p—
|:S:| ---------- T 'E’;;pi’luﬂ TN E L oLt reccrds for ancther telephone
namser were receremm———————— frnadverzently
provi dcd telephones records for the wrong te_sphone namber.
fJ‘ On 01/09/2007, the writer segrejated the paper records and
Lhe igdizal CD-R ﬁun_alnlng the recocrcs that were incorrectly sent by
| | This FD-967 serves as Jocumentation =—hat the
te_ephone records that were incorrectly sent were not analyzed.

“nfermation from these records was not recsrded or indexed in FRT
cphone Applicaticons or any other Zatabase.  Finally, these recorxds
= ot copied or reTained in oany Zorm.

[ag]

(1] Per instruc-zicn from Ascistart CDUC
Division, on 01/12/2007 the writerTeoTroyed ol ool oaated
papesr records for the telephone number that| |
neocrrectly provided g the FET.  The writer 3150 Jdesfroyed ~he
original disk sent byl 1'his process was
S :I ] Wil essed by _:‘,Z\I | [T EVEE R ST TS S T SRS S ER I ALY SRR AT .
i corrafttoleprnone nunkbors ) woere bl

bé

ssag b

- b7E

NSL VIO-35617



Inzpesction From:

rotaned for analvoic

SEéﬁ'

2TC-HE-C1223736-V L0, 01/12/2007

and retentior in the 2-A coction of

bl
b2
b7E

NSL VIO-35618

TATC

nunloc o



SESK;T

: SRR b2
b7E
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

sn’.ﬂq@r

NSL VIO-35619



(Rev. 01-31-2003)

sz)ém'

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/08/2007

To: Inspechticn Division Attn: Internal Investigations
Fection (I328), Room 2041

Office of General Ccunszel Attn: laticnal Security Law Branch
(METE;, Rorm 7947
From:
Contace.: oA ,
b2
Approved By b7E
be
b7C
Drafted By: il
W - ,,
Case ID #: 278-HO-C1229736-VIO (Pernding)
(Ujmmmm~mwTitle:“:)$i; REFORT Oz A ZOTENTIAL INTELLZIGENCE OVIRIIGHT
ERAXD MATTER

........ MNMSYnDPSiST“:>§E To report a potential Intel_igence Oversight
{7 F-ard (TOZ) matter.

) > b7
..................................... ( De rom b7D b
Dec i : X1 bl

BoX:
ﬂUJ“”““”“Enclcsurefsif”“:hgi Enclosed are the Electrondzc Communication and 7D
Mational Security Let—er (MSL) submitted tcl b2
. / . ‘ . ) b7E
Details: E)QL The circumestancegs gurrounding this potential LOE bé
wers zoleld e responsibility of] | FBI is, j
however, repoptipg the po-epntiz]l ~riolat_-on 3= redujred, DPowasy :b7C
iSj e femaalgreinnd | b7A
|3 Unitaed States
=L o1, -y oh=-Tar v J=Il- t,hz-\;i I whicn 1s set to
ezpire on 01/11/2007 (request for extersion vending).
--------- Rt }XS’ Crnn or akbwous D&/15/2006, an H3L was sukbmitted =—o

{7} I Irequestlng electronic communicaticns transactional

rec:rds 1atcormation, —o lnclinde 5 7“"iﬁﬁ]of Service, bl

and trancacticnal records, for the ,I I:b4
" b7D

SE |: g :| b2
b7E

ALL INFOEMATION CONTAINED
NSL VIO-35826T¢ I5 UNCLAZSIFIED EXCEPT

By 12-13-2007
L1e-13-20 WHERE SHUWH OTHERWIZE

IFIED BY 65173 /DHH/KSR/RH
DECLASSIFY . 0Ms. 12-13-2032




o

o DTy Offl ice of General Counsel  From:
Re:. (% FTO-HCG-C12097 2610, 01/08/2007

SE*ET

IprﬂVided with the sulb]
N ress.

""""""""""""""""""" >¥é) Cricr akout 09/12/2006, fthe

~t's rname and

@

resu lt of the HsL
were recelved by The results inclyoded g s ~opy of the
subscricer informaticn for the subject and a Z.bo"

flovpy disk. A preliminary review of ThE Lara copy documentation
revealed that_the appropriate subscriber Znferration was
submitted by

cnd review of the
led tnat the hard
information, which
c" flogpy dishk

< Cn or abou_lo/ 0/ 2006
reczived information from
22py information was tThe sub]eCct's sLb
was avprorriate. A curscry review of

b2
b7E
b4
b7D
b7A

bé
b7C
b4
b7D

revezaled that 1t contailned emall qoniorl fol fhe sabject; this b7B
nformaticon was ilnappropriate forl to sabmit. AL no
timz was the content of the sukject's emall requested, only the
subscrirer information. Upon the realization that tnis
nformation was not officially requected via the proper format,
thisz information was appropriately secured and subsedquent
n-tifications were made. The email corntent was not thoroughly
reviewed Ly tThe case agent or zny otler Federal Eureau of
_nvestigation emploves.

e, :}{i As of D1/08/2007, the 3.5" fleopoyv disk and the bE
printed c#ntant of the 3.5" floppy dicek are double wrapped and iy
secur=d 1 Supervigory Speclizal Ager:l (ssei| |:}&,.b/C

2a3se ajJent'zs supervisor, safe in his office. This information
will re maintained in a secure environment pending adudication
and subszejquent instructicns as to itse cispeosition.

sx;b@'r
2

NSL VIO-35621



SEq({r
b2

T Offire of General Counsesl From: :
I:U:I Re>< JTC-HC-C12297 3610, 01/08/2007 b7E

LEAD (s) :
Set Lead 1: (Action)

QFFTICE OF GENERAL COUMNSEL

AT WASHTIMGTON, D

M-

t ? ¢ For action deemed appropriate. To advise Lhe
Hational Zfecurity Law Branch (MZLB) that the documesnts that are
prtentially in violation oi:fEE matters are currently sealed and h2
secured in the 5SA's safe. | will awalt W3LB's gualdance to bTF

mine the appropriate action regarsing the disgosition of

documesnts.

Set Lead 2: (Action)

INSPZCTICH DINVISTON

AT WASHINGTON, [T
iIIJ’““”“-MmeWM::§zi: For action deemed appropriate.

*

NSL VIO-35622



FD-962 (Rev. 03-21-2005)

SECHRT//20320201
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 0Z/01/2007
To: Incspection Attn: IZ7, Room 113961
Ceneral Counsel Attn: NSLE, Roon 7975 b2
Attn: ASA0 b7E
~Dr I he
h7C
From:

ontact: SA

Approved By:

Drafted By: | Ijgc
“Case ID-#: ZVB-HO-Cl229756=-YIO bl
................. 67 F— AB455-TOR )
b2
Title: (U A b7E
3S; | b7D
INTELLIGENCE OVERSIGHT BOARD (ZO0OE) ERROX b6

”Synépsiéf:>§i To report possikle IOB error. b7C

om . =
i Oon:
=y 1.
3 Z.
2 2 Prgzille JORB Erro-: E-mail content provided.
3
s 4. Description of IOR Error {(including any reporting
delays):
B s ‘:EE(: On 11/06/2006, a HWatioral Se-urity Letter (MSL)

rceqguesting the name, addrecssz, length of cervico, and clectronic
czmeaani cation transac-tional records, £ o incliades =2xisting

transaction/activity logs and 21l emzil header information (not <o

sncké&//20320201

NSL VIO-35623a11 InFORMATION CONTAINED
HERETH. I3 TNCLASSTIFIED. EXCERT
WHEFRE. SHOWN OTHERUWIZE

DATE; 13-1%-2007
CLAZ3IFIED BY S£5170/ LNH/EIR/BW

TECLASEIFY o 12-1%-203¢



bl
be
b7cC
b4
b7D

sk‘ﬁr//zoszozol

T dngpect Eromme
“R@r“:)xii 2T E-HG- 'l‘ 9736-VI0, 0Z/01/2007
Trnedde oo oo copbont opd/er cubject ficldsl, for the address holder
ol :mm|
was prepared and acproved 1n acCordance with
Lhe Attorney General Guidelines. The Lol oS seorved by the
I Division and on 01/11/2007, PLU\ldcd the
resu_ts of the NSL tc the Field Office via e-mail as a
CTuurte: noting that a hard copy -2 the Znformation was in —ransit to
;@Q: A review of the reszults of the MN3L revealed tha=
What™ the case ajent determinez to bs ressage content and/or
ields ;pgplflpdll the ferm "Subject:" was identified
imes followed by a m@qo:je topic Blso, case agent
correspondences between irdividuals. Tne details of <hese
Aot menorized, however, case agent discerned that message
the kody of messages, and meszage closings were identified,
ressages content that was rnot requested ky the FEL This
informaticn was not utilized by the case agent 1n any analysis nor was
It docurented in the case file.
~~~~~~ e . Tho —case agent first revicwe JL11/72007 o-mail
frﬁml N Division on 01/16/72007. Division Counsel
was contacted on 01/17/2007 and it was determined that a possible I0D
\-carred.  Case agent contzctel Wiaing
stigative 3Support Specialist (I33) |as she
was the gender of the soft copy corntent material. L5
was advised of the sizuation and verified that she did Tom Save 2 copy
o»f the naterial on her computer. ISS | noted that zthe
nformation was only senl Lo SA| | Liie case gueri Gt
subnitted the MEL and wrizer of this correspendence. oy |
|3uted that she hags never experienced this problep with

M

“II Ll rast.

335 |acreec to query her
reqgarding tne informa-icont pooviaed as a means for
why the information was provided, or_fo identify TH9
mads. Case agent requested thzt IS4 |permar
any coopies of the original e-mail transaction that was
maintzined within her e-mail.
i)égi Crn 01/1&/2007, ca acent rogodved an o c-mail from ISS

Jreqgarding —his

Iexplained

o - -

I rd
‘ | o£f]

noted Lhat he 1nclide

account in error.and-he raquéite:

destroyed. Additicona llJ,E::::::]advis

§=n {4 T W ST I T B A= A
=2d that

he would

provide a new Co-R to dpcliyde only heacer information for this

account. ldsl
meEssaye she orlginally sent. which also crntainsd

nfocrvation.

Sg?kg;//20320201

NSL VIO-35624

|noted trat she would delete the e-mail

e aontent



SEééET//QOBZOZOl

(]

To: Tnepecticon  From:
R@>< 278-HO-71020736-V10, (2/01/ 2007

[TT) o mmz>(: Oon 1770272007 casze agent permanently doleotes thie
criginal efmadl messaje which was received from 133 |

an

= 3 ived an e-mzil mezsags
from I3s|” N notirg _that ed =—he origiral CD-F o~
01722 /200y Add1-1onally, LsS

01/3 /2007, SF | nozed thatl I
of provided a3 new CD-R which -ontalned the appropriarte

o

infornacion that was originally requested by Lhe NEL served on

b2
b7E
b6
b7C

s;;\ﬁ:'r//zoszozol

NSL VIO-35625



SEd}éi//20320201

T Insp=ction EFrom: I
Re. S 2T9-HE-C12297 36w 10, Do/01/2007
LEAD (s) :

Set Lead 1: (Action)

INSPZCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.

Set Lead 2: (Action)

*

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

SEXRET//20320201
4

2

b7E

NSL VIO-35626



FD-962 (Rev. 03-21-2!

005)

B2
sn%m//zoszozm bTE
FEDERAL BUREAU OF INVESTIGATION bo
bi7C
Precedence: ROUTINE Date: 0Z/01/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
Attn: ASLC
o] |
From:
Contact: =A b1
Approved By: b2
m. L bTE
{ :|.w..,__,___D_J:,§fted By: I ljgc b6
- pIC
: ZW8-HO-C12297/36-YIO b7D
{1y es.'?F-I L A6 9455-TOR 2
Title (1) 3A ]
SSA
([I? INTELLIGENCE OVERSTSHT BOARD (ZOE) ERROX 1
”éiﬁaﬁéis{:)EQ:: To report possikle IOB error. b2
b7E
Ssify On:

Details ]
=y 1.
sz,

m o
=y

m X

_______ e RI) :
iI]?‘””“MchUO“fln;:?gi name,

4.

Dogadlle JOP Frro-s Fopsdl coptent prov

i 3ed

L7200

delays):

coneaanil cation

ftransaction/activity

DELLAwﬁIFY GN.

‘19

LA-ai3e

‘_,J_J_J:'l_J_'_)11 L

L

S I RV S S B \Lll'__'_l'._.lJ_llkﬂ :lll_’l‘

On 11/06/200G6, a4 NHatioral Se-urit
address, length of zervies,

transa

cTicnal records, Tooincluade
logs

and zll emzil headsr in

SEéﬁBE//20320201

NSL VIO-35627

T i nJ

v Le=tter (M3L)
and clectronic

=xisting

formation (no- =—o

ALL INFORMATION CONTAIEED

HEREIN 1% TWHCLASST]
WHERE - SHOWN OTHERVISE




T/ /20320201

"*;wtlln Ercmme
—HO-C1229736-V L0, 0Z/01/2007

rc‘

TN el T SR Tl ol i i ’\rj/.”,: SRR e Dok i o W e PR P Sl o SV S Ve o B PO o i = | or

el i
Was LoepaLled alld drproved 1l arcorgdalics with

s oey General Guldelines. The MN3L was served by the [:::]
Division and con Gl/11/2007,| lorovided the

Tg of the N3IL tc the Field ©ffice via e-mail as a

bl resu.
b2 c-ourtesy, noting that a hard copy oI the nformation was in —ransit to
b7E

tUb4 e AN B review of the rezults of the NSL revealed tha-
b7D supm”ied what the case agent determirez to be ressage ‘mhten_ and/or
hé subject fields. Specifically, the term "Subject:" was identified one

W

b7c timz followed by message topic. Alsz, the tezrrn "Thread Topic™ was
dentified three times, followed by information indicative of
cirrespondence subject matter. This irf-rmaticn was not utilized by
the cass agent in any analysis nor was 1t Jdotumented in the o—ase file.

(0} T “EE{? The case agent first reviewsd the 01/19/2007 e-mail
Irom' |Division cn Ol/7z2/2v07, | Divigicon Counsel

Was COnTETT ST o L/ 22/2007 to advised of t] 2.
Cn (01/22/2007, case agert conta -hedl ]

{7y " Divisic nvedtigative Support Specialist (I29)
s she was the sender of the sofft copy content naterial. IS

I
was advised of the situation anc verified that she did not save
a copy of the material on her computer. 2SS | nozed that
the nformation was only sent to 3SA | The ~ase agent
who subritted the HNSL and writer of thieg cerrespondence.  IS3
gyre=d Lo guery her cor:tact regarding Lhe Informal lon
prov-oded a3z a means for fLo explain why the informaticon was
provided, or to identif’ 2L 2N errar was made. Caze ajent rejuezted
that ISG permanently celete any copies of the e-mail
Lranszacticr, which iliicluded the corftent material, that was possibly
sti]ll maintained within her e-mail.

iUﬁ”m """""""""" “““W“>¥6' Cri 01/25/2007, zase azert recsived an e-mail from ISS-bZ
/ Nl regarding zhis matter. ZSS] Explained |
that |mf| was cortacted rejarding this error. jb7E
notoed that he —onla not e;plilh why thiz crror occurred, yct,-b6
e aoed to correct the proklem. o yie
3’{ Cr 017317200 t ived il b
- o ) o1 1/ 31/2007 case agent received an e-mail message :
fUﬁ“”“frou IoCI N Inoting that she destroyved the CD-R which b7Db
czntained e-mail content, per the rezxusest - f mrl |

Additicnally, ISS' Inoted thatl IpLondcd a new CLD-K
whizh contained the applopll=re ilnformation that was originally

redguezsted by the NRT served o

SECQ#?//20320201

NSL VIO-35628



sEGXET/ /20320201

T Typection Fromm:
[TT) - Rer N 278-HE-C1229736-V10, 02/01/2007

inAwmwwﬁmw- Cro OZ/01/200Y csce ageont permancently deleted —he e-mail
negsage f2oeiPed from ISS whi~-h contained the conzent
nformation.

(1 (Mote: This was the second possible ICB error tha=z
regu_ted from the sames rejuest. Both errors were identified as
separate incidences. These comments are provided to clarify any
confusion associated with the two extrems_.y sixilar incidences
occurring in oan extremely closs time period.)

b2
b7E
bé
b7cC

S;&E;T//20320201

NSL VIO-35629



(-

SE;&@&//20320201

b2
o Froane: : bIE

-

TeTor Jnopecotis
R(:>< ZTE-HQO-CL22G736-YTO, O7/01 /2001

LEAD (s) :
Set Lead 1: (Action)
INSPECTICH

AT WASHIMNGTOM, DC

{11y  For ac-ion deemed approcriale.
Set Lead 2: (Action)

GENERATL COUNSEL

A1 WASHINGTON, DC

(U) For acticn deemed appropriats,

*

ss;iﬁr//zoazozm
4

NSL VIO-35630



FD-962 (Rev. 03-21-2005)

SEqﬂéT

FEDERAL BUREAU OF INVESTIGATION

A1

Precedence: ROUTIMNE Date: 01/29/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975
From:
b2
concace.: BTE
b¢
Approved By: ‘bj
b7C
Drafted By: I L scc

Case ID #: D= 273-HQ-Cl229736-VIO T
Title {11y 3A :b2
ereyay b7E
INTELLIGENCE OVERSIGHT BOARD (Z0OR) ERROX :_b6
.................... Synopsis: To report possible IOB error. ;b7C
bTA
Derive :
Dec on: 32
Details;
= 1.
sz
(L1 :}ﬂ: 2 Prszikle IOER Error:

METDK Secticon Feferernos.

(Uj,_ _________ w1 4. Degcription of IOR Error {(inc_uding any reporting delavys).
7N
SBERET
bi ALL THFOPMATION CONTAINED
DATE: 12-11-2007 b2 HERETH I% UNCLASSIFIED EXCERT

CLASSIFIED BY 65179 /DMH/KER/RW
REAZOH: 1.4 (c)
DECLASEIFY oi: [2-11-24532

:E%LEVI 0-3 Slggfﬂ SHOWN OTHERUISE




m -

1o Irzgection From:
Ret.. W TTL-HO-C1229720=-Y 10, 0L/726/2007

Lelieved - had keen grarted by Tounterterrorism.
isgsus qe N al Se-cu-ity Letter £o 3 financial
institution and
Do-dyns o oo L 0 B B =2 S 5 G 55—~ D 2. B =31 M= e e 2 e =Y )
(U) By revizwing Lthe case [iles, Primary Casce Ngent has since

dismovered that the clectronic communications requesting the

crtencions hagdog o uploaded, snz are ztill saved in the dra
folzer on the Division share2 hard drive. Although t

Haticoral Cecurity Letter has been delivered to the financial

D

ingtdtyut o cn,. no information has keen coollected frow that insz-i-ution,

fts
he

b2
b7E
be
b7c
b7A

aru has keen collected. FPrimary Zasze Agent has contacted the

Serurity Letter. No investigative acbivity i
expiration of tie Preliminary Investigations. ITO3 IT, PRGIH

SEQRET

NSL VIO-35632

hras

e
financlza_ Instituticn and instructed trem to disregard the Matlonal
a8 cocourred since the

lhesn

b2

b7E
b7A



(Ui

SEQKET
b2

*

*\TQ’ Tnepe~stion  From: | b7E
Fer N3~ 272-HQ-C1229736-VI0, 01/2¢/2007
LEAD (s) :

Set Lead 1: (Action)
INSEFECTION
AT WASHINGTON, D2
iUy  For ac-ion deemed appropriate.
Set Lead 2: (Action)
EENERAL COUMNSEL
AT WASHIMGTOM, DC
in EFor aczion deemed agpropriatce.

szdhg?
3

NSL VIO-35633



(Rev. 01-31-2003)

SEﬁ%&T

FEDERAL BUREAU OF INVESTIGATION

b2
b7E - .
Precedence: ROUTINE be Date: 01/31/2007
DB
To: Inspecticn b7C Attn: II°
zeneral Counsel Attn: MNSLE

From:

concace. 0

Approved By:

Drafted By: I‘ lmat

bl

(TJ) - case >#: X6) 270-HQ-C1220736-VIO  (Pending) b2
b7E

Title: (U) REPORT OF A POTENTIAL TOE VATTER b6
b7C

U mwNmWSynopsiST“;>§; Possible IOB erzor Zor ncon-ccrncliancs with a
f h requirerent of the Attorney General.

o

From _ =
e : 2z
(e —— - »
MW;:?gi\ Crn 01/17/2007 ‘ spcke with 3S5A
[:::::::]at ITCsS IT. 38A azvised the PI extension rejuestz
was not received by ITOZ il late Decsgoer ~006 and had not
vet boen approved. SSAl Itold TFO CCre wWas

X{ET

WHEBE SHOWMN .OTI‘IERIJI::E‘ -

NSL VIO-35634



Sékﬁg&
(TN 70 NInspection From

27C-He-C12237 36V 10, 01/31/2007

sufficient justification =—o warrzant the sitension. TFO[::::::::] bl

took no further acticon on the PT ard iz waiting on ITO3 IT .0
extension arpproval. Zbé
b7E
; 2 N 1 I T T D [ T e H I TF T Ty :b6
ST 7N pc

SEPEET
2

NSL VIO-35635



SED<ET
N
T (Ingpection From: [::::::::] fb‘
(17} Re>< D7E-HG-C1229736-v 10, 0DL/31/2007  DYE

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1)  For action Jdeemed appropriate.

+*

SEXCET

NSL VIO-35636



FD-962 (Rev. 03-21-2005)

saéé'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE :b2 Date: 01/29/2007
b7E
To: Inspection bé Attn: I-%, Room 11361
Zeperal Coupse] H7C Attn: MNSLE, RKoorn 7975

Attn: TDT/Legal Unit

From:

Contact: S0

Approved By:

Drafted By: | J: scm
(U} CaseID#>< 27RHQ-C1229736-YTO !
(Uy 278 Cl3637Z sz
k7R
Title: {U) INTELLIGENCE OVERSIGHT EBOARD [IOE; ERROR bé
Uy o ‘ b7cC
Synopsisi Report of a potential IOB matter, b7A

-

Derd From - =
Decl i - X1

Details:

[#]
Al

tUj.me% 4N Case Agent: 370
Supervisor: 3SA
M ToOLE Lol TNl llgrline Shllve_Toalloe Act (FISA) regues=t has

fU)“MmMM:>x<:
n sucnitted to Office of Intelligence Pclicy and Review, Department
Jusztice (OIPR). .
N ) ‘bl

Poszible TOB Erroc: ;b@
b7¢c
= b7A

[ORNO RN

=

in“wmwm:><i LDeceoription of IOR Error {(incluzirg any roporting delave):

b2
b 7A SMI HEREIN--I 51
WHERE. - SHEW - DTHER]

2=1l-2032

NSL VIO-35637



SEQ¥?T

T rnypeation From: | |
[T) Rres O 278-HE-01229736-V10, DI7-0/2007

7N
ey A Hazional

b2 Security Letter was approved by | | And

M | |served on l Thig ST

:b7E was fo1 Toll records reliced £o felaphorme pirnosre

b6 l

b7¢ 1 | Sre~ia] Federal Offjicer received]|

b7 | |- 1eTT=r rescorpas F‘oml |anj 3

b4 CD disk. Upon review of the letfer response found thaz

: e J‘_‘njj_ng to theesbeoriber s fi e the 1 - =t ed telcr-cre mumber wAas

b7D subzcriced to bﬂ Ls of

[Trecomtiinied le s=fv__e DL This Lelephong
T e Lor o paynei- . Upon further review[::::::]found tha-=

hzd also forward informaticon or. the new sucscriber of the

Eclbope namber. E::::::]then oper.e™ the TD that nad keen provided by
| |and discovered That _flhore ﬁere 4% vpages of toll calls for
T-th 1o-al and long dis<tance. als- found that the first 30

te_gphone calls wgreg Jduring the timel Ihad sabscribed o the
te_=zphone number.l made a copy of pajge one and blacked -out the

othzr phone numbers on that page. The cother vages were destroyed.

an contacted 33 and advised of what had kbeesn
retarned to hiim from AT ara;egaLl rﬁf ~he
l | Division's Zegzl Unit.
e N | Lot oql I}’ﬂ:‘
bo tﬂL?FﬁUﬁ?ﬂ | and reportes the possible error.

b7c stated that they had followedrthe_in1truction9 of the MNSL that they
b2 bad gepes ey opy sy joed - bial gty 4 dJeod oyt he ()

b7E
]

SE?E{T

NSL VIO-35638



SE%T b2

T ngection Fronm: b7E
Rev DJTC-HC-C12297 2610, 01/7°29/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

snxz'r

NSL VIO-35639



FD-962 (Rev. 03-21-2005)

SECEXT//20320205
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 0Z/05/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
] Attn: ASAC bl
~ocf b
b7E
From: 6
Contact: 3sAa bic
Approved By:
Drafted By: | kisp
|
|U|\ ------------------------ Cé‘s‘é-“ID““#“:““““‘X DR RS 11 Vo T BNS WA N AN SR 17T
(=)
bl
Title: {1y 3A "o
ek | bhTE
in,w NTELLIGENCE OVERSIGHT BOARD (ZOE) ERROX be
Synopsis: To report possikle IOB error. :b/C
D7A
U [ Derive :
t 3 Decl d n: 032
Details:
=y 1.
sz
0 N ,
N X, Preszikle IOR Error:
S
iU)””“w:>2<: 4. Legoripticon of IOR Error {(inc_uding any reporting
delays).
:bl (3) | |a HNational Se-urity Letter (M3L) tol I
b I
:b7D | breguesting a1] fipap-dal p=c-pds pertalpning fo flhe
b6 acccunt ofl
b7C
b7A
SECYET/ /20320205
CETER 17 T ALL INFURMATION CONTRINED
RATE: 1&-11-2007 - 3
CLASSIFIED BY £5178/DME/KSR/RU NSL VIO-35640 HEPEIN 15 UNCLASSIFIED EXCEFT
L ey s WHEFE -SHOWH - O THERWTSE

PECLASIIFY UM: lz-11-2038



SEé@T//zoszozos b2 b2
b7E b7E
T =ctlon From: b7A

DTQ-HO-12287 3610, DI/05/2007

tor the time peziod

woao prerarea and approved in acoorzarce with the Attorney General

Cusdeldnes The Lol was seoved by the Field Office and
on reported de—lvery
of docurentation.

) O 22/01/°200%, a prelimirary review of the results the H3L
revealed +h3+| |ilnanuial
transacticons that occurred in| r_This information was ot
requeszted by the FRI. This informatior was not utilized by —he case
ajyent in any analysis nor was it doocumented in the case file.

_w;pqg On j:foljgoo?,[::::::]Contacted Offize of General Counsel
: BIHQ, to determine the proper handling of the information

SRR Fer the advisement of 0OGZ, nitigated the errantz
infe Ludfl"n by complezely removing pagss containing only transac-ions
oocurring in Lecember 2001 and redactirng transactions on pages
contalning Loth requested and non-resuested information, All original
paJyes containing srrant informstior were sent to[::::::]CDC.

SEQRET//20320205

NSL VIO-35641



sEJET/ /20320205
b2
Tt Inspsction From: E:::::] b7E

g Re>s< 2TE-HE-C1209736=-VI0, 02/05/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SEg*éT//zoszozos

NSL VIO-35642



(U)o

(Rev. 01-31-2003)

S%}&E?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME ;b2 Date: 01/12/2n07
b7E
To: bé Attn: FAC | ]
p7C ;“.S.L‘.f.,'-l I
234 |
DT |
Counterintelligence Attn: Z5A L
Inspection Division Attn: _Z, RS
| | Attn: I3Z Jnit
From:
conecace: . oo
Approved By:
Drafted By: frof
Case ID #: :><i I I (Pendindg)
Title: .. :><i INTELLIGENCERQUERSTIGET BOARD
MATTER 2006

~SYHOPS~1-S-:-~-><) i

recocrds.

27

sposi—ion »f erroneonsly provided finanzial

HO-C1229736-VIO seria_

10

_Ead

bl
Details: EB(: by EC dazed 07/21/2006&, requested that OGO b2
“fﬁyipﬂ An ilhidﬁn* and dezermine whether -+ warrants reporting to e
""" O 4/']6/°INI’J k)’E
,,,,,,, bo
LY e W A S R o b7C
;DV”OtlgHtlln,l sought and pacelued perp ngsion to obtain b4
Lfinanzial records belonging t£o A Naticnal b7D
Security Lett;L_¢MSLL# |wzs prerared by and
served oy FzI| | ~n I [T.e HEL requested arr
finanzizl records per-ainimg o rnz sukject and his account.

176 /DIH KSR /BT

 2-14-2032

ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIEL  EXCEPT
WHERE-5HOUN -OTHERWISE

NSL VIO-35643



SEcﬁéT

(- T‘ . 3 TroTn
Ré CTO-HCG-CIoC9736-V10, DI7107C00
eview -f the

l:U:l """""""""" ><Upon receir : d review o e [aelb
discovered that what provided, encegd: r;l fhat which was

requestead. E:::]reporie' e error to O separate
wragcped, and secured The excess ] ;hei r
safe. Fursuant to _the EC dated 11/0 4//U'u frow the 1ce o
the provljar of the
A\

that the records may be
aforerenticned records.

Sh

('L Wi~
]

f
General Counsel, contac
. . R

Zmprover information |
Jdestroved byl Ihas

b2
b7E
b7D
b4
b7D

SESRET

NSL VIO-35644



m -

o

To: _ I Fﬁmnzl | b7E
CRer (3 Z2TE-HO-CLoZ0736-YT0O, 00/ 200

SEQ?é&

LEAD (s) :
Set Lead 1: (Info)
THSPECTTICN
AT WASHINGTON, DT

““:>éz For information orly.

Set Lead 2: (Info)

COUNTERINTELLTGENCE

AT WASHINGTON, DO

N For Information only.
Set Lead 3: (Action)

SEMNERAL COUNSEL

el WASHINGTON, DC

/X, =ead and clear.

Set Lead 4: (Action)

b2
b7E

EF"I

B »:><{ Read and clear.

L34

SEé@T

NSL VIO-35645



FD-962 (Rev. 03-21-2005)

SESET/ /20320126
FEDERAL BUREAU OF INVESTIGATION
b2
Precedence: ROUTIMNE b7E Date: 01/26/2007
bé
To: Inspection e Attn: IZ7, Room 11361
Ceneral Counsel T Attn: INSLE, Roon 7975
From:
Contact: T-G
Approved By:
Drafted BU:I lrkv o
() - -Case ID H#i- &) CU8-HQ-Cll297/36-YVIO ]b6
b7C
Title: (U) TFQ I b2
SSA b7E
INTELLICENCE OVERSIGHT EBOCARD [(IOE; ERROK :b7ﬁ
{17} ”ASynopsisr:>Ki To repors possible IOB error.
% i ;. FBI SCG- ;
o Declassizy—om
=y =
1 5 2. Pogsible IOB Error:
L5
R >’l/\\/‘ il T e I P e s S e N A0 1 N PL SR S Y e B = W R I P e = Wi =0 G- o0 o VPl ke e B s W B P= 30 -2~ .
bl
bo
- b7C
1~"7
SE%T//20320126 b7A
bh7E
e 14-2007 b7D

[FMATION CONTATNED
3

“UNCLASEIFIED EXCEPT

WHERE - ¥HOWN OTHERWISE

NSL Viti3564

REASONT

I BY 65179/LMH /KER/RN
S ey

DECLASZIFY Ol 12-14-2032




bl
SE%ET//20320126 b2 bh7cC
: b7E
T From: bIE '

T Insp%g.}on RUE -
Re?% DT9-HG-0122 97 3610, DL/ o6/ 2007

P ~

~MSLs) to okbtain

§><; Due to administrative oversizht, an annual Letfer Head
Menc randun (LAM) was no- oompleted Zor 2006, During this period of
time, the case has been transferre2 Lo three different invesTigazors.
“n Noverxrker of 2006, investigators usel Natlicnal 3Security Le-ters
telephone subscriber

| clans on
ir. reference Lo the results of —hese
place of e cvrent have Feeor condicted

infiimaticon, and telephone to
requezting analysis. from —he
Hols, S-ot chec<s of

e——
|No other 1nvesTlgatlve °T1VITY hags oZoarred 1n the last
Vear.

bl
b6
b7C
bz
b7E
b7A

SE%T//20320126

NSL VIO-35647




SECA@E//ZOBZOIZG
b2
i R T ngpection  Froom: | | LTE
TUURE - 2TE-HO-012297 2610, D1/26/2007 ¢

LEAD(s) :

Set Lead 1: (Action)
INSPSCTICN

AT WASHINGTON, DO

(U)  For ac-ion deemsd appropriate.
Set Lead 2: (Action)

zBENERAL COUNSEL

AT WASHTNGTON, nIC

() For action deemed appropriate.

+

SEC //20320126

e

NSL VIO-35648



(Rev. 01-31-2003)

-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 02/05/2007
To: Inspeschticon Division Attn: IIS3
Office of Lhe General Counsel Attn: H3LZ
From: L ] "
900) 91 vi=Toj PEEEEECT=Y b7E
bé
Approved By: b7¢C

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO  (Panding)
(1) 273{::]@136372 (Pending)

Title: {U) REPCRT OF A POTENTIAL IOE VATTER
{U)  REPGRT OF A POTENTIAL IOE VATITER

Synopsis: (U)y To report potential Intelligence Oversight Eoard
(IOEBET matter.

_wwmwwmmm>§< 3 From =
Dec ity — X1 A
bl

Details: b2

Case Background and Case Agent D7E

bé
b7C
b7A

e Casz 1D# and Title 135 noted 23 Zollows:

SBéGET

ALL INFORMATION CONTAIMED o
HEREIN I3 UNCLASSIFIED EXCERT

NSL VIEESSG#9™ OTHEENTSE



18]

8y

e

SékgﬁT

- Inapection Divied

T annzl

(U) 278-HQ-01229736-V10, 0Z/0Lb/2007

AL

bl
b2
b7E
bé
b7c

N

bTA

J.D)

9p]

pr
Pl xsal

Supervizor is 3

Report of Potential IOB Matter

N Cn 12/12/2006, Haticonal
Was drafied and subsequently approvel Zir

n
I

TFRI
accounts listed below:

Securit

ecting

NAM=:

ST NN ERR -

ST AL SECURTTY NUMBER:

)
ge
3
5]

CEF BIRTH:

letfier (o)

ki

|- produce <o the Federal Bureau of Investigation
all financial records pertzirirg t- the customer(3)

and/or

MAME :

AT AT B 20 L LN 5 1. LR P

ST AL SECLRTTY NUMBER:

DAT= CF BTKTH:

(U) The MN31 dazed 12/12/200¢,
tThe finzncial records te ke provided

Inr thel

specdfically regyes—ed

bé

I ;b7C

o

a

L1l [T AN VAR W AAERT A I

b4
|

b7D

Sﬁbg?T
2

| personal Ty porovidsd o
| |rccords recucsted in the W3L dated 272/12/7

o
Pl

-
]
-

NSL VIO-35650



SEcﬁT

To:  Trepection Divizicon  From:
Fe: (U Z72-HQO-C172G735-VIC, 0Z/05/72007

(UY On Q2/05/z007%7, 34 received the rezylts -f the

NSL gated 12/12/2006. The reccrde provided byl

elided fonancial record bl |
for Lhe pericd Jtc the present as
Y TS s m—it i | irnclucses records

fef Jfor the following morthly
statemer.ts:

[ pa

bz
b7E
bh7D
b6
bh7C
b7A

%}él The NZL sesrved fto |
specifically requested financial records for onl'zf' the Period:

to the Present. | ] Division at never
e e sl 60 i T 3 paiieiidaaiiiduiiet 11~ € e le st g ceco ]S
the poricd o tor]

Zar

LegaT garidaace provided by OGE and H3ILE rotec

~hat & potentizl IOE viclation incliades "a carrier providing
information keyond the sccpe of a WL resulting in the
unintenticonal acquisiticn of data"™ [278-1Q-Cl1229736-2570.]

(I1) On 07/C05/2C07, SA confacted

Thief Divisicnal Counsel, | |IDivisior

Al Lhirooed r.er of this matter. AL Lhe reguest. off |
and in accordante with vrrecedyre stipulated 15 08 —HO-CLZC
2570, the recorgs provided oy rJ, tor the

I Tor

Lo i :||t N ~I==]

were zequestered and provided To

SEa@T

3

NSL VIO-35651

B2
h7E
h6
hicC
h7D
h7A



SECXQT

Ty Inzpecticon Division  Foons I

Re: (U)  278-HQ-01229736-V10, 02706/ 2007

LEAD (s) :
Set Lead 1: (Action)

INSPECTICGN DIVISTOLN

AT WASHINGTON, DC

(U) For ac-ion deemed appropriate.

Set Lead 2: (Action)

OFFLCE OF GEINSRAL COUNSEL

AT WASHINGTON, DC

(1)  For ac-ion decmed agpprogriatce.

*

NSL VIO-35652

b2
b7E



FD-962 (Rev. 03-21-2005)

({1

SE

Precedence: ROUTINE

ro: ]

Inspection
Zeneral Counsel

/20320212
FEDERAL BUREAU OF INVESTIGATION

Attn: =2
Attn: -
Attn: HNS3LBE, Room

Date: 02/12/2007

D | |

I, Room

tkdz

ZZ9T3I6-V10

From:
Contact: SA
Approved By: | I
Drafted By:l
- Case ID #1 Z73-HQ-C122
.................. e | 278 FA95380
......... GLF L8094 55-TOB

Title: iy XEFPORT

>

Declassi

Details:

Ox TOTENTIAL
INTELLIGENCE OVERSIGHT EOARD

Synopsis: Egi To reporT possible IOB error.

b2

b7E

bé

b7c

bl
b2
b7E
b6
b7C
bé
b7A

(ZOB) ERROR

[#5)

1.

)

Pooszip]le TOE Brroc:

b4
bh7D

Seoprite Jetter

Descripticon of IORB Erzar {(inc_uding any reporting delays).-b7A‘

(MEL) dated 11/03/2006

RS ) T Natdcrnal
dirscted ¥o

Jfor records related to the

acccunt of above espionagye subject was requested,
“he MNZEL reqguezted records of transacti.ons frcml

present.

Cn QZ/12/2007,
L
nd found Lot b

St o=ty

approved and served.
|-hrough the

received
reflected fLrangsactions and

reviowed thoe reoecords
snt s

acccunt balances froml

b4

SEaééT//20320212

DATE: 12-14-2007

CLASSIFIEL BY 65179/DMH/KSR/RY
BEAZON: 1.4 (o)
DECLASSIFY - OM1- 12-14-2032

b7D
b7A




LiTE.

(-

SE&%%T//20320212

Do Inppection Frome [::::::]
Re >< 2Te-HQE-C122397 36-VI0,

o,

) The original doocuments rel
not regquested have keen forwasded to
Redacted copies only reflecting the
retained for the case file.

0Z/12/2007

_
POrs

b7E

ectipng fhe information which was

~D” for sejquestering.

reneerey information will be

smﬁl‘//zoszozlz

NSL VIO-35654



SEéﬁgT//20320212

()

hhhhh mobeem: [ ] b2
278-HE-C1229736-VI0, 0°/12/2007 pag

’
U
v
t
-

Pl
M

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SE%T//20320212

NSL VIO-35655



(01/26/1998)

(-

SECﬁ%T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHE Date: 1/18/07
To: Attn: AT, CLC
Counterintelligence Attn: 2D
Inspection Attn: I_3, CKS

From: Gelieral Counsel
National Securi=y Affairs/Room 7874
Contact: Julic F. Thomac

Approved By: _Thowas Julie F b2
I I b7E

b6

Drafted By: .
4 | b7C

~Title4wmz>%< posslblly INTELLLIGENCE OVERS_ZCHT EOARD MATTER
a7

SQi‘ithéi’S"z‘“"% It is the opinicon of the Office of
C-unss (OGTY that no error was conmlitted in this s
therefare notaing need be reported to the LOE. A rer
decigicn zhould be wmainTtained in the irvestigaticon oon
frr r=view ky the Counsel to the IOB.

| bl
(U) Ty
0L
b7E
Refeféﬁaé:")xﬁ 276-HO-C1029736-VIO-1308
Details: 3 AR PNl Vo L T U ol W= A B W e il Sl e B B D <00 20 I o e M o e el R Y A0 PR AR
doted 10/ =1 /0008 I

(3]

o [::::::] From: <Qffice of the Gereral Zeouncel

174 DM KSR /R

 2-14-2032

ALL INFORMATIDN CONTAINED

NSL VIO- %6!1 I3 UNCLASZIFIED EXCEPRT
WHEREL ZFHOWN COTHERWIZE
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L

SéﬂéET

Re: 278-HQ-C1202736-VIO,  1/18/07

i:ﬁgjl Iinitiallv ser.t 3 Mational Security Letzer

‘NSLY ot

[requesting ~he name, aidres length of 3¢

s, ervi
~electronlc communication —ransacticonal recocrds, to include
Ader

eXIsting.fransaction/activity logs ard all email hes

- 1/ 1 -

infermation (notTto-dnclude mes
fields), for the address holdel

The N3L wzs served by thel iL__‘J e
/1772008, thg tlels OIflce provided the result
of the NSL to tn ~1eld Office via email.

L]

Cn 10/24/2000,

of this NEL revealed thatg:::;:]ha: supplied thirty (20} email
transzactions that included i1nformation _ake’_ed

1)

Thiz information appeared to be possible subjelt T1ine Contell. o

similar information. This informetion was not utilize=d by the
czase aJent in any analysis nor wss 1t cocumented 1in the case

file. 2z of the date of —his EC, thel Field Office was
stel - awaiting the physical results o7 the NSL. Subsegquently,

produced a CTD-ROM with the all of the information. This
CD=-ROM haz kecn stored in a 1-A cenvelope, and ccquestered wizh
the CLOC.

"""""""" ”“”””“w:;?;: The President, ky Executive Ordsr 10334, dated

Zo/C4/1%51, establiched the Pregident's Intelligence Oversight
Brard (EIOR). Cn 9/13/19%3, by Executive Order 17363, the
Presidenl. renamed 110 " hie Tnlel Tigerncs Oversighl Poard (TGR) 43
=zt alblizhed tne Board az a standing conmittes of the FPresident's

Forziaon Intzlligence Adviscory Bozrz. Amncng 1ts responsibkbilizies,

the ZOR has besen given zu-zhority tc review the FEI'e practices
and procedurezs relating to foreign irfte’ligence and foreign
counterintelligence collection.

(1) Section 2.4 of Exzcutive Order (E.O.) 12853,
dzted 09/13/199%3, mandazes that Inspectors General and General
Cruns=zl of the Intelligence Community components (in the FEI,
the Assictant Dircctor, INED, znd the Sencral Counscel, 0OGC,
respectively) report —o the IOE “ooncerning intelligence
activities that they have rezson Lo helleve may e unlawful or
c:ntrary to Executive crder or Presizertial Directive.” This
_anguags nas been interpreted to manzate the resporting of any

T Froo: Office of the Gereral Tounzsel

ser

NSL VIO-35657

preliminary review of the results

bl
b2
bTE
b4
b7D



sefgT

Re: 2TE-HQO-C1223736-VIO,  1/18/707

vinlation of a3 provision of The Efforney General's Guidelines for
FET National Secnrity Tnvestigatiors ard Froreiogn Tatelligence
Collection (N2IG), effective 10/31/2003, or -ther guidelines or
rogu- 3#1u1 approved by the Attorncy Gonoral in accordance with
E.O. ' dated 1:/H4/lyel if such provision was designed to
ensur= the protection of individuaal ridhts. Viclations of
prov.sions that merely are administrative in nature and not
Jdeemed to have been designed to ensure the protection of
ndividual rights are generally not reported t£o the IOE. The =EBEI
nswestion Division is required, however, Lo naintain records of
such adwinistrative violazions for three years so that the
Cocunsel to the IOR may review them upor request. The
determination as to whether 2 matter iz "administrative in
nature" nust ke made by OGC. ThereZore, such adwinistrative
violations must be reported zs potential ZOB matters.

iUJ"wmmm .m.mmmmm;bﬁ: NeLs are a specific type ¢f nvestigative tocol
that allows the FRI fo obzTain certair limited types of
nformaticon without court intervention: V11 telepnone and email

comuunications record from telephore companies and internet
servize providers (Electronic Communications Privacy Act, 1@

1 () records of finarcial institutions {(which is
proadly defined) (Right to Financial Privacsy Act, 12 U.3.0.5
(5)YAY; (3) a list of finencial Znstitutions and consumer
_jsntlfvlﬁj information frcm a crecit roporting corpany (Fair
Credit Rerorting Act, 15 U.S5.C. §Sr. 16EZula) and ik); and (&)
fuZl cr=dil report in an Lnte:uallwnal Lerrorism case (Falr

~edit Reporting Act, 15 U.S.C. § 16&v). NSLs nmay bs issusd in
ntormity with statutcory requizements, inc.uding 12 U.3.C. %

270, N3IG, Section V.o1Z.
. - b2
[TI) e ;Exi: llere, during zn authorized investigaticn, the D BIE
prooerly Zerved an HSL on an interret service crovider, :
“n response to the properly served HSL, the FBI obtained emall :b4
fransacticon infrrmation beyond what it s lejally antherized fo b7D

. content information. It should be noted that the
cronco in receivi ~he ronlicited matori: TS
cponse in recelving the uncolicifted material wa

il
(1 ~
|_4

FE*TP«
,Jmmﬂndjblﬂ Upon reviewing the irZormaticn in email that had

heer nrovided by thel | Field Offi c%,: qiakly
conzoudsd that some of 1t was not information that had keen
rcqucstcd.:'ha:; maintained the CD-ROM with all of the
‘nformation in a 1A envelope with the Z[0Z, and no results of this
FMEL have reen uploaded and no record exlicots in ATS.

SEXET

b)

NSL VIO-35658



SEA&ET

() s T AN By ajreement with the Counsel to the IOER, it is
our ovinicon that this crror ic not reportakb_.c to the ICEB. A
reccrd of this decision should be maintained in the coantral file
o fuatnre review by “he Connmel too the TOR.

Set Lead 1: (Action)

SEcﬁQ’T

IS

NSL VIO-35659



szefeT

b7E
b4
b7D

(0] oo ”:>ﬁ<£ Re<urn <originzl CD-ROM td[:::::]and recquest a

replacenent whioch cortaing only the
informaztion responsive to the W3L.

Set Lead 2: (Info)

COUNTERINTELLIGEMNCE

AT WASHINGTON, DO

()  Read znd cl=ar.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(1) kRead znd clear.

= Thouas

b6
b7cC

_-_0OB Library

*

SE&X%T

N

NSL VIO-35660



FD-962 (Rev. 03-21-2005)

SEqﬁé&//20320209
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIMNE Date: 02Z/0D9/2007
To: Inspection Hh2 Attn: I-75, Room 11361
Zeneral Counsel HTE Attn: MNSLE, Koo 7975
b6 Attn: RSA(
bh7C D I
2I-2 |
From:

Contact: SA

Approved By:

Drafted By: | ljsb
fU)“ ________ Case ID #: W 2TR-HO=-(1229736=-YTO
. 62| freo4ss-10R bl
Y O
Title () 3R ] <
asa | b7E
INTELLIGENCE OVER3IGHT BOARLD (Z0B) ERRIOR bo
() b7C
synopsis: }}Q: To repors possible IOB error. b74
(T e B Deriv :
Dec i Oon: 032
Details:
G I A
! o, .
iU)wnmh bl
M”E><: z. Posoille 10D Errcco: b2
b7E
=
[Ujmwmmmm:><i 4. Description of IOE Error (inc_uding any reporting
dzlavys)
bl = | & 1ational Security Letter (N3L) toI
b4 |
b7D rogquoccting all Lilnanclial ro-oXds poertalnlng Lo The JCCOUnt oL
bé
biC ,
b7A SBRRET/ /20320209
ALL INFORMATION CONTAINED
PATE: 112-14-2007 ] HEREIN I§ UNCLASSIFIED EXCERT
; SIFIED BY 65172 /DMH/KSR/RW NSL VIO-3566durry suown 0THERWIZE
k 1.4 i)
L 12-14-20372



SBA'RET/ /20320209 B

Ercmme [::::::] b7E

Tor o Inapection
Ré‘:->< 2TE-HC-12237 3610, 02/09/2007

| I S A=) 00= B A1 W VTS

approved in accordancs w
repcrted delivery of —he NS
requested docuamentation on I_

vi—h the Atioines Ceneral Caidelines.
and r=trieval <f —he

""""""" TS On 22/092/°007, 3 prelimdirary review of the results the H3L

reveidled that
that cc-urred 1In

lzupplied nine (9) tinancial transactions

This information was not reques—=d by

the FEI. Thiz 1
analysis nor was

TormaL o wee ot utilized oy the case agent in any
it documented in the case file.

T “W;EF<:;Based upen pricor advisement tcL:::;::]kY the Office of
Genzfal Crounsel (CGC), ZBIHQ, in regarc to the proper handling -f such

nformation receiv&d,[:;:::]Hdtigated the errant infarmaticn by
redacting transacticns —hat occurred pri-zr tc 01/01/2005. A1l
original pages contalning errant irnZormaticn were sent to the

coc,

b2
b7E

SEG&Q&//20320209

NSL VIO-35662



SEQRET//20320209

To: _Inope-tion From: b7E
.~Re;m::§<:527B—HQ—61239736_VIO, 270077007

LEAD (s) :
Set Lead 1: (Action)
INSPECTZON

AT WASHINGTON, [

‘U For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHTNGTON, DC

(1)  Fcr action deemed appropriate

Set Lead 3: (Action)

A bz
b7E
(U) To r=pcrt cossible ICB violatzion.

*

SEYRET//20320209

NSL VIO-35663



FD-962 (Rev. 03-21-2005)

SECRET/ /20320131

bl
FEDERAL BUREAU OF INVESTIGATION Ho
b7E
bo
Precedence: ROUTIMNE Date: 01/31/2z007 b7C
To: Inspscticon Attn: I-:, RKoom 11361
Zeneral Councel Attn: NSLBE, Roorn 7975
From: 1
Contact. 1~

Approved By:

Drafted By:

—
i

22 R-HO-C12°9733-TO

15)

. Case ID #:

ég_

b1
Title: (U) 23A ] b2
SSA D7E
INTELLIGENCE OVERGIGHT BOARD (ZOB) ERROR b6
b7cC
(0) oo ] e . - :
Synop51s.:>§i To repors possible IOB error. TR
(U) om : -
D i On: 2
bl Details:
]
M O B
b7E

Pogszilkle IOR Error:

(a0 N

(3)
- ~:>€j 4 Description of IOE Error {(inc_uding any reporting delavys).

(31 Writer issued 3 MNationzl Security Letter (NSL) on
b1 ) (o b it e gral foen o and el e oo
b4
bID M STARRATS [-To Bay=To (@ 01 o RaD) =T D U R4 {1} AT A=) SR w0 ST=JN- Tt b ) o) SEND-1 #To SN NEACH N0 NN Af =T A0 D Ao =S T ARSS STAF=E =]
; " additiconal numbers on the account. At the time the N3L was generated
e andthe response received, the primary case agent, SA| | was
b7E in AQ cffice rather than| | The cc-case agenz, 3A
b7A

sthgr//zoszonl
—

bé DATE: 12-14-3007
BIc CLAZSIFIED DY GLL7R/DHMH/KIR/RHE ALL INFORMATION CONTATINED
’ REASON: 1.4 (c} NSL VIO-35664EREIN 13 UHCLASSIFIED EXCRFT

DECLASSIFY OM: 1Z2-14-2032

WHERE SHOWH OTHERWISE




¥ b2
SEURET//20320131 b7E
. bé
iom IO (1 -
. S — b7cC
-H—H 12297 36=-V10, 01l/31/2007

“- - b7A

| I WD atl | Wrern the XMNSL response wags
Lece-ved, writer entered subscriber information intd |
uxrinﬂ]ﬂdinn ~he additicral runbers, and forwarded the
ToCo LS o on inl ls-r handling as the analysis was
not going to De done a Subscricer information for the
N—

additional numbers was elhieced oh 17 eo/ 006,

() e i 01 11/0’/ ‘0U6 the 1n"o"flgqf1un was reassigned with 8A

Ao
a5 —he primary lrnvest_gyator and the case_ywag
r=rored o[ AL that fimp sceidoe oo onl Lecc

that no taoll records had been lozded irt:
An effort was made to locate the recorcs anm g=r o Toaoed 1oy

U o ad them was dated 12/0G/2006.

ij“”wmmmmWMi- ) On Ql/BO/SODT the writer was provided the N3L response w?th
a noc¥e that the records were uplcaced and ready to be analyoed bile
[eyicwing the records on 01/31/2007, writer cbserved thatf |
| |response included not cnly the additiconal numkers bu- also
T:_1 rezcrds _for those additional records. These toll records ware NOT
_-aded intol Writer immediately notifisd 334
Iand SAI Iof —hls matter.
(1) Tne orjadoal recsogonce. fro i3 being :b4
f-rwardsd to ADT -Iper LTEVLUUO T L Jllidance. 7D
b6
bh7C
b7E
b7A

SEOAé}//20320131

031kKS504 -

NSL VIO-35665



SE}QET//20320131

spection From: a
2TE-HE-C1229736-VL0, 01/31/2007

gy e Res
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT Y
b7E

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

bé SEJEET//?O320131
031Ez504 b7C 3

NSL VIO-35666



FD-962 (Rev. 03-21-2005)

SE%!&T//20320206
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 2/06/2007
To: Incspection Attn: IZ7, Room 113961
General Counsel Attn: NSLB, Roon 7975 ki
b2
From:
| r b7E
Tontact: 1A b6
b7C
Approved By:l | b7A
Drafted By: I lkss
isj o Case ID # (1) ISEEE R RIAE AN EARAESIrEET ST Se N
e T _mm><1m |
Title: () SA bl
0 asA bz
INTELLIGENTCE OVERSIGHT EBOARD (ZOB) ERRXOR :b7E
b6
iU)"wmmeyncp§i§T:>§3 To repor=t possible IOE error. b7¢C
k7a
(U) rom G-
Decla 6§/2032
Details:
2 1.
=y = .
k1
M N < =T b4
S Pogzible IOE Error 2
b7D
(5) b7A
inv~ _,:Sii 4. Description of IOE Error {(inc_uding any reporting delavys).
() Writer iszsued 3 Hzational Security Letter (N3L) =o
| If r stbhscriper info nq#lkn and <—oll
reccrds forf |
7, 2006, OUn TEPTHoT s DL T, Teoponoe via

i L recz@*;vedl

P s - A

of Lilling

BN =] R

8

AL AR 5 R = Rtk 5 § SRS T 8 g S T ) ST R e =R N

provodedbdllino sfotaysnss for Toll rec™TOs DTgLHJLJgi
thrcugh In 211, approximately gis yoare or -oll
) reccrds were provided 1n _nhe Billivg statements in response -0 an NSL
be
b7C
S ET//20320206

Joz1ese01

.QsI FY ON: 12-14-2032

ALL INFORNMATION CONTAINED
NSL VIOSS66715 UHCLASSIFIED EXCEFT

WHERE SHOWH OTHERWISE



i

b4
b7D
b2
b7A

wLTos Inspection Frome
Res - STE-LQ-C1229736-VI0,

f toell pecords e
re fro

requesting =ix mont!
responsive to the M2

[
Ny

3l
o

SERXRT/ /20320206

(|

(2/06/72007

through

original responze will ke
Jper previous handling zuidance.

h2
h7E

Fiidddro o+ ot —p- o

rded to ADC
ed copy of Lhe

relevant 1ol rcrords will ke maintaired with the case tile for

analyrical ourposess.

b7cC

SE%T//20320206

NSL VIO-35668

b4
b7D
be
biC



iy

sm?@r//zoszozos

T Ingpection Freom: |
””Re;%:><f> JTC-HC-C12297 2610, 0Z/06/2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.

Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

bé
b7C

SEORE&//20320206

NSL VIO-35669



(Rev. 01-31-2003)

1 E—

85|
iSh —

sqakﬁ?/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 02/09/2007
Teo: Inspeschtion Attn: IZ%
Office General Counsel Attn: N3LB
From:
J b2
cntact: SA BT
Approved By: b6
b7C

Drafted By: | I
Case ID #: (1]} Z78-HQ-Cl225736-VIO (Pending)
Title: (U) REPCRT OF A POTENTIAL

ICB MATTER

sSyncpsis: (U)y To report potential IOB vic_ation to Inspecstion
Division (INSC), Internal Investigatiorns Section (II1.3).

------------ X W
Decl bl

Enclosure(s): (U) Copy of LHM Submitted to ITOS II, ERGU b
Dz/CT/ 2007, b7C
Details: (Nl The purpose of this communZcation is to repors a fb7E
prtentisl 1OB viclation for fajlure to cubmit dnnuzl [e-dd — bR
mmastnte violatiorn-relates ek i vestigatio IS
into the activizies cff The case adEno o —me
sgy =T igabdiern s 4] | =y | sLupervisor
—= 28R ] :
supervisor was SSA
(3) The subject 15 a
U.3. Perscn, Lut is not
(3) The potenzial viclatiorn consists of the failure —o bl
cubmit Annual LHMs. | | b2
b7E
SEcpﬁ&/NOFORN BT

ALL INFORMATION CONTAINED
LATE: 12-14-Z007 IN 18 UHCLASSIFIED EXCERT
CLASSIFIEDR BY ASL1T79/DMH/SERN NSL VIO 35 SHOWH OTHERTWISE
REASON: 1.4 {c)
DECLAZSTIFY Ol 1E=14-20%



SECNET /NOFORN o
b7E

Mo

o Inzpection From:
Re: {(u) 2O -HQ-1 2297 36-VI0, 0Z/09/2007

L8l

bl
b2
b7E
bé
b7C
bT7A

bl

R ITtshould e noted thatthe Investigaticn into]

is Tor the mosT part z aexdminzl ‘nvestigation. jbf
has been zcuwght via Federal b7cC
N ST Ak Nc FLISA recuaests have

bl
b2
b7E
bé
h7C
:)%i;hdditionally, there has keen regular consultation DA
with DOJT Telating to —his case. Dus to the natures of the criminal
investigation, SA hazs beer dn regu_ 31 contact with —he
Ur ted States Abtcorney's Officel
AE I Cptcbeet———— il arnces maze during the criminal

tigation-of FRL loarticipated dip the
isj coege syt den of o Searcl Warrant =t ]

bl
bé

SEQRET /NOFORN bic
b2

2 L7E

LA

NSL VIO-35671



()

SECﬁé%/NOFORN b2

of

. b7
T Inapzcticon Freom: | 1l DR
Re (U)  278-HQ-C1229736-VI0, 0Z/709/2007
Annual LHME and dlsCOV{:’fed The Ta1lurle T2 SWIIlt. ST | |

thereafter advised 3SA

o YN) The case is ongoing anz moving towards indictment
fol Mail Fraud, Wire Fraud, Money Laundering and ozher
far charges. The entirety of fhe inveszstigation currently focuses
on the criminal activities of

(1) The failure tco submit was an oversigat on the
beha £ oL oo This erzcr 1s keing inrediately addressed
- ¥
Ly the]| IDivision. The error Zn ACS that soould have

produzed 3 tickler has been correctecz. An Annual [HM was dratf-ed

Dz /0772007,

SE%T /NOFORN
3

NSL VIO-35672

bl
bé
b7C
b2
b7E
b7A



SEd&éT/NOFORN

To:  Inspection  Frome l |
Re: Uy 27R-HQ-ClI2675:6-VIO, 02/09/2007
LEAD (s) :
Set Lead 1: (Info)
NSEECTTON

AT WASHINGTON, OC

(u)
(INSD),

1'> report potential I0=

Division Internal lnvestigations

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(11 InformazZion only.

**

sgﬁégT/NOFORN
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b2
b7E
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i
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NSL VIO-35673



(Rev. 01-31-2003)

SEd‘fT

FEDERAL BUREAU OF INVESTIGATION

Precedence:

To: Inspscticon

Ceneral Counsel

ROUTIMNE

Date:

Attn: I-3

Foocm 11861
N3LB

Focm 1975

Attn:

From:

Cnief Divi

Contact:

siop Coypeel]

Approved By:

02/16/2007

b2
b7E
b6
b7C

bl
Drafted By: | frag b2
() - N b7E
Case ID #: 272-HQ-C1229736-VIO bé
iII?”“ . . b7cC
- Title Intelligence Oversight Board [IOE. error b7A
I:‘U:'“""'Synopsrs """ - O To report possibkble IOB errcr.
==
(qy - D Sify On: _
Details: >§< 1.
[ »w~;ES(; Z. Pozential IOB error: An NFIFM section
m reference? cafrier error in providing agent with information not
authorized ky MEL
)%6 3 Tesgcription of potertial IOE error: (In ;bl
iS) . accocrdance with an approved ECFA Hatioral ZSecurity letter dazed b2
returned to the ] bh7E
for telephone nuiler] b
b7D
b7A

174D KSR /BN

S-14-2032

sm;(z'r

ALL INFORFMATION CONTAINED

HEREIN I NS‘EK %;3 5@}}4}3,\‘:!:5: T

WHERE SHOWN OTHERUIRE



SECR¥I‘

: |
Ren DZ/16/2007

JF.5 % LSolllh, L.IELE Were —wo
additional individualeedmot LRI _clllb-cts) whe have sabscribed —o
the telspnone number rUpon receict of those
additional records froml| th

e Loll billing

records were N0t revieewedacaoocicod uror. and nco lead information
was developed by the Divisi:n. The subscrikber and
to 1 o pilling information fco- the two acditional individuals (not

| were provided to the Chief Division

Counool Lol Ialncoharnice 1 Nis S3Zc.

T ’)O 4. The Office of Gereral Counsel guidance p=r EC
dated 11/16/2006, provides that zn over-col_ection of this type
st e reported as a potential IOB violation.

AN D, I “therefore, is reporting this
ncident th O5C and tThe Inspecticn Diviegion. [Due to the fact
Lhat no Investlaglive golivity was concucled as a resultl of “he
over—-cacturs, Jdoes not kelieve thiszs incident to ke a
reportarcrls I02 vicalation.

the fact that this was an error on the
nd was rnot the result of agsent =rror,
SEC [reccmmends no administrative action be tarsen
regarding tolzs matter.

NSL VIO-35675

bl
b2
b7E
b6
b7cC
b4
b7D
b7A

b2
h7E

b2
b7E
b4
b7D



SEcké\T |
b2

in“m_lb: lnspection  trom: b7F
R@thj§<i 273-HO-T12287536-YIO, ul/l6/Z0ud

LEAD (s) :
Set Lead 1: (Action)
THSPECTTOM

AT WASHTMGTOMN, DC

{U) For action deemed appropriate.
Set Lead 2: (Action)

SENERAL COUNSEL

AT WASHINGTON, DT

(U) For action deemed zppropriato.

*"

sByQET
3

NSL VIO-35676



(Rev. 01-31-2003)

i

()

sngxg?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/15/2007
To: INZD Attn: II3

zeneral Counsel Attn: MN:3Lz, Room 7947
From:

Contact: SA

Approved By: b2
b7E
b6
b7C

Drafted By: | 'dcp

Case ID #: Z)  278-HO-C1220736-VIO
S (3 2738 50078-E

Title: i FREPCRT OF A POTENTIAL IOE MATTER

To report a potential IOE matter based on the
inadvertent lection of telephones tol. nformation for a
te_ephone not subscribed —o by the subject of the investigation.

memmwm.~w:>§1 Deri T G-3

Ssify on-

s

Reference: (3)

bl

b7E

b6
b7C

TTiE CASE Agelll 18 opEolal ~AjJent (oA
1z is Supervisory Special Zgent (oon)]

)%i During —hes course
&1[:::::]conducted a query o .

‘nvestigaticon in 08/2005,
E ery Mesxis
atfemot to identify any tel
= i

iz database in an
assoriated with the
ified telephone number

IRl N=Xakn Too reonults of hi

174/ DIHE S KSR /RN
HEFEIN IS UNCLASSIFIED EXCEFT
WHERE SHOWH OTHERWISE

 S-14-2038

NSL VIO-35677

bl
be
b7C



-

[3)

02/ 16720307

PLEcellL. INE SULSCIlREel 1NIoLNMALlol. LELULnEd Ly L= LElepliolie
carrier indicated that the sukjesct was ntt the subscrikber for the
fte_ephone and that the telephone number was not in use as of
7/200%, The responsive toll reoorzZs did nct belong t£to the

subject and az such were not lcaded intce any conguterized
databases maintained by —he FEI; the reczords were placed in 1A
Ert .-Lpe and maintained in the file. Eas -n the fact that the
d1 oroyided e fhe —elephope o=qdan ur nct integrated inzao

the FEI 32| | was unaware
that he was under an obliljation Lo repsrt the matter Lo the IOE.
I: S :I ey Qo ke terenced | |fZJL" :
Jdate= NSZ3/I006, requested the teleplinhies SuLsSorLioerl

o

nfcrmation and tﬂll records ftor a group of telephons nuikers.
“nadvertently, [:::::]1ncluded in trhat grour a request for
cubzcricer 1nfurm ion and tolephone toll rezords from 07,/21/72005
£t thes vresent fo In _ate C1/2007, the
subzcrircer information and toll LrCude for all of the telephone
nucers was returned by the telephone carrier. After a review of

= 1""'-'*"'1"ds by A :I e recognizec that the subscriber for
¥ owas noT The suldect of the investigation. Hone of

rthe gata Lrom the records for | }KXXX was loaded into any
of the corpaterize d databases maintained by the FBI. The reccords

wers laolaled by SA [:::::]Aud never placed in a IA envelope.

| [r—
......... ><Il’1 late 0D1/2007, SA | inforned SSZ\.I I
T
A

ing/Chief DlJloluH Counesel, that he had

o2 lezted telephone subscriber informaticn and toll records on a
person not related to his investigation. SA! Iindicated
that he bzlieved that the telephcone rumber had at one fime

. i

o Lhe subject, although at the ftims he spoke to S3A
2 was unsure of whzazt Zactua’l Znferrxation he had

e jed o teocome too mhat aoncelnsiom., SSAI Idireﬁfed SA
[::::::]fo roeviow the information availakle T2 hlwr 1n order to

aecertain fhe dnformpaTtion =525y Lo report the watter as an

—OD. SCA' alsc direc | 2 remwcove from —he

_E envelope, the set of reccords : ct belong to subject

and tc isclate both sets of records in a ssaled envelope. CA
zonplied with Zhis directive.

Crom

reportad to

NSL VIO-35678

bl
b2

b7E
b6
b7cC

bl
be
bh7C
b2
bL7E
b7A

b6

b7C

b2

b7E

b2
b7E
bé
b7C



s2Kg b2

From: | P B b7E

() o i . A S
Re: LL‘emib“#ZWMm;ﬁy(\ CHo=HO-C1229736-V 0, 02/15/72007

S2A lthe above facts. orn an/za/0007, sca] | b2
dirscted SA| Jto provide writter 2ocumentation of The b7E
Zncident to IN3Z and N3LE. o

b7cC

NSL VIO-35679



sEQGr b2

To: TINSD  Frem: | | b7E

Rer--Cage TD. k1 m;};&:;D?R—HQ—?i?TQ736—VIO, 02/ 1b/ 20

LEAD (s) :
Set Lead 1: (Action)

CENEIAL COUNSED

AT WASHINGSTON, DIWE

{(U) The Office of The General Counsel 1s reguested to
eview the circumstances regardinz the oossible ICE viclation znz
I

subsequently provide CDC direction regarding the
isgprsition of the records which were .nadvertently collected.

1
t

[

LEAD(s) :
Set Lead 2: (Discretiocnary)
HNEFECTION

AT AT THTERNAZ INVESTIGATIVE SECTION, WASIHIMGTOMN, [T

(1) For action deemed appropriate.
*

sgﬁKgT

NSL VIO-35680



s

bl
b6
b7C
b2
b7E
b6
b7A

FD-962 (Rev. 03-21-2005)
SE%@.T
FEDERAL BUREAU OF INVESTIGATION

b6
Precedence: ROUTINE b7C Date: 01/19/2007
To: Incspection in Attn: IZZ, Reoom 11361
Zeneral Ccunsel b7E Attnh: MNSLE, Koo 7975

From:

Contact: 242

AHFORIATION  COUTAINED

Approved By:

EXCEPT

l WEEE _—

I | o

Drafted By: bwh BE
wCasewIDw#r:>kﬁ::ETS—HQ—01229736—V10 ;b/C

b2
Title: (U) INTELLIGENCE OVERSIGHT EOARRD (IZ0OE) ERROX b7E
b7A

'“Synopsisa:><i To repors possikle IOE errcor.

T aveste Deriv .
- 1fy On:

'l e

| |
gl LI U Dy LoD Lo 0ol

-
e

ISEDLSIAN! TS FENGY]

=y =
'wu:>{i . Pogzsilble TOB FErro-:
(g)
....... m>>{/ 4. Dezgcription of IOB Error {inc_uding any repcorting delavys).
/ N\

S

NSL VIO-35681



S ET

!

nsp%ﬂtion Erfm:
‘ : C1223736-VI0O, 01/19/2007

bl
b2
b7E
bé
b7C
b4

igj o e d boccccsicasace ov o decrmined B7D
n the past, anch7A
e reo S LION & Na-lolal copm e Tt er (hen) hared 05/28/2006 to
- . i th:‘lt k:—ld }:C"-Il thﬂ C‘Jb‘f'EW a1=S alihal ol o o & =
isj ACCount uln‘~| Al Brom oL dated 06/19/2006 tdf
returned that] |liz rot an evail provider and oo
_thos service is provided 3 | |which is owned byl I
D0/ s/ o0 —elephone 221l by SR | I~T
iSj T |oonfirpuekd coul X pLoviae Lhies
transactiorial reconds. o on 07/ 23/2006, these
Fommunicat TEn e T A AT T ety were requested with

iSj,mw.ﬂplP trorit
another EFCA NSL to further ljchtlf szociates and his
prssiols international Terrorism CconfecLIons.

[ received the results fron |in response
. t-Nhsz EFCA NZL on or akout 07/14/2006. The results were provided on
iUJ a CD-KOM. A preliminary examinaticn of the results provided on the
be CD-ROM irwediately revealed that Iull J= Content was provided by
b7C the ol ogiimdmas tead O Jjust hezder 1NI0Ijdemd Upon noeticing this
Ho error, SA trned t@e CD-ROM over tg Assistant Division
BTE 2 unuhl| for whatever acticn wags decred nceoessary. Ho

11 FEI[:::::::]continues to work with this growing proklem of

oo Lerrornea by the case aZert on the unfiltered oon-ent

nadvezrtent over colleczZiong, z& well ag deal the ~hapdes in thg '
reperting process as discussed with AGT] | FEI

hzas d ljv - reporting until thegse two = tuationge have been ,

sufflciently addregsed. bz
b7E
bé
b7cC

S&ET

NSL VIO-35682



IR

SECXET

Re: . (S DTQ-HO-C10 9T 26V IO, 01/19/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SEQKET

NSL VIO-35683



(Rev. 01-31-2003)

SEd&%T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/2007 jﬁ}
22
To: Inspection Attn: II° b7E
Ceneral Counsel Attn: INSLE béE
b7C
Frg -
bTA

Ccontacu., 120

Approved By:

Drafted By: lujm
1 CasE TD - :>5<: 70 N1 000726 VIO (Pending) ;b%
(Pending) =
b7E
Title: i) REPCRT OF A POTENTIAL IOE MATTER b6
. . ' ] ) ' ' b7C
() e SYROPS LS § = Possible IOB error Zor ncn-ccrncliance with a b7
requirerent of the At-orney General. ‘
(1 Deri rom : G-
Declasgi 2032
Details:
[E—
e o LS T LTI T Ly U UTIVTL T A2 LS G LSS W G 0 N WS Hre- i iy wo Lz T [
‘"WJT__E?_EZ dated 04/10/2006 Task Forece Officer (TFO)I !
fhﬁ Primarv In;e;fi?ator, requested FEIHQ,
“or ap agditienal]
[ | b2
> b4
b7D

I —< b6
) o

b7A

NSL VIO-35684



SERRET ,
)6 b

ig? \ uff; Inzpaction EDHﬂ:l I b7E
S Re :

D7E-HE-C1209736-V10, 02/05/2007 b1
b2
(1) - b7E

b4
b7D

oo tho Primary “nvestigator during N
He has =zince left the JTTZ. b2

| w35 the foting ocuad -6 Suservisor during =he b7E
aticn, The mis-ake was Jdiscoversd when newly assigned b6

Jconducted a Zi_e review with recently BIC
mceigned JTTE  TEQ) lor 01/31/20C7. '

(3) under FEIHQ extension

authority.

SE&éET

NSL VIO-35685



SEGKEE

cotion  From: : in
273I-HO-C17207 36-VI0, U2/0s/ 00 BTE

LEAD (s) :
Set Lead 1: (Action)
THSPECTTOM

AT WASHTMGTOMN, DC

{U) For action deemed appropriate.
Set Lead 2: (Action)

SENERAL COUNSEL

AT WASHINGTON, DT

(U) For action deemed appropriate.

*

SE%T

NSL VIO-35686



(Rev. 01-31-2003)

(U} e

im

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY}32 Date: 02/21/2007
To: feneral Counselgb7E Attn: N3LE
Inspection b6 Attn: 1.3
| | b7C Attn: 2AC| |
nsac] |
S |
S | ]
From:
ontact: o
Approved By: B
b7E
b6
Drafted By: mj s b7cC

J7E-HO-C1l2zZ9736-VIO (Pending)

INTELLIGENCE QVERSIGET BOARD
FETHO - | DIVISION

VIOE) VIOLATICHN

Synopsis:
B-oard (I0=)

(1Y  Reprnr— of a portential
miattecr.

Tntel igence Oversight

Rt
ify on: bl
b2
““Referen‘ce‘:“““x 228 HO-C127073E Serigt CETL bIE
e bé
b7¢C

Enclosure(s) : (U) Enclcszed for NSLE and IZ:5 are the following:

One copy of a gepjeg of c-mai_s (3 pages) to include
an =z-mail from former SSRAI:ft::] to ASC r | =t al,
FEZHQ, ©CTLD, dated 07/21/2005.

Detadile . M T} 4 S E e el =Y S =t P = fml I

SE&T

5179/ DHH /KSR /RH
2-13-2032 ALL INFORMATTION. COWTA
HEFEIN I3 UNCL
WHERE SHOMN OTHERIISE
NSL VIO-35687




SEchE
b2
reral Counsel  Froms I I b7E
.

'“Rérmm}><: BTE-HG-C12097 36-V10, Do oLy on7

=
|
(]
i7)
t‘IZ-

bl
be
b7C
b7D

)&O]’] oI DOUt 07/13/2005, DA ~ocrrdinated
witb lpited States dtonrney's Office (US_ZLI()] ; bl
S——

Chief of CriminaLJ e
-proena £~ b7C
7\: — p— R — "
—ter receliving the subpoena,

) Azeociate General Counzel jb?D
: served i}lu subpoenggud had goe pecards b2
T hand waca e received a call from SSRA b7E
SERE had bheen no-ified by FEIEQ, ITOSR I, CONHOS 11,
that we were= not to uzilize & Grana Jury suboosna and that we

= jotain a National Security Letter [NSLj. Therefore,
returned the records to

(U) S5RA advised FEIEQ that cur JSACZ, [:::::]

was T2V out of —he Divigsior and therefore we would need bE

a Grand LJLJ

T “mmplp*@ an FC addressed to Generzsl Cruns=1 regaesting an FAT ol
bo aporoved at EFBIHQ. SSR was then insctructed by FRBIHQ, ﬁ
ZTos I, CcoNils IT, thaz woilld be required to draft —he b7D
HZL, duese to time cons<raints, apdotlben obtain approval from a
nelghooring division's SAC.  5A then drafted an N3L to

obtain thelT | records from ar.d forwarded the NSL to

38kre] |for ~oview. The MNMSL wag then forwarded by SSRA

I EE ~AC | Divizior, f-r acproval.

L On o abwent, 07 /142000 0 J7TF Task Foroes Agent.
I Iserved ~he MHNSL at TEA [:::::]does not recall

SE T

NSL VIO-35688



S&ET 2

.ms: (Gengral Counsel  From: | ] b7E bl
7

Rér»:>§{j DTE-HQ-C1229736-V10, 0DI/11/2007 b6
b7C

b2
5L was given. TFA Iwasiigg

appropriate docunmentation to
declined to honor the MSL.

iUh\

(T

e ‘ndividiaal's name to whom the
1 oot the 1IST not the

L

(1) SSRA |then contasted cocl |

| ] Ior guidance concerning the matter and the
questioned legality of <he N3IL for records. CLC
then conferred with l=gal counsel at and FBIHY, OGC,
concerning the matter. SSRA alzo ocontasted AIAC
I - _— .
| Tl turn was 3also in contacs

WiTh FBLHO. b6

as
a Grand Juary subpcoena would be cobtairec -ut <f the

- , ) b7C
(U) Subsequenztly, bbRA[:::::]wa advised b% FBIH? tha= 17D

/
[vhizh was the c¢Ifice of origin <n the ;b2
I"and the Grand Juryv subpoena would ke forwarded to  D7E
thel ltor service on | |
Mon 07 /1572008, th(}'i Il’r=’“(>'i~=‘.rn(‘] S o o f
ish e Thie, Grand Jury subpoena from the
requesting - LfEssrds o for sy
| szrved with e—=e—=orry Su hl
________________ [S ESTSIBITE=R R =T % 5 61 Afted j
I:S:I : to comply, SA aaviced] JThat he ha . ;}36
SERA wWias 1N contacT with ASAC' |advising of h7C
~c_uctance to honor the Grand Jury ctbpoena and at this time ASAC 17D
contacted Lhe | coreertiing bhGuad o
Approzirately one hour lazezr,| cortacted thes |and

advized fthat thel |were waitiny for cur retrieval.

SE}(@T
3

NSL VIO-35689



“Rer 2TC-HQ=-C12297 3610, 0Z/21/2007

SE,O&T

LEAD (s) :
Set Lead 1: (Discretionary)

SEMEXATL COUNSEL

AT WASHINGTON, DC

(U)y HNSLB; =cor informati-on ard action deesm=d
approoriate.

Set Lead 2: (Discretionary)
LHSP=SCTLICN

AT WASHINGTON, DC

(J)y II3; For informzctior and actlien decred
approoriate.

144

SE9<?T
4

NSL VIO-35690



FD-962 (Rev. 03-21-2005)

()

iU}“MM:><< =, Poszible IOB Erroc:

“m:jéi: 4. Description of IOE Error (inc_uding any reporting delays).

SERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 0Z/23/2007
To: Inspection Attn: I-75, Room 11361
Ceneral Ccounsel Attn: NSLBE, ERoon 7975 b2
b7E
From: b6

b7cC

Contact: SCL

Approved By: |

Drafted By: | |: 3dk

21
SSA

INTELLIGENCZE OVERSICGHT EOARLD (IZIOE) ERXORX

95

Title: i)

“§§ﬁc§§igr %) To repor- possible IOB error.

...................... _mmzxﬁzi DeT rom - =

Dec Ity '
bl
Detailsg bé
b7cC
b2
b7E

N 0o J2/21/2007,] | coof ] advised 3832
of a3 poZentizl IOB viclaticn identified during an

audit by the Cffice of Tnspector Genersa. (0T .

N pa
P -~~”;>§i> On orogponnd 08/12/2004, a Hational Security Letter (NSL)
was “ssuad to requestirg Zinancial records pertaining to
bl
.................. ey S ET b 6

BRCLAXET

Ay 65179 /DHH KSR AR b7C

/4 {ej b2 ALL INFORMATION CONTAINED

FY OOM: 12-13-2032 NSL \413@@5691 HEREIN IS UNCLASSIFIED EXCEPT
' WHERE SHOWN OTHERWISE




bl
SECHT b2
%

(W oo [ ]

iga U onba ettt and twoe acoodiaTod sSmatad i reanaeny |

Zlthough financial records were redquestsSya, Lo

-

pursuant to Title 1%, TJ.2.2. Bection 2708 (as ansnded,
complies with all applicable provisions
(REFPR] in accordance

The N3L certified tha- —he FEI
of the Right teo Financial Privacy Act

A~

2, U.3.C. Zection 3<403(b).

=3

el was
Unoer authority of Executive Order 172333, dated 12/04/198281, and
10/26/2001) .

1losed

with Title

g Further, a review of the iritiating EBEC dated 03/12/2004

showed a“reguest for an Electrzonic Communications Frivacy Act (ECER)
| I - n N

ML bz zprroved and authorized to!
ctmanunication transactional records

bl
The g

=3

scclated with subject.

stated-for matdatory reporting i r—————
ught financial documentation recorzss f-r two e-rmail addresses

[T 14y s i g

b2
b7E

At the time of tThes akove, SA

tion was closed on 1L/DZ/-004,

s2 agent and 3SA| [was Tl SWLeLviooL .

It zshould be ne-ed thotf g oroevioug potentigl TCRE riclg

This

—ion

- this investigation,

Was

deteryined by the Office of Geperal CoLlnhcel (O60)

NSL VIO-35692

as

non—repor—a

ole,



SECEXT

T Inspzotion From:

2TC-HE-C1223736-V L0, DZ/23/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.

Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

()

*

For action deemed appropriate.

sr,dx@r

NSL VIO-35693
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SE

S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 0Z/23/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
From:
Contact: SA
Approved By:
b2
b7E
Drafted By: 3 A :
e y r - b6 -
Case ID #:-. 1 278-HQ-C1229736-V10 b7C bl
b2
Title: Uy 34 b7E
B b6
INTELLICENCE OVERSICHT EOARD (ZOB) ERRXOR e
sSynopsis:t (J To reporz possible IOR error. bh7A
tUj“mmmmmmmmmmwmmm. i ;. FBI SCG-3
Declassi ;
Details:
S 1.
=y =
"""" ‘;><: X Posszible IOB Error:  (See Cescription kelow.) :bl
b2
(S) b7E
b
........ Description of IOB Ercs (in-_nding any reporting delays). .
b7A
. f)*ﬂ/ /200?1 -DC !advi ed S5SA
of a pi.ential IOE violat-col 1dentified during an

T T e orrree of Inspector

12/21/2004,

sy Cfngined inv
-'— ..

£ n

T

Genera_

Specizl Azert
stigztiorn)
[ AR

4 4 -

pom———

(the ftormer
lasued Naticnal Security
weaticon for the following phone

El

NUnCeErs

DATE: 12-11-2007

l"LAS‘qIFIED BY E5179/DHH/ESR/RY
SON: 1.4 (o)

Wy 12-131-2032

e

ALL INFDRI‘LATIGN C
HEPEIN I35 UHCLASS LYK
WHERE SHOW OTHERWISE

NSL VIO-35694
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SEC)ET

b2

Ty Inzpecticon Frooaw:
Re: (S)  »To_He-o] 97 36-Y10,

DZ/lz/2007 b7E
b7A
bl

A review of

|and A3 revealed Zhat

tRe numpbers for whi
~vanse to o an authorized

=k

Sy
to document subsgrd

1‘:1'3‘;!“‘2'(310‘B“,""“SH: Srgfted an EBC

al
sukbscriber nicrxation was re
Investigation.

quested had

ber dnformation receloen

oL ST
OS] e

.

ed on.12/21./2004

LS A - o A
The EC

subscriber infolmMeET IO TOT TIE TOTTOWIID] TIo= Tl e S
bl
b2
bTE
b7A
b6
b7C
The last nupber in the 1i =1 was not in
the TIL sabwritted to dated 12/2Z 104 as the EC stated. However,
St o slhepld e et ed that the raunlee ot errnneoaal s frpnisbhed s

the Informazion

P EEE A
Anthiori zed
mattor. oo oao
of the reanlta

ITo-T=0 10 =SLL-L and
Thves dgaion g
h, the EC dated
that ol lowed

We e

=

W2

1r. ILac

T
ted as part of an
et i g i

fonal Securitby
crronocusly stated thaz all
T ST, dated :

‘ b1

b7a
b4
b7D
b2
b7E

in

a

SE%T

NSL VIO-35695



-

LT Spgction From:
Re>< Z7e-HQ-C1Z29735-VI0, 0Z/23/Coud

SEC&&T b2
b7E

To: s

12/°1/2004, when in fact cne of the telephore nuncers was provided in
response Lo a HNSL dated 12/°5%/2004.

.............. ,:}g{: The recordg mentioned above were received as tyo _separate
=N ki =X £ 1~y and are o .t v.lnaintained i

e 515 =TT A BN ) =P =

=9, “t oshould Ko | A ) e

ces in the 1272172004 HEL
provices by[::::]and thus were not reported o the 03/03/2005 R
is unclear why zukscribers {or a oouple of the teleopaonce nunbors
nol provided oy b b oo o tho abnve, 3A
the casce agent an GSAI was Lhe sucervisor.

T T s ubscrikbers reque

bl
b2
b7E
b5
b7C
b4
b7D
b7n

sm‘ﬁ

NSL VIO-35696
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. To: Trigpe~timn

szg@T
b2

STR-HO-T1226736-VIO,
LEAD(s) :
Set Lead 1: (Action)
INSPSCTICN

AT WASHINGTOM, DC

Set Lead 2: (Action)

GEMNERAL CCUNSEHL

Al WASHINGTON, BC

+*

From: [ 1]

b7E

/2372007

(1) For acticon deenes apporopriate.

Jy For acticon Jdsemed approcriate.

sEXET
4

NSL VIO-35697
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SEQRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 02/23/2007

To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975

From: B2

Contact: SbAl ib7E
ho

Approved By: b7¢C

Drafted By: rrar
CGase ID# ) ZTE-HQ-CLl229736-V10
Title: Uy  aal |

SR | |
INTELLIGENCE OVERSICHT EOARD (ZOE) ERXOR

To report possikble IOEB error. bl

b2
Ssify On: ‘

b6

Details: €b7C
b7A

= 1.
=y =
N . Poszible TOEB Error:
(S)

iUJ“wm::5Q::4. Dezcription of IOE Error (inc_uding any reporting delavys).

e

,;;§<;:A MN3L was issued on 04/0:5/03 under the aathority of =zhe b2
Elezpfomyg Communicaticons Privacy Act(ECPA) for the subscriber -
nfermation and telepbope o011 cecoors dpformation for subject's
te_ephone account Upon receipt of
regueztad docament T Lo olis Toleplone o eI Toras Jdefermined that
due to thez starting date of the reluest falling in —he middle

of 2 pilling oycle, that for the telephons Soirmwany's convenigpoe b
vo_untarily provided —oll record irZormaticon dating back to
ALL INFORMATION COWNTAINED

SEG&E&
HERETH 13 UNCLASSIFIED EXCERT
NSL VIO-35688xE sHowN OTHERWISE




SE)Q‘ET b2
Frane [::::::] b7E

~Rew o N 278-NQ-CLZ2G9756=-VIO, O2/23/2007

LEAD (s) :
Set Lead 1: (Action)
INSFZCTION

AT WASHINGTOMN, L

(U) For acticn deemed aporopriates.
Set Lead 2: (Action)

ZENERATL COUNSEL

AT WASHINGTON, TC

() IFor action deemed appropriate.

**

SEE&%{

NSL VIO-35699

bl
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SE

T
FEDERAL BUREAU% INVESTIGATION

Precedence: ROUTIMNE Date: 0Z/22/2007
To: Incspection Attn: IZ7, Room 113961
Zenieral Counsel Attnh: MNSLB, Koorn 7975
From:
- b2
:  SEA ;
Contact: A B7E
Approved By: 1b6
b7C
Drafted By: |: rar
EL e (X ZTB-HO-CLlZ229736-V1¢ _
i:T_T:I __,,93?9...@..# >< HO-C1 5=V 10 bl
Title: (U) 2A] ] b2
asal | b7E
INTELLIGENTCE OVERSIGHT EBOARD (ZOB) ERRXOR bé

-mSynopsiST“)X< To repor- possikble IOR error.

b7C
b7A

.......... Derl rom .. =3
- BT
Details
s 1.
D I
(o ~}>{: 2. Pogszible IOE Errar:
(g)
in”, Description of IOE Error (inc_uding any reporting delays).

e SNNA HNEL was issued on 07/16/2003 for
(U3~~”M' nformation and tell records for fhe period
When th= to = - were recelvesz,
(el E previous MSL was
SAalE Lelel honeaamoreon 083/19/2002 Z01 subscril
to_ 1 re-ords for the periodl It:

517D KSR /RN

SECﬁT

2-13-2032

NSL VIO-35700

they were covering t
issued on this subject's

criber

the present.
he pericd

er information and
covering the

b4
b7D

ALL INFORNATION. |
HEREIN 18 Ume
WHEFE SHOWHN OTHER




SEQX%T b2
A b7E
To: Insgpection From: E:::::::]

............ Rez . N ’

273-HQ-C1220736-YIO, CI/0Z2/2007
LEAD (s) :
Set Lead 1: (Action)

THSPECTTICN

AT WASHINGTON, I

(U) T'or action deemed appropriate.
Set Lead 2: (Action)

GENERADL CCUNSEL

AT WASHTNGTON, DC

{J) FEor action deemed approoriate.

*

SE%FET

NSL VIO-35701
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SEkéET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 02/22/2007

To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLB, Koo 7975

From:

Contact: SCL

Approved By: B2
‘ b7E

Drafted By:l I:rar b6
b7C

TTCase ID#r- ) ZT3-HO-ClI29736-Y10

387

INTELLICENCE OVERSICHT EOARLD (ZOB) ERXOR

'SYncp§i§3”;;H<:}o reporT possikle IOE error.

£5)

= bl
> (5] Prgzible TOB Erroc: b2
b7E
(3) bhé

iI]J””w:>§<: q. Degcription of LOE Error (1nc_uding any repdrtired delays).b7L

) A MN3L was authorized on 07/0%/C4 fer a copy of sukbject's

“dznsdueN credift report under the Fair Credit Reporting

Aot (FCRAauthority. Although the propesr NSL was drafted, the
accocnoanyving Tlectronic Communicztior (EC) stated in the "Synopsis”
section that this was a Right to Finanoizal Privacy At (REPA) authority
request

NSL VIO-35702



SECﬁ‘? :
b2

Trr Ingpeotion From: b7E
in VERQ;N:><E DTC-HC-C1229T7 2610, 0Z/l2/2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SEQ&T

NSL VIO-35703
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SEv%ET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 02/22/2007

To: Incspection Attn: 177, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

From: b2

Contact: SbAl ;b7E
b6

Approved By: b7cC

Drafted By:l frar

i[]h'WW“W”CéSé“IDm#Ym"“) ZTE-HQ-ClZZ29736-V10

Title: (U) 3A |
3SA
INTELLICENCE OVERSICHT BOARD (TOB) ERROR

-
[y -

To repor= possible IOEB error.

Derivwed From .
Declassi ;. X1

bl Eh I
b2

b7E

b7C >< =, Pra>ille TOR Frroc:
EU)N.MWW

in"““w“““:>XQ: 4. Descripticn of IOEB Errar (inc_uding any reporting delays).

e A3 A MNEL was requested under the Fair Credift Reporfing
ch-,w,w~ Act (FCRR authority for subject's consumer credit report on 11/12/04
whizh was received. During a DOJ/I5 review of NSLs, this NSL was
tdentified as being regquested under FCRA authority bat having languags
‘n the zcertification from the Right to Financial Privacy Act (R¥PA). A
subzequznt review of <his HSL is believed Lo contain the proper
_anguags from the FCRAL

SEGNET
ALL INFORMA&TINN CONTAINED
HEFEIN IS UHCLASSIFIED EMNCEPRT
WHERE SHOWH QTHERWIZE

NSL VIO-35704




SECBFT 2

To:. Tnape~ticn From:: b7E
‘ Z78-HQ-C1226736-YIO, [2/207/2007

LEAD (s) :
Set Lead 1: (Action)
INSPSCTICN

AT WASHINGTOM, DC

(1) For acticon deenes apporopriate.
Set Lead 2: (Action)

GEMNERAL CCOUNSEL

Al WASHINGTON, LT

iJ;  For action Jdeemed approvriate.

+*

SECRET

NSL VIO-35705
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SE T
FEDERAL BUREAU OF INVESTIGATION
b2
Precedence: ROUTIHNE b7E Date: 0z/zz/20C7
b6 )
To: Irspection IEWC Attn: II3, Room 1186l
Genrneralr Conmnsel s Attn: HILE, Koom 7975
From:
Contact: S3A
Approved By:
Drafted By: Irar ‘
bl
{7y e -Case "IDTH#HTT 273-HQ-T1229736-VIO b2
. b7E
Title: .
H be
VELLZGENCE OVERS1GHT BOARD (IOB) ERROK : 7C
b6
“-.” . _.Syncpsis: revort possible IOE error.
Dér3 From =
Declassd :
|:U:| Details:
(31 1.
() =
b2
o - 3. csoible JOB Frror:
|:U:| >< Pc s rror HIE
(5) “
o ”“::}SI: 4. Degcriptior. of 0B Error {(including any reporting delavsi.
(U} o o 3 A M3L was recuested under ths Fair Credit Reporting
Aot (FCRA)authority Zor subjert's consumer credit repors on 04/704/05.

which was received.

identified as beinz rezussted
in —he certification from the kKight to Financial
subsequent review oF this N3L is bslieved to conzain the pro

language from the FCRA.

szé{z:'r

HEREIN
WHERE

NSL VIO-35706

During a DOJ/I5 review of NSLs,

~his NSL was

Frivacy Act (REFPA).

e

I35 TNCLAS ‘it'IFIE E\CE?T

SHOWN OTHERWIZ

nnder FCRA authoricy but having laniuage



T ngpection  Froom: | 17C
LRes (M) 2T8-He-C1229736-VI0, Do/lz/zon7 e

seQuT

b6

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SB&KET

NSL VIO-35707
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SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 0Z/23/2007

To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: NELE, Roon 7975

From:

Contace. SbAl b2
b7E
Approved By b
B "2
\ b7¢C

Drafted By: =xehlingy Roger A : rar

|:U:| "‘Case--~ID.,.#.:._m_>ﬁ‘</ ZTE8-HQO-C1229736-Y10
bl
Title: (U] OBL\I g
25 ;

- INTELLIGENZE OVERSICHT EOARLD (IZIOE) ERXORX b7E

Syﬁ6p515£:25{::?0 reporT possikble IOB error. b7C

() O Temvessmm o o
§sity on:

- bl
o b2
PoSs1lble 1OE Erroc: b7E
b7

Description of IOE Error (inc_uding any reporting delays).

A MN3L was issued on 11/29/05 underadfhenanioc ity ol Zho

N Commund caticongs Privacy Aot (ROPA |
IAltnougn this HM5SL was served or. the Zarrier, the carrier Jid
.t rturnizh thisz reques-ed information £ the FBI. Thais information

~an not be cobtained under ECEA.

bl
b4
b7D

e

ALY INFORMATION CONTAINED
HEEEIN I35 UNCLAZSIFIED EYCEPT
WHEPE SHOWN OTHERWISE

NSL VIO-35708




SEéﬂ%T .
b2

(U)“wmme:: Inzpegtion  From: [::::::::] b7E
= DTQ-HO-C1229T26-VI0, DIZ/l3/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

NSL VIO-35709
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FEDERAL BUREAU OF INVESTIGATION

Frecedences: ROUTIMNE w2 Date: 02/05/2007
b7 -
s .b E Attr I12=
bo n/oDn |
b7C
Tonnterintelligence Attr: =°D-=-7
Inspection ALtr.: %, CRG

From: Office of the General Counsel
NSL=Z/CLLU/ RO gl Sl
Contact: AGC

Approved Sy T} ynae Tl je |

Draft=d By: I I

CGAsE TD 4 06)  278-HO-C1229736-VIO

.Title;mm>xi INTELLIGENCE _QVERSTGET BOARD

MATTER 2007

is the opinion ¢ the Office of the General
=1 (0OGZ) that this matter 1s roft reportabhle to the
1— Bocard (IOB). Rather, it should ke
cntrel file for periodic review by Counsel <o
the ZOBE. Ouir analysis follows.

Couans

(1)

Administrative: -

tronic
g 01/04/2007 from the
Office to OGC reporting a potential IO0=

communication (EC) conzains

bl
b2

b7E

tsh Detzxi]l By EC Jdazed 01/04/2007, r=qiested thaz
O3C reviesy £ tacts of the capticrez MACLLELD = determine whezher 2
i[]jbm it warrants reporting to the IOB.  As snplained kelow, in our b7E
Il o te

ALL INFORMATION CONTAIHED

HEREIN I§ UNCLASSIFIED EXC

NSL VIO-357I{FE SHOWN OTHERWIS




SE(XET :
b2

. L e - o b7E
el From: thl”c of the fGenera. Counsel ‘
' DTS=HO=CT 297536V T0, 0N/05/2007
JEESE)
Drr L1/ 317 20U00]) JOraTted aml NoL pursuart
T2 I3 UCS.C0 S 2709 seeking subscriber nfcrmaticon for a
telzphone nuambertlhat was belisyad o bhe used ©v subject. The
NSL was sent to viz Federal Express on
2/15/20045,

"""" '”“”Nwmw:Ef;: Cn ]7j?6fT006,l rQHQiV%d fre reageat od

subzcricer information along with 3 21sk containing

£:21 rezords pertaining to the requested numoer. The d1s5K
c-ntaining the toll records was ilmmeziate’y turned over to the
Acting Chief Civision Counsel for secuestration.

=3
Hh

{U) The Preszsident, by Executive Order 12334, date
22/04/71231, estakblished the President's Intelligence Oversight
Board (FIOB). Cn 03/13/1993, by Executive Order 12853, the
Presidenl renamed it ~he Tnlelligercs Oversight Poard (TCR) aned
eztalblizhed fthe Board as a standing committes of the President's
‘o Intelligence Advisory Bozr2. Aming its responsikilizies,
the ZOB has been given authority to review the FEI’s practices
and procedures relating to foreign irftelligence and fareign
ctuntezrintelligence collection.

—

Inswectors General and Generzl Ccoursel of the Intelligence
M_MMUHlty conponents (in “he FBI, Lhe Assislant Director,
vection Division (INSD), and the Gereral Counsel, Office of
the Gznzral Counsel fOGF), regpectively] report to fThe ICE
nte_ligence activities that they have reason to believe may ke
un_zwiul or contrary —o Ezecutive Order -r Presidential
Dirsctive. Tnis language has been lnterpreted to mandate the
reporting of any viclation of z provision cof The Attorney

(1) Section 2.4 of Executive Order 12303 mandates thas

o= "3l's Guidelines for BT HNatioral Security Investigations and
Foreiagn Iotelligence Collection (HS1G), effective 10/31/2003, or
cth=r gnidelines or remlations approved by the Attorney General

in accordance with EO 123332, dated 12/04/72¢381, 1if such provision
was dzgigned to ensure —he protestior »f ‘ndividonal rights.

Violations of provisions —hat merely are administrative in nature

and nct dezered to have kbeen desgsigned £ ensure the protection of
ndividnal rights are generally not reported T2 the IOE. The ZZBI
“nspection Division 1s required, however, Lo maintain records of
such adriniztrative vicla-ions for three years so that the
Czunsel to the LOB wmay review them upor rﬂqu’— . The
detzrmdnaticon as to whether a2 matter 1s djmlhlutfdtiVE in

SEQQFT

2

NSL VIO-35711

bl
b2

7E

b4
b7D



o Froms Officg of the
Re STE-HQ-CT 29T 30V TO, T/OR/ 007
naTuL“" NW“T te majp bv Ouv. The'ef01~,

(1) Cn 03/28/2006, the FRI's
Eranch (N3LZ) sent a le-ter to the

their concurrence to

though NSLBR would still th

require

any Zmpropcer collectionn under zn HNEL ac
Ry letter dalted 11/13/7006, the TConnzel

in the collection of
—no the FRI OGZ,

third party errors
MEL must ke reported
_OE.

(1Y In the ins—-ant case the

fenera.

Maticnal Security
Course’
Treat third party errcrs
e fisld to
a potential IOB matter.

cr_lection

o
RN

Couns=21

such administrative
_OB matters.

L a ‘/'\IT

frr the ICB requesting
a3z non-reportable,

continue to repors

by the TORB aqgreed that

information pursuant to an
hut are not reportakle —o the

b2

of toll record b7E

nformation was not the fault off

| Once it was

dis-overed that the information was

request,

walber wazs reported Lo OGC.

(11) Based upon these facts,

terms

EQ 12262, it isg our opinion thzt this
the ZOEB., A record of this decision

czntrcl file for future review by the

SEARET

Deyvond tThe soope
the information was immediately sequestersd

n aczordance
irplenenting the reporzting reguirements of Section 2.4 of
error is -

ghould be e

of the
and the

RIS

with the

/

not reportablﬂ
~h

raintain=d in

Counsel to the ICE.

NSL VIO-35712



SE%ET ,
b2

m:  ©Office of the Genera. Counsel bh7E
=IO, OT/065/2007

o E

ro
Re: soim=HO= 0L 29T S

i

LEAD s :
Rl T=ad 1 (Act Tonrn)
INSPCTICN

AT WASHINGTON, Do

() INSC should retain a -
potential TOR matter, as well zs a copy f the OGC opinion
2-nz_uding that ICE notification iz rot regquired, for threes vyears

o prssible review by “he Chunsel to the TOR.
Set Lszad Z: (Info)

COIMTEITINTELLIGENCE

AT WASHIMNGTON, DC

2]
(1) For informa=-ion. 7E
b4
b7D

Set Lzad = (Action)

(U) If deemed relevant to the irvestigation, i
shonZd sukmit the gpproprigte NSL recuesting the Toll records or
refurn the dizk td If the irfzrwmaticon is not relevant
or does not ceel their return, then the disk should ke

& With appropriate documentation placed in the file.

o Ms. Thomas 336~
]\/1 r. }3 7 (\-t
Mr.
IOz TIPTary

+*

SE&ET

4
NSL VIO-35713



(Rev. 01-31-2003)

SEqﬁﬁf

FEDERAL BUREAU OF INVESTIGATION

Frecedence: ROUTINE b2 Date: 2/21/72007

b7E Attr: =
bé iy
b7C ~DC

|
"

J:-l
it
—
D]
U2
NE]

S —

Tonnterintelligence Attr: 7©h-4

Inspsction

=)
it
it
=
H
in

-
o
el
i

Fromu: Office of the General Counsel
NSLZ/CLLU/ RO ] btk
Contact: AGC

Approved Sy ThomAas Jiulie F

4

Draft=d By:

L.
Ex 2Tonerc1 s
szr[_Faeod

....... LRAtled INTELLIGENCE_QVERSIGET BOAKD
t[Jk'”' MATTER 2007

i[I}m ...... umSyﬂGpﬁiST”“Z><; The Field OfZice requested tha-
the Office Zf Xhe General Counsel (OGC) Tev_ew an incident and

determine whether it warrants reporting to the Intelligence
Oversight Board (IOE). I- is the opinion of OGC that the
‘nroident doszs not need To kbe reportec to the IUE. Rather, this
EZ zhould be maintained in the control file for pericdic review
by Counszel to the 10B.

Ismt

36-VIO (Pending)

T

(1)

e :"

Administratives PE This electroric communication (EC) conTains
nfermation frofi: the EC dated 2/01/2007 from to CGC

reporting a potential IOE matter.

]
/178 /DIH /KSR /FH ALL INFORMATION CONTAINED

HEREIN I T.TNLLA““»bIFIEF EYCEPT
WHERE " SHOWN "0THERIIS

2=17-2032

NSL VIO-35714
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S%?é?T

T From: Qffice of the G
Re: "72-HO-Cl229735-V10, /2172007

ﬁ bl
snera. Counse b2
b7E
b4

. By EC dazed 2/01/: recuested that osc  bH7D
SENS PEOSE S B P B ST oo e o ST EEEE SN L U BV
I JAn pAart o 1ts 1lnvestlZabtlory, sought
HEREEESTOTER 1nfﬂlmd ion for zan email acoocunt relevant to the
ongoing inves icni. A Mational Ssecurity Letter (HN3L) was
precared by and served on The HSL Lequested only
transacticnal 1ntolma=ion fogp phi—e=mme=—fi cqail accound The
HEL results were provided o in an email kv the
| Pivigion on 1/11/2007, withk the TD-ROM f£o Lhe Senim

Cri 1/15/200%, the Idase agent reviewed —he
eovered that in additior. £o the requested

(Ui

transactional informazicrn, [:::::]liaj pr-ovided information tha= b2
appeared to be content. Yoz example, zome of the infcormaticon b7E
appzared to Unglhdtt from the oUbjbvt ~in= cf the email. The b

case 3Jent didately ceased the review and regported the :b7E
Incident to 2ivision Counsel.  On ;/’"/zuﬁ Lhe case ajent
contaztod tnc

l point oI cgntact (FOT: for the N2L.
The POC then CONTACTEd Clle appropriate |r@Lrh sentative and
confirnsd that ]hdd provided the —n crmatlon 1% error.
Subzequently, TIE] POC Zestroyed the oM

de_et=d all emails TEgarallly Llls message. On 1/Z2 ’/“ﬁOﬂ the
::as aJent gimilarly deletec the relevant erail.

(1) Section Z.4 of Executive Order (E.Q.) 1Zuss
dated 06/13/1992, mandaes Lhab Inspzctors General and General
Cocunsesls of fthe Inralliqence Commurity ccmponents (in the FEI,
the Azgigtant Director, INSD, znd the Seneral Counzel, OG7,
resce-tively) report <o the IOB Ycooncerning intelligence
activities that they have rezson fo kelleve wmay ke unlawful or
contrary to BExecutive order oz Presiczertial directive.” This
_anguage was adopted verbatim from E.O. 123234, dated 12/04/1381,
when ths TOZ wasz <nown as the President's Intelligence Oversight
B-ard (EIOB). By longs-anding agreement kbetween fhe FBI and the
TOR {and it=s predecesasor, Thp FTOR), this Tangnage has been
ntorocreted to mandate <he pu_*qu of any violation of 2
provizicon of the Attorney HFﬂPL1l Gnide’ines for Mational
Qecurify Inveztigations and Foreigrn Intelligence Collection

IN3IG), or ctner guidelines oo squlations acproved by the
with E.O. 103323, dated 12/04/193

D

nttCLﬂc] Seneral in accordance
*f =such provisicon was designed in full or in part to ensure the
proteztion of the individual sights o2 U.3. versons. Viclations

of crovisions that are essentizlly azZministraztive in nature need
nol be reported teo the TOR. The FRET (s remirsd, however, Lo

S ET

NSL VIO-35715



SE&‘ET o
b2
TZ:[:::::::]FE”M' Office of the a_ Counas b7E

Re: C72-HO-Cl2l9735-v10, Z/21/720d

maintzin reccords of guch adwinistrative vic_ationg go that the
Counsel to the TIOR may review them upor requsst.

(1Y  ©n 03/2G/2006, the FBI's Waticnal 3ecurity Law
Branch (N3SLZ) sent a lezter to the Coursel for rha ICE requesting
their concurrence to —reat third party e s non-reportakble,
fthough NSLB would gtill require the fie_d fo continue to repors
any mproper collecticon under an HIL as a potential I0OB matter.
vy letter dated 11/13/2006, the Counzel to the IOB ajreed that
third party errors in the collection of information pursuant to
an NSL nrust be reported to the FEI OLC, kbut ars not reportable to
the ZOR.

=
i
i
i
0]

(11 In the ing<ant case the cc le-tion <of informaztion

by ths FBI was not the faulf of FBI{ i Once the case agent
diszovered That he had received informatlon cevond the sogpe of

=y
the MNIL reguest, the case dgcuf immesiatesy notified the

CDE oand notified | Trhereatter, all coples an
emai’s rejgarding this request were deleted and or destroyved. As

a rogult, thizs matter docs not nced to be reoorted to the

NSL VIO-35716
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b7E



sz b2
b

To: [::::::]From: Office of the General Counse
Re: 2 i3-4Q-Clol29736-YIO, Z/2./2007

LEAD(=]
Set Lead 1: (Info)
ZNSFEECTLION

AT WASHINGTON, D&

(1) For informazion.

Lead =: (Info)

9]
)
—+

SOUNTEXINTELLTGENCE

AT WASHTNGTON, DC

('l For informaticon.

o8}
V]
st
=
i
o
(o3
w

(Action)

b2
b7E
b4
b7D

(11) is roequested to coordinate withl]

|to

ensure that
similar types

isclosures in the future.

ol 1- Ms. Thonas _
L~ bé
L~ b7C

1- TOE Library

144

SECkET

NSL VIO-35717

nas the appropriate probtocols 1n plale

T prevent
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Pdmlnlofr”+lv~;m"

SEkET

FEDERAL BUREAU OF INVESTIGATION

bz
FPrecedence: ROUTINE b7E Date: 2/21/2007
b
m-. b7 Attr SR
5DC
Tonnterintelligence Attr: 7©h-4
Inspesction ALTr IZ=, RS

Fromw: Office of the General Counse
NaL=/ClLU/Rno Lol
Contact: AGC

Approved Sy THogndas Julje |

4

Draftsd By: I lsmt

wase LDo#:. W Z78-HQ-C1229736-VIO (Pending.

Title: IR INTELLIGENCE _OVERSIGET BOARD
o :><<: MATTER 2007
. S (5 The Ficld Office recacsted thaz
the Office AL The General Tounsel (OGC) TeEv-oow 2 incident and _
Jdetermine wnether it warrants reporting to the Intelligencs b2
Oversight Board (IOB). It 1s the opinieon cf OGC that the b7E

ncident does not need <o be zeportez to the IOB. Rather, this
EZ zhould be maintained in the contrcol fi_e for periodic review
Ly Tounzel to the TOB.

(1)

~
Z

T5-HQ-C1lZZ49736-¥IO Serial Z1Z20

~W:ES<:;Ey EC dazed 2/01/2007, r=quest=sd that OGC
incident and dezermine whether 2t warrants reporting to

SEQ@T

&4LL INFORNATION CONTAINED
HERETH IS UNCLASSIFIEDL EXCEPT
NSL VIOw@BA &rown 0THERWISE



SEGEET

T From:  Office of the Gensral Counesesl Ig%
Re: 7/ =-J0-C1l229735-V10, /2172007 :
b7E

““““ I. b4
] el BN -
— b7D
D LALC L 1ro Ihveorloarrioti] |buught

Troals oAl ntorma<ion for zn email acocunt relevant t£to fthe
ongcing invegtigation. A MHationzl Secipity Letter (N3L) was
precared by and served on The MSL regquested only

transacticnal 1hriolma-icon fo; LhemTererant emall accou he
NESL results were provided fo in an email ky the
Division cn 1/11/2007, witl the CD-ROM f£o he Sent
b2
s :kgi Cr 1/22/200%7, the Icase Jgent reviewed —he ;b7E
emal’ and discovered Tthat in addition to the requested b4

transactional information,[::::::]kad pr-ovided information tha= b7D
ared to be content. 0 example, some of the information

cpeared to originate from the subject Zine <f the email. The

case zgent immediately ceased the review and reported the

ncident to e Counsel,  On L/22/2007 the case ajysns
contacted the point ¢ cgptact (FOT, for the MSL.
The POC then contacted “he appropriateg repregentative and
confirnocd that had provided the onrtermation in orror.
Sukbzequently, Che FOC Zestroyed the CD-RCM and

ftzd all emails regarding LIlsS messaqe ﬂn 1/31/72007,

= rejuested informatjigp J1r compliance witnh the
Oon 2/101/2007, the case aq—n* similarly

(1) Secticon Z.4 of Executive Order (E.O.) 1x&ibs,
dated 06/13/1992, mandaes Lhab Inspzctors General and General
Crunselzs of the Intelligence Commurity ccmponents (in the FEI,
the Azgigtant Director, INSD, znd the Seneral Counzel, OGC,
resvectively) report —o the IO0OB Yconcerning intelligence
activities that they have rezson fo kelleve wmay ke unlawful or
contrary to BExecutive order or Presizertial directive.” This
_anguage was adopted verbatim from E.O. 123234, dated 12/04/1381,
when ths I0Z was <nown as the President's Intellig=nce Oversight
E-ard {(FIOE). By longsztanding agreement between the FEI and the
TOR {and it=s predecesasor, Th@ FTOR), this Tangnage has been

ntc Lorc fod to mandate <he pu_*qu of any violation of 2
provizion of the Attorney wenelal Gnide’iness for MHational
Security Investigations and [oreign Intelligence Collection
(N3IG), or cther guidelines - =qulations acproved by the

Attcrney SGeneral in accordancs with E.O. 22323, dated 12/04/1931,
f =zuch provisicon was designed in full or in part £o ensure zhe
proteztion of the individual sights o2 U.3. versons. Viclations
of ovrocvisions that are essentizlly azministrative in nature need
nol be reported e the TOR. The FRET s vemirsd, however, Lo

SEﬂéET

NSL VIO-35719



o

T Office of the General Counse b7E

Re: " /=-H0-CLo20736-10, 2/21/2007

maintzin reccords of guch adwinistrative vic_ationg go that the
Counsel to the IOR may review them upor. rejusst.

(1Y  ©Cn 03/24/2006, the FBI'? Nat'fha
Branch (NSLZ) sent a lezter to the Coursel
their concourrence to —reat third prty erriras 3
though NSLE would still require the fie_d to co
any Zmproper collecticon under an MEL as wtential TOB matter.

y letter dated 11/13/2006, the Counze the IOB agreed that
third party errors in the collection of information pursuant to
an NSL rust be reported to the FEI OLC, kbut ars not reportable to
the ZOE.

ntinus to Lopﬂrt

(1 In the ins<ant case the oz lez-tion of informazion
by thz FBI was not the fault of FBI[:::;:::] Once the case ajent
digszovered fhaf he had received infirmaticn ceyond the scope of

chata = meyo cope of
the MNIL regue fLhe case agent immesiate_y notified fhe[f:::::]

CDC and nﬂtlilﬂd| | Trereaftter, all copies and
emal_ s regarding this redquest were deleted and or destroye
a rcoult, this matter docs not neced to be recoorted to the

NSL VIO-35720



SE‘QéET

To: :Frmm: Offime of the eneral Counsel
Re: IZUVE-HQ-C1CZ00736-VIO, "/71/2007

Set Lead 1: (Info)
INZP=ZCTICN

AU WASHINGTON, DO

(1) For informaztion.
Set Lead O (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DO

o For information.

€8]
4"
ot

Tead =: (Action)

(U) s requested to coordinate with
ensure that
similar typs 1gclosures in the future.
oo 1- ¥s. Thrmas
1- bé

1- b7¢C
1- IOE Likrary

144

SE)?&T
4

NSL VIO-35721

t o

e
has =~he appropriate protocols 1in placte T2 prevent
ol

-~

b7E
b4
b7D



FD-962 (Rev. 03-21-2005)

SEYRET
FEDERALBUREA&%%WNVESHGAHON

Precedence: ROUTIMNE Date: 02/21/2007
To: Inspection Attn: IZ7, Room 113961
Ceneral Counsel Attn: NeSLBeEcom o708

oo

paleron

Attn: M AYENR TR ENITEES

ZDr

From:

Contact: S30

Approved By:

b2
b7E
b6
b7C

Drafted By: rsem i}
(T}~ case-ID-#:- >< 278-HQ-T1229736=-YIO0 DTE
(1) :.9|i} 136372 b6
1 - (117 - \¥a e i) 4 Al ¥ ra) n b7C
in.m Title: i)y INTELLIGENCE OVERSIGHT BOARD [IOE, MATTER b4
S§ﬁ6p5181~ Report of a IOB matter. »7D
':UJ ...................... Dert - G-3
D Sify
Details
2 1.
(T - TN Case Agent: 3570]
Supervisor: SEA

(Ujuw~“”;>?§i 4. Mo Foreign In=elligence Surveillance Act (FISA)

rejques= has

bedn zucnitted to Office of Intelligence Po_icy and Review, Department

of Justice (OIFR).

T JTOB FError:

Iy

bl

e

93]

b2
b7E

SEg}'ﬁT

DATE: 13-13-2007

ALL INFORMATTON CONTAINED

f*m:sxﬁm EY 55175 /DNH/ESR/RE NSL VIGE3SFR2r= UNCLASSIFIED EXCEFT

DECLASSIFY OM: 12-13-2032

WHERE ZHOWN OTHERWIZE




bl

b2
SE%ET bL7E
b4
o T 1o Frooonme: | \
EU} - TRe 2O -HQ-1 2297 36-VIO, 0Z/21/2007 lb7D
be
b7C

Descripticon ~f IOE Error (incluzirg any reporting delays):

I O Maz“ional
Sech LILUy LTULTD WwWas Af Loyl Dy LIL"' v 1o LOll dl’td
forwarded to the Divisior. To be served onl IThe EC
requestad consumer 1den-1iying inZormati-on _imited to name, address,
former addresses, places of employmert, -r fcrxer places of emnployment
ior) the names and addresses of 211 firancial instituations a- which
the subject maintains or has mzintaired an account. The MN3L requested
that Thz FBEI kp prm id@d with z O The O e i —— it il

“‘(\l’ 7

surfitez—forf

hln appears to DX LoLENLIdL Ioo
TICI O IO O Lo e e reguesting FCRA conzuxer full credit report
when the SAC approved an EC for corsumer Zdentifying info and
finanz-ial instituticons. I- was the writer's intention to rejuest th
fu_l Zredit report at the time of the INSL was creparsd and the writer
miss read the example for the this type -f HEZL.

e

b2
in The reascns for —he delay on reporting this potential IOE b7E
CioMaticn are ac follows: o -
beo
(1) was not aware of the listed mistaxe until‘ﬂvb7c
OTG ClnduuL~u T e audiT in 06/19/2006. At that time SEO
Init =d by an OIC Inspector over the te_esphone and was TioLn '
nfocrmed that there was an potential [OB violation.
{2y 3FO was not zdvisecd ¢ the pctential ICE viclation he
unlil being notilied by DO Jon 02/21/2307. b7C
b7E

sBGET

NSL VIO-35723



Set Lead 1:

SEyéT
b2

T Imcpe;t%onﬁ Er?mi_!_ — __-i _!_ b7E
—Re ) 2TC-HQ=-C12297 3610, 0Z/_1/2007
LEAD (s) :

(Action)

INSPZCTION

AT WASHINGTOM, DT

(11)
Set Lead 2:

ZENEXAL

For ac-ion Jde=med appropriate.
(Action)

COUNSEL

AT

WASHINGTON, DTdZ

()

*

For action deemed agppropriate.

SEb_ﬁgT

NSL VIO-35724



FD-962 (Rev. 03-21-2005)
SEQXT
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE b2 Date: 0X/21/2007
_ b7E ~
To: Inspection e Attn: IZ7, Room 11361
GZeneral Counsel - Attnh: MNSLE, Roon 79705
b7C Sap I
Attn: TDT/Legal Unit
b | |
From: J
Contact: o-0
Approved By: 5
b2
b7E
oo bl
b7 )
Drafted By: I:scm b7c b2
1] R - b7E
Case ID #% 27 T1229736-YIO bE
Y 27 91i| 136372 e
b7C
Title: i1y INTELLIGENCE OVERSIGHT BOARD [IOE, MATTERS b4
1) SRR b’7D
Synopsist Report of a Potential IOB matter.
e tved From
b §< Decl i X1
Detail
2 1.
Ty - “Z}Xﬂ: Z. Case Agent: 370
Supervisor: S3A
CH I
- e 20 4. Mo Foreign In=-elligence 3urvell_ance Act (FISA) regues—t has
beern zucnitted to Office of Intelligence Po_icy and Review, Department

of Justice (OIFR).

{UJMWNM::>21: c. I0B Error: '
bl
b2
sz&<m'

b7E
NSL VIO-35725

93]




(m -

iUJ m“:><i Descripticon of IOE Error (incluzirg any reporfing delave):

SEQAQT

EDHﬂ:I

2297 36-% 10,

oZ/ 2172007

bl
b2
b7E
b6
b7C
b4
b7D

-

S e Saetiong o Ma<-ional
i j Security Lettel was Applorred By I Llvisicn and
forwarded to the Divigior Lo pe served cp A
|: S :| ~~--~~»--I\T-.-’§L]dﬁ"—h'—=J—ﬁi>eo-f--%- ot te ] el e e s
=hata) & S e o v = = p e
A1 T T T I
iSJ o Sl o oo rrhval o the NoL by one Jche HMSL was served on
I Doring sn _jpspection of NSLs it was found
igj-m"mmtmatmtnem;dA _____ and the NS - ot .

phone nunkers

and the N3L shows the correct phone runber of
request for toll records on the NSL hac the zorrect phone numker.
fthat the EC had the wrong telephone n

p-tential IOB

ligted.

violatjcp i3

_ist=d on 1t.

[The

did not recelive any intcormaticn Lrom

regarding whe wWrong rhohle numrber.,

are

followa:

ac

(1)

Was

OIG conducted an NSL audiz in 06/19/2006.

inte

(z) SFO

unlil eling no_l;lel

Was

The reasons for The delay or reporting thi

not aware of the listed mistaxe

At that

~viswed by an OIG Inspector over the telephone and was not
nfocrmed that there was a potential LOE

A
vV

c_ation.

by ©DC |

i1

SEgg@T

NSL VIO-35726

The

jel=a

S

potantial IOE

until th
Time SEO

=

b7E

not zdvisecs ¢ the pctential ICE viclation
D2/21/2307.



T Inspection From:
Rev- ) 2O -HQ-12297 36-VIO, 0Z/_1/2007

b2
SECRET
% b7E

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SE%T

NSL VIO-35727



(Rev. 01-31-2003)

SE T

FEDERAL BUREAU ORINVESTIGATION

Precedence: ROUTIME B2 Date: 02/12/2007
To: Counterintelligenceﬂb7E Attn: S3ER
bé =20, Koo A9a4
Inspection b7C Attn: 127, Roow 2041
GZeneral Counsel Attn: NSLB, Roorn 7947
From:

Contact: SA

Approved By:

Drafted By: :mlo
NI e
CaseID#3 2 AR & VW ek B Kol o M Je /NS U W ( Pending ) o
(S,\ (Pending) Zbl
o2

i T1t1e>< 3a b7E
ssr] b6
Prtent1al Tntelllgence Oversight bh7C

Board (IOB) Mattcrs

( U :| s LAl AIED

(g

‘petail57“))§Q In order to facilitate a timelyv review,
(U]~w“”“'investigation, and disposition of intel igence activity conduczed
Ly th= FBI which may have kbe=en unlawful r contrary to Execuzive

- SEC$<T
517D KSR /RN

2-13-2032 ALL INFORMATION. CONTAINED
HEFEIN 1§ UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWIZE

NSL VIO-35728




(- -

15

B Cwln*er'w+¢llljén:: | (1
Ré?m:>{i DTC-HC-C12297 2610, 0Z/12/2007

SE@ARET o

Order=z, tnhls communication is beingy submitted to report a bé
prtential IOR matter. The followirg irformation is provided: nic
{1). Name of case agent ard case sucervisor (gt fthe
time -f the possikble IOB viclatiopli caze agept, SA | |

and case supervisor SSA I

(2. Identificaticon of the substantive investigaticon
in which the guestionable activity ozourred:

- bl

i | T*]r:sn‘)"l £ 1 ~2+ 3y ~fF the oot 4

............................ Pl

h7E

b6
h7C
Jo¥:!

b7D

(%). ExplanazZion of the errar helieved committed and
when 1t occarred:

Writer Submit“’d a NchuFdl SC|ur Ty Le

e I S el s W Wi W b .

15)

(S:' ...........

on
I =N TR TS —f:),j .......................

held with | lThece records were re queuf~d

T 1h@ period L riter received Lhe ﬁbl
recy teo of thi="TT T Trol cn QZ/12/2007. ib4
rrevided remoras tor ar=dit card acoount nuaker k7D
thich does not appear to pe related to a b&
= did pot p:crlje records for any[:;::::::] B7C
boocsided aocount dnformat
....... Ao ot narse Zrom I
I e ) eescone of th= rejquest.  Since
Tlie ~lrolnacion provided by acpears to be
relevant fo this investigation, wWilttelr sopue rhed a s=ocnd NST,
dated 02/12/2507, to | fhic NaT _rogucctod
. Ciofereatdon A AN AR R a0 | for
[T T Ccver
the ;ndemation sent Lyl |ir response to the NsL

dated 10/25/2006.

SEﬁr

2

NSL VIO-35729



m-

SE&{I‘ -
b

Ferintelligence F:nn:[::::::::jlb7E
2HC-HQ=-C12297 3610, 0oZ/12/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1) Reques- IIS fto take appropriate action as
neczgssary, in response To this potential IZOR matter.

Set Lead 2: (Action)

SENEXAL COUNSELD

AT WASHINGTON, DC

(U) Recguest NSLB to tzke apprcoprilate action as
necessary, in response o this potentia’ ZOR nmatter.

Set Lead 3: (Action)

COIMTEXINTELLLGGENCE

AT WASHIMNGTONM, DC

(J) Rejuesz< CD-2D review the prcvided communication
and talke any necesgary acTtion(s).

+

SEéFET
3

NSL VIO-35730



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 02/22/2007
To: Inspeschtion Attn: 175, Room 11361
zeneral Counsel Attn: NELE i lllD
232
From: J
contact: oo n2
b7E
Approved By: SAC e
.?\(*‘T\C
o b7C
SSA
Drafted By: / } rr
|:'|'_'|':| .............. Case ID #: M) “78-HO-Cl229736-VIO (Pending)
279|i|1'4,6%7 (Perding)
Title: i1y INTELLIGENCE OVERSIGHT BOARD (Z0B) ERROR
sSyncpsis: (UY To repors possible IOB error. 51
() e O Der From. -3 b2
Dec Y =~ X1 bh7E
Det ib6
b7C
cy

SFO
SSA

——
-

(W]
s i
cow
™
M D
it
SR
e
OB
[l
= ot
Uz 0

Fossible IOB Error: Recelving telephone records

tde fTne dates requested in the Hational Security

b7E

174D KSR /BN e
WERE ,JHIJU'II JTHE 3

2=1l-2032

NSL VIO-35731



LTne o Inspection From:

SﬁﬁéET b2

b7E

ZTE-HQ-C12297 3610, UZ/22/ 2007

inMNMNM:>TgI £. Descripticon of possible IOB Err-cr (including any

repcrting delavs).

z><i SEC upon opening the above noted
nvestigatd4on,y issued a Mational Sscurity Letter (N3L)Eo

requesting local and |leeaeddotonca S oLl Lo L i oo cococcds

— bl
beé

b4
b7D

| b7C
Ep(; Pursuant to the usr | | conr arc :

Tecoards.  foif Az noted
o Cequested Leleplolle Lecolds Lol two sekhs of dazte
ranges. 3 upcn receipt of the telephone records chechked to
nzke zure the=e=lecophone number and the name <f the sukscriber

st zhied the name and Telephone number rejuested, Additicnally,
SEFO checked to maks sure the telephcne date ranges rejuested
Tcluded”.

W DT 1

(1) During a 2006 review of N3L's oy 3Lz 3FC A5 be

n-tified that informazion not requestec by the N3IL notad above b7C
had bezen received. A review of the NSL related to this matisor 2
Levealed records regues-—ed fo- the “irst set of dates were
| | Reccrds actually recelve
addiezzs1ny that date range were |
[Thz poszible IOR viclztior wou_d pe the records
recs ved tprior Leooand alie " the recyegted date pange . Theoe

I
datezs were identifisd agl

(1J) Telephone records recuested for the second set of

dates were for idate of NSl Eoocrd
actually received adiressing Lhls Zate Lange werel I B
| [The possikle IOE vic_ation would De The e

-?Q,ﬂphone records received "prior ol fhe regissted date range
Thosoe dates were idenctified s

b6
(11) SEC was interviewed during the N3L review by h7¢

NELE regarding the ezcess informztior received fron] | b4
There was no notificazZion at that fime that this was a possible H7D

CDC on Novemnker 21, 2007

0B vicolation. 3FO was notilied b
that this was a possikKle LOEB violation.

sm@.'r
2

NSL VIO-35732



Inspe-tion  Fron hTE

278-HQ-C1229736-VI0, 0277

(Uy  Lpon notification by C z
violation, SFor-L retrieved the akove notes file fron closed
files and manudlly remaved Lhe Lelephone rec-rds snspected
being possible ZOB violations. The rewwved records were
subsequently sequester=d with - hel |Division CDC
pending reosults f the ICE inquiry. Additizsna_lyv,] |

| vas nctified and initiated the prozess oI Leloving

the noted records from ACS.

NSL VIO-35733

bh7E

bé
b7C

-~
I



SECkT b2

b7E

-

97 36-NVI10, 0Z/lZ/Zo07

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1)  For action Jdeemed appropriate.

+*

smﬁ'r
4

NSL VIO-35734



FD-962 (Rev. 03-21-2005)

-

m- -

(-

SECRE/ /20320227
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE o Date: 0OZ/27/2007
To: General Counsel h7E Attn:
b6 TS
b7C L |
HSLE
Attn: ADC

From: |
ontact: SA

Approved By:

Drafted By:l |:ra

Case-ID. #: N R-HQ-C1229736-VIO

q:::}paq455 TOR
Title: (J)  GA |
- 3] |

iy
NTELLIGZNCE OVERSIGHT EOARD (IOB) ERROR

"
a0

Synop51s g
relerenoed lﬂjd

-w:zﬁé: DerT

Dec
Enclééﬁfe(éi“””igq; Cne CD-ROM contzirirg the electranic regylts of a
N3L with pocssicle I0z violation contert {enclosure only f04

DO . .
ADC | 2

Reference(s): 621 L5882 9455, serial 100 b7E

To repor- update to possikls I0Z =rror and coverzage of

Details: :IE(: On 08/28/2006, & Watioral Security Letter (NSL)
rejuesting the navre, addrecs, length of servies, and electronic
commmunication transactional records, to inc_ude existing
~ransacti-n/activity logs and all emzil header information (noT to
ingdude wescaoe oopdendt oyd/or subject fields), for the address holder

pe: | Lo |
WS prepared alid aplloved 11 bl
Ao T aAl e WOl e BLLorliey bellerzl Guicdelines. The N3L was served 2
by th{ |Fi=ld Office and =p 10/17/200G,1 |
provides nhe rceoulto of the WN3L Lo the Field Offics via email. bTE
b4
b7D

1A JDHH AR CRY
ssgshw//20320227

12-18-2032

ALL INFORMATION CONTAINED

NSL VIO-35F85H I5 UNCLAZSIFIED EXCEFT
VEERE SHOWN OTHERVISE



SEC#{T//20320227 o

1 From: [::::::] b7E

e
PO-HQ-C12297 3610, 0Z/07/2007

ral Counae
7

)
2

p
M
(P!
AT
(T

ncluded information lakeled Thiz information
appzared to ke possikble sukject lire content <r siwilar information
and was not regquested by —he FEI. Thiz information was not utilized
by the casze agent in any analysis ror was it documented in the case

t J ‘%W““;:)%i:;On oA o006, o proldmdoary revicew of the regults the NSL
reve#aled™ha supplied lenzil transacticns that

file.

tIIJ‘m”mm““:>§E Based on the current eflorts of the Office of GSeneral
Coungel M OGT) to undersctand whether the hnformation
will pe designated content or not, fthe Wrerer Piil ceguester the MNAL
resu-ts witn the ADC insteaz <ZI returning the results to

ag dictated by the retrelenced serial. The results will ke handI=
o oon an oZficlal decision regarding —he
consizers the lead set faorth in the

=

b2
bh7E
b4
7D

SEGXET//20320227

NSL VIO-35736

b4
b7D



(-

SEégéT//20320227

. Iot 1 Zounsel  Frone
et TE-HO-C1229736-VIO, UZ/C°0/ 2
LEAD (s) :

Set Lead 1: (Info)

GENERAT, COUNSETL

AT WASHINGTON, L

(U) Read and clear.

Set Lead 2: (Info)

I__ b2

(1)) Read and clezz. bTE

¢

b2

2007 P TE

SEC%ET//20320227

NSL VIO-35737



FD-962

(Rev. 03.21-2005)

FEDERAL BUREAU

Precedence: ROUJTIMNE

To: Irgpection

Genera. Counss=

SEQRET

F INVESTIGATION

Date: 03/”

Attn: II5, Reoona 11251
Attn: HNILE, Reoomx 7975

T/ z007

b2
b7E

Contact: SA

Approved By:

Drafted By: |

|+t

U2 'f)

U Ty Uy

=Hoo OV TO (Pernding,

(Perdinzi
(Perdin ;]
{(Pencing)
(Penzing)
(Pencing)

Synopsis:

Reference: Z=AQ-T12297C

Details:-- Cn 02/15/2007, the writer discov
Irte_ligehce Cverszsigh= Board (IOB) matter when

[N

. Title: (L)  RZPCRT OF A POTENTIAL IOE MATTER

1'c report a potential IOE matter.

Oon:
b Berial 2570

e
r

counterintelligence case files in the process of
(HSLs). Under the Fair Credi

National Security Let-ers

Act, Title 1b, United 3-zates Code, Sections lbdluta)

=)

bl
b2
b7E
b7A

red a p
viewing sesveral
159J1nq additiona

ozZentizl

t Reporting

and (k), the

cAan obd=sin s Tist of financizl irstituticns and consumer identifyi
reportiny company.  Under 3Sec
however, the FBI can ob<zain z full credit report
irternaticnal terrorism case. Ir five separates cases,

irformation from a credit

FEZ Z:zsued NELs under Sections 1681u(a) for lists

tion 1681w,

irstitutions with which the subjects had business relazionships.
FRL received full
the three providers.
WS

Irstead of these limized reports, the
credit reports from scmetimes as many

lhese are provider errors.
Lhe cazse agenl and Llhie we

5179 /DHH/FSR/RU

2211=2032

EEIRATI
Duriny 2.1 relevy

NSL VIO-35738

nt timesy
iter's supervisor was SSA

“he writer

b6
b7C

1

FET
nz

only in aj
ses, the
A irnancla

ot finaro

~

fb7E
bé
b7¢




(-

bl
b2
b7E
b4
b7D
b7a

bl
b2
b7E
b4
b7D

bl
b2
b7E
b4
b7D

bl
b2
b7E
b4
b7D
b7A

bl
B2

bTE
b4

b7D
b7

SEcxfT
sticon Frome: :

o 01/ 08/ 7007 returned a regponse. On
— - -
2/22/7200¢%, rezurned a redpeneeron 12/11/2006),
retULnej a resurc. These materizls in an FD-340 (1h) were Ifiled UNGCLLI

the writer nad sufficient time for review and furtner producZion of
NSLs pased on the resulzs. During a review cn 02/1%/2007 to issue
additional N3Ls, the responss f:onll Iwas found to be a full
oredot report

| on Lo/ l/7_uio ] anz returned a response.
on 12712720006, TeLusles amresoree— These materials in a 1A

were filed untIl the wliltel had sufZicient time for review and further
produztion of MoLls kased on the results, During a review on

DZ/1b/2ud to issue additionsl HNSLs, the resconses from | |
and wWere found To be full credif reports.

[
[=] l\_lll LN . 711 L 7 L KA L O UL TITNA [=} J.CDL;“‘IID\‘. VAN
LI/ i/ 2ang, returneq a regpor.se. on l//l_v_JUﬁ,I |
=turned a rezult.  These materizls in a A were filed until the

writer had sufficient time for review and further production of NsSLs
Pvaged on the resulls. During 2 review on CZ/15/2007 Lo jgaie
additional MSLs, the responses from| |and were found
fo e fll ~redif reporoa.

O, 12/27/7 OOU,L:;::::;].returnﬁd & respouse.  On 1°/°1/2 0ns,
returnsd a respclice 12/11/7006, | recurned a

resn T Theses materials in a2 1A were filed nntil the writer had
cufficicnt time for review and further production of N3Lz based on the

)
T

results. Daring a review on 0Z/15/2007 to Zssue additional NSLs, the
rescons=zs from and were found to ke full credit
reports.

[
e Ol /7117007, I rer T ea A SO O 1 17 000,
Toturned a responce. 12/712/00C6, rezurned a

resn .t These materiala in & 1H wers f1led nnt) e writer had

SE*ET

NSL VIO-35739



sH¢ReT
I:U:I o dngpeo Ercmme
U TRer ) 278-HE-C1229736-VI0, 0Z/00/2007

sufficient time for review and further produztion of MN3Ls based on the
Daring g review -n 02/10/7°007 to fzane additional MSLs, the
from and were found to be full credit

n
reports.

Thiz communication, consistert with the directives in
referen-ed communication, provides this i
pcotential IOB provider =srrors for whatew
approvriate.

nformation to reporsT -—hese
r aztion is d=emed

D

N TN )
=

Nl

NSL VIO-35740



SEqéET ‘
b2

I:U:lTo —nspettion Frem: | | b7E

Fes., N7 Z78-HQ-C1720736-VIO, Q2z/20/2007

LEAD(s) :
Set Lead 1: (Action)
TNSPECTZON

AT WASHINGTON, [

‘) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHTNGTON, DC

(1)  For action desmed appropriaze.

*

SECKRT
4

NSL VIO-35741



(Rev. 01-31-2003)

RS

SEC%T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2007
To: Incsp=sction Attn: Internal Investigations
Section, Room 3041
zeneral Counsel Attn: HNati:-nal Security Law Branch

Focm 7947

From: bl
b2
T Contact: SSA b7E
b6
Approved By: BT
- [

Drafted By: I lajp
~Case ID #: [X TTE=HO=C1229736=-VTO (Penedineg)
---------------- s ~7o] o1 26270 (Perding)
(=) (Ferding]

Title: ! ICE MATTER

Syncpsis: (U) Reporz of a previocusly addressed IUB matter.

Y On: b2

U h7E
© hé
Reference: (lJ) JJ&8=HQ-C12709733 Sorig] 7570 h7C

{3)

(3)

(3

Administrative: (J)  This IOP matter was addrsssed during an
FE June 19-230, 2006 OT0 audit, DPer Q04/C5/2006 5:31 AM email
from 0G0 2] | regarding HSL overcollection,
in zases where the FBEI overccollects because cf the provider, 1if
the ‘nfocrraticon that —he provide ve the FEI beyvond what was

D
[ O]

xa

asked for (e.g., more telephone zccounts of the same sukscriber)

iz relevant to jn anthorized investizati-n, it will not have to
be reworted az an IOB.

SE%T

ALL INFUEMATION CONTAINED
HERETH “T$ UHCLASSTFIED EXCEPT
WHERE SHOWH OTHERWISE

NSL VIO-35742



(-

131

SEygET Qb:-z

- supervi
CaseID#lﬂc___1
Case Ag — I

b7E

T 1ggection From:
Re- 2TE-HQ=-0C12297 36-Y10, 0Z/21/2007
Enclosure(s) : () For all recipilients: 278-HQ-T1229736 Serial
S dated 11/16/°008: and 04/05/2006 6:31 BM ewail from OFC's

regarding overco-_lection.
Details: (U) The purpose of this BT is to recort a previously-
cleared potential IORP maf-ec dporoloirg an HSL for felephons —oll
records regquested by ‘AI | 25 well as -2

zatizfy fhe new requirements zet Zorth by referenced serial 2570,
datsd 11/16/2205, rejarding the revisex procedures for submission
>f ootential IOR matters.

) 1. Identification of the substantive
investigation in which the activity occurred, including the names
of relevant personnel including the case agent and his

be
b7C

b6
h7C
h2
h7E

bl

Supervisor at time of activity: Liraetiread)
Supervisor during June 19-30, ZU0U% OUIG audarlc:|

{1y Z. Identification of subject’s status as USPer or
non-USPer: Hon-UsSPer

(U) 3. Complete and thorough explanation of matter,
including all relevant facts:

(11) Z(a). Statement regarding when matter occcurred
(including, 1n 1nstances of delaved reporting, explanatlon for
delayed re R@f@r@nﬂ@dl hﬂT A 07/13/2004, and
referan-ed dated 07/26/2004, advised of results :t
in;t;dl MN3L (referenced dated 0&5/17/2004). Fer OGC
qn ‘dance at tne time (rererenceq elail datsed 04/05/2006 at 6:321
] determined the MSL results, which contained a second
clated telephons number, did not constituts an ICB violazion,
thuz =z coftential IOR was not Zepcrtec.

m,l

(Uy 3(b). Statement concerning controlling law,
regulation or NSIG provision pertaining to the matter: IlInder
anthority of Z0 12333, da-ed Decemker 4, 2281, and parsuant <o
Title 1%, U.3.C., §2709 (Section 201 of ECPAR of 1938) (as
amendsd), a comaunications carrier was Jdirected to provide t£o —he
FEZ the names, address, length 2f service, znd lccal and long
distancs toll billing records azssociated with a telephone nunber.

(11) 3(). Complete statement of status of matter,
including when it was initiated and whether it currently is

S%ET

2

NSL VIO-35743

b6
b7C
b2
b7E

b2
b7E



T Inzpection From: | | bTE
Re)&f DTE-HO-C12297 32610, 0Z/21/2007

SEd‘QT

b2

opened or closed: DTuring an OIC audit of FBﬂE:]NS 5 from June
Z8-20, 2026, the results of the sukject NSL were called into
Jgquestion by the IG as a potential IOBE vit_ation, since a second
fte_ephone number was idenztifiesd ky the clmmunizations carrier in
their reply. The Case Ajent was irterviewed by the IG, during
which it was agresd that —he secconz telephcocne nurnker was
asscciated with the subject telephons runbesr. At the time, —his
was allowed (per referenced O5C emnzil Zated ©4/05/2006 at h:3l
AV, as 1t was a situation where ftrhe irformaticn provided by the
comnunications carrier beyond what was asked for was relevant —o

an zuthoriced investigation, and 4did nat have to be reported as

an IOE. coreiders this matter <clase=d. oo
b2
hTE

NSL VIO-35744



SEa‘\ET b2

napection Fronm: I D7E
0Ny 2O -HQ-12297 36-VIO, 0Z/1/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN
AT T1=5, DT
() For informaticon.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLEB, 2C

(1 For information. be
CcC: 1 - ©DC b7cC

l - :"1:‘5

1 - 335]

*

SEQORET

NSL VIO-35745
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(Rev. 01-31-2003)

5)

SECﬁ*{\

FEDERAL BUREAU OF INVESTIGATION
b2

- 059bp02.cc
R7E

Precedence: ROUTIME bha Date: 3/01/2007
b7C ;

To: Attn: FA

Thisf Division Counsel
From: |
~ Contact: oA

Approved By:

Drafted By: :bfa

Case ID #: (U) "7&=HO-C1279736=-VTO (Pend i)

(U) 2793@13637 2 (Pendirg)

Title: REPCRT OF A POTEMNTIAL IOER MATTER

Synopsis: (U)y  Reporz pozential I0OB viclaticrn; send I

pertinent telzphone records to be secuestered with CECI bl

R Deri From — -3 A

he
> 70

b4

13)

(8)

(I}

I b7D
Enclosure(s) : (U) For CDC| | in a A envelore, telephone
reccrds waich do not pertain to S5A] |investigation.

Details: ;)ﬁi; Cn 02/28/2007, purstart to a Mational Security
Letter (MZL)Y Mated 0D1/22/2007, wri - received subzcrikber
B EE :I:h-.el I

P e PR T e s e

The

S 0 0y A e R e w1 B A O L B0 S MR L S e wy o L ML L b P YTor the
e ~ ~ . N , - S s - ﬁ e . .
HEL was to identify the subsoriber. p scriber

' ot af. male,

> USEEX.

) Before sending the toll recocrds to ke uploaded, 32 bo
Mmediately reviewed them Lo srsurs that they b7C

corresponded with the information recuccsted in the aforementiconed

S%ET

NSL VIO-35746



b2

SECXET
T | From:

| h7E

Re: (U)  278-He-C1229736-VI0, D3/01/

NoT, which was syubgeriber informstion

| (wit

N

D

h "the ores

T W
< il

-

)

-\ -

and toll records from
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