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ÇTAff WRECTOfi 
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UNO CHIEF COUNSEL 9Wf CWKTOfl 
Hltf CLERK 

U n i t e d S t a t e s p e n a r e 
SÉLECT COMMITTEE ON INTELUOCH« 

Washington, DC IQ^Q-uos 

SSCI # 2 0 0 6 - 0 8 9 8 

February 17,2006 

Tjie Honorable Robert S. Mueller, III 
rectpr | 

F^der^l Bureaju of Investigation 
5 Pennsylvania Avenue, NW 
ashiügton D.C., 20535 ! 

ALL FBI INFORMATION COITÄIIEB 
HERE IM IS OlCLikSSIFIED 

jar E)irec Slier: 

Irtelli 

The ongoing debate ovtr the reauthorization of the USA PATRIOT Act has 
fclcusdd attention on National Security Letters (NSLs) as a tool for intelligence 
cc llection. Additionally, press reports last November raised questions about the 
m mber of NSjLs and the oversight of their use 

sence o 
After the appearance o 

ovic ed the Committee with 

' these press reports, the Senate Select Committee on 
mducted a single off-die-re cord staff briefing, Your office also 

documents to assist in understanding the format of 
NlSLsJ I understand the briefing and materials have been helpful to the staff and I 
thank you for[your cooperation. I still have, however, many outstanding questions 
re Latcd to the pBI's use of NSjL's and their value to the intelligence process. 

¡Therefore I ask that you provide a written response to the attached questions 
aid information requests, This information will greatly assist me in evaluating the 
e: fect|veness pf this important intelligence collection tool. 

Thank you for your attention to this matter. 

ttacknent 

John U. Rockefeller IV 
Vice Chairman 

' f e I V * • V y J S " ' ) ^ * * » « 

• 
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Ri quqst for Information Related to the National Security Letters 

1. 

2. 

3. 
4. 

5. 

7. 

8. 

9. 

id 
11 

12 

1: 

a 

l < i . 

F a x : 2 0 2 F e b 22 2 0 0 6 1 1 : 4 7 P . 03 

The total number of NSjLs issued by year and by type for each of the past five 
years, 
\ statistical breakdown! of the types of investigations (counterintelligence, 
errorism, or other) for \vhich NSLs have been used. 
A statistical breakdownjof the specific types of records requested. 
^Vhat supporting matenkl is available for review by the Committee to 
determine if the NSLs itave been used in accordance with existing statutes 
pnd regulations? 
"pVhat sort of review does the FBI conduct to verify the compliance with the 
requirement that the investigation of a U.S. person is not based on First 
Amendment activities? | What have the findings of these reviews been? 
What measures are available to judge the efficacy of the NSL authority and 
jhe importance of the records obtained to the intelligence process? 
When information from an NSL is used in disseminated intelligence, what 
procedures are in place lo minimize any U.S. person data? 
What are the criteria foij sharing information from NSLs with criminal 
pvestigators? How oftfri does this sharing take place? 
Where are records obtained under NSL authority retained and stored? How 
long are the records retained? When and how are they destroyed? 
jWho has access to these records? 
Under what circumstances is person specific information obtained using 
NSLs shared with other] agencies? 
What procedures are in place to prevent unauthorized use or disclosure of 
information from NSLsf? 
Are there currently any ¡criminal investigations or IG-related inquiries related 
;o the misuse of NSLs?! 
How does the FBI decide to use an NSL rather than another investigative 
iechniquej such as a FI^A warrant or a request that the record holder 

Voluntarily provide access to particular records? 
boes the FBI routinely ¡notify NSL recipients that compliance is voluntary? 
Does it tell them that recipients are pemtitted to discuss the letter with an 
attorney? Have there been any instances in which this notice was not 
provided? How many?) 
How often do the recipients of NSLs decline to comply with them? How 
loften are requests for voluntary access, excluding NSLs, complied with? 
¡Does the FBI issue NSLs at the request of other IC elements? Which 
elements? How often? 

NSL VIO-28631 



From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday Marnh 77 7007 9:20 AM 

I |(OGC) (FBI) 
1 h^v: Uônyèrè1 ¿UUIUI Lelfer with 13 Qs 

•b6 
b7C 

Lets discuss 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

ALL II'IFOFILHlTIOM 
JSC LAS 

DÀTE... .1.1.- 2. 7- .2 0 0.7... .BY... .6 51.7.3... .DI3H./KSR/ ¿I.E. 

202-324 
202-324 (fax) h 2 

-Original Message-
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Wednesday, March 21, 2007 8:17 PM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Conyers' 3/20/07 Letter with 13 Qs 

UNCLASSIFIED 
NON-RECORD 

Please task out as appropriate. 

Original m i c c h i 
From: | |OCA) (FBI) 
Sent: Wednesday, March 21, 2007 4:01 PM 
To: CAPRONI, VALERIE E. (OGC) (FBI) -u g 
Cc: BEERS, ELIZABETH RAE (OCA) (FBI) 
Subject: Conyers1 3/20/07 Letterwith 13 Qs hlC 

UNCLASSIFIED 
NON-RECORD 

Valerie: 

Beth indicated that she has spoken to you about Chairman Conyers' 3/20/07 letter asking 13 
questions relating to the 3/20/07 NSL hearing. As you know, we will be handling those as QFRs. 

I've attached the questions in WordPerfect format so you or your folks can fill in the responses. 

I'll rely on you to task these out to your folks as appropriate. When you have answers, please 
forward them to me for provision to the Committee through the normal 
QFR process. 

Thanks. Let me know if you have questions. 

UTTice or congressional Affairs ^ 
JEH Building Room 7252 : D b 

(Send mail to Room 7240) - k 7 C 

NSL VIO-28639 



aaCaproni_032007 
_OCAResp_03210... 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

for thought 

THOMAS, JULIE F. (OGC) (FBI) 
Friday, March 09, 2007 8:59 AM 
HQ-Div09-NSLB 
FW: Key excerpts 

ALL II'JF0P1IATIOH 
HEREIN IS UNCLÀSSIFI 
DATE 1 1 - 2 7 - 2 0 0 7 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7Q7F> 
202-324 
202-324 [fax) 

I —I 

b 2 

Original Me| 
From: 
Sent: 
To: 

Subject: 

DO) (OGA) 
Thursday, March 08, 2007 8:36 PM 
PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI); 
KORTAN, MICHAEL P. (OPA) (FBI); BEERS, ELIZABETH RAE (OCA) (FBI); KALISCH, ELENI P. (OCA) 
(FBI); THOMAS, JULIE F. (OGC) (FBI) 
Key excerpts 

UNCLASSIFIED 
NON-RECORD 

All -- attached is a document worked up by Val's folks with a few additions by me with key quotes ^ 

NSL quotes unclass 
report.wpd ... 

from the report. The boss will have it in the a.m. 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 

THOMAS, JULIE F. (OGC) (FBI) 
Wednesday March 71 2007 9:31 MlL 

L f C ) ( F B I ) [ 
(OGC) (FBI) 

(OGC) (FBI): 
(OGC) 

Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

] 0 G C ) (FBI) 
FW: NSL Audit - Manner of Rebuttal for matters characterized as Potential 
lOBs 

&L L • • • •INFOMATIOIf • • • • CONTAINED' 
KERE.II....IS....OTC.LJISSI.FIED 

1 1 - 2 7 - 2 0 0 7 BY 6 5 1 7 9 DI-ffi/KSR/JB 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
909-394 (fax) h 2 

](INSD) (FBI) b7C 
Original Mpccshp 

From: I 
Sent: Wednesday, March 21, 2007 9:17 AM 
To: CAPRONI, VALERIE E. (OGC) (FBI) 
Cc: THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs 

UNCLASSIFIED 
NON-RECORD 

Original Message 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Wednesday. March 21, 2007 8:52 AM 
To: | lINSD) (FBI) 
Cc: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs 

UNCLASSIFIED 
NON-RECORD 

I Do I have this wrong? 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

[ 
THOMAS, JULIE F. (OGC) (FBI) 
Tuesday, March 20, 2007 6:58 PM 

J u t ](OGC) (FBI) 
¿APftflNI, VALERIE E. (MiHFBI 
RE: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs b2 

b7E 

NSL VIO-28642 



UNCLASSIFIED 
NON-RECORD 

b 2 
b 7 E 

You can direct your questions to my attention. 

Thanks, 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

202-324 
202-324 'fax) h 2 

Original Mpccanp 
From: I If FBI1) 
Sent: TmpcH.v M.rrh ?nn7 pm 

D 6 To: I I (OGC) (FBI) 
k 7 Q Cc: THOMAS, JULIE F. (OGC) (FBI) 

Subject: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 5 

do not know who the OGC point of contact for the audit is hut if vm i are not 
could vou please forward this to whoever is as soon as possible.! 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Wednesday March 91 9007 4:33 P 

t O G C ) (FBI) 
FW: Over Collection Quest ion 

(OGC) (FBI) 

ALL INFORMATION CONTAINED 
HEREIB IS UNCLASSIFIED 

1 1 - 2 7 - 2 0 0 ? BY 6 5 1 7 

b 6 

b7C 
b 2 

b7E 

b 5 

b7C 
b 2 

b7E 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
JXUUIIL / y 
202-324-
909-394. (fnr) 

Original Mesa 
From: 
Sent: 
To: 

C Subject: 

1 'GC) (FBI) 
Wednesday, March 21, 2007 4:29 PM 
THOMAS, JULIE F. (OGC) (FBI) 

FBI) 
TO7^ve^o!Tecfiort)uesti on 

Original Messa 
From: [ 
Sent: 
To: [ 
Subject: 

I IfFBn s OGC) (FBI) 
RE: Over Collection Question 

UNCLASSIFIED 
NON-RECORD 

b 5 

Original fd 
From: L 
Sent: 
To: [ 
Subject: 

Wprlnpçrlav Marrh 

Rt: over collection 

r o m (FBI) 
2007 4:13 PM 

FBI) 
gestion f'E 

yu. 

b7C 
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b7C 
b2 
b7E 

Orifl 
From: 
Sent: " Wednesday, March 21, 2007 2:09 PM 
To: | ~ tOGC) (FBI) 
Subject^ve^oHecf io^^uesi io^ 

UNCLASSIFIED 
NON-RECORD 

11 know you are very busy but I was asked another question regarding 
unintentional over collection todav.1 

Thanks. 

mm H 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 

Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Mnnrlaw Marrh 9R 9007 19-31 p 

' (FBI)I 
[INSP) (FBI) 

JOGC) (FBI) 

: b ï T 
ì L 

l l N S m fFRh 
rOGC) (FBI); 

Guidance to Field on Reporting Results from Inspection 

ALL IMFOEEÂ.TIOM CONTAINED 

Dear [ 

T™ 
; : 

'UIC 'ŒSIFIED 

We are getting innundated with calls from the field on how to report the results of the NSL review. 
On Friday, you indicated you were going to send out guidance to the field stating one EC would 
be used to report those found not to be potential lOBs, one EC to report those previously reported 
and multiple Ecs to report those the CDC is reporting now as potential lOBs. Could you move 
this to the top of what I know is an overflowing in-box? If you already sent this out and I missed it 
from my in-box, I apologize but could you shoot it to me again? 

Many thanks! 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 

202-324-
202-324 'fax) 

UNCLASSIFIED 

NSL VIO-28649 



U.S. Department of Justice 

Federal Bureau of Investigation 

s E b r e ^ 

Washington, D. C. 20535-0001 

BY COURIER 

M r . Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17 t h Street, Northwest 
W a s h i n g t o n , D.C. 

Dear M r . Friedman: 

h 2 
memor 
2 

Enclosed for your information is a self-e 
pn-i11ri§ entitled "Intelligence Oversight Board Matter 

(U) 

The m e m o r a n d u m sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the A t t o r n e y General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive O r d e r s , or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
i n v e s t i g a t i o n s . This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of w h e t h e r any administrative action is w a r r a n t e d . 

( U ) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

65179 DHH/KSR/JB 
¡ I I I ! ! 
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M r . Stephen Friedman 

Should you or any m e m b e r of your staff require a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g this m a t t e r , an oral b r i e f i n g w i l l be 
arranged for you at your c o n v e n i e n c e . (U) 

S i n c e r e l y , 

Julie F. Thomas 
D e p u t y G e n e r a l C o u n s e l 

1 - The H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t of Justice 
Room 5111 

1 - M r . James Baker 
C o u n s e l , Office of I n t e l l i g e n c e P o l i c y and R e v i e w 
U . S . D e p a r t m e n t of Justice 
Room 6150 

s j D S R E j i 

NSL VIO-28704 



U.S. Department of Justice 

Federal Bureau of Investigation 

j sËElQal 

Washington, D. C. 20535-0001 

BY COURIER 

M r . Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17 t h Street, Northwest 
W a s h i n g t o n , D.C. 

Dear M r . Friedman: 

Enclosed for your information is a self-e 
memorinfiiirij entitled "Intelligence Oversight Board Matter 
2007' (U) 

The m e m o r a n d u m sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the A t t o r n e y General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive O r d e r s , or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
i n v e s t i g a t i o n s . This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of w h e t h e r any administrative action is w a r r a n t e d . 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECLASSIFIED BY 65179 DHH/KSR/JB 
0 1 1 1 - 2 8 - 2 0 0 7 
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M r . Stephen Friedman 

Should you or any m e m b e r of your staff require a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g this m a t t e r , an oral b r i e f i n g w i l l be 
arranged for you at your c o n v e n i e n c e . (U) 

S i n c e r e l y , 

Julie F. Thomas 
D e p u t y G e n e r a l C o u n s e l 

1 - The H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t of Justice 
Room 5111 

1 - M r . M a t t Olsen 
D e p u t y A s s i s t a n t A t t o r n e y G e n e r a l 
N a t i o n a l S e c u r i t y Division 
U . S . D e p a r t m e n t of Justice 
Room 2200 C 

S Ï d s r ëJ^ 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

M a r c h 28, 2006 

Mih... .IH JOEIlàXI.OH.... C.OHTÂIHED. 
Illllllllllllilllllllll 
DATE 1 1 - 2 8 - 2 0 0 7 BY 65179 Biffi/KSR/JB 

R o o m 5020 

Dear M s . L o t r i a n t i : 

M s . K a t h r y n L o t r i a n t i , C o u n s e l 
I n t e l l i g e n c e O v e r s i g h t Board 
N e w E x e c u t i v e Office B u i l d i n g -
725 17th S t r e e t , N W 
W a s h i n g t o n , DC 20503 

NSL VIO-28707 



b 5 

TT ease no F n e s i t a t e t o contact me at (202' 
r 

t you have any q u e s t i o n s . 
b2 

S i n c e r e l y , 

Julie F. Thomas 
D e p u t y G e n e r a l 
N a t i o n a l Securi 
Federal Bureau 

C o u n s e l 
t y Law Branch 
of I n v e s t i g a t i o n 

2 

NSL VIO-28708 



(Rev. 01-31-2003) 

e c r S J -S E CRI 

FEDERAL BUREAU OF INVESTIGATION 

h 2 

b l 

b 7 A 

b 2 

b7E 
b 4 

b7D 

Precedence: ROUTINE Date: 05/05/2006 

To: Attn: SAC 
asa; e ? 
SA 

b 2 

b7E 
b 6 

b7C 

Counterintelligence 

Inspection 

Attn: 

Attn: 

1 
-2B, SSA 

s , c R s r 

-2B, SSA 

s , c R s r 

From: Office of the General Counsel 
NSLB/CILU/Rooni. 
Contact : AGC 202-324 

Thomas Julie F ...11-2. S - 2 G 0.7 
CLASSIFIED BY 65179 DHH /KSR/JB 

(c) 
IN: 11 - 2 8 - 2 0 3 2 

Approved By: 

Drafted By: 

iT-T"' Case ID # : ^ X ^ 278-HQ-C1229736-VIO Serial 1289 (Pending; 

(U) Title: = X INTELLIGENCE OVERSIGHT BOARD 
M A T T E R 2006-

( U ) s y n o p s i s : 

HEREIN IS UNCLASSIFIED EXCEPT 

It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the n e c e s s a r y correspondence to the IOB. 

(U) 

Reference : (S 

(U) Details: i^f 
t h e [ 

electronic cofa* 
]Field Office 

-UXj) dated 03/29/2006, 
requested that OGC 

review the facts of the captioned matter and determine w h e t h e r it 
warrants reporting to the IOB. In our o p i n i o n , it d o e s . Our 
analysis follows. 

itf) X 0 n H / 2 3 / 2 0 0 

submitted a National Securi 
billing records of a certai 

case agent 
king telephone toll 

Due to a 

NSL VIO-28718 



SEcfe^ SECf 

To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/05/2 

typographical error, the telephone number on the NSL was 
erroneously transcribed. 1 On 02/04/2005, the telephone records 
were nppnpH ?mH it w^.q HpfprminpH that they were not the target's 
records. | |immediately ceased review of the 
telephone records.^ 

(U) The President, b y Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, b y Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence A d v i s o r y B o a r d . Among its r e s p o n s i b i l i t i e s , 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the A s s i s t a n t Director, 
Inspection Division (INSD), and the General C o u n s e l , Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The A t t o r n e y 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved b y the A t t o r n e y General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that m e r e l y are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are g e n e r a l l y not 
reported to the IOB. The FBI Inspection Division is required, 
h o w e v e r , to maintain records of such administrative violations 

1 (U) In order to avoid any further dissemination of this 
incorrect telephone n u m b e r , the number is not being listed in 
this d o c u m e n t . 

2 On 03/27/2006, | |realized that this 
incident constituted an IOB violation and p r o m p t l y reported the 
matter to OGC, the Inspection Division, and the 
Counterintelligence Division. 

SECi^JT^ 

NSL VIO-28719 



SE^S^ 1] SEC 

To: I I From: Office of the G e n e r a l C o u n s e l 
Re: 27 8-HQ-C122 97 3 6 - V I O , 05/05/2 006 

for three years so that the C o u n s e l to the IOB m a y r e v i e w t h e m 
upon r e q u e s t . The d e t e r m i n a t i o n as to w h e t h e r a m a t t e r is 
" a d m i n i s t r a t i v e in nature" m u s t be made b y O G C . T h e r e f o r e , such 
a d m i n i s t r a t i v e v i o l a t i o n s m u s t be reported as p o t e n t i a l IOB 
m a t t e r s . 

NSLs are a s p e c i f i c type of i n v e s t i g a t i v e tool 
that allows the FBI to obtain certain limited types of 
i n f o r m a t i o n w i t h o u t court i n t e r v e n t i o n : (1) t e l e p h o n e and email 
c o m m u n i c a t i o n records from t e l e p h o n e companies and i n t e r n e t 
service p r o v i d e r s (Electronic C o m m u n i c a t i o n s P r i v a c y A c t , 18 
U . S . C . § 2709); (2) records of financial i n s t i t u t i o n s (which is 
v e r y b r o a d l y d e f i n e d ) (Right to Financial P r i v a c y A c t , 12 U.S.C.§ 
34 1 4 ( a ) ( 5 ) ( A ) ) ; (3) a list of financial i n s t i t u t i o n s and c o n s u m e r 
i d e n t i f y i n g i n f o r m a t i o n from a credit r e p o r t i n g c o m p a n y (Fair 
Credit R e p o r t i n g A c t , 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an i n t e r n a t i o n a l t e r r o r i s m case (Fair 
C r e d i t R e p o r t i n g A c t , 15 U . S . C . § 1 6 8 1 v ) . NSLs m a y be issued in 
c o n f o r m i t y w i t h s t a t u t o r y r e q u i r e m e n t s , i n c l u d i n g 18 U . S . C . § 
27 09. NSIGl 

""""" """""""" JiR^ this s i t u a t i o n , due to the i n c o r r e c t number 
stated in the N S L , the FBI received t e l e p h o n e toll b i l l i n g 
records p e r t a i n i n g to a t e l e p h o n e n u m b e r that was n e i t h e r under 
i n v e s t i g a t i o n nor related to an i n v e s t i g a t i o n . T h e r e f o r e , the 
i n f o r m a t i o n was i m p r o p e r l y c o l l e c t e d , although u n i n t e n t i o n a l l y 
so, in v i o l a t i o n of the N S I G and E C P A . 

H e r e , the t a r g e t ' s rights w e r e not v i o l a t e d b e c a u s e 
he was not the subject of the i m p r o p e r l y c o l l e c t e d i n f o r m a t i o n . 
It is u n k n o w n w h e t h e r the erroneous i n f o r m a t i o n received 
p e r t a i n e d to a U n i t e d States P e r s o n , inasmuch as there has been 
no r e v i e w of the i n f o r m a t i o n . N o n e t h e l e s s , b a s e d upon the fact 
that i n f o r m a t i o n w h i c h m a y be about a USP was i m p r o p e r l y , 
although i n a d v e r t e n t l y , c o l l e c t e d , and in a c c o r d a n c e w i t h the 
r e p o r t i n g r e q u i r e m e n t s of Section 2.4 of E x e c u t i v e Order 1 2 8 6 3 , 
OGC w i l l p r e p a r e a cover letter and a m e m o r a n d u m to report this 
m a t t e r to the I O B . 

S E C ^ f e ^ 
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b7E To: 
Re: Z'ìtt-WQ-Clzz^ìò 

From: Office of the General Counsel 
6-VIO, 05/05/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT W A S H I N G T O N , DC 

(U) For action deemed appropriate, 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT W A S H I N G T O N , DC 

(U) For i n f o r m a t i o n . 

b7D 

Set Lead 3: (Information) 

b2 
b7E AT 

(UÌ The Field Office should contact| 
and ask w h e t h e r trie improperly or u n i n t e n t i o n a l l y acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 

IOB Library 

SECRET 
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U.S. Department of Justice 

Federal Bureau of Investigation 

ëT 

Washington, D. C. 20535-0001 

BY COURIER 

M r . Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17 t h Street, Northwest 
W a s h i n g t o n , D.C. 

Dear M r . Friedman: 

Enclosed for your information is a self-e 
momnr-jnHiîrn entitled "Intelligence Oversight Board Matter 
2006 '' (U) 

The m e m o r a n d u m sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the A t t o r n e y General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive O r d e r s , or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
i n v e s t i g a t i o n s . This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of w h e t h e r any administrative action is w a r r a n t e d . 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECLASSIFIED BY 65179 DHH/KSR/JB 

0 1 1 1 - 2 8 - 2 0 0 7 
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M r . Stephen Friedman 

Should you or any m e m b e r of your staff require a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g this m a t t e r , an oral b r i e f i n g w i l l be 
arranged for you at your c o n v e n i e n c e . (U) 

S i n c e r e l y , 

Julie F. Thomas 
D e p u t y G e n e r a l C o u n s e l 

1 - The H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t of Justice 
Room 5111 

1 - M r . James Baker 
C o u n s e l , Office of I n t e l l i g e n c e P o l i c y and R e v i e w 
U . S . D e p a r t m e n t of Justice 
Room 6150 
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I N T E L L I G E N C E O V E R S I G H T B O A R D (IOB) M A T T E R 
| | FIELD OFFICE 

IOB M A T T E R 2006-| "| (U) b 7 E 

(U)"" ^ e l e c t r o n i c c o m m u n i c a t i o n d a t e d M a r c h 2 9, 2 006, 

the Federal Bureau of I n v e s t i g a t i o n (FBI)| |Field 
Office reported t h a t , on N o v e m b e r 23, 2 0 0 4 , the FBI s u b m i t t e d a 
N a t i o n a l S e c u r i t y L e t t e r (NSL) seeking t e l e p h o n e toll b i l l i n g 
records relating to a certain t a r g e t to I I Due to a b 2 
t y p o g r a p h i c a l e r r o r , the t e l e p h o n e n u m b e r on the NSL was .b7E 
e r r o n e o u s l y t r a n s c r i b e d . On F e b r u a r y 4, 2 0 0 5 , the t e l e p h o n e J34 
records w e r e opened and it was d e t e r m i n e d that t h e y w e r e not the b 7 D 
t a r g e t ' s r e c o r d s , 
t e l e p h o n e r e c o r d s . 

i m m e d i a t e l y ceased r e v i e w of the 

(U) i n c o r r e c t n u m b e r stated in the N S L , the 
FBI received t e l e p h o n e toll b i l l i n g records p e r t a i n i n g to a 
t e l e p h o n e n u m b e r that was n e i t h e r under i n v e s t i g a t i o n nor related 
to an i n v e s t i g a t i o n . The error was d i s c o v e r e d upon receipt of 
the i n f o r m a t i o n , and the records w e r e n e i t h e r reviewed nor used 
for any i n v e s t i g a t i v e p u r p o s e . Despite the i n a d v e r t e n t nature of 
the m i s t a k e , the fact remains that i n f o r m a t i o n was i m p r o p e r l y 
collected on a t e l e p h o n e n u m b e r u n r e l a t e d to an i n v e s t i g a t i o n . 
The o v e r c o l l e c t i o n was a v i o l a t i o n l |of The 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s for FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s and Foreign I n t e l l i g e n c e C o l l e c t i o n . T h u s , the 
m a t t e r is b e i n g reported to the I O B . 

(S) 

b l 

DECLASSIFIED BY 65179 DMH/KSR/JB 
0 1 1 1 - 2 8 - 2 0 0 7 
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(Rev. 01-31-2003) 

S E C RVT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 

b 4 

b7D 
b 6 

b7C 

To: 
DATE"; 11 

Attn: 

CLASSIFIED BY 65179 
m M m " : r : ' 4 m 
DECLASSIFY ON: 1 1 - 2 8 - 2 0 3 2 

Counterintelliaenee 

SAC 
CDC 
S S Ar 
SA 

Inspection 

Attn: 

Attn: 

C D - 2 A , 
UC 
SSA 

IIS, CRS 

From: Office of the General Counsel 

Drafted By: 

''T-T'' Case ID #: )x( 27 8-HQ-C122 9736-VIO Serial 1424 (Pending) 

h 2 (U) T i t l e : 

(U) 

INTELLIGENCE OVERSIGHT BOARD 
M A T T E R 2 006] 

"IE OVERSTi 

r I 
Synopsis: j X ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). R a t h e r , it should be 
maintained in the control file for periodic review b y Counsel to 
the IOB. Our analysis follows. 

( U ) 

î ) Administrative: This electronic communication (EC) contains 

information from the following documents: (1) a o o n v o f thp 
National Security Letter (NSL) dated 01/20/2006 toi 

1 ,HH >f>t)Cj6 
forwarding the NSL to 
t bp- r ri p r ; and (3) a 

Field Office 

(2) a copy of the EC dated 
]Field Division to be served on 

IOB m a t t e r . 

conv of the _EC dated 06/01/2006 from the 
to OGC reporting a potential 

NSL VIO-28736 



To: 
Re: 

SE^H^T 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 06/15/2 

Reference : :s: 

b l 
b2 
b7E 

] requested that ''T-T'' Details: By EC dated 06/01/2006, 1 ~~ 
OGC review the facts of the captioned matter and determine w h e t h e r 
it warrants reporting to the IOB. As explained b e l o w , in our 
o p i n i o n , the FBI is not required to report this matter to the IOB. 

(U) On 01/2C '2 ] d r a f t e d an NSL pursuant 
to 18 U . S . C . § 2709 seeking subscriber and toll billing records 
for two telephone n u m b e r s . Specifically, the NSL sought "the 
name, address, length of service, and all local and long distance 
toll billing records associated" with the two telephone numbers 
from "[i]nception of the account to the present." By EC dated 
01/20/2006, mc;t. a forwarded to the | | Division to be 
delivered to 

(UJ X On 02/15/2006,1 
the NSL on a d i s k . The case agent reviewed the results from the 
NSL on 02/28/2006. With respect to one telephone n u m b e r , 

(U) 
however, 

] received the results of 

received information pertaining solely to the target. 

^fcX^ With respect to the second telephone number, 
received NSL results pertaining to two 

b 7 E 

SECRË1 

2 

NSL VIO-28737 



To: 
Re: 2 / 8-Hy-Cl 

From: Office of the G e n e r a l C o u n s e l 
7 7 9 7 3 6 - V I O , 06/15/2( 

b 2 

b7E 

s u b s c r i b e r s : the t a r g e t and another i n d i v i d u a l . 1 The case agent 
b r o u g h t this to the a t t e n t i o n of both her s u p e r v i s o r and the 
Chief Division C o u n s e l (CDC). The case agent also s e q u e s t e r e d 
the t e l e p h o n e records of the i n d i v i d u a l who was not the subj ect 
of the i n v e s t i g a t i o n . 

(U) The P r e s i d e n t , b y E x e c u t i v e Order 1 2 3 3 4 , d a t e d 
1 2 / 0 4 / 1 9 8 1 , e s t a b l i s h e d the President's I n t e l l i g e n c e O v e r s i g h t 
Board (PIOB). On 0 9 / 1 3 / 1 9 9 3 , b y E x e c u t i v e Order 1 2 8 6 3 , the 
President renamed it the I n t e l l i g e n c e O v e r s i g h t Board (IOB) and 
e s t a b l i s h e d the Board as a standing c o m m i t t e e of the President's 
Foreign I n t e l l i g e n c e A d v i s o r y B o a r d . A m o n g its r e s p o n s i b i l i t i e s , 
the IOB has been given a u t h o r i t y to r e v i e w the FBI's p r a c t i c e s 
and p r o c e d u r e s relating to foreign i n t e l l i g e n c e and foreign 
c o u n t e r i n t e l l i g e n c e c o l l e c t i o n . 

(U) Section 2.4 of E x e c u t i v e Order 12863 m a n d a t e s that 
I n s p e c t o r s G e n e r a l and G e n e r a l C o u n s e l of the I n t e l l i g e n c e 
C o m m u n i t y c o m p o n e n t s (in the FBI, the A s s i s t a n t D i r e c t o r , 
I n s p e c t i o n Division (INSD), and the G e n e r a l C o u n s e l , Office of 
the General C o u n s e l (OGC), r e s p e c t i v e l y ) report to the IOB 
i n t e l l i g e n c e a c t i v i t i e s that t h e y have reason to b e l i e v e m a y be 
u n l a w f u l or c o n t r a r y to E x e c u t i v e Order or P r e s i d e n t i a l 
D i r e c t i v e . This language has been i n t e r p r e t e d to m a n d a t e the 
reporting of any v i o l a t i o n of a p r o v i s i o n of The A t t o r n e y 
G e n e r a l ' s G u i d e l i n e s for FBI N a t i o n a l S e c u r i t y I n v e s t i g a t i o n s and 
Foreign I n t e l l i g e n c e C o l l e c t i o n (NSIG), e f f e c t i v e 1 0 / 3 1 / 2 0 0 3 , or 
other g u i d e l i n e s or r e g u l a t i o n s approved b y the A t t o r n e y G e n e r a l 
in a c c o r d a n c e w i t h EO 1 2 3 3 3 , d a t e d 1 2 / 0 4 / 1 9 8 1 , if such p r o v i s i o n 
was d e s i g n e d to ensure the p r o t e c t i o n of i n d i v i d u a l r i g h t s . 
V i o l a t i o n s of p r o v i s i o n s that m e r e l y are a d m i n i s t r a t i v e in nature 
and not d e e m e d to have been d e s i g n e d to ensure the p r o t e c t i o n of 
i n d i v i d u a l rights are g e n e r a l l y not reported to the I O B . The FBI 
I n s p e c t i o n Division is r e q u i r e d , h o w e v e r , to m a i n t a i n records of 
such a d m i n i s t r a t i v e v i o l a t i o n s for three years so that the 
C o u n s e l to the IOB m a y r e v i e w t h e m upon r e q u e s t . The 
d e t e r m i n a t i o n as to w h e t h e r a m a t t e r is " a d m i n i s t r a t i v e in 
nature" m u s t be made b y O G C . T h e r e f o r e , such a d m i n i s t r a t i v e 
v i o l a t i o n s m u s t be reported as p o t e n t i a l IOB m a t t e r s . 

(U) 1 W i t h respect to this t e l e p h o n e n u m b e r , 
received t e l e p h o n e records d a t e d from | |tc 

_numb^ 

] L 
i n d i v i d u a l u n r e l a t e d to the i n v e s t i g a t i o n . 

S E C k ^ 

that w e r e a s s o c i a t e d w i t h the t a r g e t . W i t h r e s p e c t to this same 
tp1pnhnnp number.I |also received records d a t e d 

I that w e r e a s s o c i a t e d w i t h another 
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SEC 

X b 2 
To: | | From: Office of the G e n e r a l C o u n s e l "h7T7 
Re: 27 8-HQ-C122 97 3 6 - V I O , 0 6 / 1 5 / 2 " " " /llj 

(U)"" NSLs are a s p e c i f i c type of i n v e s t i g a t i v e tool that 
allows the FBI to obtain certain limited types of i n f o r m a t i o n 
w i t h o u t court i n t e r v e n t i o n : (1) t e l e p h o n e and email c o m m u n i c a t i o n 
records from t e l e p h o n e companies and i n t e r n e t service p r o v i d e r s 
(Electronic C o m m u n i c a t i o n s P r i v a c y A c t , 18 U . S . C . § 2709); (2) 
records of financial i n s t i t u t i o n s (which is v e r y b r o a d l y d e f i n e d ) 
(Right to Financial P r i v a c y A c t , 12 U.S.C.§ 34 1 4 ( a ) ( 5 ) ( A ) ) ; (3) a 
list of financial i n s t i t u t i o n s and c o n s u m e r i d e n t i f y i n g 
i n f o r m a t i o n from a credit r e p o r t i n g c o m p a n y (Fair C r e d i t R e p o r t i n g 
A c t , 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an i n t e r n a t i o n a l t e r r o r i s m case (Fair C r e d i t R e p o r t i n g A c t , 15 

(S) U . S . C . § 1 6 8 1 v ) . NSLs m a y be issued in c o n f o r m i t y w i t h s t a t u t o r y 
r e g u i r e m e n t s , i n c l u d i n g 18 U . S . C . § 27 0 9 . 

(U) ^ ^ H e r e , d u r i n g an a u t h o r i z e d i n v e s t i g a t i o n , 2 the FBI 
p r o p e r l y served an NSL on a t e l e p h o n e c a r r i e r . In response to 
the p r o p e r l y served N S L , the FBI o b t a i n e d i n f o r m a t i o n r e g a r d i n g 
another s u b s c r i b e r ' s records that w e r e not r e l e v a n t to the 

b l 

(S) 

S E f c l ^ T ^ 

b l 

b 2 

b 7 E 
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SÉCSLET 

To: From: Office of the G e n e r a l C o u n s e l 
Re: 27 8-HQ-C122 97 3 6 - V I O , 06/15/2 006 

b 2 

b 7 E 

i n v e s t i g a t i o n . 3 It appears that this i n f o r m a t i o n , although 
l a w f u l l y o b t a i n e d , is not r e l e v a n t to the i n v e s t i g a t i o n and 
should be s e g r e g a t e d to p r o t e c t the p o t e n t i a l p r i v a c y interests 
of U n i t e d States p e r s o n s . Once i n f o r m a t i o n not r e l e v a n t to an 
a u t h o r i z e d i n v e s t i g a t i o n is r e c e i v e d , the field should contact 
the carrier and ask w h e t h e r the u n i n t e n t i o n a l l y acquired 
i n f o r m a t i o n should be returned or d e s t r o y e d w i t h a p p r o p r i a t e 
d o c u m e n t a t i o n to the f i l e . 

(U) Based upon these f a c t s , in a c c o r d a n c e w i t h the 
terms i m p l e m e n t i n g the r e p o r t i n g r e q u i r e m e n t s of Section 2.4 of 
EO 1 2 8 6 3 , it is our o p i n i o n that this error is not r e p o r t a b l e to 
the I O B . A record of this d e c i s i o n should be m a i n t a i n e d in the 
control file for future r e v i e w b y the C o u n s e l to the I O B . 

(U)-- The t a r g e t ' s rights w e r e not v i o l a t e d b e c a u s e he was 

not the subject of the i m p r o p e r l y c o l l e c t e d i n f o r m a t i o n . It is 

u n k n o w n , h o w e v e r , w h e t h e r the i n f o r m a t i o n a s s o c i a t e d w i t h the 

other s u b s c r i b e r p e r t a i n e d to a U n i t e d States Person inasmuch as 

there has been no r e v i e w of the information. 

SE^R^ST^ 
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h 2 
hi E 

SECRET 

To From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 06/15/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT W A S H I N G T O N , DC 

(U) INSD should retain a record of the report of the 
potential IOB m a t t e r , as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review b y the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT W A S H I N G T O N , DC 

(U) For i n f o r m a t i o n . 

h 2 
hi E 
b 4 
b7D 
b 6 
b7C 

Set Lead 3: (Action) 

AT 

( u ; The ¡Field Office should contact 
ask w h e t h e r the improperly or u n i n t e n t i o n a l l y acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 

cc: M s . Thomas 

and 

IOB Library 

6 
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From: 
Sent: 
To: 
Cc: 

THOMAS, JULIE F. (OGC) (FBI) 
Friday. September 22. 2006 5:07 PIVL 

I ^ D n f 

Subject: IOB internal guidance 
S'gCRET//QECONJjQFeRl^ 

} o G C ) (FBI) 

internaliobJFTchang 
es.wpd (89 ... 

Attached are my edits for discussion. 
Hit document then review to view. DECLASSIFIED BY 65179 DHH/KSR/ 
Julie F. Thomas ON 11-28-2007 

DGC: National Security Law Branch 
Office of the General Counsel 

202-324-
202-324- (fax) 

^5gR1¥EOFROM: Mul t ip lg-Sotr fceT 
DECLASSIFita^HeH^XEMPTION 1 
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From: 
Sent: 
To: 
C<b6 

THOMAS, JULIE F. (OGC) (FBI) 
Friday. September 22. 2006 5:07 PM 

IOB internal guidance IÜB intern 
ALNefOfrN 

internaliobJFTchang 
es.wpd (89 ... 

Attached are my edits for discussion. 
Hit document then review to view. 
Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
202-324 fax) 

T5ERtVEQ FROM: Multiple SowrcgT~ 
DECLASSI?Tge^QRgCEMPTION 1 
SECR£I / /eRCON,NÓ?DRN^ _ 
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09/22/2006 

GC Caproni: 

I have reviewed your proposed change to the IOB policy. I 

DE CLASS IFIED.. BY... 6 5179,,, iDIffl/KSR/ JB 
OH 1 1 - 2 9 - 2 0 0 7 

Julie F. Thomas 

NSL VIO-28891 



b 6 

b7C 

b 5 

b 6 

b7C 

b7C 

b 5 

[ 

Message . tx t 
MessageFrom: THOMAS, JULIE F. (OGC) ( F B I ) 
s e n t : Tuesday. August 16. 2005 5:06 PM . 
T"- ' % fnr.ri (ertVI 

(CT^) (FBI) 
(OGC) ( F B I ) ; [ 

( o g c ; c o g a ; ;| 
S u b j e c t : RE:1 

T 
jtOGC) ( F B I ) 

] (OGC) ( F B I ) ; 

3 0 G C ) ( F B I ) ; 

] fnnr^ fun^ • I | 

t 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I am persuaded b v l l and I Immmpnt^. L ikew ise , I have t h e utmost 
respect f o r ASACs so l e t ' s go w i t h them. J u l i e 

Ori ni nal Messane . . . . 
From: I K 0 G C ^ < F B I ) 
Sent : Tuesday, August l b , ¿005 ^-p? PM 
To: THOMAS. JULIE F. (OGC^ r F R T ^ F 

Cc: 
(OGC) (OGA) ;| 
S u b j e c t : RE: 

I |C- (OGC) ( F B I ) 
uipi'rFBi^ 

L f O G C ) ( F B I ) ; F 

1 1 - 1 

(OU-J (l-UJJ 

- , I (OGC) / F B I ^ r 
J (OGC) ( F B I ) ; 

] ( O G C ) ( F B I ) ; 

] 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HEREII-I IS UNCLASSIFIED 
DATE 1 1 - 2 9 - 2 0 0 ? BY 65179 DBH/KSR/JB 

b 5 

b 6 

b7C 

b 5 

We understand t h e concerns w i t h us ing t h i s p r o v i s i o n . I t i s a powerful t o o l . 
UnuiQuor I I 

O r i g i n a l Message 
From: THOMAS, JULIE F. (OGC) ( F B I ) 
Qont- n . ^ H a v Min.iQt ifi. 2005 4:47 PM. 

• a u , C F B I > ; I = 
ÌOGCÌ (FBI) L 

Cc=L 
(OGC) (OGA);, 
S u b j e c t : RE: 

T o r W F R T V l 
• KQGC) (FBTT 

J (CTD) ( F B I ) ; 
] (OGC) ( F B I ) T 

J o G C ) (FBI) ; ^ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 

ä 
i n k i t should b e [ 

Any problems w i t h t h a t / 
O r i g i n a l Message 

From: 

Ju l i e 

(OGC) ( F B I ) 

Page 1 

NSL VIO-28892 



b e 

b7C 

b 5 

ï 

Message.txt 
SPnt: T u e s d a y . Aunust 16. 7005 4:42 PM 

Tn;l 

[ 
, (OGC) (FBI) 

• I l ^ r F R T ^ l " 
J m m fonÀvr 

L L Û G C ) (FBI); THOMAS IMI TF E ÉOGC) (FBI); 
_ 1 (OGC) (FBI) ; (CTD) (FBI) ; 

— r V - 1 1 
l à 

Subject : RE:f I 

-, l(OGC) (FBI) r 
] ( O G C ) (FBI) 

b 5 

b 6 

b7C 

b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The T 
I concurl 
Julie - g o you concurr 

Original Message-
From: ~ (OGC) (FBI) 
Sent: luesday, August 16, 2005 4:2Z_EH 
TO- THnMAQ iijij^ F . (OGC) ( F ^ L l J . 

| _ I I rrTD) (FBI); 
- 1 Joqtlltfill; 

(OGC) (FBI) 
T Ô g I ) Ç 

Subject: RE:£ 

I (FBI); 
I (oca îfbi^) 

(OGC) (FBI):f 
FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

he 
hlC 

b 5 

b 6 

b7C 

' subject.^ It v 
1 has written an EC for the GC's signature on t h i s . 
p-M-pH thrnnnh NSI R I i and i s now with I 

J l lean address the recommended approval procedure. 
o r i g i n a l Message 

From: T H O M A S , JULIE F. (OGC) (FBI) 
SPnt: TNP^Hav. ANfi.^t 16. 7005 4:16 PM . 
To : I ¡rfvir^ rCRT^-I 

, TTÖGC 
] (OGC) (OGA): I 

(OGC) (FBI); 
Subject: RE: J 

JLÔÔCJ (FBI) 

IfOGCÌ l£Bll 
J(OGC) (FBI); 

iEßll 

F 

b 5 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 

b 5 

T h i s issue also needs to be vetted with ILU; hence the forwarding of 
the email. Julie 

-Ori mnal Mpssanp-
From:l ~ ~ l f O G C Ì (FBI) 
Sent: Tuesriav. Aunust 9:40 AM 

b 6 To;I j (CTD) (FBI) . « , , 
- AS, JULIE F._£üG£)_LEßllJ IrOGC^fFBlV.I I 

(OGC) (FBI);j j (OGC) (OGA); 
(QGCj> ÌPR-TV 1 1 

Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Page 2 
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Message.txt 

b7C 

p.s. if anybody on the copy count disagrees, please let me know. 

I (CTD) (FBI) 
Sent 
To: 

>nt• TnpcHav ¿unuct Ifi 7005 9:24 AM 
¡(0GCÌ (FBI) 

Subjec t : RE: 
b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 
b 5 

Hello again, 
I just reached out to my colleague again, and he now has a more 
specific question regarding!"" | 

BV tne way, i ve got apout tour people cnecKing on tnis:[ 
r NO ONE KNOWS! W h a t ' s the deal? 1 

Any thoughts? T h a n k s again for the help, 

From:f (OGC) (FBI) 
^ " f Annual- Ih MHl\ 9;( 
To: \ I Ccrrt (FBI) 
Subjec t : RE:| \ 

r i n i n a l Messane-

:03 AM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 5 

Sent: T u e s d a y . August 16. 2005 8:50 AM 
To: I I (OGC) (FBI) 
Subject: RE: 

Page 3 
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M e s s a g e . t x t 
S E N S I T I V E BUT U N C L A S S I F I E D 
N O N - R E C O R D 

Hi I I I 1 
T h e auv w h o asked w a s i n t e r e s t e d ir| i1 i 

I I I did some r > n m v a n r i ^ ^ 1 ^ I 
Tand he emohasi zed I , , 

ac vr.ii ovn I an noil T t h m ^ " " ^ 

b l C I H Whon T 1-r.lrl my rn I I opmm fir, c T l-hm^ 
1-ha-f hacirallv ancworoH hH c mioctinn horancol 

I I H o w v e r , it 
t h e r e are anvi ¡issues vou t h i n k I 
should f o r w a r d to him tor his own e d i f i c a t i o n , p l e a s e let me 
k n o w . 

' Hrininal 
F r o m i COGC) (FBI) 
Qonf- Tnocrtav Aimiict Ih 7; 59 AM . Qonl-- Tnocdav Anmicl- Ih 7; 

1 ) 6 To: I I rCTD) (FBI) 

b 7 C Subject: RE:| \ 

S E N S I T I V E BUT U N C L A S S I F I E D 
N O N - R E C O R D 

b6 
b7C 
b5 

• 

b6 
b7C 
b5 

b6 
b7C 
b5 

p l e a s e c l a r i f y , and sorry for t a k i n g so long to r e s p o n d . 

Fromi I (CTD) (FBI) 
Sent: W e d n e s d a y . A u g u s t 10 7005 10:25 AM 
T o : I — I C o g c ) C f b i ) 
Subject:! I 

S E N S I T I V E BUT U N C L A S S I F I E D 
N O N - R E C O R D 

Hi I l| 1 
A col league i n l I asked me t o see i f I could f i n d out 

NSL VIO-28895 



Message. t x t 
I | I have been t o l d t h a t you a r e t h e NSL guru . I ' d 

a p p r e c i a t e any f e e d b a c k you can p r o v i d e , even i f you can 
j u s t p o i n t me i n t h e r i g h t d i r e c t i o n . I have found p l e n t y 
n f - i n f n / g u - i H a n r p r e g a r d i n g NSLs, but much l e s s r e g a r d i n g 

1 m a m J . 

1 — n 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 5 

b5 
b6 
b7C 
b2 
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Key Excerpts from the Unclassified IG Report 

The FBI self-identified the inaccurate reporting, and told Congress a year ago 

(pg. xvii and 33): In March 2006, the FBI acknowledged to the Attorney General 
and Congress that NSL data in the semiannual classified reports may not have been 
accurate and stated that the data entry delays affected an unspecified number of 
NSL requests. After the FBI became aware of these delays, it took steps to reduce 
the impact of the delays to negligible levels for the second half of CY 2005. 

The IG Found No Criminal Misconduct 

(pg. xxviii, fn.26): In this report, we use the terms "improper or illegal use" as 
contained in the Patriot Reauthorization Act. As noted below, the improper or illegal 
uses of the national security letter authorities we found in our review did not involve 
criminal misconduct. However, as also noted below, the improper or illegal uses we 
found included serious misuses of national security letter authority. 

No deliberate or intentional violations; but rather, good faith mistakes; confusion 

(pg. xxx): Our examination of the 26 possible IOB violations reported to FBI OGC 
did not reveal deliberate or intentional violations of NSL statutes, the Attorney 
General Guidelines or internal FBI policy. Although the majority of the possible 
violations - 22 of 26 - arose from FBI errors, most of them occurred because of 
typographical errors or the case agent's good faith but erroneous belief that the 
information requested related to an investigative subject. 

(pg. xxxiii:) Our review did not reveal intentional violations of national security letter 
authorities, the Attorney General Guidelines or internal FBI policy. Rather, we found 
confusion about the authorities available under the various NSL statutes. 

IG found in most cases we sought information we were entitled to 

(pg. xlviii and 124): Finally, in evaluating the FBI's use of national security letters, it 
is important to note the significant challenges the FBI was facing during the period 
covered by our review and the major organizational changes it was undergoing. 
Moreover, it is also important to recognize that in most cases the FBI was seeking to 
obtain information that it could have obtained properly if it had followed applicable 
statutes, guidelines, and internal policies. We also did not find any indication that 
the FBI's misuse of NSL authorities constituted criminal misconduct. 

H E R E I N IS U N C L A S S I F I E D 

FBI seeking information to which it was entitled DATE 11-29-2007 B Y esra D H H / K S R / J B 

(pg. 67): In evaluating this matters, it is important to recognize that in most cases, 

NSL VIO-28897 



the FBI was seeking to obtain information that it could have obtained properly if it 
had followed applicable statutes, guidelines, and internal policies. We also did not 
find any indication that the FBI's misuse of NSL authorities constituted criminal 
misconduct. 

Errors were not deliberate attempts to circumvent statutes 

(pg. 77): While the errors resulted in the acquisition of information not relevant to 
an authorized investigation, they did not manifest deliberate attempts to circumvent 
statutory limitations or Departmental policies and appropriate remedial action was 
taken. 

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS Unit. 
Chief concluded in good faith that the FBI had sufficient predication either to 
connect these national security letters with existing investigations or to open new 
investigations in compliance with the Attorney General's NSI Guidelines. 

FBI has now provided the needed guidance 

(pg. 107): Overall, we believe that the FBI has now provided needed guidance and 
support to field personnel to facilitate production of approval documentation 
compliant with statutory requirements, Attorney General Guidelines and internal FBI 
policies. Nonetheless, we believe the FBI should improve its compliance with the 
internal controls governing its exercise of national security letter authorities... 

(pg. 126) We believe that these recommendations, if fully implemented, can 
improve the accuracy of the reporting of the FBI's use of national security letters and 
ensure the FBI's compliance with the requirements governing their use. 

NSL VIO-28898 



From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Wednesday, March 21, 2007 2:24 PM 
To: HQ-Div09-NSLB 
Subject: Please await an all CDC email ALL IWFOIMTIOM G O S T M U E D 
UNCLASSIFIED Hi®E.iH-"I-S-"i®C-LASS-IFISB 
NON.RPrnRn date BY 

We are getting a tremendous amount of questions from the CDCs reflecting confusion about the 
ongoing NSL audit in the field offices. I have met with Inspection Division and will shortly send 
out an all CDC email giving some additional guidance regarding the reporting of potential lOBs. 
Please wait to read that advice before answering questions that are not clearly set forth in the 
November 2006 external guidance. 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

202-324 
202-324 ux) 

UNCLASSIFIED 

NSL VIO-28899 



From: 
, . Sent: 
b 6 T o : 

b7C Co: 
Subject: 
UNCLASSIFIED 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday, March 22, 2007 9:07 AM 
PRI A M N N R C HQ-Div09-NSLB 

\(\NSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Receipt of Information in Response to NSLs 

UNCLASSIFIED 

Duplicate 3 /22/07 email in volume 1 o f this file 

NSL VIO-28900 



From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Monday, March 26, 2007 12:47 PIV 

b 6 To: I n=p\y 
b 7 C f F B l l bGfc\ /FBh 

Subject: RE: IOB Issues Relating to the Inspection Division's Audit 
UNCLASSIFIED 
NON-RECORD 

(OGC) 

pjp^p ppprif 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 

h2 202-324-
202-324- fax) 

b 5 

DECLASSIFIED BY 65179 Dffii/KSR/JB 
OT....1M.&-2 0.0.7 

b e 

b7C 

Original Mpssane-
From: I 
Sent: 
To: 

Subject: 

Zt0GC) tpBl) 
Monday, March 26, 2007 12:40 m . 
THOMAS, JULIE F. (OGC) (FBI)) 

(FBI) 
](OGC) (FBI)£ [OGC) 

FW: IOB Issues Relating to the Inspection Division's Audit 

SECRET ^ ^ 
R E c e f f m o B 

h 2 

b7E 
b 5 

raises a valid 

Original Mp^anp 
From: | 
Sent: Monday, March 26, 2007T2-32 PM 
To: I ' " " ' ( 0 G C ) ( F B I ) 

Subject: RE: IOB Issues Relating to the Inspection Division's Audit 

I F B D 

R E 

b 5 

b 6 

b7C 
h 2 

b7E 

b7C 

SA I I 
I ¡Division 

rcell) 

Ofjninal Mpccarip 
From 
Sent: 
To: 

Oriait 
1: L ][OGC) (FBI) 

Wednesday, March 21, 2007 3:22 PM _ 
HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)f 

Subject: IOB Issues Relating to the Inspection Division's Audit 
T(INSD) (FBI) 

NSL VIO-28905 



RECO^tMQB 

As a result of the Department of Justice, Office of the Inspector General's 
recent report relating to the FBI's use of National Security Letters, the Inspection 
Division currently is auditing several field offices regarding the FBI's use of 
NSLs. The Office of the General Counsel has been receiving many questions 
regarding whether errors identified during the audit should be reported to OGC as 
potential Intelligence Oversight Board (IOB) matters. In light of these questions, 
a copy of the November 16, 2006 "Revised Procedures for the Submission of 
Reports of Potential Intelligence Oversight Board Matters" is attached to this 
email for your convenience. Further, additional guidance is listed below. 

The AIIPs are directed by the Inspection Division to note any deviation or 
error. Then, this information is passed to the CDC to determine if a matter should 
be reported to OGC as a potential IOB matter. It is expected that the AIIPs will 
note many more issues than the CDC s will report to OGC for adjudication as 
potential IOB matters. Even so, OGC is encouraging overreporting of errors as 
potential IOB matters. If you have any questions about OGC's guidance relating 
to IOB matters, please contact^ or| | 

In addition to the November 16, 2006 IOB guidance, OGC has highlighted 
the following issues based upon conversations with CDCs from around the 
country. 

b7C 

The following incidents are reportable as potential IOBs matters for 
adjudication by OGC: 

b 5 

NSL VIO-28906 



« File: IOB Attachment #l--Novl62006POLICY.wpd » 

"Dl5lVEP-FRaiMLG-3 FBI Classification Guide G-3, 
Counterintelligence I 

^DERÌVEirFRQM^g-3 FBI Classification Guide G-3 
Counterintelligence InvgStT 
DECLASSIFICATION 

"*5ERtVEP-EBQiyi^G-3FBI Classification Guide G-3, datedJU97rFomign^ 
CounterlntelligenceTnvesti€iatians_ 
DECLASSIFICATION, 
SE 

UNCLASSIFIED 

NSL VIO-28907 



b 6 

b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday, March 22, 2007 8:56 AM 
I l(OGC) (FBI) 

I lOGCUFBh 
RE: IMPORTANT - NSL Guidance 

ALL II'JF0P1IATXOH C0WTÀIBED 
HEREIN IS UMCLA55IFIEB 
DATE i ï - 2 9-2007" BY""65179"DHH/KSR/JB 

emails" to go through me. So 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
909-394 fnr) 

h 2 

be 
blC 

](OGC) (FBI) 
Original 

From: I 
Sent: Thursday, March 22, 2007 8:52 AM 
To: Thftim.H/ITFF. fftfc 
Ce: I j)G 

ThftMflRnH/ITFF. ffîPC) (FBI) 
L>GC) (FBI) 

Subject: FW: IMPORTANT -- NSL Guidance 

I think the below is fine and I was inclined to copy all CDCs because I think i 
use something worded this well. Any objections? 

i CDCs could 

b 6 

blC 

b 2 

b7E 

3FBI) 
Original Message 

From: 
Sent: Thursday, March 22, 2007 7:38 AM 
To: I "T )GO (FBI) 
Subject: IMPORTANT -- NSL Guidance 

Can you take a look at this before I send it to our people? Thanks 

b 5 

NSL VIO-28908 



b 5 

Additional guidance regarding toll record NSLs is likely to be forthcoming. If you have any 
questions, please call me. 

UNCLASSIFIED 

NSL VIO-28909 



b7C 

From: 
Sent: 
To: 
Cc: 
Subject : 
U N C L A S S I F I E D 
N O N - R E C O R D 

T H O M A S , JULIE F. (OGC) (FBI) 
Thursday Mamh 99 9007 fi-ffl AM 

J I fOGCl (FBI) 
(OGC) (FBI) 

RE: IMPORTANT -- NSL Gu idance 
ALL IKFORÏÏA.TIÛM 
HEPFTÏJ T^ TTV 

11-29-2007 BY 6 

b 6 

b7C 
h 2 
b7E 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

202-324 
909-394 (far) 

Original hj 
From: 
Sent: 
To: 
Cc: 
Subject: 

Thursday, March 22, 2007 8:52 AM 
THOMAS. JULIE F. fOGC^ (FBI) 

I lOGC1) (FBI) 
FW: IMPORTANT -- NSL Guidance 

Duplicate 3/22/07 email this fil* 

](OGC) (FBI) 

• (FBI) 
Original M<accaf"a 

From: 
Sent: Thursday. March 22. 2007 7:38 AM 
To: I IOGC) (FBI) 
Subject: IMPORTANT -- NSL Guidance 

Duplicate 3/22/07 eflí§Ü¥IQcWiOfile 



UNCLASSIFIED 
Duplicate 

NSL VIO-28911 



From: 
Sent : 
To: 

Sub jec t : 
U N C L A S S I F I E D 
N O N - R E C O R D 

[ 
T H O M A S , JUL IE F. (OGC) (FBI) 
Thu rsday M a r c h ? ? 7007 9 -14 A M 

| (OGC) (FBI) 
(FBI) 
RE: IOB Issues Relat ing to the Inspect ion Divis ion's Audi t 

} o G C ) 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 

b 2 

6 5 1 7 9 DMH/KSR/JB 
29-2007 

202-324 
202-324 fax) 

b 6 

b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

1 OGC) (FBI) 
Thursday, March 22, 2007 7:55 AM 

I IOGC) (FBI) 
F.f& TH6MA5, JULIE F. (OGC) (FBI) 

RE: IOB Issues Relating to the Inspection Division's Audit 

b 5 

b 6 

b7C 

b 6 

b7C 

From 
Sent: 
To: 

Original Message-jrijy 
3OGC) (FBI) 

Wednesday, March 21, 2007 3:22 PM 
HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI); 

Subject: IOB Issues Relating to the Inspection Division's Audit 
INSD) (FBI) 

REGO^DvLOB 

As a result of the Department of Justice, Office of the Inspector General's 
recent report relating to the FBI's use of National Security Letters, the Inspection 
Division currently is auditing several field offices regarding the FBI's use of 
NSLs. The Office of the General Counsel has been receiving many questions 
regarding whether errors identified during the audit should be reported to OGC as 

NSL VIO-28912 



potential Intelligence Oversight Board (IOB) matters. In light of these questions, 
a copy of the November 16, 2006 "Revised Procedures for the Submission of 
Reports of Potential Intelligence Oversight Board Matters" is attached to this 
email for your convenience. Further, additional guidance is listed below. 

The AIIPs are directed by the Inspection Division to note any deviation or 
error. Then, this information is passed to the CDC to determine if a matter should 
be reported to OGC as a potential IOB matter. It is expected that the AIIPs will 
note many more issues than the CDCs will report to OGC for adjudication as 
potential IOB matters. Even so, OGC is encouraging overreporting of errors as 
potential IOB matters. If you have any questions about OGC's guidance relating 
to IOB matters, please contact! 

In addition to the November 16, 2006 IOB guidance, OGC has highlighted 
the following issues based upon conversations with CDCs from around the 
country. 

The following incidents are reportable as potential IOBs matters for 
adjudication by OGC: 

NSL VIO-28913 



« File: IOB Attachment #l--Novl62006POLICY.wpd » 

" d I R I V E B - F R Q M i G ^ F B I Classification Guide G-3, 
CounterlntelligenceTnVgsttgatiQns^ 
DECLASSIFICATIONEXEMPTrORl 

UNCLASSIFIED 
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hlC 

From: 
Sent: 
To: 

Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday March 9? 9007 4-41 PM 

[OGC) (FBI) 
1 m\\ 1 

[ JoGC) (FBl{ 
RE: IOB Issues Relating to the Inspection Division's Audit 

(OGC) 

(OGC) (FBI) 

b 5 

b7C 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 

llililililiiiiiiliilii 
0F"TI-29- '2 'ÖÖ7 

202-324-
202-324- (fax) 

h 2 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Thursday, March 22, 2007 4:14 PM 

toGC) (FRTV THfiMAq II II TF F mmfFRT) IÉOGC) (FBI); I I 
JOGC) (FBI)|_ 

RE: IOB Issues Relating to the Inspëcïïô^ïïîvisîôn'^ïnclîF 
lOGC) (FBI) 

nrigj"al 

From: 1 Iro^r^ (FBI) 
Sent: Thursday, March 22, 2007 2:40 PM 
To: THOMAS. JULIE F. fOGC^ (FBI) 
Cc: I lOGC) fFBnl 
Subject: FW: IOB Issues Relating to the Inspection Division's Audit 

JoGC) (FBI) 

reooRD^IOB 

Julie, 

b7C 

NSL VIO-28915 



b 5 

b 6 

b7C 

' opinion 

b 6 

b7C 
b 2 

b7E 

Ori 
From 
Sent: 
To: [ 

FBI) 
WpHnpt;Hav Marrh 'Jill'/ 6:08 PM 

JfOGC) (FBI) 
Subject: RE: IOB Issues Relating to the Inspection Division's Audit 

b7C 

Original M o c c?n o 

From: I l(QGC) (FBI) 
Sent: Wednesday, March 21, 2007 4:22 PM I 
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)I 
Subject: IOB Issues Relating to the Inspection Division's Audii 

REGOl^tHOB 

(INSD) (FBI) 

As a result of the Department of Justice, Office of the Inspector General's 
recent report relating to the FBI's use of National Security Letters, the 

NSL VIO-28916 



Inspection Division currently is auditing several field offices regarding the 
FBI's use of NSLs. The Office of the General Counsel has been receiving 
many questions regarding whether errors identified during the audit should be 
reported to OGC as potential Intelligence Oversight Board (IOB) matters. In 
light of these questions, a copy of the November 16, 2006 "Revised 
Procedures for the Submission of Reports of Potential Intelligence Oversight 
Board Matters" is attached to this email for your convenience. Further, 
additional guidance is listed below. 

The AIIPs are directed by the Inspection Division to note any deviation or 
error. Then, this information is passed to the CDC to determine if a matter 
should be reported to OGC as a potential IOB matter. It is expected that the 
AIIPs will note many more issues than the CDCs will report to OGC for 
adjudication as potential IOB matters. Even so, OGC is encouraging 
overreporting of errors as potential IOB matters. If you have nnv nnestions 
about OGC's guidance relating to IOB matters, please contact 

In addition to the November 16, 2006 IOB guidance, OGC has highlighted 
the following issues based upon conversations with CDCs from around the 
country. 

The following incidents are reportable as potential IOBs matters for 
adjudication by OGC: 

b 6 

b7C 

b 5 
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« File: IOB Attachment #l--Novl62006POLICY.wpd » 

DERl\7ED-FRQfl/|: G j F B I Classification Guide G-3, tatedJUSTrFgrelgiT 
CounterlntelligenceTflvestiqaiions 
DECLASSIFICATION 
SECRET 

l)SRlVEB-ERQiyi: G-3 FBI Classification Guide 
Counter I ntelliqencelrrvestlqaJions 
DECLASSIFICATION E> 

DERIVED-FROM; G-3FBI Classification Guide G-3, d^tej l l^yrFgreigrT 
Counter I ntelliqencelnVestktatigns 
DECLASSIFICATION E> 

UNCLASSIFIED 
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b7C 
h2 

b7E 

From: 
Sent: 
To: 
Ce: 

Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Friday Mamh 93 9007 fi-Qfi A M 

l f O G C I fFBh 
JPGC) (FBl | 

|(FBI) 
(INSD) (FBI); FBI_ALL 

CDCs 
RE: IOB Issues Relating to the Inspection Division's Audit 

b 5 

b7C 
b 2 

b7E 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

wmmmmmrnmmmmmmmii 
; 

I^UUIIi / i 
202-324 
202-324 (fax) 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

Friday, March 23, 2007 8:02 AM 
1

 r 
THOMAS, JULIE F. (OGC) (FBI)I 

I(OGC) (FBI) 

RE: IOB Issues Relating to the Inspection Division's Audit 
]0GC) (FBI) 

b 5 

b7C 
b 2 

b 7 E 

b7C 

nrlqj"al 

From: 1 IFBI) 
Sent: Thursday. March 22. 2007 3:44 PM 
To: | H(OGC) (FBI) 
Subject: FW: IOB Issues Relating to the Inspection Division's Audit 

RBeÒRDHQB 

b7C 

Mai-i**™ 

From: | |FBI) 
Sent: Thursday, March 22 2007 4:42 PM 
To: | |OGC) (FBI) 
Subject: RE: IOB Issues Relating to the Inspection Division's Audit 
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b7E 

b 6 

b7C 

3OGC) (FBI) 
Original 

From: 
Sent: Wednesday, March 21, 2007 4:22 PM _ 
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)|_ 
Subject: IOB Issues Relating to the Inspection Division's Audit 

JINSD) (FBI) 

resoRD^OB 

As a result of the Department of Justice, Office of the Inspector General's 
recent report relating to the FBI's use of National Security Letters, the 
Inspection Division currently is auditing several field offices regarding the 
FBI's use of NSLs. The Office of the General Counsel has been receiving 
many questions regarding whether errors identified during the audit should be 
reported to OGC as potential Intelligence Oversight Board (IOB) matters. In 
light of these questions, a copy of the November 16, 2006 "Revised 
Procedures for the Submission of Reports of Potential Intelligence Oversight 
Board Matters" is attached to this email for your convenience. Further, 
additional guidance is listed below. 

The AIIPs are directed by the Inspection Division to note any deviation or 
error. Then, this information is passed to the CDC to determine if a matter 
should be reported to OGC as a potential IOB matter. It is expected that the 
AIIPs will note many more issues than the CDCs will report to OGC for 
adjudication as potential IOB matters. Even so, OGC is encouraging 
overreporting of errors as potential IOB matters. If you have any questions 

k ^ about OGC's guidance relating to IOB matters, please contact 
b7C — H 1 

In addition to the November 16, 2006 IOB guidance, OGC has highlighted 

NSL VIO-28920 



the following issues based upon conversations with CDCs from around the 
country. 

The following incidents are reportable as potential IOBs matters for 
adjudication by OGC: 

b5 

« File: IOB Attachment #l--Novl62006POLICY.wpd » 

NSL VIO-28921 



SE 

DERjVEP-FRQIMLG^FBI Classification Guide G-3, dated^STToreiein 
CounterlntelligencelnVi 
DECLASSIFICATION EXEMPTTOK 

DEFaVED-FRQM: G-3FBI Classification Guide G-3^atedJU8?rr5reiqn~ 
Counterlntelligenc¥TnVe5tiqatiQiis 
DECLASSIFICATION EXEMPTtOFTT 

UNCLASSIFIED 
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From: THOMAS, JULIE F. (OGC) (FBI) 
;b 6 sent: MgntiaY. Mgrgh ^007 4:36 PM 
h l C To: I I(nn.r.\ (FBI) 

Co: I l O G O (FBI) 
Subject: RE: IOB Issues Relating to the Inspection Division's Audit 
UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 

I think we need to reformat into a more readable, stand alone version... such as: 

We have received additional questions 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
202-324 (fax) 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

JoGC) (FBI) 

DECLASSIFIED BY 65179 DMH/KSR/JB 
DH""II~2'9-2'0'07 

Monday, March 26, 2007 3:55 PM 
THOMAS IIJITFF (nan (FBI) 

I IfOGO (FBI) 
RE: IOB Issues Relating to the Inspection Division's Audit 

RECOftP^QB 

Julie, 

I made the changes that you noted. Do you want me to send a copy of this email 
t oa l lCDCs? Thank you. 

b6 
b7C 
b5 
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b7C 

b7E 

-Original Mes: 
From: I [FBI) 
Sent l-rina\/ M.rrh ) -! JMIW ̂ Ofi PM 

,b2 T ol l 0 G C) (FBI)I IOGC) (FBI) 
Subject: kb: IUB Issues Relating TA Mfi UlVliion's Audit 

RßQQ&D^QB 

b7C 
Original Messgflgs 

From: (OGC) (FBI) 
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•to 6 Sent: 
To: 

Wednesday, March 2 1 , 2 0 0 7 4 : 2 2 PM i 
HQ-DÌV09-N5LB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI 

b7C JlNSD) (FBI) 
Subject: lOB Issues Relating to the Inspection Division's Audit 

•V, 
(S) 

As a result of the Department of Justice, Office of the Inspector 
General's recent report relating to the FBI's use of National Security 
Letters, the Inspection Division currently is auditing several field offices 
regarding the FBI's use of NSLs. The Office of the General Counsel has 
been receiving many questions regarding whether errors identified during 
the audit should be reported to OGC as potential Intelligence Oversight 
Board (IOB) matters. In light of these questions, a copy of the November 
16, 2006 "Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board Matters" is attached to this email for your 
convenience. Further, additional guidance is listed below. 

The AIIPs are directed by the Inspection Division to note any 
deviation or error. Then, this information is passed to the CDC to 
determine if a matter should be reported to OGC as a potential IOB matter. 
It is expected that the AIIPs will note many more issues than the CDCs 
will report to OGC for adjudication as potential IOB matters. Even so, 
OGC is encouraging overreporting of errors as potential IOB matters. If 
you have any questions about OGC's guidance relating to IOB matters, 
please contac 

In addition to the November 16, 2006 IOB guidance, OGC has 
highlighted the following issues based upon conversations with CDCs 
from around the country. 

The following incidents are reportable as potential IOBs 
matters for adjudication by OGC: 

b 5 
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« File: IOB Attachment #l--Novl62006POLICY.wpd » 

DgRlVES-ERQiyi:J3-3 FBI Classification Guide G-3, dated_li97rForgíqíT 
Counter I ntelliqenœlrnr&stiqatLons 
DECLASSIFICATION E> 
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Be5TVEP-FRQM: G-3JBI Classification Guide G-3. datedJU87rFofgi^T 
Counterintelligence Investigations — 
DECLASSIFICATION E> 
S E C F " 

^ R l V E B - F g Q I V I : G j F B I Classification Guide G-3, datedJi97Hggfgmir 
CounterlntelligenceTmresttqalions ^ — ' 
DECLASSIFICATION EXE 
SECRET^ 

DiR iVED- fRQM: G-3FBI Classification Guide G-3. • 
Counterintelligence TnySstiqatioris 
DECLASSIFICATION 
SECRE 

UNCLASSIFIED 
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From: | |(FBI) 

[OGC) (FBI); 
Sent: Friday, March 23, 2007 12:57 PK 
To: T H O M A S .IIII I F F fO GO] (FBI) 

I |FBh 
Cc: | | U X ) (FBI)| l( INSD) (FBI) 
Subject: Kb : IOB Issues Relating to the Inspection Division's Audit 
UNCLASSIFIED 
NON-RECORD 

DEGIASS-I-FIE&-BY-6S17.9" 
ear language OM...12-.2.9-20.0.7 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: FriHav Marrh 71 7007 R-ff AM 

b2 T o : I . _ IfOGCHFBTl • If FBI) 
, 7 Cc: | |OG~(FBI)J |INSD) (FBI); FBI_ALL CDCs 
••O / Jli Subject: RE: IOB Issues Relating to the Inspection Division's Audit 

:b7c UNCLASSIFIED Duplicate 3/23/07 email this file 
-JJ ' ^ NON-RECORD 

D b From-I I(OGC) Duplicate 3/23/07 email this file 
b 7 C Sent: 1 FrlrU, M*rrh » 3M7 fl-FFI? AM 

To: I ¡FBI) I 
Cc: THOMAS, JULIE F. (OGC) (FBI| |OGC) (FBI) 
Subject: RE: IOB Issues Relating to the Inspection Division's Audit 

Original M e s s a g e ^ ^ ^ ^ ^ ^ ^ 
From: | ¡FBI) 
Sent: Thursday. March 55. 5607 3:44 PM 
To:| [OGC) (FBI) 
Subject: h/V: IOB Issues Relating to the Inspection Division's Audit 

R E G C ^ D S Q B 
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Duplicate 

Original M e s a p « ^ • 
From: I 1 FBI) 

b 7 E THMRCRIAY_ M a r ch 22, 2007 4:42 PM 

b 6 To: I T~rGC) (FBI) 
J^ - JQ Issues Relating to the Inspection Division's Audit 

REeĈ DiOBniipl i r^tP 3/22/07 email this file 

b 2 

b7E 
b 6 

b7C 

Original Mess 
From: I 
Sent: 
To: 

Subject: 

] oGC ) (FBI) 
Wednesday, March 21, 2007 4:22 PM 
HO-DivQ9-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI) 

^ ] ( I N S D ) (FBI) 
Issues Relating to the Inspection Division's Audit 

Duplicate 3/21/07 email this file 
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Duplicate 
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Duplicate 

« File: IOB Attachment #l--Novl62006POLICY.wpd » 

"DÈRTVEO-FRQM: G ^ F B I Classification Guide G-3, datedJ/9?rForeign 
Counterlntelliqencelnvgstmatlans 
DECLASSIFICATION E X E M F f t O R T 

Ì Ì R Ì \ 7 E D - F R Q I i / L G ^ F B I Classification Guide G-3^dai 
CounterlntelligencelnvgsttgatiQas 
DECLASSIFICATION EXEMPTÌOlTl 
SECF 

ì )ÈRlVEP-FgQiy i : j3 jFBI Classification Guide G-3, ^tedJU&TrFgfeigiT 
CounterlntelligencèììTVestiqatipns^ 
DECLASSIFICATION E> 

UNCLASSIFIED 

UNCLASSIFIED 
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b 6 

b7C 
b 2 

b7E 
bi (S) 

From: 
Sent: 
To: 

Subject : 
U N C L A S S I F I E D 
N O N - R E C O R D 

T H O M A S , JULIE F. (OGC) (FBI) 
Mnnrlaw Mar rh 9R 9007 11 -HQ AM 

(FBI) 
RE--NSL fo 

Ì OGC) (FBI 
(OGC) (FBrJ ] O G C ) 

b6 
b7C 
b2 
b7E 
b l 
b5 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

202-324 
202-324 (fax) 

b 2 

Orininal Mpccanp. 
From: [ 
Sent: 
To: 

"loGC) (FBI) 
Monday. March 7007 7:43 Ml 

I |(FBI) 

(S) 
Cc: 
Subject 

IrDTj 
THOMAS, TiJI TF F fnn r ì fFRTi 
RE: NSL foT 

b7C 
b2 
b7E 
b l 
b4 
b7D 

(S) 

Origiflä^MfiSSäfl^^^^^^^^^™ 
From: | 
Sent: Friday. Marrh 73. 7007 3:45 PM 
To: I IfOGCi (FBI) 

](FBI) 

Subject: FW: NSL ft 

SECRETI 

fr\nr\ fcan 

RECORC 

OGC) (FBI) OGC) 

I th ink we are still debat ing this one, per our roundtable on Friday. Is that correct, Jul ie? 

(OGC) (FBI! 

Original Mess. 
From: 
Sept. 

Cĉ l 

|(FBI) 
FriHa\/ M a r r h ^ 2007 2:46 PM 

JCFBI) 

(SJ 
Subject: 

S E C R E T 

NSLforl 
IfFBn 

RECORE 11-29-2032 

J & Q R E T 
NSL VIO-28935 



Standing by, 

~DERTVEP^RQM^G^_FB^C lassiti cation G u i ^ G ^ t a t e d ^ S T r T Ó r e Ì g r T 
Counterlntelligencelnvesl 
D E g - A S S J P f C T r 2 P 3 2 0 3 2 3 
SECRET 

~DERlVED^ReM^G^_EBI Classification Guide G^dated^STTFóré ig iT 
Counterintelligence l i m 

J T 2 0 3 2 0 3 2 3 
SECRET 

UNCLASSIFIED 

IT 
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b l 

(S) 

From: 
Sent : 
To: 

Sub jec t : 
U N C L A S S I F I E D 
N O N - R E C O R D 

[ 
[ 

I n r e n ) (FBI) 
Mnndav March 7f i 7007 11 -18 A 

(FBI); 
(FBI) 
RE: N S L f o l 

u J ( O G C ) 
O G C ) (FBI); (OGC) 

b6 
b7C 
b5 

b 6 

b7C 
b 2 

b7E 
b l 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 7975 

¡III -2007 

i c j 
i l i i i l l i i i i -2032 

202-324 
202-324 (fax) 

(S) 

Original I 
From: 
Sent: 

To: | 

Cc: Subject: 

Ipccanp-

Monday. March 26. 2007 I 
J F B I ) 

56 AM 
rOGC) (FBI). 

(OGC) (FBI) 
THOMAS, Hjl TF F fn f ì f ì f FRT 
RE: NSL for 

(OGC) (FBI); 

C01TÀI1ED 
I S UHCLAS5IFIED EXCEPT 

S E C R E T 
R E C O R d 

b 5 

b7C 
b 2 

b7E 
b l 

( S ) 

O ri g 
From IFOGO (FBI) 
Sent: Monday, March 26, 2007 7:43 AM • 
To: | |(FBI)| 

Ĥ BTI I 
cc: T H O M A S , L I U U L I U F I O X M D U P L I c a t e 3/2 6/07 email this file 
Subject: RE: NS l - f o t ^ | 

(OGC) (FBI); (OGC) 

b7C 
h2 

b7E 
b l 

(S) 

Original Messana • 
From: I I 
Seitf; Friday. Marrh 73. 2007 3:45 PM 
To: I J>GC) (FBI); 

FBI) 

Subject: 

S E C R E T . 
RECORE 

(OGC) (FBI 
FW: NSL fo-

lOGC) (FBI); 

^ S Q R E T j M S L V I O - 2 8 9 3 7 



Duplicate 

b7C 
b 2 

b7E 

b l 
(S) 

Originai Mesi 
From: 
Sent: 
To: 
Ce: 
Subject: 

SECRETP 
RECORE 

H-irtav M^rrhTT Z2S 
BI) 

IM 
(FBI) 

- NSL fori 

(S] 

Duplicate 3/23/07 email this file 
"DERlVEP*FRQM^Ga3JBI Classification Guide G-^dated^HSTTTóréÌqrT 
Counterlntellige"^Q 

JÌECLAS8TISYX^TT25320323 ^ _ _ 
SECRET 



b 6 

b7C 
b 2 

b7E 

b 2 

be 
blC 
b7E 

From: 
Sent: 
To: 

Cc: 

THOMAS, JULIE F. (OGC) (FBI) 
Wednesday March 21, 2007 9 : 2 3 M L 

. • . » (OGC) (FBI)| 
L , E Ü C U E B I ) 

(FB I ) [ 

j o G C ) (FBI)f 

| 0 G C ) ( F B I ) [ 

p ä ö ) mn 
] (OGC) ( F B I ) I 

(FBI); 
m , 

Subject: 
UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI) 
RE: NSL infoi 

ALL INF 0KHA.XX.0H... .C.QMTAIISEJD 
HEREIK IS UNCLASSIFIED 
DATE 11 -29 -2007 BY 65179 DHH/KSR/JB 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

202-324 
202-324 fax) 

b2 blC 

ii^dd Original 
From: 
Sent: 
To: 
Cc: 

I (OGC) (FBI) 
Wednesday, March 21, 2007 9:20 AM _ 

T f n O T F R i V T H n M a c H ll TF F ^ R W F R N - R 

Subject: RE: NSL info|_ 

UNCLASSIFIED 
NON-RECORD 

? OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI) 

3Ls in I \ 

—OrifliaaLMfissaaei 
From: I ]0GC)(FBI) 
Sent: Tuesday, March 20 2007 7:21 PM -
To: I f ^ W F C R V M N M A C N N TF F (r\r.r\ (mrvl 
Cc: 

lnr.r\ (Fan 

Subject: RE: NSL̂ nTcJ 
J(OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b 5 
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hlC 
h 2 

h 6 
hlC 

h 2 
b 7 E 

b 5 

h 2 
h 6 
hlC 

Assistant General Counsel 
National Security Law Branch 

Funsel FBI 

Pager 

sye 
JoGC) (FBI) 

Original Messa 
From: L 
Sent: Monday, March IQ. 7007 1 :f)Q I .. 
Tn: THOMAS IUI TF F fpGD fFRnl h G H fFRTl 

lOGC) (FBI); LAMMERT, 

Subject: 
ELAINE N. (OGC) (FBI) 
RE: NSL infcj ~ | 

UNCLASSIFIED 
NON-RECORD 

pending further guidance 

• 

b e 

b7C 
h 2 
b 7 E 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: M n n H a » M a r r h 1 Q 1 D D 7 H ; 4 S am 
To: I /-T.TÌ 
Cc: 

Subject: RE: NSL infi 

UNCLASSIFIED 
NON-RECORD 

h*™(fr" 
C — 

b7C 
^ 'nlinl| 

Julie F. Thomas 
DGC, National Security Law Branch 

NSL VIO-28940 



Office of the General Counsel 

b7C 
b 2 

b7E 

202-324 
909-394 'far) 

h 2 

SS^Q Original Mpc^hp-
From: 
Sent: 
To: 
Cc: 

]0GC) (FBI) 
Monday, March 19, 2007 11:38 AM 
T H D M A S I H I T F F inan (FBI) < 

lOGO) fFBnl 

Subject: 
(FBI) 
NSLinfôl T 

J(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

h 2 

b7E 

b 6 

b7C 
h 2 

Assistant General Counsel 
National Security Law Branch 
Office of General Counsel, FBI 
2 0 2 - 3 2 4 ^ | 

SENSITIVE BUT UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-28941 



b7C 
b2 

b7D 

From: 
Sent: 
To: 

Cc: 

Subject: 
UNCLASSIFIED 
NON-RECORD 

|FBI) 
Wednesday, March 28, 2007 1 1 : 3 4 A L L 
Tun iu iAQ F f n n n f p ' ) 

(FB 

q = z 3 
RE: NSL Results fro 

(OGC) (FBI) 
- R h 

(OGC) (FBI); 

n (FBi) l 

c m r 

(OGC) (FBI) 
] ( F B I ) [ 

DATE: 11-30 
: ' I - . : : : ! 
FZÀS0I-J' 
rm." 

-2007 

i c ) 
-30-2032 

-Original Message-
From: 
Sent: 
To: 

Cc: 

Subject: 

THOMAS, JULIE F. (OGC) (FBI) 
WpHnpcHav Marrh 7R 7007 11 • 1 ^ Ahl_ 

If FBI) 

R 
' KFBH 

l ü G L ) ( F B I ) C 
Jûf i f i l t fBI) 

RE: NSL Results froi 
—-lûCLLLFB 

1 I 
UNCLASSIFIED 
NON-RECORD 

](OGC)(FBI)[ 

] (OGC)(FBI ) [ 

(OGC) (FBI); 

am asking for a policy call f rom the GC who is on the Hill with the DD. 

b7C 
h 2 

hl E 

b 4 

b7D 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
202-324 (fax) 

h 2 

b l 

h 2 

hl E 

b 5 

Ori 
From 
Sent: w^nn^n^ Marrh 
To: 

Oriou 
1: L " • ( F B I ) 

Q7TT:03 AM 

(S) 

1\(OGQmnn 
Cc: T0^WFBI)J 

THOMAS, JULIE F. fOGCl fFBIVl 
Subject: RE: NSL Results from| L 

SECRET 
RECORD 

liOGOiFBI) 
ImL 

OGC) (FBI) 
JGC) (FBI); 

Original Messia 
From: 
Sepfc 
To 
Cc: S ]0GC) (FBI) 

[FBÎ  I 
](OGC) (FBI) 

EedtiesdaiLMp h 28,700710-10 AM 

Ü B E 
l ö I L 

b7E Subject: 
THOMAS, JULIE K (UkL) (hUljf 
RE: NSL Results from I |L 

(OGC) (FBI) 
JOGC) (FBI); 

ET 
NSL VIO-28947 



b 6 

hlC 

h2 

b7E 
b 4 

b7D 

b 6 

b7C 
b 2 

b7E 
b 4 

b7D 

b7C 
h2 

b 7 E 

b 4 

b7D 

Original Me: 
From: 
Sent: Wednesday. March 7R. 9:12 AM 
To: 
Cc: 1 

)7 a n p 
liOGC) (FBI):! 

pGC) (FBI)C 
Im. 

hi 

h2 

b7E 
b 4 

b7D 
b 5 

(S) 
Subject: 

SECRET 

-JfOGOfFBIiJ 1 
_ (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);! lOGC) (FBI) 
RE: NSL Results fromi 1 1 1 

RECORI 

hi 

h2 
hlE 
hb 

(S) 

Original Mess. 
From: 
Sent: 
To: 
Cc: 

Subject: 

SECRET 
RECORI 

lOGC) (FBI) 
Tuesday, March 27, 2007 4:01 PM 
r 

IrnnprFRTV 
RE: NSL Results from 

r 
I (OGC) (FBni J (OGC) (FBI) 

• (FBI); 

i 
W e haven't made a determination but for the t ime being, f 

(S) 

b7C 
b2 
b7E Ì È S ^ E T 

NSL VIO-28948 



SECRET 

b 6 

b7C 
b 2 

b7E 
b 4 

b7D 

hi 

h2 
hi E 

b 4 

b7D 
b 6 

b7C 

s|aa Original Mescila 
From: 
Sent: 
To: 

[ 

I FB I ) 

r 
Mnnrlav M*rrh 7fi 7007 17:75 PM 

ÌS) 

Subject: 

S E C R E T 

TFBTC 
^ ( O G C ) (FBI);f 
IQ££VFBI) U ? FBI) 

OGC) 

RE: NSL Results from 

R E C O R D 

hi 

h2 

hi E 

he 
hlC 

b 4 

b7D 
b 5 

s^e 
IFBI) 

Original Mess. 
From: 
Sent: Mnnrl̂ v M̂ rrh 7fi 7007 ̂ -Qfi Al 
To: [ 

(S) 

Subject: 

SECRET, 

(FBH 
FW: NSL Results froi 

12:06 AM-
J (FBI ) |_ 

RECORE 

b 6 

"b7C 
b 2 

b7E 
b 4 

b 7 D 

e | sent 1 about[ 
f 
11 will not review the data until we get word 

from O G C on how to handle this issue. 

] 

Thank; 

Original Mesaai 
From: I 
Sent: 

[ 
I F B I ) 

Wednesday, March 2 1 , 2 0 0 7 1 - 1 R p m 

b l 

h2 

b7E 
(S) 

Subject: 

S E C R E T 

jm 
FW: NSL Results fron 

•(FBI) 

R E C O R E 

b 6 

b7C 
b 2 

b 7 E 

b 4 

b7D 
b 5 

"1 Wha t should I do 

S E C h ^ T 
N S L V I O - 2 8 9 4 9 



Original Mess 
From: [ 
Sent: 
To: [ 
Subject: 

SECRET 
RECORD 

JC FBI) 
TupçHav March 7007 f,-]^ RM 

¡(FBI) 
NSL Results froi 

I've attached a copy of the information obtaine 
fol lowing my delivery of your NSL request. I will forward the 
CD containing this same information wi th my outgoing FD542 
responding to your lead. Please let me know if you need any 
additional information or have any questions. 

~DERTVEP-f f iQM^3 FB[Classification G i u d ^ - 3 r d a T e a l 7 9 7 T 
Foreign CounterlntelljgfiHcgftnreSfiqaSflDS 
D_ECLASStfrPflr2032032Ô 
SECRET 

DERTVED-FRQMii^-3 Fm Classification Guidg_G33r4ateiTi797^ 
Foreign Counterlntejlig&i: 
D E g J ^ S S t P r O W r ^ 6 3 2 Q 3 2 Ô " 

SECRET 

~DERÏVEDTReiVM5^Bl^lassi f icat |on 
Foreign Counterlntelli 

_DECkASSTFr5N: 20320320 
SECRET 

~ D È R Î V E D - F R Q M ^ 3 F ^ C I a s s i f i c a t i o n ^ u i j J e J S - 3 r d a t 6 g ^ 7 ] 
Foreign CounterlnteMiç 

^DECLASS*PlfaQWr^0320320 
SECRET 

L VIO-28950 



^ERÌ\7EDTROIVM3^-EBI gassificati on Guide G ^ d a t e d ^ 9 7 r F 0 r e i q r T 
Counterlntelliqencejnves 
DECLASStPrONr^Ö320320 
SECRET 

^ÌRl\7EETFRe<VM5^EBI Classification Guide G^dated^re7TFór i Ìg iP 
CounterlntelligencelnyesiU 
DECLASSfF¥-QWR25^0320 
SECRET 

g l a s ^ f i c a t i o n G u i d ^ f i ' S r d a t e t P ^ ^ 

DECLASStF¥tJTrT032032Ö 
SECRET 

Classification Guide 
Counterintelligence Investig 
DECLASeiFY-ONr203203"20 
SECRET 

UNCLASSIFIED 

UNCLASSIFIED 

E C Ì ^ f S E C ì | r f f L V I O - 2 8 9 5 1 



b7C 
b2 

blE 

From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Wednesday March 98 9007 7'4P AM 

| r R I (— 
J O G C ) (FBI) 3GC) (FBI) 

RE: Receipt of Information in Response to NSLs 

c-foh d-rm/ , 
CiCkC". jg hpinn • ! in th i c 

h 6 
blC 

b5 

I are workinc 
Til 

b 6 

b7C 
b 2 

b7E 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 791£ 
202-324A 
202-324-1 {fax) 

FBI) 

-30-2007 BY 65179 BHH/KSR/JB 
Original JHlnrnnn 

From: | 
Sent: Monday, March 26, 2007 12:36 PM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: Receipt of Information in Response to NSLs 

UNCLASSIFIED 
NON-RECORD 

b5 
b2 
b7E 

NSL VIO-28952 



taS 

ta 2 
ta7E 
ta 6 
ta7C 

ta 6 
ta7C 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Thursday, March 22, 2007 8:07 AM 
To: FRT ¿11 rnrc- HQ-Div09-NSLB 
Ce: I I. (INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Subject: Receipt of Information in Response to NSLs 

UNCLASSIFIED 
NON-RECORD 

Duplicate 3/22/07 email this file 

NSL VIO-28953 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-28954 



ta7C 
ta 2 
ta7E 

From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

FBI) 
Wednesday, March 28, 2007 11:02 AM 
T U ^ / I A C II II IC: R / R V ^ Q ) ( F B I ) If)< 

Jo |(OGC) (FBI) 
RE: Receipt of Information in Response to NSLs 

IS 0FCLÀ3SIFI 

> GC) (FBI) 

ta 5 
ta 6 
ta7C 
ta 2 
ta7E 

[ 
happy to provide same. Let me Know IT I can help in any way. 

ta7C 
ta 2 
ta7E 

Chinf Diifirinn Pnynse 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

THOMAS, JULIE F. (OGC) (FBI) 

Í loco m l 
Kt: Receipt or information in Response to NbLs 

> •GC) (FBI) 

UNCLASSIFIED 
NON-RECORD Duplicate 3/2 6/07 email this file 

NSL VIO-28955 



b e 

b 7 C Orifiiml Mnrrmn • 
mL> ' ̂  From: I hi) 
• b 2 Sent: Monday, March 26, 2007 12:36 PM 

To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: Receipt of Information in Response to NSLs 

UNCLASSIFIED Duplicate 3/26/07 email this fil* 
NON-RECORD 

NSL VIO-28956 



Duplicate 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Thursday, March 22, 2007 8:07 AM 

b G To: FRT AII RNRS-.HO-NIVOQ-NSIR 
. Cc: I IIMSD^ (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
•JO / C Subject: Receipt of Information in Response to NSLs 

U N C L A S S I F I E D 
N O N - R E C O R D Duplicate 3/22/07 email this file 

U N C L A S S I F I E D 

U N C L A S S I F I E D 

U N C L A S S I F I E D 

U N C L A S S I F I E D 

NSL VIO-28957 



From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday, March 22, 2007 12:27 PM 
FBI_ALL CDCs 
CAPRONI, VALERIE E. (OGC) (FBI); HQ-Div09-NSLB 
Response to Guidance 

ALL 
HEREIN IS UNCLASSIFIED 

INFORMATION CONTAINED 

DATE 1 1 - 3 0 - 2 0 0 7 BY 65179 DMH/KSR/JB 

Thank you to all for the responses we have been receiving to interim guidance we have been 
giving. I look forward to those responses but, unfortunately, the press of business will not allow 
me to respond individually to each. They are being reviewed and will assist us as we craft 
permanent guidance going forward. 

I know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly 
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and 
our other national security tools. 

Thank you for your patience. 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-32 
202-32". fax) 

UNCLASSIFIED 

NSL VIO-28958 



be 
blC 

blC 

From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
WflHnacHflw Mamh 91 0007 5'00 RM 

I l(OGCl ÌFRIÌ 
I _ l (OGC)(FBI ] | 

RE: Subscriber NSL attachment - T T T 
JpGC) (FBI) 

ALL INFORMATION CONTAINED 

HEREII IS OTCLikSSIFIED 

Please don't expect an answer any time soon :-) 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel b2 
202-324 
909-394 fnr) 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

| |(OGC) (FBI) 
Wednesday, March 21, 2007 4:59 PM 
ThOMflfinii/ITrF. i9GC) (FBI) 

loc DGC) (FBI) c 
FW: Subscriber NSL attachment - FYI 

3 ;OGC) (FBI) 

•b6 

blC 

b 5 

b 6 

blC 

b2 

b7E 

jsLao you know, the advice we just gave out on subscriber informatior£ 
| j s different from what we have been saving before. I had this issue come up last year 

] 
and gave the advice belowj | 
I don't have any record of a response trom you, but i Knowl Is in agreement ana was in 
agreement with this advice. And I didn't think it was controversial. I understand how 
circumstances change. But I just wanted you to be forewarned that you may receive some 
emails about this. 

Original I 
From: 
Sent: 
To: 
Subject: 

flprrarr 
IFBI) 

1:35 PM • WfYln̂ ilrw Mfirrh ?1 7007 3:3 
I JOGC) (FBI) 
FW: Subscriber NSL attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

be 
blC 

b2 
b7E 

Here it is. 

I (OGC) (FBI) 
Original Marrana 

From: 
Sent: Thursday, September 28, 2006 4:43 PM 
To: THOMAQ IIII TF F KVyWFRn _ 
Cc: I \GC) (FBI)J 

ubject: Subscribe 
(FBI) 

Subject: Subscriber NSL attachment 

SENSITIVE BUT UNCLASSIFIED 

](OGC) (FBI);[ 

NSL VIO-28959 



NON-RECORD 

Julie - I just approved an a t t a c h m e n t , set forth b e l o w , 

for a s u b s c r i b e r N S L . This i n f o r m a t i o n is r o u t i n e l y 

given b y the c o m p a n y to w h o m the NSL was s e n t . I 

p r o b l e m w i t h this as an a t t a c h m e n t to a s u b s c r i b e r 

NSL I 

In p r e p a r i n g your response to this N a t i o n a l S e c u r i t y 

L e t t e r , you should d e t e r m i n e w h e t h e r your c o m p a n y 

m a i n t a i n s the following types of i n f o r m a t i o n w h i c h m a y be 

c o n s i d e r e d b y you to be s u b s c r i b e r records; 

I am going t h r o u g h the form NSLS for the last time b e f o r e 

I r e l i n g u i s h m y NSL d u t i e s , so I w o u l d like to get some 

of m y ideas t h r o u g h b e f o r e | I has to deal w i t h these 

i s s u e s . So if you could let me know about t h i s , as 

as the R F P A issue that I m e n t i o n e d to you c o n c e r n i n g 

I w o u l d a p p r e c i a t e i t . 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-28960 



From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Tuesday, December 05, 2006 2:59 PM 
HQ-Div09-NSLB 
Use of NSLs in Criminal Cases 

ALL II 
HEREIN IS UNCLASSIFIED 
DATE 1 1 - 3 0 - 2 0 0 7 BY 65179 

The General Counsel has decidedf 

Juliet, inomas 
DGC, National Security Law Branch 
Office of the General Counsel 
KUUi/l / 
202-32* 
202-32< fax) 

UNCLASSIFIED 

NSL VIO-28961 




