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March 23, 2005

- 1073946

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE )
' ' SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION

' - ..~ TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
AW o .. UNITED STATES CODE (U.S.C.}), SECTION 2709, FOREIG

COUNTERINTELLIGENCE"INTERNATIONAL TERRORISM

Tltle 18, U.S.C. Section 2709 requires a wire or
electronlc communication serv1ce provider to comply with a -
'.request for subscriber information, toll billing record
- information, or electronic communication transactional records
" in its custody or possession made .by the Director of the FBI, or:
-+ the Director's designee in a position not lower than Deputy
' \ ~ Assistant Director at Bureau headquarters or a Special Agent.in
. . Charge in a Bureau field office. 'Subsection 2709 (e) requires-
- that, on a semiannual basis, the Director of the FBI fully
. inform the Permanent Select Committee on Intelligence of the
. House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of ‘the House of
'nRepresentatlves and the Committee on the Judiciary of the
',ySenate, ‘concerning all requests made under Section 2708. The
. attached list contains -the number of requests made by the FBI
- pursuant to Section 2709 during the semiannual-period of '
" July 1, 2004 to December 31, 2004. Requests for information
" pursuant to the certification standard of paragraph 2709(b)(1),
_'whlch may 1nclude toll bllllng records, are listed first. -

"1 - 66F-HQ-C1303375 - M?Lig - ‘1.—.M:} Szady .~ ..
1 - 66F-HQ-A1255972- NSLPHONE-;ZQ ‘1 - Ms. Thomas -~ . : b6
1 - Mr. Pistole R o1 = . - b7C
1 - Ms. Caproni - S e NSLB = - EE h '
~1.-Mr..Bald . - f?'}.ffﬁf(if:?f7‘7*th .
'~ EL:bac (9) . R NOTE PAGE 2,

 Classified
Reason: . -
. Declass¥

NSL VIO-14354
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Also,vreflected are requests llmlted to subscriber 1nformatlon

©  Memorandum for the Attorney‘General ' ' A Page 2,.

Re:t(Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

which were made. pursuafigif:the certification standard of

, paragraph 2709(b)(2)

iarav;;sted;”“

‘ Two points should be noted for ease in understandlng
the data. First, during a six-month. perlod ‘more than one

request for the toll billing records of a single subject may be -

made. Thus,
of different

both the number of requests, as well as the number
erYsons or entities to which such requests relate,

Second when requesting only subscrlber 1nformatlon

vpursuant to paragraph 2709(b) (2), the FBI does not know - and

may never learn - whether the subscrlber was a "United States
person" as ‘that term is defined in the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign

“f“Counterlntelllgence InVestlgatlons ThlS fact 1s noted on the ‘
’VencaOaure 2 S o

‘Should your staff requlre addltlonal 1nformatlon

_xregarding the FBI's use of this authority, please contact '
j| | Office of the General Colnsel, at (202) 324-

o

fEnclosure

Gmf):fml \J w,gm . _"f - j}‘

PPROV’:D s,

o s (OCECA
thlﬂ'.___,. [RETE _OPCA
Dladu Cnlnerror v o PR .
.HQQWWWU S ST e

NOTE: Thls communlcatlon is submltted to the Attorney General

in accordance with the requlrements of Title 18, USC, Sectiodn
- 2709, paragraph {e). It provides the number of requests for
S mandatory production of local and long distance telephone toll
. 'billing information, as well as subscriber information, made 1n .
focounterlntelllgence 1nvest1gatlons during the follow1ng .
. semiannual period: . ‘July 1, 2004 te.December 31, 2004. he"'
7o'_Attorney General»w1ll forward thlS 1nformat10n to Congress




SNRH

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
- TRANSACTIONAL RECORDS" MADE PURSUANT TO THE CERTIFICATION SET

o : FORTH IN TITLE 1R [SC. SECTTON 2709(hi (1)
S

' —— 0l
Third & Fourth T
Quarters - 2004 (UINI qi ffI‘ N

{8
* Third & Fourth o -

luarters - 2004 | | (3)
NOTE: When the FBI requests subscriber -information pursuant to the certrfncatlon of | {?"

Section 2709 (b} (2), generally it is not known whether the subscriber is'a U S. person or not.s

DETE: 07-10-2007 | . I o
JLA\IHEEE”h%ﬁQWNﬂYﬁ’RI - -.:Efeggii
FEASON: 1.4 ic o ' .

DECLASSIFY (F: !’3'3'-1!]-2!]32

a AL NERTION CONTATNED - g
- g SERETN 19 MHCLASSIFIED EXCEIT . ‘ll’:

JHERE SHOW OTHERWISE : 4 :
Eﬂ?fﬂifiI NSL VI0-14356
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MEMORANDUM FOR THE ATTORNEY GENERAL

'"FthFfE»H:;
1

| Novémbeer,‘2004 |

FROM: _ DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE

- ~ SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
| . TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,

__ UNITED STATES CODE' (U.S.C.), SECTION 2709, FO EIGN,

. COUNTERINTELLIGE'CE INTERNATIGNAL TERRORISM

- 7Title 18, U.S. Cv Section 2709, requlres a wire or
electronic communication service provider to comply with a-
request for subscriber information, toll billing record

- information, or electronic communication transactional records
“in 1ts custody or posse551on ‘made by the Director of the” FBT,
~ the Director's designee. in a- ‘position not lower than Deputy
,A551stant Director at Bureau headquarters or a Special Agent in
~ Charge in a Bureau field office. Subsection 2709 (e} requlres'
- ‘that, on a semiannual basis, the Director of the FBI fully
'.inform the Permanent Select Committee on Intelligence of the
" House of Representatives, the Select Committee on Intelligence

of the Senate, the Committee on the Judiciary of. the House of :

' Representatives and the Committee on the Judiciary of the

Senate, concerning all requests made under Section 2709. - The

.- -attached list contains the number of requests made by the FBI

- ‘pursuant to Section 2709 during the semiannual period of

- January-1l, 2004 to June 30, 2004. Requests for information-
--pursuant to- the certification standard of: paragraph 2709(b)(1), -

ﬂj,whlch may 1nc1ude toll bllllng records, are llsted flrst ‘

_ 66F-HQ-C1303375 - Mr. Szady |

- 66F-HQ- A1255972-NSLPHONE ,24' - Ms. Thomas -
Mr. Pistole - - ' . - a0 e

- Ms. Caproni = .= :

ey

O
ol

(]

Mr:,Ba¥dfj’,—»af”ff5f

:_<E;Fﬁ++4w'

NOTE PAGE 2 = .
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| ~the data.

made .
~of different

=g
Memorandum for the Attorney General

Re: Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

Page 2

MAiSOy~re£;ected.are requests limited to subscriber information
‘which were made pursuant to-the certification standard of
v.paragraph 2709 (b) (2) , §§<t o o

Two points should be noted for ease in understanding
First, during a six-month period, more than one
request for the toll billing records of a single subject may be
Thus, both the number of requests, as well as the number
ergons or entities to which such requests relate,

are Iigted-w

. se ond when requesting only subscriber information
pursuant to paragraph 2709 (b) (2), the FBI does not know -.and
may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Forei
"fCoun_erlnt lligence Invest1 ations.

This fact is noted on the
enclosure - o e
Should your staff require addltlonal lnformatlon
please contact

's use of this authority,

S
gy o

“Office of the General Counsel, at (202) 324- Ef .
Enclosure :
D Cim. e __ fio. . Tating __
M’PRWE -+ Crim, Jus. Inla, Inspaction_________ Office of EEQ
Setw. __ Laboralory - ilits .
mﬁﬂ___“ﬁ‘m National Sec Offceof Publcd .~
papuxytmcm Gm.Ownsd Petsoriel Cong. M -

~This'communication»is submitted to the Attorney General

‘in accordance with the requirements of Title 18, USC, Section. -
© 2709, paragraph (e).

- It provides the number of requests for

“"?f]mandatory ‘production-of local and long distance telephone toll

- +billing information,
‘counterlntelllgence 1nvest1gat10ns during- the followxng
©- semiannual period:-
,Z5TAttorney General w1ll forward thls 1nformat10n to Congress"

as well as subscriber 1nformatlon,.made in

‘January 1, 2004 to June 30, 2004.. The

‘NSLVIO-14358
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NOMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET
FORTH IN TITLE 18, USC, SECTION 2709(b) (1)

(.

First & Second L
Quarters - 2004 (S)

mf;”

First & Second o , |
Quarters - 2004 | o S)

m‘NOTE When the FBI requests subscrlber 1nformat10n pursuant to the certlflcatlon of RN
ectlon 2709(b)(2), generally it 1is not known whether the subscrlber isa U S. person_or not

DETE: 07-10-2007

CLASSIFIED BY 65179/DME/RSR/RN - . ,-“ .»w'-ij1wQ Q§“

- DECLASSIFY 0 87-10-2032

ALL INFCRMATTIN CONTAINED
HERETH I3 UANCLASSIFIED EXCERT

.  WHERE SEOVE (THERWISE | . ’

SECRR] NSL VIO-14359
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April 6, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

- SUBJECT: FSEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE

SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
- UNITED STATES CODE (U.S.C.), SECTION 2709, NATIONAL

SECURITY INQ%i?;GATIONS/FOREIGN INTELLIGENCE
mw COLLECTION { B ,

Tltle 18, U.S. C Sectlon 2709 requlres a w1re or
electronlc communication serv1ce pr0v1der to comply with a
request for subscriber information, toll bllllng record -
information, or electronic communication transactional- records .

the Director's designee in a position not lower than Deputy .
Assistant Director at Bureau headquarters.or a Special Agent in

Charge in a Bureau field office. Subsection 2709 (e) requires

that, on a semlannual basis, the Director of the FBI fully
1nform the Permanent Select Committee on Intelligence of the -

- House of Representatives, the Select Committee on Intelligence
. of the Senate, the Committee on the Judiciary of the House of

Representatives and the Committee on the Judiciary of the

. Senate, concerning all requests made under Section 2709. The

attached list contains the number of requests made by the FBI

- pursuant to Section 2709 during the semiannual period of

July 1, 2003 to December 31, 2003. Requests for information

pursuant to the certification standard of paragraph’ 2709( (1),',
.which may ifi¢Iude t611 bBilling” records, ‘are listed- flrst ,

in its custody or. possess;on made by the Director of the FBI, or .

’f;l - 66F-HQ-C1303375 1 - Mr. Bald
1 - 66F~HQ-A1255972-NSLPHONE - -26. 1 - Mr. Szady
1"~ Mr. Gebhardt - - . 71 - Mr. Curran
o 1f4ﬂMr “Pistole e e 1= My, Bowman
x{wj;zjl 3; Capronl'_j;"f;* T N e
EL: bacﬁ(ll) e M e SEE'NOTE PAGE 2

b6

‘bIC
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.‘ Memorandum for the Attorney General

Re: Semiannual Report of Requests for Telephone
‘Subscriber or Toll Billing Information:

. Page 2

i Also reflected are requests limited to subscriber information

‘which-were made pursua the certification standard of
paragraph 2709(b)(2} L . , ‘

Two p01nts should be noted for ease in understanding
the data. First, during a six-month period, more than one
request for the toll billing records of a single subject may be

. iII?”; made. - Thus, both the number of requests, as well as the number

'of dlfferent pe sons or entities to Wthh such requests relate,
are llsted ) : o v o v

Second when requestlng only subscriber 1nformat10n
pursuant to paragraph 2709(b) (2}, the FBI does not know - and-
" may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attorney General's

' ~ Guidelines for FBI National Security Investigations and Foreign
(U}~ _Intelligence Collection. ThlS fact is noted on the enclosure.

Should your staff requlre addltlonal 1nformaﬁ10n
FBI's use of this authority, please contact ‘
R Offlce of the General Counsel at (202) 324-

~1

-~
-

o oo

Enclosure. -

" . 'NOTE: This communication is submitted to the Attorney General
. in accordance with the requirements of Title 18, USC, Section
2709, paragraph (e). It provides the number of requests for
' ﬁ'mandatory production of local and long distance telephone toll

‘billing information, as well as subscriber information, made in

ounterir ,111gence 1nvest1gatlons during the follow1ng ‘ o

fsemlann-alfperlod. 12003 to December 31 2003 The: qf,
. . 2] will ‘F - o ,




NUMBER OF, REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET

PORTH IN TITLE 18, USC, SECTION 2709(hb) (1}

i?JThlrd & Fourth
?1cQuarters - 2003

, R

 Third & Fourth
;y*Quarters - 2003

%7fNOTE ihef the I requests subscrlber 1nformatlon pursuant to the certification of
ﬁ Sectlon 2709 b)(Z), generally it is not known whether the subscrlber is a’ U S person or not. -

- MATE: 07-10-2007 e
“CLASSIFIED BT SSLTOMEESRAD
CRERION: L4 (o) :

o DECLASSIRY o: 07-10-2032

4Ll THROREATION COUTATHED

©FEREIN IS TICLASSIFIED EYCEPT

" GERE SHOWN 9THERWISE

’SEBQU

L VIO-14362

(s)

(S)
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October 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM DIRECTOR FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
B SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION

- TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
‘UNITED STATES' CODE (U S.C. ), SECTION 2709 F

Tltle 18, U. S C Sectlon 2709 requires a wire oxr

~.electron1c communication serv1ce prOVldeI to comply with a

request for subscriber information, toll billing record
information, or electronic communication transactional records

'in its custody or p0533551on made by the Director of the FBI, or
the Director's de51gnee in a position. not lower than Deputy

Assistant Director at Bureau headquarters or a Special Agent in

. Charge in a Bureau field office. _Subsection 2709{e) requires

that, on a semiannual basis, the Director of the FBI fully

“inform the Permanent Select Committee on Intelligence of the

House of Representatives, the Select Committee on Intelligence
of the Senate,: the Committee on the Judiciary of the House of

Representatives and the Committee on the Judiciary of the -

 .Senate, concerning all requests made under Section 2709. The
.attached list contains the number of requests made by the FBI . -

"pursuant to Section 2709 during the semiannual period of

© January 1, 2003 to June 30, 2003.  Requests for information

pursuant to the certification standard of paragraph 2709 (b) (1},

‘which may include toll billing records, are listed first. Aléo

*v'reflected are requests llmlted to subscrlber 1nformatlon whlch

;,Jdl - Ms Capronl,?uf]t,ﬁ;y:gl_;”gjjﬁ; - NSLB—
ﬁ(;EL bac (10)v’~ e T T R e T

1 - 66F-HQ-C1303375
1

o
!

. ‘ ‘1 1 - Mr. Plstole
66F~HQ-A1255972-NSLPHONE - 35 © 1 - Mr. Szady -
Mr. Gebhardt I .. 1 - Mr. Bowman

1

B A S

]




. Memorandum for the Attorney General ' ~ Page 2

~'Re: Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

‘ﬂUF’”w~were made p rsuant to- the certlflcatlon standard of paragraph
o 2709(b)(2) :

: Two points should be noted for ease in understanding

“the data. First, during a six-month period, more than one
request for the toll billing records of a single subject may be
N made. Thus, both the number of requests, as well as the number
fUJ,m”m;’Of dlfferent:iszons or entltles to which such requests relate,

- Second, when requesting only subscrlber 1nformatlon ‘
pursuant to paragraph 2709 (b) (2), the FBI does not know - and
may never learn - whether the»subscriber was a "United States
person’ as that term is defined in the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign.
cU?v;uJCounterlnt lligence Investigations. - Thls fact is noted on the
enclosure ' o o : .

E Should your staff requlre addltlonal 1nformatlon f
i BI's use of.this’ authorlty, please contact
Office of the General Counsel, at (202) 3245

- Enclosure .- .

oy cnmlnv‘ | ! o
IPPROED it

R Dﬁeﬁtor%[‘_"_”‘_s,ﬁ Counsg . — A

| ’{UCDUU Duector lllfO Res. Of. of Publle &

e Pessomnel_____ Cong. At ' [\ﬁ'%

'NOTE: This communication is.submitted to the‘Attorney General

in accordance with the requirements of Title 18, USC, Section-

"t 2709, paragraph (e). ' It prbvides-thevnumber of requests for
- mandatory production of local and long distance telephone toll
*_bllllng 1nf0rmat10n, -as. well as subscrlber 1nformatlon, made 1n

T~
A

‘ ‘1\7"‘
2




 NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMNICATION
* TRANSACTIONAL RECORDS MADE. RURSUANT 10 T2 CERTIFICATION SET
© __FORTH TN TITLE 18, USC, SECTION 705 bl 1)

First & Second

foue;te;Sifn2003;§- {8).

fﬂFlrst & Second S —
;ﬁQuarters - 2003 l “»': - - E{S) :

E;NOTE' When the FBE requests subscrlber information pursuant to the certlflcatlon of
fffSectlon 2709(b)(2)/ generally 1t is not known whether the subscrlber 1s a U.S. person or not.

- Classth
Reason:

: Df{IE - 1r| 07 o B o B . 2 .
.immmmwmmmmm 'gj» K : 'f%@f,
REASOM: 1.4 i) - S '

',:‘DECLI‘«‘,':QSI?Y o p-l0-2032

o VELL IHFEFI-IA'EID}'I CONTAINER
- IEREIN T% TBCLASAIFIED EXCTIT
" THERE SEQUN OTHERWISE

N SE&ET o



“April 2, 2003

 MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
‘ . SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
.~ TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
" UNITED STATES CODE (U.S.C.), SECTION 2709, FQREIG
- COUNTERINTELLIGENCE _TERNATIONALWTERRORISMM

»jmfgwm“w

Tltle 18, U. S C Section 2709, requlres a wire or
v-electronlc communication serv1ce provider to comply with a
"request for subscriber information, toll billing record
“information, or electronic communicationh transactional records
o "~ in its Tcustody-or posse351on made . by .the Director of the FBI, or.
o .- the Director's d931gnee in a position not lower than Deputy
| - Assistant Director at Bureau- headquarters or a Special Agent in
.. Charge in a Bureau field office. Subsection 2709(e) requires
that, on a semlannual .basis, the Director of the FBI fully’
‘inform the Permanent Select Committee on Intelligence of the
~» House of Representatlves, the Select Committee on Intelllgence
.~ of the Senate, the Committee on the Judiciary of- the ‘House -of
'Representatives and the Committee on the Judiciary of the
Senate, concerning all requests made under Section 2709. The
‘attached list contains the number of requests made by the FBI .
V“pursuant to Section 2709 during the semiannual period of »
- July 1, 2002 to December 31, 2002. Requests for information -
- pursuant to the" certification standard of paragraph 2709(b) (1), =
-~ which may include toll billing records, are:listed first. Also -
’reflected are . requests llmlted to subscrlber 1nformat10n whlch

— 66F ~HQ- 01303375 R 1 - Mr. Mefford o
- 66P-HQ- -A1255972-NSLPHONE '24 1 - Mr. Szady = .
- ‘Gebhardt - o 1 - M an - . _Dbé

~er ‘D'AMUTO -
Mr. Walnsteln

gRReee
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Memorandum for the Attorney General ' Page 2
Re: Semiannual Report of Requests for Telephone '
Subscriber or Toll Billing Information

were made pursuant to the certlflcatlon standard of paragraph

2709(b) (2)

Two points should be noted for ease in understanding
the data. First, during a six-month period, more than one
request for the toll billing records of a single subject may be
made. Thus, both the number of requests, as well as the number

vof different:g;gions or entltles to which such requests relate,

are Tisted

Second, when requestlng only subscrlber 1nformatlon
pursuant to paragraph 2709(b) (2), the FBI does not know - and

" ‘may never learn - whether the’ subscriber was a "United States

person" as that term is defined in the Attorney General

-.kGuldellnes for FBI _Foreic n Intellllence Collection and Foreignp

. This fact 18 noted on the
enclosure

s ould your staff require addltlonal information L T
reqardlnq the FBI's use of thig” authority, ‘please ‘contact =~ -~ 0

| office of the General Counsel, at (202) 324- DO
(U) k L o . biC

o T - , - » S b2
'_Enolosure o :1 {'A;, 5 L ‘ o o B

APP R (WE mm lnv____ 1LDprechon__,_'_; Tvraining’

Ws____ aboralory M. of EEQ «
Dm?\; «\! inance Nagional Sec. Aifairs___

- Gen, Counsel - e
Umem mm% M@ﬂ—~*_mm%m&

 NOTE: ThlS communlcatlon is submltted to the Attorney General

in accordance with the requirements of Title 18, USC, Section
2709, paragraph (e). It provides the number of requests for.

”"mandatory production of local and long distance telephone toll .

~ billing information, as well-'as subscriber information, made in

i,counterlntelllgence 1nvestlgat10ns during the follow1ng
" semiannual period:

form July ‘1, 2002 to- -December 31, 2002
eneral w1ll forward, thls 1nformat10n to gress

The :




NUMBER OF REQUESTS FOR TOLL BILLING/ ELECTRONIC COWUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT 70 THE CERTIFICATION SET
| " FORTH IN TITLE 18 Usc, SECTION 2709(bi (1

: Thlrd & Fourth

-“*Qua;tgrs;—jzooz7;;T' (s)

Cothird g Fowth
,jQuartérs‘e?zoozjf;5>,f: R (8]

&fNo"E Nhéﬁ’tne FBI requests subscriber information pursuant to the certification of

'ijectlon 2709(b)(2) generally it is not known whether the subscriber is a U.S. person or not.

DRTE: 07-10-2007

CLASSIFIED BF S5179/DME/ESR/RD
- RERSON: 1.4 (¢} ’

- DECLASSIFY 4N 07-10-2032

= - ALL THFORMATION CONTAINED
P "]E?hll*l 15 UNCLASSIFIED BXCEPT
- HERE CHORN ITEERWIGE

NSLVIO-14368
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April 2, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: ,DIRECTOR FBI

"SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE . -
S -SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION .

TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
UNITED STATES CODE (U.S.C.), SECTION 2709,

—
1
1
g
w1
IR

Tltle 18 U.s.C. Section 2709 requlres a wire or
electronic communication serV1ce provider to comply with a
request for subscriber information, toll billing record

- information, or electronic communication transactlonal records

. in its custoedy or posse551on made by . the Director of the FBI,
jthe Director's designee in a p031t10n ot lower ‘than Deputy o
‘Assistant Director at Bureau headquarters or a Spe01a1 Agent in

Charge in a Bureau field office. Subsection 2709 (e} requires

~that, on a semiannual basis, the Director of the FBI fully . -

inform the Permanent. Select Committee on Intelligence of the’

r‘House of Representatives, the Select Committee on Intelligence
"of the Senate, the Committee on the Judiciary of the Houseé of

Representatlves and the Committee on the Judiciary of the -

. Senate, concerning all requests made under Section 2709. The

attached list contains the number of requests made by the FBI
pursuant to Section 2709 during the semiannual period of

~January 1, 2002 to June 30, 2002. Requests for information

pursuant to the certification standard of paragraph 2709 (b) (1),

"which may include toll billing records, are listed first. Also
':’reflected are requests limited to subscrlber 1nformatlon whlch -

- 66F HQ Cl303375 S . 1 - Mr Mefford
- 66F-HQ-A1255972- NSLPHONE-ﬁ?S 1 .= Mr. Szady
- Mr. Gebhardt S v _”;;A .1 - Mr. Bowman
= Mr Walnsteln j,;_'_‘~-“‘{,j“ﬁ(§3#_wbhu:~;»g

bac (10) - L et SEE OTE PAGE 2

Reason: Sy
Decla' f}’" :

oy

(-

o=

-
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- Memorandum for the Attorney General X ' B Page 2

. Re: Semiannual Report of Requests for Telephone
‘ Subscriber or Toll»Billing Information

: were made pursugnt to the certification standard of par-agraph
(7 0 2709(b) (2)S>¢/s\%n' » AT , .
o Two points should be noted for ease in understanding
the data. First, during a six-month period, more than one
" request for the'toll billing records of a single subject may be
, - made. Thus, both the number of requests, as well as the number
of different sons or entities to which such reguests relate,
i[]j T are llsted S o : -

Sécond, when’ requestlng only subscribker 1nformat10n
pursuant to paragraph 2709(b) (2), the FBI does not know - and -
may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attorney General .
Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Invest1 ations. 'This'fact,is.noted‘on the
iUJ‘%TT“enclosure S ' -t o

Should your staff requlre addltlonal 1nformatlon , : S
regarding the FBI!is uge of this .authority, please contact— " =~ -7 L wwoes

- - Offlce of the General Counsel, at. (202) 324- ;”ﬂ' ﬁf b6
‘ e SR ' - ' __bZ

"Enclosure'

i o Tay
APPROVE "“"" 'Cli?ﬂ:ﬁfy S

rmance c%:onal Sec, Alfairs>__
Gen uounsci OHf, of Public &
Personnel Cong. A,

7“{%;0)» S

NOTE: Thls communlcatlon ‘is submltted to the Attorney General
- in accordance with the requirements of Title 18, USC, Section
-+ 2709, paragraph (e). ‘It provides the number of requests for
‘»mandatory production of local and long distance telephone toll S
”ffbllllng information, as well as subscriber information; made 1nv1;‘,;.'~
gcounterlntelllgence 1nvest1gatlons during-the follow1ng A T
g - 7..2002 to-June 30, 2002 The
'nformatlon to. Congresgs..




. NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMYUNICATION
. TRANSACTIONAL RECORDS MADE PURSUANT T0 THE CERTIFICATION SET

z,.;ﬁﬁ{\ S ‘II' |

o ;J_?,}ﬁz;l“¢, , FORTE LN TI7LE 18, USC, SECTION 2703(b) (1)

.ﬁiFlrst & Second
f3Quarters - 2002

©Quarters - 2002 . - (8)

f?fﬁOTE;j héﬁftﬁévFﬁI réquésts subScriber'information‘pursuant to the certification of |
- .Section 2709 (b).{2), generally it is mot known whetlher the subscriber is a U.S. person or not.

(lagsifs
Reason:

- DETE; 07-10-2007

O CLARSIFIED BY 6S179/DMHJESE/ED
o CREASOE: L4 (o) '
- DECLASSTRY (i 07-10-2032

AL TUFURGTION CUSTADNED
U HERRTH T8 WWELASSTRIED BACERT -
" VEERD W OTEERVEE
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‘March 23, 2005 -

| "AMEMORANDUM FOR THE A'I“I‘ORNEY GENERAL

’FROM . DIRECTOR FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
R 'RECORDS MADE PURSUANT TO:.TITLE 12,

- UNITED STATES CODE (U.S.C.), SECTION 3414
- ijgz;PARAGRAPH (a)(5) NATIONAL SECURITY

. T:Jtle 12, U.5.C., Section 3414 paragraph (a) (5),
requlres flnanc1al 1nst1tut10ns to comply with a request for a

customer’s or entity’s financial records. Pa:agraph (a)(5)(C),'7

" - of Section 3414 requires that, on a semiannual basis, the

“f“{EL bac (9)H,“Lf‘

I—' b e
I

sAttorney General "shall inform the Permanent Select Committee

on Intelligence of the House of" Representatlves, ‘and the Select

- Committee on Intelligence of the Senate concerning all requests

made  pursuant to this paragraph'" The attached list.contains

‘the number of requests for financial records made by the FBI .

under this authority during the semiannual period from

©July 1, 2004 through December 31, 2004. It should be noted

that a SLngle 1nvestlgatlon may. requffs{gfquestswfcr‘records
v 8 IR

~ 66F- HQ- c13o3371-—/07¢z 1 - Mr. Szady
- 66F-HQ-A1255972~ NSLBANK-élé' 1 -Ms. Thomas. . e
Mr. Pistole . S 1 -] | 'bé(*
: P

- Ms. Caproni , - -, ,1§,Qij}-NSLB R

' Classift
" Reason: T
Declassi n: -2

 NSLVIO-14385



. 'v |:T_T:I comply]_ng Wlth ..... RFPA NSLS

-

S

Memorandum for the Attorney General S ~ Page 2
Re: Semiannual Report of Requests for Flnan01al :
Records Made Pursuant to Title 12 -

The Intelligence Authorization Act For Fiscal Year 2004
requests information about the "process and standards for.
approv1ng National Securlty Letters" and a "description of

1ssues (1f any) concernlng the scope of such letters,:igzi

In responSe'to these questlons, the FBI has, in geherél,
experienced some problems with non-compliance by companies

o Served w1th NSLs. There are currently no express enforcement

lOHS w1th1n the NSL statutes to remedy non- compllance

With regard to- compllance by credlt card companles, ‘the

rrNovember 2003 amendment to RFPA provided that- the. "operator of

'i]ra credit card system" is a covered financial institution. This

.~ ‘change was intended to make clear that all major -credit card .

companies fall within the dictates of the RFPA.  Nonetheless,

~since the November 2003 amendment, a major credit card company

. has advised the FBI through counsel, that the company still is .
. not covered by the statute because the "financial records" that
" are disseminable pursuant to an NSL are records "pertalnlng to-

a customer's relatlonshlp with the financial institution.

o According to the company, its customers are the banks not the

"individual credit card holders. The credit card holders, in
'turn, are customers of the bank. In short, Jits position is.
“that its records are not "financial records“ protected by the

- RFPA and accordlngly not subject to productlon pursuant 'to an
" 'NSL. The FBI is contlnulng to. work with this company ‘to

resolve “this 1ssue in a manner

at would result in the company__g*



' " Memorandum for the Attorney General

‘Re: Semiannual Report of Requests for Flnanc1al

~ Page 3
Records Made Pursuant to Tltle 12

Should your staff require additional information

ing ‘s use of this authority, please contact
Office of the General Counsel, at (202)

324~
(U) ‘
Enclosure
P .NOTE;"iThis éoﬁﬁﬁhicé£i6ﬁ1i§-éﬁbﬁitiéd'£6 the Attorney Géﬁerél T
. in -accordance with the _frequiremen_ts of Title 12, USC, ,
Section 3414, paragraph (a) (5)(C). It provides the number of

requests for mandatory production of financial records made in.
counterintelligence -investigations during the following
semiannual period: July -1, 2004 through December 31, 2004. The
. \Attormey General will forward this information to‘CongreSs;r" ’

e

Gen Camﬂ \J

Nalmqi Sac -




- NUMBER OF REQUESTS FOR FINANCIAL RECORDS

 MADE PURSUANT 0 TITLE 12 Usc SECTION 3414 PARAGRAPH (a) (5)”--

THIRD AND FOURTH OUARTERS 200%::>4///

Note: If sub]ect s status asa Un ed States (U S. ) person 1s unknown, sub]ect 1s i'“f"*“"
iII ' presumed to be a UnS: personi::}Siit SR AT PPy

ES)'. y

[ A O SN S

DATE: £7-10-2207 - L e e

CLASSIFIED 3 6517%/0UE/RR/H0 L C e e

TECLASSIFY Gl 07-10-2032 o : B ' ' “ALL INFORMATION CONTAINEE T
| : o ' SR HEFEIN I3 MNCLASSIFIED EYCEPT . © -

* . VHERE SHOV OTEERWISE S

NSLVIO-1438
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.. November 9, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL
FROM..a',vDIRECTOR ‘FBI

SUBJECT: - SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
" . RECORDS MADE PURSUANT TO TITLE 12,
“UNITED STATES CODE (U.S.C.). SECTION 3414,
: PARAGRAPH (a) (5), NATIONAL SECUR '
'meNVESTIGATIONS FOREIL: HECT

’Tltle 12, U.8.C., Sectlon 3414 paragraph (a)(5),

requlres financial institutions to comply with a request for a f,f
- customer’s or-entity’s financial records.. Paragraph (a) (5)(C) -

of Section 3414 requires that, on a semlannual basis, the
Attorney General "shall inform the Permanent Select Committee

on Intelligence of the House of Representatlves, and the Select -
Committee on Intelligence of the Senate concerning all requests

made pursuant to this paragraph.® The attached list contains

_the number of requests for financial records made by the FBI

‘under this authority during the semiannual period from
January 1, 2004 through June 30, 2004. It should be noted that
a SLngle 1nvest1gat10n may requ1

66F- HQ c1303371 | . 1 < Mr. Szady

requs ts»for.recordslfrom.‘

- 66F-HQ-A1255972 NSLBANK - 1 - Ms. Thomas
‘Mr. Pistole .. . . . 1 - Mr. Bowman

- Ms. _Capron;_ T o S

- Mr. Bald . : ._'_-‘G:j—Athu”_ .

»yClaSSifi”

‘”TfifSEEJNOTE;?AGE53aT£¥‘a »

PNV
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. Memorandﬁm for the Attorney General ' o ' Page 2

- Re: Semiannual Report of Requests for Financial
- Records Made Pursuant to Title 12

The Intelligence Authorization Act For Fiscal Yeaxr 2004
‘requests information about the "process and standards for
approving National Security Letters" and a "description of
‘issues (if any) cOncerhing the scope‘of such letters

“-T:' e e L
, In.reSponse to these questlons, the FBI has, .iA general,

experienced some problems with non-compliance by companies
served with NSLs. There are currently no express enforcement
provisions within the NSL statutes to remedy non-compliance. .
The FBI has experienced non-compliance with requests for e-mail
records and credit card records. The FBI is aware of at least
one instance where a bank served with a Right to Financial
‘Privacy Act (RFPA) NSL, contrary to the statute, notified its

" customer, the subject wf FBIHinquiry, thatpthe FBI had.

,EUhTW' requested the records SR ST

With regard to compllance by credlt caLd companles, ‘the 7 e
‘November 2003 amendment to RFPA provided that the "operator of R
a credit card system“ is a covered financial institution. This
change was intended to make clear that all major credit card
companles fall within the dictates of the RFPA. Nonetheless,
since the November 2003 amendment, a major credit card company
has advised the FBI through counsel, that the company still is -
- not covered by the statute because the "financial records" that
are disseminable pursuant to an NSL are records "pertaining to
a customer's relationship with the financial institution.""
‘According to the company, its customers are the banks not the’
ffindividual credit card holders. The credit card holders, in
N turn, are customers of the bank. In short, its position is
‘that its records are not "financial records" protected by the
. - RFPA ‘and accordlngly not subject .to productlon pursuant to an
NSL. - The FBI is continuing to work with this company to - :




- SECRET
“ - Memorandum for the Attolrney’General

'Re: Semiannual Report of Requests for Flnanc1al
' Records Made Pursuant to Tltle 12

{1 - resolve this issue in a manner that would result in the company
- complylng ‘with RFPA- NSLs SR : .

Should your staff require addltlonal information

_regarding the FBI's use of this authority, please contact
[ | 0Office of the General Counsel, at (202) 324-
‘ - {(U) L L : . ,

Enclosure

- NOTE: This communlcatlon is submltted to the Attorney General
in accordance with the requirements of Title 12, USC,
Section 3414, paragraph (a){5)(C). It provides the number of
requests for mandatory production of financial records made in

- counterintelligence investigations during the following

- semiannual period: January 1, 2004 through June 30, 2004. The

_Attorney General will forward this information to Congress.

Arrnww R

- Crim. Jus, info. ispacion______ Ofimol 80
mma.;_;__ Fmas::s ; lato":? Miahs - R
°‘M Dueaor Gan ; S OficsotPublcd

e m”’”’-—-m

'Page 3




 NOKBER OF REQUESTS FOR PINCIAL RECORDS |

- MADE PURSUANT T0 TITLE 12 USC SECTION 3414 PARAGRAPH (a) (5)

FIRST AND SECOND OUARTERS 2004 lEf{

|: _ Note: If subject’s status as ted States (U . ) person 1s unknown, subject 1s‘“;3
presuned to be a U.S. person. ><1 b S S

1

$- L
-
3

Sgade ey o :
LI B
W e®® T

DATE: 07-10-2007 o
CLASSIFIED BY 6RL78/DME/ERR/RD
REASON: 1.4 1o o
DECLARSIFY OH: §7-10-2032

¥ ML TIFRNATION conTnED . AN
| - EREIN 5 WCLASSTFIED NCERT E

VEEFE SHOWH OTRERFLSE _
NSL VI0-14392



:Eﬁégéii

ppril 6, 2004

.fMEMORANDUM FOR THE ATTORNEY GENERAL

FROM : DIRECTOR FBI -

-SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL:
o ‘ . RECORDS MADE PURSUANT TO TITLE 12, o
. UNLTED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a)(5), NATIONAL SECURITYX. _

)

Tltle 12 U. S C , Section 3414 paragraph (ay(s), .
»requlres financial .institutions to comply with a request for a
customer’'s or entity’s financial records. . Paragraph (a) (5) (C)
of .Section 3414 ‘requires that, on a semlannual ‘basis, the . ..
Attorney General "shall inform the Permanent Select Committee
- on Intelligence of the House of Representatlves,'and the Select
- Committee on Intelligence of the Senate concerning all requests
.~ made pursuant to this paragraph." The attached list contains
~ the number of requests for flnanc1al records made by the FBI
: _,under this authority during the semiannual period from .
. July 1, 2003 through December 31, 2003. It should be noted

‘that a single investigation may requlif}éiéuests for records  '

'»from numerous flnanc1al 1nst1tut10ns

. 66F-HO-C1303371 1 - Mr. Bald

~1 o o L
2 : N

2
.1 - 66F-HQ-A1255972 NSLBANK -+ .1 - Mr. Szady
1 ~ Mr. Gebhardt . DO .. .1 - Mr. Curran
1 - Mr. Pistole A’f  ;ai;' 71 - Mr. Bowman _ :
1= Ms..Caproni .~ - .. 1 |
T D - T : : -
~_EL:bac (11). .

NSLVIO-14393



Memorandum for the Attorney General ' ' k‘ Page 2

'Re: Semiannual Report of Requests for. FlnanCLal
Records Made Pursuant to Title 12

The Intelllgence Authorlzatlon Act For Fiscal Year 2004
requests information about the “process and standards for.
approving National Security Letters" and a "description of .
issuves (if any) concerning the scope of such letters, r
financial institution compliance with such letters. jﬁﬁ::fUl

In response to these questions, the FBI has, in general,
experienced some problems with non-compliance by companles
served with NSLs. There are currently no enforcement
provisions within the NSL statutes to remedy mon-compliance.
“The FBI has experienced non-compliance with requests for e-mail
‘records and credit card recorxrds. The FBI is aware of at least
one instance where a bank served with a Right to Financial
Privacy Act (RFPA) NSL, contrary to the statute, notified its
_customer, the subject of_t FRT inquiry, ‘that the FBI had
: requested the.recordsﬂ'%}%%fiuﬁ o Coe

N . With regard to the ploblem w1th cempliance by credlt card ¢
‘companies, the amendment to the RFPA in November 2003 to
include the "operator of a credit card system" as a -covered

financial institution was made for the purpose of addressing

. the position of a major’ credit card company that it did not o
fall within the parameters of the prior ‘definition, namely, an -

‘"card issuer," inasmuch as-it, the company, did not issue o

" credit cards but rather banks issued credit cards. Thus, the
change in the definition was intended‘to'make clear Congress's

‘intent to include all major credit card companies within the

- Jdlctates of the RFPA. Nonetheless, since the November 2003

.damendment an attorney for that credit card company has advised-
~the FBI that in his opinion the company still is not covered by
“the statute because the "financial records" deemed protected by

" _the RFPA but dlssemlnable pursuant to an NSL are defined as

“records "pertalnlng to a customer's relationship with the
-financial ‘institution." Per the attorney for the company,

‘;;»credlt card holders are: not its customers, but rather are the-
‘*fcustomers of the bank. Thus, its records are not "financial "

l,,records“ protected by the RFPA and . accordingly not subject to -
3f{prodnctlon pursuant to an’ NSL

f;The attorney has not conflrmed o



‘Memorandum for the Attorney General

Re: Semiannual Report of Requests for FlnanCLal
Records Made Pursuant to Title 12

Page 3

that his opinion is the official position of the company
itself; nor is there evidence of non-compliance with NSLs by
the credit card company. Nonetheless, the FBI would like to
‘resolve this issue so that the company fully acknowledges its
obligation to comply with RFPA NSLs. Discussions with the
attorney for the credit card company are cont1nu1ng -1

‘ Should your staff require addltlonal 1nformatlon
regarding the FBI's use of this authority, please contact.

| Office of the General Counsel at (202} 3244

O —

"Enclosure

" NOTE: This communication is submitted to the Attorney General
'in accordance with the requirements of Title 12, USC, .

- Section 3414, paragraph (a){(5)(C). It provides the number of
‘requests for mandatory production of financial records made ln
“counterlntelllgence investigations during. the following

- Atterney General will: forward,thls 1nformathntto‘Congress

. tT.TJ'

’\

e “'?}(} 4
APPROVE o 8*———‘*“?"“‘

; %H%_____ ‘

- 7 o
CmHN Inapaciion ' »0yﬁ | N
" Dinss We.m in Sa, oon ~

vt:pwmmww . -&@?” viﬂ

semiannual period: July 1, 2003 through December 31, 2003. F:The



'SECRRT

NUMBER OF REQUESTS FOR FINANCIAL RECORDS

MADE PURSUANT TO TITLE 12 USC. bECTION 3414 PARAGRAPH (a}(5)

THIRD AND FOUR’I‘H OUARTERS 2003 \Jz&/ (IJ)

, ) subject’s status as.a Unj ted States [U S. ) person is unknown subject is
.presumed to be a U.S. person. (U:I '

5

i'f-.izm:‘ 1-10-2007 -
CLASSTFIED 37 S50/ D/ESREY
;}_Wmu 1.4 [ol

L1 THFORIATION 7ORTATHED

CEEIVIS WCWSTRR ECEPTC . opdRET
CWERE SHOUE DTERMIE - -
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~ October 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: YDIRECTOR FBI

.SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
.7 RECORDS MADE PURSUANT TO TITLE 12,
-UNITED STATES CODE (U.S.C.), SECTION 3414,
“PARAGRAPH (a) (5), FOREIGN CO ,TERINTELLIGENCE/
'INTERNATI NAL TERRORISM

‘“jwun

‘Title 12,‘U.SQC., Séction 3414, paragraph {a)(5),"

requires financial institutions to comply with a request for a
customer’s or entity’s financial records. Paragraph (a)(S)(C)
- of Section 3414 requires that, on a semiannual basm,; the
Attorney Geéneral “shall inform the Permanent Select Committee’

on Intelligence of the House of Representatives, and the Select
‘Committee on Intelligence of: the Senate concerning all requests
‘made pursuant to this paragraph."  The attached list contains -
‘the number of requests for financial records made by the FBI
‘under this authority during the semiannual period from : ,
January 1, 2003 through June 30, 2003. It should be noted that

a single investigation may'requi T uests for records from
numerous:financial institutions) . o

iUF
1 - 66F HQ C1303371 T
1 - 66F-HQ-A1255972-NSLBANK - . -
1 - Mr. Gebhardt - .~ - . 1 - Mr. Szady S : R
1 - Mr. Mefford .. .. .1 - Mr. Bowman - T - : bo
lfr”Ms. Caproni. =~~~ ... o 1 . BIC
1-M PlStOle :ﬂ.,{~~‘_ﬁ»"]ﬂﬁ'€:)- NSTB o

ffEL bac,(loy BRI R

‘ SEE NOTE PAGE 2 = . _ .




Memorandum for the Attorney General

- Re: Semiannual Report of Requests for Flnanc1al
- Records Made Pursuant to Tltle 12

Pagé 2

Should your staff require additional, J.nformatlon
regardlng the FBI's use of this authority, pleaSe contact

|office of the General Counsel, at {202) 324- N ggr

b2

- Enclosure

Y R

-_,NOTE: This communlcatlon is submltted to the Attorney General
~'in accordance with the rnqulgeﬂents of Title 12, USC, =~
. Section 3414, paragraph (a)(5)(C). It provides the number of
requests for mandatory production of financial records made in
" counterintelligence investigations during the following ‘
© semiannual period: January 1, 2003 through June 30, 2003. The
AtpOrney General will forward this information to Congress.

cﬁm!nv
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- FIRST AD SECOND OUARTERS 2003

. 3 i .

NUMBER OF REQUESTS FOR FINANCIAL RECORDS

MADEvPURSUANT TO TITLE 12 USC SECTION 3414 PARAGRAPH (a)(5)

te: If subject S status as\{é?ffed States - (U S. ) person is unknown, subject is

|:U) pr‘esumed to be.a. 1.8.. person

\”'fUﬁ |

o

/N

UDATE: 07-10-2007

o CLASSIFIED BY G179/ MRS fii
CREASEN: 1.4 o

- DECLASSIFY (§: 07-10-2032

NSL VI0-14399
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April 2, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL
~ FROM: DIRECTOR, FBI

" SUBJECT: SEMIANNUAL REPORT OoF REQUESTS FOR FINANCIAL
o - RECORDS MADE PURSUANT TO TITLE 12, .

UNITED STATES CODE (U.S. C‘), SECTION 3414,
- PARAGRAPH (a) (5), FOREIGN _COUNTERINTELLIGENCE/
yINTERNATIONAL TERRORISM m"ﬂUj ' -

- Tltle 12 u.s.c. Sectlon 3414 paragraph (a)(5), .
’requlres financial 1nst1tut10ns to comply with a request for a
“customer’s or entity’s financial records.. Paragraph (a) (5) (C)
of Section 3414 requires that, on a semlannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligence of the House of Representatives, and the Select
Committee on Intelligencé of the Senate concerning all requests
made pursuant to this paragraph." The attached list contains
the number of requests for financial records made by the FBI
‘under 'this authority during the semiannual period from .
‘January 1, 2002 through June 30, 2002. It should be noted that
- a single 1nvestlgatlon may requi req sts for records from

numerous flnan01al 1nst1tut10ns in
1 _ 66F-HQ-CL303371
1 - 66F-HQ- ~-A1255972-NSLBANK . - - - T

1 --Mr. Gebhardt -~ - v.i'   1 - Mr. Szady
©1 - Mr. D'Amuro . - . ;:jj-" 1 - Mr Bowman - o
C1- Mr. Wa1nste1n’_;j~ BRI | .
1 - Mr. Mefford . ‘_f;, »f;~~ (ji) NSTO

{10) TR _

SEE—NOTE PAGE 2




. - Memorandum for the Attorney General

Re:. Semiannual Report of Requests for Financial

Records Made Pursuant to-Titleilz

Page 2

Should your staff require additional information

rzégaxding_;hg_zaf's use of this authorlty, please contact . b6

Office of the General Counsel, at (202) 324~ -
- | b7C

Enclosure o . S o

NOTE: This communication is submltted to the Attorney General
T in:accordance with the requirements of Title 12, USC, . | »
~' Section 3414,. paragraph (a) (5) (). TIE provides the number Sf
\ requests for mandatory production of financial records made 1n
» ' counterintelligence investigations during the following
‘gsemiannual 'period: January 1, 2002 through June 30, 2002. The
“Attorp€y General will forward_this information to Congress

uriminv e Ins i ._.._._.> |
APPROVED s Lab%ercat]g?y Irf?"g?gsbu»
_ ahonaISec Aigles_ .

e M.ofPublic§
- .PffsoﬂﬂeL......ﬂ._ Cong Aﬁs
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April 2, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR FBI

'SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
c . 'RECORDS MADE PURSUANT TO TITLE 12,
.UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), FOREIGN.COUNTERINTELLIGENCE/
 INTERNATIONAI, TERRORISM m S '

, Tltle 12, U.5.C., Section 3414 paragraph (a)(5),
';requlres financial 1nst1tut10ns to comply Wlth a reguest for a
customer’s or entity’s financial records. * Paragraph (a) (5) (C)
of Section 3414 requires that, on a semiannual basis, the. v
" Attorney General "shall inform the Permanent Select Committee REEEE
-7 . .. . -on Intelligence of the House of Representatives, and the Selwtct ~  ~ ~
B  Committee on Intelligence of the Senate concerning all requests
.. made pursuant to this paragraph." The attached list contains
the number of requests for financial records made by the FBI
‘under this authority during the semiannual period from
“July 1, 2002 through December 31, 2002. It should be noted
‘that a single investigation may requir reguests for records»,
~ from numerous financial institutions. ;Hthl

- 66F-HQ-C1303371 : :
- 66F ~HQ-A1255972-~ NSLBANK R : o

- Mr. Gebhardt - = = 1 - Mr. Szady v R

- Mr. D'Amurc o 1 - Mr. Bowman : R ":/b,\
© = Mr. Walnsteln T L - . bic
- Mr.. Mefford e D JNSCT S

s
i

:ixJL;bac (10) S AL
e . " SEE NOTE PAGE 2




Memorandum for the Attorney General
Re: Semiannual Report of Requests for Financial

Page 2
' Records Made Pursuant to Title 12

‘$hould your staff require additional information
regarding the FBI's use of this authority, please contact

. . b6
Office of the General Counsel at (202) 324- b7 C
Enclosure
,NOTE Thls communlcatlon is submltted to the. Attorney General

in accordance with the requirements.of Title 12, USC, .. . . ....lLo. .
" ‘Section. 3414 paragraph (a) (5) (C) . It ‘provides the number of h .
' requests for mandatory production of financial records made in
. counterintelligence investigations during the following
~ semiannual period: July 1, 2002 through December 31, 2002. The
'AttorAey General w1ll forward thls 1nformatlon to Congress

B }__;viT.TJ 3
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© March 23,2005

MEMORANDUM FOR THE ATTORNEY GENERAL -
VFROM : ‘DIRECTOR,,EBI

SUBJECT: - SEMIANNUAL .REPORT OF REQUESTS FOR FINANCIAL
©©- . INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
'AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
'UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR
FOREIGN COUNTERINTELLIGENCElINTERNATIONAL TERRORISM

- . 4
‘ 'Tltle 15 U.S.C., Section lGBlu(é) requires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a_
~ consumer maintains?cr has maintained anvaccount._(U)

"' Title. 15, U. S C Sectlon 1681u(b) requires consumer

reportlng agencies to furnlsh identifying information about
consumers, limited to name, address, former addresses, places
of employment »or former places of employment (U) '

, '] The cert;flcatlon standard for obtalnlng flnanc1al
1nst1tutlon information and consumer identifying 1nformat10n
requires relevance to an authorlzed investigation "to protect

against international terrorlsm or clandestlne 1ntellxgence
act1v1t1es " {U) '

1 - 66F-HQ-C1213150- /39¢ . 1 - Mr. Szady
1 - 66F-HO-A1255972-NSLECRA - /% 1 - Ms. Thomas
-1 - Mr. Pistole - o o d:%§1
1 - Ms. Capronl '-;»e'v,_gl“gj_” - NSLB
loMnoBald T
-33,EL bac (9) ... . - ... SEE NOTE PAGE 2 -
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Memorandum for the Attorney Genera - S - - Page 2

Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 168lu

Title 15, U.S.C., Section 168lu{c) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same

~ "relevance" standard required for NSLs. (D).

Since receiving authorization to use the

certification procedures to obtain consumer information

pursuant  to Sections 168lu(a) and (b) ‘the FBI has- establlshed
procedures that ‘have been 1mplemented to exercise this
authorlty (U) O : .

Paragraph (h) of Section 168lu requires that, on a

E semiannual basis, the Attorney General "shall fully inform the

Permanent Select Committee on Intelligence and the Commlttee on’

Banking, Finance and Urban. Affairs of the House of
Representatives, ‘and the Select Committee on Inteltlgence ‘and
" the .Committee on Banking, Housing and Urban Affairs of the
-Senate concerning all reguests made pursuant to subsectlons
: (a), (b}, and (c) "o () D :

The attached llSt 1nd1cates FBI use of thls authorlty
durlng the most recent semi- annual perlod (U) :

Should your staff requlre addltlonal 1nformatlon

_regarding the FBI's use of this authority, please contact-

(J)

Enclosure

APPROVE , cj‘s S ‘  em (‘.c.m‘*‘! VC__’ ' h"b

"‘\ﬂi

le “\1 e e - v
mxm . Cotrtemor hw .

upWMam Y — mwmmh"m

;t‘NOTE ThlS communlcatlon is submltted to the Attorney General
" . in accordance with the requirements- of Title 15, USC, Section

NCES

Offlce of the General Counsel at (202) 324-

leﬁglu(h) . B

b6
- p7C



. NUMBER OF REQUESTS FOR FINANCIAL INSTTTUTIONS AND .. .

© CONSUMER IDENTIFYING INFORMATION, AMD. - . =~

MADE PURSURNT 70 TITLE 15, USC, SEC?ION'lﬁﬂlu'L" CA

THIRD AND FOURTH QUARTERS 2004 J§) [

Note: If subject's status as a United States {U.S.) person is unknown, subject is \
presumed to be a U.S. person. (S}~ “”iUT S o

{dl

= L T e T

TATE: 07-10-2007

CLASSTFIED 5T S5179/DBVESR/AY
REASOR: 1.4 (¢

DECLASSTRY 401 D7-10-20%2

ML FGRGTION CONTAED o kU
. HERETN 13 TNCLASSTFIED EXCERT - .
" VEERE, SEOUE (THERVISE .

NSLVIO-14416



© FROM: DIRECTOR, FBI

Sﬁh&ET

November 9, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

SUBJECT: SEMIANNUAL REPCRT OF REQUESTS FOR FINANCIAL -
. INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION 168lu, FOR

Tltle 15, U §.C., Section 1681u(a) requ1res consumer

'reporting agencies to comply with a request by the FBI for the

names and addresses of all financial institutions ‘at which a

' _consumer maintains or has maintained an account. Paragraph (h) N e
- ‘of Section 168lu requires that, on a semiannual- basis, the - - o e
~ Attorney General "shall fully inform the Permanent Select

- Committee on Intelligence and the Committee on Banking, Finance

‘and Urban Affairs of the House of Representatives, and the .
"~ Select Committee on Intelligence and the Committee on Banking,

Housing and Urban Affairs of the Senate concernlng all requests

~ made pursuant to subsections (a), {b), and {c). )

Title 15, U.s. C., Section 1681lu(b). requiréb'consumér

'  report1ng agencies to furnish identifying information about

consumers, limited to name, address, former addresses, places

' _of employment, or former places of employment. The e

.;F}H$4FJH.

~.-certification standard for obtaining consumer 1dent1fy1ng
© information requires relevance to an authorized investigation
.- "to protect against international terrorlsm or. clandestlne
V}lntelllgence act1v1t1es " (U) '

- 66F HQ 01213150 e ‘m»1'- Mr. Szady - R

- 66F-HQ-A1255972- NSLFCRA 1 - Ms. Thomas o e
‘Mr. Pistole ' .':g',-:l - Mr. Bowman: . - . 15,-,,b3
Ms Capronls 21 | .. biC

:51"*{(?3‘=Nbb5;*g"ﬁg],{rﬁ‘"

_ SEE NOTE PAGE 2 . -




SECRET |
. Memorandum for the Attorney General - Page 2

Re: Semiannual Report of Requests for ‘Consumer Credit
. Information Made Pursuant to Title 15, USC, 1681u

‘ Title 15, U.S.C., Section 168lu(c) requires consumer -
reporting agencies to comply with an ex parte court order to
-provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
"relevance"'standard required for NSLS‘ (U)

Slnce rece1v1ng authorlzatlon to use the
certification procedures and court orders to compel productlon
of consumer information, the FBI has established procedures
that have been'implemented to exerc1se this authority. (U)

The attached list 1nd1cates FBI use of this authorlty
durlng the most recent semi- annual perlod (U)

| S "Should your staff requlre additienal information , 'f , ',:
i ‘s use of this authority, please contact “b§
Offlce of the General Counsal ‘at (202) 324~ .

. ‘ “ -‘ ) » : ' ‘- -‘ N v . ‘ .v o .‘- ) '_‘ ‘A . v' . R A = - ‘ _ s e - ] ‘ —-;: ‘b‘v i""f -“:bz
.‘ Enclosure o S :

(5]

' NOTE: This communication is submitted to the Attorney General
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- HADE PURSUANT TO TITLE 15 Usc, sgemon 1681u 'v}é;;ffjf

© EIRST D SECOND :UARTERS 2004

15) Note: . If subject s status as g Up*-~" States {U S ) person 1s unknown, subJect is
presumed to be a US person R}{I:U) R A

ol
b2

BATE: 07-10-2007 , - =
CLASSIFIED Y 45179/ DMH/KSR/E0 C - .

REASOR: 1.4 (o o ' - SECRT

TECLASSIFY 2 07-10-2032
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o MEMORANDUM FOR THE ATTORNEY GENERAL

SEgkﬁ?

L " npril &, 2004

FROM: o DIRECTOR, FBI

SUBJECT: ..SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
. - INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
- AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION. 168lu, FOR.
' NATIONAL SECURITY INVESTIGATI NS/FOREIGN .

”fUh” 

. Tltle 15, U. S C. Sectlon 1681u(a) requlres consumer

i reportlng agencies to comply with a request by the FBI for the

. names and addresses of all financial institutions at which a
_consumer maintains or has'malntalned an account. - Paragraph (h) ,

- 'of ‘Section 168lu requires that, on a semiannual ba51s,_the., o
' Attoruney ‘General "shall fully inform the Permanent "Select =~ ,

. Committee on Intelllgence and the Committee on Banklng, Flnance
~and Urban Affairs of the House of Representatives, and the

-~ Select Committee on Intelligence and the Committee on Banking,
- Housing and Urban Affairs of the Senate concerning all requests
o made pursuant to subsectlons {a), (b); and (c).»; {U)

'Tltle 15, U. S C Sectlon 1681u(b) requlres consumer

.. reporting agencies to furnish identifying informatlon about

 ‘consumers, limited to name, address, former add “places
-.0of employment, _or,formgr places of employment. "’in )
- 66F-HQ-C1213150 - . ‘1 - Mr. Bald
- 66F HQ-A1255972~ NSLFCRA o 1 - Mr. Szady
Mr. Gebhardt . - .- ‘' . - . 1 - Mr. Curran o
- 'Mr. Pistole - QT}“"~T{,, o 1 - Mr. Bowman '499
- Ms. Caproni .. . . 1 - | oY

'MHHHHQg*
V ' N

. SEE NOTE PAGE 2
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. Memorandum for the Attorney General . © Ppage 2
.Re: Semiannual Report of Requests for Consumer Credit
Informatlon Made Pursuant to Title 15, USC 1681u

The certification standard for obtaining consumer identifying
information requires relevance to an authorized investigation
"to protect against international terrorism or clandestlne
‘1nte111gence activities." (U)

Tltle 15 U. S C., Section 1681u(c) requires consumer
reportlng agencies to Comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same

o "relevance" standard requlred for NSLs. (U}

Slnce receiving authorlzatlon to use the
. certification procedures and court orders to- compel production
" of consumer information, the FBI has established procedures
that have been 1mplemented to exerc1se this. authorlty (U)

The attached llst 1nd1cates FBI use of thls authorlty
durlng the most recent sem1 annual perlod (U)

S Should your staff require addltlonal information . o
- vegarding the FBI's use of this authority, please contact 6
| Off;oebof_the General,Counsel at (202) 324- N
';iEnclosureL:;I '
.. ' 'NOTE:  This communication is submitted to the Attorney General
-¢53u,;jin accordance with the requirements of Title 15, USC, Section
1AR81n{hy [ : 1 g
o C bl

R o Y

e Mm&w &am
APPPOVED Kt
_Cnalw' ' !nwmiha
‘ ol Sem.
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 SECRET

© NIMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
.  CONSUNER IDENTIFYING INFORMATION, AND
v CONSUMER CREDIT REPORTS

MADE PURSUANT 10 TITLE 15, USC,’ SECTION 1681n

R THIRD AND FOURTH QUARTERS 2003 - |
- 5 o s
Undted Srates (U.S.) person is unknown, subject is

e : ; ;}w?%

; {7}EfﬁN6£é§f;If éﬁbject‘s”statuS'as
- 'presumed to be a U.S. person.

ALL THFORNATICN CONTATEED

BN IS UNCLASSTRD EAERT - ’EMQ
- JHERE SHOW UTEERVISE o )

© DATE: 07-10-2007 ;
CLASSIFIED BY 6SL79/MRSE/RR -
FEASIN: 1.4 {g) e
DECLASSIFY 0H: 07-10-20%

WL vio-14422



SECRET
October 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

. FROM: - DIRECTOR FBI

SUBJECT:  SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
: .. INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
- "AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
“UNITED STATES CODE (U.S.C.) SECTION 168lu, FOR

_ B Tltle 15 Uu.s.C. Sectlon 1681lu(a) requlres consumer
reportlng agencies to comply with a request by the FBI for the
‘names and addresses of all financial institutions at which a

consumer maintains or has maintalned an account. Paragraph: (h)

- of Section 168lu requires that, on a-semiannual basig, the
- Attorney General "shall fully inform the Permanent Select

Committee on Intelligence and the Committee on Banklng, Finance

~and Urban Affairs of the House of Representatives, and the
Select Committee on Intelligence and the Committee on Banking,

. Housing and Urban Affairs of the Senate concernlng all requests,,

@made pursuant to 'subsections (a), (b), and (c) ; (U)

‘ Tltle 15 U 5.C., Section 1681u(b) requlres ‘consumer: 4
'greportlng agencies to ‘furnish identifying information about .

" consumers, limited to name, address, former addresses, places .

;'of employment, or former places of employment The -
certification standard for obtaining consumer identifying

information requires relevance to an authorized investigation .

~."to protect against international terrorism or clandestlne:

'”-}‘lntelllgence act1v1t1es " (U) ‘ .
1 - 66F-HQ-C1213150 1 - Mr. Pistole .
1 - 66F-HQ-A1255972-NSLFCRA 1 - Mr. Szady
+1 = Mr. Gebhardt x,fﬂ o - 7 1. -_Mr. Bowman.
-1 = Mr. Mefford oo
1 - Capron:. _ j Rl D @ - NSLB ... .
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Memorandum for the Attorney General S Page 2
Re: Semiannual Report of Requests for Consumer Credit |
Information Made Pursuant to Title 15, USC, 1681lu

Title 15, U.S.C., Section 168lu(c) requires consumer
reporting agenciles to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same.
"relevance" standard requlred for NSLs {U)

Slnce rece1v1ng authorlzatlon to use the :
certlflcatlon procedures and court oxrders to compel production
of ‘consumer information, the FBI has established procedures
" that have been 1mp1emented to exercise this authority. (U)

The attached llst indicates FBI use of thlS authorlty
durlng the most recent seml ~annual period., (U)

Should your staff require additional 1nformat10n

o

' _regarding the FBI's use of this authority, please contact v’“;"
| Offlce of the General Counsel at - (202) 324~

cos
N

Enclosure -
ESJkte" " NOTE: This communlcatlon is submitted to the Attorney General
"+ in accordance with the requirements of Title 15, USC, Section
TleBlu(h) |

L APPR“VED cmnW o Inspection___—_ = Tralning.
CJIS . Labaoratory QOff.of BEQ

N : £ Malional Se. Afalrs__ T
- Off. of Pubiick . -~

) N
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 “7,wmwmmmmMmmmmmmmm'
| f, CONSUMER IDENTIFYING INFORMATION A

o CONSUMER CREDIT REPORTS
MADE PURSUANT 10 TITLE 15, UsC, ‘SECTION 1681u

f”éziﬁiﬂez’:ti‘s’f’s’tatu’s as’ | U it htes"‘:’(U-.S-) person is unknown, subject is | D‘
presumed to be a U S person. - S ’

W 07-10-2007 T |
©OCLASIFIED BY SSSMEUERAY. . - GEDRRL
REASON: L4 [t) B
TRCLASSTRY O 07-10-2032

ALl TERMATION COTTATIED
" EREIN I3 WHCLASIFIED EACEVT
. VHERE SHOWN OTHERWIIE

NSL VIO-14425



April 2, 2003

'MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: ‘ DIRECTOR FBI

'SUBJECT:

of Section 1681lu requires that,

liujt; 4%wm

,SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

- INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
- AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE {(U.S.C.) SECTION 168lu, FOR

Title 15, U.S.C. Sectlon 1681u(a) requlres consumer
reporting agencies to comply with a request by the FBI for. the -
- names and addresses of all financial institutions at which a
consumer maintains or has maintained an account. ~Paragraph (h)

on a semiannual basis,  the

- Attorney General "shall fully inform the Permanent Select

Committee on Intelligence and the’ ‘Committee on Banklng,‘Flnancé  i

and Urban Affairs of ‘the House of Representatives, and the ]
;Select Committee on Intelligence and the Committee on Banking,

E Housing and Urban Affairs of the. Senate concerning all requests.
 made pursuant to subsectlons (a),

-(b).Aand (C) e '(U)

:'Tltle 15 U S.C. Sectlon 1681u(b) requlres consumer

’  jreport1ng agencies to furnish identifying information about

‘"l'consumers,.llmlted to name, address;:
-of employment,

former addresses, places

or former places of employment. -The

- certification standard for obtaining consumexr 1dent1fy1ng -

. information reguires relevance to an authorized investigation
_ “ro protect against international terrorlsm or clandestlne

'7¢1nte111gence act1v1t1es'" (U)

»,aMerWainsteinw;;jjff

66F HQ C1213150
66F-HQ- A1255972—NSLFCRA
Mr. Gebhardt :

Mr. D'Amuro -

‘ff:l ;erf1Méff6rd‘ 

‘!:;l

1 - Mr. Szady . -
~Mr_ _Bowman

~NSLU

SEE NOTE PAGE 2




. SEC}F'\I‘

Memorandum for the Attorney General
Re: Semiannual Report of Requests for Consumer Credit .
Information Made Pursuant to Title 15, USC, 1681lu

Page 2

Title 15, U.S.C. Sectlon 168lu{c) requires consumer

reportlng agencies to comply with an ex parte court order to

provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same -
"relevance" standard required for NSLs. (U)

Since’ receiving authorization to use the

certification procedures and court orders to compel productlon
- of consumer information, the FBI has establlshed procedures
: that have been implemented to exercise this authorlty {U)

The attached list indicates FBI use. of this authorlty

, durlng the most recent semi- annual perlod (U)

' Should your staff requlre addltxonal 1nformatlon,

regardlnq the FBI's use -of this authority, please contact

tsi.,."" |

. Enclosure

NOTE " This communlcatlon is submltted to the Attorney General

i accordance with the requirements of Title 15, USC, Section:
1£Q9. all) |

] office of the General Counsel, at (202) 324~

‘:‘ﬁ; APPROVED CMHW lmmmm _Tralnlng
L WS Laboratony. MoofEEQ o
: ki a'onalScc M.
: : ol Public &
Personnel ______ Cong. Afls.__
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‘April 2, 2003

MEMORANDUM FOR THE ATTORNEYﬂGENERAL.

FROM: DIRECTOR, FBI

SUBJECT:

SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
‘AND CONSUMER- CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE {U.S.C.) SECTION 1681u, FOR

Tltle 1S U.S.C., Section 1681u(a) requires consumer

-reportlng agencies to comply with a request by the FBI for the

.names and addresses of all financial 1nst1tut10ns at which a
- consumer maintains or has maintained an agcount,

.0f Section'168lu requires that,

- Paragraph (h)

on a- sem1annua1 ba51s, the

Attorney General "shall fully inform the Permanent Select

Committee ‘on Intelligence and the Commlttee on. Banklng,
- and Urban Affairs of the House of Representatlves, and the
'~ Select Committee on Intelligence and the Committee on Banking,

Finance

Housing and Urban Affairs of the Senate concernlng all requests

. ‘made pursuant to subsectlons‘(a),v(b),_and {c) .

(U)

' Title 15, U.S.C., Section 1681u(b) requires consumer

reporting agencies to furnish identifying information about

‘consumers, limited to name, address, former addresses, places
of employment, or former places of employment. ‘

.The

certification standard for . obtaining consumer identifying

- information requlres relevance to an authorlzed 1nvest1gatlon ,'

© “to protect against international terrorlsm or . clandestlne

: 1nte111gence act1v1t1es'“ (U) e
feéF Ho- C1213150 - ,_':-,e“wai';lmr.'Méffbrd
(66F-HQ-A1255972-NSLFCRA 1 - Mr. Szady .
- Mr. Gebhardt o ,,‘_rg”,il - Mr. Bowman .
= Mr. D' Amuro BRI R |

Classified.f
‘Reason® . - ..

e

_SEE NOTE PAGE 2 = '
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" Memorandum for the Attorney General
Re: Semiannual Report of Requests for Consumer Credit

'ﬁgbegﬁT',

Page 2

Information Made Pursuant to Title 15, USC, 168lu

Title 15, U.S.C., Section 1681lu{c) requires consumer
reportlng agencies to comply with an ex parte court orderxr to

* provide the FBI with a consumer credit report. The current

standard for obtaining court- ordered credit reports is the same

“relevance" standard 'required for NSLS Uy

_ Since rece1v1ng authorization to-use the

certification procedures and court orders to compel productlon
‘of consumer information, the FBI has egtablished procedures
: that have been lmplemented to exer01se this authorlty Uy

The attached list indicates FBI use of thls authorlty

:durlng the most recent semi- annual perlod -(0)

Should your staff requlre addltlonal 1nformatlon»
reqardlnq the FBI's use of this authority, please contact

. X ‘ R &
I 1 Office of the General Counsel rat.(202) 324ﬁ,.‘w'.v--»J3f“
LI , o , e o bIc
: e , . o : b2
Enclosure
.H\_HQEE}‘ This cemmﬁnication is submittedbtohthe Attorney General Ry
~in accordance with the requirements of Title 15, USC, Section ' -

1681u(h) . |- N
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'1ff"'iALL INFORMATION CONTAINED

'ffﬁHEFEIM 15 URCLASSIFIER EXCEFT .

WERE HOWN OTEERISE

NSL VIO-14439

DATE: 07-10-2007
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FEAION: 1.4 o) ‘
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NSL VI0-14452

DATE: 07-10-2007
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