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Current Litigation on National Security Letters

Plaintiffs in John Doe, et a?.‘, v. Attorney General Alberto Gonzales, elt‘ al.,

to the Electromc Commumcatlons Privacy Act of 1986, 18 U. S C 2709.

‘B jPlamuffs challenge the constltutlonahty Sec. 2709.

: C ?Plamtlffs also challenge the gag rule in Sec 2709(0) whlch proh1b1ts '

 recipients of such NSLs from disclosing that the FBI has sought or
| obtamed access to records or 111f0rmat10n under Sec. 2709

Plamnffs su’osequently moved for.a prehmmary injunction to permit the NSL.

remplent to 1dent1fy itself pubhcly and to bar any government action against the '
" éntityso it could more fully participate: in the leglslanve process for the USA
. :PATRIOT Act’s reautbonzat1on ‘ : A

- : A ACLU contends the govermnent mlsled the publlc through statements that

" Sec. 215 of the PATRIOT Act is not being used against libraries, while the
- FBIis instead using authority granted by Sec. 2709, which was amended
by Sec 505(a) of the PATRIOT Act to seek hbrary-related 1n.format10n

. Proceedmgs

' A {On August 31, 2005 Judge Janet Hall heard plamtlffs motlon but -

N greserved rulmg

o class1_fied matenal to Judge Hall ex parte, for in camera rev1ew .

»’ :.fdefendants regardmg the non-dlsciosure provxsmn Defendants appealed

D - On September 20 2005 the 2d Clrcmt 1ssued a stay of that Order pendmg

o :'[appeal

. "_i'Ihe 24 Cucult demed both the plamtxffs emergency motlon to vacate the
-stay and subscquent motlon to vacatc the stay B :

(U.S.D.C,, D. Conn.) are¢ an unidentified electronic services provider (providing
 various services to library patrons) and the American Civil Liberties Umon '
(acLU). -

A _  FBI served aNSL on the umdentlﬁed electronic service prov1der pursuant |

~ B. “On Septembch 2005, at the Courtsrequest FBI prowded certain .

- C . f On September 9 2005 Judge Hall 1ssued a prehmmary 1n3unct10n agamst _




~ Connecticut litigation, and it heard arguments on NSL litigation arising -
~ from the Southern District of New-York (a case in which the DlStIlCt
- Court found the ECPA NSL statute unconstltutlonal)

.. F.  OnNovember 2, 2005, the 2d Circuit heard arguments on the above

G.  The New York case is also styled Doe v. Gonzales. Large portions of it
‘remain under seal—as well as some information in the appellate briefs.

- , ‘However, the District Court’s decision and Order are not under seal | |
| o b5
o L ‘H.  Botht the Connectlcut case and the New York case are under Sllbl'nlSSlOIl
Lo ' and the 2d Circuit has yet to take. action.
| 1 b5
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I NSL Informanon

A tatutozy Authong

Nanonal Secunty letters are admunstratrve requests that allow the FBI to obtam certam

hm1ted types of mformatron without the requ;lrement of prior court mterven‘aon

o 2) Under the nght to Financial Prlvacy Act, 12 U.S. C § 3414 )(5)(A), the FBI can
, ,iobtam the records of ﬁnancxal institutions (whrch is very broadly deﬁned)

'il) Under the Electromc Commumcatrons Prrvacy Act, 18 U S. C. § 2709 the FBI can
- obtain telephone and email commumcatlon records from telephone compames and N
- »"»’v'mtemet servrce provrders LT 3 v

- 3) Under the Farr Credit Reportmg Act, 15 US.C. §§ 1681u(a) and (b), the FBI can .'
, -;lobtaxn a list of financial mstltutlons and consumer 1dent1fy1ng mformanon from a credrt
. »reportlng company o

* 4) Under the Fair Credit Reporfmg Act, 15 U.S.C. § 1681y, the FR can obtaina full RO
. credit Teportina counterten'onsm case. This provrslon was created by the 2001 USA
) -'Patnot Act. . . . . L . .

CNSUVIO-l4de4



, Electronlc Commumcatmns | +Telephone Subscriber or Semiannual Reporting

"Privacy Act Electronic Subscriber information SR

18 U S.C. §2709(e) | (limited to name, address and
BE length of semce)

-Telephonc local and long dlstance )
, toll bllhng records

: -Eleqtromc .»Commumcatwn‘

. Transactional Records (e.g,
.| transaction/activity logs and e-mail
 header information).

Rnght to Fmanclal anacy «Financial Records =~ b' Semiannual vRepolr'ting
T Ad SR
12US. c §3414)(5)

~| Fair Cred;tReportm‘gﬁAct uE ”‘-C('msﬁ'nier identlfylﬁg | Semiannllal' Répﬁrting 1
CISUSCHI68Tu@ & () | Iformaton. .4

Identlty of Fmancml Instltunon ',"

F air Credlt Report Act

“Full credit reports from credit | Noreporting |

15USC §1681v B ) . - bureau RIS | requirement underthe | - -

| Fair Credit Reporting
At

B E. s Use of NSLs Post-USA PATRIOT Act

y dard for 1ssu1ng an NSL is relevance to an authonzed mvestlgauon to protect
L Iagamst international terrorism or clandcstme mtelhgence activities provxded that such an
. mvestlgatlon ofa United States person is not conducted solely on the basis of activities
o protected by the First Amendment of the Constitution of the United States. (The 1681y
- NSL standard is sllghtly deferent to reﬂect that it applles only to mtemanonal terronsm
- mvestlgatwns ) s el ;

s °The ew:
. the FBI to further its mvestlgatlons

relevance” standard resulted in the mcrease in the number of NSLs 1ssued by . R

i “NSI areused asPrehmmarybulldmgblockofan ‘iﬁvestigetien - hke grand_]u.ry . o




subpoenas and FISA section 215 busincés records orders.

| *NSLs are hm1ted to the descnbed categones of records. If the mformatlon sought falls
- outside of these categories, the FBI must use another mvestlgative tool (e g, grand jury

subpoena or 215 order).

- C. ProceSS'

«A request for an NSL has two paﬂs One is the NSL 1tself and one is thc EC approvmg

issuance of the NSL

- «The cover EC sérves four functions. It documents the predication for the NSL by stating
" why the information sought is relevant to an authorized investigation. It documents the ‘
;‘approval of the NSL by field supemsors It contains information needed to fulfill
Congressional reporting reqmrements for each type of NSL (subject's USP status, type of - -
-~ NSL issued, and the number of phone numbers, email addresses, account numbers or

- individual records being requested in the NSL). Lastly, it transmits the NSL to NSLB for

réporting requirements, to CTD, CD, or Cyber for informational purposes, and, in the

case of personal service, to the requesting squad or dehvermg_ field division vqur,dehvery




_S peclfic and artlculable facts standard

| The pre-US PATRIOT Act standard for the

B relevant to ‘an authorlzed forergn B

"countenntelhge € rnvestlgatlon and that
_{ the FBI: havv “specific and articulable facts
.| that the requested records related to: an agent
o ‘of- a forelgn power ora forelgn power

y , °Put drfferently, the FBI had to have reached a

" defensible position that the. _person was a
| terrorist or spy before the FBI: 00uld gather
the base information it needed to. determme

whether the‘-"‘ €ISon was a terrons?or spay

| '-The standard was unreasonably hrgh An

NSL 1s clearly analogous to.a'grand j ]ury
ich can be issued during a

-crnmnal mvestlgatlon to obtain’ relevant
| information. It'would be anomalous ifit were |
" | easier to obtam these sorts of recordina

i routine cnmmal mvestlgatlon than inan
ERREN '.mvestlgatlo 10 protect the natlonal secunty

: :"Relevance Standard (Sectlon 505)

"The standard for issuing an NSL is relevance
| toan authonzed 1nvest1gat10n— S

i to prote‘ct against i.nteniati’cmdl terrorisrrr; or,
v -c1andestirie hrtellifgence' activitieS'rand I

‘_-provu:led thiat such an mvestlgatlon of a
United States person is not conducted solely

] Amendment of the Constltutlon of the Umted
A States L

on the basis of activities-protected by the First




Approval authorlty could be no lower than
' Deputy Assistant Director -

The authority to sign NSLs has been
»delegated to: -

« the Deputy Dlrector and Executlve Assmtant

"Dlrecter for CT/CI

-A351stant Dn‘ectors in- charge and all DADs
for CT/CI/Cyber (except that CI and Cyber:
ADs and DADs do not have any authority

o with respect to 1681v NSLs);

-General Counsél‘

| *Deputy General Counsel for Natlonal
- Secunty Affairs;

'-A531stant DlrectorsmChaIge mNY DC 1
- “.-‘vfandLA and ' ¥ e

+all SACs (An actmg SAC may not sign an |
NSL) ’ . _




o statutory llmltatlons

~ | §2709, and financial record NSL. statute,

| FCRA, 15 US.C. §1681y, perits
C dlssemmatron to other federal agenciesas d
- | may be necessary for the approval or conduct | mia

_ C. Retention/Disseminatiott of NSL Information:

| *As stated FBI Pohcy pre and post USA

| PATRIOT Act has been to maintain the =~
| information denved from NSLs regardless of
| whether it hirns.out to-be- relevant (for

threat). CTD mandates that all telephone

NSL may be retained and dissemiriated in _
-accordance with general standards set forth in~

| The Attorney General's Guidelines for FBI
“example - FBI determines that atargetis not a

National Secunty Investigation and Forergn

'~ ‘Intelhgence Collection (NSIG).
| information’go into Telephone Applications. - :
- = e -FBIPohcypre anid post USA® PATRIOT Act

has- been to maintain the- information derived

= “from NSLs regardless of whether it turns out.
“fto be relevant (for. example ~FBI determines
‘that a target is not a threat). CTD mandates

| thatall telephone information go mto '
o Telephone Apphcamons

L f°D1ssemmat10n 1s further sub_]ect to specrﬁc

B '-anacy Act regardmg U S.‘Person -
‘}_mformatton ‘ :

* toll record NSL statute, ECPA 18 U S C

RFPA, 12 USC .§3414(2)(5)(B), permrt

'dlssemmatlon 1f per NSIG and mfonnatlon s

clearly relevant to responsrbllmes of recrprent
agency, S ,j,_; -

5 f limited credrt informatiod NSL statute

i of an FCI mvestrgatlon and

'.Drssemmatron is further subject to spec1ﬁc R
»statutory 11m1tat10ns -

; '-anacy Act regardmg U S Person '_
i mformatlon i :

EE toll record NSL statute, ECPA, 18U sc.
| §2709, and financial record NSL statute,

RFPA, 12U.S.C. §3414(a)(5)(B), penmt
dlssemmatton if per NSIG and mformatlon is

.(

-lumted credxt mformatron NSL statute
PN '-:‘ FCRA 15 U S C §1681u penmts

l.'°no Speclm statutory rules for dlssemmatlon “{ *no spe

‘| under full cred1t report NSL statute FCRA '
: 1susc §1681v R SRR

--Informatlon obtamed tbrough the use of an - .




