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April 6, 2004 

iïï) 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18, 
UNITED STATES CODE (U.S.C.), SECTION 2709, NATIONAL 
SECURITY INVESTIGATIONS/FOREIGN INTELLIGENCE 
COLLECTION(X) 

(U| 
Title 18, U.S.C., Section 2709, requires a wire or 

electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Directpr at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI 
pursuant to Section 2709 during the semiannual ¿>eriod of 
July 1, 2003 to December 31, 2003. Requests for information 
pursuant to the certification standard of paragraph 2709(b)(1), 
which may include toll billing records, 

66F-HQ-C1303375 
66F-HQ-A1255972-NSLPHONE 
Mr , 
Mr. 
Ms , 

Gebhardt 
Pistole 
Caproni 

listed first 
Bald 
Szady 
Curran 
Bowman 

EL : bac (11) 
Classifie 
Reason : 
Decías 

NSLB 
SEE 

SC/OGC 

h 6 
blC 

NOTE PAGE 2 

SEKRET 



SECRET 

Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

Page 2 

Alsoreflected are requests limited to subscriber information 
which were made pursuant to the certification standard of 
paragraph 2709(b)(2). 

Two points should be noted for ease in understanding 
the data. First, during a six-month period, more than one 
request for the toll billing records of a single subject may be 
made. Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second, when requesting only subscriber information 
pursuant to paragraph 2709(b)(2), the FBI does not know - and 
may never learn - whether the subscriber was a "United States 
person" as that term is defined in the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection. This fact is noted on the enclosure. 
X 1 
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NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2709, paragraph(e). It provides the number of requests for 
mandatory production oflocal and long distance telephone toll 
billing information, as well assubscriber information, made in 
counterintelligence investigations during the. following 
semiannual period: July 1, 2 003 to December 31, 2003... The 
Attorney General will forward this information to Congress.jD^C 



DITE; 07-03-200? 
CLASSIFIED BY 65179/dah/ksr/cak 
REASOH; 1.4 (c) 
DECLASSIFY 01: 07-03-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

or Organizations Requests 

Third & Fourth 
Quarters - 2003 
I [ 

(S) 
NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) 
bl 

Third k Fourth 
Quarters - 2003 (SI 

NOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not. 
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October 23, 2003 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18, 

(U) UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONALTERRORISMj^f 

(U) Title 18, U.S.C., Section 2709, requires a wire or 
electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI 
pursuant to Section 2709 during the semiannual period of 
January 1, 2003 to June 30, 2003. Requests for information 
pursuant to the certification standard of paragraph 2709(b)(1), 
which may include toll billing records, are listed first. Also 
reflected are requests limited to subscriber information which 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

were made pursuant to the certification standard of paragraph 
2709(b)(2). 

Two points should be noted for ease in understanding 
tlie data. First, during a six-month period, more than one 
recjuest for the toll billing records of a single subject may be 
made. Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. C£$ 

Second, when requesting only subscriber information 
pursuant to paragraph 2709(b)(2), the FBI does not know - and 
ritay never learn - whether the subscriber was a "United States 
perSon" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. This fact is noted on the 
enclosure. 

Should your staff require additional information 
regarding the FBI' s use of this authority, please contact ]j2 

Office of the General Counsel, at 
W 
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NOTE: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2 7 0 9 ,paragraph (e). It provides the number of requests for 
mandatory production of local and long distance telephone toll 
billing information, a s w e l l a s subscriber information, made in 
counterintelli gene e investigati oris during the foil owing 
semiannual period: January 1, 2003 to June 3 0 , 2 0 0 3 , T h e 
Attorney General will forward this information to Congress. 
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D H E ; 07-03-2007 
CLASSIFIED BT 65179/diWksi/cak 
PlâSOI; 1.4 (G) 
DECLASSIFY Ol: 07-03-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 
or Organizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

11. 
First & Second 
Quarters - 2003 

(SI 

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 

MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) bl 
b2 

J r s t & Second 
Quarters - 2003 

JOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not 
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April 6, 2004 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
RECORDS MADE PURSUANT TO TITLE 12, 
UNITED STATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH(a)(5),NATIONAL SECURITY 
INVESTIGATIONS /FOREIGiN COLLECTION T-Sl/ 

Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a)(5)(C) 
of Section 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this paragraph." The attached list contains 
the number of requests for financial records made by the FBI 
under this authority during the semiannual period from 
July 1, 2003 through December 31, 2003. It should be noted 
that a single investigation may recjuire requests for records 
from numerous financial institutions. f^k 
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SECRET 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

The Intelligence Authorization Act For Fiscal Year 2 004 
requests informationabout the "process and standards for 
approving National Security Letters." and a "description of 
issues (if any) concerning the scope ofsuchletters, or 
financial institution compliance with such letters." 

In response to these questions, the FBI has, in general, 
experienced some problems with non-compliance by companies 
seryed with NSLs. There are currently no enforcement 
provisions within the NSL statutes to remedy non-compliance. 
The FBI has experienced non-compliance with requests for e-mail 
records and credit card records. The FBI is aware of at least 
one instance where a bank served with a Right to Financial 
Privacy Act (RFPA) NSL, contrary to the statute, notified its 
customer, the subject of the FBI inquiry, that the FBI had 
requested the records. 

With regard to the problem with compliance by credit card 
companies, the amendment to the RFPA in November 2 003 to 
include the "operator of a credit card system" as a covered 
financial institution was made for the purpose of addressing 
the position of a major credit card company that it did not 
fall within the parameters of the prior definition, namely, an 
"card issuer," inasmuch as it, the company, did not issue 
credit cards but rather banks issued credit cards. Thus, the 
change in the definition was intended to make clear Congress's 
intent to include all major credit card companies within the 
dictates of the RFPA. Nonetheless, since the November 2003 
amendment, an attorney for that credit card company has advised 
the FBI that in his opinion the company still is not covered by 
the statute because the "financial records" deemed protected by 
the RFPA but disseminable pursuant to an NSL are defined as 
records "pertaining to a customer's relationship with the 
financial institution." Per the attorney for the company, 
credit card holders are not its customers, but rather are the 
customers of the bank. Thus, its records are not "financial 
records" protected by the RFPA and accordingly not subject to 
production pursuant to an NSL. The attorney has not confirmed 

SE^ÉT 
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SEC 

Memorandum for the Attorney General Page 3 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

thathis opinion is the official position of the company 
itself;noristhere evidence of non-compliance with NSLs by 
the credit card company.Nonetheless, the FBI would like to 
resolve this issue so that thecompany fully acknowledges its 
obligation to comply with RFPA NSLs. Discussions with the 
attorney for the credit card company are continuing. 

Should your staff require additional information 
regarding the FBI's use of this authority, plf^p rnnt-.art-

Office of the General Counsel, at 
TUT 

Enclosure 

NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 
requests for mandatory production of financial records made in 
counterintelligence investigations during the following 
semiannual period: July 1, 2003 through December 31, 2003. The 
Attorney General will forward this information to Congress. 
(^Iil 
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DATE: 07-03-2007 
CLASSIFIED BY 65179/dm/ksr/cak 
PfiSOI; 1.4 (e) 
DECLASSIFY 01; 07-03-2032 

S^IET 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5) 

THIRD AND FOURTH QUARTERS 20Q3 i^j 

Note:If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

Relating to 
Investigations of 
Non-U.S. Persons 
or Organizations 

ALL IIFOFJaTIOI C0MTMHED 
HEREIH IS DECLASSIFIED EXCEPT 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 

iests 

Relating to 
Investigations of 
U.S. Persons or 
Organizations 

Classified 
Reason 
Declassify On: X N 

39645, AGC/OGC 
• 5(c) 

Total Number of 
Investigations of 
Different U . S . 
Persons or 
Organizations 
Predicating Such 
Requests 

bl 
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October 23, 2003 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
(U) RECORDS MADE PURSUANT TO TITLE 12, 

UNITEDSTATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH(a)(5),FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM 

Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a)(5)(C) 
of Sedtion 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this paragraph." The attached list contains 
the number of requests for financial records made by the FBI 
under this authority during the semiannual period from 
January 1, 2003 through June 30, 2003. It should be noted that 
a single investigation may reqiiire requests for records from 
numerous financial institutions. ( X ) 

1 - 66F-HQ-C1303371 
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S E ^ ^ T 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

Should your staff require additional information 
regarding the FBI's use of this authority, please .conLaci-

\ Office of the General Counsel, at 
m 

b2 
b6 
b7C 

Enclosure 

NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 
requests for mandatory production of financial records made in 
counterintelligence investigations during the following 
\semiannual period: January 1, 2003 through June 30, 2003. The 
Attorney General will forward this information to Congress. 
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SÉ^ÈT 

DITE; 17-03-200? 
CLASSIFIED BY 65173/ÉÉ/ksi/cak 
REASON; 1.4 (c) 
DECLASSIFY 01: 07-03-2032 

(U) 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

MADEPURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5) 

FIRST AND SECOND QUARTERS 2003 W 

Note; If subject's status as altaited States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

! ! ! 

ill 
Relating to 
Investigations of 
Non-U.S. Persons 
or Organizations 

(SI 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating'Such 

lests 

Relating to 
Investigations of 
U.S. Persons or 

anizations 

Total Number of 
Investigations of 
Different U . S . 
Persons or 
Organizations 
Predicating Such 
Requests 

ALL IIF0PMII0I CONTAINED 
ffiPIII IS ^CLASSIFIED EXCEFT 
HI SHOT 
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Reason 
Declassili On 
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.ET 

April 6, 2004 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 
(U) SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 

INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 168lu, FOR 
NATIONAL SECURITYINVESTIGATIONS/FOREIGN 
INTELLIGENCE COLLECTION ( V ) 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. Paragraph (h) 
of Section 1681u requires that, on a semiannual basis, the 
Attorney General "shall fully inform the Permanent Select 
Committee on Intelligence and the Committee on Banking, Finance 
and Urban Affairs of the House of Representatives, and the 
Select Committee on Intelligence and the Committee on Banking, 
Housing and Urban Affairs of the Senate concerning all requests 
made pursuant to subsections (a), (b), and (c)." (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reportingagencies to furnish identifying information about 
consumers, limitedtoname,address, former addresses, places 
of employment, or former places of employment. 

b6 

1 - Mr. Gebhardt 
1 - Mr. Pistole 
1 - Ms. Caproni 

1 - 66F-HQ-C1213150 
1 - 66F-HQ-A1255972-NSLFCRA 

1 - Mr. Bald 
1 - Mr. Szady 
1 - Mr. Curran 
1 - Mr. Bowman 
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^¡ÇRET 
NSL VIO-9581 



Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

The certification standard for obtaining consumer identifying 
information requires relevance to an authorized investigation 
"to protect against international terrorism or clandestine 
intelligence activities." (U) 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures and court orders to compel production 
of consumer information, the FBI has established procedures 
that have been implemented to exercise this authority. (U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 

|Office of the General Counsel, at 
(U) 

Enclosure 

b 2 
b 6 
b7C 

v 

( S i NOTE: This communication is submitted to the Attorney General 
inaccordance with the requirements of Title 15, USC, Section 
16 8lu(h) . It s tates that 
mandatory production of consumer credit 
in support of counterintelligence 
following semiannual period: July 1, 2003 
2003. 

requests for 
information were made 

investigations during the 
through December 31, 

b l 
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SEFFIET 

DATE; 07-03-2007 
CLASSIFIED BT 65179/dih/ksr/cak 
PIA» 1.4 (e) 
DECLASSIFY 01: 07-03-2032 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION, AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 

THIRD AND FOURTH QUARTERS 2 0 0 3 ) d \ 
Note.; I f subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. ) 

18 USC 1681u(a) 
Financial 
Institution 
Information 
USPER/Non-USPER 

18 USC 1681u(b) 
Consumer Identifying 
Information 
IISPER/Nnn-TISPER 

18 USC 1681u(c) 
Court Ordered 
Information 
IISPER/Nnn-TISPER 

Total Number of 18 
USC 1681u Requests 
For Information 
n S P F R / N n n - l J S P E R 

ALL IIF0PÄTI0I CONTAINED 
mm IS IlCLiSSIFIED EXCEPT 

Classi 
Reason: 
Dec 

645.SC/OGC » 
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October 23, 2003 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR 
FOREIGN COUNTERINTELLIGENCE/ INTERNATIONAL TERRORISM 
Cs< 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. Paragraph (h) 
of Section 1681u requires that, on a semiannual basis, the 
Attorney General "shall fully inform the Permanent Select 
Committee on Intelligence and the Committee on Banking, Finance 
and Urban Affairs of the House of Representatives, and the 
Select Committee on Intelligence and the Committee on Banking, 
Housing and Urban Affairs of the Senate concerning all requests 
made pursuant to subsections (a), (b), and (c). " (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumers, limited to name, address, former addresses, places 
of employment, or former places of employment. The 
certification standard for obtaining consumer identifying 
information requires relevance to an authorized investigation 
"to protect against international terrorism or clandestine 
intelligence activities." (U) 

1 - 66F-HQ-C1213150 1 - Mr. Pistole 
1 - 66F-HQ-A1255972-NSLFCRA 1 - Mr. Szady 
1 - Mr. Gebhardt 1 - Mr. Bowman 
1 - Mr. Mefford 
1 - Ms. Caproni 
EL:bac (10) 

(ft) - MÜLB 
1 b6 

b7C 
SEE NOTE PAGE 2 

Classified N^yx 39645, SC/OGC 
Reason / X 1.5(c) 
DeclassifVOn: \X1 
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SECRET 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures and court orders to compel production 
of consumer information, the FBI has established procedures 
that have been implemented to exercise this authority. (U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

Should your staff require additional information 
reaardinrr frt'c use of this authority, please^nmta£^ 
I Office of the General Counsel, at T O : 
Enclosure 

b2 
b6 
b7C 

(S>-

NOTE: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 15 USC, Section bl 
1681u (h) . It states that} Irequests for 
mandatoryproduction of consumer credit information were made 
in support of counterintelligence investigations during the 
following semiannual period: January 1, 2003 through June 30, 
2003. (S) 

b2 

I D D D A V m * C f k , n v TnspecTTorr Training Hrrnuvcu.; CJIS Laboratory Oft.of EEO 
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DATE: 07-03-2007 
CLASSIFIED EY 65179/dih/ksr/cak 
liSH; 1.4 (c) 
DECLASSIFY 01: 07-03-2032 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION, AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 

M FIRST AND SECOND QUARTERS- 2.Q03 W 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. ( ^ 

(S)l 

18 USC 1681u(a) 
Financial 
Institution 
Information 
USPER/Non-USPER 

ALL IIFOPfiTIOI COSTAIUED 
ffiPIII IS ^CLASSIFIED EXCEPT 

18 USC 1681u(b) 
Consumer Identifying 
Information 
USPER/Non-USPER 

18 USC 1681u(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 18 
USC 1681u Requests 
For Information 
USPER/Non-USPER 

Classified b v \ 3 9 ^ 5 , S C / O G C 
Reason: M.Sic) 
Declassify o n y ù k ^ 

bl 
b2 

SEKRE: 

/ 



SECRET 

March 23, 2005 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT.: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS -MADE PURSUANT TO TITLE 18, 
UN I TED STATES CODE (U . S . C . )"", SECT ION 2.7 0 9, FORE IGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM -pS) 

( U) Title 18, U.S.C., Section 2709, requires a wire or 
electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters cr a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI 
pursuant to Section 2709 during the semiannual period of 
July 1, 2004 to December 31, 2004. Requests for information 
pursuant to the certification standard of paragraph 2709(b)(1), 
which may include toll billing records, are listed first. 

1 - 66F-HQ-C1303375-V?/^ 
1 - 66F-HQ-A1255972-NSLPHONE 
1 - Mr. Pistole 

• 1 - Ms. Caproni 
1 - Mr. Bald 

SEE NOTE PAGE 2 
39645,SC/OGC 
1 • 4(c) 
X25-1 

Mr. Szady 
Ms. Thomas 

NSLB 

b6 
b 7 C 

EL:bac 
Classified 
Reason: 
Declassi f. 

SECRET 
' lNJSL V I O - 9 5 8 7 



ET 

Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

Page 2 

(U)' 

(U) 

ID1 """Also-, reflected are requests limited to subscriber information 
which were made pursuant to the certification standard of 
paragraph 2 7 0 9 ( b ) ( 2 ) . ( X 

Two points should be' noted for ease in understanding 
the data. First, during a six-month period, more than one 
request for the toll billing records of a single subject may be 
made. Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second, when requesting only subscriber information 
"pursuant to paragraph 2709(b)(2), the FBI does not know - and 
may,, never learn - whether the subscriber was a "United States 
persbn" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 
enclosure. ''-fi 

Ii n 

( U ) 

This fact is noted on'the 

Should your staff require additional information 
use of this authority, please contact 

Office of the General Counsel, at 

Enclosure 

APPROVED: 

Diraßor 
Dapuiy Direct*. 

ArfmServ. 
CJIS " 
Crén. t,T,._ 
. Cnlr!errof_ 
. Fnansi—. 

<r|V • 
-L2Ï3U, 

Ngfe\s!S&>_ 
OŒOA 
QPOn 
0?R 

b2 
b6 
b7C 

NOTE-: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2709, paragraph "Te-)--.- It provides the number of requests for 
mandatory production -of "local and long distance telephone toll 
billing information, as well as "'subscriber information, made in 
counterintelligence investigations during the following 
semiannual period: July 1, 2004 to December 31", '2-0-0.4.. The 
Attorney General will forward this information to Congress-. 

sÈb^p 
' NSLVIO-9588 



DITE; 07-03-2007 
CLASSIFIED BY 65179/ÉÉ/Ise/CÉ 
PlâSOI; 1.4 (c) 
DECLASSIFY Ol: 07-03-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

or Organizations Requests 

Third & Fourth 
Quarters - 2004 

(SI 
NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) 
b2 

Third & Fourth 
Quarters - 2004 IS) 

x 
NOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not 

hassified SCZOGC 
ReasonS<^ i-4 

issify O K XI 
ALL I I F Q i a m i C O m i K E D 
HEEEIÏ IS UNCLASSIFIED EXCEPT S^RET 

NSL VIO-9589 



November 9, 2 004 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: 

(U) 
SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
-TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18, 
UNITED STATES CODE (U.S.C.) , SECTION 27 09, FOREIGN 
COUNTERINTELLIGENCE/ INTERNATIONAL TERRORISM SsS>-

(U) Title 18, U.S.C., Section 2709, requires a wire or 
electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI 
pursuant to Section 2709 during the semiannual period of 
January 1, 2004 to June 30, 2004. Requests for information 
pursuant to the certification standard of paragraph 2709(b)(1), 
which may include toll billing records, are listed first. 

1 
1 
1 
1 
1 

66F-HQ-C1303375 
66F-HQ-A12 55972-NSLPHONE 
Mr. 
Ms , 
Mr , 

Pistole 
Caproni 
Bald 

EL:bac (IO' 
Classifie 
Reason 
Declassify On 

Mr. Szady 
Ms. Thomas 
Mr. Bowman 

TTSUB 
SEE NOTE PAGE 2 

9645,SC/OGC 
• 5(c! 

b6 
b7C 

on : 

SEb^T 

NSL VIO-9590 

\ 



SECRET 

Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

Page 2 

<U) 

(U) 

( U ) -

Also, reflected are requests limited to subscriber information 
which weremade, pursuant to the certification standard of 
paragraph 2709(b) (2) . £gQ 

Two points should be noted for ease in understanding 
the data. First, during a six-month period, more than one 
request for the toll billing records of a single subject may be 
made.... Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second,- when requesting only subscriber information 
.pursuant to paragraph 2709(b)(2), the FBI does not know - and 
may never learn - whether the subscriber was a "United States 
person" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations . 
enclosure. 

This fact is noted on the 

Should your staff require additional information 

Enclosure 

b 2 
b 6 
b7C 

APPROVED: 

Weder. 
Daputy Director 

Crim.lnv 
Crim. Jus. Inlo. 
Servs.. 

Finance 

. Into. Res. 
Inspection 
. laboratory. _ 
National Sec. 
Personnel 

. I raining 

.CftceofEEO 

. Aftaiis _ 

. Office olPubfci 
_ Cong. Aiiairs _ 

( U ) NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2709, paragraph (e). It provides the number of requests for 
mandatory productionof local and long distance telephone toll 
billing information, as wellassubscriber information, made in 
counterintelligence investigations duringthe following 
semiannual period: January 1, 2 004 to June 30, 2004, The 
Attorney General will forward this information to C o n g r e s s . { 

NSL VIO-9591 



M U ; 07-03-200? 
CLASSIFIED il 65179/dih/kôi/câk 
11581; 1.4 (e) 
DECLASSIFY Ol: 07-03-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

or Organizations Requests 

First & Second 
Quarters - 2004 

( S K 
NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) 

First & Second 
Quarters - 2004 

NOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not 

b2 

ALL IIF0PJÜTI0I COJiTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 

Classi'. 
Reason: 
Declassili oik 

39645, SC/OGC 
1.5(c) 

NSL VIO-9592 



March 23, 2005 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
(U)... RECORDS MADE PURSUANT TO TITLE 12, 

UNITED STATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH (a)(5),NATIONAL SECURITY 
INVESTIGATIONS/FOREIGN COLLECTIONfaff" 

' Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a) (5) (C) 
of Section... 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this "paragraph." The attached list contains 
the number of requests for ...financial records made by the FBI 
under this authority during the semiannual period from 
July 1, 2004 through December 3'1>... 2004 . It should be noted 
that a single investigation may require requests for records 
from numerous financial institutions. """-"fcStJ 

1 - 66F-HQ-C1303371 -/OVft 
1 - 66F-HQ-A1255972-NSLBANK 
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

Mr. Szady 
Ms. Thomas 

NSLB b7C 

EL: bac (9) 
SEE NOTE PAGE 3 

Classified 6^x^3 9 64 5 , SC/OGC 
Reason: / ^ J J i c l 
Declassify on: X>Sc-l 

NSL VIO-9593 



Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

The Intelligence Authorization Act For Fiscal Year 2004 
requests information about the "process and standards for 
approving National SecurityLetters" and a "description of 
issues (if any) concerning the scope of such letters, or 
financial institution compliance with such letters.'' y^) 

In response to these questions, the FBI has, in general, 
experienced some problems with non-compliance by companies 
served with NSLs. There are currently no express enforcement 
provisions within the NSL statutes to remedy non-compliance. 

With regard to compliance by credit card companies, the 
November 2003 amendment to RFPA provided that the "operator of 
a credit card system" is a covered financial institution. This 
•change was intended to make clear that all major credit card 
companies fall within the dictates of the RFPA. Nonetheless, 
since the November 2003 amendment, a major credit card company 
has advised the FBI through counsel, that the company still is 
not covered by the statute because the "financial records" that 
are disseminable pursuant to an NSL are records "pertaining to 
a customer's, relationship with the financial institution." 
According to the company, its customers are the banks not the 
individual credit card holders. The credit card holders, in 
turn, are customers of the bank. In short, its position is 
that its records are, not "financial records" protected by .the 
RFPA and accordingly hot subject to production pursuant to an 
NSL. The FBI is continuing to work with this company to 
resolve this issue in a manner that would result in the company 
complying with RFPA NSLs. ^ 



SECRET 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

( U ) 

Should your staff require additional information 
use of this authority, please coi 

Office of the General Counsel, at 

b2 
b6 
b7C 

Enclosure 

NOTE: This communication is submitted to the Attorney General 
(U) in accordance with the requirements of Title 12, USC, 

\ Section 3414, paragraph (a)(5)(C). It provides the number of 
\ requests for mandatory production of financial records made in 
\ counterintelligence investigations during the following 
\semiannual period: July 1, 2004 through December 31, 2004. The 
Attorney General will forward this information to Congress. 

APPROVED: ^ 
. . C m , inv , v " ' ^ . r D n c î o r CitTeTCi ,rlV ' — 
ÛWftwor Fhaia; ~ "_ ^ ' *h — fraifiiij 

SE^ET 

NSL VIO-9595 



DATE; 07-03-2007 
CLASSIFIED BY 55179/dih/kgr/cak 
FEASOR; 1.4 (c) 
DECLASSIFY 01; 07-03-2032 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

PURSUANT TO TITLE 12, DSC, SECTION 3414, PARAGRAPH (a)(5) 

(U) 

THIRD AND FOURTH QUARTERS 2004 M 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

Relating to 
Investigations of 
Non-U.S. Persons 
or Organizations 

ALL IirOPMTIOl CiiTAIilD 
HEPIIK IS UNCLASSIFIED EXCEPT 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations of 
U.S. Persons or 
Organizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

bl 

¿ I b r r 

NSL VIO-9596 



SECRET 

November 9, 2 004 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
RECORDS MADE PURSUANT TO TITLE 12, 
UNITEDSTATES, CODE (U.S.C.), SECTION 3414, 
PARAGRAPH (a) (5) , NATIONAL.. SECURITY 
INVESTIGATIONS/FOREIGN COLLECTION 

<U) 
Title 12, U.S.C., Section 3414, paragraph (a)(5), 

requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a)(5)(C) 
of Section,. 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence ,.of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this,paragraph." The attached list contains 
the number of requests for financial records made by the FBI 
under this authority during, the semiannual period from 
January 1, 2004 through June 3.0, 2004. It should be noted that 
a single investigation may require requests for records from 
numerous financial institutions, ""fsrf 

1 - 66F-HQ-C1303371 
1 - 66F-HQ-A1255972-NSLBANK 
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

Mr. Szady 
Ms. Thomas 
Mr. Bowman 

WbL/ii 
b6 
b7C 

EL:bac (10) 
SEE NOTE PAGE 3 

NSL VIO-9597 



.ET 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

TheIntelligence Authorization Act For Fiscal Year 2004 
requests informationabout the "process and standards for 
approving National Security Letters..." and a "description of 
issues (if any) concerning the scope of suchletters, or 
financial institution compliance with such letters." 

In response to these questions, the FBI has, in general, 
experienced some problems with non-compliance by companies 
served with NSLs. There are currently no express enforcement 
provisions within the NSL statutes to remedy non-compliance. 
The FBI has experienced non-compliance with requests for e-mail 
records and credit card records. The FBI is aware of at least 
one instance whfe.re a bank served with a Right to Financial 
Privacy Act (RFPA) NSL, contrary to the statute, notified its 
customer, the subject pf the FBI inquiry, that the FBI had 
requested the records. 

(U) With regard to compliance by credit card companies, the 
November 2 0 03 amendment to RFPA provided that the "operator of 
a credit card system" is a covered financial institution. This 
change was intended to make clear that all major credit card 
companies fall within the dictates of the RFPA. Nonetheless, 
since the November 2 003 amendment, a major credit card company 
has advised the FBI through counsel, that the company still is 
not covered by the statute because the "financial records" that 
are disseminable pursuant to an NSL are records "pertaining to 
a customer's relationship with the financial institution." 
According to the company, its customers are the banks not the 
individual credit card holders. The credit card holders, in 
turn, are customers of the bank. In short, its position is 
that its records are not "financial records" protected by the 
RFPA and accordingly not subject to'production pursuant to an 
NSL. The FBI is continuing to work with this company to 

NSL VIO-9598 



ss 

Memorandum for the Attorney General Page 3 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

m- rescive this issue in a manner that would result in the company 
complying with R F P A N S L s . £ § 3 

Should your staff require additional information 
rpnardina the FBI's use of this authority, please contact 

, Office of the General Counsel, at 
HT) 

Enclosure 

b2 
b6 
b7C 

NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 
requests for mandatory production o'f financial records made in 
counterintelligence investigations during the following 
.semiannual period: January 1, 2004 through June 30, 2004. The 
Attorney General will forward this information to Congress. 
M 

APPROVO): ctó 

Wee«* 
Dbwy Director 

Crini. Jus. Info, 
Servs. 

. Wo. fies. _ 
Inspection _ 
Latcratcry 

Persor-e! 

-Training 
-Office ol ££0 
. Affairs 
• Offe of Public J 
- Cor* Affairs 

SECRET 

N S L V I O - 9 5 9 9 



DATE; 07-0342007 
CLASSIFIED BY 65179/Mi/lsr/cÉ 
REASON: 1-4 ! (cj 
DECLASSIFY ft; 07-03-2032 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5) 

FIRST AND SECOND QUARTERS 2Q04 M |TT) 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

Relating to 
>T>( Investigations of 

Non-U.S. Persons •W or Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations of 
U.S. Persons or 
Organizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

ALL IIFOPJttTIOI C O m i K E D 
ffiPIII IS DECLASSIFIED EXCEPT 

bl 

Classified By 
Reason 
Declassify Qtf: XI \ 

AGC/OGC 

SMRET 

NSL V10-9600 



March 23, 2005 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: • DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR 
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumers, limited to name, address, former addresses, places 
of employment, or former places of employment. (U) 

The certification standard for obtaining financial 
institution information and consumer identifying information 
requires relevance to an authorized investigation "to protect 
against international terrorism or clandestine intelligence 
activities." (U) 

1 - 66F-HQ-C1213150-
1 - 66F-HQ-A1255972-NSLFCRA -
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

1 - Mr. Szady 
.1 - M.S. Thomas 
1 -

¿ 9 - NSLB 
b6 
b7C 

EL : bac (9) SEE NOTE PAGE 2 

Classifie 
Reason 
Declassify On 

SC/OGC 

SECRET 

NSL VIO-9601 



SECRET 

Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

Page 2 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures to obtain consumer information 
pursuant to Sections 1681u(a) and (b), the FBI has established 
procedures that have been implemented to exercise this 
authority. (U) 

Paragraph (h) of Section 1681u requires that, on a 
semiannual basis, the Attorney General "shall fully inform the 
Permanent Select Committee on Intelligence and the Committee on 
Banking, Finance and Urban Affairs of the House of 
Representatives, and the Select Committee on Intelligence and 
the Committee on Banking, Housing and Urban Affairs of the 
Senate concerning all requests made pursuant to subsections 
(a) , (b), and (c)." (U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

Should your staff require additional information 
use of this authority, please coi 

Office of the General Counsel, at 
( U ) 

Enclosure APPROVED: 

D ' i t ò t 

Deputy Dream. 
Cren. m«._ 
. Cntoro[_ 
. Fhancô_ . LOj'jlciiZi imF 

h 2 
h 6 
blC 

^yj NOTE : This communication is submitted to the Attorney General fol 
in accordance with the requirements of Title 15, _USC, Section 
1681u(h). It states that- requests for 
mandatory production of consumer credit information were made 
in support of counterintelligence investigations during the 
following semiannual period: July 1, 2004 through 
December 31, 2004. 

sbs^ET 
NSL VIO-9602 



M U : 07-03-2007 
CLASSIFIED BY 65179/ÉÉ/tesr/cÉ 
REASON; 1.4 (c) 
DECLASSIFY 01: 07-03-2032 

NUMBER OE REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION, AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 
(II! 

THIRD AND" FOURTH QUARTERS 2QQ4 - W 

Note-: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. ^ 

(5) 

15 USC 168lu (a) 
Financial 
Institution 
Information 
OSPER/Non-USPER 

ALL IIFOFJttTIOI C O m i K E D 
1 M 1 I IS DECLASSIFIED EXCEPT 

15 USC 168lu(b) 
Consumer Identifying 
Information 
OSPER/Non-USPER 

15 USC 168lu(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 15 
USC 168lu Requests 
For Information 
USPER/Non-USPER 

Classified 
Reason: 
Declassi 

NSL V I 0 9 6 0 3 



November 9,. 2004 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR• 
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM 
X . 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. Paragraph (h) 
of Section 1681u requires that, on a semiannual basis, the 
Attorney General "shall fully inform the Permanent Select 
Committee on Intelligence and the Committee on Banking, Finance 
and Urban Affairs of the House of Representatives, and the 
Select Committee on Intelligence and the Committee on Banking, 
Housing and Urban Affairs of the Senate concerning all requests 
made pursuant to subsections (a), (b), and (c)." (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumers, limited to name, address, former addresses, places 
of employment, or former places of employment. The 
certification standard for obtaining consumer identifying 
information requires relevance to an authorized investigation 
"to protect against international terrorism or clandestine 
intelligence activities." (U) 

1 - 66F-HQ-C1213150 
1 - 66F-HQ-A1255972-NSLFCRA 
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

EL:bac (10) 
Classified-
Reason 

S^X&ET 

1 
1 
1 
1 

Mr. Szady 
Ms . Thomas 
Mr. Bowman 

N^LB 

3 9_64-5-^Sc7oGC 
cL 
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SEE NOTE PAGE 2 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures and court orders to compel production 
of consumer information, the FBI has established procedures 
that have been implemented to exercise this authority." .(U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

(U) 

Should your staff require additional information 
's use of this authority, please r-nrjtarf 
Office of the General Counsel, at 

b2 
b6 
b7C 

Enclosure 

NOTE: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 15. USC. Section 

requests 1681u(h) . It s ta tes that 
i|ejj for mandatory production o T ~ ion were conyumer ^reuit mrormac: 

made in support of counterintelligence investigations during 
the following semiannual period: January 1, 2004 through 
June 30, 2004. (S) 

.bl 
b2 

APPROVED: 

Direct» 
Deputy Director. 

Cffîî. Inv. 
Crim. Jus. Into. 

Servs. 
.Finance 
_ Gen. C O U I K I 

. Into. Res. 
Inspection 

. UtaatOfy _ 
National Sec . . 

A toomel 

.Training 

.Office of E E 0 
_ Affairs _ 
.Office of Public 4 
. Cong. Allaire _ 

SJ&flET 
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M U ; 07-03-2007 
CLASSIFIED BT 55179/dih/ksi/cak 
P U S » 1.4 (e) 
DECLASSIFY Ol: 07-03-2032 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION, AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 

FIRST AND SECOND QUARTERS 2004 ¥ ) 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

IS) 

15 USC 1681u(a 
Financial 
Institution 
Information 
USPER/Non-USPER 

ALL IIFOPÄTIOI CiiTAIffiD 
HEPIII IS ̂ CLASSIFIED EXCEPT 

15 USC 1681u(b) 
Consumer Identifying 
Information 
USPER/Non-USPER 

15 USC 1681u(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 15 
USC 1681u Requests 
For Information 
USPER/Non-USPER 

Classified 
Reason: 
Declassify 

3>6Í5,SC/OGC 
1.5(c) 
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SECRET 

March 23,,2006 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: THE 'DEPUTY ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18, 
UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM (U) 

(U) 
Title 18, U.S.C., Section 2709, requires a wire or 

electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e)- requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI -
pursuant to Section 2709 during the semiannual period of 
July 1, 2005, to December 31, 2005. In order to meet 

1 - 319X-HQ-A1487720-OGC 
1 - 62 F-
1 - Mr. 
1 - Ms . 
1 -'Mr. 
SNS:bac 

HQ-1077231 ' J?^?? 
Pistole Rm. 7142 
Caproni Rm. 7427 
Bald Rm. 7116 

1 -
1 -
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Thomas Rm. 7947 

Mr. 
Ms . 
Ms . 
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Rm. 7176 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

congressional reporting requirements for submission of this 
report to Congress, this report was prepared on February 24, 
2006. The data contained herein is therefore accurate as of 
that date. The final statistics for the two quarters reported 
herein may change slightly, should additional data be 
subsequently reported to the National Security Law Branch/FBI by 
the field offices. Requests for information pursuant to the 
certification standard of paragraph 2709(b)(1), which may 
include toll billing records, are listed first. Also, reflected 
are requests limited to subscriber information which were made 
;jDur,suant to the certification standard of paragraph • 2709 (b) (2). 

Two points should be noted for ease in understanding 
the data. First, during a six-month period, more than one 
request for the toll billing records of a single subject may be 
made>\.Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second, when requesting only subscriber information 
pursuant to paragraph 2709(b)(2), the FBI does not know - and 
may never learn - whether the subscriber was a "United States 
person" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. This fact is noted on the 
enclosure. 

NSL VIO-9608 



Memorandum for the Attorney General Page 3 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

Should your staff require additional information 
RPN^rriinn the FRT1 s use of this authority, please contact 

Office of the General Counsel, at 
( U ) 

Enclosure 

b2 
b6 
b7C 

Î U ) 

NOTE : This communication... is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2709, paragraph (e). It provides the number of requests for 
mandatory production of local and long""'d-i.stance telephone toll 
billing information, as well as subscriber information, made in 
counterintelligence investigations during the i ollowing 
semiannual period: July 1, 2005, to December 31, 2 00"5>--......The 
Attorney General will forward this information to Congress".'"" 

SEKRET 
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ML iwmmim cornue D M I. C7_C3_200? 
SEPIIl IS UHCLASSIFIED EXCEPT CLASSIFIED BY 55179/M/ksi/cak 

1.4 (c) 
DECLASSIFY 01: 07-03-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
"Organizations 

Total Number of 
Investigations of 
Different Non-U.S 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

or Organizations Requests 

Third & Fourth 
Quarters - 2005 

12) 

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) 

Third & Fourth 
Quarters - 2005 (3) \ 

bl 

NOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not. 

Classify1 by: yg6293, DGC/OGC 
Reason: / C ^ L I M 
Dec!assi 
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MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: THE ACTING DEPUTY ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

(U) 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18, 
UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM (U) 

Title 18, U.S.C., Section 2709, requires a wire or 
electronic communication service provider to comply with a 
request for subscriber information, toll billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
report of the number of requests made by the FBI pursuant to 
Section 2709 during the semiannual period 'Of January 1, 2005 to 
June 30, 2005 was submitted on August 30, 2005. However, due to 
a computer programming error that report was incorrect. The 

319X-HQ-A1487720-OGC 1 -
Mr. Pistole.^m "714"2- 1 -
Ms. Caproni ̂  743.7 
Mr. Bald {om 7,,u 

Mr. Bereznay((Z^vN Mc'i 
Mg. Thomas /kw.-rtin 

1 -
1 - "NSLB (lo^'WH* 
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SNS : bac (8) SEE NOTE PAGE 2 b6 
b7C 
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SEJKÇT 

Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

(ü) 

(U) 

attached list contains a corrected reporting of the number of 
requests made by the FBI pursuant to Section 2709 during the 
semiannual period of January 1, 2005 to June 30, 2005. Requests 
for information pursuant to the certification standard of 
paragraph 2709(b)(1), which may include toll billing records, 
are listed first. Also, reflected are requests limited to 
subscriber information which were made pursuant to the 
certification standard of paragraph 2709(b) (2) 

Two points should be noted for ease in understanding 
"the data. First, during a six-month period, more than one 
request for the toll billing records of a single subject may be 
made.'"\Thus, both the number of requests, as well -as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second, when requesting only subscriber information 
pursuant to paragraph 2709(b)(2), the FBI does not know - and 
may never learn - whether the subscriber was a "United States 
person" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 
enclosure. 

This fact is noted on the 

I 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 

~J Office of the General Counsel, at 
•(U 

Enclosure 

b2 
b6 
b7C 

( U ) NOTE: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 18, USC, Section 
2709, paragraph (e) It provides the number of requests for 
mandatory production of local and long distance telephone toll 
billing information, as well as subscriber information, made in 
counterintelligence investigations during the following 
semiannual period: January 1, 2005 to June 30, 20G5 The 
Attorney General will forward this information to Congress. 

SÊTEET 
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ALL IIFllMTIOI CONTAINED DâH: 07-05-2007 
HEREIN IS HCLASSIFIED EXCEPT / CLASSIFIED BY 65179/iÉ/ksr/eak 

• m m : 1.4 (c) 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

or Organizations Requests 

First & Second 
Quarters - 2005 

(Si 

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b)(2) 

First & Second 
Quarters - 2005 (5) 

NOTE: When the FBI requests subscriber information pursuant to the certification of 
Section 2709(b)(2)generally it is not known whether the subscriber is a U.S. person or not 

Classilfkd byy^9645 t SC/QGC 
Reason: 1.4(c 
Declasse 
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RET 

August 31, 2005 

MEMORANDUM FOR THE ATTORNEY GENERAL 

( U ) 

FROM: DIRECTOR, FBI 

SUBJECT-: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE 
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL"RECORDS MADE PURSUANT TO TITLE 18, 
UNITED STATES CODE (U.S.C.),SECTION 2709, FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM 

(U) 
Title 18, U.S.C'., Section 2709, requires a wire or 

electronic communication service provider to comply with a 
request for subscriber information, toll.billing record 
information, or electronic communication transactional records 
in its custody or possession made by the Director of the FBI, or 
the Director's designee in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a Special Agent in 
Charge in a Bureau field office. Subsection 2709(e) requires 
that, on a semiannual basis, the Director of the FBI fully 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives, the Select Committee on Intelligence 
of the Senate, the Committee on the Judiciary of the House of 
Representatives and the Committee on the Judiciary of the 
Senate, concerning all requests made under Section 2709. The 
attached list contains the number of requests made by the FBI 
pursuant to Section 2709 during the semiannual period of 
January 1, 2005 to June -30, 2005. Requests for information 
pursuant to the certifi,cation standard of paragraph 2709(b) (1), 
which may include toll billing records, are listed first. 

66F-HQ-C1303375~ 
66F-HQ-A125597 2-NSLPHONE "JZ'J 
Mr. Pistole 
Ms. Caproni 
Mr. Bald 

- Mr. Szady 
- J U S T H N M 
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b6 
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SNS : bac (9) 
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Dil; 07-05-200? 
CLASSIFIED BT 65179/dah/ksr/cak 
M M - 1.4 (c) 
DECLASSIFY Ol: 07-05-2032 

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION 
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET 

FORTH IN TITLE 18, USC, SECTION 2709(b)(1) 

Relating to 
Investigations 
of Non-U.S. 
Persons or 
Organizations 

Total Number of 
Investigations of 
Different Non-U.S 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations 
of U.S. Persons 
or Organizations Requests 

Total Number'of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 

First & Second 
Quarters - 2005 

(Si 
NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY 
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN 

TITLE 18, USC, SECTION 2709(b) (2) 

First & Second 
Quarters - 2005 (3) 

NOTE: When the FBI requests subscriber information 'pursuant to the certification of 
Section 2709(b)(2), generally it is not known whether the subscriber is a U.S. person or not 

C l a s s e d by: 39645, SC/OGC 
Reason: 1.4 (c 
Declas 

ALL IIFOlttTIQl C0HTAIKED 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Telephone 

Subscriber or Toll Billing Information 

Also', reflected are requests limited to subscriber information 
which were made pursuant to the certification standard of 
paragraph 27 09(b) (2)''. K ) 

Two points should be noted for ease in understanding 
"the data. First, during a six-month period, more than one 
request for the toll billing records of a -single subject may be 
made. ""Thus, both the number of requests, as well as the number 
of different persons or entities to which such requests relate, 
are listed. 

Second, when requesting only subscriber information 
pursuant to paragraph 2709(b)(2), the FBI does not know •- and 
rfta.y never learn - whether the subscriber was a "United States 
person" as that term is defined in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. This fact is noted on the 
enclosure. 

Should your staff require additional information 
regarding the FBJ's use of this authority, please contact 

„Office of the General Counsel, at 
":u) 

to 2 
to 6 
tolC 

Enclosure 

btpaflaB f t — 

Aft&j. 
'rite** faLtanKi \Ĵ qpfi OR. OF Put* & 
jvyuftntadnfyjf tofrtfta Pmofflrf Cot̂ Afe 

NOTE : This communication is submitted to the Attorney General 
-in accordance with the requirements of Title 18, USC, Section 
2709, "paragraph (e) . It provides the number of requests for 
mandatory production of local and long distance telephone toll 
billing information, as well' as subscriber information, made in 
counterintelligence investigations during the following 
semiannual period: January 1, 2005 to June 30, 2005. The 
Attorney General will forward this information to Congress". 

ET 
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L I A 
U.S. Department ^ Justice 

Federal Bureau of Investigation 

SÊgR n 

Office of the Director Washington, D C 20535 

May 8, 2006 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: 

FROM: 

SUBJECT: 

THE DEPUTY ATTORNEY GENERAL 

DI RECTOR, FBI 

CORRECTED SEMIANNUAL REPORT OF REQUESTS FOR 
FINANCIAL RECORDS MADE PURSUANT TO TITLE 12, 
UNITED STATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH (a)(5), NATIONAL SECURITY 
INVESTIGATIONS/FOREIGN COLLECTION (U) 

(U) Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a)(5)(C) 
of Section 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this paragraph." The report of the number of 
requests made by the FBI pursuant to Section 3414 during the 
semiannual period of January 1, 2005, to June 30, 2005, was 
submitted on August 30, 2005. However, due to a computer 
programming error that report was incorrect. The attached list 

^ S S 
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p 

Classifi 
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Memorandum for the Attorney General Page 2 
Re: Corrected Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

Wi-

lli) 

(U), 

contains. a corrected reporting of the number of requests made 
by the FBI pursuant to Section 3414 during the semiannual 
period of January 1, 2-00 5, to June 30, 2005. It should be noted 
that a single investigationmay require requests for records 
from numerous financial institutions. 

The Intelligence Authorization Act For Fiscal Year 2004 
requests a "description of issues (if any) concerning the scope 
of such letters, or financial institution compliance with such 
letters." (U) 

In response to this question, the FBI has, in general, 
experiencedsome problems with noncompliance by companies 
served with NSLs. During the time period covered by this 
reporting, there were no express enforcement provisions within 
the NSL statutes to remedy noncompliance: 

With regard to compliance by credit card companies, the 
November 2003 amendment to the Right to Financial Privacy Act 

\ (RFPA) provided that the "operator of a credit card system" is 
\a covered financial institution. This change was intended to 
make clear that all major credit card companies fall within the 
dictates of the RFPA. Nonetheless, since the November 2003 
amendment, a major credit card company has advised the FBI 
through counsel, that the company still is not covered by the 
statute because the "financial records" that are disseminable 
pursuant to an NSL are records "pertaining to a customer's 
relationship with the financial institution." According to the 
company, its customers are the banks not the individual credit 
card\ holders. The credit card holders, in turn, are customers 
of the bank. In short, its position is that its records are 
not "financial records" protected by the RFPA and accordingly 
not subject to production pursuant to an NSL. The FBI is 
continuing to work with this company to resolve this issue in a 
manner\that would result in the company complying with RFPA 
NSLs. 

S E b ^ 
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Memorandum for the Attorney General Page 3 
Re: Corrected Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 

Office of the General Counsel, at 

Enclosure 

h 2 

b 6 

blC 

(U), 
NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 
requests for mandatory production of financial records made in 
counterintelligence investigations during the following 
•.semiannual period: January 1, 2005 through June 30, 2005. The 
\Attorney General will forward this information to Congress. 
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ALL IIFORMTIOI [OBTAINED 
HEEEDI IS If CLASSIFIED EXCEPT 

SEfRET 

DATE: 07-05-200? 
CLASSIFIED II 65179/dih/fcsi/cak 
REASON: 1.4 (c] 
DECLASSIFY 01: 07-05-2032 

NUMBER OE REQUESTS FOR FINANCIAL RECORDS 

PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a 

,„, FIRS? AND SECOND QUARTERS 2005 

•Note; If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person KM 

(SI 

Relating to 
Investigations of 
Non-U.S. Persons 
or Organizations 

Total Number of 
Investigations of 
Different Non-U.S 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investagations of 
U.S. Persons or 
Oraanizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 
Reauests 

Classified by\/b6293, DGC/OGC 
Reason: / \.4 (c) 
Declassify/on: X - \ 

StoET 
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SECRET 

March 23, 2006 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: THE DEPUTY ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
RECORDS MADE PURSUANT TO TITLE 12, 
UNITED STATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH (a)(5), NATIONAL SECURITY 
INVESTIGATIONS/FOREIGN COLLECTION (U) 

Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a) (5) (C) 
of Section 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence of the House of Representatives, and the SelecJ" 
Committee on Intelligence of the Senate concerning all request 
made pursuant to this paragraph." The attached list contains b7C 
the number of requests for financial records made by the FBI 
under this authority during the semiannual period from 
July 1, 2005 through December 31, 2005. In order to meet 
congressional reporting requirements for submission of this 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

report to Congress, this report was prepared on February 24, 
2006. The data contained herein is therefore accurate as of 
that date. The final statistics for the two quarters reported 
herein may change slightly, should additional data be 
subsequently reported to the National Security Law Branch/FBI 
by the field offices. It should be noted that a single 
investigation may require requests for records from numerous 
financial institutions. (U) 

The Intelligence Authorization Act For Fiscal Year 2004 
requests information about the."process and standards for 
approving National Security Letters" and a "description of 
issues (if any) concerning the scope of such letters, or 
financial institution compliance with such letters." (U) 

In response to these questions, the FBI has, in general, 
experienced some problems with noncompliance by companies 
served with NSLs. During the time period covered by this 
reporting, there were no express enforcement provisions within 
the NSL statutes to remedy noncompliance. (U) 

With regard to compliance by credit card companies, the 
November 2003 amendment to the Right to Financial Privacy Act 
(RFPA) provided that the "operator of a credit card system" is 

., a covered financial institution. This change was intended to 
'make clear that all major credit card companies fall within the 
dictates of the RFPA. Nonetheless, since the November 2003 
amendment, a major credit- card company has advised the FBI • 
through counsel, that the company still is not covered by the 
statute because the "financial records" that are disseminable 
pursuant to an NSL are records "pertaining to a customer's 
relationship with the financial institution." According to the 
company, its customers are the banks not the individual credit 
card\holders. The credit card holders, in turn, are customers 
of the bank. In short, its position is that its records are 
not "financial records" protected by the RFPA and accordingly 
not subject to production pursuant to an NSL. The FBI is 
continuing to work with this company to resolve this issue in a 
manner that would result in the company complying with'-RFPA 
NSLs. (^ 
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Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

Paqe 3 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 

Office of the General Counsel, at 
(U ) 

Enclosure 

b2 
b6 
b7C 

NOTE : This communication is submitted to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 

\ requests for mandatory production of financial records made in 
\ counterintelligence investigations during the following 
\semiannual period: July 1, 2005 through December 31, 2005. The 
Attorney General will forward this information to Congress. 

Crim,lrrv_ 
m . . Labcr̂ ory 

. National Sec. 

.OPR 
Personnel 

Ori oi h,.„ 
. Cong. Aris.. 

SECAET 
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DATE: 07-05-200? 
CLASSIFIED BY 65179/dih/ksr/cak 
RElSil: 1.4 (c) 
DECLASSIFY 01: 07-05-2032 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5) 

"THIRD AND FOURTH QUARTERS 2005 

•Note-: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a UTS'. person-, 

Relating to 
Investigations of 
Non-U".S. Persons 
or Organizations 

Total Number of 
Investigations of 
Different Non-U.S 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations of 
U.S. Persons or 
Organizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

ALL lirOPJIATIOI CONTAINED 
HEREIN IS DECLASSIFIED EXCEPT Classified h/: A6293, DGC/OGC 

Reason: X 1.4(c) 
Declassify/n: \-l 

bl 
b2 

seMET 
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August 31, 2005 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
RECORDS MADE PURSUANT TO TITLE 12, 
UNITED STATES CODE (U.S.C.), SECTION 3414, 
PARAGRAPH (a) (5) , NATIONAL SECURITY 
INVESTIGATIONS/FOREIGN COLLECTION (-V) 

Title 12, U.S.C., Section 3414, paragraph (a)(5), 
requires financial institutions to comply with a request for a 
customer's or entity's financial records. Paragraph (a)(5)(C) 
of Section 3414 requires that, on a semiannual basis, the 
Attorney General "shall inform the Permanent Select Committee 
on Intelligence,..of the House of Representatives, and the Select 
Committee on Intelligence of the Senate concerning all requests 
made pursuant to this,, paragraph. " The attached list contains 
the number of requests "for financial records made by the FBI 
under this authority during,, the semiannual period from 
January 1, 2005 through Junex3„0, 2005. It should be noted that 
a single investigation may require ^re.quests for records from 
numerous financial institutions. 

1 - 66F-HQ-C1303371 " / 
1 - 66F-HQ-A1255972-NSLBANK 
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

Mr. Szady 
Ms. Thoma 

- NSLB/J0 b6 
b7C 

SNS : bac (9) 

Classifie 
Reason : 
Declassi 

3&Ú4 5 , 
1.4(c) 

SEE NOTE PAGE 3 
SC/OGC 

NSL VIO-9625 
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(U) 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

The Intelligence Authorization Act For Fiscal Year 2004 
requests information about ""the "process and standards for 
approving National Security Letters'" and a "description of 
issues (if any) concerning the scope of such letters, or 
financial institution compliance with such letters."' 0§3 

In response to these questions, the FBI has, in general, 
experienced some problems with non-compliance by companies 
.served with NSLs. There are currently no express enforcement 
'•provisions within the NSL statutes to remedy non-compliance. 

With regard to compliance by credit card companies, the 
November 2003 amendment to RFPA provided that the "operator of 
'a credit card system" is a covered financial institution. This 
change was intended to make clear that all major credit card 
companies fall within the dictates of the RFPA. Nonetheless, 
since'Vthe November 2003 amendment, a major credit card company 
has advised the FBI through counsel, that the company still is 
not covered by the statute because the "financial records" that 
are disseminable pursuant to an NSL are records "pertaining to 
a customer'sxrelationship with the financial institution." 
According to the company, its customers are the banks not the 
individual credit card holders. The credit card holders, in 
turn, are customers of the bank. In short, its position is 
that its records are, not "financial records" protected by thev 
RFPA and accordingly not subject to production pursuant to an 
NSL. The FBI is continuing to work with this company to 
resolve this issue in a manner that would result in the company 
.complying with RFPA NSLs. ^ f 

SE^ft^T 
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Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Financial 

Records Made Pursuant to Title 12 

Page 3 

Should your staff require additional information 
rpharriinn the FRT's use of this authority, please contact 

J Office of the General Counsel, at 
( U ) 

Enclosure 

b2 
b6 
b7C 

Dbwtor 
Ĵ Oiredô afllBiaRê  

Critn. Inv. Inspection 
CJ1S Laboratory_ 
Finance ,, National Sec. 
Gen.CounseL?__OPR 

. P e r s o n n e L 

Training 
.Ofl.ofEEO 
Affairs 

. On', of Public & 

. Cong. Affs. 

NOTE: This communication is submitted 'to the Attorney General 
in accordance with the requirements of Title 12, USC, 
Section 3414, paragraph (a)(5)(C). It provides the number of 
requests for mandatory production of financial records made in 
counterintelligence investigations during the following 
\semiannual period: January 1, 2005 through June 30, 2005. The 
Attorney General will forward this information to Congress. 
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DATE; 07-05-200? 
CLASSIFIED El 55179/dih/ksr/cak 

S^RET L 4 (c) DECLASSIFY 01: 07-05-2032 

NUMBER OF REQUESTS FOR FINANCIAL RECORDS 

M -MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5) 

FIRST AND SECOND QUARTERS 2005 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person". 

Relating to 
Investigations of 
Non-U.S. Persons 
or Organizations 

Total Number of 
Investigations of 
Different Non-U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

Relating to 
Investigations of 
U.S. Persons or 
Organizations 

Total Number of 
Investigations of 
Different U.S. 
Persons or 
Organizations 
Predicating Such 
Requests 

ALL IirOPJttTIOI COITililD 
ffiPIII IS tfCLiSSIFIID EXCEPT bl 

NSL VIO-9628 



ET 

March 23, 2006 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: THE DEPUTY ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR 
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM 
( U ) 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumers, limited to name, address, former addresses, places 
of employment, or former places of employment. (U) 

1 - 319X-HQ-A1487720-OGC - c Z / / 
1 - 62F-HQ-1077231 - 1 - Mr. Bereznay Rm. 4012 
1 - Mr. Pistole Rm. 7142 1 - Ms. Thomas Rm. 7947 
1 - Ms. Caproni Rm. 7427 
1 - Mr. Bald Rm. 7116 
SNS : bac (8) 

SEE NOTE PAGE 3 b6 
b7C 
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Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

The certification standard for obtaining financial 
institution information and consumer identifying information 
requires relevance to an authorized investigation "to protect 
against international terrorism or clandestine intelligence 
activities." (U) 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures to obtain consumer information 
pursuant to Sections 1681u(a) and (b), the FBI has established 
procedures that have been implemented to exercise this 
authority. • (U) 

Paragraph (h) of Section 1681u requires that, on a 
semiannual basis, the Attorney General "shall fully inform the 
Permanent Select Committee on Intelligence and the Committee on 
Banking, Finance and Urban Affairs of the House of 
Representatives, and the Select Committee on Intelligence and 
the Committee on Banking, Housing and Urban Affairs of the 
Senate concerning all requests made pursuant to subsections 
(a) , (b) , and (c) ." (U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. In order to meet 
requirements for submission of this report to Congress, this 
report was prepared on February 24, 2006. The data contained 
herein is therefore accurate as of that date. The final 
statistics for the two quarters reported herein may change 
slightly, should additional data be subsequently reported to 
the National Security Law Branch/FBI by the field offices. (U) 

SEC^T 
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Memorandum for the Attorney General 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

Page 3 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 

I Office of the General Counsel, at 
( U ) 

h 2 

h 6 

b l C 

Enclosure 

(S) "NOTE;- This communication is submitted to the Attorney General 
in accordance with the requirements of Title 15, USC, Section 
1681u(h). It states 'Thatf Requests for 
mandatory production of consumer credit miormation were made 
in support of counterintelligence investigations during the 
following semiannual period: July 1, 2005 through 
December 31, 2005. 

(U) 

bl 
b2 
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All IIFQBHATIQI COlJTilHED 
HERETO IS UNCLASSIFIED EXCEPT 

SÊSKET 

DATE: 07-05-2007 
CLASSIFIED BY Ê5I79/ÈÉ/I3E/CÉ 
PMI01; 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION, AND 

CONSUMER CREDIT REPORTS 

...PURSUANT TO TITLE 15, USC, SECTION 1601u 

THIRD AND FOURTH QUARTERS 2005 X ) 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person-. -t^k 

15 USC 168lu(a) 
Financial 
Institution 
Information 
USPER/Non-USPER 

15 USC 168lu(b) 
Consumer Identifying 
Information 
USPER/Non-USPER 

15 USC 168lu(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 15 
USC 168lu Requests 
For Information 
USPER/Non-USPER 

Classified 
Reason: 
Decla 

$3, DGÇ/OGC 

AT 

b1 

NSL VIO-9632 



U.S . Department Justice 

Federa l Bu reau of Invest igat ion 

SECRET 

Off ice of the Director Washington. D C 20535 

March 17, 2006 c o 

MEMORANDUM FOR THE ATTORNEY GENERAL • -> 

THROUGH: ' 

FROM: 

SUBJECT: 

THE ACTING DEPUTY ATTORNEY GENERAL 

DIRECTOR, FBI p 7 

< ~ 7 I 1 
" J 

'rn 

rn 

CORRECTED SEMIANNUAL REPORT OF REQUESTS FOR 
FINANCIAL INSTITUTION AND CONSUMER IDENTIFYING 
INFORMATION, AND CONSUMER CREDIT REPORTS, PURSUANT 
TO TITLE 15, UNITED STATES CODE (U.S.C.) SECTION 
168lu, FOR FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL 
TERRORISM (U) 

Title 15, U.S.C. , Section 1681u(a) requires consumer 
reporting agencies to comply with a request by the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumers, limited to name, address, former addresses, places 
of employment, or former places of employment. (U) 

UNCLASS 
DETACHED 
CLASSI 

WHEN 

OSURE 

* 

Classifie 
Reason 
Declassify On 
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SECRET 

Memorandum for the Attorney General Page 2 
Re: Corrected Semiannual Report of Requests for Consumer 
Credit Information Made Pursuant to Title 15, USC, 1681u 

The certification standard for obtaining financial 
institution information and consumer identifying information 
requires relevance to an authorized investigation "to protect 
against international terrorism or clandestine intelligence 
activities." (U) 

The report of the number of requests made by the FBI 
pursuant to Section 1681u(a) and (b) during the semiannual 
period of January 1, 2005, to June 30, 2005, was submitted on 
August 30, 2005. However, due to a computer programming error 
that report was incorrect. The attached list contains a' 
corrected reporting of the number of requests made by the FBI 
pursuant to Section 1681u(a) and (b) during the semiannual 
period of January 1, 2005 to June 30, 2005. (U) 

Title 15, U.S.C., Section 168lu(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. The August 30, 2005 
reporting of section 1681u(c) was correct, therefore there is 
no change to this reporting. (U) 

Since receiving authorization to use the 
certification procedures to obtain consumer information 
pursuant to Sections 1681u(a) and (b), the FBI has established 
procedures that have been implemented to exercise this 
authority. (U) 

Paragraph (h) of Section 1681u requires that, on a 
semiannual basis, the Attorney General "shall fully inform the 
Permanent Select Committee on Intelligence and the Committee on 
Banking, Finance and Urban Affairs of the House of 
Representatives, and the Select Committee on Intelligence and 
the Committee on Banking, Housing and Urban Affairs of the 
Senate concerning all requests made pursuant to subsections 
(a) , (b) , and (c) . " (U) 

SECR^ 
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SE^ET 

Memorandum for the Attorney General Page 3 
Re: Corrected Semiannual Report of Requests for Consumer 
Credit Information Made Pursuant to Title 15, USC, 1681u 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

Should your staff require additional information 
regarding the FBI's use of this authority, please contact 
L •_[ Office of the General Counsel, at b2 

\ (U) 

Enclosure b7C 

ĈjJ MQTE: This communication is submitted to the Attorney General 
in accordance with the requirements of Title 15, USC, Section 
1681u(h). It states that requests for 
mandatory production of cóhèumer Cfèdlt inrói'mation were made 
in support of counterintelligence investigations during the 
following semiannual period: January 1, 2005 through 
June 30, 2005. (V) 
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ALL IIFOMfflQl C O m i K E D 
HEPZIR IS UCLI5SIFIS5 EXCEPT m a i : 07-05-200? 
M P I S H I 0THER11SE CLASSIFIED BT 65179/dah/ksr/cak 

REiSOI; 1 . 4 (c) 
DECLASSIFY 01: 07-05-2032 . 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING ̂ INFORMATION, AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 

FIRST AND SECOND QUARTERS- 2005 --(V 
(II! -

Noté: - H subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person-— 

15 USC 168lu(a) 
Financial 
Institution 
Information 
USPER/Non-USPER 

15 USC 168lu(b) 
Consumer Identifying 
Information 
USPER/Non-USPER 

15 USC 1681u(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 15 
USC 1681u Requests 
For Information 
USPER/Non-USPER 

Classified by: 
Reason-: 
Declassify a 

bl 
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S^RET 

August 31, 2005 foipa # 1073946 

MEMORANDUM FOR THE ATTORNEY GENERAL 

FROM: DIRECTOR, FBI 

"SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL 
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION, 
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15, 
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR 
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM (X 

Title 15, U.S.C., Section 1681u(a) requires consumer 
reporting agencies to comply with a request by'the FBI for the 
names and addresses of all financial institutions at which a 
consumer maintains or has maintained an account. (U) 

Title 15, U.S.C., Section 1681u(b) requires consumer 
reporting agencies to furnish identifying information about 
consumérs, limited to name, address, former addresses, places 
of employment, or former places of employment. (U) 

The certification standard for obtaining financial 
institution information and consumer identifying information 
requires relevance to an authorized investigation "to protect 
against international terrorism or clandestine intelligence 
activities." (U) 

1 - 66F-HQ-C1303371-
1 - 66F-HQ-A1255972-NSLBANK "<¿7 
1 - Mr. Pistole 
1 - Ms. Caproni 
1 - Mr. Bald 

1 
1 

K 

Mr. Szady 
Ms. Thomas 

NSLB DP 
b6 
b7C 

SNS : bac (9) 

Classified By"? 
Reason 
Declassify 

SEE NOTE PAGE 3 
"A 5, SC/OGC 
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SEj&ET 

Memorandum for the Attorney General Page 2 
Re: Semiannual Report of Requests for Consumer Credit 

Information Made Pursuant to Title 15, USC, 1681u 

Title 15, U.S.C., Section 1681u(c) requires consumer 
reporting agencies to comply with an ex parte court order to 
provide the FBI with a consumer credit report. The current 
standard for obtaining court-ordered credit reports is the same 
"relevance" standard required for NSLs. (U) 

Since receiving authorization to use the 
certification procedures to obtain consumer information 
pursuant to Sections 1681u(a) and (b), the FBI has established 
procedures that have been implemented to exercise this 
authority. (U) 

Paragraph (h) of Section 1681u requires that, on a 
semiannual basis, the Attorney General "shall fully inform the 
Permanent Select Committee on Intelligence and the Committee on 
Banking, Finance and Urban Affairs of the House of 
Representatives, and the Select Committee on Intelligence and 
the Committee on Banking, Housing and Urban Affairs of the 
Senate concerning all requests made pursuant to subsection's 
(a) , (b) , and (c) . " (U) 

The attached list indicates FBI use of this authority 
during the most recent semi-annual period. (U) 

( S Î 

Should your staff require additional information 
r-pnarH-inn t~hp FRT'g use of this authority, please contact 

Office of the General Counsel, at 
(U) 

Enclosure MfliftflL-
U S L 

.tepecOofl. 

.labomofy. 
, t a w s .—»atadS«^ 

ntahf^ny toifrmnwlMC^nffi 
.Deptftr Info. Res, 

TreWfiflL-
OH.ofEKI 

. Affolrç 

.PerwnneL 
.Off. of Public & 
. Cong. Affs. 

NOTE : This communication is submitted to the Attorney General 
'"'in- accordance with the requirements of Title 15, USC. Section 
1681u(h). It state's tha-l| requests 
for mandatory production of consumer credit information were 
made in support of counterintelligence investigations during 
the following semiannual period: January 1, 2005 through 
June 30, 2005. 
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AIL IIF0PIAT10I COmil© 
mmill 13 UNCLASSIFIED EXCEPT 

DITE; 07-05-2007 
CMSSIFIEB BY 65179/ÉÉ/ISE/CÉ 
PMS01; 1.4 (c) 
DECLASSIFY Ol: 07-05-2032 

SECRET 

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND 

CONSUMER IDENTIFYING INFORMATION,: AND 

CONSUMER CREDIT REPORTS 

MADE PURSUANT TO TITLE 15, USC, SECTION 1681u 

FIRST AND SECOND QUARTERS'2005 $ 

Note: If subject's status as a United States (U.S.) person is unknown, subject is 
presumed to be a U.S. person. 

15 USC 168lu(a) 
Financial 
Institution 
Information 
USPER/Non-USPER 

15 USC 168lu(b) 
Consumer Identifying 
Information 
USPER/Non-USPER 

15 USC 168lu(c) 
Court Ordered 
Information 
USPER/Non-USPER 

Total Number of 15 
USC 1681u Requests 
For Information 
USPER/Non-USPER 

Classified 
Reason: 
Declassify 

39645,SC/OGC 
4(cl bl 
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