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foipa # 1073946

April 6, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM:

SUBJECT:

DIRECTOR, FBI

SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
UNITED STATES CODE (U.S.C.), SECTION 2709, NATIONAL

ESTIGATIONS/FOREIGN INTELLIGENCE

Title 18, U.S.C., Section 2709, requires a wire or

electronic communication service provider to comply with a

request for subscriber information, toll billing record
information,
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in
Charge in a BurealU field office. Subsection 2709 (e) requires
that, on a semiannual basis, the Director of the FBI fully
inform the Permanent Select Committee on Intelligence of the
House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on“the Judiciary of the
Senate, concerning all requests made under Section 2709. The
attached list contains the number of requests made by the FBI
pursuant to Section 2709 during the semiannual period of

July 1,

or electronic communication transactional records

2003 to December 31, 2003. Requests for information
pursuant to the certification standard of paragraph 2709(b) (1),

which may include toll billing records, are listed first. &

1 - 66F-HQ-C1303375 1l - Mr. Bald

1 - 66F-HQ-A1255972-NSLPHONE -2 1 - Mr. Szady

1 - Mr. Gebhardt 1 - Mr. Curran

1l - Mr. Pistole 1 - Mr. Bowman

1 - Ms. Caproni 1 | b6
@— NSLE p7C

EL:bac (11) SEE NOTE PAGE 2

Classifie 38645, SC/0GC
Reason 1.5({c

.. NSLVIO-9568 .. . . . . .-
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Telephone
Subscriber or Teoll Billing Information

Also. reflected are requests limited to subscriber information
which were made pursuant to the certification standard of
paragraph 2709 (b) (2): uﬁﬁ

Two points should be noted for ease in understanding

" the data. First, during a six-month period, more than one

request for the toll billing records of a 51ngle subject may be
made. ' Thus, both the number of requests, as well as the number

of different persons or entities to which such regquests relate,
are listed. '%B(

Second, when requesting only subscriber information
pursuant to paragraph 2709(b) {2), the FBI does not know - and
may never learn - whether the subscriber was a "United States
person”" as that term is defined in the Attorney General's

v Guidelines for FBI National Security Tnvestigations and Foreign

Intelligence Collection. This fact is noted on the enclosure.

Should your staff reguire additional information
regarding the FBI's use of this authority, please cantact

, Office of the General Counsel, at b%
l's)

1%

h7C

Enclosure

~.NOTE: This communication is submitted to the Attorney General

in accordance with the requirements of Title 18, USC, Section
2709, paragraph -{e). It provides the number of requests for
mandatory production of - local and long distance telephone toll
billing information, as well asg subscriber information, made in
counterintelligence investigations during the follow1ng
semiannual period: July 1, 2003 to December 31 2003.  The
Attorney General will forward this information to Congréééx~wjﬁd:




| SEKRET DATE: 07-03-2007
|

CLASSIFIED BY 5517%/duh/kar oak
- HERGIN: 1.4 (o)
| DECLASAIFY TW: 07-03-2032

Ei NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
n TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET
’ FORTH_IN TITLE 18, USC, SECTION 2709(b} (1)

: Total Number of Total Number of
] Investigations of Investigations of
K Relating to Different Non-U.S. Different U.S.
g Investigations Persons or Relating to Persons or
of Non-U.S. Organizations Investigations Organizations
Persons or Predicating Such of U.S. Persons  Predicating Such o
Qrqanizations Requests , or Organizations Requests i
I
Third & Fourth
Quarters - 2003 | ¥ X X W
| o
I
Rt
I NUMBER OF REQUESTS FQR SUBSCRIBER INFORMATION ONLY
' MADE PURSUANT TO THE CERTIFICATION SET FORTH IN b1
| TITLE 18, USC, SECTION 2709(b)(2) h?
Third & Fourth s “
Quarters - 2003 ( ) I}Q

NOTE: When the FBI requests subscriber information pursuant to the certification of
Section 2709{b} {2}, generally it is not known whether the subscriber is a U.S. person or net, %
. {

!
ALL THFCRMATICN CONTAINED
HEREIN 13 UNCLASSIFIEL EXCEPT
VHERE SEQVE OTHESWISE

i

NSL VI0-9570



October 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,

e .. UNITED STATES CODE (U.S.C.), SECTION 2708, FOREIGN

) Title 18, U.S.C., Section 2709, requires a wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing record
information, or electronic communication transactional records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office. Subsection 2709(e) reguires
that, on a semiannual basis, the Directecr of the FBI fully
inform the Permanent Select Committee on Intelligence of the
House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the
Senate, concerning all requests made under Section 2709. The
attached list contains the number of requests made by the FBI
pursuant to Section 2709 during the semiannual period of
January 1, 2003 to June 30, 2003. Requests for information
pursuant to the certification standard of paragraph 2709(b) (1),
which may include toll billing records, are listed first. Also
reflected are requests limited to subscriber information which

1 - 66F~-HQ-C1303375 1 - Mr. Pistole

1 - 66F-HQ-A1255972-NSLPHONE - 35 1 - Mr. Szady

1 - Mr. Gebhardt 1 - Mr. Bowman o

1 - Mr. Mefford -1 | b6_
1 - Ms. Caproni (f)— NSLB LiC
EL:bac (10) SEE NOTE PAGE 2

Classified by
Reason:
Declas

645, SC/0OGC
5{c
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

o

wéfé“madempursuant to the certification standard of paragraph
2709 (b) (2) . {X)

Two points should be noted for ease in understanding
““the data. First, during a six-month period, more than one
request for the toll billing records of a single subject may be
made. “Thus, both the number of requests, as well as the number
of different persons or entities to which such requests relate,
are listed. {&

. Second, when requesting only subscriber information
- pursuant to paragraph 2709(b) (2), the FBI does not know - and
may never learn - whether the subscriber was a "United States
person® as that term is defined in the Attorney General
Guidelines for FBI Forei Intelligence Collection and Foreian
Counterintelligence Investigations. This fact is noted on the
enclosure. (&

Should your staff require additional information

regarding the FBI's use of this authority, please contact
| | Office of the General Counsel, atI |
| | (U)

Enclosure

Affairs,
Off. of Public &

Cong. Affs_______ ﬁﬁ'ﬁﬂ}

NOTE: This communication is submitted to the Attorney General

Dkector@ﬂ\v_*_“
.Deputy Director

ithm_in accordance with the requirements of Title 18, USC, Section

'2709,.. paragraph (e). It provides the number of reguests for
mandatory production of local and long distance telephone toll
billing information, as well. as subscriber information, made in
counterintelligence investigations during the following
semiannual period: January 1, 2003 to June 30, 2003. The
Attorney General will forward this information to CongrééSt“~}XQ
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SENET DATE: 97-03-2007
CLASSTFIED BY 65175/ dahkar/cak

' FEASDN: 1.4 (¢}
i DERLASITFY OM: 07-03-2032

' NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
'. TRANSACTIONAL RECORDS MADE PURSUANT TOQ THE CERTIFICATION SET
i FORTH IN TITLE 18, USC, SECTION 2709 (b} (1)

Total Number of Total Number of
. Investigations of Investigations of
.| Relating to Different Non-U.S. Different U.S,
't,{ Investigations  Persons or Relating to Persons or
| of Non-U.S. Organizations Investigations Organizations
! Persons or Predicating Such of U.S. Persons  Predicating Such %
} Organizations Requests or Organizations Requests o

élF;:irst & Second

Quarters - 200% o AN 7( ~ X

t

l =
]

;1 NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY

N MADE PURSUANT T0 THE CERTIFICATION SET FORTH IN .
| TITLE 18, USC, SECTION 2709(b) (2} bi
First & Second

Quartbrs - 2003 (5)“‘“‘ ] %

NOTE When the FBI requests subscriber information pursuant to the certification of

SECthH 2709(b) {2), generally it is not known whether the subscriber is a U.S. person or not. Wg
I

| Clas¥ni] 39645, SC/0GC
P Reason: 1.5(c)

ALL INFCRIATION DONTATED Deg
HEPETY 15 UBCLASSIFIEL EXCEFT F,bﬁ
THERE $HONT; JTEERMISE SERQET

NSL VI0-9573
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April 6, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
RECORDS MADE PURSUANT TO TITLE 12,

- UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a)(5),. NATIONAL SECURITY

Title 12, U.S8.C., Section 3414, paragraph (a) (5},

requlres financial 1nst1tutlons to comply with a request for a

customer’s or entity’s financial records. Paragraph (a) (5) (C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligenceé of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all reguests
made pursuant to this paragraph." The attached list contains
the number of requests for financial records made by the FBI
under this authority during the semiannual period from

July 1, 2003 through December 31, 2003. It should be noted
that a single investigation may require reguests for records

from numerous financial institutions.“wt&{

1 -~ 66F-HQ-C1303371 1l - Mr. Bald

1l - 66F-HQ-A1255872-NSLBANK 1 - Mr. Szady

1 - Mr. Gebhardt : 1 - Mr. Curran

1 - Mr. Pistole 1 - Mr. Bowman

1 - Ms. Caproni 1 |

Cj?- NSLB

EL:bac (11)
SEE NOTE PAGE 3

Classifie
Reason:
Declassity on:

39645, SC/OGC
1.5(c)

NSL VIO-9574 o
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

i/

.

" "The.Intelligence Authorization Act For Fiscal Year 2004
requests information about the "process and standards for
approving National SecuritY"Lettersﬂuand a "description of
issues (if any) concerning the scope Of“SUChuletterS, or
financial institution compliance with such letters."

In response to these questions, the FBI has, in general,

 experienced some problems with non-compliance by companies

)

served with NSLs. There are currently no enforcement
provisions within the NSL statutes to remedy non-compliance.
The FBI has experienced non-compliance with requests for e-mail
records and credit card records. The FBI is aware of at least
one instance where a bank served with a Right to Financial
Privacy Act (RFPA}. NSL, contrary to the statute, notified its
customer, the subject.- of the FBI inquiry, that the FBI had
regquested the records.”nga

With regard to the problem with compliance by credit card
companies, the amendment to the RFPA in November 2003 to
include the "operator of a credit card system” as a covered
financial institution was made for the purpose of addressing
the position of a major credit card company that it did not
fall within the parameters of the prior definition, namely, an
"card issuer," inasmuch as it, the company, did not issue
credit cards but rather banks issued credit cards. Thus, the
change in the definition was intended to make clear Congress's
intent to include all major credit card companies within the
dictates of the RFPA. DNonetheless, since the November 2003
amendment, an attorney for that credit card company has advised
the FBI that in his opinion the company still is not covered by
the statute because the "financial records” deemed protected by
the RFPA but disseminable pursuant to an NSL are defined as
records "pertaining to a customer's relationship with the
financial institution." Per the attorney for the company,
credit card holders are not its customers, but rather are the
customers of the bank. Thus, its records are not "financial
records" protected by the RFPA and accordingly not subject to
production pursuant to an NSL. The attorney has not confirmed
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Memorandum for the Attorney General

Re:

Records Made Pursuant to Title 12

Semiannual Report of Requests for Financial

Page 3

~that his opinion is the official position of the company

itselff“ﬁorwismphere evidence of non-compliance with NSLs by
the credit card company.. Nonetheless, the FBI would like to

resolve this issue so that thé”companymfully acknowledges its
obligation to comply with RFPA NSLs.

attorney for the credit card company are continuing. -

Discussions with the

Should your staff require additional information
contact

(S

Enclosure

NOTE :

semiannual period: July 1, 2003 through December 31,

regarding the FBI's use of this authority, plea
| Office of the General Counsel, at

This communication is submitted to the Attorney General
in accordance with the reguirements of Title 12, USC,
Section 3414, paragraph

(a) (5) (C).

It provides the number of
requests for mandatory production of financial records made in

counterintelligence investigations during the following

2003. The

Attorney General will forward this information to Congress.
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[ATE: 27-03-2007
) CLASSIFIED BV 05179/ dnh/kar/oak

| ' REASON: 1.4 ici
: i DECLASSIFY ol 07-03-2032

2 3§XRET
|

L

%',

u{: | NUNEER OF REQUESTS FOR FINANCIAL RECORDS

K *MADE-PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a) (5)
I TRIRD AND FOURTH QUARTERS 2003 2

|

(e . ' - faob

% Note: If subject's status as a United States (U.S.) person is unknown, subject 1s
{1; presumed to be a U.S. person. - {§)

r

R Total Number of
‘ Investigations of
' Relating to Different Non-U.S. Total Number of
¥ Investigations of Persons or Investigations of
Non-U.S. Persons Organizations Relating to Different U.S.
or_Organizations Predicating Such Investigations of Persons or
Requests U.S. Persons or Organizations
Organizations Predicating Such

Requests

ALL THFCRIATIZN CONTALHED
HEREIN I% UECLASSIFIED EXCERT
VERE SEOWN OT:ERWISE

g Classified Sy, 39645, AGC/0GC o1
\ﬁ, Reason N\UL.5(¢ b
gﬂ Declassify On: XD

¥ - spRe
1

NSLVIO-9577
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tober 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
.. RECORDS MADE PURSUANT TO TITLE 12,
" UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (&) (5),. FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM - {

Title 12, U.S.C., Section 3414, paragraph (a) (5},

‘requires financial institutions to comply with a request for a

customer’s or entity’s financial records. Paragraph (a) (5) (C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligence of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all requests
made pursuant to this paragraph." The attached list contains
the number of requests for financial records made by the FBI
under this authority during the semiannual periocd from

January 1, 2003 through June 30, 2003. It should be noted that
a single investigation may reguire requests for records from
numerous financial institutions. -

1 - 66F-HQ~-C1303371

1 - 66F-HQ-A1255972-NSLBANK

1 - Mr. Gebhardt 1 - Mr. Szady b6
1 - Mr. Mefford 1 - an 570
1 - Ms. Caproni 1 - |

1 - Mr. Pistole @- NSLE

EL:bac (10)

SEE NOTE PAGE 2

Classified 39645, SC/0OGC
Reason: 1.5(c)

Declas

sm}{w
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SECKET

Memorandum for the Attorney General

Re: Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

Page 2

Should your staff require additional information b
regarding the FBI's use of this authority, please contact

Qffice of the General Counsel, at

[0

U

~1 Oy

oo

Enclosure

NOTE: This communication is subnitted to the Attorney General

. in accordance with the requlrements of Title 12, USC,
" Section 3414, paragraph (a) (5) (C
. requests for mandatory production of financial records made in

rcounterintelligence investigations during the following
:semiannual period: January 1,

It provides the number of

2003 through June 30, 2003. The
Attorney General will forward this information to Congress.

AP P RO Crim 1""-—-«-- Inspection
*——-n*-_.

e Tralnln
Laboratory o gEO
Nationat Sec Aftairs

Off. of Public &
~——— Cong. Affs,

M 410

F
Director, e inance

Deputy Director 7 _




D&TE: 07-03-2007

» ' CLASSIFIED BY 45179/dubskar/oak
O SAQRET REASON: 1.4 [z}
i % DECLASETRY O 07-03-2032
3y
) NUMBER OF REQUESTS FOR FINANCIAL RECORDS
U - yapg PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a) (5)
i T
IE FIRST AND SECOND QUARTERS 2003 - 3 %%
il . , @
| {li~ Note: .If subject’s status as a Upited States (U.S.) person is unknown, subject is it
4& presumed to be a U.§. person. | Cﬁ?
I
i Total Number of
i Investigations of
ﬁf Relating to Different Non-U.S. Total Number of
;ﬁ% Investigations of Persons or Investigations of
i Non-U.S. Persons Organizations Relating to Different U.S.
iﬂ or QOrganizations Predicating Such Investigations of Persons or
M Requests U.S. Persons or Organizations
H anizations Predicating Such
ygﬁsﬁ'. Requests
:]]I

.

AL THFCRAATION CONTAINED
EEREIH I3 VECLAZSIFIEL EXCEST
ERE SHOU OTHERVISE

¥ Classitieday; /39645, AGC/0GC -
K Reason 1.5{c) )

Declassi

NSL VI0-9580
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aApril 6, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

- SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

(LLE

 INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND -CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTICN 168lu, FOR
NATIONAL SECURITY INVESTIGATIONS/FOREIGN
INTELLIGENCE COLLECTION”“jSi

Title 15, U.S.C., Section 1l68lu{a) requires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has maintained an account. Paragraph (h)
of Section 1681u requires that, on a semiannual basis, the
Attorney General "shall fully inform the Permanent Select
Committee on Intelligence and the Committee on Banking, Finance
and Urban Affairs of the House of Representatives, and the
Select Committee on Intelligence and the Committee on Banking,
Housing and Urban Affairs of the Senate concerning all requests
made pursuant to subsections {a), {(b), and (c)." (U)

Title 15, U.S.C., Section 168lu(b) requires consumer
reporting.agencies to furnish identifying information about
consumers, limited to mame, address, former addresses, places
of employment, or former places of“émploymentw_wﬁﬁ{

o3}
1 - 66F-HQ-C1213150 1 - Mr. Bald bC
1 - 66F-HQ-A1255972-NSLFCRA 1 - Mr. Szady
1 - Mr. Gebhardt 1 - Mr. Curran
1 - Mr. Pistole 1 - Mr. Bowman
1 - Ms. Caproni 1 -] |
@ NS

EL:bac {11) SEE NOTE PAGE 2

Classifiéd By: 9645 oGC

Reason :

i.
Declabsi On: X

S/XQRETi
NSL VIO-9581 i




Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 1681u

The certification standard for obtaining consumer identifying
information requires relevance to an authorized investigation
"to protect against international terrorism or clandestine
intelligence activities." (U)

Title 15, U.S.C., Section 168lu{c) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
"relevance" standard required for NSLs. (U)

Since receiving authorization to use the
certification procedures and court oxders to compel production
of consumer information, the FBI has established procedures
that have been implemented to exercise this authority. (U)

The attached list indicates FBI use of this authority
during the most recent semi-annual period. (U)

: Should your staff require additional information

regarding the FBRI's use of this authority, please contact
|Office of the General Counsel, at
(U)

Enclosure

(8 NOTE: This communication is submitted to the Attorney General
"in accordance with the requirements of Title 15, USC, Section
1681u(h). It states thatf Fequests for
mandatory production of consumer credit information were made
in support of counterintelligence investigations during the
following semiannual period: July 1, 2003 through December 31,

2003. (X 9%

APPROVED; #mson____ 0 toe

2. Fios

SV e rr——

Depuy Uzt Fe

sEERET




DATE: 07-03-2007

CLASSIFIED BY 6317 /dub/kst/cak
I SE}?QET REASTH: 1.4 (c]

R DECLASSTRY OH: 07-03-2032

L
i
il | NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
L
I
I, CONSUMER IDENTIFYING INFORMATION, AND
:] | CONSUMER CREDIT REPORTS
!: i o
‘ﬁ MADE PURSUANT TO TITLE 15, USC, SECTION 1681u f"""@)
. : THIRD AND FOURTH QUARTERS 2003 }é
' m Note: If subject's status as a United States (U.S.) person is unknown, subject is
1 presumed to be a U:S. person. . )
" 18 USC 1681u(a)
I Financial 18 USC 1681u{b) 18 USC 1681u(c) Total Number of 18
It Institution Consumer Identifying Court Ordered USC 1681u Requests
, Information Information Information For Information
! USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER __ USPER/Non-USPER
i?: S
Lo >< >< X N
i ‘

ALL THRORAATION CONTAZVED
SERETH 1 UNCLASSIFIED EXCENT
VHEPE SHOV JTEERVISE

NSL VI0-9583



October 23, 2003

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM:

SUBJECT:

e

consumer maintains or has maintained an account.
of Section 168l1u requires that,
Attorney General

DIRECTOR, FRI

SEMIANNUAL REPORT QOF REQUESTS FOR FINANCIAL

INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,

AND CONSUMER CREDIT REPORTS,
UNITED STATES CODE (U.S.C.)
FOREIGN COUNTERINTELLIGENCE/ INTERNATIONAL TERRORISM

Title 15, U.S.C.,

PURSUANT TO TITLE 15,
SECTION 1681w, FOR

Section 168lu(a) reguires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a

Paragraph (h)
on a semiannual basis, the
"shall fully inform the Permanent Select
Committee on Intelligence and the Committee on Banking,

and Urban Affairs of the House of Representatives, and the
Select Committee on Intelligence and the Committee on Banking,

Housing and Urban Affairs of the Senate concerning all requests

made pursuant to subsections (a},

Title 15, U.S.C.,

(b}, and (c})."

(U)

Section 1681u(b) requires consumer

reporting agencies to furnish identifying information about

consumers,

limited to name,

address,

of employment, or former places of employment.
certification standard for obtaining consumer identifying
information requires relevance to an authorized investigation
"to protect against international terrorism or clandestine

intelligence activities."

1..
1_
1 - Mr.
1 - Mr.
1 - Ms.
EL:bac

Gebhard
Mefford

Caproni
(10)

66F-HQ-C1213150
66F-HQ-A1255972-NSLFCRA

t

Classified By

Reason

Declassify On:

(v)

1 - Mr.

1 - Mr. Szady

former addresses, places

The

Pistole

1 - Mr. Bowman

Finance

39645, SC/0OGC

1.5(c)
X1

SEXRET
NSL VIO-9584 .

SEE NOTE PAGE 2




SEXRET

Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 1681u

Title 15, U.S.C., Section 168lu(c) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
“relevance" standard required for NSLs. (U)

Since receiving authorization to use the
certification procedures and court orders to compel production
of consumer information, the FBI has established procedures
that have been implemented to exercise this authority. (U)

The attached list indicates FBI use of this authority
during the most recent semi-annual period. (U)

Should your staff require additional -information
regardina rha-ETI's use of this authority, please contact

Office of the General Counsel, at o2
WUy Do
b7C
Enclosure | '

NOTE: This communication is submitted to the Attorney General

in accordance with the requir USC, Section bl
1681u(h). It states.that] lrequests for b2
1y “Wmmandatory production of consumer credit information were made
in support of counterintelligence investigations during the
following semiannual period: January 1, 2003 through June 30,

2003. (S)

APPRUVED' Crim. Tov, Tnspeclion - Trahning
CJs Laboratory Off. of EEO
Finance A 2l Sec. Affars,
nmmM‘em Counse] Oft of Publc &
JDeputy Director______info. Res, Persongel Cong. Affs,

p B diu
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DATE: 7-G3-2007
: SEQRET SLASSTFIED BY 65179/ duh/kar/cek
b WL 1.4 (o)
DECLASETFY CN: 07-03-2032
NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
CONSUMER IDENTIFYING INFORMATION, AND
L CONSUMER CREDIT REPORTS

| MADE PURSUANT TO TITLE 15, USC, SECTION 1681u

&5

- FIRST AND -SECOND-"QUA_ET;ERS'-'-2"0'03"~~>C<

+ Note: If subject's status as a United States (U.S.} person is unknown, subject is
m'  presumed-to-be a U.S5:- person"."-"-'"'m-(}(

18 USC 1681ufa)
~ Financlal 18 USC 1681u{b) 18 USC 168lu(c) Total Number of 18
. Institution Consumer Identifying Court Ordered USC 1681u Requests
~ Information Information Information For Information
.\ USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER  USPER/Non-USPER

Wl X X X Y

! Classified by: bi

' Reason: -
ALL THFGRIATION CONTATHELD Declassify on: -
HEREIN 1% TECLASSIFIED EXCEPT
VRERE SEOU DTERWISE ' SER{?

[jﬁ

5 /

|5

| ¢

|

K
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March 23, 2005

MEMORANDUM fOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

" SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE

SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS-MADE PURSUANT TO TITLE 18,
UNITED STATES CODE (U.S.C.), SECTION.2709, FO%%FGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRQRISM " (X)

Title 18, U.S.C., Section 2709, reqguires a wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing record
information, or electronic communication transactional records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headqguarters cr a Special Agent in
Charge in a Bureau field office. Subsection 2709(e) requires
that, on a semiannual basis, the Director of the FBI fully
inform the Permanent Select Committee on Intelligence of the
House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the
Senate, concerning all requests made under Section 270%. The
attached list contains the number of requests made by the FBI
pursuant to Section 2709 during the semiannual period of
July 1, 2004 to December 31, 2004. Requests for information
pursuant to the certification standard of paragraph 2709 (b) (1),
which may include toll billing records, are listed first.

- 66F-HQ-C1303375-49/28 - Mr. Szady

[
[
— =

66F-HQ-A1255972~-NSLPHONE ~,2& - Ms. Thomas

1 - Mr. Pistole ~ 1A |

1 - Ms. Caproni NSLB

1 - Mr. Bald

EL:bac (9) SEE NCTE PAGzE 2
Classifi py;” 39645,8C/0GC
Reason: 1.4(c)
Declassif Xz25-1

sa%égé@
SL VIO-9587
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requesis for Telephone
Subscriber or Toll Billing Information

Also,. reflected are reguests limited to subscriber informetion
which were made pursuant to the certification standard of

paragraph 2709(b) (2) . (X

Two points should be noted for ease in understanding

" the data. First, during a six-month period, more than one

0

iy

request for the toll billing records of a single subject may be
made. .Thus, both the number of reguests, as well as the number
of different persons or entities to which such requests relate,
are listed.““(gk

Second, when reguesting only subscriber information

‘pprsuant to paragraph 27C%(b) (2), the FBI does not know - and

may never learn - whether the subscriber was a "United States
perSOn" as that term is defined in the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Fcreign
Counterintelligence Investjgations. This fact is noted on the

enclosure. (3K

Should your staff require additional information

regarding the FBI's use of this authority, please contact b2
| office of the General Counsel, at 6
(v) B7C
Enclosure

#PROVED:

e Netona Sa

OZZ0A

. QPCA
&“ﬁu 0¥

- Dopray Durnceor Ty

'NOTZ:. This communication is submitted to the Attorney General
in accordance”yith the reguirements of Title 18, USC, Section
2709, paragraph (e)... It provides the number of requests for
mandatory production «cf local and long distance telephone toll
billing information, as well as subscriber information, made in
counterintelligence investigations during - the following
semiannual period: July i, 2004 to December 31,°2004. The
Attorney General will forward this information to CongréSS;mn(§Q<

SE T

SL VIO-9588



Third & Fourth

Quarters - 2004 B

1R

Third & Fourth
Quarters - 2004

7&.@3

DATE: 97-03-2007
CLASSIFIED B £3179/iel/Rar /o
REASIE: 1.4 fc)
DECLAGAIFY MW 09-03-2032
NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTTONAL RECORDS MADE PCRSUANT TO THE CERTIFICATION SET

FORTH IN TITLE 18, USC, SECTION 2709(b) (1)

Relating to

Total Number of
Investigations of

Different Non-U.S.

Tota: Number of
Investigations of
Different 0.5.

Investigations Persons or ° Relating to Persons or

of Non-U.S. Organizations Investigations Organizations
Persons or Predicating Such of U.5. Persons  Predicating Such
Organizations Requests or Qrganizations

Requests

X X X X
NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY he
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN b2

TITLE 18, USC, SECTION 2709(b} {2}

5

X

NOTE: When the FBI requests subscriber information pursuant to the certification of
Section 2709(b) (2), generally it is not known whether the subscriber 1s a U.S. person or not.

ALL INFUREATIDH CONTAINEL
HEREIN I35 TACLESIIFIED EMCIPT

HERE SHOWN OTMERWISE

NSL VI0-9589
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November S, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION

{U) - -~ .. _TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
UNITED STATES CODE. (U.S.C.), SECTION 2709, FOREIGN

COUNTERINTELLIGENCE/INTERNATIONAL- TERRORISM _

) Title 18, U.S.C., Section 2709, requires a wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing record
information, or electronic communication transactional records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office. Subsection 2709(e) reguires
that, on a semiannual basis, the Director of the FBI fully
inform the Permanent Select Committee on Intelligence of the
House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the
Senate, concerning all requests made under Section 2709. The
attached list contains the number of requests made by the FBI
pursuant to Section 2709 during the semiannual period of
January 1, 2004 to June 30, 2004. Requests for information
pursuant to the certification standard of paragraph 2709 (b) (1),
which may include toll billing records, are listed first.

1 - 66F-HQ-C1303375 1 - Mr. Szady
1 - 66F-HQ-A1255972-NSLPHONE -2+ 1 - Ms. Thomas
1l - Mr. Pistole 1l - Mr. Bowman b6
1 - Ms. Caproni 1 - | B0
1 - Mr. Bald CED— NSLB I
EL:bac (10) SEE NOTE PAGE 2
Classified 9645,8C/0GC
Reason: .5(c

Declassi

SEéﬁfT
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

~-Also, reflected are requests limited to subscriber information

which were made pursuant to the certification standard of

paragraph 2709(b)(2yywmgg

Two points should be noted for ease in understandirng
the data. First, during a six-month period, more than one

" request for the toll billing records of a single subject may be

made.  Thus, both the number of reqguests, as well as the number
of different persons or entities to which such requests relate,
are listed(”~§&(

Second, when requesting only subscriber information

~"“v-pu]:suc‘mt to paragraph 2709(b) (2), the FBI does not know - and

may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attornevy General
Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Investigations. This fact is noted on the
enclosure. (R

Should your staff require additional information
regarding the.FBI's use of this authority, please contact

— Office of the General Counsel, at b2
[ (0] b6
b7C
Enclosure
ROVED:  Camimv nko. Res. Tizining
APP VD Ctim. Jus. Inla. Inspaction Cthce of EEQ
Setvs. Lahoratary. _ Alfais
Drector Fiarce . National S2¢. Offic of Putsic &
Daguty Oirector Gen. Counse] Personnel _________ Cong. Allars

NQTE: This communication is submitted to the Attorney General
“in accordance with the requirements of Title 18, USC, Section

2709, paragraph (e). It provides the number of requests for
mandatory production-of local and long distance telephone toll
billing information, as well "as--subscriber information, made in
counterintelligence investigations during the following
semiannual period: January 1, 2004 to June 30, 2004.. The
Attorney General will forward this information to Congreéét“~gy<

SE}éT

NSL VIO-9591
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DATE: 07-03-2007
CLASSIFIED EY 6517%/duhfkar/cak
REASON: 1.4 [c)

DECLASSIFY O 07-03-2032

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET
FORTH IN TITLE 18, USC, SECTION 2709(b) (1)

Relating to

Total Number of

Investigations of

Different Non-U.
Persons or
Organizations
Predicating Such
Requests

S.

Total Number of
investigations of
Different U.S.
Relating to Persons or
Investigations Organizations
of U.S. Persons  Predicating Such
or Organizations  Requests

Investigations
of Non-U.S.
Persons or
Organizations
First & Second
Quarters - 2004 X

First & Second (sauwmw

g L

X

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN

TITLE 18, USC, SECTION 2709(b)(2) ni

Quarters - 2004

NOTE:

X

When the FBI requests subscriber information pursuant to the certification of
Section 2709(b} (2}, generally it is not known whether the subscriber is a U.S. person or not.

ALL TNFORMATION CONTAIRED
HEREIN I7% UNCLATRIFIED EXCERFT
WHERE SHOWY OTHERWISE

NSL VI0-9592

39645, SC/0GC
1.5{c)
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March 23, 2005

MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
ay . RECORDS MADE PURSUANT TO TITLE 12,
‘UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), NATIONAT, SECURITY
INVESTIGATIONS/FOREIGN COLLECTION-w~h2<

i Title 12, U.S.C., Section 3414, paragraph (a) (5),
reguires financial institutions to comply with a recuest for a
customer’s ox entity’s financial records. Paragraph {(a) (5){C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligence of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all requests
made pursuant to this paragraph.” The attached list contains
the number of requests for.financial records made by the FBI
under this authority during the semiannual period from

July 1, 2004 through December 31, 2004. It should be noted
that a single investigation may reguire reguests for records
from numerous financial institutions. 1]

1 - 66F-HQ~C1303371 — /074§ 1 = Mr. Szady
1 - 66F-HQ-A1255972~NSLRANK -2 & 1 - Ms. Thomas
1 - Mr. Pistole 1 -]

1 - Ms. Caproni ij} NSLE

1 - Mr. Bald

EL:bac (9)

SEE NOTE PAGE 3
38645, SC/0OGC
1.4 1(c

Classified B

NSL VIO-9593
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

....The Intelligence Authorization Act For Fiscal Year 2004
requests information about the "process and standards for
approving National Security Letters" and a "description of
issues (if any) concerning the scope of -such letters, or
financial institution compliance with such lettéfét“~~}€)

In response to these guestions, the FBI has, in general,
experienced some problems with non-compliance by companies
served with NSLs. There are currently no express enforcement

" provisions within the NSL statutes to remedy non-compliance.

With regard to compliance by credit card companies, the
November 2003 amendment to RFPA provided that the "operator of
a credit card system” 1s a covered firnancial institution. This

“change was intended to make clear that all major credit card

cbmpanies fall within the dictates of the RFPA. Nonetheless,
since the November 2003 amendment, a major credit card company
has advised the FBI through counsel, that the company still is
not covered by the statute because the "financial records" that
are disseminable pursuant to an NSL are records "pertaining to
a customer's relationship with the financial institution."
According to the company, its customers are the banks not the
individual credit card holders. The credit card heclders, in
turn, are customers of the bank. In short, its position is
that its records are not "financial records" protected by .the
RFPA and accordingly not subject to production pursuant to an
NSL. The FBI is continuing to work with this company to
resolve this issue in a manper that would result in the company
complying with RFPA NSLs. *DQ

€3]
&3]

ET

SL VIO-9594
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Memorandum for the Attorney General Page 3
Re: Semiannual Report of Reguests for Financial
Records Made Pursuant to Title 12

Should your staff reguire additional information o)
regardinag the FRI’s use of this authority, please contact Lo
Office of the General Counsel, at | | pIC
(W)

Enclosure

NOTE: This communication 1s submitted to the Attornsy General
in accordance with the requirements of Title 12, USC,

Section 3414, paragraph (a) (5)(C). It provides the number of
requests for mandatory production of financial records made in

1}counterintelligence investigations during the following
.semiannual period: July 1, 2004 through December 31, 2004. Tne
‘Attorney General will forward this information to Congress.

5=

APP ROVED éj:; Sev__ G"’ r\:"’“”f__.__\'[ C/_Nﬂinna.sr::.

—————— S -

Ok Cwulin o o T )
- Crneng; T
Depuy Dyector Fianse o e b

SRCHET
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DHTE: 17-C3-2007
CLASSTFIED BV 85179/ dub/kar ok

(M) -

NUMBER*OE_REQUESTS FOR FINANCIAL RECORDS

RERSON: 1.4 [c)

DECLASSIY O 07-0-2032

MADE PURSUANT TO TITLE 12, Usé;”SECTIQN 3414, PARRGRAPH {a) (3)

THIRD_AND FOURTH QUARTERS 2004 IX(

t[jj o

presumed to be a U;SIMbérson:m;ﬁg

Total Number of
Investigations of
Different Non-U.S.

Relating to Persons or Relating to
Tnvestigations of Organizations Investigations of
Non-U.S. Persons Predicating Such U.S. Persons or

or Orqanizations Requests Qrganizations

théY'”If“subjecti$%5tatus as a United States (0.S.) person is unknown, subject is

Total Number of
Investigations of
Different U.S.

wl o X N4 %

Persons or
Organizations
Predicating Such
Requests
bl
X1

ALL INFORMATION CONTAINED
HEPETY Ii UNCLASSITIED EXCEPT
WEERE 3HOUE OTHERWISE

&RET

NSL VI0-959
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November 9, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

~ RECORDS MADE PURSUANT TO TITLE 12,
UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), NATIONAL_SECURITY
INVESTIGATIONS/FOREIGN COLLECTION™ -

Title 12, U.S.C., Section 3414, paragraph (a) (5),
requires financial institutions to comply with a reguest for a
customer’s or entity’s financial records. Paragraph (a) (5)(C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligence-of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all requests
made pursuant to this paragraph." The attached list contains
the number of requests for financial records made by the FBI
under this authority during the semiannual period from
January 1, 2004 through June=-30, 2004. It should be noted that
a single investigation may require requests for records from

numerous financial institutions. %}Q

1 - 66F-HQ-C1303371 1 - Mr. Szady

1 - 66F-HQ-A1255972-NSLBANK 1 - Ms. Thomas

1 - Mr. Pistole 1 - Mr. Bowman 56
1 - Ms. Caproni 1 - | A
1 - Mr. Bald @— NSLEB M
EL:bac (10)

SEE NOTE PAGE 3

. SC/0GC

NSL VIO-9597



Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Financial )
Records Made Pursuant to Title 12

L,

m .

L)

~'The Intelligence Authorization Act For Fiscal Year 2004
requests information -about the "process and standards for
approving National Security”Léttersﬂqud a "description of
issues (if any) concerning the scope of such -letters, or
financial institution compliance with such letters." PsJ

In response to these questions, the FBI has, in general,
experienced some problems with non-compliance by companies
sérved with NSLs. There are currently no express enforcement
provisions within the NSL statutes to remedy non-compliance.
The FBI has experienced non-compliance with requests for e-mail
records and credit card records. The FBI is aware of at least
one instance where a bank served with a Right to Financial
Privacy Act (RFPA) NSL, contrary to the statute, notified its
customer, the subject of the FBI inguiry, that the FBI had
requested the records.

With regard to compliance by credit card companies, the
November 2003 amendment to RFPA provided that the "operator of
a credit card system” is a covered financial institution. This
change was intended to make clear that all major credit card
companies fall within the dictates of the RFPA. Nonetheless,
since the November 2003 amendment, a major credit card company
has advised the FBI through counsel, that the company still is
not covered by the statute because the "financial records" that
are disseminable pursuant to an NSL are records "pertaining to
a customer's relationship with the financial institution."
According to the company, its customers are the banks not the
individual credit card holders. The credit card holders, 1in
turn, are customers of the bank. In short, its position is
that its records are not "financial records" protected by the
RFPA and accordingly not subject to production pursuant to an
NSL. The FBI is continuing to work with this company to

NSL VIO-9598
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Memorandum for the Attorney General

Re: Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

Page 3

resolve.this issue in a manner that would result in the company
complying with RFPA NSDLs. - -{X{

Should your staff require additional information
regarding the FBI‘s use of this authority, please contact

, Office of the General Counsel, at

[ ¥/ b2

bo
Enclosure o
b7C

NOTE: This communication is submitted to the Attorney General
in accordance with the requirements of Title 12, USC,

Section 3414, paragraph (a)(5)(C). It provides the number of
requests for mandatory production of financial records made in

' counterintelligence investigations during the following

o APPROVED: Commv___ iioges

- semiannual period: January 1, 2004 through June 30, 2004. The

‘Attorney General will forward this information to Congress.

Pad

Ceian. Jus, Info, fnspaction gﬁg’ EEQ
oets . Sa.s,%LaWMy —_— v.tts‘rrs '
ooy Sree " ben e e Pl
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DATE: 07-03-2007

CLAZSIFIED BY 63172/dmh/ksr/cak
REAS0N: Ldsic

DECLASSTFY O 07-03-2032

NUMBER OF REQUESTS FOR FINANCIAL RECORDS

MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a) (5)

FIRST AND SECOND QUARTERS 2004 }g{guy

 Note: If subject’s status as a United States (U.S.) person is unknown, subject is
presumed to be a U.S}”personW“WEQQ
Total Number of
Investigations of Total Number of
N Different Non-U.S. Investigations of
"k Relating to Persons or Relating to Different U.S.
7Y Investigations of Organizations Investigations of Persons or
” Non-U.S. Persons Predicating Such U.S. Persons or Organizations
o or Organizations Requests Organizationg Predicating Such

X X X

X

ALL INFORMATION CONTAINED
HEREIN I UNCLASSIFIEL EXCEFT
WFERE SHOUE ITHERWISE

iﬁéﬂﬁf AGC/0GC

Classified By!
Reason
Declassify

NSL VI0-9600

ol
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March 23, 2005

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: . DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION 16&lu, FOR
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM

P

Title 15, U.S.C., Section 1l€8lu{a) regquires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has maintained an account. {(U)

3

Title 15, U.S.C., Section 168lu(b) reguires consumer
reporting agencies to furnish identifying information about
consumers, limited to name, address, former addresses, places
cf enmployment, or former places of employment. (U)

The certification standard for obtaining financial
institution information and ccnsumer identifying Information
requires relevance to an authorized investigation "to protect
against international terrorism or clandestine intelligence
activities." (0)

1 - 66F-HQ-C1213150- /396 1 - Mr. Szady

1 - 66F-HO-A1255972-NSLFCRA ~/% 1 - Ms. Thomas b
1 - Mr. Pistole -| | b;F‘
1 - Ms. Caproni GZ%D- NSLB T
1 - Mr. Ba.d ’

EL:bac (9) SEE NOTE PAGE 2

Classifie
Reason
Declassi

645, SC/OGC
4{c

1.4
X25-1

SECRET
NSL VIO-9601
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 1681lu

Title 15, U.S.C., Section 168lu(c) reguires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
"relevance" standard required for NSLs. (U)

Since receiving authorization to use the
certification procedures to obtain consumer information
pursuant to Sections 168luf{a) and (b), the FBI has established
procedures that have been implemented to exercise this
authority. (0)

Paragraph (h) of Section 168lu reguires that, on &
semiannual basis, the Attorney General "shall fully inform the
Permanent Select Committee on Intelligence and the Committee on
Banking, Finance and Urban Affairs of the House of
Representatives, and the Select Committee on Intelligence and
the Committee on Banking, Housing and Urban Affairs of the
Senate concerning all reguests made pursuant to subsecticns
fa), (b}, and (c)." (U)

The attached list indicates FBI use cof this authority

\ ) . bZ
during the most recent semi-annual period. (U) be
819
Should your staff reguire additional information b7C
regardinag the FRT's use of this authority, please contact
Office of the General Counsel, at |
(G)
APPPOVED' Adm. Senv, GmCmm;ygirwwwmﬁ‘ww
Enclosure ! QNS e )
CHNM e T e YT e e
Dieciot Crinemor . e
Deguty Dveckn Francg LaDHed {itag —_—
!
NOTE: This communication is submitted to the Attorney General b1
in accordance .with the reguirements of Title -5, USC, Sectiocn o
168luth). It states thatf requests for

mancatory production of consumer credrt i1niormaction were made
in support of counterintelligence investigaticns during the
following semiannuel period: July 1, 2004 through

December 31, 2004. 5%
§E§3E

-3
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DATE: 07-03-2007

CLAS3IFIED BY 65175 /duh/kar fosk
FEASON: 1.4 {c]

DECLASSIRY ON: 07-03-20%2

SECRET

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
CONSUMER IDENTIFYING INFORMATION, AND
CONSUMER CREDIT REPORTS
MADE PURSUANT TO TITLE 15, USC, SECTION 1681u

THIRD AND FOURTH QUARTERS 2004 - 3&[

o

15 USC 1681ufa)

Financial 15 USC 168%u(b) 15 USC 168luf{c) Total Number of 15
Institution Consumer Identifying Court Ordered USC 1681u Requests
Information Information Information For Information
JSPER/Non-CSPER USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER

csj X X X X

ALL IWFORMATION CONTAINED
IEREIN I7% TNZLARGIFIEL EXCEFT

Reason: "NLAf¢c

Declassi

NSL VIO-9603
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November 2, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION 1681lu, FOR:
FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM

Title 15, U.S.C., Section 168lu{a) requires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has maintained an account. Paragraph (h)
of Section 168lu requires that, on a semiannual basis, the
Attorney General "shall fully inform the Permanent Select
Committee on Intelligence and the Committee on Banking, Finance
and Urban Affairs of the House of Representatives, and the
Select Committee on Intelligence and the Committee on Banking,
Housing and Urban Affairs of the Senate concerning all reguests
made pursuant to subsections (a), (b), and (c¢)." (U)

Title 15, U.S.C., Section 168lu{b) regquires consumer
reporting agencies to furnish identifying information about
consumers, limited to name, address, former addresses, places
of employment, or former places of employment. The
certification standard for obtaining consumer identifying
information requires relevance to an authorized investigation
"to protect against international terrorism or clandestine
intelligence activities." (U)

1 - 66F-HQ-C1213150 1 ~ Mr. Szady

1 - 66F-HQ-A1255972-NSLFCRA 1 - Ms. Thomas .b6
1 - Mr. Pistole 1 - _Mr. Bowman N
1 - Ms. Caproni 1 | O
1 - Mr. Bald @— NTLB

EL:bac (10) SEE NOTE PAGE 2

N

Classifie . 39645~5C/0GC
Reason : 1= C
syffa\ET

NSL VIO-9604
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Reqgquests for Consumer Credit
Information Made Pursuant to Title 15, USC, 1681u

Title 15, U.S.C., Section 168lu(c) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
"relevance" standard required for NSLs. (U)

Since receiving authorization to use the
certification procedures and court orders to compel production
of consumer information, the FBI has established procedures

that have been implemented to exercise this authority. (U)

The attached list indicates FBI use of this authority
during the most recent semi-annual period. ()

Should your staff require additional information Y,
regarding the FRT's use of this authority, please corntact 6

Office of the General Counsel, at -
L7C
(U) ]

Enclosure
NOTE: This communication is submitted to the Attorney General b1
in accordance with the reguirements of Title 15, USC, Section o
168lu{h). It states that} requests e
for -mandatodty production O COISUMEr Cradlt INIoIMarTion were

made in support of counterintelligence investigations during
the following semiannual period: January 1, 2004 through
June 30, 2004. (8)

APPHOVED: Ui o, Res. Traning .

Crim. Jus. Irfo. tnspection Otfice of EEO
Servs. _ Laberatory __ Alfairs
Dracter Frarce___/ j Natioral Sec. Office of Publkc &
Deputy Direcor Gan, Couns?f' Fascrnal Corg Alfars ____

SERRET
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DKTE: 07-63-2007

SECRET SLASSIFIED BY 65170/ deh/ksr/cak
SRRSO 1.4 (e
DECEASSIFY ON: 97-03-2032

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
CONSUMER IDENTIFYING INFORMATION, AND
CONSUMER CREDIT REPORTS
MADE PURSUANT TO TITLE 15, USé, SECTION 1681u

FIRST AND SECOND QUARTERS 2004 )

W)"wwwNOte}"MIﬁugubng;[§"gtatus as a United States (U.S.) person is unknown, subject is
presumed to be a U.S. ﬁefédnT‘“Cgf
15 USC 1681ufa)
Financial 15 USC 1681u(b} 15 USC 168lu{c) Total Number of 15
Institution Consumer Identifying Court Ordered USC 1681u Requests
Information ' Information Information For Information nl
USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER h
Es)ww,ﬁv~

Classified by
Reason:

Declassify
ALL INFORMATION CONTALVED

HEREIN I3 UNCLASSIFIEL EXCEFT SRERET
WEERE SHOWE OTHERNIZE

NSL VIO-9606
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March 23,2006
MEMORANDUM FOR THE ATTORNEY GENERAL
THROUGH: THE DEPUTY ATTORNEY GENERAL
FROM: DIRECTOR, FBI
SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTICONAL RECORDS MADE PURSUANT TO TITLE 18,

UNITED STATES CODE (U.S.C.), SECTION 2708, FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM (U)

Title 18, U.S.C., Section 2709, requires a wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing record
information, or electronic communication transactional records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Burezu headquarters or a Special Agent in
Charge in a Bureau fiela cffice. Subsection 2709%9(e)- reguires
that, on a semiannual basis, the Director of the FBI fully
inform the Permeanent Select Committee on Intelligence of the
House of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary cf the
Senate, concerning all requests made under Section 2709. The
attached list contains tne number of requests made by the FBI -
pursuant to Section 2709 during the semiannual period of
July 1, 2005, to December 31, 2005. 1In order to meet

1 - 319X-HQ-A1487720-0GC ~2/§ 06
1 - 62F-HQ-1077231-37579 1 - Mr. Bereznay Rm. 4012 o7C
1 - Mr. Pistole Rm. 7142 1 - Ms. Thomas Rm. 7847
1 - Ms. Caproni Rm. 7427 1 - Ms.| [Rm. 7176
1 - Mr. Bald Rm. 7116 (D ~ NSLE Rm. 7977
SNS:pac  (8) ' SEE NOTE PAGE 3
Classified b 293 DGC/OGC
Reason:

></E
¥

Declassify-on:

sEIREROED:  Aon e e Come_ N '
! CJS mrd s
Cren v lspstic

WM@Q’% S —
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Memorendum for the Attorney General Page 2
Pe: Semiannuzl Report cf Reguests for Telephone
Subscriber or Toll Biliing Information

()
. congressional reporting reguirements for submission of this
report to Congress, this report was prepared on February 24,
2006. The deta contained herein is therefore accurate as of
that date. The final statistics for the two quarters reported
herein may change slightly, should additionrnal deta be
. subsequently reported to the National Security Law Branch/FBI by
. the field offices. Requests for information pursuant to the
tcertification standard of paragraph 2709 (b) (1), which may
~include toll billing records, are listed first. Also, reflected
‘are reguests limited to subscriber information which were made
iﬁ;{suant to the certification standard of paragraph 2709(b) (2}.

Two peints should be noted for ease in understanding
(Uj-_ the data. First, during a six-month period, more than one
“reguest for the toll billing records of a single subpject may be
made” .Thus, both the number of requests, as well as the number
of différent‘ ersons or entities to which such requests relate,
are listed. ”%§)

Second, when requesting only subscriber information
tUj ~ pursuant to paragraph 270%(b) (2), the FBI does not know - and
‘may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attorneyv General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investications. This fact is noted on the

enclosure. fﬁi::

é;%é&

NSL VIO-9608
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Memorandum for the Attorney CGeneral
Re: Semiennual Report of Requests for Telephone
Subscriber or Toll Billing Information

4]
48]
Q
M
(O¥;

'

Should your staff require additional informatiocn
recarding fhe FRI's use of this authority, please contact

Office of the General Counsel, at o2
(v) bt
pi7C

Enclocsure

(1T) -

NOTE: This communication is submitted to the Attorney General
in accordance with the reguirements of Title 18, USC, Section
2709, paragraph (e). It provides the number of requests for
mandatory production of local and long"distance telephone tol
billing information, as well as subscriber information, made
counterintelligence investigations during the following

semiannual period: July 1, 2005, to December 31, 2005- The
Attorney General will foryard this informaticn to Congresél”~)§j

1
i

n

s}a{a T

NSL VIO-9609



ALL INFURMATICK CONTAINED
HEREIN 15 TNCLASETFIED EXCEST
WHERE 3H0WY OTEERUIZE

DATE: 07-03-2007
CLESSTFIED EY 65179 dub/kst fodk
REASOR: 1.4 [c)

DECLASSIFY O 00-03-2032

i
1
]

NUMBER OF REQUESTS FOR TOLL BILLING/ELZCTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET
FORTH IN TITLE 18, USC, SECTION 270%(b) (1)

Total Number of Total Number of
Investigations of Investigations of
Relating to Different Non-U.S. Different U.S.
Investigations Persons or Relating to Persons or
of Non-U.S. Organizations Investigations Organizations
Persons or Predlcating Such of U.S. Persons  Predicating Such
Organizations Reguests or Organizations Requests
Third & Fourth
Quarters - 2005 | N\ \ N AN

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN
TITLE 18, USC, SECTION 27091b) (2)

Third & Fourth iS)~mww

“Quarters - 2005 \

NOTE: When the FBI requests subscrider information pursuant to the certification of

NSL VIO-9610
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MEMORANDUM FOR THE ATTORNEY GENERAL
THROUGH: THE ACTING DEPUTY ATTORNEY GENERRL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL, TERRORISHM (U

) ) .

Title 18, U.S.C., Section 2709, requires & wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing record
information, or electronic communication transacticnal records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office. Subsection 2709(e) reguires
that, on a semiannual basis, the Director of the FBI fully
inform the Permanent Select Committee on Inteliigence of the
‘House of Representatives, the Select Committee on Intelligence
cf the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the
Senate, concerning all reguests made under Section 2708. The
report of the number of requests made by the FBI pursuant to
Section 2709 during the semiannual period -of Januvary 1, 2005 to
June 30, 2005 was submitted on August 30, 2005. However, due to
a computer programming error that report was incorrect. The

319X-HQ-A1487720-0GC - 207

L 1 - Mr. Bereznay ki HolZ
1 - Mr. Pistolem 192 1 - Ms, Thomas pae 297
1 - Ms. Caproni gm 7427 1 - S 17
1 - Mr. Bald, rm 7H0 1 - NSLB, goem 1375
SNS:bac (8) : " SEE NOTE PAGE 2

o
=1 N

3
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Classify
Reason:
Decl
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Memorendum for the Attorney General
Re: Semiannual Report of Requests for Telephone
Subscriber or Toll Billing Information

[N} . attached list contains a corrected reporting of the number of
" requests made by the FBI pursuant to Section 2708 during the
semiannual-period of January 1, 2005 to June 30, 2005. Requests
for information pursuant to the certification standard of
paragraph 2709(b) (1), which may include toll billing recoxds,
are listed first. Also, reflected are reguests limited to
subscriber information which were made pursuant to the
certification standard of peragraph 2709(b)(272'~]§¢:

iuj T Two points should be noted for ease in understanding
ithe data. First, during a six-month period, more than one

reguest for the toll billing records of a single subject may be

madef”thus, both the number of requests, as well .as the number

of different persons or entities to which such requests relate,

are listed."vy&(

Second, when reguesting only subscriber information
(UJ” pursuant to paragraph 2709(b) (2), the FBI does not know - and
- may never learn - whether the subscriber was a "United States
person" as that term is defined in the Attorney General
Guidelines for FRI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations. This fact is noted on the

enclosure. ISk’

Should your staff require additional information
regarding the FBI's use of this authority, please contact
| J Office of the General Counsel, at
(0)

vy

@)
~1 o b

R
I
p

Enclosure

(TT) - NOTE: This communication is submitted to the Attorney General

in éCCordange with the reguarements of Title 18, USC, Section
2709, paragraph {e). It provides the number of resquests for
mandatory production of local ahd long distance telephone toll
billing information, as well aS"Subscriper information, made in
counterintelligence investigations during the fcllowing
semiannual period: January 1, 2005 to June 30, 2005. - The
Attorney General will forward this information to Congress.””&ﬁ

SEBRET
- p NSL VIO-9612



ALL INFCREATION CONTAINED

IEREIN I3 UNCLASRIFIED EXCEFT

WIERE ZHORN (THERRISE

Relating to

DATE: 07-05-2007

CLASSTFIED BY 65179/ cu/ksr/eak
REASN: L4 fc]

DECLESSIFY OF: 07-05-2032

FORTH IN TITLE 18, USC, SECTION 2709(b) (1)

Total Number of
Investigations of

Different Non-U.S.

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET

Total Number of
Investigations of

Different U.S.

First ¢ Second

Investigations Persons or Relating to Persons or

of Non-U.S. Organizations Investigations Organizations
Persons or Predicating Such of U.S. Persons  Predicating Such
Organizations Requests or Organizations  Requests

Quarters - 2005 |

isjuﬁN,w.

First & Second
Quarters - 2005

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN
TITLE 18, USC, SECTION 2709(b} (2]

X

NOTE: When the FBI requests subscriber information pursuant to the certification of

Section 2709(b) (2}, generally it is not X

Classi
Rezson:

NSL VI0-%613

nown whether the subscriber is a U.S. person or not,
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August 31, 2005

‘MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI
tUh SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE
SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL REGORDS. MADE PURSUANT TO TITLE 18,
UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM' - {

U

W) Title 18, U.S.C., Section 2708, requires a wire or
electronic communication service provider to comply with a
request for subscriber information, toll billing recoxd
information, or electronic communication transactional records
in its custody or possession made by the Director of the FBI, or
the Director's designee in a position not lower than Deputy
Assistant Director st Bureau headguarters or a Special Agent in
Charge in a Bureau field office. Subsection 2709({e} requires
that, on a semiannual basis, the Directcr of the FBI fully
inform the Permanent Select Committee on Intelligence of the
Fouse of Representatives, the Select Committee on Intelligence
of the Senate, the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the
Senate, concerning all requests made under Section 2709. The
attached list contains the number cf reguests made by the FBI
pursuant to Section 2709 during the semiannual period of
January 1, 2005 to June -30, 2005. Requests for information
pursuant to the certification standard of paragraph 2709(b) (1),
which may include tell billing records, are listed first.

I
!

1 - 66F-HQ-C1303375~ 878185 1 - Mr. Szady

1 - 66F—HQ—A1255972—NSLPHONE";27 1 - Ms Thnm:qéﬂﬂ)
1 - Mr. Pistole 1 -

1 - Ms. Ceproni . (9- NSLEB 17

1 ~ Mr. Beld

SEE NOTE PAGE 2

SNS:bac (8)
‘ 39645,5C/0GC

Classified™

Reason: 1.4(c)
Declassi 5-1

NSL VIO-9614
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DATE; 07-05-2007
CLASSIFIED BY 65179/dub/ker/cak
REASOR: 1.4 {¢)

DECLASSIFY ON: 07-08-2032

NUMBER OF REQUESTS FOR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO THE CERTIFICATION SET
FORTE IN TITLE 18, USC, SECTION 2709(b) (1)

Total Number of Total Number of
Investigations of Investigations of
Relating to Different Non-U.S. Different U.S.
Investigations Persons or Relating to Persons or
of Non-U.S. Organizations Investigations Organizations
Persons or Predicating Such of U.5. Persons  Predicating Such
Organizations Requests or Organizations  Requests

Pirst & Second

Quarters - 2OO§J“”‘ )\ | 7( >K
g

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY
MADE PURSUANT TO THE CERTIFICATION SET FORTH IN
TITLE 18, USC, SECTION 2709(b}(2)

[
e

-~

Mirst & Second

Juarters - 2005 _ (Sjvmm | N

NOTE: When the FBI requests subscriber information pursuant to the certification of

Section 2709(b) (2}, generally it is not kncwn whether the subscriber is a U.S. person or not.
ClassifNed by: 24645, SC/0GC
Reason:
Declasga

3LL THFORMATION CONTATRED | 5}37@

HEREIN I3 THICLA3ZIFIED EXCEPT
VHERE ZHOEN (THERWIZE

NSL VI0-9%615
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Memorandum for the Attorney General Page
Re:; Semiannual Report of Reguests for Telephone
Subscriber or Toil Billing Information

N

Aléd}”reflgczed are requests limited to subscriber information
which were mé&de-pursuent to the certification standard of
paragraph 2709(b) (2). - IX)

Two points should be noted for ease in understanding

>”the data. First, during a six-month period, more than one

reduest for the toll billing records of a-single subject may be

made. ~Thus, both the number of requests, as well as the number

of different %géfons or entities to which such reqguests relate,
&

are listed.

Second, when reguesting only subscriber information

©.. pursuant to paragraph 2709(b) (2), the FBI does not know - and

may never learn - whether the subscriber was a "United States
person” as that term is defined in the Attorney General
Guidelines for FBI Foreign Intellicence Collection and Foreion
Counterinteliigence Investigations. This fact is noted on the
enclosure.

Should your staff require additional information

recgardipg the FBT's use of this authority, please contact "
Office of the General Counsel, at b2

() bé

BiC
Enclosure

NOTE: This communication is submitted to the Attorney General

-in_accordance with the reguirements of Title 18, USC, Section

2709, paragraph {(e). It provides the number of requests for
mandatory produéﬁionmofa;ocal and long distance telephone toll
billing information, as wéIl“asusubscriber information, made in
counterintelligence investigations during.the following
semiannual period: Januvary 1, 2005 tc June 30]“2005ammThe
Rttorney General will forward this information to CongréSSrwugﬁ

S ET

NSL VIO-9616
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U8, Department of Justice

Federal Bureau of Investigation
J ET

Office of the Director

Wastungton, D C 20535

May &, 2006

MEMORANDUM FOR THE ATTORNEY GENERAL

THROUGH: THE DEPUTY ATTORNEY GENERAL;FHﬂq slufot

FROM: DIRECTOR, FBI o

SUBJECT: CORRECTED SEMIANNUAL

REPORT OF REQUESTS FOR

FINANCIAL RECORDS MADE PURSUANT TO TITLE 12,
UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), NATIONAL SECURITY
INVESTIGATIONS/FOREIGN COLLECTION {U)

) Title 12, U.S.C., Section 3414, paragraph (a) (5),
requires financial institutions to comply with a reguest for a
customer’s or entity’s financial records. Paragraph (a){(5){C)

of Section 3414 reguires that,
Attorney General "shall inform

on a semiannual basis, the
the Permanent Select Commitctee

on Intelligence of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all reguests
made pursuant to this peragraph." The report of the number of
requests made by the FBI pursuant to Section 3414 during the

semiannual period of January 1,
submizted on August 30, 2005.

2005, to June 30, 2005, was
However, due to a computer

programming error that report was incorrect. The attached list

Classifx
Reason:
Declassif

NSL VIO-9617

o
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Memorandum for tne Attorney General Page 2
Re: Corrected Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

édﬁtainsha corrected reporting of the number of requests made

by the FBI“pursuapt to Section 3414 during the semiannual
period of January 1, -2005, to June 30, 2005. It should be noted
that a single investigation may.require requests for records
from numerous financial institutions. - IS¢

The Intelligence Authorization Act For Fiscal Year 2004
requests a ""description of issues (if any) coencerning the scope
of such letters, or financial institution compliance with such
letters.” (U)

... In response to this guestion, the FBI has, in general,
experienced some problems with noncompl:iance by companies
served with NSLs. During the time period covered by this
reporting, there were no express enforcement provisions within
the NSL statutes to remedy noncompliaﬁée}“mt§<

With regard to compliance by credit card companies, the

- November 2003 amendment to the Right to Financial Privacy Act
. {RFPA) provided that the "operator of a credit card system" is
‘2 covered financial institution. This change was intended to

make clear that all major credit card companies fall within the
c¢ictates of the RFPA. Nonetheless, since the November 2003
amendment, a major credit card company has advised the FBI
through counsel, that the company still is not covered by the
statute because the "financial records" that are disseminable
pursuant to an NSL are records "pertaining to a cusiomer's
relationship with the financial institution." According to the
company, 1its customers are the banks not the individual credit
card: hclders. The credit card holders, in turn, are customers
of the bank. In short, its position is that its records are
not "financial records" protected by the RFPA and accordingly
not subject to production pursuant to an NSL. The FBI is
continuing to work with this company to resolve this issue in a
manner:that would result in the company complying with REPA

NSLs. jﬁﬁ

sééﬁgf )

NSL VIO-9618
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Memorandum for the Attorney General
Re:

Page 3
Corrected Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

Should your staff require additional information

arding the FBI’s use of this authority, please contact i
Office of the General Counsel, at _bZ
(U) b6
b7C
Enclosure

NOTE: This communication i1s submitted to the Attorney General
in accordance with the requirements of Title 12, USC,
Section 3414, paragraph (a)(5){C). It provides the number of

. requests for mandatory production of financial records made in
‘ counterintelligence investigations during the following
csemiannual period: Janvery 1, 2005 through June 30, 200S. The
‘Attorney General will forward this information to Congress.

)

\§><
3
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ALL THFURMATIOE CCNTAINED
HERETH IS TNCLASIIFIED EXCEFT
WHERE SHOWN OTHERUISE

DATE: 07-05-2007
CLASSTFIED B¥ 65179/dunskor/cak
REASOH: 1.4 [2)

DECLASATFY Oy 07-05-20352

SEZRET

NUMBER OF REQUESTS FOR EINANCIAL RECORUS

MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a) J§)

(mmwmme"w: FIRST AND.SECOND-QUARTERS 2005 iﬁq

m.--Note: If subject's status as & United States (U.5.) person is unknown, subject is

presumed to be a U.S. person. - §%

Relating to
Investigations of
Non-U.S. Persons
or Qrganizations

Total Number of
Investigations of
Different Non-U.S.
Persons or
Organizations
Predicating Such
Requests

Relating to
Investagations of
.5, Persons or
Organizations

Total Number of
Investigations of
Different U.S.
Persons or
Organizations
Predicating Such
Requests

X

*

X

Classified by?
Reason:
Declassif

NSL VI0-9620

6293, DGC/CGC

oyt
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March 23, 2006

MEMORANDUM FOR THE ATTORNEY GENERAL
THRbUGH: THE DEPUTY ATTORNEY GENERAL
FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
RECORDS MADE PURSUANT TO TITLE 12,
UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), NATIONAL SECURITY
INVESTIGATIONS/FOREIGN COLLECTION (U}

Title 12, U.S.C., Section 3414, paragraph (a){(5),
requires financial institutions to comply with a reguest for a
customer’'s or entity's financial records. Paragraph (a) (5) (C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Intelligence of the House of Representatives, and the Seleﬁgg
Committee on Intelligence of the Senate concerning all reguest™”
made pursuant to this paragraph." The attached list contains ©7C
the number of requests for financial records made by the FBI
under this authority during the semiannual period from
July 1, 2005 through December 31, 2005. In order to meet
congressional reporting reguirements for submission of this

~319X-HO-A1487720-0GC =277

1

1 - 62F-HQ-1077231-37600 1 - Mr. Bereznay Rm. 4012

1 - Mr. Pistole Rm. 7142 1 ~ Ms. Thomas Rm. 7947

1 - Ms. Caproni Rm. 7427 1 —I Fm. 7176
1l - Mr. Bald Rm. 7116 (:D- NoLB K. 7947

SNS:bac (8) SEE NOTE PAGE 3

66253, DGC/OGC
1.4(c)

Classifie
Reason:
Declassi
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Reguests for Financial
Records Made Pursuant to Title 12

report to Congress, this report was prepared on February 24,
2006. The date contained herein is therefore accurate as of
that date. The final statistics for the two quarters reported
herein may change slightly, should additional data be
subsequently reported to the National Security Law Branch/FBI
by the field offices. It should be noted that a single
investigation may require requests for records from numerous
financial institutions. (U}

The Intelligence Authorization Act For Fiscal Year 2004
reguests information about the "process and standards for
approving National Security Letters" and a "description of
issues (if any) concerning the scope of such letters, or
financial institution compliance with such letters." (U)

In response to these questions, the FBI has, in general,
experienced some problems with noncompliance by companies
served with NSLs. During the time period covered by this
reporting, there were no express enforcement provisions within
the NSL statutes to remedy noncompliance. (0)

With regard to compliance by credit card companies, the
November 2003 amendment to the Right to Financial Privacy Act
(RFPA) provided that the "operator of a credit card system" is

‘a covered financial institution. This change was intended to
‘make clear that all major credit card companies fall within the

dictates of the RFPA. Nonetheless, since the November 2003
amendment, a major credit card company has advised the FBI
through counsel, that the company still is not covered by the
statute because the "financial records" that are disseminable
pursuant to an NSL are records 'pertaining to a customer's
relationship with the financial institution." According to the
company, its customers are the banks not the individual credit
cardiholders. The c¢redit card helders, in turn, are customers
of the bank. 1In short, its position is that its records are
not "financial records" protected by the RFPA and accordingly
not subject to production pursuant to an NSL. The FBI is
continuing to work with this company to resolve this issue in a
manner that would result in the company complying with “RFPA

NSLs. (}Q

A

n

T
NSL VIO-9622
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Memorandum for the Attorney General Page 3
Re: Semiannual Report of Requests for Financial
Records Made Pursuant to Title 12

Should your staff require additional information
regarding the FBI’s use of this authority, please contact

J Office of the General Counsel, at b2

(u) b

: b7

Enclcsure

NOTE: This communication is submitted to the Attorney General
in accordance with the requirements of Title 12, USC,
Section 3414, paragraph (a) (5)(C). It provides the number of

- requests for mandatory production of financial reccrds made in
" counterintelligence investigations during the following
.semiannual period: July 1, 2005 through Decemper 31, 2005. The
‘Attorney General will forward this information to Congress.

Caim. Iy, Ipgnactinn

£3% Leboraay ..
R National Sec. . .
DM& OPR [fl"‘ LE TR
Dty Diroeiot ko, Res, Personne] Cong. Afis,
SECAET
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NUMBER OF REQUESTS FOR FINANCIAL RECORDS

DATE: (7-65-2007

CLARSIFIED BT 65179/ duh/kat ok
FE&SON: 1.4 (2}
DECLASSIFY ol 07-05-2032

MADE PURSUANT TO TITLE 12, USC, SECTION 3414, PARAGRAPH {a) (5)

M-Note:. If subject's status as a United States (U.S.) person is unknown, subject is
oresumed to be a%UﬂST"personT.miﬁi

Total Number of
Investigations of
Different Non-U.S.

Total Number of
Investigaticns of
Different U.S.

Relating to Persons or Relating to Persons or
Investigations of Organizations Investigations of  Organizations
Non-U.5. Persons Predicating Such U.S. Persons or Predicating Such
or Organizations Requests Organizations Requests
(8 | X X X X
bl
' ol
ALL TNFORKATION CONTAINED
T IS LD 2 Crassitied Yy, /6293, tac/oee
Reason: L.4{c)
Declassify X-1
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MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

~ SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

. RECORDS MADE PURSUANT TO TITLE 12,
UNITED STATES CODE (U.S.C.), SECTION 341¢,
PARAGRAPH (a) (5), NATIONAL SECURLTY
INVESTIGATIONS/FOREIGN COLLECTION (%]

. Title 12, U.S.C., Section 3414, paragraph (a)(5),
requires financial instituticns to comply with a reguest for a
customer’s or entity’s financial records. Paragraph (a) (5) (C)
of Section 3414 requires that, on a semiannual basis, the
Attorney General "shall inform the Permanent Select Committee
on Inteliligence. of the House of Representatives, and the Select
Committee on Intelligence cf the Senate concerning all reguests
made pursuant to this. paraaraph " The attached list contains
the number of requests for financial reuoLQs made by the FBI
under this authority during the semiannual period from

ganuary 1, 2005 through June 30, 2005. *t should be noted that
a single investigation may requ1re requests for records from
numerous financial institutions. (

66F-HQ-C1303371 - /3287
66F-HQ-A1255972-NSLBANK - Z&
- Mr. Pistole
- Ms. Caproni
- Mr. Bald

fd ) p b
!

D~ -
!
=, .
8]
=
)
F

SNS:bac (9)
SEE NOTE PAGE 3

39645, SC/OGC

Classifie
Reason:
Declassif
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SZZRET

Memorandum for the Attorney General Page 2-
Re: Semiznnual Report of Requests for Financiel
Records Made Pursuant to Title 12

The Intelligence- Authorization Act For Fiscal Year 2004
requests information about the. "process and standards for
pproving National Security letters" and a "description of
ssues {if any) concerning the scope of such 1 eLters, or
inanciel institution compliance with such letters." (K

i
f

Iin response to these guestions, the FBI has, in general,

. experienced some problems with non-compliance by companies
‘served with NSLs. There are currently no express enforcement
‘provisicns within the NSL statutes to remedy non-ccompliance.

With recard to compliance by credit card companies, the

- November 2003 amendment to RFPA provided that the "operator of

a credit card system" is a covered financial institution. This
change was intended to make clear that all major credit card
companies fall within the dictates of the RFPA. Nonetheless,
since the November 2003 amendment, & major credit card company
has adVited the FBI through cocunsel, that the company still is
not covered by the statute because the "financizl records" that
are disseminable pursuant to an NSL are records "pertaining to
a customer's relationship with the financial institution.”
According to the company, its customers are the banks not the
individual credit card holders. he credit card holders, in
Turn, are customers of the bank. In short, its position is
that its records are not "financial records" protected by the
RFPR and accordingly not subject to production pursuant to an
NSL. The FBI is continuing to work with this company to
resolve this issue in a manner that would result in the company

complying with RFPA NSLs. &J

SE T
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Memorandum for the Attorney General
Re: Semiannual Report of Requests for Financiel
Records Made Pursuant to Title 12

Shoulid your staff reguire additional informaticn
regarding the "Ri‘s use of this authority, please contact

o
Office of the General Counsel, at DL
(V) be

o piC

Enclosure

m&yEﬁ Crim. lnv Inspection Training
CIS_____ Laboratory Off. of EEQ

Fnance_____, National Szt Affarrs
/w 5 m“’*’ Gin. Corl Y G O, of Publc &

}nfo. Res____ _ Personnel Cong. Affs___

NOTE: This communication is submitted to the Attorney General
in accordance with the requirements of Title 12, USC,

. Section 3414, paragraph {(a)(5)(C). It provides the number of
" reguests for mendatory production of financial records made in
‘counterintelligence investigations during the following
‘semiannual period: January 1, 2005 through June 30, 200>. The
Attorney General will forward this information to Congress.

=L

SBERET
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DATE: (7-5-2007
CLASSIFIED BY £5173/duh/ksr/cak

SXRET RE&HON: L4 {ct
DECTASSIFY IF: (7-05-2032

NUMBER OF REQUZSTS FOR FINANCIAL RECORDS

M waop PURSURNT TO TITLE 12, USC, SECTION 3414, PARAGRAPH (a)(5)

FIRST AND SECOND QUARTERS 7005 - JXl

Note: "If subject’'s status as a United States (U.5.] person 1s unknown, subject 1s

prasumed to be a U.S.mbéf§0nf““03(

Total Number of Total Number of

Tnvestigations of Investigations of

Different Non-0.S. Different U.S.
Relating to Persons or Relating to Persons or
Investigations of Organizations Investigations of Organlzations
Non-U.S. Persons Predicating Such C.S. Persons or Predicating Such
or Organizations Requests Organizations Requests

a1l X X X X

ALY INFORMATINY CONTAINED
HEREIN 1% THCLASRIFIER EXCIFT o
WEERE SHOWY OTHERNISE b2

NSL VI0-%28



March 23, 2006

MEMORANDUM FOR THE ATTORNEY GENERAL

THROUGH: THE DEPUTY ATTORNEY GENERAL

FROM: DIRECTOR, FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION 1681lu, FCR
FOREIGN COQUNTERINTELLIGENCE/INTERNATIONAL TERRORISM
(U}

Title 15, U.S.C., Section 168lu(a) reguires consumer
reporting agencies to comply with a request by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has malntained an account. (U)

Title 15, U.S.C., Section 168lu{b) regquires consumer
reporting agencies to furnish identifying information about
consumers, limited to name, address, former addresses, places
of employment, or former places of employment. (U)

1 -~ 319X-HQ-A1487720-0GC - /7

1 - 62F-HQ-1077231-39598 1 - Mr. Bereznay Rm. 4012

1 - Mr. Pistole Rm. 7142 1 - Ms. Thomas Rm. 79847

1 - Ms. Caproni Rm. 7427 (%>—| [Rm. 7176
1 - Mr. Bald Rm. 7116 - NSTE Tm. 7947

SNS:bac (8)

_ SEE NOTE PAGE 3 b6
UNCLASSIRIER WHEN 1
DETACHED EXOM L
CLASSIFIZD ENCLOSURE

Classified ﬁ%ﬁf 3, DGC/OGC
Reascn
Declassi
L?‘Bﬁ’i‘s WOVED, o v O
D e B Lo e
o= VLQW%%W e
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Memorandum fer the Attorney Generzal Page 2
Re: Semiaznnual Report of Reguests for Consumer Credit

Information Made Pursuant to Title 15, USC, 1681lu

The certification standard for obtaining financial
institution information and consumer identifying information
requires relevance to an authorized investigation "to protect
against international terrorism or clandestine intelligence
activities." (U)

Title 15, U.S.C., Section 168lu{c}) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports 1s the same
"relevance" standard required for NSLs. (U)

Since receiving authorization to use the
certification procedures to obtain consumer information
pursuant to Sections 168lu{a) and (b), the FBI has established
procedures that have been implemented to exercise this
authority. - (U)

) Paragraph (h) of Section 1681u requires that, on a
semlannual basls, the Attorney General "shall fully inform the
Permanent Select Committee on Intelligence and the Committee on
Banking, Finance and Urban Affairs of the House of
Representatives, and the Select Committee on Intelligence and
the Committee on Banking, Housing and Urban Affairs of the
Senate concerning all requests made pursuant to subsections
{a), (b}, end f{c}." (U}

The attached list indicates FBI use of this authority
during the most recent semi-annual period. In order to meet
reguirements for submission of this report to Congress, this
report was prepared on February 24, 2006. The data contained
nerein 1s therefore accurate as of that date. The final
statistics for the two guarters reported herein may change
slightly, should additional data be subsequently reported to
the National Security Law Branch/FBI by the field offices. (U)

SE%ET

NSL VIO-9630
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Memorandum for the Attorney Genersal Pzage 3
Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 1681lu

b2
‘ _ b6
Should your staff require additional information L
. 1] the FBI's use of this authority, please contact
|Office of the General Counsel, at
(0)
Enclosure
NOTE: . This communication is submitted to the Attorney General o
in accordGDCe wlth the requirements of Title 15, USC, Section ?i
1681u(h). It states ‘thay fequests for D2

mandatory production of consumer Credit inrormation were made
in support of counterintelligence investigations during the
fellowing semiannual period: July 1, 2005 through

December 31, 2005. (]

(V)

APPROVED: & " livias
atonal Sec. B

T, e G Conmast, o Ot of Public &
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ALL THFORMATION CONTAINED

HEREIN I5 UNCLASSIFIED EXCERT G&TE: 07-05-2007
WHERE EHOWN OTHERUISE CLAESIFIED BY 65175/ duh/kar/can

FERS(N: L4 fo
DECLASSIFY M 07-05-2032

iE§(ET
NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
CONSUMER IDENTIEYING INFORMATION, AND
CONSUMER CREDIT REPORTS

* - MADE_PURSUANT T0 TITLE 15, USC, SECTION 1681u

THIRD AND FOURTH OUARTERS 2005 )
L/ R

Notéémmif”ﬁubjectfswsyatus as a United States (U.S.) person is unkrown, subject is
presumed to be a U.S. person: - ($k

15 USC 1681ufa)

Financial 15 USC 1681u(b) 15 USC 168lufc)  Total Number of 15
Institution Consumer Identifying Court Ordered USC 1681u Requests
Information Information Information For Information
USPER/Mon-USPER USPER/Non-USPER USPER/Non-USPER  USPER/Non-USPER

tS) L :X{ 'XQ ;K\ EX(

Classified ™y 56793, DGC/OGC N
Reason: 1.4(c) L.

Declage
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U.S. Departmen i Justice

Federal Bureau of [nvestigation

SECRET
Offlice of 1the Director Washington, D C 20533
March 17, 2006 9 L

e : T
MR- 7
RO _ ? (o]
oo~
. - g <
MEMCRANDUM FOR THE ATTORNEY GENERAL T 2 Eg

1
"1

THRCUGH:*  THE ACTING DEPUTY ATTORNEY GENERAL ﬁy/”.jlgjoa_mm..

FROM: DIRECTOR, FBI ga)'/

SUBJECT: CORRECTED SEMIANNUAL REPORT OF REQUESTS FOR
FINANCIAL INSTITUTION AND CONSUMER IDENTIFYING
INFCRMATION, AND CONSUMER CREDIT REPCORTS, PURSUANT
TO TITLE 15, UNITED STATES CODE (U.S.C.}) SECTION
1681u, FOR FOREIGN COUNTERINTEZLLIGENCE/INTERNATIONAL
TERRORISM (U}

a3}

Title 15, U.S.C., Section 168iu(a) requires consumar
reporting agencies tc comply with a request by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has maintained an account. (U)

Titie 15, U.S.C., Section 168lu(b) requires consumer
reporting agencies to furnish identifying information about
consumers, limited tc name, address, former addresses, places
of employment, or former places of employment. (U)

Classifie Vi 793, DGC/0GC
Reason : > c)

DeclasSify On: X-1
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Memorancdum for the Attorney General Page 2
Re: Corrected Semiannual Report of Requests for Consumer
Credit Information Macde Pursuant to Title 15, USC, 1681u

The certificaticn standard for obtaining financial
institutaon information and consumer identifying information
reguires relevance to an authorized investigation "to protect
ageinst international terrorism or clandestine intelligence
activities." (U)

The report of the number of reguests made by the FBI
pursuant to Section l6B8lu{a) and (b) during the semiannual
period of January 1, 2005, tec June 30, 2005, was submitted on
August 30, 2005. However, due to a computer programming error
that report was incorrect. The attached list contains a
corrected reporting of the number of requests made by the FBI
pursuant to Section 168lu{a) and (b) during the semiannual
period of January 1, 2005 to June 30, 2005. (U

Title 15, U.S.C., Section 168lu(c) reguires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with & consumer credit report. The current
standard for obtaining court-ordered credit reports 1s the same
"relevance" standard reguired for NSLs. The Rugust 30, 2005
reporting of section 168lulc) was correct, therefore there 1s
no change to this reporting. (U)

Since receiving authorization to use the
certification procedures to obtain consumer informat:ion
pursuant to Sections 168iuf(a) and (b), the FBI has established
procedures that have been implemented to exercise this
authecrity. {(U)

Paragraph (h) of Section 168lu requires thet, on a
semiannual basis, the Attorney General "shall fully inform the
Permanent Select Committee on Intelligence and the Committee on
Banking, Finance and Urban Affairs of the House of
Representatives, and the Select Committee on Intelligence and
the Committee on Banking, Housing and Urban Affairs of the
Senate concerning all reguests made pursuant to subsections

a}, (b), and (c)." {0)

SEC?&(
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Memorandum for the Attornrney General

Re: Corrected Semiannual Report of Requests for Consumer
Credit Information Made Pursuant to Title 15, USC, 16Blu

Page 3

The attached list indicates FBI use of this authority
during the most recent semi-annual period. (U)

Should your staff require additional information
regarding the FBI's use of this authority, please contact
H | Office of the General Counsel, at
()

Enclosure

WOTE: This communication is submitted to the Attorney General
in accordance.with the reguirements of Title 15, USC, Section
1681u(h). It states that| requests for
mandatory production of cOMBSUMEr CredlIv INnrormactlion were made
in support of counterintelligence investigations during the
following semiannual period: January 1, 2005 through

June 30, 2005. () :

NSL VIO-9635



ALL INFURMATION CONTAIVEL
HEREIN 15 UNCLAZSITIEL EXCEIT
HERE GHORN (THERWIIE

-

m- ..

mmthéf'“If~suhjeg;fs status as a United States (U.S.) person is unknown,

Si?ﬁﬁ?

CONSUMER IDENTIFYING'INFORMATION, AND

CONSUMER CREDIT REPORTS

FIRST AND SECOND QUARTERS 2005- (72\{\

presumed to be 3 U:thbéfSOnfm:}g(

15 USC 1681u(a;
Financial
Institution
snformation
USPER/Non-USPER

15 0SC 1681u(b)
Consumer Identifying
Information
USPER/Non-USPER

NUMBER OF REQUESTSFCR FINANCIAL INSTITUTIONS AND

MADE BURSUANT 70 TITLE 15, USC, SECTION 1681u

15 USC 1681u(c)
Court Ordered
Information
USPER/Non-USPER

DATE: 07-08-2007

CLASSIFIED EY 65179 dub/kar/oxk
BERSON: 1.4 iz)

DECLASSIFY 0¥ 07-03-2632

subject is

Total Number of 15
USC 1681y Requests
For Information
USPER/Mon-USPER

15| X

X

X

*

Classified by:
Reason:
Declassify qpe
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‘'SUBJECT:  SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL

%éQFET

August 31, 2005 foipa # 1073946

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR, FBI

INSTITUTION AND CONSUMER IDENTIEFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TO TITLE 15,
: UNITED STATES CODE (U.S.C.) SECTION 168lu, FOR
" FOREIGN COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM

=

Title 15, U.S.C., Section 1lé8lu{a) requires consumer
reporting agencies to comply with a reguest by the FBI for the
names and addresses of all financial institutions at which a
consumer maintains or has maintailned an account. (U) ‘

Title 15, U.S5.C., Section 168lu(b) reguires consumer
reporting agencies to furnish identifying information about
consumérs, limited to name, address, former addresses, places
of employment, or former places of employment. (U)

The certification standard for obtaining financial
institution information and consumer identifying information
requires relevance to an authorized investigation "to protect
against international terrorism or clandestine intelligence
activities." (U)

J

1 - 66F-HQ-C1303371- /3243 1 - Mr. Szady {:

1 - 66F-HQ-A1255972-NSLBANK -7 1 - Ms. Thomas o
1 - Mr. Pistole 1| | bo
1 - Ms. Caproni qu— NSLB P b7C
1 - Mr. Bald '

SNS:bac (9}

SEE NOTE PAGE 3
Classified Byx SC/QGC
Reason :

Declassify

39645,
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Memorandum for the Attorney General Page 2
Re: Semiannual Report of Requests fcr Consumer Credit
Information Made Pursuant to Title 15, USC, 1681lu

Title 15, U.S.C., Section 168lu(c) requires consumer
reporting agencies to comply with an ex parte court order to

provide the FBI with a consumer credit report. The current
standard for obtaining court-ordered credit reports is the same
"relevance" standard reqguired for NSLs. (U)

Since receiving authorization to use the
certification procedures to obtain consumer information
pursuant to Sections 168lu(a) and (b), the FBI has established
procedures that have been implemented to exercise this
authority. (U)

Paragraph (h) of Section 168lu requires that, on a
semiannual basls, the Attorney General "shall fully inform the
Permanent Select Committee on Intelligence and the Committee on
Banking, Finance and Urban Affairs of the House of
Representatives, and the Select Committee on Intelligence and
the Committee on Banking, Housing and Urban Affairs of the
Senate concerning all requests made pursuant to subsections
(a), (b), and (c}." (U)

The attached list indicates FBI use of this authority

during the most recent semi-annual period. (U)
Should your staff require additional information B2
regarding the FBT's use of this authority, please contact bhE
Office of the General Counsel, at . -
b7
(U)
Encloeosure AR LG WWWI mh:%m
) Nional Sae, Altairg
ng R ON. o Pubc &
(Q Depwomot;f”_imﬂu Persomne! Cong. Afs
NOTE: This communication is submitted to the Attorney General
“inaccordance with the reguirements of Title 15, USC Section
1681u(h). It states” thaf Fequests bl
for mandatory production of consumer credit information were b2

made in support of counterintelligence investigations during
the following semiannual period: January 1, 2005 through
June 30, 2005. B%
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DETE: 97-05-2007
CLASSIFIED BV £5179/cuh/kar/osk
REASE: 1.4 {c)

ALL TNFORMATIOR CONTATHED A DECLAZSIFY O 07-03-2032
HEREIN IS UNCLASSIFIED EXCERT SENET
VEESE SHOVY OTHERWIZE ?(

NUMBER OF REQUESTS FOR FINANCIAL INSTITUTIONS AND
CONSUMER IDENTIFYING INFORMATION,.AND
CONSUMER CREDIT REPORTS -
MADE PURSUANT TG TITLE 15, USC, SECTION 1681u

Note: Cf subject's status as a United States (U.S.) person is unknown, subject is

presumed to be a U.S.'ﬁéfSGHt“mi§< :

15 0USC 1681u(a)

Financial ' 15 USC 1681c(b) 15 USC 1681lu(c) Total Number of 1S
Institution Consumer Identifying Court Ordered 0SC 1681u Requests
Information Information information For Information
USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER USPER/Non-USPER

81| X X X

X

C.assified 39645,5C/0GC
Reason: Jd(c) :

Declagfify on: ¥25

S%J{ET
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