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Precedence: ROUTINE Date: 06/12/2006 fina # 1073946
To Attn: Security Officer
General Counsel Attn: Deputy General Counsel

NSLB, Room 7975

b2 Counterterrorism Attn: ITOS 1, CONUS 3, Team 12
b7E rom:

b6

B7C Contact: TFA

Approved By:

//L,m:& 6 5/9/6‘
bl  rafted By:

L QW A é'?LM/’I
j?h ase ID #i 05 }/tww/é’ e ﬁ””-’)

j 13 itle: (8) ;;OL%PZZ/
o]

O7A

biC

Synopsis: (U) Approves the issuance of a National Security Letter
(NSL) for local and long distance toll billing records pursuant
to the Electronic Communications Privacy Act (ECPA), Title 18,
United States Code {(U.S.C.), Section () 2709; provides reporting -
data to NSIB: and requests delivery of the NSL to| | b7D

1517705 DerM—3
(S) Declassify Omn: 6/12/2016 bl

& b2

b7E
DTA

Enclosure (s) : (U) Enclosed for the Division are the
original and one (1) copy of an NSL dated 06/12/2006, for

deliverv tol ]

b;r
bl
|:S:| D7A
b7
b4
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Details: (s)

| Einancisl

records obtained pursuant to an NSL indicate|

-

“(¥) The SSA approving this EC certifies that this case is
properly predicated and further certifies the following: the
specific information on which this case was predicated/approved,
and remains justified/approved, has been and continues to be
thoroughly reviewed by the substantive desk SSA approving this EC,
agent acting in that capacity, with the knowledge and

expertise on which to make that approval.

© -PS) This EC documents the SAC's approval and certification

of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks electronic communication transactional records
ang/#Fr toll billing records associated with one (1) individual
and/or two (2) addresses.

(U) Arrangements should be made with to produce the
records personally to an employee of yoUdr OrrIte within ten (10)
business days of receipt of the enclosed NSL, should

neither send the records through the mail nor utiliEi:ffijqame of

the Subject in any telephone calls to your office. should
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not contact FBIHQ directly in any manner.

(U) In accordance with 18 U.S.C. 2709(¢), I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by the enclosed NSL may endanger the national security of
the United States, interfere with a criminal, counterterrorism,
or counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(8)

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to the
Division, Attention: TFA

LEAD(s) :

Set Lead 1: (Action)
(1 Deliver the enclosed NSI to

I IU;im_mmT'
ﬂrd the results to the Division Attn: TFA

AT

Set Lead 2: (Discretionary)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. No paper copies will be forwarded;
download for paper copies.

SENT NSL VIO-12452
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Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Attn: ITOS, CONUS 3, Team 12. For information

only; read and clear. No paper copies will be forwarded;
download for paper copies.

SEEF\T NSL VIO-12453



(OGC) (FBI) bo

b7 C
From: | |iFen b2
Sent: 10 54 AM T
To: | ocey(Fey O 'E
Subject: RE. NGL DATA
SECRE
¥} RECOR]- /
bl
b2
| am requesting "toll bithing" records My apologies for the confusion, }l:iZE
&19)
b7C
h7A

----- Onginal Message-----

jeye) From: | KOGC) (FBI)
X Sent:  10:31 AM
o7C  To: | FBI)
Subject: )
TSECREF-—
i S :I 'RECORD
bl
Eg - In ACS there-is-an-EC-drafted by you-dated 5/19/06 file 11 pertaining to a
.~ NSL request. In the synopsis and enclosure it states you're requesting "toll billing" records.

o
bff . However, on the second page second paragraph it states, "...For mandatory reporting purposes,
B7C the enclosed NSL seeks subscriber information..." In order to accurately fulfill congressional
b4 reporting requirements, please inform me as to what type or record did you request from
b7D Your prompt attention to this matter would be greatly appreciated.
b7 /=

Paralegal Specialist
National Security Law Branch

bo Office of the General Counsel
p7C  Room 7975Iext|:|
b2

DERIVED FROM: G-3 FBI Cla
DECLASSIFICATION EXEMPTIO
SECRET

ed 1/97, Foreign Counterintelligence Investigations

DERIVED FROM: G-3 FBI Classificati
DECLASSIFICATION EXEMPTIONA
SECRET

d 1/97, Foreign Counterintelligence Investigations

NSL VIO-12454



OGC) (FBN) ol

L7C
From: | _lOGC) (FBY) 139
Sent: | 10 31 AM T
To: FBI) b7E
Subject: NSC UATA &gk far foak
SECRET,
|:S :I RE,_,C,QRq
In ACS there is an EC drafted by you dated 5/19/06 file #| |>ertaining to a NSL

request. In the synopsis and enclosure it states you're requesting "toll billing" records. However, on
the second page second paragraph it states, "... For mandatory reporting purposes, the enclosed
NSL seeks subscriber information..." In order to accurately fulfill congressional reporting
requirements, please inform me as to what type or record did you request from Your
prompt attention to this matter would be greatly appreciated.

l |
Paralegal Specialist
National Secunty Law Branch
Office of the General Counsel

Room 7975/ext biC
[ 1] oo

DERIVED FROMMM Guid ed 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPT
SECRET

NSL VIO-12455
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Precedence: ROUTINE Date: 05/19/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Counterintelligence Attn: CD-3A, SSA
Attn: Investigative Analyst Unit
b2
r b7k
r be
Contact: SA b7C
Approved By:
Drafted By: ) 1
>
Case ID #: (8) (Pending) b7E
. b/A
Title: (8)
b6
b7C

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for toll billing records; provides reporting data;
and, if necessary, transmits the NSL for delivery to the wire
communications service provider.

EUI“”EE< Derigig;ggég;} G-3
Decl 1fy ;o X1

(&) ol
o
Reference: (S) b7C
DTA i
Enclosure(s) : (U) Enclosed for Division is a iginal ?f
| and a copy of a letter dated 05/19/20068, addreagsed t‘oi | | bk
b6
requesting the name, address, length of service and local and n7C
long distance toll billing records for the phone number(s) listed: b
I 07D
ol
Details: (S) nIA
bl
b2
b7E
iShCase~IDw: . ST A
SECRET NSL VIO-12456 o
b!’
b7E
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()

bl
b7A

Q) On Tiune 29 2008 o natdional cocuritsz 1 er was

served to for
subscriber information|

bl
h7A
bb
b7C
b2
bTE

“}§; This electronic communication document’s the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one telephone number.

. {(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of your office. The institution should neither
send the records through the mail nor utilize the name of the
subject in any telephone calls to your office. The institution
should not contact FBIHQ directly in any manner.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(s) |

bl
b2
b7E

bTA

(U) Information received from a wire communication
SES&ET NSL VIO-12457 '
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service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to

Division, Attention: SA |

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} CTLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and Clear.

Set Lead 3: (Action)

AT

(U) Please deliver the attached letter as indicated
above. Upon receipt of information from carri r,[::::::]Division
is requested to submit results to the DivisIion.

S}QET NSL VIO-12458
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(OGC) (FBI) 06
From: | kFBI) n2
Sent: Wednesday, June 14, 2006 1 34 PM oTE
To: l |{OGC) (FBI) Lo
Subject: RE NSL data
SECRET
(5! ‘RECORO )
bl
b2
 we are seeking the subscriber “name, address, length of service and local and long distance billing records” |47
bo6
b7C
----- Onginal Message----- b7

From: |

foGe) (Feny

Sent: IJMmmdeO: 15 AM
To: (FBI)

Subject: NSL data

“SECRET— 51
|: g :| ‘RECORD 0o
A
913}

i o :| In ACS there is an EC drafted by you dated-5/22/06 file # bertaining toa NSL Dq C
request. In the "enclosure” section it states you're requesting, "the name, address, length of "1
service and local and long distance toll billing records for..." However, on the second page L2
third paragraph it states, "....For mandatory reporting purposes, the enclosed NSL seeks b7E
subscriber information..." In order to accurately account for our stats to congress, | need to biTA
know which type of NSL are you requesting? Your prompt attention to this matter would be
greatly appreciated.

I |
Paralegal Specialist L6
National Security Law Branch ST 570
Office of the General Counsel b2

Room 7975/ext

DERIVED FROM: G-3 FB

assification Guide G-3, dat€d 1/97, Foreign Counterintelligence Investiqations

DECLASSIFICATION EXEM

SECRET

ON1

DERIVED FROM: G-3 FBI Classificatieh GuideNG-3, dated 1/97, Foreign Counterlntelligence Investigations

DECLASSIFICATION EXEMPTI

SECRET

NSL VIO-12459
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Precedence: ROUTINE Date: 05/22/2006
To: Counterterrorism Attn: ITOS IIA
SSA |
General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Attn: JTTF
Fro b2
Contact: SA b7E
b6
Approved By p7C

Drafted By:
i8) -
Case ID #: (X (Pending) bi
bT7A
Title: (S) b2
b7E
Q0: bo
bicC

“Sytiopsis’y ”f}{ Approves the issuance of an ECPA National

{m
Security Letter (NSL)for toll billing records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
wire communications service provider.
TR < 4} Deri rom : G-3 )
Declagsify On: X1 bl
o)
(8) ..
ﬂ%fl I h7g
biA
Enclosure(s): (U) Enclpsed forl lis an NSI dated b2
05/22/2006. addressed tol L | b7E
&
[ requesting the name, n7C
address, length cf service and local and long distance toll "4’
billing records for the phone number(s) listed. E;I‘
/L
Details: (S)I |
1
b7A
¥
L7E
Lo
p7C
SETRET NSL VIO-12460 ‘ Ej
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[T , ,
“Q@ Open source internet gueries| |
revealed| [
I |
(S) A guerv ofl |database for the
numbex| [revealed multiple hits| |

- -

- B This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one phone number(s).

(U} Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of thel |Division within ten business
days of receipt of this request. The wire communications service F
provider should neither send the records through routine mail bz
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

o}
-
R3]

(U) In accordance with 18 U.Ss.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(s) |

(U) Information received from a wire communication service
provider may be disseminated to an agency of the United States
only if such information is clearly relevant to the authorized
responsibilities of such agency.

(U) Any questions regarding the above can be directed to SA

telephone number b6
b7C

LEAD(s) : . b2

gg@ NSL VIO-12461

2
bi
BT7A
b2
P7E
b6
b7C
bl
b7A
bo
bh7C
b7E
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Set Lead 1: {(Info)
COUNTERTERRORISM
AT ITOS 11 LX-1, 6S-100

(U) For information.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs

Set Lead 3: (Action)

AT

(U) Deliver the enclosed NSL ag indicated above. Upon
receipt of requested information. | is requested to
submit results to the Div1iS1O0Il.

sEékQ" NSL VIO-12462



0GC) (FBI)

From: I |(FB1)
Sent: 1001 PM
To: (OGC) (FBI)
Subject: RE NSL DATA

ts:ﬁ?{

It's for subscriber info and tofl records for a phone number

(31

—SECREF—
%) RECORD

From: | JOGC) (FBI)

Sent: Thursday, June 08, 2006 12:18 PM
To: | ':BI)

Subject: NSL DATA

bl

ACS there is an EC pertaining to an NSL request dated 5/31/06, drafted by you under file # b2
in The "synopsis" it states you're requestmg ‘email subscriber bIE

information from an electronic communications service provider, in the "enclosure” section it b6
states, "...requesting subscriber information and toll records for the..." and on the fourth page le
second full paragraph it states, "....the enclosed NSL seeks subscriber information on one b7 A
telephone number." In order to accurately fulfill congressional reporting requirements | need to '
know what type of NSL was requested? If this is for telephone subscriber or toll billing records the
synopsis should read, "....transmit the NSL for delivery to the wire communications service

provider." Electronic communications service provider is to be used when requesting records for

an email. Your prompt attention to this matter would be greatly appreciated.

DERIVED FROM: G-3 FBI Classificat
DECLASSIFICATION EXEMPTIO
SECRET

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext.

o oo
NCIRARPSN
@]

DERIVED FROM: G-3 FBI Clas$i
DECLASSIFICATION EXEMPTIO
SECRET

dated 1/97, Foreign Counterintelligence Investi

ication Guide G

AN

ated 1/97, Foreign Counterintelligence Investiqgations

NSL VIO-12463
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(OGC) (FBI) b7C
From: | |(OGC) (FBY) b2
Sent: 18 PM D7E
To: (FBI)
Subject: NSL DATA

(51

RECORD

bl
b2
3 In ACS there is an EC pertaining to an NSL request dateq 5/31/06,. drafted t?y you under ﬂle #I:l b7E
. [In The "synopsis” it states you're requesting "email subscriber information froman ¢
electronic communications service provider, in the "enclosure" section it states, "...requesting b
subscriber information and toll records for the_.." and on the fourth page second full paragraph it N7
states, "....the enclosed NSL seeks subscriber information on one telephone number.”" In order to
accurately fulfill congressional reporting requirements | need to know what type of NSL was
requested? If this is for telephone subscriber or toll billing records the synopsis should read,
" .. transmit the NSL for delivery to the wire communications service provider.” Electronic
~ communications service provider is to be used when requesting records for an email. Your prompt
attention to this matter would be greatly appreciated.

e
LN

Paralegal Specialist b6
National Security Law Branch b7C
Office of the General Counsel b
Room 7975/ext

DERIVED FROM: G-3 FBI Classifitatien Guid

DECLASSIFICATION EXEMPT
SECRET

ed 1/97, Foreign Counterintelligence Investigations

NSL VIO-12464
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Precedence: PRICRITY Date: 0573172006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: 1705 1/CONUS 4/Team 14

Attn: SSAl |

Attn;

From:

Contact: SA

Approved By: SAC |

(oc
SSA
Drafted 8y:
Case ID & (S (Pending)

gR) 86F-Ho-CI303T

Title: (9)

00:

Synopsis: (U} Approves the issuance of an ECPA Hational
Security Letter (NSL)for email subscriber information; provides
rec g data; and, if necessary, transmits the NSL for delivery
to the electronic commnications service provider,

63

Declassify On:  X-1

Page 1

DATE: 0g-2l-2007

CLASSIFIED BY 6507%/dub/kar/oak
FEASEN: 1.4 ic)

DECLASSIFY O 06-21-2032

ALL INFORHATION CCNTAINED
EEREIN IS UNCLASSIFIED EYCERT
WHERE SHOWH OTEEERISE

...................................................................................................................................

g
Case ID|

b6F-HQ-C1303375 63738
;:Ekﬁi\

NSL VIO-12465
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Enclosures; (U) Enclosed for

SEC

--== Horking Copy ----

addressed to

is an NSL dated 05/31/2006,

requesting subscriber

information and toll records for the below-described telephone

nurber

{3}

Details{ §g3

{8)

B ||

(S/NE/OR/FISA)

SORET

NSL VIO-12466
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01C
b2

{U) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one telephone number.

{U) Arrangements should be made with the electronic
commnication service provider to provide the records personally
to an employee of theEOffice within 5 business days of 7
rece  of this request. The electronic commnication service KTE
prov .r should neither send the records through routine mail
seryice nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(V) In accordance with 18 U.S.C. 7 2709(¢) I, the
senior official approving this EC, certify that a disclosure of
the fact that the B[ has sought or obtained access to the
information sought by this fetter may endanger the mational
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety

s&»(

of a person.

NSL VIO-12468
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-““”‘>§§ Brief statement of the facts justifying my
certification in this case: Disclosure may prematureHy disclose
national security investigation to the target and cause him to
thange his behavior patterns and circumvent scrutiny.

iUﬁ,m,mun>§;

|it is the responsibility of the office

|to advise FBIKQ. This may

be done by routing slip to the National Security Law Branch,
Offica of the General Counsel, Raom 7947, the FBIHQ entity

han ) the operational legal needs of the Counterintelligence
Division, This reporting is necessary in order to provide
information to Congress regarding the FBI's use of this authority
as mandated by Congress,

{U) Any questions regarding the above can be directed .

to SA

LEAD (s):

Set Lead 1: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirenents for NSLs.
Set Lead 2: {Info)

COUNTERTERRORTSM

AT WASHINGTON, OC

RET

NSL VIO-12469
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(L) At 1T05 1/CONUS 6/Team 14, Read and Clear

Set Lead 3: (Action)

Al

{U) Deltiver the enclosed NSL as indicated above.
Upon receipt of the information requested, is requested to
submit results to

N

.ae

NSL VIO-12470
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(OGC) (FBI) jo%e
7

C
From: | |(OGA) no
Sent: 11 03 AM o
To: (OGC) (FBI) L7E
Subject: RE NSL DATA
SELRUT
(5) -~ RECORD
b2
b7E
subscriber records 1s all | need the breakdown s twol | b7A
| will be around all day If you need anything else 6
N LicC
----- Onginal Message----- NG
From: (oGe) (FBIy T
Sent: Friday, June 09, 2006 3:36 PM 7C
To: 1 bca) H2
Subject: NSL DATA e
07k
SEERET
|:S:| .. RECORD
| &) “There is an EC in ACS.drafted by you dated 5/12/06 file # bertaining to a

NSI.I request. it is stated in the "eﬁclosure" section that subscriber records are being requested
fron However, on the second page third paragraph it states, "...
For mandatory reporting purposes, the enclosed NSL seeks billing records for four telephone
numbers. In order to accurately fulfill congressional reporting requirements, | need to know what
type.of records were requested, toll billing or subscriber and out of the 4 four numbers requested |

need a break down of how many numbers were requested from each of the three telephone
companies served. Your prompt attention to this matter is greatly appreciated.

Paralegal Specialist vE
National Security Law Branch 70

Office of the Ge nsel b5
Room 7975/ext. -

DERIVED FROM: G-3 FBI Claséﬁcation Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION
SECRET

DERIVED FROM: G-3 FBI Classification Gujde G-3 dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

NSL VIO-12471
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(OGC) (FBI) b6
From: | l©occe) (FBY) o7e
Sent: IJ:.LLdaLJ.uD.ﬁ.QQ_ZQ.Qﬁ.ﬁ.I36 PM b2
To: OGA) b7E
Subject: NSL DATA
SECRET

'5) RECORI -

bl
There is an EC in ACS drafted by you dated 5/12/06 file # ertainingtoaNSL ~ p7E

I_Lem.BI_B_Eﬁfaled_m_tbLendOSure" section that subscriber records are being requested from bin
However, on the second page third paragraph it states, "... For b6

mandatory reporting purposes, the enclosed NSL seeks billing records for four telephone numbers. n7C
In order to accurately fulfill congressional reporting requirements, | need to know what type of records .~
were requested, toll billing or subscriber and out of the 4 four numbers requested | need a break bfﬁ
down of how many numbers were requested from each of the three telephone companies served. D7D
Your prompt attention to this matter is greatly appreciated.

Paralegal Specialist b6
National Security Law Branch b7C
Office of the General Counsel b2

Room 7975/ext|:|

DERIVED FROM: G-3
DECLASSIFICATION EXEMPTION 1
SECRET

-3, dated 1/97, Foreign Counterintellic

NSL VIO-12472
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---- Working Copy ---- " Page
Precedence: ROUTINE Date: 05/12/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel NSLB
Counterterrorism Attn: ITOS _II Irag Unit
SSA
IA
Attn: IS4
Attn: Security Unit
Attn: JTTF
"o
?: From:
o7k
0o Contact :
b7C
Approved By
i Drafted By:
ol |
2 Case ID #: (S) {Pending)
D7E . 1 (S
D’T}\. Tlt e: )
06
o7C

E]

msyﬁop5I55””%¥§ This EC approves the issuance of an ECPA National

Security Letter (NSL) for subscriber records; provides reporting bﬂﬁ
data; and transmits the NSI, for delivery to the telephone 7D
companies
(M-~ ~(g// oC) er1 Tom )
on: May 15, 2016 ol
no
{(s) b7k
b7A
Enclosure(s}: (U) Enclosed forl Iis an NSI, dated
5/15/2006 addressed tol | hé
S ITeQUC ST SUDSCI IDEL . IO M CIoIr. Eiv
(U) Enclosed for is an NSL dated 5/15/2006 7D
bz
"""""""""" Yk
(Sj Case ID:]| h)—l
SBCQT NSL VIO-12473 ' b2
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addressed to

regquesting subscriber information.

(U) Encl

losed forl

|is an NSL dateﬁ

Page

I5/15/2006 addressed to

reguesting subscriber information.

etails: (8)

(8//NF//0OC)

(S)

(8//Nw/lac)

(S)

\ By 3 WL Y N Wi
A N NSEVIO=12474

bd
pi7D
b2
b7E

(e}
b7A
b6
p7C
7D
Y2

bL7E
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1

bl
b7A
b7D
b6

(&)

! D70
e Qﬁ Phone sub
requested in this "NSL |~

Wy L

T IIST Or
numbex s ar are 111 eguesced: ol

b7A
b6

7
b!"\_,

05} These subscriber records are being reguested to

w e (e This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks billing records for
four telephone numbers.

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the Federal Bureau of Investigation within 10
business days of receipt of this request. The wire
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

i ”'“““Egi Disclosure of this request may prematurely disclose
a national security investigation to persons affiliated with the
target and/or the subject matter of the national security
investigation and cause the target to change his behavior
patterns to circumvent detection.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

sE‘mQ NSL VIO-12475



SEdEER
NF

---- Working Copy ---- Page 4
r__iul__Aﬂy questions regarding the above can be directed "
to FBRI Attention: telephone number oo
biC
ol
LEAD (s) : o7E
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
—information needed tc fulfill the congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} Read and Clear
Set Lead 3: (Action)
AT
(U) is requested to deliver the enclosed NSL
as _indicated above. Upon receipt of requested information,
! is requested to submit results to
bZ
Set Lead 4: (Action) B7E
| po
p7C
AT
(U) is requested to deliver the e?closedjNSL as
indicated above. Upon receipt of reguested information, i
requested to submit results to
Set Lead 5: (Action)
b2
7
AT

5 R‘% NSL VIO-12476
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(U)

is requested to deliver the enclosed

as indicated above. Upon receipt of requested information,

18 regu

ested to submit results to

SE}’i{T NSL VIO-12477
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b7E
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b7C



OGC) (FBI)

From: | lFBi)
Sent: I_Ihusdauun&m_ZQQT 12 07 PM
To: OGC) (FB!)
Subject: RE NSL data

{3y RECORL

i requested the records of seven entities from three credit bureaus | guess that makes it 21 total  Sorry for the confusion

----- Origin sz
e —

Sent: Thursday, June 01, 2006 11:03 AM
To: FBI)
Subject: NSL data

SEERET
{5) “RECORD]

[8] —In ACS there-is-an EC drafted by vou dated 5/19/06 and file #| pertaining to
an NSL request being served or On the third page it states,
"...the enclosed NSLs seek the consumer crednt reports of seven entities.” In order to accurately
fulfill congressional reporting requirements, please inform me how many records were requested
per credit bureau. You prompt attention in this matter would be greatly appreciated.

Paralegal Specialist
National Security Law Branch
Office of the General Counsel

Room 7'975/ext|:|

DERIVED FROM: G-1 FBI Clas3ifjcation Guide G-1, dated 1/99, Foreign Government Information
DECLASSIFICATION EXEMPTIO
SECRET

DERIVED FROM: G-1 FBI Classification Guide
DECILASSIFICATION EXEMPTION 1
SECRET

d 1/99, Foreign Government Information

NSL VIO-12478
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/19/2006
To: General Counsel Attn: Deputy General Counsel
NSLB

Connterterrariam Attn: ITOS II/ISLU
Attn: I I
oo Al I
Attn:

SSA |

o) Attn:
b7E
06

57C

From: =

Contact: SA

Approved By:

Drafted By:

02  Case ID #: (S) (Pending)

n7p Title: (S)

Synopsis: (U} Instant EC approves the issuance of three FCRA
Section ,1681v National Security Letters (NSL) for full credit
reports in an international terrorism investigation; provides
reporting data; and, if necessary, transmits the NSLs for
delivery to the credit reporting companies.

@ e e g Deriveé " G-3
Dec Yy On: 19/2031

pl
Hepd | b2
b7E
DA
_Enclosure(s): (U) Enclosed is a NSL dated 05/19/2006 for[;;;::] I
Field Office, addressed tol |
|
| for] | Field Cffice, addressed tq| | o
Eveuseral [TTeld Crrice. addre b7E
4
[T Tequesting & full Consumer 7D
credit report and all information in their files relating to the e
_________________________________________ p7C
l:SJ“Case,_ID bl
SE@T NSL VIO-12479 b2



SECRET

---- Working Copy ---- Page 2
entities listed.
Details: (S)

(S)

(S) .
b1
b7A
be
b7C
b7D
o)
TR

(S)

STREE T NSCVIO-TZA80
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---- Working Copy ---- Page

wmetX) This electronic communication documents the SAC's

approval and certification of the enclosed NSLs. For reporting
purposes, the enclosed NSLs seek the consumer credit reports of
seven entities.

(U) Arrangements should be made with the credit
reporting companv to provide the records nersonally to an
employee of the |Field Offices
within 10 business days oL receipt of this request. The credit
reporting company should neither send the records through the
regular mail nor utilize the name of the subject in any telephone
calls to the FBI.

(U) In accordance with Title 15, U.S.C., Section 1681lv
I, the senior official approving this EC, certify that a
disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person.

{S)

(U) Any questions regarding the ahave can be directed

tol Field Office, Attention: SA
L2
LEAD (s) : b7
j616)
Set Lead 1: (Action) o7

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the aﬁpropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {(Info)

COUNTERTERRORISM

SENNSL VIO-12481
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b7A
p2
B7E
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AT WASHINGTON, DC
(U) At ITOS II/ISLU, read and clear.

Set Lead 3: (Action)

AT

Page

{U) Deliver the attached letter as indicated above.

Upon receipt of information from| |the| lField
Office is requested to submit the results to the
Field Office.

Set Lead 4: (Action)

AT

(U} Deliver the a er ag indicated above.

Upon receipt of information fro the Field
Office is requested to submit the results to the
Field Office.

Set Lead 5: (Action)
AT
. (U) Deliver the attached letter as indicated above.
Upon receipt of information from[ | the Field

Office is requested to submit the results to the
Field Office.

éﬂ@‘ NSL VIO-12482
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(OGC) (FBI) 6

b7C
From: {=D)] A
Sent: Friday. June 09, 2006 2 32 PM <
To: OGC}) (FBI) b7E
Subject: RE NOL DATA
SEERET= bl
(3 RECORD -
h7E
) b7A
Sarry it took so long to get back to you, | have not been In the office the past couple days The EC you reference is 6
requesting toll bitling records (verbatim call details) on two phone numbers Sarry about the confuston .. D
p7C

-----Qriginal Message----- hé
From: 1 |(0GC) (FBIY .
Sent: Wednesday, June 07, 2006 1:37 PM DI
To: (FBI) h?

Subject: NSL DATA L5
D7k
SEERET

(%) RECORD

|
[ 3] In-ACS there is an EC drafted by you dated 5/26/06 file 34 n the
"enclosure” section it states you're requesting "toll billing records,” however, on the third page
second full paragraph it states, "...For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on two phone numbers." In order to accurately fulfill congressional
reporting requirements, please inform me what type or records were requested, toll billing or
subscriber. You're prompt attention in this matter would be greatly appreciated.

Paralegal Specialist b6
National Security Law Branch o
Office of the General Counsel bi7C

Room 7975/ext| | b2

DERIVED FROM: G-3 FBI Cl:«éﬁpation Guide G-3, datedA797, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION
SECRET

DERIVED FROM: G-3 FBI Classification Guid
DECLASSIFICATION EXEMPTION 1
SECRET

ted 1/97, Foreign Counterintelligence Investigations

NSL VIO-12483
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/26/2006
To: Counterterrorism Attn: ITOS_ 1 TE 12
. SSA
General Counsel Attn: Julie Thomas
N : Deputy General Counsel, NSLB
jON
b7E Attn: JTTF
ja18)
S Attn: JTTF
LiC I
Frq
| ]
Contact: SA
Approved By:
Drafted By:
Case ID #: (S) (Pending)
. (s) (Pending)
bl W e ($) BBF-HQ-CI303375 (Pending)
bz
p7E Title: (S)
bT7A
(8)
OC : HQ
(T e M TOLL RECORDS NATIONAL SECURITY LETTERS
mr'syﬁoﬁéiéé “éﬁ Approves the issuance of an ECPA National
Security Letter (NSL) for toll billing records; provides
reporting data; and transmits the NSL for delivery to the wire
communications service provider.
‘U"ikﬂi Derived T G-3
Declagsify On:
g
o |
bi
b2
isk Case- ID |. b?E
b7A

b -HQ-CLlIU337/5 63/31
SE@RQP NSL VIO-12484



SééRET

NF/OR
---- Working Copy ---- Page 2

Administrative: (S//NF) | |
bl
b7A
biD
b2
b7E

Enclosure(s): (U) Enclosed fox | | is an NSL dated

5/26/20067 addressed tol ]

b2
_TEﬁﬁ@EfTﬁﬁ“fETT‘BTTTTﬁg“J b7E

IreCoras. n4
) b7D
(U) _Enclosed forl Iis an NSL dated §/26/2006, b
addressed to| .
| requesting p7C
COLAds.
Details: (s} | |
(S//NF)
(S//NF,0C) ol
hiA
ol
D7E
bb
DiC
07D
| s) |
(81 > public database checks show that]

SESQET NSL VIO-12485
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NF/OR
@ -~-- Working Copy ---- Page 3

bl
[ A previous NSL| | h7A

bo

W - - -(¥) Detailed calling records are beinag requested L7C
for the bz
T TOWITO PIOTE TIUMDET ST B7E

e .p€) This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on two phone numbers.

(U) Arrangements should be made with the wire
communications servicg—nxauwider ta nrauvide the records personally
to an employee of the Division within ten

business days of receipt of this request. The wire TR
communications service provider should neither send the records M
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.
(U} In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.
(W) e “'““£§3 Nondisclosure is requested because disclosure may
prematurely reveal a national security investigation to the
target or to persons affiliated with the target and cause them to
change their behavior patterns and circumvent- scrutiny.
(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibility of such agency.
(U) Anv guegtions regarding the above can be directed }QON
to SA phone number Iq— L7C
b2

LEAD (s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC
SECRET NSL VIO-12486



SEE?ET
NF/OR

---- Working Copy ---- Page 4

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTCON, DC

{U) At ITOS 1/CONUS 3/TEAM 12: Read and clear.

Set Lead 3: {(Action) —

AT

(U) Deliver the enclosed NSL as indicated above. Upon

receipt of ted information, is requested to submit
results to[fffffj

Set Lead 4: (Action)

AT

(U) Deliver the enclg SL as indicated above. Upon
receipt of xeguested information, is requested to submit
results . to '

sé@gT NSL VIO-12487



(OGC) (FBI) "

From: | lioaey By R7C

Sent: IJNedn.&ﬁday_.hme_DJ_ZDDB 153 PM b2

o PGA) bTE

Subject: NSL DATA

SEERET
{5} “RECORD| )

b2

(g InACS there.is an EC drafted by you dated 5/23/06 file # n the "enclosure" tb/;&

section it states you're requesting "the name address, length of service and local and long distance .
toll billing records,” however, on the second page it states, "...For mandatory reporting purposes, the by’ .
enclosed NSL seeks subscriber information on one phone number™” In order to accurately fulfill L7C
congressional reporting requirements please inform me of what type of NSL was requested, toll

billing or subscriber. Your prompt attention to this matter would be greatly appreciated.

I |
Paralegal Specialist
National Security Law Branch

Office of the General Counsel 1
Room 7975/ext nle
bz

DERIVED FRM FBi Classification,bu/ide G-1, dated 1/99, Foreign Government Information
DECLASSIFICATIO
SECRET

NSL VIO-12488
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/23/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: Itos I/Comus IT
Attn: SSA

b2
L7E From:
b6 JTT
bL7C Contact: TFO

Approved By

Drafted By: EC)
bl  Case ID #: (S) (Pending)
o (S) (Pending)
LTE m - (%) 66F-HQ-C1303375

DR 7itle: (s)

Synopsis: (U) Approves the issuance of one ECPA National Security
Letter (NSL) for subscriber information and toll records; provides
reporting data; and, if necessary, transmits the NSL for delivery to
the wire communications service provider.

113
[§:¢ Derived Fromr— §CG G-3, Jan. 1997 bl
Declassi n: /2031 joy
(51 p7E
5

{S)wReference:””Qﬁ

joki!
s): U) Enclosed is an NST, 5/23/2006 r S 57D
| | requesting the name, b6

address, length of service and local and long distance toll billing D7C
records for one phone number.

Details: (S//NF) bl

e .- _DTA . _._
ES:' .. Case ID..1 h2
b7E

66F-HQ-C1303375 63732



SECRET

NF
(8) ---- Working Conyv -=--- Page 2
(s//NF)
bl
b7A
bo
b7C
b2
b7E
b7h
(S//NF)
. (S//NF) Research for carrier information for nl
reveal the following: "7

(e e o

'”"“““GD%%HD| shows this number to be xegistered
to[::::::l Public database shows this number registered to
Due to the more accurate results with prior carriers, no
/

has proven to be more reliable. -

o o "&ﬁ This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
one phone number. .

(U) Arrangements should be made with the wire
communications service provider to provide the records via Federal
Express to an employee of your office within 10 business days of
receipt of this request. The wire communications service provider
should neither send the records through routine mail service nor
utilize the name of the subject of the request in any telephone calls
to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that

SESRET NSL VIO-12490



SECRET
NF
---- Working Copy ---- Page

the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

mhuumW"%umDﬁ: . . ’

The accompanying request is for telephone records
associated with the subject. Disclosure of this request to the
subject could have a significant negative impact on FBI investigative
efforts in this matter. Further investigation into the correctly
identified subscriber/subject is imperative in determining his
affiliation with a terrorist source.

% I

] it is the responsibility of the cffice

| to advise FBIHQ. This may be done by

routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the operaticnal
legal needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

{(U) 2Any guestions regarding the above can be directed to
TFOl |Division.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COQUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

CRET NSL VIO-12491
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NF
-~-=- Working Copy ---- Page

(Uy 1ITOS I, CONUS II, Read and Clear.

Set Lead 3: (Info)

AT

(U) Read and Clear

SECRET NSL VIO-12492

o)

~1 D

o



DGC) (FBI)

From: |

krai) Lo

Sent: I_n.esaaume.aa_zmelz 30 PM b7C
To: OGC) (FBI) o

Subject: RE NSL DATA nTE
{g) RECORD
bl
hanks for catching the error  The enclosure section should have included both subscriber information and toll records H2
The NSL requested both -
| apologize for any inconvenience Should | resubmit the EC? b7E
- - e
b7C
~~~~~ Onginal
From: i lcosey pey DG
Sent: Tuesday, June 06, 2006 10:20 AM h7C
To: FBI} ”
Subject:  NSLDATA b2
bTE
¢3! Recorp
bl
I: g :| --~~~In--AG~S~~th-ere~-is~-an-vEG--d-ra-ft-edvbyvvyou~dvated~~-5r’-16/06---file~-a{ pertaining to an E 2/"'SL
NSL request. In the "enclosure" section it states you're requesting subscriber information. o
However, on the second page last paragraph it states, "This electronic communication b =
documents... . For mandatory reporting purposes, the enclosed NSL seeks both 1) subscriber f36
information and 2) local and long distance toll billing records on one phone..." In order to L7D

accurately record this information for congressional reporting purposes, | need to know what type
of record was requested, subscriber information or toll billing? Your prompt attention to this
matter would be greatly appreciated.

Paralegal Specialist

National Security Law Branch

Office of the Geperal Co

Room 7975/ext

nsel

b6
b7C
b2

DERIVED FROM: G-3 FBI CIdssification Guide G-3, dal(‘llgh Foreign Counterintelligence Investiqations
DECLASSIFICATION EXEMPTIO

SECRET

DERIVED FROM: G-3 FBI Classification Gui1197 Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

NSL VIO-12493
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Precedence: ROUTINE Date: 05/16/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterintelligence CD-3D
SS ]
SA
o) Fron
. SAC
b7E Contact: SA

he
h7C Appreved By:

Drafted By:

Case ID-#: (S) | | (Pending)
TitlP A (8)

b2

bTE

ba

BiC
Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for subscriber information and toll billing

records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company.

m B4 Derive Gm :  G-3 bl
Decl 1fy . X-1 i~

00

DA
e o P B7E
dministrative: (E§ This document contains information that is

Foreign Intelligence Surveillance Act (FISA) derived. Per 50

U.S.C. 1806 (b) of the Foreign Intelligence Surveillance Act,
recipients are reminded that this information, or any information
derived from it, may only be used in a criminal proceeding, or

any other proceeding, with the advance authorization of the Attorney
General. This information may not be disseminated to a

foreign government without the authorization of the Attorney ho
General. .
b7E
Enclosure(s): (U) Enclosed for is the original and one
66F 93281+ 1941 bTA

SEORET NSL VIO-12494 ‘ b2z
.



SEBQ?T

{8) on~one phone-number, |

---- Working Copy ---- Page 2
copy of an NSL dated 05/16/2006, addressed to | | b4
. | b7D
| requesting bE
subscriber information. é;m
Details: (3) | |
(a)
bl
b7A
ho
s | | e
o)
b7k
b7D
(s) |
(s) | |

Z§i This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks both 1) subscriber b?
information and 2) local and long distance toll billing records Db7A

| b6
SECRB{ NSL VIO-12495 ’ b7C




SEC
---- Working Copy ---- Page 3

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the delivering division within ten (10)
business days of receipt cf this request. The institution should
neither send the records through routine mail service nor utilize
the name of the subject in any telephone calls to the FBI.

(U) In accordance with Title 18, U.S.C., Section
2709(c), I, the senior official approving this EC, certify that a
disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter may endanger the
national security of the United States, interfere with a
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person. -

7 P&) Brief statement of the facts justifying my
certification in this case: disclosure may prematurely disclose a
national security investigation to the target and cause him to
change his behavior patterns and circumvent detection; disclosure
may prematurely disclose a national security investigation and
could result in the destruction of or tampering with evidence.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

T B Td I

[ ] it is the responsibility of the office bl
|to advise FBIEQ. This may be done by hZ
routing slip to the National Security Law Unit, Office of hiE

the General Counsel, Room 7975, the FBIHQ entity handling the
operational legal needs cof the National Security Division. This
reporting 1s necessary in order to provide information to

Congress regarding the FBIs use of this authority as mandated by
Congress.

(U) Any questiong regardipg the above can be directed ?b
£o] Attention: SA phone number piC
b2
D7E
LEAD(s) :
Set Lead 1: {(Action)

GENERAL COUNSEL
AT WASHINGTON, DC

{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

SECRE_NSL VIO-12496
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Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-3D - Read and clear.

Set Lead 3: {(Action)
AT N
b2
(U} Deliver the attached letter as indicated above. -
. ) . ) ; - e b7E
Upon receipt of information from the carrier, deliverina divyision -
is reguested to submit results to Attn: SA [s18
L7C

SECREL NSL VIO-12497



OGC) (FBI
b6
From: (FBI)
Sent: e e 2R 105 P oIc
To: OGC) (FBI) D2
Subject: RE NSL DATA b7E
SECREY pl
{3 RECORD]| o
D4
L7E
two ptn numbers  thanks O7A
b6
I
workl] | T
cell -
----- Onginal Message----- bé
From: (OGC) (FBI) b70
Sent: Tuesday, June 06, 2006 12:25 PM S
To: [ _ J(FBI) b2
Subject: NSL DATA h7E

“SECREE—
(3] Recoaq

In ACS there is an EC drafted by you dated 5/26/06 file numberf

out how many numbers were being requested. In order to accurately fulfill congressional
reporting requirements please inform me as to how many numbers you requested from

I I
Paralegal Specialist
National Security Law Branch
Office of the General Counsel
Room 7975/ext

SECRET

DERIVED FROM: G-1 FBI Classificatiop
DECLASSIFICATION EXEMPTION 3
SECRET

bertaining

NSL VIO-12498
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---- Working py ----

Page

Precedence: ROUTINE Date: 05/26/2006
To: General Counsel Attn: NSLU, Room 73975
Counterintelligence Attn: LIOS T FETTU II, SSA
bz om:
b7E
- Contact: SA
b
b7c_proved By: Cummings Arthur M II
DrafDl by
L7A '
Casep,2> 1 (8) (Pending)
Lo W& TE6F RQ-C1303375 (Pending)
Tit1bS g)
B7C

Security Letter

00

Siﬁébéiéf'”ﬁﬁ This EC approves the issuance of an ECPA National
(NSL) for telephone toll billing records; provides

reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.
W .
‘\”hﬂ Derived : G-3 bl
8 . Declasgify ;o X-1 biA
o b7E
Enclosures: or th LV 4
addressed to ’77
requesting b7D
the name, address, length of service and local and long distance be
toll billing records for the phone number (s} listed. b7 C
Details: (S)l
bl
This telephone toll record b7A
NSL 1s requested for the following reasons: B2
7
BASIS OF SAC CERTIFICATION: o7E

A. Basis of Authorized Investigation

ﬂS} Case ID‘{{

66F-HQ-C1303375

63719
SPSRET NSL VIO-12499 '
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(SL
(S/NF)
(Q/NEY
(S/NF)
(-
) B. Description of the Requested Records
P
This telephone toll record NSL seeks access to the toll
fSJ records for the subject’s pre-paid calling card,| b1
WJ")*Q C. Statement Describing why the Records are Relevant
The information is being regquested tol
b’)
D7k

m

X D. Statement Justifying Nondisclosure

(U} In accordance with 18 U.S.C. 2709(c); I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

(Uﬁww&}( In particular, the premature disclosure of this
SBQEET NSL vIO-12500

e

()

b7C
L7D

b7E
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---- Working Copy ---- bPage

national security request may Jjeopardize this intelligence
investigation by alerting the subject or operatives working on
behalf of the subject to the existence or focus of the
investigation allowing the subject or operatives, both known and
unknown: to destroy, alter or conceal information or evidence;
take actions or countermeasures to disguise or conceal their
activities; or modify future operational planning or activities in
a manner which will thwart lawful efforts to detect, monitor or
disrupt the hostile operational activities of this subject.

M= & This electronic communication documents the
approval and certification of the enclosed NSL by the approving
official. For mandatory reporting purposes, the enclosed NSL
seeks local and long distance toll billing records for XX phone
number(s) . i

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the delivering division within 10 business days
of receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only i1f such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed

to SA

LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
Counterintelligence

AT WASHINGTON, DC

(U) At ITOS I, ETIU II, Read and Clear.

SN NSL VIO-12501
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Precedence: ROUTINE Date: 05/16/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Cyber Attn: SSA
Attn:
Attn:
b2
H7E -om:
D6 tact SA
B0 Contact:

Approved By: WA Cod J/A;Q A"—)/

S/ Sh's roec 3 06
| ﬁax,/@ D7C

Drafted By: D2
m--Casdy Ho %) (Pending)
bin (S) Pending)
b2- (8) (Pending)

()08

TitL7E  (g)

Synopsis: (U) Approves the issuance of one ECPA National
Security Letter (NSL) for ISP subscriber information; provides
reporting data; and transmits the NSL for delivery to the
electronic communications service provider.

¢ Derive ©~ FBI SCG G-3
Decl fy Omr—05/16/2031

| bl
BTA

Enclosures: % Enclosed for |are two copies of A

an NSL dated 05/16/2006, addressed to]| D
! | reanestinag the R7E

(&) following information for IP addresses| Joy:!
| |names addresses, length of B7D
service and electronic communications transactional records, to N
include existing transaction/activity logs and all electronic ?3(‘

Case ID : Serial : 1 b1

\ : -

SECRET NSL VIO-12503 b2
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mail (e-mail) header information (excluding content and/or b4
subject fields) . | is also requested to provide the 17D

physical addresses and locations for the servers using these
three IP addresses.

Details: (U) This electronic communication documents the
SAC’'s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks subscriber
information on three (3) Internet Protocol addresses.

(U) Arrangements should be made with the electronic b’
communication service provider to provide the records
personally to an employee of | | Division within five
business days of receipt of this request. The electronic
communication service provider should neither send the records
through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

LU

C{E/FOCHFRE)  In accordance with 18- U.S.C.  2709(c)
I, the senior official approving this EC, certify that a
disclosure of.the fact that the FBI has sought oxr obtained
access to the information sought by this letter may endanger
the national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger
the life or physical safety of a person. If the subjects
received notice of this request, they might take
countermeasures which would thwart this national securit
investication In fact, disclosure might cause the

|to disconnect their Internet connection with

this cocperative service provider. Digeclosure might also
jeopardize [ ]

| | b2

m

&YX Brief statement of the facts justifying my
certification in this case:

(U) COOPERATION BETWEEN AND o)

FIELD

{8)

bi
b7hA

()] | o2

irhn

bb%l NSL VIO-12504
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1)

(a/ /00 / /NF) I—l

ol

(s) |

SEURET NSL VIO-12505
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(81
(g
bl
L7A
b6
(s) b7C
b2
L7E
U}~ 2, BASTS FOR NSL
(S) The attached NSL is also to obtainl |
customer information forl [
The béﬂ
NSL requestsg the Tollowing inrormation rromj | rtor 1P Zbﬂfl
addresses | | 113
names, addresses and length of service and electronic »1C
communications transactional records, to include existing b4
transaction/activity logs and all electronic mail (e-mail) 17D
header information (excluding content and/or subject fields). e
| is also requested to provide the physical address
and location for the servers using these IP addresses.
1
(8 %] The attached NSL will | | on
oW E)
(U) IA| | has worked
with[:::]on another investigative matter. Her contacts with
this company may assist in obtaining results more gquickly. The no
assistance of | | is greatly appreciated. Any 5TE
guestions regarding the above can be directed to SA b6
TEAD (&7 : p7C
oL
Set Lead 1: 7D

GENERAL COUNSEL

AT WASHINGTON, DC

%\Q NSL VIO-12506
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(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
regquirements for NSLs.

Set Lead 2: (Info)

CYBER
AT C3IUl
(U) Read and clear.
Set Lead 3:
AT
b2
(U} It is requested that IA b7E
deliver the enclosed NSL ag indicated above. Upon receipt of b6
the information reguested, is reqguested to submit g7C
results to SA /

shm\NsL VIO-12507



(OGC) (FBI)

o]}
b7C
From: (F8l) oy
Sent: I_IDuLSdﬂLJLMJ_m?G 2.52 PM -
To: (OGC) (FBI) b7E
Subiject: RE NSL data
«, SECREE o1
5! RECORD| pTA
b2
Thanks will do B7E
50
bh7C - Onginal Message-----
5 From: I(OGC) (FBI}
‘ Sent: 2:51 PM
b7l To: (FBI)
Subject: RE: NSL data
Bl
SELREE b7A
I:S:I RECOR o
L7E

Yes, that's correct and if you're using_a pony please correct the second page to reflect toll billing
when requesting for both. Thanks

b6

b7C
o2
o7

E

o oTTo

~J D~

3l

]

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext.

----- Orl e
From: (FBI)
Sent: 147 PM
To: OGC) (FBI)

Subject: RE: NSL data

SECRET— bl

7E

| R gy at}
Yes | think so  If we ask for tolls then we ge: suoscriber info automatically

----- Onginal Messaaa.

From: (OGC) (FBI)

Senré@m 06 2:40 PM

To: FBI)

Subject: RE: NSL data

SECRET=— bl

RECOR{ _ | b7A
b2

| I b7E
It should be either or. Toll billing includes subscriber information. So, should | record it as
Toll billing?

NSL VIO-12508




Paralegal Specialist
National Security Law Branch
Office of the General Counsel 12

Room 7975/ext

————— Onginal Message-——-- b (
From: 12 krsr) .
Sent Thursday, June O 2006 2:39 PM L7C
To: [ bco) (Fen) ho
Subject: RE: NSL data
e b7E
RECOR
bl EE—
b7A
b2 H ,
Sorry about that. Yes, we did request and receive toils as well as subscrber info on that one
b ’E Let me know If you need anything else
bo TTnkq alot
b7C = T
bffice
cell
----- Original Messar%--»- hée
From: OGC) (FBI) b7C
Sent: 0 6 11:49 AM ~
To: | FBI) n2
Subject: a -
"1 b7E
[5°7% Recoro[
b7E
Lo

|: S :| Bl

In ACS there is an EC drafted by.you dated 5/3/06 and file #

pertaining to an NSL request. In the "enclosure" section it states that toll billing

records are being requested, however, on the second page it states, "....For
mandatory reporting purposes, the enclosed NSL seeks subscriber
information...." In order to accurately fulfill congressional reporting requirements
please inform me which type of record was requested.

DERIVED FROM: G-3

|
Paralegal Specialist
National Security Law Branch )
Office of the Geperal Counsel 06
Room 7975/ext. /C
2

DERIVED FROM: G-3 FBI i 'cationﬁd@dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEM N2

SECRET

Investigations
DECLASSIFICATIO




SESRET

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/03/2006
To: General Counsel Attn: Julie Thomas,
Deputy General Counsel,
NSLB
Counterintelligence SSA CD-3B
},\"3
b Counterterrorism CTD/CAU/LX1
bé
b7C om:

Contact: SA

Approved By:

1 Drafted By:
TA zase ID #: (9) (Pending)
b2
b7 Title: (8)
ol
b7C 3ynopsis: (U) Approves the issuance of one (1) ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for dellvery tc the wire
communications provider.

-
"@ﬁ Derive dm : G-3 .
Pecl 1fy~Qn: X1 =

fS?'“iﬁ&-. E;H

b7E
Enclosure(s) : (U) Enclosed for Lic ana (1) ariginad 6
| letter dated 05/03/2006, addressed tol | | th
[ | requesting the name, length of service, and local b4
and long distance toll billing records for the telephone number b7D
listed.
Details: (S)I I
bl
DA
b6
ey —————— — — — — — — . N b7c

2 CasgwIDm4~ | bz
A S%RET NSCVIO-12510 b7E




(5

(8 _

~-~- Working Copy ---- Page

bl
DT7A

P

ko

(S)I |

piC

b2
b7E

(S) Results of an earlier NSL, dated 05/23/05,
indicated| |was the subscriber]| |

i Writer therefore requests 1n this NSL

subscriber information and local and long distance toll billing
records for the following number if but only if subscribed to by

at the above address:

(s)

iU)’Egi This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one (1) telephone number.

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of FBI Headquarters within ten (10) business days
of receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.§.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, ox endanger the life or physical
safety of a person.

Ckf Brief statement of the facts justifving my
certification in this case: | |

Disclosure may prematurely disclose a national

SECRET NSL VIO-12511

ol
D7A
be
R7C
o)
b7E
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security investigation to the target and cause him to change his
behavior patterns and circumvent detection.

(| |

[ it is the responsibility of the office | |
[ | investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the
operational 1le€gal needs of the Counterterrorism Division. This
reporting is necessary in order to provide information to

Congress regarding the FBI's use of this authority as mandated by
Congress.

(U) Any gquestions regarding the above can be directed

to

LEAD(s) :
Set Lead 1: {(Action)
. . GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-3B: Read and Clear

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC
()

Deliver the enclosed NSL as indicated above

. Upon
SETRET gL VIO-12512

bl
b2
b7

[T

c o

[N e )

o3
p—



receipt of
results to

regqueste

SE}*RET

---~ Working Copy ----

information, CTD is requested to submit

SE}R‘Q\ISL VIO-12513
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locce) (kB

From: D6 (FBI)
Sent: bD7C Thursday. June 01 6 2.38 PM
To: B2 (OGC) (FBI)
ject: RE NSLd
Subject LTE SL data
“SECRELE
{ &) RECORD
pl
Twd numbers, and on number. ..
O7A
Thank you oY
——] 7D
Fail | b6
Desq_r\'_|_| b7¢
Blackber no
b7k
----- Onginal Message-----
b6 From: l loGe) (FBI)
o . Sent: Thursday, June 01, 2006 2:36 PM
b7C  ve: (Far)
h2 Subject: NSL data
D7E SECRET
RECORD]
(51
;n ' ‘;;tl ;?[_e is an EC drafted by you dated 5/22/06 file # pertaining to
|: S :' "~ ‘an NSL request being served on [which request toll billing

information on three (3) phone numbers. In order to accurately meet congressional reporting

requirements, when requesting records on more than one entity it needs to be stated how many
records are being requested per entity served. Thus, would you kindly provide this information to

me. Your prompt attention in this matter is greatly appreciated.

Paralegal Specialist )
National Security Law Branch bo
Office of the General Counsel ©7C
Room 7975/ext] ] h2

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1197./Foreiqn Counterintelligence Investigations

DECLASSIFICATION EXEMPTION.1
SECRET

L VIO-12514
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b7E
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b7E



Precedence: IMMEDIATE

SECRET
---- Working ‘Copy ----

Date:

05/22/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel
NSLB, Room 7975
Counterterrorism Attn: ITOS_I/CONUS II Team 5
SSA
LX-1 4w200
Attn: JTTF
&) Attn: JTTF
b7E
be T
L7C Contact:
Approved By: Cummings Arthur M II
bl
Drafted By: o7A
|: 5 :| - g S : b_')
Case "ID #:mw?ﬂf {Pending) H7E
I
Title (S) DS
b7C
Synopsis: (U) This EC approves the issuance of two ECPA National

Security Letters (NSL) for telephone toll billing records; provides
reporting data; and transmits the NSLs for delivery to the wire

communications service providers.

Page

m - k) Derived Pfom : G-3
Decl i On: X1
18] .
36 |
Administrative: (U) The enclosed National Security Letters are

unclassified when separated from this document.

Enclosure(s) : () Enclosed for the delive

F.ngﬂiiﬂﬁ_arilone
original copy each of two NSL's addresgsed to
i and|

iShCase”LD.h

RCL AT

=4

a-— L INJL VIV

4704
TZJ1TJ

1

oo oy
Sy ~d b
.
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~.J
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g
e
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‘ b
| | requesting 57D
the name, address, length of service and local and long distance toll T
billing records for the phone numbers listed.
Details: ()| | rl
I -
I b7A
02
p7E
BASIS OF SAC CERTIFICATICN:
w“””©§) A. Basis of Authorized Investigation
(S)
(8)
o1
A
(3) ;OSN
o7l
D2
DR
(s) 1 |
ithwmmbéj B. Description of the Requested Records
These teleph
(2 toll records for the bl
| . | Lo
| These records are being requested from g;f&
. b7D
O o (X) C. Statement Describing why the Records are Relevant 06
bL7C

The requested information is being sought to further identify e ’
iﬁﬁl D2
: : b7E

SEQ‘\EI NSL VIO-12516
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fm”“““”&é D. Statement Justifying Nondisclosure

(U} In accordance with 18 U.S§.C. 2709(c); I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigaticn, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

““QQ In particular, the premature disclosure of this national
security request may Jjecopardize this intelligence investigation by
alerting the subject or operatives working on behalf of the subject to
the existence or focus of the invéestigation allowing the subject or
operatives, both known and unknown: tc destroy, alter or conceal
information or evidence; take actions or countermeasures to disguise or
conceal their activities; or medify future operational planning or
activities in a manner which will thwart lawful efforts to detect,
monitor or disrupt the hostile operational activities of this subject.

"@g) This electronic communication documents the approval
and certification of the enclosed NSLs by the approving official.
For mandatory reporting purposes, the enclcosed NSLs seek local and
long distance toll billing records for three phone numbers.

(U} Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the delivering division within 10 business days
of receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U)  Any questions regarding the above can be directed to SA

| telephone number

Accomplishment Information:

Number: 3 - 06
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED B0
ITU: NATIONAL SECURITY LETTER N
Claimed By: ;:
SSN: ,».JIE
Name:
Squad
LEAD(s) :

Set Lead 1: (Action) 3
SE&KNSL VIO-12517
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GENERAL COUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to record appropriate information
needed to fulfill the Congressional reporting requirements for
NSLs.

Set Lead 2: (Info)
COUNTERTERRCRISM
AT WASHINGTON, DC

(U) At ITOS I / CONUS II Team 5, read and clear.

Set Lead 3: (Action)

AT

(U) Deliver the attached letter to[:::::::]as indicated
above. Upon receipt of the information from the provider, submit
the results to

— b2
Set Lead 4: (Action) BTE
hd
oW Ab;
AT

(U) Deliver the attached letter td[:::::::]as indicated
above. Upon receipt of the informgtion from the provider, submit
the results to

jb06138F.542

Sﬁ&& NSL VIO-12518



OGC) (FBI

From: D6 (FBI)
Sent: 70 I_Imuaday_.luns_o_‘\_loﬂ.s 11 58 AM
To: .. _ (OGC) (FBI)
Subject: ~ < RE' NSL data
L7E
S—-
15) -RECORO"

Please refer to the following information n regards to fulfilling congressional reporting requirements’

2 numbers) [~

|

| appologize for any inconvenience Thanks

----- Onginal fdesaag_l
C  From: (QGC) (FBI)
“ Sent: 114 AM
TE Subject: EIF)

(3] RECORO

[o)

~J

oo o

oy

|51 Thereisan EC in‘ACS drafted-by vou dated 4/26/06 and file #
an NSL being served o

Paralegal Specialist

National Security Law Branch
b6 Office of the General Counsel
bh7C Room 7975/ext.

b2
>
Z

pertaining to

Fequesting a total of three (3) toll billing
records. In order to fulfill congressional reporting requirements | need to know how many records
were requested per company. Your prompt attention in this matter would be greatly appreciated.

DERIVED FROM: G-1 FE Classuflcatlon Guide G}éed 1/99, Foreign Government Information

SECRET

DERIVED FROM: G-1 |
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Precedence: ROUTINE Date: 04/26/2006
To: General Counsel Attn: Julie Thomas
(2 Deputy General Counsel, NSLB
Counterterrorism Attn;m‘ ITOS TI;
Attn: Counterterrorism Squad
Attn: Counterterrorism Squad
L7E S _—
b1 Contact: GSA
bo
b7C pproved By
Drafted By:
Case ID #: (S) {Pending) ec)
bl
Title: (8} b2
b7E
- bTA

{8

Synopsisfmm;§3 Approves the issuance of an ECPA National Security
Letter (NSL) for tell billing records; provides reporting data; and,
if necessary, transmits the NSL for delivery to the wire
communications service provider.

W - - Deriveg«From : G-3
Decla€siFyw On: X1 bl
| TR
X0 oY

Enclosure(s): (U) Enclosed for the fcllowing noted Divisions are an b7E
original and copy of an NSL dated 04/26/2006, respectively addressed
as follows:

| B2
b7E
Jol4!
D7D
o4
Details: (S) | H7C
ne
------------------------- p7C
18- Case . ID- : | . ol
Dl"__\
[y

hT7E
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18],
(S)
(S
bl
bh7A
sy hé
b7
b7D
(8) 02
(s) |
(S)
(s | |
- ‘C&S A check of the aforementioned numbers
yielded negative results. )
i NI query of the aforementioned numbers in L7E

resulted in the following:

-

SEC}‘{T NSL VIO-12521
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(5

bl
DTA
no6
b7C
b2

| PTE

hQ The subscriber and toll billing records foyx the
aforementioned telephone numbers are being reguested to:

(51]

m -

w - (B This electronic communication documents the approval
and certification of the enclosed NSLs by the indicated[::;:%;;JField
Office SAC. For mandatory reporting purposes, the enclose s seek
local and long distance teoll billing records for three(3} telephone
numbers. .

S
(U) Arrangements should be made with the wire nTE

communications seryice providers to n:gxidi the records personally to
an employee of the Divisions respectively,
within 20-30 business days of receipt of this request. The wire
communicationsg service providers should neither send the records
through routine mail nor utilize the name of the subject of the
requests in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(%) Brief statement of the facts justifying my
certification in this case:

1. Disclosure may prematurely disclose national
security investigation to the target and cause him
to change his behavior patterns and circumvent
scrutiny.

2, Disclosure may prematurely disclose national
security investigation to persons affiliated with
the target and/or the subject matter of the
national security investigation and cause them to
change their behavior patterns and circumvent

SESQT NSL VIO-12522
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scrutiny.

3. Disclosure may prematurely disclose national
security investigation which could result in flight
from potential prosecution by the subjects as well
as the flight of potential material witnesses.

(U) Information received from a wire communications
service provider may be disseminated to an agency of the United
States only 1if such information is clearly relevant to the authorized
responsibilities of such agency.

(U) Any questions regarding the above can be directed to

SA
LEAD (s} :
Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} At ITOS II, read and clear.

Set Lead 3: (Action)

]
A'I‘I_

(U} Deliver the enclosed NSL as indicated above. Upon
receipt of _reguested information from the wire communications service

provider, is requested to submit results to the
Division.
Set Lead 4: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of reguested information from the wire communications service
provider, is requested to submit results to the

SECRET NSL VIO-12523
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(OGC) (FBI

(S -

RECORD}

From: OGA)
Sent: 932 AM
To: OGC) (FBI)
Subject: RE NGSL data

Sorry for the mistake We are requesting toll billing records regarding this EC  Please call me if you have any questions
Thanks

(&)

(81 -In-ACS there-is-an-EC dated 5/15/06, which-is-an NSL request for file #{

----- Onginal Message-----

From: l |(0GC) (FBY)
Sent: Thursday, May 25, 2006 10:47 AM
To: | JoGa)
Subject: NSL data

SECRET
RECORD-

In order to accurately fulfill ﬁi_ugms;mauesortmg requirements | need to know what type of
records were requested fro In the enclosure section it states you're requesting

“toll billing records,” however on the third page it states, "For mandatory reporting purposes,
the enclosed NSL seeks subscriber information..." Please inform me what type of records
were requested. Your prompt attention in this matter is greatly appreciated.

Paralegal Specialist

National Security Law Branch

Office of the General Counsel

Room 7975/ex{ b6

DERIVED FROM: G-3 FBI Clas¥
DECLASSIFICATION EXEMPTIO
SECRET

ication Guide G-3, da 1/97, Foreign Counterlintelligence Investigations

DERIVED FROM: G-3 FBI Classification Gic
DECLASSIFICATION EXEMPTION 1
SECRET

ed 1/97, Foreign Counterintelligence Investigations

NSL VIO-12525
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Precedeﬁce: ROUTINE Date: 05/15/2006

To: General Counsel Attn: Julie Thomas

Deputy General
Counsel, NSLB

Counterterrorism Attn: ITOS ZA::::]

Attn: SSA

— S| |

D2 o I |
b7E JLUIE
bo Attn: | IField

p7C Office - JTTF

Frag

SAC |
Contact: SA

Approved By

Drafted By:

bi Case ID #: (3)

b7E
b7A,Tltle; A8)
b6
b7C
Synopsis: ~}&1 Approves the issuance of an ECPA National
Security Letter (NSL)for toll billing records; provides
reporting data; and, if necessary, transmits the NSL for
delivery to the wire communications service provider.
mo pE) Derived>From: G-3
Declagsify~On: 05/15/2031 o}l}
S bTA
() 1 b2
| l ._ b7E
: : . D2
Enclosures: (U} Enclosed for the Field Office is b7E
an NSL dated 06/15/2006, addressed tol bAM
B7D
be
i3] “Case-ID = . Ej@
bl
STURET NSL VIO-12576 o
\ b7A
b2



SECRRT
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requesting the name, address, length b7D
of service and local and long distance toll billing records
for the phone number({(s) listed.
Details: (S)
(S)l |
(S) bl
biA
bo
b7C
b2
b7E
(S}

(Sﬂ |

SEKET  NSL VIO-12527
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(31

(3]

P4 The telephone subscriber and account

information, requested is assigned to [::::::] The tciJ..'!.______I
billing records and account information are reguested

This electronic communication documents the
Special Agent in Charge’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seekg glibscriber information on one-phone number,

(U) Arrangements should be made with the wire
communications service provider to Txnnide_tbe_ﬁecords
personally to a employee of the FBI Division
within 30 business days of receipt of this request. The wire
communications service provider should neither send the

records through routine mail service nor utilize the name of
the subject of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2708(c) I, the
senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person,

{S)

Page 3
o)
b7E
b4
b7D
b4
b7D
bl
b7A
b6
b7C
b2
b7E
b2
b7E
bl
biA
b2
b7E

L Based

on the previously stated facts disclosure may prematurely
disclose this national security investigation and cause
captioned subject to change his behavior patterns and
circumvent scrutiny. People affiliated with the captioned
subject may change their behavior patterns as well.

(U) Any guestions regarding the above can be

directed to SA|
SEC}T\NSL VIO-12528

LEAD (s}:

Mo ~1 oy
(@]

Set Lead 1: (Action)
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GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congresgssional reporting

reguirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM/ ITOS II/ GOU
AT WASHINGTON, DC

(U) At ITOS II/|:|Read and Clear.

Set Lead 3: (Action)

AT

(U) Deliver the enclosed NSL as indicated above.

Upon receipt of reguested information, Field
Office is requested to submit results £o e Division -

SECR SL VIO-12529
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(OGC) (FBI)

From: 06 (FBI)
Sent: R 10 55 AM
To: DI OGC) (FBI)
Subject: 2 RE NSLDATA
niE
"SECRET
%) RECORL
bl
. b7A
| apologize for the inconsistency | will fix my pony EC bh2
Both of these NSL's were for transactional records g—/?‘
T bo
b/C
bz
FBl | N7
Desﬂ_l—l_l
Blackberry
----- Onginal Message-----
From: 0GC) (F8I)
Sent: ncay, May 26, 3:12 PM
To: (FBI)
Subject: NSL DATA
(5) SECRET 06
RECORD| 57
ol
o7A
': S :' In ACS there are two EC's drafted by you both'dated 5/3/06, filed D2
which are NSL requests one going to and the other Forboth ECs, onthefirst ©7E
page in the "synopsis" it is stated e-mail subscriber information is requested. However, on the o4
second page in the "enclosure section” it states" ISP transactional records and subscriber b7E

information is being requested. In order to accurately fulfill congressional reporting requirements
whatever type of records are being requested should be recorded consistently throughout the EC.
Thus, | need to know which type of records were requested, was it e-mail subscriber or
transactional? You prompt attention in this matter is greatly appreciated.

Paralegal Specialist
National Security Law Branch b6
Office of the General Counsel  7¢

Room 7975/ext] ] o

ion Guide G,:(&ﬁ 1/99, Foreign Government Information

NSL VIO-12530
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Precedence: PRIORITY Date: 05/03/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel
NSLB, Room 7975

Counterterrorism Attn: ITOS eam 5
SSA
LX-1 4w200

Attn:

From:
b2
b7E Contact:
Egc Approved By: Cummings Arthur M II

N

Dr|b1 . BY H

iSI“ééb7ﬁi,w#gv;ﬁn1_____________________J(Pending)
b6 ]

Tiph7C (8)
b2
b7E
Synopéié: (U) Approves the issuance of two ECPA National
Security Letters (NSL) for email subscriber information;

provides reporting data; and transmits the NSLs for delivery
to the receiving office for delivery.

EUJ“””TéZ?Bf;ﬁE) Dery From : G-3
Degtassify On: X1

Administrative: (U} The enclosed National Security Letters
are unclassified when separated from this document.

R . . e X bl
1. P8 This document is classified SECRET/ORCUN/NOFORN. TR
Portions of this document carrying classification markings may -
not be incorporated into any c¢riminal affidavit, criminal b2
court proceeding or unclassified investigative file. The BE

information in this document is intended to be used for lead
or background purposes only.

- — - e e — —

AN
SEQRET NSL VIO-12531
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Uy -

-
3

”)%3 Some of the intelligence provided in this
communication has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving advice
and consent from FBIHQ.

(8§ Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.
tUTH””““&Q . _ _
4. Any reference to the government monitoring e-mail
communication must be avoided if any interviews are conducted b4
in conjunction with this information. 7D
b6
Enclosure(s): (U) Enclosed for the delivering field office H7C
is one original and one copy each of two NSLs dated 05/03/2006
addressed tol
[Tequesting ISP transactional records and
subscriber information for the listed email accounts.
Details: () | _I
(S)
bi
b7A
19
p7C
b2
b7E
(S//OC/NFY |
(5//0CC/NF)

~N
DD“NQ< NSCVIO-12532
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(3//0C/NF)

(8//OC/NF)

EHEEAET  This electronic subscriber and transactional
records request of the name, address, length of service and
electronic communication transactional_records. inclnding e-mail

l:s:l header information: of--email -accounts.

is being requested for the following reasons:

(s//oc/NF) |

(U} This electronic communication documents the
| Field Office Counterterrorism SAC’s approval and
certiticacion of the enclosed NSL. For mandatory reporting o
purposes, the enclosed NSL seeks subscriber information on 2 b2
addresses. NTE

(U) Arrangements should be made with the electronic
communication service provider to provide the records
personally to a representative of the delivering field office
within 14 days of this request. The electronic communication
service provider should neither send the records through
routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

i P\ Brief statement of the facts justifying my
certification in this case: Premature disclosure of the existence of
this investigation may allow the sub%;gi\fo destroy evidence, warn

SECRET NSL VIO-12533
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confederates, and take measures to thwart this ongoing investigation.

Mo | I i

[it is the responsibility of the office| | b2

o advise FBIHQ. This may be done by b7

routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to

SA

Accomplishment Information: - 06

Number: 2 b{'
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED bz
ITU: NATIONAL SECURITY LETTER
Claimed By:
SSN:
Name :
Squad

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) At ITOS I / CONUS II Team 5, read and clear.

b2
Set Lead 3: (Action) h7E

AT

(U} Deliver the attached letters as indicated
above. Upon receipt of the information from the carrier,
submit the results to| |

SE&RT NSL VIO-12534
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Precedence: PRIORITY Date: 05/03/2006

To: General Counsel ‘ Attn: Julie Thomas

Deputy General Counsel
NSLB, Room 7875

Counterterrorism Attn: ITO am 5
SSA
LX-1 4w200
Attn:

Fr
b2 | '
b7E Contact:
E?F Approved By: Cummings Arthur M IT
B

Drafted By:

(51 caem1  #e

b7A

{Pending)

b2

Synh7F (U) Approves the issuance of an ECPA National
Security Letter (NSL) for email subscriber information;
provides reporting data; and transmits the NSL for delivery to
the receiving office for delivery.

- .
(SHAECINF) Derive rom : G-3
Declasgsi On: X1

(3] 9,(

Administrative: (U) The enclosed National Security Letter is
unclassified when separated from this document.

Wi 2€) This document is classified -SECRET/ORCON/NOFORN. Pl
Portions of this document carrying classification markings may bTA
not be incorporated into any criminal affidavit, criminal b2
court proceeding or unclassified investigative file. The b7E

information in this document is intended to be used for lead
or background purposes only.

igh Cage- ID|-

SEC‘&Q NSL VIO-12536
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() -

2. ”ﬁg) Some of the intelligence provided in this
communication has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving advice
and consent from FBIHQ.

3. &) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipilents are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.
O Any reference to the government monitoring e-mail
communication must be avoided if any interviews are conducted fo)d!
in conjunction with this information. "D
Enclosure(s): (U) Enclosed for the delivering field office ?gﬂ
is one origi1ii:fff:fff:ffEf:ff:én_NSL_daLﬁd_Qﬁlﬂjlzﬂﬁﬁ______j o7
addressed to
| | requesting ISP transactional
records and subscriber information forl |
Details: (S) | |
(S)
Bl
biA
bo
bi7C
(e /loc /N 1b‘/“
b7E

(e //0C/NEDY

\ MNCL VIO 12027
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(S//OC/NFE) bl
BTA
bo
p7C
(S//OC/NF) Bz
b7E
TS??UE?QES This electronic subscriber and transactional
records request of the name, address, length of service and
electronic communication transactional records, including e-mail
header information, and also including| | na
(8 Hata (not to include message content or subiject fieldslo f‘
account is 7D
being reguested IOTr CNE I01l0WINg Leasons: -
(s//0C/NF) | | oTA
o3
p7C
0z
b7E
(U} This electronic communication documents the
Field Office Counterterrorism SAC’'s approval and "
certitication of the enclosed NSL. For mandatory reporting bz
purposes, the enclosed NSL seeks gsubscriber information on 1 S7E
address.

(U) Arrangements should be made with the electronic
communication service provider to provide the records
personally to a representative of the delivering field office
within 14 days of this request. The electronic communication
service provider should neither send the records through
routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact

SEGQET NSL VIO-12538 “
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that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

mweg Brief statement of the facts justifying my
certification in this case: Premature disclosure of the existence of
this investigation may allow the subject to destroy evidence, warn
confederates, and take measures to thwart this ongoing investigation.

|
1

PO

= The responsibility of the office |
to advise FBIHQ. This may be done by

oo U

NG|
]

routing slip-to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterintelligence Division. This reporting is
necesgsary in order to provide information to Congress regarding the
FBI‘s use of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to
SA| |

Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED b

ITU: NATIONAL SECURITY LETTER b

Claimed By: b
SSN:
Name :
Squad

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLB is requested to record appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRCRISM
AT WASHINGTON, DC
(U) At ITOS I / CONUS II Team 5, read and clear.

Set Lead 3: (Action)

SECRET NSL VIO-12539
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Upon recei
results to

AT

(U)

Page

Deliver the attached letter as indicated above.

ib06110b.542

SEC

pt of the information from the carrier, submit the

bZ

b7E



(OGC) (FBI)

From: I kFBI)
Sent: Tuesday, May 30, 2006 8 44 AM
To: | |(OGC) (FBI)
Subject: RE. NSC DATA

(81 9pe
RECORT]-
W]

We are seeking to confirm that the Iisted subject 1s , in fact, the subscriber and we want the toll billing records for the
number | guess the answer to your question I1s that we want both. Let me know f you need anything else on this This was
my first NSL , so | was relying heawvily on my Secretary for the language! Thanks!

bhé -----Original Message--?:-'
T . From: | (OGC) (FBI)
L7C sent: :

b2 To: lFBl)
-+, Subject: N5C DATA
b7E

=4}

|: g :I ...RECORD}

[5] InACS there is an-EC that was drafted by you dated-4/11/06; file # which is a
request for an NSL being served o In the "enclosure” section it states, "... requesting
subscriber information, length of service, and local and long distance toll billing records."
However, on the second page it states, "...For mandatory reporting purposes, the enclosed NSL
seeks subscriber information on ..." In order to accurately fulfil congressional reporting
requirements, please remember whatever type of records are being requested it should be stated
consistently throughout the EC. Thus, | need to know whether you're requesting toll billing
records-or subscnber? Your prompt attention in this matter is greatly appreciated.

5t
National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-1 FBI Cla¥sjfication Guide G-1, dated 1/99, Foreiqgn Government Information
DECLASSIFICATION EXEMPTIONS,
SECRET

DERIVED FROM: G-1 FBI Classificatiop/Guide G-1, da
DECLASSIFICATION EXEMPTION 1
SECRET

1/99, Foreign Government Information

NSL VIO-12541
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Precedence: ROUTINE Date: 04/11/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterintelligence Attn: _CD-3C
Attn:

Fr

Contact: SA

h2? Approved By:
b7E
Do
y71C
Drafted By:
?;A tse ID #: (S) (Pending)
b6 tle: (8)
biC
gir1rn0psis: o Approves the 1issuance of an ECPA National

reporting data; and, 1f necessary, transmits the NSL for delivery
to the wire communications service provider.

m - .
"”)XQ Derive rom : G-3
Declagesi On: X1
Ay

S Yl |

bTA
bz b2
bk Enclosure(s): (U) Enclosed for| |is an NSIL dated L7E
04/11/2006, addressed to| | n4
| requesting subscriber b7
information, length of service, and local and long distance toll bE
billing records. 'O
bh7C
b7A
be
p7C
o¥i
b7E (m Subscriber information, length of service, and
local and long distance toll billing records associated with
[8) - Ccase TDWJ _ | b;A,
SEQET NSL vIO-12542 2
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b1
nT7A

|, _are being reguestedl| ]

bo
b7C

b2

iy

_ - Ixf_ This electronic communication documents SAC hTE
approval and certification of the enclosed NSL.

For mandatory reporting purposes, the enclosed NSL seeks

subscriber information on one (1) phone number. b%ﬁ

bk

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the delivering division within 30 business days
of receipt of this request. The wire communications service
provider should meither send the records through routine mail
gservice nor utilize the name of the subject of the request in any
telephone calls to the FBI. Contact numberl has been

b2

desicgnated on the NSL to facilitate processing of the request by -

b7D
{(U) In accordance with 18 U.S.C. 2709 (c) I, the :
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrcrism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

”W“W>§; Brief statement of the facts justifying my
certification in this case:

334’ The accompanying request is for telephone records that are

(&

being requested to] |
|

The accompanying request 1s for the subjects own telephone
records. Disclosure of this request, therefore, would be made
directly to the subject thereby notifying him of the FBI's

interest in his activities. Such a disclosure would have a bl
significant negative impact on FBI investigative efforts in this b2
matter. p7E

(U) On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the reguired
certification.

(u)

it is the responsibility of the office

SECRET NSL VIO-12543
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bl
| |to advise FBIHQ. This may b2
be done by routing slip to the National Security Law Branch, KTE
Office of the General Counsel, Room 7947, the FBIHQ entity -
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in ordexr to provide
information to Congress regarding the FBI's use of this authority
as mandated by Congress.
(U) Any guestions regarding the above can be directed -
to SA bo
bi7C
LEAD (s) : » b2
Set Lead 1: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) CD-3C, Read and Clear.
i bz
Set Lead 3: {Info) H7E

|
]

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, |is requested to
submit results to the Division.

SECRBL_ NSL VIO-12544
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{OGC) (FBI) ole
From: oGa) b2
Sent: IMMZQD_T 1243 P b7E
To: (OGC) (FBI)
Subject: RE. Missing NSL information

roRET
ST

{5) RECORH

Have a good one

----- Original Message-----
From: (OGC) (FBI

_____ Sent: Ta o Ad 10 0N Codn 4

To: OGA)
Subject: TTVWTTTSSTTRSTTMOTIECOT

SEEREY
|: o :| -RECORD

cCToowT

I'm still waiting for a reply from the below e-mailed that | sent you on 5/4. | do need this
information to be recorded for congressional purposes. Thank you again for your assistance.

Paralegal Specialist
National Security Law Branch

bf Office of the Ge sel
n7C Room 7975/ext.

B7E Onginai Message-----
From: | |(OGC) (FBD)

Sent: Thursday, May 04, 2006 9:33 AM
To: | I(OGA)
Subject: 1SSING wnrormaton

SEERET,
{31 RECORQ

[

IN ACS there is an uploaded-EC for-file #4 kvhich requests Subscriber

OouU o

B g

o
S

I: o :l “information, however, the # of phone numbers requested was inadvertently left out. Would you
please provide me with how many phone numbers were requested in the NSL. Thank you for
your assistance.

oo
o

4

2

Paralegal Specialist e
National Security Law Branch 9
Office of the General Counsel é”

Room 7975/ext]

NSL VIO-12545
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Precedence: ROUTINE Date: 04/12/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOSII,
IA |
JTTE
|QQA [
TFO | |
From: | |
e SAC [
nTE Contact: TFUI
bé
~Y proved By
n7c © !
Drafted By: 51
P
Case ID #: (8) {(Pending) DA
D2
Title: (8) pD7E
fols)
piC
Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL) seeking telephone subscriber information;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the wire communications sexrvice provider.
) mo Deriv om : G-3
bl Declageify On: X1
L7A
b2
D7bJJnclosure(s): (U) Enclosed for Division is an b2
original and a copy of a letter dated 0471272006, addressed to b7E
| b4
. . | seeking subscriber B7D
information. ~
1 '\IO
P}; Details: (S) | L7C
D7A
0o
o7C
b2
b7E
"""""""""""" bl
{&] -Case -ID e,
SICRET =
NSL VIO-12546 o)
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o
1

=

b

”m““'fﬁﬁ This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on #3a phone number({s.

() Arrangements should be made with the wire
communications service provider receiving the enclosed letter to
provide the records personally to an employee of your office
within ten business days of receipt of this letter. The wire —~
communications service provider receiving the enclosed NSL should
neither send the records through routine mail service nor utilize
the name of the subject in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterroxrism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(s) | |

ooT
NGRS
)

To disclose 1n any form the

FBI's request for this information could jeopardize these
efforts.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

X | |

] it is the responsibility of the office

|to advise FBIHQ. This may

be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7547, the FBIHQ entity
handling the cperational legal needs of the Counterintelligence
Division. This reporting is necessary in order to provide

SESRET NS vI0-12547
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information to Congress regarding the FBI's use of this authority
as mandated by Congress.

(U) Anv guestions regarding the above can be directed -
tol Attention: TFO 0L
I_(I BiC

TEAD (s) : B2
Set Lead 1: (Action)
AT \ b2
ISWAS
(U} Deliver the attached letter—aa_dndicated above. b7E
Upon receipt of information from the carrier, j
DIVISION is regquested to submit results to DIVISION.
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
. AT ITOS II

(U) Read and clear.

SE}“ET\NSL VIO-12548



(OGC) (FBI)

.
e G
Sent: b7C I_Euaay_mm_zooﬁ_ﬂ.ln PM
To: b2 (OGC) (FBI)
Subject: b7E RE NSL DATA
bl
SECREF .
(5] RECORD b7A
b2
b7k
Hi

We are requesting electronic communication transactional records. | will be sure to update my ponies so that
there 1s no confusion in the future. thanks

ke
work | | B7C
cell - bf
b7E
~~~~~ Onginal Message-----
From: l 1 (OGC) (FBLY
Sent: Friday, May 26, 2006 3:41 PM
To: FBI)
Subject:  NSL DATA
SECRET |
i =) -RECORD _
bl
b7A
In ACS there are two ECs drafted by you pertaining to NSL requests, both dated 5/5/06, file # 2/ @
(81 C |One is addressed totland the othe]__] Onthe e

first page of both ECs in the "enclosure” section it states, "...requesting the names, addresses, S
lengths of service, (i.e. subscriber) records for the e-mail/IP address holder(s) listed," however, ;O -
on the third page it states, "For mandatory reporting purposes, the enclosed NSL seeks 04
electronic communication transactional records..." In order to accurately fulfill congressional © 7D
reporting requirements whatever type of record(s) being requested should be stated consistently
throughout the EC. Thus, | need to know what type of records were requested, was it e-mail

subscriber or electronic transactional records? Your prompt attention, in this matter is greatly
appreciated.

Paralegal Specialist

Nationa! Security Law Branch b
Office of the Geperal Counsel b
Room 7975/ext. I

sm G-1, dated 1/99, Foreign Government Information

N1

C

[N

DERIVED FROM: G-1 FBt
DECLASSIFICATION EXE
SECRET

NSL VIO-12549
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NF
. ---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/ 5/2006
To: General Counsel Attn: NSLU, Room 7975
Counterintelligence Attn: _ITOS T  FTTO TT, SSA
From:
Contact:

Approved By: Cummings Arthuxr M IT
Drafted By: ,

o)1
Case ID #: (S (Pending) h7A

) 02

Title: (S) bTE

b6

b7C
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for ISP subscriber; provides reporting data;
and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

(-
')85 Derive rom : G-3 i
Declagéi On: X-1 nl
. D7A
O %
D7E
Enclosure (s): ; ' i i
addressed t
| requesting the
names, addresses, lengths of service, {1.e. subscriber} records
for the e-mail/IP address holder(s) listed.
Detrajlg: (s) l rl g%p
| This ISP internet b2
transactional record NSL 1s requested for the following reasons: L7E
bl
--------------- DTA
Case Ii:s:I i I D
SECRRI_NSLVIO-12550] [0} | boE
jo¥/}




EESRET
NF
---- Working Copy ---- Page 2
BASIS OF SAC CERTIFICATION:

i
?ﬁ A. Basis of Authorized Investigation

)
33 |

ol

b7A

(S/NF) pr
o)
D7E
7D

(S/NF)

(8)

(Q\I

tUJ»,&Q L
B. Description of the Requested Records

This internet address NSL seeks access to the name,
address and length of service (i. i bl
%) subject’s internet e-mail account bTA
be
o
(mwﬂgﬂ C. Statement Describing why the Records are Relevant pic

Sw NSL VIO-12551




SECRYC
NF

(80 ---- Working Copy ---- Page 3
bl
b2
. 0T7E
g D. Statement Justifying Nondisclosure
(U) In accordance with 18 U.S5.C. 2709{(c); I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life-or physical safety
of a person.

oy W““;é& In particular, the premature disclosure of this
national security request may jeopardize this intelligence
investigation by alerting the subject or operatives working on
behalf of the subject to the existence or focus of the
investigation allowing the subject or operatives, both known and
unknown: to destroy, alter or conceal information or evidence;
take actions or countermeasures to disguise oxr conceal their
activities; or modify their future operational planning or
activities in a manner which will thwart lawful efforts to detect,
monitor or disrupt the operational activities of this subject.

Uy -
"¢ This electronic communication documents the
approval and certification of the enclosed NSL by the approving
official. For mandatory reporting purposes, the enclosed NSL
seeks electronic communication transactional records on 1 e-
mail/IP address{es).

(U) Arrangements should be made with the electronic
communications service provider to provide the records personally
to an employee of the delivering division within 10 business days
of receipt of this request. The electronic communications
service provider should neither send the records through routine
mail service nor utilize the name of the subject of the request
in any telephone calls to the FBI.

(U} Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly relevant
to the authorized responsibilities of such agency.

he above can be directed hé
to SA bh7C
b2
LEAD (s) :

SE?R‘KNSL VIO-12552
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Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
{(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
Counteringgzligence
- AT WASHINGTON, DC
(U) At ITOS I, ETIU 1I, Read and Clear.

Set Lead 3: (Action)

AT

(U) Deliver the attached NSL as indicated above.

receipt ¢of information from the electronic communication servi

provider, is requested to submit results to

%{T NSL VIO-12553

e

Page

Upon

b7

B



SEék@T

---~ Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/ 5/2006
To: General Counsel Attn: NSLU, Room 7975
Counterintelligence Attn: _JITOS T TIU II, SSA

From:
b;ﬂ Contact:

pa]

Lo proved By: Cumminas Arthur M IT
bIC

Drafted By:

bl

Case ID #: (S) (Pending) b7 A
b2
Title: (8S) b7E
b6
biC
Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for ISP subscriber; provides reporting data;

and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

Degctassify On: X-1 bl

o b7A
(2] @Qmw b2

b7E v
Enclosure(S)r__iHL__EBQlQﬁ2d_iQI_Lh&_d2liMﬁIinQ_QifiSQ_iﬁ_ﬂn_Nﬁhj b@
addressed to 7D

[ | requesting the bé
names, addresses, lengths of service, '(i.e. subscriber) records H7C
for the e-mail/IP address holder (s} listed. -
Details: (8) b1

| | _

-
This ISP internet b;A'
Transactional record NSL 15 requescted for the following reasons: b2
) b7E
BASIS OF SAC CERTIFICATION:

__________ - b j- - -

.y v oA

SECRET NsL vIO-12554 b2



SEGRET
---- Working\Copy ----

Page 2
QQ A. Basis of Authorized Investigation
(5}
L I\-rr-.\I I
o3
NEF
(S/NF) b7A
bo
bicC
b2
b7E
(s) b7D
(S/NE)
e
(% B. Description of the Requested Records
This internet address NSL seeks access to the name, bi
address and length of sexvice (i.e. subscriber) records for the b6
{8). subject’s internet e-mail accountl I bL7C
bh7A
m vy
(}{ C. Statement Describing why the Records are Relevant
|
3
(s bl
B2
b7E

PEEY NSL VIO-12555
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SECRET

(.

-

---- Working Copy --~-- Page 3
bl
b2
IR D. Statement Justifying Nondisclosure P
(U) In accordance with 18 U.S8.C. 2709(c); I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

””“““@ﬁ In particular, the premature disclosure of this
national security request may jeopardize this intelligence—
investigation by alerting the subject or operatives working on
behalf of the subject to the existence or focus of the
investigation allowing the subject or operatives, both known and
unknown: to destroy, alter or conceal information or evidence;
take actions or countermeasures to disguise or conceal their
activities; or modify their future operaticnal planning or
activities in a manner which will thwart lawful efforts to detect,
monitor or disrupt the operaticnal activities of this subject.

”éﬁ This electronic communication documents the
approval and certification of the enclosed NSL by the approving
official. For mandatory reporting purposes, the enclosed NSL
seeks electronic communication transactional records on 1 e-
mail/IP address(es).

(U) Arrangements should be made with the electronic
communications service provider to provide the records personally
to an.employee of the delivering division within 10 business days
of receipt of this request. The electronic communications
service provider should neithexr send the records through routine
mail service nor utilize the name of the subject of the request
in any telephone calls to the FBI.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly relevant
to the authorized responsibilities of such agency.

. . . beé
(U) Anv guestions regarding the above can be directed ;
to SA B7C

bz

LEAD (s) :

Set Lead 1: (Action)

\}EQET NSL VIO-12556



SébRET

---- Working Copy ---- Page
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
Counterintelligence
AT WASHINGTON, DC
(U) At ITOS I, ETIU II, Read and Clear.

Set Lead 3: (Action)

AT

(U) Deliver the attached NSL as indicated above. Upcn
receipt of information from the electronic communication service
provider, is requested to submit results to

SEE*\T NSL VIO-12557

b2
b7E



(81

(OGC) (FBI)

From: bé | |(FB|)
Sent: b7C [ 5 3.07 PM
To: b2 (OGC) (FBI)
Subject: b7E RE NSL data
SECRET bl
RECORD oL
ol
b7E
Attached are my NSL's related to the EC; two (2) of the requests are for and one (1) of the requests is f0r

Let me know if you need anything else. Thanks,

N N

nst____Jos-isnsl____Jos1s

-2006.wpd (35 K... -2006.wpd (35 ...

=y

(8 In A;S there is.an EC dated 5/15/06, ﬂle#l

Special Agent, |

Mainz[l I_|
Direct

Fax:

. b6

————— Original Messagg--——- _
From: - | JcoGe) (kD) biC
Sent: Thur: May 25, 2 . M b2
To: (FBI) .
Subject: NoC data b7E
SECREF

RECORDO

, which is a NSL request going to
[equesting toII billing records for three numbers When requesting numbers

form more than one entity it needs to stated how many records were requested from each entity.

Thus, in order to accurately fulfill congressional reporting requirements i out of the three
records requested how many were for[___ ]and how many were for Your prompt
attention in this matter is greatly appreciated.

Paralegal Specialist E:; .
National Security Law Branch L
Office of the General Counsel be
Room 7975/ext T

il “’\

NSL VIO-12558
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Page 1

Precedence: ROUTINE Date: 05/15/2006
To: Counterterrorism Attn: ITOS al Operations
Unit
sgal ]
IA
Ia
Counterterrorism Attn: Communications Analysis Unit
n2 General Counsel Attn: Julie F. Thomas
TR Deputy General Counsel )
f; ‘ National Security Law Branch
D0 Attn: IA Supervisor
oiC Attn: IA Supervisor
Fro I
Contact:
Approved By:
DEﬂfﬁed By:
chbZ 1D #: (8) (Pending)
b7E
Title: (S)

15 RN o

Synopsis:s P8) This Electronic Communication (EC) approves the
issuance of ECPA National Security Letters (NSLs) for toll
billing records; provides reporting data; and, if necessary,
transmits the NSLs for delivery to the wire communications

service providers.
Derive om
Declas On:

2

G-3

May 15, 2016

(8] M

NSL

dated Mav 15, 2006, addressed to

TEQUESL 1119 e, TESS, length oL service and local and
long distance toll billing records for the telephone number (-s)
listed.

P NSL VIO-12559
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---- Working Copy ---- Page 2

-

M Enclosed for thel |'E‘-ie'ir‘} NDffice 3o a NAT
Lo

(U)

dated Mav 15. 2006, addressed ?
G
requesting the b
name, address, length of service and local and long distance toll b
billing records for the telephone number(-s) listed.
Detailg - (Q\I I
(8) .
bl
ho
b7
b2
b7E
(s) '
(U) This EC documents SAC| |approva1 and

certification of the enclosed NSLs. For mandatory reporting
purposes, the enclosed NSLs seek local and long distance toll
billing records for three (3) telephone numbers.

(U) Arrangements should be made with the wire
communications service providers to provide the records
ersonally to an employee of the[:::i:] Field Office amﬂ[::::::]
Field Office, respectively, within ten {(10) business days of
receipt of this request. The wire communications service
providers should
neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with Title 18 U.S.C. Section 2709(c)
I, the senior official approving this EC, certify that a
disclosure of the fact. that the FBI has sought or obtained access
to the information sought by this letter may endanger the
national security of the United States of America; interfere with
a criminal, counter-terrorism, or counter-intelligence
investigation; interfere with diplomatic relations; or endanger
the life or physical safety of a person.

““‘~‘N“§§3 Brief statement of facts justifying my

certification in this case: In light of the above information and
SESRET NSL vIO-12560

H>
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SOORET

---- Working Copy ---- Page

the fact that this Investigation is clagssified as a “"Sensitive
|:S:!‘_N_a'r'§nna'l Sernyity Matteyt |
1
| | disclosure may compromise this
Investigation and endanger the national security of the United
States of America.

(U) Information received from a wire communications
service provider may be disseminated to an agency of the United
States of America only if such information is clearly relevant to
the authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed

to the case Agent, SA

LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U == =Xy  For information. Read and clear.
Set Lead 2: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC

.. {%) The Communications Analysig Unit (CAU) is reguested
@ to conduct analysis of telephone numbers
| | to determine any and all connections to
other subjects, or connections to International Terrorism. CAU

is also requested to run logical checks of other relevant b;

empirical data contained herein, and submit the results to the b6
[IField Office, -JTTF, Attn:| | nIC

Set Lead 3: (Action) L7E

GENERAL COUNSEL

AT WASHINGTON, DC

W =~ (%) The National Security Law Branch is requested to
record the appropriate information necessary to fulfill the

Congressional reporting requirements for NSLs.

Set Lead 4: (Action)

a7l |

3‘5@ NSL VIO-12561

b2

bl

b2
bIE



SEEEET

---- Working Copy ---- Page

T ¢ The[;:::::]Fﬁeld Office is requested to deliver the
enclosed NSL as indicated above.

Upon receipt of The_inifrmation
from the wire communications service provider, the Field
Office is requested to submit the results to the Field Office,
] Attn: SA )

Set Lead 5: (Action)

AT

o ) Thel | Field Office is requested to
deliver the enclosed NSL as indicated above. Upon receipt of the

information from the wire communications service provider, the

|Field Office is reguested to submit the results to
thel |Field Office,

Attn: SA

SEC\RN NSL VIO-12562



(OGC) (FBI)

o
From: [ (FBly b7C
Sent: ILB.UEMLMM_ZQQSNQ PM b2
To: (OGC) (FBY) 57E
Subject: RE. NSL data fe
“Recorq o
(s RECOR B2
ol
The records | received, and what | was looking for as well, were from, to, and subject info | guess that would be
electronic transactional records | have done several in the past two months and they will all be the same | will, however,
fix the 2nd page to read correctly [ am sorry for any problem and hope | have not caused any BIG problems ~6
biC

AL
1

..... Onginal e = b7E
From: (OGC) (FBI)

Sent: : M

To: [ {FBI)

Subject: NSt data

SECRET
i3] RECORD
bl
b2
isy Inerersan EC in ACS dra  vou da 4 in which a NSLis 07E
being served on On the first page T states that electronic transactional D0
records are being requested. However, on the second page it states, "For mandatory reporting  ©7C
purposes, the enclosed NSL seeks subscriber information..." In order to accurately fulfill 7D

congressional reporting | need to know what type of records were actually requested? Your
prompt attention to this matter is greatly appreciated.

Paralegal Specialist

National Security Law Branch Bé
Office of the General Counsel Te
Room 7975/ext B

dated 1/97, Foreig

de G-3, dated Q7 Foreign Counterintelligence investigations

DERIVED FROM: G-3 FBI Classification G
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classifica
DECLASSIFICATION EXEMPTION 1
SECRET

n Counterintelligence Investigations

NSL VIO-12563
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---- Working Copy ---- Page 1
Precedence: ROUTINE : Date: 04/20/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOS1/CONUS3
SSA I
Attn: SSRA |
SA | |
Fro
SAC | |
o2 Contact: SA
o7E
"G proved By:
p7C
Drafted By:
Case ID #: (S) (Pending) bf
(S) Lz
b7E
Title: (8S) bé
b7 C
Synopsis: (U) Approves the issuance of an ECPA National Security

Lettexy (NSL)for electronic communications transactional records; .
provides reporting data; and, if necessary, transmits the NSL for /
delivery to the electronic communications service provider.

w-.
b1 ) Derivagd From : G-3
ho Declassify On: X-1

bR
b5
; b2
Enclosure (s) ; Enclose NST, d 04/2 -
addressed to b7E
| bo
requesting p7C
the names, addresses, lengths of service, and electronic 57D
transactional records for the e-mail address holder(s) listed.
Details: (S)
Rl ——————————————————
0Z 'ase ID
DK
':I:'.'

“’\'Y"* NSL V1O-12504



SEERET

---- Working Copy ---- Page 2
12
(=]
(s | |
Lo
biC
b7D
bz
bT7E
{s)
27 This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory (
reporting purposes, the .enclosed NSL seeks subscriber information on bl
gy 208 e-mail address, | | b6
[ | bic
(U) Arrangements should be made with the electronic iy

. . o - A I’ r'j} y
communication service provider to provide the records personally to an RYD

employee of the delivering division within ten business days of
receipt of this request. The electronic communication service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the

SECRET NSL VIO-12565



(3],

SEER@T
3

---- Working ‘Copy ---- Page
life or physical safety of a person.

?$) Brief statement of the facts justifying my
certification in this case: Disclosure may prematurely disclose a
national security investigation to the target and cause him to change
his behavior patterns and circumvent detection. | |

1

4

bt
b7C

(i

e | b7E
| it is rhe responsibility of the office

to advise FBIHQ. This may be done by

routing slip to the National Security Law Branch, Office of the

General Counsel, Room 7947, the FBIHQ entity handling the operational B
legal needs of the Counterterrorism Division. This reporting is e
necessary in order to provide information to Congress regarding the e
FBIs use of this authority as mandated by Congress. L7k

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United States
only if such information is clearly relevant to the authorized
responsibilities of such agency.

(U) Any guestions regarding the above can be directed to h2
Attention: SA phone number I I b7E
bo
b7C
LEAD({s) :
Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) At ITOS1/CONUS3, Read and Clear.

Set Lead 3: (Action)



SECRET
---- Working Copy -~-~-

AT

(U)

Deliver the attached NSL as indicated above.

S%ET NSL VIQ-12567

Page 4

b7E



(OGC) (FBI)

From: DOC | |(OGC) (FBI)

Sent: L7( Ilmmay_May_Zﬁ_ZmﬁJ_M P
To: A (FBI)
Subject: L_] NSL data
SEEREF
(8] RECORO
bl
| b2
(2] In ACSthere is an EC-dated 4/28/06 file # which is an NSL request going to b7E
[ | In the enclosure section it states you're requesting subscriber information, ho
however, on the second page it states, "For mandatory reporting purposes, the enclosed NSL seek ni7C
local and long distant toll billing records..." In order to accurately fulfill congressional reporting nd
requirements | need to know what type of records were requested, was it subscriber or toll billing? b7D

Paralegal Specialist
National Security Law Branch e
Office of the General Counsel
Room 7975/ext.

DERIVED FROM: G-1 FB! C@@ 1199, Foreign Government Information

DECLASSIFICATION-EXEMPTION 1
SECRET

NSL VIO-12568




Precedence: ROUTINE

To: General Counsel

Counterterrorism

b2 om

S}CRET

---- Working Copy ---- Page 1

Date: 4/28/2006

Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn: ITOS I/CONUS I/TEAM II

aAttn: JITF

h7FE | e
b6 Contact: SA

~ 7t
L”\';_Jroved By:

Drafted By:
Case ID #: (S) (Pending) Pl
b2
Title: (8) b7E
b6
b7C
O - . ) )
Synopsis:” " PS) Approves the issuance of an ECPA National Security
Letter (NSL) for toll billing records; provides reporting data; and
transmits the NSL for delivery to the wire communications service
provider.
WT“TE{ Derived”¥rom : G-3
Declassify\On: X1
pl
50 Qﬁl | "D
DiE
b2
Enclosures: (U) Enclosed for[ ] irs_anJLigj.naJ_and_ammuLla b7E
letter dated 04/28/2006., addressed to o4
| w7
[ requesting

(s

SubScriber 1lLormacion.

e
o
@

AT

Vo e .

SECRET NSL VIO-12569
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Details: (S) | I

bl
b2
b7E
b7D

in““ ~- P&} This electronic communication documents the Special
agent in Charge’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks local and
long distance toll billing records for one (1) phone numbers.

(U) Arrangements should be made with the wire
communications servi yovider to provide the records personally to .
an employee of thé Division within 20 business days of receipt o2
of this request. The wire communications service provider should b7E
neither send the records through the mail nor utilize the name of the

subject of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.
W
() ‘“”“(B{ Brief statement of the facts justifying my
certification in this case: Disclosures made prematurely disclose a
national security investigation to the target (s) and may cause them
to change their behavioral patterns and circumvent scrutiny.

W) |

] it is the responsibility of the office| |

to advise FBIHQ. This may be done by o}

routing slip to the National Security Law Branch, Office of the "o
General Counsel, Room 7947, the FBIHQ entity handling the operational '
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the

SEG%‘ NSL VIO-12570
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FBI's use of this authority as mandated by Congress.

8) Any gquestions regarding the above can be directed to -~
the ivision, SAl | b2

=

] b7E
LEAD (s): bo
bh7C
Set Lead 1:
AT b2
b7

(U) Will deliver the enclosed letter as indicated above.
Upon receipt of infoymation from the carrier, FBI [::::]is requested
to submit results to

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

. AT WASHINGTON, DC

(U) ITOS I/CONUS II/TEAM II: Read and clear.
Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED

ITU: NSL

Claimed Byi e
SSN: 2O
Name : biC
Squad b2

b7E

SECRET NSL VIO-12571



(0GC) (FBI)

From: b6 - I( QGA)
sent:  DVC I_meay_May_zs_zms 1150 AM
To: b2 (OGC) (FBY)
Subject: BE RE NSU data
s “‘RECOR& bl
b2
Sorry about that There were two e-mail addresses forI Iand one for|:| In the future | will be sure to L7E

specify the breakdown in the EC request Wil this e-mail suffice or do you need a follow up EC forwarded for the record? b7A

Please let me know oy

From: | KOGC) (FBI)

Sent: I_\Med.nmus_zm.&.i:w PM .
To: 0GA)

Subject: NSL data R
Importance: High

3

(5] ~RECOR[
(2] SECRED bl
RECORI 152
B7E
B7A
I: E :I InACS thereis-an EC drafted by you for~~ﬁ-le~#| |in which electronic b6
transactional records are being requested from| It is stated that p7C
records are requested for three e-mail address. In order to accurately fulfill congressional b4
reporting requirements, when requesting records from more than one entity | need a break down 7

of how many records were requested from each entity. Thus, would you provide me the number
of records requested from ? Your prompt attention in this matter is
greatly appreciated.

Paralegal Specialist
National Security Law Branch

Office of the Geperal Counsel b6
Room 7975/ext, h7C
b2

DERIVED FROM: G-3 FB! Classifica
DECLASSIFICATION EXEMPTION 1
SECRET

n Guide G-3/dated 1/97, Foreign Counterintelliigence Investigations

DERIVED FROM: G-3 FBI Classification Gyide G-3,
DECLASSIFICATION EXEMPTION 1
SECRET

ted 1/97, Foreign Counterintelligence Investigations

NSt VIO-12572




SECRET

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/12/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: IT?S 1/CONUS 1/TEAM 2
IA

Attn: JTTF
Attn: JTTF

From:
b2 “Contact: TFO
b7E
he oved By;
L7C
Drafted By: ol
. /A
Case ID #: (S) | |(Pend1ng) 02
Title: (S) bYE
o] 3
b7C
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL) for electronic transactional records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

cUJWWWQQ Deri rom : G-3
Dectassi On: X1
D
Enclosures: (U) Enclosed forl |is the original and one
copy on an NSL dated 05/12/2006, addressed tol b2
| P
requesting the name, address, length of service, and electronic h7E
transactional records for the e-mail address holder listed. b4
(U) Enclosed for Field is_the original and one B7D
I copy of an NSL dated 05/12/2006, addressed to || Do
| hi7C
I [requesting the names, addresses, lengths
of service, and the electronic transactional records for the e-mail
address holder listed.
bl
T e Th
18) case 1D - | o]

SECQET NSL VIO-12573

bl
BTA
ho
KL

b7E
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Details: (S/ORCON/NOFORN) |

bl
bT7A
b2

h7E

e (%) This electronic communication documents the Special
Agent in Charge’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on three

e-mail addresses.

(U) Arrangements should be made with the electronic
communications service provider to provide the re personally to
an employee of the| | Division or Field Office
within 20 business days of receipt of this request. The electronic b2
communications service provider should neither send the records b7E
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 ({c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

P8} Brief statement of the facts justifying my
certification in this case:

{(s)

bl

- 7T
DA

o)
.

L7E

Lo
e
[

(U) Information received from an electronic
communications service provider may be disseminated to an agency of
the United States only if such information is clearly relevant to the
authorized responsibilities of such agency.

SEC\R‘E{ NSL VIO-12574
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(U) Any guestions regarding the above can be directed to
TFOl |

Accomplishment Information:

Number: 2

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED

ITU: NATIONAL SECURITY LETTER

Claimed By
SSN:
Name:
Squad

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Action)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) At ITOS 1/CONUS 1/TEAM2: Read and Clear.

Set Lead 3: .(Action)

AT

(U) Deliver the enclosed NfL_as_indigaLﬁd above. Upon
receipt of the information requested, FBI is reguested

to submit results to FBI[::::f:] TFO| |

Set Lead 4: (Action)

AT

(U} Deliver the enclosed NSL as indicated above. Upon

requested to submit results to FBI

receipt of the information requested., FBII r=====JFie1d Office is
TFO

sgﬁa@: NSL VIO-12575

3

o
L7E
bo
b7C

o oo
RN R P 2
®

2

~1
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(0GC) (FBI)

From: I (FBI)

Sent: Lo 5:37 PM
To: b7C (OGC) (FBI)
Subject: b2 RE NSL data
b7E
SECRETT
;=) -RECORD
|7 ) ' b1
N — b7A
L IS I* and i Sorry for not putting that nthe EC |52
— b4
sal | o

Des! | ' b,.6m

From: | J(OGC) (FBI) 06
Sent: Tuesday, May 23,2006 3:20 PM
To: | I(FB]) b7C
Subject: NSLU data N2
Importance: High N
SEERE]
{5 -RECORD.
(g -InACS there.are three (3) EC's for file 4 requesting A
subscriber information from various phone companies. In order 1o fullll congressional reporting

requirements I'm in need of the phone companies in which these NSLs were served. Thank you
for your prompt attention to this matter.

Paralegal Specialist be

National Security Law Branch b0
Office of the General Counsel o
Room 7975/ext:| D

O 0o oCUToT
SN N
=1

]

DERIVED FROM: G-1 FBI (kification GJG-L dated 1/99, Foreign Government Information
DECLASSIFICATION EXEMPTION 1

SECRET
DERIVED FROM: G-1 FBI Classi

DECLASSIFICATION EXEMPTION 1
SECRET

-1, dated 1/99, Foreign Government Information

NSL VIO-12577
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Precedence: PRIORITY Date: 05/11/2006

To: General Counsel Attn: Deputy General Counsel
NSLB, Room 7975

Counterintelligence Attn: SA
CD-2B, Room 4147
Attn: SSAl |
18s| |
FIG
Fro
o2 — Saq| I
Nn7E Contact:
Lo d B
ey rove :
pic F b
Drafted By:
Cyp1 D #: (S) | (o ding)
7L (S) (Pending)
I (8) (Pending)
bz
Th7E (S)
L
Synopsiéi“”fé) Approves issuance of a National Security

Letter (NSL) for subscriber information, provides NSL for
delivery to service provider and provides a copy for
statistical reporting.

(mm"&Q Derive om : G-3 1
Declas On: X1 b7A

5 b2
{8 (X) Z

b7E

&
Enclosure(s): (U) Enclosed for the delivering office is an ;
original NSL addressed to | "All receiving b7C
offices are provided a copy.
Details: (S) | I

bl
----pTA
| b7E

SN'\KET NSL VIO-12578
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(51

:
[ Jnas 1ssued this NSL CTo i1dentity subscribers to the
‘following addresses:

-

b7A
BASIS OF SAC CERTIFICATION: 6
in“&Q A. Basis of Authorized Investigation b7E
() |
ww“}é) B. Description of the Requested Records
(8) This telephone subscriber NSI, seeks to identifv the
cellular service numbers at the
below locations. joi!
7D
bo
b7C
b2
b7E
k) C. Statement Describing why the Records are Relevant
m »§) A purpose of this NSL is to obtain information o
b7E
oK) D. Statement Justifying Nondisclosure
(U) In accordance with 18 U.S.C. 2709(c); I, the senior

official approving this EC, certify that a disclosure of the
fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person.

w:-“ég In particular, the premature disclosure of this
national security request may jeopardize this intelligence
investigation by alerting the subject or operatives working on
SRECRET NSL VIO-12579
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behalf of the subject to the existence or focus of the
investigation allowing the subject or operatives, both known
and unknown: to destroy, alter or conceal information or
evidence; take actions or countermeasures to disguise or
conceal their activities; or modify their future operational
planning or activities in a manner which will thwart lawful
efforts to detect, monitor or disrupt the operational
activities of this subject.

m

i] >§) This electronic communication documents the approval
and certification of the enclosed NSL by the approving
official. For mandatory reporting purposes, the enclosed NSL
seeks subscriber information on any and all cellular phone
number {s) registered at the addresses below.

(U) Arrangements should be made with the wire
communications service provider to provide the records
personally to an employee of the delivering within 10 business
days of receipt of this request. The wire communications
service provider should neither send the records through
routine mail service nor speak the name of the subject of the
request in any telephone calls to the FBI.

w) | |
] it is the responsibility of the office
to advise FBIHQ. This o8l
may be done by routing slip to the National Security Law b2
Branch, Office of the General Counsel, Room 7947, the FBIHQ fﬁ
entity handling the operational legal needs of the p7E

Counterterrorism Division. This reporting is necessary in
order to provide information to Congress regarding the FBI's
use of this authority as mandated by Congress.

U)  Anv guestions regqarding the above can be directed to

LEAD (s) : b2

Set Lead 1: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: ({Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U} Read and clear.
SEaRQ NSL VIO-12580
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Set Lead 3: (Action)

AT

(U) Deliver the attached NSL as indicated above.

Upon receipt of information from the electronic communication

seT1lgg_p;gy;gggii__1________Jis requested to submit results
to

S\b%T NSL VIO-12581

Page
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b2
b7E



(OGC) (FBI)

From: | |FBr)
Sent: . 1 1 24 PM

To: (OGC) (FBI)
Subject: RE. NSL data

[ ]

| went back and reread the EC, and now | see what you mean I'm not sure how that happened, but the sentence should
read For mandatory reporting purposes, the enclosed NSL. seeks electronic communication transactional records for one
email address Sorry for the inconvenience Let me know if | need to do anything else

Thanks o
S | b6
Desk D
L Cell 3:
DR

-----OrlglnaIIMssm_I -----
From: OGC) (FBI)

Sent: 8 AM
To: (FBI)
Subject: . a

(%)  RECORD o
b2

Yes, electronic transactional records are all inclusive of electronic subscriber records. |justneed K¢
of the second page of the EC to read the same as the first page. If you're requesting electronic

p7C
transactional records then the second page should read the same.
Paralegal Specialist 06
National Security Law Branch e
Office of the General Counsel s
Room 7975/ext e

From: PARKER, ROBERT C. (ME) (FBI)
Sent:  Fnday, May 19, 2006 12:20 PM
To: COLVIN, BARBARA A. (OGC) (FBI)
Subject: RE: NSL data

SECRET
|: S :| - - RECORD

I am confused by exactly what you are asking. This language is taken directly from the new pony for email nl
transactional records posted on the NSLB website As | understand, the transactional records request also "2
includes a request for the subscriber information  So, | guess the answer to your question is the request is for D o
both Please let me know if | am interpreting something incorrectly, or «f you need additional information. D2
DiE
Thanks, b6
SA NSL VIO-12582 - A




- Desk

- Cell
D2
----- Onginal Message---- N7k
From: [ koGe) (FaI) bE
Sent: Foday, May 19, 2006 10 57 AM 0
To (FBI) 070
Subject: NSL data
SECRET,
(&) - RECORD
In ACS there is an uploaded EC .fo;]haﬁl_, which requests
|:S:| * “electronic transactional records fro | However, on the second page of the

EC it states a request for subscriber information. In order to accurately fulfill congressional
reporting requirements | need to know which requested record is correct, electronic
transactional or electronic subscriber? Your prompt assistance in this matter is greatly
appreciated.

Paralegal Specialist
National Security Law Branch e
Office of the General Counsel h7C

7975/ext.

DERIVED FROM: G-1 FBI Classification Guide G-1, dated 1199/, Foreign Government Information
DECLASSIFICATION EXEMPTIQN 1
SECRET

DERIVED FROM: G-1 FBI Classification Guide G-1,flated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-1 FBI Classification

ide G-1, dated 1/9% Foreign Government Information

DECLASSIFICATION EXEMPTION 1
SECRET

NSL VIO-12583
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Precedence: ROUTINE Date: 04/25/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOS II - LX-1, 68-140
Attn: SSRA I
77" om:
b?E Contact: SA
bo

n7C proved By:

bl fred By:

/A
p2 e ID #: (S) Pending)
?/EI;le: (s)
Do
b7C
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL) for electronic communications transactional
records; provides reporting data; and, if necessary, transmits the
NSL for delivery to the electronic communications service provider.

W Derive om:  G-3
Dec 5if o X-1

bl
b7A
26 | b2
b7E
2
Enclosures: (U) Enclosed for | is an NST dared p7E
04/25/2006 addressed tol H Y
ENAd
regquesting e name, a ress, iengtn or éerv1ce, and eliectronic 'O/‘D
transactional records for the email address holder listed. Lo
Bi7C
Details: (S)l
bl
b7A
b7E
_____________________ b7D
(8) Case ID- ‘ | ol
SECRRT NSL VIO-12584 ' b7A
b2
b7E
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() | |

() | |

b7A
bID

b7C

-~

b7E

(U) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
one email address.

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to
an employee of thel | Division within 30 business days of
receipt of this request. The electronic communication service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

BINS)
~1 D

ot

(U) In accordance with 18 U.S.C. 2709(¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

SE?L‘PQ NSL VIO-12585
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(8 Specifically, disclosure of this request could
potentially cause the target to change his behavior patterns
and circumvent detection, compromise ongoing surveillance
techniques, compromise the safety of confidential sources and
Agents participating in the investigation, or result in the
subject’s flight from potential prosecution.

(U} Information received from an electronic
communications service provider may be disseminated to an agency of
the United States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to

SAI

LEAD(s) : .

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is reqguested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.

Set Lead 2: (Informatiomn)

.COUNTERTERRORISM

AT WASHINGTON, D.C.

(U)y ITOS I1I, read and clear

Set Lead 3: (Action)

3
-3 N

5 oy

¢

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information requested, | | Division is
requested to submit results to Division.

Sw NSL VIO-12586

b6
biC



18} Breakdown of NSE requested Subseribers {

Telephone Service Provider

Total

No. of requested Subscribers

NSL VIO-12587
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(OGC) (FBI)

To: I Gl
Subject: NSL data b6
b7C

] s B bl
In ACS there is an EC that was uploaded under fite # Therein is a LA
request for an NSL to various entities requesting subscriber records for a total off __|phone L2
numbers. in order to fulfill the congressional reporting requirements, | need a break down by entity b7E
and the total subscriber information requested from each entity. Thank you for your assistance in this
matter.

I |

Paralegal Specialist b6

National Security Law Branch 570

Office of the Ge nsel o
Room 7975/ext.

NSL VIO-12588
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Precedence: ROUTINE Date: 04/27/2006
To: Counterterrorism Attn: CONUS III SSA
Intelligence Directorate Attn: NCTC
General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

Attn: IT Squad
Attn: IT Squad
Attn: IT Squad
Attn: IT Squad
Attn: IT Sqguad
Attn: IT Squad
Attn: IT Squad
Attn: IT Squad
Attn: IT Squad
Attn: IT Squad
7E Attn: IT Squad
' Attn: IT Squad

7O
RGN

rla

/C From:

Contact:

Approved By:

b1

Drafted By: DTA
- b2

Case ID #: (S) (Pending) L7E
(8) (Pending) b6

7C

Title: (S/OC/NF) b7C

Synopsiéf““bé) Approves the issuance of an ECPA National Security

Letter (NSL) for subscriber information; provides reporting data;
and, if necessary, transmits the NSL for delivery to the wire
communications service provider.

-
(§:A Derived : G-3
Declassi : 04/24/2006 '

m Enclosure(s) {8 Enclosed for the receiving Field Offices bl
is an original and one copy of an NSL, dated April 27, 2006,

(83 ..Case  ID :| p7E

N AL s .
tm\uu:.l NS VIO-12589
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NF
---- Working Copy ---- Page 2
addressed to the service provider to whom it should be
delivered.
Details: (S/OC/NF)

(S/OC/NF) I I

T

b7A

b7E
bé
b7C

(U) This electronic communication documents thel _ I
Division SAC’s approval and certification of the enclecsed NSL. For
mandatory reporting purposes, the enclosed NSLs seek subscriber

information on_a total of Iphone

numbers from | providers.

YOO
-3 =1 MO
f:j

PSP
.

¥

3

(U) Arrangements should be made with the wire
communications service provider to provide the records personally to
an employee of the respective FBI Field Division within ten (10)
business days of receipt of this request. The wire communication
service provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709{c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a c¢riminal, counterterrorism, oOr
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(U} Anv guestions relative to this matter may be directed
o T2l or SA Division at

LEAD(s) :

Set Lead 1: (Info)

SE::&T NSL VIO-12590
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COUNTERTERRORISM
AT WASHINGTON D.C.
(U) Read and clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
- (U} NSLB is requested to record the appropriate
requirements for NSLs.
Set Lead 3: (Info)
INTELLIGENCE DIRECTORATE
AT WASHINGTON, DC

(U) Read and clear.

Set Lead 4: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon

receipt of the information requested, [ |Division is requested
to submit results to Division.
Set Lead 5: (Action)
b2
AT L7E

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information requested,[::::::::]Division is requested

to submit results to Division.
Set Lead 6: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information requested, Division is requested to
submit results to Division.

SE\G;QT NSL VIO-12591
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Set Lead 7: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information requested, Division is requested to
submit results to Division.
Set Lead 8: (Action)

I

ATr_

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information redquested, Division is requested
to submit results to Division.
Set Lead 9: (Action)

AT

(U) Deliver the enclos indicated above. Upon oY
receipt of the information reguested, Division is requested h%ﬁ
to submit results to Divigion. VR
Set Lead 10: (Action)

AT

(U) Deliver the enclosed NSL _as indicated above. Upon
receipt of the information requyested _ Division is
requested to submit results to D1visiorn.
Set Lead 11: {(Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon

receipt of the information reqg

egsted,

requested to submit results to

Divigion is

Set Lead 12: {(Action)

DUIVIS1O0Il.

SE&\{ NSL VIO-12592
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AT

(U) Deliver the enclose as indicated above. Upon
receipt of the information requested, Division is requested to
submit results to Division.
Set Lead 13: (Action)

AT

(U) Deliver

the enclosed NSL as indicated above. Upon

receipt of the information requested, Division is requested to
submit results tog Division.
Set Lead 14: (Action)

T AT

(U) Deliver

the enclosed NSL as indicated above. Upon

receipt of the information requested, Division is requested to
submit results to Division.
Set Lead 15: (Action)

AT

(U) Deliver
receipt of the information

requested to submit results to Division.

Set Lead 16: (Action)

the enclosTd_NSL_aa_indicated above. Upon
requested, Division is

AT

(U) Deliver

the enclosed NSL as indicated above. Upon

receipt of the information requested, Division is requested to
submit results to Division.
Set Lead 17: (Action)

AT

(U) Deliver
receipt of the information

the enclosed NSL as indicated above. Upon

requested, Division 1is
SECR\I'ET‘NSL‘VTU‘EEJ»- 93 :
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requested to submit results to Division.
Set Lead 18: (Action)
o WA
AT b7E
(U) Deliver the enclosed NST as indicated above. Upon
receipt of the information requested Field Division is
requested to submit results to Division.

SE}E{ NSL VIO-12594



X

WPD (20 KB)

(&) -

H]  |regarding

| (OGC) (FBI)
From: FBI) b6
Sent: Frday, May 19, 2006 4.11 PM p7C
To: L ___kFBI) o
Cc: | 0GC) (FBI): (FBly D2
Subject: | |NbL b7E
. SECRET .
15} RECORD bl
b7A
b2
bTE

since 1t is incluswe of subscriber information. Thank you.

DERIVED FROM: G-3 FBI Classification Gui

please record as Toll Billing Records

dated 1/97, Foreign Counterintelligence Investigations

SECRET

NSL VIO-12595

Do
B7C

o)
D~
by

[SIRC IR G ING
|

Cl

~1 )~ oy a0

oo



(OGC) (FBI)

From: I FBI) b6

Sent: 04 PM b7C
To: (OGC) (FBI) B2
Subject: uf of Office AuloReply NSL data T

niE

| will be out of the office till August 20, 2006. Take care.

NSL VIO-12596



l(oGe) (FBI)

oo

—

To:
Subject:

(81

Th ACS there.is an EC uploadedfor file#]
request tolling biiling information. However, on the second page of each EC it first states a request
for tolling billing records, but then 2 paragraphs down it states a request for subscriber information.
In order to accurately fulfill congressional reporting requirements [ need to know which request is
correct toll billing or subscriber? Your prompt attention to this matter is greatly appreciated.

NSL data

Paralegal Specialist
National Security Law Branch

Office of the Ge
Room 7975/ext.

neral Counsel

oo
10
=

NSL VIO-12597




SEB&QT
NF

---- Working Copy --~-- Page 1
Precedence: PRICRITY Date: 04/21/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel NSIR
Counterterrorism Attn: ITOS I/CONUS4/SSA
Attn: W"”’Z{
From: ',
b2 Contact: SA
L7E d B
\pprove :
e pp Y
biC
Drafted By: &
(8, .
Case ID #: (YY) (Pending) L' ij
% (Pending) S{m e C}
Tibi (S)
DTA
b2 (S)
b7E
Do
BiC
Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company .
m ) DerM: G-3
Declagsify i X-1 pl
¥ peterencei P6) bk
Enclosure(s): (U) Enclosed for[::::::::] is the iginal d EEE
: B
| joXi!
| | requesting the name, address, length of sexrvice, 7D
and local and long distance toll billing records for the phone .
number (s) listed. ' 00
b7C

Case ID

o B¥RET NSL VIO-12598

oo oCT
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Details: (S//NF/0QC)
bl
b7A
oY)
b7E
ﬁkgk This electronic communication documents the SAC’s
approval and certificaticn of the encleosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks both 1) subscriber
information and 2) local and long distance toll billing recoxds
Egjonmteiephonewnumber
) The investigation to date has revealed the
is? subscriber of{ | may be associated with the caoptioned
subjects. The telephone number of interested is, b1
I:S:Il [ e b6
This electronic communication documents the SACs bfb
approval and certification of the enclosed NSL. For mandatory b2

reporting purposes, the enclosed NSL seeks subscriber information b7E
La)en b8

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the delivering division within 5 business days
of receipt of this reguest. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

{(U) In accordance with 18 U.S.C. 2709{c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.
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(|
| | 1€ 1s the responsibility orf the oiffice
| ko advise FBIHQ. This may
be done by routing slip tc the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide

information to Congress regarding the FBI's use of this authority
as mandated by Congress.

(11} Anyv cneatinnag reqgardinag th ove can be directed to
SA

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
. AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs,

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and Clear.

Set Lead 3: {Action)

2 AT
bh7E

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, is requested to
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b2
submit results to b7E
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Precedence: PRIORITY Date: 04/21/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOS I/CONUS4/SSA
Attn;g

Frg

TONtacet : bA| foipa 1073946

b2  \pproved By:
b7E ‘
b6
B7C sraftea j3y |
Case ID #: (X; Pending)
{
Title: (S)
(S)
Synopéié: (U) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, it
necessary, transmits the NSL for delivery to the telephone

company .
i .
&S Deri rom : G-3
Decladgst On: X-1 :
(8. bl
0 BIA
b2
Reference:- {3 LTE
Enclosure(s): (U) Encloged for ' NSL dated
04/21/2006. addressed tol L2
. : b7k
requesting the name, address, and length of service for the b
subscriber of the telephone number listed. ‘gﬁﬁ

[8) case ID.|
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Details: (S//NF/0C)

2

~J ~d DN

o

Oooo

{81

La)

(5) -
1)

18]

-on telephone-rpumber

kﬁ This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks both 1) subscriber
information and 2) local and long distance toll billing records

The investigation to date has reveale

subscriber of

EKi This electronic communication documents the SACs
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on-

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the delivering division within 5 business days
of receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.
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l | it 1s the responsibility of the office bh7E
opening| investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operaticnal legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI’'s use of this authority
as mandated by Congress.
(Uy~ Any guestions regarding the above can be directed to Lo
SN biC
LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is reguested to record the appropriate
information needed to fulfill the Congressional reporting
_ requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and Clear.
Set Lead 3: (Action)
[ | b2
b5
AT

SEXRET NSL VIO-12604



SE&%@T
NF

---- Working Copy ---- Page 4
(U) Deliver the enclosed NSU as indicated above. Upon N oY)
receipt of requested information, is requested to submit H7E
results to : o

(055nml01.wpd)
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