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Precedence : 

To 

ROUTINE 

b2 
b7E rom: 

b6 
b 7 C 

General Counsel 

Counterterrorism 

Date: 06/12/2006 

Attn: Security Officer 

Attn: Deputy General Counsel 
NSLB, Room 7975 

Attn: ITOS 1, CONUS 3, Team 12 

foi pa # 1073946 

Contact : 

Approved By : 

TFA 

it le : (S) 

Çjzjo 

U û <9 Î ^ S 

l 

k l rafted By: 

b7E
 a s e I D 

b 7 A 
b6 
b 7 C 

Synopsis: (U) Approves the issuance of a National Security Letter 
(NSL) for local and long distance toll billing records pursuant 
to the Electronic Communications Privacy Act (ECPA), Title 18, 
United States Code (U.S.C.), Section () 2709; proyides reporting 
data to NSLB: and requests delivery of the NSL to 

"(S) " 

CS), 

b4 
b 7 D 

Derived 
Declassify OnT~ 

G-3 
6 /12 /2016 

X i 

Division are the 

bl 
b2 
b7E 
b 7 A 

Enclosure(s): (U) Enclosed for the 
original and one (1) copy of an NSL dated 06/12/2006, for 
HpI -j ypry rn I I 

•qppkina local and Tona distance toll bill ina and electronic 

S) -Case ID 

MSLVIO-12450 

bl 
b2 
b7E 
b 7 A 

b2 
b7E 

bl 
b 7 A 
b6 
b 7 C 
b4 
b 7 D 



S^SÇET 
( S ) ; Working Copy Page 

netailK: L Ü 

(Ul -

b l 

b 7 A 
b6 
b7C 
b2 
b7E 
b4 
b7D 

The SSA approving this EC certifies that this case is 
properly predicated and further certifies the following: the 
specific information on which this case was predicated/approved, 
and remains justified/approved, has been and continues to be 
thoroughly reviewed by the substantive desk SSA approving this EC, or an 
agent acting in that capacity, with the knowledge and 
expertise on which to make that approval. 

(U) This EC documents the SAC's approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks electronic communication transactional records 
a t o l l billing records associated with one (1) individual 
and/or two (2) addresses. 

(U) Arrangements should be made with to produce the 
records personally to an employee of voUf OErice within ten (10) 
business days of receipt of the enclosed NSL. Ishould 
neither send the records through the mail nor utilize the name of 
the Subject in any telephone calls to your office. 

SEC?^ET NSLVIO-124^f 
should b7D 



SBÇRET 
Working Copy Page 

not contact FBIHQ directly in any manner. 

(U) In accordance with 18 U.S.C. 2709(c), I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by the enclosed NSL may endanger the national security of 
the United States, interfere with a criminal, counterterrorism, 
or counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) A n y questions regarding the above can be directed to the 
Division,I I Attention: TFA 

LEAD(s): 

Set Lead 1: (Action) 

AT 

(Ili Deliver the enclosed NfiT, to 

t uc )on recein t 
forward the results to the Division Attn: TFA 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. No paper copies will be forwarded; 
download for paper copies. 

SEC^T NSL VIO-12452 
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Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Attn: ITOS, CONUS 3, Team 12. For information 
only; read and clear. No paper copies will be forwarded; 
download for paper copies. 

SEC&ÏT NSL VIO-12453 



\ 
(OGC) (FBI) 

From: (FBI) 
Sent: 
To: 
Subject: 

Tuesday. June 70 ?00fi 10 54 AM 

Hb. NSLUAIA 
(OGC) (FBI) 

b6 
•b7C 
b2 
b7E 

(S) 
sccrecT 
RECOR 

I am requesting "toll billing" records My apologies for the confusion. 

b l 
b2 
b7E 
b6 
b 7 C 
b 7 A 

b6 

b 7 C 

Original Message-
From: [ 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
T n P ^ v . inns 10:31 AM 

FBI) 
NbL DAI A 

(S) 
b l 
b2 
b7E 
b6 
b 7 C 
b4 
b 7 D 
b 7 A 

L 

RECORC 

Jpertaining to a In ACS there is an EC drafted by you dated 5/19/06 file i{ 
NSL request. In the synopsis and enclosure it states you're requesting "toll billing" records. 
However, on the second page second paragraph it states, "...For mandatory reporting purposes, 
the enclosed NSL seeks subscriber information..." In order to accurately fulfill congressional 
reporting requirements, please inform me as to what type or record did you request from 

Your prompt attention to this matter would be greatly appreciated. 

b6 
b 7 C 
b2 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-3 FBI Classification Guide G-3. 
DECLASSIFICATION EXEMPTIOI 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ed 1/97, Foreign Counterintelligence Investigations 

d 1/97. Foreign Counterintelligence Investigations 

NSL VIO-12454 



OGC) (FBI) 

From: [OGC) (FBI) 

(S) 

(S) 

Sent: 
To: 
Subject: 

SECRET 

TiipgHaw Iimp9n onns in 31 AM 
FBI) 

NòL UAIA 

b6 
"b7C 
b2 
b7E 

R EC ORI 

)ertaining to a NSL In ACS there is an EC drafted by you dated 5/19/06 file # 
request. In the synopsis and enclosure it states you're requesting "toll billing" records. However, on 
the second page second paragraph it states, "...For mandatory reporting purposes, the enclosed 
NSL seeks subscriber information..." In order to accurately fulfill congressional reporting 
requirements, please inform me as to what type or record did you request from 
prompt attention to this matter would be greatly appreciated. 

Your 

] 
Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b l 
b2 
b7E 
b 7 A 

b6 

b 7 C 
b l 
b2 
b7E 
b4 
b 7 D 
b 7 A 

b6 
b 7 C 
b2 

\ NSL VIO-12455 
S) 
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Precedence : ROUTINE 

To: General Counsel Attn: 

Date: 05/19/2006 

Julie Thomas 
Deputy General Counsel, NSLB 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for toll billing records; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

(U) X D e r i v e a ^ r o m 
D e c l a ^ i f y 

G-3 
XI 

(S) 

Reference (S) 

Enclosure(s): (U) Enclosed for 
and a rnnv of a 1Rtter dated OR/ 

b l 
b6 
b 7 C 
b 7 A 

Division is an_ŒLiginal 
addressed t p H 

b2 
b7E 
b6 
b 7 C 

requesting the name, address, length of service and local and 
long distance toll billing records for the phone number(s) listed: 

(S) 

Details: (S) 

b l 
b2 
b7E 
b 7 A 
b6 
b 7 C 

b2 
b7E 

b6 
b 7 C 
b4 
b 7 D 

b l 
b 7 A 

(S) 
C a s e I D 

bk^Kt i i [\|SL VIO-12456 b l 
b2 
b7E 
b 7 A 

b l 
b2 
b7E 
b 7 A 



SECRET 
Working Copy Page 

b l 

b 7 A 
b2 
b7E 

12.i. _QlJ .Ti ino Ofin^ =» 1-iafi nnal oex-nv-i t'ir 1 e»t-
served to 
subscriber information 

er was 
for 

b l 
b 7 A 
b6 

b 7 C 
b2 
b7E 

M This electronic communication document's the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on one telephone number. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of your office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject in any telephone calls to your office. The institution 
should not contact FBIHQ directly in any manner. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(S) | 

b l 
b2 
b7E 

b 7 A 
(U) Information received from a wire communication 

SECRET NSL VIO-12457 
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service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for N S L s . 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3 : (Action) 

AT 

above. 
(U) Please deliver the attached letter as indicated 

Upon receipt of information from carrier. Division 
is requested to submit results to the D i v i s i o n . 

SECRET NSL VIO-12458 



(OGC) (FBI) 

From: [FBI) 

b6 
"b7C 
b2 
b7E 

Sent: 
To: 
Subject: 

Wednesday, June 14, 2006 1 34 PM 
I IfOGCi (FBI) 

RE NSL data 

sccrccT-r 
RECORE 

(S) 

• we are seeking the subscriber "name, address, length of service and local and long distance billing records" 

Original Message-
From: 
Sent: 
To: 
Subject: 

rOGC) (FBI) 
Wpdnpgrfav iimTTT^nnfiin-IQ AM 

bl 
b2 
b7E 
b6 
b 7 C 
b 7 A 

NSL data 
(FBI) 

SblKET 
( S J RICORDI 

In ACS there is an EC drafted by you dated 5/22/06 file #|_ pertaining to a NSL 
request. In the "enclosure" section it states you're requesting, "the name, address, length of 
service and local and long distance toll billing records for..." However, on the second page 
third paragraph it states, "....For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information..." In order to accurately account for our stats to congress, I need to 
know which type of NSL are you requesting? Your prompt attention to this matter would be 
greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

bl 
b2 

b6 
b 7 C 
bl 
b2 
b7E 
b 7 A 

b6 
b 7 C 
b2 

DERIVED FROM: G-3 FB 
DECLASSIFICATION EXEM 
SECRET 

DERIVED FROM: G-3 FBI Classifica 

d 1/97, Foreign Counterintelligence Investigations 

-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

\ NSL VIO-12459 
l 
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Precedence : ROUTINE 

To: Counterterrorism 

General Counsel 

Fro 

Contact : SA 

Approved By 

Date: 05/22/2006 

Attn: ITPS II/ 
SSA[ 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: JTTF 

Drafted By: 
<S) 

Case ID #: M 

Title (S) 

b2 

b7E 

b6 
b7C 

(Pending) 

00: 

iU) S y n o p s i s : C ^ i Approves the issuance of an ECPA National 
Security Letter (NSL)for toll billing records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 

CLASSIFIED IT 651" 

iSàSoi: 1.4 (ci 

b l 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(U) G-3 
XI 

(SI-

Enclosure (s) : (U) Enclosed— 
05/22/20Ofi. addressed to 

i s a n N S T . H a t - P f 

requesting the name, 
address, length of service and local and long distance toll 
billing records for the phone number(s) listed. 

Details: (S) 

(S) 
Case ID 

SECRET NSL VI0-12460 

b l 
b2 
b7E 
b 7 A 
b2 
b7E 

b 7 C 

b 7 D 

b l 
b 7 A 
b2 
b7E 

b6 
b 7 C 

b l 
b2 
b7E 
b 7 A 



SECRET 
Working Copy Page 

IS)-

revea 
{$) Open source internet queriesf 
ledi 

(S) A query of 
number revealed multiple hits[ 

database for the b l 
b 7 A 
b2 
b7E 
b6 
b 7 C 

1UI -

This electronic communication documents the SAC's 

approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on one phone number(s). 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the| |Division within ten business 
days of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the.fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

b2 
b7E 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

(U) Information received from a wire communication service 
provider may be disseminated to an agency of the United States 
only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to SA 
telephone number 

LEAD(s): 
¿SÇRET NSL VIO-12461 

b 7 C 
b2 



SEb^ET 
Working Copy Page 3 

Set Lead 1: (Info) 

COUNTERTERRORISM 

j ' L X - l , 6S-100 
b2 

AT ITOS II 

(U) For information. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs 

Set Lead 3 : (Action) 

AT b2 
b7E 

(U) Deliver the enrl nsad NST, as inriiraf.pd above. Upon 
receipt of requested information 
submit results to the Division. 

is requested to 

SECRET NSL VIO-12462 



(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(FBI) 
Sunday June 11 ?nnfi inni P M 

(OGC) (FBI) 
K b N S L U A I A 

SESRElr 
( 0 ì RECORC 

It's for subscriber info and toll records for a phone number 

—Original Message 
From: | [OGC) (FBI) 
Sent: Thursday. June 08. 2006 12:18 PM 
To: I FBI) 
Subject: NSL DATA 

b6 
b 7 C 
d2 

d7E 
dI 

b2 
b7E 
b 7 A 

b6 
b 7 C 

SECRDT-
( S ) RECORD 

: s j In ACS there is an EC pertaining to an NSL request dated 5/31/06, drafted by you under file # 
In The "synopsis" it states you're requesting "email subscriber 

information from an electronic communications service provider, in the "enclosure" section it 
states, "...requesting subscriber information and toll records for the..." and on the fourth page 
second full paragraph it states, "....the enclosed NSL seeks subscriber information on one 
telephone number." In order to accurately fulfill congressional reporting requirements I need to 
know what type of NSL was requested? If this is for telephone subscriber or toll billing records the 
synopsis should read, "... .transmit the NSL for delivery to the wire communications service 
provider." Electronic communications service provider is to be used when requesting records for 
an ejmail. Your prompt attention to this matter would be greatly appreciated. 

bl 
b2 
b7E 
b6 

b 7 C 
b 7 A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b6 
b 7 C 
b2 

DERIVED FROM: G-3 FBI Classification Guide G, 
DECLASSIFICATION EXEMPTIOf 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

dated 1/97, Foreign Counterintelligence Investigations 

ated 1/97, Foreign Counterintelligence Investigations 

NSL VIO-12463 



(OGC) (FBI) 

From: (OGC) (FBI) 

(S) 

Sent: 
To: 
Subject: 

SECRET 
RECORD 

Jku 

NSL DATA 

nn nnnir g -|g p ^ 

(FBI) 

b6 
b 7 C 
b2 
b7E 

(S) 
In ACS there is an EC pertaining to an NSL request dated 5/31/06, drafted by you under file # 

^ In The "synopsis" it states you're requesting "email subscriber information from an 
electronic communications service provider, in the "enclosure" section it states, "...requesting 
subscriber information and toll records for the7.." and on the fourth page second full paragraph it 
states, "....the enclosed NSL seeks subscriber information on one telephone number." In order to 
accurately fulfill congressional reporting requirements I need to know what type of NSL was 
requested? If this is for telephone subscriber or toll billing records the synopsis should read, 
"....transmit the NSL for delivery to the wire communications service provider." Electronic 
communications service provider is to be used when requesting records for an email. Your prompt 
attention to this matter would be greatly appreciated. 

b l 
b2 
b7E 

b6 
b 7 C 
b 7 A 

Paralegal Specialist b6 
National Security Law Branch 
Office of the General Counsel 
Room 7975/exll 

DECLASSIFICATION EXEMPT 
SECRET 

1/97, Foreign Counterintelligence Investigations 

\ 
NSL VIO-12464 

S) 
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Date: 05/31/2006 

Attn: Julie Thomas 

Deputy General Counsel, N S L B 

Attn: 1T0S 1/CONUS A/Team 14 

Attn: S S A I 

Attn: 

From: 

Contact: SA 

Approved By; SAC 

CDC 

SSA 

¡Slllililiilill 

Ì Ì I I 1 1 | Ì | 
DECLASSIFY 01: 08-21-2032 

Drafted By: AIL IIFOSMTIOI COETÂIHED 

HEREII IS UNCLASSIFIED EXCEPT 

Case ID (S (Pending) 

(X) 66F-HQ-C1303375 

Title: (S) 

OO: 

Synopsis: (U) Approves the issuance of an ECPA National 

Security Letter (NSL)for email subscriber information; provides 

rep ig data; and, if necessary, transmits the NSL for delivery 

to the electronic communications service provider. 

Declassify On: X-

•om: G-3 

(SI -

racp in 

66F-HQ-C1303375 63738 

NSL VIO-12465 



"SÈCTËT 

---- Working Copy • 

Enclosures: (U) Enclosed for is an NSL dated 05/31/2006, 

addressed to 

requesting subscriber 

information and toll records for the below-described telephone 

number. 

(S) 

IS) 

(S/NF/OR/FISA) 

•SKRET 



S E C R E K 

• Working Copy • Page 3 

( S / H F / O R / 
bl 

b7A 

b6 

b7C 

b7D 

(S/NF/OR; 

wr 

NSL VIO-12467 
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bl 
b7A 
b7D 
b6 
b7C 
b2 
b7E 

(U) This electronic communication documents the SAC's 

approval and certification of the enclosed NSL. For mandatory 

reporting purposes, the enclosed NSL seeks subscriber information 

on one telephone number. 

(U) Arrangements should be made with the electronic 

communication service provider to provide the records personally 

to an employee of the| | Off ice within 5 business days of 

r e c of this request. The electronic communication service 

pro\ ,r should neither send the records through routine mail 

service nor utilize the name of the subject of the request in any 

telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. ' 2709(c) I, the 

senior official approving this EC, certify that a disclosure of 

the fact that the FBI has sought or obtained access to the 

information sought by this letter may endanger the national 

security of the United States, interfere with a criminal, 

counterterrorism, or counterintelligence investigation, interfere 

with diplomatic relations, or endanger the life or physical safety 

of a person. 

NSL VIO-12468 



••• Working Copy 

Brief statement of the facts justifying my 

certification in this case: Disclosure may prematurely disclose 

national security investigation to the target and cauie him to 

change his behavior patterns and circumvent scrutiny. 

|it is the responsibility of the office 

to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 

Offir« of the General Counsel, Room 7947, the FBIHQ entity 

han. j the operational legal needs of the Counterintelligence 

Division. This reporting is necessary in order to provide 

information to Congress regarding the FBI's use of this authority 

as mandated by Congress. 

Any questions regarding the above can be directed 

to SA 

LEAD (s): 

Page 5 

bl 

b2 

b7E 

b7C 

b2 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 

requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

NSL VIO-12469 



sÈfotf. 

- Working Copy - Page 6 

(U) At ITOS 1/CONUS 4/Team 14, Read and Clear 

Set Lead 3: (Action) 

Al 

(U) Deliver the enclosed NSL as in 

Upon receipt of the information requested, 

submit results to 

b2 
b7E 

icated above, 

is requested to 

NSL VIO-12470 



(OGC) (FBI) b6 
"b7C 
b2 
b7E 

From: 
Sent: 
To: 
Subject: 

|(OGA) 
Monday June 17 30nfi 11 03 AM 

(OGC) (FBI) 
Kb NSLUAIA 

Sfclkbt-
(S) RECO RE 

subscriber records is all I need the breakdown is two 
I will be around all day if you need anything else 

(S) 

Original Messaqe-
From: 
Sent: 
To: 
Subject: 

•sccRnr 
RECORD 

](OGC) (FBI) 
Friday. June 09. 2006 3:36 PM 
I bGA) 
NSL DATA 

b6 
b 7 C 
b2 
b7E 

bl 
b2 
b7E 
b 7 A 
b6 
b 7 C 
b4 
h 7 D 

r 
There is an EC in ACS drafted by you dated 5/12/06 file t 
NSL 

jertaining to a 

fron 
rennest It is stated in the "ery.losure" section that subscriber records are being requested 

However, on the second page third paragraph it states,"... 

bl 
b2 
b7E 
b 7 A 

For mandatory reporting purposes, the enclosed NSL seeks billing records for four telephone 
numbers. In order to accurately fulfill congressional reporting requirements, I need to know what 
type.of records were requested, toll billing or subscriber and out of the 4 four numbers requested I 
need a break down of how many numbers were requested from each of the three telephone 
companies served. Your prompt attention to this matter is greatly appreciated. 

b 7 C 
b4 
b 7 D 

Paralegal Specialist 
National Security Law Branch j ^ q 
Office of the General Counsel 
Room 7975/ext. b2 

DERIVED FROM: G-3 FBI Classification Guide G-3, d a W l / 9 7 , Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION^ 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ated 1/97. Foreign Counterintelligence Investigations 

NSL VIO-12471 



\ 

(OGC) (FBI) 

From: (OGC) (FBI) 

b6 
b 7 C 
b2 
b7E 

Sent: 
To: 
Subject: 

FnHav .lune DQ SOOR 33fi PM 
;OGA) 

NSL DATA 

b RECOR 

(S) There is an EC in ACS drafted by you dated 5/12/06 file # 
nam ipgt 

pertaining to a NSL 
It is stater! in thp "enclosure" section that subscriber records are being requested from 

However, on the second page third paragraph it states,"... For 
mandatory reporting purposes, the enclosed NSL seeks billing records for four telephone numbers. 
In order to accurately fulfill congressional reporting requirements, I need to know what type of records 
were requested, toll billing or subscriber and out of the 4 four numbers requested I need a break 
down of how many numbers were requested from each of the three telephone companies served. 
Your prompt attention to this matter is greatly appreciated. 

bl 
b2 
b7E 
b 7 A 
b6 
b 7 C 
b4 
b 7 D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b6 
b 7 C 
b2 

DERIVED FROM: G-3 EBI-6fetSsification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

-3, dated 1/97, Foreign Counterintelligence Investigations 

/ NSL VIO-12472 
l 



SECRET 
NF 

- Working Copy - Page 1 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

b2 
b7E 
b6 
b 7 C 

Attn: 

Attn: 

Attn 
Attn 
Attn 

Date: 05/12/2006 

Julie Thomas 

Deputy General Counsel NSLB 
ITPS II Iraq Unit 
ssa i z l 
IA 
IS d 

Security Unit 
JTTF 

From: 

Approved By 

Drafted By: 

(Pending) 

Synopsis: This EC approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber records; provides reporting 
data; and transmits the NSL for delivery to the telephone 
companies 

(U) ( S T / B ^ o c ) rom : G-3 
On: May 15, 2016 

b4 
b 7 D 

bl 
b2 
b7E 
b 7 A 

Enclosure (s) : (U) Plnrln.qpd for 
q / m / ? n n f i aHri-rPSflPri t-nl 

is an MAT. riat^H 

lequtibuiny suuüuiluei iniuiiiiaLiuii. 

(U) Enclosed for is an NSL dated 5/15/2006 

[ S ) Case ID : 
SEÇRET NSLVIO-12473 

bl 
b2 
b7E 
b 7 A 

b6 
b 7 C 
b4 
b 7 D 
b2 
"b7E 



È C K E I SECRET 
NF 

— Working Copy — Page 

addressed to 
requesting subscriber information. 

(U) Enclosed for 
5/15/2006 addressed to 

is an NSL dated 

requesting subscriber information. 

Details : 

b4 
b 7 D 
b2 
b7E 

(S//NF//0C) 

b l 
b 7 A 
b6 
b 7 C 
b 7 D 
b2 
b7E 

l a / / M P / / n r \ 

_LSJj 

NSL VIO-12474 



Working Copy Page 

) Phone subscriber information that is being 
requested in this NSL 

Tne roiiowing is a u s e or 
numpers tnat are peing requested: 

(S) 

(ITJ -

iX) These subscriber records are being requested to 

|U) ( M This electronic communication documents the SAC's 
approval and certification of the enclosed N S L . For mandatory 
reporting purposes, the enclosed NSL seeks billing records for 
four telephone numbers. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the Federal Bureau of Investigation within 10 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through .routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a p e r s o n . 

^ j M ^ Disclosure of this request may prematurely disclose 
a national security investigation to persons affiliated with the 
target and/or the subject matter of the national security, 
investigation and cause the target to change his behavior 
patterns to circumvent detection. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

SECRET NSL VIO-12475 



RO FRT 
H D kny questions 

Attention : 

S E C R f e 1 ^ 

NF 
— Working Copy Page 

regarding the above can be directed 
telephone number b6 

b 7 C 
b2 

LEAD(s) : b 7 E 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
-information needed to fulfill the congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear 

Set Lead 3: (Action) 

AT 

(U) is is requested to deliver the enclosed NSL 
as indicated above. Upon receipt of requested information, 

l-ic! rprmpHfpfi to submit results to 

Set Lead 4: (Action) 

AT 

(U) 

b2 
b7E 

b6 
b 7 C 

is requested to deliver the enrLLossd 
indicated above. Upon receipt of requested information, 
requested to submit results to 

NSL as 
is 

Set Lead 5: (Action) 
b2 
b7E 

AT 
SECRET NSLVIO-12476 



S E ^ E T 

NF 
Working Copy Page 

(U) is requested to deliver the enclosed 
-a£_J_udj_cated above. Upon receipt of requested information, 

is requested to submit results to 

b2 

b7E 

b6 
b 7 C 

SECRET NSL VIO-12477 



(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

FBI) 
Thurau li inp 01 9HDR 12 07 PM 

OGC) (FBI) 
RE NSL data 

b6 
b 7 C 
b2 
b7E 

SECRET 
g RECORI 

requested the records of seven entities from three credit bureaus I guess that makes it 21 total Sorry for the confusion 

Original Mpgcanp-
From: [ ](OGC) (FBI) 
Sent: Thursday, June 01, 2006 11:03 AM 
To: I ~ N l ) 
Subject: NSL data 

sseRET-
( ) RECORD 

( S ) In ACS there is an EC drafted bv vou dated 5/19/06 and file # pertaining to 
an NSL request being served or] On the third page it states, 
"...the enclosed NSLs seek the consumer credit reports OT seven entities." In order to accurately 
fulfill congressional reporting requirements, please inform me how many records were requested 
per credit bureau. You prompt attention in this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b l 
b2 
b7E 
b 7 A 

b6 
b 7 C 
b2 
b7E 

b l 
b2 
b7E 
b 7 A 
b4 
b 7 D 
b6 
b 7 C 

b6 
b 7 C 
b2 

DERIVED FROM: G-1 FBI Clas&tication Guide G-1, dried 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTIOf 
SECRET 

DERIVED FROM: G-1 FBI Classification GuideyG-l, cfeied 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

\ NSL VIO-12478 
S) 



S E C R É T s . 

- Working Copy - Page 1 

Precedence : ROUTINE 

To: General Counsel 

P̂ iint- ov^ or-rm-i arn 

b2 
b7E 
b6 
b 7 C 

From: 

Attn: 

Attn: 
Attn: 

Attn:-

Attn: 

Date: 05/19/2006 

Deputy General Counsel 
NSLB 
ITPS II/ISLU 

=ZL 
HSSC 

s SA 

Contact : SA 

Approved By : 

, „ Drafted By: 
b l 
b 2 Case ID #: (S) 

b7E 
(S) 

1 

b 7 A 

b6 
b 7 C 

(Pending) 

Title : 

Synopsis: (U) Instant EC approves the issuance of three FCRA 
Section ,1681v National Security Letters (NSL) for full credit 
reports in an international terrorism investigation; provides 
reporting data; and, if necessary, transmits the NSLs for 
delivery to the credit reporting companies. 

(U) - « Derive 
Dec 19/2031 

<X> 

Enclosure (s) : (U) Enclosed is a NSL dated 05/19/2006 forll 
iField Pffice. addressed to 

for Field Pffice, addressed to 
I 

"land ror K-ieirt o m r p . annrpssen~Töl I 

requesting a full consumer 
credit report and all information in their files relating to the 

(S) 
Case ID 

SKCKET NSL VIO-12479 

b l 
b2 
b7E 
b 7 A 

b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 

b l 
b2 
b7E 
b 7 A 



S E B R ^ T 

Working Copy- Page 

entities listed. 

Details: (S) 

(S) 

b7A 

b 6 

b7C 

b 7 D 

b2 

b 7 E 

(s) 

¿ B M ^ i NSL VIO-12480 



(S) 

SECftST 
Working Copy Page 

IU1 (X) This electronic communication documents the SAC's 
approval and certification of the enclosed NSLs. For reporting 
purposes, the enclosed NSLs seek the consumer credit reports of 
seven entities. 

(U) Arrangements should be made with the credit 
reporting rnmpanv to nrnvidp thp rprnrHs nprsnnally to an 

Field Offices 

b l 
b 7 A 
b2 
b7E 

employee of the 
within 10 business aays or receipt ot this request. The credit 
reporting company should neither send the records through the 
regular mail nor utilize the name of the subject in any telephone 
calls to the FBI. 

(U) In accordance with Title 15, U.S.C., Section 1681v 
I, the senior official approving this EC, certify that a 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

b2 
b7E 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

b2 
b7E 
b6 
b 7 C 

SEdkET MSL VIO-12481 



Page 33 

AT WASHINGTON, DC 

(U) At ITOS II/ISLU, read and clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the attached letter as indicated above 
Upon receipt of information from f ] the 
Office is requested to submit the results to the 
Field Office. 

Set Lead 4 : (Action) 

AT 

(U) Deliver the attached letter as_Lnd_Lcai:ed above 
Upon receipt of information from the 
Office is requested to submit the results to the 
Field Office. 

Field 

Set Lead 5: (Action) 

AT 

ET NSL VIO-12482 



(OGC) (FBI) 

From: (FBI) 

To: 
Subject: Hb NSLÜAIA 

OGC) (FBI) 

b6 
"b7C 
b2 
b7E 

SECRET 
(S) RECORC 

Sorry it took so long to get back to you, I have not been in the office the past couple days The EC you reference is 
requesting toll billing records (verbatim call details) on two phone numbers Sorry about the confusion .. 

bl 
b2 
b7E 
b 7 A 

b6 
b 7 C 

Original Message— 
From: I I (OGC) (FBI) 
Sent: Wednesday. June 07. 2006 1:37 PM 
To: 
Subject: K I T T 

(FBI) 

b6 
b 7 C 
b2 
b7E 

(S) 
GCCRlT 
RECORD 

r 
]n the (S ) In ACS there is an EC drafted by you dated 5/26/06 file t _ 

"enclosure" section it states you're requesting "toll billing records," however, on the third page 
second full paragraph it states, "...For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on two phone numbers." In order to accurately fulfill congressional 
reporting requirements, please inform me what type or records were requested, toll billing or 
subscriber. You're prompt attention in this matter would be greatly appreciated. 

bl 
b2 
b7E 
b 7 A 

b6 
b 7 C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extj 

b6 
b 7 C 
b2 

DERIVED FROM: G-3 FBI Classification Guide G-3. datec 
DECLASSIFICATION EXEMPTION^ " 
SECRET 

DERIVED FROM: G-3 FBI Classification Guid 
DECLASSIFICATION EXEMPTION 1 
SECRET 

/97, Foreign Counterintelligence Investigations 

ted 1/97. Foreign Counterintelligence Investigations 

\ 
NSL VIO-12483 

l 



S E C R E T 

NF/OR 
Working Copy Page 

Precedence : ROUTINE 

To: Counterterrorism 

General Counsel 

D a t e : 05/26/2006 

Attn: ITPS 1/CONUS 3/TEAM 12 
. SSA 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn: JTTF 

Attn: JTTF 

(Pending) 
(Pending) 
(Pending) 

CTJ) -

00:HU 

< U ) TPLL RECORDS NATIONAL SECURITY LETTERS 

S y n o p s i s : ^ Approves the issuance of an ECPA National 
Security Letter (NSL) for toll billing records; provides 
reporting data; and transmits the NSL for delivery to the wire 
communications service provider. 

i U )
 ^ C Der i v e d ^ t e i a ^ ^ i 3 

Declassify On: 

m 

(S) C a s e I D 

b b F - H (J -l!13U33 7b 

SEdï^T NSL VIO-12484 
63731 

b l 

b2 
'b7E 
b 7 A 



SECRET 
NF/OR 

Working Copy Page 

Administrative: (S//NF) 

Enclosure (s) : (U) Enclosed for is an NSL dated 

requesting toil D i n i n g 

(U) Enclosed for 
addressed to 

tôli D i n i n g r e c o m a . 

Details: (S 

(S) 5 T 

is an NSL dated 5/26/2006. 

requesting 

Public database checks show that 

b l 

b 7 A 
b 7 D 
b2 
b7E 

b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 

b l 
b 7 A 
b2 
b7E 
b6 
b 7 C 
b 7 D 

SEÌS^ET NSL VIO-12485 



(S); 

s e c W T 
NF/OR 

Working Copy Page 

A previous NSLI I 

(U) 
i X l Detailed calling rpmrd.q arp being requested 

for the 
Löiiüwiriy pnûtië nuiiib^ry: 

(S) 

bl 

b 7 A 
b6 
b 7 C 
b2 
b7E 
b4 
b 7 D 

This electronic communication documents the SAC's 
approval and certification of the enclosed N S L . For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on two phone numbers. 

(U) Arrangements should be made with the wire 
communications service nr-mridpr t-n nrmr^de the records personally 
to an employee of the |Division within ten 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

b2 
b7E 

IU) Nondisclosure is requested because disclosure may 
prematurely reveal a national security investigation to the 
target or to persons affiliated with the target and cause them to 
change their behavior patterns and circumvent" scrutiny. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibility of such agency. 

to SA 
(U) Anv questions regarding the above can be directed 

phone number 

LEAD(s) 

Set Lead 1 

b6 
b 7 C 
b2 

(Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC \ 
SECRET NSL VIO-12486 



SECRET 
NF/ OR 

Working. Copy Page 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for N S L s . 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS 1/CONUS 3/TEAM 12: Read and clear. 

Set Lead 3: (Action) 

A T 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information, 
results to 

is requested to submit 
Upon 

Set Lead 4 : (Action) 
b2 
b7E 

AT 

(U) Deliver the enc 
receipt of requested information, 
results . to 

lösed NSL as indicated above. Upon 
J is requested to submit 

SECRET NSL VIO-12487 



e (OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Wftrtnpgriav .limp 07 Ònpp, 1 53 PM 

NSL DATA 
DGA) 

.b6 

b 7 C 
b2 
b7E 

(SJ 

(2 j In ACS there is an EC drafted by you dated 5/23/06 file # n the "enclosure" 
section it states you're requesting "the name address, length of service and local and long distance 
toll billing records," however, on the second page it states, "...For mandatory reporting purposes, the 
enclosed NSL seeks subscriber information on one phone number:" In order to accurately fulfill 
congressional reporting requirements please inform me of what type of NSL was requested, toll 
billing or subscriber. Your prompt attention to this matter would be greatly appreciated. 

b l 
b2 
b7E 
b 7 A 

b6 
b 7 C 

C ] 
Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROIVfr-Qrl FBI Classification/ 
DECLASSIFICATIOhTEXEMPTlON 1 
SECRET 

uide G-1, dated 1/99, Foreign Government Information 

\ N S L V I O - 1 2 4 8 8 
S) 



S E C h g T 

NF 
- Working Copy - Page 1 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

b2 
b7E 
b6 
b 7 C 

From : 
JTT 

Contact: TFO 

Approved By 

Date: 05/23/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: Itos I/Comus II 
Attn: SSAI 

bl 
b2 
b7E 
b 7 A 

Drafted By: 

Case ID #: 

EC) 

<U) 

(S) (Pending) 
(S) (Pending) 

-9*3 66F-HQ-C1303375 

Title (S) 

cs> 

Synopsis: (U) Approves the issuance of one ECPA National Security 
Letter (NSL) for subscriber information and toll records; provides 
reporting data; and, if necessary, transmits the NSL for delivery to 
the wire communications service provider. 

(U) 
(X Derived Fro 

Declassi 
SCG G-3, Jan. 1997 
3/2031 

1 3 1
 i X 

(S) Reference : to 

Enclosure(si (U) Enclosed is an NSL dated 05/23/2006. addressed to 

requesting the name, 
address, length of service and local and long distance toll billing 
records for one phone number. 

bl 
b2 
b7E 
b 7 A 

b4 
b 7 D 
b6 
b 7 C 

Details : (S//NF) 

Case ID : 

6 6 F-HQ-C1303375 
SECR 

63732 

bl 
-b7A 
b2 
b7E 

NSL VIO-12489 



(S) 

se£RÍ¡T 
NF 

Working foriv Paap 

(S//NF) Research for carrier information for 
reveal the following: 

(Ul-
shows this number to be registered 

to| Public database shows this number registered to 
Due to the more accurate results with prior carriers, 

'(U) 

has proven to be more reliable. 
b2 

This electronic communication documents the SAC's 
approval and certification of the enclosed N S L . For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information on 
one phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records via Federal 
Express to an employee of your office within 10 business days of 
receipt of this request. The wire communications service provider 
should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any telephone calls 
to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 

SESTET NSL VI012490 



S E C R E T 

NF 
Working Copy Page 

the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(II! 
t&C The accompanying request is for telephone records 

associated with the subject. Disclosure of this request to the 
subject could have a significant negative impact on FBI investigative 
efforts in this matter. Further investigation into the correctly 
identified subscriber/subject is imperative in determining his 
affiliation with a terrorist source. 

<U) 

| it is the responsibility of the office 
to advise FBIHQ. This may be done by 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7 947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

TFO 
(U) Any questions regarding the above can be directed to 

Division. 

b l 

b2 
b7E 

b6 
b 7 C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

CRET MSL VIO-12491 



E C ^ B Q ; SECR1 
NF 

Working Copy 

(U) ITOS I, CONUS II, Read and Clear. 

Set Lead 3: (Info) 

Page 4 

AT 

b2 
b7E 

(U) Read and Clear 

SEcks^ NSL VIO-12492 



\ 
|OGC) (FBI) 

From: [FBI) 
b6 

b 7 C a l ^ i S ^ E T ^ l ^ 'iab'-k.r/cak 

b 2 REÄS01; 1.4 (c) 

b7E 

Sent: 
To: 
Subject: 

Ti.PsHav .lnnpflfi ODOR 5 PM 

OGC) (FBI) 
RE NSL DATA 

b6 

b 7 C a l ^ i S ^ E T ^ l ^ 'iab'-k.r/cak 

b 2 REÄS01; 1.4 (c) 

b7E 

"SECRET-
I N R E C O R D 

Thanks for catching the error The enclosure section should have included both subscriber information and toll records 
The NSL requested both 
I apologize for any inconvenience Should I resubmit the EC? 

(SJ 

Original 
From: 
Sent: 
To: 

Subject: 

SECRET 

<|pq<anp-
(OGC) (FBI) 

Tuesday. June 06. 2006 10:20 AM 
I IFBI) 
NSL DATA 

b6 
b 7 C 
b2 
b7E 

RECORD 

b l 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(S) In ACS there is an EC drafted by you dated 5/16/06 file $ 
NSL request 

pertaining to an 
ormation. In the "enclosure" section it states you're requesting subscriber in 

However, on the second page last paragraph it states, "This electronic communication 
documents... . For mandatory reporting purposes, the enclosed NSL seeks both 1) subscriber 
information and 2) local and long distance toll billing records on one phone..." In order to 
accurately record this information for congressional reporting purposes, I need to know what type 
of record was requested, subscriber information or toll billing? Your prompt attention to this 
matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extJ 

b6 
b 7 C 
b2 

DERIVED FROM: G-3 FBI Clarification Guide G-3, d? 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1/97, Foreign Counterintelligence Investigations 

b l 
b 7 A 
b2 
b7E 

b6 
b 7 D 

.1/97, Foreign Counterintelligence Investigations 

NSL VIO-12493 



SECRET 

- Working Copy Page 

(U)-

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Frorr 

Date: 05/16/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 
CD-3D j 

SSArJ ' 
SA 

b2 
b7E 
b6 

b 7 C Approved By: 

CS J -

ÏÏÂC 
Contact : SA 

(S) [ 
M 66F 

Drafted By: 

Case ID-#: 
(in 

bl 

T i t l b 7 A ( S) 
b2 
b7E 
b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for subscriber information and toll billing 
records;, provides reporting data; and, if necessary, transmits 
the NSL for delivery to the telephone company. 

(U) D e r i v e O ^ r ö m 
Decl^sr€ify 

<X 
bl 
b 7 A 
b2 
b7E 

This document contains information that is Admi ni s t rative: 
Foreign Intelligence Surveillance Act (FISA) derived. Per 50 
U.S.C. 1806(b) of the Foreign Intelligence Surveillance Act, 
recipients are reminded that this information, or any information 
derived from it, may only be used in a criminal proceeding, or 
any other proceeding, with the advance authorization of the Attorney 
General. This information may not be disseminated to a 
foreign government without the authorization of the Attorney 
General. 

b7E 

Enclosure(s): (U) Enclosed for is the original and one 

Case ID bl 
66F •C93281- 1941 b 7 A S) 

b7E 



S E & ^ E T 

- Working Copy Page 

copy of an NSL dated 05/16/2006, addressed to 

subscriber information. 

Details: (S) 

J requesting b 7 D 
b6 
b 7 C 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 
b 7 D 

(S) 

(S) 

M This electronic communication documents the SAC's 
approval and certification of the enclosed N S L . For mandatory 
reporting purposes, the enclosed NSL seeks both 1) subscriber ^ l 
m f o r m a t i o n and 2) local and long distance toll billing records b 7 A 

(£) on one phone number, | 
SECRàç NSL VIO-12495 b 7 C 



S E C F C S ^ 

- Working Copy - Page 3 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the delivering division within ten (10) 
business days of receipt of this request. The institution should 
neither send the records through routine mail service nor utilize 
the name of the subject in any telephone calls to the FBI. 

(U) In accordance with Title 18, U.S.C., Section 
2709(c), I, the senior official approving this EC, certify that a 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: disclosure may prematurely disclose a 
national security investigation to the target and cause him to 
change his behavior patterns and circumvent detection; disclosure 
may prematurely disclose a national security investigation and 
could result in the destruction of or tampering with evidence. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) 

[ 
M i f [ 

] it is the responsibility of the office 
Tto advise FBIHQ. This may be done by 

routing slip to the National Security Law Unit, Office of 
the General Counsel, Room 7975, the FBIHQ entity handling the 
operational legal needs of the National Security Division. This 
reporting is necessary in order to provide information to 
Congress regarding the FBIs use of this authority as mandated by 
Congress. 

b l 
b2 
b7E 

f-o r 
U) Any questions regarding the above can be c 

phone number Attention: SA 
irected 

LEAD(s) : 

b6 
b 7 C 
b2 
b7E 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for N S L s . 

SECRET NSL VIO-12496 



S E C ^ T 

Working Copy Page 

Set Lead 2-: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3D - Read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the attached letter as 
Upon receipt of information from the carrier, 
is requested to submit results to 

indicated above 
d e 1 i v i s i o n 

Attn: SA 

b2 

b7E 
b6 
b7C 

< 

SECRET NSL VIO-12497 



From: 
Sent: 
To: 
Subject: 

1(OGC) (FBI) 

(FBI) 
Tnpsriav .Inno Ofi ?nnR 1 05 P M 

(OGC) (FBI) 
RE NSL DATA 

d 6 

b7C 
b2 
b7E 

seeREi 
! S ) RECORD 

two pin numbers thanks 

1 
work 
cell-

bl 
b2 
b7E 
b 7 A 
b6 
b7C 

[ 

Original Message 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Tuesday, June 06, 2006 12:25 PM 

l(FBI) 
NSL DATA 

b6 
b7C 
b2 
b7E 

"bbLKfct-
( S ) RECORC 

pertaining In ACS there is an EC drafted by you dated 5/26/06 file number 
(S) to an NSL request for toll billing records. However, on page three first full paragraph it was left 

out how many numbers were being requested. In order to accurately fulfill congressional 
reporting requirements please inform me as to how many numbers you requested from 

bl 
b2 
b7E 
b 7 A 
b6 
b7C 
b4 
b7D 

] 
Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b6 
b7C 
b2 

DERIVED FROM: G-1 FBI Classification Gui G-1. dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION.3 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

jted 1/99. Foreign Government Information 

NSL VIO-12498 



Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

SECRÉTs. 
- Working Copy -

Date: 05/26/2006 

Attn: NSLU, Room 7975 

Attn: ,TTDS T ETIU II, SSA 

Page 1 

Contact : SA 

b 2 om: 

b7E 
b6 
b 7 C ^ p r o v e c i By: Cummings Arthur M II 

D r a f b l ¡y: 

b 7 A 
C a s e b 2 

b7E 

T i t l b 6 ;s) 

b 7 C 

6 6 F-HQ-C1303375 
(Pending) 
(Pending) 

tu) 

00 

S y n o p s i s : ^ This EC approves the issuance of an ECPA National 
Security Letter (NSL)for telephone toll billing records; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

( U ) 

M Derived 
Decías 

M 

bl 
b 7 A 
b2 
b7E 

Enclosures : 
addressed to 

m Enclosed for the delivering office is an NSL 

requesting 
the name, address, length of service and local and long distance 
toll billing records for the phone number(s) listed. 

Details: (S) 

l 
This telephone toll record 

1U) (X) 

ÍS) C a s e I D 

BASIS OF SAC CERTIFICATION: 

A . Basis of Authorized Investigation 

b 7 D 

b6 
b 7 C 

bl 
b 7 A 
b2 
b7E 

6 6 F-HQ-C1303375 
S>S^et NSLVIO-12499 

63719 

bl 
-b7A 
b2 
b7E 



SECkï 
Working Copy- Page 

(S) 

(S/NF) 

's/NF) 

cu) • M B. Description of the Requested Records 

(S) 

This telephone toll record NSL seeks arr;pss to the tol 1 
records for the subject's pre-paid calling card, b l 

(U) )>§() C. Statement Describing why the Records are Relevant 

The information is being requested to 

b 
b 

D. Statement Justifying Nondisclosure 

(U) In accordance with 18 U.S.C. 2709(c); I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

m ( X In particul ar, the premature disclosure of this 
3BÇRET NSL VIO-12500 



SECRÉTs. 
- Working Copy - Page 1 

national security request may jeopardize this intelligence 
investigation by alerting the subject or operatives working on 
behalf of the subject to the existence or focus of the 
investigation allowing the subject or operatives, both known and 
unknown: to destroy, alter or conceal information or evidence; 
take actions or countermeasures to disguise or conceal their 
activities; or modify future operational planning or activities in 
a manner which will thwart lawful efforts to detect, monitor or 
disrupt the hostile operational activities of this subject. 

M This electronic communication documents the 
approval and certification of the enclosed NSL by the approving 
official. For mandatory reporting purposes, the enclosed NSL 
seeks local and long distance toll billing records for XX phone 
number(s). 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the delivering division within 10 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) A n y questions regarding the above can be directed 
to SA| 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

Counterintelligence 

AT WASHINGTON, DC 

(U) At ITOS I, ETIU II, Read and Clear. 

S E C t o NSLVIO-12501 



S E B ^ E T 

Working Copy Page 4 

SECRET |\|SL VI012502 
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- Working Copy - Page 1 

Precedence : ROUTINE 

To: General Counsel 

b2 
b7E rom: 
b6 
b 7 C 

Approved By: 

Drafted By: 

MI C A S <B 1 # 

b 7 A 

b2 
Tit:b7E (s 

Date: 05/16/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

SA. 
a 7 

' J — ' J B 6 

'b7C 

b2 

(Pending) 
Pending) 
(Pending) 

Synopsis: (U) Approves the issuance of one ECPA National 
Security Letter (NSL) for ISP subscriber information; provides 
reporting data; and transmits the NSL for delivery to the 
electronic communications service provider. 

(U)- (X) D e r i v e ä ^ F ^ o g r r ^ F B I SCG G-3 
Decl^ssiiyOrTr-^05/16/2 031 

(Sì J & 

I 
Enclosures: Ê8^ Enclosed for 
an NSL dated 05/16/2006, addressed to 

are two copies of 

(S) ; following information for IP addresses 

1 T-Pmiacit- i nrr the 

namesj addresses, length of 
service and electronic communications transactional records, to 
include existing transaction/activity logs and all electronic 

b l 
b 7 A 
b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 



s e c r S ^ 

- Working Copy - Page 2 

mail (e-mail) header information (excluding content and/or 
subject fields). is also requested to provide the 
physical addresses ana locations for the servers using these 
three IP addresses. 

Details: (U) This electronic communication documents the 
SAC's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks subscriber 
information on three (3) Internet Protocol addresses. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records 

Division within five 
The electronic 

b2 
b7E 

personally to an employee of 
business days of receipt of this request, 
communication service provider should neither send the records 
through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 
(U) 

In accordance with 1 8 - U . S . C . 2709(c) 
I, the senior official approving this EC, certify that a 
disclosure of - the fact that the FBI has sought or obtained 
access to the informat ion sought by this letter may endanger 
the national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger 
the life or physical safety of a person. If the subjects 
received notice of this request, they might take 
countermeasures which would thwart this national security 
invpsfiaatinn. Tn fact. disclosure might cause the 

to disconnect their Internet connection with 

I 

this cooperative service provider, 
j eopardize 

I 

Disclosure might also 

-tu)-

b2 
b7E 

Brief statement of the facts justifying my 
certification in this case: 

(U) COOPERATION BETWEEN 
FIELD 

AND b2 
b7E 

bl 
b 7 A 
b2 
b7E 

(s) 

" S T ^ E T NSL VIO-i2504 



S È ^ R S T 

Working Copy Page 

bl 

b 7 A 

b 2 

b 7 E 

b 6 

b 7 C 

NSL VIO-12505 



S E C ^ T 
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(S)[ 

bl 
b 7 A 
b6 
b7C 
b2 
b7E 

(U) BASIS FOR NSL 

(S) The attached NSL is also to obtain 
H i s t - n m p r i n f o r m a t i o n f o r i 

_ ~~Tïïë 
NSL requests tne t o l l o w m g intormation troml | for IP 
addresses 
names, addresses and length of service and electronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) 
header information (excluding content and/or subject fields). 

is also requested to provide the physical address 
and location for the servers using these IP addresses. 

^pS^ The attached NSL will 

(U) IA | has worked 
with| |on another investigative matter. Her contacts with 
this company may assist in obtaining results more quickly. The 
assistance of 
questions regarding the above can be directed to SA 

is greatly appreciated. A n y 

LEAD (Sj : 

Set Lead 1 

GENERAL COUNSEL 

AT WASHINGTON, DC 

SECRET NSL VI012506 

bl 
b 7 A 
b6 
b7C 
b4 
b7D 

bl 
b 7 A 
b2 
b7E 

b2 
b7E 
b6 
b7C 
b4 
b7D 



S E C R É T s . 

- Working Copy -

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Page 1 

Set Lead 2: (Info) 

CYBER 

AT C3IU1 

(U) Read and clear. 

Set Lead 3: 

AT 

L b o 1 

J ii 

(U) It is requested that IA 
deliver the enclosed NSL inHirafpH a^nvp 
the information requested, 
results to SA 

Upon receipt of 
requested to submit 

b2 

b7E 
b6 
b 7 C 

SECIÖNL NSL VIO-12507 



(OGC) (FBI) 

From: (FBI) 
Sent: 
To: 
Subject: 

Thursday June 01 

RE NSL data 

2QQ6 2.52 PM 
(OGC) (FBI) 

b6 
"b7C 
b2 
b7E 

( S) 
SECRET 
RECORD 

b6 
b 7 C 
b2 
b7E 

Thanki will do 

b l 
b 7 A 
b2 
b7E 

—Original Message 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thnrsrlav- limp 01. 7006 2:51 PM 

(FBI) 
RE: NSL data 

(S) 
SECREtr 
RECORC 

b l 
b 7 A 
b2 
b7E 

Yes, that's correct and if you're using a pony please correct the second page to reflect toll billing 
when requesting for both. Thanks 

b6 
b 7 C 
b2 
b7E 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

(S) 

-—Original Messaae-
From: 
Sent: 
To: [ 

mireiau. IIIHP m-znc 
_J0 

(FBI) 
JJ57:47 PM 
OGC) (FBI) 

Subject: RE: NSL data 

S l Ü R E T = 
-RE-CORI 

b l 
b 7 A 
b2 
b7E 

Yes I think so If we ask for tolls then we get subscriber info automatically 

b6 
b 7 C 
b2 
b7E 

Original Messfoa. 
From: 
Senti 
To:|_ 

(OGC) (FBI) 

[FBI) 
Subject: 

SECRFEsa 

RE: NSL data 

RECORI 
b l 
b 7 A 
b2 
b7E 

It should be either or. Toll billing includes subscriber information. So, should I record it as 
Toll billing? 

\ 
NSL VIO-12508 

l 



Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel b2 
Room 7975/extl 

(S) 
bl 
b 7 A 
b2 
b7E 

b7C 

Original Message 
From: 
Sent: 
To: 
Subject: 

[ 
ICFBQ 

Thursday, June 01. 2006 2:39 PM 
bGC) (FBI) 

RE: NSL data 

b6 
b7C 
b2 
b7E 

SECRH 
RECOR 

H[ 
Sorry about that. Yes, we did request and receive toils as well as subscriber info on that one 
Let me know if you need anything else 
T l^nks a Int 

I 
Dffice 
ell 

(S 

(S) 

bl 
•b7A 

'b2 

b7E 
b6 
b 7 C 

—Original Messapa 
From: 
Sent: 
To: 
Subject: 

loGC) (FBI) 
Thursday. June 01. 2006 11:49 AM 

FBI) 
NbL datà 

b6 
b7C 
b2 
b7E 

RECORD 

In ACS there is an EC drafted by you dated 5/3/06 and file #| 
pertaining to an NSL request. In the "enclosure" section it states that toll billing 
records are being requested, however, on the second page it states, "....For 
mandatory reporting purposes, the enclosed NSL seeks subscriber 
information...." In order to accurately fulfill congressional reporting requirements 
please inform me which type of record was requested. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

DERIVED FROM: G-3 FBI C 
Investigations 
DECLASSIFICATION EXEM 
SECRET 

b6 
b7C 
b2 

de G-3. dated 1/97. Foreign Counterintelligence 

DERIVED FROM 
Investigations 
DECLASSIFICATIO 

ÀTc^FB^^si f icat iof i rGuÎde G-3. dated 1/97, Foreign Counterintelligence 

NSL VIO-12509 
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Precedence : ROUTINE 

To: General Counsel Attn: 

Date: 05/03/2006 

Julie Thomas, 
Deputy General Counsel, 
NSLB 

b 7 C Synopsis: (U) Approves the issuance of one (1) ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the wire 
communications provider. 

(U) 
DerivèïKj£ar6m : G-3 
Decl^s^lfy^Qn: XI 

t s : 
Enclosure(s): (U) Enclosed for 
letter dated 05/03/2006. addressed to 

31 i_S QIU LLJ ŷ-i niriil 

requesting the name, length of service, and local 
and long distance toll billing records for the telephone number 
listed. 

bl 
b 7 A 
b2 
b7E 
b6 
b 7 C 
b4 
b 7 D 

bl 
b 7 A 
b6 
b 7 C 

Case ID : 
(S) 

D e t a i l s : [ S I 

" T O T I'kET NSLV1Ü-I2bl0 
b2 
b7E 



¡ E C K S : SECRET 
Working Copy Page 

bl 
b 7 A 
b6 
b 7 C 
b2 
b7E 

indicated 
[ 

Resu-lts of an earlier NSL, dated 05/23/05, 
was the subscriber! ] 

Writer therefore requests in this NSL 
subscriber information and local and long distance toll billing 
records for the following number if but only if subscribed to by 

at the above address: 

(S) 

(U) 
This electronic communication documents the SAC's 

approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on one (1) telephone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of FBI Headquarters within ten (10) business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations,,or endanger the life or physical 
safety of a person. 

faC Brief statement of the facts justifying mv 
fSr, certification in this case: I 

bl 
b 7 A 
,b6 

b 7 C 
b2 
b7E 

L Disclosure may prematurely disclose a national 
SECRET NSL VIO-12511 

bl 
b 7 A 



Working Copy Page 

security investigation to the target and cause him to change his 
behavior patterns and circumvent detection. 

lit is the responsibility of the office 
investigation to advise FBIHQ. This may be done by 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the 
operational le'gal needs of the Counterterrorism Division. This 
reporting is necessary in order to provide information to 
Congress regarding the FBI's use of this authority as mandated by 
Congress. 

(U) A n y questions regarding the above can be directed 
to 

LEAD(S) : 

Set Lead 1 : (Action) 

. , GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3B: Read and Clear 

Set Lead 3 : 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Deliver the enclosed NSL as indicated above. Upon 
SEÈRÇT N S L VIO-12512 



E ^ R I SECRET 
Working Copy Page 

receipt of rermeste^ information, CTD is requested to submit 
results to 

b2 
b7E 

SECRET NSLVIO-12513 



(OGC) (FBI) 

From: (FBI) 
Sent: 
To: 
Subject: 

b2 
b7E 

Thursday. June 01. 2006 2.38 PM 
l(OGC) (FBI) 

Kb: NSL data 

( S ) RECORD 

c Twc 

Thank you 

FBI 
Desd 
Blackberry 

numbers, and on> 

1 

number 
bl 
b 7 A 
b4 
b7D 
b6 
b7C 
b2 
b7E 

-Original Message-

b7C 
b2 
b7E 

(S) 

(S) 

From: 
Sent: 
To: 
Subject: 

" Ü C R E T 
RECORD 

t J(OGC) (FBI) 
Thursday. June 01. 2006 2:36 PM 

l(FBI) 
NSL data 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b6 
b7C 
b2 

bl 
b 7 A 

In ACS there is an EC drafted bv vou dated m m file # )ertaining to b7E 
an NSL request being served on which request toll billing b6 
information on three (3) phone numbers. In order to accurately meet congressional reporting 
requirements, when requesting records on more than one entity it needs to be stated how many 
records are being requested per entity served. Thus, would you kindly provide this information to 
me. Your prompt attention in this matter is greatly appreciated. 

b7C 
b4 
b7E 

DERIVED FROM: G-3 FBI Clarification Guide G-3. dated 1/9ffForeign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classification Guid 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ted 1/97. Foreign Counterintelligence Investigations 

L VIO-12514 
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Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Date: 05/22/2006 

Attn: Julie Thomas 
Deputy General Counsel 
NSLB, Room 7 97 5 

Attn: ITPS I/CONUS II Team 5 
SSA 
LX-1 4w2 0 0 

Synopsis: (U) This EC approves the issuance of two ECPA National 
Security Letters (NSL) for telephone toll billing records; provides 
reporting data; and transmits the NSLs for delivery to the wire 
communications service providers. 

iT-T) & 

Administrative: (U) The enclosed National Security Letters are 
unclassified when separated from this document. 

bl 
b 7 A 
b2 
b7E 

c 

Enclosure(s): (U) Enclosed for the delivering offices are one 
original copy each of two NSL's addressed tol 

and 

b4 
b 7 D 
b6 
b 7 C 

( 5 ) Case ID 
NSL VIO 12515 

'bl 
b 7 A 
b2 
b7E 



SECRET 
Working Copy Page 

requesting 
the name, address, length of service and local and long distance toll 
billing records for the phone numbers listed. 

BASI-S OF SAC CERTIFICATION: 

A . Basis of Authorized Investigation 

(s: 

Detai l s : (S) 
1 

1 

b4 
b 7 D 

bl 
b 7 A 
b2 
b7E 

(S) 

(U) B. Description of the Requested Records 

IS) r 

These telephone toll record NSLs seek access to the 
toll records for the 

These records are being requested from 

(U) -

(S) 

(X) C. Statement Describing why (the Records are Relevant 

The requested information is being sought to further identify 

SËî^ET NSL VIO-12516 

bl 
b 7 A 
b4 
b 7 D 
b6 
b 7 C 
b2 
b7E 
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(U) (Xj D . Statement Justifying Nondisclosure 

(U) In accordance with 18 U.S.C. 2709(c); I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

<U) 

(U) 

In particular, the premature disclosure of this national 
security request may jeopardize this intelligence investigation by 
alerting the subject or operatives working on behalf of the subject to 
the existence or focus of the investigation allowing the subject or 
operatives, both known and unknown: to destroy, alter or conceal 
information or evidence; take actions or countermeasures to disguise or 
conceal their activities; or modify future operational planning or 
activities in a manner which will thwart lawful efforts to detect, 
monitor or disrupt the hostile operational activities of this subject. 

(X) This electronic communication documents the approval 
and certification of the enclosed NSLs by the approving official. 
For mandatory reporting purposes, the enclosed NSLs seek local and 
long distance toll billing records for three phone numbers. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the delivering division within 10 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to SA 
I telephone number 

Accomplishment Information: 

Number: 3 b 6 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED b 7 C 
ITU: NATIONAL SECURITY LETTER b 2 
Claimed Byj 

SSN : ® / t j 

Name : 
Squad 

LEAD(s): 

Set Lead 1: (Action) 
SECRST NSL VIO-12517 



S E b ^ E T 

Working Copy Page 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record appropriate information 
needed to fulfill the Congressional reporting requirements for 
NSLs . 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I / CONUS II Team 5, read and clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the attached letter to 
above. Upon receipt of the information from the provider, submit 
the results to 

as indicated 

Set Lead 4 : (Action) 

AT 

as indicated (U) Deliver the attached letter to 
above. Upon receipt of the information from the provider, submit 
the results to 

jb06138f.542 

SECRBT NSL VIO-12518 



(OGC) (FBI) 

From: b 6 (FBI) 
Sent: b 7 C 

T o : h ? Subject: 

b7E 

SËCkETF 

Thursday .luna 01 POOR 11 58 AM 

RE' NSL data 
JOGC) (FBI) 

(S) RECORC 

( S ) . 
Please refer to the following information in regards to fulfilling congressional reporting requirements' 

( S ) (2 numbers) 

IS) 

(S) 1 number 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

appologize for any inconvenience Thanks 

b6 
b7C 
b2 
b7E 

( s : 

Original Mpssanp-
From: | 
Sent: 
To: 
Subject: 

IcQGO (FBI) 
ThnrcHav Innpm 7006 11-14 AM 

Ni>L data 
(FBI) 

SECRET 
RECORC 

( 5 ) There is an EC in ACS drafted by vou dated 4/26/06 and file # pertaining to 
requesting a total of three (3) toll billing an NSL being served o 

records. In order to fulfill congressional reporting requirements I need to know how many records 
were requested per company. Your prompt attention in this matter would be greatly appreciated. 

b7C 
b2 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

DERIVED FROM: G-1 PfilClassification Guide GvKdated 1/99, Foreign Government Information 
DECLASSIFICATION EXElftPflON 1 
SECRET 

DERIVED FROM: G-1 ted 1/99, Foreign Government Information 
• NSLviu-frbiy 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
(Si 

b2 
b7E

 r a 

b l 
b6 

b 7 C pproved By 

Contact : SA 

Drafted By: 

Attn: 

Attn: 

Attn: 

Attn: 

Date: 04/26/2006 

Julie Thomas 
Deputy General Counsel, NSLB 

I T O S I I , 

Counterterrorism Squad 

Counterterrorism Squad 

Synopsis: i^O Approves the issuance of an ECPA National Security 
Letter (NSL) for toll billing records; provides reporting data; and, 
if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

m- D e r i v ^ < î x o m : G-3 
D e c j ^ s i ì y ^ O n : XI 

(SI, 

Enclosure(s): (U) Enclosed for the following noted Divisions are an 
original and copy of an NSL dated 04/26/2006, respectively addressed 
as follows: 

Details: :s) 

b l 
b 7 A 
b2 
b7E 

b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 

(S) ..Case ID 
b U L ^ i NSL VIO-12520 

b6 
• "b7C 
b l 
b 7 A 
b2 
b7E 



SECÌkET 
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<S) ' 

bl 

b7A 

b6 
b 7 C 
b 7 D 
b2 

Lai 

(U). M A check of the aforementioned numbers 
yielded negative results. 

(TTJ -
A query of the aforementioned numbers in 

resulted in the following: 

b2 
b7E 

CREI SECRET NSL VIO-12581 
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(S), 

The~ subscriber and toll billing records fojr the 
aforementioned telephone numbers are being requested to: 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

™ (-^ This electronic communication documents the approval 

and certification of the enclosed NSLs by the indicated! |Field 
Office SAC. For mandatory reporting purposes, the enclosed NSLs seek 
local and long distance toll billing records for three(3) telephone 
numbers. 

(U) Arrangements should be made with the wire 
communications service providers to provide the records personally to 

b2 
b7E 

an employee of the Divisions respectively, 
within 20-30 business days of receipt of this request. The wire 
communications service providers should neither send the records 
through routine mail nor utilize the name of the subject of the 
requests in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

|U1 ()3v Brief statement of the facts justifying my 
certification in this case: 

1. Disclosure may prematurely disclose national 
security investigation to the target and cause him 
to change his behavior patterns and circumvent 
scrutiny. 

2. Disclosure may prematurely disclose national 
security investigation to persons affiliated with 
the target and/or the subject matter of the 
national security investigation and cause them to 
change their behavior patterns and circumvent 

SECRET nsl VIO-12522 
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scrutiny. 

3. Disclosure may prematurely disclose national 
security investigation which could result in flight 
from potential prosecution by the subjects as well 
as the flight of potential material witnesses. 

(U) Information received from a wire communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to ^ 
SA 

b 7 C 

LEAD (s) : b 2 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS II, read and clear. 

Set Lead 3: (Action) 

AT| 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information from the wire communications service 

b2 
b7E 

provider, 
Division. 

is requested to submit results to the 

Set Lead 4: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information from the wire communications service 
provider, is requested to submit results to the 

SECSÇT NSL VIO-12523 
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(OGC) (FBI) 

From: OGA) 

b6 
b7C 
b2 
b7E 

Sent: 
To: 
Subject: 

Ti.ocHaw Maw Onng g 32 AM 

OGC) (FBI) 
Rb NSL data 

( s > " S E C R E T 
RECORD 

Sorry for the mistake We are requesting toll billing records regarding this EC Please call me if you have any questions 
Thanks 

-Original Message-
From: [_ J (OGC) (FBI) 
Sent: Thursday. May 25, 2006 10:47 AM 
To: I lOGA) 
Subject: NSL data 

5PCREE 
(SJ RECORC 

:sj In ACS there is an EC dated 5/15/06, which is an NSL request for file #[ 
In order to accurately fulfill congressional reporting requirements I need to know what type of 
records were requested from| | In the enclosure section it states you're requesting 
"toll billing records," however on the third page it states, "For mandatory reporting purposes, 
the enclosed NSL seeks subscriber information..." Please inform me what type of records 
were requested. Your prompt attention in this matter is greatly appreciated. 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/exl b6 

b7C 
b2 

DERIVED FROM: G-3 FBI ClasSitication Guide G-3. dafr 
DECLASSIFICATION EXEMPTIO 
SECRET 

1/97, Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBI Classification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ed 1/97. Foreign Counterintelligence Investigations 

1 
NSL VIO-12525 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

b2 
b7E 
b6 
b 7 C 

Frc 

Attn: 

Attn: 

Attn: 

Date: 05/15/2006 

Julie Thomas 
Deputy General 
Counsel, NSLB 

ITOS 2, 

SSA 

SA 

TTCTF 

Attn: Field 
Office - JTTF 

SAC 
Contact : SX 

Approved By 

Drafted By: 
bl 

b 2 Case ID #: (S) 

b7E 
b 7 A 
b6 
b 7 C 

Title; ,(S) 

L.A.Î. : UB-ic 
ClàSSIFIED 

PIâS.01; 

Synopsis: £§3 Approves the issuance of an ECPA National 
Security Letter (NSL)for toll billing records; provides 
reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 

(U) - >£) D e r i v e c ^ r o m : G-3 
D e c l a ^ s i f ^ O n : 05/15/2031 

< S} -, 
K ) 

bl 
b 7 A 
b2 
b7E 

Enclosures: (U) Enclosed for the 
an NSL dated 05/15/2006. addressed to 

Field Office is 

(S) C a s e I D 
T ^ E T NSL VIO-12526 

~b2 

b7E 
b4 
b 7 D 
b6 
"b7C 
bl 
b 7 A 
b2 
b7E 
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requesting the name, address, length 
of service and local and long distance toll billing records 
for the phone number(s) listed. 

b4 
b 7 D 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

(s) 

shv^et NSL VIO-12527 
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information, 
The telephone subscriber and account 
requested is assigned to The tol_L 

billing records and account information are requested 

This electronic communication documents the 
Special Agent in Charge's approval and certification of the 
enclosed N S L . For mandatory reporting purposes, the enclosed 

(5) NSL seeks subscriber information on one phone number, 

b4 
b 7 D 

bl 
b 7 A 
b6 
b 7 C 
b2 
b7E 

(U) Arrangements should be made with the wire 
communications service provider to prnvirie the records 
personally to a employee of the FBI] ¡Division 
within 30 business days of receipt of this request. The wire 
communications service provider should neither send the 
records through routine mail service nor utilize the name of 
the subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

iS) 

b2 
b7E 

b2 
b7E 
b4 
b 7 D 

bl 
b 7 A 
b2 
b7E 

Based 
on the previously stated facts disclosure may prematurely 
disclose this national security investigation and cause 
captioned subject to change his behavior patterns and 
circumvent scrutiny. People affiliated with the captioned 
subject may change their behavior patterns as well. 

(U) Any questions regarding the above can be 
directed to SA 
LEAD (s): 

Set Lead 1 : (Action) 

NSL VIO-12528 

b6 
b 7 C 
b2 



Page 4 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM/ ITOS II/ GOU 

A T WASHINGTON, DC 

(U) At ITOS II/| [Read and Clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above'. 
Upon receipt of requested information, 
Office is requested to submit results to the 

ield 
Division -

b2 
b7E 
b6 

b 7 C 



S ' b 6 

To: b 7 C 
Subject: b 2 

b7E 

RECORD 

(OGC) (FBI) 

T.iocHaw Maw ̂ n ?nnfi 

Hk NSLUAIA 

(FBI) 
10 55 AM 
(OGC) (FBI) 

I apologize for the inconsistency I will fix my pony EC 

Both of these NSL's were for transactional records 

TBE 
Desk 
Blackberry 

bl 
b 7 A 
b2 
b7E 

" b 6 

b 7 C 
b2 
b7 F 

(S) 

lOGC) (FBI) 
"3:1 

(S) 

Original Message-
From: | 
Sent: Friday. May 26. 2006 5 : 1 2 PM 
To: ~1(FBI) 
Subject: 

lÊÇRET 
RECORD! 

NÜL DATA 

In ACS there are two EC's drafted by you both dated 5/3/06, file 
which are NSL requests one going to and the other For both ECs, on the first 

page in the "synopsis" it is stated e-mail subscriber information is requested. However, on the 
second page in the "enclosure section" it states" ISP transactional records and subscriber 
information is being requested. In order to accurately fulfill congressional reporting requirements 
whatever type of records are being requested should be recorded consistently throughout the EC. 
Thus, I need to know which type of records were requested, was it e-mail subscriber or 
transactional? You prompt attention in this matter is greatly appreciated. 

b6 
b 7 C 
bl 
b 7 A 
b2 
b7E 
b4 
b7E 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext| 

b6 

b 7 C 
b2 

DteRIVED^ft^M: G-t FBI Classification Guide G j ^ a t e d 1/99. Foreign Government Information 
DEgLftSSIFICAT ' X ~ "PTION 1 
SgCRE 

l 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Attn: 

Date: 05/03/2006 

Julie Thomas 
Deputy General Counsel 
NSLB, Room 7 975 

TTOS T/rONTTS TT Tfiam 5 
SSA 
LX-1 4w2 0 0 

Ï 

From : 

Contact : 

Approved By: Cummings Arthur M II 

(Pending) 

Synopsis: (U) Approves the issuance of two ECPA National 
Security Letters (NSL) for email subscriber information; 
provides reporting data; and transmits the NSLs for delivery 
to the receiving office for delivery. 

( U ) 

(SI Details : -D6) 

Administrative: (U) The enclosed National Security Letters 
are unclassified when separated from this document. 

1. This document is classified SECRET/URLUN/'NOFORl'J. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead 
or background purposes only. 

bl 
b 7 A 
b2 
b7E 

C a s e I D 
RET NSL VIO-12531 



( U ) 

SChEl 

(U) 

SECRET 
Working Copy 

2: Some of the intelligence provided in this 
communication has been obtained by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

Page 

(U) 
3 . { B i Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

4. j^O Any reference to the government monitoring e-mail 
communication must be avoided if any interviews are conducted 
in conjunction with this information. 

Enclosure(s): (U) Enclosed for the delivering field office 
is one original and one copy each of two NSLs dated 05/03/2006 

toi 

b 7 D 
b6 
b 7 C 

requesting ISP transactional records and 
subscriber information for the listed email accounts. 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

(S//OC/NF) 

aaihqi NSL VIO-12532 



SECRET 
Working Copy -• 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

This electronic subscriber and transactional 
records request of the name, address, length of service and 
electronic communication transactional -i n r l n r H n<~r P - m a i 1 

(S J header i n f ormat ion , of emai l accounts 

is being requested for the following reasons: 

: s / / o c/NF) 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

b 7 D 

QJ) This electronic communication documents the 
Field Office Counterterrorism SAC's approval and 

certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber information on 2 b 2 
addresses. b 7 E 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records 
personally to a representative of the delivering field office 
within 14 days of this request. The electronic communication 
service provider should neither send the records through 
routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

™ M Brief statement of the facts justifying my 
certification in this case: Premature disclosure of the existence of 
this investigation may allow the subject to destroy evidence, warn 

SECRET |\JSL VIO-12533 
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confederates, and take measures to thwart this ongoing investigation. 

(U) 

lit is the, r^spons-ib-i "1 i ty of the office 
|:o advise FBIHQ. This may be done by 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

SA 
(U) Any questions regarding the above can be directed to 

b6 
b 7 C 
b2 

Accomplishment Information: 

Number : 2 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed Bvj 

SSN : 
Name : 
Squad 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I / CONUS II Team 5, read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the attached letters as indicated 
above. Upon receipt of the information from the carrier, 
submit the results toi I 

secÌ^t NSL VIO-12534 
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jb06110d.542 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

b2 
b7E 

Attn; 

Attn: 

Attn: 

Date: 05/03/2006 

Julie Thomas 
Deputy General Counsel 
NSLB, Room 7975 

I T O S T / r O N T T . q T T T p a m 5 

SSA 
LX-1 4w2ÜO 

b 7 C 
Approved By : Cumminqs Arthur M i l 

(S) 

Drafted By: 

Ca sebi ff: 

b 7 A 
T i t ] b 6 

(S) 

b 7 C 
b2 

(Pending) 

Syncb7E : (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for email subscriber information; 
provides reporting data; and transmits the NSL for delivery to 
the receiving office for delivery. 

im-
(S^^SC^NF) Derive 

Decla 

(S) 

G-3 
XI 

ÍU) 

Administrative: (U) The enclosed National Security Letter is 
unclassified when separated from this document. 

T. ^ This document is classified GECRET/ORCOM/NOFQRN. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead 
or background purposes only. 

bl 
b 7 A 
b2 
b7E 

C a s e I D 
"SEÜ NSL VIO-12536 
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(U) 

(Ul 

(III-

2. Some of the intelligence provided in this 
communication has been obtained by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

3.>§0 Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

4 . A n y reference to the government monitoring e-mail 
communication must be avoided if any interviews are conducted 
in conjunction with this information. 

Enclosure(s): (U) Enclosed for the delivering field office 
is one nrigirial and one copy of an NSL dated 05/03/2006 
addressed to 

requesting ISP transactional 
records and subscriber information fori 

Details: (S) 

Page 

b 7 D 
b6 
b 7 C 

(S) 

bl 
b 7 A 
b6 
b 7 C 
b2 
b7E 

l C / /nr/MEM 

X NSL VIO 12537 
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( S / / O C / N F Ì 

(S//OC/NF) 

b l 
b 7 A 
b6 
b 7 C 
b2 
"b7E 

/UU/iJH This electronic subscriber and transactional 
records request of the name, address, length of service and 
electronic communication transactional records, including e-mail 
header information, and also including 

( S ) Hata (not to innlnds mpss^gp content or subiprf. fields) of 
account 
being requéètêd tnê löllöWing rêâèôrtâ: 

f.q//nr/NF) 

1 S b 7 D 

b l 
b 7 A 
b6 
b 7 C 
b2 
b7E 

QJ) This electronic communication documents the 
Field Office Counterterrorism SAC's approval and 

certification of the enclosed NSL. For mandatory reporting t>2 
purposes, the enclosed NSL seeks subscriber information on 1 b 7 E 
address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records 
personally to a representative of the delivering field office 
within 14 days of this request. The electronic communication 
service provider should neither send the records through 
routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 

S E ^ T N S L viO-12538 
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that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: Premature disclosure of the existence of 
this investigation may allow the subject to destroy evidence, warn 
confederates, and take measures to thwart this ongoing investigation. 

(U) ML 
1 -the responsibility of the office 

to advise FBIHQ. This may be done w 
routing slip-to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

SA 
(U) Any questions regarding the above can be directed to 

b6 
b 7 C 
b2 

Accomplishment Information: 

Number : 1 

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed B^j 

SSN : 
Name : 
Squad 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I / CONUS II Team 5, read and clear. 

Set Lead 3 : (Action) 

s e c ^ t NSLVIO-12539 
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AT 

Page 

(U) Deliver the attached letter as indicated above. 
Upon receipt of the information from the carrier, submit the 
results to 

b2 
b7E 

jb06110b.542 

SECkKT NSL VIO-12540 



(OGC) (FBI) 
b6 
b 7 C 
b 2 

b7E 

From: 
Sent: 
To: 
Subject: 

Tuesday, May 30, 2006 8 44 AM 
|(OGC) (FBI) 

F B I ) 

Kh. NSL DAI A 

IS) 3CCRCT 
RECORE 

HC 
We are seeking to confirm that the listed subject is , in fact, the subscriber and we want the toll billing records for the 

number I guess the answer to your question is that we want both. Let me know if you need anything else on this This was 
my first NSL , so I was relying heavily on my Secretary for the language' Thanks' 

b 6 ---Original Message 
From: I |(OGC) (FBI) 

D / L Sent: Saturday May 77 POOfi c),7ci AM 

b2 
b7E 

(S) 

To: 
Subject: NüL DAVA 

JFBI) 

SECRETI 
RECORD 

( S ) In ACS there is an EC that was drafted bv you dated 4/11/06, file # which is a 
request for an NSL being served on| In the "enclosure" section it states,"... requesting 
subscriber information, length of service, and local and long distance toll billing records." 
However, on the second page it states, "...For mandatory reporting purposes, the enclosed NSL 
seeks subscriber information on ..." In order to accurately fulfill congressional reporting 
requirements, please remember whatever type of records are being requested it should be stated 
consistently throughout the EC. Thus, I need to know whether you're requesting toll billing 
records or subscriber? Your prompt attention in this matter is greatly appreciated. 

Hcir'alegal specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

bl 
b 7 A 
b2 
b7E 
b6 
b 7 C 

bl 
b 7 A 
b2 
b7E 
b6 
b 7 C 
b4 
b 7 D 

b6 
b 7 C 
b2 

DERIVED FROM: G-1 FBI Clàfes ¡cation Gi/de G-1. dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTIOf 
SECRET 

DERIVED FROM: G-1 FBI Classificatio 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1/99. Foreign Government Information 

\ NSL VIO-12541 
l 
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Precedence : ROUTINE 

To: General Counsel 

C o u n t e r i n t e l l i g e n c e . 

Frc 

Attn: 

Attn: 

Date: 04/11/2006 

Julie Thomas 

Deputy General Counsel, NSLB 
CD-3C 

Contact : SA 

k 2 Approved By: 

b7E 

b6 
b 7 C 

Drafted By: 

bl 
b 7 A 

b6 .tie: 

b 7 C 
b2 
b7E 

T.ops i S : Approves tne issuance of an ECPA National 
J_jcurity Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

<U) 
- X Derived x?rom : G-3 

Decl^s^iïy^On: XI 

b7E 
Enclosure(s) : (U) Enclosed for f 
04/11/2006, addressed to 

1 is an NSL dated 

requesting subscriber 
information, length of service, and local and long distance toll 
billing records. 

Details: (S) 

b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 

b 7 E (U) Subscriber information, length of service, and 

local and long distance toll billing records associated with 

(S) C a s e I D : 
SECRET |\|SL VIO-12542 

-bl 

b 7 A 
b2 
b7E 



S) 

(II) 

S E B ^ E T 

Working Copy — Page 

are being requested!" 

JEhj-S electronic communication documents SAC 
approval and certification of the enclosed NSL. 

For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) phone number. b2 

b7E 
(U) Arrangements should be made with the wire 

communications service provider to provide the records personally 
to an employee of the delivering division within 30 business days 
of receipt of this request. The wire communications service 
provider should "nëither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. Contact number has been 
desi gnated on the NSL to facilitate processing of the request by 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

<U) Xi Brief statement of the facts justifying my 
certification m this case: 

2 
bl 
b 7 A 

b6 
b 7 C 
b2 
b7E 

b2 
b4 
b 7 D 

S) 

The accompanying request is for telephone records that are 
being requested to| | 

The accompanying request is for the subjects own telephone 
records. Disclosure of this request, therefore, would be made 
directly to the subject thereby notifying him of the FBI's 
interest in his activities. Such a disclosure would have a 
significant negative impact on FBI investigative efforts in this 
matter. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) 
it is the responsibility of the office 

SECRET NSL VIO-12543 

b l 
b2 
b7E 



S E ^ E T 
Working Copy — Page 

to advise FBIHQ. This may 
be done by routing slip to the National Security Law' Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
to SA 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) CD-3C, Read and Clear. 

Set Lead 3: "(Info) 

b6 
b 7 C 
b2 

AT 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information. 
submit results to the Division. 

is requested to 
Upon 

SECR&r N S L VIO-12544 



(OGC) (FBI) 

From: OGA) 
Sent: 
To: 
Subject: 

l (OGC) (FBI) 
RE. Missing NSL information 

b6 
•b7C 
b2 
b7E 

SECRET 
<s> RECORC 

( S ) Hello 

b6 
b7C 
b2 
b7E 

the phone number that I am requesting subscriber information on is Have a good one 

Original Messaae-
From: I 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
- n 1 - . . « « - • < n . w 

OGA) 
rvv. nisbiny î L iiiiuiiiidiiuii 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 

o i- f nrT O L U K W 
l| 2 ) RECORDI 

I'm still waiting for a reply from the below e-mailed that I sent you on 5/4. I do need this 
information to be recorded for congressional purposes. Thank you again for your assistance. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

—Onginal Message— 
From: I l(QGC) (FBI) 
Sent: Thursday, May 04, 2006 9:33 AM 
To: | | (OGA) 
Subject: Missing iNbL inrormaoon 

-seeRETT 

( S J RECORE 

[ 
(S) 

IN ACS there is an uploaded EC for file it which requests Subscriber 
information, however, the # of phone numbers requested was inadvertently left out. Would you 
please provide me with how many phone numbers were requested in the NSL. Thank you for 
your assistance. 

bl 
b 7 A 
b7E 
b2 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.[ 

b6 
b 7 C 
b2 

NSL VIO-12545 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 04/12/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 
T T D S T T . I I 
IA 
JTTF 

ssa I 

TFO I 

From: 

b2 
b7E 
b6 

SAC 
Contact : TFÜ" 

b 7 C 
iproved By: 

Drafted By: 

Title: (S) 

(S) (Pending) 

CLASSIFIEE 
PiàSffll: 1. 

bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) seeking telephone subscriber information; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 

bl 
b 7 A 
ib 2 
b7E 

(U)- Deriv 
Decla 

Enclosure(s (U) Enclosed for 
original and a copy of a letter dated 04/12/2006, addressed to 

Division is an 

seeking subscriber 

bl 
b 7 A 
b6 
b 7 C 
b2 
b7E 

(S) 

information. 

Details: (Si 

b2 
b7E 
b4 
b 7 D 

b6 
b 7 C 

C a s e I D 
SLVRET NSL VIO-12546 

"bl 

b 7 A 
b2 
b7E 



SECRET 
Working Copy - Page 

b l 
b 7 .A. 
b6 
b 7 C 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on #a phone number(s. 

(U) Arrangements should be made with the wire 
communications service provider receiving the enclosed letter to 
provide the records personally to an employee of your office 
within ten business days of receipt of this letter. The wire 
communications service provider receiving the enclosed NSL should 
neither send the records through routine mail service nor utilize 
the name of the subject in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(S) bl 
b 7 A 
b6 
b 7 C 

To disclose in any form the 
FBI's request for this information could jeopardize these 
efforts. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) 

I it is the responsibility of the office 
to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterintelligence 
Division. This reporting is necessary in order to provide 

sestet NSL VIO-12547 

bl 
b2 
b7E 



SECRET 
Working Copy Page 

information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

to Attention: TFO 

Set Lead 1: (Action) 

AT 

(U) Deliver the attached letter a<a—i ndi ratpyj above. 
Upon receipt of information from the carrier, 
DIVISION is requested to submit results to DIVISION. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

. . AT ITOS II 

(U) Read and clear. 

SECÎ^T NSL VIO-12548 



(OGC) (FBI) 
b6 

From: , _ ^ (FBI) 
Sent: 
To: 
Subject: 

b2 
b7E 

Frida» Mau OP. Onrtfi y * PM 
_ (OGC) (FBI) 

RE NSL DATA 

bl 
b 7 A 
b2 
b7E 

W e are requesting electronic communication transactional records. I will be sure to update my ponies so that 
there is no confusion in the future, thanks 

workf 
cell -

(S)E 

b6 
b7C 
b2 
b7E 

Original Message 
From: I I (OGC) (FBI) 
Sent: Friday, May 26, 2006 3:41 PM 
To: I [FBI) 
Subject: NSL DATA 

SECRET", 
•: S :• RECORD 

In ACS there are two ECs drafted by you pertaining to NSL requests, both dated 5/5/06, file # 
]One is addressed t o [ ]and the othei On the 

first page of both ECs in the "enclosure" section it states, "...requesting the names, addresses, 
lengths of service, (i.e. subscriber) records for the e-mail/IP address holder(s) listed," however, 
on the third page it states, "For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records..." In order to accurately fulfill congressional 
reporting requirements whatever type of record(s) being requested should be stated consistently 
throughout the EC. Thus, I need to know what type of records were requested, was it e-mail 
subscriber or electronic transactional records? Your prompt attention, in this matter is greatly 
appreciated. 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the Geperal Counsel 
Room 7975/ext. 

b6 
b7C 
b2 

DERIVED FROM: G-1 FBI Guide G-1, dated 1/99. Foreign Government Information 

NSL VIO-12549 
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Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Date: 05/ 5/2006 

Attn: NSLU, Room 7975 

Attn: t T O . ç t EHIL.II, SSA 

b 2 From: 

b7E 
b6 Contact : 

b 7 C Approved By: Cummings Arthur M II 

Drafted By: 
bl 

Case ID #: (sj (Pending) b 7 A 

b2 
Title: (S) b 7 E 

b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for ISP subscriber; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

(U) 

M Derivèìàj/From : G-3 
Declas^i&z On: X-l 

(S) 

M 

b 7 D 

Enclosure(s) 
addressed to 

i l D E n c l o s e d f o r t h e d e l i v e r i n a o f f i c e i s a n NST, 

requesting the 
b 6 n a m e s , a d d r e s s e s , l e n g t h s of s e r v i c e , ( i . e . s u b s c r i b e r ) records 
j ^ q for the e-mail/lP address holder (s) listed. 

riPt-ailR- (9.) 

'mis ISP internet 

Case I 
(S) 

S E O S ^ M S L VIO-12550 (C) 

bl 
b 7 A 
b2 
b7E 

bl 
b 7 A 
b2 
b7E 

bl 
-b7A 

b2 
b7E 
b4 
b 7 D 



(U) 

(S) 

S H S R E T 

NF 
Working Copy — 

BASIS OF SAC CERTIFICATION: 

A . Basis of Authorized Investigation 

Page 

(S/NF) 

-bl 

b 7 A 
b6 
b 7 C 
b2 
b7E 
b 7 D 

:s/NF) 

I S 1 

( U ) 

B. Description of the Requested Records 

This internet address NSL seeks access to the name, 
address and length of service (i.^. subscriber) records for the 

jgj subject's internet e-mail account 

(U) 
C. Statement Describing why the Records are Relevant 

sÈbi^ET NSL VIO-12551 

bl 
b 7 A 
b6 
b 7 C 



CRÏSsf 

(S) 

S E CRI 
NF 

- Working Copy- Page 

ID)-

D . Statement Justifying Nondisclosure 

(U) In accordance with 18 U.S.C. 2709(c); I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life-or physical safety 
of a person. 

In particular, the premature disclosure of this 
national security request may jeopardize this intelligence 
investigation by alerting the subject or operatives working on 
behalf of the subject to the existence or focus of the 
investigation allowing the subject or operatives, both known and 
unknown: to destroy, alter or conceal information or evidence; 
take actions or countermeasures to disguise or conceal their 
activities; or modify their future operational planning or 
activities in a manner which will thwart lawful efforts to detect, 
monitor or disrupt the operational activities of this subject. 

This electronic communication documents the 
approval and certification of the enclosed NSL by the approving 
official. For mandatory reporting purposes, the enclosed NSL 
seeks electronic communication transactional records on 1 e-
mail/IP ,address(es) . 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally 
to an employee of the delivering division within 10 business days 
of receipt of this request. The electronic communications 
service provider should neither send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

LLU A n v q u e s t i o n s r e g a r d i n g t 
t o S A 

le above can be directed b 6 

b 7 C 
b2 

LEAD(s) 

SE
>
ckfi^NSL VIO-12552 
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NF 
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Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

Counterintelligence 

• AT WASHINGTON, DC 

(U) At ITOS I, ETIU II, Read and Clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
p r o v i d e r , i s requested to submit results to 

b2 
b7E 

SECRET NSLVIO-12553 
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Working Copy Page 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

Date: 05/ 5/2006 

Attn: NSLU, Room 7975 

Attn: T T O . q T F . T T T T I I , SSA 

Contact : 

From : 

b2 -
b7E 

b 6 proved Ftv : Cnmmincts Arthur M II 

b 7 C 

Drafted By: 

Case ID #: (S) 

Title: (S) 

(Pending) 

b l 
b 7 A 
b2 
b7E 
b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for ISP subscriber; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

(U) DerîVg^r From : G-3 
Deplrass^>£y On: X-l 

(S) 

b l 
b 7 A 
b2 
b7E 

Enclosure(s) 
addressed to 

M l Enclosed for the delivering office is an NST, 

, requesting the 
names, addresses, lengths of service, '(i.e. subscriber) records 
for the e-mail/IP address holder(s) listed. 

Details : (S) 

transactional record nül. is requested 

BASIS OF SAC CERTIFICATION: 

This ISP internet 
for the following reasons: 

b4 
b 7 D 

b 7 C 

b l 
b 7 A 
b2 
b7E 

(S) C a s e I D 

NSL VIO-12554 

•bl 
b 7 A 
b2 
b7E 



secVet 
- WorkingXCopy Page 2 

C&J A . Basis of Authorized Investigation 

(Sii 

bl 
b 7 A 
b6 
b 7 C 
b2 
b7E 
b 7 D 

(S/NPÌ 

(U) 

<S) 

lut-

isi 

B. Description of the Requested Records 

This internet address NSL seeks access to the name, 
address and length of service (i.e. subscriber) records for the 
subject's internet e-mail account 

(X C. Statement Describing why the Records are Relevant 

I 

NSL VIO-12555 

bl 
b6 
b 7 C 
b 7 A 

bl 
b2 
b7E 



(U) 

SECRET 
( S J / Working Copy Page 3 

bl 
b2 

^ D . Statement Justifying Nondisclosure hlE 

(U) In accordance with 18 U.S.C. 2709(c); I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

( U ) 

(jâ  In particular, the premature disclosure of this 
national security request may jeopardize this intelligence 
investigation by alerting the subject or operatives working on 
behalf of the subject to the existence or focus of the 
investigation allowing the subject or operatives, both known and 
unknown: to destroy, alter or conceal information or evidence; 
take actions or countermeasures to disguise or conceal their 
activities; or modify their future operational planning or 
activities in a manner which will thwart lawful efforts to detect, 
monitor or disrupt the operational activities of this subject. 

This electronic communication documents the 
approval and certification of the enclosed NSL by the approving 
official. For mandatory reporting purposes, the enclosed NSL 
seeks electronic communication transactional records on 1 e-
mail/lP address(es). 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally 
to an. employee of the delivering division within 10 business days 
of receipt of this request. The electronic communications 
service provider should neither send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

b6 
(U) A n y questions regarding the above can be directed 

to SA| J O / L 

b2 

(U) 

LEAD(S): 

Set Lead 1: (Action) 

NSL VIO-12556 
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- Working Copy - Page 4 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

Counterintelligence 

AT WASHINGTON, DC 

(U) At ITOS I, ETiU II, Read and Clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider,! is requested to submit results to 

b2 
b7E 

SECRiJT N S L VIO-12557 



From: 
Sent: b 7 C 
T o : b2 
S u b j e C t : b7E 

(OGC) (FBI) 

Thursday Mav 25 9fWp 3 07 PM 
(OGC) (FBI) 

(FBI) 

RE NSL data 

b6 
b7C 
b4 
b7D 
b2 
b7E 

NSU IO5-15NSLI 1 0 5 - 1 5 
-2006.wpd (35 K... -2006.wpd (35 ... 

Special Agent, 

Main: 
Direct 
Fax: 

Original Message 
From: 
Sent: 
To: 
Subject: 

[ 
Thursday. Mav 25. 

J (OGC) (FBI) 

N^L data 

2006 10:04 ^M 
(FBI) 

b6 
b7C 
b2 
b7E 

(S ) 
"SECRETf 
RECORC 

r 
, which is a NSL request going to t .:•: \ In AGS there is an EC dated 5/15/06, file fl 

i Requesting toll billing records for three numbers. When requesting numbers 
form more than one entity it needs to stated how many records were requested from each entity. 
Thus, in order to accurately fulfill congressional reporting requirements, please inform out of the three 
records requested how many were for | |and how many were for Your prompt 
attention in this matter is greatly appreciated. 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 

b6 
b7C 
b2 

Room 7975/ext 

NSL VIO-12558 
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Precedence : ROUTINE 

To : Counterterrorism Attn: 

Date: 05/15/2006 

TTO.q TT /Gl obal Operations 
Unit| I 
gfi? I I 
IA 
IA 

b2 

Counterterrorism 
General Counsel 

Attn: 
Attn: 

Communications Analysis Unit 
Julie F. Thomas 

Synopsis: This Electronic Communication (EC) approves the 
issuance of ECPA National Security Letters (NSLs) for toll 
billing records; provides reporting data; and, if necessary, 
transmits the NSLs for delivery to the wire communications 
service providers. 

Ill) DerivecKRa^om : G-3 
D e c l a s ^ f V s O n : May 15, 2016 

(S) M 
b l 
b2 
b7E 

(U) 
Enclosure (s) : feO Enclosed for the 
dat.Rd Mav 15. 2 006. addrpss^d hoi 

Field Office is a_ NSL 

requesting cne name, aaaress, lengtn or service ana local and 
long distance toll billing records for the telephone number(-s) 
listed. 

b 7 D 
b6 
b 7 C 

(S ) Case ID 
ôlSÇRET 

bl 
b2 
b7E 

NSL VIO-12559 



s e N E T 
Working vlopy Page 

(U) w 
IsS\[ Enclosed for the 

rtstPd Mav IR. 200fi. aridrPMPd 
•F-iolrJ nffino io a -MQT. 

(U) w 
IsS\[ Enclosed for the 

rtstPd Mav IR. 200fi. aridrPMPd toi 
1 

requesting the 

billing records for the telephone number(-s) listed, 

nc^-i i « • 

b4 
b 7 D 
b6 
b 7 C 

b l 
b6 
b 7 C 
b2 
b7E 

(U) This EC documents SAC 
certification of the enclosed NSLs. 
purposes, the enclosed NSLs seek local and long distance toll 
billiog records for three (3) telephone numbers. 

approval and 
For mandatory reporting 

b7E 

(U) Arrangements should be made with the wire 
communications service providers to provide the records 
personally to an employee of the Field Office and 

b7E 

(U) 

Field Office, respectively, within ten (10) business days of ^ 2 
receipt of this request. The wire communications service 
providers should 

neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with Title 18 U.S.C. Section 2709(c) 
I, the senior official approving this EC, certify that a 
disclosure of the fact, that the FBI has sought or obtained access 
to the information sought by this letter may endanger the 
national security of the United States of America; interfere with 
a criminal, counter-terrorism, or counter-intelligence 
investigation; interfere with diplomatic relations; or endanger 
the life or physical safety of a person. 

Brief statement of facts justifying my 
certification in this case: In light of the above information and 

S È S Ç E T J ^ L viO-12560 



SECRET 
Working Copy 

the fact that this Investigation is classified as a "Sensitive 

Page 

Ì 
disclosure may compromise this 

States of America. 

(U) Information received from a wire communications 
service provider may be disseminated to an agency of the United 
States of America only if such information is clearly relevant to 
the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to the case Agent, SA 

(S) -

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

''T"T'' jĵ ) For information. Read and clear, 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(X) The Communications Analysis Unit (CAU) is requested 
t o c o n d u c t analysis of telephone numbers 

]to determine any and all connections to 
other subjects, or connections to International Terrorism. CAU 
is also requested to run logical checks of other relevant 
empirical data contained 

iField Office. 
lerein, and submit the results to the 

JTTF, Attn: 

Set Lead 3: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

<U1 (X) The National Security Law Branch is requested to 
record the appropriate information necessary to fulfill the 
Congressional reporting requirements for NSLs. 

Set Lead 4: (Action) 

bl 
b6 
b 7 C 
b2 
b7E 

AT 
^ B Ç R E T NSL VIO-12561 
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(U) 
The Field Office is requested to deliver the 

enclosed. NSL as indicated above. Upon receipt of the infprmation 
from the wire communications service provider, th^J 

[ 
Office is requested to submit the results to the 

] Attn: SA I 

Ei,eld 
Field Office, 

Set Lead 5: (Action) 

AT 

iU) 
>¿0 The Field Office is requested to 

b2 
b7E 
b6 
b 7 C 

deliver the enclosed NSL as indicated above. Upon receipt of the 
information from the wire communications service provider, the 

Field Office is requested to submit the resu]_Ls_Lû_ 
the I iField Office.\ |Attn: SA 

S E C R E T NSL VIO-12562 



From: 
Sent: 
To: 
Subject: 

"|(OGC) (FBI) 

(FBI) 
Thursday May ?nnp 2 39 PM 

(OGC) (FBI) 
RE. NSL data 

•b6 

b7C 
b2 
b7E 

occRcr 

(S) 
RECORE 

The records I received, and what I was looking for as well, were from, to, and subject info I guess that would be 
electronic transactional records I have done several in the past two months and they will all be the same I will, however, 
fix the 2nd page to read correctly I am sorry for any problem and hope I have not caused any BIG problems 

<S ) 

—Original f 
From: 
Sent: 
To: 

Subject: 

"SECRET 

Thursday. May 25. 2C 

NSL data 

(OGC) (FBI) 
06 1=34 PM 

FBI) 

RECORD 

n F C in A C S drafted bv vQii 

1 
,ated 4/20/06, file t in which a NSL is 

On the first page it states that electronic transactional 
i nere is a 
being served on 
records are being requested. However, on the second page it states, "For mandatory reporting 
purposes, the enclosed NSL seeks subscriber information..." In order to accurately fulfill 
congressional reporting I need to know what type of records were actually requested? Your 
prompt attention to this matter is greatly appreciated. 

bl 
b2 
b7E 

b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 

b7C 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-3 FBI Classi» 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification G 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ated 1/97, Foreign Counterintelligence Investigations 

7, Foreign Counterintelligence Investigations 

NSL VIO-12563 



SECRET 
- Working Copy - Page 1 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 04/20/2006 

Froi 

Attn: 

Attn: 

Attn: 

Julie Thomas 
Deputy General Counsel, NSLB 
TTOqi. / CONUS 1 
S SA 
SSRAJ 
SA 1_ 

SAC 
b 2 Contact 

b7E 
b 6 proved By: 

b 7 C 

SA 

Drafted By: 

Case ID #: 

Title: (S) 

(S) 
(S) 

(Pending) bl 
b2 
b7E 

b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

III)-

bl 
b2 

X) Deriv 
Déclarés 

From : G-3 
y On: X-l 

• b 7 E ^ 

Enclosure(s): 
arlrlrPRSFid toi 

(U) Enclosed fori" 1 Is an NSL dated 04/2 0/2006 

requesting 
the names, addresses, lengths of service, and electronic 
transactional records for the e-mail address holder(s) listed. 

b2 
b7E 
b6 
b 7 C 
b 7 D 

Details : 

bl 
b2 'ase ID : 

,b7E 
• ^ } TtorrrrTT- TTSTWKT755T 



S E C R E T 

- Working Copy - Page 116 

(S) 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the .enclosed NSL seeks subscriber information on 
one e-mail address, | I 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to an 
employee of the delivering division within ten business days of 
receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere w i t h a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 

SECRET NSL VIO-12562 

b l 
b6 
b 7 C 
b 7 D 



SECRET 
Working^Copy Page 

life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: Disclosure may prematurely disclose a 
national security investigation to the target and cause him to change 
his behavior patterns and circumvent detection. 

(U) 

I M . 
T i h i q he responsibility of the office 

to advise FBIHQ. This may be done by 

1 

b l 
b6 
b 7 C 
b2 
b7E 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United States 
only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
Attention: S A | p h o n e number 

b l 
b2 
b7E 

b2 
b7E 

b 7 C 

LEAD(s) 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At IT0S1/C0NUS3, Read and Clear. 

Set Lead 3 : (Action) 

^ ^ NSL VIO-12566 



SEC^E SECRET 
Working Copy Page 

AT 

b 2 

b 7 E 

(U) Deliver the attached NSL as indicated above, 

S i ^ E T NSLVIO-12567 



(OGC) (FBI) 

From: b 6 (OGC) (FBI) 
Sent: 
To: 
Subject: 

b 7 C 
. b2 
b7E 

Thursday Mav ?S 

NSL data 

1 34 PM 
(FBI) 

OCCRCFi 
( S ) RECORE 

In the enclosure section it states you're requesting subscriber information, 
however, on the second page it states, "For mandatory reporting purposes, the enclosed NSL seek 
local and long distant toll billing records..." In order to accurately fulfill congressional reporting 
requirements I need to know what type of records were requested, was it subscriber or toll billing? 

b l 
b2 
b7E 

b6 
b 7 C 
b4 
b 7 D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b6 
b 7 C 
b2 

DERIVED FROM: G-1 FBICtessifìcation Gì 
DECLASSIFICATIQbUBC^ÌVIPTION 1 
SECRET ^ 

G-1, dated 1/99, Foreign Government Information 

\ NSL VIO-12568 
l 



S E C R E T 

Working Copy Page 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 4/28/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: ITOS I/CONUS I/TEAM II 

CU) -

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL) for toll billing records; provides reporting data; and 
transmits the NSL for delivery to the wire communications service 
provider. 

tU) Derive 
Deci 

(si/ (X) 

b l 
b2 
b7E 
b6 
b 7 C 

b l 
b2 
b7E 

Enclosures: (U) Enclosed for 
l ^ t - t ^ r - H a t e d 0 4 / ? R / ? n D f i • a H H r

P f l
. g

P
H t o 

b2 

is an or-icnnal and a conv of a b7E 
1 b4 

b 7 D 
b6 
b 7 C 

subscriber m t o r m a t i o n . 
requesting 

(S) 
Case ID 

SE^t^T NbL VlU-l^bby 

b l 

b2 
b7E 



S E C ^ T 
Working Copy Page 

Details : 

b l 
b2 
b7E 
b 7 D 

(U) This electronic communication documents the Special 
Agent in Charge's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks local and 
long distance toll billing records for one (1) phone numbers. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally to 
an employee of thd I Division within 20 business days of receipt 
of this request. The wire communications service provider should 
neither send the records through the mail nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(U) 
Brief statement of the facts justifying my 

certification in this case: Disclosures made prematurely disclose a 
national security investigation to the target(s) and may cause them 
to change their behavioral patterns and circumvent scrutiny. 

(U) 
1 it is the responsibility of the office I 

to advise FBIHQ. This may be done by 
E 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 

SECRET NSL VI012570 

b l 
b2 
b7E 



S E B ^ E T 

Working Copy 

FBI's use of this authority as mandated by Congress. 

Page 

the 
(U) A n y questions regarding the above can be directed to 

Division, 

] 
SA 

LEAD (s): 

Set Lead 1 : 

AT 

(U) Will deliver the enclosed letter as indicated above. 
Upon receipt of infopnaU-on—Erom the carrier, FBI 
to submit results to 

J is requested 

Set Lead 2 : 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS II/TEAM II: Read and clear. 
Accomplishment Information: 

Number : 1 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NSL 
Claimed B ^ 

SSN : 
Name : 
Squad 

b6 
7 C 

b2 
b7E 

SECRET NSL VIO-12571 



b6 From: b6 

Sent: t) / C_y 

To: b2 
Subject: b7E 

](OGC) (FBI) 

(OGA) 
Thursday May POOR 11 50 AM 

RE NSL data 
(OGC) (FBI) 

<S) 
•seeRHb 
RECORE 

In the future I will be sure to Sorry about that There were two e-mail addresses for] |and one fori I 
specify the breakdown in the EC request Will this e-mail suffice or do you need a follow up EC forwarded for the record? 
Please let me know 

(S) 

Original Message 
From: I 
Sent: UlaHnorHju 
To: 

JOGC) (FBI) 
?nnfi 7:07 PM 

EC EOGA) 
Subject: NSL data 
Importance: High 

In ACS there is an EC drafted by you for file # 
transactional records are being requested frorrj 

in which electronic 
It is stated that 

records are requested for three e-mail address. In order to accurately fulfill congressional 
reporting requirements, when requesting records from more than one entity 1 need a break down 
of how many records were requested from each entity. Thus, would you provide me the number 
of records requested from 
greatly appreciated. 

Your prompt attention in this matter is 

bl 
b2 
b7E 
b 7 A 
b4 
b7D 
b6 
-b7C 

b2 
b7E 

bl 
b2 
b7E 
b 7 A 
b6 
b7C 
b4 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-3 FBI Classifica 
DECLASSIFICATION EXEMPTION 1 
SECRET 

n Guide G-3/dated 1/97, Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBI Classification Guide G-3.> 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ted 1/97, Foreign Counterintelligence Investigations 

VIO-12572 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 05/12/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: ITPS 1/CONUS 1/TEAM 2 
IA | 

Attn: JTTF 
Attn: JTTF 

From: 

b2 
b7E 
b6

 3 v e d 

b 7 C 

Contact : TFO 

Drafted By: 

Case ID #: 

Title: (S) 

(S) 

DATE : 08-22-
CUSSIFI1D I 
EEâSÛI; 1.4 

2007 

ssr/cak 

(Pending) 

b l 
b 7 A ÄL-L 11F0PÄTIQ1 EOITJ 

b2 ™ ' I ! f 1 3 rareassiFii 

b7E W H ™ S K C l X °™™ I 3 E 

b6 
, b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic transactional records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

(U) 
X ) Deriv^äQ-rom : G-3 

DeG^rassifv On: XI 

Enclosures: (U) Enclosed for 
copy on an NSL dated 05/12/2006, addressed to 

is the original and one 

J 
requesting the name, address, length of service, and electronic 
transactional records for the e-mail address holder listed. 

(U) Enclosed for Field is the original and one 

b l 
b 7 A 
b2 
b7E 

C O D V of an NSL dated 05/12/2006. addressed to 
1 

requesting the names, addresses, lengths 

b2 
b7E 
b4 
b 7 D 
b6 
b 7 C 

address holder listed. 

(S) C a s e I D 
SECRET NSL VIO-12573 

b l 
"b7A 
b2 
b7E 
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Details: (S/ORCON/NOFORN) 

fai 

b 7 A 
fa2 
b7E 

(X) This electronic communication documents the Special 
Agent in Charge's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on three 
e-mail addresses. 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally to 
an employee of the Field Office 

TEe electronic 

(Ui 

Division or 
within 20 business days of receipt of this request, 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this .letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

b2 
b7E 

bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency of 
the United States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

SEC&SÇ NSL VIO-12574 
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TFO 
(U) Any questions regarding the above can be directed to 

Accomplishment Information: 

Number: 2 

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed By_; 

SSN: 
Name : 
Squad 

LEAD(S) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) At ITOS 1/CONUS 1/TEAM2: Read and Clear. 

Set Lead 3: .(Action) 

b6 
b 7 C 
b2 

b6 
b 7 C 
b2 
b7E 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information requested, FBI 
to submit results to FBI TFO 

is requested 

Set Lead 4 : (Action) 

b2 
b7E 
b6 
b 7 C 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information requested. FBI I iFiplH Office is 
requested to submit results to FBI I TFO 

SECRET NSL VIO-12575 
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SECRST NSL VIO-12576 



\ 

OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

ShCKbl 
( s ) RECORD 

b7C 
b2 
b7E 

(FBI) 
Ti locHa/ U a / ^ onns, 5;37 P M 

(OGC) (FBI) 
Hb NSL data 

Sorry for not putting that in the EC 

SA 

Desk! 
Cell{. 
STU III Phone/Fa) 

bl 
b 7 A 
b2 
b7E 
b4 
b7D 
b6 
b7C 

Original Message— 
From: | 
Sent: Tuesday. 
To: | 
Subject: NSL data 
Importance: High 

] (OGC) (FBI) 
May 23. 2006 3:20 PM 

l(FBI) 

b6 
b7C 
b2 
b7E 

SESREI 
( £ ) RECORD 

r 
g j In ACS there are three (3) EC's for file ^ 

subscriber information from various phone companies, in order to Tumii congressiona 
•equesting 
reporting 

requirements I'm in need of the phone companies in which these NSLs were served. Thank you 
for your prompt attention to this matter. 

bl 
b 7 A 
b2 
b7E 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b6 
b7C 
b2 

DERIVED FROM: G-1 FBI Clarification Guftle G-1, dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Guide\;-1. dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

NSL VIO-12577 



Working Copy Page 

Precedence: PRIORITY 

To : General Counsel 

Counterintelligence 

Fror 

b2 
b7E 
b6 
b 7 C 

SAC 
Contact : 

proved By: 

Drafted By: 

C<bl D #: ( S ) l 

blA 

b2 
T:b7E 

IU)-

Attn: 

Date: 05/11/2006 

Deputy General Counsel 
NSLB, Room 7 97 5 

Attn: 

Attn 

(Pending) 
(Pending) 
(Pending) 

S y n o p s i s : A p p r o v e s issuance of a National Security 
Letter (NSL) for subscriber information, provides NSL for 
delivery to service provider and provides a copy for 
statistical reporting. 

it!) 
Derive 
Decías 

om : 
On: 

G-3 

X I 

¡S) 
(X) 

bl 
b 7 A 
b2 
b7E 

Enclosure(s): (U) Enclosed for the delivering office is an 
original NSL addressed to All receiving 
offices are provided a copy. 

b6 
b 7 C 

Details : (S) 



:cRkr 

(S) 

SECRî 
Working Copy- Page 

has issued this NSL to identity subscribers to the 
f o l l o w i n g a d d r e s s e s 

BASIS OF SAC CERTIFICATION: 

A . Basis of Authorized Investigation 

ini-

b ì 
b 7 A 
b2 
b7E 

B. Description of the Requested Records 

(S) This telephone subscriber NSL seeks to identify the 
cellular service numbers 
below locations. 

at the 

b 7 D 
b6 
b 7 C 
b2 
b7E 

|U1 C. Statement Describing why the Records are Relevant 

purpose of this NSL is to obtain information 

blE 

(§<) D . Statement Justifying Nondisclosure 

(U) In accordance with 18 U.S.C. 2709(c); I, the senior 
official approving this EC, certify that a disclosure of the 
fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

iU1
 ^ In particular, the premature disclosure of this 
national security request may jeopardize this intelligence 
investigation by alerting the subject or operatives working on 

SKÇRET NSL VIO-12579 



S E ^ E T 
Working Copy Page 3 

behalf of the subject to the existence or focus of the 
investigation allowing the subject or operatives, both known 
and unknown: to destroy, alter or conceal information or 
evidence; take actions or countermeasures to disguise or 
conceal their activities; or modify their future operational 
planning or activities in a manner which will thwart lawful 
efforts to detect, monitor or disrupt the operational 
activities of this subject. 

( U ) v 

Y&) This electronic communication documents the approval 
and certification of the enclosed NSL by the approving 
official. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber information ,on any and all cellular phone 
number(s) registered at the addresses below. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
personally to an employee of the delivering within 10 business 
days of receipt of this request. The wire communications 
service provider should neither send the records through 
routine mail service nor speak the name of the subject of the 
request in any telephone calls to the FBI. 

(U) 
"I it is the responsibility of the office 

Ito advise FBIHQ. This 
may be done by routing slip to the National Security Law 
Branch, Office of the General Counsel, Room 7947, the FBIHQ 
entity handling the operational legal needs of the 
Counterterrorism Division. This reporting is necessary in 
order to provide information to Congress regarding the FBI's 
use of this authority as mandated by Congress. 

bl 
b2 
b7E 

(U) A n v questions regarding the above can be directed to 
SA 

LEAD(s): 

Set Lead 1: (Info) 

GENERAL COUNSEL 

b 7 C 
b2 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 
SECRET NSL VIO-12580 
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Set Lead 3 : (Action) 

AT 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the electronic communication 

b2 
b7E 

service provider, f 
to 

is requested to submit results 

SECRET NSL VIO-12581 



(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

l(FBI) 
Friday May 19.2006 3 24 PM 

(OGC) (FBI) 
RE. NSL data 

I went back and reread the EC, and now I see what you mean I'm not sure how that happened, but the sentence should 
read For mandatory reporting purposes, the enclosed NSL seeks electronic communication transactional records for one 
email address Sorry for the inconvenience Let me know if I need to do anything else 

Thanks 
sA 

(SJ 

J 
- Desk 

Cell 

b6 
b 7 C 
b2 
b7E 

Original jMessaflfi; 
From: | 
Sent: . FnHau MaulQ 
To: 

Subject: 

SECRET 

J OGC) (FBI) 
?nnfi i l -?« AM 

(FBI) 
Rt. NbL data 

RECORD 

Yes, electronic transactional records are all inclusive of electronic subscriber records. I just need 
of the second page of the EC to read the same as the first page. If you're requesting electronic 
transactional records then the second page should read the same. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 

b6 
b 7 C 
b2 

(S) 

—Original Message— 
From: PARKER, ROBERT C. (ME) (FBI) 
Sent: Friday, May 19, 2006 12:20 PM 
To: COLVIN, BARBARA A. (OGC) (FBI) 
Subject: RE: NSL data 

SECRET! 
RECORC 

I am confused by exactly what you are asking. This language is taken directly from the new pony for email 
transactional records posted on the NSLB website As I understand, the transactional records request also 
includes a request for the subscriber information So, I guess the answer to your question is the request is for 
both Please let me know if I am interpreting something incorrectly, or if you need additional information. 

Thanks, 
SA| NSL VIO-12582 

bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 



- Desk 
•Cell 

Original Messasi 
From: | 
Seni: 
M 

Friday. 
JOGC) (FBI) 

May 19, 2006 10 57 AM 
(FBI) 

Subject: 

attHtr 

NSL data 

b2 
b7E 
b6 
b7C 

( S ) RECORE 

In ACS there is an uploaded EC for 
( S ) electronic transactional records frorr 

i iaia which requests 
However, on the second page of the 

EC it states a request for subscriber information. In order to accurately fulfill congressional 
reporting requirements I need to know which requested record is correct, electronic 
transactional or electronic subscriber? Your prompt assistance in this matter is greatly 
appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b6 
b7C 
b2 

bl 
b7A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1/99. Foreign Government Information DERIVED FROM: G-1 FBI Classification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Gdide G-1, dated 1/99yForeign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

NSL VIO-12583 
2 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 04/25/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

b2
 o m : 

b7E 
b6 

Contact: SA 

b 7 C proved By: 

ITOS II - LX-1, 6S-140 

SSRA 

bl if ted By: 

b 7 A 
b2 'e ID #: 

b7E 
b6 
b 7 C 

.le : (S) 

CMS 51 FUI 
RIASOH: 1. 
DECÌASÌIn 

35179, 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits the 
NSL for delivery to the electronic communications service provider. 

(U) 
tfc) Derivetkpròm: G-3 

Deci^âsify^Qîi : X-l 

(S) M . 

(U) 
OA/OR/OnnZ A H H r P a s p H tn I 

i s ari NST, dated 

requesting tue name, address, 1 eng til ot service, and electronic 
transactional records for the email address holder listed. 

(3) Case ID 
S E C ^ T NSL VIO-12584 

bl 
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b2 
b7E 
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b2 
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b l 

b 7 A 
b 7 D 
b6 
b 7 C 
b2 
b7E 

(S) 

(U) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information on 
one email address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
an employee of the I I Division within 30 business days of 
receipt of this request. The electronic communication service ]q2 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

secret NSL VIO-12585 
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(U) -
Specifically, disclosure of this request could 

potentially cause the target to change his behavior patterns 
and circumvent detection, compromise ongoing surveillance 
techniques, compromise the safety of confidential sources and 
Agents participating in the investigation, or result in the 
subject's flight from potential prosecution. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency of 
the United States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

SA 
(U) Any questions regarding the above can be directed to b6 

b 7 C 
b2 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 2: (Information) 

.CQUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ITOS II, 

Set Lead 3 : (Action) 

read and clear 

AT 

b2 
b7E 

(U) Deliver the enclosed NSL as indicated above, 
receipt of the information requested, 
requested to submit results to Division. 

Division is 
Upon 

SESRET NSL VIO-12586 



Breakdown of NSL requested Subscribers ( 

Telephone Service Provider 

Total 



(OGC) (FBI) 

To: 
Subject: 

i S > 

Therein is a 
phone 

In ACS there is an EC that was uploaded under file #| 
request for an NSL to various entities requesting subscriber records for a total of[ 
numbers. In order to fulfill the congressional reporting requirements, I need a break down by entity 
and the total subscriber information requested from each entity. Thank you for your assistance in this 
matter. 

Paralegal Specialist 
National Security Law Branch 
Office of the General P.ni 
Room 7975/ext. 

nsel 

b6 
b 7 C 
bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 
b2 

\ NSL VIO-12588 
l 
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Precedence: ROUTINE 

To: Counterterrorism 
Intelligence Directorate 
General Counsel 

Date: 04/27/2006 

b2 
b7E 
b6 

b 7 C From: 

Contact 

Approved By: 

Drafted By: 

Case ID #: 

Title: (S/OC/NF) 

Attn 
Attn 
Attn 

Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 

CONUS III SSA 
NCTC 
Julie Thomas 
Deputy General Counsel, NSLB 
IT Squad 
IT Squad 
IT Squad 
IT Squad 
IT Squad • 
IT Squad 
IT Squad 
IT Squad 
IT Squad 
IT Squad 
IT Squad 
IT Squad 

FT 

(Pending) 
(Pending) 

ini-

bì 

b 7 A 
b2 
b7E 

b6 
b 7 C 

S y n o p s i s : j ^ ) Approves the issuance of an ECPA National Security 
Letter (NSL) for subscriber information; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

ID) -

Derived 
Declassi 

(S) & 

G-3 
04/24/2006 

'-': Enclosure (s) : Enclosed for the receiving Field Offices 
is an original and one copy of an NSL, dated April 27, 2006, 

g ) Case ID 

URKT NSL VIO-12589 

bl 
b 7 A 
_b2 

b7E 
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addressed to the service provider to whom it should be 
delivered. 

Page 

Details: (S/OC/NF) 

iz/nr/KV) 

b l 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(U) This electronic communication documents the 
Division SAC's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSLs seek subscriber 
information on 
numbers from 

a total of f 
providers, 

phone 

b2 
b7E 
b 7 A 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally to 
an employee of the respective FBI Field Division within ten (10) 
business days of receipt of this request. The wire communication 
service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

b 7 C 
b2 
b7E 

LEAD ( s) : 

Set Lead 1: (Info) 

S E C R E T NSL VIO-12590 
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COUNTERTERRORISM 

AT WASHINGTON D.C. 

(U) Read and clear. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
"Information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

INTELLIGENCE DIRECTORATE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 4 : (Action) 

Page 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
Division is requested 

Division. 
receipt of the information requested, 
to submit results to 

Set Lead 5: (Action) 

AT 

b2 
b7E 

(U) Deliver the enclosed NSL as indicated above, 
receipt of the information requested, 
to submit results to 

Set Lead 6: (Action] 

Division. 

Upon 
Division is requested 

AT 

receipt of the in 
submit results to 

(U) Deliver the enclosed NSL as indicated above. Upon 
ormati on requested. 

Division 
Division is requested to 

SECRET NSL VIO-12591 
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Set Lead 7: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information 
submit results to 

requested, 
Division. 

Division is requested to 

Set Lead 8 : (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
Division is requested receipt of the information requested, 

to submit results t o i i D i v i s i o n . 

Set Lead 9: (Action) 

AT 

(U) Deliver the enclosed—fcLSL—as indicated above. Upon 
receipt of the information requested. 
to submit results t o l I D i v i s i o n . 

Division is requested 

Set Lead 10: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
Division is 

requested to submit results to 

oat-oH 1 
Division. 

Set Lead 11: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information requested. I 
requested to submit results to 

Division is 
UlViaiüil" 

Set Lead 12: (Action) 

SECRKT NSL VIO-12592 
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A T 

(U) Deliver the enclosed NSL 
receipt of the informât i nn 
submit results to 

Requested, 
Division. 

Page 

as indicated above. Upon 
Division is requested to 

Set Lead 13 : (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
Division is requested to receipt of the information requested, 

submit results to Division. 

Set Lead 14: (Action) 

b2 
b7E AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
Division is requested to receipt of the information requested, 

submit results to Division. 

Set Lead 15: (Action) 

AT 

(U) Deliver the enclosed NST. as indicated above. Upon 
receipt of the information requested, 
requested to submit results to 

Division is 
D i v i s i o n . 

Set Lead 16 (Action) 

Al 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information requested, | | Division is requested to 
submit results to Division. 

Set Lead 17: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above 
receipt of the information requested, 

si 
Division is 

rfET NSL VIO-12593 

Upon 
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requested to submit results to 

Set Lead 18: (Action) 

Division. 

AT 

b2 
b7E 

(U) Deliver the purlnspd NST. ag -inHir-^tpri above. Upon 
receipt of the information requested, 
requested to submit results to 

Field Division is 
Division. 

SECRET NSL VIO-12594 



( O G C ) (FBI) 

From: FBI) b6 
Sent: 
To: 
Cc: 
Subject: 

Friday, May 19. 2006 4.11 PM 

NSL 
tOGC) (FBI); (FBI) 

b 7 C 
b2 
b7E 

a t e Kb! 
• g J RECORQ b l 

b 7 A 
b2 
b7E 

| jwPD (20 KB) 

S) 

m regarding •pCease record as TbtffäiCCing Records 

since it is inclusive of su6scri6er information, iHan^you. 

b6 
b 7 C 
b l 
b 7 A 
b2 
b7E 
b6 
b 7 C 
b2 
b7E 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTIONS—^^ 
SECRET 

.dated 1/97, Foreign Counterintelligence Investigations 

\ NSL V IO-12595 
l 



(OGC) (FBI) 

From: FBI) b6 
Sent: 
To: 
Subject: 

Friday Mav 19 2006 1^04 PM 
(OGC) (FBI) 

Out of Office AutoKeply NSL data 

will be out of the office till August 20, 2006. Take care. 

b7C 
b2 
b7E 

NSL VIO-12596 
l 



(OGC) (FBI) 

To: (FBI) 
Subject: NSL data 

b6 
b 7 C 
'b2 

b7E 

In ACS there is an EC uploaded for file # [ |which 
request tolling billing information. However, on the second page of each EC it first states a request 
for tolling billing records, but then 2 paragraphs down it states a request for subscriber information. 
In order to accurately fulfill congressional reporting requirements I need to know which request is 
correct toll billing or subscriber? Your prompt attention to this matter is greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b 7 C 
bl 
b 7 A 
b2 
b7E 

b 7 C 
b2 

\ NSL VIO-12597 
l 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

From: 

Date: 04/21/2006 

Attn: Julie Thomas 
Deputy General Coi.iriRpl fcJSLB 

Attn: ITOS I/CONUS4/SSA 
Attn: 

b2 
b7E 
b6 
b 7 C 

Contact : SA 

Approved By: 

Drafted By: 
( S ) , 

Case ID #: 

T i b ì 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(Pending) 
(Pending) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company. 

C T J ) -
U> 

(S'l 
M 

Deriveg>«:om 
DecLa^sify^ 

G-3 

X-l 

( S i - Refer ènee : >6 

bl 
b 7 A 
b2 
b7E 

1 

Enclosure (s) : (U) Enclosed for| is the original and 
one conv of an NSL dated 04/21/2006. addressed to I J 

requesting the name, address, length of service, 
and local and long distance toll billing records for the phone 
number(s) listed. 

b2 
b7E 
b4 
b 7 D 
b6 
b 7 C 

bl 
b2 
b7E 
b 7 A 
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Details: (S//NF/OC) 

fai 

b 7 A 
b 2 

b7E 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks both 1) subscriber 
information and 2) local and long distance toll billing records 

number i| g J on telephone 

> 4 

(S) 
(S) 

The investigation to date has revealed the 
subscriber of | | may be associated wi t]i the cant ioned 
subjects. The telephone number of interested is, 

J 

(S i 

This electronic communication documents the SACs 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on 

fai 

b6 
b 7 C 
b2 
b7E 
b 7 A 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the delivering division within 5 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

fai 

b 7 A 
b2 
b7E 

NSL VIO-12599 
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(U) 

it is the responsibility of the office 
]to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

LLl) &nv rmpicif -i nn.c! r-pria-rrH rtrr fhp ^Krwp* c a n b e directed to 
SA 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for N S L s . 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3 : (Action) 

b2 
b7E 

AT 

(U) Deliver the enclosed NSL as 
receipt of requested information, 

indicated above. Upon 
is requested to 

E T NSL VIO-12600 
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submit results to 

(065nml13) 

S E ^ T |\JSL VIO-12601 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Frc 

b 2 approved By: 

b7E 
b6 

b 7 C Jrafted (g 

Case ID #: ( 

Title: (S) 

Date: 04/21/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: ITOS I/CONUS4/SSA 
Attn 

foi pa 1073946 

b l 
b2 
b7E 
b 7 A 
b6 
b 7 C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company. 

<U) 

(SI-

(S) 

M 

Reference : 

Enclosure(s): (U) Enclosed for 
04/31 /2nnfi. addressed toi 

is an NSL dated 

b l 
b 7 A 
b2 
b7E 

P 
requesting the name, address, and length of service for the 
subscriber of the telephone number listed. 

b2 
b7E 
b4 
b 7 D 

( S ) Case ID 

bKtf^ta |\JSL VI012602 

b l 
b2 
b7E 
b 7 A 
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Details: (S//NF/OC) 

bl 
b2 
b7E 
b 7 A 

(S) 

fiBQ This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks both 1) subscriber 
information and 2) local and long distance toll billing records 
o n t e l e p h o n e number 

^ ^ The investigation to date has revealed 
|| 3 J subscriber of I 

(Sï-

ÎSJ 

M This electronic communication documents the SACs 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 

(S) on 

bl 
b 7 A 
b2 
b7E 

b6 
b 7 C 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the delivering division within 5 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

bl 
b6 
b 7 C 
b 7 A 

bl 
b 7 A 

NSL VIO-12603 
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(U) 

opening 
be done 
Office 

|it is the responsibility of the office 
investigation to advise FBIHQ. This may 

by routing slip to the National Security Law Branch, 
of the General Counsel, Room 7947, the FBIHQ entity 

handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

b l 
b 7 A 
b l 
b2 
b7E 

SA 
( u r Any questions regarding the above can be directed to 

b 7 C 
b2 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3 : (Action) 

AT 

b2 
b7E 

"sàs^ET N S L viO-12604 
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(U) Deliver the enclosed—È1SL 
receipt of requested information, 
results to 

_as indicated above. Upon 
lis requested to submit 

(055nml01.wpd) 

SECRET NSL VIO-12605 


