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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE } Date: 09/08/2004

» To:
b2
b7E  Fro
*36 Contact: SA
o7C
Approved By:
Drafted By: I _J
bl Case ID #: (S)
BT Title: (S) -
- o m — —— : . -
pIC Synopsis: (ﬁ Claims statistical accomplishment
tU)W”“}ﬁQ Deriv rom : = .
Declassd I 8/2029

N | N S _
h2 Details: M On Seftember 8, 2004, FBJi:lissued a National

p7E Security Letter to for captioned subject's credit

b4
b7D

history.

1073946
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b - SEChET N
To: Dallas From: l I

Re: (8) 09/08/2004

Accomplishment Information:

Number: 1

: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED
ﬁ NATIONAL SECURITY LETTER
Claimed By: ' :
SSN:
Name :

" Squad |
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . - Date: 09/08/2003

To: General Counsel Attn: A/Unit Chief SSA

Counterintelligence Law Unit,
National Security Law Branch
NFIP Coordinator '

Fromn

SAC |
Contact: SA

Approved By:

"Drafted By:

Case ID #: (5) ding)
(e B6F-HO-CI303375 ‘ '
earf |cosass S e
Title: (S)
. O

Synopsig: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company. v o

) 0{) " - Derived ~G-3
' Declasgify On? 1

QQ NON-USPER

Enclosure(s): (U) Enclosed for is an aricinal and
of a letter dated 09/08/2003, addregsed to:i |

requesting

NSL VIO-8846
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To: GeA ral r"nnn‘qe"l Erom . Q
Re: (S?r 09/08/2003

sﬁEhsi | N

service, and local and long distance tell bllllng records for the
phone number (s) listed.

" Details: (B{ foreigﬁ counterintelligence investigation

N

of subject, a Non-U.S. person, was authorized in accordance with
the" Attorney General Guidelines because of her contact and
communication| These toll billing
records are being requested to determine 1f the subject poses a
threat to U.S. national securlty

MR This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long
distance toll billing records for the subject's telephone numbexr.

(U) Arrangements should be made with the institution
rece1v1ng the enclosed letter to produce the records personally
to an employee of your office. The institution should neither
send the records through the mail nor utilize the name of the
subject in any telephone calls to your office. The institution -
should not contact FBIHQ directly in any manner. ‘ R

{U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the.

‘official signing the enclosed letter as authorized to make the

required certification.

-

(U) Any questions regarding the shove can be directed

t Division, Attention: SA phone number

'SECREQ\

NSL VIO-8847



to submit results to

To: GCeneral Counsel Fram:

Re: (8) 09/08/2003

LEAD(s) :

- Set Lead 1:

DIVISION

AT

(U) Deliver the attached letter as_indicated above.
Upon receipt of infopmatian from the carrier, is requested

Set Lead 2:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Counterintelligence Law Unit is requested to record
the appropriate information needed to.fulfill the Congress1ona1
reportlng requlrements for NSLs. T

*"

NSL VIO-8848
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 09/24/2003

b7E  To:
nE
?:jm From
o7C FCI
Contact: SA

Approved vBy:

Drafted By:
o Case ID #: (S) ending)
P2 Title: (S)
DR
bo
b7C

{17} - -Synopsisz- ---'-(X) Claim statistical accomplishment. | ' )

{m '%) ﬁeriveM-B
Declassify On: 1

(T - Details: bé) ByIZl communication dated 09/22/2003, two

bz National Security Letters were sent to separate communications
b7E carriers-used bv the subject. A third National Security Letter
b4 was sent to for subject's credit records. '
bTD ‘

szongr

NSL VIO-8849
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b-l-z To: I BErorm. | I
b7E

Re: (8) 09/24/2003
bl _ .
Accomplishment Information:
Numbexr: 2 ‘
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER '
Claimed By.-
SSN:
Name:
Squad
FENPA ’
S Number: 1 : ‘ ' ’ :
Q*Q ¢ 'NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED
o¥d ﬂ NATIONAL SECURITY LETTER SRR
o7Dh aimed Byg _
SSN:
Name:
“8quad

sz&s;r
2
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To: | I E‘rmm-l |

Re: (8)

LEAD(s) :

Set Lead 1: (Ihfo)

sﬁ@r

08/24/2003

*"

SE&N\
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(31

Precedence:

To: General

| : £EBQET

FEDERAL BUREAU OF INVESTIGATION

ROUTINE

Counsel Attn:

Counterintelligence

From

Approved By:

Drafted By:

Case ID #: (S)
S

)

S 66F

SACl

Contact: SA

Date:

NSLB

cp-4C, 1IA |

1 03/01/2005

Deputy General Counsel

Ssal

.

SA

IA
SA

=ending)
66F|___1C212092-NSL

) 66F-H%~c1213150—N8L

Ce0746

Title: (S)

«

Synopsis: (U)

QO :

Security Letter (NSL); provides reporting da
necessary, transmits the NSL for delivery to

fUT{”@Q

Decla Y :

G-3
X1

Approves the issuance of an FCRA National

a; and, if

e

Enclosure(s):

03/01/2005. &

USPRR)

(U) Enclosed for]

is an NSL dated

ddressed to

NSL VIO-8852
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To: General Counsel From: [::::::] -4 A o bl
Re: (S) 03/01/2005 ' p7A

requesting the names and addresses of all financial institutions
at which the subject maintains or has maintained an account.

Details:- | !forelgn counterintelligence S
1nvest1gatlon OL subje S. person, was authorized in ' bl
accordance with the Attornev General Guidelines because b2
- bTE
b7A
e “,Cg( This electronic communication d0cumenté the SAC's
~approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks the identity of A
financial 1nst1tutlons records for one 1nd1v1dual : e
: " b7E
(U a repreSentatlve of the office who has b6
liaison with the consumer reporting agency should deliver the . b0
letter to ' v '
(U) On 1/16/2003 the Director de51gnated the official
signing the enclosed letter as authorized to make the required
certlflcatlon
() | |should remind[:::::::] that, under
Title 15, United States Code, Section 1681lu(d), it is prohibited
from disclosing that the FBI has made this request. 1In addition,
is prohibited from including in any consumer report any
information that would indicate that the FBI has sought or
obtained such 1nformatlon
(U) Arrangeimments should be made with] |to v A
‘ . h }CM;
provide the records personally to a representative of your o~
office. | should neither send the records through the - bITE
mail nor utilize the name of the subject in any telephone calls bd
to your office. [:::::::]should not contact FBIHQ directly in b7l

S any manner.

(U) "Consumer reports received from a consumer ‘
reporting agency must be clearly identified when reported in any
Bureau communication. Subsegquent dissemination of such
information is prohibited, except to other Federal agencies or
military investigative entities as may be necessary for the

2

NSL VIO-8853



Lo SECRET —
To: General Counsel From: E::::::]A‘

Re: (S)

03/01/

2005

~approval or conduct of a foreign counterintelligence

investigation.

: (U)
tJ IDivi

- Any questions regarding the above can be directed

S 3

on, Attention:

SA

NSL VIO-8854

phone number
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To: General Counsel From: [:::::::] : b2

Re: (S} F3/01/2005 _ . : ‘ ' bL7E

" LEAD (8):
- Set Lead 1: (Action)
AT| _ : : | _ b2
b7E

()  De1iver,the attached letter as indicated above.
Upon receipt of information from the carrier, ‘is
requested to submit results to

| Set Lead 2: (Action)
. GENERAIL CQUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to récord'the appropriate
information needed to fulfill the Congre381onal reporting
requirements for NSLs . : .
Set Lead 3: (Info)
COUNTERINTELLIGENCE
AT CDh-4c¢C -

. vv (U) Read and clear.

:‘SEERET

NSL VIO-8855
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"Title: (8)

| SE?R{:

/.

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

“To: General Counsel ‘ Attn:

Counterintelligence

Date: 03/01/2005

Deputy General Counsel
NSLB '
CD-4A, '

1A | 3

ssa| [
S

1A
SA

Frol

SAC] ]

Contact: SA

Approved ‘By:

Drafted By:

Case ID #: (S) Pending)

S) 66F| FC212092—NSL
|:U:| A 66F-HQ-C1213150-NSL .
S

66F|:|-C‘60746

00:

Synopsis: (U) ' Approves the issuance of an FCRA National
Security Lettexr (NSL); provides reporting data; and, if .

necessary, transmits the NSL for delivery to

7y {ved : G-
R Derived From: &3

ol |

Enclosure(s): (U) Enclosed for|

is an NSL dated

03/01/2005, addressed to[

SBCRET
.

NSL VIO-8856
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To: General Counsel From: ' Ebi
Re: (8) 03/01/2005 » ' b2
' : LR

requesting the names and addresses of all financial institutioné
at which the subject maintains or has maintained an account.
betailsg”'zgil Iforeign counterintelligence
investigation of subject, a U.S. person, was authorized in
ordance with the A rn General Guidelines because

[

SRR A

]

_ (m &Q This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks the identity of
financial institutions records for one individual.

v (U) A representative of the office who has :b2
liaison with the con ex reporting agency should deliver the . PIE
letter to I' : : .56“

(U) ©On 1/16/2003, the Director designated the official = b7C
signing the enclosed letter as authorized to make the required '
certification.

(u) | | should remind |that, under
Title 15, United States Code, Section 1681lu(d), it is prohibited .

~losing that the FBI has made this request. In addition,
is prohibited from.including in any consumer report any
information that would indicate that the FBI has sought or b2
obtained such information. .

(U) Arrangements should be made with |to , b4

provide the records personally to a representative of your b7D
office. should neither send the records through the '

mail nor utilize_the name of the subject in any telephone calls
to your office. |should not contact FBIHQ directly in
any manner.

{(U) Consumer reports received from a consumer ‘
reporting agency must be clearly identified when reported. in any
Bureau communication. Subsequent dissemination of such
information is prohibited, except to cther Federal agencies or
military investigative entities as may be necessary for the

skeagr
2

NSL VIO-8857



SEEhEu; (A
To: General Counsel From: ‘

Re: (81 03/01/2005

approval or conduct of a foreign. counterlntelllgence
investigation.

(U) Any questions régardinq the above can be directed

ed | Divisjon, Attention: SA phone number

Sﬁs&gf
3

NSL VIO-8858
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To: General Counsel From: ' b2
Re: (S 03/01/2005 . pIE

| | bl
LEAD (s) :

Set Lead 1: (Action)

AT | b2
b7E

(U) Deliver the attached letter as indicated above. .
Upon receipt of information from the carrier, is
requested to submit results to

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERINTELLIGENCE
| AT CD-42

. - (U) Read and clear.

sn:hwr\

NSL VIO-8859
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FEDERAL BUREAU OF INVESTIGATION

- Precedence: ROUTINE

To: General Counsel

Date: 04/22/2004

Attn: Deputy General Counsel

United States Code, Section 1681 (v); sets a lead and provides

the reporting data to NSLB;

Santa Ana for delivery to

and transmits the NSL to FBI

‘Uj ........ (X;) Deriiﬁ.{om . ’ G_3 . . b;
Declassi On: X1 .

g

<~
L2

(1) mEnqlgsuré(Serwlgi

Enclosed for the

Field Office is an

TEQUesting a consumer Credit

sEewer

NSL VIO-8860

b7A

A\

NSLB -
Attn: IA| |
. | | :
Countertintelligence Attn: UC| |
’ CD-2ZD
b2 From:
b7E
b4 Contact: ©SA
3, s ('\
DL Approved By:
Drafted By:
‘Case ID #: (S) bending) )
tUj~.~§§ AaF HO-Ci213180  (Pending) bl
(s (Pending) ' b7h
‘o bz
Title: (S) USPER) ; o
" bTE
QSyhopéis: (U) This EC épproves the issuance of one credit b
report National Security Letter (NSL); pursuant to Title 15 57D

LIE

ﬁbZ-
b7E
b4
b7D
bo
bIC



s;EhEI N/
To: General Coungel From:l

Re: (s) 4722/2004

report and all information in its files concerning the listed

consumer as follows:

' NAME :|
SSAN:

Details: (8)

F-

() 2|

tsl“;é"

(g4

: (U) * On August 27, 2003, the Director designated the
official signing the enclosed letter as authorized to make the
required certification. :

fU’“"E%Q This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For
informational and reporting purposes, the enclosed NSL seeks the
consumer credit report and all other information in the consumer
reporting agency's files of one individual.

(U) A representative of the whovhas bz

SBCRET
2

NSL VIO-8861
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SECRET B
To: General Counsel From: | I

Re: (S} 04/22/2004
liaison witH should hand deliver the letter to
FBI should adwvise that Title 15, United States

Code, Section 1681 (v) (c¢) prohibits it i osing that the
FBI has made this request. In addition,ffff:fiffjis prohibited
from including in any consumer report any informaticon that would
indicate that the FBI has sought or obtained such information.

(U) Arrangements should be made with to
provide the records perscnally to a representative of the:

should neither send the records through

The mail nor uctilize the name of the subject of the request in
any telephone calls to the FBI. ' '

(U) Any questions regarding the above can be directed
to thel |Division, Attention: SA| |

e

NSL VIO-8862



SECRET At
To: Genera

Re: (8) 04/22/2004

LEAD(s) :

Set Lead 1: (Action)

AT

(U) Deliver the attaChed;letLeﬁ as indicated above.
Upon receipt of information from the is
requested to submit results to the Fie ice.

' Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information for its purposes.
Set Lead 3: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

() For information. Read and clear.

14

sEORES.

4

NSL VIO-8863
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VESTIGATION

04/29/2004

FEDERAL BUREAU OF IN
Precedence: ROUTINE Date:.
To: | ~Attn: IMA
From |

Contact: SA
Apﬁroved By: |
Drafted By:
Case ID #: (S) | (Pending)
(8)
(8)
Title: (S) (USPER) ;

‘Synopsis:- -(g) To report statistical accomplishments.

T I}"Q | Deriir%rom . G-3

Declags8ify On: X1

Details: (X{ oOn 04/22/2004,

SA

National Security Letter which was approved Lor d

Support of captioned case.

prepared one
livery in

sgéhm{\

NSL VIO-8864
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. [ WT /
| Exrnme. I

o w2
Re: (s 04/29/2004 , . o/E
' ol
Accomplishment Information:
Number: 1 v , ' '
Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED
ITU: LIAISON WITHIN FBI
ITU: - NATIONAL SECURITY LETTER
Claimed By ;- : , )
SSN: ' ‘ bo
Name : : . - p7C
~ Squad ' "o
| b7E

SECR

NSL VIO-8865



v 38 RET \/

vTo:l | From: | - . v o)
Re: (S 04729/2004 ' v : b7E

bl
LEAD (s) :
Set Lead 1: {Info)
b2
b7E

AT

(U) Read and clear.

* . ~ S

sm\fr

NSL VIO-8866
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s‘EQET

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY ’ v Date: 10/18/2005
To: Counterintelligence - Attn: SSA
v CD-3D, Rcom 4166 -
General Counsel . Attn:_ _NSIB i
: Attn:
From
02 Contact: FA|
b7E '
b6 Approved By:
b7C |
Drafted By:
- Case ID #: (S) ~£nding)
bl fg) 66F-HQ-C1303375 (Pending) )
bTA ) 66F-HO-A41332-NSL (Pending)
bl ‘ , '
be A _ }
27C synopsis: (U) Approves the issuance of an RFPA National
Security Letter (NSL): approves reporting data; and transmits the
4 NSL for delivery to -
b7D o
. (08 Derived From : G-3
q Declasdi On: X1
bl .
DIA ey yex |
: - US Per)
ho el -
b7E Enclosure(s): !X{ 'Enclosed fo is an NSL dated October e
18, 2005 addressed to } o
iSj [ } requesting-a -summary credlt report-on - pr
' D4
’ o/D
. (o) | | -
PR
) pi7C
bl
o7A
06
b7C
b7D

NSL VIO-8867
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o SEéigT N

D2
To: Counterintelligence From: : bfﬁl
Re: (8) 10/18/2005 - bl

b7A

(}Q This NSL geeks to obtain financial information

o

(}Q This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory

_' I

’”'“)éb A representative of the office who has
liiffff:fffﬁ‘the credit reporting agency will deliver the letter

to _
tU)w»aﬁ . . . v -

» On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the required

certification.

K)|_—h_| will remind that it is prohibited
from disclosing that the FBI has made this request.

(T (g} Arrangements should be made with
produce records personally to a representative of the
Division. They should neither send the records through the mail
or utilize the name of the subject in any telephone calls to your
office. will also be reminded that they should not
contact FBIHQ directly in any manner, concerning this NSL.

tUJ‘“~w:hK£ Financial information received from a financial
institutiodn must be clearly identified when repcrting in any
Bureau communication. Subsequent dissemination of such
information is prohibited, except to other Federal agencies or

- military investigative entities as may be necessary for the

approval or.conduct of a foreign counterintelligence

investigation.
| SE2§Q?

2

NSL VIO-8863

reportin Urpos h S a mmary credit o
report ;

b7A
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. SECRET [

To: Counterinfe11innnﬁe] From:

Re: (8)

10/18/2005

N

to the

Any guestions regarding the above can be directed

Division, attention:

FA

NSL VIO-8869
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Lo SEQRET L

To: Coun j i From: : ' ’ : b2
Re: (8) .0/18/2005 ' bHTE
“ e}
b7A
'LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
' (U) NSLB is requésted to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. ’
Set Lead 2: - (Inf>o)
COUNTERJ‘ZNTAELLIGENCE
) _AT WASHINGTON, DC
(U) Read and clear‘

Set Lead 3: (Action)

AT :
T ‘ N ' . o b2
(U) Deliver the attached letter aﬁ_indigaﬁed above. bTE
- Upon receipt of information from the carrier, is requested b6
to submit results to Division, attention FA bIC

*»"

}kz'r

4

NSL VIO-8870
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séc'\RET

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY ‘ Date: 11/17/2005
To: Attn: 1A
Attn: E&l H
‘ , bZ
From . o : D7E
. - .
Contact: 1ISS bgﬁ
o bicC
Approved By: '
Drafted By: F'
Case ID #: (S) LPenalng) : _ )
(S) 66F-HQ-C1303375 (Pending) - - bl
(S) 66F-HO-A41332~-NSL (Pending}) : i bH7A
Title: (S) | b2
) b7E
fU?Synopsisr*W“&ﬁi To pfévide reporting gata—and transmit National - b
Security Letter (NSL) for delivery to ‘ bh7D
. (S) Deriv F : G-3
Decla On: X1
' Bl
Reference: {S) b4
ES:I'“(X)»-- Us Per) D2
b7E
i1 Enclosure(s)rw-&ﬁ Enclosed for Division,l I is EC
10/18_2925_191Counterintelllgence, General Counsel and
from Division, and NSL to be personally hand
~delivered to to obtain financial documents. ‘ P2
{ Detailsa“*§5i The enclosed EC and NSL fronm FAI PIE
Division, is being transmitted to plv1510n b4
for hand delivery of the attached NSL to 7D
These documents were inadvertentlv sent to the b6
Division for service. The facility does not receive T

\SE\CRET

NSL VIO-8871



To:l I From: |
- Re: (8] 11/17/2
NSL's. NSL

[ 1]

's should be hand delivered to

SE

005

/‘ ‘

chr
2

NSL VIO-8872

by

1

hIR

b4
7D



b2
L7E
bt
b7D
oYi!
b7D

b2
b7E
b4
B0

| Division, dated 10/18/2005, re case balclcgrouncira.n.::t____'___I
regulations regarding hand delivery of enclosed NST. +n

! o ‘;,
- - snéhxg ' -

To: From: p% .
Re: {(S) TI7T772005 D7k
_ ' bl

DA
LEAD(s) :

Set Lead 1: (Action)

AT

‘U?“”;Xi Review the attached EC from FA

Hand deljvery of NSL should be made to I

Arrangements should alsc be made for personal receipt of
financial documents provided by[:::::E::]with no records being

sent through the U.S ] should the subject be named in any
te i questions may be directed to
E Submit results to FA

Division.

Set Lead 2: (Info) . - ..

AT

(U) For information and to update‘your-records on

NSL's for

-

Y

SEQBET |
3 -

NSL VIO-8873
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» SlEéKET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , ‘Date: 06/23/2005

To: .General Counsel ' Attn: NSLB, Room 7975
- , S Viild|
Counterintelligence Attn: CD-1B/Room 4427
. SSA
Attn: CDC

[
SSM |

. Attn: ]
Bo o , SSA

7
i Frol :
6 — |
7
i

TC Contact: SA

Approved By:

Drafted By:

Case ID #: (8) Pending) b}
(U) BEF-HO-CIZIII50-NSL —ep i § O b7A
(U) 66F[ |[C212092-NSL b2

: b7E
Title: (8) bE
T . biC

Synopsis: (U) Approves the issuance of an FCRA, Sectlons
168lu(a), National Security Letter (NSL); provides reporting
data, and, if necessary, transmits the NSL for delivery to the
credit reporting company.

(U)miﬁé Deriv rom :. G-3 : : ‘
‘ Declads On: X1 ' : Abl

iﬁﬁ“aﬁw~ {(Presumed USPER)

Enclosure(s): (U) Enclosed forl |is an ?:iginal_and__;b7ﬁx o~
. one conv nf an NGT.  dared 0£/23/2006  addryessed +n | Oz
I | b7E
requesting tne names and addresses of rfinancial , 04
' 07D
bo
b7C

SECRET

NSL VIO-8874



18-

-NTér~mGeneral Counsel From | |

'/«-—».

SE\S’\RET

Re: K (Pending), 06/23/2005

institutions at which the listed consumer maintains or has
maintained an account.

Details: ggi Iforeign counterintelligence investigation of
(31 T presumed USPER), was authorized in accordance

=1

- with the Attorney General Guidelines based on the following:

(8) A. Basisl

‘ E&} B. Relevance of the Records: This financial
institutrion information is being reguested to

s}mgr

2

NSL VIO-8875

b2

b7E
bl

bTA

- bl

b7E
bo

biC
b7A

bl
L7A
b6
b7C
b2
b7E



) sEQRGT
To: General Counsel From: .
Re: )Qj‘ (pending), 06/23/2005

(o) o w-ﬁ@ This Electronic Communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks the flnan01al
1nst1tutlons listings for one individual.

, (U} A representative of the office who has
liaison with th ongumer reporting agency should deliver the
letter to

(U) On 11/09/2001, the Director designated the
official signing the enclosed letter as authorlzed to make the
required certification.

. (uy should remind that, under
Title 15, United States Code, Section 168lu(d), it is prohibited

from disclosing that the FBI has made this request. In addition,
is prohibited from including in any consumer report any
information that would indicate that the FBI has sought or
obtalned ‘such information.

. (U) Arrangements should be made with] |to
provide the records personally to a representative of your
office. | !should neither send the records through the
mail nor utilize the name of the subject in any telephone calls
to your office. should not contact FBIHQ directly in
any manner. .

(U} Consumer reports received from a consumer
reporting agency must be clearly identified when reported in any
Bureau communication. Subsequent dissemination of such
Adnformation is prohibited, except to other Federal agencies or
military investigative entities as may be necessary for the
approval or conduct of a foreign counterlntelllgence
investigation.: :

- (U} Any questions regarding the above can be directed
tJ Attention: SA phone number

sgéksg\
3

NSL VIO-8876

oo oT
[

n.//E

bl

bTA

b2
LT7E

Neld)

07C

7
&
[N

olioiey
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Eg:. ' SRCRET i

To: eferal Lounsel From: , i . bz_.

Re: %ﬁ) (Pending), . 06/23/2005 - ;b7b

- g bl

Accomplishment Information: ' - bUA
. Number: 1 ‘ .

Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED

ITU: NATIONAL SECURITY LETTER

Claimed By - . '

' SSN: b6
Name : ‘ biC
Squad ‘ ‘ ‘ N

qua b2
bTE

" SECRET~
4.

 NSL VIO-8877



1 ' : SBCRET v

To: General Counsel From: . . ;E:“
"Re: Ey( (Pending), 06/23/2005 : ;Qjﬂ
. bl
LEAD(8) : - , ' ' bTA
Set Lead 1: (Action)
AT | T
, . D
(U) Deliver the enclosed letter as indicated above. A b7E
Upon receipt of information from the consumer reporting agency, N oY)
| ls requested to submit the results to bIC
Attention: SA _ .
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate:
information needed to fulfill the Congress10na1 reportlng
requ1rements for NSLs.
Set Lead 3: (Info)
b2
. b7E
AT

(U) Read and clearl
FGSeE Lead 4: (Info)
COUNTERINTELLIGENCE
‘AT'WASHINGTON, DC

(U) Notification of the issuance and request for
service of a FCRA, Sections 168lufa), NSL relatlng to captloned
subject, .

*»

S\E}}E:l‘ |

5

NSL VIO-8878



(Rev. 01-31-2003)

CRET

FEDERAL BUREAU OF INVESTIGATION |

Precedénce: ROUTINE , Date: 08/04/2004
To: General Counsel | Attn: Room 7975
Chief NSLU
From: ‘ : B oY
b7E
Contact: :
. b6
Approved By: biC
. Drafted By:
Case ID #: (S) Pending) ' bl
Title: (S) , ;bff
‘ ‘ - b7E
, b6
(0]~ synopsis: %’{ Request National Security Law Branch to prepare BnIc
three National Security Letters (NSL) as described. o o
| (1) (>< Deri rom : G-3
(g Declasagi On: X1 v
g | bl
bz
b7E
(M) “Details: 18§ National Security Law Branch is requested to
prepare and send three NSLs as described.
) 1o
(8) Name: I_l |
Address |

b4
: o b7D
b7C

Name{. Bl

[5) " Addre i

NSL VIO-8879



'SESRET

To: Generxal Counsel From:

Re: (8) 08/04/2004

The foreign counterintelligence

(8 &Q Justification: i 33 i
investigation a U.S. Person, was authorized in
accordance wi e oTney General Guidelines. | |

sl

(3= | The toll billing
"Tecords are being requested | |
(s{ To: '
|:S:| JEE Name.
. Date of Birth:
Social Security Account Number:

(8] - | }Q Justification: The foreign counterintelligence
1nvest1gatlon| |a U.S. Person, was aut ized in
accordance with the orney General Guidelines. |

()|

i E—— |
| | The Tinancial InsTitution Information 1§ being sougnt 10
“urtherance of thls 1nvestlgatlon

‘ ;26§ET

2

NSL VIO-8880

bTE
bl

bo
bicC

b7D

o

N

- haul
bTE

b4
b7D
bl
b6
bIC

bl
I~ o
Do

biC

b2

b7E
- bR



séQRET

To: General Counsel From: : B2
Re: (S) 08 04/2004 ' bR
LEAD(s) :

Set Lead 1: (Action)
GENERAL, COUNSEL,

AT WASHINGTON; DC

i ~¢&). NSLU is requested to prepare and send three
- National Security Letters (NSL) as detailed in this
communication.
*

NSL VIO-8881



(Rev. 01-31-2003) o .
SECR

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY , Date: 01/19/2005

To: General Counsel ' Attn: |
' National Security Law Branch

Counterintelligence CDh-3C
SSA
IS8
b2
h7E Fro
be SAC I
b7 Contact: SA
Ap.pro\ied By:
Drafted By: 1 :
iSlCééé’ID“#: _____ ). _pending)
bl T BBF-HQ-CIZI3150-NSL

by Y

hid e

D7E

DR pitle: (8)

Syhopsis: (U) Approves the issuance of an FCRA National
Security Letter (NSL); provides reporting data; and, if

‘4
necessary, transmits the NSL for delivery to | gjn
. - i
quMn§< Derived\From : G-3 ‘
Declas On: X1
ol
- D7A
Non-USPER. b2
Enclosure(s) : 1 for is an NSL addressed to o DR
)z
La requesting the names -~ L7k
NI adaresses Oor all rinancial rnscrcutions at which the subject b
maintains or has maintained an account. 57D
‘ 06
SEC b7 C

NSL VIO-8882
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ENoelomed

18]

(3

e { ~SECRET/ORTON/NUFORS—

To: _Geperal Counsel From:

Re: |- L 01/19/2005
Details: &;Efﬁ%gs international terrorism

investigation of subject, a Non-U.S8. person, was authorized in
accordance with the Attorney General Guidelines and pursuant to

.. the recommendations outlined in an EC from the Counterintel-

bl
bTA
b2
b7
bo
BIC
iU - (8§ This electronic communication documents the SAC's
. approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks the identity of
financial institutions records for 1 individual.
v (U) A representative of the[::::::]offide who has
liaison with the consumer reporting agency should deliver the
- letter to . ‘
(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorlzed to make the b2
required certlflcatlon : ' b7E
« . /E
(U) [__]should remindlthhat, under Title b4

15, United States Code, Section 168lu(d), it is prohibited from b7D
disclosing that the FBI has made this request. In addition, .
is prohibited from including in any consumer report any
information that would indicate that the FBI has sought or

obtained such information.

: (U) Arrangements should be made with] |to
provide the records personally to a representative of your

cffice. should neither send the records through the mail
nor utilize fhe name of the subject in any telephone calls to
your office. should not contact FBIHQ directly in any
manner. o ,

- (U) Consumer reports received from a consumer
reporting agency must be clearly identified when reported in any
Bureau communication. Subsequent dissemination of such

— SECRBT/GREON/NOFORN——
2

NSL VIO-8883
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—SECRET7URCON7/NOTORN—

To: General Counsel From: | |

Re: T , 01/19/2005

information is prohibited, except to other Federal agencies or
military investigative entities as may be necessary for the
approval or conduct of a foreign counterlntelllgence
investigation,

: (U} _Any questions regarding the above can be directed
tol Field Office, |RA, Attention: SA

at telephone number

NSL VIO-8884

b2
b7E

bl
bTA

:b7~
I
Do

biC



b2

~

ESJF ' ' STERETAORCON/NAFORN

To: GQeneral Counsel From: | be
Re: [ P1/19/2005 - . » : . b7E
S : : - bl

b7A
LEAD(8s) :

Set'Lead 1: {(Action)

AT]

{(U) Deliver the attached létter as indicated above.

b7E Upon receipt of information from the credit reporting company

b

b

6

b7C
b2

~

TE

is requested to immediately submit results to

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
. . COUNTERINTELLIGENCE

{U) Read and clear.

CC: 1 - IRS

*

_EEUEEERNEKWVNOEﬂ&F———

NSL VIO-8885
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o)

£

oo
-3 ~d DS

{
L4

bl |
b7A
- bz
- b7E
b6

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY

Date: * 03/16/2005

To: Attn: SA
" From _
Contact: 1ISS
Approved By:
Dfafted By:
Case ID #: (8) Pending)

}g) 66F-HQ-C13

66F[__JCo3

0337
281

Title: ~(S)

b7C ‘T synopsis: - &Q National Security Letter (NSL) served.

() Derive om : G-3

Declas On: X2

o [

Reference: - (8)

EnCIOsure”('S”)'”‘ ................... ( Enclos
envelope contalnlng NSL re

ed for receiving office is a 1-A
sults obtained from

SR
hT7A
D7E
(1T
o4
7D
4 |
7D
bl
pe 18]
B7C
n7E

5
{
.

.wlncludlng local and long 4

follow1ng telephone number:

05 le

NSL) to

Det&iisf;““wéﬁ Referenced case r rvice of enclosed
National Security Letter ( : i

provided subscriber 1nformatlon
istance toll billing records for the

ad covered.

SECRET.__

ianE}"!E SHOW
NSL VIO-8886
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\EQSRET

FEDERAL BUREAU OF INVESTIGATION

e

Precedence: ROUTINE Date: 02/14/2005
To: GCeneral Counsel Attn: Chief, NSLB
Attn:
- Ssal
‘ SA|
IA
From
| ]
Contact: SA
Approved By:
Drafted By:
Case ID #: (8 bending)
G6F_ FC2I2092-NSL  (Pending)
Lt  66F-HO-C1213150-NSL__ (Pending)
X
Title: (S)

@

-

(I

éfﬁbﬁéiéi”“&ﬁ ~ Approves the issuance of an FCRA National
Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to[:i::::i::]
. (UT”'§Q Derivi?ggrom : G-3

Decla On: X1

ol

Reference: (S)

Enclosure(s) : (U). Enclaoged forl is an NS dated
02/14/2005, addressed to] =

NSL VIO-8887



-1 N\

Re: (8)

E To: General Counsel From:

SEERET

p2 /1472005

oo oo

<1 =

=

requesting the names and addresses of all financial institutions

at which

iUTDetails
of subjec
Attorney

the subject maintains or has maintained an account.

yé{:::::::]foreign c¢ounterintelligence investigation
t; a U.S. person, was authorized in accordance with the
General Guidelines

approval
reporting
financial

liaison w
letter to

signing t
certifica

Title 15,

&Q This electronic communication.documents the SAC's
and certification of the enclosed NSL. For mandatory
purposes, the enclosed NSL seeks the identity of
institutions records for two individuals.

(U) A representative of thel office who has
ith the consumer reporting agency should deliver the

-

" (U) On 11/09/2001, the Director designated the official
he enclosed letter as authorized toc make the required
tion.

(| | should remind that, under .
United States Code, Section 168lu(d), it is prohibited

i osing that the FBI has made this request. 1In addition,
is prohibited from including in any consumer report any
T

nrormacion that would indicate that the FBI has sought or

obtained

such information.

(U) Arrangements should be made w1tﬂ::::;:::] to
?rovide the records personally to representative of your office.

should neither send the records through the mail not

utilize the name of the subject in any telephone calls to your

office.
manner.

should not contact FBIHQ directly in any

agency mu

(U} Consumer reports received from a consumer reporting
st be clearly identified when reported in any Bureau

communication. Subsequent dissemination of such information 1s
prohibited, except to other federal agencies or military

investiga
conduct o

tive entities as may be necessary for the approval or:
f a foreign counterintelligence investigation.

sﬁbgs?_

2

NSL VIO-8888
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o
L7C

b2
b7E
b4
b7D

b1
b2
b7E



SECRET
To: General Counsel From:l | _ b2
Re: (8) 02/14/2005 , b7E
’ bl
b7A

(U) Any questions regarding the above can be directed ) '
tol Divisjon, Artention: SA phone - b2
number o " bTE
' ‘ ' b6
;b7C

NSL VIO-8889



SEQBET

To: QGeneral Counsel From:
Re: (8) 02/14/2005
- LEAD(s) :

Set Lead 1: (Action)

AT

. {U) Deliver the attached letter as dindi ve .
Upon receipt of information from the carrier
Division is requested to submit results to ivision.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested‘to record the appropriate
information needed to fulfill the Congre851onal reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

{(U) Read and clear.

CC: 'SA
IA

*

sﬁzab&\\

NSL VIO-8890

]»7E
bl
bT7A

.b/E



FD-542 (Rev. 11-02-1999)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence:

ROUTINE

To: General Counsel-

‘Date: 04/26/2005"

Attn: National Security Lavaranch

p Attn: SA
bz , ’
b7E " From
b6
»IC Contact: ISS
Approved By:
Drafted By:
51 Case ID #: (8) FETIAING )

‘b?A. 6 C225318

o7E Title: (8)

iy -

.

Derive rom
Declasgify On

Syﬁéﬁéi93“~)£Q Account data obtained and statistical
accomplishment claimed. Lead covered.

: G-3
: X1

igf“ }HQ ..... B

b7A

5o Reference: (8)

b7E | iujW“ggg'

Enclosure(s) :

£y

oo
NG
[l

[OR®;
~J
O

i

66F C212092-NSL Serial 1908
66F-HU-C1213150-NSL -Serial 4120

(U} Enclosed for

is account data provided

NSL VIO-8891



i’ SE}*PQT |

To: General Counsel From:
Re: (8) 04/2672005
i

gerved a NSL ﬁo

Vo
_Details: (3 1Iss |

| records to be searched and provided IS§
enclosed information. '

U | lconsiders this lead covered.

caused the

with the

Further

leads are left to the discretion of the office of origin.

SEC?N{

NSL VIO-8892

o)
to

E

b2
B2

bTE

bl

1A

b6
- bC
bl

piD



SECRET L

To: Genexal Counsel rom: b2

Re: (S) 04/26/2005 | | b7E
bl
LT7A

Accomplishment Information:

- Number: 1

Type: NSL SERVED TO FINANCIAL INSTITUTION
ITU: NATIONAL SECURITY LETTER '

Claimed By :—
SSN: : . S
Name : S : ;b6
Squad: ' ‘ ' bicC
o b2
L7E
*

sgbggr

NSL VIO-8893



(Rev. 01-31-2003)

?Lx'\nm

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE v Date: 02/11/200%5

To: General Counsel‘ ‘ . Attn:

Chlef,,NSLB

Couriterintelligence Attn: SSA
: CD-3
Attn: SSA
M Attn:
TE
nE Fron
e

Contact: GSA

- Approved By:

Drafted By:

"

o) Case ID #: (S) Pending)
BIA : ) % 66F-HQ-C1213150-NSL
o . | C84631-FCRA
DTE  Title: = (8) USPER)
bo '
- Synopsis: (QQ Approves the issuance of one Fair Credit
ba Reporting Act (FCRA) NSL reference a Counterintelligence

o . investigation pursuant to 15 U.S.C. §168lv; provides reporting
/D ‘data; and transmits the NSL for delivery to

'Em__,u..@( | Derivﬁ{;om : G-3

Declag4ry on X1

ISERLIEY|
BCT

o2 U #nelosure (s) : wgg) Enclosed for| !Division, is a?_gxigi?al
LR and a conv. of NSTC Aated Fehyuarss : addresasd tn :

jbf '| | requesting a consumer credit report and
LD ~all information in their files concerning the following subjects:
Lo ' ' . , . . )

b7C - | | |
: o sﬁ{m

'NSL VIO-8897



SEERQT

b2

To: General Counsel From: I | b7E
Re: (S) 02/11/2005 _ b1
‘ ) b4
’ k{ Name : () ,
Dates of Birth: * - bl
SSAN: | : b7A
Address: | bé
b7C
Details: (S) Th?_i'.n.s.na.n.f_ma.tliier was initiated ba's.ad_u.nm_l
informatrion which eceived from FRIHQ
bl
b7
b6
— - : b7C
(S) The original information | b7D
b2
- bTE

(8) |

(s) |

‘ SB{RET
‘ 2

NSL VIO-8898



{
» -SQRET T b2
To: Genexal Counsel From:
Re: (8) 2/11/2005

ro\'l l

bl
‘b"‘lv‘
b6

yle
EEAN

b2

iUTM“““'Qﬁ This electronic communication documents the SAC's b7E
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks a consun
report and all related information in the files of |
congerning: . . :

'9Q Name: ishﬁ bl
Dates of Birth: . TA

SSAN: o b6
Address: L7C

[opNe)
s
S

(U} A representative of thel |Division, who has
liaison with the consumer reporting agency, should hand deliver
the letter to] _ : :

-

{U) On November 9, 2001, the Director designated the
official signing of the enclosed letter as authorized to make the
required certification.

v (U) FBI should advisel Ithat Title 15
UJ.8.C. §1681lv(c) prohibits any consumer reporting agency or
officer, employee or agent of such agency from disclosing to any b2
person that the FBI has sought or obtained access to information g
or records under these provisions. Furthermore, any ccnsumer h

reporting agency, or officer, employee or agent of such agency, jb4
'is prohibited from including in any consumer report any LD

information that would indicate or disclose that the FBI has
- sought or obtained such information.

(U} Arrangements should be made with |to
provide the records perscnally to a representative of the| |
field office. | [should neither send the records T roug
the mail nor ntilj the name of the subject in any telephone -
calls to the[jfi;iff:kield office. Furthermore, the institution

should be advised not to contact FBIHQ directly in any manner.

(U) Consumer reports received from a consumer
reporting agency must be clearly identified when reported in any

SECRET

NSL VIO-8899



: SEcﬁ'r |

To: General Counsel From:
Re: (8S) , 02/11/2005

Bureau communication. Subsequent disseminations of such
information is prohibited, except to other Federal agencies or
military investigative entities as may be necessary for the
approval or conduct of a foreign counterintelligence
investigation. o v

(11 y questiohs regarding the above can be directed
to Attn: SA

s}&@-r |
4

NSL VIO-8900

b2
b7E

- b6
b7C



| e
sééhs{\ |

To: General Counsel From: | N | ' ; 2
Re: (8) 02/11/2005 ‘ ' o b7k
' bl
b7A
LEAD (s) :

Set Léad 1: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

(o) NSLB is requested to record the approprlate
information needed to fulfill Congressional reporting .
requirements for NSLg. NSLB should note that the enclosed NSL is
issued pursuant to 15 U.S.C. §1l681lv.

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Réad and clear.

Set Lead 3: (Action)

AT
() Deliver the enclosed NSL to the following: b2
l bTE
1 | pd
1 | Upon receipt. of requested information, 7D
forward the results to| | Questions may be directed to SA ~
oo
biC

*»

S;;EEE\\

5

NSL VIO-8901
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b2z

b6
b7C

.bl
b

b7E
bé
bl\_/

(m

bL7E

SECRY¥T

FEDERAL BUREAU OF INVESTIGATION

Precedencé: ROUTINE . . Date: 03/16/200S5
To: Attn: |
Counterintelligence Attn: SSA|
Generai Couhsel . : Attn:

Chier, NolLB, Koom 7375

Attn: ‘SSAI

Attn: CDC
Ffom:
Contact: SA
~Approved By:‘
Drafted By:
Case ID #: (S] | (Pending)

(- (X BOF-HO-CLl213150-N3
( (84631 -FCRA

Title: (S) (USPER)

mSynopSiSEm‘>§) To discontinue lead as set fOrth in previous

communiication.

{1} }{) | Derivigg%;fm
Decla On

G-3
X1

s #s

bl ! S
SR
b2 Reference: (S)
n7E m- - 66F-HQ-C1213150-NSL Serial 4022
iva" C84631-FCRA Serial 19
b2 ﬂuinétailszww(ﬁ{ is informing all appropriate field
b offices to discontinue any further action regarding leads set
TE -




oo o
BRI NOJ [y
m I

—
O

{

‘ ‘ §ESR§E
To: General Counsel Fr m:|
Re: (S 03/16/2005

oy -
J e
=R

b_.' U; Py
~J D

&

isl””“for;h‘i?_cantioned_serﬁals ‘ serlal[:]<3f
- FBI cas as submitted as a mere rough draft
regarding an FCRA NSL request for captioned: subject's credit _

r_:anaxt1 However, unbeknownst to writer, his SSA, and
CDC, the rough draft was inadvertently forwarded to OGC

and FBI w1thout proper rev1ew or authorlzatlon

T

=

iy - s " It was further noted that the aforementioned rough
draft was uploaded and submitted to the Congressional reporting
count for NSTis (under the incorrect provision). Therefore,

4 |1s requesting that OGC delete the initial request

¥4 from its reporting count. A finalized FCRA NSL request has been

b7E completed and is forthcoming to the appropriate field offices.

vs;éqr

NSL VIO-8903



C SEURET -

" To: General Counsel From: . - bl
Re: (S) 3/16/2005 ‘ 7 A
b2
bh7E
LEAD(s):

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

L Delete the initial FCRA NSL request from the
Congressional reporting count for NSLs. ' :

Set Lead 2: (Info)
COUNTERINTELL IGENCE

AT WASHINGTON, DC

1S IR .
;(><) Read and clear.

Set Lead 3: . (Info)

]

AT | bz

(8 ‘ ~ : DTE
- f8)  Discontinue the previous lead (lead 3) set fourth joui

in serial of FBI casd o 7

*

»

NSL VIO-8904
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fo¥i
ho

Y Y
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bl
b7A
b2
b7E
b6
bh7C

S ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 06/25/2004

EDm

~

Approved

Drafted By:

SA
Contact: Task Force Officer (TFO)

By:

mitle:

Synopsis:

(U) 66F C212092-NSL (Pending)
(U) 66F-H0-C1213150-NSL (Pending)

-To: Ceneral Counsel Attn: Deputy General Counsel, NSLB
Attn:-.lllu% 3 |
Attn: TFQO o

(8).

: (U) This EC approves the issuance of one (1) credit.

report National Security Letter (NSL) pursuant to 15 U.S.C.
1681lv; sets a lead and prov1des reporting data to the Na

Security

8

Law Branch and transmits the NSL to FBI
for dellvery to

......... ) Der:.
Decla

oo .

itff%ﬁ

NSL VIO-8905

b2

IR

bd
L7D



b7E
be
b7C
el
b7D
e
bl
02

L/IE

hb 33'

N7
o

NEE

slieiis ey

NEEPS NG I et
[z

Y
e
3

To: Gen 1 Connsel By
Re: (S)|

sschg\‘ o

o)

~J
[

Enclosuré(s): {1
copy of a letter . d

06/25/2004.

oo
'_\

Enclosed‘for is i qin and a
06/25/200 addressed to

| requesting a consumer credit report and

all information in its files concerning the listed consumers.

}é§ On 01/07/2004,

DlVlSlon,u
terrorism 1nvestlgatlon
Non-United States P

;hs_&nggial_agfnt-in-Charge (SAC) ,
=d international

authorlz

|a
Q-USPER), presently residing in_

was authorized in accordance with the

Attorney General Guidelines based upon the predication of
specific and articulable facts giving reason| |

as rurther noted below.

(8)

an FBI Special Agent in[:::::::]

r' — |met ‘with an 1nd1v1dual wishing to provide information

—Legardingl

SECRET

NSL VIO-8906




¢ SéﬁggT 'Zbé

‘ \ b7E

To: General Counsel From: o
Re: (8) . 06/257/2004 bl

e —]

(8] - bl
bo
b7E

‘ }Sj Based on the foregoing, the enclosed NSL seeks the
4 consumer credit report and all information in the files of the ,
(&) - consumer reporting agency| H'

bl
bé
b7C
b2
b7E

(U) On 08/27/2003, the Director delegated the official
51gn1ng the ericlosed letter authority to make the requlred
certification.

(- R ”>§§) This electronic communication documents the SAC'
approval and certification of the enclosed NSL. For
informational and reporting purposes, the enclosed NSL seeks the
consumer credit report and all other information in the consumer
reporting agency's files of five (5) individuals.

(U) A representative of the | |cffice who has
Jiaison with the consumer reporting agency. should hand deliver
the letter to| FBI Los Angeles should remind
that, under Title 15, United Sates Code, Section 1681v(c
prohibits it from disclosing that the FBI has made this request. 2
In addition,[:::::::]is prohibited from including in any nTE
consumer report any information that would indicate that the FBI
has sought or obtained such information. b4

b7D

' © {U) Arrangements should be made w1th[:::::::]to
rovide the records personally to a representative of the FBI[:::]
d;;:::;gDivision. . | should neither send the records
Tougll the mail nor utilize the name of the subject of the
- request in any telephone calls to the FBI. | |should also
not contact FBIHQ directly in any manner.

(u) Ahy questions regarding the above can be directed
to | Attention: TFO | | phone number

I I
' YSEa'di{

3

|

C

3 vy

o oo
~1 o -
2

NSL VIO-8907



L kg\QCRET. ‘

To: General Counsel Fr m:l | ‘ A
Re: (S) 06/25/2004 . D
. - k7E
bl
LEAD(8):

‘Set Lead 1: (Action)

AT o
Al - . bz

(U) Deliver the attached letter as indicated above. b7E
ceipt of information from the carrier, | |
Division, is requested to submit results to the

Division.

Set Lead 2: (Action)

GENERATL COUNSEL

AT _WASHINGTON, DC

(U) NSLB is requested to record the appropriate
"information needed to fulfill the Congressional reporting
requirements for NSLs.

*

' SE\CN"T\'

NSL VIO-8908



FD-542 (Rev, 01-31-2003) ~ ,
_sﬁbggr

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/12/2004
To: General Counsel } Attn: NSL
: Attn: TFO |
b2
h7F - From
. | | |
bi’ . . Contact:
b7C :
Approved By:
Drafted By:
Case ID #: (S ding)
) 66F - C212092-A '
I ~(§) 66F| }C212092-STAT
(M (&) e6r| |A230151-5-542
S 66F-HQ~C1213150-NSL -
Eﬁ Title: (S)
b7E
b6
b7C
{1 Sy’nopsis.- ><)  Account data obtained and statlstlcal
- accompllshment claimed. Lead covered.
(UJ ~~~~~ e mgﬁ Derived From : G-3
- 7 Declassi On: X1
(8] — Uk (Non-USPER)
bl Enclosure(s): Enclosed for Knoxville is account dat’a furnished
k2 v by Experian.
L7E
Reference: S)l
) {7}~ Details: (}( On 08/06/04 Investigative Analyst (IA):l
06 |:] personally executed service of a National Security

NSL VIO-8909
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L1 I oy
(@)

T

oo oo

~J o

=3

o}

- éEbQET '

To: General Counsel From: ‘ v , :bZ
Re: (8S) 08/12/2004 | b7E
' ‘ bl

Letter (NSL) tol
I‘r | O 08/09/0%, TUTHTETE'G_J
| | records pertaining to the captioned r— :

- subjects. .

N T ) considers this lead covered. Any-
further leads derivative of this information are left to the
discretion of the originating office to set forth accordingly.

NSL VIO-8910



' 's?&\m' B
To: General Counsel From:
Re: (8) 08/12/2004

Accomplishment Information:

Number: 1 v
Type: NSL SERVED TO FINANCIAL INSTITUTION
ITU: NATIONAL SECURITY LETTER

Claimed By:
SSN:
- Name :
Squad
"

SEC

NSL VIO-8911
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(Rev. 08-28-2000) ©

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' ' ' Date: 6/14/2004
;bg_ To: General Counsel - Attn:
b7E A » _ NSTIL
b7C ounterintelligence v I
T ' SSA
From: | :
SAq |
Contact:
bl
b2 Approved By:
b7E
b6 -
n7C Drafted By:
biA- Case ID #: (S) | Pending) _ -
L I, I8 66F-HQ-C1213150-NSL (Pending) ‘ .
‘Title: (S)
b4 Synopsis: (U} Approves the issuance cf a FCRA National Security
- DA Letter (NSL): wprovides reporting dara; and transmits the NSL for

b7D delivery to

e N Derive‘ rom : G-3
I:S:I Declasgsgl y On: X1
bl o]

b2 ,
b7E Enclosure(s) (1) _Enclosed for’I |is a NSI, dated 6/14/2004,

b7A addressed tol

[o ) | | requesting consumer identifving

b7E information limited to|

A
Pl

P7D
e

piC

SECEEE\

NSL VIO-8912




‘ ~ S¥CRET U

b2

office. should not. contact FBIHQ directly in any

manner.
széﬁs{\ -

2

NSL VIO-8913

To: General Coupnsel From:
Re: (8) 6/14/2004 b7E
' bl
gy , , , b7A
. Details: =i b ... ,initiatedl______]counterintelliqence .
investigation | e _J
b7E
. bl
(S) b7A
o19)
k7C

‘ (U) Representatives of the Federal Bureau of
Investigation which have a liaison with the consnmer reporting
agency should deliver the letters to : ‘b»

- . ‘ . N b
(- The identifying information and financial b7C
instituticns information is being requested| | w2

| , | | | T o
e &Q This electronic communication documents the SAC's

‘approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seek identifying information
and the ldentlty of financial 1nst1tutlons records for one (1)
individual. :

CUF“’M'*~m>é) On 11/09/2001, the director designated the official

.signing the ‘enclosed letters as authorized to make the required
certification.

LU ‘““Wm-~ési Lead Office should remind that under

Title 15 nited States Code, Section 1l68luf(d),|

I Iis prohibited froam disclasing thay Fhe FRT has made
- this request. 1In addition, is prohibited
from including in any consumer report any ilnformation that would
- indicated that the FBI has sought or obtained such information.
o - ' : 919
- ) Arrangements should be made with| |and oo

to provide the records personally to a representative of the FBI. :5

[;;;i;;;:;;;:gshould neither send the records through the mail nor S

ame of the subject in any telephone calls to your o7D



, SECR§¢

To: General Counsel From: | |
Re: (8 6/14/2004

EUT o &Q Consumer reports received from a consumer reporting
agency nust be clearly identified when reported in any Bureau
communication. Subsequent dissemination of such information is
prohibited, except to other Federal agencies or military
investigative entities as may be necessary for the approval or
conduct of a foreign counterintelligence investigation.

""""" Any questiohs regarding the above can be directed tol |
l | Attention: SA ‘telephone
nunmber ’ ' -

SE&&ET

NSL VIO-8914

bl
b7A
b2
b7E

b2

- bhTE

b6

L7C



X sECRET

To: General Counsel From: | ‘ - b2
Re: (S) 6/14/2004 ' : b7w
: bl
b7h
LEAD (s) :

Set Lead 1: (Action)

AT

>
SJ

~ (U) -Deliver the attached letter as indicated above. , b7E
Upon receipt of information from the consumer reporting agency, :
lis_recuested to submit results to

| Attn:

Set Lead 2: (Action)

GENERAL CQUNSEL
AT WASHINGTON, DC
(U) - NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL's. )
Set Lead 3: (Action)
COUNTERINTELLIGENCE.
AT WASHINGTON, DC

(U) Read and Clear

*"

szcﬁsi\;

NSL VIO-8915



FD-542 (Rev. 01-31-2003) *
SE}QET '

FEDERAL BUREAU OF INVESTIGATION

Date:

Precedence: ROUTINE 07/30/2004
To: Counterintelligence Attn: CD-2A ‘
SSA| |
: General Counsel Attn: NSLU
b2z Attn:
b7E
b6 Fron
b7C
Contact: IA
. Approved By:
ol PPro Y
b7A Drafted By:
B7E A0 ~Case ID #: |
o : e | 66F-HQ-CIZ2I3150-N5L
bo
b7C Title: (S)
bd | _ 5 e — '
57D S:l ........ Synopsis: v Lead g__ovg;e‘q.‘ NSL gerved on |
6 . I for the credit history.of
b7C , | o
bl ':U:I“'W(X)» Deri From : G-3
. Decl ify On: X1
Eﬁbl 1y . Reference: S)
b7a e (8) -AQ- - erial 3198
b2
bR —s) ,
L2 : E
b78 () Enclosure: __Encleosed for is the credit history
o record for
b?C Details: [8J oOn 7/19/2004, IA| | served an
bl NSL on] | bd
B7A ':‘|':| I Tequesting the credit history records D7D
o 0o
pb7C
, bl
B3BCRET b7A

NSL VIO-8916




- . Q&Rm‘ '
To: Counteriﬁtelliqence From: | I
~Re: (8) 07/30/200

ij”“”“EEQ On same date, made those records
available to IAI and the following was
noted: . ' ' |

Name:

DOB:

SSAN:

Address:

fU?”“"'M>§}‘ Chicago considers Lead 1 Serial] [covered and is

conducting no further investigation.

SEéEEx\

NSL VIO-8917

b7E

b1

biA



SENRET

To: Counterintelligence From: b2

Re: (S) 07/30 ZUUT 1)7]1:
bl
NI R
PSRN AN e

Accomplishment Information:

Numpber: 1 o

Type: NSL SERVED TO COMMUNICATION CARRIER

- ITU: A '

Claimed By ’ .
SSN: : | - - be
Name: , C b7C
Squad - : . b2

L7E

e

NSL VIO-8918



‘ sﬁpRET

To: . Counterintelligence From:

Re: (S) 07/30/2004

LEAD (a) :
Set Lead 1: (Info)

COUNTER INTELLIGENCE

AT WASHINGTON, DC

iU)d”&Q Read and clear.

Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

tUhnwmm><} Read and clear.

Set Lead 3:' (Info)

AT

) %) Read and clear.

*

SECRET

NSL VIO-8919

b2
bTE
bl
b7A

b2

. bT7E



(Rev. 01-31-2003) -
SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' o - Date: 02/17/2006

. To: General Counsel Attn: Chief, NSLB
Attn: rvisor
Attn:

Attn: FCI Squad Supervisor
Attn: FCI Squad Supervisor

b2
- DbTE From
bo
bIC Contact: SA
Approved By:
Drafted By:
?} Case ID #: (S Pending)
b2 R -~ 4 C38607 {(Pending)
h7E . M 29923 (Pending)
- b6 ' : ’ ’
. .. Title: (8)
jONAW
FUT”SYﬁOpéiéi”:}§§iiO'repért SAC approval of issuance of three Fair-
. Credit Reporting Act (FCRA), and one Electronic Communication
Privacy Act (ECPA) Natiopal Securitv ITetrers (NST.a) and fn
transmit the delivery to
b4
bi7D
b6 and one of the four NSLe for deliveryv via Federal Lxpress to
BIC
(8y ’ I:,T.T:I'--(X) Derived m: G-3
e ; ‘ Declassj On: 02/10/2030
N |
D]_ 7 N\
P2




LRSS BN

SEERET

~ D
To: General Counsel From: : | _ b;ﬂ
Re: (8) [C38607, 02/17/2006 - b7E
’ ' ' ol

_Enclosure(s):@'%}é Enclosed for the Office of General Counsel is

one copy each of the aforementioned four NSLs dated 02/17/2006.
Enclosed for lis the original NSL dated 02/17/2006,
addressed to

[ Enclosed _toxr| ig

ed tol

[Ea=y

Enclosed
TOT T yel TOINal NSL Jdated U2/ 1772006, addressed
£o

- Enclosed fo
j 02/17/2006, addressed to

al

Iig the oriainal NSI. dated

T oo
e N
(2 )

- Details: ){) This EC documents the SAC's approval and

8y

certification of.the enclosed four NSLs. For mandatory reporting
purposes, three FCRA NSLs seek the names of all financial

institutions (as defined in Title 12, U.S.C., Section 3401)

who maintalns or has maintained an account . joll

with, and one EBECPA NSL seeks all names, name variations, all :bé
addresses, all associated telephone numbers, length of service, o
and local and long distance toll billing records associated] ';3’C

(&)

bz
b7E

(U) Arrangements sholld be made with the credit reporting
company to provide the records personally to an employee of the
delivering division within ten business days of receipt of this
request. The credit reporting company should neither send the
records through routine mail delivery nor utilize the name of the
subject of the request in any telephone calls to the FBI.

(U) You should remind the credit reporting company that
it is prohibited from disclosing that the FBI has made this
request. In addition, the credit reporting company is prohibited
from including in any consumer report any information that would
indicate that the FBI has sought or obtained such information.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification. . ' '

SECRET

NSL VIO-8921



To:r Ge
Re: (S

1 _Conncal Troam. I I '
ﬂ -C38607, 02/17/2006

(U)

Informatlon received from a consumer reporting

agency must be clearly identified when reported in any Bureau

communication.

Subsequent dissemination of such information is

prohibited, except to other Federal agencies or military ‘
investigative entities as may be necessary for the approval or
conduct of a foreign counterintelligence 1nvestlgat10n

49))

Any guestions regardlng the above can be dlrected to

SA

telephone number

SEC&E{

NSL VIO-8922
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b7E
b4
b7D
be
biC

]

bTE
Jol!
D7D
06
o7C
ol

sééggw

To: Gé eral Counsel F‘rom-l \ . b7
Re: (8) FC38607, 02/17/2006 b7E

” . - bl
vLEAD(S):

" Set Lead 1: (Action)

General Couhsel

At Washington, D.C.

m .- . ‘ ’ : »

m ”}é} NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs. , '

Set Lead 2: (Action)

At |

, " {A) You are requested ersonally serve FCRA NSL
dated 02/17/2006, addressed toi |

Set Lead 3: (Action)

At

m . T v
. ”hé) [1s requested to personally serve FCRA
NSI dated 02/1772006. addressed tol |

Set Lead 4: (Action)

' At
[ ’ » »
&é INWH”“M.wwwmliswrequested to forward response
from |pertaining. to telephone
number [via Bureau mail to the-

Field OFfice. Artention: Investigative Support Specialist (ISS)

sén{r

4

NSL VIO-8923



b
7D

b2
bIE
b6

bIC

S ET

To: General Counsel From:

: . b2
Re: (31 |-C38‘607, 02/17/2006 : b7E
- ’ bl
L It should be noted that

has been requested

to provide the long distance toll billing records in electronic

format, either .csv or .tiff file format.

{uy - ‘?é) Any questions your office has reqardlng thls
request should be directed to either SA | |
| or IS8 - with the
rield OILLicCe. . :
Set Lead 5: (Action)
AL
AUl (%) Federal Express NSL addressed to

fLi

7 4)  You are requested to personally serve FCRA NSL
dated 02/17/2006, addressed to |

Set Lead 6: (Action)

At

"

NSL VIO-8924



FD-542 (Rev. 01-31-2003) . " l

SESRE{L

' FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , ‘ Date: 03/03/2006
To: - Attn: | |
//) : .
b6 .
biC ontact: ISS
Approved By:
. Draft‘ed By: ) —
ol Case ID #: (S) |__Pending)
17 (s} [ (Pending)
DTE  ritle: (S)
b6
biC
i Syniopsis: (U) response to an NSL.
b7D , - c
iUJ~me§&{ Derived From; NSISCG 20050801
(5] Declassify : 03/2031
. peal
o

p7E U} - Reference:. >‘<)‘

Enclosure: (U) Enclosed is the requested information.

bo ' o
L7C Iorovided the encloged subscriber -
foY! . information via | _
bzﬂ) ' (U) Divis-ion lead has been completed.
gjp Accomplishment Informat.ionbzv '

Number: 1

Type: NSL SERVED TO COMMUNICATION CARRIER
ITU: LIAISON WITH OTHER AGENCY
ITU: NATIONAL SECURITY LETTER

Claimed By:
bé SShNE
. Name:
b7C Squad:
b2 ‘ ‘

b7E




Set Lead 1:

*»"

éﬁﬁRET

To: | Frome- |
Re: (8 03/03/72006
LEAD (s3) ¢

(Info)

Read and clear.

SE\ERE{J:

NSL VIO-8926



FD-542 (Rev. 01-31-2003) i {

, SEC\ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' . ) Date: 11/24/2004
‘To: Counterintelligence v Attn: SSA|
b2 General Counsel , Attn:| | Room 79758
R : Attn: SA
bR .
bo From
B7C : ;
Contact: ISS
Approved By:
b1 Drafted By:
E 2_ Case ID #: (S)
b"?:'i‘, [ s] ..... M bbb “hQ_L.LAJ.j.LbU_NbJ_J
b6

b'—/(ﬂ Title: (S)

7D for the credit history| |
. ;\ - . :
ij_‘ (I ES{ . Deriv rom : G-3
b7C , : Declag$ify On: X1
bl _ LN
bl Reference: (S
b2, TR e 66F-HQ-C1213150-NSL Serial 3651
BIE
ho o7E 5) (USPER)
o7E 153““Englosure: CKSV Enclosed for is the credit history
bo record|
b7C \ '
h1 pg Detailgs KT On 1172277004, 185 | |served an.
- {ww NSL on|
biC | requesting the credit history records
b4 '
b7D ‘ o
b1 fU?'“”“WMWMﬁﬁ On same date)] | made those records
b6 ' available to ISS and the following was
n7c noted:
SN}

NSL VIO-8927



| SEQRET S

To: Counterintelligence From: E;;;:::::]
‘Re: (S) 11/24/

m %

.
R

(my - ";}%3

conducting no Iurther

Name:
DOB:
SSAN:

Address:

considers Lead 4 Serial

investigation.

sadvmy

NSL VIO-8928

covered and is

oo o
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o
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{ SEchg
To: Counterintelligence From:;::::::::]
Re: (S) 11/24/2004

Accomplishment Information:

Number: 1 : ' ,

Type: _NSL SERVED TO COMMUNICATION CARRIER

ITU: ’

Claimed By

: SSN:
.Nameé:
Squad

SE&(I‘

NSL VIO-8929

oV
T7E
joli}

b6
B7C
b7E



- : SECRER. ‘

To: Counterintelligence From: ' b2
Re: (8) 11/24/2004 ’ -  bIE

' ‘ ’ ‘ ‘ bl
LEAD (8) :

Set Lead 1: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

AT - M Read and clear.
Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

0 3s{ Read and clear.

Set Lead 3: :(Info)

b2

- R s

':UJ«% Read and clear.
R 2 '

snégs?

NSL VIO-8930



(Rev. 01-31-2003)

b2
b7E
b6
b7C

bl

bTE
I
SO

- b7C

b1 tsy.w

>

b7E
[o¥i!
7D
o

p7C

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 10/18/2004
To: General Counsel | - Attn:
Chief, CIU NSLB
: Room 7975
Counterintellidgence Attn: SSA
Attn: SSA
|
Attn: SSXI
Attn:
Froq
Contact:
Approved By:
Drafted By: : oo .
Case ID #: (S) (Pending)
i } COl  NW ClZ IS IoU-Noo (Pending)

Title: (8)

Synopsis: (U) Approves the issuance of an FCRA National Security
Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the consumer reporting. agency.

(U?”“iéb ' Derivfg;gégzg
X v Declassgsify™
M : (USPER)

G-3
X1

w e

Enclosure(s): (U) __Encl for | Division| |
- Division , and Division | |
.[:::::] are NSLg date 04, which are addressed as LOllOWS:

For

sscxgT

NSL VIO-8931



i~ | SECRKT

To: General Counsel From: B2
Re: (8) 10/18/2004 BiE
’ bl
For
ol
b7E
Do
For L7C
b4
b7D
These letters request that | (The
Reporting Agencies) provide names and addresses of all financial
institutions at which the subject maintains or has maintained
accounts. oo ' S
EUT‘ Details:-f£86 Foreign Counterintelligence i
.investigation of the captioned subject, who is a USPER, was
] i zed i : th Ll ] YRE , ‘
bl
b2
b7E
b7D

oy e ‘“iﬁi‘ This electronic communication documents the
approval and certification of the enclosed NSLs. For mandatory
reporting purposes, the enclosed NSLs seek the identity of
financial institution records for one individual.

| 02

(U) A representative of ‘who have D7E
liaison with The Reporting Agencies should deliver the letter to
The Reporting Agencies. '

(U) On 11/09/2001, the Director designated the

,officiél signing the enclosed letter as authorized to make the
required certification. :
SE&%{T

2

NSL VIO-8932



SBERET o

" To: General Counsel From: - b2
Re: (S) 10/18/2004 . h7E

’ ' bl

b2
(u) | _ should remind The Reporting C nE
Agencies that, under Title 15, United States Code, Section » e

1681u(d), they are prohibited from disclosing that the FBI has
made this request. 1In addition, The Reporting Agencies are
prohibited from including in any consumer report any information
that would indicate that the FBI has sought or obtained such
information. '

(U} Arrangements should be made with The Reporting
Agencies to provide the records personally to a representative of
your office. The Reporting Agencies should neither send the
records through the mail nor utilize the name of the subject in
any telephone calls to your office.. The Reporting Agencies
should not contact FBIHQ directly in any manner.

(U) Consumer reports received from The Reporting
- Agencies must be clearly identified when reported in any Bureau
‘communication. Subsequent dissemination of such information is
prohibited, except to other Federal agencies or wmilitary :
investigative entities as may be necessary for the approval or
conduct of a foreign counterintelligence investigation. N

' (U) Any questions regarding the above can be directed
tq |Division., Attention: SA "6
telephone number

s
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SEURET

To: General Counsel From: _ : bl
Re: (8) 10/18/2004 "o

bIE
LEAD (s) :

Set Lead 1: (Action)

GENERAL_COUNSEL

AT WASHINGTON, DC
- (U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) CDh-27 read and»clear.

Set Lead 3: (Action)

AT|
. , (U) Deliver the attached letter as indicated above.
Upon receint of information from carrier, please submit results
to SA Division.

Set Lead 4: (Action)

_ |

AT

‘ (U) Deliver the attached letter as indicated above.
- Upon receipt of information from carrier, please submit results
to SA Division. | |

-
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SECRET

‘To: General Counsel From: |

Re:

(8) 10/18/2004

Set Lead 5: (Action)-

DIVISION

Upon
to SA

*

(U) Deliver the attached letter as indicated above.
eceipt of information from carrier, please submit results

Division.
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