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SEQR^T/ORCON/NOFORN 

b2 
fc>6 
"b7C 
b7E 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 11/02/2005 

Attn: CXS/EOPS 
Team, Rnnm 4.14.? 
A/S SA 

Attn: 

Attn: 

Attn: 

ITOS T/CONUS 14 
SSA 

From : | ~1 

National Security Law Br-, 
DGC Valerie E. Caproni 
ucL J 

SSA 
SA 

Contact: 

Approved By: 

Drafted By: 

Case ID #: 

SA 

(S) 
(S) 

(U) Title; ELECTRONIC SURVEILLANCE 
OPERATIONS AND SHARING UNIT; 

bl 
b2 
b7A 
b7E 

(S) 

(U) 

\bl 
b7A 

Synopsis: j M ^ To provide results of National Security. Letter 
(NSL) dated 10728/2005 addressed to 

bl • 
b7A 

( U ) E n c l o s u r e ( s ) : F D - 3 4 0 containing a copy of the NSL dated 
10/28/2005, with the results provided by 

b7C 

b7D 

b4 
b7D 

T/ORCON/NOFORN 

NSL VIO-5218 



(Rev. 01-31-2003) iL;2 SECRSIT/ORCON/NOFORN 

(U) 

To : 
Re 

Coun 
(S) 

prfprrnri qm From• ' bl 
11/02/2005 b2 

b7A 
b7E 

Administrative: PUP to 

I 
power outages, 

"Iwas forced to temporari Iv relocate its operation 
J. Consequently, 

the National Security Letter on 
>n November 2, 2005 

was unable to serve 
until he returned to 

Details 
the NSL re, 
el pc.trnni c 

SA On 10/31/2005, 
exting names, addresses, 

communi rafi-nns tran.sarf i ona 1 

delivered this NSL to 
i T-i-F̂-r-mot- i ̂ri T- o rr J y-j j_ ng 

received 
lengths of service and 

records for the period 
£>n MnT^omhor- 9 2HH5, hand 
at Requested 

provided oy 
information : 

the website domain name: 
mmediately furnished. Information 
included the following account 

I isur urus 

2 

b2 
b4 
b6 
b7C 
b7D 
b7E 
bl 
b4 

bl 
b4 
b6 
b7C 
,b7D 

NSL VIO-5219 



To : g™ 
Re: '(S! 

T/ORCON/NOFORN 

I 
11/02/2005 

bl 
b2 
b7A 
b7E 

bl 
b6 
b4 
b7C 
b7D 

Accomplishment Information: 

Number : 1 
Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: NATIONAL SECURITY LETTER 
Claimed Bf 

SSN : 
Name : 
Squad 

b2 
b6 ' 
b7C 
b7E 

SE^E T/ORCON/NOFORN 
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SEORE T/ORCON/NOFORN 

To : 'Counf Qrt"ovv'A''^ 07ri Frnm • 
Re: (S) 

bl 
11/02/2005 b2 

b7A 
b7E 

LEAD(s): 

Set.Lead 1: (Info) 

COUNTERTERRORISM 
b2 

AT ATCXS/EOPS 

(U) For information. Read and clear. 

Set Lead 2: ' (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS 14 

(U) Read and clear. 

Set Lead 3: (Info) b2 
b7E 

AT 

(U) Read and clear. 

SEOkE T/ORCON/NOFORN 

4 
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(Rev. 01-31-2003) 

SEÇ*^T/ORCON/NOFORN 

Precedence: PRIORITY 

To: Counterterrorism 

General Counsel 

Date: 11/22/2005 

Attn: TTO.̂  T/rnNTTS TV/Tpam 16 
SSA 
IOS 

Attn: National Security Law Branch 
, , DGC Julie F. Thomas 
b 6 UCI 
b7C Attn: Fort Worth RA 
b7E Attn: SA 

SA 

] 

From: Counterterrpri 
EOPS 
act : Con! 

Approved By: 

TK 
IR O O T T I 4 3 4 3 

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 

Case ID #: 
bl 
b7A 

x i t i e : ^ ^ Mibe 
UNIT 

I ' K O N 1 C S U K V K 1 I . I . A N C K ( I H H . K A Ï 1 ( 

(S). 
(U) b l (U) 

b 7 A 
Synopsis: nxT Approves the issuance of an ECPA National 
Security Lexteb- (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

SE0^FIT/ORCON/NOFORN 

NSL VIO-5222 



SECRET/ORCON/NOFORN 
To: COl!t;t"Qr,|"°v'vn''' c""ri • fniiwl-ayt- pv-T-̂> y Offl 

, 11/22/2005 bl 
b7A 

Enclosure(s): (U) Enclosed for the Field Office is .an 
original and a copy of a Mati nnai gpri1r1j-w y.pttpr Haf-pH 
11/22/2005, addressed to 

I 

f) 

[J! 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional 
records for the account holder assigned the IP addresses at 
the date and times specified below. 

Administrative: ĴSO This document is classified SECij^T. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead 
or background purposes only. 

2 . ( V Some of the Intelligence provided in this 
commtinibation. has been obtained by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

3 . P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
'that there is to be no further dissemination or use .of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

X I 

Details: 

SU^ET/NMOKN 

NSL VIO-5223 



SE^RFI^ORCON/NOFORN 
bl 
.b7A 

P n n n t . p r t p r r n r i s m F r o m Coun ter-t errori sm 
11/22/2005 

• bl 
- b2 
b7E 
b4 
b7D 
b7A 

bl 
b7A 

SE&S^FÉT/NOFORN 
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(U) 

(U) 

SEC^T/ORCON/NOFORN bl 
b7A 

To: 
Re : 

r n i m t . p r f p r r n r i .g m F r o m : 
(S) 

fniintprtprrnri ffm 
11/22/2005 

! Q / /MF / C\C \ 
bl 
b7A 

/ 
Thp pni-1 nspH NSL covers the above referenced 

IP gHHrP^d Snpr i f i r-a 1 1\/. if- rpmip^c; 
information regarding 

may not Also, understanding that 
have maintained subscriber information for the IP address and 
time period in question, this NSL also requests current;. 
subscriber information for the referenced IP address. 

b4 
b7D 
b2 
b7E 

X This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional, records on the 
following IP Address and the following dates and times: 

bl 
b7A 

(U) 'on 11/09/2001, the Director designated the .FBI 
official, signing the attached NSL, to 'make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

Field Office. The personally to an employee of the 
institution should neither send the records through the mail, 
.nor utilize the name of the subject or any. identifying 
information related to the subject in any telephone calls to 
the FBI. The.institution should not contact FBIHQ directly in 
any manner. ' 

(U) The 
institution t 

should remind the 
lat it is prohibited from disclosing that the FBI 

has made this request. 

(U) Anv questions regarding the abnyp can be directed to 

b2 
b7E 

F F S T H Q , T A Ï or SSA 
Should the institution be unable to fully 

comply witn this request due to lack of specificity or should 
b7C 

SEJC$QGT/NOFORN 

NSL VIO-5225 



SEC^ET/ORCON/NOFORN .BL 
b7A 

To: 
R E : 

f n n r | f p r t - p r r n r i s m F r o m • 

(s; 
renin f p~rt- prrnri sni 

11/22/2005 

the institution require more detailed information to locate 
such records, the 

or S SA tor 
Field Office should contact 

additional information. 
IA 
b6 
b7C 
b2 
b7E 

SECJ^ET/NOFORN 

5 
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SEC^T/ORCON/NOFORN 

To : Couil'1" Q r,rn • Q-vf ̂-v-ŷ-v-
Re : (S) 

sm 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM. 

, 11/22/2005 

bl 
b7A 

AT ITQS I/CQNUS IV/TEAM 16 

(U) For information only. 

Set Lead 2: (Action) 

' GENERAL COUNSEL 

AT WASHINGTON, DC 
<u> v 

0S) NSLB is requested to record the ,appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

•AT 

b2 
b7E 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 

FBIHQ, Count-erterrorism Division, CTD 
T3T3T 

] EOPS, Room 
b6 
b7C 
b2 

Set Lead 4 : (Info) 

AT 

(U) SA 
information only 

SA For b2 
b6 
b7C 
b7E 

SEQJT^/NOFORN 

NSL VIO-5227 



(S) 
V 

U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
Jo 7 A 

November 22, 2005 

b6 
b7C 
b4 
b7D 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and account holder assigned the following IP addresses at the following dates 
and times: 

.bl ' 
hi A 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

You are requested to provide records responsive to this request personally to a representative 
of th^ |field office of the FBI. If the records provided are particularly large, we request that you 
provide this information in electronic format, preferably on a CD-ROM. Any questions you have 
regarding this request should be directed only to the field office. Due to security considerations, 
you should neither send the records through the mail nor disclose the substance of this request in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

h 2 
blE 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5228 



I 
ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, Section 2709: 

h 2 
b7E 

Any other information which you consider to be an electronic communication transactional record, not to 
include the subject lines of emails. 

,b2 
b7E 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510(8). 

2/ X NSL VIO-5229 
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MTE": O'7=l:0=20'0'7 
KEASOST: 1..Î4 {cl 
DECLASSIFY 0.1.; 0." 

19 ME/lSl/ct 

SEÌ^E T/ORCOH/NOFORN 

b6 
b7C 
b2 

Precedence: IMMEDIATE 

To: Counterterrorism• 

General Counsel 
b2 
b6 
b7C 
b7E 

Attn: 

Attn: 

Attn: 
Attn: 

Date: 12/06/2005 
TTn.q T/rnMTT? 14 
SSA 
National Security Law Branch 
DGC Julie F. Thomas 
UC 
SA 
SSAJ 
SA 

From: Connte rterrci 
/EOPS 

"Contact : SA 
Room 4 34 3 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

( U ) 

Drafted By: 

Case ID #: (S 
(S 

bl 
b2 
b7A 
.b7E 

Title: CSJ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

(U) 

4 SEERE T/ORCON/NOFORN 

NSL VIO-5231 



SEARE T/ORCON/NOFORN 

To: Counterterrorism 
Re: (S 

From: Counterterrorism 
12/06/2005 

bl 
b7A 

(U) 
Synopsis : Approves the issuance of an ECPA National' 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Enclosure(s): (U) Enclosed for the 
R , F M Q T 1 9 / N £ / 9 N N R 

Division is a copy 
1 -

m i s lNbLi is requesting 
l| g J that . Packed up suo^rihpr arin rransart i ona 1 data for the 

provided to the FB J- be 

bl ' 
b2 
b6 
b7C 
b7E 
b7A 

(U) Administrative-: (apportions of this document carrying 
classification makings may not be incorporated'into any 
criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

(U) 
7 T 

b2 
b7E 

( U ) 

Details 'S//OC/NF bl 
b2 
b6 
b7C 
b7E 
b7A 

The above captioned i n yp.st A or t i .on was 
.initiated ^ Iniu-iq-inn I I 

ÂFC£RE T/ORCON/NOFORN 

2 

bl 
b2 
b7E 
b7A 

bl 
b6 
.b7C 
b7A 

NSL VIO-5232 



SE^E T/ORCON/NOFORN 
bl 

To: Cniinl-prl-prrori sm 
Re : ( S) 

From .Caunterterrorism -u n-n 
12/06/2005 

i*/ /nr/WF.^ 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 

•S//OC/NF) 

bl 
b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving .the enclosed letters to produce the records 

.bl 
b2 
.b7E 
b 7 A 

Division within 5 
The electronic 

personally to an employee of the 
business days of receipt of this request 
communications service provider should neither send the 
records through the routine mail service nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. 

(U) Upon serving the NSL, phould remind the 
electronic service provider that it is prohibited from 
disclosing -that the FBI has made this request. 

SE^E T/ORCON/NOFORN 

3 

b2 
b7E 

NSL VIO-5233 



SE£RET/ORCON/NOFORN 

To: Pnnnl-prt-prrnri sm From • QlUnterterrori sm 
Re: (S) 12/06/2005 

bl 
b7A 

Ì 

(U) 

(U) On 11/09/2001, the Director designated.the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Information received from an electronic 
communications service provider may be disseminated to an 
agency of the United States only if such information is 
clearly relevant to the authorized responsibilities of such 
agency. 

The 
any lead or investigative[ 

Division is reminded not to undertake 
T I 

Tne mrormation garnered 
from this reguest is of a very sensitive nature. 
Additionally, in the 

Division should accompany the agent tasked with serving 
this JMt)L to verify the procedures used for obtaining the 
requested data. It is crucial that the data obtained in a 

bl 
b2 
b6 
b7C 
b7E 
b7A 

(S) manner that eannot be detected! 

(U) The 
should I x x 

Division, prior to serving the NSL, : If information developed is 
derogatory or indicates ¿"potential compromise of FBI interest 

b2 
b7E 

tBiny lmmeaiateiy. 
should contact 

(U) Any questions regarding the above can be 
directed to FBIHQ, SA I or 
SSA Should the institution be unable 
to fully comply with this request due to lack of specificity 
or should the institution reguire more detailed information to 
locate such records, the Division should contact SA 

or SSA| ~| for additional information 

b2 
b6 
b7C 
b7E 

SECTÌET/ORCON/NOFORN 
K 4 

NSL VIO-5234 



SEGRÇT/ORCON/NOFORN 

To : C?u,ril-nr't'a'"''n'*' 
Re: (S! 

counterterrorism 
12/06/2005 b l 

b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITPS I/CQNUS 14 

(U) Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT NSLB 

(S) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 
b2 
b7E 
b6 • 
b7C 

AT 

(U) Hand deliver the enclosed NSL by the procedures 
outlined in this EC. Upon receipt of requested records. 
immediately submit results to' SA 
Counterterrorism Division, CTE 'EOPS, Room 4343 

FBIHQ, 

Set Lead 4: (Info) 

AT 

(U) Read and clear, 
b2 
b7E 

SEC^E T/ORCON/NOFORN 

5 

NSL VIO-5235 



(S) bl 
b7A 

t 
U.S. Department of Justice 

Federal Bureau of Investigation 

P°^pmber 6, 2005 
b4 
b7D 
b6 
b7C 

Under the authority of Executive Order 12333, dated December 4, 
1981, and pursuant to Title 18, United States Code (U.S.C.), Section 
2709 (as amended, October 26, 2001), you are hereby requested to• 
provide the Federal Bureau of Investigation (FBI) with the following 
data: 

In accordance with Title 18, U.S.C., Section 2709(b), I certify 
that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution of 
the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), 
prohibits any officer, employee or agent of yours from disclosing to 
any person that the FBI has sought or obtained access to information 
or records under these provisions. • 

IS) transactional data related to internet web sites! 

Pursuant to a preservation letter sent to your company on 
lmreserved the snhsr.ri her and 

bl 
b4 
b6 
b7C 
b7D 
b7A 

NSL VIO-5236 



You are requested to provide records responsive to this request 
personally to a representative of the Division Field Office of 
the FBI. ' If the records provided are particularly large, we request Jo7E 
that you provide this information in electronic format, preferably on 
a DVD or CD-ROM. Any questions__miL_tiave regarding this request 
should be directed only to the Division Field Office. Due to 
security considerations, you should neither send the records through 
the mail nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5237 



ATTACHMENT 

In preparing your response to this request, you should determine 
whether your company maintains the following types of information which 
may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, 
Section 2709. 



If the records provided are particularly large, we request that you 
provide this information in electronic format, preferably on a CD-ROM. b2 

b7E 

NSL VIO-5239 
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SECy^ET/ORCON/NOFORN 

FEDERAL B U R E A U OF INVESTIGATION 

Precedence: PRIORITY 

To: Counterterrorism 

General Counsel 
b2 
b6 
b7C 
b7E 

Attn: 

Attn: 

Attn : 

Date: 11/29/2005 

ITOS I/ETIU' 
ITOS II/ISLU 
National Security Law Branch 
DGC Julie F. Thomas 
HCl 

RA 

From: Counterterr] 
[/EOP Room ÛÏÛ1 

IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 

Case ID #: 

Title: 

bl 
b2 
b6 
b7A 
b7C 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

(U) bl 
,b7A 

Synopsis: Ü3Q Approves the issuance of an ECPA National 
Security Leitet (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.-

(U) 

SEJA^E T/ORCON/NOFORN 

NSL VIO-5240 



(S) 

(U) 

(U> 

(U) 

SEORST/ORCON/NOFORN bl 
b7A 

To: 
Re: 

Ccun.+~ ̂  y^ ̂  y y i'" 
(S) 

-CÄjunt er terrorism 
11/29/2005 

- X 
F.nr-1 ngrn-ta IUI 

letter. Hated I \ ì')̂ ! ̂TTTPT 

F.rirl n^pd for the 
is a copy 
addressed 

77T ±Q 
Field Office,. 

5 National Security 

bl 
h 2 
b4 . 
b7D 
.b7E 

addresses, length ot service, billing 
communication transactional records for 
listed below. 

requesting names, 
records, and electronic 

the account holder(s) 

Administrative:Ixi This document is classified SE^ET. 
Portions of this aocument carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead• 
or background purposes only. 

2. Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in. 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. . No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

3. ) » ^ P e r 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal' investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

SE cp: T/ÖRCÖN/NOFÖRN 

2 

b2 
b7E 

bl ' 
b7A 
•Jo 2 
b7E 
b6 
b7C 

NSL VIO-5241 



•To: 
Re : 

SEÇ^T/ORCON/NOFORN A b7A 
rniiTjt-prt-prrnri ̂ m F m m • Qmnterterrorism . 
(S) 11/29/2005 

bl 
b7A 

.bl 
b7A 

Í.S//OC/NF) 

bl 
b2 
to 6 
tolC 
tolE 
toi A 

i.q//nr/NFil 

toi 
to 2 
b6 

• b7C 
b7E 
b7A 

SEC^T/ORCON/NOFORN 

3 
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To : Counterterrorism 
Re: (S) 

SEÇT^ET/ORCON/NOFORN 

From: Counterterrorism 
11/29/2005 

bl 
b7A 

bl 
h 2 
b6 
b7C 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A / r- / / r^r^ /un 

(U) 

This electronic communication documents the Deputy 
General Counsel's National Security Law Branch.approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records 
associated with the following website: 

(S) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce" the records 
personally to an employee of the| Field Office. The 
institution should neither send the records through the mail 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 

bl 
b2 
b7E 

SEÇRE T/ORCON/NOFORN 

NSL VIO-5243 



To: 
Re: 

SEL^ET/ORCON/NOFORN 

b7A Count~^rfflrmri <?m—Frnm • Cajjnt er terrorism 
(S) 11/29/2005 

(U) 

the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The 
institution t 

Field Office should remind the 
lat it is prohibited from disclosing that the FBI 

has made this request.' 

•shriii 1 d f K ) The Field Office, prior to serving the NSL, 
] If information developed is 

derogatory or indicates a potential cqmnromi .̂ e of FBI interest 
should contact 

FBIHQ immediately. 

(U) Any ftiiPBl-inns yprrardinrr fhp ahnvp can be directed to 
FBIHQ, IA or SSA 

Should the institution be unable to fully 
comply with this request due to lack of specificity or should 
the institution require more detailed 'information to locate 
such records, the 

or SSA 
Field Office should contact IA 

for additional information. 

b2 
b7E 

b2 
b6 
b7C 
b7E 

\ 

SEI^ET/ORCON/NOFORN 

5 
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SEG&E T/ORCON/NOFORN 

To : COU.17 " ^ ̂ ^^ 1 C"T" Frnm 
Re: (S! 

rm-mter terror ism 
11/29/2005 bl 

b7A 
LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC ' 

(S) NSLB is requested to review and approve the 
enclosed NSL. 

Set Lead 2 : (Action) 

AT 

(U) Hand deliver 
outlined in this.EC. Upon receipt of r p r m p s t p r i records, 
immediately submit results to IA FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

to 2 
b6 
b7C 
b7E 

Set Lead 3: (Info) 

COUNTERTERRORISM • 

AT WASHINGTON, DC 

(U) ITOS I/ETIU. For information only, 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U)" ITOS III ^For information only, 

to 2 ' 

SEC^ET/ORCON/NOFORN 

6 
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U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

November 29, 2005 

Mr. 

b6 
b7C 
b4 
b7D 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.X Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the individual(s) for whom you are providing services to host the website: 

bl 
b7A 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

Yon arp.requested to provide records responsive to this request personally to a representative 
of the| _pield Office of the FBI. If the records provided are particularly large, we request that 
you provide this information in electronic format, preferably on a DVD or CD-ROM. Any questions 
you have regarding this request should be directed only to the Field Office. Due to security 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b2 
b7E 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

ATTACHMENT NSL VIO-5246 



In preparing your response to this request, you should determine whether your company maintains the 
following types ofinformation which may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, Section 2709: 

b2 
b7E 

Any other information which you consider to be an electronic communication transactional record, not to 
include the subject lines of emails. 

b2 
b7E 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8). 

NSL VIO-5247 



(Rev. 01-31-2003) 

SECRET/ORCON/NOFORN 

Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

From: Countarterr 
/EOPS 

Contact : 

Approved By: 

b2 
b6 
b7C 
b7E 

Date: 

Attn: 

Attn: 

Attn: 
Attn : 

12/09/2005 

ITOS I/CONUS IV/Team 16 
SSA 
IOS 
National Security Law Branch 
DGC Julie F. Thomas 
Cyb4«6-

Room 4 34 3 
IA b6 

b7C 
Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

bl 
(U)b2 

b6 
b7A 
b7C 

' b7E 

Drafted By: 

Title ' X ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

(s; 

UNIT 

.bl 
b6 
b7C 

SEÌSRE T/ORCON/NOFORN 

NSL VIO-5248 



SEJS^ET/ORCON/NOFORN 

To: Pniipfprfprrnri stu 
Re: (S) 

Frnm ' .Counterterrorism 
12/09/2005 

bl 
b7A 

( U ) 

(S) 

(U) 

(U) 

Synopsis : Approves the issuance of an ECPA National 
Security Létter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 

> 5 

(U) 

Enclosure(s): (U) Enclosed for the 
is a copy nf a Nat i cma 1 Sprnri tv T.pff-pr. datprT 
addressed to 

Field Office 
12/12/9005. 

I requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the dates specified below. 

Administrative: This document is classified. SE^ET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead 
or background purposes only. 

2. Some of the Intelligence provided in this • 
communication has been obtained' by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

3 . ( & ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

b2 
b7E 
bl 

b2 
b7E 
b4 
b7D 

SE^ET/ORCON/NOFORN 

2 

NSL VIO-5249 



SEC^ET/ORCON/NOFORN 

TO: rniiTifprt-prrnri ̂  ÏÏVnm- rQiint-prl-prrnri 
Re: (SI 12/09/2005 b l 

b7A 

4 . ^ft 

n̂ ta-i 1 s íq//Mwnr 

b2 
b7E 

bl 
b6 
b7C 
b7A 

bl • 
b6 
b7C 
b7A 

bl 
b6 
.b7C 
b7A 

'.q//WF/nr. b4 
.b7D 

/ n / /MT7 /̂ r- \ 

jiL^ij^i i / urv^uiv isuruiuv 

3 

bl 
.b7A 
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SEÇT^ET/ORCON/NOFORN 

To: mnnl-prt-prrnri ̂ m 
Re: (SI 

From .Counterterrorism 
.2/09/2005 

bl 
b7A 

(S) 

Accordingly, the enclosed NSL requests log information . 
associated with the IP addresses at the specified dates, 

•q/ /MF/nr-M 

bl 
b2 
b6 
b7C 
b7E 
b7A 

,TJ; This electronic communication documents the 
Deputy General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP addresses and the corresponding dates: 

bl 

(U) On 11/09/2001, the Director designated the FBI 
official signing the enclosed NSL as authorized to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records, personally 
to an. employee of the I lField Office. The institution 
should neither send the records through the mail, nor utilize 
the name of the subject or any identifying information related 
to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ'directly in any manner. 

b2 
b7E 

(U) The 
institution that It is prohibi 
has made this request 

Office should remind the 
:ed from disclosing that the FBI 

SEÇRE T/ORCON/NOFORN 
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SEÇG(E T/ORCON/NOFORN 

To: Counterterrorism From 
Re : • ( 

Counterterrorism 
12/09/2005 bl 

.b7A 
(U) 

S f m The Fi p 1 H Offirp.- nrinr tn ^prvinri thp 
MST,. should 

If- information developed is 
derocfatory or indicates a potential compromise of FBI interest 

should contact• 
fc'BiHQ immediately. 

b2 
b7E 

(U) Anv questions regarding the above can be directed to 
FBTHO. IAI or S SA ] 

Should the Institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the 

or SSA 
Field Office should contact IA 

tor additional information. 

b2 
b6 
b7C 
b7E 

SE ÀÉZ T/ORCON/NOFORN 

5 
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SE C ^ T / ORCON /NOFORN 

To: 
Re : 

Cou 
(S) 

nf or^orrnri cm Frnm • Cr\ anterterrorism 
12/09/2005 b l 

b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRORISM 

AT ITQS I/CONUS IV/TEAM 16 

- (U) For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL ' 

AT WASHINGTON, PC 

(U) NSLB is requested to requested tò record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 

(,U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receixii__a± 
requested records, immediately submit results to IA I 

FBI HQ, Counterterrorism Division, CTD/| [EOPS, 
Room 4J43. 

to 2 
toi E 
to 6 
tolC 

Set Lead 4 

Ar 

Info) to 2 
b7E 

(U) For information only, 

SE ÏJ^E T/ORCON/NOFORN 

6 

NSL VIO-5253 



(S 

X 
U.S. Department of Justice D 1 

b7A 
Federal-Bureau of Investigation 

December 9, 2005 

b4 
b7D 
b6 
b7C 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic Communications 
Privacy Act, as amended, October 26, 2001), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names, addresses, lengths of service, and electronic communication 
transactional records, to include existing transaction/activity logs and all electronic mail (e-mail) header 
information (not to include message content and/or subject fields), assigned to the IP addresses for the 
dates as specified below: • 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely.on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

bl 
b7A 

X 
NSL VIO-5254 



X 

of the 
Yon are requested to provide records responsive to this request personally to a representative 

field office of the FBI. If the records provided are particularly large, we request 
that you provide this information in electronic format, preferably on a CD-ROM. Any questions you 
have regarding this request should be directed only to the field office. Due to security 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

2 
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X 
) 

ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types ofinformation which may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, Section 2709: 

b2 
b 7 E 

Any other information which you consider to be an electronic communication transactional record, not to 
inr«1iir1<=» cnKîr-t lin̂c r\f p.moilc 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8). 

b2 
b7E 

Î 
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(Rev. 01-31-2003) 

SET^T/ORCON/NOFORN 

FEDERAL B U R E A U OF . INVESTIGATION 

(U) 

Precedence: IMMEDIATE 

To': Counterterrorism 

General Counsel • ,b2 
b7E 
b6 
b7C 

Date: 

Attn : 

Attn: 

Attn: 
Attn : 

12/09/2005 

ITOS I/CONUS IV/Team 16 
SSA 
IOS 
National security' Law Branch 
DGC Julie F. Thomas 
CY-«-1-

From: Counterterr 
lEOPS 

contact: IA 
Room 4343 b6 

b7C 
Approved By: Hulon Willie T 

Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rnnarc r: 1 <onn T 

Drafted By: 

Case ID #: (S 
(S) 
(S) 

bl 
b2 
b6 
b7A 
b7C 
b7E 

Title: F.T.F.rTRnwTr .̂ttpa/F.TT,T,AI\TPF. HPF.RATTriw.q AND SHARING 

SEC^J^/ORCON/NOFORN 
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To: r.onpterterror ism 
Re : (S ! 

SE GRE T/ORCON/NOFORN 
bl 

From: f.onnterterrori s m b7A 
12/09/2005 

(U) 

(U) 

( U ) 

< U ) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) :rom 
^On. 

(U) 

Enclosure(s) : (U) Enclosed for thel Field Office is a 
copy of a National Security Letter, dated 12/12/2005. 
addressed to 

requesting names, aaaresses, 
service, billing records, and electronic length of 

communication transactional records for the account holder 
assigned the IP.\ addresses at the dates specified below. • 

Administrative: ( X ) This document is classified SËtJjfê .. 
Portions of this aocument carrying classification markings may 
not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document is intended to be used for lead 
or background purposes only. 

2 . S o m e of the Intelligence provided in this 
communication has been obtained by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 
and consent from FBIHQ. 

3 . P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is/to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not.be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

bl 
b2 
b4 
b7D 
b7E 

SE^RE T/ORCON/NOFORN 

2 
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SE OĴ E T / ORCON / NOFORN 

To: r.oiinterf.errori sm From: rniintprl-prmri .gm 
Re: (S) |l2/09/2005 b l 

b7A 

M 
i ~ • ! c / /w/nr 1 

b2 
b7E 
bl 
b7A 

SE^CE T/ORCON/NOFORN 

3 
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E ^ E SEÇRET/ORCON/NOFORN 

To: 
Re : 

TT-r-ẑm 1 b l -Counter terror ism 
12/09/2005 b 7 A 

referencec 
analysis -

^ ^ ^ V l T j The enclosed NST, covers the a hove 
P addresses 

(S) 

(S) 

(0) 

(D) 

Accordingly, the enclosed NSL requests log information 
associated with the IP addresses at the specified dates, 

provide 
I 

: s z EOPS requests that 

J 

iField Office 

Specifically, EOPS requests t n a t 
"1C-C Office assist- in dpfprmininn whpfhpr thp rpfprgnced IPs 
and dates can be 

X l'era r 
This electronic communication documents the 

Deputy Générai Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP addresses and the following dates: 

b l 
b 2 
b 4 
b 6 
b7C 
b7D 
b7E 
b 7 A 

b l 

(U) On 11/09/2001, the Director designated the FBI 
official signing the enclosed NSL as authorized to make the 
required certification; 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize 
the name of the subject or any identifying information related 
to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

b 2 
b 7 E 

SE C^(T/ORCON/NOFORN 

4 

NSL VIO-5260 



SEC^ET/ORCON/NOFORN 

To: rniinfprt~prrnri ^ 
Re: (S) 

From : .Counter-terrorism 
12/09/2005 

bl 
b7A 

(U) 

(U) Thq 
that it is prohibitec 
this request. 

Field Office should remind the institution 
from disclosing that- the FBI has made ^ 

b7E 
The Field Office, nrior to servino the NSI,. 

should ^ 
. If information developed is derogatory or 

indicates a potential compromise of FBI interest 
should contact FBIP g immediately. 

(U) Any questions regarding the above can be directed to 
FBIHO. IA or SSA 

Should the institution be unable to fully comply 
with this request due to lack of specificity•or should the 
institution require more detailed information to locate snrh 
records, 
or S S A n 

the[ Field Office should contact IA 
for additional information. 

to 2 
b6 ' 
b7C 
b7E 

SE C^T/ORCON/NOFORN 

5 
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SÈB^ET/ORCON/NOFORN 

To: 
Re: 

Cou 
(S) 

•t- ~ • T T ^ ^ - r y , •J^unt er terror ism 
12/09/2005 

bl 
b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 

(U) For information only. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs.-

Set Lead 3: (Action) 

AT 

(U). Hand-deliver enclosed National Security Letter 

b2 
b6 
b7C 
b7E 

requested records, immediately submit results to 
| |FBIHQ, Counterterrorism Division, CTD/ 
Room 434 3. 

[A 
EOPS, 

Set Lead 4: (Info) 

AT 

b2 
b7E 

(U) For information- only. 

SE C^T/ORCON/NOFORN 

6 
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(C) 

U.S. Department of Justice 
bl 
b 7 A 

Federal Bureau of Investigation 

December 9, 2005 

b4 
b7D 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic Communications 
Privacy Act, as amended, October 26, 2001), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names, addresses, lengths of service, and electronic communication 
transactional records, to include existing transaction/activity logs and all electronic mail (e-mail) header 
information (not to include message content and/or subject fields), assigned to the IP addresses for the 
dates as specified below: ; ; 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

(S) 
bl 
b7A 

NSL VIO-5263 



You are requested to provide records responsive to this request personally to a representative 
of thej | field office of the FBI. If the records provided are particularly large, we request that ^ 
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have 
regarding this request should be directed only to th| Ifield office. Due to security •D ^ 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5264 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, Section 2709: 

Any other information which you consider to be an electronic communication transactional record, not to 
include subject lines of e-mails. 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content ofany electronic communication as defined in Title 18, United States Code, Section 2510 (8). 

b2 
b7E 

3 
NSL VIO-5265 



(Rev. 01-31-2003) 

SEC^ET/ORCON/NOFÖRN 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(U) 

(S) 

(U) 

Precedence 

To 

PRIORITY 

Counterterrorism 
General Counsel 

b2 

b7C 
b7E 

Date: 12/14/2005 

Attn: ITOS II/ISLU 
Attn: National Security Law Branch 

DGf; .Tnlip F. Thomas 
Attn: SA 

From: Counter t'err. 
'EOPS 

Contact: IS 
P̂ -m A-ÌA-Ì 

be 
blC 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett'Laurie J 

(U) 

Synopsis: Approves the issuance of an EC PA National Security 
Letter (NSL) ; provides, reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. . . . . 

X Full Investigation Initiated: 05/13/2003 

Administrative : This document is "classified S^)8&ET. Portions of 
this document carrying classification markings may nor^be incorporated 

SE^ET/ORCON/NOFORN 

NSL VIO-5266 



SEÇ&JST/ORCON/NOFORN 

TO : Pniirit;py|-orrnri cm 
Re: (S) 

Prnm • JZciunterterrorism 
12/14/2005 

bl 
b7A 

(U) 

(U) 

(U) 

(sir 

into any criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended to 
be used for lead.or background purposes only. 

2. Ç^QSome of the Intelligence provided in this communication has . 
beeryobbained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

3 . f & l ^ P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. - person FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

iJL 1 
h 2 
b7E 

Enclosure (s) : (U) Enclosed for the | |Divisi 
-md -1 r-nnu nf -, m?t dnfnd 12/14/2005, addressed to 

r\T\ i c t\ A Y I A I RI ^ 1 b 2 

.b7D requesting names, addresses^ length ot 
service, billing records, and electronic communication transactional b7E 
records for the administrator of the website listed below. 

(Ü) no-ha-i 1 c -

c 

(S//OC/NF 

b l 
b7A 

b ü ^ E IV UKL'UM / rJUFUKJN 

2 

b l 
b7A 
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SECRET/ORCON/NOFORN 

T o : rnnn|;prhprrnri cm 
Re: (S) 

.Coun t e r t e r r o r i s m 
12/14/2005 

bl 
.b7A 

website : (S) 
j_SJ_ 

(S) 
(S) 

(U) 

(S) Accordingly, 
nhtain snhsr-r-j hpr ariH 

EOPS is issuing an NSL to 
t r a n s a c t i n n a l d a t a a s s o c i a t e d w i t h t h p d 

to • 
"ma i n 

] Thisrequest does notseek to" obtain inrormation on visitors to une 
website but seeks information on the subscriber and operator of the 
site'. 

This electronic communication dpcuments the Deputy General 
Couns"élxs National Security Law Branch approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records for the user 

(U) On 11/09/2001, the Director designated the official signing 
the enclosed letter as authorized to make the required certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letters to produce the records personally to an employee 
of the Division. The institution should neither send the 
records through the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 

b l 
b 4 
b7D 

- b 7 A 
Jd2 

b 4 
b7D 
b l 
b7A 
b 2 
b7E 

SECRET/ORCON/NOFORN 

' 3 
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SECRET/ORCON/NOFORN 
'PQ • r*AnnhQrharrr\r-i o m 
Re: (S; 

TTv-̂ m . -Coy n t e r t e r.r o r 1 s m 
12/14/2005 

bl 
b7A 

to the FBI 
manner. 

The institution should not contact FBIHQ directly in any 

(U) W 
s 

Division, orior to serving the' NSL, should 
1 
If information developed i q Hgrnrratnrw or inHirat-pg a rtntpntial 
coTnnromi .se of FBI interest 

should contact FBIHQ immediately. Upon serving the NSL, 
should remind the electronic service provider that it is prohibited 
from disclosing that the FBI has made this request. 

(U) Anv questions regarding the above can be directed to FBIHQ, 
or SSA 

information to locate such records, the 
contact IS| lor SSA| 

Division should 
for additional information. 

b2 
b7E 

Should the institution be unable to fully comply with this request due 
to lack of specificity or should the institution require more detailed 

b2 
b7E 
b6 
b7C 

SECRET/ORCON/NOFORN 

4 
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s ^ e ^ E ET/ORCON/NOFORN 

T o : C o i m t e r t f i r r n r i sn i F r o m : C o i i n t e r t s r r n r i s m 
Re IS) 12/14/2005 

b l 
•b7A 

LEAD(s) : b 2 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS II/I 1 For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT NSLB • 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 3: (Action) 

b 2 
b7E 
b 6 
b7C 

AT 

(U) Hand deliver enclosed National Security Letter following 
procedures outlined in this EC. Upon receipt of requested records, 
immediately submit results to IS 
Counterterrorism Division, CTD 

FBIHQ, 
lOPS, Room 4343 

SECRET/ORCON/NOFORN. 
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iSÌ 

toi 
toi A d e p a r t m e n t of Justice 

Federal Bureau of Invest igation 

December 14, 2005 

To Whom it May Concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the subscriber's name, address, length of service, and 
electronic communication transactional records, to include existing transaction/activity logs and 
all electronic mail (e-mail) header information (not to include message content and/or subject 
fields), for the individual whom registered the following domain: 

fulfilling this request, please do not disable, suspend, lock, cancel or interrupt 
service to the above-described website. A service interruption or degradation may alert the 
website user that investigative action is being taken. If you are not able to fulfill this request 
without alerting the website owner, please contact the requester prior to proceeding. 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this request personally to a to2 
representative of the/ \field office of the FBI within five business days of receipt of this to 7 E 
request. If the records providea are particularly large, we request that you provide this 
information in electronic format, preferably on a CD-ROM. 

n s l VIO-5271 



Any questions you have regarding this request should be directed only to the _J 
field office. Due to security considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone conversation. 

b2 
Your cooperation in this matter is greatly appreciated. E 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSLV10-5272 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains 
the following types of information which may be considered by you to be an electronic 
communication transactional record in accordance to Title 18, United States Code, Section 2709. 

We are not requesting, and you should not provide, information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18, United States Code, 
Section 2510 (8). Subject lines of e-mails are content information and should not be provided 
pursuant to this request. 

If the records provided are particularly large, we request that you provide this information in 
electronic format, preferably on a CD-ROM. 

X' 
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(Rev. 01-31-2003) 

SKJCRET/ORCON/NOFORN 

F E D E R A L e U R E Â O O F I N V E S T I G A T I O N 

(U) 

(U) 

(S) 

(U) 

Precedence : 

To: 

PRIORITY 

Counterterrorism 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 12/13/2005 

Attn: ITOS II/ISLU 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
A t t n : SA 

From: rnnntprfprrnrism 
I [EQPS 
Contact: 

Approved By: 

IS 
R n n m 

Hulon Willie T' 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: : [ 

: s : 
: s : 

bl 
b 6 
b7C 
b7A 

F.T.FCTROMTr ST TB VF T T.T.aMPF. OPF.R ATTOMÇ flWn SHARING 
UNIT 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

bl 
b2 
b7E 
b7A 

(U) ~ D e r t v e d — E r o g _ j _ = S - - 3 
J l ô e i a - s S ï ï y O n T 2 Û 3 û i 2 4 4 _ 

Administrative: This document is classified SEjZ^ET. Portions of 
this document carrying classification markings may not be incorporated 

SE :RET/ORCON/NOFORN 
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SE^CR$JT/ORCON/NOFORN 

T o : f m i T i f p r f p r r n r i gm 
R e : (S) 

Pr-om • _Cûl n t e r t e r r o r i s m 
12/13/2005 

fal 
b7A 

into any criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended to 
be used for lead or background purposes only. 

.2 -^g^ Some of the Intelligence provided in this communication has 
been obtained by techniques authorized in the,. Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering 'which are 
considered singular in nature. No overt investigative steps'should be 
undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. - person FISA-derived information to any foreign government 
without prior approval of the'Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

- - X 

Enclosure(s): (Ul Enclosed for the Division is an original 

h 2 
b 7 E 
b 4 
b7D 

and a copy of a NSL, dated 1,2/13/2005, addressed to 
requesting names, 

addresses, lengtn or service, o i m n g records, âncT"electronic 
communication transactional records for the administrator of the 
website listed below. 

Fla-Hai 1 a • I q 

ET/ORCON/NOFORN 

2 
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To: 
•Re : 

rniir]hprt-prrnri ç;m 
(s: 

SECRET/ORCON/NOFORN 

JZûiinter terror ism 
12/13/2005 

bl 
b7A~ 

EOPS is specifically interested in the following 
webs life' 

(S) 
:s) 

(U) 

eries 

'•"""-• J^j Accordingly, EOPS is issuing an NSL to 
obtain subscriber and transactional data associated with 

<U) /HSJ/This electronic communication documents the Deputy General 
Couns-ëuSs National Security Law Branch approval 'and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks snb.scr i hpr/hi 1 1 i na records/e 1 ect rori i r. commun i ca t i on 
transactional records 

(U) On 11/09/2001, the. Director .designated the o.fficial signing 
the enclosed letter as authorized to make the required certification. 

(U) Arrangements should be made with 'the institution, receiving 
the enclosed letters to produce the records personally to an employee 
of the| ¡Division. The institution should neither send the 
records through the mail nor utilize.the name of the subject or any 
identifying information related to the subject in any telephone calls 

bl 
b7A 
b2 
b7E 

SECF^T/ORCON/NOFORN 
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To: 
Re : 

SECRET/ORCON/NOFORN 

RNUNFPT-TPRRNRÌRNI F r o m • f m i n l - p r t - p r r n r i RÏÏI 
(S) L2/13/2005 

bl 

to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

M Division, prior to serving the NSL, should 

It information developed is derogatory or indicates a potential 
compromise of FBI interest 

should contact FBIHQ immediately. Upon serving the NSL, 
should remind the electronic service provider that it is 

prohibited from disclosing that the FBI.has made this request. 

ULI Am; mipsf i nri.q rpnarHirin thp above 
or SSA 

ran hp dirpr-tpd tn FRTHD 

b6 
b7C 
b2 
b7E 

Should the institution be unable to fully comply with this request due 
to lack of specificity or should the institution require .more detailed 
information to locate such records, the 
contact IS or SSA| I for additional m i 

Division should 
ormation. 

SEÇ^ET/ORCON/NOFORN 
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SE/CRET/ ORCON/NOFORN 

TO: 
Re : 

C m i n l - p r l - p - r r o r i s m F m m : 
(s; 

.Quint er terror ism 
12/13/2005 

b l 
• b7A 

LEAD ( s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS II/| | For information only. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT NSLB 
(U) NSLB is requested to record the appropriate information' 

needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 3: (Action) 

AT 

b 2 
b7E 
b6 

(U) Hand deliver enclosed National Security Letter following b7C 
procedures outlined in this EC. Ilnon receipt of rpgnpst-pri records, 
immediately submit results to IS 
Counterterrorism Division, CTD ]E0PS, Room 4 343. 

FBIHQ, 

SECRET/ORCON/NOFORN 
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DECL4S5ÏF 
bl 

U.S. Department of Justice b 7 A 

Federal Bureau of Investigation 

December 13, 2005 

bl 
b4 
b7D 

To Whom it May Concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the subscribers' names, addresses, lengths of service, 
and electronic communication transactional records, to include existing transaction/activity logs 
and all electronic mail (e-mail) header information (not to include message content and/or subject 
fields), for the individuals) who registered the following domains: 

IS) 
While fulfilling this request, please do not disable, suspend, lock, cancel or interrupt 

service to the above-described websites. A service interruption or degradation may alert the 
websites' users-that investigative action is being taken. If you are not able to fulfill this request 
without alerting the websites' owners, please contact the requester prior to proceeding. 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this request personally to a b 2 
representative of th field office of the FBI within five business days of receipt of this b7 E 
request. If the records provided are particularly large, we request that you provide this 
information in electronic format, preferably on a CD-ROM. 

SkVIO-5279 



Any questions you have regarding this request should be directed only to the 
office. Due to security considerations, you should neither send the records through 
disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

&eld 
ne mail nor 

b2 
b7E 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5280 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains 
the following types of information which may be considered by you to be an electronic 
communication transactional record in accordance to Title 18, United States Code, Section 2709. 

Account information to include: 

We are not requesting, and you should not provide, information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18, United States Code, 
Section 2510 (8). Subject lines of e-mails are content information and should not be provided 
pursuant to this request. 

If the records provided are particularly large, we request that you provide this information in 
electronic format, preferably on a CD-ROM. 

NSL VIO-5281 



(Rev. 01-31-2003) 

^ÏFCRET / ORCON/NOFORN 

(U) 

(S) 

Precedence : 

To: 

Priority Date: 12/13/2005 

Counterterrorism 
General Counsel h 2 

b7E 
b6 
b7C 

Attn: ITOS II 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
Attn: CY-1 

CT-1 

From: CQLLD-LQ terrori .gm 
kEOPi 

Contact: IA 
IRoom 4 343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
I I 

Drafted By: 

Case ID #: 

Title FT.F.rTROMTr STTRVF TT.T.nMf-F. flPFPftTT OM 9 AND SHARRING 

( U ) 

Synopsis:pkf Approves the issuance of an ECPA National 
Security Lerte^r (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b2 
b7E 
b7A 

SECRET/ORCON/NOFORN 
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e SE2RET/ORCON/NOFORN 

To: 
Re : 

rnnnhprhp.rrnri sm 
(S) 

From: Coynterhermrism . 
12/13/2005 , 

¡ 0 b 7 A 

vision is an Enclosure(s) : (U) Enclosed for the I I Pi 
original and a copy of a NSL, dated 12/13/2005, addressed to 

requesting names, addresses, length of servi 
and electronic communication.transactional 

ce, 

b 2 
b7E 
b 4 
b7D 

billing records, 
...records for the administrator of the website listed below. 

Administrative: This document is classified SEC^ÉT. 
Portions of this document carrying classification markings may 
not be incorporated -into any criminal affidavit, criminal court 
proceeding or unclassified investigative-?ile. The information 
in this document is intended to be used for lead.or background 
purposes only. 

2 (V) Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps, should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 >&< Per 50 U.S.C. S 1806 -(b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that'there is to be no further dissemination or use-of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval' of the Federal Bureau of 
Investigation. 

h 2 
b7E 
1 - TV 

b l 

SECRET/ORCON/NOFORN 
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e SE2RET/ORCON/NOFORN 
TO I Qr"rn"r^ erri fîrnm < 
Re: (S) 

-Ccu,mterterrorism bl 
12/13/2005 b7A 

(S 
(S//0C/NF) 

bl 
b7A 
b2 
b7E 

(S//0C/NF) EOPS is specifically interested in the following 
website: 

(S) 

(sf 
(U) Queries r 

"I ria s an I P addres s 

(S) (S//QC/NF) Accordingly, EOPS is issuing an NSL tol 
to obtain subscriber and transactional data 

(SJ 

(U) 

associated wHTh 
|~.r.r 

.A, 

This electronic communication 'documents the .Deputy 
General Counsel's National Security Law Branch approval and 
certification,of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic commnni cat i on transacti onal records for the 
user contracting with 
website: 

to register the 

bl 
b4 
b7D 
Jo 2 
b7E 
b7A 

'bl 
b4 
b7D 
b2 
b7E 

SECRET/ORCON/NOFORN 
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S EGRET/ ORCON/NOFORN 

To : Coupterterrorism 
Re: (S) 

From: Counterterrorism 
12./13/2005 bl 

b7A 

(U) -On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the -required 
certification. 

(U) Arrangements should be made with the institution ' b2 
receiving the enclosed letters to produce the records personally b7E 
to an employee of the FBI Division. The institution 
should neither send the records through' the mail nor utilize the 
•name of the subject or-any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

Divi .qj nri . nrior fn s p n n n n the NT.9T,.-' shnnld 

If information developed is derogatory or 
indicates a potential compromise of FBI interest 

Upon serving the NSL, 
service provider that 

b2 
b7E 

should contact FBIHQ immediately, 
should remind the electronic 

it is prohibited from disclosing that the. 
FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, IA or SSA 

Should the institution Pe unable to fully comply with 

b2 
b7E 

this request due to lack of specificity or should the institution 
detailed information to locate spch.records, the b/C 

or SSA| | for 
require more 

iDivision should contact IA 
additional information. 

SECRET/ORCON/NOFORN 

/ 4 
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SE^RET/ORCON/NOFORN 

To : rniirit-prtprrnri sm From 
Re: (S) 

JZûiinter terror ism 
12/13/2005 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM . 

AT WASHINGTON, DC 

(U) ITOS II/ 

Jol 
b7A 
Jo 2 

For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL , 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 
b 2 
Jo7E 
b6 
b7C 

(U) CY-1. Hand deliver enclosed National Security 
Letter following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 

AT 

4343. 
FBIHQ, Counterterrorism Division, CTE EOPS, Room 

Set Lead 4 (Info) b 2 

(U) For information only. 

SECRET/ORCON/NOFORN 

5. 

NSL VIO-5286 



(Rev. 01-31-2003) 

SECRET/ORCON/NOFORN 

to 2 
tolE 
to 6 
tolC 
tol A 

(U). 

<U) 

(U) 

Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

From: 

Contact: SA 

Approved By: 

Drafted By: £ 

Case ID #: (S) 
(S) 
(S) 

Title: 

Date: 12/22/2005 

Attn: ITOS I/CONUS IV/Team 16 
SSA 
IOS 

Attn: /EOPS/I 
]Room 4 34 3 

Attn:• National Security Law Branch 
DGC Julie F. Thomas 

Attn: SA 

K T . E I R - T P D T J T R QTTP V F T T ,T . & M P T ? N P R M T T O M Q AND SHARING 
UNIT! 

(S) 

S y n o p s i s : T o report ot lead covered. 
(U) \Ql/ DerTvred-Ers®^— 

DeeiagsifyOnl XI——. 

Reference: (S) 
(S) 
(S) 

E n c l o s u r e ( s ) : F o r 
results provided by 

OPS ar 

.bl 
b2 ' 
b7E 
b7A 
'b4 
b7D^ 

SECRET/ORCON/NOFORN 
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SECPET/ORCON/NOFORN 

T o : r m i n h p r f p r r n r i gm F r n m • C 
Re: (S) 12/22/2005 

b l 
b 2 
b7E 
' b 7 A 

( U ) 

Details • X SA served an NSL tc 

(S) the following IP addresses: 
for 

The results are enclosed~for 
4343. 

/EOP! /Room 

. b l 
b2 
to 6 
tolC 
to A 
b7D 
b7A 

/ 

SECRET/ORCON/NOFORN 

2 ' 
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E ^ E SEÇRET/ORCON/NOFORN 

To: Counterterrorism From: 
Re : (S) 12/22/2005 

b l 
b 2 
b7E 
b7A 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS IV/TEAM 16. For information only. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For information only. 

Set Lead 3: (Info) 

COUNTERTERRQRISM 

AT WASHINGTON, DC 
<U) 

EÜF3 

Information obtained from NSL served to 
oil £he IP addresses requested are enclosed for 

:oom 4343 . 

Set Lead 4: (Info) 

M 

b 7 D 
b 2 -
b7E 

(U) For information only. 

SEC/ET/ORCON/NOFORN 
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(Rev. 01-31-2003) 

e SE2RET/ORCON/NOFORN 

(S) 

Precedence : 

To: 

Priority Date : 12/13/2005 

Counterterrorism 
General Counsel 

b2 Attn : 
b7E Attn: 
b6 
b7C Attn: 

ITOS II/ISLU 
National Security Law Branch 
DGC Julie F.. Thomas 
Pyhpr Srmad 
SA 
SA 

From: Counterterrorism 
K EOPS 

contact : IA 
/Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 

-¿i 
Synopsis : Approves the issuance .of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
(U) \ ^ ^ ^ 

D e c O a s r g i f y O n r 

x 
bl 
b2 
b7E 

b l 
b7A 

SECRET/ORCON/NOFORN 
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SEÇ&JST/ORCON/NOFORN 

To : Pnnnf p r t p r r o r i .gm 
Re: (SI 

From: C o u n t e r t e r r o r i s m 
12/13/2005 bl 

b7A 

( U ) 

(U) 

(U) 

E n c l o s u r e ( s ) : 
and a copy of 

(U) Enclosed for the 
a NSL. dated 12/13/2005, 

Division .is an orirrinal 
addressed tc 

requesting names, addresses, length of service, 
and electronic communication transactional billing records, 

records for the administrator of the website listed below. 

b 2 
b7E 
b 4 
b7D 

:cki Administrative: j X f This document is classified-SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court_ 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2 . jxf Some of the Intelligence provided in this communication 
has 'been obtained'by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature.' 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. . 

3 . > % l C P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further-dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

SECRET/ORCON/NOFORN 
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To : CouiJ*" "vt-"t"' r~irri 
Re: (S) 

SECRET/ORCON/NOFORN 

• ĉ u-mterterrorism 
L2/13/2005 

bl 
b7A 

bl 
b7A 
Jo 2 
b7E 

bl 
b4 
b7D 
b7A 
b2 
b7E 

( U ) This electronic communication documents the Deputy 
General Counsel ' s' National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication .transactional records for the 

SEQRET/ORCON/NOFORN 

' 3 

NSL VIO-5292 



SE^ET/ORCON/NOFORN 

To : Cour^PTt prrnri 
Re: (S) 

Frnm • Coyntert error i sm 
12/13/2005 

user contracting with 
register the website 

b l 
b7A 
b 4 
b7D 

to 

(S) 
(U) On 11/09/2001, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certi fication. 

(U) Arrangements should be made with the institution 
receiving"the enclosed let^Lexs—tp produce the records personally 

Division. The institution should 
the mail nor utilize the name of 

to an employee of the FBI 
neither send the records tnrougn 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly.in any manner. 

i M t "I Division, prior to serving'the NSL, should 

] If information developed is derogatory or ] 
indicates a potential compromise of FBI'interest 

should contact FBIHQ immediately, 
should remind the electronic service Upon serving the NSL, 

provider that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Rnw nnp^innd rpnarHinr; t~hp ahnïïP can be di rprterl tn 
FRTHO- TA Or SSA 

snouia tne institution oe unaoie to ful" ly comply wit i 
tnis request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Division should contact IA 
additional information. 

or SSA or 

b 2 
b7E 

b 2 
b7E 
b 6 
b7C 

SEC^T/ORCON/NOFORN 

4 

NSL VIO-5293 



SEJ^ET/ORCON/NOFORN 

To : fnimhprt-prrnri sin From • 
Re: (S) 

.Count ert error i sm 
L2/13/2005 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) • ITOS II/I 

b l 
.b7A 
h 2 

For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting réquirements for NSLs.. 

Set Lead 3: (Action) 

AT 

. b2 
b7E 
b 6 -
b7C 

(U) Hand deliver enclosed National security Letter 
following procedures outlined in this EC. Upon receipt of 
rpniipsfpH rprnrd.qf immediately submit -results to IAl • 

FBI HQ, Counterterrorism Division, CTD| |/EOPS, Room 4343 

SECJ^ÉT/ORCON/NOFORN 

NSL VIO-5294 



T 

FD-542 (Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: Routine 

To: Counterterrorism 

Date: 12/21/2005 

Attn : IA 
EOPS rm 4 34 3 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

(U) 

(U) 

(U) 

From: £ 
Cyber 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #: ( 

Title: 

(S) 

S) 
(S) 
(U) A 8 8A :yubbb-LF STATS (Tending) 
FT.F.OTRONTr STTRVF. T T ,T ,AWrF. OPERATIONS AND SHARING 
UNIT; 

Synopsis: Service of an NSL dated 12/13/2005 served to 

References: (S 

(U) 

bl 
b7A 

Enclosure(s) : Enclosed for EOPS is a 1-A envelope cbntaininq_ a 
.CD-Rom with the subscriber information received from 

b2 
.b7E 
b6 
b7C 
b4 
b7D ^ ( n n i ? / 7fi / ?nn5. 

Dn a CD-Rom. ^n 

12/13/2005 was served on 

obtained NSL results from 
1 2 / 2 0 / 2 0 0 5 , 1 | s e n t via FBINET 

NSL VIO-5295 



To i Cour4" ^^ tr»̂ w-,. 
Re: (S) TZ7 21/2005 

b l 
b 2 
b7E 
b7A 

an electronic copy of the subscriber records to EOPS 
considers the lead covered.' 

SECI^S^ 

- 2 

NSL VIO-5296 



To : Couriit"art"fl'r'rnr'î p-̂ r̂v̂ . 
Re: (S) 

SEQRET 

12/21/2005 

Accomplishment Information: 

Number: 1 
Type: NSL Served to 
ITU: 
Claimed By 

S SN : 
Name : 
Squad : 

b l 
b 2 
b7E 
b 6 
b7C 
b7A 

NSL VIO-5297 



To : Pr,ilr1|-DvhorrnT-i gm P m m • 
Re: (S) 

SE^ST 
.bl 
b2 

12/21/2005 b 7 E 

b7A 
LEAD (s) : 

Set Lead 1: (Info) 

Counterterrorism 

• AT EOPS b2 

(U) Read and clear. 

4 
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(Rev. 01-31-2003) 

SEC^T/ORCON/NOFORN 

Precedence: IMMEDIATE Date : 

To: Counterterrori sm Attn: 
General Counsel b2 Attn: 

b7E Attn: 
b6 
b7C Attn: 

From: Counterterrorism 
|/EOPS 

Contact: IA 

12/20/2005 

ITOS II, 
National Security Law Branch 
DGC Julie F. Thomas 
SA 
IA 

iRonm 

Approved By: 

Drafted By: 

Case ID #: 

CU) - Title: 

(U) 

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett'Laurie J 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

00 

b l 
b 2 
b7E 
b 6 
b7C 
b 7 A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

CU) 

ORCON/NOFORN 

NSL VIO-5299 



SECKET/ORCON/NOFORN 

(S) 

TO: ("•r̂ n-it-or-t-oyr-m-T gm Frnm • fqiinhpr-fprrnri am 
Re : ( 12/20/2005 

Enclosure(s): (U) Enclosed for thef 
^ ^gT cLa±jad_ jjjzunzmnK 

"lDivision is an 
^ ^ V ^ C- O 4- ^ I 

bl 
b2 
b7E 
b7A 
b4 
b7D 

(U) 

<U) 

(U) 

(U) 

(S) 

requesting names, auuiyssys, .lunyui ÜI service, Dining 
records, and electronic" communication transactional records for 
the uniform resource locator (URL) listed below. 

Administrative: ^ ^ T This document is classified SE^ET..—-
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead .or background 
purposes only. 

2 . L & i Some of the Intelligence provided in this communication 
has oeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. ' 

3. ys^ Per 50 U.S. 
Intelligence Survei 
that there is to be 
derived material in 
dissemination of U. 
foreign government. 
General. This, info 
purpose without the 
Investigation. 

C. S 1806 (b) & 1825 (c) of'the Foreign 
llance Act (FISA), recipients are reminded 
no further dissemination or use of FISA-
any criminal investigative activity, or 

S. - person FISA-derived information to any 
without prior approval of the Attorney 
rmation may not be disseminated for any 
prior approval of the Federal Bureau of 

A, 

le / / M I ? / r\r \ r b2 
b7E 
b7A 
bl 

SETJ^EÎ/ORCON/NOFORN 

2 

NSL VIO-5300 



V I D N N N M YNNNRIIT / » T A N A , ^ » jibĈict j. / wnv-wiN/ nur uru 

TO: 
RE: 

Count<gr1~arrnri gm—Frnm • Counter terror ism 
(S) 12/20/2005 bl 

b7A 

b l 
b7A 

b l 
b7A 

b l 
b7A 

SE^ET/ORCON/NOFORN 

NSL VIO-5301 



SEITRET/ORCON/NOFORN 

To : r m i n f p r f p r m r i sm 
Re: (S) 

Frntn : _Cpunterterrorism 
12/20/2005 

bl 
b7A 

(S) 

CU) 

b l 
b7A 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed, NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL: 

b l 
b7A 

(U) On 11/09/2001, the Director designated'the FBI official 
signing the enclosed NSL as authorized to make -the required 
certification. 

<ui 

(U) Arrangements should be made with the institution 
receiving the enclosed—latter tn produce the records personally 
to an employee of the Field Office. The institution 

[ 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should,remind the 
institution that it is prohibited from disclosing that the FBI ]q2 
has made this request. ' b7E 

The Field Office, prior to serving the. NSL, 
should[ 

| If information developed is derogatory or 
indicates a potential compromise of FBI interest [ 

] 

immediately. 
should contact FBIHQ 

(U) Any guestions regarding the above can.be directed tn 
F R T H D X A ^ o r S S A 

bnouia tne institution oe unable to ruiiy comply- with 
this request due to lack of specificity or should the institution 
T-pmi-iro mnrp Het-aileH information to locate such records, the 

Office should contact IAl lor SSA for 
additional information. 

b 6 
b7C 
b 2 

, b 7 E 

SECRET/ORCON/NOFORN 

NSL VIO-5302 



SECRET/ORCON/NOFORN 

Re: (S) 
-C^untert error ism 

12/20/2005 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRORISM 

b l 
b 2 
b7A 

AT ITOS II/ 

(U) For information only, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 

(U) Hand-deliver enclosed National Security Letter" 
following procedures outlined in this EC. Upon receipt, of . 
requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD| EOPS, Room 
4343 . 

b 2 
b7E 
b6 
b7C 

Set Lead 4: (Info) 

AT WASHINGTON DC 

(U) SA 
only. 

IA For information 

SECJRJJIT/ORCON/NOFORN 

5 
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bl 
b7A 
b4 
b7D 

X 
U.S. Department of Justice 

Federal Bureau of Investigation 

December 20, 2005 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amendéd, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic 
communication transactional records, to include existing transaction/activity logs and all 
electronic mail (e-mail) header information (not to include message content and/or subject fields), 
for the uniform resource locator (URL) listed below: 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this request personally to a 
representative of the field office of the FBI. If the records provided are particularly ^ 
large, we request that you provide this information in electronic format, preferably on a CD-ROM g 
or DVD Any questions you have regarding this request should be directed only to the 

field office. Due to security considerations, you should neither send the records through 
the mail nor disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas . 
D^tj^gngc^^ounsel 
National Security Law Branch 

ffice of the General Counsel 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be an electronic 
communications transactional record in accordance with Title 18 United States Code Section 
2709. • ' . 

We are not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided ^ 
pursuant to this request. If the records provided are particularly large we request that you b7 E 
provide this information in electronic format preferably on a CR-ROM or DVD. 

2 

NSL VIO-5305 



T 

(Rev. 01-31-2003) 

iL;1 SECRSIT/ORCON/NOFORN 

FEDERAL BUREAU OF lüVESTlOÄTlOi 

(U) 

Precedence : 

To: 

IMMEDIATE 

Counterterrorism 
General Counsel 

b 2 
•b7E 
b 6 
b7C 

Datei 

Attn: 

12/20/2005 

ITOS II/ 
Attn: National Security Law Branch 

nr,j" .Till i g F Thnmag 
Attn: SA 

Attn: 
IA 
s s k 
SA 

From: Counterterrorism 
EOPS 
act: Cont 

Approved By: 

TK 
IROOTTI 4 34 3 

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett .Laurie 'J 

Drafted By: 

Case ID #: 

Title; 

(S) 
(S) 

bl 
b 2 
b7E 
b6 
b7C 
b7A 

ELECTRONIC STIRVETT,TANCF. OPF.RATTpNS AND SHARING 
UNIT -

CU) TTöl 

Synopsis: jX) Approves the issuance of an ECPA National 
Security Lëtte^r (NSL) ; provides reporting data; and, if. 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

SEÇJ^ET/ORCON/NOFORN 

NSL VIO-5306 



SE1 

( S ) 

(U) 

( Ü ) 

(U) 

(U) 

TO: 
RE: 

Cou 
(S) 

-punter terrorism 
12/20/2005 

Enclosure(s): (U) Enclosed for the 
/-'-R-I rfi n a 1 A N D 2 ^ ^ A W Q T . HatoH 

Division is.an 
I ) ) )\\) mn^ aHHroccoH j-̂i 

bl 
b7A 
b 2 
b7E 
b 4 
b7D 

requesting names, addresses, lengtn of service, 
billing records,, and electronic communication transactional 
records for the uniform resource locator (URL) and file listed 
below. 

Administrative: This document is classified SEQï^T. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2. jXi Some of the Intelligence provided in this communication 
has oeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the , 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from ' FBIHQ. ' 

3. y^i Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign . 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no .further dissemination or use of FISA-: 
derived material in any criminal investigative activity,' or. • 
dissemination of U.S. - person FISA-derived information to any 
foreign government without•prior approval ;of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval-of the Federal Bureau of 
Investigation. 

M 

(S) 
(U 

Details : T S T T ^ Ü C T 
b 2 
b7E 
b7A 

b l 

SJI&^ET/ ORCON/NOFORN 

2 

NSL VIO-5307 



SECER^T/ORCON/NOFORN 

TO COUni" C? 
Re: (S) 

Frnm fVpunterterrorism 
12/20/2005 

b l 
b 4 
b7D 
b7A 
b 2 
.b7E :S//NF/OC) The enclosed NSL rovers 

dlldlVSlS llll] N 
EOPS 

Accordingly/ Lh^ enciObSeu isibL itiqu^LS 
with this URL and file,| 

] 
log mrormation associated 

i 
SECRET/ORCON/NOFORN 

3 

NSL VIO-5308 



SEC^T/ORCON/NOFORN 
TO : Priimt-ort-orrnri gm 
Re : (S 

-Count er t error ism 
12/20/2005 b l 

io 7 A 

(U) This electronic communication documents the Deputy 
General 'Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL and file: 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send tne records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not' contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made.this 
request. 

(U) 
shouîa H 

The Field Office, prior to- serving the NSL,. 

If information developed is derogatory or 
indicates a potential compromise of.FBI interest 

should contact FBIHQ immediately. 

(U) Anv m i p s t - i n n s rpaardina t h p a h n v p can 
FBIHQ, IA or S SA 

hp Hirprt-pri to 

bhüUld m ë lüSLllUllon bë unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact IA 
additional information. 

or S SA for 

b 2 
b7E 

b l 
b7A 

b 2 
.b7E 

b 2 
' b 7 E 
b 6 
b7C 

SE^RET/ORCON/NOFORN 

NSL VIO-5309 



To : Cour*" ^ 
Re: (S] 

SECRET/ORCON/NOFORN 

¿^unt'erterr.orism 
12/20/2005 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRORISM 

AT ITOS II 

bl 
b7A 
b 2 

(U) For information only. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, PC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs.. 

Set Lead 3: (Action) 

AT 

b 2 
b7E 
b 6 
b7C 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
rprriipq-i-eH records, immediately submit' results to IA | I 

h 
4 343. 

FBIHQ, Counterterrorism Pivision/ C.TP EOPS, Room 

Set Lead 4: (Info) 

only. 

AT WASHINGTON DC 

(U) SA IA For information 

SECI^/ORCON/NOFORN 

5 
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(S) 

X 
U.S. Department of Justice 

Federal Bureau of Investigation 

December 20, 2005 bl 
.b7A 
Jd4 • 
b7D 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic 
communication transactional records, to include existing transact ion/activity logs and all 
electronic mail (e-mail) header information (not to include message content and/or subject fields), 
for the uniform resource locator (URL) and file listed below: 

bl . 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this request personally to a 
representative of the |field office of the FBI. If the records provided are particularly 
large, we request that you provide this information in electronic format, preferably on a CD-ROM 
or DVD. Any questions you have regarding this request should be directed only to the 
field office. Due to security considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b2 
b7E 

Sincerely, 

X 
Julie F. Thomas 
D^y^ji^founsel 
National Security Law Branch 
Office of the General Counsel 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be ah electronic 
communications transactional record in accordance with Title 18 United States Code Section 
2709. 

We are not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided 
pursuant to this request. If the records provided are particularly large we request that you 
provide this information in electronic format preferably on a CR-ROM or DVD. 

b2 
b7E 

NSL VIO-5312 

2 



(Rev. 01-31-2003) 

SECÎ^&Ç/ORCON/NOFORN 

Precedence 

To 

IMMEDIATE 

Counterterrorism 
General'Counsel 

b 2 
"b7E 
b 6 
b7C 

Date : 

Attn: 
Attn: 

Attn: 

Attn: 

12/20/2005 

ITOS II/| | 
National Security Law, Branch 
DGC Julie F. Thomas 
SA 
IA 
Squad 8 Cyber 

From : Counterterrorism 
lEOPSl 

Contact: IA 

Approved By:. Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

(U) 

Drafted By: 

Case ID #: 

) Title: 

(S) 

(U) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

TXT 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 
SEÒRFET/ORCON/NOFORN 

NSL VIO-5313 



SE 

(S) 

(U) 

( U ) 

To 
Re 

fminfprl-prrnri am 
(S] 

Fr~om • .Qpunterterrorism 
12/20/2005 

(U) 

Enclosure(s): (U) Enclosed'for the 
anH a r-nrw nf a MÇT. H ^ P H 1 9 / ? fl / ? (1 E : 

Division is 
tri I 

an _origina 

bl 
b7A 
b2 
b7E 
b4 
b7D 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
uniform resource locator (URL) and file listed below. 

Administrative: This document is classified SECÎjfôiÇ.. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2. of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without- first receiving advice and consent 
from FBIHQ. • 

3 ^xT Per 50 U.S.C. S 1806 (b) & 1825 (.c) of the-,Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no . further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any-
purpose without the prior approval of the Federal Bureau of 
Investigation. 

CU) : 4. 

l'U'1 Detail s : 

(SÎ 

b2 
b7E 
b7A 
bl 

SECRET/ORCON/NOFORN 

2 - . 

NSL VIO-5314 



TO : 
Re : 

SEC^ET/ORCON/NOFORN 

fnnritprfprrnri sm From- fni lrit prf prrnr i sm 
( S J 1 2 / 2 0/2 005 b l 

b7A 

analysis inmrafgd 
Accordingly, the 

enclosed NSL "requests log information associated with this URL 
and filel I 

SEQ^T/ORCON/NOFORN 

3 
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SECER^T/ORCON/NOFORN 

To : 
Re : 

fniijihprfprrnr-i Qtn 
(s; 

.Cpunt er terrorism 
12/20/2005 

(U) 

b l 
b7A 

' D^i This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes,'the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL and file: 

(S) 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
.certification. 

(U) Arrangements should be made with''the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the. mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The 
that it is prohibí 
request. 

Field Office should remind the institution 
:ed from.disclosing that the FBI has made this 

(U) . V lhe 
y V 

Field Office, prior to serving the NSL, should 

If information developed is .derogatory or 
indicates a potential compromise of FBI interest 

should contact FBIHQ immediately. 

(U) Any questions regarding the above can he' directed to 
FBTHO. TA or SSA 

Should the institution be unable to fully comply with 
t m s request due to lack of specificity or should the institution 
regnire_ more detailed information to locate such records, the 

or SSA| for Field Office should contact IA 
additional information. 

b l 
b7A 

b 2 
b7E 
b 6 
b7C 

SECRET/ORCON/NOFORN 
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SECJ^T/ORCON/NOFORN 

To: Conntprf errori sm Frnm r rnimfprfprrnri sm 
Re: " (SI 12/2 0/2 0 05 

' - bl . 
• '. b7A 
•• b2 

LEAD(s): 

Set Lead 1: (Info). 

COUNTERRORISM' 

' AT' I TPS II/ 
(U) • For information, only.• 

Set Lead 2: (Action) 

' ' GENERAL COUNSEL '' ' ' 

AT WASHINGTON, DC :. 

(U)' NSLB is requested, to requested to record the ' 
appropriate information needed to' fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 

b2 
.b7E 
h 6 
•b7C 

' (U) 'Hand-deliver enclosed National Security Letter 
following-procedures outlined in this EC. Upon receipt of 
reguested_ records, immediately' submit results to IA 

FBIHQ, Counterterrorism Division, CTD 4343. 
] EOPS,. Room 

Set Lead 4: (Info) 

only. 

AT WASHINGTON -DC • 

' (U) SA IA 

. ' • • ' ; b2 
' ' b7E 

. .. ' . ; .. b6 ' 
For' information " b7C 

SEÇ^T/ORCON/NOFORN 

.: 5- : ' 
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(S) 

U.S. Department of Justice 

Federal Bureau of Investigation 

December 20, 2005 
bl 
.b7A 
to A 
tolD 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic 
communication transactional records, to include existing transaction/activity logs and all 
electronic mail (e-mail) header information (not to include message content and/or subject fields), 
for the uniform resource locator (URL) and file listed below: 

bl 

In accordance with t itle 18, U.S.C., Section 2 /oy(b), 1 certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this request personally to a 
representative of 'th( field office of the FBI. If the records provided are particularly large, 
we request that you provide this information in electronic format, preferably on a CD-ROM or 
DVD. Any questions you have regarding this request should be directed only to the |field 
office. Due to security considerations, you should neither send the records through the mail nor 
disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b2 
b7E 

Sincerely, 

Julie F. Thomas 
DM>\/R9QS3li£ounsel 
National Security Law Branch 
Office of the General Counsel 



ATTACHMENT . . 

In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be an electronic -0 2 
communications transactional record in accordance with Title 18 United States Code Section b7E 
2709. 

We are, not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided • 
pursuant to this request. If the records provided are particularly large we request that you 
provide this information in electronic format preferably on a CR-ROM or DVD. 

NSL VIO-5319 
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(Rev. 01-31-2003) 

SS^ET/ORCON/NOFORN 

U i E ^ y 

(U) 

Precedence : 

To: 

IMMEDIATE 

Counterterrorism 
General Counsel 

b 2 
b7E 
b 6 
b7C 

Date : 

Attn: 
Attn: 

Attn : 

12/20/2005 

•ITOS II 
National Security Law Branch. 
DGC Julie F. Thomas 
SA 
IA 
NVRJ 
ISS 

From: Counterterrpri sm 
'EOPS 

Contact : 

Approved By: 

TK 
Room 4343 

Hulon Willie.T 
Lewis John E 
Thomas Julie F 

bl -
b7A 
b 2 
b7E 
h 6 
b7C 

Title: ELECTRONIC SURVEILLANCE OPERATIONS' AND SHARING 
UNIT 

(U) ^ C D 

Synopsis: Approves the issuance of an ECPA National 
Security Leiter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

SÇI2^T/ORCON/NOFORN 
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SE 

(S) 

(U) 

(U) 

(U) 

(U) 

(S) 

•To : Cnnnhprfprrnr i sm 
Re : (S) 

From : COL interterrorism 
L2/20/2005 

> 
Enclosure(s): (U) Enclosed for the 
copy of a National Security Letter, 

Field Office is a 
dated 127~Zt)/2005, addressed 

bl 
b2 • 
b7E 
Jo 4 
b7D 
b7A 

requesting names, aadresses, lengtn or service, 
hilling records, and electronic communication transactional 
records for the uniform resource locator (URL) and file listed 
below. 

Administrative: ^XÎ This document is classified SEpf(ET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit,' criminal court 
proceeding or unclassified investigative file. The information 
in this document Is intended to be used for lead or background 
purposes only. 

2 . S o m e of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. jX^Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is'to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or -
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This' information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

/ •> 

(U) nptai i j^r^a/rirT Jo 2 
b7E 
b7A 
bl 

SEC)(ET/ORCON/NOFORN 

2 
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SEÇ&JST/ORCON/NOFORN 

TO: rniin1-prfprrnr-i cm Frnm • Count ert errori Siïl 
Re: (S) 12/20/2005 

bl 
b7A 

(U) 

(S) 

bl 
•b7A 

NSL VIO-5322 



SECRET/ORCON/NOFORN 

To: 
Re: 

Cou: 
(S) 

-punter terrorism 
12/20/2005 bl 

b7A~ 

' ^ electronic communication documents the Deputy •' 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URLs and files: 

(U) 

:s) 

bl 
b7A 

(U) On 11/09/2001, the-Director designated the FBI official 
signing the-enclosed NSL as authorized .to make the required 
certification. 

(U) Arrangements should1 be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the -records'through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. • 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

shoula [ 
The Field Office, prior to serving the NSL, 

If information developed is derogatory or 
indicates a potential compromise^of FBI interest 

immediately. 
Field should contact FBIHQ 

(U) 
FBIHQ, 1/ 

Any questions regarding the above can 
or S SA 

h e Hi rp r t -pH hn 

Should, the institution be unable to- fully comply with 
this request due. to lack of" specificity or should the institution 
require more detailed information to. locate such 'records, the 

Field Office should contact IA or SSA |for 
additional information. 

SECF^T/ORCON/NOFORN 

b 2 
b7E 

b2 
b7E 

b6 
b7C 
b 2 
b7E 

NSL VIO-5323 



To: 
Re : 

SE^^T / ORCON/NOFORN 

Count prtp-rrnr-i «am ffmm • Count ert error ism 
(S) Î 12/20/2005 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRQRISM 

"bl 
b 7 A 
b2 

AT ITOS II, 

(U) For information only. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. . 

Set Lead 3: (Action) 

AT NVRA 

(U) ISS Hand-deliver enclosed 
National Security Letter following procedures outlined in^this 
EC. Upon receipt of requested records, immediately submit result 
bo IA| FBIHQ, Counterterrorism Division, 
CTD }^OPS, Room 4 34 3 

Set Lead 4: (Info) 

AT WASHINGTON DC 

(U) SA 
only. 

Ti For ' information 

SEO^CT/ORCON/NOFORN 
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X 
bl 
b7A 
b4 
b7D 

U.S. Department of Justice 

Federal Bureau of Investigation 

December 20, 2005 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic 
communication transactional records, to include existing transaction/activity logs and all 
electronic mail (e-mail) header information (not to include message content and/or subject fields), 
for the uniform resource locators ("URLs) and files listed below: 

S) 
bl 

in accordance wnn ut ie i s, u.i.L,., section z/uy(Dj, i certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

y 
NSL VIO-5325 



X 
b2 
b7E 

You are requested to provide records responsive to this request personally to a 
representative of the field office of the FBI. If the records provided are particularly 
large, we request that you provide this information in electronic format, preferably on a CD-ROM 
or DVD. Any questions you have regarding this request should be directed only to the 

| field office. Due to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5326 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be an electronic 
communications transactional record in accordance with Title 18 United States Code Section 
2709. 

Account information to include: 

b2 
b7E 

We are not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided 
pursuant ,to this request. If the records provided are particularly large we request that you 
provide this information in electronic format preferably on a CR-ROM or DVD. 

NSL VIO-5327 
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(Rev. 01-31-2003) 

cVi SECRET/ORCON/NOFORN 

Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

Date : 

Attn: 

Attn b 2 
b7E 
b6 Attn: 
b7C 

Attn : 

12/2 8./2005 

ITOS I/CONUS IV/Team 16 
SSA 
IOS 
National Security .Law Branch 
DGC -Julie F. Thomas-
CT-1 
c-ir 

From: rnnnt-prfprrpri ̂ m 
I |EOPS 
Contact: T Ä 

Approved By: Hulon Willie T • 
Lewis.John E 
Thomas Julie F 
Bennett.Laurie J 

( U ) 

Drafted By: 

Title: X ELECTRONIC SURVEILLANCE OPERATIONS 'AND SHARING 
UNIT 

(S) 

b l 
b 2 
b7E 
b6 
- b7C 
b7A 

NOFORN 

NSL VIO-5328 



SEORET/ORCON/NOFORN 

T o : C o u p i ~ g r t - i p r r n - r i g m — T ? r n m • C o u n t e r t e r r o r i s m 
R e : ( S ) 12/28/2005 

(S) 

(S) 

(U) 

(U) 

(U) 

(U) 

Synopsis:. (S) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to 

(U) : X 

y 
Enclosure(s) 
n r i rr.i ri a 1 a n d 

pHCT Enclosed for the 
n f a N S T , . d a t p d 

b l 
b 2 
b7E 
b 4 
b7D 
b7A 

Field Office are the 
\ ; > . ariHrPBSPH to ; 

requesting the electronic, communication transactional records tor 
the internet protocol. (IP)'addresses at the dates specified 
below. 

Administrative: This document is classified Sî̂ iftÊ . 
Portions of this document carrying classification markings may 
not be•incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative fi.le. The- information 
in this document is intended to be used for lead or background 
purposes only. • • 

27 m / ) Some of the Intelligence provided in this communication 
has-been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). •Therefore, the 
intelligence provided,has been obtained through methods of 
intelligence gathering which are considered .singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. 5.0 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intëiligehce Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, .or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

SEC^ér/ORCON/NOFORN 

NSL VIO-5329 



SECER^T/ORCON/NOFORN 

(U) 

(S) 

To: 
Re : 

Coi m terterrorism From: 
(S) 

Cçunterterrorism 
12/28/2005 

--•/gyTtMe/rjĝ  RaspH nn 
have determined 
I 

.bl 
b7A 
b6 
b7C 
b2 
b7E 

I 

(U) (Note? 

bl 
b6 
b7C 
b2 
b7E 
b7A 

(S//NF/OC 

SECRET/ORCON/NOFORN 

3 
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SECRET/ORCON/NOFORN 

To: 
Re : 

Pnimfprt-prrnriRm p-rnm • Priiint-prfprrnri sm 
(S) 12/28/2005 bl 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 
b7A 

(U) 

(Si [ 

the enclosed 
immediate NSL requests log i nforrr]ati on associated with the TP 
addresses at the specified dates 

(U) 
This electronic communication documents the Deputy 

General Counsel'for the National Security Law Branch's approval 
and çertification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records on the following IP addresses 
for the following dates : 

b l 
b 6 
b7C 
b7A 

(S) 

S ECR^T/ORCON/NOFORN 

NSL VIO-5331 



SEC^T/ORCON/NOFORN 

To : Cou 
Re 

ifort-orrrM'i om Pietri • CûUIlt e ¥ t e X TOT Ì SOI 
:s) 12/28/2005 b l 

b7A 
b 2 
b7E 

(U) On 11/09/2001, the' Director designated the FBI official 
signing the enclosed NSL as•author!zed- to make the required 
certification. 

S) 

(U) Arrangements should be made with -the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of. the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any'manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
•request. 

should 
Xhe, Fipld Offir-P. nrinr to sprvirw thp MRT, 

If -information developed is^derogatory or 
indicates a potential, compromise of FBI interest 
RV. T-; T̂  ̂  +- ^ ^ V F R - F M ^ ^ F -I V -I TT -I I- W ^ " 

should contact FBIHQ - immediately 

or its officers may 
not nonor LIIÖ NSL or w i n a i v u i y y LÜÜ inioifmatlon to- -its 

ease 

customers,£ ]should not serve the NSL, 

(U) Any questions regarding the above can bq di reefed 
Tn I or SSA 

Should the institution be unable to fully comply 

to 

with this request due to lack of'specificity or should the' 
institution require more detailed information to locate such 

the records 
S S A I for additional information. 

Field Office should contact IA 

b l 
b7A 
b 2 
b7E 

or 

b 2 
b7E 
b6 
b7C 

SECÌ^ET/ORCON/NOFORN 

5 
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SE^ET/ORCON/NOFORN 

To : Cour]*" cm 
Re: (S! 

Çounterterrorism 
12/28/2005 bl 

b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 ' 

(U) For information only. • 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

AT 

(U) Hand-deliver enclosed National Security Letter following 
b2 procedures outlined in this EC. Upon receipt of requested 
]Q7E records, immediately submit results to IA[ 

. FBIHQ, Counterterrorism Division, CTD 
J 

/EOPS, Room 4343 

Set Lead 4 : (Info) 

AT 

(U) For information only. 

SECRET/ORCON/NOFORN 

6 
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bl 
b7A 

U.S. Department of Justice 

Federal Bureau of Investigation 

b7D 

December 28, 2005 

To whom it may concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic 
communication transactional records assigned to the IP addresses for the dates as specified below: 

(S) 
bl 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought 
is relevant to an authorized investigation to protect against international terrorism or clande'stine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the 
United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, 
employee or agent of yours from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

X 
NSL VIO-5334 



You are requested to provide records responsive to this request personally to a 
representative of th field office of the FBI. If the records provided are particularly large, 
we request that you provide this information in electronic format, preferably on a CD-ROM. Any 
questions you have regarding this request should be directed only to the| ~ ield office. Due 
to security considerations, you should neither send the records through tne man nor disclose the 
substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b2 
b7E 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

3 
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X #1073946 

ATTACHMENT 

In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be an electronic 
communications transactional record in accordance with Title 18 United States Code Section 
2709. 

Account information to include: 

We are not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided 
pursuant to this request. If the records provided are particularly large we request that you 
provide this information in electronic format preferably on a CR-ROM or DVD. 

t>2 
b7E 

3 
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