F1-542 (Rev. 01-31-2003)

SEQR¥6/0RCON/N0F0RN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/2005
To: Counterterrorism Attn: CXS/EOPS' |
Team, Room 4343 '
A/sSA| |
Attn: IT0S I/CONUS 14 bo
ssa| | b7C
ho General Counsel Attn: ©National Securlty Law Br.
6 . DGC Valerie E. Caproni
BN (e
C7E ' SA
From:l | | :
Contact: SA
Approved By:
Drafted By: |
bl
Case ID #: (S) B
s) b7A
tUhmTitle:m:§Q: ELECTRONIC SURVEILLANCE | b7E
OPERATIONS AND SHARING UNIT;
(&) b1l
: : b7A v K
Synopsiéf““)}(; To provide results of National Security Letter b4
_(NSL) dated 10/28/2005 aTdressed to] | H7D
i:T.T:l """ >< Dery Im : i
- D Y On: 1028 bl -
bTA

Reference: (S)

(ijwﬁﬁéiosure(§fz:>ﬁ§£; FD-340 containing a f the NSL dated b
10/28/2005, with the results provided by BID
éEEQET/ORCON/NOFORN

NSL VIO-5218



SE><ET/ORCON/NOFORN

To: Counrerf@rrnriqm F‘rnm-l bl

Re: (S) , 11/02/2005 b2

YT Y

BO NS

n7kE

. inistrative: Due to | |
[power outages,
[was torced tTo tempor elocate 1ts operation

[ | Consequentl
the National Securijty Letter on

bn November 2,

() petails: on 10/31/2005, SA| | received
the NSL regliesfing names, addresses, lengths of service and
electronic communications transactional records for the period

o I ; | on , hand
. delivered Chis NoL CO | |a Requested

(2 inforwatinn vermarding the website domain name: .
I jmmediately furnished. Information
pDrovide v included the following account

was unable to serve
until he returned to

information:
8

b4

bo

bicC
.b7D

GH&[\JL\U\IL‘ £ AL NSINLY

2

NSL VIO-5219



1)

S T/ORCON/NOFORN

To: Cou tortorrariam From I

Re: (S)

, 11/02/2005

bl

b7.L-DX.

bT7E

bl
bo
P4
b7C
b7D

. Accomplishment Information:

Number : 1

Type: NSL SERVED TO COMMUNICATION

- ITU: NATIONAL SECURITY LETTER

CARRIER

Claimed BjY _
SSN: b2
Name: b6
Squad b7C
n7E
SE%ZT/ORCON/NOE;ORN
3

NSL VIO-5220



ssﬁégf/ORCON/NOFORN

To: Coungartaryariom

Erome

Re: (S)

~11/02/2005

LEAD(s) ¢
Set Lead 1: (Info)
COUNTERTERRORISM
AT ATCXS/EOPS
(U) For information.
“Set Lead 2: (Info)
COUNTERTERRORISM
AT _ITOS I/CONUS 14
(U) Read and cleéar.
Set Lead 3: (Info)

1.7y

c7E

(U) Read and clear.

4

S%ﬁ‘{T/ORCON/NOFORN

NSL VIO-5221

bl

b2

b7A

b7E

9]
/
<

Read and clear.



(Rev. 01-31-2003)
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SEQRE?/ORCON/NOFORN“ ‘
FEDERAL BUREAU OF INVESTIGATIORN
Precedence: PRIORITY Date: 11/22/2005
To: Counterterrorism ) | Attn: ITOS_I/CONIIS TV/Team 16
i SSA
105 .
General Counsel 2 Attn: National Security Law Branch
DGC Julie F. Thomas
b6 uc| |
bi7C Attn: Fort Worth RA
b7E Attn: SA

From: Counterterrpricm
[EOPS lRoom 4343

I;:act: 77?]

Approved By: Hulon Willie T

. Lewis John E
Thomas Julie F
Bennett Laurie J

] b
biC
Drafted By: | | — Y
ol
Case ID #: (S) DTA
(s)
Title: ELECTRONIC SIRVETTLIANCE QPERATIONS AND SHARING
: UNIT
(S).
bl
BTA

SynopsiSE“;gs(;‘Approves the issuance of an ECPA National
Security LefTtel (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

SEEK;T/ORCON/NOFORN

NSL VIO-5222



SEéi%T/ORCON/NOFORN

To: Cou Yoyt eryyoariom Braome. Connt-ery oy rmnr am -

‘Re: (8) . 11/22/2005 b;P

iUh“”“~«,‘ Deri m _: =
;E%il D ffy On: 122 b1

' b’E

Enclosure(s): (U) Enclosed for the |Field Office is an 2
original and a copy of a Nafionzl Secnrity Iottey, dated L6
11/22/2005, addressed to | oe
[ [ o
| |requesting names, addresses, length of service, b7E
billing records, and electronic communicaticn transactional
records for the account holder assigned the 1P addresses at
the date and times specified below. -—

(&)

() - |
Admlnlstratlve ':ng This document is classified SECH@T
Portions of this’document carrying classification markings may
not be incorporated into any criminal affidavit, criminal
court proceeding or unclassified investigative file. The
information in this document is intended to be used for lead
i or background purposes only.

2.7 Some of the Intelligence provided in this
commdnitation. has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving adv1ce
and consent from FBIHQ.

(U} 3. - .ps¢C Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
‘that there is to be no further dissemination or use of FISA-
derived material in any c¢riminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

2 » | | | "o

LTE

Details: (S//NF/0C) bl
DTA

SE%ET/NOFORN

2
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To:
Re:

loNReN
~1

;j;l

éE¢nm110Rc0N/NoFoRN

Counterterrorism From: Counferterro ism
(S) , 11/22/2005

181

)

1) |

8

o tg aval | |

-3

"(c//mr/nrxl

SEBKET/NOFORN

3
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SEQ%%?/ORCON/NOFORN k?;a

To: Counterterrorism From: Counterterrorism
Re: (S) , 11/22/2005

(Q//NET/QCY

(1

'W”””‘>§5/Tha enclosed NSL covers the above referenced.[:::::::]

| TP address Snecificallv, it remuiests

rmati rding I
Also, understanding that| |may not

have malintained subscriber information for the IP address and

time period in question, this NSL also requests curreni________
subscriber information for the referenced TP address.
I—

L

This electronic communication documents the Deputy
General Counsel for the National Security Law Branch's ,
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address and the following dates and times:

IR bl

TN
[y

(U) On 11/09/2001, the Director designated the FRI
official, signing the attached NSL, to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to _produce the records
personally to an employee of the |Field Office. The
institution should neither send the records through the mail,
nor utilize the name cf the subject or any identifying )
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner. : . ' o ‘

(U)y The should remind the
institution that 1t 1s prohibited from disclosing that the FBI
has made this request.

{(U) Anv guestions regarding the above can : i ed to

FRIHO, IA| |or ssa
| Should the institution be unable to fully

comply with this request due to lack of specificity or should

SEEREE/NOFORN'
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SE\C}QET/ORCON/NOFORN N bl

To: Counterteryorism From: Counterterrorism

Re: (8) 11/22/2005

. the institution r ire more detailed information to loca®e
such records, thei Field Office should contact IA

or SSA ITor additional information. b6
biC
b2
b7E
SEC;(ET/NOFORN
3

NSL VIO-5226



SEé}é&/ORCON/NOFORN

To . Counterterxrroricom Byram. Conntaxtoryoriasm

Re: (S) , 11/22/2005
| | b1
LEAD (s) : . DA

Set Lead 1: (Info)

COUNTERTERRORTISM.

AT ITOS I/CONUS IV/TEAM 16

(JU) For information only.

Set Lead 2: (Action) v S — -
' GENERAL COUNSEL

AT WASHINGTON, DC

mo

")ﬁ; NSLIB is requested to record the .appropriate
information heeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

'AII ok

(U) Hand deliver enclosed National Security Letter

following procedures outlined in this EC. Upon receipt of bE

requested records, lmmediateiy submit results tgo IA | b7C

E;j;::::] FBIHQ, Counterterrorism Division, CTD| OPS, Room L“
D

Set Lead 4: (Info)

AT
(U) SA sn For bz
information only. b6

b7C

L7E

9

SEQQEQ/NOFORN
6

NSL VIO-5227



U.S. Department of Justice 8]

Federal Burcau of Investigation

November 22, 2005

els
biC
b4
b'7D

Dear i

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you ar¢ hereby
directed to provide the Federal Burcau of Investigation (FBI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to include existing
transaction/activity logs and account holder assigned the following IP addresses at the following dates
and times:

8] bl

b7A

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or- ‘obtained access to
information or records under these provisions.

You are requested to provide records responsive to this request personally to a representative
of thd:ﬁeld office of the FBL. If the records provided are particularly large, we request that you
provide this information in electronic format, preferably on a CD-ROM. Any questions you have
regarding this request should be directed only to the |ﬁeld office. Due to security considerations,

" you should neither send the records through the mail nor disclose the substance of this request in any
telephone conversation. ‘

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5228
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bTE




ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types ofinformation which may be considered by you to be an electronic communication
transactional record in accordance to Title 18, United States Code, Section 2709:

Any other information which you consider to be an electronic communication transactional record, not to
include the subject lines of emails. :

Iftherecords provided are particularly large, we request that you provide this information in electronic
format, preferably on a CD-ROM.

We are not requesting, and you should not provide, information pursuant to thisrequest that would disclose
the content ofany electronic communication as defined in Title 18, United States Code, Section 2510 (8).

2 NSL VIO-5229
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SEXET

NSL VIO-5230




(Rev. 01-31-2003)

SE\¢§ T/ORCON/NOFORN

FES

Precedence: IMMEDIATE
To: Counterterrorism

General Counsel né

Attn:

Attn:

Attn:
Attn:

ERAL BUREAU OF INVESTIGATION

Date: 12/06/2005

ITOS _I/CONUS 14
ssa | o
National Security Law Branch .
DGC_Julie ¥. Thomas

uc
SA
SSA IJ

'SA

Room 4343 _

6 From: Co terrg=—
o7C EOPS
o ontact: SA|

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F

'_B.E‘.D.MLLEJ.H_LLJ_

II Anss

Drafted By:

Case ID #: (S)

bl
D2

{S)

bk

(uy -
Title: % ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING

UNIT;

(S)

(-

>

SE%QET/ORCON/NOFORNf

" NSL VIO-5231



SEﬁé;T/ORCON/NOFORN

Counterterrorism e

To: Counterterrorism Frem: A
12/06/2005 DA

Re: (8)

Ty
Synopsis: - Approves the issuance of an ECPA National '
Security Létter (NSL); provides reporting data; and, 1if
necessary, transmits the NSL fcr dellvery to the electronlc
communications service provider.

iEJ>y<:

Enclosed for the Division is a copy
adndrocasad +A | I

Enclosure(s): (U)
of an NQT dataod 12/0Na/2006

TTIIS NolL 15 reguesting
isy That . backed up subqrr1h@r and transactional data for the.

| | be
provided CO Ene B

iII)” MAdministrative$wwzg*<éortions of this document carrying
classification markings may not be 1lncorporated into any
criminal affidavit, criminal court proceeding or unclassified

investigative file. The information in this document is
intended to be used for lead or background purposes only.

(T - N |
N

Details: (S//OC/NFI
' “ (S JF) The above captioned investigation was
initiated by the NDivision

| As a result of this

§E£5fT/ORCON/NOFORN
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bl

h2
b7E
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bl
b6
b7C
b7A

ol



SE&?ET/ORCON/NOFORN
bl
To: Counterterrorism From: Counterterrorism pIiA
Re: (8) 12/06/2005

(S//OC/NEY

bi
bz
b4
6] ¢)
b7C
b7k
| NRaY

(s//0c/NF)

o |

Oy

=

{U) -Arrangements should be made with the institution
receiving the enclosed letters to produce the records
personally to an employee of the[:f::::gDivision within 5
business days of receipt of this reqgues The electronic
communications service provider should neither send the
records through the routine mail service nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI.

 (U) Upon serving the NSL,[::::::;}hould remind the
electronic service provider that it is prohibited from
disclosing .that the FBI has made this request.

sg%éﬁr/ORCON/NOFORN
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SE}@T/ORCON/NOFORN |
‘bl
To: Counterterrorism From- Counterterrorism O7A
Re: (S 12/06/2005

)

/

(U) On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification. .

{U) Information received from an electronic
communications service provider may be disseminated to an
agency of the United States only if such information is
clearly relevant to the authorized responsibilities of such
agency.

........... ‘"“““”~)S{:The| |Division is reminded not to undertake
any lead or investigative]| |

bi

] ]
7,‘ 02
| THEe 1NIOIMAarLion garnere ho
from this request 1s oI a veryv sensitive nature. h7C
Additionally, | in the vb%ﬁ
Division should accompany the agent tasked with serving 7 ™
15 L to verify the procedures used for obtaining the b7A
requested data. It is crucial_that the data is obtained in a
_Esj“mahﬁer thatcannot- be detected ' : '
iUl*“wwv4w~-f}S{ Thel |Division, prior to serving the NSIL,
should | | I
[ - If information developed is LR
derogatory or indicates a potential compromise of FBI interest’
should contact
rolafy lltedlately.

(U) Any questions regarding the above can be o
directed to FBIHQ, SA| lor hé
SSA | Should the institution be unable s
to fully comply with this request due to lack of specificity biC
or should the institution require more detailed information to L7E
locate such records, the Division should contact SA

| lor ssa for additional information.
SEG?%T/ORCON/NOFORN
4

NSL VIO-5234



SEd&@T/ORCON/NOFORN

To: r“OLY\f'av-i-r:'rvr\rq Sm Yy e C nterterrOrism

Re: (8) 12/06/2005 bl
b7A

LEAD(s):

Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS 14

(U) Read and clear.

Set Lead 2: (Action)

GENERAL COUNSEL

AT NSLB

{3) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

A

oo

Set Lead 3: (Action)

oo

AT | ‘|

(U) Hand deliver the enclosed NSL by the procedures

outlined in this EC. Upon receipt of re vested records,
immediately submit results to SAl |FBIHQ,

Counterterrorism Division, CTq rEOPS, Room 4343.

Set Lead 4: (Info)

X
—

|
oo
~1 o
7]

(U) Read and clear.

oo
SECX?T/ORCON/NOFORN
5

NSL VIO-5235



=3 B bl
b7A
U.S. Department of Justice !
FFederal Bureau of Investigation
De~ember 6, 2005
b4
b7D
b6
L7C
Under thebauthority of Executive Order 12333, dated December 4,
1981, and pursuant to Title 18, United States Code (U.S.C.), Section
2709 (as amended, October 26, 2001}, you are hereby requested to-
provide the Federal Bureau cf Investigation (FBI) with the following
data: .
| | | | bl
Pursuant to a preservation letter sent to your company on o4
tSh'"’lQ/Q§/2Qp6LJ Jpreserved the subscriber and e
transactional data reldted 'tointernet web-sites] -
b7D
b7A

In accordance with Title 18, U.S.C., Section 2709(b), I certify
that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an investigation
of a United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitution of
the United States.

You are further advised that Title 18, U.S.C., Section 2709(c),
prohibits any officer, employee or agent of yours from disclosing to
any person that the FBI has sought or obtained access to information

. or records under these provisions. ’

NSL VIO-5236



You are requested to provide records responsive to this request

personally to a representative of the[:::;::]Division Field Office of
the FBI. If the records provided are particularly large, we request
that you provide this information in electronic format, preferably on

‘a DVD or CD-ROM. Any question ve regarding this request
should be directed only to the Division Field Office. Due to

security considerations, you should neither send the records through

the mail nor disclose the substance of this request in any telephone
_conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5237



ATTACHMENT

In preparing vyour response to this request, you should determine
whether your company maintains the following types of information which ~
may be considered by vyou to be an electronic communication b%
transactional record in accordance to Title 18, United States Code, b7E
Section 2709. ’

NSL VIO-5238




If the records provided are particularly large, we request that you "
provide this information in electronic format, preferably on a CD-ROM. D«
' b7E

NSL VIO-5239




(Rev. 01-31-2003)

SEdﬁgT/ORCON/NOFORN

A
Vv
FEDEML IUREAU @F ENVES‘E‘EGATIO

Precedence: PRIORITY ' : : : Date: 11/29/2005

To: ‘Counterterrdrism ‘ Attn: ITOS I/ETIU
} - b2 ITOS I1/ISLU
General Counsel "é Attn: National Security Law Brarich

G DGC Julie F. Thomas
biE Attn: | iRA : .
From: Counterterr v

EOPS Ipf\r\m A?[l"Q

I%tact? J_Kl

Approved By: Hulon Willie T

Lewis John E S 8%
Thomas Julie F , ~ - DL
Bennett Laurie J : - bo
| B7A
' b7C
Drafted By:. L
Case ID #: (S)
. (3)
(U
Titlerm:ﬁii ELECTRONIC SURVEILJJ\NCP OPERAT ONS AND SHARTNG
IUNIT
- (s)
AIN TR bl
T DbTA

Synopsis: M;EBQ} Approves the issuance of an ECPA National
Security Lett (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronlc
communications service provider.

iUJ :E§{i: Deri
Decl
sgﬁsﬁT/ORCON/NOFoRN

NSL VIO-5240.



SEGA%T/ORCON/NOFORN bl
_ _ D7A
To: - Coungartarroricm Eram: Coyinterterrorism
Re: ($) 11/29/2005
(a1
. . 4
Yo (10 _Pncinsed for the Field Office, o
1s a copy OF ional Securit b-?
Tolter. Jdated 177977005, addressed t b7E

| requesting names,
addresses, length of service, billing records, and electronic
communication transactional records for the account holder (s)
(- ..,;;,Sted below.

Administratiﬁéy~w§§§ This document is classified SEﬁéET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal
.court proceeding or unclassified investigative file. The
information in this document is intended to be used for lead.
or background purposes only. ‘

(- ‘ |
2.0 ) Some of the Intelligence provided in this
comimunication has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,

the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature.  No overt investigative steps should be undertaken
based on reported intelligence without first receiving advice
and consent from FBIHQ. '

W30 s per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval cf the Attorney
General. This information may not be disseminated for any
purpose without the prior approval cof the Federal Bureau of
Investigation.

M N | b2

b7E

Netasils: (S /DC/NEY

b
SEgﬁﬂT/ORCON/NOFORN b
b

2
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SEd%%T/ORCON/NOFORN bl

To: Coupf‘pr#prrﬁ;rﬁ sm From:- Copnterterrorism .
Re: (S) 11/29/2005
This electronic communication reduests issuance of a NS 1o 51
() obtain.information regarding-the -
Details follow: ‘ o7A
IR WA AaYal AN 7l
bl
b7h
(S//0OC/NF
bl
hTA
(S//QC/NF)
bi
06
biC
b7E
bTA
(S//QC/NF)
[eX)
b2
b6
- b7C
bL7E
L7A
szqﬁQﬁ/ORCON/NOFORN
3
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(-

(B

SEdéET/ORCON/NOFORN- : 1

To: Counterterrorism From: Counterterrorism C b7A
Re: (9) 11/29/2005
e e | I
bl
b2
o
(S//OC/NF) ] h7C
b7E
b7A

(Q/ /00 /N I |

bl
Z
b4
b7D
b7E
IRl AN FaVallh \hnl I -
b7A
T This electronic communication documents the Deputy
General Tounsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records
associated with the following website:
bl
(U) On 10/17/2003, the Director designated the official ;?2
signing the enclosed letter as authorized to make the reguired b7E

certification.

(U) Arrangements should be made with the institution
recelving the enclosed letters to produce the records
personally to an employee of the[  |Field Office. The
institution should neither send the records through the mail
nor utilize the name of the subject or any identifying

information related to the subject in any telephone calls to

SEGK%T/ORCON/NOFORN

s 4
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(-

SEYRET/ORCON/NOFORN .
Th

Re: (8) 11/29/2005

the FBI. The institution Should not contact FBIHQ direttly in

‘any manner.

(U)  The] |Field office should remind the
institution that 1t 1s prohibited from discleosing that the FBI
has made this request. :

T The Field Office, prior to serving the NSL,
shonldl |
| If information developed 1is

r Yy indica a tential ise of FBI interest
should contact

FRIHQ 1mmediately.

(U) Anv cuesiions regardinag the above can _be directed to

FRIHO, IA| [or ssa
| Should the institution be unable to fully
comply with this request due to lack of specificity or should

the institution reguire more detailed information tc locate
rds, the Field Office should contact IA
or SSA for additional, information.

SEGKET/ORCON/NOFORN
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SEB&%T/ORCON/NOFORN

TO H Cour\fnv#nvv‘r\v—i oum Lrox e fadax] Qterterrorlsm
Re: (S) 11/29/2005 bl

' b7A
LEAD(s) :

Set Lead 1: (Action)

{
GENERAIL COUNSEL

AT WASHINGTON, DC

(S) NSLB is requested to review and approve the
enclosed NSL. : ' '

Set Lead 2: (Action}

]

AT

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receippof reauested records,
immediately submit results to IA FBIHQ,
Counterterrorism Division, CTD/CXS5/EOPS, Room 4343.

Set Lead 3: (Info)

COUNTERTERRORISM -

AT WASHINGTON, DC

(U) ITOS I/ETIU. For informaticn only.

Set Lead 4: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
~(u) 1708 11[[ For information only.

b2
2

SEsng/ORCON/NOFORN
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(81|

bl
U.S. Department of Justice bhT7A

Federal Bureau of Investigation

November 29, 2005

bo
07
je)i!

b7D
Mr. ‘“"""

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to include existing
transaction/activity logs and all e-mail header information (not to include message content and/or
subject fields) for the individual(s) for whom you are providing services to host the website:

v — - : . _ - bi7A
In accordance with Title 18, U.S.C., Section 2709(b), [ certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine

intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions.

e requested to provide records responsive to this request personally to a representative
of th teld Office of the FBI. If the records provided are particularly large, we request that .

7
you provide this information in electronic format, preferably o or CD-ROM. Any questions o
you have regarding this request should be directed only to the |Ficld Office. Due to security b7E
considerations, you should neither send the records through the mai nor disclose the substance of this

request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

ATTACHMENT NSL VIO-5246 .



In preparing your response to this request, you should determine whether your company maintains the
~ following types of information which may be considered by you to be an electronic communication
transactional record in accordance to Title 18, United States Code, Section 2709:

o
P
p7E
Any other information which you consider to be an electronic communication transactional record, not to
include the subject lines of emails. )
b2
b7k

Iftherecords provided are particularly large, we request that you provide this information in electronic
format, preferably ona CD-ROM.

We are not requesting, and you should not provide, information pursuant to this request that would disclose
the content of any electronic communication asdefined in Title 18, United States Code, Section 2510 (8).
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FEDERAL BUREAU ‘@F INVESTIGATION

Date:

Precedence: IMMEDIATE 12/09/2005
To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16
: b2 SSA
‘hé 108
General Counsel b7 Attn: National Security Law Branch
ol DGC Julie F. Thomas
b7E Attn: Cyge=
o Attn: SA
SA
SA
From: Coj rterr .
/EOPS Room 4343 06
“Tontact: 1A | n7C
" Approved By: Hulon Willie T
Lewls John E
Thomas Julie F
Bennett Laurie J-
|
Drafted By: L”“
Case ID #: (S)
' (S)
- (5)
Title: ELECTRONIC SURVEILLANCE QPERATIONS AND SHARING
UNIT |
{5)
(8) o\
bl
be
b7C
SE’QQ:T/ORCON/NOFORN |
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- To: Counteriterrorism From: C

Re: (S)

e .
Synopsié?“é)&i Approves the issuance of an ECPA National
T

Security L

unterterrorism
12/09/2005

(NSL); provides reporting data;

bl
b7A

and, 1f

necessary, transmits the NSL for delivery to the electronic

communications service prov1der

1ty On

o

X

o

RN

'_‘.

e

Enclosure(s): (U) Enclosed for the Field Office
is a copy of _a National Secnrifv Tetber, dated 12/12/2005,
addressed to | o

[ |requesting names, addresses, length of -
service, billing records, and electronic communication ' ok
transactional records for the account holder assigned the IP b4
addresses at the dates specified below. b7l

o .
ij’““Administrative: :DK{ This document 1is classified_SéﬁéEg.
Portions of this document carrying classification markings may
not be inceorporated into any criminal affidavit, criminal
court proceeding or unclassified investigative file. The
information in this document is intended to be used for lead
or background purposes only.

tUJ”"QI‘WI Some of the Intelligenée provided in this .
commnitation has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,

the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving advice
and consent from FBIHQ.

in 3]”'}31 Per 50 U.5.C. S 1806 (b) & 1825 (c) of the Foreign
Intell}gence Surveillance Act (FISA), recipients are reminded
that there i1s to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This . information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

vSEﬁé?T/ORCON/NOFORN
2
NSL VIO-5249



SEd%%T/ORCON/NOFORN

To: Counterterrariam Frome:- Counterterrorism

Re: (S) 12/09/2005331
b7A

4. .

Details: (S//NT /00

(S77NF/00T]

(e / /e /or]
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SEdXﬁT/ORCON/NOFORN
bl
To: Counterterrarism From: Caunterterrorism bB7A
Re: (S} [2/09/2005

Accordingly, the enclosed NSL requests log information
associated with the TP addresses at the specified dates.l

=3y DO =

(S//NE/QCH

O oo oo
-
AN ]

‘ P

- This electronlc communication documents the
Deputy General Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP addresses and the corresponding dates:

8y |. - bl

(U) On 11/09/2001, the Director designated the FBI
official signing the enclosed NSL as authorized to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the] |Field Office. The institution
should neither send the records through the mail, nor utilize i
the name of the subject or any identifying information related b2
to the subject in any telephone calls to the FBI. The . b7E
institution should not contact FBIHQ directly in any manner.

(U) The Office should remind the
institution that it 1s prohibilted from disclosing that the FBI
has made thls request v

SEO‘%T/ORCON/NOFORN
4
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To: Counterterrcorism From: Counterterrorism b1
Re:. (S 12/09/2005 P
: oA
(-
X Thpl IF‘i;ﬂrJ Offire.. n-ior tn serving the
NS, snouldl . b2
[ | If information developed is k;ﬁ
Y71

derogatory or indicates a potential compromise of FBI interest
|should contact.

FBLHQ l1mmedlately.

(U) Anv dgllestions regarding the abhove can be_direc : to
FRIHO, 1Al or ss&

' [P

| [Should the institution be unable to fully comply :f

with this request due to lack of specificity or should the Pb
institution reggire more detailed information to locate such bi7C
records, the |Field Office should contact IA nTE

| or SSA' For additional information.

SEdéﬁT/ORCON/NOEORN
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To: Co ntertorrariam Frnme ada) ]nterterrorj_sm

Re: (8) 12/09/2005 bl

' ‘ B7A
LEAD(s) :

Set Lead 1: (Info)

COUNTERRCRISM

AT ITOS I1/CONUS IV/TEAM 16

- (U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL -

AT WASHINGTON, DC

{U) NSLB is requested to requested to record the
appropriate information needed to fulfill the Congressional
eporhlpg requ;reme 1ts For NSLs.

Set Lead 3: (Action)

b2

o b7E
AT o b6
b7

(U) Hand-deliver enclosed National Security Letter
follow1ng procedures outlined in this EC. Upon J:ec:e.m'._a.f._|
requested records, immediately submift results to IA '

| FBIHQ, Counterterrorism Division, CTD [EOPS,
Room 4543, ) - . ) ‘

b2
Set Lead 4: (Info) BIE

Al

(U) For information only.
¢¢
SQQFET/ORCON/NOFORN
6
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U.S. Department of Justice bl
b7A

Federal-Bureau of Investigation

December 9, 2005

b4
LD
be
b7C

~To whom it may concern;

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic Communications
Privacy Act, as amended, October 26, 2001), you are hereby directed to provide the Federal Bureau
of Investigation (FBI) the names, addresses, lengths of service, and electronic communication
transactional records, to include existing transaction/activity logs and all electronic mail (e-mail) header
information (not to include message content and/or subject fields), assigned to the IP addresses for the
dates as specified below: : — ‘
3l b1

b7A

In accordance with Title 18, U.S.C., Section 2709(b), 1 certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employec
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions. :

NSL VIO-5254



uested to provide records responsive to this requeét pérsdnally to a representative
of the field office of the FBI. If the records provided are particularly large, we request B2

that you provide this information in electronic format, pre a2 CD-ROM. Any questions you T
have regarding this request should be directed only to thg iﬁeld office. Due to security b7E
considerations, ybu should neither send the records through the mail nor disclose the substance of this

request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincercly,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5255



ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types ofinformation which may be considered by you to be an electronic communication
transactional record in accordance to Title 18, United States Code, Section 2709:

b2
b7k

Any other information which you consider to be an electronic communication transactional record, not to

;Yl{‘]l]f‘lp (III’\;QI“" ]fnnc (\FFI mcn']c

Ifthe records provided are particularly large, we request that you provide this information in electronic
format, preferably on a CD-ROM.

We are not requesting, and you should not provide, information pursuant to this request that would disclose
the content of any¢lectronic communication as defined in Title 18, United States Code, Section2510(8).
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SETRET/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: IMMEDIATE Date: 12/09/2005
To: Counteiterrorism v Attn: ITOS 1/CONUS IV/Team 16
: SSA
: o I0S
General Counsel . D2 Attn: National Securxty Law Branch
b7E DGC Julie F. Thomas
nE6 Attn: CYq2
= Attn: SA
biC — SA
SA

From: C(Counterterr ) -
EOPS IRoom 4343 b6

[;;;lact:_jiq | SO

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F

Bennett Laurie J
Rocpre Clenn T

bl
Drafted By: L_ o i e
Case ID #: (S) b7A
' ‘ (S) b7C
Titiéi*'}§<: LEbTQDNTF QURVFTTLANFFFOPFRATT NS AND SHARING
UNTT| o
(s)
bl
(S) ‘ bo
b7C
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To: Coupterterrorism From: Connterterrorism p724
Re: (S) 12/02/20C5

Syndpéis:wMjﬁqi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

DA s

(U)

Enclosure(s): U) Enclosed for thel Field Office is a
copy of a Nati 1 curi Letter, dat 2/12/2005
Iaddressed to
r @ ’
length or service, billing records, and electronic

communication transactional records for the account holder
assigned the IP.addresses at the dates specified below. -

Administrative: (%) This document is classified SETKEZ.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal
court proceeding or unclassified investigative file. The

_ informaticon in this document is intended to be used for lead

or background purposes only.

:hii Some of the Intelligence provided in this
communlcatlon has been obtained by techniques authorized in
the Foreign Intelligence Survelllance Act (FISA). Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving adv1ce
and .consent from FBIHQ.

T3 Per 50 U.S8.C. S 1806 (b) & 1825 (c¢) of the Foreign

Intelllgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

SE#EFT/ORCON/NOFORN
2

NSL VIO-5258

bl
b2
b4
7D
b7E



Iy

To:  Cou

Re: {(S)

| SEL%ET/ORCON/NOFORN

ferterrorism rom: Cgounterterrorism
12/09/2005 ol
b7A

NDoataislo-.

(S / /N /O

bz
bL7E
bl
bT7A

[(S//NE/OCH

bl
b7C

(S //NT/OC)

jt TA

(S//NF/OC)

bl
- b7C
b4
b7D

bl

b4
bo

p7C

SER(E T/ORCON/NOFORN
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SEGKFT/ORCON/NOFORN

To: Coynterierrnriem Fram: Coynterterrcrism -
Re: (S) 12/09/2005 RTA

_4322&;&33 The enclosed NSI, covers the agbove

referenced [P addresses.
analysis-

. Accordingly, the enclosed NSL requests log informa:igr
iSJ"aSSOClated with the IP addresses at the specified dates,

— ; ol

it o - (STTNFYOC) EOPS reguests that £ .
provide| | "

[ b o

| F. Specifically, EOPS re& 0o
(a1 “Freld-Office assist ip determining whether the refergnced IPs ol
o7

o7

e This electronic communication documents the
tUJ Deputy Genéral Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP addresses and the following dates: : '

8y b1

(U) On 11/09/2001, the Director designated the FBI
official signing the enclosed NSL as authorized to make the
required certification.

(U) Arrangements should be made with the institution .
-receiving the enclosed letter to produce the records personally bz
to an employee of the| Field Office. The institution b7E
should neither send the records through the mail, nor utilize
the name of the subject or any identifying information related
to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

SECE{E(?RCON/NOFORN
) .
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SEgRéT/ORCON/NOFORN

. bl
To: Coynterterrorjsr From: Counterterrorism HTA
Re: (S) 12/09/2005 T
(U) The Field Office should remind the institution -
that it is prohibited from disclosing that the FBI has made e
(- this request. : b7E
%“““}FX/The Field Office, prior to serving the NSI,,
should
If information developed 1s derogatory or
L2
indicat ntial compromise of FBI interest 06
should contact FBIHQ 1mmedlately. 570
. : [

(U) Anv_cuestions recarding the above can be directed to b7E
»IFBIHO. IA| lor ssa |

[ should the institution be unable to fully comply
with tThis request due to lack of specificity or should the
institution require more detailed information to logate snch
records, the| |Field Office should contact IA
or SSAl |for additional information.

: SEC?QEZORCON/NOFORN
, 5

NSL VIO-5261



sn‘o@ T/ ORCON/NOFORN

To:  CoUptestaveaviom Duome Cointerterrorism
Re: (8) 12/09/2005

b1l

b7A
LEAD (s) : ’

Set Lead 1: (Info)

COUNTERRORISM

AT ITOS I/CCONUS IV/TEAM 16

(U) For informaticn only.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to requested to record the
apbrvprlate information needed to fulfill the CO“gre551onal
report ng requirements for NSLs.

ASet Lead 3: (Action)

b2
, ' bo
M— ) L ,/7(3
. L , b7E
(U). Hand-deliver enclosed National Security Letter
following procedures outliined in this EC. Upon recei £
requested records, immediately submit results to IA
| FBIHQ, Counterterrorism Division, CTD P3,
Room 4343. '

Set Lead 4: (Info)
' b2

bR

AT]

(U) For information only.

9

SE C#Q/ORCON/NOFORN
6
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U.S. Department of .hfstice_ nT7A

* Federal Bureau of Investigation

December 9, 2005

B
B7D

To whom it may concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic Communications
Privacy Act, as amended, October 26, 2001), you are hereby directed to provide the Federal Bureau
of Investigation (FBI) the names, addresses, lengths of service, and electronic communication o
transactional records, to include existing transaction/activity logs and all electronic mail (e-mail) header
information (not to mclude message content and/or subject fields), assigned to the TP add:esses for the-
dates as specificd below:

(81
bl

b7A

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
~ intelligence activities, and that such an mvestigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, emplbyee
or agent of yours from disclosing to any person that the FBI has sought or obtained accessto
information or records under these provisions.

NSL VIO-5263



You are requested to provide records responswe to this request personally to a representative
ofthd _____ |field office of the FBI. If the records provided are particularly large, we request that
you provide this information in electronic format, preférably on a CD-ROM. Any questions you have
regarding this request should be directed only to th |:L|ﬁcld office. Due to security
considerations, you should neither send the records through the mail nor disclose the substance of this
request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch-
Office of the General Counsel

NSL VIO-5264
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ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types ofinformation which may be considered by you te be an electronic communication
transactional record in accordance to Title 18, United States Code, Scction 2709:

oo

~J [0
o

Any other information which you consider to be an electromc communication transactional record, not to
include subJect lines of e-mails.

Ifthe recordsprovided are particularly large, werequest that you provide this informationin e]ectromc
format, preferably on a CD-ROM.

We are not requesting, and you should not provide, information pursuant to this request that would disclose
the content ofany electronic communication as defined in Title 18, United States Code, Section 2510(8).

NSL VIO-5265



(Rev. 01-31-2003)

SECKET/ORCON/NOFORN

AUREAU OF !NVES?H@ATEON

FEDERAL [
Precedence: PRIORITY - . Date: 12/14/2005
/' To: Counterterrorism D2 attn: ITOS II/ISLU
General Counsel o b6 - Attn:  National Security Law Branch
biC DGC_Julie ¥, Thomas

b"i-::u Attn’:‘ SA

From: Counterterr .
. EOPS Roarm 43472

ontact: IS b6
) L7C
Approved By: Hulon Willie T
Lewls John E
Thomas Julie F .
l Bennett Laurie ﬂ
bl
b2
be
Drafted By: T bR
rafte :
b7C
Case ID #: (3) b7E
(- (S)
Tifiéf“~}}§<::ELEc RONTC SURVEILLANCE OPERATIONS AND SHARING
' UNIT; ‘
(S) o
bl
o bT7A

Synopsis: }E{: Approves the issuance of an ECPA National Security
Letter (NSL provides. reporting data; and, if necessary, transmits
the NSL for dellvery fo the elec*ronlc communications serv1ce
provider. :

o O Emmmses

I “M:FQ( Full Investigation Initiated: 05/13/2003
Admlnlstratlve This document is classified S ET. Portions of
M- -~ this document carfryihg c13551f1cat10n markings may not:be incorporated
v S%ET/ ORCON/NOF_'ORN

NSL VIO-5266
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To: Counterterrorism Eram: Counterterrorism

S?éEET/ORCON/NOFORN b1

b7A

Re: (S) 12/14/2005

into any criminal affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended to
be used for lead.or background purpcoses only.

2]”%25{;§ome of the Intelligence provided in this communication has
ob

bee ined by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

3 ‘"“?(Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. - person FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation.

a2 e |
e

o
1D

O«

. N>
Enclosure(s): (U) Enclosed for the Division is an avisingl D=
Al A g £ = QT Aot o 12/14/200b’ addressed to b/;

requesting names, addresses, length ot b7D

O SR S (o » NF) I
Netailss [S7reerfie

service, billing records, and electronic communication transactional b7E
records for the administrator of the website listed below.

——

(s//0C/NF] |

Sl

\] }__m\.
>

AN
bn@m\_um/ NUFURN

2
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SE%QET/ ORCON/NOFORN oyl

T
To: Counferierrariam From: Counterterrorism o
Re: (S) 12/14/2005
bl
b7A
b2
AL R - oTE
v e gQ )  FOPS 18 reguesting & NQT.I I
i — . : ) .
( NF) EOPS 1is specifically interested in the following
website: ' ‘
(81
(S
r I ol
(S) Accordingly, EOPS is issuing an NSL to to D4
(8] ohtain sphseriber and transactional data associated with the domain 7D
1 Looa
|:S:| e —— . ‘ _ % 0w
This request does not seek to obtain 1NIOImMaLion On VISILOIS LO LLE
website but seeks information on the subscriber and operator of the
site. : '
(- WW;>3i This electronic communication documents the Députy General
- Counstl®s Naticnal Security Law Branch approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records for the user | I Ry
. b7D
(&) : bl
L7A

~(U) On 11/09/2001, the Director designated the official signiﬁg b2
the enclosed letter as authorized to make the required certification. o

b7E
(U) Arrangements should be made with the institution receiving
the en tters to produce the records perscnally to an employee
of the Division. The institution should neither send the

records through the mail nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls

SEQRET/ORCON/NOFORN

3
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SE%RET/ORCON/NOFORN ‘

bl
To: Coynterieyrrariam Eyom. fava) nterterlrorism b]’?z}i
Re: (S) 12/14/2005

to the FBI. The institution should not contact FBIHQ directly in any
manner. C

l'““”w(Sdl |Divisjon, prior to servipag the NST, shodldl rJ

If infcrmation developed is dernaatorv or indicates a potenfial |

omise of FBI interes
[f:fffshould contact FBIHQ immediately. Upon serving the NSL,

should remind the electronic service provider that it is prohibite
from disclosing that the FBI has made this request.

i Lnd above can be directed to FBIHQO,
i | ior SSA| |

Should the institution be unable to fully comply with this request due
to lack of specificity or should the institution require more detailed

information to locate sugi cords, the[::;:::;:]Division should
contact IS or Ssgff:fjfor additional information.

SECRET /ORCON/NOFORN

4
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8 ET/ORCON/NOFORN

‘To: Counterterrorism From: Counterterrorism
Re: (3) 12/14/2005 )
‘ i
fb77
b7
LEAD (s):

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U)y ITOS II For information only}

Set Lead 2: (Action) : R

GENERAT, COUNSEL

AT NSILB .

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 3: {(Action)

N
h—s

<,

]

Yy ~d

AT

(U) Hand deliver enclosed National Security Letter following

procedures outlined in this EC. Upon receipt of reguested records,
immediately submit results to IS| ' FBIHQ,
Counterterrorism Division, CTD| FOPS, Room 4343.

124

SEQRET/ORCON/NOFORN.

5

NSL VIO-5270



ol
71

O
o
oA

P

U.S, Department of Justice

* Federal Burcau of Investigation

December 14, 2005

To Whom it May Concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the subscriber's name, address, length of service, and
electronic communication transactional records, to include existing transaction/activity logs and
all electronic mail (e-mail) header information (not to include message content and/or subject
fields), for the individual whom registered the following domain:

——
e

ile fulfilling this request, please do not disable, suspend, lock, cancel or interrupt
service to the above-described website. A service interruption or degradation may alert the
website user that mvestigative action is bemng taken. If you are not able to fulfill this request
without alerting the website owner, please contact the requester prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought
is relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted

solely on the basis of activities protected by the First Amendment to the Constitution of the
United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

You are requ rovide records responsive to this request personally to a o)l
representative of thmﬁem office of the FBI within five business days of receipt of this jelR
request. If the records provided are particularly large, we request that you provide this
information in electronic format, preferably on a CD-ROM.

| NSL VIO-5271



Any questions you have regarding this request should be directed only to the
field office. Due to security considerations, you should neither send the records thro
nor disclose the substance of this request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel




ATTACHMENT

In preparinvg your response to this request, you should determine whether your company maintains
the following types of information which may be considered by you te be an electronic
communication transactional record in accordance to Title 18, United States Code, Section 2709.

We are not requesting, and you should not provide, information pursuant to this request that would
disclose the content of any electronic communication as defined i Title 18, United States Code,
Section 2510 (8). Subject lines of e-mails are content information and should not be provided
pursuant to this request. : : : :

If the records provided are particularly large, we request that you provide this information in
electronic format, preferably on a CD-ROM.

3 NSL VIO-5273
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Precedence: PRIORITY

To: Counterterrorism
General Counsel

b2 Attn:
n7E Attn:
bé

o Attn:
p7C

From: Counferterrarism

REAU OF INVESTIGATION

‘Date: 12/13/2005
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National Security Law Branch
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SA

EQOP

Contact:

Approved By:

IRAnm 432473

I5

Hulon Willie T
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Thomas Julie F

Bennett lLaurie J

Drafted By: |_

Case ID #: (S)

bl
b
bi7C

p7A

ify On: '

ol

Administrative:. .
this document carrying classification markings may not be incorporated

This document is classified SEZﬁET.

SELRET/ORCON/NOFORN

NSL VIO-5274

{(S)
'“Tiﬁlé:mi)g( ELECTRONTC SURVFEILIANCE OPERATIONS AND SHARING
UNTT|
(S)
Synopsis: Approves the issuance of an ECPA Natlonal Security 142
Letter (NSL); provides reporting data; and, if necessary, transmits 7E
the NSL for delivery to the electronic communications service : L
provider. ' b7A

Portions of
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S%WORCON/NOFORN , '
' ' bl

To: Counterterrvorism From: Coynterterrorism -
Re: (8) 12/13/2005 b7A

into any criminal affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended to
be used for lead or background purposes only.

’”2:M“)$<;Some of the Intelligence provided in this communication has

been” obtained by technriques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
‘peen obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative sbeps'should be
undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

EB(:Per 50 U.5.C. S 1806 {(b) & 1825 (c) of the Foreign
¢nte11;gence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination cf
U.S. - person FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation.

4:*“2@ﬂ ‘ | l b2

b7E
b
Enclosure(s): (U) Enclosed for the Division is an original B7D
and a copy of a NSL, dated 12/13/2005, addressed to |
| requesting names,
addresses, lengch oL service, billing records, and electronic '
communication transactiocnal records for the aamlnlstrator of the .
”web81te listed below.
bl
b7
| 0o

Atﬁ?‘““

=

S%T/ORCON/NOFORN

2
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SEfRET/ORCON/NOFORN - bl

. ' 'b?Afv
To: Courjfertervoriasm RFraom: Connterterrorism
Re: (8) 12/13/2005
{8
(0h = CTeesmE ROPS is requesting a NSL
. ol
bz
o , T , ) b7k
- (S NF) EOPS is specifically interested in the following
website: T
) (8| o | S
? : jol/]
(e — I o D7A
~ Accordingly, EOPS is issuing an NSL tof | to L2
cbtaifn subscriber and transactional data asscciated with] o7E
(o
(I o This electronic communication docﬁments the Deputy General
Coun National Security Law Branch approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
fransactional records
1
|3
(U) On 11/09/2001, the Director designated the official signing
the enclosed letter as authorized to make the required certification. ol
: ' : bi7A
© (U) Arrangements should be made with ‘the institution receiving o2
" the e letters to produce the records personally to an employee =g
of the Division. The institution should neither send the T

records through the mail nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls

SE%EET /ORCON/NOFORN
5
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S%%RET/ORCON/NOFORN

To: Counterterrorism From: Copnterterrorism |
Re: (8) 12/13/2005 DIA

to the FBI. The institution should not contact FBIHQ directly in any
manner.

%“mﬁ| |Division, prior to serving the NSI, should| |

4 |

Tf information developed 1s _dercgator Y 1ndicaLes a potential
compromise of FBI interestl |

should contact FBIHQ immediately. Upon serving the NSL, v
should remind the electronic service provider that it is ;b6
prohibited from disclosing that the FBI has made this request. b7C
(I Anv anestions regarding The above can be directed to FRIHO :b/;E

14 [or ssal
Should the 1nstitution be unable to fully comply with this request due
to lack of specificity or should the institution require more detailed
informatiqn to locate such records, the[::;:::J Division should
contact IS or SSA[:::]for additional Information.

SEQ&ET/ORCON/NOFORN
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SE/:t{zET /ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 12/13[2005

] pa

oo
T

LEAD (s) :
Set Lead l; (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) 1ITCS II{::::] For information only.

Set Lead 2: (Action)

GENERAL COUNSEL
AT NSLB

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressioconal reporting requirements for NSLs.

Set Lead 3: (Action)

| 2
ar] | | o o

(U) Hand deliver enclosed National Security Letter following biC
procedures outlined in this EC. Upon receipt of regpested records,
immediately submit results to IS] |FBIHQ,
Counterterrorism Division, CTD| f-:O0PS, Room 4343.

44
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U.S. Department of Justice ~ |y7A

Federal Bureau of Investigation

" December 13, 2005

To Whom it May Concern:

b :J] Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
jb: Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
b7D Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide

the Federal Bureau of Investigation (FBI) the subscribers’ names, addresses, lengths of service,
and electronic communication transactional records, to include existing transaction/activity logs
and all electronic mail (e-mail) header information (not to include message content and/or subject
fields), for the individual(s) who registered the following domains:

While fulfiling this request, please do not disable, suspend, lock, cancel or terrupt
service to the above-described websites.. A service interruption or degradation may alert the
websites' users that investigative action is being taken. If you are not able to fulfill this request
without alerting the websites' owners, please contact the requester prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought
is relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Constitution of the
United States. -

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

representative of th eld office of the FBI within five business days of receipt of this 1,7
request. If the records provided are particularly large, we request that you provide this
information in electronic format, preferably on a CD-ROM.

You are requested to provide records responsive to this request personally to a n2

SAVIO-5279



Any questions you have regarding this request should be directed only to the]

ficld

office. Due to security considerations, you should netther send the records through
disclose the substance of this request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy Genceral Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5280
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ATTACHMENT

In preparing your response to this request, you should determine whether your company maintains
the following types of information which may be considered by you to be an electronic
communication transactional record in accordance to Title 18, United States Code, Section 2709.

Account information to include:

b_.
I,

We are not requesting, and you should not provide, information pursuant to this request that would

disclose the content of any electronic communication as defined in Title 18, United States Code, -

Section- 2510 (8). Subject hnes of e-mails are content information and should not be provided
pursuant to this request.

If the records provided are particularly large, we request that you provide this information in
electronic format, preferably on a CD-ROM.

NSL VIO-5281
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To: Counterterrorism }32 Attn: ITOS I1I

General Counsel bTE Attn: National Security Law Branch-
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bt Attn: CY-1
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(S)
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(S)

SynopsiST“;ES<¥ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if .

necessary,

transmits the NSL for delivery to the electronic

communications service provider.
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sggﬁ;T/ORCON/NOFORN

To: Counferterrorism From: Counterterrorism . .
Re: (S) 12/13/2005 . Ol

|:|::I ’ | b7A

Enclosure(s): (U) Enclosed for the[_______ |Division is an L7E
original and a copy of a NSL, dated 12/13/2005, addressed to bd

| vp

|reqLest1ng names, addresses, length of serv1ce,

billing records, and electronic communication transactional

Mrecoras for the administrator of the website listed below.

Administrative:"'}%ﬁi This document is cla551fied SEQRET
Portions cf this document carrying classification markings may
not be incorporated .into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2. {X) Some of the Intelligence provided in this communication
~has Keen obtained by techniques authorized in the Fcreign

Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of -
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without flrs* receiving advice and consent
from FBIHQ.

'S;MH}ﬁigPer 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
11

Inte ence Surveillance Act (FISA), recipients are reminded .
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or

_dissemination of U.S. - person FISA-derived information to any

foreign gcvernment without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the Drlor approval of the Federal Bureau of
Investigation.

'4;“~}§ﬁ1

7 . A v b2
Details: (S//OC/NF)| b7E

H1

S%;}ET/ORCON/NOFORN
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| SEﬂéﬁT/ORCON/NOFORN

To: Coupterterroriem Fram: Counterterrorism D1

Re: (S) 12/13/2005 . b7A
(S//0C/NF)
ts I ...... s I 1
DTA
b2
ﬁb"‘
(S//OC/NF)

(S//OC/NF) EOPS is specifically interested in the following

website: | h | | “ :
(U) oueries [ o lewaol ] b

has an IP-address| — | bIL

I bIE
b7A

iShﬂ_mhhu_ (S//OC/NF) Rccordingly, EOPS is issuing an NSIL td I

| umn_i|to obLaln subscriber and transactional data
associated with th |

(8] | I

—

I

30D

~
Sy

(T -

oo ::rj' o
T

This electronic communication documents the Deputy
General Counsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records for the
user con+ractlng with Ito register the
website: : -

SE/RET/ ORCON/NOFORN
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VS%z;ET/ORCON/NOFORN

To: Couqtertérrorism From: Counterterrorism
Re: (8) 12/13/2005 bl

b7A

{U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification. ' ’

(U) Arrangements should be made with the institution ' 0Z
receiving the enclosed le r produce -the records personally pTE
to an employee of the FBIi Division. The institution .
should neither send the reccords through the mail nor utilize the

name of the subject or any identifying information related to the

subject in any felephone calls to the FBI. The institution
should not contact FBIHQ directiy in any manner.

\I\S\{l |Div1’qﬂ'('m prior o serving the NSI., shonld

| 1f information developed is derogatorv or bf
indicates a potential compromise of FBI interest | Ib]E
should contact FBIHQ immediately.
Upon serving cthe NSL, should remind the electronic
service provider that It iIs prohibited from disclosing that the
FBI has made this request.
(U) An vestions regarding the above can be directed t nZ
FBIH IA or SSA , nTE
| Should the institution Te unable to fully comply with "1E
this request due to lack of specificity or should the institution :h7C‘

Division should contact IA
additional information. '

require more detailed information to locate such records, the
or SSA[ | for

SECRET/ORCON/NOFORN
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SE?éET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (8) 12/13/2005
b1 |
: bin
LEAD (s) : b2

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(u) 1T0s 11/[___] For information only.

Set Lead 2: (Action)

GENERAL COUNSEL .

AT WASHINGTON, DC

(U) NSLB 1s requested to requeSted to record the
appropriate information needed to fulfill the Ceongressional
reporting requirements for NSLs.

Set Lead 3: (Action)

bZ

b7E

AT ]2

o , b7C

(U) CY-1. Hand deliver enclosed National Security

Letter following procedures outlined in this EC. Upon receipt of
requested records, immediately submit results to IA

| FBIHQ, Counterterrorism Division, CT EOPS, Room
4343, R

Set Lead 4: (Info)

oo
~1 N)

tr]

(U) For information only.

124
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(Rev. D1-31-2003)

FEDERAL &

Precedence: IMMEDIATE

To: Counterterrorism

General Counsel

SE?KET/ORCON/NOFORN

Date: 12/22/2005

Attn: ITOS I/CONUS IV/Team 16

IUREAU OF INVESTIGATION

58A
108

Attn: | /EOPS

Room 4343

Attn:  National Security Law Branch

DGC Julie F. Thomas

nl
o2
b7E

b7A

o4

Attn: SA
E SA
. SA
6 | —] .
7C From:
TA
Contact: SA
Approved By:
Drafted By: L bar
- Case ID #: (S)
' (s)
()
'“Title:~:)sz: ELECTRONTC SHRVETTIANCE QOPERATIONS AND SHARING
UNIT
(8) bl
b7A
Synopsiss:- . To report of lead covered.
S G ool
- Sify On: ;- '
Reference: (S)
(S)
(s)
Enclosure(s):”l}éﬁ\ For OPS

results provided byl

'SESXET/ORCON/NOFORN
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To: Counterterrorism  From: ' - ﬁbi
Re: (S) 12;22/2oo5vb@

SEqéET/ORCON/NOFORN

TE
bTA
(-
Details:":>§i Sa served an NSL td for
the following IP addresses:
The results are enclosed’for / EOPS Room

4343,

SEgééT/ORCON/NOFORN
2.
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SEyéT /ORCON/NOFORN

: 0
To: Counterterrorism From: | | b2

Re: (3) 12/22/2005 h7E

LEAD (s) s
Set Lead 1: {Info)

" COUNTERTERRQORISM

AT WASHINGTON, DC

(U) ITOS I/CONUS IV/TEAM 16. For information only.
Set Lead 2: (Info}

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For ‘information only.
Set Lead 3: (Info)

COUNTERTERRORTISM

AT WASHINGTON, DC

() - : . :
- . Information obtained from NSL served tol I

| on the IP addresses requéested are enclosed for , .
» Foom 4343. . bd

b71

[ @

Set Lead 4: (Info)

oo

7E

AT

(U) For information only.
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SEC*ET/ORCON/NOFORN
 FEDERAL BUREAU OF INVESTIGATION
Precedence: Priority Date: 12/13/2005
To: Counterterrorism b2 " Attn: ITOS II/ISLU
General Counsel b7E Attn: National Security Law Branch
bé DGC Julie F. Thomas
e Attn: Cyber Sanad
b /'\_, . SA
SA

From: Counterterrgrism
EOPS I VRoom 4343
ontact: IA|

Approved By: Hulon Willie T
’ Lewis John E

Thomas Julie ¥
Ronnett Tanrie (T

bl
o]3}
, o7C
Drafted By: bon bR
Case ID #: (S)
(S)
Tit‘le:v-....>5< ELECTRONIC SURVEILIANCE OPERATIONS AND SHARRING
UNIT ]
bl
(5 b7A

Synopsis: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
‘communications service provider. '

41 R : v
o Deriv : -3 ,

SE?F@T/ORCON/NOFORN
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SE?éET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism - jo
Re: (s) 12/13/2005 W

Enclosure(s): (U) Enclosed for the[::::::]Division is an oriaginal
and a copy of a NSL, dated 12/13/2005, addressed td | b2

1 I b7E
|requesting names, addresses, liength of service,

o e |

b
p1lling records, and electronic communication transactional .bi
records for the administrator of the website listed below. b7D

’Administrative:¥~>$(; This document is classified.SEiﬁET.

Portions of this document carrying classification maykings may
not be incorporated into any criminal affidavit, criminal courft
proceeding or unclassified investigative file, The information
in this document is intended tc be used for lead or background
purposes only. '

’“21”~2§i Some of the Intelligence provided in this communication
e

has eén obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ. .

37 B¥ Per 50 U.5.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FiSA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

[

Détéils:~~( F) Since January 2005, Electronic Surveillance
Onerations”and Sharina IInit (EOPSH ] ) o2

SEC#ET/ORCON/NOFORN

2
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sEﬁiﬁT/oRcon/NOFQRN

TO . Cou toart ooy om Eyome vf‘hn rlterterrorlsm L")?A
Re: (S) 12/13/2005 )
o/ /O /NEY J
(1) (S/ NF) EOPS 1s reguesting an NSL
iUﬁ“””“ ~:I§ZZE€¢NEI:%OPS is specifically interested in the following
website: ' : ' : .
j ' e , o
A |
/ N\
tUj ”ZEZ?BE#NEEjAccordinqu, EQOPS is issuing an NSL to

| to obtain subscriber and

iSj Transactional data essociated with the.-websitef |

(]

= |

[ IR -;)&i;This electronic communication documents the Deputy
General

ounsel's National Security Law Branch approval and

certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactlonal records for the

SEQRET/ ORCON,/NOFORN

3

NSL VIO-5292

oot o
NS

-

hH7E

bl
b4
b7D
bTA
b2
b7E



‘ SE(y\ET/ORCON/NOFORN

To: Counterterrarigm Fram: Copynterterrorism bl
Re: (8) 12/13/2005 : bR
b4
pTD
user contracting with to

register the website:

iSJ,

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records persconally
to an employee of the FBI Division. The institution should
nelther send the records through the mail nor utilize the name of
the subject or any identifying information related to the subject . .
in any telephone calls to the FBI. The institution should not ;b4
contact FBIHQ directly. in any manner. b7E

"“>)SIT | Division, prior to serving 'the NSL, should

|
| If information developed 1s derggatorv or

indicates a potential nise of FBI interest |
[ | should contact FBIHQ immedilately.

Upon serving the NSL, | should remind the electronic service

provider that it is prohibited from disclosing that the FBI has

made this request.

-

(U) Anwv gnestiong regarding the above can bg-dixactod o ‘fq
FRIHO, IA or SSA .
Should the 1nstiturtion be unable to fully comply with jb’E
Thnis recuest due to lack of specificity or should the institution b6
reguire more detailed information such re the bBIC
Division should contact IAlff:ifffff] or SSA for ‘

additional information.

SE@Xé&/ORCON/NOFQRN
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SEQQFT/ORCON/NOFORN-

To: Counterterrorism From: anjterterrorismvb
Re: (S) 12/13/2005
bl
LEAD (s) : bia
sk b2

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) -ITOS II4[:::] For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC
(U) NSLB is requested to requested to record the

appropriate information needed to fulfill the Congressional
reporting réquirements for NSLs.

Set Lead 3: (Action)

-
)

e N

E

O T C

AT

~

—

: . : ' O
(U) Hand deliver enclosed National security Letter

following procedures cutlined in this EC. Upon rece; f ’
requested records, immediately submit .results to 1A
FBIHQ, Counterterrorism Division, CTD EOPS, Room

4343.
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FD-542 (Rev. 01-31-2003)

FEDERAL B
Precedence: Routine . | Date: 12/21/2005.
To: Counterterrorism . Attn: IA |
. ' EQOPS rm 4343
From:
; Cyber
D} -~ . contact: sal 0

ot

b E Approved By:

b6 Drafted . | R
CnTe rafted By:
bTA Case ID #: (S)
(S) : v
I:U:I (U) ZBBE [IUSE5-CF STATS (rending)
Tiéié}vc>§€ ELECTRONIC SURVEILLANCE QOPERATIONS AND SHARING
" UNIT; o
(S)
e
| Synopsis:“:?§L Service of an NSL dated 12/13/2005 served to
| | |
bl
- References: (S) , b7]
R | Deri From _: =
|:U:||:T-T:I >< Dec Ty : X1
Enclosure(s):’ )5( Enclosed for EOPS is a 1-A envelope containing a
. .. CD-Rom with the subscriber 1nformatlon recelved from |

D4 .
h7E wMDetailsfwgkgi On 12/19/2005, National Securitv Tetter dated
ith 12/13/2005 was served on

i’)l\;
b4 - - _
b7D s’ on 12/20/2005, obtained NSL results from|

| bn a CD-ROm. Om 12/20/2005) |sent via FBINET.

Sé}ﬁgT

NSL VIO-5295



SECKET

oy
-d N B

1

To: Couptaxtarvayriom Deam
Re: (S) TZ2721/2005

oo o

N
h

an electronic copy of the subscriber records to EOPS
considers the lead covered. :

SEcgég

[\

NSL VIO-5296




: o SE%ET
To: Countaxi arirorilom T -

Re: (8) 12/21/2005

Accomplishment Information:

_ : bi

"Number: 1 : - 37

Type: NSL Served to nTE

ITU: . -

Claime be
SSN: ' B7C
Name: h7A
Squadq

NSL VIO-5297



SEQRET

bl
To . Countexterroriam Eyom - b)

b7 A
LEAD(s) :

Set Lead 1: (Info)

Counterterrorism

(U) Read and clear.

144

NSL VIO-5298
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(Rev. 01-31-2003) o . -

tU],

'ASEeﬁés/ORCON/NOFORN
FEDERAL

BUREAU OF INRVESTIGATION

Precedence: IMMEDIATE Date: 12/20/2005

To: Counterterrcorism Attn: ITOS III |
General Counsel i.n Attn: National Security Law Branch-

, DGC Julie F., Thomas
O7E attn: sA
ol IA
h7(C Attn: Cyber Squad

From: Caoun terrarism
EOPS| Room 4343
Contact: IA

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J

Drafted By: lica

Case ID #: (3)

(S)
Tftlef'~>x€ ' ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 1,7,
oNT | b7A
(s)
o |

Synopsis:“>X€% Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communicaticons service provider.

e ) Dera m
m o X =
sEI#nMORCON /NOFORN

NSL VIO-5299

b1
b2

b7E
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(R

Iy

() -

SECRET/ORCON/NOFORN
To: Countertreyrariam Fxrom.- Caunterterrorism _
Re: (S 12'/20/2005 . ' nl
b2
,b?E
Q /R

Enclosure(s): (U) Enclosed for the| |Division 1s an
A1 nal PRV LTt 2N ¥ £ = NCT P RV N O SoTAWAS T AT ALY Ao coal

'va/D

requestlng nallies, daaresses, 1ellglil Ol service, DILTI1I1IJ
records, and electronic communication transactional records for
the uvniform resource locator (URL) listed below ’

Admiﬁiéffétivefm{>g£L This document is class1f1ed SBQﬁET —
Portions of this ‘document carrying classification marklngs may
not be incorporated into any criminal affidavit, criminal court
proceedlng or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2g””2§<:50me of the Intelligence provided in this communication
has beenh obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first recelv1ng advice and consent
from FBIHQ. ‘

3o Per 50 U.s.C. S 1806 (b) & 1825 (c¢) of ‘the Foreign
Intelllgence Surveillance Act (FISA), recipilents are reminded
that there is to be no further dissemination or use of FISA-

" derived material in any criminal investigative activity, or

dissemination of U.S. - person FISA-derived information tc any
foreign government without prior approval of the Attorney

.General. This information may not be disseminated for any .

purpose without the prior approval of the Federal Bureau of
Investlgatlon '

PR ' ]

Detoile: o/ /e sncal l— b/E

b7A

bl

SEPRET/ORCON/NOFORN

2
e

NSL-VIO-5300



'-To;
Re:

(-

Couptertaerrariam Kyaom. fal unterterrorism

LTA

(s) 12/20/2005 ol

12

o
NGNS

=

(S//NF/0C)

Sﬁ?ﬁEI/ORCON/NOFORN
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()

Re: (8) 12/20/2005

SE&‘%T/ORCON/NOFORN

To: Coupterterrorism From: Counterterrorism

bl

'":}Si:This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reportlnq
purposes, the enclosed NSL seeks subscrlber/bllllng
records/electronic communication tfransactional records on the
following URL: : ’

bl

(U) On 11/09/2001, the Direczor designated the FBI official
signing the enclosed NSL as authorized to make the required
certification.

() Arrangements should be made with the institution
receiving the encloseddetter ta produce the records perscnally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying informaticn related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner. o

(U) The Field Office should remind the’
institution That 1T 1s preohibited from dlSClOSlng that the FBI b7
has made this request . : r7E

jﬁ{fThe Field Office, prior to serving the NSL,
should| |

| If information develioped 1s dercgatory or

ingicates a potential compromise of FBI ‘interest | [
should contact FBIHQ

immediately.

o~
Nel

1

' (U) An uestions regarding the above canpbha-diractad £o :b Te
TRIHO. T2l | or SSA N
ou € 1lnstltutlion be unhable to IUlly comply with b2

This reguest due to lack of specificity or should the institution L7E

reaunire more detalled information to locate such records, the

Office should contact IA[::::::::]or SSA

addlitional 1ntrormation.

Sék?;T/ORCON/NOFORN
4
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SE&QET/ORCON/NOFORN

To: Copbaxbarrariom Team. [ unterterrorism

Re: (S) 12/20/2005
ol
LEAD (s) : L2
| b7A

Set Lead 1: (Info)

COUNTERRORISM

AT ITOS 1;4:::::]

(U) For information only.

-

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB 1s requested to requested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action)

aT] |

(U) Hand-deliver enclosed National Security Letter B2
following procedures outlined in this EC. Upon receipt of . =

reguested records, immediately submit results to IA : b7k
[ ], Cownterterrorism Division, czb [EOFS, Room b6
. S S biC

Set Lead 4: (Info)

AT WASHINGTON DC

(U) SA L IA For information
only.
6
SEéﬁ%s/ORCON/NOFORN
| 5

NSL VIO-5303
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e

U.S. Department of Justice

Federal Bureau of Investigation

December 20, 2005

To whom it may concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic
communication transactional records, to include existing transaction/activity logs and all
electronic mail (e-mat}) header information (not to include message content and/or subject fields),
for the uniform resource locator (URL) listed below:

In accordance with Title 18, U.S.C., Section 2709(h), I certify that the information sought
1s relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Cons‘ututlon of thc
United States.. : ~

You are further advised that Title 18, U.S.C. , Section 2709(c), prohibits any offi é'ef

’ employee or agent of yours from disclosing to any person that the FBI has sought or obtamed
aceess to information or records under these provisions. :

' You are requested to provide records responsive to this request gersonally toa
representative of thcl Ifield office of the FBL. Ifthe records provided are partmularly
large, we request that' you provide this information in electronic format, preferably on a CD- ROM

r DVD' Any questions you have regarding this request should be directed only to thela;l
I;Iﬁeld office. Due to security considerations, you should neither send the records t roug,h
the matl nor dlsclose the substance of this request in any telephone conversation. :

Your cooperation in this matter is greatly appreciated.

Sincerely, -

J uﬁe F. Thomas .

Dty /Gigngap 4 ounsel
National Security Law Branch

Dffice of the General Counscl

7




ATT‘ACHMENT

In preparmg your response to this rcquest you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactlonal record n accordance with Title 18 United States Code Section
2709.

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request. If the records provided are particularly large we request that you

~ provide this information in electronic format preferably on a CR-ROM or DVD.

~1 DD

=]

fa
s

NSL VIO-5305
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SEéLET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence:

IMMEDIATE b2 bate: 12/20/2005
To: Counterterrorism D7E  Attn: ITOS IIA:::::]
General Counsel - b6 Attn: National Security Law Branch
7C ) DG _Inlie F  Thamas
7'~ Attn: sA
1A
Attn: ssH
— - sa
From: Counterterrorism .
: JEOPS lRoom 4343
ontact:
. Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J .
I | bl
[ bz
RIE
‘be
Drafted By: L_ cd b7C
b7A

Case ID #: (S

(Ui~ Titles N

(S).

(I

ynopsis ;}&(
Security Lé&tter (NSL); provides reporting data; and,
necessary, transmits the NSL for delivery to the electronic

ool ]

- BApproves the issuance of an ECPA National

communications service provider

mo

Derlve
Yy On:

g‘fT/ORCON/NOFORN
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SEgkﬁ%/ORCON/NOFORN

-To: Coysseses : Lacazm “Duntertérrorism
Re: (8} 12/20/2005 o
fol!
v , ' : " . - DTA
I o
™ n4
Enclosure(s): (U) Enclosed for thel |Division is .an p7D
oricinal anA o ~~nyg ~F 2 NQT AdAatod 08 addrecsced o
h irequestlng names, addresses, lengLh 01 service,

billing records, and electronic communication transactional ‘

records for the uniform resource locator (URL) and file listed

below. . '
iUwa-mwnmm_“ ' " 4
Administr5£ive:~:}s(; This document is classified szcﬁ&y.
Portions of this“document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is 1ntended to be used for lead or background
purposes only

tUj'“2L‘“EX( Some of the Intelligence provided in this communication

has been obtained by techniques autnorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the . -
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHOQ. ’ S o

{3, )éi Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

-~ ©  Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-.
derived material in any criminal investigative activity, or.
dissemination of U.S. - person FISA- derived information to any
foreign government without.prior approval of the Attorney
General. This information may not be disseninated for any
purpose without the prlor approval of the Feceral Bureau of
Investigation. .

11 R

— - b2
ISF ‘II Qgtaii&f"wT§7TNEf@fr| | bTE

bTA
bl

SEEE?T/ORCON/NOFORN
, |

NSL VIO-5307



- SE&T/OR_CON(/NOFORN
Frnm~\ Counterterrorism

To: Counterterrariam
, Re: (S) 12/20/2005
: ol
U T | o
(&)
(L |
B s ) |
|:S:| l |
b4
J 7D
| ‘ bTh
(S//NF/0OCY  The enclosed NSL éoversl | bgﬂ
| EOPS bT7E

AN LYS LS ulqiu =am=acy

Accordingly, TNE €NCIOSEN NSL TEJUESTS. 10

Tnitormacion associated

with this URL and file, |

SEQKET/ORCON/NOFORN

3

- NSL VIO-5308
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m

To: Coﬁﬂfprknrrnviem

éEgﬁéE/ORCON/NOFORN

Pyome

Counterterrorism

Re: (s

12/20/2005

bl

PITA

'“Gﬁi

This electronic communication documents the Deputy

General Counsel for the National Security Law Branch’s approval

and certification of the enclosed NSL.
the enclosed NSL seeks subscriber/billing
records/electronic communication transaCtlonal records on the

purposes,

following URL and file:

isjnm“
On 11/09/2001,

{U)

signing the enclosed NSL as authorized to make the requlred

certification.

{U) Arrangements should be made with the institution

For mandatory reporting

the Director designated the FBI official

receiving the enclosed letter to produce the records personally
The institution

to an employee of the
should neither send t
name of the subject or any identifying information related to the
The 1nst1tutlon should

ne recora

Field Office.
s through the mail, "

subject in any telephone calls to the FBI.
not contact ¥BIHQ directly in any manner.

nor utilize the

(W) Tbe[:::::::]Fleid Office should remind the institution
that it is prohibited from dlSClOSlng that the FBI has made this

request.

shoufd |

”;)Sf/Thel |Field Office, prior to serving the NSL,

(U)

FRIHQ, 1A|

Anv aquestions regarding the above

o)a
le

this request due to lack of spec1£1c1ty or

aaditional information.

SEQRET/ORCON/NOFORN

4

NSL VIO-5309

can
SSA

| If 1nformation developed 1s I
indicates a potential compromise of FBI interest

I

or

| |[should contact FBIHQ immediately.

be directed fto

to fully comply with

should the institution
require more detailed information to locate such records,
Field Office should contact I

the

or SSA

for

-1 N

ol

O T

bl
bL7A

o2
-~ [N
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o

O
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)
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;sEXR“ET /ORCON/NOFORN

‘TO: Couﬂﬁ-nvi-m'v-v- — 3 o AmEVPRN fal unterterrorism

' Re: (S) 12/20/2005
~ LEAD(s) : o1
Set Lead 1: (Info) oA
' D2
COUNTERRQRISM
AT ITOS IT

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to requested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

NS

Set Lead 3: (Action)

[

3y

SN CHNONR O

-1

-2

AT

(U) Hand- dellver enclosed Natilonal Securlty Letter
follow1ng procedures outlirned in this EC. Upon receipt of

regiles records, immediately submit results to IA ) |
FBIHQ, Counterterrorlsm Division;, CID , Room .

4343,

Set Lead 4: (Info)

AT_WASHINGTON DC

(U) SA IA For iﬁfofmatioh
only. .
*» »
SEC%T/ ORCON/NOFORN
5

NSL VIO-5310
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U.S. Department of Justice

Federal Bureau of Investigation

December 20, 2005 bl

To whom it may concern:

- Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electromc
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to prov1de
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic
‘communication transactional records, to include existing transaction/activity logs and all
electronic mail (e-mail) header information (not to include message content and/or subject fields),
for the uniform resource locator (URL) and file listed below: -

Bl

In accordance with Title 18, U.S.C., Section.2709(b), I certify that the information sou0ht
is relevant to an authorized investigation to protect against international terrorism or clandestme
intelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Constitution of the

United States.

" . Youare ﬁthher advised that Title 18, U.S.C., Section 2709(c), prohibits any officer,
. employee or agent of yours from disclosing to any person that the FBI has sought or obtamed
access to information or records under these prov1510ns

" You are requested to provide records responswe to this request personally to a

representative of th ield office of the FBI. If'the records provided are particularly- ,
large, we request that you provide this information in electronic format, preferably on a CD-ROM- :.b2
or DVD. Any questions you have regarding this request should be directed only to thm L7E
field office. Due to security considerations, you should neither send the records through the mai :

nor disclose the substance of this request in any telephone conversation.

Your cooperation in this maiter is greatly appreciated.

Sincere ly,

~ Julie F. Thomas

Dﬁ\glty\ﬁsﬂ ounsel
Nationa ecﬁl?lit)g Law Branch
Office of the General Counsel



ATTACHMENT

In preparing your response to this request, you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section
2709.

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request. If the records provided are particularly large we request that you
provide this information in electronic format preferably on a. CR-ROM or DVD.

NSL VIO-5312

b

i



(Rev. 01-31-2003) )
SEcﬁﬁqfoRcon/NOFORN

BUREAU OF INVESTIGATION

FEDERAL
Precedence: IMMEDIATE . >  Date: 12/20/2005
To: Counterterrorism ' b7E: Attn: ITOS 11/ ,
General Counsel - bo Attn: National Security Law Branch
b7C DGC_Julie F. Thomas
Attn: SA
- IA

Attn: Squad 8 - Cyber

——~ From: Counterterrorism .
| |JEOPS] IRanm 4343
Contact: IA

- Approved By: ‘Hulon Willie T
Lewils John E
‘"Thomas Julie F
Bepnett {gurie J

) D7A
02
Drafted By: | L4ca o é 2
g o 0
Case ID #: (S) v7C

(S)

()

Tifié:»,}§<: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
. UNIT | .

(S)

Lok I

Synopsis:“:)§i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for dellvery to the electronlc
communications serv1ce prOVLder .

SEQKET/ORCON/NOFORN

NSL VIO-5313
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SES&%{/ORCON/NOFORN

To: Counterterrorigsm From: Counterterrorism

Re: (S) 12/20/2005
Enclosure(s): (U) Enclosed for the Division is an origina.
and a copv of 8 NST. dated 12/20/200n——=milresased tn

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
uniform resource locator (URL) and file listed below.

Administrative: . This document is classified SEC

Portions of this document carrying classification markings may
not be inccrporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only. .

Zmr;IS(:Some of the Intelllgence Drov1ded in this communication
has been obtained by technigues authorﬁzed in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

31““}3( Per 50 U.S.C. S 1806 (b} & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination c¢f U.S. -~ person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation. . :

4. sy~ |

bl
ﬁb/zx

~

b7E
b4

7D

N

SECRET/ORCON/NOFORN
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NSL VIO-5314
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SEC%%T/ORCON/NOFORN

To: Counterterrvorism From: Counterterrorism

Re: (8§ 12/20/2005 . - - bl
| | b7
(-
SO/ NT]
tLP"“~\fr%+¢ch«ﬁﬂ’ |

in“i“”'””“EiZQfﬁﬁij I

[S//NF/OCS The enclinged NS ~overs the

| Eops

Analvsis 1naicaresl

enclosed NSL requests log inrormacion associated with this URL

| Accordingly, the

and file]

'SECXET/ORCON/NOFORN

3

NSL VIO-5315
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sE&X@T/ORdON/NOFORN

To: Couptertervoriem From: Counterterrorism

Re: (8) 12/20/2005
bl
b7A

%“EB<;This electrcnic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
and certification of the enciosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following URL and file:

JO NN

DA

(Uy On 11/09/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required

certification.

tU):”

(U) Arrangements should be made with ‘the institution
receiving the enclosed le: r to produce the records personally
to an employee of theﬁé:ff;iField'Office. The institution should
neither send the records through the mail, nor utilize the name
£ the subject or any identifying information rélated to the
subject 1n any telephone calls to the FBI. The institution should o
not contact FBIHQ directly in any manner. ' ;b@

‘ . . ' ' - LTE
(U) The Field Office should remind the institution 6

that it is prohlbl-ed from disclosing that the FBI has made this T
request. o ‘ ' i

»~>}Sf‘Th4 |Field'0ffice, prior to serving the NSL, should

|
|If information developed is .degogatorv or

indicates a potential compromise of FBI interest |

| | should contact FBIHQ immediately.

(U) An uestions regarding the above can_he directed tq.
FRIHO, I |or ssa

Should the institution be unable to fully comply with

This request due to lack of specificity or should the institution

r ire more detailed information to lg such records, the:
'[:ffff:ijield Office should contact IA or SSA[ ]for

additional information.

'SECQ‘T/ORCON/NGFORN

4

NSL VIO-5316



_SEéy@T/ORCON/NOFQRN

To: (Counterterrorism From:  Counterterrorism

Re: (8 12/20/2005
S bl
 pTA
o " bZ
- LEAD({s):

Set Lead 1: (Info)

COUNTERRORISM

AT ITQS II

(U) For lnformatlon only;w :

Set Lead 2: (Actlon)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to requested to reéotd the
appropriate information needed to fulfill the Congre551onal
V‘reportlng requlremenbs for NSuS

" 8et Lead 3: {(Action)
. joXs
DR
[o})
oiC

AT

(U) Hand- dellver ‘enclosed National Securlty Letter
~10¢low1ng procedures ocutliried in this EC. Upon receipt of

_reguésted records, lmmedlately submit results -to IA :
[;;i;::::] FBTHQ, Co&nterterrorlsm DlVlSlOH CTD| EOPS, Room

' Set Lead 4: (Info) -

AT WASHINGTON DC -

. {U) sA ‘ IA | Fér'infdrﬁation
only. g ‘ ' - . :
o o
| SEgﬁﬁ%;okcdﬁ/NqFORN |
| .

NSL VIO-5317
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U.S. Department of Justice

Federal Bureau of Investigation

December 20, 2005 b7A

To whom it may concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic
communication transactional records, to include existing transaction/activity logs and all
electronic mail (e-mail) header information (not to include message content and/or subject fields),
for the uniform resource locator (URL) and file listed below:

1| .

Tn accordance with Title 13, U.S.C., section 2709(b), 1 certify that the information sought
is relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Constitution of the
United States.

You are further advised that Title 18, U.S.C., Section 2709(vc),>prohibits any bfﬁcer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

You are requested to provide records responsive to this request personally to a 4
representative of 'thqlﬁeld office of the FBI. If the records provided are particularly large, B2
we request that you provide this information in electronic format, preferably on a CD-ROM or T ; -
DVD. Any questions you have regarding this request should be directed only to the I:Iﬁeld e
office. Due to security considerations, you should neither send the records through the mail nor
disclose the substance of this request in any telephone conversation.

Your cooperation in this matter is greatly'apprecialed.

Sincerely,

Julie F. Thomas

Deput ounsel
N?t?oLnal Security Law Branch
‘Office of the General Counsel




 ATTACHMENT

In preparing ybuf response to this réqticst you should’détermine whether your co-mpvany S
maintains the following types of information which may be considered by you to be an electronic b2
communications transactlonal record in accordance with Title 18 United States Code Secnon _ b7E

2709.

We are. not requesting and you should not prow ide information pursuant to this request that would' -
. disclose the content of any electronic communication as defined in Title 18 United States Code . *
" Section 2510(8). Subject lines of e mails are content information and should not be provided «
pursuant to this request. If the records provided are particularly large we request that you .
* provide this information in electromc format preferably on a CR-ROM or DVD.

u
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Precedence: IMMEDIATE Date: 12/20/2005

To: Counterterrorism Attn: ITOS IIJ _
General -Counsel » Attn: National Security Law Branch
ho - DGC_Julie . Thomas
.o Attn:  SA
.b/h A
o3} NV
biC I18S

From: Counterterraricm i
| |ECPS Room 4343
Contact:  IE] |

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F

Bennett laurie. J

bl
b7A
bz
p7E
Drafted By: I [EPOR b6
"r-\'7f'~»
Case ID #: (S) P
(S) (Pendaling,
e T'rtl-e-:...._><’ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT |
(S)
(- —oo ]

Synopsis:«é}ﬁq; Approves the issuance of an ECPA National
Security Lettexy (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider. '

iinﬂ~>MQ DeTrl rom :
Declass3 ni 01220

| sg&éT/ORCON/NOFORN |
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To:
Re:

Cou

(s)

SE&(ET/ ORCON/NOFORN

terterroriasm From: Counterterrorism

|2/20/2005

q

Co

4

p1lling recorcs,

Field Offlce is a
sed

[TEquesting names, addresses, lengLh Of Service,
and electronic communication transactional

records for the uniform resource locator (URL) and file listed
below. v

Administrative: - &) This document is classified SEQR/T

Portions of this @ocument carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
_proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

~

2 -

has

(FISA) .

%{) Seme of the Intelligence provided in this communication
een obtained by techniques authorized in the Foreign '
Intelligence Surveillance Act’

Therefore, the

intelligence provided has been obtained through methods of

intelligence gathering which

are considered singular in nature.

No overt investigative steps should be undertaken based on
reported intelligence without first receiving adv1ce and consent
from FBIHQ.

3
Inte

T1igence Surveillance Act

Per 50 U.S.C. S 1806 (b)

& 1825 (c) of the Foreign
(FISA),

reciplients are reminded

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or -

dissemination of U.S.

- person FISA-derived information to any

foreign government without prior approval of the Attorney
This information may not be disseminated for any
purpose w1thout the prior approval of the Federal Bureau of
Investigation.

General.

4. -

|-

bl

b2
L7E
!
p7D
b7A

iUﬁ‘réhgflqnv‘FtbﬁﬁmTfT|
5
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SEQX%T/ORCON/NOFORN

To: Coupterterroriem Erom: C unterterrori“s'zm -
" Re: (8) 12/20/2005 b7A
e
(s/ 0| |
(8
bl
DTA
I:U:IIM| |
8 —
bl
t[]j | L7A
[S//NF/OCY :
ol
O7A
-'"\f)
E -
- DTE
~7
SEURET7 URCUN/ NOFURN
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To: Coupse==== : e ceunterterrorism - ol
Re: (8) 12/20/2005

L7A

oo
]

\m “":}§<:This electronic communicztion documents the Deputy -
General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication traﬁsactlonal records on the
follow1ng URLs and files:

(SI.

bl
bTA

' '(U) On 11/09/2001, the Director designated the FBI cfficial
signing the enclosed NSL as authorlzed to make the required
certification. .

(U) Arrangements should be made with the institution
receiving the enclosef letter to produce .the records personally
to an employee o0f the Field Office. The institution
should neither send the :records through the mail, nor utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly 1n any manner. .

(U) Th Field Office should remind the b2
institution that it 1s prohibited from disclosing that the FBT HIE
has made this request. v

(- :§Q¥'The| |Field Office, prior to Sefvinq the NSL,
shoul

|
| I 1nformatlon developed 1s_derogatory or

indicates a potential of FBI interest| |
| I Field should contact FBIHQ -

immedlately.

(U) Anvy guestions regarding the above can he directed to
FBIHQ, IA or SSA
[ Should the i1nstitution be unable to fully comply with
this request due. to lack of spec1f1c1ty or should the institution
' i more detailed information to. locate such 'records, the
. [:fz:f:ff]F*eld Office should contact IAl | or SSALE::::]for
-~ additional information. —

@)
~3 o
(@]

oo
~1 8O

o
x|
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SE%‘I‘/ORCON/NOFORN

To: Counpterterrariem Eram: Counterterrorism

Re: (S) 12/20/2005
, bl
LEAD (s) : : - B7A
, o
Set Lead 1: (Info) o
COUNTERRORISM
AT ITOS IIT

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) 'NSLB is requested to requested to record the
appropriate information needed to fulflll the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action)

AT NVRA

(U) ISS| |Hand—deliver enclosed
National Security Letter following procedures outlined in this
EC. Upon receipt of reqguested records, immediately submit results
to IA] | FBIHQ, Counterterrorism DlVlSlOﬁ,

CTDl F-OP5, Room 4343.

Set Lead 4: (Info)

AT WASHINGTON DC

(U) SA 11 ‘ For information
only. .
¢4
SEq§§T/ORCON/NOFORN
5
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U.S. Department of Justice

Federal Bureau of Investigation

December 20, 2005

To whom it may concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic
communication transactional records, to include existing transaction/activity logs and all
electronic mail (e-mail) header information (not to include message content and/or Sub_]ect fields),
for the uniform resource focators (URLs) and files listed below:

e

. ~TIT accordance with T1e 18, U.S.C., Section > 1 certify that the information sought
1s relevant to an authorized investigation to protect against international terrorism or clandestine
mtelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Constitution of the

- United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

NSL VIO-5325



b2
o

1 BbO

You are re.qu.f fo ffzvide records responsive to this request personally to a
representative of the field office of the FBI. I{the records provided are particularly
large, we request that you provide this information in electronic format, preferably on a CD-ROM
or DVD. "Any questions you have regarding this request should be directed only to the

eld office. Due to security considerations, you should neither send the records
through the mail nor disclose the substance of this request in any telephone conversation.

Your cooperation in this matter is greatly appreciatéd.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5326 -
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ATTACHMENT |

In preparing your response to this request, you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section

2709.

Account information to include:

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code

- Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request. If the records provided are particularly large we request that you
provide this information n electromc format preferably on a CR-ROM or DVD.

oo

- N
!



(Rev. 01-31-2003)

SESX%T/ORCON/NOFORN

FEDEML BUREAU QF’ HNVES?IGATEON

Precedence:
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' SSA

CoToCUT
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1onal Security Law Branch
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1 .

Attn: SA
SA

From: Couy

SA

terrarism

EQPS lRcam. 4347

Contact: 1A

Approved By:
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Case 'ID #:
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Hulon Willie T
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Thomas Julie F
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|

S)
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bl
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UNIT
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SE¥RET/ORCON/NOFORN

To: Coupterrewyrnwricem Brom- Counterterrorism

Re: (8) 12/28/2005
(3
FSynopsis:, (S) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to

Enclosure(s): ( Enclosed for the Field Office are the
original and a fonv of a NSI., dated—T777572008, addressed o

requesting the elecrronlic commuilcatlon transactional records Ior

the internet protocol (IP) addresses at the dates specified
below. ‘ ' :

Administrative.»:jaig This document is classified SE¢§EI.
‘Portions of this“document carrying classification markings may
not be incorporated intd any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only. : '

”m2?“:>61 Some of the Intelligénce provided in this communication

has“been obtained by techniques authcrized in the Foreign
Intelligence Surveillance Act (FISA).  Therefore, the
intelligence provided has been obtained through methods of

intelligence gathering which are considered singular in nature. .

No overt investligative steps should be undertaken based on
reported intelligence w1thout first receiving adv1ce and consent
from FBIHQ. -

”73¢m;}§*<gsr 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

‘Inte&Tligénce Surveillance Act (FISA), recipients are reminded

that there is to be no further dissemination or use of FISA—
derived material in any criminal investigative activity, .
dissemination of U.S. Person (USPER) FISA-derived 1nformatlon to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Iinvestigation.

SEQKET/ORCON/NOFORN
,
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SECRKT/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism

Re: (8) 12/28/2005
- | |
40 b1
b7A
- . els)
NDotaile- (Q//NE/OC b/C
o)
b7k
—i (§//NF/0C) g:
Y — I I I.
{SZ?N?THF) Rased on FOPS
have determined I .
gy L — |
B | |
bl
bo
b7C
b2
b7E
i I .
o W@C) {Note: | |_ L7A
(S//NF/0OC
SE%ET/ORCON/NOFORN
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SECQE;/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism

Re: (8) 12/28/2005 bl
v L7k
IR AA NN FaYall b/_rlt
b0
el
L7C
L7A
(s//NF/OC) |
{8/ /NF/0OC

L — vz —

| | the enclosed

immediate NSL requests log information associated with the I%
addresses at the specified dates,

1) — |
AP ' . : ' b
)2‘3( This electrcnic communication documents the Deputy .
General Counsel for the Naticonal Security Law Branch’s approval bo
and certification of the enclosed NSL. For mandatory reporting b7C
purposes, the enclosed NSL seeks subscriber electronic - bR

communication transactional records on the following IP addresses
for the following dates: v :

18
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SECKET /ORCON/NOFORN

To: Couptexrtevrrariem FErom: Counterterrorism

Re: (8) 12/28/2005 b}
bTA
b2
L7E

(U) On 11/09/2001, the Director designated the FBI official
signing the enclosed NEL as: authorlzed to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution should
neither send the records through the mail, nor utilize the name
of the subject or any identifying information related to the
subject in any telephore calls tc the FBI. The institution should o8
not contact FBIHQ directly in any manner. b%ﬁ;

(u) The[:;:;:;]Field Office should remind the institution b2
that it is prohibited from disclosing that the FBI has made tkls L7E
‘request. ‘

inm””“~~mm%\\¥(/ | |F1p1d Qffice, prior to serving the NST.

shoukﬂ . |
[ | I1f ‘information developed is derogatorv or

» 1odicates g potentilal compromise of FBI interest |
should contact FBI{Q'lm?edna:gly,

Quainee £ o Sho oviyomo :'nhc1+'1x11 taz ot fho

7N o or its officers may
. T1OL T[NTOINNOL Ulle NOL O W11 O._LVU._Lge Lile 1IT1O I[Latlon tO ltS

customers,[::::::]should not serve the NSL.

(U) An uestions recgarding the above can be_di d to C
lPRTHn Tl | r SSA .0

IShould the institution be unable to rfully comply I?%
with this request due to lack of specificit y or should the" : b[h
institution require more detailed information to locate such - bo
records, the | | Field Office should contact IA |or‘ b7C
SSA for additional information. :

SECKET/ORCON/NOFORN |
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lSE?{éT/ORCON/NOFORN

To:  Countaxtaerraricm Evom: Counterterrorism _ Hl
Re: (8) 12/28/2005 ~

' ' b7A
LEAD(s) :

Set Lead 1: (Info)
COUNTERRQORISM

AT ITOS I/CONUS -IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB 1s requested to requested to record the approprlate
information needed to fulfill the Congressional reporting
requirements for NSLs.

‘Set Lead 3: (Action)

AT

(U) Hand-deliver enclosed Natloﬁal Securlty Letter follow1ng
procedures outlined in this EC. Upon receipt of requested ‘
records, immediately submit results to IA| |
. FBIHQ, Counterterrorism Division, CTD EOPS, Room 4343.

Set Lead 4: (Info)

(U) For information only.

124

SECR&?/ORCON/NOFORN
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U.S. 'D'épartlr‘lent of Justice

- Federal Bureau of Investigation

b7h
b4

- bTD

- December 28, 2005

“To whom it may concern:

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to
Title 18, United States Code (U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, and electronic
communication transactional records assigned to the IP addresses for the dates as specified below:

(&)

bl

In accordance with Title 18, U.S.C., Sectlon 2709(b) I certify that the information sought .
is relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment to the Constitution of the
United States.

. You are further advised that Tiﬂc 18, U.S.C., Section 2709(0)», prohibits any officer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

NSL VIO-5334



You are requested to provide records responsive to this request personally to a
representative of th field office of the FBI. If the records provided are particularly large,
we request that you provide this information in electronic format, preferably on a CD-ROM. Any

questions you have regarding this request should be directed only to the
to security considerations, you should neither send the records through
substance of this request n any telephone conversation.

Your cooperation in this matter is greatly appreciated.
- Sincerely,

Julie F. Thomas

ield office. Due

ne mail

Deputy General Counsel
National Security L.aw Branch
Office of the General Counsel

NSL VIO-5335
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ATTACHMENT

In preparing your response to this request, you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section
2709. ' o

Account information to include:

b2
b7E

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request. If the records provided are particularly large we request that you
provide this information in electronic format preferably on a CR-ROM or DVD.
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