
(Rev. 01-31-2003) 

(S) 

(U) 

(U) 

(S) 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Attn: 

Date : 
N.qT.TT 

02/23/200.5 

Chipf 
Attn: SSA 

CD-27T 
Attn: 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: (S 
M 

Title: 

Synopsis:£§3 Approves the issuance of a National Security 
Letter (NSL); provides reporting data; and transmits the NSL for 
delivery to the respective telephone company. 

(U) 

Enclosure(s): Enclosed for is an origin aJ and. 
ronw nf a Tpttpr. dated February 7?. 70Î1R . addrp.sspH to I 

one 

(S) 

(S) 

I p n p t - h n t s p r v T r p L 

and 

requesting subscriber, address, r.redi t. hi 11i nr 
and call detail information for[ 
from 

( S ) jÈJJÇR ET 

b 

NSL VIO-3118 

bl 
b2 
b6 
b7E 
b7C 

(E> 

bl 
b2 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
-b2 
b7E 
b7A 



To : Geri£xaJ Cauii L 
Re: (S) 

From : 
02/23/2005 

bl 
b2 
b7E 

Details : (Sil 
bl 
b2 
b6 
b7A 
b7C 
b7E 

(S) 

(S) 

This EC documents the SAC's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber, address, length of 
qpr-iH rp—Find rail—detail information associated with 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to the employee of the delivering office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject in any telephone calls to your office. The 
institution should not contact FBIHQ directly in any matter. 

( U ) should remind their respective telephone 
company that they are prohibited from disclosing that the FBI has 
made this request. . 

to the 
n u Any questions regarding the above may be directed 

Division, Attention: SA 
at telephone number 

bl 
bo 
b7C 
b7A 

b2 
b7E 

b2 
b6 
b7C 
b7E 

NSL VIO-3119 



(UJ 

(U) 

To ; fnin 
Re: (S) 

7rom : 
02/23'/200b 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. r 
Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear 

Set Lead 3: (Action) 

AT 

Deliver the attached letter as -indicated above 
Upon receipt of the information frçm the carrier. 
requested to submit the results to 

is 
Attention: ISS 

bl 
b2 
b7E 
b7A 

b2 
b6 
b7C 
b7E 

SËJBSET 

3 

NSL VIO-3120 



A 
U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

February , 2UUb 

Attention : 

Dear 

b4 
b6 
b7C 
b7D 

Decembe 
(U.S.C) 
hereby 
(FBI), 
address 
record) 
number 

Under the authority of Executive Order 12333, dated 
r 4, 1981, and pursuant to Title 18, United States Code 
, Section 2709 (as amended, October 26, 2001), you are 
directed to provide the Federal Bureau of Investigation 
with all telephone services to include the subscriber, 
, credit, billing, length of service and call detail (toll 
information associated with the following telephone 

for the period identified: 

(S) b6 
b7( 
bl 

You are further requested to provide these records, if 
possible, on a floppy diskette in ASCII file format. 

In accordance with Title 18, U.S.C. Section 2709(b), I 
certify that the subscriber, address, credit, billing, length of 
service and call detail information sought are relevant to an 

authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of that United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709 (c), prohibits any officer , employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide the records responsive to 
this- request personally to a reppgs&ntative of, thp frt off-ire reç^syspit 

( S ) 
NSL VIO-3121 (J 

bl 
b2 
b7A 
b7E 



" X 

t 

that served this request. Any questions you have regarding this 
request should be directed only to the FBI office that served 
this request. Due to security considerations, you should neither 
send the records through the mail nor discuss the substance of 
this request in any telephone, conversation. 

Your cooperation, in this matter, is greatly 
appreciated. 

Sincerely yours, 

Special Agent in Charge 
b2 
b7E 

2 

NSL VIO-3122 



SEKRET 
- Working Copy - Page 1 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

Date : 

Attn: NSLU 

Attn: SSA 
CD-"hr 

Attn: ISS 

1 Chief 

From: 

Approved By: 

1 
SAC 
Contact: ISS 

bl 
b2 
b7A 
b7E 

(U) 

(S) 

Synopsis: (U) To provide_ 
National Security Letter (NSL) provided to 
03/03/2005. 

T-p.gm1t-.ci of a 
on 

b2 
b4 
b7D 
b7E 

Deri -3 
.assify On: 

m 

Reference: 
66A-PH-C963 54 Serial 736 

Enclosure(s) : 
NSL, dated 02/23/.2IIÛS 
telephone number 

Enclosed for 
^nd I 

are the original 
Irpsnnnflp tn t.hp NSL for 

(S ) I 

npta i 1 Ft : igrf On m/i1 /?.nnq . f 
pruviaea ibb 

]the NSL response for telephone numbers 

telepnonically contacted 
discus,sing 

On 03/23/2005, ISS 
for the purpose OI 

response to the NSL. She explained that 
no records were found for the two telephone numbers and that 

bl 
• b2 
b7E 

b2 •. 
b4 
h 6 
•b7C 
b7D . 
b7E 
b7A 

b2 
b6 
b7C 
b7E 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7A 
b7E 

b4 
,b6 
b7D 
b7C 

Case ID Serial 
ìET 

:s) NSL VIO-3123 

( S ) 

bl 
b2 ' 
b7A 
b7E 



Page 2 

if records had been found, would 
have been the carrier. At no time during the course of the 
conversation wi thl Idid ISS | |mention the 
two telephone numbers which appeared in the NSL. The 
case file number noted on the original NSL was provided to 

I I as search criteria. 
Accomplishment Information: 

Number: 1 
. Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: LIAISON WITH OTHER AGENCY 
Claimed B^j 

SSN: 
Name: 
Squad 

LEAD(S): 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

b2 
b4 
b7D 
b7E 

b2 
b6 
b7C 

AT 

(U) Read and clear. b2 
b7E 

SEckeT^ 
^ NSL VIO-3124 



V 

( S ) 

(S) 

(S) 

(S) 

(S) 

: Oi: 24 027 none" 

Telepho: ¡; 
PhCnt: : of 

1 Hi-

* * * * jq ; 

* * + * p. 

. a : : 

re foi d fi 
'.: orner N/." 

0i;. '24 027 lot:. 

ilephonë # : 
:PCO Name = 

Telephcr 
PhCnt : 1: . 
**** pifc'; 
**** Dc-'-'j'"'. 

'11 A. 

:ds v. -re fc;:. • d for 
-d Cu temer N/A -

.'."..ephone # : 
0PCO Name = 

Screen Cnt 2 

Screen Cnt 2 

bl 
b4 
b6 
b7A 
b7C 
b7D 

NSL VIO-3125 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/26/2004 

( S ) 

( U ) 

To: General Counsel 

Counterintelligence 

Attn: 

Attn: 

NSLU 

SS7T 
CD-235" 

Chief 

RA 

From: , , 
Contact: ISS 

Approved By: 

Drafted By: 

Case ID #: (S) 
" W 

66A-PH-C96354-^ (Pending) 

b2 
b7A 
b7E 

Title: 
bl 
b6 
b7A 
b7C 

Synopsis: (U) This EC approves the issuance of three credit 
report National Security Letters (NSLs) pursuant to Title 15, 
United States Code (U.S.C.), Section 1681v; sets a lead and 
provides reporting data to NSLU; and trpismii^—t^he NSLs to FBI 

Ifor delivery to I I to FBI 
and to FBI for delivery 

respectively 

for delivery tp 
to 

rsTîyOnl 

X ) 

SIJÇRET 

NSL VIO-3126 



(U) 

(U) 

<U) 

V 
To: 
Re :. 

Gen 
(S), 

pT-al COLLL. From : 
11/26/2004 

bl 
b2 
b7E 

is an original.and a copy Enclosure( s ) r jX^ Enclosed for 
of a National Security Letter/ (NSL) dated November 26. 2004 
addressed toi 
I Ireguesting 
a consumer credit report and all information in its files 
concerning the listed consumer. 

Enclosed for is an original and a rnny of 

I 
a NSL dated November 26, 2004 addressed to 

requesting a consumer credit report and all 
information in its files concerning the listed consumer. 

Enclosed foi is an original and a 
copy of a NSL dated November 26, 2004 addressed toi 

requesting a consumer credit report and 
all information in its files concerning "the listed consumer. 

b2 
b4 
bo 
, b 7 C 

b7D 
b7E 

Details : (S) 

bl 
b2 
b6 
b7C 
b7E 

• b 7 A 

(S) 

« i n f o r m a t i QE__LCL 
concernine 

These NSLs seek the consumer credit report and all 
t-hp fi Ips nf t-hp rnnsnmpr reporting agency 

(U) On August 27, 2003, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) This electronic communication documents the Special 
Agent in Charge's approval and Certification of the enclosed 
NSLs. For informational and reporting purposes, the enclosed NSLs 
seek the consumer credit report and all other information in the 
consumer reporting agency's files of one individual. 

SE^feET 

NSL VIO-3127 



TO: 
Re :, 

General Com1 
(S) 

From: 
11/26/2004 

(U) A representative of each receiving office, who has 
liaison with the consumer reporting agency should hand deliver 
the letter to the appropriate representative of said agency. Each 
receiving office should advise their respective consumer 
reporting agencies that Title 15, United States Code, Section 
1681v(c), prohibits it from disclosing that the FBI has made this 
request. In addition, each consumer reporting agency is 
prohibited from including in any consumer report any information 
that would indicate that the FBI has sought or obtained such 
information. 

(U) Arrangements should be made with each respective 
consumer reporting agency to provide the records personally to a 
representative of your office. The consumer reporting agency 
should neither send the records through the mail nor utilize the 
name of the subject in any telephone calls to your office. The 
consumer reporting agency should not contact FBIHQ directly in 
any manner. 

(U) Consumer reports received from a consumer reporting 
agency must be clearly identified when reported in any Bureau' 
communication. Subsequent dissemination of such information is 
prohibited, except to other Federal agencies or military 
investigative entities as may be necessary for the approval or 
conduct of a foreign counterintelligence investigation. 

iTU any questions regarding the above can be directed 
Pi visi on. Attention: SA to 

at .telephone number 

bl 
b2 
b7E 
b7A 

b2 
b6 
b / 0 
,b7E 

3 

NSL VIO-3128 



(U) 

tu» 

(U) 

(U) 

TO: 
Re :. 

General Couil 
(S) 

From : 
11/26 2004 

LEAD(s): 

Set Lead 1: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

AT 

Deliver the attached letter aa indicated above 
Upon receipt of information from the carrier 
requested to submit- results to Attn: ISS 

Set Lead 4: (Action) 

AT 

. Deliver the attached letter as 
Upon receipt of information from the carrier, 
requested to submit results to 

i ndi rated above 
is 

Set Lead 5 (Action) 

Attn: ISS 

b2 
b7E 

bl 
b2 
b7A 
b7E 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

3 

ET 

NSL VIO-3129 



1 

(U) 

To: 
Re:. 

General 
(S) 

Ml 

from : 
11/26/2004 

RESIDENT AGENCY 

Deliver the attached letter as indicated above 
Upon receipt of information from the carrier. 
Agency is requested to submit results to 

"¡Resident 
Attn: ISS 

bl 
b2 
b7E 
b7A 

b2 
b6 
b7C 
b7E 

SECRET 3 

NSL VIO-3130 



X a-

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. b2 
b7E 

November 22, 2 0 04 

Attention : 

b4 
b6 
b7C 
b7D 

Dear 

Pursuant to Executive Order 12333, dated December 4, 
1981, and Title 15, United States Code (U.S.C.), Section 168lv of 
the Fair Credit Reporting Act, you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) with a copy of a 
consumer report and all other information contained in your files 
for the below-listed consumer: 

(S) 

( S ) 

Name: 

Date of Birth: bl 
"h n 

Social Security Number b7C 
Address: b7A 

In accordance with Title 15 U.S.C., Section 168lv, I 
have been designated to make this request and that the requested 
information is necessary to conduct an authorized investigation 
of, or intelligence or counterintelligence activities or analysis 
related to, international terrorism. 

Please be advised that Title 15, U.S.C., Section 168lv 
(c)', prohibits any consumer reporting agency or any officer, 
employee or agent of your agency from disclosing to any person 
that the FBI has sought or obtained access to information or 
records under these provisions. Furthermore, your agency, or any '• 
officer, employee or agent of your agency, is prohibited from 
including in any consumer report any information that would 
indicate or disclose that the FBI has sought o^ obtained such 
information. 1 - [/ ̂ . 

NSL -3131 

bl 
b2 
b7A 
b7E 



X 

You are requested to provide the responsive records 
personally to a representative of the field office of the 
FBI. Any questions regarding this request- should be directed to 
your designated point of contact at the field office. Due 
to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in 
any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

ecial Agent in Charge 

NSL VIO-3132 



U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply. Please Refer to 

File No. 

NèVèmbeì1 ¿A, JUU4 

b2 
b7E 

Attention 

Dear 

Pursuant to Executive Order 12333, dated December 4, 
1981, and Title 15, United States Code (U.S.C.), Section 16'81v of 
the Fair Credit Reporting Act, you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) with a copy of a 
consumer report and all other information contained in your files 
for the below-listed consumers: 

b4 
b6 
b7C 
b7D 

Name : 

Date of Birth: 

Social Security Number! 

Address: 

bl 
b6 
b7A 
b7C 

In accordance with Title 15 U.S.C., Section 1681v, I 
have been designated to make this request and that the requested 
information is necessary to conduct an authorized investigation 
of, or intelligence or counterintelligence activities or analysis 
related to, international terrorism. 

Please be advised that Title 15, U.S.C., Section 168lv 
(c), prohibits any consumer reporting agency or any officer, 
employee or agent of your agency from disclosing to any person 
that the FBI has sought or obtained access to information or 
records under these provisions. Furthermore, your agency, or any 
officer, employee or agent of your agency, is prohibited from 
including in any consumer report any information that would 
indicate or disclose • that the FBI has sought n-r nbtaiped snrh 
information. 

NSL^IO-3133 

n 
bl 
b2 
b7A 
b7E 



V 

You are requested to provide the responsive records 
personally to a representative of the field office of the 
FBI. Any questions regarding this request should be directed to 
your designated point of contact at the field office. Due 
to security considerations, you should neitfter send the records 
through the mail nor disclose the substance of this request in 
any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

Special Agent m Charge 

2 

A NSL VIO-3134 



7 ß yf \ fi f >•' ,„ J 

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

November 2b, 2UU4 
b7E 

( S ) 

(S) 

b4 
b6 
b7C 
b7D 

Pursuant to Executive Order 12333, dated December 4, 
1981, and Title 15, United States Code (U.S.C.), Section 168lv of 
the Fair Credit Reporting Act, you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) with a copy of a 
consumer report and all other information contained in your files 
for the below-listed consumer: 

Name : 

Date of Birth: ' bl 
b6 

Social Security Number b7A 
Address: b7C 

In accordance with Title 15 U.S.C., Section 168lv, I 
have been designated to make this request and that the requested 
information is, necessary to conduct an authorized investigation 
of, or intelligence or counterintelligence activities or analysis 
related to, international terrorism. 

Please be advised that Title 15,' U.S.C., Section 168lv 
(c), prohibits any consumer reporting agency or any officer, 
employee or agent of your agency from disclosing to any person 
that the FBI has sought or obtained access to information or 
records under.these provisions. Furthermore, your agency, or any 
officer, employee or agent of your agency, is prohibited from 
including in any consumer report any information that would 
indicate or disclose that the FBI has sought o-r nht-ai n^H anrh 
information. 

NSL VIO-3135 bl 
b2 
b7A 
b7E 



You are requested to provide, the. rpsnnns- ve records 
field, office 

u s request should be 
personally to a representative of the 
of the FBI. Any questions regarding t 
directed to your designated point of contact at the 
field office. Due to security considerations, you snould. neither 
send the records through the mail nor disclose the substance, of 
this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

Special Agent in Charge 

2 
> 

NSL VIO-3136 



. y 

(S) 

(S) 

(S I-

I S I 

bb 
b?A 
b/C 
b 7 D NSLVIO-3Í37 



D 



(S) 

bl 

b7A 
b7C 
b/D NSL VIO-3139 



(S) y 

bl 
b/A 

b;D 
b6 
b7C NSL VIM140 



NSL VIO-3141 



( S ) 

( S ) 

(S) 

(S) 
( S ) 

( S ) 

( S ) 
( S ) 

I 
( S ) 

I 

( S ) 

bl 
b4 
b6 
b7A 
b7C 
b7D 

( S ) 

NSL VIO-3142 

A 



NSL VIO-3143 

bl 
b4 
b6 
b7A 

/ b7C 
b7D 

> 



PG : 2 

bl 
b4 
bo 
b7A 
b7C 
b7D 



PG : 3 

bl 
b4 
b6 
b7A 
b7C 
b7D 



PG : 4 

•bl 
b4 
b6 
b7A 
b7C 
b7D 

NSL VIO-3146 



( S ) 

DAM/dar 

FD-12 5 dated, 9/12/00.Serial 

V 
Working Copy 

bl 
b2 
b7A 
b7E 

Page 

r ô r r ê q u ê s r ê d t s i e p n s n e n u m ^ e r s . 

On September 25, 2000, Investigative Analyst (IA) 

the following telephone numbers: 

On September 27, 2000, Eurnished subscriber 
identity for the following telephone number: • 

bl ' 
b7A 

b6 
b7C 

bl 
b7A 

b7C 

b4 
b7D 

( S ) 

Case ID Serial 
NSL VIO-3147 

( S ) 

bl 
b2 
b7A 
b7E 



(Rev. 08-28-2000) 

S^^ET//NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

for 

(U) 

(U) 

(S) 

(S) 

Precedence : 

To: 

ROUTINE Date: 01/22/2002 

From: 

Contact ! SA 
li Al I 

Approved By: 

Drafted By: 

Case ID #: (S//NF) 

Title: (S//NF) 

Synopsis: Update file regarding a request for an NSL for 
subject's financial account information. This request was submitted 
to FBIHQ on 7/6/2001. The NSL is yet to be received. 

bl . 
b2 
b 7 A 

b7E bl 
b6 

• b7A 
b7C 

b2 
b6 
b7C 
b7E 

Lssify On: 
• b l 

Details : C^//NF) On 7/6/2001,1 | requested an NSL for financial ]q2 
information on captioned subject. The request was specifically for an 
M.qT. Hiat- unnlH "mvi Hp m m t- Vi 1 v afahpnipnt-g 

:s//NF) 

b 7 C 

b7E 

(S//NF) 

sece OFORN 
• b l ... 

" b2 
• b7E 

b 7 A 

/ 
nsuvyp-Mm 
i n ^ b e / 

b7C 
b7E 

• »'¡¡.LO 

/ 
) 
i 



SECRET//NOFORN 

To: 
Re: (S//NF) 

-Easpm: 
01/ZTTZUUT 

an NSL. 
X ) _ 

On the 
made many attempts to follow up 

instructed by SSA^ via Bureau e" 
order to determine the status of the requested NSL: 7/31/2001, 
10/15/2001, 11/5/2001, 12/10/2001, 1/8/2002, and finally on 1/10/2002 

llowina dates .f Icontacted IRS 
via 

on this .request 
(as 

-mail in 

for 

> 3 
On 1/22/2002, 

taking so long. 

To date the NSL has not been completed and forwarded to 
to find out why it was e-mailed SSA 

(Jn 1/22/2002, SSA advised| |to re-submit 
the EC requesting the NSL and any updated information and they would 
re-start the process. | |will not re-submit the EC through HQ. 
Instead,| j will take advantage of the new policy regarding NSLs and 
the delegation of signature authority outlined in an EC from HQ dated 
11/09/2001. This will be done via a separate EC. 

SECRET//NOFORN 

2 

NSL VIO-3149 



(Rev. 08-28-2000) 

S E ^ W / / N O F O R N 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

( S ) 

Precedence: ROUTINE 

To: National Security 

Date: 07/05/2001 

• Attn: SSA 
NS-2D, Room 4147, ext 

From: 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: (S//NF) 

Title: (S//NF) 

Synopsis: Request for National Security Letters (NSL) f ' 
subject1 s financial account information, including monthly 
statements. 

M . 

D e t a i l s : ( S / / N F ) 

TJerived^From---: G"="3 
-©exrtässifyÖnl -XÎ-

' £ / /NF ) f 

: s / /NF) 

r 

b2 
bo 
b7C 
b7D 

p 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 

b7A 
b7C bl 

b7A 
b7D 
b2 

LT 

s^Sret//noforn 

ljc?/ô[ 

/'"SP WTOîfcO . ì 

' m 

NSL Vrd-315 

b7C 
b7E 

bl 
b2 
b7A 
b7E 



To: Nationa 
Re: (S//NF) 

I § i ^ E T / / N O F O R N 

.qgr-M-r-i Prnrn . 
0 7 / 0 5 / 2 0 0 1 

LEAD (s) : 

Set lead 1: 

NATIONAL SECURITY 

AT WASHINGTON, DC 
{<z/ /mtt \ 

The NSL should be directed to: 
(U) b4 

b6 
b7C 
b7D 

b l 
b 2 

b7E 
bl 
b6 
b7A 
b7C 
-b7D 

b2 
b7E 

•bl 
b6 
b7i 

b7D 

SEjCRE i|3fRET//NOFORN 

2 

NSL VIO-3151 

< 



.(Rev. 01-3.1-2003) 

Slĵ Ŝ ET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

<U) 

. (U) 

(U) 

( S Î 

Precedence : ROUTINE 

To: 

Date; 1 0 / 0 1 / 2 0 0 4 

From: 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: (S) 
(S) 

Title: (S) 

bl 
to 2 
blA 
blE bl 

Synopsis: Subpoena for telephone subscriber information. 

DeriveâFr^L-j—^-3 
DeeïagSïfy^ïïr:—JCl 

C 

Enclosure(s) : Subpoena request and subscriber information. 
Dftfeailflî fofl On 07/31 /?nm hh^ 

1 nffi 

a subpoena to~f 
subj ect. case agent is SA 

issued 
for the telephone records of captioned 

ce, 

(S) 

(U)The remaining telephone numbers will be analyzed 
for connections to this case or other FBI cases. -

" K 

b2 
bo 
b7C 
b7E 

•b2 
b4 
b7D 
b7E 
bl 
b2 
bo 
b7A 
b7C 
b7E 

SEfeî ET 
bl 
b2 
b7A 
b7E 

NSL VIO-3152 



SÈ^BT 
NF 

- Working Copy - Page 1 

(UJ 

( S ) 

Precedence : ROUTINE 

To: National Security 

Date: 07/05/2001 

Attn: SSA 
NS-2'D, Room 414 7, ext. 

From: 

uoncacu: 

Approved By 

Drafted By: 

Case ID #: (S//NF) 

Title: (S//NF) 

TOOT 

bl 
b2 
b7A 
b7E 

bl 
b2 
b6 
b7C 

. b7E 
b7A 

Synopsis: Jr^i Request for National Security Letters (NSL) for 
subject's financial account information, including monthly 
statements. 

(U! -X Deri 
JiäcTassify On: 

Details: ' (S//NF) 

(S//NF) 

ici / /TJEM 

(S//NF) J 

bl 
b2 : 
b6 
b7C 
b7E 
b7A 

bl 
b6 
b7C 
• b7A 
bl 
b2 
b7D 
b7A 

b2 
b6 
b7C 
b7E 

bl 
b6 
b7C 
b7D 
b7A 



(S)r 

SECRET 
NF ' 1 

Working Copy • Page 

(U) 

b l 
b 2 
b7E 

b2 
b7E LEAD(s): 

\ 

Set lead 1: 

NATIONAL SECURITY 

AT WASHINGTON, DC 

: : ! (S/ /NF) 

bl 
b6 
b7C 
b7A 

W 
The NSL should be directed to; 

( U ) b4 
b6 
b7D 
b7C 

Sfe^RET 
NSL VIO-3154 
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FEDERAL BUREAU OF INVESTDGATIOIM 

(S) 

(U) 

(U) 

(U) 

(S) 

(S) 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

From: 

Contact: ISS 

Approved By: 

Drafted By 
(SS Case ID #: \6 
X ) — (Pending ) 

Title: (S 
bl 
•b6 
b7C 

Synopsis:}X[ Approves the issuance of a National Security 
Letter (NSL); provides reporting data; and transmits the NSL for 
delivery to the respective telephone company. 

TS^rived^E^a^-—G^jT 
-DedassifyOnT Xi— 

bl 
b2 
b7E 

(g) b6 
r^k b7C 

Enclosure (s) : f̂̂ L Enclosed foi is an original and one 
copy of a letter, dated November 26, 2004, addressed to 

requesting subscriber, 
address, r r p H i t - . h i 11 i n n . 1 ̂ nflth of service and call detail 
information for 

SÈ^ET 

bl 
b2 
b7E 

b4 
b6 
b7C 
b7D 
b2 
b7E 

b2 • 
NSL V I © ^ 5 5 



Re: (S) 1 1 / 2 6 / 2 0 0 4 b2 
b7E 
b7A 

Details : 

^ This EC documents the SAC's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber, address Ipnrrth nf 
service and call detail information associated with 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to the employee of the delivering office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject in any telephone calls to your office. The 
institution should not contact FBIHQ directly in any matter. 

(U) should remind their respective telephone 
company that they are prohibited from disclosing that the FBI has 
made this request. 

tr. fhp 
(U) Any questions regarding the ^hnvp mav hp directed 

Division, Attention: SA 
at telephone number 

bl 
b6 
b7C 

b2 
b7E 

b6 

b7E 

SÏ^RET 

2 

NSL VIO-3156 



(U) 

(U) 

To : Généra1 Com 
Re: (S) 

From: [ 
1 1 / 2 6 / 2 0 0 4 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

COUNTERINTELLIGENCE • 

. AT WASHINGTON, DC 

(U) Read and clear 

Set Lead 3: (Action) 

AT 

Deliver the attached letter as indicated above, 
Upon receipt"of the information from fhp' rarri pr is 
requested to .submit the results to Attention: IA 

bl 
b2 
b7E 
b7A 

b2 
b6 
b7C 
b7E 

S^KRET 

3 

NSL VIO-3157 



V b6 
b 7 c 

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

November 26, 2 004 

b4 
b6 
b7C 
b7D 

Attention : 

Dear 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C), Section 2709 (as amended, October 26, 2001), you are 
hereby directed to provide the Federal Bureau of Investigation 
(FBI), with all telephone services to include the subscriber, 
address, credit, billing', length of service and call detail (toll 
record) information associated with the following telephone 
number for the period identified: 

bl 
b6 
b7C 

You are further requested to provide these records, if 
possible, on a floppy diskette in ASCII file format. 

In accordance with Title 18, U.S.C. Section 2709(b), I 
certify that the subscriber, address, credit, billing, length of 
service and call detail information sought are relevant to an 

authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of that United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer , employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provis: 

NSL 

> 
b7E 
b7A 



You are requested to provide the records responsive' to 
this request personally to a representative of the FBI office 
that served this request. Any questions you have regarding this 
request should be directed only to the FBI office that served 
this request. Due to security considerations, you should neither 
send the records through the mail nor discuss the substance of 
this request in any telephone conversation. 

Your cooperation, in this matter, is greatly 
appreciated. 

Sincerely yours, 

b2 
Special Agent in Charge b7E 

2 

NSL VIO-3159 



• SEGLET 
- Working Copy - - age 1 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

Date: 1/11/2005 

Attn: NSLU 

Attn: SSA 
CD-2A 

Attn: ISS 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 
(U) b b A - P H - L y b J b . 4 — ( P f c ü i ü i n y J 

bl 
b2 
b7E 
b7A 

Title: 

(U) 

(U) X Dè 

bl 
fc) 6 
b7A 
b7C 

Synopsis: Results of NSL issued to 

3 

b4 
b7D 

(S) 

(S) 

(S) 

(U) 

(S) 

( U ) 

M 
Referance EC date 11/26/2004 Serial Serial 

bl 
b2 
b7E 

Enclosures.: For results of NSL 
requests for the following telephone number: 

Return of 
by NSL. 

information requested for above 

b2 
b6 
b7C 
b7E 

bl 
b2 
b7E 
b7A 

LEAD(s): 

Set Lead 1 ' (Info) 

COUNTERINTELLIGENCE 

(gj AT WASHINGTON, DC 

Case ID 

(S) 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bbA-PH-L'yb3b4 
Serial 

SST 

bl 
b2 
:b7E 
b7A 

SEGLET 
NSL VIO-3160 



(U) 

SE&ÇET 
— Working Copy 

) Read and Clear 

Page 2 

LEAD(s): 

Set Lead 2 : (Info) 

AT PA 

(s) Read and Clear 

b2 
b7E 

(U) 

NSL VIO-3161 
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S E Q K ^ T - IJEL-LAbbli? 1 IJJM! U 

FEDERAL BUREAU OF INVESTIGATION 

( H ) 

Precedence: ROUTINE 

To: General Counsel 

C o n n t e r i n t e l 1 i a e n c e . 

From: 

Con 

Approved By: 

:act: SA 

Drafted By: 

Case ID #: (S) 
M ) C y b J b 4 

66F^TTU^C1303371 

Attn: 

Attn: 
Attn: 

Date: 01/06/2006 

Julie Thomas 
Deputy General Counsel, NSLB 
^ n - a r 

' RA 

(fenaing) 
(Pending) 

Title: (S) 
ESPIONAGE - UNKNOWN 

bl 
b2 
b7E 

bl 
b6 
U T p 

.b2 
b6 
Jo7C 
b7E 

\ 
/ V" / 

Synopsis: (U) Approves the issuance of one FCRA Sections I681u(a) 
and 1681u(b) National Security Letter (NSL) for financial institution 
listings and for consumer identifying information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the credit 
reporting company 

( U ) 

S ) 
M DerivS? 

JScXassify On: 
"5-3 

r K 

bl 
b2 
b7E 

Enclosure (s) : QD Enclosed for 
aHHrps.qprl tol 

is an NST, dated 1/6/2006 

requesting the names and addresses b4 
of financial institutions at which the listed consumer maintains or 
has maintained an account and consumer identifying informati 
relating to the consumer listed. 

( S ) 

b 6 

t) / C* 

b7D 

bl 
NSL^O-3162 b7E 

SEARCHED,,, ;„ 

1 



SECRET 

To: 
Re: 

GerieraJ r n n n . q p l Erom: 
;S) 1/677ÏÏÏÏF 

IWail«- f^l 

bl 
b2 
nb7E 

bl 
b2 
b6 
b7C 
b7E 

(U) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks the financial institution 
listings and consumer identifying information for one individual. 

(u) Arrangements should be made with the credit reporting 
company to provide the records personally to an employee of the 
delivering division within thirty business days of receipt of this 
request. The credit reporting company should neither send the records 
through the mail nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

(U) You should remind the credit reporting company that it 
is prohibited from disclosing that the FBI has made this request. In 
addition,, the credit•reporting company is prohibited from including in 
any consumer report any information that would indicate that the FBI 
has sought or obtained such information. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from a consumer reporting agency 
must be clearly identified when reported in any Bureau communication. 
Subsequent dissemination of such information is prohibited, except to 
other Federal agencies or military investigative entities as may be 
necessary for the approval or conduct of a foreign counterintelligence 
investigation. 

_LL Any questions regarding the alcove can be directed to SA 
at telephone 

b2 

b7C 

3Ï5^E SETg&ET 

2 

NSL VIO-3163 



SE ìb̂ S1] 

To: Gen 
Re : (S) 

LEAD (s) : 

eral Counsel From: 
1/6/2006 

bl 
b2 
b7E 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE. 
> 

. AT WASHINGTON, DC 

(U) Read and Clear 

Set Lead 3 : (Action) 

AT 

(U) Deliver the attached NSL as indicated above, 
receipt of information from the credit reporting company, 
j.s .requested to submit results to 
•• 

Upon 

b2 
b7E 

CRET 

3 

NSL VIO-3164 



X 
U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. . 

January fa, 2ÏÏÏÏTT 
b7E 

Attention : 

Dear 

b4 
bo 
b7C 
b7D 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Sections I681u(a) and 1681u(b) (the Fair Credit 
Reporting Act, as amended), you are hereby requested to provide 
the Federal Bureau of Investigation (FBI) the names, address, 
former addresses, places of employment, or former places.of 
employment of the below-named consumer (as defined in Section 
1681u(a) of the Fair Credit Reporting Act, as amended) and the 
names and addresses of all financial institutions (as defined in 
Title 12, U.S.C., Section 3401) at which the below-named consumer 
maintains or has maintained an account: 

(Sì 

Name (s) : 

Address : 

Date of Birth: 

S SAN: 

bl 

h7 r 

In accordance with^Title 15, U.S.C., Sections 1681u(a) 
and 1681u(b), I certify that such information is sought for the 
conduct of an authorized investigation to protect against 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendm^i*" 
the Constitution of the United States. 

( S ) 

saneftM , ** 
SiriillH, — — A 

N S L W > 6 - 5 

X wv 

bl 
b2 
b7E 



X 

Pa«e 2 ,. .. , „• . ,, 
Please be advised that Title 15, U.S.C., Section 

1681u(d), prohibits any consumer reporting agency, or officer 
from disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. In 
addition, no consumer reporting agency, or officer, employee or 
agent of such consumer reporting agency, may include in any 
consumer report any information that would indicate that the FBI 
has sought or obtained such information. 

You are requested to provide records responsive to this 
request - personally to a representative of the delivering division 
of the FBI within 30 business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the delivering division. Due to security 
considerations, you should neither send the records through the 
mail nor disclose the substance of this request in any telephone . 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

\ 

Special Agent in Charge 

2 

NSL VIO-3166 



1 

(Rev. 01-31-2003) 

SI^SÇET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Date: 1/9/2006 

Attn: NSLB 
Julie Thomas 
Deputy General Counsel 

Attn: CD-4£_ 
Attn: SSA 
Attn: SSA 

b2 
b7C 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(S) 

(U) 

(S) 

From: 

Contact 

Approved By: 

Drafted By: 
/ 

Case ID #: (S) 
M ) -uybjb4 
^ 6 6F-HQ-C13 033 75 

lP6hdingJ 
(Pending) 

bl 
h 2 
b7E 

Title: (S) 
ESPIONAGE - UNKNOWN 

bl 
b6 
b7C 

Synopsis: X j Approves the issuance of two ECPA National Security 
Letters (NSLs) for toll billing records; provides reporting data; and, 
if necessary, transmits the NSLs for delivery to the wire 
communications service providers. 

X Derïved^Eœenr^T G-3 
De<rïcissify OnT^-Xl 

bl 
b2 
b7E 

Enclosure(s): 
-F ^ ^ .1 -H- Y 

Enclosed for i T^NN -I M g onliiu is an originai and nne copyj^/j 
^ ° ̂  ̂  I , . • b7D 

requesting the name, address,, length'of service and local and long b2 
distance toll billing records for the phone "Hs*-0^— b7E 

SECRET 

bl 
b2 
b7E 

NSL VIO-3167 

•¿SASCHfcL • ; 
...' 

\ 



bl 
b2 
b6 
b7C 
b7E 

S J B ^ E T 

To : General Counsel 
Re: (S) 

£rom: 
1/9/ÎZTJÏÏF 

bl 
b2 
b7E 

( U ) 

M Enclosed for 
n n p T p t f p r . d a t e d J a n u a r y 9 . ? 0 0 f i . a d d r e s s e d t n f 

is an original and one copy of 

requesting tne name, address, lengtn or service and 
local and long distance toll billing records for the phone number 
listed. 

Details : (S) 

b2 
b4 
b6 
b7C 
b7D 
b7E 

(U) This electronic communication documents the SAC's approval 
and certification of the enclosed NSLs. For mandatory reporting 
purposes, the enclosed NSLs seek local and long distance toll billing 
records for four phone numbers. 

(u) Arrangements should be made with the wire communications 
service providers to provide the records personally to an employee of 
the delivering division within thirty business days of receipt of 
this request. The wire communications service providers should 
neither send the records through the mail nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

(U) You should remind the wire communications service providers 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) On 11/09/2001/ the Director designated the official signing 
the enclosed letters as authorized to make the required certification. 

. (U) Information received from a wire communication service 
provider may be disseminated to an agency of the United States only, if 
such information is clearly relevant to the authorized 
responsibilities of such agency. 

(Tl\ -111) Any questions regarding the above can be directed to SA 
at telephone 

S È d R E T K 
b2 
b6 
b7C 

NSL VIO-3168 



ET 

To : General Counsel From : | 
Re: (S) | | 1/9/200S 

b l 
b2 
•b7E 

LEAD(s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

NSLU is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear 

Set Lead 3: (Action) 

AT 

Deliver the attached letter_as_J_adji-cated above. Upon b2 
receipt of the information from the carrier, 
submit the results to 

is requested to ' E 

Set Lead 4: (Action) 

AT 

Deliver the attached letter as indicated above. Upon 
is requested to receipt of the information from the carrier, 

submit the results to 

b2 
b7E 

S E ^ i l E T 

NSL VIO-3169 



\ 
U.S. Department of Justice 

Federal Bureau of Investigation 

b2 
b7E 

In Reply, Please Refer to 

File No. ' 

January 2006 

b4 
b7D 

Attention : 

Dear Sir or Madam: ' 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended, October 26, 
2001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, length of service, and 
local and long distance toll billing records associated•with the 
following: 

( S ) 

If the time period noted above is to the "present," 
that term is intended to request information to the date of the 
processing of this request. If providing information to the date 
of processing is not feasible, please provide information to the 
date of the receipt of this request. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation.of a United States person is not conducted solely 
on the basis of acetifies protected by the first amendment to the 
Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709 (c), prohibits any officer, employee or agent of yours from 
disclosing that the FBI has sought or obtained access tj 
information or -records under these provii 

bl 
b6 
b7C 

bl 
b2 
b7E 

( S ) 

A 

* jfch«4 

IfWfiMd 
MM* 



You are requested to provide records responsive to this 
request personally to a representative of the delivering division 
of. the FBI within 30 business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the delivering division of the FBI. Due to 
security considerations, you should neither send the records 
through.routine mail service nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation, in this matter, is greatly 
appreciated. 

Sincerely yours, 

b2 
j-)7 

^Special.Agent in Charge 

2 
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X 
U.S. Department of Justice 

. Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

January 9, 2 006 

b2 
b7E 

Attention : 

Dear 

b4 
b6 
b7C 
b7D 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986). (as amended, October 26, .. 
2 001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, length of service, and 
local and long distance toll billing records associated with the 
following: bl 

b6 
b7C 

If the.time period noted above is to the "present," 
that term is intended to request information to the date of the 
processing of this request. If providing information to the date 
of processing is not feasible, please provide information to the 
date of the receipt of this request. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information'sought is relevant' to an'authorized 
investigation to protect against international terrorism or. 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of, acetifies protected by the first amendment to the 
Constitution of the United'. States. 

You are further advised that Title 18, U.S.C., Section 
2709 (c), prohibits any officer, employee or agent of yours from 
disclosing that the FBI has sought or obtained access to 
information or records under these provisions. 

(£1 

X 

$83rtfi»<j 
NSL 

foi-..,-
J m . 

n 



A 
You are requested to provide records responsive to this 

request personally to a representative of the delivering division 
of the FBI within 30 business.: days of"receipt of this request . 

Any questions you have regarding this request should be 
directed only to the delivering division of the FBI. Due to 
security considerations, you should neither send the records, 
through routine mail service nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation, in this matter,, is greatly 
appreciated. 

v . ' Sincerely yours, 

' b2 
L/ Special Agent in Charge ^ 

A 
NSL VIO-3173 
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SECRET 

FEDERAL BUREAU O F INVESTIGATION 

(Ut-

ili) 

(U) 

(U) 

(S) 

(S) 

Precedence: ROUTINE 

To: General Counsel 

Pnnntpri nf-pl 1 i npny 

Date: 0 1 / 0 9 / 2 0 0 6 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: CD-4C 
Attn: 

From : 

Contact: SA 

Approved By: 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: (S) 
X' 9 6 Jb4 

66F-HQ-C1303371 
(Pending) 
(Pending) 

Title: (S) 
LbPIUNAGE - UNKNOWN 

•bl 
. b2 
• . b7E 
bl • 
b6 
b7C 

e 1 j 

Synopsis: : Approves the issuance of one ECPA National 
Security Letter (NSL) for electronic communication transactional 
records; provides reporting data; and, if necessary, transmits 
thé NSL for delivery to the electronic communications service 
provider. 

M D^rdtvôd^gEom^-î-— 
DecîassifyOn?—3Hr-

S a t 
J 

bl 
b2 
b7E 

Enclosure(s) : (U) Enclosed for 
and one copy ,of a NSL, dated 1/9/2006, addressed t 

an original 
o. 

requesting tne names, addresses, lengtns or service, and 
e.ieLtronic transactional records for the e-mail address ^nirlpr 
listed. 

b4 
b6 
b7C 
b7D 
b7E 

(S) 

bl • 
b2 
b7E 

NSL VIO-3174 
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SE<&ET 

To.: General Counsel From: [ 
Re: (S) 

nat-a-î 1 a ». 

1/6/2006 b l 
b2 
b7E 

(U) This electronic communication documents the; SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks electronic ' 
communication transactional records on one e-mail address. 

bl 
b2 
b6 
b7C 
b7E 

(U) Arrangement's should be made with the electronic 
communication service provider receiving the.enclosed letter to 
produce the records personally to an employee of the 
delivering division within 30 business days of receipt of this . 
request. The electronic communication service provider should 
neither send the records through the mail nor utilize the name of 
the subject in any telephone calls to the FBI. 

(U) You should remind the electronic communication 
service provider that they are prohibited from disclosing that 
the FBI has made this request. 

(Ü) On.11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

r This may be dsns cy routing ¿lip t6 Cft£ National Seduri-ty Law' Branch, Office 
of the General Counsel, Room 7975, the FBIHQ entity handling the 
operational legal needs of the Counterintelligence Division. 
This reporting is necessary in order to provide information to 
Congress regarding the FBI's use of this- authority as mandated by 
Congress. 

to SA 
(U) Anv gyestions regarding the above can be directed 

at telephone 

bl 
b2 
b7E 

J- b6 
b7C 
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S E ^ d î T 

To : 
Re: 

Qgnavol r̂ inn onl ELC-OITl 
1/6, 7 Ï Ï Ï ÏT 

LEAD (s ) :, 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information, needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear.. 

Set Lead 3: (Action) 

AT 

Deliver the attached letter as indicated above. 
Upon receipt of the information from the carrier. I 

I "| is requested to submit the results to 

SECRET 

NSL VIO-3176 
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U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

U d i l U d l y — T - , — ¿ U U b 

b2 
b7E 

( S ) 

Attention : 

Dear 

•b4 
b6 
b7C 
' b7D 

Under the authority.of Executive Order 12333, dated 
December 4, 1981, and pursuant to. Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you 
are hereby requested-to.provide the Federal Bureau of 
Investigation (FBI) the names, addresses, and length of service 
and electronic communication transactional records, to include . 
•existing transaction/activity logs and all electronic mail 
(e-mail) header information (not to include message content 
and/or subject fields), for the below-listed e-mail address 
holder(s): bl 

b2 
b7E 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or > 
clandestine intelligence activities, and that such an 
'investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United'States. 

You are further advised that' Title 18, U-. S. C S e c t i o n 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to. a representative of the delivering division 
of the FBI within 3 0 business days of receipt of this request. 

Any questions you have regarding this request should 
directed only to the delivering H-ivia-inn _ p^p t-n 

NSL VIO - 3 W fH.H«̂  
tritoni, 
ImI 4M à 

JLLÙL 



ATTACHMENT 

b2 
b7E 

NSL VIO-3178 
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(Rev. 01-31-2003) 

w^)8fcET/NOFORN 

BUREAU OF INVESTIGATION 

(U) 

ÍS) 

( U ) 

( S ) 

Precedence: ROUTINE 

To: 

Date 02/02/20.06 

From: 

Contact ; 

Approved By: 

Drafted By: 

SA 

Case ID #: (S 

Title: (S) 

b l 

b2 
b7E 

bl IX 

Synopsis : (U) Analysis of E-mail headers supplied by 
lin response to NSL dated 01/09/2006. 

X issify On¡ 

M 

Details: FBI 
information received from 
01/09/2006. Writer performed an analysis of the e-mail, header 
information which disclosed the following: 

supplied e-mail header 
m response to a NSL dated 

-LSI 

b2 
'b6 
b7C 
b 7 E 

b4 
b7D 

bl 
b2 
b7E 

b2 
b4 • 
b7D 
b7E 

bl 
b2 
b6 
b7C 
b7E 

SE^ET/NOFORN 

bl 
b2 

NSL VIQb3F9 



SE)^ET/NOFORN 

To: 
Re: (S) 

From: 

IS1 

m . 

02/02/2006 ] bl 
b2 
b7E 

bl 
b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

bl 
'b2 
b7E 

ET/NOFORN 63 

bl 

NSL VIQ-3180 



ET/NOFORN 

To: 
Re: (S) 

1 From: 
m B . 

0 2 / 0 2 / 2 0 0 6 

SSL 

bl 
b2 
b7E 

i s i 

bl 
b2 
b 6 
b7C 
Jo7E 

SSL bl 

b2 
b7E 

I S i bl 
b2 
b4 
b6 
'•br 
b7D 
b7E 

b2 
b7E 

S^RET/NOFORN 

3 

NSL VIO-3181 



f'A'f- I 

EFT 
(Re; 01-31-2P03) 

oE^RfeT/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

( S ) 

Precedence: ROUTINE 

To; 

Date: 0 2 / 0 3 / 2 0 0 6 

From: 

Contact: SJ 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

^yj Synopsis: (U) Toll record analysis 

<S) 
'/TT\" 

•bl 
b2 
b7E 

Attachment(s): Microsoft Excel spreadsheet.' 

Details : (Si 

[ 
EBI 

and were used 
an Microsoft. Kxce I .qnr-paflshPpV.f 

Attached to this communication is 

(S) 

bl 
b2 
.b7E 

SE^RET/NOFORN 
TTT I 

b6 
b7C 
b7E 

bl 

b7E 

bl 
' b2 
•b6 
b7C 
b7E 

b2 
b4 ' 

b7 D 
b7E 

• -

FEB 03 ?JGT 
I";.; I 

NSL VIO-3182 

bl 
'b2 
b7E 
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SE&RET/NOFORN 

TO: 
Re: (S) 

] Pmni • 
0 2 / 0 3 / 2 0 0 6 

^ Below is a list of numbers that could not be 
identified.. Additional NSLs will be issued to identify subscribers 

(S) 

Below is a listing of subscriber information for 
identified calls: . 

SE ̂«¡T/NOFORN 

NSL VIO-3183 



SE^ET/NOFORN 

TO: 
Re: (S) 

1 F r o m : [ ] 
02/03/2006 

Sj^ET/NOFORN 67 

bl 
b2 
b7E 
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SEJZÇET/NOFORN 

To: 1 P r n m r 

Re: (S) 02/03/2006 
b l 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

SEb^ET/NOEORN 
2 
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DECLASSIFY 01: 08-20-2032 

AIL IIFOHttTIOI CONTAINED 

mm mm ohijiie 

bl 
b6 
b7C 
b2 
b7E 
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(S) bl 
b6 
.b7C 
b2 
b;E 
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V 

(S) 

bl 

fc-2 
bíE 

NSL VIO-3188 
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b7C 
b2 
b7E 

i 

1 

NSL VIO-3189 



FD-542 (Rev. 11-02-1999) 

s è l â ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/14/2006 

Xi To: Attn: SAf 

From: 

Contact: 

Approved By: 

Drafted By: 

RA 
ISS 

Case ID #: (S) 
(U) 66 
(U) 66] 

R25318 I "i / -5 
212 0 92-A 

Title: (S) 
Ü S P 1 U W A U E - U N J M M U W N 

bl 
• - b6 
• b7( 

Synopsis: (U) Account data obtained and statistical 
accomplishment claimed. Lead covered. 

(U) 
D ^ e X a i s T f y O n T JT^r-

( S ) 

Reference: (S b2 
b4 Enclosure(s): (U) Enclosed for 

provided by 
b7D 

account data 

bl 
b2 
b7E 

Details: (U) ISS served a NSL tof 

records to be searched and provided ISS 
baused tne 

enclosed information. 
with the 

(S) 

b2 
bo 
b7C 
b7E 

bl 
b2 
b7E 

bl 
b 2 

b7E 

b4 
b6 
b7C 
b7D 



SECRET 

To: General Counsel From 
Re: (S) 

b l 
b2 
b7E 

S E Ò ^ E T 

2 

NSL VIO-3191 



i S E b ^ E T 

To .* Ccnc,"-"1 """m • 
Re: (S) 

Accomplishment Information: 

Number : 1 
Type: NSL SERVED TO FINANCIAL INSTITUTION 
ITU: NATIONAL SECURITY LETTER 
Claimed By: 

SSN : 
Name : 
Squad : b6 

b7C 
b7E 

3 

NSL VIO-3192 



(S) 

(S) 
bl 
b4 
b7D 

( S ) 

(S) 

NSL VIO-3193 



A 

X 

bl 
b4 
b7D 

2 NSL VIO-3194 

X 



^(Rev? 01-31-2003) 

SE^ET/NOFORN 

FEDERAL B U R E A U O F INVESTIGATION 

b2 
b6 
b7E 
b7C 

(U) 

(U) 

(U) 

(SI 

Precedence: ROUTINE 

To: 

Date: 0 3 / 1 4 / 2 0 0 6 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

-Tsr 
.bl 
b2 
b7E 

bl 
Synopsis: (U) Toll record analysis concerning subject's 
cellular phone number. 

rSsify On: 

(U1 

Attachment(s): Microsoft Excel spreadsheets and printout of toll 
records., ' 

Details: {S] 

2&C FBI 
were usea 

Attached to this communication is 
an Microsoft Excel spreadsheet I |. 

b2 
b7E 

(X 

S^RET/NOFORN 

bl 
b2 
b7E 

NSL VIO-3195 

bl 
b2 
b7E 

b4 
b7D 
b2 
b7E 

SEARCHED, INDEXED 
SERIALIZED pO> FllFnpf̂ _ 

MAR 14 2006 

Fi..; I 



S^RET/NOFORN 

To: To: 
Re : (S) 

(UJ 

( S ) 

M r 

0 3 / 1 4 / 2 0 0 6 
b l 
b2 
b7E 

b2 
b7E 

bl 
b2 
b7E 

SEÇi^BT/NOFORN 

2 
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AIL IIFQBMTIQICMTÀIHED Ly bJbQKL I DATE; 08-20-2007 
HEKI3 13 UNCLASSIFIED EXCEPT . . ' CLASSIFIED BY 65175 dih/ksr.gcl 

^ . • REASOH: 1.4 (c) 

^ Q ( , - • DECLASSIFY 01: 08-20-2032 

bl 
b6 
b7C 
b2 
b7E 



ALL I 1 F 0 R M T I 0 I COITAMD / DATE: 08-20-200? HERE IS IS UTCLASSIFIED EXCEPT 
mm SHOOT mmm ' ' • ' CLASSIFIED BY 55179 »/tsi.gci 

y s ' : rnmm: L4 M 
° B ' • {JJU, 6 F DECLASSIFY 01: 08-20-2032 
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( S I 

bl 
be 
b7C 
•b2 
b7E 
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(SI 

( S I 

bl 
b6 
b7C 
b2 
b?E 

NSL VIO-3200 



/ \ 

b6 
b7C 
b2 
b7E 

5 

NSL VIO-3201 



• An 
J J (X-Ou M 

bl 
b6 

•" b7C 
• b2 
'b7E 

6 

% 
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( S i 

bo 
b7C 

NSL VIO-3203 



( S ) 

bl 
bb 
b/C 
b2 
b7E 

NSLVin-120 



Y 

bl 
bo 
b/C 
b2 
b7E 

\l i 
h 

NSLVIO&l 



¡5) 

bl 
bb 
b/C 
b2 
b;E 

10 

NSL VIO-32Ò6 



X 

(3) 

bl 
bfc 
b;C 
b2 
b7E 

11 

NSL VIO-320/ 



3 ^ 1 

( S ) 

bl 
•b6 
b7C 
b2 
b7E 

1? 

NSL VTO-32Í 



(2) 

bl 
bo 
b7C 
b2 
b/E 

13 
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(3) 

bl 
bo 
bïC 
b2 
b/E 

14 

Kim-i 
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(SI 

bl 
b6 
b7C 
b2 
b7E 

15 
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( S ! bl 
bo 
b7C 
b2 
b7E 

17 



I S ) 

bl 
bb 
b7C 
b2 
b/E 

18 
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( S I 

'bíC 

bl 
b6 
b7C 
b2 
b/E 



(SI 

bl 
bo 
b7C 
b2 
b;E 
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(01/26/1998) 

SE^ET 

FEDERAL BUREAU O F INVESTA G ATI O N 

(S) 

( U ) 

<S) 

(Si 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

From: 

Date: 8/4/2005 

Attn: Julie Thomas 
Deputy General Counsel, 
CD- 3D 

NSLB 

Drafted By : 

>: T_T Case ID #: (S) 

( U ) 
bbA- •Cyb3b4 (Pending) 

( U ) 66F--HQ--C130337 5 (Pending) 

Title: :s) 

b7E 

.bl 
b7i 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for electronic communication transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

- . x 
•Declassify OrTi 7CV~ 

M 

Enclosures : (U) Enclosed for is an original and 

bl 
b2 ' 
b6 
,b7C 
b7E 

bl 
b2 
b7E 

one copy of a NSL, dated 8/4/2005, and one original and one copy 
of an e-mail.preservation letter, dated 7/28/2005,and both 

b2 
b7E 

SEteflrET 

A 

bl 
b2 

NSL VIOi32J7 

b7E 

I SEARCHED. SERIA 
.INDEXED ^ S E R I A L I Z E D S I F I L E D - f - J ^ 

AUG 04 2005 

r 



(S) 

(U) 

ÎÈg^ET 

To: GenexaJ Cm m.gpl Frnm • 
Re : 8/4/2005 

addressed to 

electronic transactional records for the e-mail address holder 
listed and preservation of the same. 

Details : 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks electronic , . 
communication transactional records on one e-mail address. 

(U) Arrangements should be made with the electronic 
communication, service provider receiving the enclosed letter to 
produce the records personally to an employee of the 
delivering division within 30 business days of receipt of this 
request. The electronic communication service provider should 
neither send the records through the mail nor utilize the name of 
the' subject in any telephone calls to the FBI. 

(U) You should remind the electronic communication 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

i t is the responsibility of the office • 
to advise FBIHQ. This may be 

done by routing slip to the National Security Law Branch, Office 
of' the General Counsel, Room 7975, the FBIHQ entity handling the 
operational legal needs of the Counterintelligence Division. 
This reporting is necessary in order to provide information to 
Congress regarding the FBI7s use of this authority as mandated by 
Congress. 

bl 
. b2 
b7A 
b7E 
b4 

b7C 
b7D 
bl 
b2 
b6 
b7C 
b7A 
b7E 

b2 
b7E 
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SE^ET 

To: GenexaJ r'nnnspl Eix>m: 
Re: (S 

to SA 

8 / 4 / 2 0 0 5 

([))• Anv questions regarding the above can be directed 
, b2 

b6 
' ' b7C 

bl 
b2 
b7A 
b7E 

SECl^T 

3 

NSL VIO-3219 



SEC^ÉîT 

To: General Counsel From :. 
Re : i/4/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL ' 

AT WASHINGTON. DC 

jféd NSLU is requested to record the appropriat 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear 
I 

Set Lead 3 : (Action) 

.AT 

above X ) Deliver the attached letter as indicated 
Unon Receipt of the information from the carrier 

is requested to submit the results to SA 

SECRET 
3 

NSL VIO-3220 



Y 
U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Plea.c Rv-tVr in 

File No! 'b2 
b7E 

August 4, 20üb 

( S ) 

b4 
b6 
b7C 
b7D 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act,' as amended, October 26, 2001), you 
are hereby requested to provide the Federal Bureau of 
Investigation (FBI) the names, addresses, and length of service 
and electronic communication transactional records, to inplude 
existing transaction/activity logs and all electronic mail 
(e-mail) header information (not to include message content 
and/or subject fields), for the below-listed e-mail address 
holder(s): 

ft 

Fròlli maeprion co present 

bl 
b2 
b7E 

(S) 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant,to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely ' 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to a representative of the delivering division 
of the FBI within 30 business, days of receipt of this request. 

bl 
b2 
b7A 
b7E 

NSL V l U ^ ^ Ä W 
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> 

Any questions you have regarding this request should be 
directed only to the delivering division. Due to security 
considerations, you should neither send the records through the 
mail nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation'in this matter is greatly appreciated. 

Sincerely, 

Agent: m unarge 

2 

\ NSL VIQ-3222 



FOI PA # 1073946 

c i a s s i i i s e I ; 
P I A S 01; 1 . 4 

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. b2 
b7E 

K U y U H L 4 , — Z U U 3 

RE: E-mail preservation 

b4 
b6 
b7C 
b7D 

( S ) 

Dear 

The Federal Bureau of Investigation (FBI), United 
States Department of Justice, requests the preservation of all 
records pertaining to the following user email account: 

bl 
b2 :'I Ulli -LUC tip LI Uli LU yitíytíÁt b7E 

? 

(S) 

These records should include, but not be limited to: 
electronic e-mail content, electronic mail logs, radius logs or 
IP history, log-on IP addresses, subscriber information, dial-up 
account information, and acceptable use policies. This request is 
made pursuant to Title 18, United States Code, Section 2703(f). 

The FBI will obtain the appropriate legal authority for 
disclosure of this information and forward this material to your 
attention within ninety (90) days. 

You are further advised that Title 18, U.S.C., Section 
2709 (c) , prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to' information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to a representative of the delivering field 
office of the FBI. Any questions you have regarding this request 
should be directed only to the delivering field office. Due to 
security considerations, you should neither- .qprid t^10 

NSLVIO-3 
'bèli«*«. 

A 
í l uì Iff / 

bl 
b2 
b7A 
b7E 

rvi 



through the mail nor disclose the substance of this request in 
any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Special Agent in Charge 

, Bv ; 
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