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FEDERAL BUREAU OF INVES

Precedence: ROUTINE

s;?(sgm

TIGATION

Date: 02/23/2005

To: General Counsel v 2v Attn: _NSTIT ' o
- I Chief
Counterintelligence ‘ Attn: SSA|
CD-ZK&
Attn: | |
From:
Contact: SA|
Approved By:
~ b i
Drafted By: I .E;
Case ID #: (SZ B7E :
e e K (429N | F9 b3bd ~ 73(" { Pendlng ) b A b ;
Title: (8) o
- L7
oY}

Synopgiéf“wb&j Approves the issuance of a National Security

Letter (NSL); provides reporting data;
" delivery to the respective teléephone company.

and transmits the NSL for

NSL VIO-3118

- M Deriv v G-3 0 l

. . g8sify On: o
e o
Enclosure(s): (% Enclosed for is an origin one bl
cony of a8 lettrer. dated FPebruary 23, 2005, addressed to ' S
/)
requesting subscriber, address, credit. billing, 4
Tengfth of service and call detail information forl he
I A
and| |exom] | o

............................... S PRRET
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' To: General Courn ] Erom: I

Re: (S) 02/23/2005 BTE
: BIA
Details: (S)I
This EC documents the SAC's approval and Bl
certification of the enclosed NSL. For mandatory reporting ' e
purposes, the enclosed NSL seeks subscriber, address, length of S
(S) service and oall detail information associated with b;t
(S) b7A

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to the employee of the delivering office. The institution should
neither send the records through the mail nor utilize the name of
the subject in any telephone calls to your office. The
institution should not contact FBIHQ directly in. any matter.

(U) [:::::::::] should remind their respectlve telephone bf
company that they are prohlblted from disclosing that the FBI has = b7E
made this request. v

(U) Anv questiohs regarding the above may be directed o)

to thel Division, Attention: SA| | 66
[ |[at telephone number ‘ T
pY7E

NSL VIO-3119



To: Genperal Cou: 1 From: ) bl

Re: (S) 02/23/72005 . b2

' ' b7k
TR

LEAD (s) : '

Set Lead 1: (Acfion)
GENERAL COUNSEL

AT WASHINGTON, DC

L .
Ce IR NSLU is requested to record the approprlate
information needed to fulfill the Congre551onal reporting
requ1rements for NSLs.
Set Lead. 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear
'Set Lead 3: (Action)
s Deliver the attached letter as jindicated above. k6
Upon receipt of the information from the carrier, L s T
“requested to submit. the results to AttTention: ISS. o

144

:_ sganT
3‘

NSL VIO-3120



U.S. Department of Justice

Federal Bureau of Investigation

In Reb]y, Please Refer to ’ l ' -

File No bz
L7E

Fepruary 23, 2005

o A : ST et

Attention:l o Lo
. . ' ‘ . o NS
Dear : p7D

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United Statesg Code
(U.S.C), Section 2709 (as amended, October 26, 2001), you are
hereby directed to provide the Federal Bureau of Investigation
(FBI), with all telephone services to include the subscriber, i
address, credit, billing, length of service and call detail (toll (%9'

record) 1nformatlon associated with the follow1ng telephone
number for the perlod identified: ' ’*ﬂk
8 b6
‘ B
b1

You are further requested to provide these records, if
possible, on a floppy dlskette in ASCII file format.

In accordance with Title 18, U.S.C. Sectlon 2709(b), I
certify that the subscriber, address, credit, billing, length of
service and call detail information sought are relevant to an

authorized investigation tc protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of that United States person is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section
2709 (¢), prohibits any officer , employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

You are requested to provide the records reSpon31ve to
thlS request personally to a re?f?%fntatlve ol = AT i g

8 |
-] NSL VIO-3121 EY - bl
etk




that served this request. Any questions you have regarding this
request should be directed only to the FBI office that served
this request. Due to security considerations, you should neither
‘'send the records through the mail nor discuss the substance of
this request in any telephone conversation.

Your cooperation, in this matter, is greatly
appreciated. : v

Sincerely yours,

bz
Special Agent in Charge " bhIE

NSL VIO-3122
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~--- Working Copy ----

_Precedence: ‘ROUTINE Date: oo, cu,mv-n
To: General Counsel Attn: NSLU
' S - : | | Chief
Counterintelligence - Attn: SSA
- L ‘ CD-2x
Attn: ISSl | .
From: l
| Sac]| | -
: Contact: ISS| | S

o

Y
L4

Approved By:

5

oo

-] -
[

bz
Drafted‘ By: | 7R
Case ID #: (8) b7E
bo
: , — ) b D7 A
Synopsis: (U) To provide| |th= resnltsg of a e LI
National Security Letter (NSL) provided to on WD
03/03/2005. , ' oL
(U)o ‘ » ‘ DiE
) assify On: joul
(8] L2
053] e .
A /b b
Reference: (s)| | L b7
e - - }&]  66A-PH-C96354 Serial /36 b2 h72
: x b4 -
Enclosure(s): (%) Enclosed for |are the original | B7E
. NSIL, dated 02/23/2005. andl |response to the NSL for -
telephongmqumber%" O
I Details: ¥&1  On 03/11/2005.1
(gll Jthe NSI, response for telephone numbers

| on 03/23/2005, ISS

telephonically contacted| | for the purpoLE oT
discugsingl kesponse to the NSL. She explained that
no records were found for the two telephone numbers and that

Case ID : Serialwﬁw
o é;zRETNUN_Qﬂ““” o
isjﬁ,ﬂ _ R -7 NSLVIO-3123 ;i
B bIE



i , SE5§§T

---- Working Copy ---- : Page 2
if records had been found, | would
have been the carrier. At nc time during the course of the . R
conversation with| _ laid 18s8| |mention the b
two telephone numbers which appeared in the NSL. The | b
case file number noted on the original NSL was provide ) . b7
| as search criteria. ' %ﬂE
Accomplishment Information: i
Number: 1 K
- Type: NSL SERVED TO COMMUNICATION CARRIER
ITU: LIAISON WITH OTHER AGENCY -
Claimed B : .
SSN: ~
Name : o . _ ' bf
Squad| : - ‘ bo
' ' : ‘ - bYC
LEAD (8) :

Set Lead 1: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC
(Uf Read ahd clear;
Set Lead 2: (Info)
| ~ COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear.

Set Lead 3: (Info)

AT

b2

(U} Read and clear. L

sECkET

- NSL VIO-3124
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© (Rey.0131-2003) HE

Precedence: ROUTINE

FEDERAL BUREAU OF INVESTIGATION

Attn:

Date: 11/26/2004

To: GCeneral Counsel NSLU .
: . : | chief
Counterintelligence . Attn: |
. CD-ZX
Attn:
Attn: RA o
gy - From: . be
bIC
| Contact: 188 | I L7E
Approved By:
Drafted By: | | P}
. L |8 ¥4
Case ID #: (Sﬂ bk
AUy e 3E) G6A-PH-C96354-42, (Pending) | 7g -
Title: (9) hé
TR
b7
Synopsis: (U) This EC approves the issuance of three credit
report National Security Lettexrs (NSLs) pursuant to Title 15,
- United States Code (U.5.C.), Section 168lv; sets a lead and b2
rovides reporting data to NSLU; and tr i he NSLs to FBI 4
[ lfor delivery to to FBI for deliverv t f%'ﬁ
and to FBI |for delivery to ’;L
Tespectively. o
in"um"" _ V
g8ify On: » i
)ﬁ}, bz
T b7E
(31

%;QBET

NSL VIO-3126
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S - 7&{ Enclosed foy is an ori .i.n.a.}._a:nd_a_|
copy of a NSL dated November 26, 2004 addregsed to

: : E‘.nciosed formls an L av of
Ia NSL dated November 26, 2004 addressed to|

To: Geh 1 Cony From: |
Re:, (8)}] 11/26/2004

Enclosufé(éY:}Si Ehclosed,for
of a National Security Letter
addressed to

[requesting

a consumer credit report and all information in its files
concerning the listed consumer. :

irequestlng a consumer credit report and all

information in its files concerning the listed consumer.

f

requesting a consumer credit report and

all information in its files concerning-the listed consumer.

Details: (3)

: These NSLs seek the consumer credit report and all
informatign in the files of the consumer reportlng agency
concexrning

(U} On August 27, 2003, the Director designated the
official signing the enclosed letter as authorized to make the
requlred_certlflcatlon

(U) This electronic communication documents the Special
Agent in Charge's approval and certification of the enclosed’
NSLs. For informational and reporting purposes, the enclosed NSLs
geek the consumer credit report and all other information in the
consumer reporting agency's files of one individual.

SE?RET
2

NSL VIO-3127




To: Ge i From: ; | vvb 1
Re: (8) 11/26/2004 ‘ o
o ’ - bIE

h7A

(U) A representative of each receiving office, who has
liaison with the consumer reporting agency should hand deliver
the letter to the appropriate representative of said agency. Each
receiving office should advise their respective consumer
reporting agencies that Title 15, United States Code, Section
1681v{c), prohibits it from disclosing that the FBI has made this
request. In addition, each consumer reporting agency is
prohibited from including in any consumer report any information
that would indicate that the FBI has sought or obtalned such
information.

(U) Arrangements should be made with each respective
consumer reporting agency to provide the records personally to a
representative of your office. The consumer reporting agency
should neither send the records through the mail nor utilize the
name of the subject in any telephone calls to your office. The
consumer reporting agency should not contact FBIHQ directly in
any manner.

(U) Consumer reports received from a consumer reporting
agency must be clearly identified when reported in any Bureau-
communication. Subsequent dissemination of such information is
prohibited, except to other Federal agencies or military
investigative entities as way be necessary for the approval or
conduct of a foreign counterintelligence investigation.

(I} Any questions regarding the above can be directed
tol Divigion, Aftention: SA | |
at .telephone number

SEQRET

3
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refuested to submit results to

To: General Coul. .. From:

Re:. (8) 11/26/2004

LEAD(g) :
Set Lead-1: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

-~}gﬁ Read and clear.

~ Set Lead 2: (Action)

GENERAT, COUNSEL

AT WASHINGTON, DC

?éi NSLU is requested to reéecord the appropriate
lnformatlon needed to fulfill the Congressicnal reportlng

requirements for NSLs

Set Lead 3: (Action)

AT | |

'“EE( Deliver the attached letter as

Upon receipt of information from the carrier |
[fffffffjd to submit- results to| |Attn:

Set Lead 4: (Action)

AT]

d above.

"“)Si Deliver the attached. letter asindicated above.

Upon recelpt of information from the carrier,

I Attn:

Set Lead 5: (Action)

18 .
TSS | |

,stgET
.
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To:. Ce oral Oy From: I I

Re: (8) 11/26/2004

AT] RESIDENT AGENCY
' }{) Deliver the attached letter as_indic d_above.
Upon recelpt of information from the carrier, Resident
Agency is regquested to submit results to | Attn: ISS

B 44
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to A
File No. b2
L7E
November 22, 2004
| oF
bo
_ (SRS
Attention: ' : : , : - b7D
Pursuant to Executive Order 12333, dated December 4, v

1981, and Title 15, United States Code (U.S.C.), Section 168lv of
the Fair Credit Reporting Act, you are hereby directed to provide

the Federal Bureau of Investigation (FBI) with a copy of a
consumer report and all other information contained in your files
for the below-listed consumer:

Name:
Date of Birth:

SociaiAéeéﬁf{tf“ﬁuﬁbéf'

Address:

In accordance with Title 15 U.S.C., Section 168lv, I
have been designated to make this request and that the requested
information is necessary to conduct an authorized invegtigation
of, or intelligence or counterintelligence activities or analysis
related to, international terrorism.

Please be advised that Title 15, U.S.(., Section 1681v
(c), prohibits any consumer reporting agency or any officer,
employee or agent of your agency from disclosing to any person
that the FBI has sought or obtained access to information or
records under these provisions. Furthermore, your agency, or any '
officer, employee or agent of your agency, is prohibited from
including in any consumer report any information that would
indicate or dlsclose that the FBI-has sought or_obtaided such
information. : |-




You are requested to provide the responsive reqords'
pérsonally to a representative of the field office of the
FBI. Any questions regarding this request. should be directed to

your designated point of contact at the[:::;:::]field office. Due

to security considerations, you should neither send the records
through the mail nor disclose the substance of this request in
any telephone conversation. ‘

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

Bpecial Agent in Charge

NSL VIO-3132
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply. Please Refer to
File No.

NOVEmMber 22, 200%

"Attention:

Dear]

' Pursuant to Executive Order 12333, dated December 4, .
1981, and Title 15, United States Code (U.S.C.), Section 168lv of

" the Fair Credit Reporting Act, you are hereby directed to provide

the Federal Bureau of Investigation (FBI) with a copy of a
consumer report and all other information contained in your files

" for the below-listed consumers:

Name:
B . l_\
Date of Birth: I
Soc1a1 Securlty'ﬁumber b
. b

Address:

In accordance with Title 15 U.S.C., Section 1681v, I
have been designated to make this request and that the regquested
information is necessary to conduct an authorized investigation
of, or intelligence or counterintelligence activities or analysis
related to, international terrorism.

Please be advised that Title 15, U.S.C., Section 1681lv
(c), prohibits any consumer reporting agency or any officer,
employee or agent of your agency from disclosing to any person
that the FBI has sought or obtained access to information or

" records under these provisions. Furthermore, your agency, or any

officer, employee or agent of your agency, is prohibited from
including in any consumer report any information that would

R

j

"indicate or dlsclose that the FBI has sought or obtaiped such .
information. ‘ e

NSLVIO-3133




field office of the

You are requested to provid ponsive records
personally to a representative of the
ue

FBI. Any questions regarding this req £ shoul

your designated point of contact at the

be directed to
field office. Due

to security considerations, you should neither send the records
through the mail nor disclose the substance of this request in

any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

Special Agent 1in Charge

2
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LIS G0 V;_.';.ﬂ'}

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No,
Novemper Zo, 2004
v bd
Attention: . b@
Dear Lﬁr

Pursuant to Executive Order 12333, dated December 4,
1981, and Title 15, United States Code (U.S.C.), Section 168lv of
the Fair Credit Reporting Act, you are hereby directed to provide
the Federal Bureau of Investigation (FBI) with a copy of a

consumer report and all other information contained in your files :
for the below-listed consumer:

Name:
Date of Birth:

() social Security Number]

Address:

In acéordencevwith Pitle 15 U.S8.C., Section 1681lv, 1
have been- designated to make this request and that the requested
information is. necessary to conduct an authorized investigation

of, or intelligence or counterlntelllgence activities or analysis
related to, 1nternatlonal terrorism.

Please be advised that Title 15, U.S.C., Section 168lv
(c), prohibits any consumer reporting agency or any officer,
employee or agent of your agency from disclosing to any person
that the FBI has sought or cbtained access to information or
records under these provisionsg. Furthermore, your agency, Or any
officer, employee or agent of your agency, is prohibited from
including in any consumer report any information that would

indicate or disclose that the FBI has sought or chtained sich
1nformatlon

S NSL VIO-3135




You are requested to provide the regpoungive records
personally to a representative of the field office
of the FBRI. Any questions regarding this reqguest should be

~directed to your designated point of contact at the

field office. Due to security considerations, you shiould neither
send the records through the mail nor disclose the substance. of
thls request in any telephone conversation.

Your cooperatlon in this matter 1s_greatly appreciated.

Sincerely yours,

Special Agent in Charge

NBL VIO-3136
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Attached hggei-n ig o f’ar-c:'im-i'ln' with nrintonta obhtained fyom
[ TOY rEJUESCEd CZICPIIOTE TNUMDErS.
On September 25, 2000, Investigative Analyst (IA) | e
received subscrlber 1nformatlon from the Custodlan Of Records ror ”Sm
the following telephone numbers . 2 : b7C
: bl
(2] b7a
- : be
On September 27, 2000, | turnlshed subscriber B0
identity for the follow1ng telephone number: e
(5
Ll
PTA
(31
Case ID {- Serial : ol
iSJ“MI yf:a
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(Rev. 08:28-2000) ¥

'FEDERAL BUREAU OF INVESTIGATION

(
Precedence: ROUTINE ) . . Date: 01/22/2002
~To:
Frdm: - ‘ /
Contact: SA I ;f
Approved By: . LiC
bl ‘ - h7E
Drafted By: b2 ' :
Case ID #: (S//NF) oA
: ’ S - 7K Il
Title: (S//NF) 36
R
I:U:l ' . K2 i
e o }\'? /':

Synopsié!““}%( Update file regarding a request for an NSL for
subject's financial account information. This request was submitted
- to FBIHQ on 7/6/2001. The NSL is yet to be received.

LN |
% . ' Deri P -
) ' B8sify On:
o ' }‘\"i
Details: aé//NF On 7/6/2001 [::]requested an NSL for financial 7
information on captioned subject. The reﬁuest was specifically for an y.
“NQT, that wroiild provide monthly statements e fn
" S J'_ﬂ- -
TR o
(S//NF)
(S//NF)
SEC OFORN“MMM:{L :
tI R . Ny%ﬁ%
. , ViV e

'E

:v;)—‘ r(«



SECRET/ /NOFORN

To: ' Zom: | . Dbl
Re: (8//NF) =r01/ 272002 _ - B
b7A
ver [ |
{up - -4 made many attempts to follow up ' quest for
-an NSL. On the Wi a ntacted IRS (as
instructed by SSA via ] -mail in
order to determine the status of the requested NSL: 7/31/2001, _
10/15/2001, 11/5/2001, 12/10/2001, 1/8/2002, and finally on 1/10/2002.
(- X&) To date the NSL has not been completed and forwarded to
| . On 1/22/2002, e-mailed SSA to find out why it was
aking so long. Om 1722/2002, SSA advised[::]to re-submit

. the EC requesting the N and any updated information and they would
re-start the process. [:f:will not re-submit the EC through HQ.
Instead, :will take advantage of the new policy regarding NSLs and
the delegation of signature authority outlined in an EC from HQ dated
11/09/2001.  This will be done via a separate EC. '

+

SECAET/ /NOFORN

2

'NSL VIO-3149



(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION |

Precedence: ROUTINE

To: National Security . Attn: SSA|

ya

SEZ§ET//N0F0RN

Date:

07/05/2001

NS-2D, Room 4147, ext

From:

Contact:

SA

Approved By:

Drafted By:

Case ID #:‘(S//NF)i

Title: (S//NF)

(-

(Q0:

o

Synopéiéif“}*ﬁ Request for National Security Letters (NSL) f
subject's financial account information, including monthly
o statements. ' ' S

assify On: -

oy
[

v
~3 O

M)

(s//NF) |

(S//NF)

" SPORET//NOFORN

&S

) e/o! .
NSL vIg-315

vy

‘br’\,

b7E

o
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bl
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i sgééET//NOFORN

To: National—Secturityv  Fro

Re: (S//NF) 0770572001

(q//NP\!

LEAD(S):

Set lead 1:

NATIONAL SECURITY

AT WASHINGTON, DC

(q//NW\J

»HANWEﬁi The NSL should be directed to:

RURSS .

"

ngf?T//NOFORN

2
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(Rév. 01-31-2003) ,
| A syﬁgm
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/01/2004
To:
From:
Contact: SA oe
o
Approved By: i
jolN
Drafted By: 4
hl
Case ID #: (S) el
(S) L7A
. BTE 1
Title: (S) Cbe
J : _ - bUA
iUT“ﬂmMuuhhu ' : SHLe
Synopsis: I8{ Subpoena for telephone subscriber information. *.°
o N e
' sify -
i . Enclosure (8):- )&j Subpoena request and subscriber information. -
) - - -Retail : ) on 0773172001 thel | e
|NFf4 ce, ‘\'
, ] issued. »P
a subpoena to for the telephone records of captioned o
subject. case agent-is sa | i ‘ : a3
() bl
oK
YA
7o
: : PTE
(U) The remaining telephone numbers will be analyzed
for connections to this case or other FBI cases.
. *e .
ES) B 1
ET ¥
7/ b7E

NSL VIO-3152
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ROUTINE

Precedence:

To: National Security

spdkET
NE

---- Working Copy ----.

Page 1

Date: 07/05/2001

Attn: SSA |

NS-20, Rocm ZIZ7,

From: -
contace:  SA g%
‘ B0
Approved By :”é
Drafted By:
Case ID #: (8//NF) 131
Title: (S//NF) >
j ol ®
(U yojox - B7E
v el ' : ' LA
Synopsis: I8{ Request for National Security Letters (NSL) for
subject’s financial account information, including monthly
statements. o
m- c Ws | |
' E&( €classify On: ol
, v Dz
Details (S//NF)l e
L7E
h7A
I - k1
(S//NF) b é
L7 C
‘bR
(q//mpY! bl
07D
DTA
fS//NF)J
) —
Case ID & Serial . {
- SE@RET ...0- .
e NSL VIO-3153




(S)

- m;m}é) | I

LEAD(s) :
Setvlead 1:
NATIONAL SECURITY

AT WASHINGTON, DC

(S//NF)I

‘,}ﬁi The NSL should be directed to:

mo

S\?@T NSL VIO-3154
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(Rev01-31.2003) f’E

Precedence: ROUTINE o Date: 11/26/2004
To: General Counsel . Attn: NSLU
' B | Chief
Counterintelligence . - Attn: SsSA| |

S From:
S I h
©) Contact: 155 | ?}
Approved By: b7E
&) b
Q#ﬂﬁ biC
Drafted By: ' : ' o
Case ID #: (\5:2) 2
|:U:| . }Q) 66A-PH-lC96-354‘-- 4{/3 (Pend1ﬁg) h7F b1
. ' TR o
Title: (S) h72 ?b
,Synop“s“ié':“_“-v-}xz " Approves the issuance of a National Security
Letter (NSL); provides reporting data; and transmits the NSL for
delivery to the respective telephone company. : :
(- | - |
v :gzziassify On:::g;E K . ol
o) 1558
(3) g ]
Enclosure(s) : }Sfl Enclosed‘fod:I is an or.iginal and one
copy of a letter, dated November 26, 2004, addressed to |
| [requesting subscriber, Iele
address, credit. billinag., length of service and call detail ‘
information for| [ |
()

S%Fggr, ._.4@;_i$&},‘ -

2

NSL VIQ=3155

R



To: General Cour 1 rom:

Re: (8) 11/26/2004-
. Details: gszl ‘
ey
bz
g ols
LYE
!8] This EC documents the SAC's approval and bl
certification of the enclosed NSL. For mandatory reporting 6
purposes, the enclosed NSL seeks subscriber, addresg. lenath of [ole

(S)/ service and call detail information associated with

g . {U)- Arrangements should be made with the institution
receiving the enclosed letter to produce the ‘records personally
to the employee of the delivering office. The institution should
neither send the records through the mail nor utilize the name of

the subject in any telephone calls to your office. The
institution should not contact FBIHQ directly in any matter.

(U) |should remind their respective telephone de
company that they are prohibited from dlsc1051ng that the FBI has B

made this request.

(0) Anv guestions regarding the ghave mav he directed )
Division, Attention: SA o

- . ¥

a elepnone number | _ : Do

ST\RET

NSL VIO-3156

N



-

o

- Set Lead 2:

To: General Cow 1 rom: | 1.

Re: ({8) 11/26/2004
LEAD(s) '
‘Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

"~)£( NSLU is requested to record the appropriate

1nformatlon needed to fulfill the CongreSSLOHal reporting
requirements for NSLs.

(Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear

Set Lead 3: (Action)

AT

Deliver the attached letter as indicated

Upon receipt of the information from the caprier

reguested to submit the results to

*"

SESRET

NSL VIO-3157

Attention:

hove,
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U.S. Department of Justice

Federal Bureau of [nvestigation

In Reply, Please Refer to ' IS
File No. A £
November 26, 2004
k4
819
L7
o b7h
Attention:
Dear
Under the authority of Executive Order 12333, dated Pﬂ)
December 4, 1981, and pursuant to Title 18, United States Code : Q¥y\

(U.8.C), Section 2709 (as amended, October 26, 2001), you are
hereby directed to provide the Federal Bureau of Investigation
(FBI), with all telephone services to include the subscriber,
address, credit, billing, length of service and call detail (toll
record) information agsociated with the following telephone
number for the period identified:

' bl
bhe

(51 | N e

You are further requested to provide these records, if
possible, on a floppy diskette in ASCII file format.

In accordance with Title 18, U.S.C. Section 2709(b), I
certify that the subscriber, address, credit, billing, length of
service and call detail information sought are relevant to an

authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of that United States person is not conducted
gsolely on the basis of activities protected by the first
amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section
2709 (c), prohibits any officer , employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisio

NSLVIO3s8 ko




You are requested to prov1de the records responsive to

this request personally to a representative of the FBI office
that served this request. Any questions you have regarding this
request should be directed only to the FBI cffice that sexved
this request. Due to security considerations, you should neither
send the records through the mail nor discuss the substance of
this request in any telephone conversation.

Your cooperation, in this matter, is greatly
appreciated. .

Sincerely yours,

Special BAgent in Charge

NSL VIO-3159




' SE&QET

---- Working Copy - ﬁagé‘ 2
Precedence: ROUTINE - o ‘Date: 1/11/2005
To: General Counsel E Attn: NSLU
: | Chief
Counterintelligence Attn: SSA
‘ CD-24 —
Attn: 1SS| | ,
' : ' 52
From: e
. . j6)s]
Contact: SA , ' 0iC
. ________L===== - - R7E
Approved By:
R , . lalii
Drafted By: | } ' 2
Case ID #: (S) bz§
EU:' _____ M DOL - PH-LCY030% T PEU.LIJ.IIQ 7 k' iR }:} l
: : ols
Title: (8) "7
b
tuj'“'wmmm_ 4
Synopsié?“';xf: Results of NSL issued to b7

W el Proedpees o
D 8ify : : .

(51 bz
. . bIE
(5) ;6( ‘

e —_— . —— - bl
Referance EC date 11/26/2004...8erial oo “Serial o

t j Enclosurgs;»;ISQ Foﬂ |resu1ts_of NSL L!?

(ijﬁrequeéts for the following telephone number: ‘ » ' iR
e . . jo)

iSh »DetailSE»”EEi Return of information requested for above ioL|
number by NSL. - : hé

(- | _ | - B
LEAD(S):> ‘ . : - N7
Set Lead 1:  (Info) | o |
COUNTERINTELLIGENCE

(81 o AT WASHINGTON, DC

ET NSL VIO-3160




m -

LEAD (s) :

Set Lead 2: (Info)

AT

SEMRET

---- Working Copy ----

e >g< Read and élear .

PA

_ﬂ§< Read and Clear |

Sé;&ET NSL VIO-3161

[a s
L7E
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(Rev. 01-31-2003)

-

ond

Enclosure(s) : (U)  Enclosged foﬂ

FENERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: General Counsel

Counterintellig

Date: 01/06/2006

Attn: Julie Thomas

Deputy General Counsel, NSLB

ence. Attn: (CD-4C

Attn: . RA
From:
Contact: SAI bz
- ‘be
‘Approved By: T
‘ h7E
Drafted‘By: folll
12
“““““ e Y TOOR To90354 Pending) s
}&) 66F-HQ-C1303371 (Pending)
: - : - bl
‘Title: (S) : e
PIONAGE - UNRNOWN . IS
Synopsis: (U) Approves the issuance of one FCRA Sections 1681u( )

and 1681u(b) National Security Letter (NSL} for financial institution
listings and for consumer identifying information; provides reporting

data; and; if necessary,

reporting company

transmits the NSL for delivery to the credit

 “}§§ , Derive G-3 il
a . ' =Ye] asslfy On = o
h7E

lis an NSI. dated 1/6/2006,

addressed to

I:S:I e e T

ol

NSU%@O 3162

Y\l

|, regquesting the names and addresses D4
of financial institutions at which the listed consumer maintains or
has maintained an account and consumer identifying information
relating to the consumer listed.




a  SEXRET i

To: General Counsel From: | I

Re: (8)

'1/672006

Details: :S:'

oy

~] DO

(U)

reporting purposes,

This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory

the enclosed NSL seeks the financial institution

listings and consumer identifying information for one individual.

(u)

through the mail nor utilize the name of the subject of the request in

- any telephone

(u).

addition, the credit reporting company is prohibited from including in

Arrangements should be made with the credit reporting
company to provide the records perscnally to an employee of the
delivering division within thirty business days of receipt of this
request. The credit reporting company should neither send the records .

calls to the FRI.

You should remind the credit reporting compaﬁy that it
. is prohibited from disclosing that the FBI has made this regquest. In

any consumer report any information that would indicate that the FBI

has sought or
(U)
certlflcatlon

(U)

Subsequent dissemination of such information is prohibited,

obtained such 1nformatlon

Oon 11/09/2001 the Dlrector des1gnated the off1c1a1
) 31gn1ng the enclosed letter as authorized to make the requlred

Information received from a consumer reporting agency
must be clearly identified when reported in any Bureau communication.

‘except to-

other Federal agencies or military investigative entities as may be

necessary for the approval or conduct of a foreign counterintelligence

investigation.

(U]

at telephone

sE7QgT

2

NSL VIO-3163

Any questions regarding the above can be directed to SA

L



SECRET t
To: Gererél Counsel From:
Re: (8) 1/6/2006

LEAD (s) :

Set Lead 1: (Action)

GENERAL CQUNSET

AT WASHINGTON, DC
(U)~ NSLB is requested to recoerd the approprlate 1nformatlon
needed to fulflll the Congressional reportlng requlrements for NSLs
Set ﬁead 2: (Info)'
CbUNTERiNTELLIGENCE,
AT WASHINGTON, DG

(U) Read and Clear

Set Lead 3:- (Actioﬁ)
I I

AT

(U) Deliver the attached NSL as indicated above. Upon

R A

olionie

recelpt of information from the credit reporting company,'

is .requested to submit results to|

"

o2
N

e
[1:1

pr

NSL VIO-3164



U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Piease Refer to . .
File No. . _ ‘ } : 1:/ ~

January &, 2006

4
Attention: : E?q

Dearl I : ' ' ‘_' p7h

Under the authority of Executive Order 12333, dated
December 4, 1581, and pursuant to Title 15, United States Code
(U.s.C.), Sections 168lu(a) and 1681lu(b) (the Fair Credit ‘
Reporting Act, as amended), you are hereby requested to provide
‘the Federal Bureau of Investigation (FBI} the names, address,
former addresses, places of employment, or former places of
employment of the below-named consumer (as defined in Section
1681lu{a) of the Fair Credit Reporting Act, as amended) and the
names and addresses of all financial institutions (as defined in
Title-12, U.S.C., Section 3401) at which the below named consumer -
maintains or has maintained an account

. ‘ -Name(s):
Address:
bl
HE bé
b7

Date of Birth:

SSAN:

In accordance with' Title 15, U.S.C., Sections 1681u(a)
and 1681lu(b), I certify that such information is sought £for the
conduct of an authorized investigation to protect against
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to

the Constitution of the United States. Bl
- b
- SERICRRE o e bE
et e e T o | Settaliz®d, . D5 s
(5 ~ NSLVIQ-3j65 . %

[ 20 S -ﬁﬁzl“”*““ - HA




[als}

}. TN
N
L S N

-Please be advisedthdE“TitIé 15, U.S.C., Section
1681u(d), prohibits any consumer reporting agency, or officer

- from disclosing to any person that the FBI has sought or obtained

access to information or records under these provisions. In
addition, no consumer reporting agency, or officer, employee or
agent of such consumer reporting agency, may include in any
consumer report any information that would indicate that the FRI
has sought or obtained such information.

You are requested to provide records responsive to this
request-.personally to a representative of the delivering division
of the FBI within 30 business days of receipt of this request.

Any questlons you have regardlng this request should be.

"directed only to the delivering division. Due to security
" considerations, you should neither send the records through the

mail nor disclose the substance of this request in any telephone .
conversation. . .

Your cooperation in this matter is greatly appreciated.

SinCerely yours,

- ¥ Special BAgent in Charge

+NSL VIO-3166




(Rev. 01-31-2003) HEEE

(2]

SE&E‘I‘

- FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE o : Date: 1/9/2006

To: General Counsel Attn: NSLB
: : : : Julie Thomas
Deputy General Counsel

' Counterintelligenbe ‘ f. ‘Attn: CD-4C
: : Attn: SSA
Attn: SSH
From:

Contact: S | f

Approved By:

Drafted By: s

- bl
Case ID # (S) o
¥R TI6352 PendaIng) . Je
______ }() 66F-HQ-C1303375 (Pending) b7k
' ' bl '
Title: (8S) v bée
ESPIONAGE - UNKNOWN - _ e

" Synopsis: }%ﬁ Approves the issuance of two ECPA National Security

Lettexrs (NSLs) for toll billing records; provides reportlng data; and
if necessary, transmits the NSLs for dellvery to the wire :
communications service providers.

8L D:Md- , o , }bl
:  Declassify On: 1 : : Sps

I bh7E

E :

Enclosure(s):-- . Enclosed for is an orjainal and ane COPY |~ 4
af ora laoatr-t-or Aat+rmad Tanpnarsr Q 20T s rocoaodd o~ [ . v:__‘;_'
- RTD

requesting the name, address, length of service and local and long o)
distance toll billing records for the phone number listed h7E

NSL VIO- 3167




| '  sEdRET |

bi

To: Genexal Counsel From: o
Re: (S) 1/9/2006 . : IE
b2
. . : : ' 0 bd
%( Enclosed for is an original and one copy of |44

aone letter, dated Jannarv 9 006, addressed tol

k). el
1A
N

[Tequesting The name, address, length of Service and 07D

- local and long distance toll bllllng records for the phone number = L7E

listed.

Detaiis:' (S)[

(U) This electronic communication documents the SAC's approvai
and certification of the enclosed NSLs. For mandatory reporting

- purposes, the enclosed NSLs seek local ‘and long dlstance toll bllllng

records for four phone numbers.

(u) Arrangements shouldvbe made with the wire communications
service providers to provide the records personally to an employee of
the delivering division within thirty business days of receipt of
this request. The wire communications service providers should
neither send the records through the mail nor utilize the name of the
subject of the request in any telephone calls to the FBI.

{(U) You should remind the wire communications service providers
that it is prohlblted from disclosing that the FBI has made this
request. :

(U) On 11/09/2001, .the Director designated the official signing
the enclosed letters as authorized to make the required certification.

- (U)  Information received from a wire communication service
provider may be disseminated to an agency of the United States only if -
such information is clearly relevant to the authorlzed
responsibilities of such agency.

(In (11 Any qgestlons regarding the above can be directed to SA
at'telephonel ' . ’

hZ

| seﬁm‘ - b
' R7C

2

NSL VIO-3168



s§§h3f

To: General Counsel From: | o 4 1
Re: (8) 1/9/2006 A ' o o

| | | . b7E
LEAD(s) :

Set Lead 1: (Action)

GENERAI, COUNSEL

M- AT WASHINGTON. DC

“)é) NSLU is requested to record the approprlate 1nformatlon
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Action)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and clear

‘Set Lead 3: (Action)

fiuij_mun - AT |
-Tm“”“ZB{ Dellver the attached letter [ff:iffjcated above Upon b2

receipt of the inform carrler, is requested to  b7E
' subm;t the results to

Set Lead 4: (Action)

: AT
e “ES& Deliver the attached letter as indicated above. Upon

receipt of the information from the carrier, I:Iis requested to
submit the results to o

*

3§pﬁgw

3

NSL VIO-3169



U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer td
File No. ~

January 9, 2005

Attention:

Dear Sir or Madam:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), Section 2709 (Section 201 of the Electronic
Communications -Privacy Act of 1986) (as amended, Octobéer 26,
2001), -you are hereby requested to provide to the Federal Bureau T
of Investigation (FBI) the name, address, length of service, and '/
local and long distance toll billing records assoc1ated W1th the
following: !

Bl
6

B
e
0
N
A X,

t

If the time period noted above is to the "present,
that term is intended to request information to the date of the
processing of‘this request. If providing information to the date
of processing is not feasible, please provide information to the
date of the rece;pt of this request. ~

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to-an authorized
investigation to protect against international terrorism or
clandestine ‘intelligence activities, and that such an
investigation.of a United States person is not conducted solely
on the basis of acetifies protected by the first amendment to the
Constitution of the United States. 1l

J\,{

You are further advised that Title 18, U.S.C., Section TR
2709 (c), prohibits any officer, employee or agent of yours from Y
disclosing that the FBI has sought or obtained access
information or records under these provisi

(3]

wirched

Indaned et ity

b _ S

v o Q’f( 4?

7T



You are requested to provide records responsive to this
request personally to a representative of the delivering division
of the FBI within 30 business days of receipt of this request.

, Any questlons you have regarding this request should be.
directed only to the delivering division of the FBI. Due to
‘security considerations, you should neither send the records
through routine mail service nor disclose the substance of this
request in any telephone conversation.

Your cooperation, in this matter, is greatly
appreciated. .

Sincerely yours,

oo

tr3

Y Special Agent 1in Charge

NSL VIO-3171



U.S. Department of Justice

"+ Federal Bureau of Investigation

= IND

oo

January 9, 2006

I d

~ December 4, 1981, and pursuant to Title 18, United States Code . ¥/

. - » ho
Attention: v : ‘ e

P A,

| ' | . » = . . . ‘ | 1,\ ]:’

Deaﬂ

Under the authority of Executive Order 12333, dated :4:

(U.s8.C.), Section 2709 (Section 201 of the Electronic ‘ ?%%'

Communications Privacy Act of 1986) (as amended, October 26,

2001), you are hereby requested to provide to the Federal Bureau
of Investigation (FBI) the name, address, length of service, and
local and long distance toll billing records associated w1th the
following: - . : : o)

T S - o7e

If the time period noted above is to the "present,"
that term is intended to reqguest information to the date of the
processing of this request. If providing information to the date
of processing is not feasible, please provide information to the
date of the receipt'of this request.

.

In accordance with Title 18, U.S.C. Sectlon 2709(b) I
certlfy that the information sought is relevant to an authorlzed
investigation to protect against international terrorism or.
c¢landestine intelligence activities, -and that such an :
investigation of a United States person is not conducted solely
on the basis of acetifies protected by the first amendment to the
Constitution of the Unlted States. ‘ oo bl

o You are further advised that Title 18, U.S.C., Section
2709 (c), prohibits any officer, employee or agent of yours from
disclosing that the FBI has sought or obtained access to
information or records under these provisions.

Starrtng

‘\ ONSLVIGWL72, DS BV M
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You are requested to prov1de records responsive to thlS
request personally to a representat've of the delivering division
of the FBI within 30 business;days. offreceipt of this request

. Any questions you have regardlng this request should be
directed only to the delivering division of the FBI. Due to
security considerations, you should neither send the records
through routine mail service nor disclose the substance of this

- request in any telephone conversation. .

Your cooperation, in this'matter, is greatly
appreC1ated '

Sincerely yours,

c oy
1O

eS|

4

U/ Special Agent 1in Charge

2.
=3

NSL VIO-3173
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(Rev. 01-31-2003)

‘ FEDERAL BUREAU OF INVEST IGATION

Precedence: - ROUTINE ' o Date: 01/09/2006

To: General Counsel ~ Attn: Julie Thomas :
' Deputy General Counsel, NSLB
Counterintelligence Attn: _CD-4C
Attn:
From:

Contact: SA

' e ’ v bz
Approved By: ' e
b7k
Drafted By: '?}
Case ID # (S)  b7E RN o
(- - 56 [96357 —(Pending) C fjb}
fU}'” L : - (&) ©6F-HQ~C1303371 (Pending) b1 | ;;ai
inmw ’ EoFIUONAGE — UNRNUWN . b7
Syﬁéﬁéﬁé!“pbﬁ) Approves the issuance of one ECPA National
Security Letter (NSL) for electronic communication transactional
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service ‘
provider. o , A , ‘ .
- . : assify On: ‘ ‘ . N
B ey | b7E
'ishf ‘Enclosure(s): (U) 'Enclosed forl |i' an iginal
and one copy of a NSL, dated 1/9/2006, addressed toi |

requesting the names, addresses, Lengths or service, and
T=roctronic transactional records for the e-mail address holder

listed. ‘ : [- k

rl
. ‘ B2 L ;
| . NSLVIO3174 T e




Lo SEdRET '

To: General Counsel From: | | ' o1

~Re: (8) 1/6/2006 - f : S .

—Detailg: (S)) L7k
Ll
|G}
b7
bL7E

(U) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic
communlcatlon transactlonal records on one e-mail address

{(U) Arrangements should be made w1th the electronic
communication service provider receiving the enclosed letter to
produce the records personally to an employee of the
delivering division within 30 business days of receipt of thls
regquest. The electronic communication service provider should
neither send the records through the mail nor utlllze the name of
‘the subject in any telephone calls to the FBI.

(U) You should remind the electronic communication
~service provider that they are prohibited from disclosing that
the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
"signing the’ enclosed letter as authorlzed to make the required
certlflcatlon ,

s))

RO NGy

o]

}‘\

This may be
ona ecurity Law Branch, Office
of the General Counsel, Room 7975, the FBIHQ entity handling the
operational legal needs of the Counterintelligence Division. =

This reporting is necessary in ordexr to provide information to

Congress regarding the FBI’s use of this authority as mandated by
Congress.

» (1) Anv guestions regarding the above can be directed
‘to SA at telephone | |

SECR*T
2

NSL VIO-3175



) To: Ger\vnr:‘l Covinggl Tr m: |
Re: (S 1/6/2006
LEAD(8) :.

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
lnformatlon needed to fulfill the Congressional reportlng
requ1rements for NSLs
' Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC
(U) 'Read:and clear.

Set Lead 3:N (Action)

AT

X8y Deliver the attached letter as indicated dbove.

Upon receipt of the information from the carrier,
| | is requested to submit the results to

e

SECRRT

NSL VIO-3176
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A

U.S. Department of Justice

Federal Bureau of Investigation .

in Reply; Please Refer to

existing transaction/activity logs and all electronic mail
" (e-mail) header information (not to include message content

:holder(s)

| S

File No. Ny
UG.J-I-U-G-.LY N 'AUUO B
joli!
Attention: Do
n7
Dear] : o h ’ ‘ , euan

Under the authority.of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), Section 2709 (gection 201 of the Electronic =
Communications Privacy Act, as amended, October 26, 2001}, you
are hereby requested to provide the Federal Bureau of
Investigation (FBI) the names, addresses, and length of service
and electronic commuriication transactional records, to include

and/or subject flelds) for the below-listed e-mail address N

In accordance with Title 18, U.S}C., Section 2709(b), I

certify that the information sought is relevant to an authorized

investigation to protect against international terrorism or-
clandestine intelligence activities, and that such an ‘

‘investigation of a United States person is rnot conducted solely

on the basis of activities protected by the First Amendment to
the Constitution of the United 'States.

: You are further advised that Title 18, U.S.C., Section
2709 (¢), prohibits any officer, employee or agent of yours from
dlSClOSlng to any person that the FBI has sought or obtained
access to information or records under these provisions.

You are requested to provide records responsive to this -
request personally tc a representative of the delivering division
of the FBI w1th1n 30 business days of receipt of this request.

Any questions you have regarding this request should
directed only to the delivering division.__Due to securiry

mzm-t ASD
ln_ma
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18]

...}BRET/NOFORN

FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE L ' Date: 02/02/2006

To: |

From: . .
Contact: SA v ‘ __l

Approvéd By;

Drafted By:

Case ID #: (S)

Title: - (8) ‘
: bl

Synopsis: gU) Analy31s of E-mail headers supplled by

in response to NSL dated 01/09/2006

Q.

"""Det&i“'l“é“l M FBIl

. ssify On:

b7E

bl .
5w
.

| supplied e-mail header

information received from| | 1n response to a NSL dated
01/09/2006 Writer. performed an analysis of the e- mall header

information which disclosed the follow1ng

(s f

el alies
‘/‘| f‘:

,__.
=

~.]
™

-5

(’\

el

Dot

7k

SE?QET/NOFORN SERIALIZED Do sit) P
bl
Cnz ——LBL
NSL VIQs3179 ———

- TNULACD.
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To:
Re:

SEFRET/NOFORN

| From: [

(s)

02/02/2006

gy 1

"l

(s
b1
| bz
() |
|:s:| ..... }:\Z
p7E

SE7RET/NOFORN

2

NSL VIO-3180

- by

SERG NN
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k2

jolo)
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B7E
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m-

- To:
Re:

| From:. |

G Mg, L

sbégsr/NOFORN ‘

(s)

02/02/2006

]

()]

{8

(s) [

SYQRET /NOFORN

3
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HERE P {

(Re- 01-31-2003)

dE;RET/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . -  Date: 02/03/2006
qul
From: S
, ja¥
Contact: GA e
R7C
Approved By: -

oF
i

Drafted By:

Case ID #: (S) |
Title: (S) - 1 ) . "TE;f

iuju__‘SYnOPSiS= (U) Toll record analysis.

i53’~. ' o assify Omn: 1

ey I

ol
[a—

f—
L

oy
&3

Attachment (8) : Microsoft Excel spreadsheet,;'

jlg: . (S

{7 S FBI L | |
and were used | | - b2

| Attached to this communication is k4
a0 MIlCTOSOIL Fxcel soreadsheetl| BID

(g L . piE

oo
] NG B

,,,,,, L7E
éEEE?T/NOFORN SERimvied 202 Fils 22| 11
| : , bz
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FEDERAL BUREAU OF INVESTIGATION

03/14/2006

Precedence: ROUTINE Date:
To: | Attn: SA |
From: ‘
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Contact: 1ISS
Approved By:
Drafted By: L_ ;
" Case ID #: (S) éxj
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Synopsis:  (U) Account data obtained and statlstlcal
accomplishment c¢laimed. Lead covered.
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_Details: (U)
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Enclosure(s): (U) Enclosed for
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account data
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enclosed information.

1~
I
- )

LN

b7E

(Ul | |con51ders this lead covered Further
leads are left to the discretion of the office of origin. = R7
SECRET : bk
}g SEARCHED INDEXED
SERIALIZED £ A _FILED
bl APR 2 4 7006 Ve
2 _ : P
~ pN$L VIO-3190 Lk OF
NIRRT




To:
Re:

{

, szgéz'r |

General Counsel From: |

(8)

S%ET

“NSL VIO-3191

oo

P



. SE&ET ‘xll

To: Genepsl Covmonl  Daam. , o . . b1
Re: (8). : , hi

S Rl
SRS

Accomplishment Information:

Number: 1 , R
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From:
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Drafted By:

Case ID #: (S)

Title: (S)

Synopsis: (U) Toll record analysis concerning

cellular phone number.
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FEDERAL BUREAU OF INVESTI!GATION

Precedence: ROUTINE . ’ Date: ‘8/4/2005

To: General Counsel _ Attn: Julie Thomas
: : Deputy General Counsel, NSLB
Counterintelligence Attn: CD-3D :
.Attn: SA
From:
Contact: SAl| I
7
Approved By: . Xf
. e
' &
lop :
| : bl
Drafted By: . N e
L7 A
Case ID # (s) bh7E

- 2€) TYE35T —Tending)
§z? 66F-HQ-C1303375 (Pending)

Title: (S) ol
, oA

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for electronic communication transactional
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronlc communications servxce

provider. . ‘
eéclassify On: 3 g ' : \ bz
o}
o AR :
' ‘ _ b
Enclosures: (U) Enclosed forl |is an original and 7E

one copy of a NSL, dated 8/4/2005, and one original and one copy
of an e—mailvpreservation letter, dated 7/28/2005,and both
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To: General Counsel Erom: I I

"T =

it

E I B SN A e

15

addressed tol I

requesting the names, addresses, lengths of service, ‘and
electronic transactional records for the e-mail address holder
listed and preservation of the same.
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(U) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic
communication transactional records on one e-mail address.

(U) Arrangements should be made with the electronic
communication service provider receiving the enclosed letter to
" produce the records personally to an employee of the '
delivering division within 30 business days of receipt of this
request. The electronic communication service provider should
neither send the records through the mail nor utilize the name of
the subject in any telephone calls to the FBI. '

‘ (U)  You should remind the electrdnic communication
service provider that it is prohibited from disclosing that the
- FBI has made this request.

(U) On 11/09/2001 the Director designated the official
SLgnlng the enclosed letter as authorlzed to make the required
certlflcatlon :

o

e | .

I [ it is the responsibility of the office

] |to advise FBIHQ. This may be b7
dope by routing slip to the National Security Law Branch, Office bHTE
of the General Counsel, Room 7975, the FBRIHQ entity handling the =
operational legal needs of the Counterintelligence Division.
This reporting is necessary in order to provide information to
Congress reqardlnq the FRI’s use of this authority as mandated by

Congress.
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SECYET

To: Generxal Coupnsel . From: 1

" Re: (S 8/4/2005
LEAD(8) :
Set Lead 1: (Action)

GENERAL COUNSEL °

AT WASHINGTON, DC

~P8]  NSLU is requested to record the appropriate
information needed to fulfill the Congressional reportlng

‘requirements for NSLs.

Set Lead 2: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) Read and clear

Set Lead 3: {Action)

AT

' ")é) Deliver the attached letter as indicated
above, Upon receipt of the information from the carrigr,

is requested to submit the results to SA
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U.S. Department of Justice

Federal Bureau of [nvestigation

In Reply, Please Refer to
File No.

~d o

=

August 4, zU0G>

Attention: ‘ b7

Dearn

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.s8.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended, October 26, 2001), you AT
are hereby requested to provide the Federal Bureau of ’ P
Investigation (FBI) the names, addresses, and length of service
and electronic communication transactional records, to include
existing transaction/activity logs and all electronic¢ mail
(e-mail) header information (not to include message content
and/or subject fields), for the below-listed e-mail address
holder(s) : ‘

R S—

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not .conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

You are further advised that Tltle 18, U.S.C., Section
2709 (¢c), prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

‘ You are requested to provide records responsive to this
request personally to a representative of the delivering division
of the FBI within 30 business days of receipt of this request.
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ey

Any questions you have regarding this request should be
directed only to the delivering division. Due to security
considerations, you should neither send the records through the

, mall nor disclose the substance of thls request in any telephone
conversation.

Your cooperation:in this matter is greatly appreciated.

Sincerely,

arge
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U.S. Department of Justice‘

Federal Bureau of Investigation

File No.

In Reply, Please Refer to

AUJUSC X, ZUUD

RE: E-mail presexrvation

Dear| |

The Federal Bureau of Investigation (FBI), United
States Department of Justice, requests the preservaticn of all
records pertaining to the following user email account: '

I bl
. € . oW

These records should include, but not be limited to:
electronic e-mail content, electronic mail logs, radius logs or
IP history, log-on IP addresses, subscriber information, dial-up
account information, and acceptable use policies. This request is
made pursuant to Title 18, United States Code, Section 2703(f).

The FBI will obtain the appropriate legal authority for
disclosure of this information and forward thlS material to your
attention within ninety (90) days.

: You are further advised that Title 18, U.S.C., Section
2709 (c), prohibite any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

You are requested to provide records responsive to this
request personally to a representative of the delivering field
office of the FBI. Any questions you have regarding this request
should be directed only to the delivering field office. Due to
security considerations, you should neither sepnd rhe racsxda
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through the mail nor disclose the substance of this request in
any telephone conversation. . '

Your cooperation in this matter is greatly appreciated.

Sincerely,

Special Agent in Charge

By :
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