Memorandum ‘

To NSLB Attorneys _ Date 11/30/2006

From : ° Julie F. Thomas
Deputy General Counsel

Subject : . Guidance for Draftlng IOB Oplnlons

(U) This memorandum w1ll prov1de guldance to. NSLB in
determlnlng whether a potential IOB matter is reportable or
nonreportable and in drafting of IOB opinions.! Of course, each

~ I0OB matter is fact specific, and it may be necéssary, on - ,
.occasion, to deviate from this guidance. However, this guidance
-should be applied in most situations. Attached to this ’
‘memorandum are the following documents: (1) an EC dated
.11/16/2006 to all divisions setting forth the revised procedures
for the submission of reports of potentlal IOB matters
(11/16/2006 EC); .(2) sample IOB opinion for nonreportable IOB
matter; and (3) sample IOB opinion for reportable IOB matter, :
‘including an LHM and letter to the IOB. This memorandum does not-
discuss what potential IOB matters are reportable to OGC.
Rather, the 11/16/2006 EC sets forth such matters and should be -*

referenced when adv181ng the fleld as to what must be reported tQﬂ_"v

OGC/INSD.

. ! The U.S. Department of Justice, Office of the Inspector
General's (OIG) Report to Congress _con Implementation of Section
1001 of the USA PATRIOT Act, dated 03/08/2006, included a section
reviewing the FBI's reporting of potential IOB violations. . In
that report, OIG noted that "it appeared that some factually -
~similar incidents led ‘to reports to the IOB, while others did
not." OIG intends to continue monitoring our IOB process,
therefore, it is 1mperat1ve that our IOB oplnlons are con51stent.
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- To: k _ Attn: SAC
o ' : ASAC
SSA
% . Sh
b7E Counterintelligence = Attn: CD-2B, SSA
Lo i} : o
p7C Inspection : Attn: IIs, CRS
From: Office of the General Counsel
NSLB/CILU/Room 7247
Contact: AGC
Approved By: _Thomas Julie F
, Drafted By:
[0 TR Case IDm#r:%Q 278—HQ-C1229736—VIO‘Serial 1289 (Pending)
L Title: ( INTELLIGENCE_QVERSIGHT BOARD
L IR MATTER 20061 foY
SY“QPSis:N;>§i;YIt is the opinion of the Office of the General
. ~_...-Counsel (OGC) that this matter must be reported to the
iUh””“ Intelligence Oversight Board (IOB). OGC w1ll prepare and dellver
o the necessary correspondence to the IOB.
(U) . Dex rom :
bl " De sify On:
5%} .
DHF ' Referenceb (S) Pendlng)
b2 vﬂU}L"Detazls “““ \jkéj By -electronic communicatian (BC) dated 03/29/2006
b7E the | Field Office requested that OGC
: . review acts of the captioned matter and determine whether it .-
warrants reportlng to the I0B. In our opinion, it does. Our
S analy31s follows ‘ ' ’
; ﬂnﬂmlmm e (3%~ on 11/23/2004, aI |case agent L |
b2 submltted ional Security Letter (N3L] seeking telephone toll
DTE billing records of a certain target to Due to a
b ";] D . o SE% .
: o . NSL VIO-10238 .
OIG REQ-PAR (12-13-06) ITEM#2 , - FBIQQ00Q37
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To: | From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 05/05/2006 ‘

. typographical error, the telephorne number on the NSL was

erroneously transcribed.!  On 02/04/2005, the telephone records

were opean_and_;L_mas_:etermlned that they were not the target's
records. immediately ceased review of the =~

telephone records.®

{U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/19393, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’'s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection. '

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components {(in the FBI, the Assistant Director,
Inspection Division (INSD},. and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the ICB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential :
-Directive. This language has been lnterpreted to mandate the
reporting of any violation of a provision of The Attorney :
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or

- other guidelines or regulations approved by the Attorney General

in accordance with EC 12333, dated 12/04/1981, if such provision

.Wwas designed to ensure the protection of individual rights.

(U) Violations of provisions that merely are
‘administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations

' (U) In order to avoid any further dissemination of this

_incorrect telephone number, the number is not belng llsted in

this document.

'?”:Qﬁi on 03/27/2006,| |realized that this
1nc1dent constituted an IOB violation and promptly reported the
matter to OGC, the Inspection Division, ‘and the

Counterintelligence Division.
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_ records pertaining to a telephone number that was neither under

j SECQQ§ ‘
To: | From: Office o¥ the General Counsel
Re: 278-HQ-C1229736-VIO, 05/05/2006 -

for three years so that the Counsel to the IOB may review them
upon request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
admlnlstratlve violations must be reported as potential IOB
matters.

o;}gi; NSLs are a specific type of investigative tool
that alloWws the FBI to obtain certain limited types of

information without court intervention: (1) telephone and email
communication records from telephone companies and internet

~service providers (Electronic Communications Privacy Act, 18

U.S.C. § 2709); (2) records of financial institutions (which is
very broadly defined) (Right tec Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A)); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair"’
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and {(b)); and (4)

full credit report in an international terrorism case (Fair .
" Credit Reporting Act, 15 U.S.C. § 1681lv). NSLs may be issued in

conformity with statutory requirements, including 18 U.S.C. §
2706. ‘ :

‘;M“J,M~~;/}§{\ In this situation, due to the;incerrect number
stated il t

he NSL, the FBI received telephone toll billing -

investigation nor related to an investigation. Therefore, the
information was improperly collected, although unintentionally

' .so, in violation of the NSIG and ECPA.

.{(U) Here, the target S rlghts were not v1olated because
he was not the subject of the improperly collected information.
It is unknown whether the erroneous information received
pertained to a United States Person, inasmuch as there has been
no review of the information. Nonetheless, based upon the fact

‘that information which may be about a USP was improperly,

although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of Executive Order 12863,
‘OGC will prepare a cover letter and a memorandum to report thls

. matter to the IOB.
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;7E Re: " 278-HQ-C1229736-VIO, 05/05/2006
LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U} For action deemed appropriate.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT _WASHINGTON, DC
(U) For information.
Set Lead. 3: (Informétion)
b2 . . L ' ‘ A
SR (U) The |F‘1.eld Office should Contactg
'fi’ "and ask whetherT g 1 ly or unintentionally acquire _
o4 " information should be returned or destroyed ‘with approprlate :
»n7D .documentation to- the file. :
Cd; . _Ms Thomas
b6 - TUB LIDTary
b7 _
*
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U.S. Department of Justice

Federal Bureau of Investigation

}’ashington, D. C. 20535-0001

BY COURIER

Mr. Stephen Friedman
Chairman '
Intelligence OverSLght Board
Room 50209

New Executive Office Bulldlng
725 17" Street, Northwest
Washington, D.C..

Déar.Mrf Friedman:

Enclosed for your information is a self- explahatqry
memorandum entitled “Intelligence Over51ght Board Matter } ‘
20061 't (U) | .

The memorandum sets forth detalls of investigative
activity .which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterlntelllgence>Investlgatlons and/or
laws, Executive Orders, or Presidential Directives which govern

.FBI foreign counterintelligence and international terrorism

investigations.. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination. of whether any admlnlstratlve action is warranted.
(U)

Enclosure

: S - NSL VIO-10242. - :
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Should you or any member of your staff require additional
information concerning this matter, an oral brleflng will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
’ Attorney General .

U.S. Department of Justice

Room 5111

1 - Mr. James Baker

Counsel, Office of Intelllgence Pollcy and Review
U.s. Department of Justice
‘Room 6150
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INTELLI?ENQE_QMEBSIQHT BOARD (IOB) MATTER
. FIELD OFFICE

10B MATTER 2006 (u)y

"Hf:2§: By electronic communication dated March 29, 2006,
the Federal Bureau of Investigation (FBI) | |F1eld

Office reported that, on November 23, 2004, the FBI submitted a
National Security Letter (NSL) seeking tfiffffie toll billing

records relating to a certain target to. Due to a
typographical error, the telephone number on the NSL was
erroneously transcribed. On February 4, 2005, the telephone
records were opened and it was determined that they were not the
target's records. immediately ceased review of the
telephone records. : : ) :

‘Due to the incorrect: number stated in the NSL, the‘

FBI received telephone tcll billing records pertaining to a

telephone number that was neither under investigation nor related

to an investigation. The error was discovered. upon receipt of
the informaticn, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly- --
collected on a telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. of The

~Attorney General's Guidelines for FBI National Security ‘
,Investlgatlons and Foreign Intelllgence Collection. Thus, the

matter is being reported to the 10B.
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