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Synopsis: (U} Approves the issuance of an ECPA National
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Security Letter (NSL)for email subscriber information; provides

reporting data; and, if

necessary,

to the electronic communications service provider.

transmits the NSL for delivery

] m:>kéi From: ’
o Decla : 9%
( h Do
% b7E
bTA
HE>kgi Reference:
b2
Enclosures: (U) Enclosed far] lis an Ne1 dared pIE
05/24/2006, addressed to ha
________________________________________________________________________ b7D
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[ | b4
requesting the name, address, and ﬁb7i)
Tength of service ror the electronic mail (E-mail) or internet
protocol (IP) address(es} holder(s) listed.

-
Administfative:wMgg) This document is classified
SECRET/ORCON/NOF Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court vroceeding or unclassified
investigative file.| |

iU]"x_ ) Some of the Intelligence provided in this
communicafisn has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered sgingular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

oo
-3 N>

1

W) \(g] per 50 U.s.C. 5 1806 (b) & 1825 (c) of the Foreign
Intelligepce Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.
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Details: (S//OC/NF)

(s//OC/NF) This electronic communication requests the
issuance of a National Security Letter (NSL} to obtain subscriber
records for the individual (s) utilizing the internet prctocol
(IP) address

(S//OC/NF)
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(8 //Q0C/NE) Insomich

(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on one (1) IP address.

(U) Arrangements should be made with the electronic

communication serxvice provider to provide the records personally
to the |within fourteen (14) business days
of receipt of this request. The electronic communication service
provider should neither send the records through routine mail

service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify, based on information provided
to me by the requestor of this NSL, that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

{8) More specifically

SBPRET NS VIO-11266

b1

bIE

bl



(&)
* SECKET

-~-- Working Copy ---- Page
(g)
(U) Any questions regarding the above can b i to .
the Office of the General Counsel, Attention: AGC &
(202) 324 hé
Bi7C
LEAD (s):
Set Lead 1: {Action)
b2
AT -
b7E
(U) Deliver the attached letter indicated ahave. DO
Upon receipt of information from the carrier, is b7C
requested to submit the results to the Attention: IA&
| |FBIHQ, CXS/EOPS|:|
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
b2
AT CXS5/EQOPS e
/ LVE

(U} Read and clear.

SBRET  NSL VIO-11267
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Precedence: PRIORITY Date: 05/23/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: CXS FOPd I

SSA

From: General Counsel

Deputy General Coungel for NSTB, Room 7947

Contact: AGC (202) 324
Approved Bys Thomag Julie T vng
Jol3
Drafted By: b7C
Case ID #: (S) i (Pending)
(8) NSL (Pending)
(8) (Pending)
Title: ,~:E8i:ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
g
UNIT | |
w NATIONAL SECURITY LETTERS ol
b7A
(8)
' - H8) Deri rom: -
(1) De y Omr—X-1
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter
records; provides reporting data; and, if necessary,
delivery to the electronic communications service

(NSL} for electronic communications transactional
transmits the NSL for

rovider b1
P ' b2
15 ] b7E
bTA
;:%ﬁi Reference ™
b2
Enclosures: (U) Enclosed faorl lig an NSI. dared h7E
05/23/2006, addregsed t b4
r_______ b7D
__________________________________________________ be __
Case ID Serial o7C
| 1SL
- bl
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I I requesting the name, address, and length of service, p4
and electronic transactional records for the e-mail address BID

holder(s) listed.
My e

Administrative? “)é& This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court nroceedinag or ynclagaified .
lnvegtigative file, t

iU="2, B -some of the Intelligence provided in this communication
has n obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singulax in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

in3,~;)£i;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Int€lligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination ox use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

i W2
e b2

Details: (S//0oC,NF)]|

b1
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bl
bh7A

(8//0C,NF)
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- bl
ts& This electronic communication documents the Deputy 4
eneral Cobunsels approval and certification of the enclosed NSL. T
For mandatery reporting purposes, the enclosed NSL seeks electronic D7D
communications transactional information on one o
individual utilizing| b7¢
. . b7A
(U) Arrangements should be made with the electronic
communication service provider to provide the records personally
to the Division within fourteen (14) business days o
of receipt of this request. The electronic communication sexvice bz
provider should neither send the records through routine mail b7E
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.
(U) 1In accordance with 18 U.S8.C. 2709(c) I, the
gsenior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
gecurity of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.
on | 1
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b7A
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(U) Any questions regarding the above can be directed
to the Office of the General Counsel, Attention: AGC

(202) 324

LEAD (s):

Set Lead 1: (Action)

AT

(U) Deliver the attached letier indicated above.

Upon receipt of information from the carrier, is
reguested to submit the resultg to the Attentlon:

FBIHQ, CXS/EOPS

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the apprcpriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOPS

b2

(U) Read and clear. b7E
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Precedence: ROUTINE Date: 05/22/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Counterterrorism Attn: CXS/ECAU

Attn:
Attn:
From: '
Contact: SA
Approved By: Bennett Laurie J Y
b7E
b6
b
Drafted By:
Case 1D #: (S) (Pending) ?}
Title: (S) B7E
e b7C

Synopsis:'i}ﬁg Approves the issuance of an ECPA National
Security Létter (NSL)for tolling bill records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
wire communications service provider.

iIIJ ey Derived

|:s:| . D y On: May ; bi
i B7E

Enclosures: (U) Enclosed for 1""!el lnivision is an NSL o

dated 05/18/2006. addressed to I ff
oA

| |request1ng the name, address, length of service and local Le
an ong distance toll billing records for the phone numbers b0

i1 S SIVIOTITS— b2
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Details: (S) J

listed.

o)

~1 D) =
EX

oo o
~J [@)]
@)

o}

m -~ PSY This electronic communication documents the
[;::::::]SAC'S approval and certification of the enclosed NSL. o
or mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for the following
telephone number:

=

HeaelRe;

O
2
.

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the Field Office within seven (7) ~
business days upon receipt or this request. The wire bf
communications service provider should neither send the records DI
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) 1In accordance with 18 U.S.C. Section 2709(c) I,
the senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(s) Non-diacloanre nf thig remiegt for iﬂFhrmarimnl I

bl
b2
b7E
b6
b7C

Disclosure may prematurely
disclose national security 1nvestigation to the target and cause
him to change his behavior patterns and circumvent scrutiny.

(U) The Field Office should remind the
SPeRET NSL VIO-11274
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wire communications service provider that it is prohibited from
disclosing that the FBI has made this request.

(U} Information received from a wire communication
service provider may be disseminated to an agency of the United

States only if such information is clearly relevant to the
authorized responsibilities of such agency.

r______iuﬁ Any questions regarding the above can be directed <

Lo TTF TFO SA| | b7E

| | be
(s): b7C

Set Lead 1:

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/TEAM 2

(U} Read and Clear

Set Lead 3:
ar| _
, o2
(U) Hand deliver the attached NSI, as indicated above. ©b7%
Upon receipt of requested records from the joy!
Field Office is reguested to submit results to T
| jONE,
TFO SA ;
b6
b7C

gp@ NSL VIO-11275
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Precedence: PRIORITY . Date: 05/19/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn: sl |

Attn: SA |
Counterterrorism Attn: CXSLEQBSF______1

1A

From: General Counsel .
Deputy General Counsel for NSLB, Room 7947 —

Contact: AGC (202) 324
Approved By: Thomas Julie F. oz
B7E
0o
Drafted By: s
[ plC
Case 1D #: (8) (Pending)
(s) [NSL (Pending)
(8) Pending)
Title: ‘U)““w:h<i ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT
W f8d NATIONAL SECURITY LETTERS Ei
(S) b7E
bT7A

s I

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL) for electronic communications transactional
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider. b1l
b
b7k

I~ Reference: L7A

b7E
(8] SE?{T NSL VIO-1127 B8
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Enclosures: (U) Enclosed forl lic an NSI dated :bf
05/19/2006, addressed to | b7E
TEequesrting Lhe name, fo¥:|
onic transactional 7D

records for the IP address holder(s) listed.

Administrative:. ;)gi: This document is classified
SECRET/ORCON/NOF&RN Portions of this document carrying
classification markings may not be incorporated into any crlmlnal

affidavit, criminal court proceeding or unclasgsified o
investigative file.| -
b7E
~N

(v}

()

iU

‘2f")4§*\80me of the Intelligence provided in this communication

has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

.3;:>%€} Per 50 U.S.C. S 1806 (b) & 1825 (c¢) of the Foreign

Intelligence Surveillance Act (FISA}, recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER}) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

L b2

\ b7E

Details: (S//OC/NF) |
bl
{S//OC/NF) This electronic communication requests the

issuance of a National Security Letter (NSL) to obtain subscriber

and transactional recoxrds for subjects utilizing an account at
bl
ol
b7D

~<  NSLVIO-11277
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iSF-.;:ngiiihis electronic communication documents the Deputy

General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks bl
electronic communications transactional information on one o

individual utilizing Website address :?4
sYAY

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally
to the Division within fourteen (14) business days of b2
receipt ot thais request. The electronic communication service h7E
provider should neither send the records through routine mail
gservice nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c¢c) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the

national security of the
United States, interfere with a criminal,

counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

(S) More snecificallvl I

() |

(U) Any questions regarding the above can_be directed
to the Office of the General Counsel, Attention: AG(

(202) 324

oNeNNe)
S I

LEAD (s):

SBXET  NSL VIO-11278
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Set Lead 1: (Action)

]

AT{ b2

b7E
(U) Deliver the attached letter indicated above. A
Upon receipt of information from the carrier.| lis requested b7C
to submit the regults to the Attention: IA FBIHQ, :
CXS/EOPS
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM »
b2

ar cxs/eoesl ] bR

(U) Read and clear.

sMT NSL VIO-11279
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Precedence: PRIORITY Date:

To: General Counsel Attn: Julie Thomas

Page 1

05/19/2006

Deputy General Counsel, NSLB

Counterterrorism Attn: CXS/EODS' I
ssa]

From: General Counsel
Deputy General Connsel for NSIR . Room 7947
Contact: AGC (202) 324

b2
b78
bo
Drafted By: n70¢

Approved By: Thomas Julie F.

(s) | (Pending) b1
(8) NSL (Pending) BIA
(S) (Pending) o0

Case ID #:

Title: },)ﬁi ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
-

UNIT

(miﬁf) NATIONAL SECURITY LETTERS
(8)

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for email subscriber information; provides

reporting data; and, if necessary, transmits the NSL for delivery

to the electronic communicaticns service provider.

X8) Deti From: =
iy De Ty Omr—X-1

15,

Hl:jaj Reference:

Enclosures: (U} Enclosed forl lic an NST, dated

05/19/2006, addressed to
| TegquestIng the Tame

address, and length of service for the electronic mail (E-mail)
or internet protocol (IP) address({es) holder(s) listed.

tUlwAdministrativepw;}Sz This document is classified

() | SEBRGT NSL VIO-11280

bl
b2

b7E
b7A
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SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclasgsified

investigative file. |

iU?““;Xé) Some of the Intelligence provided in this
communication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

ﬂﬂﬁm-,;jgtgzer 50 U.5.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligerice Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

W ]

Details: (8//0C)

(s//0¢C)

<7 NSI VIO-11281
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bl
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bo
b7C
biA
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bl
b6
b7C
bTA
(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on three (3) IP addresses,
(U) Arrangements should be made with the electronic
communication sexrvice provider to provide the records personally A
to the| |[Division within fourteen (14) business days e
of receipt of this request. The electronic communication service b/E

provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) 1In accordance with 18 U.S.C. 270%(¢c) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of thig NSL, that a disclosure of

s@éT NSL VIO-11282
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the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

4

(S)

(U) Any questions regarding the above can_be directed

to the Office of the General Counsel, Attention: AGC b2
(202) 324 Lo
B7C
LEAD (s):

Set Lead 1: (Action)

AT
W~
L
(U) Deliver the attached letter indicated above. ©7F
Upon receipt of information from the carrier, is A
reguested to submit the results to the AttentIon: SoA f:,
FBIHOQ, p7C

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
SESRET NSL VIO-11283
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Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOCPS

(U) Read and clear.

—3*CEET NSL VIO-11284
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Precedence: PRIORITY Date: 05/19/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Counterterrorism Attn: CXS EOPSl |

SSA b2

. b7E

From: General Counsel e
Deputy General Coungel for NSILB, Room 7947 2o
Contact: AGC (202) 324 biC

Approved By: Thomas Julie F.

Drafted By
Case ID #: (s) (Pending)
(s) ST (Pending)
(S) {Pending)
Title:iu)m%wiyé} ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT
tum-w.:}gj NATIONAL SECURITY LETTERS H1
7
(s RIA
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for email subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the electronic communications service provider.

w’““)Bi Der® ; 3 ol
(] D §ity Onv = j o)

> b7E
:>9Qi L7A
P Reference

8-

Enclosures: (U) Enclosed forl lis ap NSL dated

pl

"o
05/19/2006, addressed tol P:F
LGN
requesting the name, address, and bd
— IeNgCthl OL Bervice ror the electronic mail (E-mail) or internet 07D
protocol (IP) address(es) holder (s} listed. 6
-

o

| b7A
HE %T NSL VIO-11285
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Administrative: ;}§§ This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or uncliassified
investigative file.

o Some of the Intelligence provided in this
communication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ. T

‘UJ'“~,M;§§) Per 50 U.8.C. S 1806 (b) & 1825 (c¢) of the Foreign
IntelligenCs Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

-

Details: (8//0C)

(s//0C)

~o<~  NSL VIO-11286
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(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on one (1) IP address.

(U) Arrangements should be made with the electronic

communication gervice provider to provide the records personally b2
to the Division within fourteen (14} business days of -
receipt oI this request. The electronic communication service bTE

provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify, based on information

SESRET NSL VIO-11287
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provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

(s |
gl
b7A
(s) |
bl
b7a
(U} Any questions regarding the above can be directed o
to the Office of the General Counsel, Attention: AGC =
(202) 324 ( b6
‘ biC
LEAD (s):
Set Lead 1: (Action)
ATl_
b2
(U) Deliver the attached letter indicated above. n7E
Upon receipt of information from the carrieg 1s reguested hE
to submit the-—xaonlio o th ttention: SSA o
FBIHQ b7C

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
;Esé‘e} NSL VIO-11288
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requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOPS

(U) Read and clear.

s&ﬁn@r NSL VIO-11289
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Precedence: PRIORITY Date: 05/10/2006

To: General Counsel "Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn: SA
Attn: SA
COunLercterrorism Attn: CX
IAa

From: General Counsel
Deputy General Coungel for NSLB, Room 794

Contact: AGC {(202) 324
Approved By: Thomas Julie F. o
D7E
Drafted By: ;b6
b7C
Case 1D #: {s) | (Pending)
(s) NSL (Pending)
(s) ending)
Title:w;wmwmm§§( ELECTRCONTC SURVETTTANCE OPEFRATTONS AND SHARING
UNIT|
() - - >< NATIONAL SECURITY LETTERS bl
o
(s B7E
bR
00 e
Syneopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for email subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the electronic communications service provider.

151 (UJ“-:}QE Deri rom:

Decl ; r -1 bl
} b2
>qQ b7E
. b7A
H—=Reference:
(H Enclosures: (U) Enclosed for] [is an NSL dated
05/10/2006. addressed tol | b2
—TEQUESCTING CIE ‘b;P‘
TamE, QOO ress, and I&IgUIl Ol ServICcE, ana grecuronic S
transactional records for the IP address holderxr(s) listed. b4
b7
Case ID | I Serial .
| SL o
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2
(U
AdministrativéY”{>é5 This document is classified
SECRET/ORCON/NOFORN. Portiong of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal gcourt proceeding or uncliassified no
investigative file, o
O/E
EUJQ;WN;?%; Some of the Intelligence provided in this communication
has /besn obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.
(- ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intéllrgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER)} FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
- purpose without the prior approval of the Federal Bureau of
Investigation.
-
D b7E
Details: (S//0OC/NF)_On 05/01/2006. at the reanest of the
Fiel i
onducted an apalvsis |
bl
b2
DTE
b'f‘?}
(s//0OC/NF) The ?nglxgiglwas conducted following the receipt ol
of information from a Field Office c2
b7E
06
bC
(s//0OC/NF) For context,l | D7A
bl
b2
bTE
b7A

(B/eC/NF) Accordingly fonducted a review of the
S T NSL VIO-11291
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N
oY}
b7D
b7A
(s//oc/Nprl | bf_ ,
] b7E bl
(8//0C/NF) bR
bl
o4
7D
ol ¢}
biC
oA
(S//0C/NF) This electronic communication reqguests NSLB
prepare a National Security Letter (NSL) to obtain subscriber and
transactional records for the individual(s) utilizing the IP
addressesg listed above | ] bl
b7A
b2
b7k
beo
o7C

(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on | IP addresses.

(U) Arrangements should be made with the electronic

D
communication service provider to provide the records personally vf;ﬂ
to the |Division within fourteen (14) business days of o/k
receipt of this request. The electronic communication service
provider should neither send the records through routine mail N
service nor utilize the name of the subject of the request in any j’::/F’

telephone calls to the FBI.

{(U) In accordance with 18 U.S.C. 2709(¢c) I, the senior
official approving this EC, certify, based on information provided
to me by the requestor of this NSL, that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.
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P
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---- Working Copy ----

Page

of the fact that the FBI has sought or obtained access to the
information sought by this letter may prematurely disclose a
national security threat assessment or investigation to the target

and associates affiliated with the target, and cause them to al

communications network to circumvent detection.

5

lter their

Tl

[it is the responsibility of the office

ko advise FBIHQ.

This may

be done by routing slip to the National Security Law Branch,

the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority

Office of the General Counsel, Room 7947,

as mandated by Congress.

{U) Any questions regarding the above
Attention: AGC

the Office_of the General Counsel,
(202) 324

LEAD (s):

Set Lead 1: (Action)

L 1

AT

(U) Deliver the attached letter indice
Upon receipt of informaticn from the carrier,

an be directed to

ted above.

is

requested to submit the results to the Attention:

FBIHQ, CXS

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS

e}
~J B

oo

NSL VIO-11294
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b7C

b2
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Precedence: PRIORITY

To: Counterterrorism

General Counsel

From: Counterterrorism
ocom_4343

T

Attn: ITOS I / APU
ssa
Attn: 17O 11 /7 TSTT
SSA
Attn: EOPS

Date: 05/02/

CT Unit

Attn:

SA
Attn: Na

10MNal ScCUrlty La
DGC Iulie F. Thomas

a/ucl

Attn:

Attn:

I_—.

Branch

Attn: CDC _SSA

I8S

Contact: IA

Approved By: _Thomas Julie F

Drafted By:

Case ID #:

Pending)
Pending)
Pending)
Pending)
Pending)
Pending)
Pending)
Pending)
Pending)

Case ID

tshﬁ

e

202-323

b2
b7E
b6
b7C

bl
h2
b7E
b7A

Serial
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Synopsis:
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(Pending)

Page

(U
Security Letter

Approves the issuance of an ECPA National
(NSL) for electronic communications transactional
transmits

records; provides reporting data; and, if necessary,

the NSL for delivery to the electronic communications service

provider.
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and electronic transactional records for the email address

Page 3
06/30/2003

Enclosure(s): (U) Enclosed for the Cffice is an ;b?
original and a copy of a National Securitv Tetrer dated RIE

05/02/2006. addressed tol B4
b7D

Tequesting € names, addresses, lengths of service, nE

7

holder(s) listed below.

11— e '
Administrative: ;%?;OC,NF) This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceedings or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

m “”'“““w~m;>§1 Intelligence provided in this communication has
been obtained by the technigques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

i 'Mm““““w;>§1 Per 50 U.S.C. 51806 (b) of the Foreign
Intelligenc rveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S.-person FISA derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without prior approval of the Federal Bureau of
Investigation.

o}

Wlw~w»ﬁxa/|

- 1

Details: (S//0C,NF) |
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(9)

bl
b7A

(8) All of the following email

ad

request are currenf

resses listed in this NSL 11

(o /ine el

(S//OC/NF)

(8//0C/NF) |

(S//0OC/NF)

(s//oc/NF)

(s//0C/NF) |

(s//oc/NF) |

(s//0c/NE) |

SESRET—NSEVIO-

.00

-

12698

bl
b2
bhTE
b4
b7D
bt
b7C

b7A
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SESer

-~-- Working Copy ---- Page bl 5

bz
| DIE

(s//oc/NF)| b7A
hd
07D
‘b6

(Q//OF/NPJ ni7c

(S//OC/NF

(s//oc/NF]

(s//0C, NF) J

bl
b4
b7D
b7A

-Electronic Communication transactional records, to
include existing transaction/activity logs for the account
holders assigned these email addresses.

SBecEr NSL VIO-11300
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“23{; In additi to standard NSL requirements, ECAU is
also reguegting that |

b4
b7D
b2

internet protocol address. ECAU 1s not requesting any HTE
information that does not meet BOTH of these reqguirements. =

(S) This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL _seekg electyonic communication
transactional reccrds of] bnn the listed email
accounts.

o0

RS G g
b

lopNel
~-J
3

(U) Arrangements should be made with the electronic
communication service i rcvide the records personally
to an employee of thel Field Office within 10 (ten) b2
business days of the receipt of this request. The institution PiE
should neither send the records through the mail, nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709{c¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the naticnal security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(81 Non-disclasure of facts 1 dugtified in this case

bl
nTA
bz
b7E
b7A

. (] ' garding the above can be directed to b?
FBIHQ, (202) or SSA bi7C
(202) 324 ou e insTIitution be unablé To rully compl no

with this—reguest due to lack of specificity or should the L7E
institution require more detailed information to locate such L
pffice should immediately contact b6

[ or] |for additional information. b7C

LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

SEPREE NSL VIO-11301
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(U) For the information of ITOS I ITOS I1
and EOPS only.

Set Lead 2: (Info)

| | b2
AT bTE

(U) For information only.
Set Lead 3: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(.
NSLB is requested to record the appropriate
information needed to fulfill the congressional reporting
regquirements for NSLs.

Set Lead 4: (Info)
AT
(U) For information only. b2
S Lead 5 (Info) LR
et Lea : nfo e
b7C
AT

(U) For information only.

Set Lead 6: (Action)

AT

(U) Hand deliver the enclosed NSL as indicated above.

Upon receipt of requested records, notify| |(202)
E;%::::::]to coordinate immediafe delivery oI records to FBIHQs,
ounterterrorism Division, CTD Room 4343.
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Precedence: PRIORITY Date: 04/25/2006

To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16
SSA
JOS
ITOS 1ZCONITS TU7Team 13
ssa|
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas '
Attn: SA
Attn: SA
SA
SA
Attn: SA
SA

From: Counterterrorism
CXS/EOP JRoom 4343
Contact: 202

Approved By: Thomas Julie F

bz
b7E
b6
. b7C
Drafted By:
Case ID #: (8) (Pending)
{s NST (Pending) bl
(S nding) 1P
(S nding) BE
(S ending) i
¢ b7A
Title: KE<;ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
7 UNIT
(1T
“:git NATIONAL SECURITY LETTERS
(I s
Case 1ID I Serial
NSL bl
(31 b7E
je X7
SE NSL VIO-11303
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(s bl
L7E

(s) —
n7C

150

Reference:

Lyﬂéﬁéié::>f§11 Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting dafa:. and if b4
necessary, transmits the NSL for delivery to BT

EU)“NMNWM_“M:jga: Dery rom -3

{1y

D ity Om: bl
bz

;:ugi: b7E

t5)

Enclosure (s):- Enclosed for the Field 0f2/2 are the b2

originadl and a”copy of a NSL, dated UZ7I972006, addressed to b7E

b4

requesting the electronic communication
Ay

()

(U -

transactional records for the internet protocol (IP) addresses at i
the dates specified below.

Administrative: (3¢ This document is classified SECRET.

Portions of this document carrying classification markings may

not be incorporated into any criminal affidavit._criminal court

proceeding or unclassified investigative file. | 02

biE

2. Some of the Intelligence provided in this communication
has pé obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3. (%) Per 50 U.S.C. S 1806 (b) & 1825 (c¢) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination cr use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpcse without the prior approval of the Federal Bureau of

Investigation.
_SBeS®T NSL VIO-11304
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Details:
(S//NF/0C) As detailed in the above referenced reports,

bl
b7A
b2
bh7E
b7
b6
bh7C

(S//NF/OC
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bl
b6
b7C
b7A

w - . &y This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber electronic
communication transactional records on the following IP addresses H2
for the period | | -

bl

b7D
b7A

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally b2
to an employee of the Division within five business days b7E
of receipt of this reguest. lThe electronic communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c} I, the senior
official approving this EC, certify, based on information
provided to me by the requestor of this NSIL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

iUJ«H;)Si;Brief statement of the facts justifying my certification
in this case:

W - %<7 /OC/NF)

~D
A

SBPRET NSLVIO-11306 bT%
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bz
b7E

(S)l |Division. prior to serving the NSLl |

-
.
<4

Should contact FBIHY immediately. bTE

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) i arding can be_directed to
FBIH IAi (202) ﬁor ssa | (202)
324[%:::] Should the institution be unable to fully comply with
this _request due to lack of specificity ox should the institution
more detailed information to locate such records, the
Division should contact IAl or SSA for

additional information.

=3

~1 o

oo T o
-~ >

2

LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRCRISM

AT ITOS I/CONUS IV/TEAM 16

ol ¢
(U) Attn: SSA and IOS Read and 070

clear.

Set Lead 2: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS IV/TEAM 13

(U) Attn: 8SA . Read and clear.

]
M

Set Lead 3: (Action)
GENERAL COUNSEL
AT WASHINGTCN, DC

(U) NSLB is requested to requested to record the
appropriate information needed to fulfill the Congressional

reporting requirements for NSLs.
SBeRET NSL VIO-11307
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Set Lead 4: (Action)
AT :b2
b7E
(U) Hand-deliver enclosed National Security Letter hé
following procedures outlined in this EC. Upon receipt of B7C
equested records, immediately submit results to IA
| | FBIHQ, Counterterrorism Division, CTD/CXS/ECPS, Room
T323.
Set Lead 5: (Info) o
bLIE
b6
AT b7C
{(U) Attn: SA SA and SA
Read and cIgar.
Set Lead 6: (Info)
b2
AT b7E
bé
(U) Attn: SA and SA Read
and clear. picC

SREET  NSL VIO-11308



Precedence: IMMEDIATE

To: Counterterrorism

General Counsel

Sﬁéﬁii
---- Working Copy ----

Page 1

Date: 04/24/2006
Attn: ITOS _I/CONUS IV/Team 16
SSA
108

ITOF_ILCQNHS_HLJ
Ssa

Team 13

Attn: Naticnal Security Law
DGC Julie F. Thomas

Attn:
Attn:
From: Counterterrprism
CXS/EOPS l/Room_4343 o
Contact: IA 202 b2
b7E
Approved By: Thomas Julie F b6
p7C
Drafted By:
Case ID #: (8) (Pending)
(S FNSL (Pending)
(S ending)
(9 bending)
(S ending)

Title: (0 - 3

(s

ELE IC SURVETILLANCE OPERATIONS AND SHARING
UNITi |

¢U3~:}§i NATIONAL SECURITY LETTERS

ranch

Case ID

(3]

bl
b2
7E
b7A
I Serial
1S L

SBET NSt VIO-11309

bl
n2
ol
o7E
IS
PV AN EEanN
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‘:§</ b2

SESRET

---- Working Copy ---- Page 2
(s ol
jo)4
DK
(s Lo
07C
DA
. 00 :
Synopsié!u Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting datas and. Jif b4
necessary, transmits the NSL for delivery to b0

§sify On:

b7E
Enclosure (s) :- Enclosed for the Field Office are 7R

(U

the original ahd a~copv of a NSL, dated 0272072006, addressed tol

(- -

(i

iy

(-

-~ N

requesting the subscriber
Inrormacion and elecctronic conmmunication transactional records
for the internet protocol addresses listed in the body of this
report.

slsEloNeY
s

)
]
o

Adminiétfétiverw:}si: This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
clasgification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclasgsified

linvestiqative file. | | o

uZWW:égkgfome of the Intelligence provided in this communication
has-Heen~obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps shcould be undertaken based on
reported intelligence without firgst receiving advice and consent
from FBIHQ.

H3rm;}§{;ier 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
InteTligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

SECRET L vIO-11310
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Details: (S//OC/NF)

bl
b6
b7C

b7A

(s//0C/NE] ]

bl
b4
ioNAY
bho
LiC
b4

W Consequently, EOPS[::::]is issuing the b4
enclosed NSL t in order to obtain subscriber information as b7D
well as transactional records associated with the following IP A
addresses: bz
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im

;§§ This electronic communication (EC) documents the
Deputy General Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
and electronic communication transactional records associated
with the following IP addresses:

G NI Y~
)

=

[OIEO IO RO NN OGNNSO
L0 7

[

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Division within five business
days of receipt of this request. T

(oo
\I E\\)

]

The electronic communications
service provider should neither. send the records through routine
mail service nor utilize the name of the subject of the request
in any telephone calls to the FBI.

’ (U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

m?mv~”>§i Brief statement of the facts justifying my certification
in this case: '

(S//OC/NF) k1

b7A

b7E

(s) | |Ipivision, prior to serving the NSL, should

bl
b2
b7E

snould contact rplhHQ

LMMNMIEU LdlElyY .

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is Qﬁ;ﬁfly relevant to the

SE T

NSL VIO-11312
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authorized responsibilities of such agency.

(U) Any guestions regarding the above can be directed to

FBIHQ, IA| | (202) or SSA (202) b2
324 Snhould the institution to fulTy comply with i
this request due to lack of specificity or should the institution i

i detailed information to lgocate such records, the 0b
ivision should contact IA or SSA o7C

for additional information.

LEAD (s) :

Set Lead 1: (Info)
COUNTERTERRORISM -

AT ITOS I/CONUS IV/TEAM 16

“
(U) Attn: SSA and 10S b6

biC

Read and Clear.

Set Lead 2: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS IV/TEAM 13

l

(U) Attn: SSA and IA Lo
Read and clear. L7C
Set Lead 3: (Action)
GENERAL COUNSEL
/
AT WASHINGTON, DC
(U) NSLB is requested to requested to record
the appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.
Set Lead 4: (Action)
AT
(U) Hand-deliver enclosed National Security b2
Letter following procedures outlined in this EC. Up ipt of nTE
reguest records, immediately submit results to IA ) he
FBIHQ, Counterterrorism Division, CTD/C: , Room 57P
4343, ~

Set Lead 5: {(Info)

SEBRT g1 vIO-11313
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Page
AT
OO0 ATttn: SA SA
and SA Read and clear.
Set Lead 6: (Info)
b2
AT b7E
(U) Attn: SA and SA b6
Read and clear. B7C

SRKET NSL VIO-11314
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Precedence: IMMEDIATE Date: 04/18/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOS I / CONUS IV
SSA
SSA
sal

= =

From: Counterterrgorism

CXS/EOPS Boom 4343
Contact: BSA (202) 324
Approved By: Thomas Julie F
Bennett Laurie J b2
h7E
b6
b7C
Drafted By:
1
Case ID #: (S) Pending) .-
{s Enading) ol
—— b2
Title: (S) D7E
blA
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL) for electronic communications transactional records;
provides reporting data; and, 1f necessary, transmits the NSL for
delivery to the electronic communications service provider.

W Rt o
158 Decl % ~X-1 b2

fere b7E

— bTA
Enclosure(s) : Encl v bl
iE]Q4/l8/2006, addressed to o
|f requesting the names, addresses, ; Lﬁ
methods oI payment Ior the HoSTLing account, associated account bR
iidentifiers, lengths of service, subscriber account information, and joYi!

' b7D
b6
b7C
b7A

Case 1D : Serial bl

1 o2
a) SESEET  NSL VIO-11315 BTE
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Administrative: (S)l bl
b4
b7D
, , o , ) hé
(1. )L~ This document is classified SECRET. Portions of this 570
dociéggt carrying classification markings may not be incorporated -
into any criminal affidavit, crimjmal court nroceeding Ar no
unclassified investigative file. I e

(Uywz.w;>ﬁi Some of the Intelligence provided in this communication has

beery obtained by technigues authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should
be undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

Tz, Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
IntelXigence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
USPER FISA-derived information to any foreign government without
prior approval of the Attorney General. This information may not be
disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation.

m3m4rm_¢§| b2

b7E

Details: {S) J

(S//NF,0C) In June 2004, al |Division] |

L7E
b7A

(s)

bl
b6
b7C
b7A

wjmm":jsi: This electronic communication documents the Deputy
General Counsel’s approval and certification of the enclosed NSL.

SERLET  NSL VIO-11316
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For mandatory reporting“ﬁﬁfpbsesymthemenclosed NSI, seeks electronic .
commiinication tyangactional records on Fhel- bl

jold
7D
DA

(U) Arrangements should be made with the electronic
communications servige provider to provide the records personally to
an employee of the Division within ONE business day of receipt b2
of this request. The electronic communications service provider b7E
should neither send the records through routine mail service nor
utilize the name of the subject of the request in any telephone calls
to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

()]

@)
H

; ~0 sl
™ O

DU o

~.1

(U) Information received from may be
disseminated to an agency of the United States only if such
information is clearly relevant to the authorized responsibilities of
such agency.

W o The Division, prior to serving the NSL, should b2
conduct a threat assessment on the company, its owner or company -
officers, and the individual ing served this NSL. If information b7E
developed is derogatory, the[ﬁf::f]Division should contact FBIHQ
immediately.

(U} Anv guestions re?arding the_above can
FBIHQ __SA (202) 324 or SSA

(202)| | Should the institution Be unable to fully comply o
with this request due to lack of specificity or should the bTE
institution require more detailed information to locate guch records, =
thel Division should contact SA or SSA for Lo
additional information. b7

PRI NSL VIO-11317
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LEAD(s) :

Set Lead 1: (Action)
GENERAIL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I / CONUS IV
(U) Read and Clear.

Set Lead 3: (Action)

7y

P
7
i
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(U) Deliver the attached NSL to| |

Page

Upon receipt of 1nformation tromi

ilS regquested Co

submit results to EOPS.
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Precedence: PRIORITY Date: 04/12/2006

To: General Counsel Attn: NSLB
Counterterrorism Attn: ITQS I
uC |
SS
SSA
IA
IA
Attn: Ms

[ ]
j 302
From: Counterterrorism

Electronic Surveillance Operations and Sharing Unit,

Room 4343
Contact: SSA 202-324 .
b2
Approved By: Caprcni Valerie E LiE
b
biC
Drafted By:
Case ID #: (8) SL (Pending) b1
(s) NSL (Pending) ~-*
(s) (Pending) b7A
Title: (S)
EOPSl |
NSL
TOLL RECORDS;
NATIONAL SECURITY LETTERS {(NSLs)
imuusyﬁopsis;m. This communication approves the issuance of an

ECPA Natiomal®> Security Letter (NSL), provides reporting data;
and, 1f necessary, transmits the NSL (for e-mail subscriber
information) delivery to the electronic communications provider.

LD G o & il

igj. BoF-HQ-CIL303375 53238

SPRET NSL VIO-11320
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S

(S) Reference:

[N

O oo
NG
=[]

~-]

b
W
o
D

Enclosure(s): (U) Enclosed forl Division is an .béE
original and a COPF of a National Becurity Letter, dated 12 April 4

2008  addressed tol

TEquUeEsting b70
TIE TIaNE,  dOOress, JIKT IEIgUIl OL SSIvIce ror tie e-mail address b6

holder{s) listed. b7C

Administrative: (S/NF/0C) | e

()1 ] bi

1 2% This document is classified SECRET. Portions of bép
this document carrying classification markings may not be g
incorporated into any criminal affidavit, criminal court b7A
proceeding, or unclassified investigative file. | | ie

a0

b_’
]

2,(113'“;>B<; Some of the intelligence provided in this
communicdtioh has been obtained by technigues authorized in the
Foreign Intelligence Surveillance Act. Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3.0 ég) Per 50 U.S.C. 8 1806 (b) & 1825 (c) of the
Foreign lligence Surveillance Act (FISA}, recipients are
reminded that there is to be no further dissemination or use of
FISA-derived material in any criminal investigative activity, or
dissemination of USPER FISA-derived information to any foreign
government without prior approval of the Attorney General. This
information may not be disseminated for any purpose without the
prior approval of the Federal Bureau of Investigation.

4.1W’Wnuhksf b2

b7E
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Page 3

(31

(S//0C. NF) |
bl
b7A
(s//oc,NFi J
bl
DbTA
(s//oc. NEL J
bl
b7A

. This electronic communication documents the FBI
General Counsel’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks

subscriber information on one email address,

(U) Arrangements should be made with the institution
receiving the enclased letter to provide the records personally
to an employee of Division within seven (7)
business days of receipt o 5 request. The electronic
communications -service provider should neither send the records
through routine mail service, nor utilize the name of the
subject (s) or any identifying information related to the
subject (s) in any telephone calls to the FBI.

(U) Certification and Activation of Nondisclosure Requirement:
(U) In accordance with 18 U.S.C. Section 2709 (c) I, the FBI's
General Counsel approving this EC, certify that a disclosure of
the fact that the FBI has socught or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation,
with diplomatic relations, or endanger the life or physical

safety of a person.
SBeRFT NSL VIO-11322
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---- Working Copy ---- Page
(S/NF/0c) |
(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the U.S. only if such information is clearly relevant to the
authorized responsibilities of such agency.
(s Thel Division. prior to serving the
NST |I
thel |
b2
(U) Any gquestions regarding the ove mav be directed pE
to S§S at 202—324| or SSA at NN
AL ' b7C
202-32
LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate

information needed to fulfill applicable Congressional reporting

requirements for NSLs.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Action)

-1 DN
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AT

Page

(U}  Deliver the enclosed NSL td

F‘Upaﬁ_?§661pt oL the

information reguested)] |is requested to submit
results to CTD/CXS/EOPS, Room 4343, to the attention of SSA

SRFET NS VIO-1 1324
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PRIORITY

To: Counterterrorism

General Counsel

From: Counterterrorism
CX

Contact: IA

Approved By:

Drafted By:

Case ID #:

Title: (8)

(s)

(s)

Date: 04/05/2006

Thomas Julie F
Bennett Laurie J

(8)
(S)
(8)
(8)

attn: ITOS I [ ]
ssa| [
Attn: ITOS _TIT /[ _TQIII
SSA
Attn: EOPRS
ol |
Attn: National Security Law Branch
DGC Julie F. Thomas
A/UC |
Attn: CDC stzvu| I
ISS .
oom_43413
202
b2
:bll*l
b6
biC
(Pending)
Pending)
Pending)
bending)

bl
b7A

Case ID

@

NSL VIO-11325
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Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for electronic communications transactional
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider

W e
gify On:

bl
Pl b2

b7E o

b %jﬁ\ bz
Enclosure(s): (U) Enclosed for the Office 1s an b7E
original and_a coov of s National Secpritv Tetrter dated 04/04/2006, b4

addressed tol

| foll]
requesting the names, addresses, lengths of service, and ??
electronic transactional records for the email address holder(s) p7C
listed below.

(TAdministrative: v£§</OC,NF) This document is classified

() -

SECRET/ORCON/NOFORNN Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceedings or unclassified
investigative file. The information in this documegt is jntended
to be vused for lead or background purposes onlv,

been obtain by the techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

;égl Intelligence provided in this communication has
e

._WWM_M_H_:SE; Per 50 U.S8.C. S1806(b) of the Foreign

Intelligence veillance Act (FISA), recipients are reminded

that there is to be no further dissemination or use of FISA-

derived material in any criminal investigative activity, or dissemination

of U.S.-person FISA derived information to any
foreign government without prior approval of the Attorney

General. This information may not be disseminated for any
purpose without prior approval of the Federal Bureau of
Investigation.
S -1 Z

b7E

-

is subordinggii;o the Communications Exploitation Section,
S T NSL VIO-11326
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bl
hd
b7D
b2
b7E
Details: (S§//0C,NF) b7A
bl
bd
b7D
n7a
ray |
L)
b4
b7D
b7Aa
(8) All of the following email addresses listed in this NSL request b
are current ijf
b7A
(s//0c Nmy | J
bl
(s//0c,NF)| b4
bID
bT7A
b6
b7C
(s//0C N
(s//oc,nF) |
bl
b4
- . b7D

b7A
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bl

bd

7D
OTA

(5]

-Electronic Communication transactional records, to
include existing transaction/activity logs for the account
holders assigned these email addresses.

é}éi This electronic communication documents the Deputy

General Cdunsel for the National Security Law Branch’s approval and bl
certification of the enclosed NSL. For mandatory reporting -
purposes, the enclosed NSL geeksg electronic communication :bo
transactional. recoxrds ofl. bni the listed email accounts. b7C

LIA

(U) Arrangementsg should be made with the electronic
communication servigg_nzgxidg;_;% provide the records personally to
an employee of the Liold-Hffice OR through the use of
a delivery service to FBI Headquarters, 935 .
Pennsylvania Ave., Washington D.C., 20535, within 10 (ten) business b2
days of the receipt of this regquest. The institution should neither b7k
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

() |

b7A
b2
b7E

(U) Any guestions i he above _can he directed to FBIHOQ,

(202ﬁfffffiff:j or SSA [ (202) 324- b2
Should the institution be unable to fully comply with this b7E

request due to lack of specificity or should the institution regujr bé
more detailed information to locate such records, the b7C
T NSL VIO-11328 L
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---- Working Copy ----

Page

OCffice should immediately contact or

for additional information.
"LEAD (s} :
Set Lead 1: {Info)

COUNTERTERRORISM

AT ITOS I b2

(U) For information only.
Set Lead 2: (Info)
COUNTERTERRORISM
AT EOPS
(U) For information only.
Set Lead 3: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
tUl"““;}Q; NSLB is requested to record the appropriate
n

informati eeded to fulfill the congressional reporting
requirements for NSLs.

Set Lead 4: (Action)
AT
(U} Hand deliver the enclosed NSL as indicated above.
Upon receipt of requested records, notify (202)
to coordinate immediate delivery OL records to FBIHQs,
Counterterrorism Division, CTD/CX Room 4343.

SERRET  NSL VIO-11329
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Precedence: IMMEDIATE Date: 03/30/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITQS I / CONUS IV
SSA
Ss8A
SA
L§§K
o
1SS 07E
From: Counterterrpexicm ??
CXS/EOP VRroom 4343 070
Contact: SA (202) 324

Approved By: Thomas Julie F
Bennett Taurie T

Drafted By:
—
Case ID #: (S) (Pending)
(S) ending) o
. bz
Title: S
&) b7E
b7A
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL) for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

o

(o)

1z

2
7

PN

o

rrl

Enclosure (s) : Enc1Fﬁed_iQr_LheI:::::::1DixiﬁiQn_is_an_NSL_daLai s
|:S|:|Oj3/30/2006. addressed to ~

CZ
78
f rf5ﬁﬁéEETﬁ§_EHé_ﬁaﬁé§T_EaaTé?§€§7‘ﬁ€fﬁ§ﬁ§‘6f‘§§7ﬁ§1t joy/
for the hosting account, associated account numbers, lengths of B7D
service, subscriber account information, and electronic transactional e
| B7C
L7h
Case ID bl
— b2
SLIFET NSLC VIO-1T1330 BTE
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bl
A2Administratrise. (Q\l b4
b7D
b6
1vé}g; This document is classified SECRET. Portions of this pic
document carrying classification markings may not be incorporated

into any criminal affidavit, criminal court vroceeding or

unclageified invecticgative file I n?
LTE
ﬂUJ"g' SY Some of the Intelligence provided in this communication has
beén tained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which —are
considered singular in nature. No overt investigative steps should
be undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ,
3. N8y Per 50 U.S.C. S 1806 (b) & 1825 (c¢) of the Foreign
(N Intel¥igence Surveillance Act (FISA), recipients are reminded that
theré is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
USPER FISA-derived information to any foreign government without
prior approval of the Attorney General. This information may not be
disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation.
T .
W W | b2
4 A
biE
Detajls: (s |
bl
b6
biC
b7A
(sl |
bl
b6
b7C
b7A
s) | |
(C)
bi
bo
biC
AN received authority for] | L7A
(1T § S NSL VIO-11331 b2
b2 b7E

b7E
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L | e
b2
- | DTE p1
(q\l b2
b/E
Lo
bi/C
o | b7A
bl
b2
o7E
biC
DTA
/Q\I I hfl
b7A
b
7D
8 bl
b4
b7D
b7A
(S) This electronic communication documents the Deputy
General Counsel’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records| | "1
A
L7A
(U) Arrangements should be made with the electronic
communications service provider to provide the records personally to
an employee of the[:::;f::JDivision within ONE business day of LA
receipt of this redquest. he electronic communications service ;bl
bE

provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone

calls teo the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(s) bl

- BLOL VLT

~ 491
u%& NoOL VIU 110072
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bl
I
b7D
b2
b7E
(U) Information received froml Imay be
disseminated to an agency of the United ates only if such 4
information is clearly relevant to the authorized responsibilities of r7D
such agency.
8) The Division rior to serving the NSL, shoul bl
conduct b7

I o
WHT% 1vision shou concac b7E

Lrnedlately .

(U) Any questions regarding the above can b

FBIHQ, SA| [(202) 324 lor ssa b2
(202)] [ Should the institution be unable to fully comply b7E
with this request due to lack of specificity or should the vé
institution require more detailed information to locate ecords, 07 C
the Division should contact SA| Pr SSA[fffE:jfor Y
addl nformation.

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {Info)
COUNTERTERRORISM

SESRET NSL VIO-11333



Set Lead 3:
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---- Working Copy ----

AT ITOS I / CONUS IV
(U) Read and Clear.

(Action)

AT

Page

(11 Deliver the attached NSL rol

I Upon recelpE OL 1niormaction L

[rs requested to submit results to EOPS.
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Precedence: PRIORITY Date: 03/28/2006
To: Counterterrorism Attn:
Attn:
Attn:
Attn:
cT| |
General Counsel Attn: National Security Law Branch
DGC Julie F. Thoma
A/UC
Attn: CDC
SSA B
ISS
Attn: CybiE
Attn:l [RE
SSA
Attn: JTTy
I_s.se.l_l 2
Attn:| | b6
Al | b7C
Attn:
‘ Scal |
Attn: | |
SSH |
Attn: |
Attn: |
Attn: I
A
From: Counte rism
CXS ROOM 4343
Contact: (202)
Approved By: Thomas Julie F
Bennett Iaurie J
Drafted By:
Case ID #: (8) {Pending)
Case 1D 1 bl
~ b7a

(5
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---- Working Copy ----

{(Pending)
{(Pending)
(Pending)
(Pending)
{Pending)
(Pending)
(Pending)
(Pending)
(Pending)
(Pending)
(Pending)

)

)

© (Pending

(Pending

(Pending)
(Pending)
(Pending)

Page

bl
b2
b7
bo
biC
LTA
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bl
(S) oo
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b7A
(s)
(8)
(8)
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for electronic communications transactional
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

LD S, il

yq)

bl
b2
bT7E

Enclosure(s): (U) Enclosed for the| IOffice is an

original and a copy of a National Security Letter, dated 03/28/2006,
T NSL VIO-11337
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oY/
addressed tol r7D
—
requesting tne names, addresses, lengths of service, and e
electronic transactional records for the email address holder (s) piC
listed below.
Details: (S5//0C,NF) I |
bl
b4
b7D
b7A
e | J
bl
b
b7D
b7A
(S) All of the following email addresses listed in this NSL request .
are current bf
b7E b2
(U} The followﬁng email addresses are bR
(s//oc,NF)| I
ta/ine nmil
bl
b4
b7D
b6
b7C
b7A

(s//oc,NF)|

=< NSI VIO-11338
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bl

b
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b7D
b7A

(S//0C NFE)

bTE

(s//0OC,NF) |

(S//0C NF)
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(S//0C,NF)

(s//0c Ny |

(S//0OC,NF)
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(e/ /00 NBY |

(S//OC,NF”

(8//0C NF)

(57700, NF)] [ bz

(s//0C,NF) |

(5//0C,NF)

o

~J >

Lol ing MD\I

)

oo
by
(Sl

o
~J oy A
3

(S//FGI GBR//MR)
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(c//ac NE) ]
(g//00 Np\|
b2
b7E
fea f femey 3z 1 b4
b7D
be
b7cC
(a//nc Nl ] b7A

(U) Miscellaneous email addresses:

(g//0c . NF)|

bl

T 7Y

b7E

(s//0c NE) | ] b4

b7D
b7A
b6

{S//0C, NF)| b7C

fot e o fosaany | |
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bl
b74

—l=

bl
bd
biD
b7A

-Electronic Communication transactional receords, to include
existing transaction/activity logs for the account holders
assigned these email addresses.

(m'*::iﬁigThis electronic communication documents the Deputy General
Counsel for the National Security Law Branch’s approval and
< NSL VIO-11342



S
(8 ---- Working Copy ---- Page

certificatibn-oﬁ the enclosed NSL. For mandatory reporting
purposes, the enclesed NSL geeks electronic communication
transactional records of} b1 the listed email accounts.

~

(U) Arrangements should be made with the electronic >
communication service provider to provide the records personally to
an employee of the| |Field Office OR through the use of
a delivery service ToO| |FBI Headquarters, 935
Pennsylvania Ave., Washington D.C., 20535, within 10 (ten) business
days of the receipt of this request. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

bl
b4
b7D

b2z
b7E

fQ\l

N R
el

{1

oooTo

(s) |

(U) Anv guestions regarding the above can be directed to FBIHQ,

| (202) or SsA | (202) 324-

Should the institurromr pe uhable to fully comply with this

Tequest due to lack of specificity or should the inst}LuL;Qn_xegu;re
more detailed information to locate such records. the

Office should immediately contact orx]
for additional information.

LEAD (s) :
Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS I bz
SperzT NSL VIO-11343
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(U) Read and Clear

Set Lead 2: (Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and clear
Set Lead 3: (Info)

T COUNTERTERRORISM

(U) For information only.
Set Lead 4: (Info)
COUNTERTERRORISM
AT EOPS
(U) For information only.
Set Lead 5: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
-

informatio
reguirements for NSLs.
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Set Lead 6: (Action)

AT

(U) Hand deliver enclosed NSL as indicated

b2
b7E
§els
b7C

receipt of requested records, notify

to coordinate immediate delivery of Iec
Counterterrorism Division, CTD/CXS

Set Lead 7: (Info)

I

AT

o

2
7E

o

rds CO FBLH
Room 4343,

.Mgﬁg NSLB is requested to record the appropriate
eeded to fulfill the Congressional reporting

abov
(202)

Page

SpseET NSL VIO-11344

10



Set

Set

Set

Set

Set

Set

Set

For information

For information

For information

For information

For information

Spoec
Working Copy ----

For information only.

only.

only.

only.

only.

only.

For information only.

(U)

Lead 8: (Info)
AT
{U)

Lead 9: (Info)
AT
(0)

Lead 10: {Info)
AT
()

Lead 11: {(Info)
A
()

Lead 12: (Info)
AT
(U)

Lead 13: (Info)
AT
(U)

Lead 14: (Info)

AT

I

e

-5
£

O
~]
23]

NSL VIO-11345

Page

11



i}bﬂf
---~- Working Copy ---- Page 12

(U) PFor information only.

Set Lead 15: (Info)

AT

(U) For information only. N

Set Lead 16: (Info) b7

AT

(U) For information only.



SEEKEi
---- Wofking Copy ---- Page 1

Precedence: IMMEDIATE Date: 03/23/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOS I / CONUS IV
SSA
SS
SA |
o)
B
From: Counterterrorism f“é”
D
v

]

o

CXS/EOPS [Room 4343
Contact: GSA (202) 324[:::::]
Approved By: Thomas Julie F
Bennett Laurie J

Drafted By:
Case ID #: (S) (Pending)
(8) [ending) 51
Title: (S) o2
C'/E
D7A

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL) for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

D 1ty on b2 bl
tsi><6 b7k b2
b7E
Enclosure(s) : (U} Enclased for fhpl IDiviqinn ig an NSI, dated Jop
03/23/2006, addressed tol . "D
igﬂm" . | Teguesting -
R —p ey e bo
p7C
bl
Adminicstrative. () A coarch of ACS revealed thatl ] WA
b7D
m 1 (B This document is classified SECRET. Portions of this bIC
b7A
Case 1ID bl
b2

(8] =< NSLVIO-11347 o
S O' 3 b']A
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document carrying classification markings may not be incorporated
into any criminal affidavit, criminal court proceeding or

nnclasaified investigative file b2
b7E
Wi &) some of the Intelligence provided in this communication has
been obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has

been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should
be undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

“'”'3'.”" Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
USPER FISA-derived information to any foreign government without
prior approval of the Attorney General. This information may not be
disseminated for any purpose without the prioxr approval of the
Federal Bureau of Investigation.
-
4 6 | | b2
b7E
NDetaila: (q}l
ol
b6
bi7C
b7h
(S//QC/NF
bl
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olE
olC
b7A
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bl
b7A
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rey | I bl
b4
b7D
b7 A
(8) This electronic communication documents the Deputy

Assistant Director’s approval and certification of the enclosed NSIL .

For mandatorv reporting purposes. the enclosed NSL seeksl | :b]-
bd
b7D

(U) Arrangements should be made with the electronic

communications service provider to provide written verification

personally to an employee of the[:fi::jruvision within one business 1?2

day of receipt of this request. The electronic communications »IE

gservice provider should neither send the verification through routine

mail service nor utilize the name of the subject of the request in

any telephone calls to the FBI. :

(U) In accordance with 18 U.S5.C. 2709{(c) I, the senior

official approving this EC, certify that a disclosure of the fact

that the FBI has sought or obtained access to the information sought

by this letter may endanger the national security of the United

States, interfere with a criminal, counterterrorism, or

counterintelligence investigation, interfere with diplomatic

relations, or endanger the life or physical safety of a person.

/cJ
bi
jo)
b7/D

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information ii:;é;%fly relevant to the authorized

S

NSL VIO-11349
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responsibilities of such agency.

FBIHQ SAI (202) 324
(202) | Should the Institution
with thi

s request due to lack of specificity or should the

institution require more detailed inf

the

additional information.

LEAD (s) :

rmation T

or SSA
e unable to

Division should contact SA

or SSA

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

arding the above can be directed to

Glly comply

for

Page

o locate such records,

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

COUNTERTERRORISM
AT ITOS I / CONUS IV

(U) Read and Clear.

Set Lead 3: (Action)

D2

o7E
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AT

(11}

Delijvery the attached NST, rnl

F________

Upon receipt of information

LYO

1s reguested to submit results to

EOPS™
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S
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Date: 03/22/2006
Attn: ITOS_I/CONUS IV/Team 16

To: Counterterrorism

SSA
I0S

1

General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
Attn: SA
Attn: SA
SA
From: Counterter
CXS/EOPY yRoor 4343 —
Contact: IA 202 ,
Approved By: Thomas Julie F
Bennett Taurie T b2
b7E
b6
b7C
Drafted By:
Case ID #: (S) (Pending)
(S -NSL {(Pending)
(8) ending)
(s) ending)
Title:iuy_ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT]
(I} -~ “Ps=NATIONAL SECURITY LETTERS
bl
(s) A
|OFS
b7E
L7A
(S) 0o
LiC
Case ID | | Serial :
= bl
o2
b7E

__SpsRar NSL VIO-11352 b7A
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Synopsis: Approves the issuance of an ECPA National
Security Léttér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

g X IR

Referenceil »gg
e b7E
bTA
Enclosure(s): (U) Enclosed for the Division 1is an b2
‘ ‘ L 2 2 L - ™
b7E
requesting names, addresses, length of service, billing b
records,, and electronic communication transactional records for b7D

(o

the administrator of the website listed.

Portions of this ment carrying classification markings may

not be incorporated into any criminal affidavit. _criminal court
proceeding or unclassgsified investigative file.

Admlnlstratlve ;ﬁgéi;This document is classified SECRET.

D

oD
AR
xa

Some of the Intelligence provided in this communication

“”Héé' obtained by technigques authorized in the Foreign

(-

(- .

Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3.0 Per 50 U.S.C. .S 1806 (b) & 1825 (c) of the Foreign
Inte€lligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

4. - n2
- b7E

Details: (8 IJ

DT oo
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vl

(s//oc/NF) | |

(s//0c/nE)| i

(s) | |is issuing an NSI ~T

[y

b7E

(S) This electronic communication (EC) documents the Deputy b
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
recordas/electronic commupicatijon transactional records for the

bl
b
b7D

(U) Arrangements should be made with the institution b7A

receiving the enclose S to produce the records personally

to an employee of thei Division within five business days b2
of receipt of this request. The electronic communications service bIE
provider should neither send the records through routine mail

service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

":S%{ Brief statement of. the facts justifying my certification
I: T-T :I NSL VIO-11354



---- Worging Copy ---- Page

in this case:

(g / /oo /ey

(s) | | Division, prior to serving the NSL, should
conduct] |

|should contact FBIHQ immediately.

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the

“authorized responsibilities of such agency.

(U) ' arding above can be directed to
FBIHQ, IA (202) or SSA | (202)
3241 | Should the institution be unable to fully comply with

this request due to lack of specificity or should the institution

require more detailed information to locate such records, the
[:;2:;::]Division should contact IA or SSA[:::t:]for
additional information.

LEAD (s) :
Set Lead 1: (Info)
COUNTERRORISM

AT ITOS I/CONUS IV/TEAM 16

(U) Attn: SSA| and IOS l Read and

Clear.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

SERRET NSL VIO-11355
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b7E

(U) Hand-deliver enclosed National Security Letter
following procedures outlined in this EC. Upon receipt of

AT

reguested records, immediately submit results tol |
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 4: (Info) b2
b7E
b6
() Attn: SA SA and SA

Read and clfear.
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Precedence: IMMEDIATE Date: 03/17/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOS I / CONUS 1V
SSA
SSa
saf
From: Counterterrpriam
CXS/EOPS| [Room 4343
Contact: SA (202) 324
Approved By: Lewis John E
Thomas Julie F b2
Bennett Laurie J b7k
b6
b7C
Drafted By:
Case 1D #: (S) (Pending)
(8) ending) .
A
Title: (S) o
b7E
b7A
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL) for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

i '%% §ify On: bl

2
Sy hTE
— - ] b2
Enclosure (s) : (U) Enclgsed for thel IDivision is an NS dated i
g3 /17/2006 ., addressed to :b:ij

I | requesting verification that is b4
The backbone 1internet service provider for b7D

Administrative: (U} Reference a telephone calls between EOPS SSA )
and| | on 03/15/2005 and 03/13/2005. Lo
piC
l::;gkzzThis document is classified SECRET. Portions of this
Case ID ¢ bl
-~ 02
= NGL VIO-11357 b7E

(2 b7A
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document carrying classification markings may not be incorporated
into any criminal affidavit, criminal court proceeding or
unclassified investigative file. | | B2

bTE

- 2. - >£% Some of the Intelligence provided in this communication has
been obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should
be undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

iUJ“3+_;§§{;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelllgence Surveillance Act (FIS8A), recipients are reminded that
there i1s to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
USPER FISA-derived information to any foreign government without
prior approval of the Attorney General. This information may not be
disseminated for any purpcse without the prior approval of the
“Federal Bureau of Investigation.

4:,_661

{m

> O
-3 PO

U
I
~

Details: (8)

oo oo
N NG [
hENQ)

e

(S//OC/NF)I |

i t,‘,,
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~d = Sy eI DN
=1
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lopiolelNe)

(s//0c/NF)

o]
b7A
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bl
b2
b7E
k4
p7D
b7A
sy | b
bé
b7D
b7A
(8) This electronic communication documents the Deputy bl
Assistant Director’s approval and certification of the enclosed NSL. L7Ah
For mandatorv reporting purposes. the enclosed NSL seeks | 1Y
7D
b2
(U) Arrangements should be made with the electronic bh7E
communications service provider to provide written verificatiocn b7A
personally to an employee of the Division within one business '55'
day of receipt of this request. The electronic communications -
service provider should neither send the verification through routine b7E
mail service nor utilize the name of the subject of the reguest in
any telephone calls to the FBI.
(U) In accordance with 18 U.S.C. 2709{(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United .
States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.
(8)
4
b7D
b7A

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only 1f such information is clearly relevant to the authorized

responsibilities of such agency.
_SEeRET NSL VIO-11359



---- Working

Copy ----

Page

U) An uestions regarding the above can be directed to

FBIHQ, SA (202) 324|;| or SSA
(202) | Should the institution be unable t

with this request due to lack of specificity or should the

institution require more detailed info

mation to

the[;::::;:]Division should contact SA
additional information.

LEAD (s) :

Set Lead 1: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

locate such records,
or SSA[:::::]for

b2
b4
be

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I / CONUS IV
(U) Read and Clear.

Set Lead 3: {Action)

@%L NSL VIO-11360
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-

EON

AT o
B e L '§:?
3 Deliver the attached NS tg oo

Upon receipt of information ;b4
ron 1s requested to submit results to EOPS. 7D

SBS&ET NSL VIO-11361
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T

Precedence: IMMEDIATE Date: 03/17/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOS I / CONUS IV
SS
SS
SA
From: Counterterrorism
CXS/EOPS |[Room 4343
Contact: (202) 324
Approved By: Lewis John E -
Thomas Julie F .
Bennett Laurie J T
b7E
ol
i7C
Drafted By:
Case ID #: (S) Pending) b1
(8) ending) S
b2
Title: (8) bTE
b7A
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL)

for electronic communications transactional records;

provides reporting data; and,
delivery to the electronic communications service provider.

- ><)

if necessary,

transmits the NSL for

Deriv = -
D Ity On: X= > 1
{3 bZ D
: T
3@ b7E bTE
j924)
Enclosure (s): (U) Enclosed for thel |Div;sion is an NSL dated »7D
03/17/2006, addressed tol b6
Tequesting [ I ';7
l internet service provider biC
fony
Administrative: U Reference a telephone call between EOPS SSA b6
and on 03/16/2005. feyie
tU%I::}Si This document is classified SECRET. Portions of this
Case ID bl
b2
ZBRET NSL VIO-11362 B7E
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document carrying classification markings may not be incorporated -
into any criminal affidavit, criminal court proceeding or -
unclassified investigative file. | | bz

Z

(-

(I

(7

21“”}3% Some of the Intelligence provided in this communication has
been’ obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should
be undertaken based on reported intelligence without first receiving
advice and consent from FBIHQ.

3. SY Per 50 U.S.C. 8 1806 (b) & 1825 (c) of the Foreign
Ihﬁé}%{éence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
USPER FISA-derived information to any foreign government without
prior approval of the Attorney General. This information may not be
disseminated for any purpose without the prior approval of the
Federal Bureau of Investigaticn.

Amufixf | bY

Details: (S”

o
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(o | I

Lo I

bl
b4
7D

{8) This electronic communication documents the Deputy

Aggistant Director’s approval and certification of the jnglgsgd_ﬁ&h_j bl
ry reportin urposes, the enclosed NSL seek B4

|internet service provider

(U) Arrangements should be made with the electronic L7E
communications service provider to provide written verification .
personally to an employee of the Division within one business b2
day of receipt of this request. Tne electronic communications b7E
service provider should neither send the verification through routine
mail service nor utilize the name of the subject of the request in
any telephone calls toc the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(sl

b
i
b7D

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the authorized

SBeKET NSL VIO-11364
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responsibilities of such agency.

U) An uvestions regarding th ve can phe directed ro b2
FBIHQ, SA (202) 324 or SSA | b7E

(202)] | Should the institution be unable to fully comply :b6
with this request due to lack of specificity or should the o
insti i require more detailed information to locate such records, b7C
the Division should contact SA or SSA[:::::]for
additional information.

Pl
LEAD (s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I / CONUS IV
(U) Read and Clear.

Set Lead 3: (Action)
SBSZET  NSL VIO-11365
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Deliver the attached NS tol

Upon recelpt Of

information from
results to EOPS.

is requested to submit
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Precedence: PRIORITY Date: 03/16/2006

To: General Counsel Attn: NSLB
DGC Julie F. Thomas
Counterterrorism Attn: ITOS ]I |
U |
S
SS
IA

—
Attn: | IResident Adency
iA

From: Counterterrorism
Electronic Surveillance Operations and Sharing Unit,
Room 4944
Contact: TIS 202-324

Approved By: Lewis John E
Thomas Julie F
Bennett Laurie J

b2z
b7E
Lo
b7C
Drafted By:
Case ID #: (8) NSL (Pending) ol
(S) -NSL  (Pending) b2
Yy BEF-HQ-CII03ITE bl
{m b7E
Title: (S) bé
L7C
EOPS O/MA
NSL
TOLL RECORDS;
- NATIONAL SECURITY LETTERS (NSLs)

Synopsis: ”}%ﬂ This communication approves the issuance of an
ECPA National Security Letter (NSL), provides reporting data;
and, if necessary, transmits the NSL (for e-mail subscriber
information) delivery to the electronic communications provider.

Dexr < G-3

I I T e e e D T e R

Case ID bl
5 o7

S BeF-HQ-CL130337/5 63455
() SESRET NSL VIO-11367
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Dec X1 b2

b7E
Enclosure(s): (U) Enclosed for[;;::::]Division is an original 1y
etter o

and a copy of _a National Securit dated 14 March 2 -
Iaddresspd to ‘p[D

irequestlng The name, ;b'
address, and length of service for the e-mail address holder(s) R7C
listed.

Dat o lo. RN S dala) I\TII‘\[ J
bl
7B
bl
b7A
(3//0C NF) |
bl
D7A
(8//0C,NF)
b
(U} Arrangements should be made with the institution
receiving the enclosed letter to provide the records personally
to an employee of ivision within seven (7) business days
of receipt of this request. The electronic communications 02
service provider should neither send the records through routine o
mail service, nor utilize the name of the subject(s) or any b7E

identifying information related to the subject (s} in any
telephone calls to the FBI.

(U) Certification and Activation of Nondisclosure Requirement:

SESRET NSL VIO-11368
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---- Working Copy ---- Page

(U) In accordance with 18 U.8.C. Section 2709 {(c¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or cbtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(U) Due to the sensitive nature of this investigation
and the interests of other agencies within the US government in
this matter, and the sensitivity of diplomatic relations with
other countries with whom the United States maintains diplomatic
relations, it is hereby requested that, based upon the foregoing
facts, no disclosure of this request be made.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly relevant
to the authorized responsibilities of such agency.

(U) _Any guestions regarding ove may be directed b2
to FBIHQ SSA at 202-324 ror TIS at bé
202-324 b7

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill applicable Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{U) Read and clear.

Set Lead 3: (Action)

AT

{U) Deliver the enclosed NSL toI |

| | Upon receipt oL
the information requested, 18 requested to submit results

to CTD/CXS/EOPS, Room 4944-
SESRET NSL VIO-11369
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Precedence: PRIORITY

To: General Counsel

Counterterrorism

From: Counterterrorism

Date: 03/13/2006

Attn: NSLB

DG
uc
IT

Julie B Tho

nas

o 1

Attn: UC ]
Ss
EOPS

S8A

SSs
Attn: IA

A

IE

Page 1

PS
ECAU

Electronic Surveillance Operations and Sharing Unit,

Room 4944

Contact: TIS

Approved By: Hulon Willie E
Lewis John E
Thomas Julie F

(202-324:

_Rennett Tanrie (T b2
b7E
b6
b7C

Drafted By:
Case ID #: (S) (Pending)
(S) Pending) 51
(8) (Pending) Ny,
SL, (Pending) bTA

(S)
W'~ 4g) ~66F-HQ-C1303375

Title: (S)

EOPY

66 -HQ~C1303375

k7A

63255

SBeET NSL VIO-11371
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NSL
in TOLL RECORDS;
R NATIONAI SECURITY LETTERS (NSLs)
Synopsis: (8) This communication approves the issuance of an

ECPA National' Security Letter (NSL) for electronic communications
transactional records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service' provider.

mo X e

Administrative: The attached NSL seeks transactional data
for e-mail accountd |

Enclosure(s) : (U} Enclosed for the| [Field Office
1s an NSL dated 13 March 2006, addressed to

regquesting the names, addresses, lengtns Ol Sser ice,

(5]

and electronic transactional service for the IP address(es)
listed.

Details: {8) For the information of recipients, recent

VT
IONAY

bl
b2
b7E
b7A

”

DIE

b4

»7D
6

~

K- TaYal ‘I\TE‘\I I

bl
74

(u) i1s requested to provide any and all
information perfaiming to anv additional accountsl |
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(S//0C NF) |

N

=]

o

(U) It should be noted that further predication for
thig request is highly classified. This information will be
provided upon request. On 9 March 2006, the Director designated
the FBI official, signing the attached National Security Letter,
to make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to provide the records personally
to an employee of the |Fie1d Office within three (3) b2
business days of receipt of this request. The electronic bpIE
communications service provider should neither send the records .
. through routine mail service, nor utilize the name of the

subject (s) or any identifying information related to the
subject (s) in any telephone calls tc the FBI.

(U) Certification and Activation of Nondisclosure Requirement:

(U) In accordance with 18 U.S.C. Section 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

{U) Due to the sensitive nature of this investigation
and the interests of other agencies within the US government in
this matter, and the sensitivity of diplomatic relations with an
ally of the United States, it is hereby requested that, based
upon the foregoing facts, no disclosure of this request be made.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such informaticn is clearly relevant
to the authorized responsibilities of such agency.

(U) n uestiong regarding the above may ]
to FBIHQ S8 at 202-324' oxr TIS

at 202-324
- SpeGT NSL VIO-11373
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LEAD (s) :
Set Lead 1: (Action)
AT
(U) Hand deliver the enclosed i i ove .
Upon recej requested records, notify TIS
(202) 324 to coordinate immediate delivery ol records to

FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4944.
Set Lead 2: {Action) —
GENERAIL COUNSEL

AT WASHINGTON, DC

(-
';;)SI; NSLB is requested to record the appropriate
information eded to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(UY ITOS 1, read and clear.

SpeéET NSL VIO-11374
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Precedence: IMMEDIATE Date: 03/08/2006
To: Counterterrorism Attn: CT Watch
General Counsel Attn: National Security Law Branch

DGC TInlie F. Thomas

|:| Attn:

From: Counterterrorism
CXS/EOPS/Web Exploitation Team/Room 4343
Contact: IA 202-324

Approved By: Hulon Willie T
Lewis Jolin E

Thomas Julie F B2
Bennett Laurie J BIE
ko
b7C
Drafted By:
Case ID #: (S) (Pending) P1
(S) I1SL (Pending) b7A
I:T)it:]_e: “D&i ELECTRONIC SURVETLLANCE OPERATIONS AND SHARING
UNIT
W' s NATIONAL SECURITY LETTERS
}S§ﬁépsiSz~» Approves the igsuance of an ECPA National

Security Leéttér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service provider. bl
b2
(Uy~:ﬁ§( Deri¥ : B7E
Ty On: o
Py
Enclosure(s) : (U) Enclosed for the :Division is an b2.
original and a co of a NSL, dated 03/08/2006, addressed to b7E
requesting names, b4
addresses, length of service, billing records, and 57D
electronic communication
transactional records for the uniform resource
locator (URL) listed below.
Detailag- (Cﬂl bl
LA
_________________________ USSR
Case 1ID Serial
NSL L1
I:E:I R SE'QEET NSL VIO-11375 -
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bl
b7A
(S)
hl
biA
() |
bl
b7A
b2
b7E
(s) | | )
bl
b4
7D
bz
b7E
bl
(s) | o
PPN AV anY
pd
: D7D
(s) This electronic communication documents the Deputy
General Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the Bl
following URL: na
b7D
b7A

(U)

on 11/09/2001,

the Director designated the FBI official

signing the enclosed NSL as authorized to make the required

certification.

(U) Arrangements should be made with the institution

receiving the enclosed
to an employee of the
neither send the records through the mail,

lott- o

- to produce the records personally
Field Office.

The institution should
nor utilize the name

of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution shculd
not contact FBIHQ directly in any manner.

(U) The

Field Office should remind the institution

that it is pronibited from disclosing that the FBI has made this

request.

(U} Any guestions regarding t

FRIHQ. 1Al

(202) 324

e _above can irect
or SSA

(202)

olfioula T

e 1institu

£10

be unable to fully comply
ET NSL vIO-11376

e

b}
D

O
~J
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7
&

b7E
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bo

b7C
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with this request due to lack of specificity or should the "
institution reguire more detailed information to locate such ‘bé
records., the Field Office should contact IA[::::::::]or b7E

SSA for 1CcIional information. bhé
LEAD (s) : b7C
Set Lead 1: {(Info)
COUNTERTERRORISM
AT
(U) For information only.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested tc requested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.
Set Lead 3: (Action)
AT b2
. . . LITE
(U) Hand-deliver enclosed National Security Letter 6
following procedures outlined in this EC. Upon receipt of f7C
- iL___j n

r records, immediately submit results to IA
or SSA i FBIHQ, Counterterrorism Division,

OPS, ROUMTZ3T 3.

SBRRET Ng) vIO-11377



~--- Working Copy ---- Page 1

Precedence: IMMEDIATE Date: 02/24/2006
BE
To: Counterterrorism Attn: ITOS_I/CONUS IV/Team 16
SSA
I0S
General Counsel Attn: National Security Law Branch
DGC _Inlie F. Thomas
584
Attn: SSA
189
Attn: SA
SA
. SA
From: Counterterrorism
CXS/EOPS| oom_4343 ﬂ
Contact: IA 202+ 02
b7E
Approved By: Hulon Willie T 6
Lewis John E . 70
Thomas Julie F DI
Bennett Laurie J
Drafted By:
ol
Case ID #: (S) (Pending) b2
(s) NSL (Pending) B7E
(s) inding) =
(s) ending) Lo
) (S) Pending) b7C
T DT7A )
Title: )ﬁj ELECTRONIC SURVEILLANCE OPERATIONS anp SHARING
UNIT - WEB EXPLOITATION MATTERS
”)%5 NATIONAL SECURITY LETTERS
(s)
(S)
Case ID Serial jolll
Sk b2
L7E
b7A

A" =

(81 SBERET NSL VIO-1137
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bl
be
(s) bicC
bTA
(M
Synopsis: ”bé) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data: and, if ni
necessary, transmits the NSL for delivery to BiD
(- Dexr™ om -3
}ﬁ( D 1ty Onzs i
(Sjwummwm“ bl
Reference:| . n2
(5] wef b7E
o7A
tUju“Eanqune(sj;m Enclosed for the| Field Office are 0
b7k
TEQUESCT 111G € electronic 4
CommuIllCatioll transactional records for the entitieg listed in 7D
the body of this report.
(T Administrativerw{}B(; This document is classified SECRET.
Portions of this “docuiment carrying classification markings may
not be incorporated into any c¢riminal affidavit, criminal court
proceeding or unclassified investigative file. | _J b2
b7E

EU)““Z“;:}ai;Some of the Intelligence provided in this communicatiocn

has” been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

iU)wBWM_;iigPer 50 U.S8.C. S 1806 (b) & 1825 (c) of the Foreign
InteXllgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or :
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

SB*ET NSL VIO-11379
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Details: (S//0C/NF)| |

b1
b6

b7C
b7A

(3//0OC/NF) Conseguently .  EOPS obtained I

bl

oY/}

b7D

0o

o7C

b7A

(S//OC/NF) As a consequence, EOPS 1is issuing the
enclosed NSL to in order to obtain subscriber and

bl
b4
b7D
b6
b7C
b7A

(UJX inls eleCctronic ommunicatlon (kU aocuments tne

SBSRET NSL VIO-11380
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Deputy General Counsel for the National Security Law Branchs
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscribexr electronic
communication transactional records associated with

|
(s)

and also OTrIgINIACITNg
6/01/2005 to the

present.

(U) On 11/09/2001, the Director designated the FBI
official signing the enclosed NSL as authorized to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally
to an employee of the Field Office. The institution
should neither send thie recoras through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

b2

Field Office should remind the o
ted from disclosing that the FBI B7E

(U) The
institution that IT 1Is prohibl
has made this request.

(S The | | Fie1d Office. prior to serving the

s)
@
(8]
(0]

i

[oJNeN

ool

0}
-3 = -] &y ~J

U;
4

b7E

4

o

g

NSL, shoul

|n1nnn'| A _oont- ot DDRTLUN

immediatelv | |

(U ' egardi ve
to FBIHQ, IA (202) or

(202 [ Should the institution be unable to fully comply
with 1is request due to lack of specificity oxr should the

institution ire more detailed information to locate such
records. t el |

can,
SSA

Field Office should contact IA
or SSA for additional information.

LEAD(S)
Set Lead 1: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS IV/TEAM 16

(U) Attn: SSA and I0S Read and

Clear.

Set Lead 2: (Action)

SESRET NSL VIO-11381
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GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Hand-deliver enclosed National Security Letter

following procedures outlined in this EC. Upon rece; f
requested records, immediately submit results to IA

I FBIHQ, Counterterrorism Division, CTD/C , Room
1373,

Set Lead 4: (Info)

AT

(U) Attn: SA SA and SA

Read ahltor—TrIsar-

SER®ET NSL VIO-11382

Page
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Precedence: PRIORITY Date: 02/01/2006
To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16
SSA
I0Ss
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
Attn: SSA
188
Attn: SA
SA
SA

From: Counterterrorism
CXS/EOPS| Room 4343
Contact: IA 202

Approved By: Hulon Willie T
Lewis John E b2
Thomas Julie F b;E
Bennett Laurie J bc

biC

Drafted By:
Case ID #: (S) i bending)
(8) NSL (Pending)
(s) nding)
cET
Title: 3¢ ELECIRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT | |
‘UT”““:kéi NATIONAL SECURITY LETTERS
(8) b2
b7E
(Ui DTA
Synopsis:”“ Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if nd
necessary, transmits the NSL for delivery to E7E
~§g) Dertd : =3
in,»”  gsify On:
Case ID Serial bl
. NSL 2
I b7E
ey _SBERET NSL VIO-11383 DA
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(8 -
| b2
Reference o
b7E
3 b7A
Enclosure(s) : ~J Enclosed for the Field Office are b2
the origindl a a copy of a NSL, dated 02/01/2006, addressed to 17%

requesting tne electronic b

communiicacion transaccional records for the internet protocol bi7D
(IP) addresses at the dates specified below.

Adminisﬁfativeem:}gi This document is classified SECRET.

Portions of this/document carrying classification markings may

not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. | b2

b7k

(o

(1)

-

™ T T

has- béen obtained by techniques authorized in the Foreign
IntedlNgence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based cn
reported intelligence without first receiving advice and consent
from FBIHQ.

2. jzi Some of the Intelligence provided in this communication

w3,w;}K£;Per 50 U.S.C. S 1806 (b} & 1825 (c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

4. paql | b2

Details: (Q//O(‘/NF‘l |

bl
b7A
b2
b7E

e HSI AW YaNE I RaTaV |
VIV 1L1IO0T
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- bl
b7A
(S//OC/NF)
bl
bé
07D
b7A
(8] e )%1 b1
jof]
B7D
(S//QC/NF) Accordingly, EOPS is igsuing an NSL to b1
ol
b7D
b7A
o Thig electronic communication (EC) documents the
Deputy General Counsel for the National Security Law Branch'’'s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber electronic
communication transactional records on the following IP addresses
with the respective dates as listed:
bl
g | b4
b7D
(U) On 11/09/2001, the Director designated the FBI
official signing the enclosed NSL as authorizéd to make the
required certification.
(U) Arrangements should be made with the institution N
receiving the enclose roduce the records personally ?L
to an employee of the Field Office. The institution Di7E

should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(U) The | Field office should remind the D2
institution that It 1s pronibited from disclosing that the FBI b7E
has made this request.

(s) Thel | Field Office, prior to serving the
NSL, should conduct] bl
D2
n7E
ok}
07D
p7A

STRET NSC VIO-TI385
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b2
should not serve the NSL. BIE
(UL_Anv guestions regarding the above can be directed
to FBIHQ, IA (202) E_:gl;;r ssf - ] b2
(202) 324 ituticn be unable to Iully comply ©h7E
with this request due to lack of specificity or should the be
) . . : . . . 163¢
institution reguire more detailed information to locate such e
records, the Field Office should contact IA b7C
Or SGA or additional information.
LEAD (s] :
Set Lead 1: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 16
b6
(U) Attn: SSA and IOS Read and D7
Clear. ) ‘
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to reguested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.
Set Lead 3: (Action)
AT
{U) Hand-deliver enclosed National Security Letter bz
following procedures outlined in this EC. Upon recejnt af b7
ecords, immediately submit results to IA b6
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS5, Room 70
4343, T
Set Lead 4: {(Info)
AT
02
U) Attn: SA SA and SA STE
Read and clear. ME
06
olC

S?@ NSL VIO-11386
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Page

Precedence: PRIORITY Date: 01/26/2006
To: Counterterrorigm Attn: ITOS_I/CONUS IV/Team 16
SSA
108
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
Attn: SSA
ISS
Attn: SA
SA|
SA|
From: Counterterrgrism
CXS/EQP Roomp—4343
Contact: 202
Approved By: Hulon Willie T
Lewis John E B2
Thomas Julie F S
Bennett Laurie J ;bém
b7C
Drafted By:
Case ID #: (S) (Pending)
(S = (Pending)
(S ending)
(8 ending)
(-
Title: ”)Xi ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT | |
iUl“wm>Q? NATIONAL SECURITY LETTERS 1
() b2
b7E
b6
p7C
(S) — .
b7A
Cage ID Serial _
bl
b2
. b7E
(5 sERREr NSL VIO-11367 p7A

1
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bl
b4
B7D

Synopsis:
ﬁg urity Le

NONUSPER
§ﬁi Approves the issuance of an ECPA National

ter (NSL); provides reporting data: and. 3if
essary,” transmits- the NSL- for delivery td.

(U ; from -3

o
-] =1 Do

pE

ry

Reference{

oo

~1 DS

[

Enclosure(s) : X84 Enclosed for thel Field Office are
the”oriqinél and a copy of a NSL, date 1 )06, addressed to

REINS
o

[requesting the electronic

T o oo

communication transactional records for the internet protocol
(IP) addresses at the dates specified below.

This document is classified SECRET.
Portions of this“document carrying classification markings may
not be incorporated into any criminal affidavit—criminal econrt
proceeding or unclassified investigative file.

Administrative: .

7E

(-

(T

i

Tae

3>§ Per 50 U.S.C.

Some of the Intelligence provided in this communication
n obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA)}. Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

2

S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S8. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

PR 1 I 152

Details: (S//OC/NF

bl
bi7A

SESRET NSL VIO-1I388
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bl
b4
bi7T
b7A

el A FaVaWANi L EE n Tt aYal et aieea sl
bl
b4
7D
b7A
anl Ebé
| ) biD
I | b2
. . . oy b7E
(S//0C/NF) Accordingly, EOPS is issuing an NSL to[ | 0
in order to obtain subscriber and transactional data associated b
with the referenced IP addresses. Inrnrmafinn obtained from the n7h
' b6
b7C
: b2
(S) This electronic communication (EC) documents the h7E
Deputy General Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber electronic
communication transactional records on the following IP addresses
with the respective dates as listed:
bl
b4
b7D
b7A
0T Om LL1/09/2001, the Director designaced the FBI
official signing the enclosed NSL as authorized to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally %
to an employee of the Field Office. The institution BTE

should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

SEeRET NSL VIO-11389
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Page 4
. . . b2
(U) The Field Office should remind the BIE
institution that It 1s prohibited from disclosing that the FBI D/
has made this request.
(g) 'T‘hol IE‘icTH Qffice nrior to cerving the
nsL, | | b1
I I_| b2
| b7E
| — [ should contact FRIHO a
immediatelv.l | | j
b7D
b7A
— (U)_Anv aquestions regardi ve can _be directed
to FBIHQ, IA (202) r SSA b2
(202) 324 itution be unable to fully comply B7E
with this request due to lack of specificity or should the .
institution xeguire more detailed information to locate such 'PG
records., the Field Office should contact IA b7C
33 SSEl Foz additicnal information.
TEAD(ST :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 16
Lé
(U) Attn: SSA and I0S Read and , -~
L7C
Clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to.requested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.
Set Lead 3: (Action)
AT b2
. . , b7E
(U) Hand-deliver enclosed National Security Letter 'Lé
following procedures outlined in this EC. Upon recei qj
requested records, immediately submit results to IA bicC
FBIHQ, Counterterrorism Division, CTD/CX T Room

4343,

SPRRET  NSL VIO-11390
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Set Lead 4: (Info)

AT 02
D7E

{I1) Attn: SA SA and SA b6
Read and cIear. o
IO A

S@{T NSL VIO-11391
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Precedence: PRICRITY Date: 01/23/2006
To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16
SSA|
I0s
General Counsel Attn: NatIomal security Law Branch
DG Inlie B Thomao
Attn: SA
Attn;: SA
SA
SA
From: Counterterrorism b?_
CXS/EOPY oom 43413 bT7E
Contact === 02 Do
g ' L7C
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Rennett Isurie T
Drafted By:
Case ID #: (8) kPending)
(S) -NSL (Pending)
{s) =nding)
(s) ending)
. d
Title: - ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT
(m~“>£Q NATIONAL SECURITY LETTERS 1
(8) b2
biE
b6
b7C
(s) e
LTA
___________________________________________________________________
Case 1D : Serial : bl
NSL -
b2
g b8
()] b7A

S?(r NSL VIO-11392
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1a) bl
T b7a
Referencs
.
Synopsis: }8) Approves the issuance of an ECPA National o}
Security Letter (NSL); provides reporting data: and. if b7D
necessary, transmits the NSL for delivery to
(-
) Dert rOm =3 *
D ity Ome ol

Field Office are the
essed to o

Bnclosurg&sl;wu>x§) Enclosed for the

)]

requesting the electronic communication b7E

(-

transactional records for the internet protocol (IP) addresses at 4
the dates specified below. bh7D

Administratiyg;mugﬁ{; This document is classified SECRET.
Portions of this docdwment carrying classification markings may

not be incorporated into any criminal affidavit, criminal court
proceeding or unclagsified investigative file. | _I h2

b7E

(I

(-

(-

2,;:)S{:§ome of the Intelligence provided in this communication
hag& been” obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained thrcugh methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

Q,Hﬂ}ﬁ( Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelllgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

Details: (S/7/NF/-6e)-

SESRE NS VIO-11393 b1
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bl
02
D7E
D6
7
DTA
éST?NF/OC) Bagsed on the available information, the
following IP addresses
bl
foli!
7D
D7A hl
b4
These addresses have bepn iddentrified nrevwi anal 7D
| [ i bTA
07E
(Q//r\m/n("l
( This electronic communication documents the Deputy
General Codunsel for the National Security Law Branch'’s approval
and certification of the enclosed NSL. For mandatory reporting
purnongses. the enclaosed NST, seeks gnbacriber electronic
bl
b4
b7D
bTA
"o
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b7E
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(U) On 11/09/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required
certification. :

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally
to an employee of the Field Office. The institution should
neither send the records tnzrough the mail, nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(U) Th4 Field Cffice should remind the institution
that it is proRibited from disclosing that the FBI has made this

request.

() "T‘hel IF"ieWH Office priaor to seyrving the NST,

should contact FBIHQ immediately.

(U) Anvy guestions regarding th ve can directed to
FBIHQ, IA H202) or SSA
(202) 324| | Should the 1institution be unable to fully comply

with this request due to lack of specificity or should the

institution reguire more detailed information to locate such

rec the[;i::::]Field Office should contact IA or
SSA lfor additional information.

LEAD (s

Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to requested to record the

appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action)

@aﬁ NSL VIO-11395

Page
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[ ]

AT

(U) Hand-deliver enclosed National Security Letter

following procedures outlined in this EC. Upon recej
requested records, immediately submit results to IAI

|FBIHQ, Counterterrorism Division, CTD/CXS/ECPS, Room

4343,

Set Lead 4: (Info)

b2
AT b7E

(U) For information only.

SEra NSL VIO-11396
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Precedence: IMMEDIATE Date: 01/10/2006
To: Counterterrorism Attn: ITOS I/CONUS 1IV/Team 16
SSA
I0S
General Counsel Attn: NatIoET securIty Law Branch
DGC Julie F. Thomas
Attn: SSA
I8
Attn: SA|
SA)
SA
From: Counterterrorism
CXS/EOPY Room 4343
Contact =T 202-324
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F [e)%
b6
B7C
Drafted By:
Case ID #: (8) {Pending)
(8) ending)
(8) ending)

Title:‘:}ﬁ(: ELECFRQNlC_SHEXEILLANQE_QEEEAIIQNS AND SHARING
B UNIT

i

(8) ol
p2
D7E

(s) néE
n7C
h7A

o |
Synopsis: PPLOVES € 1ssuance of an ECPA National

Case ID : Serial : b

1S
SESRET  NSL VIO-11397 b
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Security Letter (NSL); provides reporting data; angd, if
necessary, transmits the NSL for delivery to |
U Detd from =
(- Decl : : 1
Enclosure(s);wwgg{: Enclosed for the Field Office are
the oxiginal and’ascopv of an NSL,, dated 0171072006, addressed to

requesting the electronic

(U

communication wransactional records for the internet protocol
(IP) addresses at the -dates specified below.

Administrative:
1.. . This document is classified SECRET. Portions of this
docuthe carrying classification markings may not be incorporated

into any criminal affidavit, criminal court proceeding or
unclassified investigative file. |

{7}

2.N,2§) Some of the Intelligence provided in this communication
has en obtained by technigques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3.m;;§z Per 50 U.S5.C. S 1806 (b) & 1825 (c) of the Foreign

Int igence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

(I

Page
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bl
b2
h7E
bha
B7C
AN
(S//NEF/OCY  According to the available informatiorl 516
p7C
joll
fo¥:!

oo oCT
~3 Y -
7

1
IO

bl
(S//NF/OCY (Notel |
o}
z
(S/INE/OC) b7E
6
L7C
(9//NF/0C)  NSLs addressed tol |were served by L7A
Field Offices on 12/19/2005 and b4
1272072008 respectivelv.| l N7
O /D
b2
(s//NF/0C) | 0l
54
b7D
(e /npac | o/E
—mc— NSO L340 h1
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bl
b4
7D
06
B7C

b2

b7E

i &/ /NF/OC)
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(S//NF/0OC) This electronic communication documents the
Deputy General Counsel for the National Security Law Branchs
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber electronic

(U) On 11/09/2001, the Director designated the FBI official
gigning the enclosed NSL as authorized to make the required
certification.

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that It IS prohibited from disclosing that the FBI
has made this request.

(S) The| |Field Office, prior to sexrving the NSL,

SLOUULA COollLaClL Blnay

1hinCdlalely .

(U) _An uestions regarding the above can be directed to
FBIHQ, IA (202) or S8a
(202) 324 instiCTUtIon _Pe unable TO TUIIY comply
S T

NSL VIO-11400
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with this request due to lack of specificity or should the b2
institution reguire more detailed information to locate such bh7E
records. the Field Office should contact IA D6

of‘SSKT:::]TGT additional information. ibv“
I\

Set Lead 1: (Info)

LEAD (g) :

COUNTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) TFor information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for
NSLs.

Set Lead 3: (Action)

0z
b7E
AT

(U) Hand-deliver enclosed National Security Letter
following procedures outlined in this EC. Upon receipt of
requested records, immediately submit results to| |
Team, FBIHQO, Counterterrorism Division, CTD/CXS/EOPS

Room 4343,
Set Lead 4: (Info)
2

(U) For information only.

SESRET  NSL VIO-11401
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Precedence: ROUTINE Date: 1/10/2006

To: General Counsel Attn: National Security Law Branch
DGC Julie F. Th?mas

Attn:

From: Counterterrorism
CXS/Electronic Surveillance Operations and
Sharing Unit (EOPS) Rm 4343

Contact : IAr_ (202)

Approved By: Hulon Willie T

Lewis John E -— o)
Thomas Julie F H7E
Bennett Laurie J ~
bo
b7C
Drafted By:
Case ID #: (S) (Pending) b17
(s (Pending) DTA
Title: (S)
(S)
00 : HQ
m

Synopsis{“&Q Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and transmits the NSL for
delivery to the electrconic communications service provider.

iSl | Declas + _X1-25 b1

s | b7E

Enclosure(s): {(U) Enclosed for thel IField Office is
an original and a copy of a National Securityv Tetter, dated o
1/10/2006. addressed td

| biE
"""'1?""""""aa"'_____I___Eﬁ__f____________J bd
TequesL1ing names, addresses, leng OL service,

billing records, and electronic communication transactional 7D
records for three email addresses. be
k7C
Case 1D .
bl
AMCL VIO 11400 3 -
% W VIV T1T 102 D7A

51
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Details: This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S8.C
Section 1806 (b) and 1825(c), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

Page 2

(ol

[

Cooo

- ~d
hellw)

)%3 This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following e-mail addresses:

pl

b4

b7D

b7A

(U) On 11/09/2001, the Director designated the FBI official,

signing the attached National Security Letter as authorized to
make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send th& recoras through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that 1t 18 prohibited from disclosing that the FBI
has made this request.

(] ' egardj ove can_be directed t
FBIHQ, (202) or SSA
(202) . ou the institution be unable to fully comply

with this rYequest due to lack of specificity or should the
institution reguire more detailed information to locate such
records, the Field Office ghould immediately
contact Or SSA for additional

SEBRET NSL VIO-11403
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information.
LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

wr““)%ﬁ NSLU is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.

Set Lead 2: (Action)

o2
b7E
AT b6
p7C
(U) Hand deliver enclo ; i i ed a Upon
eceipt of requested records, notify (202

to coordinate immediate delivery of records to FBIHQ,
Sunterterrorism Division, CTD/CXS/EOPS, Room 4343,

SE NSL VIO-11404
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Page 1

Precedence: IMMEDIATE Date: 01/06/2006
To: Counterterrorism Attn: ITOS _I/CONUS IV/Team 16
’ SSA
108
General Counsel Attn: NatIonar securrty Law Branch
DGC Julie F. Thomas
Attn:
SA
Attn: SA
SA -
SA
From: Counterterrorism
cxs/eord /Room_4
Contact: IA| 202
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F b2
Bennett Laurie J b7E
bé
B7C
Drafted By:
Case ID #: (S) (Pending)
(S) Pending)
(8) Pending)
(-
Title: b&j ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT]
(s) ol
b7E
(8) jo1¢)
p7C

Case ID

|
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Synopsis: (S} Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting dagfa: and, if bl
necessary, transmits the NSL for delivery to b4

7D
im'””>ﬁé Deri QI -3
De y On: bl

R b2
M' i b7E

Enclosure(s) : (S) Enclosed for the! kield Office are the b1
01 I

aricinal.anAd a ~anyy AfF o an NGT datra Aal2004 234 eSsed to b,\'
Z

L B ol
requesting the electronic communication DL

(-

()

{m

Eransactional records for the internet protocol (IP) addresses at b4
the dates specified below. b7D

Administrative - )ﬁj This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit._criminal coprt
proceeding or unclassifjed investigative file.

2. gﬁi Some of the Intelligence provided in this communication
has beén obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

-3, w}{) Per 50 U.S.C. S 1806 (b) & 1825 (c} of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived informaticn to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

(o,
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Details: (S//NF/OC)' |
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Page

[/ /NF/OCY Decoryding to the availabhle infarmation I

(Q//NP/GFJ

3

b7E

bl
bd
b7D
jo]?
k7C
b7A
b2

7

{m- >@/NF/0c)

| See below

for more detail.)

(S//NF/OC) r

NF/OC) NSLs addressed tg were served by
the and liel1d offices on 12719/2005 and

12/20/2005 respectively

(S//NE/OCY Rased on the information nrnvidpd

(s//NE/oc)
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bl
o4
7D
0o
biC
DTA
(S//NF/OC) |
bl
b2
b7E
bd
b7D
b7A
“§) This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber electronic
communication transactional records on the following IP addresses
I I
ol
b4
07D
0z
b7k
NI .
(U} On 11/09/2001, the Director desig‘gv’.{\td the FBI official
signing the enclosed NSL as authorized to make the required
certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally b2
to an employee of the Field Office. The institution should nTE
neither send the records through the mail, nor utilize the name '

of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

. , - b2
{(U) The Field Office should remind the institution "7
that it is pronibited from disclosing that the FBI has made this O

request.

N
) The Field Office, prior S 1 he NSL, e
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LEAD(s) : R

Set Lead 1: (Info)

COUNTERRORISM

AT ITOS I

(U) For i

Set Lead 2: {Action

/CONUS IV/TEAM 16

nformation only.

)

GENERAL COUNSEL

NSLs.

AT WASHINGTON, DC

iij ‘NF
N ---- Working Copy ---- Page 5
bl
bz
|| : i b7k
should contact FBIHQ immediately.
(U) Anv guestions regarding the above can be directed to
FBIHQ, I | (202) or SsA| o
(202) 324 [ Should the institution be unable to fully comply ?;ﬂ
with this request due to lack of specificity or should the o7E
institution require more detailed infeormation to lgocate gsuch hé
rec the Field Cffice should contact IA or Ko
SSA for additional information.

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for

Set Lead 3: (Action

)
b2
bh7E

AT

(U) Hand-deliver enclosed National Security Letter
following procedures outlined in this EC. Upon r
reguested records,
FBIHQ, Counterterrorism Division, CTD/CXS/

Set Lead 4: (Info)

cceipt of

immediately submit results to

b2

S
AT b7E
(U) For information only.

SE NSL VIO-

EOPS, Room 4343.

11409
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Precedence: PRIORITY Date: 01/05/2006
To: Counterterrorism Attn: ITOS II/ISLU
General Counsel Attn: National Security Law Branch
DGC _Julie F. Thomas
Attn: SA
IA
Attn:

From: Counterterraorism
CXS/EOPY Room
Contact: A 202-324
Approved By: Hulon Willie T
Lewisg John E

Thomas Julie F
Bennett Laurie J

] (@2} ] K\/
=

{

o UC O

Drafted By:

Case ID #: (8S) (Pending)
(8) nding)

bl
Title: EXE ELECTRONTC SURVETLLANCE OPERATIONS AND SHARING bo ¥

UNT1 o
Ll b7E
(8) bo
bi7C
bT7A
L/
Synopsisim”}é) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
I:T_T:I M eT1 om . =
De i on: 05 bl
b2

bl - b7E

Enclosure (s) : (U) Enclosed for the[;;;;;;lDivision is an
original and a copy of a NSL, dated 006, addressed to

Case ID i | Serial : f;p
/SMT NSL VIO-11411 DA
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| requesting names, ol

addresses, length of service, billing records, and electronic n7D
communication transactional records for the uniform resource
locator (URL) listed below.

qUJAdmiﬁistrative:ww§S§ This document is classified SECRET.
o

Portions of this ument carrying classification markings may
not be incorporated into any criminal affidavit —cxdiminal oonet
proceeding or unclassified investigative file. ]

(1)

R

-

2. 2‘5 Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3me§§<;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intefligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

4 verd

2

Details: (S//NF/ac) |

(s//0OC/NF)

?i‘@‘ NSL VIO-11412
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bl
b4
b7D
bo
b7C
7R

(s//oc/NF)

bl
bTA
(S//0OC/NF) b2

b7E

“

(S//0C/NF) The enclosed NSL coversl et}

b7D
bo
h7C
(8//0C/NF) On 01/04/06, EOPS, throughl Division, b7A
gserved a NSL| ] b1

~

b7E

b4
ya o

) ) . . b7D
(94 This electronic communication documents the Deputy

General Counsel for the National Security Law Branchs approval

and certification of the enclosed NSL. For mandatory reporting

purposes, the enclosed NSL seeks subscriber/billing bl

records/electronic communication transactional records on the '

following URL: ﬁb?

b7D

b7A

(U) On'11/09/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally bz

to an employee of the Field Offige. The institution should B7E
}@ NSL VIO-11413
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neither send the records through the mail,
of the subject or any identifying informat
gubject in any telephone callg to the FBI.
not contact FBIHQ directly in any manner.

(U) The I;ll?ield Office should re
- that it is prohibited from disclosing that
request.

(s) The | |Field Office, prior to

y - en e e
nor utilize the name

ion related to the
The institution should

mind the institution
the FBI has made this

serving the NSL,

Page

b2

b7k

should contac

(U) An uestions regarding the above
FBIHO. IA| [(202) 324 or

324 Should the institution be unable
this request due to lack of specificity or

t FBIHQ ilmmediately.

can be directed to

SSA (202)

to fully comply with

should the institution
the

ire more detailed information to locat
| Field Office should contact IA
addiC Lo

e such records
or SSA.[::]for

nal information.
LEAD (s) :
Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS I1

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to reguest

appropriate information needed to fulfill
reporting requirements for NSLs.

Set Lead 3: (Action)

AT

ed to record the
the Congressicnal

(U) Hand-deliver enclosed National Security Letter

following procedures cutlined in this EC.

" requested records, immediately submit regults to IA

Upon receipt of

NSL VIO-1141%
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|;:|FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room b7C

Set Lead 4: (Info)

— b2
AT| b7E
bho
{(U) SA i\ For information bTC

only.
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