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Precedence : IMMEDIATE 
To: General Counsel 

Date: 05/24/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: 
Attn: SA 

SA 
Counterterrorism Attn: CXaZEÜEsC 

IA 

From: General Counsel 
Deputy General Counsel for NSLB Room 794^ 
Contact: AGcl 1(202) 324 

Approved Ry; THNMAG 1T111 i P T? 

Drafted By: 
Case ID #: 

Title: (U) 

(Ul -

to 2 
b7E 
b6 
b7C 

(s) 
(S) 
(S) 

(Pending) 
NSL (Pending) 
ending) 

T7T.T?PTPnMTP gTTPVFTT.T.aMf-B nPBPaTTnws AND SHARING 
UNIT 
NATIONAL SECURITY LETTERS 

(S) 
uu : 

"bl " 
b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) 

(S) Reference: 

bl 
b2 
b7E 
b7A 

Enclosures: (U) Enclosed. 
05/24/2006, addressed to 

l-i.c! an KT.qT, Hat-pH 

Case ID : Serial : bl 
(S) 

ÏL 
SË^T

 N
ç|_ viO-11264 

b2 
b7E 

b2 
b7E 
b4 
b7D 



SE^ET 
Working Copy-

requesting the name, address, and 
lengtn or service tor tne electronic mail (E-mail) or internet 
protocol (IP) address(es) holder(s) listed. 

Page 4 

b7D 

(U) 
Administrative:M) This document is classified 
SECRET/0RC0N/N0F0RN\ Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unnlassi fipri 
investigative file. 

(U) Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
''T-T'' P e r 5 0 u-s-c- s 1 8 0 6 (b) & 1 8 2 5 (c) of the Foreign 

IntelligejrcK^Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(S//OC/NF) This electronic communication requests the 
issuance of a National Security Letter (NSL) to obtain subscriber 
records for the individual(s) utilizing the internet protocol 
(IP) address 

(S//OC/NF) 



(S) Sl^ip? 
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bl 

! r* / ! /T,tt--1 
analysis or the" 

bl 

ig//nr-/MT^ Tri gnmi ich 

b7D 
h 2 
b7E 

bl 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) IP address: 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the 
of receipt ot this request. 

within fourteen (14) business days 
The electronic communication service 

provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided 
to me by the requestor of this NSL, that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

b2 
b7E 

(S) More specifically, 
bl 

NSL VIO-11266 
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bl 

bl 

(U) Any questions regarding the above can hp to 
the Office of the General Counsel, Attention: AGC 

(202) 324-
b2 
b6 
b7C 

LEAD (s): 

Set Lead 1 (Action) 

AT 
(U) Deliver the attached let, 

pt of informati 
to submit the r 
FBIHQ, CXS/EOPS 

T 

tion: 1A 
F E . 

is 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
(U) Read and clear. 

b2 
b7E 

S^S^ET NSL VIO-11267 
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Precedence: PRIORITY 
To: General Counsel 

Page 1 

Date: 05/23/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: CXSZEQESC 
S SA 

Counsel for N£T,R. Room 7 94 7 
(202) 324 
b2 

Drafted By: 
Case ID #: 

b7E 
b6 
b7C 

(S) 
(S) 
(S) 

(Pending) (S) 
(S) 
(S) 

tfSL (Pending) 
(Pending) 

Title: jTTi ....---"̂tŜ  ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

(U) NATIONAL SECURITY LETTERS 
(S) 

bl 
b7A 

(U) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service 
provider. 

Reference : 
Enclosures : (U) Rnrlnyrl f r>T- I 
05/23/7.006. addressed tc 

Ii.q an MST. Hat-PH 

Serial 

S'^ET NSL VIO-11269 

bl 
b2 
b7E 
b7A 
b2 
b7E 
b4 
b7D 

__b6 
b7C 



Working Copy 
requesting the name, address, and length of service, 

and electronic transactional records for the e-mail address 
holder(s) listed. 

Page 

b4 
.b7D 

(U) 

m 

Administrative: / T h i s document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any 
affidavit, criminal çmir-h nrnrPpHim nr nnrl agg^ f i pH 
investigative file. 

criminal 
b2 
b7E 

2. ̂ (-£r£>Some of the Intelligence provided in this communication 
hasJÈïéiin obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

m J 3... P e r 5 0 U.s.c. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) 
M 

to 2 
b7E 

Details 
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bl 
b4 
b7D 
b6 
b7C 
b7A 

( S I 
This electronic communication documents the Deputy 

enëral.. Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transaiLLlnoaJ Î nfnrmat- i nn nrI nnp 
individual utilizing 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the Division within fourteen (14) business days 
of receipt of this request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 

L C \ I 1 

bl 
b7A 

— T 

NSL VIO-11271 
bl 
.b7A 
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(U) Any questions regarding the above can be directed 
tr> the Office of the General Counsel, Attention: AGC 

'202) 324-

LEAD (s): 

Set Lead 1: (Action) 

AT 
(U) Deliver the attached let 

Upon receipt of information from the carrier, 
requested to submit the resultg_Lo_tJie Attention : SSA 

FBIHQ, CXS/EOPS 

er inH-irateii ahnvp 
is 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
(U) Read and clear. b2 

b7E 

SÈ^ÉT NSL VIO-11272 
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Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 

Date: 05/22/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: CXS/ECAU 

IA 
ITÒS I/CONUS 1/TÉAM 2 
ssa! " 
CXSTEÖFBTiA 

From: 

Attn sŝ l 

Attn: SA 
JTTF 

Contact : SA 
Approved By Bennett Laurie J 

Drafted By: 
Case ID #: 
Title: (S) 

b 2 
b7E 
b 6 
b7C 

(U) 
Synopsis : 

(S) (Pending) 

uu 

b l 
b 2 
b7E 
b 6 
b7C 

0 Approves the issuance of an ECPA National 
Security Letter (NSL)for tolling bill records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 

( S ) 
(U) 

Enclosures: (U) Enclosed for.thpf 
H^tpH ns/l»/?nn6 sdHrpg.gpH fn 

In, -tH Ol nn 1 <3 an MQT. 

requesting the name, address, length of service and local 
and long distance toll billing records for the phone numbers 

.bl 
b 2 
b7E 

b 2 
b7E 
b 6 
b7C 

ID 
NSL VIÜ-11273 

b l 
b 2 
b7E 



Working Copy- Page 
listed. 
Details : (S) fai 

fa 2 
b7E 
b6 
b7C 

(U)- _ M This electronic communication documents the 
IsAC's approval and certification of the enclosed NSL. ;t)2 

For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for the following D/E 
telephone number: b4 

b7D 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the Field Office within seven (7) 
business days upon receipt or c m s request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. Section 2709(c) I, 
the senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

_ L £ J M n n - r f i a r l n g u r p o f t- h H g r p m i p g t - F CMT -i n f n r m a h -i o n 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

Disclosure may prematurely 
disclose national security investigation to the target and cause 
him to change his behavior patterns and circumvent scrutiny. 

(U) The Field Office should remind the 
SÌ*<ET NSL VIO-11274 b 2 

b7E 
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wire communications service provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

Any questions regarding the above can be directed 

Page 

to JTTF TFO SA 
b2 
b7E 
b6 
b7C 

Set Lead 1: 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/TEAM 2 
(U) Read and Clear 

Set Lead 3 : 

AT 
(U) Hand deliver the attached NSL as indicated above. 

Upon receipt of requested records from[ the 
Field Office is requested to submit results to 

ÏÏTTF TFO SA 

b2 
b7E 
b4 
b7D 
b6 
b7C 

SSB<ET NSL VIO-l 1275 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 05/19/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: SA 
Attn: SA 

Counterterrorism Attn: CXS/EOPS 
IA 

From: General Counsel 
Deputy General fnnnspl for NfiT.B Room 794' 
Contact: AGC| (202) 324-

Approved By: Thomas Julie F. 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 
b7C 

(Pending) 
NSL (Pending). 
'ending) 

CLASSIFIED BY £ 

Title (U) FLFPTPONTr STTR VFlTTiT.ANGE OPERATIONS AND SHARING 
UNIT! 

NATIONAL SECURITY LETTERS 

(S)' 

UU: 

bl 
b2 
.b7E 
b7A 

(U) 
Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

n 

Reference : 

Serial : 

NSL VIO-1127Ö 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 
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(U) 

( U ) 

(U) 

Enclosures: (U) Enclose H forf 
05/19/2006. addressed to 

lis an MST. Hat-pH 

( U ) 

requesting tne name, 
¿muresii, ana length ul tstirvicti, ¿ma- tiî Lii'onic transactional 
records for the IP address holder(s) listed. 

Administrative: This document is classified 
SECRET/ORCON/NOF0RNS Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal_court proceeding or unclassified 
investigative file. 

b2 
b7E 
b4 
b7D 

b2 
.b7E 

2. Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 . Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

b2 
b7E 

bl 

(S//0C/NF) This electronic communication requests the 
issuance of a National Security Letter (NSL) to obtain subscriber 
and transactional records for subjects utilizing an account at 

bl 
b4 
b7D 



(S) 
Working Copy Page 

bl 
( S J ^ ^ ^ ^ 
^ ' j^^This electronic communication documents the Deputy 

General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
electronic communications transactional information on one 
individual utilizing Website addres 

bl 
b4 
b7D 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 

Division within fourteen (14) business days of to the 
receipt ot tins request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the 
national security of the 

United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

b2 
b7E 

More specifically 

bl 
b7A 

Iß.1 

bl 
b7A 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: AGC 

(202) 324 

LEAD (s) 

b2 
b6 
b7C 

sÌ^|t .NSLVIO-11278 
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Set Lead 1: (Action) 

AT 
(U) Deliver the attached letter indicated above. 

Upon receipt of information from the carrier. 
to submit the results to the Attention: IA 
CXS/EOPE 

is requested 
FBIHQ, 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

fc>2 
b7E 
b6 
b7C 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
(U) Read and clear. 

s | ^ T NSL VIO-11279 
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Precedence : IMMEDIATE 

To: General Counsel 
Date: 05/19/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: CXS/EÜBS 
S SA 

fminc^l for- M.CjT.R 

Approved By: Thomas Julie F. 

Drafted By: 
Case ID #: 

Room 794. 
(202) 324 
b 2 
b7E 

NSL 
(Pending) 

.b7C 
(Pending) 
(Pending) 

b l 
b7A 

Title : 
( U ) 

<) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

(U)N^) NATIONAL SECURITY LETTERS 
(S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

( S ) 

(U) 

<S) Reference: 
Enclosures : (U) Enclosed f ̂t- f 
05/19/2006, addressed to 

lia an MST. rlahpH 

requesting tne name, 
address, and length of service for the electronic mail (E-mail] 
or internet protocol (IP) address(es) holder(s) listed. 

(U) Administrative: This document is classified 

b l 
b 2 
b7E 
.b7A 

b2 
b7E 
b6 
b7C 

Case ID : Serial : bl 
b7A 

(S) 
NSL 

S1&&T NSL VIO-11280 

bl 
b7A 



Page 2 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court nrnrppHinn nr line 1 a rr i f i pei 
investigative file, b2 

b7E 

(U) x s ) Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) ^f£K?er 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
IntelligenceSurveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 
(U) b2 

b7E 

Details: (S//OC) 

bl 
b7A 

(S//0C)[ 

bl 
b7A 
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Working Copy Page 

is 

bl 
b6 
b 7 C 
b7A 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on three (3) IP addresses. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the Division within fourteen (14) business days ^ 
of receipt o£ this request. The electronic communication service b7E 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 

S E p g ^ T N S L V I O - 1 1 2 8 2 
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the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

(S) 

bl 
b7A 

b2 
b6 
b7C 

LEAD ( s) 

Set Lead 1: (Action) 

AT 

(U) Deliver the attached letter indicated above. 
lis Upon receipt of information from the carrier, 

rpaiiPHt-pfi to submit t 
FBIHQ, 

ie results to the Attention : ^BÄ 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SJsçéTT N S L V I O - 1 1 2 8 3 
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Set Lead 3: (Info) 
COUNTERTERRORISM 

AT CXS/EOP£ 
b2 
b7E 

(U) Read and clear. 

fcfiSSgr NSL VIO-11284 
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Precedence : PRIORITY 
To: General Counsel 

Page 1 

Date: 05/19/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Counterterrorism Attn: CXS/EQPS 
SSA 

From: General Counsel 
Deputy General Counsel for NSLB._ Room 794̂ . 

(202) 324 Contact: AGC 

b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F. 

Drafted By: 
Case ID # 

Title: ^ 

(U) 

(S) 
(S) 
(S) 

X 

F 3 I 7 
(Pending) 

(Pending) 
(Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 
NATIONAL SECURITY LETTERS 

(S 
bl 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) 
M 

(S)/ 

IS!' 
Reference 

Enclosures 
05/19/2006 

(U) Enclosed for 
addressed tnl 

bl 
b2 
b7E 
b7A 

is an NSTi dated 

requesting the name, address, and 
ìengtn or service ror cne electronic mail (E-mail) or internet 
protocol (IP) address(es) holder(s) listed. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 

(S) 

SL 
Serial : 

p ^ ^ E T NSL VIO-11285 

bl 
b7A 
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Administrative: Jté) This document is classified 
SECRET/0RC0N/N0F(5RN. Portions of this document carrying 
classification markings may not be incorporated into any 
affidavit, criminal r-mirt nrnrppHinn nr imi-I assi f i pr) 
investigative file. 

criminal 
b2 
b7E 

^S^ Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

':U'' \{3r) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

<U) 
b2 
b7E 

Details: (S//0C) 

bl 
b7A 

(Si//OC) 

bl 
b7A 

N S L V I O - 1 1 2 8 6 
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bl 
b7A 

(S) 

bl 
b6 
b7C 
b7A 

(S) 

bl 
b6 
b7C 
.b7A 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) IP address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally , ^ 
to the| Division within fourteen (14) business days of 
receipt ot this request. The electronic communication service b7E 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 

s £ s « £ T NSL V I O - 1 1 2 8 7 



Page 4 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

X 

bl 
b7A 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: AGC 

(202) 324| 
b2 
b6 
b7C 

LEAD (s): 

Set Lead 1 (Action) 

AT 

(U) Deliver the attached letter indicated above. 
Upon receipt of information from the rarrier-.l lis requested 
to submit tha raciilfg fn Mip Attention: SSA 

FBIHQ 

b2 
b7E 
b6 
b7C 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

N S L V I O - 1 1 2 8 8 



SÊpR^T 
— Working Copy Page 

requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

b 2 
AT CXS/EOPS 
(U) Read and clear. 

S E ^ T NSL VIO-11289 



Sĵ Ŝ ÉT 
- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Date: 05/10/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

counterterrorism 
Attn 
Attn 
Attn 

SA 
SA_ 
CXS/EOPS 
IA 

From: General Counsel 
Deputy Genera] Counsel for NSLB, Room 7Q4 
Contact : AGC (202) 324 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: 

Title: (u) 

(U) 

b2 
b7E 
b6 
b7C 
| (Pending) 

NSL (Pending) 
ending) 

Jtef FT.FrTRONTr SURVEILLANCE OPERATIONS AND SHARING 
UNIT 1 

NATIONAL SECURITY LETTERS 
(s; 

UU: 

bl 
b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

( U ) X 

pÉôf^=iêference : 
Enclosures: (U) Enclosed for 
05/10/2006. addressed tnl 

bl 
b2 
b7E 
b7A 

is an NSL dated 
ryqueaLiny uie 

namë, aaarëyy, ana lënym oi yyrviaë, ana ëiëai!ronic 
transactional records for the IP address holder(s) listed. 

b2 
b7E 
b4 
b7D 

Case ID 

(S) 

Serial 

T NSL VIO-11290 

bl 
b2 
b7E 
b7A 



<U) 

s^eK^T 
Working Copy Page 

A d m i n i s t r a t i v e : T h i s document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal r-mi-rt nrnppprii rin or- nnrl assi f i 
investigative file. 

( U ) 

b2 
b7E 

2. ygj Some of the Intelligence provided in this communication 
has/bebn obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(Uj. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 

- purpose without the prior approval of the Federal Bureau of 
^Investigation. 

4 ^ o x ( U ) 
b2 
b7E 

Details : (S//OC/NF). rm rm /m /?nnfi at- Hip rpnupsf of t-ĥ  

(S//0C/NF) The analysis was conducted following the receipt 
of information from a I I Field Office 

(S//0C/NF) For context, 

b7E 
b6 
b7C 
b7A 

bl 
to 2 
blE 
toi A 

CSf^QGME) Accordingly onducted a review of the 
Ï ^ Ê T N S L V I O - 1 1 2 9 1 



( S ) ! S j & f ^ T Working Copy Page 

(S//OC/NF) 
.b7E 

b l 
b 6 
b7C 
b7D 
b7A 
h 2 
.b7E 

S ^ e s ^ T N S L V I O - 1 1 2 9 2 



( S ) 
Work i rirr Pnnv Page 

'fi//nr/MFV 

bl 
b4 
b7D 
b7A 
b2 
b7E bl 

b2 
.b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC/NF) This electronic communication requests NSLB 
prepare a National Security Letter (NSL) to obtain subscriber and 
transactional records for the individual(s) utilizing the IP 
addresses listed above I I bl 

b7A 
b2 
b7E 
b6 
b7C 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, 
subscriber information onl 

the enc osed NSL seeks 
IP addresses. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the 
receipt 

Division within fourteen (14) business days of 
request. The electronic communication service of this 

provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided 
to me by the requestor of this NSL, that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of ther 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

b2 
b7E 

b2 
b7E 

-tsi 
Ô ^ S R Î T N S L V1U-1129:1 



( S ) Working Copy Page 

bf the fact that the FBI has sought or obtained access to the 
information sought by this letter may prematurely disclose a 
national security threat assessment or investigation to the target 
and associates affiliated with the target, and cause them to alter their 
communications network to circumvent detection. 

b l 
b 2 
b7E 

S 
it is the responsibility of the office 

]to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can hp dir-pr-tpd' to 
the Office of the General Counsel, Attention: AGC 
(202) 324-

b 2 
b6 
b7C 

LEAD (s): 

Set Lead 1: (Action) 

AT | 

(U) Deliver the attached letter indicated above. 
Upon receipt of information from the carrier, 

b 2 
b7E 

requested to submit the_ results to the Attention: 
FBIHQ, CXS y 

is 
b 7 C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT CXS 

b 2 
b7E 

s p & g r N S L V I O - 1 1 2 9 4 
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Read and clear. 
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Wording Copy - • Page 

Precedence: PRIORITY 

To: Counterterrorism 

General Counsel 

From: Counterterrorism 
Contact : 

Room—4 3 A 3 -
IA 

Approved By : Thomas Julie F 

Drafted By: 
Case ID #: 

Attn: 
Attn: 
Attn: 
Attn: 
Attn: 

Attn: 
Attn: 
Attn: 

Date: 05/02/200*6 
TTOq T / APTT 
SSA 
T T O r f 1 I Ì T ^ T . T 
SSA 
CT Unit Unit 
SA 
National security Law Branch 
D G C . T i l l i p F T h o m m s 
A/TTC 

"57T1 

"57 
CDC SSA 
ISS 

202-323-

b2 
b7E 
b6 
b7C 

[Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 

bl 
b2 
b7E 
b7A 

Case ID Serial 

NSL VIO-1129Ê 



- Working Copy- Page 
(S) (Pending) 

Title : (s; 

(S) 

(S) 

(S) 

(S) 

(S) 

bl 
b7A 
to 6 
tolC 

(s) 

(s) 

(S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(U) 

M 

( S ) bl 
to 2 
b7E 

g&çg&l! N S L V I O - 1 1 2 9 7 



Woïlcing Copy — 

06/30/2003 
Page 

I 
Enclosure(s) : (U) Enclosed for the| 
original and a copy of a WaHnnal Sprnntv T,p|-|-pr. 
0R/09/9006 aHHrPR.QPH fn 

Office 
dated 

is an 

(U) 

requesting tne names, aaaresses, lengcns or service, 
and electronic transactional records for the email address 
holder(s) listed below. 

b2 
b7E 
b 4 
b7D 
b6 
b7C 

Administrative: /fS/YOC, NF) This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. I ~1 b2 

b7E 
(try Intelligence provided in this communication has 
been obtainëci "by the techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

''T"T'' \s) Per 50 U.S.C. S1806 (b) of the Foreign 
Intelligencer Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S.-person FISA derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without prior approval of the Federal Bureau of 
Investigation. 

m-
- X - b2 

b7E 

y -

Details: (S//OC,NF) 

N S L V I O 11208 

bl 
b 2 
b7E 
b7A 

b l 
b7A 



( S ) S J 
^ '/ Working Copy Page 

bl 
b7A 

bl 
b7A 

(S) All of the fol 
request are current 
/c //nr MI? J 

1 nwi no pmail arlr resses listed in this NSL bl 

i.q//nc/MF) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(S//QC/NF) 

(S//OC/NF) 

(S//OC/NF) 

(S//OC/NF) 

(S//OC/NF) 

N S L V I O - 1 1 2 9 9 



(S) 

Working Copy 

(S//OC/NF) 

Page bl 
b2 
b7E 
b7A 
b4 
b7D 
_b6 
b7C 

(S//OC/NF)! 

(S//OC/NFH 

(S//OC.NF) 

bl 
b4 
b7D 
b7A 

-Electronic Communication transactional records, to 
include existing transaction/activity logs for the account 
holders assigned these email addresses. 

NSL VIO-11300 



(U> Working Copy Page 

(M In addition to standard NSL requirements, ECAU is 
also reaue-stiVia that.I f 

internet protocol address. ECAU is not requesting any 
information that does not meet BOTH of these requirements. 

(S) This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed IS 
transactional records of 
accounts 

.b7D 
h 2 
Jd7E 

SL seeks electronic communication 
5n the listed email 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to an employee of the Field Office within 10 (ten) 
business days of the receipt of this request. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

SJ Mnn-rfiüflnsiirp rtf far-hs is i 11 st~ -i f i Pfì in t"hÍB rasp 

b l 
b7A 
b 6 
b7C 

b 2 
b7E 

(LI) Anv mipsfinns 
FBIHQ, J 
(202) 324 
with this" leqiie 
institution require 
records, thef 

regarding 
(202) 

the above can be 
or S SA 

directed to 

Should the institution De unable to runy comply 
t due to lack of specificity or should the 

more detailed information to locate such 
frffi 

or 
:ice should immediately contact 

for additional information. 

b l 
b7A 
b2 
b7E 
b7A 
b6 
b7C 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
s È X r NSL V I O - 1 1 3 0 1 



Working Copy Page 

(U) For the information of ITOS I 
and EOPS only. 

ITOS II 
b2 

Set Lead 2 : (Info) 

AT 
b2 
b7E 

(U) For information only. 

Set Lead 3 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) 

NSLB is requested to record the appropriate 
information needed to fulfill the congressional reporting 
requirements for NSLs. 
Set Lead 4 : (Info) 

AT 

(U) For information only. 

Set Lead 5: (Info) 
b2 
b7E 
b6 
b7C 

AT 

(U) For information only. 

Set Lead 6: (Action) 

AT 

(U) Hand deliver the enclosed NSL as indicated above 
Upon receipt of requested records, notify (202) 

to coordinate immediate deliveryof records to FBIHOs. 
Counterterrorism Division, CTD Room 4 343. 

SÉpRËjT N S L V I O - 1 1 3 0 2 
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Working Copy -• Page 

Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

From: Count ertermrism 
CXS/EOP:_ 
Contact f TK 

Approved By : Thomas Julie F 

Drafted By: 
Case ID # (S) 

(S 
(S 
(S 
(S 

Date: 04/25/2006 
Attn: ITOS I/CONUS IV/ 

SSA 
IOS 
jTno~T/rnMTTg TV 
SSA 

earn 16 

earn 13 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
Attn: SA 
Attn: 

Attn: 

Room 4 34 3 
202-

h 2 
b7E 
b6 
b7C 

TTHT7 
nding) 
nding) 
ending) 

(Pending) 
(Pending) bl 

b2 
b7E 
b7A 

Title y&f ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT! <u> 

(U) 
NATIONAL SECURITY LETTERS 

(S 

Case ID 

<S) 

Serial 

NSL VIO-11303 

bl 
b2 
.b7E 
b7A 



NF 
Working Copy - • 

(S) 

Reference : 

Page 

Approves the i issuance of an ECPA National 
Security Letter (NSL) ; provides reporting data • and -i f 
necessary, transmits the NSL for delivery to Jd7D 

X 

(U)i 
Enclosure(s) : 
original and 

Enclosed for the 
a. copy of a NSL, dated 

b l 
b2 
b7E 
f b 7 A Field are the 

04/19/^006, addressed to 
requesting tue electronic communication 
for the internet protocol (IP) addresses transactional records 

the dates specified below. 

(U) Administrative: Cp^ This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. 

at 

b2 
b7E 
b 4 
b7D 

b 2 
b7E 

(U) 2 . Y ^ 7 Some of the Intelligence provided in this communication 
has obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. ($) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

ITTI Intelligence Surveillance Act (FISA) , recipients are reminded 
U that there is to be no further dissemination or use of FISA-

derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

^ ^ T NSL VIO-11304 



(U). 
NF 

Working Copy — 

- M 

Details: 
(S//NF/OC) As detailed in the above referenced reports, 

Pagfe 
b2 
b7E 

bl 
b7A 
b2 
b7E 

(S//NF/OC 

b7D 
b6 
b7C 

bl 
b4 
b7D 
.b7A 

(S//NF/OC) 

i T M f l ' N S L V I Q - 1 1 3 0 5 

bl 
b2 
b7E 
b7A 



( S ) NF 
Working C O P Y - • P A G E 

b l 
to 6 
tolC 
b7A 

m This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records on the following IP addresses 
for the period 

b l 
b 4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the 
of receipt of this request. 

Division within five business days 
'he electronic communications service 

provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 
(u) - w 

Brief statement of the facts justifying my certification 
in tfiis x;ase: 

(U) ^ / / O C / N F ) 

N S L V I O - 1 1 3 0 6 

to 2 
hl E 

to 2 
toi E 



NF 
Working Copy 

£1 Division, nrior to serving the NfiT, 

should contact FBIHQ immediately. 
(U) Information received from an electronic communications 

service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

Page 
h 2 
blE 

bl 
b2 
b7E 

(u) 
FBIHQ^ IA 
324 

miest i nn.q rpga 
or S SA 

Should the institution be unable to fu' 
rding _t.be above can he dirprted 
(202) ( 2 0 2 ; 

ly comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

Division should contact IA 
additional information. 

or S SA for 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) Attn: SSA and IOS 

clear, 
Read and 

b6 
b7C 

Set Lead 2 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 13 

. Read and clear.-(U) Attn: SSA b6 
b7C 

Set Lead 3 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

ifceR^T NSL VIO-11307 



NF 
Working Copy — Page 

Set Lead 4: (Action) 

AT 
(U) Hand-deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4 34 3 . 

fa 2 
b 7 E 
fa 6 
fa7C 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

Set Lead 5: (Info) 

AT 
i,U) Attn: SA 
Read and , 

fa 2 
b 7 E 
fa 6 
b7C 

SA and SA 

Set Lead 6: (Info) 

Read 

fa 2 
b7E 
fa 6 
fa>7C 

S ^ c g g T NSL VIO-11308 
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Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

Date: 04/24/2006 
Attn: 

Attn: 

At.tn: 
Attn: 

ITOS I/CONUS TV/Team 16 
SSA 
IOS 
TTOS T/CONTTS TV/JEANI 13 

SSA 

I A p 
National Security Law branch 
DGC Julie F. Thomas 
SSAI 
SSA 

From: Counterterrpri sm 
CXS/EOPS 
Contact : IA 

/Room 4343 
202 

Approved By: 

Drafted By: 
Case ID #: 

Thomas Julie F 

(S) 
(d 
( 
( 
( 

Title . (U) 

(Pending) 
-NSL (Pending) 
ending) 
ending) 
ending) 

b2 
b7E 
b 6 
b7C 

) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
' UNIT! 

(U) NATIONAL SECURITY LETTERS 

(S 
b l 
b 2 
b 7 E 
b 7 A 

Case ID 

(S) 

Serial : 

NSL VIO-11309 

b l 
b 2 
b 7 E 
b 7 A 



(S) 

(U) 

( U ) 

(U) 

(U) 

(s 

(S 

(U)' 

Working Copy 

TXJ; 

Page 
bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL) ; provides reporting Hat-a ; ariH i f 
necessary, transmits the NSL for delivery to 

(U) X Derive!? 
rssify On: 

Enclosure(s): Enclosed for the Field Office are 
theoriginal and a^copy of a NSL. dâTëa ui/zu/zb06, addressed to 

requesting the subscriber 
mrormation ana electronic communication transactional records 
for the internet protocol addresses listed in the body of this 
report. 

b 4 
b7D 

b l 
b 2 
b7E 
b7A 
b 2 
b7E 
b 4 
b7D 

(U) 
Administrative: This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file.I ~ b2 

b7E 
2 . o f the Intelligence provided in this communication 
has^eeh^obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. "^/Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

• M b2 
b7E 

NSL V I O - 1 1 3 1 0 
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Details: (S//OC/NF) 
bl 
b 6 
b7C 
b7A 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

(U)-

enclosed NSL to 
Consequently. EOPS is issuing the 
in order to obtain subscriber information as 

well as transactional records associated with the following IP 
addresses : 

b 4 
b7D 
b 2 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 
b 2 
b7E 

NSL V 1 0 - 1 1 3 1 1 
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-fS> This electronic communication (EC) documents the 
Deputy General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
and electronic communication transactional records associated 
with the following IP addresses: 

b l 
b 4 
b7D 
b7A 
b 2 
b7E 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Division within five business 

The electronic communications days of receipt of this request 
service provider should neither, send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

X jUj X^H Brief statement of the facts justifying my certification 
in this case: 

b 2 
b7E 

(S//QC/NF) 

(S) Division, prior to serving the NSL, should 

ILllllLtlUldLfciiy 
snouia contact FBTHTJ" 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is .çle^rly relevant to the 

N S L V I O - 1 1 3 1 2 

b l 
b7A 
b2 
b7E 

b l 
b 2 
b7E 



Working Copy 

authorized responsibilities of such agency. 

Page 

FBIHQ, 
324-

(U) Any questions regarding the above can be directed to 
IA (2 02 

Should the institution 
or S SA [202) 

De unaoie to fuliy comply with 
this request due to lack of specificity or should the institution 
^prrnirp mnrp detailed information to locate such 

Division should contact IA 
for additional information. 

ecords, the 
or SSA 

b2 
b7E 
b6 
b7C 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 

(U) Attn: SSA 
Read and Clear. 

and IOS b6 
.b7C 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 13 
b6 
.b7C 

Set Lead 3: (Action) 

GENERAL COUNSEL 
/ 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record 
the appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 4: (Action) 

(U) Hand-deliver enclosed National Security 
Letter following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 

4343 
FBIHQ, Counterterrorism Division, CTD/CXS/EÜPS, Room 

b2 
b7E 
b6 
b7C 

Set Lead 5: (Info) 
N S L V I O - 1 1 3 1 3 
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AT 

and SA 
TTTT ïïttn: SA 

Read and clear. 
SA 

b 2 
b7E 
b 6 
b7C 

Set Lead 6: (Info) 

AT 
(U) Attn: 

Read and clear. 
SA and SA 

b 2 
b7E 
b 6 
.b7C 

NSL V I O - 1 1 3 1 4 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
Attn: 

Date: 04/18/2006 
Julie Thomas 
Deputy General Counsel, NSLB 
ITOS I / CONUS IV 
S SA 
S SA 
SA 
SK 

Itesr 

From : Counterterrorism 
CXS/EOPS 
Contact : 

"koqrn 4 34 3 
(202) 324 

Approved By: Thomas Julie F 
Bennett Laurie J 

Drafted By: 

b 2 
b7E 
b6 
b7C 

Case ID #: (S) 
(S 

Title: (S) 

ending) 
Pending) ^ 

b 2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) 

j X 

• p .Enclosure (s) : Enclosed for the!" 
( bJ04/18/2006. addressed toi 

b l 
b 2 
b7E 

m ; b7A I Division is an NST, dated 

requesting the names, addresses, 
metnods ot payment ror tne noscing account, associated account 
identifiers, lengths of service, subscriber account information, and 

b l 
b 2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Case ID 

(S) 

Serial 

sfe^ÈT NSLVIO-113] 
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Administrative : 

(U) 1.- HSl/'This document is classified SECRET. Portions of this 
doc^imes£ carrying classification markings may not be incorporated 
into any criminal affidavit, criminal—rnnrt nrnrped-i rirr nr 
unclassified investigative file. 

<U) 2. œj Some of the Intelligence provided in this communication has 
beery obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should 
be undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

(U) 3 . N>SK/Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is" to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
USPER FISA-derived information to any foreign government without 
prior approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

(U) 
M -

bl 
b4 
b7D 
b6 
b7C 

b2 
b7E 

b2 
b7E 

Details: (S) 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
.b7A 

bl 
b6 
b7C 
b7A 

(S//NF,OC 

(U) electronic communication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. 

S p S f ^ T N S L V I O - 1 1 3 1 6 
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For mandatory reporting purposes, the enclosed NSL seeks electronic 
rnimmiini rah i nn hrancarh I nnal rprnrHg on r VIQ I 

4 

bl 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally to 
an employee of the Division within ONE business day of receipt 
of this request. The electronic communications service provider 
should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any telephone calls 
to the FBI. 

b7D 
b7A 

b 2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

bl 
b4 
b7D 
b7A 

(U) Information received from may be 
disseminated to an agency of the United States only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 
(U) 

conduct a 
officers, 

X The 
threat 

Division, prior to serving the NSL, should 
assessment on the company, its owner or company 

and the individual being served this NSL. If .information 
h 2 
toi E 

developed is derogatory, 
immediately. 

the Division should contact FBIHQ 

FBI HQ 
( 2 0 2 ) 

SA 
(U) Any questions regarding the above can be directed to 

or SSA 
pe unable to fully comply 

(202) 324 
Should the institution1 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records, 
the 
additional 

Division should contact 
information. 

SA or S SA for 

b 2 
b7E 
b 6 
b7C 

N S L V I O - 1 1 3 1 7 
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LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate informat 
needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS I / CONUS IV 
(U) Read and Clear. 

Set Lead 3: (Action) 

AT 

b2 
b7E 

I S È ^ T NSL V I O - 1 1 3 1 8 
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(U) Deliver the attached NSL to 
Upon receipt ot mtormation £rom| 
submit results to EOPS. 

is requested to 

» 

E T NSL V I O - 1 1 3 1 9 
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Precedence: PRIORITY Date: 04/12/2 006 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Attn: 

From : Counterterrorism 
Electronic Surveillance Operations and Sharing Unit, 

Room 4 3 43 
SSA Contact 202-324 

Approved By : Caproni Valerie E 

Drafted By: 
Case ID #: 

Title : (S) 

b 2 
b 7 E 
b 6 
b7C 

(Pending) 
b l (Pending) 

(Pending) b7A 

EOPS 
NSL 

(U) 

TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

S y n o p s i s : T h i s communication approves the issuance of an 
ECPA National^ Security Letter (NSL) , provides reporting data; 
and, if necessary, transmits the NSL (for e-mail subscriber 
information) delivery to the electronic communications provider. 

* 1 ^ e i i l Â s i î î î ^ Ô i i ^ ^ l ^ 

Case ID 

(3) 
fcfet'-HU-L'iJUJJVb 

SL 
NSL 

Serial bl 
b7A 

6343B 
NSL VIO-11320 
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Reference : 
Enclosure(s! (U) Enclosed for 

b l 
b 2 
b7E 
b7A 

Division is an 
original and a copy of a National""security metter, dated 12 April 
_2iHL£ aHHrpggpH 1-nl 

tfiy name, 
holder(s) 

Mill ti ti ti , 
listed. 

ana itinym ui ûëivKJë iui—my y-ma' 
requesting 
.1 address 

Administrative: (S/NF/OC) 

l^yj This document is classified SECRET. Portions of 
this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court 
proceeding, or unclassified investigative file. 

? <u> (X) Some of the intelligence provided in this 
communicâxiah has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act. Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering' which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. (U) yd) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the 
Foreign ^noçlligence Surveillance Act (FISA), recipients are 
reminded that there is to be no further dissemination or use of 
FISA-derived material in any criminal investigative activity, or 
dissemination of USPER FISA-derived information to any foreign 
government without prior approval of the Attorney General. This 
information may not be disseminated for any purpose without the 
prior approval of the Federal Bureau of Investigation. 

( U ) 

m 

b 2 
b7E 
b 4 
b7D 

b7C 
bl 
b 6 
b7C 
.b7A 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

b 2 
b7E 

b 2 
b7E 

noi-a-i 1 g • LSJ-LQC—KEI 

— N b L V1U-11JZ1 

b l 
b7A 
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(S//OC.NF) 

bl 
b7A 

( S//OC,NF] 

bl 
toi A 

i.q//or.NFì 

bl 
b7A 

This electronic communication documents the FBI 
General Counsel's approval and certification of the enclosed 
NSL... For mandatory reporting purposes, the enclosed NSL seeks 
BiihHrrihpr infnrmafinii nn nremail address, 

(U) Arrangements should be made with the institution 
receiving the ptipIorpH Iptt-pr fn provide the records personally 
to an employee of Division within seven (7) 
business days of receipt or c m s request. The electronic 
communications 'Service provider should neither send the records 
through routine mail service, nor utilize the name of the 
subject(s) or any identifying information related to the 
subject(s) in any telephone calls to the FBI. 

bl 
to A 
b7D 
b7A 

to 2 
toi E 

(U) Certification and Activation of Nondisclosure Requirement: 
(U) In accordance with 18 U.S.C. Section 2709 (c) I, the FBI's 
General Counsel approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

55SSET NSL V I O - 1 1 3 2 2 
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F . G / M W O R ^ 

bl 
b7A 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the U.S. only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

NST, 
The f "hi vi si on. nrior to .serving the bl 

b2 
b7E 

Division snüuid (L'üntaüi i-BiHU iiniuëdiatëiy. 
the 

to ss 
202-32 s 

(U) Any guestions regarding the above mav be directed 
at 202-324 or SS; at 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill applicable Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 
b2 
b7E 

s p ^ T N S L V I O - 1 1 3 2 3 

to 2 
b6 
b7C 



NF 
Working Copy 

AT 

I IUI Deliver the, enclosed NAT, to 

information requested, 
1 upon recèipt of the 

is requested to submit 
results to CTD/CXS/EOPS. Room 4343, to the attention of SSA 

Page 

b 2 
b7E 
b 4 
b7D 

b7C 

S&à&T NSL VIO-11324 
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Precedence: PRIORITY 
To: Counterterrorism Attn: TTPIQ T f 

SSA 

Date: 04/05/2006 
= ] 

General Counsel 

Attn: I TOS TT ( TqT,TT 
SSA 

Attn: EOES 
CT 

Attn: National Security Law Branch 
DGC Julie F. Thomas 

I 
Attn : 

From: Counterterrorism 
CXSl froo™ 
Contact : IA 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: ( 
( 
( 
( 

Title: :s) 

(?) 

:s) 

(S) 

A/UC 
CDC 
ISS 

S E L 

202 

b l 
b7A 

Case ID 

(S) b7A 
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Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
providers 

bl 
b2 
b7E 
b7A Office is an Enclosure(s) 

original and 
addressed to 

Enclosed for the 
<~)f a National Sprnri tv T.pM-pr 

requesting the names, addresses, lengths of service, and 
electronic transactional records for the email address holder(s) 
listed below. 

¡UÎAdmini strative : (^7/0C,NF) This document is classified 
SECRET/ORCON/NOFOKNN Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background ourooses onlv. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 

(U) 

\(S/) Intelligence provided in this communication has 
been obtaihecKTby the techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

. < S > Per 50 U.S.C. S1806(b) of the Foreign 
Intelligence^fttrveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or dissemination 
of U.S.-person FISA derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without prior approval of the Federal Bureau of 
Investigation. 

1 0 1 y V 

(U1 X 

b2 
b7E 

STREIT NSL VIO-11326 
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bl 
b4 
b7D 
.b7A 

(C) 

bl 
b4 
b7D 
b7A 

(S) All of the—fnllnwinn email addresses listed in this NSL request 
are current 
fs//nr WFl 

bl 
b7A 

(S//OC, NF) 
bl 

b7D 
b7A 
b6 
b7C 

bl 
b4 
b7D 
b7A 



( S ) 
Working Copy Page 11 

bl 
b4 
b7D 
b7A 

(3) 

-Electronic Communication transactional records, to 
include existing transaction/activity logs for the account 
holders assigned these email addresses. 

¡) This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks electronic communication 
transactional recordsof :>n the listed email accounts. 

(U) Arrangements should be made with the electronic 
communication servj.ce provider to provide the records personally to 

-Pffice OR through the use of 1 an employee of the 
a delivery service to 
Pennsylvania Ave., Washington D.C., 
days of the receipt of this request 
send the records through the mail, nor 
subject or any identifying information 
telephone calls to the FBI. 

FBI Headquarters, 93 5 
20535, within 10 (ten) business 

The institution should neither 
utilize the name of the 
related to the subject in any 

bl 
b6 
b7C 
b7A 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

m Any questions 
(202)1 

above, 
: SSA 

can he riirectpd to FBIHQ, 
(202) 324-

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution require 
more detailed information to locate suclj records, the 

SfesKgiT N S L V I O - 1 1 3 2 8 

b2 
b7E 
b6 
b7C 



Working Copy Page 11 
Office should immediately contact 
for additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I 
(U) For information only. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT EOPS 

(U) For information only. 
Set Lead 3: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ NSLB is requested to record the appropriate 
information needed to fulfill the congressional reporting 
requirements for NSLs. 
Set Lead 4: (Action) 

or 

b6 
b7C 

AT 

(U) Hand deliver the enclosed NSL as indicate 
Upon receipt of requested records, notify 

to coordinate immediate delivery 
Counterterrorism Division, CTD/CX^ 

1 

above, 
(202) 

or records to FBIHQs, 
Room 4343. 

b2 
b7E 
b6 
b7C 

NSL VIO-11329 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
Attn: 

Date: 03/30/2006 
Julie Thomas 
Deputy General Counsel, NSLB 
s s ; 
s s ; 
SA 

ÒSA 
ISS 

From: CounterterrAclam 
CXS/EOP; 

Contact : SA 
ftnnm 4343 

(202) 324 

b2 
b7E 
to 6 
tolC 

Approved By: Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: 

Title : 

(Pending) 
ending) JQ̂  

b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

( S ) 
(U) Dèi 

Decli nr bl 
b2 
b7E 

( S i 
Enclosure(s) 
.3/30/2006. addressed tof 

Enclosed for the Division is an NSL dated .bl 
b2 
b7E 

j I requesting tne names, addresses, metnods or payment 
for the hosting account, associated account numbers, lengths of 
service, subscriber account information, and electronic transactional 



SECRET 
Working Copy Page 

AHmi ri i Rtr-ati IS1 

(U) 1. J^n This document is classified SECRET. Portions of this 
document carrying classification markings may not be incorporated 
into any criminal affidavit, rrijn-inal court nroceeHina or 
nnol asQi f -i pH -i nvpgh i nah i f i 1 ̂  

bl 
b4 
b7D 
b6 
b7C 

LpJ 
b2 
b7E 

( U ) 

2. \sX Some of the Intelligence provided in this communication has 
been /obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which ~are 
considered singular in nature. No overt investigative steps should 
be undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

3. \(S> Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
(U) Intelligence Surveillance Act (FISA), recipients are reminded that 

there \s to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
USPER FISA-derived information to any foreign government without 
prior approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

(U) b2 
b7E 

Hetai1B 
bl 
b6 
b7C 
b7A 

bl 
to 6 
tolC 
toi A 

(s) r 

(C) 

\ x 
1 W 

(U) 
received 

b2 
b7E 

authority 
SÏ 

for 
NSL VIO-11331 

bl 
b6 
b7C 
"b7A 
b2 
b7E 



(S) Working Copy Page b l 3 

1 toi A 
b2 
b7E 

to.) 

bl 
b7A 

b7D 

(S) bl 
to A 
tolD 
toi A 

(S) This electronic communication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records bl 

b7A 
(U) Arrangements should be made with the electronic 

communications service provider to provide the records personally to 
an employee of the 
receipt of this request:. 

Division within ONE business day of 
"The electronic communications service 

provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) 
NGLVIO 11332 

bl 



(S) Working Copy Page 11 

(U) Information received from may be 
disseminated to an agency of the United states only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

conduct-
The Division, prior to serving the NSL. should 

imuiëuidLfcîiy. 
tïïë Division snouia contact FBIHQ 

FBIHQ, 
( 2 0 2 ) 

SA 
(U) Any questions regarding the above can be directed to 

or S SA 
fully comply 

202) 324 
snould the institution £>e unable to" 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records. 
the Division should contact SA 
additional informât ion. 

Dr SSA for 

bl 
b4 
b7D 
b2 
b7E 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(S): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 

sSSKET NSL VIO-11333 
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Set Lead 3 : 

AT ITOS I / CONUS IV 
(U) Read and Clear. 
(Action) 

b2 
b7E 
b4 
b7D 
b6 
b7C 

¿ièft^r NSL VIO-11334 



Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

From: Connterterrorism 
CXS R.OOM 4343 
Contact : 

Working Copy 
Date: 03/28/2006 

Attn: 

Page 11 

Approved By: Thomas Julie F 
Bennett Laurie J 

Drafted By: 

Case ID #: (S) 

Attn; 
Attn: 
Attn: 
Attn: 

Attn: 

Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 

ITOS 
SSA 
ITOS 11 
SSA I 
Krarl 
SSA 
EOP£ 
CT 

SSA 
JTTi 
SSA I 

"ssÄT 

lA 
SSA 

ssÄT 

(202) 

(Pending) 

•R7T 

Case ID 

National Security Law Branch 
DGC Julie F. Thomas 
A/UC 
CDC 
SSA 
ISS 
Cyb^ 
SSA 

b2 
b7E 
b6 
b7C 

(S) 
N5L VIO-11335 

bl 
b7A 



Title (S) 

(S) 

(S) 

Working Copy 

(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) 1 (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 
(S) (Pending) 

Page 1 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

s j à t f g r N S L V I O - 1 1 3 3 6 
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fai 
fa 6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(S) (U) 

bl 
b2 
b7E 
b7A 

Enclosure(s): (U) Enclosed for the Office is an 
original and a copy of a National Security Letter, dated 03/28/2006, 

NSL VIO-11337 

b2 
b7E 



addressed to 

SjJSi^T 
Working Copy Page 

b4 
.b7D 

requesting the names, addresses, lengths of service, and " 
electronic transactional records for the email address holder (s) b7C 
listed below. 

Details: (S//OC.NF 

(S) All of the following email addresses listed in this NSL request 
are current 

(U) The following email addresses are 

bl 
b4 
b7D 
b7A 

b7D 
b7A 

bl 
b7A b2 

b7E 

\ " / / — — / / 

! c / /r\n huI 
bl 

b7D 
b6 
b7C 
b7A 

(S//OC.NF) 



(S) Working Copy Page bl 3 



tG//NR MPÌ 

(S//OC,NF) 

Working Copy Page 11 

(a//nr MFì 

S NSLVIO-11340 

bl 
b4 
b7D 
.b7A 

b7C 



(c//c\r MEM 

Working Copy Page 11 

(U) Miscellaneous email addresses 
(S//OC.NF 



WorXing Copy - • Page 

-Electronic Communication transactional records, to include 
existing transaction/activity logs for the account holders 
assigned these email addresses. 

^ ^ÎpSÎ^This electronic communication documents the Deputy General 
Counsel for the National Security Î aw Branch's approval and 

^ i e ^ i S j N S L V I O - 1 1 3 4 2 
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certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NßL seeks electronic communication 
transactional records of }n the listed email accounts 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
an employee of the 
a delivery service To 

Field Office OR through the use of 
FBI Headquarters, 93 5 

Pennsylvania Ave., Washington D.C., 2 053 5, within 10 (ten) business 
days of the receipt of this request. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. 

(U) In accordance witfr"I8 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

bl 
to A 
tolD 

to 2 
.b7E 

JSA 

toi 
toi A 
to 2 
b7E 

(S) 

bl 

(U) Anv questions regarding the above can be directed to FBIHQ, 
(202)1 |or SSA| (202) 324-

Shouid the institution lie unable to fully comply with this 
request due to lack of specificity or should the infft^iitinn require 
more detailed information to locate such records, the. 
Office should immediately contact or 
for additional information. 

LEAD ( s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS I 

to 2 
b7E 
to 6 
tolC 

to 2 
g & e s g r N S L V I O - 1 1 3 4 3 



STSSagT 
Working Copy Page 10 

(U) Read and Clear 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT ITOS II b2 

(U) Read and clear 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

(U) For information only. 
Set Lead 4: (Info) 

COUNTERTERRORISM 
AT EOPS 
(U) For information only. 

Set Lead 5 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
( U ) W NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 6 : (Action) 

AT 
(U) Hand deliver enclosed 

receipt of requested records, notify 
to coordinate immediate delivery of 
Counterterrorism Division, CTD/CXS 

b2 
b7E 
b6 
b7C 

*JSL as indicated above 
( 2 0 2 ! 

records to FB1HÖ r 
Room 4 343. 

Urion 

Set Lead 7: (Info) 

b2 
b7E 

NSL VIO-11344 



Working Copy 
(U) For information only. 

Set Lead 8: (Info) 

(U) For information only. 

Set Lead 9: (Info) 

AT 
(U) For information only. 

Set Lead 10: (Info) 

AT 

(U) For information only. 

Set Lead 11: (Info) 
b2 
b7E 

AI 
(U) For information only. 

Set Lead 12: (Info) 

AT 
(U) For information only. 

Set Lead 13: (Info) ' 

AT 
(U) For information only. 

Set Lead 14: (Info) 

AT 
NSL VIO-11345 

Page 11 



Wo rising Copy Page 12 

(U) For information only. 

Set Lead 15: (Info) 

AT 

(U) For information only. 

Set Lead 16: (Info) b 7 E 

AT 

(U) For information only. 

S ^ P K g T |\J5|_ V I O - 1 1 3 4 6 



Page 1 
Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Attn: 

Date: 03/23/2006 

Julie Thomas 
Deputy General Counsel, NSLB 

S SA 
ssa. 
SA 

b2 
From: CounterterrpLism 

CXS/EOPS 
Contact : "S3T 

Roqm 434 3 
(202) 324 

b7E 
b6 
b7C 

Approved By: Thomas Julie F 
Bennett Laurie J 

Sifiuwi u i ni KU 
DATE: 07-30-
CLASSIFIED 1 
REâSOI; 1,4 

bl 
b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 
(U) M Deri 

De riïy OnT .bl 
b2 
b7E 

( S Ì 

Enclosure (s) : (U) Rnrln.gpH for thpf 
03/23/2006. addressed toi 

"1 ni vi si nri is ari NST. rlaf ed 
\ rpniipfit-inn 

Arimi ri i ghrafivp • (_SJ A gparrh nf APS rpvpalprl t-hatT 

( U ) 1 . X This document is classified SECRET. Portions of this 

NSL VIO-11347 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b6 
b7C 
b7A 



- Working Copy - Page 2 
document carrying classification markings may not be incorporated 
into any criminal affidavit, criny_oaJ r-mirt nrnrppHi no o-r 
linrl assi fi PH invpqhinahi VP f -j 1 P 

-TjJ 
h 2 
b7E 

n . \é ) Some of the Intelligence provided in this communication has 
been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should 
be undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

( U ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
USPER FISA-derived information to any foreign government without 
prior approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 

NSL VIO-11348 
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bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

(S) This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed NST.. 
For mandatory reporting purposes. the enclosed NST, seeks \ 

(U) Arrangements should be made with the electronic 
communications service provider to provide written verification 
personally to an employee of the 
day of receipt of this request 

Division within one business 
The electronic communications 

service provider should neither send the verification through routine 
mail service nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

b2 
b7E 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is cleanly relevant to the authorized 

NSL VIO-11349 
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responsibilities of such agency. 

FBIHQ 
(202) 

SA 
(IT) Anv questions regarding the above can be directed to 

(202) 3241 |or SSA| 

snouid tne institution Joe unable to tuny comply 
with this request due to lack of specificity or should the 
institution require more detailed information tp locate such records, 
the j_ Division should contact SA 
additional information. 

or S SA for 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 2 : (Info) 

COUNTERTERRORISM 
AT ITOS I / CONUS IV 
(U) Read and Clear. 

Set Lead 3 : (Action) 
b2 
b7E 

NSL V I 0 1 1 3 5 0 



Working Copy Page 
AT 
i'TTi ripl i vor- hhp afhaohpH NST, fn 

Upon receipt of information 
requested to submit results to trom IS 
Upon receipt of information 
requested to submit results to 

b2 
b7E 
b4 
b7D 

b7C 

NSL V I O - 1 1 3 5 1 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date 
Attn: 

Attn: 
Attn: 
Attn: 

03/22/2006 
ITOS I/CONUS IV/Team 16 
SSA| 

IOS| 
National Security Law Branch 
DGC Julie F. Thomas 
SA 

From: Counterteri 
CXS/EOP 
Contact :' ~TK 

Room 4343 
202-

Approved By: Thomas Julie F 
RPNNPL-T- T.ANRIP ,T 

Drafted By: 
Case ID #: (Pending) 

-NSL (Pending) 
nding) 
nding) 

Title (U) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

(U) ^fgi<NATIONAL SECURITY LETTERS 
(S 

(S 

bl 
b2 
b7E 
b7A 
b6 
b7C 

Case ID 
ISL 

(S) 

Serial 

:T NSL VIO-11352 

bl 
b2 
b7E 
b7A 



•: HT > 
Working Copy Page 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(S) 
( U ) X Der'ived^rOTi^^—S'^T" 

De^Laes-ify^Drrr—OQ^ 

( S ) . 
Reference :l 

Enclosure(s) : 
original and 

(U) Enclosed for the 
a cony of an NSL. dated 

bl 
b2 
b7E 
b7A 

Division is an 
ÜA/21/2UQ6. addressed to 

requesting names, addresses, length of service, billing 
records,, and electronic communication transactional records for 
the administrator of the website listed. 

b2 
b7E 
b4 
b7D 

( U ) Administrative: document is classified SECRET. 
Portions of this^fesmnent carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. I b2 

b7E 

,j,,2. \C$)/Some of the Intelligence provided in this communication 
^ 'has ̂bfhsji obtained by techniques authorized in the Foreign 

Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

( U ) 

(U) 

3. Per 50 U.S.C. .S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

4- b2 
b7E 

npt-ai 1 B is£ 

NSL VIO-llJbJ 

bl 
b7A 
b2 
b7E 



(S) Working Copy Page 
bl 

is issuing an NS]£ 

(S) This electronic communication (EC) documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the | Division within five business days 
of receipt of this request. The electronic communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

bl 
b4 
b7D 
b7A 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of. the facts justifying my certification 
( U ) ^ ^ S S Ë Ï NSL VIO-11354 



Page 1 
in this case: 

bl 
b6 
b7C 
b7A 

conduct 
Division, prior to serving the NSL. should 

should contact FBIHQ immediately. 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Anv questions regarding the above can be directed to 
FBIHQ, IA 
324 -I 

(202) or S SA (202) 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Division should contact 
additional information. 

IA or S SA for 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 

(U) Attn: SSA and IOS 
Clear. 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

Read and b6 
b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 
b2 
b7E 

N S L V I O - 1 1 3 5 5 



AT 
Working Copy 

b2 
b7E 

Page 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to| 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 4 : (Info) b2 

NSL VIO-11356 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Attn: 
Date: 03/17/2006 

Julie Thomas 
Deputy General Counsel, NSLB 
ITOS I / CONUS IV SSA 
SSA 
SAl 

From : Coun t e r t e r rpxism. 
CXS/EOPS 
Contact : SA 

]^>om 434 3 
(202) 324 

Approved By: Lewis John E 
Thomas Julie F 

Drafted By: 
Case ID #: 

to 2 

Title (S) 
bl 
b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) (SO, 

(S): rSsify On : 

Enclosure (s) : (U) RnrlofipH fn-r thp>l 
n?/n/9nm; t-n I 

bl 
b2 
b7E 

I Di vi RI nri IR ari MST. HahpH 

requesting verification that 
the backbone internet service provider for 

is 

Administrative : 
and 

(U) Reference a telephone calls between EOPS SSA 
on 03/15/2005 and 03/13/2005. 

b2 
b7E 
b4 
b7D 

(ü) 
-This document is classified SECRET. Portions of this 

to 6 
tolC 



(U) 

- Working Copy - Page 2 

document carrying classification markings may not be incorporated 
into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. I 

(U) 

( U ) 

2 . J ^ ) Some of the Intelligence provided in this communication has 
been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should 
be undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

3 . H g ^ P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
USPER FISA-derived information to any foreign government without 
prior approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

4 . 4 f t 

h 2 
b7E 

b2 
b7E 

Details: (S) bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

(S//OC/NF) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

( S / / O C / N F ) F 

bl 
b7A 

s y p s g f N S L V I O - 1 1 3 5 8 



Working Copy Page 
is! 

bl 
to 2 
b7E 
b4 
b7 
b7A 

_LSJL bl 
b4 
b7 
b7_ 

bl 
b7A 
Jd4 
b7D 
to 2 
toi E 
toi A 
to 2 
b7E 

(S) This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed NSL. 
Fnr mandatory reporting nurnnaes. the enclosed MST, seeks I ~ H 

(U) Arrangements should be made with the electronic 
communications service provider f.o provi rj|e written verification 
personally to an employee of the 
day of receipt of this request. 

Division within one business 
The electronic communications 

service provider should neither send the verification through routine 
mail service nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United • 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

bl 
b4 
b7D 
b7A 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

NSL VIO-11359 



Working Copy Page 

(U) Anv questions regarding the above can pe directed to 
FBI HQ SAI I (202) 324 j | or SSA 
(202) I Should the institution £>e unable tb lUliy comply 
with t m s request due to lack of specificity or should the 
institution require more detailed information to locate such records, 
the Division should contact SA 
additional information. 

or SSA for 

b2 
b4 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT ITOS I / CONUS IV 

(U) Read and Clear. 

Set Lead 3: (Action) 
NSL V I O - 1 1 3 6 0 
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(S) 
AT 

f rorr is requested to 

Deliver the attached NSL tor 
Upon receipt of information 

bl 
b2 
b7E 
b4 
b7D 

NSLVIO-11361 



Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Working Copy Page 

Date: 03/17/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 
ITPS I / CONUS IV 
SSAI " 

SSA 
SA r SISSÏFIii BY 

From : Coun t e r t e r rçiX-Lam 
CXS/EOPS 
Contact : "57T 

Room 4343 
(202) 324 

Approved By: Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 

Case ID #: (S) 
(S) 

Title : 

bl 
b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) D e rïved-^gxgrïL 
Deci-arssTïyOn f bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the Division is an NSL dated 
03/17/2006, addressed to| 

1 1 requescinq i r 
1 , "H internet service provider 
for 

internet service provider 

b2 
b7E 
b4 
b7D 
b6 
b7C 

AHmini Rtrati (U) Reference a telephone call between EOPS SSA 
and 

( U ) 1. 

on 03/16/2005. 

This document is classified SECRET. Portions of this 

b6 
b7C 

Case ID : bl 
b2 

( S J 
X Î & K Ç Ï N S L V I O - 1 1 3 6 2 

b7A 



Page 1 

document carrying classification markings may not be incorporated 
into any criminal affidavit, cri minai court nroceedina or 
unclassified investigative file. 

(U) 2 . (X) Some of the Intelligence provided in this communication has 
been/obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should 
be undertaken based on reported intelligence without first receiving 
advice and consent from FBIHQ. 

b2 
.b7E 

( U ) 
3. H s y Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Inte^kTigence Surveillance Act (FISA) , recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
USPER FISA-derived information to any foreign government without 
prior approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation. 

(U b2 
b7E 

Oetai 1 a : 

SËJ^kçt N S L V I O - 1 1 3 6 3 



S^SS^T 
Working Copy Page 

J _ C _ L 

bl 
b2 
b7E 
b4 
b7D 
b7A 

_LCA_ bl 

b7D 

(S) This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed NST,. 

mandatory reporting purposes, the enclosed NSL seeks 
internet service provider 

(U) Arrangements should be made with the electronic 
communications service provider to provide written verification 
personally to an employee of the 
day of receipt of this request. 

Division within one business 
Tne electronic communications 

service provider should neither send the verification through routine 
mail service nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

bl 
b4 
b7D 
b2 
b7E 
b2 
b7E 

-LS-Ü 

bl 
b4 
.b7D 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the authorized 

NSL VIO-11364 



Working Copy Page 11 
responsibilities of such agency. 

FBIHQ 
(202) 

SAÍ 
(U) Any questions regarding the above can 

(202) 324-
PP Hi-rpr'l-prl t n 

or SSA 
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records, 
the Division should contact SA or SSAl Ifor 
additional 

Division should contact SA 
information. 

b2 
b7E 
b6 
b7C 

> 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS I / CONUS IV 
(U) Read and Clear. 

Set Lead 3: (Action) 
S ^ < | T NSL V I O - l 1365 
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AT 

JUL nel -j ver HIP a 1-f a r-heri MST. to 

information trom 
results to EOPS. 

] Upon receipt ot 
is requested to submit 

b2 
b7E 
b4 
b7D 

S J C R B Î NSL VIO-11366 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Attn: 

Date: 03/16/2006 
NSLB 
DGC Julie F. Thomas 
ITOS if 
UC 
Si 
SSA 
IA 
IA 
IA 

Ikesi rient Agency 

From : Counterterrorism 
Electronic Surveillance Operations and Sharing Unit, 

Room 4 94 4 
Contact: TIS 

Approved By: Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 

202-324 

b2 
b7E 
b6 
b7C 

Ll IIFOBJttllOl COI 
ïûli 15 miClàSHI 
31« SB0fS OTHERWI 

XE ÌD E'̂Î'E • -PT 

Case ID #: 

( U ) \ 
Title: (S) 

(S) 
(S) 

6 6 F-HQ-C1303375 
JSL 
-NSL 

(Pending) 
(Pending) 

\ 

EOPS 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

Synopsis: This communication approves the issuance of an 
ECPA National Security Letter (NSL), provides reporting data; 
and, if necessary, transmits the NSL (for e-mail subscriber 
information) delivery to the electronic communications provider. 

( J-J ) 
Case ID 

ééF-HQ-m0337b 
(S) S ^ R B T NSL V I O - 1 1 3 6 7 

632bb 

bl 
b7A 



Working Copy 

Enclosure(s) : 
Dec! 

(U) Enclosed for Division is an original 
addrp.sspd t r> 

requesting tne name, 
listed. 

Page 
b2 
b7E 
b4 
b7D 
b6 
b7C 

/ E / /nn MÎ  

:s//OC.NFl 

( 9, / /DC . MFll 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to provide the records personally 
to an employee of Division within seven (7) business days 
of receipt of this request. The electronic communications 
service provider should neither send the records through routine 
mail service, nor utilize the name of the subject(s) or any 
identifying information related to the subject(s) in any 
telephone calls to the FBI. 

b2 
b7E 

(U) Certification and Activation of Nondisclosure Requirement: 
S ^ S ^ i NSL VIO-11368 
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(U) In accordance with 18 U.S.C. Section 2709 (c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(U) Due to the sensitive nature of this investigation 
and the interests of other agencies within the US government in 
this matter, and the sensitivity of diplomatic relations with 
other countries with whom the United States maintains diplomatic 
relations, it is hereby requested that, based upon the foregoing 
facts, no disclosure of this request be made. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

Page 

to FBI HQ. 
202-324 

Any questions regarding the a 
at 202-324 Ï 

ove may be directed 
or TIS lat 

b2 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill applicable Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Action) 

AT 
(U) Deliver the enclosed NSL to 

the information requested, 
to CTD/CXS/EOPS, Room 49441: 

upon receipt or 
is requested to submit results 

b2 
b7E 
b4 
b7D 

S^SHÇÉfr NSL VIO-11369 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Date: 03/13/2006 

NSLB 
DGC_JILLLE_E Ihûtnas 
UC 

Attn: 

ITG5~r 
ucf 
s si 
EOP 
SSA 
SSA 
IA 

Ï >PS 
IEÛPS 

EC AU 

From: Counterterrorism 
Electronic Surveillance Operations and Sharing Unit, 

ffnnm 4Q4 4 
(202-324] Contact: TIS 

Approved By: Hulon Willie E 
Lewis John E 
Thomas Julie F 
Rriri<=> 1" T.̂ m-ipi ,T 

Drafted By: 

Case ID #: (S) 
(S) 
(S) 
(S) 
x > (U) 

b2 
b7E 
b6 
b7C 

(Pending) 
Pending) 

(Pending) 
SL (Pending) 

.bl 
b7A 

6 6 F-HQ-C1303375 

Title: (S) 

6 é P - H O - C 1 3 û 3 3 7 5 

Case ID Serial : bl 
b7A 

(S) 3L 

N S L V I O - 1 1 3 7 1 
ÏÏT75T 



Page 1 
NSL 

<U) TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

Synopsis: yé) This communication approves the issuance of an 
ECPA National Security Letter (NSL) for electronic communications 
transactional records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service-provider. 

(U) Dei 
Decl< n : 

Administrative: (S) The attached NSL seeks transactional data 
for e-mail accountsi 

Enclosure(s): (U) Enclosed for the 
is an NSL, dated 13 March 2006. addressed to 

1 Fi eld Of fi ce 

requesting tne names, addresses, lengtns or service, 
and electronic transactional service for the IP address(es) 
listed. 

Details: (S) For the information of recipients, recent 

is requested to provide any and all 
information nprt.ain.ma to anv additional accountsT 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 
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bl 
b4 
b7D 
b7A 

i.q//nr- MF) 

(U) It should be noted that further predication for 
this request is highly classified. This information will be 
provided upon request. On 9 March 2006, the Director designated 
the FBI official, signing the attached National Security Letter, 
to make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to provide the records personally 
to an employee of the Field Office within three (3) 
business days of receipt of this request. The electronic 
communications service provider should neither send the records 
through routine mail service, nor utilize the name of the 
subject(s) or any identifying information related to the 
subject(s) in any telephone calls to the FBI. 

(U) Certification and Activation of Nondisclosure Requirement: 
(U) In accordance with 18 U.S.C. Section 2709 (c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person; 

(U) Due to the sensitive nature of this investigation 
and the interests of other agencies within the US government in 
this matter, and the sensitivity of diplomatic relations with an 
ally of the United States, it is hereby requested that, based 
upon the foregoing facts, no disclosure of this request be made. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

(U) Any questions regarding the above may be directed 
to FBIHQ S$aI 
at 202-324 

at 202-324 or TIS 

bl 
b7A 

b2 
b7E 

T NSL V I O - 1 1 3 7 3 
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LEAD(s): 

Set Lead 1 : (Action) 

AT 

(U) Hand deliver the enclosed NSL as indicated above 
Upon receipt of| requested records, notify TIS 
(202) 324 to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4944. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC i U K \ / 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS 1, read and clear. 

b2 
b7E 
b6 
b7C 

S J ^ E T NSL V I O - 1 1 3 7 4 
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Precedence : IMMEDIATE Date: 03/08/2006 
To Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

CT Watch 
National Security Law Branch 
nnr J U L F Thomas 

From: Counterterrorism 
CXS/EOPS/Web Exnloi tati on Team/Room 4343 
Contact : IA 202-324 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: (S) 

(S) 
(U). -Title : 

b2 
b7E 
b6 
b7C 

(Pending) 
JSL (Pending) 

bl 
b7A 

ELECTRONIC STTRVF.TT,T,ANCF OPERATTONFT AND SHARING 
UNIT 

(U) NATIONAL SECURITY LETTERS 
(U) S y n o p s i s : A p p r o v e s the issuance of an ECPA National 

Security Ldtter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

<U) X Deriv? 
D£ :y On: 2 

bl 
b2 
b7E 

( S i 
m 

Division is an Enclosure(s): (U) Enclosed for the 
original and a copy of a NSL. dated 03/08/2006, addressed to 

requesting names, 
addresses, lengtn or service, pilling records, and 
electronic communication 

transactional records for the uniform resource 
locator (URL) listed below. 

b2 
b7E 
b4 
b7D 

1 g bl 
b7A 

Case ID 

(S) 
NSL 

S^ggET 
Serial : 

NSL V I O - 1 1 3 7 5 bl 
.b7A 



(S)/ 
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(S) This electronic communication documents the Deputy 
General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL: 

bl 
b4 
b7D 
b7A 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosec 
to an employee of the 

1etter to produce the records personally 
Field Office. The institution should 

neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is proniDited from disclosing that the FBI has made this 
request. 

FBIHQ 
(202 

(U) Any questions regarding th£_ahove can _be directed to 
TftI |(202) 3241 J or SSA (202) 

ShôUld The institutio be unable to fully comply 
NSL V I O - 1 1 3 7 6 

b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 
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with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. 
SSA 

Field Office should contact IA he 
for additional information. 

or 

LEAD(s): 
Set Lead 1: (Info) 

Page 

b2 
b7E 
b6 
b7C 

COUNTERTERRORISM 
AT 

(U) For information only. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested} records, immediately submit results to IA es ted 

c rrvrmlr or SSA CTL)/L'Xy/EOPS, Rbuill 

b2 
b7E 
b6 
b7C 

FBIHQ, Counterterrorism Division, 

S È ^ E T MSLVIO-11377 
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Precedence: IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 02/24/2006 
Attn: ITOS I/CONUS IV/Team 16 

SSA 
IOS 

Attn: National Security Law Branch 
DGÇ .Tn 1 i p F Thnma.g 

From: 
CXS/EOPS 
Contact : 

toom 4 343 
IA 202-

Approved By : Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: 

( U ) ... 

(S) 
(S) 
(S) 
(S) 
(S) 

bl 
b2 
b7E 
b6 
b7C 

(Pending) 
NSL (Pending) 
¡nding) 
:nding) 
^Pending) 

b7A 
ELECTRONIC SURVEILLANCE OPERATIONS /und SHARING 
UNIT - WEB EXPLOITATION MATTERS 
NATIONAL SECURITY LETTERS 

Case ID 

(S) 

Serial 
SL 

T NSL V I O - 1 1 3 7 & 

bl 
b2 
b7E 
b7A 



(U) 

(U) 

(U) 

SÈpRÊLT 
Working Copy Page 

(U) 
Synopsis : 

bl 
b6 
b7C 
b7A 

Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data: and, if 
necessary, transmits the NSL for delivery to 

i u ; > > £ ( 

(S) 

(S) 

(U) 

Reference : 

Enclosure(s) Enclosed for the Field Office are 

requesting tne electronic 
the body of this report. 

(TJJ Administrative: jXf This document is classified SECRET. 
Portions of this dochment carrying classification markings may 
not be incorporated into any criminal affidavit^ criminal court 
proceeding or unclassified investigative file. 

to A 
tolD 

bl 
b2 
b7E 
.b7A 
b2 
b7E 
to A 
tolD 

to>2 
b7E 

.2.... Some of the Intelligence provided in this communication 
has beeh obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 . ^SKPer 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

sfpSS 

b2 
b7E 

T NSL V I O - 1 1 3 7 9 
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Working Copy Page 

bl 
b6 
b7C 
b7A 

(S//OC/NF) Consequently. EOPS obtained! 

bl 
b4 
b7D 
b6 
b7C 
b7A 

enclosed NSL to 
(S//OC/NF) As a consequence, EOPS is issuing the 

in order to obtain subscriber and 

bl 
b4 
b7D 
b6 
.b7C 
b7A 

rnis electronic communication 0^1 aocumencs une 
S ^ S R ^ T N S L V I O - 1 1 3 8 0 
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Deputy General Counsel for the National Security Law Branchs 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records associated with 

Page 

r 
( s )rrom trie pnone number 

present. 

and also o r i g i n a t i n g 
LFürn 06/01/2005 to the 

(U) On 11/09/2001, the Director designated the FBI 
official signing the enclosed NSL as authorized to make the 
required certification. 

b4 
b7D 
b6 
b7C 
bl 
b7A 

(U) Arrangements should be made with the institution 
receiving the pnrlnspri lpt-tpr to produrp the records personally 
to an employee of the 

b2 
Field Office. The institution b7E 
irough the mail, nor utilize the should neither send the records ur 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is pronioited from disclosing that the FBI 
has made this request. 

b2 
b7E 

^ Thp FiplH Of f I rp nrinr ITI spnn'nn MIP 
NSL, should 

bl 
b2 
b7E 
b4 
b7D 
b7A 

to FBIHQ, 
(202: 
with 

(U1 
IA 

Anv quest i ons 

tnis 
institution 
rprnrds. thp 

jt^gardiipa. 
( 2 0 2 ) 

the abpve 
or 

Should the ins 
request due to lack 

¡require more_ detailed 
Field Office 

he directed 

LEAD(s) 
or S SA 

can 
SSA 

titution be unable to iully comply 
of specificity or should the 

information to locate such 
should contact IA 

"for additional information. 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 

(U) Attn: SSA 
Clear. 

and IOS Read and b6 
b7C 

Set Lead 2 : (Action) 

s J i ^ E T N S L V I O - 1 1 3 8 1 



GENERAL COUNSEL 
AT WASHINGTON, DC 

SÈpi^T 
Working Copy- Page 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand-deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4343 . 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b2 
b7E 
b6 
b7C 

Set Lead 4 : (Info) 

AT 
(U) Attn: SA 

Read alia (Jiear. 
SA and SA 

b2 
b7E 
to 6 
tolC 

NSL VIO-11382 

s 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date 
Attn: 

02/01/2006 

ITOS I/CONUS IV/Team 16 
SSA| 

IOS 
National Security Law Branch 
DGC Julie F. Thomas 
SSA 

From : Counterterrorism 
CXS/EOPS 
Contact : IA 

]Room 4343 
202 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

b2 
.b7E 
b6 
b7C 

Drafted By: 

Case ID #: (S) pending) 
(S) 
(S) 

•: T T 

Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

NSL (Pending) 
nding) 

<U) 

(U) 
Synopsis : 

NATIONAL SECURITY LETTERS 
bl 
b2 
b7E 
b7A 

Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to b4 

b7D 

( U ) 

Case ID 

(S) 

iSL 
Serial 

JÏK5ÎET NSL VIO-11383 

bl 
b2 
b7E 
b7A 



(S) 
SE><ET 

Working Copy 
Reference 

(S) 

iU) 
Enclosure(s): 
theoriginalä 

toi 
to 2 
.b7E 
b7A 

Page 

Enclosed for the Field Office are 
copy of a NSL, dated 02/01/2006. addressed to 

requesting the electronic 
communication transactional records for the internet protocol 
(IP) addresses at the dates specified below. 

to 2 
toi E 
to A 
b7D 

(U) 

(U) 

Administrative: This document is classified SECRET. 
Portions of this/document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. to 2 

toi E 

2. Some of the Intelligence provided in this communication 
(Uj hasraeen obtained by techniques authorized in the Foreign 

Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 . ( & ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U)- b2 
b7E 

ript-̂-i 1 « 

bl 
b7A 
to 2 
b7E 

NGL VIO-11304 
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bl 
b4 
b7D 
b7A 
bl 
b4 
b7D 

bl 
b4 
b7D 
b7A 

This electronic communication (EC) documents the 
Deputy General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records on the following IP addresses 
with the respective dates as listed: 

(S) 
bl 
b4 
b7D 

(U) On 11/09/2001, the Director designated the FBI 
official signing the enclosed NSL as authorized to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclose^ letter to produce the records personally 
to an employee of the Î Field Office. The institution 

b2 
b7E 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is pronipited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(S) 
should conduct 

The[~ Field Office, prior the 
bl 
b2 
b7E 
b4 
b7D 
b7A 



Working Copy 
h 2 

should not serve the NSL. b7E 

to FBIHQ 
(202)324 

(IT) Anv rrnest.-i on.q regarding the above can be directed 
TA 

bnouia cne ïïïst 
or SSA (202) 

i tut ion £>e unable to lully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the 
LEAD(s) 

or SSA for 
Field Office should contact IA 
additional information. 

Page 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 
(U) Attn: SSA and IOS 

Clear. 
Read and b6 

b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 
(U) Hand-deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon recepiL_af_ 
requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS", Room 
4343 . 

b2 
b7E 

b7C 

Set Lead 4 : (Info) 

and SA b2 
b7E 
b6 
b7C 

J NSL VIO-11386 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 01/26/2006 
Attn: ITPS I/CONUS IV/Team 16 

SSA 
IPS 

Attn: National Security Law Branch 
DGC Julie F. Thomas 

Attn: SSA 
ISS 

Attn: SA 
SA 
SA 

J 

From: Counterterrorism 
CXS/ECP 
Contact : TK 

/Roorp— 
2 0 2 -

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: (S) 

(S 

b2 
b7E 
b6 
b7C 

(s 
(S 

(U) Title: 

p - IMSLi 
ending) 
ending) 

(Pending) 
(Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 
NATIONAL SECURITY LETTERS 

bl 
b2 
b7E 
b7A 
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NONUSPER 

(S) 

(U) 

( U ) 

Synopsis: wj Approves the issuance of an ECPA National 
Saaurity Letter (NSL); provides reporting data ? and. if 
bwdessary,transmitsthe NSLfor delivery tc 

bl 

(U|- ( X 
b7D 

(S) Reference 

bl 
b2 
b7E 
b7A 

Enclosure (s) : Enclosed for the Field Office are 
the original and a copy of a NSL, dated 01/26/2006, addressed to 

requesting the electronic 
communication transactional records for the internet protocol 
(IP) addresses at the dates specified below. 

b2 
b7E 
b4 
b7D 

Administrative--: This document is classified SECRET. 
Portions of this^doctiment carrying classification markings may 
not be incorporated into any criminal affidavit,—cri mi nal—r-nnrt 
proceeding or unclassified investigative file. b2 

b7E 

(U) 

2. \S/ Some of the Intelligence provided in this communication 
has fefeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

b2 
b7E 

Details: (S//OC/NF 
bl 
b7A 

NbL V1U-11388 



(S) , 
Working Copy Page 

(S//OC/NF) Accordingly, EOPS is issuing an NSL to| | 
in order to obtain subscriber and transactional data associated 
with the referenced IP addresses. Inf N^t- I ON nhi-ainpH FROM I-VIP 

I H I 

(S) This electronic communication (EC) documents the 
Deputy General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records on the following IP addresses 
with the respective dates as listed: 

b7D 
b2 

bl b 7 E 
b4 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b4 
b7D 
b7A 

(U) On I1/Ü9/2UU1, the Director designated the FBI 
official signing the enclosed NSL as authorized to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the | |Field Office. The institution 
should neither send the records tnrough the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

b2 
b7E 

NSL VIO-11389 



sEpRéir 
Working Copy 

(U) The Field Office should remind the 
institution that ÏT! is pronioited from disclosing that the FBI 
has made this request. 

Page 
b2 
b7E 

NSL, 
•i"1̂  nf f i r-Q "T-ior t-o oovir-i nr. Uas-

zr 
bl 
b2 
b7E 
b4 
b7D 
b7A 

I mmed-iatel v 
I should contact FBTHO 

ÌTTÌ Anv rme.qt i nns regarding the ahove can be directed 
to FBIHO. IA 
(202)324 

(202) or S SA 
snauia cne institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. the 

3r SSA 
Field Office should contact IA 

for additional information. 
LEAD I s) : 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) Attn: SSA 

Clear. 
and IOS 

b2 
.b7E 
b6 
.b7C 

Read and b6 b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to.requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 
(U) Hand-deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
rpmipgfprl rprnrHc;l immediately submit results to IA| 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 
-JTT 

b2 
.b7E 
b6 
b7C 

NSL VIO-11390 
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Set Lead 4 : (Info) 

and SA 

h 2 
b7E 
b6 
b7C 

S Ë ^ É T NSL V I O - 1 1 3 9 1 
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Precedence: PRIORITY 

To: Counterterrorism 

General Counsel 

Date: 01/23/2006 

Attn: ITOS I/CONUS IV/Team 16 

Attn: 

Attn: 
Attn: 

.onai becuricy 
•Tu "I -io E TVi^ma p 

Law Branch 

From : Counterterrorism 
CXS/EOPS 
Contact T7T a 

nnrp 4343 
02-

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Ppriript t Tlr"i p J 

b2 • 
b 7 E 
b6 
b 7 C 

Drafted By: 

Case ID #: (S) 
(S) 
(S) 
(S) (U) 

(Pending) 
-NSL (Pending) 
nding) 
snding) 

Title : x FT.FPTRONTP STTRVETTJiANPF OPERATIONS AND SHARING 
UNIT 

(U) NATIONAL SECURITY LETTERS 

(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Case ID : Serial : bl 
b2 
b7E 

\TSL bl 
b2 
b7E 

( S ) b 7 A 
S È S ^ T N S L V I O - 1 1 3 9 2 S È S ^ T N S L V I O - 1 1 3 9 2 



(U 

(U) 

SEOiSLT 
/NF 

Working Copy Page 

(U), 

.bl 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL) ; provides reporting data : and. if 
necessary, transmits the NSL for delivery to 

(UJ 

b4 
b7D 

(S) 
bl 
b2 
b7E 

Enclosure(s) 
ori ai r.al and X ) Enclosed for the 

conv of a NST,. dated 
Field Office are the 

01/23/2006. addressed to 

requesting the electronic communication 
transactional records for the internet protocol (IP) addresses at 
the dates specified below. 

Administrative: This document is classified SECRET. 
.Portionsof this document carrying classification markings may 
not be incorporated into any 
proceedi na or nnrl a.gsi f i pri 

criminal affidavit, 
investiaative file 

criminal court 

b2 
b7E 
b4 
b7D 

b2 
b7E 

.Y. 2 . ̂ £83^Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 , P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
' ' Intelligence Surveillance Act (FISA), recipients are reminded 

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) 
ILI_ b2 

b7E 

Details: 
y ^ t f i i N S L V I O - 1 1 3 9 3 bl 

b7A 
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f§77NF/OC) Based on the available information, the 
following IP addresses 

bl 
b4 
b7D 
b7A 

These addresses have bee^ i H^nr -i f -i pH nrPviniigh/T 

Page 

ï 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 
b2 
b7E 

I g / /mu/OP 

bl 
b6 
b7C 
b7A 
b2 
b7E 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 

t-hp pnplngpH NST. spplfg giih.gpr-i hpr plppfrnnir nurnnspfi 

bl 

fc^g^m NSL VIO-11394 

b7D 
b7A 
b2 
b7E 
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(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

b2 
b 7 E 

(U) The ?ield Office should remind the institution 
that it is pronidited from disclosing that the FBI has made this 
request. 

b2 
b 7 E 

should contact FBIHQ immediately. 

bl 
b2 
b 7 E 

(202) 

(U) Any questions regarding _ the above can HP H-i-rpr-t-̂  to 
FBIHQ, IaJT^ 
(202)324[ 

or S SA 
] Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

Field Office should contact IA records 
S SA 

the 
for additional information. 

or 

b2 
b7E 
b6 
b7C 

LEAD(s 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 16 

(U) For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the 
appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

N S L V I O - 1 1 3 9 5 
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AT 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC, Upon receipt of 
requested records, immediately submit results to IA 

4343 . 

b2 
b7E 
b6 
7 C 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

Set Lead 4 : (Info) 

b2 
b7E 

(U) For information only, 

s J b s ^ C N S L V I O - 1 1 3 9 6 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date : 
Attn: 

Attn: 

Attn: 
Attn: 

01/10/2006 

ITOS I /CONUS IV/Team 16 

SSA| 

IOS 

National b o u n t y Law Branch 
DGC Julie F. Thomas 
SSA 
ISS 
SA 
SA 
SA 

From: Counterterrorism 
CXS/EOPi 
Contact T3-

Approved By: 

'Room 4 3 Ü 
202-324-

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: (S) 

(S) 

b2 
b7E 

b7C 

(Pending) 
ending) 
ending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 

(U) 
Synopsis : 

Case ID 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Approves cne issuance of an ECPA National 

Serial : 

s ^ S R ^ T NSL V I O - 1 1 3 9 7 

bl 
b2 
b7E 
b7A 



<5R/NF 
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Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery tol 

(U) 

<S) 

(U 

Enclosure(s) Enclosed for the Field Office are 
1 

requesting tne electronic 

Page 
b4 
b7D 
bl 
b2 
b7E 

b2 
b7E 
b4 
b7D 

(IP) addresses at the-dates specified below. 
Administrative: 
11 This document is classified SECRET. Portions of this 
docuiiierit carrying classification markings may not be incorporated 
into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. 

2 v........ v3) Some of the Intelligence provided in this communication 
(U)has /éeen obtained by techniques authorized in the Foreign 

Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3. Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
(U) Intelligence Surveillance Act (FISA) , recipients are reminded 

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) 



SjpRSt 
OR/NF 

Working Copy Page 

( S / / N F / O P According to the a v a i l a b l e informati or 

(S 

bl 
b2 
b7E 
b6 
b7C 
H 1A 
bl 
b6 
b7C 

f.q//NF/OCi (Note 

fg//M WnrM 

g//MP/or) MSlis_addressed to were served by 
1 7/?n/?n05 regnarti ve1 v ."f 

' ield Offices on 12/19/2005 and 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 

bl 
b2 
b7E 
b6 
b7C 



( S ) 
OR/NF 

Working Copy -• Page 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 

bl 
h 2 
b7E 
b4 
b7D 
b7A 

(S//NF/OC) This electronic communication documents 
Deputy General Counsel for the National Security Law Branchs 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber electroni 

the 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the pnringpH ipit-t-p-r t-n nrnHurp the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b2 
b7E 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(S) The Field Office, prior to serving the NSL, 

snuuiu contact I^BIHQ 

FBIHQ, IaJ 
(U) Any questions regarding the above can be directed to 

(202)324- Shòuld thè 
or S SA 

tô lUliy comply 
T NSL VIO-11400 

bl 
b2 
b7E 

b2 
b6 
b7C 



OR/NF 
Working Copy 

with this request due to lack of specificity or should the 
institution yeanire more detailed information to locate such 
rpr-nrH.g 

LEAD(S J 
ie 
ot SSA 

Field Office should contact IA 
Tor additional information. 

Page 
h 2 
b7E 
b6 
b7C 

Set Lead 1 : (Info) 
COUNTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for 
NSLs . 

Set Lead 3 : (Action) 

AT 
b2 
b7E 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to 
Team. FBIHO. Counterterrorism Division, CTD/CXS/EOPS 

Room 4343. 

Set Lead 4 : (Info) 

AT 
b2 
b7E 

(U) For information only. 

JzpfiSQ NSL VIO-11401 



Page 1 

Precedence : ROUTINE 
To: General Counsel 

Date: 1/10/2006 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
I 

Attn: "ÏÏIÏÏÏÏ 
From: Counterterrorism 

CXS/Electronic Surveillance Operations and 
Sharing Unit (EOPS) Rm 4343 
Contact : IA (202: 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: (S) 
(s; 

Title : 

(Pending) 
(Pending) 

bl 
Jo 7 A 

00 : HQ 
(U) vy 

Synopsis: (/x) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and transmits the NSL for 
delivery to the electronic communications service provider. 

:-Ti X ) 

(S) bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National .Security Letter, dated 

1 
requesting names, addresses, lengtn or service, 

b7E 
b4 
b7D 

records for three email addresses. 
b7C 

Case ID : 
bl 
b7A 

(S) 



SE^^T 
- Working Copy - Page 2 

Details: This document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C 
Section 1806(b) and 1825(c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

bl 
b4 
b7D 
b7A 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following e-mail addresses: 

bl 
b4 
b7D 
b7A 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter as authorized to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the] Field Office. The institution 
should neither send the records tnrough the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is pronibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

b2 
b7E 

(IT) Anv questions regarding the above can be directed to 
FBIHQ, I 
( 202 ) 

1 
77T- bnouid 

(202 
'the institution 

Dr SSA 
be unable to tully comply 

institution require more detailed information to locate such 
records^ 
contact 

thef Fjpir) nffir-^ ghnniH immediately 
ôl* SÌ3A for additional 

b2 
b7E 
b6 
b7C 

NSL VIO-11403 
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information. 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
/fêO NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 
(U) Hand deliver enclosed NSL-

receipt of requested records, notify 
coordinate immediate delivery to 

counterterrorism Division, 
. "ÖT CTD/CXS/EÒPS, 

b2 
b7E 
b6 
b7C 
as indicatori ahnvp 

(202 * 
records 
Room 

to 
4343 . 

FBIHQ, 

Upon 

SEbjä^ NSL VIO-11404 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

From: Counterterrori sm 
CXS/EOP! 
Contact: IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

Date 
Attn: 

Attn: 
Attn: 

Attn: 

01/06/2006 

ITOS I/CONUS IV/Team 16 
SSA 
IOS 
National security Law Branch 
DGC Julie F. Thomas 

/Room 4343 
202 

Title: (U), 

b2 
b7E 
b6 
b7C 

Pending) 
Pending) 

(Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

(S) 

(S) 

UNIT 
• 

bl 
b2 
b7E 
b6 
b7C 
b7A 



NF 
Working Copy 

Synopsis: (S) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data: and, if 
necessary, transmits the NSL for delivery to 

Page 

(U) X ) Derived--; 
Dedas^îl 

Leo 
iyOnT— 

(S) (}4 

Enclosure(s): (S) Enclosed for the Field Office are the ŷ-i /-t-i ria 1 . anrl ^ ^r^r^yr of ^ n MOT r̂rat-Q̂  / A C / O H H £Z ajdiir e S S 6 d tO 

bl 
b4 
b7D 
bl 
b2 
b7E 
bl 
b2 
b7E requesting the electronic^ communication 

transactional records for the internet protocol (IP) addresses at b4 
the dates specified below. b7D 

iT-Tl Administrative : This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, o-rimi'n̂ i mnrt 
proceeding or unclassified investigative file. b2 

b7E 

( U ) 2 . S o m e of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) 
4. b2 

b7E 

Details: (S//NF/OC) 
bl 
b7A 

„ NSL VIQ-11406 bmtçi 
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I g / /MP / nrM appnrrUnn ho HIP availahlp i' nfm-maf H 

bl 
b4 
b7D 
h 6 
blC 
b7A 
b2 
b7E 

toi >réy/NF/OC) 
tor more detail.) 

(S//NF/OC) 

See below bl 
b6 
b7C 
b7A 

the 
¿S^/NF/OC) NSLs addressed te 

and 
12/20/2005 respectively.[ 

were served by 
ield Offices on 12/19/2005 and 

isZ/NF/Of) Ra.gpd on the information nrovi 

g / /MWnrT 
NSL VIO-11407 

bl 
b2 
b7E 
b6 
b7C 

bl 
b7A 
b4 
b7D 
b2 
b7E 
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NF 

Working Copy Page 

b7D 
b7A 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber electronic 
communication transactional records on the following IP addresses 

bl 
b4 
b7D 
b2 
b7E 

(U) On 11/09/2001, the Director desigSZ^d the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Field Office. The institution should to an employee of the 
neither send the records tnrough the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is proniDited from disclosing that the FBI has made this 
request. 

The î ield Office, prior tiOnS 
se£k£[T 

e NSL, 

b2 
b7E 

b2 
b7E 

b2 
b7E 
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(U) 
should contact FBIHQ immediately. 

Anv mipsfinn.q regarding the above can be directed to 

bl 
b2 
b7E 

FBIHQ, Tal (202) lor SSA 
(202)324 Should the institución pe unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to .locate such 
records. 
SSA 

the Field Office should contact IA 
for additional information. 

or 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for 
NSLs. 

Set Lead 3 : (Action) 
b2 
b7E 

AT 

(U) Hand-deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343 

Set Lead 4: (Info) 

AT 
b2 
b7E 

(U) For information only. • 
SEOÎ^ NSL VIO-11409 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 01/05/2006 
Attn: 
Attn: 
Attn: 
Attn: 

ITOS II/ISLU 
National Security Law Branch 
SA 

TA 

From: Count ertermxism 
CXS/EOPc 
Contact TK 

''Room 
2TT2 - 3 2 4 -

A2JL2-

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: 
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.b7E 
b6 
b7C 

(s) 
(S) 

(Pending) 
ending) 

T?T.T?rTi?n\TTr .qTTPVPTT.T.AMrT? nPRPATTO^ 
UNIT 

S AND SHARING Title: ,(Y) 
(UJ / x 

(S) 

( U ) ....... 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) DeTive^-^fjcom^ 
DeoLaesxi^OrTr— bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a NSL, dated 

Division is an 
Ui/Ub/i006, addressed to 

bl 
b2 • 
b7E 
b7A 

Case ID 

(S) 

Serial : 

ßfe^k? NSLVIO-11411 
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requesting names, 
addresses, length ot service, billing records, and electronic 
communication transactional records for the uniform resource 
locator (URL) listed below. 

(U) Administrative:(X) This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit 
proceeding or unclassified investigative file. 

Page 

b4 
io7D 

nv-i m-i nnnrf 
£>2 
b7E 

( U ) 

!) Some of the Intelligence provided in this communication 
)een obtained by techniques authorized in the Foreign 

Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

3 . ter" Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

b2 
,b7E 

npt-̂ il « (SZ/NF/on 

(S//OC/NF) 
b7A 

bl 
b4 
b7D 
b7A 
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bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b7A 

(S//OC/NF) b2 
b7E 

bl 
(S//OC/NF) The enclosed NSL covers b4 

b7D 
b6 
b7C 

(S//OC/NF) 
sprvpd a NST, f 

On 01/04/06, EOPS, through[ Division, 
1 

(^f This electronic communication documents the Deputy 
General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL: 

b7A 
bl 
b2 
.b7E 
b4 
b7D 

bl 
b4 
b7D 
.b7A 

(U) On ' 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosecL-LEI-TEJ: to produce the records personally 
to an employee of the Field Office. The institution should 
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neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

Page 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

b2 
b7E 

(S) The [ iField Office, prior to serving the NSL, 

should contact FBIHQ immediately. 

FBI 
324 
this 

(U) 
10- IA 

Any questions regarding the above can be directed to 
1(202) 3241 or SSA |(202) 

Should the institution be unable to fully comply with 
request due to lack of specificity or should the institution 

requi re more detailed information to 
Field Office should contact IA 

additional information. 
•ocate such records, 

or SSA 
the 
]for 
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b2 
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LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS II/ b2 
(U) For information only. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3 : (Action) 

AT | 
(U) Hand-deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
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FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

Pacte 
b6 
b 7 C 

TJTT 

Set Lead 4: (Info) 

only. 

AT 
(U) SA IA 

b2 
b 7 E 
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