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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 12/21/2004
To: General Counsel Attn: UQ I
CTLU1
Counterterrorism Attn: ITOS 1 UC
ITOS 1 UC
ITOS 1 SS |
ECAU SSA | |
SSA | I
SSA | |
SSA
Attn: SSA
SA |
Attn: ssi
Attn: Sal
Attn:
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4343 1
Contact: SSA| | (z02) 324 ] b
Approved By: _Thomas Julie L7E
9]¢
b7C
b7A
Drafted By: grw
mJCase ID #: (S} | |(Pending)
. M- o SREF-HQ-CI303375
mymTitle:x')Eqi
Synopéise~u Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.
(e Classifie 7566, CXS/CTD
:Iﬁ%:: Reason 1.5(¢)
Declass)
Enclosures{(s): (U) Enclosed for the Field Office is an
original and a_conv of a3 National Secpuyity Tetter, dated 12/21/2004,
addressed to fol
| requesting names, h7E
(& e e Lo
Case ID { b7C
COTr—NU-CISUS ST TESSZ bl
tSj”HM"%“ b7A




addresses,

SEéK%%
NF

---- Working Copy ---- Page 2

length of service, billing records, and electronic

communication transactional records for the account holder assigned
the e-mail addresses specified below.

(3

. bl
Details: {S//NEl—_The account cited helow has had repeated contact hé6
with the account- Tan account currently under FISA p7C
coverage. b

7D
g
(O This electronic communication documents both the
approval of the Deputy General Counsel of the National Security Law
Branch and the certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
tg1:following e-mail address:
(Uy On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of the] |Field Office. The institution should
neither send the records through the mail, nor utilize the name of the )
subject or any identifying information related to the subject in any b2
telephone calls to the FBI. The institution should not contact FBIHQ b7E
directly in any manner. b6
N7
(U) Thel Field Office should remind the b7C

institution that it is prohibited from disclosing that the FBI has
made this request.

(U} Any questions regarding the above can be directed to

c

| (202) 324 or SSA

(202) 324

Should the institution be unable to fully

. e '
comply with this LEﬁEEEt due to lack of specificity or should the

institution require more detailed information to locate such records,

|Field Office should immediately contact UC[::::::]or

the
SSA

for additional information.

SECX{T NSL VIO-10472
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---- Working Copy ---- Page 3
LEAD(s) :
Set Lead 1: (Action) "y
D7E
Do
AT b7C

(U) Hand deliver enclosed NSL as jndicated above. Upon
receipt of requested records, notify SSA (202) 324-
to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

SF&ET NSL VIO-10473
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AT ITOS I/CONUS IV/TEAM
(U) Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM
AT ETIU
fUJ Gﬂi Read and Clear.
Set Lead 5: (Info)
COUNTERTERRORISM
AT ECAU

(U) Read and Clear

%ET NSL VIO-10474
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Precedence: PRIORITY Date: 12/15/2004
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CXS/EOPS/ TE
SSA
Attn: TITOS T7/ETIU JTEAM I 151
ssa | ] 5
Attn: | | b2
b7E
From: Counterterrorism bo6
CXS/Electronic Communications Analysis Unit/Room 4343 leNie
Contact: -
bIA
Approved By: _Thomas Julije F
Drafted By: tjeh
Case ID #: (S (Pending)
(8 (Pending)

inTiflET“}Bii INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD

1T OTURR /QTARAT

cUJ""S"y'h"op‘sis-:-v--» Approves the issuance of an ECPA National Security

Lettexr (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

i[}j"wm_mv Deriued : G-3
Dec g On: X1-25

bl

o

] b2
b7E

Enclosure(s): (U) Enclosed for thd |is an original and bé
o oo of o Natdional CSacrnrityy Tetter dated 12716 /2004 addyecesd + T
/C

TEOUESTIIg IaMES,  dO0IESSES, IENgCIl O SErVICE, DIITINg [Ecoras, ol
electronic communication transactional records for the email address
igh holder(s) listed below.

Details: {(8//NF) _ J

oo




SEC%%T

150 NF
: ---- Working Copy ---- Page 2
(Th—

"&:}Qg This electronic communication documents the National b1
Security Affairs Senior Counsel’s approval and certification of the A
enclosed NSL. For mandatory reporting purposes, the enclosed NSL b?
seeks subscriber/billing records/electronic communication b7D

transactional records on the following e-mail address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the| | Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact

FBIHQ directly in any manner. b2
b7E

(U) The | Field Office should remind the b
institution that it ig prohibited from disclosing that the FBI has 57ﬂ
07C

made this request.

(U) Any questions regarding the above can be directed to FBIHQ,
ssal | (202) 324- or TIS
| Should the institution be unable to fully comply with
this request due to lack of gpecificity or should the institution
_reguire more detailed information to locate such records, thel |
|Field office should immediately contact SSA| |or TIS
| for additional information.

LEAD(s) :
Set Lead 1: (Action) v
b2
b77
AT :b?
b7C

(U) Hand deliver enclosed NSL as _indicated above. Upon

receipt of requested records, notify TIS
| |to coordinate immediate delivery of records Lo
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

Set Lead 2: (Action)
SE@’@T NSL VIO-10476
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GENERAL COUNSEL
AT WASHINGTON, DC

- ) .
”'EB( NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRCRISM
AT ITOS I/ETIU/Team 1 - -

(U) Read and Clear

Set Lead 4: (Info)
COUNTERTERRORISM

AT CXS/EOPS/TEAM 2

ithmhmw””jﬁzi Read and Clear

SECQHRT NSL VIO-10477

Page
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---- Working Copy ---- Page 1

Precedence: IMMEDIATE Date: 12/13/2004

To: General Counsel Attn: UC
- CTL
Counterterrorism Lo Attn;: SSAl |
b7C ITOS 11/
uc | [
THIL

Attn: IA| |

From: Counterterrorism
Electronic S ons Unlt Rm 4343
Contact: (202~ 324

Approved By: Thomas Julie F

bl
Drafted By: oc IP?
IO A
Case ID #: (S) Pending} »H7A
. - ) b 2
jﬁg GEF-AQ-CI303375
Title: (S)

NSL
(UT"Synop91s '}B(: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

bl
.b/F
. _ b6
Enclosure(s): (U} Enclosed for thel Field Office 1is K70
an original and a copy of a National Security Letter, dated o
11/10/2004, addressed tol |
| | requesting names, addresses, length
of service, billing records, electronic communication
transactional records, and length of time the IP was leased to
Case ID » b1
NI
ish 66F-HO-CIL303375 75210 S

sEdCET  NSL VIQ40478
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---- Working Copy ---- Page 2

the account holdex(s), for the account holder (s} assigned the IP

|

oo oo
G NG YN RS
il )

- . ) . \
This electronic communication documents the

National Security Affairs Senior Counsel’s approval and

certification of the enclosed NSL. For mandatory reporting

purposes, the enclosed NSL seeks subscriber/billing

records/electronic communication transactional records on the
following E-mail Addresses: b

e

i53 MNJJH&U) On 10/ 1772003, thie DIrector deglgnaceq cne rsr.

official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |Field Office. The institution

should neither send the records through the mail, nor utilize the

name of the subject or any identifying information related to the b2

subject in any telephone calls to the FBI. The institution ik

should not contact FBIHQ directly in any manner. b6
(U) The | Field Office should remind the lsgje

institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Apv guegtions regarding the abov be di
FBIH (202) 324-| or SSA
202) 324! | Should the institution be unable to
T

fully comply with s request due to lack of specificity or
should the institution require more detailed information to
locate such records, thel |Field Office should
immediately contact UC |or SSA | for

SE§RET NS VIO-10479
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---- Working Copy ---- Page
additional information.
LEAD (s) :
Set Lead 1: {Action) el
b7E
bo
b7C

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA| (202)
324[:%::]to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
T
w NSLB is requested to record the appropriate
information néeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and Clear.

SEE@T NSL VIO-10480



Precedence: PRIORITY

To: General Counsel

Counterterrorism

From: General Counsel
Deputy General

NF
---- Working Copy ---- Page 1
Date: 12/01/2004
- Attn:
b2 Unit Chief, CILU I
bTE
oo
. Attn: ITOS 1/CONUS 3/Team 10
07C
ssa| ]
TA |
ITOS 1/ETIU
SSA
SSA
IA |
CSX/EQOPS
IA |
Counsel, NSLB, Rm 7975

ST

Contact: AGC

Approved By: thQmas_ﬂulle_E__]

Drafted By: E kdm bl
Case ID #: (S) (Pending) b7A
(8) (Pending) bt
W 4g) T BBF-HQ-CI303375__ (Pending) BIC
Title: (8)
(S)

(UJ“”}Eﬁ: Derived

W Declassif

12/01/2029

Synopsié!“w:uk[ This EC approves the igsuance of an ECPA National
Security Letter (NSL); provides reporting data; and, 1if
necesgsary, transmits the NSL for delivery to the electronic

Case ID

(5) ZZF-HQ-CI303375

73653 CO/A

SEQRET NSL VIO-10481
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SERRET
NF
---- Working Copy ---- Page

communications service provider.

Administrative: (U) PER TITLE 50 U.S.C. 1806 (B) OF FISa,
RECIPIENTS ARE REMINDED THERE IS TC BE NO FURTHER DISSEMINATION
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT
WITHOUT ATTORNEY GENERAL APPROVAL.

Enclosure(s); (U) Fnclesed forl lig =an NSt Aat o b2
12/01/2004, addressed to | D7k
|requesting the be
name, address, length of service, and electronic communication n7C
transactional records for the e-mail address holder listed. 51

(U} On 10/17/2003, the Director delegated the official
signing the enclosed letter authority to make the required
certification.

)Qf This electronic communication documents Deputy General hl
Counsel*s approval and certification of the enclosed NSL. For b
information and reporting purposes, the enclosed NSL seeks .
electronic communication transactional records on géD

ni7C

(U) A representative of thel |Division who has no
liaison with the electronic communicatio v jder should ‘57F
hand d.ab_x:I' he letter to[ | FBIi should B
advise that Title 18, U.S.C., Section 2709(c), prohibits

it from discleosing that the FBI has made this request.

(U) Arrangements should be made with o provide the
records persoconally to a representative of thei |

office. should neither send the records through the mail
nor utilize the name of the subject of the request in any

telephone calls to the FBI.
SEﬁlﬂT NSL VIO-10482
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(U) Any questions regarding the above can _be directed to

Iﬂf.imt_nhsimauounsel , Attention: AGC

LEAD(s) : b6
. b7C
Set Lead 1: (Action) 1o
b7E
AT

(U) Deliver the attached letter as indicated above.
Upon receipt of information from the provider, | |is
to submit results to FBIHQ (LX-1), Counterterrorism Division,
ITOS I, CONUS 3, Attention: SSA |

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{(U) Read and clear.

SMET NSL VIO-10483
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Precedence: PRIORITY Date: 12/01/2004

To: General Counsel Attn:

Unit Chief, CTLU I

Counterterrorism

Attn: ITOS _1/CONUS 3

c ssal I
bt 19| |
b

ITOS _1/ETIU
SSA
SSA

1A | |

CSX/EQOPS
IA

From: General Counsel

Deputy General Counsel . NSTR. Pm 7979
Contact: AGQ

Approved By: _Thomas Julie F

Drafted By: | } kdm ; -
bo
Case ID #: (S) (Pending) 17C
(8) (Pending) bH7A
e EEF-HQ-CTI3U3375  (Pending) ¢
Title: (S)
{S)
(- u);afummmmw Deri om . G-3
) D ssi : 12/01/2029

Synopsisi“”l}(::This EC approves the issuance of an ECPA National
Security Letter (NSL}; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Case 1ID

{3)

66F-HQ-C1303375 43654 bTA

SE@‘(‘ET NSL VIO-10484.
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Administrative: (U) PER TITLE 50 U.S.C. 1806 (B) OF FISA,
RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT
(SPITHOUT ATTORNEY GENERAL APPROVAL.

Enclosure(s): (U) Enclosed for| lis an NSI, date bo

12/01/2004, addressed tol b7C
[ | b2
[ [requesting the name, address, length of service, and )

i E
electronlc communication transactlonal records for the e-mail b7E
': nr‘]rq'v‘gc!c- halldey 14 ot oA ————

o)

®

>
NG =SNG P N

-
o

RO NGRS

(U) On 10/17/2003, the Director delegated the official
signing the enclosed letter authority to make the required
certification.

)QilThis electronic ‘communication documents Deputy General
CounsgelXsg approval and certification of the enclosed NSL. For
information and reporting purposes, the enclosed NSL seeks

(&) electyonic communication transactional records on

SEC¥ET NSL VIO-10485



sERkgT
NF
~--- Working Copy ---- Page

(U) A representative of the Division who has
liaison with the electronic communication service provider should o

hand delivex the letter to | FBI should n7E
advise that Title 18, U.S.C., Section 2709(c), -
prohibITtsIT rrom disclosing that the FBI has made this request.

n’lC
(U) Arrangements should be made with |to provide 04
the recordp—=exaacallis t0o a representative or the | | 07D
Division. should neither send the records through

the mail noxr utilize the name of the subject of the request in
any telephone calls to the FBI.

(U) Any questions regarding the above can be directed to
Office of the General Counsel, Attention: AGC|

LEAD (s) :

Set Lead 1: (Action) ho
b7k
bo

AT p7C

(U) Deliver the attached letter as indicated above.
Upon receipt of information from the provider, | lis
to submit results to FBIHQ (LX-1), Counterterrorism Division,
ITOS I, CONUS 3, Attention: SSAl I

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: ({Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

SEORRT  NSL VIO-10486
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Precedence: PRIORITY Date: 12/01/2004
To: General Counsel attn: | |
Unit Chief, CTLU I
Counterterrorism o\~ Attn: ITOS_1/CONUS 3/Team 10
bz ssA
bTE IA| |
be
p7C ITOS _1/ETIU
SSA
SSA
IA |
s /EApPS
IA
From: General Counsel
Deputy General Counsel, NSTB, Rm 7975
Contact: AGC
Approved By:r_I11czmsas_slul.j.ﬁ:_E____|
ol
jof&
Drafted By: 1 kdm Lo
oG
Case ID #: (8S) (Pending) D7A
(s)] (Pending)
(- IBi\ BEF-HZ-CI3U3375  (Pending)
Title: (S)
(S)
1
“~\:ga: G-3
12/01/2029
W
Synopsis: This EC approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service provider.

oor-RU-LUilsUS35 70

SE}&%ET NSL VIO-10487

23000




SEgﬁig

~---- Working Copy ---- Page 2

Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA,
RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT
WITHOUT ATTORNEY GENERAL APPROVAL.

Enclosure (s) : (U) Encleoged forl |is an NSI. dated b6
12/01/2004, addressed td | b e
| requesting the g5¥,
name, address, length ol service, and electronilc communication e
transactional records for the e-mail address holder listed. bTE

2]

(U) On 10/17/2003, the Director delegated the official
signing the enclosed letter authority to make the regquired
certification.

ish; 8¢ This electronic communication documents Deputy
General Counsel’s approval and certification of the enclosed NSL.
For information and reporting purposes, the enclosed NSL seeks
‘'electronic communication transactional records on e-mail account

ol
02
(U} A representative of the Division who ni7E
has liaison with the electronic communication service provider 06
should hand deliver the letter tof | FBI| | 577 C
should advise that Title 18, U.S.C., Section 2709(cy, .
prohibits it Irom disclosing that the FBI has made this request. ‘pr
o/

(U) Arrangements should be made with to provi
the record ersonally to a representative of the
E;e T

Division. should neither send the records through the mail
nor utilize :ame of the subject of the request in any
telephone calls to the FBI.

SECRET NSL VIO-10488
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(U) Any questions regarding the above can be directed

r_LQ.Qiii:g_gi_zhs_ﬁsnex311Counsel, Attention: AGC

bo
. b7C

LEAD(s) : D
Set Lead 1: (Action) b7k
aT| | .

(U) Deliver the attached letter as indicated above.
Upon receipt of information from the provider, | | is
to submit results to FBIHQ (LX-1), Counterterrorism Division,
ITOS I, CONUS 3, Attention: SSA| I

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLRB is‘requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) Read and clear.

smﬁf{f NSL VIO-10489



Precedence: IMMEDIATE
To: General Counsel

Counterterrorism

From: Counterterrorism

SE

---- Working Copy ---- Page 1

o
- A :
p7E  BtR
b6 Attn:

b7C
Attn:

Date: 11/16/2004

uc| I
CTLU1
SSA
SSA
IA| |

ITO" T TTTIL

SSA I
IA
IA

Electronic Surveillance Operations Unit, Rm 4343

Contact: SSA |

Approved By: Bowman Marion E

Drafted By:l

:pel

Case ID #: (S?

i :ﬁ&t\ B6F - NWJ-CI3U3375

Title: (8)

EOPS - I

- NSL

1

Do
BI7C
bl
b7A
b2

(Pending)

Synopsis:*:}si: Approves the issuance of an ECPA National
Security Letter (NSL}; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

bl

o “:jﬁai: ived F . G-3
5 Dec S On: X1

ol

b2
b7E

Enclosure(s): (U) Enclosed for thel

|office is b4

an original and a copy of i b7D
2004, addressed to TR
| Tequesting information related to

electrﬁﬁic communications services provided tol |

Details:ttzgiiNE:QQZ Information from |indicates
that their e-mail service is provided through| |
ey e
Case ID
BBF -HOU-Cl3U3375 TZU33

SEW(ET NS}, YIO-10490
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---- Working

Copy ---- Page

customer account information and in
communications services provided to
but not limited to, the following:

1s requested to provide any and all subscriber or
ormation regardi electronic

including,

- confirmation that electronic communications destined
to or originating fyom e-mail

addyrecses of the for

llsornam

I—

i fFormat ion racaediedd

Mall SEIVveLls Providing Services Lo Lhe electronic mazil
domains of including, but not limited

to, the following:

oo
-
.

2

(A

(S

(5}

N

D4
b7D
o
Nl

L7E

(3

(U) ©On 10/17/2003,

the Director designated the FBI

official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution

receiving the enclose

lettey to Nrodn

e the records personally

to an employee of the

Office. The institution

should neither send t

he records throug

h the mail, nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(U) Thel

|office

should remind the

institution that it 1s prohibited from disclosing that the FBI

has made this request

1 NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for

S

ET NSL VIO-10491
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NSLs.
(U) Any gquestions regarding the abovelgﬁn_bg_di;g;;gd_ﬁo b6
FBIHQ, SSA or SSA ~C
(202) 324 Should the institution be unable to fully comply o7C
with this request due to lack of specificity or should the o)
institution regquire more detailed information to locate such b7F
records, the| Field Office should immediately contact
uq (202) 324 for additional
information.
LEAD(s) :
Set Lead 1: (Action)
Q
AT WASHINGTON, D.C. bo

b7C
(U) Hand deliver enclosed NSL as indicated above. Upon 3
receipt of requested records, notify SSa | | bIE
(202) 324{:::f]to coordinate immediate delivery of records to

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Action)
GENERAIL COUNSEL

.
AT WASHINGTON, DC

x.»:jgié NSLB is required to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I ETIU

(U} Read and Clear.

sEekET NSL VIO-10492
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SE%\ET
---~ Working“Mopy ----

Page
Precedence:; IMMEDIATE Date: 11/15/2004
To: General Counsel jbé Attn: UC
bk CTLQ
Counterterrorism bo Attn: SSA
b7C SSA
’ FA
ITOS T ETIU
Attn: IA | |
From: Counterterrorism
Electronic Surxveillance QOperations Unit, Rm 4363
Contact: 88 (202-324] ]
Approved By: Bowman Marion E
Drafted By:l L rg
Case ID #: (S)
..... ) GOF-HJ-CISU33 75
Title: (8)
NSL
Synopsisﬁu”zgﬁi:Approves the issuance of an ECPA National
Security Aetter (NSL}; provides reporting data; and, if
necessgary, transmits the NSL for delivery to the electronic
communications service provider.l
}= Dec si On: X1
He
. . . DTE
Enclosure(s): (U) Enclosed for thel |F1e1d Office is an 4
original and a copy of arua;mmmmmgm_l o0
11/15/2004, addressed to b7D
|requesting information related Do
to website] | »IC
w b7A

Details: I[S/A¥RSOCT An analysis of] | revealed
that the company is a web based service located inl I

oo -HO-UL3U3575 44014
-» WSL VIO-10493 1,

s

bi
bo
L7C
bh7A

~

/
P
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The website is supposedlv registered tol F
i is

requested to provide any and all subscriber or customer account

- information and information regarding electronic communications fo!

services provided to the electronic mail domain of 57D

|inc1uding, but not limited to, the following:

- confirmation that electronic communications destined
to or orjgaipatinag from e-mail addresses of the form
username transit facilities;

| ion regarding the physical location of

| |faci1ities which house or provide electronic
communications services to electronic mail servers
servicing the electronic mail domain of

()
(3}
(5) |
‘ bl
b2
b7E
b6
(U) On 10/17/2003, the Director designated the FBI Ieyie
official, signing the attached National Security Letter, to make bl
the required certification. ) o
: LTA
(U) Arrangements should be made with the institution
receiving the enclose produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone callgs to the FBI. The institution
should not contact FBIHQ directly in any manner.
(U) The Field Office should remind the
institution that it 1s prohibited from disclosing that the FBI
hés made this request.
{m

T NSLB is requested to record the appropriate information
needed td fulfill the Congressional reporting requirements for
NSLs.

(U) Any questions regarding the above can be directed to

SE%ET NSL VIO-10494
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FBIHQ, ssa|

lor ssh (202)

324

Should the institution be unable to Tully comply with

this reguest due to lack of specificity or should the institution

roMmllire o

re detailed information to locate such records, the
Field Office should immediately contact UC |

—t ]

LEAD({s) :

Set Lead 1

(202) 324 ]for additional information.

: (Action)

AT WASHINGTON, D.C.

(U) Hand deliver enclosed NSL_as indicated above.
requested records, notify SSA {(202)

receipt of
3244 |to coordinate immediate delivery of records to IHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2

: (Action)

GENERAL COUNSEL

()

AT WASHINGTON, DC

'”*Qj}ﬁi;FSLB is requested to record the appropriate
information méeded to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3

: (Info)

COUNTERTERRORISM

AT ITOS I ETIU

(U) Read and Clear.

SEC}@T NSL VIO-10495

Page
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Precedence: IMMEDIATE Date: 11/15/2004
bé
To: General Counsel e Attn: UC
L7C CTLUT
Counterterrorism b2 Attn: SSA
bTE SSA
Fa|
ITOS I ETIU
Attn: IA| |
From: Counterterrorism
Electronic Survelllance Overations Unit, Rm 4363
Contact: SSA (202-324{ ]
Approved By: Bowman Marion E
ol
Drafted By:l rg 6
Ryie
Case ID #: (8) Pending) _:;:
L1 JR—— M FEF-HQ-CI303375 :u /A
v2
Title: (8)
Uy m\ EOPS
NSL
Wym._M
Synopsié?“ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
(-
I:S:l ‘ )S( G-3
Pl
Enclosure(s): (U) Enclosed for the |Fie1d Office is an
original and a copy of a MNati~nal acnyitsr T aott-ox Aatad bl
11/15/2004., addressed to ) B
| [requesting : ;
information_related to electronic communications services b7
provided to and b4

{0

‘ 7D
DetailszIEZ?NF;aéz Information from[:::::::::]indicates that BT

Case ID |

66F-HQ-C1303375

44024

sEGRET  NSL VIO:10497
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their email service is provided throuohl Iwﬁich leases

bandwidth froml is requested
to provide any and all subscriber or customer account information

and information regarding electronic communications services
provided to and including, but not

limited to, the folliowing:

oo
GRS
o

- confirmation that electronic communications destined

to or originating from e- i form
username ransi

facilities;

- confirmation that electronic communications destined

to or o ting from e-mail addresses of the form
usernamiififj.com transit | | facilities. —

- _information regarding the physical location of

| [facilities which house electronic wmaz
servers providing services to the electronic mail
domains of |and |including, but
not limited to, the following:

(an | |

E bl
b2
L7E
n7D
b7A
B

(-

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send thé records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

B NSLB is requested to record the appropriate information
needed to fulfill the Congressional E;forting requirements for

SECKET NSL VIO-10498
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NSLs.

(U) A i i above can be directed to
FBIHQ, SSA or $sp | (202)
324 Should the institution be unable to fully comply with

this request due to lack of specificity or should the institution

require more detailed information to locate such record
|Field Cffice should immediately contact UC

| (202) 324 ] for additional information. B2

b7E
LEAD (s) : o
be

Set Lead 1: (Action) b7C

AT WASHINGTON, D.C.

(U) Hand deliver enclosed NSL as ipndicated above. Upon
receipt of requested records, notify SSA (202)
324{::::]to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

e
" I8) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I ETIU

(U) Read and Clear.

sg}EﬁT NSL VIO-10499
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Precedence: IMMEDIATE b1 Date: 11/12/2004
—\|'7 Al
To: General Counsel % Aten:  UC
< CTLIa
Counterterrorism b7C  Attn: SSA MJ
L2 ITOS T CONUS-TL/1T

b7E Attn: IAI I

From: Counterterrorism

Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA | (202-324{ ]

Approved By: Bowman Marion E

Drafted By: oc
Caseia? #: g;% Pending)

S EGF-HU-CI3U03375
Title: (S

W &) Eors__ |
NSL

Synopsiéfw- Approves the issuance of an ECPA National Security
Letter (NSL7J; “provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communications service
provider. 1l

Enclosure(s): (U) Enclosed for thel IField Office is an
original and a copy of a National Securitv Tetter dated
11/12/2004 . addressed to

irequesting veraification of IP

address to website| ]

-
Details:"&i@%ﬁ?@éi:An analysis o lrevealed that
the company is a web based service Jocated inl |

dlyv registered tol
1S requeste

Case ID |-

ool -HQ-CL30337/5

SECBQT NSL VIO-1050
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---- Working Copy ---- Page
to verify the name and address of the following IP address.
@ bl
B ot
T 7D

T2 This electronic communication documents the
National Security Affairs Senior Counsel’s approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks verification of the above IP
address to website:| |

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the reguired certification.

(U) Arrangements should be made with the institution
receiving the enclose produce the records personally
to an employee of'thei |Fie1d Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U} The Field Office should remind the
institution that 1t 1s prichibited from discleosing that the FBI
has made this request.

(U) Anv aneations regarding the above can be dir be
FBIHOQ, uc| ‘ (202) 324 Jor ssa] | eTe
202) 524|:|_S'W_ld the institution be unabie to g
fully comply with this request due to lack of specificity or 'FiE
) b7

should the institution r e more detailed information to
locate such records, tﬁei |Fie1d Office should
immediately contact UC Or SSA for
additional information.

LEAD (s) :

Set Lead 1: (Action)

AT WASHINGTON, D.C.

(U) Hand deliver enclosed NSL as indicated above. Upon
recej f requested records, notify SSA| (202)
324 to coordinate immediate delivery of records to FRIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,
. SE%T NSL VIO-10501
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Set Lead 2: (Action)

GENERAL COUNSEL

1 R AT WASHINGTON, DC
NSLB is requested to record the appropriate

information needed to fulfill the Congressiocnal reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I CONUS-II Team-5

(U) Read and Clear.

sE&T  NSL VIO-10502

Page
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Precedence: PRIORITY Date: 11/04/2004
To: General Counsel Attn: UC
CTLH
Counterterrorism Attn: SSA I
bo TTOS 1/CONUS 1/TEAM 3
b7C uc| |
p2 ETIU

7E
Attn: b7E

From: Counterterrorism
Electronic Surveillanc ions Unit, 343
Contact: SSA (202) 323

Approved By: Bowman Marion E

Drafted By: pah

Case ID #: (8)
(U)o s e M 66F-HQ-CI303375

Title: (S
w

Pending)

Synopsis: - ¥&] Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

W ey Detived Brofh : G-3

(0. Dec ST On: X1
Enclosure(s) : (U) Enclosed for thel |Field Office is an 1
original and_a conv of a National Securitv Tetter. dated 11/Q4/2004, '57
I TEQUESTINg IamesS, aO0UIEessesS, ISgel Or SeIvICcE, pilling ;b7E
records, and electronic communication transactional records for the bTA
account holder assigned the email account specified below. D4

biC
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(L

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Addresses:

L

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the englosed letter to produce the records personally to an employee
of the Field Cffice. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The Field Office should remind the institution
that it is prohibited rrom disclosing that the FBI has made this
request.

(1 _Any cnegtinong regarding the above can Lr to FBIHQ,
uc (202) 324 or SSA (202)

3234 | Should the institution be unable to fully comply with
this request due to lack of specificity or should the institution

r e more detailed information to locate such records, the
| |Field Office should immediately contact UC[:::::]or SSA

for additicnal information.

SEC&T NSL VIO-10504
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LEAD (s) :

Set Lead 1: (Action)

AT WASHINGTON, DC

(U) Hand deliver enclosed NSL as indicated above.
receipt of requested records, notify SS

to coordinate immediate delivery of records to FBILHQ,
cunterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
NSLB is requested to record the appropriate
information néeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
{(U) Read and Clear.
Set. Lead 4: (Info)
COUNTERTERRORISM

AT ETIU

(U) Read and Clear.

SE&ET NSL VIO-10505

Page

Upon

o)

£

(e eNNe)

3

~d Sy ~d

™

@]



SEZﬁT
---- Working Copy ----

SE)(;\ET NSL VIO-10506

Page

4



SE%EQ"
NF

---- Working Copy =---- Page 1

Precedence: PRIORITY , Date: 11/01/2004

To: General Counsel Attn: UC|
. CTLUZ
Counterterrorism bz Attn: SSA
b7E ITOS I/CONUS IV/TEAM 15
bé uc| . |
e ITOS I/ETIU
bic uc|
CXS7ECEO

Attn: SISS

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 42343
Contact: SSA | l(202) 324 ]

Approved By: _Bowman Marion E

Drafted By: | mea
© -case ID #: (S) (Pending)
.mwnmﬁﬂ 1SS A 5 LW o W N B W B 2 e
Title: (38)
- |
R /
Synopsis: (&) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.l Bl
(UJMWMUWNWijgi . b2
ed . G-3 v

(5) Domuedpen o b7
b7A

P be
b7C

Enclosure(s): {(U) Enclosed for thel |Office is an b

original andla copy of a National Security Letter, dated 11/01/2004, 7D

P P PPprprepaps N

requesting names, addresses, length
of service, billing records, and electronic communication
transactional records for the account holder assigned the e-mail
addresses specified below.

6o -HQ-CL30337/5 42361
SE%ET NSL VIO-IOSQZ .

£
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]

e

¥&] This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the]f |Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that it 1s prohibited from disclosing that the FBI has

de thi c.
made is reques SECQ%T NSL VIO-10508
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(U) Anvy questiong regarding the above can be directed to FBIHQ,
uc | | (202) 324 lor ssa |
(202) 324 Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such
records, thel | Field Office should immediately contact
Ul oxr SS |for additional information.

LEAD (s) :

Set Lead 1: {(Action)

AT

(U) Hand deliver enclosed NSL gg indicated gbove. Upon
receipt of requested records, notify SSA (202)
3241::::]to coordinate immediate delivery of records to FBIHOQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU
(U) Read and Clear.
Set Lead 5: (Info)
COUNTERTERRORISM

AT ECAU

(U) Read and Clear.
sgr)(gT NSL VIO-10509
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Precedence: IMMEDIATE Date: 10/27/2004
To: General Counsel Attn:
Unit Chiet, CILUIL
Field Office Attn: JTTF
Counterterrorism Attn: ECAU Team 1
SSA
From: Counterterrorism 0
CXS/EOPS, Room 4944 f:
Contact: IA | ok
06
~ Approved By: Bowman Marion E 070
(Cl s
Drafted By:
. P I 1L (S)
- NSL (Pending) bl
Title:  (S) DA
im - ,
Synopéiéf“w}ﬂ( Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.
i
tgj_ Decla Oon: X1
X |
Enclosure(s): (U) Enclosed for thel |Field Office is an ol
original and a copy of a _Natiopal Securitv Tetter., dated .};
10/27/2004, addressed t Qj_ﬁ
requesting the names, beﬁJ
- - s, and electronic bo
communication transactional records for the IP address holder bIC
listed. b]]_*\
im -
Details: - This document contains information derived from an

electronic surveillance or physical search conducted under the Foreign

Intelligence Surveillance Act (FISA). Per 50 U.S.C.

Section 1806 (b) and 1825(c),
in any criminal or administrative proceeding,
|:E]l'lury proceedings and warrant affidavits, without the prior

V4
DLLWN'S‘HIG&GE*O_

such information shall not be used
including grand
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---- Working Copy ---- Page 2
approval of the Attorney General of the United States.
(31
ol
bo
DiC
b4
B7D
-

;I%i: This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP address
requesting names, addresses, length of service, billing records, and
electronic communication transactional records, to include existing
transaction/activity logs, for the account holder assigned the IP
address at the date and times specified below.

(&)

(U) On 10/17/2003, the Director designated the official signing
the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records persocnally to an employee
of thel Field Office. The institution should neither send
the records through the mail nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The Field Office should remind the electronic
communications provider that it is prohibited from disclosing that
the FBI has made this reguest.

SE&ET NSL VIO-10511
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(N _anv gnestions regarding the above can be directed to FBIHQ,

SSA (202) 324[::::1or 1A f202)
323 | Should the institution be unable to fully comply with
this request due to lack of specificity or should the institution
reguire more detailed information to locate such recordg., the

i Field Office should immediately contact SSA or IA
, or additional information.

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

:}éi NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

~] DO 1 O
]

5]

O T OO

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, please submit results to IA.E;;::f:]
[::::::::]FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4

Set Lead 3: (Inf
et Lea (Info) SEQ\(ET NSL VIO-10512
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COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/ECAU/Team 1. Read and clear.

SE;?(ET NSL VIO-10513

Page
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o

Precedence: IMMEDIATE ’E:[; Date: 10/27/2004
To: General Counsel bo Attn:

) n7C Unit Chief, CTLU1

Field Office Attn: JTTF

Counterterrorism Attn: ECAU Team 4
SSA

From: Counterterrorism

CXS/EOPS, Ropm—dQad
Contact: IA

Approved By: _Bowman Marion E

(5]
éDrafted By:
(": ce TN H. (S)
Pending)
Title: (s8)
i

Synopsié?”j}%ﬁi‘Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

i . T
o IrQ
81y [

o)
Enclosure(s): (U) Enclosed for the Field Office is an ;bj
original and a copy of a tional Secnrity Tetter dated b7E
10/27/2004 . addressed to I bo

| [requesting the names, H7C

addresses, length of service, billing records, and electronic

communication transactional records for the IP address holder B7A
listed.

(..

Detailé?“" This document contains information derived from an
electronic’surveillance or physical search conducted under the Foreign
Intelligence Surveillance Act (FISA). Per 50 U.S.C.

Section 1806 {b) and 1825{(c), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior

(&)

case II
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approval of the Attorney General of the United States.

bl
be
b7C
l:U:I o . . . . .
This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP address
requesting names, addresses, length of service, billing records, and
electronic communication transactional records, to include existing
transaction/activity logs, for the account holder assigned the IP
(8 address at the date and times specified below.
bl
b2
b7E

(U) On 10/17/2003, the Director designated the official signing
the enclosed letter as authorized to make the required
certification.

(U} Arrangements should be made with the institution receiving

the en etter to produce the records personally to an employee
of the Field Office. The institution should neither send the

records through the mail nor utilize the name of the subject or any

~identifying information related to the subject in any telephone

calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

() The[:::::]Field Office should remind the electronic
communications provider that it is prohibited from disclosing that
the FBI has made this request.

sgc@ NSL VIO-10515
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(U) Any guestions regarding the above can be directed to FRTHQ b6
| (202) 324 or IA b7C
Should the institution be unable to fully comply with no
this request due to lack of specificity or should the institution b7z

require more detailed information to locate ords, the
Field Office should immediately contact SSA or IA or
additional information.

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

.

““::?§¥:NSLB is requested to record the apprcpriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

ar | | p7C

(U) Hand deliver enclosed NSL as indicated above. Upon

' of requested records, please submit results to IA
| FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4343.

SE(}@ET NSL VIO-10516
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Set Lead 3: {Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/ECAU/Team 4. Read and clear.

SE&T NSL VIO-10517
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Precedence: PRIORITY Date: 09/27/2004
To: General Counsel b2 Attn: | _ I
De Uni hi :
b7E Attn: IA
b6 Attn: SSA ]
b7C Det . I
Counterterrorism Attn: CXS/EOPS
ssa | ]
IA |
ITOS 1, ETIU, Team 5
SSA | |
From: Counterterrorism
ITOS1/ETIU/LX1/4S-123
Contact:
Approved By: Bowman Marion E
Drafted By: | dsb
Case ID #: (S) Pending}
(Pending)
Title: (S)
bl
b7A
(- (8) pE
’ UOT T IS IITY b7E
e , - 06
Synopsis: ™ Approves the issuance of an ECPA National »7C
Security Letter (NSL); provides reporting data; and, if '
necessary, transmits the NSL for delivery to the electronic
communications service provider.
o
":z§$<:: Dertwed m : G-3
Decg Si n: X1-25
Reference: (S)
Enclosure(s): {(U) Enclosed for thd | Field Office

(3}-

Case ID {
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---- Working Copy ----

is an original and a copy of a National Security Letter, dated
09/24/2004, addressed td

requesting

the names, addresses, length of service, billing records, and
electronic communication transacticnal records for the e-mail
address holder listed.

Page

bl
b6

BicC

(3

(T

15)

I8¥< This electronic communication documents the Senior
Counsel'’'s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional recoxrds on the
following e-mail address:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to _produce the records
personally to an employee of the IField Office. The
institution should neither send the records through the
mail nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in
any manner.

(U)  The] | Field office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) Any questions regarding the above can be directed to
FBI Liberty Crossing, SSAi nd
os| | Should the institution be
unaple to fuliy comply with this request due to lack of
specificity or should the institution require more detailed

SECR&T NSL VIO-10519
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information to locate such records, thel ]
Office should immediately contact SSAl |or (o)}

for additional information.

LEAD(s) :

[N

=

Set Lead 1: (Action)

O TU

-3 gy ~d
@]

ATl

m .. . . .
b Hand deliver enclosed NSL as indicated above.
Upon recelpt Of reguested records, immediately submit results
to OS FBI LX-1, Counterterrorism Division,

CTD/ITOS1/ETIU, Room 4S5-123.

Set Lead 2: (Action)
GENERAIL COUNSEL
AT WASHINGTON, DC

T S k83 NSLB is requested to record the appropriate
information needed to fulfill the Congressional reperting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRCORISM

AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read
and clear.

Set Lead 4: (Info)
| b2
b7E
AI|

(U) SQUAD IT-1. For information only. Read and

clear.

SEyRET NSL VIO-10520
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Precedence: PRIORITY . Date: 09/23/2004
Do
To: General Counsel b7E Attn: UC
ne6 CTLUL
Counterterrorism »Ie Attn: SSA
T ITOS I/CONUS I/TEAM I
bl ITOS I
b7A CXS
Attn:
From: Counterterrorism o
04 Threat Tagk Force
Contact: GSA (202) 324
Approved By: RBawman Marion B
Drafted By: | :jc
Case ID #: (S) (Pending)

Title: (s)

LT N -

Synopsis:i —%¥§J_ Approves the issuance of an ECPA Naticnal Security
Letter (NSL); provides repcrting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

iUh“.WM,WM::gai: ived F T G-3
De 1 X1

Enclosure(s): (U) Enclosed for the Field Office is an bi
original and a copy of a National Security Letter, dated 09/23/2004, o)
addressed to| | bh7E

bo
’ ’ t [o%:] I ahd o~

electronic communication transactional records for the account holder T
T*a§signed the e-mail addresses specified below.

Details:

IRV NinA)
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b4

‘*;:j&i:This electronic communication documents the National o7
Security~Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL

seeks subscriber/billing records/electronic communication

transactional records on the following e-mail address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls A
to the FBI. The institution should not contact FBIHQ directly in any Di
manner. b7E
bo
(U} The Field Office should remind the institution "7
that it is prohibited from disclosing that the FBI has made this
request.

(I} Anv auestions regarding the above Caq_bp directed to FRTHO

|HF| ) | (202) 324 pr ssa

Should the institution be unable to fully comply with this

Field Office should immediately contact UC or SSA|
for additional information.

request due to lack of specificity or should the 1nst1§u§;gn_xggu;xg_1
more detailed information to locate such réfffff:]the

S

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSI, ae indicated ahove 1Innn

ipt of requested records, notify SS
| to coordinate immediate delivery o records to FBIHQ,
Oourmn

erterrorism Division, CTD/CXS/EOPS, Room 43
SEO@T NSL VIO- 10522
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Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
T COUNTERTERRORISM
AT WASHINGTON, DC
(U) ITOS I/CONUS I/Team I,
ETIU,

ECAU,
Read and Clear.

s=okeT NSL VIO-10523

Page
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Precedence: PRICRITY Date: 09/21/2004
To: General Counsel bl Attn: UC

Z CTLUT
Counterterrorism bIF Attn: SSA I
ITOS I/CONUS IV/TEAM 15

bo

B uq]

D/ CXS7/ECAU

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4944
Contact: SSA)

Approved By: Bowman Marion E

Drafted By: mca

Case ID #: (S) NSL (Pending)
(ij DO ~NWU-LC_1loVoo 7o

Title: (8)

Synopsiéfmgéﬁzé Approves the issuance of an ECPA National Security
Letter (NSEK); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communicaticns service
provider.1

;Qi :

Enclosure(s): (U) Enclosed for the Field Office is an
original and_a copv of a National Securitv Tetter, dated 09/21/2004,
addressed td

|requesting names,

151

addresses, length of service, billing records, and electronic
communication transactional records for the account holder assigned
the e-mail addresses specified below.

(5]

case 1D}

bl

D7
b7k

be

b7C

b4
bh7D
b7A
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(- This electronic communication documents the National

Secufity Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail address:

(8

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification,.

(U) Arrangements should be made with the institution receiving EiE
the encloged letter to produce the records personally toc an employee ~
of the Field Office. The institution should neither L6
send theTreroros trrough the mail, nor utilize the name of the b7C

subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact FBIHQ

directly in any manner.

(U Thel Field Office should remind the
institution that it 1s prohibited from disclosing that the FBI has
made this request.

U) An uestions regarding th ove can be directed to FBIHQ,
uC (202) 324| or Ssa| |

(202) 324 Should the institution be unable to fully comply
with this Tequest due to lack of specificity or should the
institution require more detailed information to locate such records,

the] | Field Office should immediately contact UC[::::::]
or SSA |for additional information.
LEAD (s

Set Lead 1: (Action)
SEGKET NSL VIO-10525
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FIELD OFFICE

AT

o
@'

' Page
5TE

~

2
-
!
6
7
/

(U) Hand deliver enclosed NSL as_jndicated above, Upon

receipt of requested records, notify SSA

(202)

324 to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 49544.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRCRISM
AT ETIU
(U) Read and Clear.
Set Lead 5: (Info)
COUNTERTERRORISM
AT ECAU

(U} Read and Clear.

sgeXeT NSL VIO-10526
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Precedence: IMMEDIATE Date: 09/13/2004
To: General Counsel Attn: UC I
CTLU1
Counterterrorism Attn: ETILL
uc |
S8
Conus _T1T17T bi
SSA b2
b7E
Attn: bhé
b7C
. b7A
From: Counterterrorism res

Electronig Survejllance Operations Unit, Rm 4944

Contact: (202) 324 ]

Approved By:_ Bowman Marion E

Drafted By: | tslg

Case ID #: (8) (Pending)

(W - ool =nNyU=C.0LoUDSo /70

Title: (S
(-

Synopsis: _&~. Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

cuj.m__WMM”;Isk:: ived From :

Declass . X1-25

hl
oz
Enclosure(s): (U) Enclosed for the Office is an Dk
Original and conyv Af o Nardional Seecnvritss Teotrtoxr dated a/13/2004 ne
addressed tora I H7C
requesting names, addresses, length of service, billing records, n7A
and electronic communjcation transactional records for the account fﬁ :
holder assigned to thq Accounts specified ‘?;
below. 07D
Case ID

66F-HQ-C1303375 10307
: SEQQET NSL VIO-10527 ..
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(L

- — T Tional
Securitw Affairs Senior Counsel'’'s approval and certification of the

|3

enclosed NSL. For mandatcry reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on IP address and time stamp specified below:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Naticnal Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel |Fie1d Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly

in any manner.

(U) The Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

1) _Anv onestion arding the _above can be directed to FBIHQ,
SSA i(202) 324 ] should the institution be
unable to fully comply with this request due to lack of specificity
or should the institution require more detailed information to locate
such records, thel |Field Office should immediately contact
ssa| | for additional information.

LEAD (s) :

Set Lead 1: {Action)

ATI I
sgcﬁ@{ NSL VIO-10528
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Hand deliver enclosed NSL_as_indlcaLed_T
ipt of requested records, notify SSA

to coordinate immediate delivery of

Counterterrorism Division,
Set Lead 2: (Action)

GENERAL COUNSEL

CTD/CXS/EOPS, Room 4944.

AT WASHINGTON, DC

(R

f records to FBIHQ,

Page
bove. Upon
(202)324- ole

o7C

“'M“':ﬁ&t NSLU is regquested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
ETUI
{U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
CONUS III
(U) Read and Clear

SE¢<ET NSL VIO-10529

3
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---- Working Copy ---- Page
Precedence: PRIORITY Date: 09/08/2004
To: General Counsel jbl Attn:
' b2 Unity Chief  CTTIN
|  ©E Attn: IA |
Counterterrorism b6 Attn: CXS/EQOPS

b7C SSA | |

ol Attn: ITOS I7ETIU/TEAM 1

b7A SSA

From: Counterterrorism
CXS/Electronic Communications Analysis Unit/Room 4343
Contact : (202) 3241

Approved By: _Bowman Maxrion E

Drafted By: | Ljh

Case ID #: (8) (Pending)
(s)| [(Pending)

HH“Titler”:)Si: INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD
IT - OTHER/GLOBAL

(s)

-

Synopsié?»:ﬁﬁ&: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

iUJ_M”wwﬁ_wwwjkgi Der;§§2>%;§;1 3
Decl 1 On: X1

™~

Enclosure(s): (U) Enclosed for the [Field Office
is an original and a copy of a National Security Letter,
dated 09/08/2004,
5 I

A 1

L ’ ; ’ g
records, and electronic communication transactional records

for the email address holder listed.

Case 1D

o

OLJ\.J\?.L

1

bl
b2
b7E
b6
b7l
b7A
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This electronic communication documents the Senior
Coungel'’'s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on the
following email address:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of the| |Field Office.
The institution should neither send the records through the
mail nor utilize the name of the subject or any identifying information
related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

b2
(U} The Field Office should remind the L7E
electronic communications provider that it is prohibited from -
disclosing that the FBI has made this regquest. bo
b7C

(U) Any guestions regarding the above can be directed to
FBIHQ, SSA (202) 324 Jor 1a] |
(202) 324 | Should the institution be unable to fully
comply with this request due to lack of specificity or should

the institution reguire more detailed information to locate
such records, thel |Field Office should
immediately contact SSA| |or IA| | for additional
information.

SEQ{ET NSL VIO-10531
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LEAD(sS) :
Set Lead 1: (Action)
GENERAL COUNSEL
(UT.‘ AT WASHINGTON, DC
. 22§6 NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read
and clear.

Set Lead 3: (Info)
COUNTERTERRCRISM
AT ITOS I/ETIU/TEAM 1

(U) For information only. Read and clear.

Set Lead 4: (Action)
AT .
(U) Hand deliver enclosed NSL as indicated above. b7E
Upcn receipt of requested records, immediately submit results b6
to Ij | FBIHQ, Counterterrorism Division, h7C

CTD/CXS/ECAU, Room 4343.

SECI!{E:T NSL VIO-10532
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Precedence: IMMEDIATE Date: 08/30/2004

To: General Counsel Attn: UCl
CTLUL1

Attn: ETIII
uc|
SsA|

Counterterrorism

@]

ooo
Iy~ )

-
A

C_)-

Conug 11l
SSA |

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4944
Contact: | | (202) 324{::::]

Approved By: Bowman Marion E

Drafted By: | l:slg
Case ID #: (S ] (Pending)
W e e BT BBF-HY-CI303375
Title: (S)
i

Synopsis: ‘&Q Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

cljju"w““"“:D§k:: Derived\from : G-3

Declas y On: X1-25

Enclosure(s): (U) Enclosed for thel | Field Office is an
original and _a conv of a4 Natiocnal Securitv Iletter. dated 8/30/2004

ressed to
[ffij requesting names, addresses, length of service, billing records,
and electronic communigcation transactjonal records for the account
holder assigned to the E-Mail Accocunts specified
Esjbglow.
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- 3R] This electronic communication documents the National s
Security Affairs Senior Counsel’s approval and certification of the 97
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 02
seeks subscriber/billing records/electronic communication p7E
isjtransactional records on IP address and time stamp specified below: na
- 7D
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

{U) Arrangements should be made with the institution receiving )
the enclosed letter to produce the records personally to an employee b2
of thel [Field Office. The institution should neither send B7E
the records through the mail, nor utilize the name of the subject or b6
any identifying information related to the subject in any telephone H70

calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) Thel IField Office should remind the institution

that it is prohibited from disclosing that the FBI has made this
regquest.

(1) _Anv cuestions regarding the abgue can he directed tn FRTHO
[ (202) 324- or SSA |
| | Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution require
more detailed information to locate suchxrecards. thel
Field Office ahonnld 3 mediately contact IWI

for additiconal information.

LEAD(s) :

Set Lead 1: (Action)

SEQ)<ET NSL VIO-10534
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AT WASHINGTON, DC

(U) Hand deliver enclosed NSL as indicated above. Upon
ipt of requested records, notify SSA| |
Effffjor (202) 324 | to coordinate immediate 06
delivery of records to FBIHQ, Counterterrorism Division, Vﬁ
CTD/CXS/EOPS, Room 4944. p7C

Set Lead 2: (Action)
GENERAL COUNSEL
e AT WASHINGTON, DC
\%x:?gi NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
. ETUI
(U} Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
CONUS III

{(U) Read and Clear

SEQKET  NSL VIO-10535
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---- Working Copy ---- Page
Precedence: PRIORITY b1 Date: 08/19/2004
To: General Counsel '3? Attn: UC| |
biE CTLUL
Counterterrorism e Attn: SSA | |
s ITOS I/CONUS 1/TEAM 3
ETIU
Attn:

From: Counterterrorism
Electronic Suxveillance Operations Unit, Rm 4844
Contact: SSA (202) 324/

Approved By: Bowman Marion E

Drafted By: I mca

Case 1D #: (S) (Pending}
Qo e &Y 66 Frg—cTTUTTTD

Title: (8)
i

Synopsié&““}E{i Approves the issuance of an ECPA Natioconal Security
Letter (NSL); provides repcrting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

.

fSE - ‘::?gii Derivgy From : G-3

Declfss\fy On: X1

Enclosure(s): (U) Enclosed for ths Field Office is an

original and_a co of a National Security Letter, dated 08/1%/2004,
addressed to

[requestlng nameg, addresses, length of service, pbilling

(o

Tecords, and electronic communication transactional records for the
account holder assigned the email account specified below.

SECRT NSL VIO-10536

1
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e

(51 |

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving

the englosed letter to produce the records personally to an employee

of the Field Office. The institution should neither send

the records through the mail, nor utilize the name of the subject or

any identifying information related to the subject in any telephone

calls to the FBI. The institution should not contact FBIHQ directly

in any manner.

{(U) Thel |Field Office should remind the institution
that it is prohibite Trom disclosing that the FBI has made this

request.

(I Anv guestions regarding the above can he directed ta FRTHO

uc [(202) 324 Jor ssa

(202) 324 | Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such

[ffffffj, the | | Field Office should immediately contact UC

or SSE] |for additional information.

SEBQ: NSL VIO-10537
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LEAD(s) :

Set Lead 1: (Action) b2

’ bR
b6
b7C

AT WASHINGTON, DC

(U) Hand deliver enclosed NSL as indicated ahave

receipt of requested records, notify SSA
(202) 324[:::%]to coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/EQOPS, Room 4944.
Set Lead 2: (Action)
GENERAL COUNSEL
(oo AT WASHINGTON, DC
o NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRCORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SEC)<ET NSL VIO-10538
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Precedence: PRIORITY Date: 08/12/2004
To: General Counsel bz -Attn:
P7E Unit Chief, CTLUl
bé Attn:l |
Counterterrorism p7C Attn K
: ssa | |
From: Counterterrorism

CXS/Electronic Communications Analysis Unit/Room 4343

Contact: | |(202) 324 ]

Approved By:_ Curran John F

}.._.\

Drafted By: jh

(Pending)
Pending)

]

Case ID #: (8
- g

Title: >{

(s)

oo oo

~J =IO

Mt
F

INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FRBI HEADQUARTERS
IT - OTHER/GLOBAL

o
Synopsis':i.:)élr Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(7
é&( Derivedl r02 f 5;3
151 s
S

Enclosure(s) : (U) Enclosed for thd Field Office is
an original and a copy of a National Security Letter, dated
8/11/2n0d4  =A3Adrecged +nl

Eequesting

the names, addresses, length of service, billing records, means
and source of payment for any services and electronic
communication transactional records for the IP address holder(s)
listed.
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'm“-]E&:This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic

communication transactional records on the following IP addresses’

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP address at the date and times
specified below:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
recelving the enclosed letter to produce the records personally
to an employee of the| Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephcne calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The' |Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U i regarding the above can be directed to
FBII (202) 324l;|or IA (202)
324 Should the institution be unable to fully comply with

this request due to lack of specificity or should the institution

require more detailed information to locate such records, the
|Field Office should immediately contact SSA |or
IA] ] for additional information.

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

SECKKT NSL VIO-10540
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w o
'““:JS§::NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS8/EOPS/Team 2. For information only. Read and
clear.

Set Lead 3: (Action)
WASHINGTON
AT WASHINGTON, DC

(U} Hand deliver enclosed NSL as indicated above.
Upon_receipt of requested records, immediately submit results to

| |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU,
Room 4343.

b6

b7C

SECKET NSL VIO-10541



SEQ&ET

--~- Working Copy ---- Page 1
Precedence: PRIORITY bl Date: 08/11/2004

b6
To: General Counsel »7¢ Attn: I

b2 Unity Chief, CTLUl

.o, ~Attn: IA |

Counterterrorism ;b/LJ Attn: CXS/EOPS
bIA _Ssa | |

From: Counterterrorism
CXS/Electyonic Communications Analysis Unit/Room 4343

Contact: (202) 324

Approved By: Curran John F

Drafted By:l ljh
Case ID #: (S) 3 {Pending)
(S) (Pending)
wmo
Title: ) INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS
IT - OTHER/GLOBAL
(s)
iy

Synopsis:“"EBi: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

U e mszq: Deriva From : G-3
i53‘3 Declgést On: X1

b

Enclosure(s): (U) Enclosed for the| |Field Office is
F SN \ PN PPN B T T N - SV Aot ol

an original and a copy
8/11/2004., addressed t |

e
A

o

bamny
(>

Kl

oy =]

e oNe)

)

~] -]

| requesting the names, addresses, length of service,
billing records, and electronic communication transactional
records for the email address holder listed.

Case ID

WV
SEPRET NSL VIO-10542 T%
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Details: (8)

-

- This electronic communication documents the Senior
Counsel s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following email
address:

igj._.

(U) On 10/17/2003, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

{(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the |Field Office. The

institution should neither send the records through the mail nor b2
utilize the name of the subject or any identifying information 7
related to the subject in any telephone calls to the FBI. The b6

institution should not contact FBIHQ directly in any manner.

(U) The| |[Field Office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) Any questions regarding the aboye can be directed
to FBIHQ, SSA (202) 324 !Or IA
(202) 324 ou e institution be unable to fully comply

with this Tegquest due to lack of specificity or should the
institution require more detailed information to locate such
records, thel |Field Office should immediately

contact SSH |or IA[:::::::]for additional information,

LEAD(s) :
Set Lead 1: ({(Action)
GENERAL COUNSEL
AT WASHINGTON, DC

m- . . . .
W ‘”:jsi: NSLB is requested to record the appropriate

SESET NSL VIO-10543
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information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and

clear.

Set Lead 3: (Action) b2
b7E
bo
bi7C

AT

(U) Hand deliver enclosed NSL as indicated above.
Upon receipt of requested records, immediately submit results to
IA| IFBIHQ, Counterterrorism Division, CTD/CXS/ECAU,

Room 4343.

seoker NSL VIO-10544
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---- Working “Copy ---- Page 1
Precedence: PRIORITY Date: 08/10/2004
To: General Counsel Attn:
Unicy Chier, CULUL
I | Attn: | |
Counterterrorism Attn: CXS/ECPS
SSA -
b2
From: Counterterrorism b7E
CXS/Electronic Communications Analysis Unit/Room 4343 b6
Contact:l “202) 324 B0
_____ TR
Approved By: _Curran .John F :\,/n
Drafted By:| kinh
Case ID #: (S {(Pending)
(s (Pending)

Titiéi“::ﬂi[ INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS
IT - OTHER/GLOBAL

(S)

o

Synopsis: I8 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

j IUT%"~:3§§:: Deriv From : G-3

Declags\fy On: X1

| bl
Y% T o

Enclosure(s): (U) Enclosed for the Field Office is an e

original and a copy of a National Securitv Tetter. dated b6

8/04/2004, addressed tol _ | b7C
| [Tequesting the b7A

names, addresses, length of service, billing records, and
electronic communication transactional records for the email
address holder listed.

Details: (S




W

=

SEdXQE |
---- Working TCopy ---- Page

" TSY  This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the ernclosed NSL seeks electronic
communication transactional recoxds on the following email
address:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| |Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| |Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this reguest.

(U) Any guestions regarding the above gepe—tba dixaokad to
FBIHQ, $51 |(202) 324 Jor 1A (202)
3241 Should the institution be unable to fully comply with
this request due to lack of specificity or should the institution
reguire more detailed information to locate such records, the
| |Field Office should immediately contact SSA[::::::]or
IA | |for additional information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL

e AT WASHINGTON, DC

- IsyC NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

SESKET NSL VIO-10546

b2
b7E

bo
b7C



S!;%{ET
---- Working Copy ---- Page

requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and
clear.

Set Lead 3: (Action)

AT | |

(U} Hand deliver enclosed NSL as indicated above.
Upon receipt of requested records, immediately submit results to
Id |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU,
Room 4343,

SE&@T NSL VIO-10547
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Precedence: PRIORITY Date: 08/10/2004
b2
To: General Counsel LE Attn:l
P-“ Unity Chief, CTLU1
| | oo Attn: I |
Counterterrorism bi7C Attn: CXS/EQPS

ssa | |

From: Counterterrorism
CXS/Blectronic Communications Analysis Unit/Room 4343
Contact: | [(202) 324

Approved By:_Curran Johp F

bl
Drafted By: | [:3h 'b6
o)

Case ID #: (S) (Pending) _
(S) {(Pending) b/A-

e
Title: < INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS

IT - OTHER/GLOBAL

(s

(-
Synopsis: '&Q Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, 1if necessary, transmits
the NSL for delivery to the electronic communications sexvice
provider.

(1) EEEEU Deriwv From : G-3
:j§i: Decl;iggg; On: X1

ol
X0 b2
Enclosure(s) : (U) Enclosed for the [Field Office is 2
an original and a copy j De
8/04/2004, addressed toi I b7C

' | 672

|requesting the names, addresses, length of service,

billing records, and electronic communication transactional
records for the email address holder listed.

Case ID

(5

SEET NSL VIO- 10648
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---- Working\Copy ---- Page 2
, \
Details; (S)
bl
oY
j“'“";;§{\ This electronic communication documents the Senior b7C

Counsel’s approval and certification of the enclosed NSL. F&I~
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following email
address:

5

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the]| |Field Office. The fé
institution should neither send the records through the mail nor o7E
utilize the name of the subject or any identifying information 06
related to the subject in any telephone calls to the FBI. The w70

institution should not contact FBIHQ directly in any manner.

(U) The| Field Office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) Any guestions regarding the above can be directed to

FBIHQ, SsA| (202) 324l;|or 1A (202)
324 Should the institution be unable to fully comply with
this request due to lack of specificity or should the institution

regquire more detailed information to locate such records, the
| | Field Office should immediately contact SSA[:::::]or

IAl |for additional information.

LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL

SENRET NSL VIO-10549
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{m . AT WASHINGTON, DC

 W;:$§z; NSLB is requested to record the appropriate
information rmeeded to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) CXS/EOPS/Team 27 For information only. Read and

clear.

Set Lead 3: (Action) b2
biE
bo

AT bIC

(U) Hand deliver enclosed NSL as indicated above.
Upon receipt of requested reccrds, immediately submit results to
IN |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU,
Room 4343.

SECR)éT NSL VIO-10550
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Precedence: PRIORITY Date: 08/09/2004

To: General Counsel Attn:

Unity Chief, CTLUl
| | Attn: |
Countertexrrorism Attn: CXS/EQPRS
SSA |

bl

From: Counterterrorism b2
CXS/Electroni ' ions Analysis Unit/Room 4343 4,7

Contact : (202) 324 hy

}

Approvéd By: Curran Johpn F b7C
b7A

Drafted By: :jh

Case ID #: (S) (Pending)
(S) [Pending)

m-
) Titléé“:>§i INTERNATIONAL TARGETS AND INTELLIGENCE

RESPONSE TO LEADS FROM FBI HEADQUARTERS
IT - OTHER/GLOBAL

(8)
{m .

Synopsisi”;j}ﬁ: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

o ved E : G-3
M M X1

Enclosure(s): (U) Enclcosed for thel |Field Office is bl
an original and a copy ff—a—llabdanal oo Lo Do o [}t
8/09/2004, addressed to B7E
| [ requesting the S
names, addresses, length of service, billing records, means and bQ
source of payment for any services and electronic communication o
transactional records for the IP address holder(s) listed. bTh

Details: (8

Case 1D

SEG'QET NSC VIO-10551
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This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP addresses
requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP addresses at the dates and timesg

specified below:

(81

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangments should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of thel |Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the foY
subject in any telephone calls to the FBI. The institution b7E
should not contact FBIHQ directly in any manner. 06

(U) The| |Field Office should remind the electronic L7C
communications provider that it is prohibited from disclosing
that the FBI has made this request.

: (U) Any guestions regarding gbove can be directed to
FBIHQ, SSA] | (202) 324+ lor IA]| (202)
24{ | Should the institution be unable to [ully comply with
this request due to lack of specificity or should the institution
re detailed information to locate such records, the
| I Field Office should immediately contact SSA [::::::br
IA| |for additional information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
e AT WASHINGTON, DC

Mw”"m;g§L§:§SLB is reguested to record the appropriate
information negde o fulfill the Congressional reporting

requirements for NSLs.
SECKET NSL VIO-10552
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Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) CXS/BEOPS/Team 2. For information only. Read and

clear.
Set Lead 3: (Action) B2
| | b7E
bo
AT | h7C

(U) Hand deliver enclosed NSL as indicated above.
Upon receipt of requested records, immediately submit results to
IA |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU,

Room 4343,

SE#EET NSL VIO-10553
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Precedence: PRIORITY 2 Date: 08/09/2004
78
To: Generxal Counsel b6 Attn: | |
- Unity Chief, CTLUL
DIC Attn: | |
Counterterrorism Attn: CXS{EOPS |
SSA

From: Counterterrorism
CXS/Electronic Communications Analysis UnitiRoom 4343

Contact: (202) 324
Approved By: _Curran Johr F ——
bl
Drafted By:l Ljh né
Case ID #: (S) (Pending) .?i%
mo. (s) [[Pending) Dia

Title: BS% INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS
IT - OTHER/GLOBAL

o (s)

Synopsis:”“:ﬁii Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(T ived . G-3
:}£Q: ::BZ§i§§§§§§fS£Z X1

Enclosure(s): (U) Enclosed for the[:::::::]Field QOffice is an
original and a copy of a National Security Letter, dated

8/09/2004, addressed tol | bz
| [ requesting the names, b7k
addresses, length of service, billing records, means and source [e)2
of payment for any services and electronic communication b7C
transactional records for the IP address holder(s) listed. b1
Details: (s)] | DA

SESQl NSL VIO-1055
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Y — This electronic communication documents the Senior
Counsél’s approval and certification of the enclosed NSL. For bl

mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP addresses
requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP addresses at the dates and times
specified below:

(3] 1

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangments should be made with the institution
receiving the enclosef Efffff to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the b

subject in any telephone calls to the FBI. The institution O7E
should not contact FBIHQ directly in any manner.

(u) The[:::::::]Field Office should remind the electronic o7C
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) An uestions regarding the above can be directed to
FBIHQ, SsAl J(202) 324 Jor 1a] [(202)

324[ ] Should the institution be unable To fully comply with
this request due to lack of specificity or should the institution

regquire more detailed information to locate such records, the
Field Office should immediately contact SSA:|or IA
| for additional information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
m““nu AT WASHINGTON, DC
‘\“':¥S¥: NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

SESRET NSL VIO-10555
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Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and

clear.
Set Lead 3: (Action) b2
— =
b6
AT b7C

(U) Hand deliver enclosed NSL as indicated above.
Upon_receipt of requested records, immediately submit results to
IA| IFBIHQ, Counterterrorism Division, CTD/CXS/ECAU,

Room 4343.

SECRET NSL VIO-10556
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Precedence: IMMEDIATE Date: 08/04/2004
To: General Counsel Attn:
IInit+ s o Ff lahua X}
Attn: B2
Counterterrorism Attn: ITOS 1/CONUS 1/Team 3 nTE
ssh =
SSA B7C
From: Counterterrorism
CXS/Electronic Communications Analysgie—liais/Room 4343
Contact: 202) 324
Approved By: Bowman Marion E
Drafted By: :su
Case ID #: (S (Pending) b;
(S ending) b7A
m-o. Do
Titlé?*:}&i INTERNATIONAL TARGETS AND INTELLIGENCE L7C
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD '
IT - OTHER/GLOBAL
(8)
() -

Synopsié#.
Letter (NST) ;

provider.

Approves the issuance of an ECPA National Security
rovides reporting data; and,
the NSL for delivery to the electronic communications service

if necessary, transmits

in“NMWWMMiEXi \tgz§%§§§§§§?2;; §i3

(3]
ps e

Enclosure (s) :
original and a copy of

(U) Enclosed for the
National

sSecurity letrter

d

8/04/2004, addressed to

l

I |requesting the names, addresses, length of
service, billing records, and electronic communication

Field Office is an

ted

iéfansactional records for the IP address holder listed.

N N
K

oo e T
t=

-1 o
l’-‘l
3

SECKRET  NSL VIO-10557
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Details: (S

(8

(U) O TU7T772003, thne vIrecrtor ueorgrared the official signing
the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the[:;;:::]ﬁield Office. The institution should neither send the
records Tough the mail nor utilize the name of the subject or any
identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The, Field Office should remind the electronic
communications provider that it is prchibited from disclosing that
the FBI has made this request.

ssa| [(202) 324 lor IA| | (202) 324

Should the institution be unable to fully comply with this request
due to lack of specificity or should the instituts ire more
detailed information to locate such records, thei ield Office

should immediately contact SSA[::::::]or IA[___ Jfor additional

information.

(U) Any guestions regarding the above can be directed tt:fﬁffﬁ,

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
{u)-.
NSLB is requested to record the appropriate

information needed to fulfill the Coggressional regorting
SEGRRT NSL VIO-10558

2

b2
b7E
b6
b

bl
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requirements for NSLs.

Set Lead 2: (Action)

AT

Page

IS
[ N

»IE
bo

e 7Y
oic

immediately submit results to IA

{(U) Hand deliver enclosed NSL as indicated above. Uﬁon

receipt of requested records,

[:::::::::]FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room

AT ITOS I/CONUS I/TEAM 3

(U) For information conly.

Read and clear.

For information only. Read and

Set Lead 3: (Info)
COUNTERTERRORISM -
Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) CXS/EOPS/Team 2.
clear.

sEQKET NSL VIO-10559

3
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Precedence: IMMEDIATE Date: 08/04/2004
To: General Counsel b1 Attn:

b,\ Unit Chief; CTLU1l

= Attn: JTTF
Counterterrorism D/E Attn: ITOS I/CONUS I/Team 3

bo SSA | |

b7 CXS/EQPS

bR ssA | |
From: Counterterrorism

CXS/Electxonic ni jons Analysis Unit/Room 4343
. Contact: (202) 324 ]

Approved By Bowman Marion E

Drafted By: | Fih

Case ID #: (S)| (Pending)
o ()] ending)

Title: ~[®C INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD
IT - OTHER/GLOBAL

(8)
(-

Synopsis:”;}gi: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

| - : - -
I:E:'vaH M b1

x| ©2

b7E
Enclosure(s): (U) Enclosed for the Field Office is an b6
original and a copy of a National Security Letter, dated B0
8/04/2004, addressed tol | b7{

N

| [requesting the names,
addresses, length of service, billing records, and electronic
communication transactional records for the email address holder
listed.

Case ID*:




SEQépT
---- Working Copy ---- Page

Details: (S)

e

»»»»» - B8 This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following email
address:

() -

(U)y On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangementsg should be made with the institution Dé
receiving the encloseﬁ[ififfj to produce the records persocnally eTe
to an employee of the Field Office. The institution SO
should neither send the records through the mail nor utilize the Do
name of the subject or any identifying information related to the b7E

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The[::::::]Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U)Aan_ggggL;gﬂ____gTrdlng the can be directed to
FBIHQ, {202) 3244???%3 Should the
institution be unable to fully comply with this request due to
lack of specificity or should the institution require more
detailed information to locate such records, thel| |Field

QCffice should immediately contact IA |for additional
information.

LEAD (s) :
Set Lead 1: (Action)

- GENERAL COUNSEL

AT WASHINGTON, DC

NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

SESKET NSL VIO-10561

bl

b4

7D
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requirements for NSLs.

Set Lead 2: (Action) o2
b7E

[ 1 b6
AT|_ b7
{(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, immediately submit results to IA
|__L_| FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/TEAM 3

(U) For information only. Read and clear.

Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U} CXS/EOPS/Team 2. For information only. Read and
clear.

sEQKET  NSL VIO-10562
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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 08/04/2004
To: General Counsel Attn:
Counterterrorism Attn: S 1/CONUS I/Team 3
ssa |
CXS/EQPS
SSAI |

From: Counterterrorism
CXS/Electronic Communications Analysis Unit/Room 4343 ,
Contact: | | (202) 324 ] bl

e

Approved By: Bowman Maxion E . b7E
bo
»TC

Drafted By:| |:ih b7A

Case ID #: (S) | |(Pending)

‘ (S)| ending)

Title: . INTERNATIONAL TARGETS AND INTELLIGENCE

LA RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD

IT - QTHER/GLOBAL

(-

Synopsisiggjsi: Approves the issuance of an ECPA National Security
Letter (NSL); pProvides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

:9%:: Deriv From : -3 .
igh Decl ssNy On: X bl

b2
(Fd ) b7E
Enclosure(s): (U) Enclosed for the[::::::]F&eld Office is an f;

original and a copy of a National Security Letter, dated August ~l
5, 2004, addressed to | bT7A

[ requesting the names, addresses, length of service,

billing records, and electronic communication transactional
records for the IP address holder listed.




SE
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_Datadlc. =R

M o~ Th1s electronic commuliication documelnts Lhe senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP address
requesting names, addresses, length of service, billing records, and
electronic communication transactional records for the account
holder assigned the IP address at the date and times specified
below. :

(8]

(U) On 10/17/2003, the Director designated the cfficial signing
the enclosed letter as authorized to make the reguired
certification.

(U) Arrangements should be made with the institution receiving
the enclo letter to produce the records personally to an employee
of thei |Fie1d Office. The institution should neither
send the records through the mail nor utilize the name of the
subject or any identifying information related to the subject in any

telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U} The| |Field Office should remind the electronic
communications provider that it is prohibited from disclosing that
the FBI has made this request.

(I _Anv guestions regarding the above can be directed to FBIHQ,
1A | |(202) 324{::::§ Should the institution be unable
to fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to locate
such records, the[ | Field Office should immediately contact IA

[:::::::] for additional information.

LEAD(s)

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

1) NSLB is reguested to record the appropriate
>< SEXQET
NSL VIO-10564

P L

’b_
b7E
b6
bIC



SEX&ET

-~--- Working Copy ---- Page
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info) "o
b7E
AT
(U) For information only. Read and clear.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) CXS/EOPS/Team 2. For information only. Read and
clear.
Set Lead 4: (Action) b2
b7E
013
AT B7C
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to IA
| FBIHQ, Counterterrorism Division, CTD/CXS Room 4343,

SEX*ET NSL VIO-10565

3
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Precedence: IMMEDIATE Date: 08/04/2004

To: General Counsel Attn:

Unity Chief, CTLUL
Attn: JTTFE
Counterterrorism Attn: CXS/EQPS
ssa | |

bl

]

From: Counterterrorism
CXS/Electronic Communications Analysis Unit/Room 4343 O«
Contact: (202) 3241 | b7E

hé
Approved By: Bowman Marion E K70
biA
Drafted By: | kth
Case ID #: (8) (Pending)
(8) (Pending)
W
Title: " [3¥ INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS
IT - OTHER/GLOBAL
(S)
iy
SynoPSiEE“» Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider,
iUJHMHNMM“”:>§; bl
( Derived om : G-3 b2
De gsT On: X1 BTE
Reference: (S) b6
b7C
Adminigstrative: (U) b7A
Enclosure(s) : (U} Enclosed for the Field Office is

an original and a copy ¢ ational
olnoalnnna addacooanasd &
requesting the names,

addresses, length or service, billling records, and electronic
communication transactional records for the IP address holder(s)




SECARET

~---- Working Copy ---- Page

listed.

Details: (8)

i . . . . . .
~ 38 This electronic communication documents the Senior

Counsel'’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following IP addresses
requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP address at the date and times
specified below:

(5|

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangments should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the IField Office. The institution b2
should neither send theé recor rough the mail nor utilize the bhIE
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution bef‘
should not contact FBIHQ directly in any manner. b

(U) The | Field office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) Any guestions regarding tgf:above can be directed to
e

FBIHQ, SSA | | (202) 322- or IA| (202)
324 Should the institution unable To Tully comply with
this est due to lack of specificity oxr should the institution
SECKET NSL VIO-10567

2



SECRET

---- Working Copy ---- Page
recuire maore detailed information to locate such records, the b2
Field Office should immediately contact SSA or DTE
IA for additional informaticn. h6
b7C
LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL

oL AT WASHINGTON, DC

v“““IE(: NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action) B2
n7E
el

‘AT np7C

(U) Hand deliver enclosed NSL as indicated above.
Upon receipt of requested records, immediately submit results to
IA FBIHQ, Counterterrorism Division, CTD/CXS/ECAU,
Room 4343.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and
clear.

SE¥\ET NSL VIO-10568
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Precedence: PRIORITY Date: 08/03/2004
To: General Counsel Attn: UC
CTLUl

Counterterrorism Attn: SSA
IToé'T7Tfﬁﬁﬁ§'fv7ﬁiﬁﬁ% 15

uc

IT%§_ﬂ r—-J

uc |

CxX

Attn: SSA |

From: Counterterrorism h?
Electronic SuTLeiJJ.a.u.cm.er_a.Lilons Unit, Rm 4363 h7E
Contact: SSA (202) 324 =

L1
Approved By: _Bowman Marion E b7C
bTA

bl

Drafted By: }mca

Case ID §#: (S)l (Pending)
R w GO -NJ-CI3U3375

Title: (s)
..

Synopsisi - & Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

W . ‘
R - 2] Derived om : G-3
[8) : .
; Declass On: X1

D7E
_ . ) o1
Enclosure (s) : (U) Enclosed for the| |Field Office is an H7C
original and a copy of a National Security Letter, dated 08/03/2004, -
addyroccoad 4+ I I b]A

Fequesting names, addresses, length
OI servaice, billing records, and electronic communication
transactional records for the account holder assigned the e-mail
addresses specified below.

oo -~HUY-UL3US53 /0 S0203

SE&\ET NSL VIO-10569




SEGRET
NF

--~- Working Copy ---- Page

Details: (8&//NF}

(/7 /0C  NFE) |

m o

i

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail address:

r "

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. v

(U) Arrangements should be made with the institution receiving
the en le to produce the records personally to an employee
of thei |Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any

telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U) The |Field Office should remind the
institution that it is prohibited from disclosing that the FBI has
made this request.

(U) Anv guestions regarding the above can be directed to FBIHQ,

uc (202) 324{ or SSA |
(2027 327{_ | ShouIld the institUtion be unable to fully comply

with this request due to lack of specificity or should the
institution require more detailed inS%fmation to locate such

SEQRET NSL VIO-10570

o)
s

oo o
3
-

NG NEIE N
3

oo

(]

o



-

NF
---- Working Copy ---- Page
records, the kield ffice should immediately contact
uc| | or SSA for additional information.
LEAD (8) :
jofs}
Set Lead 1: {Action) 570
| | FIELD OFFICE oz
ok
AT |
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify S§ (202)
324 to coordinate immediate delivery of records to FRIHQ,

- Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is reguested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM

AT

(U} Read and Clear.
Set Lead 5: {Info)

COUNTERTERRORISM

AT

{U) Read and Clear.

SE&ET NSL VIO-10571
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Precedence: PRIORITY Date: 08/03/2004
To: General Counsel Attn: UC
CTLL
Counterterrorism Attn: SSA

bl ITOS T/CONUS T/TEAM 1

b7A ud

o UCLF""""T“J

pIE fal'ds]

o6 Attn: |

07C SSA] |

From: Counterterrorism
Electronic Surpveillance Opergtions Unit, Em 4%63

Contact: 8SA (202) 324

Approved By; Rowman Marion B

Drafted By: | mca

Case ID #: (S Pending)

- L ORI =0OU=-LV1iIoVD0 70

Title: (S)
)

Synopéiéf"~j£( Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.1 bl

U)o . M Derj.\O;ié{Ofﬂ ) G-3 ;[)2
1@y Declagdify On: X1 o7E

L o
Eﬂ( p7C
oA

Enclosure(s): (U) Enclosed for th4 | Field Office is an
original and_a copy of a National Becurity lLetter, dated 08/03/2004,

2ddrcccad 4l

requesting names,
addresses, length of service, billing records, and electronic
communication transactional records associated with the following IP

|e R o alllmll ¥ LW Sl Wi S L U i I 1Y S ) 2.0 20 D

SECRET ST VIO-T0577,




SEOk%T
NF

--~~ Working Copy ---- Page 2
address.
Details. (S //NEY
bl
b4
b7D

iShw“

moo . : : ) X
" P8] This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the above IP address.

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required

certification.
(U} Arrangements should be made with the institution receiving ,bg
the enclosed letter to produce the records personally to an b7E
1 of the bo
Field Office. The institution should neither send p7C

the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The| Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

U) An uestions regarding the above can_be directed to FBIHQ,
uc (202) 324{___ Jor ssa] |
(202) 324 Shou the institution be unable to fully comply

with this request due to lack of specificity or should the
institution require more detailed information to locate such

records, the| | Field Office should immediately contact
UC[::::t:]or SSA| | for additicnal information.
LEAD (s) :

sga@ NSL VIO-10573
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Set Lead 1: (Action)
[ |rF1ELD OFFICE ,
b2
a1 b7E
. L bo
(U) Hand deliver enclosed NSL ga indicatred abave. Upon‘b7(1

324 to coordinate immediate delivery of records to FBIHQ,
Counterterrcorism Division, CTD/CXS/EOPS, Room 4363.

reciiffgff requested records, notify SSA (202)
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 1
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT

(U) Read and Clear.

o
3]

Set Lead 5: (Info)

COUNTERTERRORISM

AT

(U) Read and Clear.

SEGMET NSL VIO-10574
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Precedence: IMMEDIATE Date: 08/03/2004

To: General Counsel Attn:l

Unit Chietf, CTLUL
Attn: JTTF

Counterterrorism Attn: CXS/EOPS

SsA | | bl

]

From: Counterterrorism ?ir
CXS/Electronic munjcations Analysis Unit/Room 4343 D/Lo

Contact: | (202) 324 | b6
. b7C
Approved By: Bowman Marion E A
& L

Drafted By: | L j1E

Case ID #: (S) (Pending)
(S) Pending)

e
Title: - 3&) INTERNATIONAL TARGETS AND INTELLIGENCE

RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD
IT - OTHER/GLOBAL

(8)

(.

Synopsis: }E{ Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.
S (% I:U:I ~ Dert rom. -+ =
i j'<n De y_ Oz )
0) D2
‘ . DTE
Enclosure (s) : (U) Enclosed for the[::::::]Fleld Office is an Dé
original and a copy of Wwdated e
8/03/2004, addressed to I
| b7A

| Irequesting the names, addresses, length of
service, billing records, and electronic communication
transactional records for the IP address holder listed.

Details: (S)

SEXET NS VIO-10575
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---- Working Copy ---- Page 2

bi
b6
pic

This electronic commuilicatiolnl documents Che Senior

Counsel ‘s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electreonic
communication transactional records on the following IP address
requesting names, addresses, length of service, billing records, and
electronic communication transactional records for the account
holder assigned the IP address at the date and times specified
below. :

(8 [

(U) On 10/17/2003, the Director designated the official signing
the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution receiving

the enclosed letter to produce the records personally to an employee b2
of the Field Office. The institution should neither send the -
records through the mail nor utilize the name of the subject or any jbi”
identifying information related to the subject in any telephone bo

calls to the FBI. The institution should not contact FBIHQ directly b7C
in any manner.

(U) The[:::::]Field Office should remind the electronic
communications provider that it is prohibited from disclosing that
the FBI has made this request.

(D Anv guestions regarding the above can be directed to_ FBIHQ,
ssa| [(202) 324i [or 1A l(202) 324

Should the institution be unable to fully comply with this request
due to lack of specificity or should the institution reguire more
detailed information to locate such reccords, the Field Office
should immediately contact SSA[___ ]or IA| [for additional
information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
- ! AT WASHINGTON, DC
B NSLB is requested tc record the appropriate

information needed to fulfill the Congressional reporting
SECRET NSL VIO-10576



SECRET
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requirements for NSLs.
b2
Set Lead 2: (Action) . p7E
| | o6
pIC
AT
(U) Hand deliver enclosed NSL as indicated abov on

receipt of requested records, immediately submit results to IA
[:::::f:::]FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and
clear.

SE&T NSL VIO-10577

3



).

ey
(

LT -

SECRET |

---- Working Copy ---- Page 1

Precedence: IMMEDIATE Date: 08/03/2004

To: General Counsel Attn: | |
Unit Chief, CTLU1

Attn:
COUNLErCEXroOri1sm Attn: XS/EQ
SSA

From: Counterterrorism bl
CXS/Electronic Communications Analysis Unir/Room 4343 n2
Contact: (202) 324 W

Approved By: Bowman Marion E .b6
"""" b7C
b7A

Drafted By: | bilf

Case ID #: (S) (Pending)
(8) Pending)

Titleg”“wggi INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FRCM FBI HEADQUARTERS/FIELD
IT - OTHER/GLOBAL

(S)

Synopsis: - I$x Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

)“ww-:ﬁﬂi Deri rom—" G-3

Decl Ty ~ X1

o
—

<1 RO
=3

Enclosure(s): (U) Enclosed for the Field Office is

T oow
N

] = 2
B

P,
o

an original and a copy ff a Natjopnal Security Letter, dated
8/03/2004, addressed to
TeqguestIing cie

names, addresses, length ol servace, billing records, and
electronic communication transactional records for the e-mail
address holder listed.

Details.- (s

Case 1D

R
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SERRET

---~- Working Copy ---- Page

UL

ey

val and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on the following email account
name reguesting names, addresses, length of service, billing
records, and electronic communication transactional records for the
account holder usina the following email address:

— ’“~w.u;;jg;0 TN1S E€lEeCLIONLC COommuilicat 1ol dOCUMeENnts CThe Senior
Counsel’s -App

(U) On 10/17/2003, the Director designated the official signing
the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel |Field Office. The institution should neither
send the records through the mail nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U}  The| | Field Office should remind the
electronic communicatcions provider that it is prohibited from
disclosing that the FBI has made this request.

SSA | |(202) 324 or .IA (202) 324 ]
Should the institution be unable to fully comply with this request
due to lack of specificity or should the instituti uire more
detailed information to locate such records, thel Field Office

should immediately contact SSA[::::::]or IA| [fox additional

information.

(U) Any guestions re?arding the above can be dlrected to FBIHQ,

LEAD (8) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

-

- kRY NSLB is requested to record the appropriate
information needed to fulfill the Congressional reportlng
requirements for NSLs.

SEPRET NSL VIO-10579
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Set Lead 2: {Action)
| | b2
. b7E
AT b
b7C

(U) Hand deliver enclosed NSL as indicated above. Upon

r ipt of requested records, immediately submit results to IA
[:fff:ﬁ::] FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

Set Lead 3: {Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and
clear.

sEA¥sT NSL VIO-10580
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Precedence: PRIORITY Date: 07/29/2004
0
To: General Counsel 02 Attn: UC
b7E cTLul
0o Aten: |
b7C |

From: Counterterrorism
Electronic Surveillance Onerations IInit . Bm 4383

Contact: SSA

Approved By: Bowman Marion E

Drafted By} leg

Case ID #: (9) Pending)
w)m BOF _“Q__ Cl30U33/5

Title: )

LT N

Synopsis: —{Sy— Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

e

i53LWMM:§%E \Ezzjﬁggfgﬁfggf. 3;3
})Q

Enclosure(s): (U) Enclosed for the| |Field Office is an
original and a copy of a National Security Letter, dated 07/29/2004,
addressed tq

| requesting names,

addresses, length Of service, billing records, and electronic
communication transactional records for the account holder assigned
the e-mail addresses specified below.

Details: (S//NF,0C)
Case ID.
':5:' ol U CISUSS TS B2 T

....... i SE&ET NSL VIO-10581:
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w’”}éﬁ This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail address(s):

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. B

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the| | Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U) The| |Fie1d Office should remind the
institution that it is prohibited from disclosing that the FBI has
made this request.

(U) Any guestions regarding the above can be directed to FBIHQ,
ucl | (202) 324 Jor SSA|
| | Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such

records, the| |Field Office should immediately contact
uc or SSAl for additional information.
LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT |

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA (202)
323~ to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
SE%QT NSL VIO-10582
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'H;piidNSLB ig requested to record the appropriate
information né€eded to fulfill the Congressiocnal reporting

requirements for NSLs.

SEC)(ET NSL VIO-10583
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Precedence: IMMEDIATE

To: General Counsel 07E

From: Counterterrorism

Date: 07/26/2004

Page 1

Attn: UC

CTLUL

Attn:

Electronic Su ! Mneyatinng Init  DBm 4361
Contact: SSA

Approved By: man Marion E

Drafted By:l lsec

Case ID #: (9)

(Pending)

- §< \SROF AR 5 AW Ang Wi 2 B v g0 2y o

Title: (S)

Synopsis: ™ IB¥_ Approves the iss
Security Letter (NSL); provides

uance of an ECPA National
reporting data; and, if

necessary, transmits the NSL for delivery to the electronic

communications service provider.

1

Dery E ;. G-3
Dec 1 n: X1-25

)Qi'

Enclosure(s): (U) Enclosed for the | [Field office is an 1l

original and a copy of all\Tnf-inn:ﬂ Secnrsty Tettrer Jdated . -

Oz

07/26/2004, add:essg? to y
requesting names, addresses, length of -D7E

service, billing records, and electronic communication Jol5)
transactional records for the account holder assigned to the n7c
E-Mail Accounts specified below. 5T

Details: (S//NF) o4
Dib

Cage ID |-

oor-HO-C1l303375
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it ,:?§;;Ihis electronic communication documents the National ?
Security Affairs Senior Counsel'’s approval and certification of ©
the enclosed NSL. For mandatory reporting purposes, the enclosed b

NSL seeks subscriber/billing records/electronic communication
transactional records on the following email address:

43

(UT-Om I0/L7/72003, thie Director designated the FBI official,
signing the attached Natiocnal Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the .,
subject in any telephone calls to the FBI. The institution P

should not contact FBIHQ directly in any manner. b7k
bbo
(U) Thel |Field Office should remind the bh7C

institution that 1t 1s prohibited from disclosing that the FBI
has made this request.

(U) Any guestions regarding the aboy be dirx
FBIHQ, UC| | (202) 324 or SSA
| [Should the Institution be unable to
fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, thef |Jiij.2."I.s:i._Q.|‘..:‘i.1'.S.‘.ﬁ_.Sd:ls:J.;Ll.(.L___|
immediately contact UC | [or S5A for

additional information.

LEAD (s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL ag indicated above. Upon
i reguested records, notify SSa| |
to coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944.

Set Lead 2: (Action)
GENERAL COUNSEL
sm}ém NSL VIO-10585
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fU?» AT WASHINGTCN, DC
”.gg) NSLU is requested to record the appropriate
information ne

d to fulfill the Congressional reporting
requirements for NSLs.
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