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official, signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the Field Office. The institution should 
neither send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 
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This electronic communication documents the National 
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(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above can be directed to FBIHQ, 
lSSAI |(202) 324H lor TIS 

b2 
b7E 
h 6 
b7C 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should immediately contact SSA 
for additional information. 

or TIS 

LEAD(s): 

Set Lead 1 : (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, notify TIS 

Upon 

to coordinate immediate delivery or records co 
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 2 : (Action) 
S E C R E T N S L V I O - 1 0 4 7 6 
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GENERAL COUNSEL 
AT WASHINGTON, DC 

(HI X / 

X^x NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/ETIU/Team 1 

(U) Read and Clear 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT CXS/EOPS/TEAM 2 
(U) R e a d a n d C l e a r 

S E C H S T N S L V I O - 1 0 4 7 7 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

b 2 
b7E 

b7C 

Date: 12/13/2004 
Attn: 

Attn: 

Attn: 

UC 
C T L U H 

SSA 
I TOS II/f 
UC 
I H U 

IA 

From : Counterterrorism 
Electronic Surveillance Oneraf.inns Unit. Rm 4343 
Contact: SSA (202-324-1 j 

Approved By: Thomas Julie F 

Drafted By: 

(U) 

Case ID #: (S) 
(S) 

¿ ¿ F - M Q - L ' U U J J V b 

Pending) 

bl 
b6 
b7C 
b7A 
b2 

Title : (S) 
( U ) 

NSL 
EUPS 

(U) Synopsis : Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Field Office is 
an original and a copy of a National Security Letter, dated 
11/10/2004, addressed to| 

b l 
b2 
.b7E 
b6 
.b7C 

requesting names,addresses,length 
of service, billing records, electronic communication 
transactional records, and length of t ime the IP was leased to 

Case ID 
( S ) è è F - H û - c ' i J i m v b TÏÏ7T 0 

.bl 
b7A 

SESRET NSL V I O - 1 0 4 7 8 
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the account holder(s), for the account holder(s) assigned the IP 
jress at the date and times specified below. 

Page 2 

b l 
b7D 
b 2 
b7E 

(U) ^^S^This electronic communication documents the 
National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following E-mail Addresses: 

( 3 ) L 

(S) ill) un I U / i / / 2 U I U , tne Director aesiynaiieu line tBi 
official, signing the attached National Security Letter, to make 
the required certification. 

bl 
b4 
b7D 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b 2 
b7E 
b 6 
b7C 

(U) 
FBIHO. UC 

questions regarding the above nan be di rented 
1 (202) 324-[ | or SSA 

I D 

(202) 324] Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, thel |Field Office should 
immediately contact UC or SSA 

S 
] for 

N S L V I O - 1 0 4 7 9 
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Working Copy Page 3 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

AT 

b2 
Jo 7 E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, notify SSA (202) 

to coordinate immediate delivery of records to FBIHQ, 324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

Upon 

AT WASHINGTON, DC 
<U) V / 

JX3 NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS II/ 
b2 
.b7E 

(U) Read and Clear. 

S ^ ^ T N S L V I O - 1 0 4 8 0 
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Precedence: PRIORITY 
To: General Counsel 

Date: 12/01/2004 

Counterterrorism 

b2 
b7E 
b6 
b7C 

Attn: 
Unit Chief, CTLU I 

Attn: ITOS 1/CONUS 3/Team 10 
SSA| I 
IA 

TTOq 1 /F.TTTT 
SSA 
SSA 
IA 

CSX/EOPS 
IA 

From: General Counsel 
Deputy General Counsel, NSLB, Rm 7975 
Contact: AGC 

Approved By: Thomas Jul ie F 

Drafted By: : kdm 

Case ID #: (S) 
(S) (u; 6éF-HÛ-013(m7b 

(Pending) 
(Pending) 
(Pending) 

Title : 

.bl 
b7A 
b6 
b7C 

(U) X Derived 
Declassif 12/01/2029 

Synopsis: This EC approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 

Case ID 
(S) é é F -kQ-C13Ö33 75 

SEÎ^ET NSL VIO-10481 
43653 

bl 
b7A 



( S ) 

SÇ&ÇET 
NF 

Working Copy 
communications service provider. 

Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 
RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 

Page 

Enclosure(s) : (U) Enclosed fnr f 
12/01/2004, addressed to 

H_Ls a-n KTQT. ^ a 4-oH 

requesting the 
name, address, length of service, and electronic communication 
transactional records for the e-mail address holder listed. 

b 2 
b 7 E 
b 6 
b7C 
b l 

(U) On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification. 

This electronic communication documents Deputy General 
Counsels approval and certification of the enclosed NSL. For 
information and reporting purposes, the enclosed NST. SPPICR 
electronic communication transactional records on -

(U) A representative of the Division who has 
liaison with the electronic communication service provider should 
hand dpi i tot- t-.he letter tol FBI 
advise 
it from disclosing that the FBI has made this request. 

should 

b l 
b4 
b7D 
b6 
b7C 
b 2 
b7E 

that Title 18, U.S.C., Section 2709(c), prohibits 

(U) Arrangements should be made with o provide the 
records personal 1y to a representative of the 
office. should neither send the records through the mail 
nor utilize the name of the subject of the request in any 
telephone calls to the FBI. , / 

S E P F I T NSL V I 0 1 0 4 8 2 
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(U) Any questions regarding the above can be directed to 
Office of the General Counsel. Attention: AGC 

LEAD(s): 

Set Lead 1 : (Action) 

b6 
b7C 
b2 
b7E 

AT 

(U) Deliver the attached letter as indicated above. 
Upon receipt of information from the provider, is 
to submit results to FBIHQ (LX-1), Counterterrorism Division, 
ITOS I, CONUS 3, Attention: SSA 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

SESRET 
N S L V I O - 1 0 4 8 3 
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Precedence: PRIORITY 
To: General Counsel 

Date: 12/01/2004 
Attn: 

Unit Chief, CTLU I 

Counterterrorism b2 
b7E 
b6 
b7C 

Attn: TTOR 1 /CONUS 3 
SSA 
IA 

ITOS 1/ETIU 
SSA 
SSA 
IA 

CSX/EOPS 
IAF 

From: General Counsel 
Deputy GeneraJ CaunaeJ MSLE Km 797S 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: kdm 

Case ID #: (S) 
(S) 

bbt-HU-ciiüii ;b 

Title: (S) 

(Pending) 
(Pending) 
(Pending) 

b l 
b 6 
b7C 
b7A 

(s) 

G-3 
12/01/2029 

Synopsis: This EC approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Case ID 

(S) 6 6 F-HQ-C1303375 V / 43654 
SECVET M S L V I O - 1 0 4 8 4 

bl 
b7A 
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( S ) 

Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 
RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 

Enclosure(s) (U) Enclosed for 
12/01/2004, addressed to[ 

is an NST, date 
1 

[requesting tne name, address, length ot service, and 
electronic communication transactional records for the e-mail 

b6 
b7C 
b2 
b7E 

bl 
to 6 
tolC 
to A 
b7D 

TU) On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification. 

This electronic 'communication documents Deputy General 
Counsels approval and certification of the enclosed NSL. For 
information and reporting purposes, the enclosed NSL seeks 

ec-.tr-nrn r rnmiminirat-inn transact-i final records on 

SESKËT N S L V I O - 1 0 4 8 5 



NF 
Working Copy Page 

(U) A representative of the Division who has 
liaison with the electronic communication service provider should 
hand deliver the letter to 
advise 
prohib 

FBI should 
that Title 18, U.S.C., Section 2709(c), 

tS It Ll"om disclosing that the FBI has made this request. 

(U) Arrangements should be made with 
the recordr ,inT'finri''11i to a representative or tne 
Division. 

to provide 

should neither send the records through ] 

the mail nor utilize tne name of the subject of the request in 
any telephone calls to the FBI. 

b 2 
b 7 E 
b 6 
b7C 
b4 
b7D 

(U) Any questions regarding the above can be directed to 
Of f i rp of the General Counsel. Attention: AGC 

LEAD(s): 

Set Lead 1 (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Deliver the attached letter as indicated above. 
Upon receipt of information from the provider, is 
to submit results to FBIHQ (LX-1), Counterterrorism Division, 
ITOS I, CONUS 3, Attention: SSAI 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

S B & Î T N S L V I O - 1 0 4 8 6 
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Precedence: PRIORITY 

To: General Counsel 

Date: 12/01/2004 

Attn: 
Unit Chief, CTLU I 

Counterterrorism b 2 
b 7 E 
b 6 
b7C 

Attn: ITOS 1/CONUS 3/Team 10 
S SA 
IA 

ITOS 1/ETIU 
SSA 
SSA 
IA 
rev /irnpg 
IA 

From: General Counsel 
Deputy Rpnpral f-mmsel . NST.R. Rm 7 9 7 5 
Contact : AGC 

Approved By : Thomas Julie F 

Drafted By: kdm 

Case ID #: (S) 
( S ) 

(U) b b r - HQ - L13U33 lb 

Title: (S) 

b l 
b 6 
b7C 

(Pending) b7A 
(Pending) 
(Pending) 

<U|-

(U) 

G- 3 
On: 12/01/2029 

Synopsis This EC approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( S ) Case ID 

bbi? -HU-L13U33 l b 43bbb 

bl 
b7A 

SECRET 
N S L V I O - 1 0 4 8 7 
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Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 
RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 

Enclosure(s): (U) Enclosed for 
12/01/2004, addressed to 

bl 
is ari NST, Hat-pri 

requesting the 
name, address, lengtn o£ service, and electronic communication 
transactional records for the e-mail address holder listed. 

(S) 

(U) On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification. 

( ^ This electronic communication documents Deputy 
General Counsel's approval and certification of the enclosed NSL. 
For information and reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on e-mail account 

(U) A representative of thel Division who 
has liaison with the electronic communication service provider 
should hand deliver the letter to 
should advisef 

FBI 
that Title 18, U.S.C., Section 27U9 (c 

prohibits it from disclosing that the FBI has made this request. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

(U) Arrangements should be made with 
the records personally to a representative of tTTe1 
Division 
nor utilize 
telephone 

Re-
calls 

to provide 

should neither send the records through the mail 
name of the subject of the request in any 
to the FBI. 

SEC^T N S L V I O - 1 0 4 8 8 
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(U) Any questions regarding the above c^n be directed 
to Office of the General Counsel, Attention: AGC 

LEAD(s): 

Set Lead 1: (Action) 

b6 
b7C 
b 2 
b7E 

AT| 

(U) Deliver the attached letter as indicated above. 
Upon receipt of information from the provider,I I is 
to submit results to FBIHQ (LX-1), Counterterrorism Division, 
ITOS I, CONUS 3, Attention: SSA | 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

SECRET N S L V I 0 1 0 4 8 9 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 11/16/2004 
b2 
Jo 7 E 
fa 6 
b7C 

Attn: 

Attn: 

Attn: 

UC 
CTLl 
S SA 
S SA 
IA[ 
ITQF T pi"r''rTT 
SSA 
IA 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact: SSA | | 

Approved Bv: Bowman Marion E 

Drafted By: 

Case ID #: (Si 
(U) bbi--HU-L13U33 lb 

Title: 

b6 
b7C 
b l 
b7A 
b 2 

[Pending) 

(S) 

(U) EUPS -
NSL 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
IS); 

> 3 
Enclosure (s) : (U) Enclosed for the Office is 
an original and a copy of a National Security Letter, dated 
11/16/2004. addressed to 

electronic communications services provided to[ <U) 
requesting mtormation related to 

b l 
b 2 
b7E 

b7D 
b7A 

Details: Information from 
that their e-mail service is provided through 

indicates 

CSI: 
Case ID 

bbJH -HU-L13U33 ;b 
S E ^ E T N S ^ Y I O - 1 0 4 9 0 

44U33 

b7A 
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is requested to provide any and all subscriber or 
customer account information and information regarding electronic 
communications services provided to 
but not limited to, the following: 

including, 
b4 
b7D 

confirmation that electronic communications destined 
to or n r i n i n a t - i n n from p-mail addrpgRPR of th<=> fnrm 
ngprnamj 

mail servers providing services to the electronic mail 
domains of 
to, the following : 

including, but not limited 

(U) 

( S J-
bl 

(s: 

b7D 
b2 
b7E 

( S ) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed ipt~t~PT t-n nrnHnrp the records personally 
to an employee of the) [office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The I I Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

^ NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for 

SElprfET NSL V I O - 1 0 4 9 1 

b2 
b7E 
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(U) Any questions regarding the above can be directed to 
FBIHQ, SSA 
(202) 324 

or SSA 
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the 
u q 

information. 

LEAD(s): 

Set Lead 1: (Action) 

Field Office 
(202) 324 

lould immediately contact 
for additional 

b7C 
b2 
b7E 

cu) 

AT WASHINGTON, D.C. 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
(202) 324- to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

"""^b&T NSLB is required to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I ETIU 

(U) Read and Clear. 

b 6 
b7C 
b3 
b7E 

S E S T E T N S L V I O - 1 0 4 9 2 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

b2 
b 7 E 
b 6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 11/15/2004 

UC 
CTLUi-
SSA 
SSA_ 
FA 
ITÜS 1 ET1U 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 

(202-324 Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: 

(U) 
Case ID #: (S) 

^ S ^ b b .t - HIJ - L13U3J It 

b l 
b 6 
b7C 
b7A 
b 2 

Title: (S) 

(U) ( K EOPS 

Synopsis: Approves the issuance of an ECPA National 
Security ^etter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Securitv Letter. dated 
11/15/2004. addressed to 

to website 
m. 

requesting information related 

revealed Details: XST^iF^ani An analysis of 
that the company is a web based service located in 

bl 
b2 
b7E 
b4 
b7D 
b 6 
b7C 
b7A 

( S ) Case ID 
6bF-HL)-L'130337b ^ ^ 440 J .4 

T N S L V I O - 1 0 4 9 3 
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The website is supposedly registered to 

Page 

is 
requested to provide any and all subscriber or customer account 
information and information regarding electronic communications 
services provided to the electronic mail domain of 

including, but not limited to, the following: 
b4 
b7D 

- confirmation that electronic communications destined 
to or originating frorp e-mail addresses of the form 

facilities ; usernamef transit 

- information regarding the physical location of 
facilities which house or provide electronic 

communications services to electronic mail Rprvprs 
servicing the electronic mail domain of 

( S ) 

(u) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
institution t 

(U) 

Field Office should remind the 
lat it is prohibited from disclosing that the FBI 

has made this request. 

"""""•"•r̂ 1̂  NSLB is requested to record the appropriate information 
needecf to fulfill the Congressional reporting requirements for 
NSLs . 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U) Any questions regarding the above can be directed to 
S E ^ E T N S L V I 0 1 0 4 9 4 
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FBIHO. SSAl 
324-

or SSA| | (202) 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
more detailed information to locate such records, the 

Field Office should immediately contact UC 
(202) 324| Ifor additional information. 

T ^ o m 1 -| TO 

h 6 
b7C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT WASHINGTON, D.C. b 2 
"b7 F (U) Hand deliver enclosed NRT. I NH-I R-AT-PH -1 TT -U/^ above. Upon 

receipt of requested records, notify SSA| (202) b6 
324-| | to coordinate immediate delivery of records to FBIHQ, b7C 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

is requested to record the appropriate 
information n^ede^r to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I ETIU 

(U) Read and Clear. 

S E C Â Ê T N S L V I O - 1 0 4 9 5 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
b7C 
b2 
b7E 

Attn: 

Attn: 

Attn: 

Date: 11/15/2004 

i UC 
CTEUT 
SSA 
SSA 
FA 
ITOS I ETIU 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 

(202-324-1 I Contact : SSA 

Approved By: Bowman Marion E 

Drafted By: 

Case ID #: (S) 
lT-T: 

rg 

6feF-HU-C13U337b 
Pending) 

Title : :s) 

(U) 
(U) ]>< hlUPS 

bl 
b6 
b7C 
b7A 
b2 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(Ü). 

(sj X DerlvssM^rom : G-3 
.assirv-X'n : XI 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a. Nat i nnsl—Security T.pfter dated 
11 /1 5 /2.004 . addressed to 

information related to e 
provided to 

( U ) ..... 
Details : 

(S) 
Case ID 

and 

m g 
ectronic communications services 

jrequest 

C) Information from indicates that 

66F-HQ-C13 03 3 75 
S E C ^ T N S L V I O - 1 0 4 9 7 

44024 

b l 
b 2 
b7E 
b4 
b7D 
b 7 A 
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their email service is nrnvirieri through 
bandwidth from 

Mjich leases 
is requested 

to provide any and all subscriber or customer account information 
and information regarding ^ 
provided to and 

b4 
b 7 D 

limited to, the following : 

Iprfrnnir r-nmmnni rat- i oris services 
including, but not 

- confirmation that electronic communications destined 
to or originating from e-maJJ aririrpqqps nf the .form 

transit usernameG 
facilities ; 

- confirmation that electronic communications destined 
to or originating from e-mail addresses of the form 
usernamq .com transit I I facilities. 

- information regarding the physical location of| ]. 
facilities which house electronic m a n 

domains of 
not limite 

servers providing services to the electronic mail 

r ^ and 
to, the following: 

including, but 

( S 

m 

J U L 

bl 
b2 
b7E 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

W ) ^ S ^ NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for 

S E C R E T N S L V I O - 1 0 4 9 8 
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NSLs. 

s s a [ Î (202) (U) Any rmp.gf i nn<=i rpnarHina the above can be directed to 
FBIHQ, SSA| or 
324- Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

Field Office should immediately contact UC 
(202) 324 -| ] for additional information. 

LEAD(s): 

Set Lead 1 : (Action) 

b2 
b7E 
b6 
b7C 

AT WASHINGTON, D.C. 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA (202) 
324- to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC •J' 
^S^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I ETIU 

(U) Read and Clear. 

S E ^ E T N S L V I O - 1 0 4 9 9 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

bl Date : 
b7A Attn UC b6 CT j 
b7C Attn SSA 
b2 ITO 
b7E Attn IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 3 63 
Contact SSA (202-324-

Approved By: Bowman Marion E 

Drafted By: 

Case ID #: (S) 
(U) 

Title : 

oc 

b b F - H(J - L' 13 U 3 3 lb 
Pending) 

(U) (U| EOPS-
NSL 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL-) ;pirovides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 
( S ) 

X 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a Mat-i nnal .qpniri tv T,pffpr HafpH 
1 1 /I 9/9004 aHHr^QQAH fn 

address to website 
(U) 

Details: (H/^FTGCL An analysis of 
the company is a web based service located in 

requesting verification of IP 

revealed that 
Tho Mohc^o oimnngoriiu Registered to 

( £ 1 

£ 3 
is requested 

Case ID 
6bF-HQ-CI30337b 

S E C ^ T N S L V I O - 1 0 5 0 0 

TT$9 4 

bl 
b7A 
b4 
b7D 
b2 
b7E 



SE^R^T 
Working Copy 

to verify the name and address of the following IP address 
(S) 

Page 

bl 

mi. b7D 
This electronic communication documents the 

National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks verification of the above IP 
address to website: 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of- the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any 
FBIHQ. UC 

rmest i oris 

2) 324 snould the 
fully comply with this request due to 

Terrard ì rjg the 
(202) 

above can be di] 
324-1 lor S SA , 
institution be unable 
lack of specificity or 

should the institution 
locate such records, t 
immediately contact UC 
additional information' 

LEAD(s): 

Set Lead 1: (Action) 

*cruire more detailed information to 
I |Field Office should 

Dr SSaI I for 

b 6 
b7C 
b2 
b7E 

AT WASHINGTON, D.C. 

(U) Hand deliver enclosed NSL as indicated above. Upon 
-rere-inr nf requested records, notify SSA | | (202) 
324 to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

SEQ^ET N S L V I 0 1 0 5 0 1 
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Set Lead 2: (Action) 
GENERAL COUNSEL 

IU)........ AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3:'(Info) 

COUNTERTERRORISM 

AT ITOS I CONUS-II Team-5 

(U) Read and Clear. 

S E G ^ T N S L V I O - 1 0 5 0 2 
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Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Attn: 

b6 
b7C 
b 2 
b7E 

Date: 11/04/2004 

Attn: 

Attn: 
ITOS I/CONUS 1/TEAM 3 
UC| 1 
ETIU 

From: Counterterrorism 
Electronic Surveillance Operations TTnitf_ Rm 4 34 3 
Contact S SA (202) 323 

Approved By : Bowman Marion E 

(U) 

Drafted By: 

Case ID #: 

pah pah 

. (S) 
b fa t -H (J-L13033 / b 

Pending) 

Title: (fl 
(U) ...... 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure (s) : (U) Enclosed for the| Field Office is an 
original and a rnnv of a National fipniri tv T.pttpr riatpri 1 1 /r]4/20n4, 
addressed tc 

.yquyyimy namey, auuryyyyy,—lynyin ui yerviuy, uilling 
records, and electronic communication transactional records for the 
account holder assigned the email account specified below. 

Case ID 
U U I 1 i i y L i J U J J I J 

N S L V I O - 1 0 5 0 3 

• i Z U U U " 

b l 
b 2 
b7E 
b7A 
b4 
b7D 
to 6 
tolC 



(U) 

Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Addresses: 

(S) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

b6 
b7C 
b4 
b7D 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is proniiDited trom disclosing that the FBI has made this 
request. 

UC 
323~[ 

_Q_D Amir mingHnno regarding the above can be directed to FBIHQ, 
(202) 324] I or SSA | | (202 ) 

] Should the institution Joe unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should immediately contact UC 
for additional information. 

or S SA 

b6 
b7C 
b2 
b7E 

SEC )4T N S L V I O - 1 0 5 0 4 
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LEAD(s): 

Set Lead 1: (Action) 

AT WASHINGTON, DC b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA b7C 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2: (Action) 

GENERAL COUNSEL 
!TJ:i AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 

(U) Read and Clear. 

Set. Lead 4 : (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

S E ^ E T N S L V I O - 1 0 5 0 5 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism b2 
b7E 
b 6 
b7C 

Date : 

Attn: 

Attn: 

Attn: 

11/01/2004 

UC 
CTLUL. 
SSA 
ITOS I/CONUS IV/TEAM 15 
ucl 1 
ITOS I/ETIU 
u c T 
cxs7 
siss 

E n r 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact : SSA (202) 324 -E ] 

Approved By : Bowman Marion E 

Ü50 Approves the issuance of an ECPA National Security 
Letter (NSL;; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 

( S ) 
- X 

Enclosure(s): (U) Enclosed for the Office is an 
original and a copy of a National Security Letter, dated 11/01/2004. 

requesting names, addresses, length 
of service, billing records, and electronic communication 
transactional records for the account holder assigned the e-mail 
addresses specified below. 

b l 
b2 
b7E 
b7A 
b 6 
b7C 
b4 
b7D 

( S ) 

Case ID 
fe F - H (J -L'13U337b 

S E ^ E T N S L V I O - 1 0 5 0 7 

4 2 3 é. I 



b l 
b 6 
b7C 
b4 
b7D 

(U) 

(S) 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the| |Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

b2 
b7E 
b4 
b7D 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. v 

S E C ^ T N S L V I 0 1 0 5 0 8 
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(U) Any questions regarding the above canbe directed to FBIHQ, 
324-| ]or SSA UC I | (202) 

(2 02) 324 Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, 
uc[ 

the 
or SSA 

1 Field Cj)f f i ce should immediately contact 
for additional information. 

LEAD s 

b7C 
b2 
b7E 

Set Lead 1: (Action) 

AT 

(U) Hand deliver enclosed NSL as Indicated 
receipt of requested records, notify SSA 
324-] |to coordinate immediate delivery 
Counterterrorism Division, CTD/CXS/EOPS, 

abovq. Upon 
(202) 

of records 
Room 4 34 3. 

to FBIHQ, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT ECAU 

(U) Read and Clear. , 
S E C R E T N S L V I O - 1 0 5 0 9 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 10/27/2004 

Field Office 

From: 

Counterterrorism 

Counterterrorism 
CXS/EOPS, Room 4 944 
Contact: IA 

Attn: 
'Unit Chief, CTLU1 

Attn: JTTF 
Attn: KfATJ Team 1 

S SA 

Approved By: Bowman Marion E 

( C ) 
/Drafted By: 

b 2 
b7E 
b6 
b7C 

(U) 

- NSL (Pending) 

Title: (S) 

(S) 
b l 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

lived F: 
Decl5S^i£v On: 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter 
10/27/2004, addressed to| 

Field Office is an 
dated 

(U) 

(Sì 

requesting the names, 
duui tiysfcis, itüiy lii ot y t!i v luti, jji±i inyiticui •Ös, and electronic 
communication transactional records for the IP address holder 
listed. 

Details This document contains information derived from an 
electronic surveillance or physical search conducted under the Foreign 
Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806(b) and 1825(c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
ury proceedings and warrant affidavits, without the prior 

b l 
b 2 
b7E 
b 6 
b7C 
b7A 

Case 'II 
BÜ . I ^Ü . 1 NGL V I O 1 0 5 1 0 
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approval of the Attorney General of the United States 
i L 

bl 
b6 
b7C 
b4 
b7D 

'' This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records, to include existing 
transaction/activity logs, for the account holder assigned the IP 
address at the date and times specified below. 

( S ) 

b l 
b 2 
b7E 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The| Field Office should remind the electronic 
communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

S Ç ^ E T N S L V I O - 1 0 5 1 1 
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SSA 
323 

mi Anv rniR.qt- i nna regarding the above can be directed to FBIHQ, 
(202) 324 or IA (202) 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

Field Office should immediately contact SSA 
Eor additional information. 

or IA 

b6 
b7C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

AT 

b 6 
b7C 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, please submit results to IA 

Upon 

FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4343 

Set Lead 3 : (Info) 
SECRET N S L V I O - 1 0 5 1 2 
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COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/ECAU/Team 1. Read and clear. 

N S L V I 0 1 0 5 1 3 
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Precedence : IMMEDIATE 

To: General Counsel 

b2 
b7E 
b6 
b7C Field Office 

Counterterrorism 

From : Counterterrorism 
CXS/EOPS , Ropm A Qil â 
Contact : IA 

Approved J3y: Bowman Marion E 

Date: 10/27/2004 

Attn: 
" Unit Chief, CTLU1 

Attn: JTTF 
Attn: ECAU Team 4 

SSA 

Drafted By: 
r'aoo TD Ü 

Pending) 
(S) 

Synopsis :' Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( U ) 
ror 

V 
Enclosure(s): (U) Enclosed for the Field Office 
original and a copy of a JTFAI-LONAJ SPHIH I-V r.pi-T-pr 
1 n/?7/?nr)4 ^ ^ p s r p H m 

is an 
dai^d 

requesting the names, 
addresses, length of service, billing records, and electronic 
communication transactional records for the IP address holder 
listed. 

( U ) .... 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Details :'"'''''-M̂D This document contains information derived from an 
electronic surveillance or physical search conducted under the Foreign 
Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806(b) and 1825(c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 

Case II 
L.U1 ¿U I N S L V I Q - 1 0 5 1 4 
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approval of the Attorney General of the United States. 

bl 
b6 
b7C 

This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records, to include existing 
transaction/activity logs, for the account holder assigned the IP 
address at the date and times specified below. 

bl 
b2 
b7 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the- records personally to an employee 
of the| | Field Office. The institution should neither send the 
records through the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

SECÄET N S L V I O - 1 0 5 1 5 
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(U) 
ssaf 

Any questions regarding thq, 
1 ( 2 0 2 ) 324 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate 
Field Office should immediately contact SSA 
additional information. 

abnyp can 
or IA 

unable to 

Kq ^iropho^ t-̂  PPTHH 

such records, 
or IA 

the 
tor 

b6 
b7C 
b2 
b7E 

LEAD(s) 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) ........ 
^T^CNSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
rprpint-. of requested records, please submit results to IA 

Upon 

FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4343 

SECRET N S L V I O - 1 0 5 1 6 
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Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/ECAU/Team 4. Read and clear. 

SÉWRET N S L V I O - 1 0 5 1 7 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 09/27/2004 

b2 Attn: b2 
b7E Attn: 
b6 Attn: 
b7C Attn: 

Unit Chief. CTLtJl 
IA 
SSA n DetT 
CXS/EOPS 
SSAf 
IAP" 
ITOS 1. ETILI, Team"3" 
SSA 

From: Counterterrorism 
TTOfil /FTTTJ/T.XI /4S-121 
Contact : 

Approved By : Bowman Marion E 

Drafted By: 

Case ID #: (S) 

Title: (S) 

dsb 

Pending) 
(Pending) 

(U) (S) 
uu:fDiny 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b7A 
b2 
b7E 
b6 
b7C 

(U ) 

X 
Reference 

Enclosure(s): (U) Enclosed for the Field Office 

<sy 
Case ID 

B H U ^ I N S L V I O 1 0 5 1 8 



SEC&ÎT 
- Working Copy - Page 2 

is an original and a copy of a National Security Letter, dated 
09/24/2004. addressed tol " 

requesting 
the names, addresses, length of service, billing records, and 
electronic communication transactional records for the e-mail 
address holder listed. 

""""•'-'iŜ  This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on the 
following e-mail address 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

Field Office. The personally to an employee of the| 
institution should neither send the records through the 
mail nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBI Liberty Crossing, S S A p n d 
0S| |Should the institution be 
unable to tuily comply with this request due to lack of 
specificity or should the institution require more detailed 

S E C M R N S L V I 0 1 0 5 1 9 



— Working Copy Page 
information to locate such records, the 
Office should immediately contact SSA 
for additional information. 

LEAD(s): 

Set Lead 1: (Action) 

or OS 

fc>2 
b7E 
b6 
b7C 

AT 
(U) Hand deliver enclosed NSL as indicated above. 

Upon receipt of requested records, immediately submit results 
to OS 
CTD/IT0S1/ETIU, Room 4S-123. 

FBI LX-1, Counterterrorism Division, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
T T "' NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read 
and clear. 

Set Lead 4 : (Info) 

AI 

b2 
b7E 

clear. 
(U) SQUAD IT-1. For information only. Read and 

SE&ET N S L V I O - 1 0 5 2 0 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

b2 
b7E 
b6 
b7C 
bl 
b7A 

From: Counterterrorism 
04 Threat Task Fnrrp 
Contact : SA 

Date : 

Attn: 

Attn: 

Attn: 

09/23/2004 

UC 
CT W L 
SSA 
ITOS I/CONUS I/TEAM I 
I TOS if " 
cxs[ 

(202) 324 

Approved By : R"'"r"arl Mm--i .-m ¡r 

Drafted By: : jc 
Case ID #: (S) (Pending) 

Title: (S) 

Synopsis r^^SÏl Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 09/23/2004, 
addressed to[ I 

requesting namey, auctreyyey, length ÖI service, Dining records, and 
electronic communication transactional records for the account holder 

(S) assigned the e-mail addresses specified below. 

Details : 

bl 
h 2 
b7E 
b6 
b7C 

(s 
( O / /HTUM 

SB^ET NSL «ÌCT-ìfel 2 7 
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j^^^This electronic communication documents the National 
Security"Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address: 

bl 
b4 
b7D 

(S) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

to 2 
b7E 
to 6 
tolC 

_un 
J_LÜ A N V R R N E A T I O N S regarding the above car 

(202) 324| "br SSA 
V-̂  rlir^l-pH t-n PRTHD 

Should the institution be unable to fully comply with this 
Hue to lack of specificity or should the institution require 

information to locate such records. the 
request 
more detailed 
Field Office should immediately contact UC 

for additional information. 
or SSA 

LEAD(s 

Set Lead 1: (Action) 

FIELD OFFICE 

AT 

recej pt 
to 

(U) Hand deliver enclosed 
of requested records, notify SSJ 
coordinate immediate delivery of 

Counterterrorism Division, CTD/CXS/EOPS, 
S E C J ^ E T 

M.qT, ag i rirli nat-̂ rl ahmrp TTnon 

records to FBIHQ, 
Room 43 63. 
N S L V I O - 1 0 5 2 2 



SECRET 
NF 

Working Copy Page 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS I/Team I, 
ETIU, 
ECAU, 
Read and Clear. 

S E ( ^ £ T N S L V I O - 1 0 5 2 3 



SECRET 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

bl 
b2 
b7E 
b6 
b7C 

Date : 

Attn: 

Attn : 

Attn: 

09/21/2004 

UC 
CTCn 
SSA 
ITOS I/CONUS IV/TEAM 15 
ucl " 
CXS/ECAU 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4 944 
Contact: SSA 

Approved By: Bowman Marion E 

<U) 

Drafted By: 

Title : 

mca 

\TSL (S) 

mca 

\TSL 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSEj; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a conv of a National Security Letter, dated 09/7.1/2004, 
addressed toi 

requesting names, 
addresses, length of service, billing records, and electronic 
communication transactional records for the account holder assigned 

bl 
b2 
b7E 
b6 
b7C 
b4 



SEQ&T 
NF 

Working Copy Page 

bl 
b4 
b7D 
b6 
b7C 

i U ) y & f This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 

(£^transactional records on the following e-mail address: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the 
send t 

Field Office. The institution should neither 
Dugh the mail, nor utilize the name of the ie recoruy Liiri 

subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

h 2 
b7E 
b6 
b7C 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

UC 
(202) 324 
with this 

(U) Any questions regarding the above can be directed to FBIHQ, 
| (202) 3241 lor SSA| ~ 

I Should the institution be unable to fully comply 
request due to lack of specificity or should the 

institution require more detailed information to locate such records 
Field Office should immediately contact UC 

for additional information. 
the 
or S SA 
LEAD(s 

Set Lead 1: (Action) 

SECHST N S L V I O - 1 0 5 2 5 



SECHST 
NF 

Working Copy b2 Page 
b7E 

FIELD OFFICE b g 

AT b7C 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA| (202) 

to coordinate immediate delivery of records to FBIHQ, 324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT ECAU 

(U) Read and Clear. 

S E C R E T N S L V I 0 1 0 5 2 6 



sEc&kr 
NF 

- Working Copy - Page 1 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

From : 

Date: 09/13/2004 

Attn: 

Attn: 

UC 
CTLU1 
ETXLL 
ucf 
SS C 

r n n i p T f T 

SSA 

Attn: 

Counterterrorism 
Electronic Surveillance Operations Unit,'Rm 4 944 
C o n t a c t : ! 1 ( 2 0 2 ) 324-

Approved Ry: Bowman Marion F 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Drafted By: slg 

Case ID #: (S) 
(U) 

Title : 

bb.f -Hy-L13U3 J /=> 
(Pending) 

( U ) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) X 

Enclosure(s): (U) Enclosed for the 
original and|—a Mat- -1' i gow^i t.oh-o-t-
addressed to 

Office is an 
H a i- H Q / n /onn/i 

¡requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the account 
holder assigned to th« 
below. 

Accounts specified 

( S ) 

Case ID 
ÖÖF-H0-C13Ö3375 

SE(^ET NSL V I O - 1 0 5 2 7 

TÏÏTTF 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 



( S ) SECRET 
NF 

T»T^vlr -i C r ^ m r 

( U ) ^M^r'This electronic communication cccuments tne National 
Secy^rlty^Af fairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on IP address and time stamp specified below: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the pnninspH ipM-pr to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) Thel I Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

S SA 
LLÜ am; mipghinng rpgarriirig the above can be directed to FBIHQ, 

Should the institution be 

bl 
to 2 
toi E 

to 6 
tolC 

(202) 324-
unable to fully comply with this request due to lack of specificity 
or should the institution require more detailed information to locate 
such records, the[_ 
SSA[ 

J Field Office should immediately contact 
] for additional information. 

LEAD(s): 

to 2 
toi E 

to 6 
tolC 

Set Lead 1 : (Action) 

AT 
S E C ^ J T ^ N S L V I O - 1 0 5 2 8 



SLUT^T 
NF 

Working Copy Page 

(U) Hand deliver enclosed NST. a.g -indicated AHNVP Upon 
receipt of requested records, notify SSA| (202) 324- ĵ g 

to coordinate immediate delivery of records to FBIHQ, b7C 
Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC •:u) 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

ETUI 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

CONUS III 

(U) Read and Clear 

S E ^ E T N S L V I 0 1 0 5 2 9 



Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

.bl 
h 2 
b7E 
b6 
b7C 
b7A 

Date: 09/08/2004 

Attn: 

Attn: 
Attn: 

Attn: 

Una 
IA 

tv Ghief GTT,m 

CXS/EOPS 
SSA 
ITOS I/ETIU/TEAM~T" 
SSA! " 

From : Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : 

Approved By : Rowman Marion F 

(202) 324-t 

Drafted By: 

Case ID #: 

:jh 

(S) 
(S) 

(Pending) 
(Pending) 

(U) Title: ^ S ^ INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

(U|-

( U ) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

DERIVECHJ^OTI : G-3 
Dec 1 a ^ i Q s O n : X1 

( S ) ^ 

Field Office Enclosure (s) : (U) Enclosed for the 
is an original and a copy of a National Security"Letter, 
dated 09/08/2004, u I ' I 

REQUESTING tne names, aaaresses, lengtn ÖL service, ßiinn§ 
records, and electronic communication transactional records 
for the email address holder listed. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Case ID 

( S ) 
Trrro^n NSL VlU-lUb3U 



âsi^ET 
Working Copy- Page 

This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on the 
following email address: 

( S ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the| |Field Office. 
The institution should neither send the records through the 
mail nor utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The 
electronic communications 
disclosing that the FBI 

Field Office should remind the 
provider that it is prohibited from 

has made this request. 

(U) Any 
FBIHQ, SSa| 
(202) 324-[ 

questions 

I 
regarding the 
](202) 324-1 

Should the institution 
comply with this request due to lack of 
the institution require more detailed 
such records, the | |Field 

above can 
IA 

be directed to 
or 

immediately contact 
information. 

SSA or IA 

be unable to fully 
specificity or should 

information to locate 
Office should 

for additional 

b2 
b7E 
b6 
b7C 

S E I L E T N S L V I O - 1 0 5 3 1 
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LEAD(S): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

(UK AT WASHINGTON, DC 

/ré) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read 

and clear. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/ETIU/TEAM 1 

(U) For information only. Read and clear. 

Set Lead 4: (Action) 

AT | 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results 
to IA[ 
CTD/CXS/ECAU, Room 4343. 

FBIHQ, Counterterrorism Division, 

b2 
io7E 
b6 
b7C 

SECRET N S L V I O - 1 0 5 3 2 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism to 2 
toi E 

to 6 
tolC 

Date: 08/30/2004 

Attn: 

Attn: 

UC 
CTLU1 
ETIU 
UC 
SSA 

Conus ill 
SSA 

Attn: 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4944 
Contact (202) 324-

Approved Bv: Bowman Marion E 

Drafted By: : slg 

Case 
<U! 

ID #: (S 
> C b b F - HQ - L' 13 U 3 3 /b 

(Pending) 

Title: (S) 
( U ) x 

Synopsis: (Xj Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

•: T T ;, 

X DerivecN/From : 
Declass^Nfy On: 

G-3 
XI - 2 5 

Enclosure(s) : (U) Enclosed for the I I Field Office is an 
original and a rnnv of a National Spr-nri tv T.ptter. dated »730/2004 
addressed to 

bl 
to 2 
b7E 
to 6 
tolC 
toi A 
to A 

tolD 

| | requesting names, addresses, length of service, billing records, 
and electronic communi 
holder assigned to the 
below. 

a t~ ~i nri fran.garfinnal records for the aCCOUnt 
E-Mail Accounts specified 

Case ID\ 

NSL VIO-10533 



SEgRET 
NF 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on IP address and time stamp specified below: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the| ~|Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

Oil Anv niip.QfinnB regarding the abgyp can hp directed tn FRTHD 
I (202) 324-1 lor SSA 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution require 
more detailed information to locate such—t^cnrds t-hei | 
Field Of f i re shnnl d immediately contact or SSA 

for additional information. 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 
to 6 
tolC 

sec^t NSL VIO-10534 
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Working Copy Page 

AT WASHINGTON, DC 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 

I or (202) 324-| to coordinate immediate 
delivery of records to FBIHQ, Counterterrorism Division, . 
CTD/CXS/EOPS, Room 4944. b / C 

Set Lead 2: (Action) 

GENERAL COUNSEL 
(U) .... 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

v ETUI 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

CONUS III 

(U) Read and Clear 

S E ^ T N S L V I 0 1 0 5 3 5 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

bl 
b2 
b7E 
b6 
b7C 

Date: 08/19/2004 

Attn: 

Attn: UC 
CTLU1 

Attn: SSA 
ITOS I/CONUS 1/TEAM 3 
UC 
ETIU 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4944 

Contact SSA (202) 324-

Approved By : Bowman Marion E 

Drafted By: 

Case ID #: 
i) 

Title : 

mca 

(S) 
^Sj; 66P 1 Iiy "L1JUJJ I J 

(Pending) 

(U) 
Synopsis:Jps^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(TT) -
(S) 

Derivi From : G-3 
Decl/ssVfy On: XI V 

Enclosure (s) : (U) Enclosed for thel Field Office is an 
original and a copy of a National Security Letter, dated 08/19/2004, 
addressed to 

bl 
b2 
b7E 
b4 
b7D 
b7A 

requesting names, addresses, length of service, bi11ing 
records, änS electronic communication transactional records for the 
account holder assigned the email account specified below. 

sec^T NSLVIO-10536 
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Working Copy Page 

Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(3) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

UC 
(202) 324|_ 

mi Any niip.gfinri.q regarding the above can hp dirprtpd to FRTHO 
(202) 324-|^^|or SSA 

j Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
record^f the 

or SSA 
Field Office should immediately contact UC 

for additional information. 

toi 
to A 
.b7D 
b6 
.b7C 

b2 
b7E 
to 6 
tolC 

SEdkfiT NSL VI010537 
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LEAD(s): 

Set Lead 1: (Action) b2 
b7E 

b7C 
AT WASHINGTON, DC 

(U) Hand deliver enclosed N.QT. AS inriirat-pri ahnvp Upon 
receipt of requested records, notify SSA |_ 
(202) 324 to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

(U) AT WASHINGTON, DC 

^ T ^ ^ N S L B is requested to record the appropriate 
information needecl to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

SE(^T NSL VIO-10538 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 08/12/2004 
b2 • Attn 
b7E 
b6 Attn 
b7C Attn 

Unit Chiet, CTLUT 

SSA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact: 1(202) 324 

Approved Bv: Curran John F 

(U) 

Drafted By: 

Case ID #: 

Title: 

(Pending) 
ending) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

bl 
b6 
b7C 
b7A 

(U) (S) 

Synopsis : Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Enclosure(s): (U) Enclosed for the ^ield Office 
an original and a copy of a National Security Letter, dated 
a /I 1 ZonrM aHHr-ocooH ho I J 

requesting 
the names, addresses, length of service, billing records, means 
and source of payment for any services and electronic 
communication transactional records for the IP address holder(s) 
listed. 

bl 
b2 
b7E 
to 6 
tolC 
toi A 

(S) CaseID 

ytíu*^ NSL VI010539 
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ripta-i 1 Q 

TTTT 
""""••"•̂ Ŝ This electronic communication documents the Senior 

Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses-
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 
specified below: 

I S ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, 
324 

£SA (202) 324 or IA (202) 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

IA[ 
] Field Office should immediately contact SSA 
~~2 for additional information. 

or 

LEAD(s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

S E c f e NSL VIO-10540 
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<uì -
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

clear. 
(U) CXS/EOPS/Team 2. For information only. Read and 

Set Lead 3: (Action) 

WASHINGTON 

AT WASHINGTON, DC 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, IP. 
Room 4 3 4 3. b6 

b7C 

SEQS.ET NSL VIO-10541 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

bl 
b6 
b7C Attn: 

b2 
b 7 E Attn: CXS/EOPS b7A 

Date: 08/11/2004 

Unity Chief, CTLÜT 
Attn: IA 

S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : ;202) 324] I 

Approved By: Curran John F 

Drafted By: 

Case ID #: 

]:jh 

( U ) 

(s) 
(S) 

Title 

? (Pending) 
(Pending) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

(U) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

billing records, and electronic communication transactional 
records for the email address holder listed. 

Case ID 
( 3 ) 

b u ^ i NbL VlU-lUb42 



Details: (S) 
Page 2 

bl 
b4 
b7D 

im This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email 
address : 

I S ) 

(U) On 10/17/2003, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The 
institution should neither send the records through the mail nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

to FBIHQ, SSA 
(202) 324 

(U) Any questions regarding the above can be directed 
or IA[ (202) 324 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, thel i |Field Office should immediately 
contact SSA or IA[ ] for additional information, 

b2 
b7E 
b6 
b7C 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
<U1 NSLB is requested to record the appropriate 

^ ^ S ^ E T NSL VI010543 



SECRET 
Working I?opy 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Page 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

clear. 
(U) CXS/EOPS/Team 2. For information only. Read and 

Set Lead 3: (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4 343. 

SEoì(pT NSL VIO-10544 



SEQ^ET 
— Working Copy Page 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 08/10/2004 

Attn: 
Unity Chiet, (JTLU1 

Attn: _ 
Attn: " CXS/EOPS~ 

SSA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 

(202) 324-Contact : 

Approved Ry- birrari .Tohri V 

b2 
b7E 

b7C 
b7A 
bl 

Drafted By: 

Case ID # 

:jh 

(U) 
(SI 
(S 

(Pending) 
Tending) 

Title: ^ « T INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

Synopsis: Jc^C Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( S ) 
(U) X Derivafl From : G-3 

Decla/s\fy On: XI 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National 
8/04/2004, addressed to 

Field Office is an 
Security Letter, dated 

names, addresses, length of service, 
electronic communication transactional 
address holder listed. 

requesting the 
hilling records, and 

records for the email 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Details: (S 

w 
Case ID 

oil^I NGL VIO 10515 



( S ) , v SEGî^T 
— Working Copy Page 

bl 
b4 
b7D 

'==Tsy This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transact-ional records on the following email 
address : 

( S J 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the |Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

b2 
b7E 
b6 
b7C 

(U) Any questions regarding the above cpr» hn riimnfnri 
FBIHQ, SSj (202) 324[ ]or IA 

to 
(202) 

324-1 Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

I T I 
Field Office should immediately contact SSA 
for additional information. 

or 

LEAD(s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

™ AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SEPTET MSLVIO-10546 



seJ^T 
Working Copy Page 3 

requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

Set Lead 3 : (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 

|FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 

b2 
b7E 
b6 
b7C 

Room 4343 

SEb^T NSL VIO-10547 
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Precedence: PRIORITY 
To: General Counsel 

/ 
Date: 08/10/2004 

Counterterrorism 

Jo 2 
b7E 
b6 
b7C 

Attn: . 
' Unity Chief, CTLÜT 

Attn: IAI 
Attn: CXS/FOPS 

S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : (202) 324 

Approved By: Curran John F 

Drafted By: :jh 

III) 
Case ID #: (S) 

(S) 
(Pending) 

(Pending) 

bl 
b6 
b7C 
b7A 

T i t l e : I N T E R N A T I O N A L TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

1U) V 
Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(U) X 
ts) 

M ) 

Derived/From : G-3 
Decla^sisfy On: XI 

Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National Security Letter, dated 
8/04/2004, addressed to| 

J requesting the names, addresses, length of service, 

bl 
b2 
b7E 
b6 
b7C 
b7A 

billing records, and electronic communication transactional 
records for the email address holder listed. 

SE&ket NSL VIO-10548 



Details : 

SECRET 
Working\copy Page 

This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For" 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email 
address : 

(SJ 

bl 
b4 
b7C 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The 
institution should neither send the records through the mail nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be directed 
(202) 324] "I or IA 

_to 
(202) 

b2 
b7E 
b6 
b7C 

FBIHQ, SSA[ _ 
324| [ Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

|Field Office should immediately contact SSA 
IA for additional information. 

or 

LEAD ( s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

sid^ET NSL VIO-10549 



SECRFK. 
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(UK A T WASHINGTON, DC 
NSLB is requested to record the appropriate 

information riéedèd to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

clear. 
(U) CXS/EOPS/Team 27" For information only. Read and 

Set Lead 3 : (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA| |FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4 34 3. 

secret NSL VI010550 
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Precedence: PRIORITY 
To: General Counsel 

Date: 08/09/2004 

Attn: 

Attn: 
Counterterrorism 

Unity Chief, CTLU1 

Attn: CXS/EDPS-
SSA 

From: Counterterrorism 
CXS/El ectroni r Communi rati oris Analysis Unit/Room 4343 
Contact: (202) 324-] 1 

Approved By : Curran John F 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Drafted By: 

Case ID #: (S) 
(S) 

<U) Title e: X 

:jh 

(Pending) 
Pending) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

(S) 
CU) 

Synopsis:""""^fS^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 
Field Office is Enclosure(s): (U) Enclosed for the 

an original and a copy —=>—TVr-n t-inml—C n r m- -j 1- -i r TnH-n-r HnrnH 
8/09/2004, addressed to 

requesting the 
names, addresses, length o£ service, Pi1ling records, means and 
source of payment for any services and electronic communication 
transactional records for the IP address holder(s) listed. 

bl 
b2 
b7E 
b6 
b6 
b7A 

Details: (s; 

(S) 
Case ID 



( S ) , SECRET 
Working Copy Page 

bl 

This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP addresses at the dates and times 
specified below: 

( S ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangments should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding ±±L£_above 
324-1 I FBIHQ, SSA 

324-1 
(202) or IA 

can be directed to 
J ( 2 0 2 ) 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
-remi-i-r-p» mnrp detailed information to locate such records, the 

|_Field Office should immediately contact SSA ]or 
IA for additional information. 

b2 
b7E 
b6 
b7C 

LEAD(S): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

IJSLB is requested to record the appropriate 
information ne^clecl^to fulfill the Congressional reporting 
requirements for NSLs. 

SEC*p NSL VIO-10552 
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Working Copy Page 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

clear. 
(U) CXS/EOPS/Team 2. For information only. Read and 

Set Lead 3 (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
I£| FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4343. 

SESTET NSL VI010553 



Page 1 

To: General Counsel 

Counterterrorism 

h 2 
toi E 
h 6 Attn 
b7C Attn 

Attn 

Date: 08/09/2004 

Unity Chief. CTLU1 

S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : ;202) 324 

Approved Ry; Curran John F 

Drafted By: :jh 

Case ID #: (S) 
(U) ..... (S) 

(Pending) 
(Pending) 

bl 
b6 
b7C 
b7A 

Title: INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

<U) 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
8/09/2004, addressed to| 

requesting the names, 
addresses, length or service, Dilling records, means and source 
of payment for any services and electronic communication 
transactional records for the IP address holder(s) listed. 

Details: (S) 

Í S J CaseID 

HKiMKL- NSL VIO-10554 ^ E 1 

to 2 
hl E 

b6 
b7C 
bl 
b7A 



SECJä̂ T 
Working Copy Page 

(U) j^Q This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP addresses at the dates and times 
specified below: 

(si 

bl 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangments should be made with the institution 
receiving the enclose^ 1 ether_to produce the records personally 
to an employee' of the 
should neither send t 

Field Office. The institution 
le records through the mail nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The |Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

b2 
b7E 
b6 
b7C 

(U) Any questions regarding the above can be directed to 
FBIHQ, SSAl 1(202) 324] | or IA| |(202) 
3241 Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

I iField Office should immediately contact SSA or IA 
for additional information. 

LEAD ( s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

(UK... AT WASHINGTON, DC 

^fS^C NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SEJä^ET NSL VIO-10555 



SEC^T 
Working Copy Page 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2 
clear. 

Set Lead 3: (Action) 

AT 

For information only. Read and 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA| ~| FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4343. 

SEC^fe^NSL VIO-10556 



se<3(ET 
Working Copy Page 

Precedence : IMMEDIATE 
To: General Counsel 

Date: 08/04/2004 

Attn: 

Counterterrorism 

TT̂  -•• ^ ^ ^-f e n U1 
Attn: 
Attn: 1TPS 1/COMUS 1/Team 3 

S SA 
cxs'pzns: 
S SA 

From: Counterterrorism 
CXS/Electronic Communications Analys 
Contact : 202) 324 

-in T Tiri K/Room 4343 

Approved By : Bowman Marion E 

Drafted By: 

Case ID #: (S 
(U) 

Title : X 

: su 

(Pending) 
(Pending) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

bl 
b7A 
b6 
b7C 

(U) 

b2 
b7E 
b6 
b7C 

Synopsis r A M ^ r Approves the issuance of an ECPA National Security 
Letter (NS£); ^provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 
8/04/2004, addressed to 
I 

requesting the names, addresses, length of 
service, billing records, and electronic communication 
^jransactional records for the IP address holder listed. 

bl 
b7A 
b2 
b7E 
b6 
b7C 

Case ID : 
aticĵ fr NbL viu-iubby 



SEC&ÎT 
- Working Copy - Page 2 

bl 

(U) On i u /1) / 2 u u 3 ,—Liie DiiecLUi ueyiyiidLeu the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the | Field Office. The institution should neither send the 
records cnrough the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The, Field Office should remind the electronic 

b2 
b7E 
b6 
b7C 

communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

SSA 324 
(U) Any questions regarding the _above can be directed t<p FBTHO 

( 2 0 2 ) (202) 324 lor IA 
Should the institution be unable to fully comply with this request 
due to lack of specificity or should the instituf nn—i-ar-rnire more 
detailed information to locate such records, the 
should immediately contact SSA 
information. 

or IA 
'ield Office 

for additional 

LEAD ( S) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
<U) X NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
SEQ&iT NSL VIO-10558 



S T 
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requirements for NSLs. 
Set Lead 2 : (Action) 

AT 

Jo 2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS I/TEAM 3 

(U) For information only. Read and clear. 

Set Lead 4: (Info) COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

SEQ^T NSL VI010559 



SECRET 
Working Copy- Page 

Precedence : IMMEDIATE 
To : General Counsel 

Counterterrorism 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Attn: 

Attn: 
Attn: 

Date: 08/04/2004 

Unit Chief,- CTLU1 
JTTF 
ITOS I/CONUS I/Team 3 
SSA[ 
CXS/EOPS 
S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact: (202) 324-

Approved Ry; Bowman Marion F 

Drafted By: [ 

Case ID #: 

3 j h 

(Ul-

is) 
(S) 

(Pending) 
TP« ^ending) 

Title : INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

(S) 
(U> 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( S ) (X^-iU) 

Enclosure(s): (U) Enclosed for the Field Office is an 

[ 

original and a copy of a National Security Letter, dated 
8/04/2004, addressed to| 

^requesting the names, 

bl 
b2 
b7E 
b6 
b7C 
b7A 

addresses, length of service, billing records, and electronic 
communication transactional records for the email address holder 
listed. 

(si 

Case ID 

¿W&fffiT NSL VIO 105G0 
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Details : 

-jfŜ  This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email 
address: 
( S J 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed latter to produce the records personally 
to an employee of the | | Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b< 
b' 
b: 
b" 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U.) Anv questions regarding the above can be directed to 
FBIHQ, IA| (202) 324-| Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the [ |Field 
Office should immediately contact IA 
information. 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

for additional 

(U) 

'''•'••̂ Ŝ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SECRET NSL VIO-10561 



requirements for NSLs. 

Set Lead 2 : (Action) 

AT 

SECi^T 
Working Copy 

h 2 
b7E 
b6 
b7C 

Page 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to IA | | 
I I FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS I/TEAM 3 

(U) For information only. Read and clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

S E ^ E T NSL VIO-10562 
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Precedence: IMMEDIATE 
To : General Counsel 

Date: 08/04/2004 

Attn: 

Counterterrorism 

Unit Chief. CTTiIII 
Attn: 
Attn: " ITOS I/CONUS I/Team 3 

S SA 
CXS/EOPS 
S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : (202) 324-

Approved Bv: Bowman Marion E 

Drafted By: 

Case ID #: 

jh 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 
(S) 

(Pending) 
Fending) 

Title : 
<U> X INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

(U) 

Synopsis: " ^ S ^ Approves the issuance of an ECPA National Security 
Letter (NSÎ); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

.bl 
b2 
b7E 
b6 
b7C 
b7A 

requesting the names, addresses, length of service, 
billing records, and electronic communication transactional 
records for the IP address holder listed. 

( S ) 

Case ID 
bELJ^ki NSL VIO-10563 



SECÌ̂ IT 
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Jktails. 

bl 

(u) J&C. m i s electronic communication aocuments tne senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records for the account 
holder assigned the IP address at the date and times specified 
below.: —i 

( S ) 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

IA 
(IT) Anv questions regarding the above can be directed to FBIHQ, 

(202) 324] 1 Should the institution be unable 
to fully comply with this request due to lack of specificity or 
should the institution require more detailed information to locate 
such records, the| Field Office should immediately contact IA 

bl 
b2 
b7E 
b6 
b7C 

for additional information. 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

<U) OßJC NSLB is requested to record the appropriate 
SE&fcET 

NSL VIO-10564 



SECRET 
Working Copy 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Page 

Set Lead 2 : (Info) b2 
b7E 

AT 

(U) For information only. Read and clear. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

Set Lead 4 : (Action) 

AT 

b2 
b7E 
b6 
b7C 

receipt 
(U) Hand deliver enclosed NSL as indicated above. 

of requested records, immediately submit results to IA 
' FBIHQ, Counterterrorism Division, CTD/CXS/| j Room 4343. 

Upon 

T N S L V I O - 1 0 5 6 5 



SE^ÇT 
Working Copy Page 

Precedence : IMMEDIATE 
To: General Counsel 

Date: 08/04/2004 

Counterterrorism 

Attn: ( 
'unity Chief, CTLU1 

Attn: JTTF 
Attn: CXR/EOPR 

S SA 
bl From: Counterterrorism 

CXS/Electronic Communications Analysis Unit/Room 4343 b2 
Contact : ! 2 02) 324 

Approved By: Bowman Marion E 

b7E 
b6 
b7C 
b7A 

Drafted By: : th 

Case ID #: (S) 
(S) 

mi-

(Pending) 
(Pending) 

Title : INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 

(S) 
(U) 

Synopsis: ^g^f Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider, 

(U) \ ^ bl 
b2 
b7E 
b6 
b7C 
b7A 

1 

Reference: (S) 

Administrative : 

Enclosure(s) : 

(U) 

(U) Enclosed for the Field Office is 
an original and a copy of a National Securitv Letter, dated n / rs A / ̂  ^ ^ A -JJ 3 - I 

requesting the names, 
addresses, lengtn or service, Dining records, and electronic 
communication transactional records for the IP address holder(s) 

NSL VIO-lOb66 



SEPTET 
- Working Copy - Page 2 

listed. 

Details: (S) 

bl 
This electronic communication documents the Senior 

Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 
specified below: 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangments should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the I I Field Office. The institution 
should neither send the recoras unrough the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 
to 6 
tolC 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

FBIHQ, SSA 
324-
this 

(U) Any questions regarding the above can be directed to 
(202) 324- or IA 

Should the institution be unable 
(202) 

to luny comply with 
rëqifest due to lack of specificity or should the institution 

S E C R E T N S L V I O - 1 0 5 6 7 



SECïjÎT 
Working Copy Page 

b2 
b7E 
b6 
b7C 

LEAD(S) : 

Set Lead 1: (Action) 

(U) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^ j^C NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

-AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 434 3. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. 
clear. 

For information only. Read and 

SECRET N S L V I 0 1 0 5 6 8 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 

Attn: 

Attn: 

Attn: 

08/03/2004 

UC 
CTLUr 
SSA 
ITOS I/CONUS IV/TEAM 15 
UC 
ITOS I 
UC 
CX 
SSA 

From : Counterterrorism 
Electronic Surveillance Oneratjons Unit, Rm 4363 

(202 Contact: SSA 324 

Approved By: Bowman Marion E 

Drafted By: 

Case ID #: 
ID) 

Title: (S) 

b2 
b7E 
b6 
b7C 
b7A 
bl 

mca 

(S) 
n bbf-Hy-L13U33 lb 

Pending) 

(U) 
Synopsis: ^f58^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(Dl-
TS)- - X 

Derived^From : G-3 
Declassxty\On: XI 

X 
Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 08/03/2004, 

bl 
b2 
b7E 
b6 
b7C 
b7A 

requesting names, addresses, length 
"of service, Pilling records, ana electronic communication 
transactional records for the account holder assigned the e-mail 
addresses specified below. 

( S ) 

Case ID 
b b F - HU - L' 13 U 3 3 lb 

SEC?j(ET 
38483 

N S L V I O - 1 0 5 6 9 
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- Working Copy - Page 
s • i.q//TsTFÌ 

bl 
b6 
b7 C 

I*/ /nr- MEI 

'"^K'This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The |Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

bl 
b4 
b7D 
b2 
b7E 
b6 
b7C 

uc 
(2 

(U) Any questions regarding the above can be directed to FBIHQ, 
324-| | or S SA 

U2J 324 S h ô U l d 

(202) 
the institution be unable to tully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

S E C R E T NSL V 1 0 - 1 0 5 7 0 



records, the 
UC or SSA 
LEAD s 

S^FTGT 
NF 

Working Copy Page 
"Vield Office should immediately contact 

for additional information. 

Set Lead 1: (Action) 

FIELD OFFICE 

AT 

b6 
b7C 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
(202) receipt of requested records, notify SSA 

3241 Ito coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT 

(U) Read and Clear. 

SEC\ET N S L V I O - 1 0 5 7 1 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Jol 
b7A 
b2 
b7E 
b6 
b7C 

Date : 

Attn: 

Attn: 

Attn: 

08/03/2004 

UC 
CTLU1. 
SSA 
ITOS I/0ÖNU5 I/TËAM 1 
UC 
ITOS li 
UC 
PYC 

SSA 

1 

From : Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 3 63 
Contact: SSA (202) 324 -| I 

Approved By-, B o w m a n M a - r i n n F 

Drafted By: mca 

<u)-

Case ID #: (S) 
IUI 

Title : 

Pending) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 
<u> --- - X , _ _ .b2 X 

(S). 

M 

Derived/From : G-3 
Declassify On: XI b7E 

b6 
b7C 
b7A 

Field Office is an Encl osure(s): (U) Enclosed for thd 
original and a copy of a National Security Letter, dated 08/03/2004. 

i-. +- | 

requesting names, 
addresses, length of service, billing records, and electronic 
communication transactional records associated with the following IP 
(S) 
Case ID 

I S ) 

Ut)!1 •IIU'-LIJUJJ ! J 

SEC^ÊT NSL V10-10b/2 



SECHST 
NF 

Working Copy Page 2 
address. 
np^ailg. < Q / /MEM 

bl 
.b4 
b7D 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the above IP address. 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an 
employee of the 

Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

b2 
b7E 
b6 
b7C 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
lUL 

[ 202) 324 

Any questions regarding the above can be directed to FBIHQ, 
(202) 324-1 lor SSA | | 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

Field Office should immediately contact 
for additional information. 

records, the 
UC 
LEAD(s) 

or SSA 

S E Ç ^ T N S L V I O - 1 0 5 7 3 



SENKET 
NF 

Working Copy Page 
Set Lead 1: (Action) 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NSL as_ 
receipt of requested records, notify SSA 

i riH i r-at-erl ahn VP. . Upon 
(202) 

324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

b2 
b7E 
b6 
b7C 

to coordinate immediate delivery of records to FBIHQ, 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 1 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

Jo 2 

AT 

(U) Read and Clear. 

SEGLET N S L V I 0 1 0 5 7 4 
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Precedence: IMMEDIATE 
To: General Counsel 

Date: 08/03/2004 

Counterterrorism 

Attn: . 
Unit Chief, CTLU1 

Attn: JTTF 
Attn: CXS/EOPS 

S SA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact: 1(202) 324-

Approved By: Bowman Marion E 

bl 
b2 
b7E 
b6 
b7C 
b 7 A 

ITJJ -

Drafted By: 

Case ID #: 

Title: ^ 

:jlf 

(S) 
(S) 

(Pending) 
Pending) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

Synopsis: yS^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(S) 

Enclosure(s) Enclosed for the[ ]Field Office is an 
original and a copy of a National Security Letterdated 
8/03/2004, addressed to| 

bl 
b2 
b7E 
b6 
b7C 
b7A 

requesting the names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the IP address holder listed. 

Details: (S) 

N S L V I O - 1 0 5 7 5 
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bl 
b6 
b7C 

P ^ C '•L'J11S electronic communication documents tne Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, 
electronic communication transactional records for the account 
holder assigned the IP address at the date and times specified 
below.: 

(Hi 

( 3 ) 

and 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

SSA 
an Anv mipgt" "i nnfl regarding the above can be directed to FBIHQ, 

(202) 324 (202) 324-or IA 
Should the institution be unable to fully comply with this request 
due to lack of specificity or should the institution require more 
detailed information to locate such records, the 
should immediately contact SSA 
information. 

or IA 
Field Office 

for additional 

h 2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

I AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SECB^T N S L V I O - 1 0 5 7 6 



requirements for NSLs 

Set Lead 2: (Action) 

AT 

SE(^ET 
Working Copy 

b2 
b7E 
b6 
b7C 

Page 

(U) Hand deliver enclosed NSL as indicated above. Ilnon 
receipt of requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

Sçà^ET NSLVIO-10577 



SECHST 
Working Copy -• Page 

Precedence: IMMEDIATE 
To: General Counsel 

Date: 08/03/2004 

Attn: 

counterterrorism 

Unit Chief. CTLU1 
Attn: 
Attn: ryg/BOPT 

S SA 

From : Counterterrorism 
CXS/Electronic Communications Analysi 
Contact : (202) 324 

:/Room 4343 

Approved By: Bowman Marion E 

Drafted By: :jlf 

Case ID #: (S) (Pending) 
(U) 

(S) (Pending) 

Title: (pX' INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

IUI-

Synopsis : Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( S ) 
IDI 

Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National! security Letter, dated 
8/03/2004. addressed tof 

rfcsqueacing Lfie 
names, addresses, length ot service, billing records, and 
electronic communication transactional records for the e-mail 
address holder listed. 

bl 
b2 
b7E 

b7C 
b7A 

bl 
b2 
b7E 
h 6 
b7C 
b7A 

npfai 1 g (1) 

Case ID 

ji^^i NSL VIO 10570 



SE^ET 
Working Copy 

xnis electronic communication aocuments tne senior 
Counsel ' s -^ppïxjval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email account 
name requesting names, addresses, length of service, billing 
records, and electron-i-c communication transactional records for the 
account holder usina the following 'email address: 

( 3 ) 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The ] Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be directed toFBIHQ, 
SSA 
Should 

(202) 324] lor,IA 
the institution be unable to 

due to lack of specificity or should the 
detailed information to locate such records, 
should immediately contact SSA| |or IA 
information. 

(202) 324 
fully comply with this request 

institution require more 
the Field Office 

For additional 

bl 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b6 
b7C 

<ui-

LEAD ( s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^HS^O^SLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

S E ^ & T N S L V I O - 1 0 5 7 9 
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Set Lead 2 : (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 
receipt of requested records, immediately submit results to IA 

Upon 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 
clear. 

S E C ^ N S L V I O - 1 0 5 8 0 
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Precedence: PRIORITY 
To: General Counsel 

bl 
b2 
b7E 
b6 
b7C 

Date 

Attn: 

Attn: 

07/29/2004 

UC 
CTLUT 

IA 

From : Counterterrorism 
Electronic finrvpi 1 1 anrp Dnprat i oriH Unit Rm 
Contact : SSA 

Approved By: Bowman Marion E 

Drafted By: 

Case ID #: (S) 
: slg 

Pending) 
bbF-HQ-L'13U33 ib 

Title : (S) 

Synopsi 
Letter 
the NSL 
provide 

Approves the issuance of an ECPA National Security 
(NSL); provides reporting data; and, if necessary, transmits 
for delivery to the electronic communications service 

r. 1 

Enclosure(s): (U) Enclosed for the Field Office is an 
original a n d a copy of a National Security Letter, dated 07/29/2004, 
addressed to[ 

requesting names, 
addresses, lengtn o£ service, Pilling records, and electronic 
communication transactional records for the account holder assigned 
the e-mail addresses specified below. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

Details: ( S//NF,OC) 

Case 
(S) 

ID.. 
bbi'-HlJ-UlJUJJ /r> òóz Ì y 

SEŒRET N S L V I O - 1 0 5 8 1 
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Working Copy — Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address(s): 

bl 
b4 
b7D 

(U) On 10/17/.2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The |Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

h 2 
b7E 
b6 
b7C 

ucf 
(U) Any questions regarding the above can be directed to FBIHQ, 

(202) 324-1 I or SSA 
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

"iField Office should immediately contact 
for additional information. 

records, the 
UCl lor SSA 

LEAD(s): 

Set Lead 1: (Action) 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
323-

(202) 
to coordinate immediate delivery ot records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
S E G N E T N S L V I 0 1 0 5 8 2 
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<U) 

jX) NSLB is requested to record the appropriate 
information nëeded to fulfill the Congressional reporting 
requirements for NSLs. 

S E Ò ^ T N S L V I O - 1 0 5 8 3 
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Precedence : IMMEDIATE 
To: General Counsel 

bl 
b2 
b7E 
b6 

Date: 07/26/2004 

Attn: UC 
CTLTJT 

b7C Attn: 
b7A 

From: Counterterrorism 
Electronic c^rmi 11 ̂ ^ ^ n^gy-ai-^no tt̂-; Pm /iici 
Contact : SSA 

Approved Ry: Rnwman Marion F 

Drafted By: 

Case ID #: (S) — u u r 1 ,Ji (Pending) 

Title: (S) 
(U) 
Synopsis:^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( S ) 
( U ) -X 

DERÎVEDFJ^OTFI : G-3 
DeclÂsiïÎ^On: XI -25 

Page 

Enclosure(s): (U) Enclosed for the 
original and a copy of a Mat- -i nnai gppin-ihv T.pt-t-pr 
07/26/7.004 . addressed to 

Field Office 
^t-p^ 

is an 

service 
transactional 

requesting names, addresses, length of 
billing records, and electronic communication 

records for the account holder assigned to the 
Mail Accounts specified below. 

SECRET N S L V I O - 1 0 5 8 4 
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Working Copy Page 

electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

bl 
b4 
b7D 

Un 1U/17/2UU3, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be dir^nt-nH i-o— 

b2 
b7E 
b6 
b7C 

FBIHQ, UC (202) 324] I or SSA 
[should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information. 

LEAD(s): 

Set Lead 1: (Action) 

Field Office should 
or SSA for 

AT 

(U) Hand deliver enclosed NSL as indicated above. 
receipt of requested records, notify SSA[ ] to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 

Upon 

Set Lead 2: (Action) 

GENERAL COUNSEL 

S E ^ E T N S L V I O - 1 0 5 8 5 
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( U ) 
AT WASHINGTON, DC 

>) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

S E ^ T N S L V I O - 1 0 5 8 6 


