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Precedence: IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 06/02/2005 
Attn: TTO.q TT / T £ T ,T T 

S SA 
Attn: National Security Law Branch 

POP ,Tnlip F. Thomms 
uc 

Attn: 
From: Count er terrorism 

CXS/EOPS 
Contact : ~TK 

Room 434 3 
"202-3241 

Approved By: _ Caproni Valerie E 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
-Title: 

(S) 

(Pending) 
Pending) 

ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7A 
b6 
b7C 

,I; Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
(S) 

^ yî 
cTàl 
Reason 

fassify On: XI 

Enclosure(s): (U) Enclosed for the 
an original and a copy of a Nationa 
nfi/n?/?nnt; t-nI 

Field Office is 
Security Letter, dated 

requesting names, 

Case ID Serial 

(S) 

s j ^ f<T NSLVIO-10934 

s > 

bl 
b2 
b7E 
b4 
b7D 
b6 
-b7C 

bl 
b7A 
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addresses, length of service, billing records, and electronic 
communication transactional records for the email address 
holder(s) listed below. 

(U) Administrative: This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2 • j x f Some of the Intelligence provided in this communication 
has/beeh obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

( U ) 3 . t e i Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. bl 

b2 
b7E 

bl 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

NSL Viu-iuyjb 

bl 
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b7D 
b6 
b7C 
b7A 
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bl 
b7A 

iS//OC/NF) On 05/25/2005. durina the course of its review of 

bl 
b4 
b7D 
b7A 

(S//0C/NF) 

bl 
b2 
b7E 
b4 
b7D 
b7A 

(S//0C/NF) Meanwhile, EOPS conducted an analysis of the 

bl 
b4 
b7D 
b7A 

(S//QC/NF) This EOPS analvsi 

NSL VIQ-10936 

bl 
b4 
b7D 
b6 
b7C 
.b7A 
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(S) 
(S//OC/NF)f 

.bl 
b4 
.b7D 
b7A 

bl 
b4 
b7D 
b7A 

(S//Of/MF) Also. FOPS analysis of the 

f.q//OC/NF} RCAIT and FOPS believe that the 

(S//OC/NF) Accordingly, EOPS is issuing a National Security 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
h 6 
b7C 
b7A 

This electronic communication documents the General 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/electronic 
communication transactional records on the following email 
addresses : 

bl 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S) 
b7D 
b7A 

s ß ^ T NSL VIO-10937 
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bl 
b4 
b7D 
b7A 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records tnrough the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can_be directed to 
(202) 

b2 
b7E 

or SSA FBIHQ. IAl (202) 324-
324- Should tne institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records. t~.hg 

Field Office should contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

or SSA 

b2 
b7E 
h 6 
b7C 

tor 

GENERAL COUNSEL 

(U) 
AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
informatioli nfeeded to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

T T 3 T 

b2 
b7E 
b6 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room fo-j ç 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

P NSL VIO-10938 
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AT WASHINGTON, DC 
(U) ITOS Il| I For information only. jj2 

£ NSL VIO-10939 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: TTOQ TT J 

S SA 

Date: 06/02/2005 
ZJ 

Attn: National becuriuy Law Branch 

Attn: 
uc 

From : 
CXS/EOPS 
Contact : 

Room 
2-324-

L343 
IA 20 

Room 
2-324-

Approved By : Canroni Valerie F 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roaers Glenn T 

Jo 2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: (S 

(S) 
(Pending) 

Pending) 
Title: ELECTRONIC COMMUNIOATTOWf? ANALYSIS UNIT 

TT i 
(S) 

(U) Synopsis:^S^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

m X ) 

(S) 

bl 
b2 
b6 
b7C 
b7A 

Field Office is Enclosure(s):(U)Enclosed for the| 
an original and a copy of a National S p r u n r v reFTer. dated 
06/02/2005, addressed tc 

Serial 

NSL VIO-1094Ö 

(S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
"b7C 

bl 
b7A 
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Working Copy 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the email 
address holder(s) listed below. 

Page 

(U) Administrative : This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2 . o f the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

tU) 

(s) H ^ 

3. J^J) Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

bl 
b2 
b7E 

Details: (S//OC/NF) 
bl 
b6 
b7C 
b7A 

f.q//nr/l-JPM rrnrinn th-ig analvaia bl 
b4 
b7D 
b7A 
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b4 
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b6 
b7C 
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(S//OC/NF) On 05/25/2005. durino the course of its review of 

b l 
b7A 

bl 
b 4 
b7D 
b7A 

b l 
b 2 
b7E 

b7D 
b7A 

(S 

b l 
b4 
b7D 
b7A 

<u> Ts^€C7nF) On 05/31/2005 
Letter to 
the NationaT 
that all of 

for these accounts. 
•¡Security Letter returns from 
the accounts probably had b^en 

issued a National 
On 06/01/2005. 

.Security 
received 

created by 
NSL VIO-10942 

which indicated 
the same 

b7D 
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i nd ivi dua1 t hat uses th 

:s//OC/NF)" The National Security Letter returns from 

bl 
b4 
b7D 
b7A Pa9e 

bl 
b2 
b4 
.b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC/NF) ECAU and EOPS believe that the 

(S//OC/NF) Meanwhile, EOPS conducted an analysis of the 

rq//Of/MPI RPZXTT anrl POPS hpl i pvp fhst fbp 

(S//OC/NF) Accordingly, EOPS 
Letter to obtain information on the 

J?,Ŝ  This electronic communication documents the General 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/electronic 
communication transactional records on the following email 
addresses : 

bl 
b4 
b7D 
b7A 

bl 
b2 
b4 
b7D 
h 6 
blC 
hi A 

bl 
b4 
b7D 
h 6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
Jo 7 Cv 
b7A 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the 

send the 
Field Office. The institution 

records through the mail nor utilize the should neither 
name of the subject or any identifying information related 
to the subject 
in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b 2 
b7E 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

b 2 
b7E 

(U) Any 
FBIHO. IaI 
324-1 

questions regarding the 
(202) 324-Q 
itution be una 
of specificity or 

above 
or 
le 

JU\ can 
SSA 
to 

be directed to 
(202) 

snouia tne institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records 

Field Office should contact 
information. 

IA 
additiona 
LEAD ( s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 

or SSA 
the 

tor 

b 2 
b7E 
b 6 
b7C 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

b7E 
CA 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4343 . 

b 6 
b7C 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

S É ^ E T NSI. VIO-10944 
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Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

T NSL VIO-10945 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 05/31/2005 
Attn: 
Attn: 

Attn: 

ITOS TT 
SSA 
Nat îonal Security Law Branch 
u c H 

From: Counterterrorism 
CXS/EOPS; 
Contact : "TE Ì oom 434£ 202-324 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 

h 2 
hl E 
h 6 
hlC 

Case ID #: (S) 
(S) 

ÎHTâlilD 
CFIED EX 
«Si 

CLASSIFIED BT 6'517'9'tilï/S'l 
PIAS01: 1.4 lc/d) 
DECLASSIFY oi: 07-25-203; 

(Pending) 
[Tending) 

FTiFPTRONTP COMMIJN T CAT T ONS ANALYSTS UNIT 

(S) 

Title: 
<U> 

(U) ^ 

Synopsis: Jr&J\ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
h 2 
h 6 
hlC 
hl A 

(U) X 

Enclosure(s] (U) Enclosed for the Field Office is a copy 
of a National Security, dated 05/31/2005. addressed to 

requesting names, addresses, lengtn or service, Pi1ling 
records, and electronic communication transactional records for 

bl 
h 2 
hlE 
b4 
b7D 

Case ID : Serial b l 
\ 

^ T NSLVI0-lig46 
b7A 

/ 
^ T NSLVI0-lig46 
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the individual(s) associated with the website listed below. 
(U) Administrative : p&l This document is classified SECRET. 

Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

( U ) 
2.Itef Some of the Intelligence provided in this communication 
has £>e&n obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

( U ) -

(s) 

3 ^g^Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

bl 
b2 
b7E 

4 . M 
Details : 

bl 
b6 
b7C 
b7A 

(S//OC/NF) bl 
b4 
b7D 
b7A 

ÎS//OC/NF) Analysis of content associated 
bl 
b4 
b7D 

^ ^ NSL V1Ü-1U94/ 
b7C 
b7A 
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b l 
b7A 

larrnnnf e f ni 1 ni.ipH 
b l 

(S//OC/NF) Cyber Division's Special Technologies and 
Applications Section conducted a search of seized media 

;s//OC/NF) EOPS conducted an analysis of the 

IQ. / /nr/T\TPl RDP.c; r-nriHnr'l-pH ̂ n analvsis nf t'ho 

b7D 
b7A 

b l 
b 4 
b7D 
b7A 

b l 
b 4 
.b7D 
b7A 

b l 
b 4 
b7D 
b7A 

b l 
b 4 
b7D 
b7A 



(S//OC/NF) ECAU and EOPS believe that email addresses on 
this lint mav be involved in the 

(S//OC/NF) Accordingly. EOPS is issuing a National Security 
Letter to for electronic 
rnininiinirahiori rransarrinna l rprnrns assnnarprl wiHi Mip 

bl 
b4 
b7D 

4 b7A 

bl 
b6 
b7C 
b7A 

bl 

b7D 
b7A 

bl 

(U) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

b7D 
b6 
b7C 
b7A 

(S) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b7A 

b2 
b7E 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding tjie above can^ be directed to 

b2 
b7E 

FBIHQ, IA 
324-

(202) 324 or SSA ( 2 0 2 ) 

bnouia cne institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

|Field Office should contact IA 
additional information. 
LEAD(s) 

S 

or SSA for 

b2 
b7E 
h 6 
tolC 

NSL VIO-10949 
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Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
^ Ni=LB is requested to review and approve the 

enclosed ̂2 7 0^ letter. 

Set Lead 2 : (Action) 

AT 
(U) 

following rocedures out 
Hand deliver enclosed 2702 letter 
.ined in this EC. Upon receipt of 

requested records, immediately submit results to IA 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

4343 . 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS II/ For information only. 

h 2 

b2 
b7E 
b6 
b7C 

lT NSL VIO-10950 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Date: 05/31/2005 
ITOS II 
SSA 
National Security Law Branch 
DGC Julie F. Thomas 
nel 

b2 
b7E 
b 6 
b7C 

From: Counterterrojij_am 
CXS/EOPS, 
Contact : T Ä 

Room 4 3 4 3 
202-324 O 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 

DATE : 07-2 
CLASSIFIED 

DECLASSIFY 

Case ID #: (S) 
(S) 

Title : 
(U) 

(Pending) 
Per ending) 

KT.ETTPOMTO POMMT TNT T P Ä T T P)T\T S AM&T.VRTfi UNIT 

Synopsis: \Hjfi Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 
IS) 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
05/31/2005. addressed to 

requesting names, addresses, lengcn or 

bl 
b 2 
b 6 
b7C 
b7A 

b l 
b 2 
b7E 
b 4 
b7D 

Case ID : 

(S) 

Serial 

•T NSLVIOr1095] m 
b l 
b 2 
b7E 
b7A 



(U) 

(U) 

SENKET 
Working Copy Page 

service, billing records, and electronic communication 
transactional records for the administrator of the website listed 
below. 

Administrative : ̂ fS^C^ This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2 Some 
has been obta 
Intelligence 
intelligence 
intelligence 
No overt inve 
reported inte 
from FBIHQ. 

of the Intelligence provided in this communication 
ined by techniques authorized in the Foreign 
Surveillance Act (FISA). Therefore, the 
provided has been obtained through methods of 
gathering which are considered singular in nature, 
stigative steps should be undertaken based on 
lligence without first receiving advice and consent 

(U) 

50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(S) 4 . fé) 
bl 
b2 
b7E 

Details : bl 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 
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'q//nr/MEM r, f Hipqp[ 1 acommt-g fnl 1 nwpH 

(S//OC/NF) Cyber Division's Special Technologies and 
Anni I RAH i NRIS Rprhinn rrmdnrt PH A search n f spi 7.prì media 

:s//OC/NF) EOPS conducted an analysis of| 

S//nr/NF) FOPS conducted an analysis of the 

(fi//OC/NF) Queries in onen source databases reveal that the 

OS^^g^F") Accordingly, EOPS is issuing a National Security 
— SESTET n s l VIO-10953 

bl 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 
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This electronic communication documents the Deputy 
General counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 
user contracting with 
website : 

to maintain the 

(S) 

bl 
b4 
b7D 
to 6 
tolC 
toi A 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enr-l n.qprl let-t-ers tn produce the records personally 

employee to an employee of the 
should neither send the records 
name of the subject or any identifying information 
related to the subject 
in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

Field Office. The institution 
through the mail nor utilize the 

to 2 
b7E 

(U) The 
communications provider 
that the FBI has made this request. 

Field Office should remind the electronic 
that it is prohibited from disclosing 

(U) 
FBIHQ, IA 
324[^ 
this 

questions jZ^garding the a bp ve can 
(202) 324-1 or SSA 

Ì2S. directed to 
(202) 

snouio une institution be unable to fully comply with 
request due to lack of specificity or should the institution 

require more detailed information to locate such records, the|~ 
_]for Field Office 

information, 
should contact IA 

additional 
LEAD(S): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

or SSA 

to 2 
toi E 

to 2 
b7E 
b6 
b7C 

AT WASHINGTON, DC 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 
to 2 
b7E SESTET 

NSL VIO-10954 
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(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
TJTT 

Page 22 

FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 
b6 
b7C 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

^ ^ NSL VIO-10955 
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Precedence : IMMEDIATE 

To: Counterterrorism 

General Counsel 

Date: 05/31/2005 

Attn: 

Attn: 

Attn: 

ITOS_LL 
S SA 
National Security Law Branch 
ucl 

From: CounterterroriauL 
CXS/EOPSj 
Contact : 

Room 4 343 
202-324 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

h 2 
.b7E 
b 6 
.b7C 

Drafted By: 

Case ID #: (S) 
(S) 

( U ) 

(Pending) 
ending) 

Title: ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 

(S) 

(U)Synopsis : Ç») Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

b l 
b 2 
b6 
b7C 
b7A 

(U) 

Enclosure(s): (U) Enclosed for the Field Office is a copy 
of a National Security Letter, dateci Ub/31/2005, addressed to 

length of service, billing records, 
requesting names, addresses, 

and electronic communication 

b l 
b 2 
b7E 
b 4 
b7D 

Case ID Serial 

(S) 
S p ^ E T MSL VIO-10956 

(S) 

bl 
b7A 



(U) 

(ïï) 

SE^ET 
Working Copy Page 

(U) 

transactional records for the individual(s) associated with the 
website listed below. 
Administrative:j^C This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2 . S o m e of the Intelligence provided in this communication 
has "been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. .^KPer 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
investigation. 

(S) 
4 . 

bl 
h 2 
hi E 

Details: (S//OC/NF) 

(S//QC/NF) 

(Q / /NR /-NTEM AMAI -.RO-I C. 

bl 
h 6 
hlC 
hi A 

bl 
b4 
b7D 
b7A 

bl 

NSL Viu-iuyb/ 

b7D 
b6 
b7C 
b7A 
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! Q / /nr /KTFl Msnv nf M I P Q P \ apnnnntq f n~l 1 

(S//OC/NF) Cyber Division's Special Technologies and 
Anni i rat~i nns Serti cm rnndnrted a s earn h nf spi zed meHia 

bl 
b7A 

bl 
to A 
tolD 
toi A 

bl 
b4 
b7D 
b7A 

•(.qZ/nf/MFi FOPS rnnHnrhpH ^n s^Ivrir nf hbP 

f S //DP/NTFÌ FDPS rnndnrt-pri ^n flnalvsi s nf t"hp 

/ c / /r\n mpc ^ fc±u 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

NSLVIO-10958 



(S) 
Working Copy 

ÌS//or/NFÌ As a result-. KfATT and FOPS believe that the 

/r>r/\TF\ R n m r r l i n n l v R O P S i s i s s n i n n a 

Letter to 
communication transactional recoras associated 

National Security 
for electronic 

with the 

^ ^ This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

(S) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b4 
b7D 
fa 6 
b7C 
b7A 

.bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

(U) The 
communications provic 
that the FBI has made this request. 

Field Office should remind the electronic 
er that it is prohibited from disclosing 

(U) Any questions regarding the above ran he H-irppt-
FBIHQ, 
324 

IA 
ed to 
(202! (202) 324-[ lor SSAl 

Should the institution be unable to fully comply with 
' T NSL VIO-10959 

b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 



sjasfsgi 
Working Copy Page 

this request due to lack of specificity or should the institution 
require_ more detailed information to locate such records. _the ¿2 

b7E 
b6 
b7C 

or SSA for Field Office should contact IA 
aaaiclonal information. 
LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ NSLB is requested to review and approve the 
enclosed 2"702 letter. 

Set Lead 2 : (Action) b2 
b7E 

AT 
fjj) x Hand deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 

4343 . 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b6 
b7C 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

NSL VIO-10960 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 05/31/2005 
Attn: 
Attn: 

Attn: 

ITOS II/ 
SSA 
National Security Law Branch 
uc 

From : 
CXS/EOPS 
Contact : 

'Room 4 343 
IA , 202-324] 1 

Approved By : Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

h 2 
.b7E 
b6 
b7C 

(s) 
(S) 

(Pending) 
Pending) 

Title : 
(Si 

(S) 

KT .KPTPOMTP POMMT TKT T P A T T OM.Q ANALYSIS UNIT 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b2 
b6 
b7C 
b7A 

Field Office is Enclosure(s) : (U) Enclosed for the 
an original and a copy of a National Security Letter, dated 
05/31 /900R. addre.g.ged tnl ' 

requesting names, 
addresses, length ot service, billing records, and electronic 

bl 
b2 
b7E 
b4 
b7D 
h 6 
.b7C 

SECRET 
Serial 

NSL VIQ-10961: m 
bl 
b7A 
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(£) Working Copy Page 29 
communication transactional records for the email address 
holder(s) listed below. 
Administrative:^^f This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

.y, 2. Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in-nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U)3-tef Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Fédéral Bureau of 
Investigation. 

4 . b2 
b7E 

Details : :s//OC/NF) bl 
b6 
b7C 
.b7A 

(S//OC/NF)! bl 
b4 
b7D 
b7A 

(R//OC./NF) Analysis of content associated bl 

NSL VIO-10962 

b7D 
b6 
b7C 
b7A 
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bl 
.b7A 

(S//OC/NF) Many of these accounts followed 

(S//OC/NF) Cyber Division's Special Technologies and 
AoDlications Section conducted a search of seized media 

bl 
b4 
b7D 
b7A 

b7D 
b7A 

b7D 
b7A 

iS//nP/NFÌ ArrnrHinrr to procedures ntiliy.Pd at each bl 
b4 
b7D 
b7A 

(S / /Df/NFl FÎfTPfi rnriHnrfpri âri anal vsi R nf fhp 

bl 
b4 
b7D 
b7A 

NSL VIÛ-1Ô963 
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bl 
b4 
b7D 
b7A 

(S//OC/NF) ECAU and EOPS believe that these accounts are 
involved in an online communi catinns network associated wi trf 

(S//OC/NF) Accordingly, EOPS is issuing, a Nat i nnal Ser-nri tv Ta>- t-Q 3 ^ -i nf nrmj^ i on QJJ t-ViQ nrociimâ l 

(£1 

j>§() This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

Sfts&çf NSL VIO-10964 
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b 4 
b7D 
b7A 

Page 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related 
to the subject 
in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b 2 
b7E 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

b 2 
b7E 

(U) Any 
FBIHQ, IA 
3241 

questions _regarding the 
(202) 324 

above 
or 

unable 

can 
SSA 
to 

be d-irer-tpd to 

fully Should the institution be 
this request due to lack of specificity or should 
require more detailed information to locate such ^records 

additional 
LEAD(s): 

Field Office 
information. 

should contact IA 

(202) 

comply with 
the institution 

the 
or SSA :or 

b 2 
b7E 
b 6 
b7C 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 
b 2 
b7E 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4343 . 

b 6 
b7C 

FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 

Set Lead 3 : (Info) 
NSL VIO-10965 



(£) Working Copy Page 33 
requesting records or documents for 

Ĉjj number specified below: 
transfer bl 

b7D bl 

Details: (S//OC,NF) FISA DERIVED INFORMATION: The 
mnvoraaHnng Viol our on-ng-ial- of T7 T g S f a-roĝ  

IX/for-NFÌ 

ECAU/CXS/CTD will work closely with the Global 
Extremist Unit, ITOS, and the 
money transfer was from 

Ipiyision to determine if 

(U) This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 

s|J3i<T MSLVIO-10966 

b2 
b7E 
b4 
b7D 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 



(£) Working Copy 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
records or documents for 
specified below: 

transfer number 

(S) (U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the 
institution receiving the enclosed letter to produce the 

Field Office records personally to an employee of the 
The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The 
institution that i 
made this request. 

Field Office should remind the 
is prohibited from disclosing that the FBI 

Page 34 

b l 
b4 
b7D 
b7A 

.b2 
b7E 

b 2 
b7E 

(U) Any questions regarding the above can be 
directed to FBIHQ, UC 
and IA at (202) 324-

v <3 v_a.ii kjsz i-
at (202) 324-1 

Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the 
Office should immediately contact UC 
information. 

pield 
for additional 

b 2 
b7E 
b 6 
b7C 

**FOOTNOTES** 
il': Caveat: This document contains information derived from 

an electronic surveillance or physical search conducted under' 
the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

LEAD(s): 

Set Lead 1: (Action) 

AT 
b 2 
b7E 

above. 
(U) Hand deliver the enclosed NSL as indicated 

Upon receipt of requested records, notify IA 
(202) 324 

records to FBIHQ7 
to coordinate immediate 

Counterterrorism Division, 
SE 

delivery or 
CTD/CXS/EOPS, 

NSL VIO-10967 

b 2 
b 6 
b7C 
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Room 4343. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 

(U) ITOS-I/CONUS 4/TEAM 15 for informational 
purpose only. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) GEU/TFOS for informational purpose only. 

Set Lead 5: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 

Set Lead 6: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 

(U) for informational purpose only. b2 

NSL VIO-10968 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date: 5/18/2005 
Attn: DOC Julie F Thomas 

ucf 
CTfcüI 

Attn: 

Attn: 

SSA 
SSA 
TTOS TT 

IA 
Resident Agency 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact TIS 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett T.aurie J 

Rogers Glenn~T 

(202-324 
b2 
.b7E 
b6 
b7C 

Drafted By: 
Case ID #: (S) 

(S) 
(U) yg) 

Title: (S) 

SISL (Pending) 
-NSL 

66F-HU-C13U33/b 

(u) y^) 

(U) 

EOPS 
NSL 
TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

ü&J 

bl 
b2 
b6 
b7C 
b7A 

Synop^s":'""Approves the issuance of an ECPA National Security 
Letter (NSLOV provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 
£ed From 

Case ID 

(S) bbj? -HU-U13U33 ;b 
tfSL 
-NSL 

Serial 

NSL VIO-1 

5244 U 
bl 
b7A 



(S) - Working Copy 

bl 
h 2 
.b7E Page 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a conv of a National Security Letter dated 5/17 ̂ 2005, 
aHHroacprl 1-n I l&H-n-

requesting information 
related tô eiectrôriiô CòittmurtiCàtiòilè èérvices provided to 
Details: J^/NF,OC) Information a hont 
email service is provjdpd thrnnnhl prov: 
internet service from 

l i ndi r a tes that their 
I urln -j r-«Tn receives 

is 
requested to provide any and all subscriber or customer account 
information and information regarding electronic communications 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 
b4 
b7D 
b7A 

services provided to 
following : 

including, but not limited to, the 

- any and all subscriber or customer account 
information and information regarding electronic 
communications services provided to 
including, but not limited to, the 
following; 

- confirmation 
HpgHnpri 1- o ot 

that electronic communications 
nrininafinn fr-nm_ P-rpail aHHress nf 

to 
facilities ; and 
- information regarding the physical location of| ~| 

facilities which house electronic 
mail servers providing services to the electronic 
mail domain of 

b7D 
b7A 

b4 
b7D 
b7A 

b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 

bl 
b4 
b7D 
b6 
b7C 
b7A 

employee of the| ¡Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

(U) The Field Office should remind the institution that 
it is prohibited from disclosing that the FBI has made this request. 

(U) Any questions regarding tl̂ e ab^ve can be directed to FBIHQ, 
S p 2 * ^ NSL VIO-10970 

b2 
b7E 

b2 
b7E 



(£) Working Copy Page 38 
TIS (202) 324 Should the institution be unable 
to fully comply with this request due to lack of specificity or 
should the instit 
such records, the 

for 

iti on require more detailed information to locate 
Field Office should immediately contact TIS 

additional information. 
LEAD(s): 

Set Lead 1: (Action) 

h 2 
fc>7E 
b6 
b7C 

FIELD b2 
b7E 

AT 

Dove. 
"[Resident Agency: Hand deliver enclosed 

Upon receipt of requested records, notify 
(U) For 

KTSTi as i ndi r-at-pd ^ ^ ^ 
TIS (202) 324-1 to coordinate immediate delivery of 
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ ^ÈQ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) , 
COUNTERTERRORISM 

b2 
b7E 
b6 
b7C 

AT ITOS II b2 
(U) Read and Clear. 

Ï NSL VIO-10971 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Field 

Date: 5/18/2005 
Attn: DGC_LLLLL_L£ E T H O R N S 

Attn: 

Attn: 

UC 
C T E U r 
S SA 
S SA 
I T O S T T T 

TK 
Resident Agency 

From: Counterterrorism 
Electronic Surveillance One-rations Unit. Rm 4363 
Contact: TIS 

Approved By : Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

(202-324 
b2 
b7E 
b 6 
b7C 

Drafted By: 

Case ID #: (S) 
(S) 
(S) 

Title: (S) 
B B F - H U - C 1 3 U 3 3 7 B 

siSL (Pending) 
-NSL 

^gj EOPS -
(U) NSL 

TOLL RECORDS ; 
!Ui NATIONAL SECURITY LETTERS (NSLs) 

b l 
b 2 
b 6 
b7C 
b 7 A 

Synopsis: "Is?̂  Approves the issuance of an ECPA National Security 
Letter....XN"Sl^\provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 

(U) provider. 1 

(U) 

Case ID 

(S) 

É È P - H O - C , 1 3 0 3 3 7 B 

SISL 
NSL 

Serial 
b 2 b U I 

b l 
hlA 

NSL VIQ-10972 
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Working Copy 

(U) 
Page 
b2 
b7E 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 5/17/2005, 
aHrlrpRRpH t rJ~ I AH-n-f 

(U) 
related to electronic communications 
Details :/fs//NF, OC) Information ajpoutf 
email service is provided through 
internet service from 

requesting imomatibn 
services provided to 

1 i nd i r.̂ tes that their 
which receives 

is 
requested to provide any ana a n suoscrioer or customer account 
information and information regarding electronic communications 
services provided to 
following : 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 
b4 
b7D 
b7A 

including, but not„limited to, the 

- any and all subscriber or customer account 
information and information regarding electronic 
communications services provided to 
including, but not limited to, the 
following; 

- confirmation that electronic communications 
destined to or nriainatina from e-mail address of 

to 
facilities,- and 

b7D 
b7A 

b4 
b7D 
b7A 

- information regarding the physical location of£ 
facilities which house electronic 

mail servers providing services to the electronic 
mail domain of 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the Field Office. The institution should neither 
send the records tnrougn the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) The Field Office should remind the institution that 
it is prohibited trom disclosing that the FBI has made this request. 

b2 
b7E 

b2 
b7E 

(U) Any questions regarding tl abpve can be directed to FBIHQ, 
2 T NSL VIO-10973 
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TIS 
to 

(202 ) 324-| 
uliy comply with this request 

should the institution 
such records, the 

for 
require 

[Field 
additional information 

Should the institution be unable 
due to lack of specificity or 

more detailed information to locate 
Office should immediately contact TIS 

b2 
b7E 
b 6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

FIELD 
b 2 
b7E 

AT 

NSL as 
TIS 

(U) For 
indicated 

records tó FHlHy, 

¡Resident Agency: Hand deliver enclosed 
~Dpon receipt of requested records, notify 
324 -| | to coordinate immediate delivery of 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343 
aJoove. 

2 0 2 ) 

b 2 
b7E 
b 6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS II b2 
(U) Read and Clear. 

sg&Kgr NSL VIO-10974 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Attn: 

Date: 5/17/2005 
nnr Julie F. Thomas 
UC 

LJ1 CTL 
S SA 
S SA 
T T O H T T 

IA 
1 Resident Ac ency 

b2 
b7E 
b6 
b7C 

From: Counterterrorism 
Electronic Communication Analysis Unit. Rm 4343 
Contact : IA (202-324-1 I 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: (S) 

JS) 
(U) JxÇ 6 6 F - HQ - C1303375 

»JSL (Pending) 
-NSL 

bl 
b2 
b6 
.b7C 
b7A 

(U) 

NSL 
) TOLL RECORDS ; 

NATIONAL SECURITY LETTERS (NSLs) 
(U) 

Synopsis: fâl Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 

pai 

Deri 
Deci i f " bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is an b2 
b7E 

Case ID JSL 
NSL 

Serial 
66F-HQ-C13 03 3 75 

(S) 

b22 00 
bl 
b7A 

T NSL VIO-10975 

(S) 



SESTET 
(£!' Worliing^Copy 

original and acopy of a National Security Letter, dated 
5/1 7/2005. addressed i d lAttn T 

bl 
b 4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

b l 
b 4 
b7D 
b 6 
b7C 
.b7A 

Field Office. The personally to an employee of the 
institution should neither send the records through the mail, 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

b 2 
.b7E 

(U) The 
institution t 

Field Office should remind the 
lat it is prohibited from disclosing that the FBI 

has made this request 
b2 
b7E 

•NSL VIO-10976 



(£) Working Copy 
(U) Any questions regarding the above can be directed to 

Page 44 

FBIHQ, IA (202) 324 Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records. thef 
Office should immediately contact IA 
additional information. 

Field 
tor 

b2 
b7E 
b6 
b7C 

LEAD(sI 

Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated abov^ 
Upon receipt of requested records, notify IA 
(202) 3241 to coordinate immediate delivery ot records to 
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

iU1 NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS II b2 

to 2 
b6 
b7C 

(U) Read and Clear. 

secret NSL VIO-10977 
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Working Copy - • Page 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

S M e t NSL VIO-10978 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn : 
Attn: 

Attn: 

I TOS III 
S SA 

Date: 05/26/2005 

National Security Law Branch 
DGC Julie F. Thomas 
ttpI 

From : Counterterrpri gm 
CXS/EOPS 
Contact : "T7T 

:pt 
Room 4343 

"7TJ2-324 
Approved By: Hulon Willie T 

Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Roqers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
Title: 
(U) 

b 2 
b7E 
b 6 
b7C 

(Pending) 
Pending) 

PT.cTTPnMTr' mMMTTMTPATTnMc ANALYSIS UNIT 

.bl 
b 2 
b 6 
b7C 
b7A 

(S) 

(U) Synopsis: y^) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

Enclosure(s): (U) Enclosed 
an original and a copy of a 
04/04/2005. addressed tol 

for the 
Nat i nna .spciiri TTT 

bl 
b2 
b7E 

Field Office is 
' P T p r dai_ed 

addresses, length ot service, Pilling 
communication transactional records for the 

requesting names, 
records, and electronic 

email address 

b 2 
b7E 
to A 
b7D 
b 6 
b7C 

Case ID 

ÍS) 

Serial 

(S) 

: bl 
b7A 



Page 2 
holder(s) listed below. 

( T J ) Administrative: This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

f "[J "p Ûfch Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 3 . J^f Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intèllrgence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 

^ Investigation. 
( S ) M > I 

"p^ii g- is/ /DP/NFC 

bl 
b2 
b7E 

bl 
b6 
b7C 
.b7A 

f.q//nr/NF^ 

I content associated 

bl 
b4 
b7D 
b7A 

(S//OC/NF)- Analysis ol 

NSL VIO-10980 

bl 
b4 
.b7D 
b6 
.b7C 
b7A 



Page 

:s//OC/NF) 

bl 
b7A 

bl 
b4 
b7D 
b7A 

bl 
h 2 
.b7E 
b4 
b7D 

of thq 
email 

S//OC/NF) According to procedures utilized at 
has a corresponding 

dUUOUHL .—i libi y y d'ccounts are as follows: 

bl 
b4 
b7D 
b7A 

ID and 
"I each 

(U) ^>«7/0C/NF) At 08:55 PDT 05/25/2005, 
preserved these accounts. 

(S//OC/NF) ECAU and EOPS believe that these 

verified and 

storage and transfer. 
mat uaes rns Côï1 rue 

T NSL VIO-10981 

b4 
b7D 

bl 
b4 
b7D 
b6 
b7C 



SJJS^T 
Wording Copy Page 

(S//OC/NF) Accordingly, EOPS 
Letter to obtain information on the 

I s -i ci cm i n n a W a t - i n n a l c^r-m-i 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

This electronic communication documents the Deputy 
Gener^l^Counsel ' s National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 

(S) 

bl 
b 4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, IA (202) 324 Should the institution 
be unable to fully comply with this request due to lack of 
specificity or should the institution require more detailed 
information to locate 
Office should contact 
LEAD(s): 

such records. the 
IA for additional 

Field 
information. 

h 2 
b7E 

h 2 
b7E 

b 2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
S&saÉT NSL VIO-10982 



Page 5 
( U ) ... 

'""̂ f̂ } NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

h 2 
hi E 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
TJTT 

FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 
b6 
b7C 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS Il/j | For information only. h 2 

s J ^ e t NSL VIO-10983 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 05/26/2005 
Attn: 
Attn: 

Attn: 

ITOS 11/ 
SSA 
National security Law Branch 
UC 

From: Counterterrorism 
CXS/EOPS 
Contact : TK 

Room 4343 
~2V2 -324 • 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rnaprs Ol pnri T 

Drafted By: 

b 2 
b7E 
b 6 
b7C 

Case ID #: (S) 
(S) 

(Pending) 
Pending) 

ÎU) Title: PT.PPTPnWTP POMMTTNTT r* A TT OMQ ANALYSIS UNIT 

it!) 

b l 
b 2 
b 6 
b7C 
b7A 

Synopsis: )<p) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

b l 
b 2 
b7E 

Field Office is Enclosure(s): (U) 
an original and a copy of a National security Letter, dated 
04/04/2005. addressed tof 

requesting names, 
addresses, lengtn or service, tailing records, and electronic 
communication transactional records for the email address 

Case ID 

(3) 

n Serial 

S È Z p e ^ NSL VIQ-J.P984 

b 2 
b7E 
b 4 
b7D 
b 6 
'b7C 

bl 
b7A 



Working Copy Page 
holder(s) listed below. 

(U) 

( U ) 

Administrative : /fR) This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2 . J^Q Some of the Intelligence provided in this communication 
has'Deeri obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

jUJ Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

bl 
b6 
b7C 
b7A 

T NSL VIO-10985 
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b l 
b7A 

On rlnrinn fhp onnr-gp of il-g r-^ri <=™ of 

b l 
b 4 
b7D 
b7A 

b l 
b 2 
b7E 
b 4 
b7D 
b7A 

'/OC/NF) At 08:15 PDT 05/26/2005, 
these' aire valid accounts. As of that time, 
preserve the accounts. 

verified that 
was working to 

(S//0C/NF) ECAU and EOPS believe that these 
are involved in an online communications network associated with 

rhat uses the for file 
T NSLV10-1U986 

b 4 
b7D 

bl 
b4 
b7D 
b 6 
b7C 
b7A 
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storage and transfer. 

(S//OC/NF) Accordingly, EOPS is issuing a National Security 
Letter to obtain information on the presumed! 

fai 
fa 4 
b7D 
b6 
b7C 
b7A 

( U 1 T h i s electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 

(S) 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Anv questions regarding the above can be directed to 
FBIHQ, IA 
be unable to fully comply with this request due to lack of 
specificity or should the institution require more detailed 
information to locate such records. the Field 
Office should contact IA 
LEAD(s): 

for aaaitionai mrormation. 

b2 
b7E 

(202) 3241 "I- Should the institution 
b2 
b7E 
b6 
b7C 

sfeftkr NSL VIO-10987 



Set Lead 1 : (Action) 
Page 5 

GENERAL COUNSEL 

AT WASHINGTON, DC 
^ N S L B is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

b2 
.b7E 

(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4 34 3 . 

J FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room 

b6 
b7C 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/ For information only. 

b2 

NSL VIO-10988 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 05/24/2005 
Attn: DGÇ-JnJJ-e—E Thomaa CTLU-1 

UCI CTLU - 1 
Attn: SSA 

ITOS-I/CONUS 4/TËSM 15 
UC 
UC 

Attn: SISS 
From: Counterterrorism 

EOPS Unit/CXS/Room 4343 
Contact : IAI 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: (S) 

(S) 
(U) 

202-324 

b 2 
b7E 
b 6 
b7C 
(Pending) 

6 6 F-HQ-C1303375 

Title : (S) 

'ITOS-II 
ECAU 

EL'AU - E L'AU 

b l 
b 2 
b7A 

(U) Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider. 

(S) 

(U) (X) bl 
b2 
b7E 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C billing records, and electronic communication transactional 

Case ID : sTSL Serial : bl 
-NSL b7A 

(S) 
6 6 F-HQ-C1303375 

S W E T NSL.yiO-10989 
52654 



This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following e-mail accounts: 

(S 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

bl 
b 6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

b l 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
NSL VICT-10990 

b l 
b 4 
b7D 
b7A 



S^C^fT 
Working Copy 

official, signing the attached National Security Letter, 
make the required- certification. 

to 
Page 

(U) Arrangements should be made with the 
institution receiving the enclosed letter to produce the 
records personally to an employee fo the Field 
Office. The institution should neither send the records 
through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any 
telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind 
the institution that it is prohibited from disclosing that the 
FBI made this request. 

(U) Any questions regarding the above can be 

b2 
b7E 

IA directed to FBIHQ, 
Should the institution 
request due to lack of 
require more detailed i nf ormat -i nn 
records, the 

at (202) 324 
be unable to "fully comply with this 
specificity or should the institution 

to locate such 

b2 
b7E 
b6 
b7C 

Field Office should immediately contact UC 
for additional information. 

**FOOTNOTES** 
ïl': Caveat: This document contains information derived from 

an electronic surveillance or physical search conducted under 
the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

LEAD(s): 
Set Lead 1: (Action) 

AT 

b2 
b7E 

above. 
(U) Hand deliver the enclosed NSL as indicated 

Upon receipt of requested records, notify IA 
(202) 324 

records to 
Room 4 34 3. 

FBI HOT 
to coordinate immediate delivery of 

Tôunterterrorism Division, CTD/CXS/EOPS, 
b2 
b6 
b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
S È ^ È T NSL VIO-10991 
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(U) NSLB is requested to record the 'appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ITOS -1/CONUS 4/TEAM 15 for informational 

purpose only. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) I [for informational purpose only. b2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) ECAU for informational purpose only. 

s ^ ß ^ T NSL VIO-10992 
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Precedence : 

To: 

IMMEDIATE 

Counterterrorism 
General Counsel 

Date: 05/20/2005 
Attn: ITOS I/CONUS I/Team 1 
Attn: 
Attn: 

Um t Chief, CTLU1 

From : Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : IA 

Approved By: Thomas Julie F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 

Case ID #: 

202-324 

b 2 
b 7 E 
b 6 
b7C 

(s) 
(s) 3 

(Pending) ^ 
ending) . b2 

ELECTRONIC COMMUNICATIONS ANALYSIS lb7A 

UO : H(J 
(II)-

Synopsis:~j££»)<^Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

<U) X 

(S) 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 05/20/2005, 
addressed to 

b l 
b2 
b7E 
b 4 
b7D 

Details: (S//OC/NF) The Document Exploitation Unit (DOCFX) has 
been analyzing a seized hard drive associated with 

bl 
b6 
b7C 

Case ID Serial 

(S) 

steßZgr NSL V^-10993 

bl 
b7A 
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(S//OC/NF) 

bl 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC/NF) EOPS analysis determined that the 

(U! - Tfirfĉ fedSTF) Arrnrd-i ngl v r EOPS is issuing a National Security 
Letter to to obtain subscriber information regarding 
the individual(s) whom may be using that company's servers to 

J ^ g ^ E T NSL VICJ-10994 

b7D 

bl 
b4 
b7D 
b7A 



"""-jfcSQ This electronic communication documents the Deputy 
Counsel's National Security Law Branch approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks the disclosure of the name; address; telephone 
number; email address(es); any other contact information in your 
possession; billing records, to include credit card account 
numbers; IP access logs; and username/passwords for the 
individual(s) purchasing services from you to host the website: 

(3) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

b l 
b 4 
.b7D 
b7A 

3 
b l 
b 6 
b7C 
b 4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, IA 202) 324-1 I or SSA (2 02) 3 24-

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records. the| 

b 2 
b7E 

b 2 
b7E 

Field Office should contact 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

IA or SSA for 

b 2 
b7E 
b 6 
b7C 

AT WASHINGTON, DC 
(U) - NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 
b 2 
b7E SÈÇR£[T NSL VIO-10995 



AT 

S^R^T 
Working Copy 

b2 
b7E 

Page 

(U) Hand deliver the enclosed NSL as indicated above. 
Upon receint of the requested records, immediately submit results 
to IA 
4343 . 

Counterterrorism Division, CXS/EOPS, Room 
b6 
b7C 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS I/Team 1. For information only. 

sJXi^r NSL VIO-10996 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 05/19/2005 
Attn: DGCL_JIII_LE_E Thomaa 

uc l 
Attn: SSA 

S SA 
Attn: 

TTOS TT 

IA 

CTLU1 

Resident Aaencv 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 3 63 
Contact: (202) 324 

Approved By: .Thnmag .Tulip F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roqers Glenn T 

b2 
b7E 

b7C 

Drafted By: 
Case ID #: (S) 

(S) 
( U ) ^ 

(Pending) 
INSL 

ééP-HQ-C13ô33'75 

EOPS 

bl 
b2 
b6 
b7C 
b7A 

) TOLL RECORDS ; 
NATIONAL SECURITY LETTERS (NSLs) 

Title: (S 

(U) 

(U) 

( U ) ....... 

Synopsis":"-OHQ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

« " ; X > Deri 
issify On: 

" ' X 
Enclosure(s): (U) Enclosed for the 
is an original and a copy of a National Security Le 

Resident Agency 
:ter, dated 

Case ID 

(S) 
bbF-HU-L'13U33 lb 

Serial 
NSL 

s e ^ £ t NSL Vjg-)1-Ö997 
"5TÏÏÏÏT 

bl 
b2 
b7E 

b2 
b7E 

bl 
b7A 
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5/19/2005, addressedte Attn: 

requesting information 
reiacea co electronic communications services 
TWai1 a : fS//N.orl Information about 

provided to 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

TIS 
(U) Any questions_regarding the above can be directed to FBIHQ, 

(202) 324 

bl 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 

b2 
b7E 

Should the institution be b2 
unable to fully comply with this request due to lack of specificity b7E 
or should the institution require more detailed information to ^ 

Field Office should immediately , 
for additional information. D/L 

locate such records, the 
contact TIS 
LEAD ( s) : 

sÊpugr NSL V I 0 1 0 9 9 8 



Set Lead 1 : (Action) 
FIELD 

AT 

Working Copy -

to 2 
toi E 

Page 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, notify TIS 
324 to coordinate immediate delivery or records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2 : (Action) 

Upon 
(202) 

b2 
b6 
b7C 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ - ^ S ^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS II b2 
(U) Read and Clear 

SÈWCET NSL VIO-10999 
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ll" 
Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 05/18/2005 
Attn: 
Attn: 

DGC Julie F. Thomas. GTT,TT-1 
UCL I C T L U - 1 
S S Ä P ITOS-I/CONUS 4/TEAM 15 

Attn: 

UC 
UC 
ss; 
ss; 
UC 
SA 

From: Counterterrorism 
EOPS ITnif/ry.q/Rnnm 4 34 3 
Contact : IA 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: (S) 
(S) 
M 

JSL 
-NSL 

Title: 

(U) 

(S) 

6 6 F-HQ-C1303375 

202-324 
b2 
b7E 
b6 
b7C 

(Pending) 

ECAU ECAU 

bl 
b2 
b7A 

ITOS-II 
GEU/TFOS 
GEU/TFOS 
GEU/TFOS 
ECAU 

(S) 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the U.S. Company. 

(S) X 
¿ S I 

iêdJ3y: 7566, CXS^ 
Reason 

XI 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and copy of a National Security setter. dated 
nq/i s/?nn; i-nf 1 

Case ID 
6 6 F-HQ-C130337b 

siSL 
NSL 

Serial 

(S) 

b2434 
T N S L VIO-11000 

(S) 

bl 
b2 
b7E 

b2 
b7E 
b4 
b7D 
b6 
b7C 

.bl 
b7A 



sjs&KlfT 
- Working Copy - Page 1 

Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Investigative Technology 

Attn: 

Attn: 

Attn: 

Attn: 

Date: 05/13/2005 

DGC Julie F. Thomas, CTLU-1 
UCl CTLU-1 
uc|_ 
SSA 
SSA 
TTO.q 1 
UC 
DE57ÜHII 
SISS I 

From : 

RM434 3 

Counterterrorism 
Electronic Surveillance Operations and Sharing Unit, 

S SA Contact : 

Approved By:. Thomas Julie F 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

202-324 

b2 
b7E 

b7C 

Drafted By: 

Case ID #: (S) 
(S) 

CTT, ^ 6 6 F-HQ-C1303375 

JSL (Pending) 
NSL 

.bl 
b2 

Title : (S) 

(U) y 
EOPS 

b7C 
.b7A 

( U ) 
TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

S y n o p s i s : A p p r o v e s the issuance of a ECPA National Security 
Letter (NSLj ; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

Case ID 

(S) 

¿éF-HQ-C13ô3375 

USL 
NSL 

Serial 

ET NSL VlO-lßppl 
52427 

bl 
b7A 



Working Copy Page 

(UJ 

(S) 
Re 
Declassify On 

Enclosure (s) : ¿̂¡¿¡C Enclosed for the 
an original and a copy of a National 
05/13/2005. addressed tol 

Field Office is 
security Letter, dated 

Attn : 
requesting names, addresses, 

length of service, billing records, and electronic communication 
transactional records for the email accounts specified below. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

bl 
.b 4 
b7D 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Field Office. The institution to an employee of the 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

SIS&K^r NSL V I 0 1 1 0 0 2 

b2 
b7E 



S^SÇÊT 
- Working Copy - Page 3 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed 

b2 
b7E 

to FBIHQ, SSA (202) 324- Should the 
institution be unable to fullycomply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, thel Field 
Office should immediately contact SSA Tor 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

b2 
b7E 
h 6 
b7C 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
Upon receipt of requested records, notify SSA 
(202) 324 :o coordinate immediate delivery or recoras co 
FBIHQ, Countertèrrorism Division, CTD/CXS/EOPS, Room 4343 

b2 
b6 
b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) ^g^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) READ AND CLEAR. 

Set Lead 4 : (Info) 
INVESTIGATIVE TECHNOLOGY 

AT 
(U) READ AND CLEAR. 

b2 
b7E 

NSL VIO-11003 



Page 1 

Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Field 

Date: 5/3/2005 

Attn: DOC Julie F. Thomas 
UC 

Attn: 

CTbUT" 
Attn: SSA 

SSA 
I TPS ÏTT 
SI4. 
IA 

From: Counterterrorism 
Electronic Surveillance Operations TTnit Rm "4363 
Contact: TIS (202-323 

Approved By: Thomas Julie F 

Huion Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID # 

Title: 
(UJ 
(S 

(S) 
(S) 

66F-HQ-C13 033 75 

RSL (Pending) 
NSL 

bl 
b2 

b7C 
b7A 

EOPS 
NSL 

TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

Synopsis:'''•••̂ BTĈ  Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Case ID 

(S) 
bbt'-HU-(JUUJJ ì b 

JSL 
NSL 

Serial 

NSL j^y-11004 

bl 
b7A 



(S) 

SÈ^ÊT 
Working Copy 

bl 
b2 
b7E Page 

(g j Enclosure(s) : Enclosed for the Field Office is 
an original and a copy nf a National .Sernrity Letter, dated 
5/9/2005 . addressed tel Attn: 

requesting 
i ntnrmat i on re I ated to electronic comrmim cat i rins services 
provided to 
n^fai 1 P • fS/ZMF PC) Information about 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

Field Office. The 
through the mail, 

bl 
b4 
.b7D 
h 6 
blC 
hi A 

personally to an employee of the 
institution should neither send tne records 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

b2 
b7E 

(U) The Field Office should remind the 
NSL VIO-11005 

b2 
b7E 



SjSft̂ T 
Working Copy 

institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, SSA| | (202) 324-| ] Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, thef 
Field Office should immediately contact SSA 
for additional information. 

Page 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, notify TIS 

to coordinate immediate delivery of records to 323 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS II 

( 2 0 2 ) 

BIHQ, 
b2 
b6 
b7C 

b2 
(U) Read and Clear. 

NSLVIO-11006 



— Working Copy — Page 

Precedence: PRIORITY Date: 04/25/2005 
To: General Counsel Attn: 

DGC Julie F. Thomas, CTLU-1 
Counterterrorism Attn: S SA 

ITOa-I/CQNUa 4yTEAM" 
uc 

MEOU 

CTLU-1 

UC 
UC 

Attn: SISS 
'ITOS-II 

_E£AU 

From: Counterterrorism 
EOPS TTn-it/rXS/Rnnm 4 ^ 
Contact : IA 

Approved By: Thomas Julie F 
Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

202-324 

t>2 
b7E 
b6 
b7C 

Drafted By: 
Case ID # : 

( U ) -.. 

Title: (S) 

(S) 
(S) 

6 6 F-HQ-C1303375 
SfSL 
-NSL 

(Pending) 

EOPS 

bl 
b2 
b7A 

(U) 

Synopsis:y^V Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

(S) 

Case ID 

bl 
b2 
b7E 

/66F-HQ-C13Ö3375 
SL 
NSL 

Serial 

(Si 
S È J ^ T NSL VIO-11007 

(S) 

51311 
bl 
b7A 



(S J.: bl • 
h 2 
.b7E 

- - Working Copy 

Enclosure(s) (U) Enclosed for the Field 
Office is an original and copy of a National Security Letter, 
dated 04/25/2005, addressed to 

rëquêèULiny name a, actarëayey, isngcn ol yervice, 
billing records, and electronic communication transactional 
records for the e-mail accounts specified below: 

(Si 

Details: (S//OC.NF) FISA DERIVED INFORMATION: The 

Page 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

^ a a f f NSL VIO-11008 



(S) Working Copy- Page 
Jol 
b6 
.b7C 
b7A 

This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following e-mail accounts: 

bl 
b4 
b7D 
b7A 

(S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the 
institution receiving the enclosed letter to produce the 
records personally to an employee fo the Field 
Office. The institution should neither send the records 
through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any 
telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The 
the institution tHalT 
FBI made this request 

Field Office should remind 
it is prohibited from disclosing that the 

b2 
b7E 

(U) Any questions regarding the above can be 
directed to FBIHQ. UC 
and SSA 

at (202) 324] 
Should the 

for 

at (202) 324 _ 
institution be unable to fully comply with"this" request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the 
Field Office should immediately contact UC 
additional information. 

LEAD(s): 
Set Lead 1 : (Action) 

b2 
b7E 
b6 
b7C 

AT 
b2 
b7E 

above. 
(U) Hand deliver the enclosed NSL as indicated 

Upon receipt of requested ^copds [yjg'̂ '̂ ĵ l̂dd̂ " b6 
b7C 



SJ3 
Working Copy Page 

b2 (202) 324j I to coordinate immediate delivery of , ç 
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, ^ 
Room 4343 . b7C 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational 

purpose only. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) for informational purpose only. 

b2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
for informational purpose only. (U) 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only 

S ^ e t NSL V I011010 
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il' 
Precedence: PRIORITY 
To: General Counsel Attn: 

DGC Julie F. Thomas, CTLU-1 
Date: 04/22/2005 

Counterterrorism Attn: 
UC FI ai ne NT. Lammert. CTLU-1 
SSA 
ITpS-1/CONUÜ 4/TEAM 
uc[ 
UC £ 

Attn: 
SSA 
UC 
SA 

15 
1ITOS-11 
GEU/TFOS 
GEU/TFOS 

l~~F.PaTT 

From: Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact: IA 

Approved By: Thomas Julie F 
Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Roaers Glenn T 

Drafted By: 
Case ID #: 

(TJ> 
Title: (S) 

202-324 

b2 
b7E 
b6 
b7C 

(Pending) 
6 6 F-HQ-C1303375 

bl 
b2 
b7A 

EOPS 

Synopsis: (W Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if* 
necessary, transmits the NSL for delivery to the U.S. Company, 

(U) 

IS) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and copy of a National Security Letter, dated 

b2 
b7E 

Case ID 

(S) 

vTSL 
NSL 

Serial 
6 6 F-HQ-C1303375 

S E ^ < T NSL VIp^JlOll 
51590 

bl 
b7A 



SÈg^ÊT 
Working Copy 

04/22/2005, addressed to 
requesting records or documents ror transrer 

bl 
b4 
b7D 
b6 
b7C 
b7A 

Page 

Details: ÎS// OC. NF) FISA DERTVF.D INFORMATION: The 

(U) This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed NSL. 
mandatory reporting purposes, the enclosed NSL seeks 
records or documents for 
specified below: 

transfer number 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the 
institution receiving the enclosed letter to produce the 
records personally to an employee of the Field Office. 
The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

b2 
b7E 

bl 
b4 
b7D 
b6 
b7C 
b7A 

For 

bl 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

(U) Any questions regarding the above can be 
directed to FBIHQ, UC at (202) 324 

-N$L V I 0 1 1 0 1 2 

b2 
b7E 

b2 
b6 
b7C 



Working Copy -
and SSA 
institution De unaoie co 
lack of specificity or should 
detailed information to locate 
Office should immediately contact 
information. 

at (202) 324 
fully comply with this 

the institution require 
such records f 

UC 

Should the 
request due to 

more 
Field the 

for additional 

Page 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
il': Caveat: This document contains information derived from 

an electronic surveillance or physical search conducted under 
the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 
LEAD(s): 
Set Lead 1 : (Action) 

AT 
b2 
b7E 

above 
(U) Hand deliver the enclosed NSL as indicated 

Upon receipt of requested records, notify IA 
to coordinate immediate delivery of (202) 324 

records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4 34 3. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational 

purpose only. 

b2 
b6 
b7C 

Set Lead 4 : (Info) 

COUNTERTERRORISM 
s J ^ T NSL VIO-11013 



Working Copy Page 4 
AT WASHINGTON, D.C. 
(U) GEU/TFOS for informational purpose only. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) for informational purpose only. ^ 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only. 

S ^ ^ f i T NSL VIO-11014 
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il' 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Date: 04/20/2005 

DGC Julie F. Thomas. CTLU-l 

fi 
UC 
SS 
ITpa-1/CONUS 4/TUAM 
UC 
UC 
UC F PAU 

CTLU-l 

•15. 

Attn: SISS 

i'i'OS-ll 

From : Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact : IA 202-324 

Approved By : Thomas Julie F 

Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
b6 
b7C 

BUT ö'S'i'̂  
DE CLASS I Ff 01: 07-

PSL 
NSL 

(Pending) 

ééP-hQ-C1303375 

EOPS 

bl 
b2 
b7A 

iu> 
Synopsis: "̂  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b2 
b7E 

Case ID 

(Si- 66F-HÜ-C13ü337b 

\TSL 
-NSL 

Serial 

NSL VIO M büö3y 

bl 
b7A 



- Working Copy 
Enclosed for thef Field Office Enclosure(s): (U) 

is an original and copy of a National Security Letter, dated 
04/90/7005. aHHrPRRPH tnT 

requesting names, addresses, lengtn or service, üillmg records, 
and electronic communication transactional records for the e-mail 
accounts specified below: 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

/ O / / O O T , T T 1 N 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 

b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

ÌS//OO.NFÌ 

NSL VIO-11016 



(S J; 
SpSC^T 

Working Copy Page 

(S) This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail accounts: 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee fo the Field Office. The institution should 
neither send the records through the mail, nor 
utilize the name of the subject or any identifying information b2 
related to the subject in any telephone calls to the FBI. The b7E 
institution should not contact FBIHQ directly in any manner. 

(U) The| ¡Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 1 

to FBIHQ, 
(U* 
UC 

Anv quest-ions regarding 
at 

â T 

can the above 
202) 324-1 
] Should the 

request due to lack 

be directed 
and SSA 
institution 

of 
_ (202) 324 _ 

be unable to fully comply with this 
specificity or should the institution require more detailed 
information to locate such records, the 
Office should immediately contact 
information. 

UC for additi 
Field 
onal 

b2 
b7E 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
ïl": Caveat: This document contains information derived from an 

electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806 (b) and 1825 (c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 
LEAD(s): 
Set Lead 1: (Action) 

b2 
b7E NSL VI011017 
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AT b2 
b7E 

(U) Hand deliver the enclosed NSL as" indicated above. 
Upon receipt of requested records, notify I A ( 2 0 2 ) 

to coordinate immediate delivery of records to FBÏHQ, 324 
Countertërrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) for informational purpose only. 

b2 
b6 
b7C 

b2 
Set Lead 5: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) for informational purpose only. 

Set Lead 6: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 

SE^BKf NSL VIO-11018 
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(U) ECAU for informational purpose only. 

j g B H ^ NSL V I 0 1 1 0 1 9 



Working Copy- Page 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Attn: 

Date: 04/20/2005 
DGÇ Julie F. Thomas. OTT,TT-1 

E UC 
SS 
TTfifl-l/mMII« ¿WTl'AM1 
UC 
UC 
UC 
SISÏÏ 

CTLU-1 
_L5_ 

MEOU 
ITOS -11 

ECAU 

From: Counterterrorism 
EOPS Unit/DCS/Room 414 3 
Contact : IA 202-324 

Approved By: Thomas Julie F 
Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Roaers Glenn T 

b2 
.b7E 
h 6 
b7C 

Drafted By: 
Case ID #: (S) 

(S) 
( U ) 

SISL (Pending) 
-NSL 

6 6 F-HQ-C1303375 
Title: :s) 

EôPè 

bl 
b2 
b7A 

•: u 
Synopsis: jX) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) M 

M 

bl 
b2 
b7E 

Case ID 

(Si 
bbt-HQ-L13U33/ b 

Serial 

NSL V10(-ïl020 
BÜÖ4Ü 

bl 
b7A 



- Working Copy 

Field Office Enclosure(s): (U) Enclosed for the 
is an original and copy nf a Nat- -i rmai .ĝ on-H i-v tpn-pr ât-pH 
04/20/2005, addressed to 

(S) 

requesting names, 
addresses, length of service, billing records, and electronic 
communication transactional records for the e-mail account 
specified below: 

Page 
bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Details: (S//0C.NF) FISA DERIVED INFORMATION: The conversations bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

(S//OC,NF) bl 

b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC.NF) 

(S//OC,NF) 

(U> This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclose«^ ljĴ  s 

bl 
b4 
b7D 
b7A 



(SI 

Working Copy -
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

Page 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee fo the Field Office. The 
institution should neither send the records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b7A 

(U) The 
institution that it 
made this request. 

Field Office should remind the 
is prohibited from disclosing that the FBI 

b2 
b7E 

b2 
b7E 

(U) Anv questions regarding the above can be directed 
to FBTHO. uc at 1202) 324-

Shoulc "tïïë 
and SSA 
institution _at UU^) J24 

be unable to tully comply with this request due to lack of 
specificity or should the institution rpniii-re more deta-ileH 
information to locate such records, thel 
Office should immediately contact UC 
information. 

Field 
for additional 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
ïl': Caveat: This document contains information derived from an 

electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806 (b) and 1825 (c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD(s): 

Set Lead 1: (Action) b2 
b7E 

AT 
(U) Hand deliver the enclosed NSL as indicated above. 

Upon receipt of requested records, notify IA 
3 24 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

to coordinate immediate delivery of records to FBIHQ, 
(202) 

b2 
b6 
b7C 

ß g K g T NSL VIO-11022 



- Working Copy - Page 4 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) for informational purpose only. b2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) for informational purpose only. 

b2 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only. 

NSL VIO-11023 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 04/19/2005 
Attn: DGC Julie F. Thomas 

NSLB 
Attn: UC 

CTLU1 
Attn: ITOS I/CONUS 1/TEAM 3 

_ucE 
1 

Attn: 
TJU 
ECÄÜ 
SIA 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4343 
Contact : IA 

Approved By: Thomas Julie F 
(202) 324-

HUlCn Willie '1 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
to 6 
tolC 

(S) 
66t - H(J-L'13 U3 3 ib 

NSL (Pending) 
Drafted By: 
Case ID #: 

(U) 
Title: (S) 

( U K 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

bl 
b7A 

(U) X 
(S) bl 

b2 
b7E 

Enclosure (s) : (U) Enclosed for thel I Field Office is an 
original and a copy of a National Security Letter, dated b2 

b7E 
Case, ID m 6èt'-HQ-C13 03 3 7b 

NSL Serial : 
S ^ R ^ i NSL VIO-11024 

bubyu bl 
b7A 



Working Copy Page 2 
04/19/2005 addressed to 

requesting names, addresses, length of service, 
Dining records, and electronic communication transactional 
records for the account holder assigned the IP address specified 
below. 

This electronic communication documents the National 
Security Law Branch Deputy General Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Field Office. The institution 

b7D 
io 6 
b7C 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

to an employee of the 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 

b2 
b7E 

frtro nc 
(202) 324 

or S SA (202) 324 
Should the institution"De unaoie to 

rully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, thel iField Office should 
immediately contact UC |or SSA 
for additional information. 

b2 
b7E 
b6 
b7C 

NSL VIO-11025 
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LEAD(s): 
Set Lead 1 : (Action) 

b2 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above. 

receipt of requested records, notify SSA 
(202) 324-j Ito coordinate immediate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(S) ̂ S ^ N S LB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ITOS I/CONUS 1/Team 3 read and clear. 

Upon 
b2 
b6 
b7C 

Set Lead 4 : (Info) 
âfcsÇT NSLVIO-11026 
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COUNTERTERRORISM 
AT WASHINGTON DC 
(U) read and clear. b2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 

ß g ^ NSL VIO-11027 
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ALL IM FORIMIOH CONTAIKED 
111111 IS ŒCÏÏSSITIIE) EXCEPT 
fHEPl SHOW OTHERWISE 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

DATE: 07-27-200 
CLASSIFIED BY 65 

Date: 04/18/2005 : 
Attn: National Security Law Branch 

POO •Tn 1 i e F. Thomas 
UC 

; 

Attn: CX57EESnnrESEd 
S SA 

Attn: 
S SA 

From: Counterterrorism 
Electronic Surveillance Operations Unit Rm 47 4 3 
Contact: IA (202) 324 

Approved By: Thomas Julie F 
Hulon Willie T 
Harrington T J 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

h 2 
.b7E 
b6 
b7C 

Drafted By: 
(ü) --. 

Case ID # : 
(S) 

6 6 F-HO-C130337 5 (Pending) 
NSL (Pending) 

Title: (S) 
bl 
b7A 

IS). 

Synopsis^ ^Xf Approves the issuance of an ECPA National Security 
Letter (NSLj; provides reporting data; and, if necessary, 
transmits the NSL 
for delivery to the electronic communications service 
provider.1 ^ 

P r n m • O ^ O ' b 2 

^pecXsLS&iiT^önt b7E 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 04/18/2005. 
addressed to 

b2 
b7E 
b6 
b7C 
b4 
b7D 

Case ID fifiF-HO-CI303375 
NSL 

S) 

Serial ; 

NSL VI0-llß£p 

bl 
b7A 



NF 
— Working Copy Page 

requesting names, addresses, length of service, b4 
Pilling records, and electronic communication transactional records b7D 
for the email address holder listed below. 
Details: (S//NF) 

bl 
b4 
b7D 
to 6 
b7C 
b7A 

ini w jX) This electronic communication documents the approval and 
certification of the Deputy General Counsel's National Security Law 
Branch for the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber/billing records/electronic 
communication transactional records on the following e-mail address: 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ b7E 
directly in any manner. 

h 2 

(U) The 
institution t 

Field Office should remind the 
iat it is prohibited from disclosing that the FBI has 

made this request. 
(U) Any questions regarding the above can be directed to FBIHQ, 

b2 
b7E 

(202) 324 or UC (202) S SA 
324 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records. theT 

ynouid the institution be unable to tuily comply with 

Field Office should immediately contact SSA 
or U C | I f o r additional information. 

b2 
b7E 
to 6 
b7C 

LEAD(s) 

Set Lead 1: (Action) 
S^ßß^T NSL VIO-11029 



AT 

NF 
Working Copy Page 

b2 
b7E 

(U) Hand deliver enclosed y-ST. a g i n H i i - a f p H aT~»rwg> Upon b2 (202)324| b 6 I receipt of requested records, notify 
to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. b7C 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
^¡Q NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS 1/CONUS l/Team 2 read and clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) CXS/ECAU/Team 1 read and clear. 

S p S g f NSL VIO-11030 



- Working Copy - Page 1 
il" 
Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Date: 04/12/2005 
DGC Julie F. Thomas, CTLU-1 
UC| J CTLU-1 

Attn: 

SS 
I TQia -1 / L'UN U S 4/'l'EÄM 
UC 
UCi 
SSAl 
UC 
SA 

15 
ITOS-II 
GEU/TFOS 
GEU/TFOS 

T5CAU 

From: Counterterrorism 
EOPS ITni t/PXq/Room 4343 
Contact: IA 202-324 

Approved By: Thomas Julie F 
Willie Hulon T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: (S) 

(S) 
\TSL (Pending) 
•NSL 

Title: (S) 

IUI 
EÖPS 

bl 
b2 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the U.S. Company. 

(U) 
bl 
b2 
b7E 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and copy of a National Security Letter, dated 
04/12/2005, addressed to 

Case ID : 

(S) 

•JSL 
-NSL 

Serial : 

T NSL VIO-llO 

50835 .bl 
b7A 

b2 
,b7E 
b4 
b7D 
•b6 
b7C 



Working Copy - • 

(SI 

requesting records or documents tor 
specified below: 

transter number 

Page 2 
bl 
b4 
b7D 
b7A 

Additionally, 
to provide any and all "records or documents regarding 

transfers involving the following individuals: 
li b7D 

(S) 

Details IP,/ /OC . NFM 

g//nr- HFl 

(S//OC.NF) 

i.q//or MF) 

This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks records or 
documents for 

bl 
b4 
b7D 
b7A 

ransfer number specified below: 

NSLVIO-11032 

bl 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 



Page 3 0 

Additionally, 
to provide any and all records or documents regarding 

transfers involving the following individuals: 
iß 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 

(U) The Field Office should remind the b2 
institution that it is prohibited from disclosing that the FBI b7E 
made this request. 

to FBIHQ. 
(U 
UC 

Anv questiqhr regardi ng 
at I 

at (202) 'J24 

the abovç, 
202) 324 

Should the 
be directed 
and SSA 
institution 

be unable to tuny comply with this request due to lack of 
specificity or should the institution reouire more detailed 
information to locate such 
immediately contact UC 

records. the 
for additional 

Field Office 
Information. 

should 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
il': Caveat: This document contains information derived from an 

electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806 (b) and 1825 (c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver the enclosed NST. as indicated a 
Upon receipt of requested records, notify IA 
324 to coordinate immediate delivery of Ì ove. 

202) 
records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 

T NSL VIO-11033 



- - VJoi ^ opy - Page 4 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) GEU/TFOS for informational purpose only. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) for informational purpose only. b2 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only. 

p & Q NSL VIO-11034 
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il' 
Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Attn: 
Attn: 

Date: 04/11/2005 
DGC_Jiil_Le__E Thnmac CTLU-1 
UC 
SSA 
IT3S-1/C0NUÜ 4/TEAM^15 
UC 
UC 
UC 

CTLU-1 

Attn: SISS 
llUb-ll 

ECAU 

From: Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact : IA| 202-324 

Approved By : Thomas Julie F 

Willie Hulon T — 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

b2 
b7E 
b6 
b7C 

(s) 
(S) 

<U) W 66t'-HQ-C13U337b 

tSISL (Pending) 
NSL 

Title : (S) 

EUPb-

bl 
b2 
b7A 

ÎTJ) 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) ) * ( 

(S) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
is an original and copy of a Nationa 

Field Office 
becurity Letter, dated b2 

b7E 
Case ID : Serial bl 

. (S) b7A 6 6 F-HQ-C1303375 
s ^ Ê T NSL VIO-11035 

50836 



Working Copy - Page 
04/11/2005. addressed to 

(S) 

bl 
b4 

requesting names, aaaresses, xengtn or service, Dining records, b7D 
and electronic communication transactional records for the e-mail b6 
account specified below: b7C 

b7A 

(Q//nr Hui pma nCTTVRn TMunPMflTTnM-
bl 
b4 
b7D 
b6 
b7C 
b7A 

(Q / /nr Mu^ 

(S//0C,NF) For background information, a previous National 
Security Letter 

This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
NSL VIO-11036 



Working Copy -

receiving the enclosed letter to prpduce the records personally 
to an employee fo the 

Page 

Field Office. The 
institution should neitner send tne records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

b2 
.b7E 

b2 
b7E 

to FRTHO. 
(U 

_L2£ 
Anv questions regardi ng 

at 
at (202, -m 

this 

the above 
[2 02) 

can 
324 

ShoulcT 
request due be unable to fully comply with 

specificity or should the institution require 
information to locate such records, the 
Office should immediately contact UC 
information. 

be directed 
and SSA 
institution 

of 
tïïë 

to lack 
more detailed 

Field 
tor additional 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
il': Caveat: This document contains information derived from an 

electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806 (b) and 1825 (c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 

LEAD(s): 
Set Lead 1 : (Action) 

AT 

b2 
.b7E 

(U) Hand deliver the enclosed NSL as indicated above. b2 
Upon receipt of requested records, notify IA (202) b6 
324-| |to coordinate immediate delivery of records to FBlHQ, b7C 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 
Set Lead 3 : (Info) 

NSL VIO-11037 



Working Copy Page 4 
COUNTERTERRORISM 

AT -WASHINGTON, D.C. 
(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose 

only. 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) for informational purpose only. 

h 2 

Set Lead 5: (Info) 
, COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) for informational purpose only. 

b2 

Set Lead 6 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only. 

NSL VIO-11038 



Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 

Attn: 

03/31/2005 
DGC Julie F, 
NSLB 
UC 

Thomas 

CTEEŒ 
SSA 
A/ UC 

1 
uu 

Attn: SA 
From: Counterterrorism 

Electronic Surveillance Operations Unit. Rm 4 34 3 
Contact : IA [202) 324 

Approved By: Thomas Julie F 
Hulon Willie T — 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
Jo 6 
b7C 

Drafted By: 

Case ID #: (S) 
m 6 6 F-HQ-C1303375 

SL (Pending) 

Title: (S) 

(U) 

bl 
b7A 
b6 
b7C 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) X» id From 
IS), Dec bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated b2 
03/31/2005, addressed tol I j^g 

b4 
b 7 D 

Case ID f 
(S) 

6 6 F-HQ-C1303375 
asL Serial : 

NSL VIO-11039 
49960 bl 

b7A 



Page 2 0 
requesting names, addresses, length of service, billing 
records, and electronic communication transactional records 
for the account holder assigned the IP address specified 
below. 
Details : 

bl 
Jd4 
b7D 

b7C 
b7A 

"'""'"'/f̂) This electronic communication documents the National 
Security Law Branch Deputy General Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following Email Address: 

<S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to_ produce the records 

bl 
b4 
b7D 
b7A 

the 

personally to an employee of the 
institution should neither send 
nor utilize the name of the subject 
information related to the subject in 
the FBI. The institution should not contact 
any manner. 

Field Office. The 
records through the mail, 
or any identifying 

any telephone calls to 
FBIHQ directly in 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

FRTHO. TTCl 
(202) 324-1 1 

g the 
(202) 

above can be d-irerted to 
or SSA 324 -| 

the institution oe unapie 
to 
or should the institution 
locate such records, the 
immediately contact UC 
additional information. 

request due to lack of specificity 
require more detailed information to 

F-jplH nffifP shnnlH 
or SSA for 

b2 
b7E 
b6 
b7C 

^ ^ T NSL VIO-11040 
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LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
IJnon receipt of requested records, notify SSA 

(202) 324- to coordinate delivery ot records to 
FBIHQ,—Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

b2 
b6 
b7C 

AT WASHINGTON, DC 
(U) X « r : NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ITOS I/CONUS l/Team 3 read and clear. 

Set Lead 4: (Info) 
J ^ C t NSL VIO-11041 



Working Copy - Page 

COUNTERTERRORISM 
AT WASHINGTON DC 
(U) | jread and clear. ^ 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 

NSL VIO-11042 



Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 

Attn: 

03/30/2005 
DGC Julie F. Thomas 
UC 
CTLTTT 
S SA 
A/ITO 

U/(J 

Attn: 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 34 3 
Contact : IA (202) 324 

h 2 
blE 
b6 
b7C 

Approved By: Thomas Julie F 
HUlôn Wllllê I — 
Lewis John E 
Bennett Laurie J 
Roqers Glenn T 

Drafted By: 
Case ID #: 

(U) 6 6 F - HQ - C1303375 
Title: (S) 

(TJ) 

ISL (Pending) 
bl 
b7A 

Synopsis: s^—Appiuves—une issuaJice of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the 
communications service provider.1 

(S) 

bl 
b2 
b7E 

Case ID : SL Serial 

(S) 

bbi1 -htQ-LlJUJJ !t> 4yy2b 
bl 
b7A 

SE NSL v; 



— Working Copy — 
Enclosure(s): (U) Enclosed for the Field Office is 
an original copy of a MaMnnal ^ H ' n r v [.̂ rrpr HahpH 
m /m/?nnR toi 

addresses, length of service, and billing 
phone number listed below: 

requesting names, 
records for the 

(S) 

(U) D e t a i l s : T h i s document contains information derived 
from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA). Per 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

Page 

bl 
b2 
b7E 
b4 
b7D 
to 6 
tolC 
toi A 

bl 

The division point of contact (POC) is authorized to 
feŝ troy the attached products in a manner consistent with the 
level of classification upon determination that retention is 
no longer necessary to support an investigation or related 
activity. 

(S//OC, NF) 

(S//OC, NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-11044 
bl 
b7A 



(S) Working Copy - Page 

bl 
b6 
b7C 
b7A 

This electronic communication documents both the 
approval of the Deputy General Counsel of the National 
Security Law Branch and 'the certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following phone number: 

(Sì 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

(U) The Field Office should remind the 
institution that It is prohibited from disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed to 
FBTHO. UC £ 

(202) 324-
(202) 324-| ]or SSA 

Should the institution be unable 
to runy comply with this request due to lack of specificity 
or should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information. 

or SSA 
Field Office should 

bl 
b4 
b7D 
b7A 

Field Office. The 
tne records through the mail, 

personally to an employee of the 
institution should neither send 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

b2 
b7E 

b2 
b7E 

for 

b2 
b7E 
b6 
b7C 

NSL VIO-11045 



jìBê ljT 
Working Copy Page 

LEAD(s): 

Set Lead 1: (Action) 
b2 
b7E 

AT 

(U) Hand deliver enclosed NSL as ind±cal£d_ahas££_ 
Upon receipt of requested records, notify SSA 

¡202) 324 to coordinate immediate delivery of 
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) ITOS I/CONUS 3/Team 10 Read and Clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) Read and Clear. b2 

NSL VIO-11046 

b2 
b6 
b7C 



Working Copy - Page 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ECAU Read and Clear 

S Z & ^ Z NSL VIO-11047 



Working Copy - Page 

Precedence: PRIORITY 
To : General Counsel Attn: 

Date: 03/08/2005 
Deputy General Counsel 
Julie F. Thomas 
NSLB. 
UC 
CTLU-I 

Counterterrorism Attn; 

Attn: 

A/UC 
EC AU 
A/UC 
A/UC 
EC AU 
A/UC 

Ü1ÜÜ 
From: Counterterrorism 

E l e c t r o n i c S n r v p i 1 1 a n r o H n o r a f - i n n c ! TTn -i t- _ R m 4 3 4 3 

S SA Contact : 
Approved By • Thomas .Till i e F 

202 324 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: (S) NSL (Pending) 

Title: (S) 
(U), 

bl 
b7A 

Synopsis: ''''-IjŜ  Approves the issuance of an ECPA National 
Security Letter (NL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider.1 

( U ) X 
(U) 

Dec 
.From_ 

1 Caveat : This document contains information obtained or 
derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act (FISA), 
50 U.S.C. Section 1806(b). Such information shall not be used in 
any criminal or administrative proceeding, including grand jury 
proceedings and warrant affidavits, without the prior written 
approval of the Attorney General of the United States. 

(S) 



Page 2 0 

Enclosure (s) : (U) Enclosed for thel iField Office 
are an original and a copy of a National smiri r.v T.etter. dated 
03/08/2005, addressed to 

requesting names, 
and electronic addresses, length o£ service, Pilling records, 

communication transactional records for the account holder 
assigned the e-mail address specified below. 

(Si 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Details : 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an 
employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(U) Anv 
FBTHO. ITO 

questions 

12Ö2) 324 

regarding the 
( 2 0 2 ) 

above 
324 -T 

Should the institution 

can be dirented-
or SSA 

l a 
be unabië to 

fully comply with this request due to lack of specificity or 
should the institution require more derailed information to 

Field Office should 
:P 

locate such records, thel 
immediately contact UC 
additional information 

or S SA for 

b2 
b7E 
b6 
b7C 

SEj^ET NSL VIO-11049 



Page 3 0 

LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indi rated aV̂ ove . 
Tlnnn receipt of requested records, notify SSA 
recoras 
4343 . 

to coordinate immediate delivery of "(2 02) 324-
to FBIHQ, (Jountîerterrorism Division, CTD/CXS/EOPS, Room 

b2 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the congressional reporting 
requirement for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ECAU read and clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) read and clear. , ^ I I b2 

S^eéET NSL VIO-11050 



sèt^T 
- Workirig Copy - Page 

Precedence PRIORITY Date: 03/01/2005 
To: General Counsel Attn: UC 

CTL1 11 
Counterterrorism Attn: SSA 

A/ UCT 
A/ UL 

Attn: SSAI 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4343 
Contact: SSA (202) 324-] 

Approved Ry; Thnmas .Tulip F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 

Case ID '# : (S) 
tu, 6 6 F 

Title 

b2 
b7E 
b6 
b7C 

- HQ - UUUJJ It 
NSL (Pending) 

(S) 

is': 

bl 
b7A 

Synopsis: /TŜ  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) - X 

bl 
b2 
b7E 

Field Office is an Enclosure(s) : (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
03/01/2005. addressed tol 
requesting names, addresses, length of service, billing records, 

Serial : Case ID 
(SÏ-

éèF-HG-Cs130337b 
-NSL 

sêpR^T NSL VlO-jl̂ ysi 
TST 

b2 
b7E 
b4 
b7D 
.b6 . 
b7C 

73 bl 
b7A 



Page 2 0 
and electronic communication transactional records for the 
account holder assigned the IP address specified below. 
Pet ai 1 .q 

bl 
b4 
b7D 
b6 
b7C 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce, the records personally 
to an employee of the | Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
that it is prohibite 
request. 

h 
Field Office should remind the institution 
from disclosing that the FBI has made this 

FBIHQ. uc f 
(U) Any questions regarding the above car 

[202) 324 
be directed to 
or SSA[ _ (202) 324-

"Should the institution be unable to 
runy comply "with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records. thej iField Office should immediately 
contact UC 
information 

or S SA for additional 

.bl 
b4 
b7D 
b7A 

to 2 
b7E 

to 2 
toi E 

to 2 
toi E 
to 6 
tolC 

SÊS^T NSL VIO-11052 



sÈbfiÇT 
Working Copy Page 

LEAD(s): 

Set Lead 1: (Action) 
b2 
b7E 

AT 

(U) Hand deliver enclosed N̂ t. ac -i nHi rahpH aV^rg 
receipt of requested records, notify SSA 
(202) 324| |to coordinate immediate delivery or recoras to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON DC 

(U) ITOS I/CONUS 1/Team 3 read and clear. 
Set Lead 4 : (Info) 

SE^ET NSL VIO-11053 

Upon b2 
b6 
b7C 



sJ&RÉT 
- Working Copy - Page 4 0 

COUNTERTERRORISM 
AT WASHINGTON DC 
(U) read and clear. Jo 2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC 
(U) ECAU read and clear. 

SÉ^ET NSLVIO-11054 



- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date 
Attn: 
Attn: 

03/01/2005 
UC 
CTCI 
SSA 
I TOS 
A/ UC 

Attn: 
A/UC 
E CALL 
si; 
IA 

/COMIIM I n'UAM -r 

From : Counterterrorism 
Electronic Surveillance Operations Unit. Rm 434 3 

SSA Contact : 
Approved By: Thomas Juli e F 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roqers Glenn T 

(202) 324 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: 

(U). 
Title: (S) 

NSL (Pending) 

(U) 

Synopsis : 
Security L 

bl 
b7A 

0 Approves the issuance of an ECPA National 
?r (NSL); provides reporting data; and, if 

necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

CU) 

(U) )£> 
bl 
b2 
b7E 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a Nati onal Security Letter. dated 
03/01/2005, addressed to 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional 

b2 
b7E 
b4 
.b7D 
b6 
b7C 

Case ID 
(S) 

tfSL Serial 
6 6 F-HQ-C1303375 

S È ^ T NSL VIO-11055 
48496 .bl 

b7A 



SÈERET 
Working Copy Page 

records for the account holder assigned the IP address specified 
below. 

lo//we 

TS) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(Si 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

to 2 
b7E 

Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 

to 2 
b7E 

FBIHQ, UC n (202 324 or SSA 
|( 2 U2 J 324-

fully comply with this request due to lack of specificity or 
Should the institution be unable to ^ 

b7E 
should the institution require more detailed information to to6 
locate such records, the 
immediately contact UC 
additional information." 

Field Office should 
or SSA for b7C 

SÈÇKÉT NSL VIO-11056 



SE£KÉÌJ 

Working Copy Page 

LEAD(s): 

Set Lead 1: (Action) 

AT 
h 2 
.b7E 

(U) Hand deliver enclosed NSL as indicated above. 
receipt of requested records, notify SSA 
(202) 324 to coordinate immediate delivery or recoras co 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) . . 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON DC 
(U) ITOS I/CONUS 1/Team 3 read and clear. 

Set Lead 4: (Info) 

Upon 

b2 
h 6 
.b7C 

COUNTERTERRORISM 
NSL VIO-11057 



S^-ÇR^T 
Working Copy Page 

AT WASHINGTON DC 
(U) read and clear. 

h 2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON DC~~ 
(U) ECAU read and clear. 

SûexËT NSL VIO-11058 



— Working Copy — Page 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Date: 02/18/2005 

J 

Attn: 

UC 
SSA" 
ITOs-1 /L'UNUS 4/TEOT 
A/UC 
ITOS 
A/UC 
SISS 

CTLU-1 
15 

TT 
CXS.ECAU 

From : Counterterrorism 
EOPS Unit/CXS/Room 4 34 3 
Contact : IA 202-324 

Approved Ry • Thomas .Till i e F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID #: (S) 

(S) 
<u) m ¿6F-H(J-L'I3U33 7b 

)TSL 
-NSL 

(Pending) bl 
b2 
b7A 

Title : (S) 
EOPS 

<U) X, 

Synopsis: (X) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

iêcM3y: 756€^C2 
Reason ^ ^ 

rTlfy~On : XI 
(U) 

Enclosure (s) : (U) Enclosed for the Field Office 
is an original and copy of a National Security Letter. Hated 
02/18/2005, addressed to 
requesting names, aaaresses, lengtn or service, Dining records, 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 
(S) èé>F-HU-C130337b 

ÏSL 
NSL 

Serial 

NSL VIO-11059 477bÔ 
bl 
b7A 



Working Copy Page 2 
and electronic communication transactional records for the e-mail 
accounts specified below: bl 

b4 
b7D 
b7A 

Details: (S//OC.NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

jX) This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail accounts: 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
.b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National to make 



S^g^ET 
Working Copy Page 

the required certification. 
(U) Arrangements should be made with the institution 

receiving the enclosed letter to produce the records personally 
to an employee of the 
institution should neicner sena une 

Field Office. The 
records through the mail, nor 

utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

b2 
.b7E 

b2 
b7E 

(u) 
to FBIHQ. UC 

Anv questions regarding the above can be directed 
at 202-324 T [202) 3241 I or SSA 

Should the institution be unable 
to fully tôrtiply with this request due to lack of specificity or 
should the institution require more detailed information to 

Field Office should locate such records, the I 
immediately contact UC 
additional information. 

of SSA 

b2 
b7E 
b6 
b7C 

for 

LEAD(s): 
Set Lead 1 : (Action) 

AT 
b2 
b7E 

NST, as indicated above. Jo 2 
(202) 

recoras to t'tsiHQ, 
(U) Hand deliver the enclosed 

Upon receipt of requested records, notify IA 
324 to coordinate immediate delivery of 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
AT ITOS-I/CONUS 4/TEAM 15 

b7C 

(U) Read and Clear. 
S E p ^ T NSL VIO-11061 



Working Copy - Page 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
AT b2 

(U) Read and Clear. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
AT ECAU 
(U) Read and Clear. 

S E ( ^ J NSL VIO-11062 



SÈJX&T 
-- Working Copy Page 

Precedence PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Date: 02/18/2005 

i J 

Attn; 

UC| 
S Si 
TTnflri/mmi.g 4/TEAM1 
A/UC 
I TOS 
A/UC 
SISS 

CTLU-1 

H 

15 

CXS.ECAU 

From: Counterterrorism 
EOPS Unit/CXS/Room 4 34 3 
Contact : IA 202-324 

Approved Bv: Thomas Julie F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 

Drafted By: 

Case ID #: 
CU) ( 

Title: (S) 

(S) 
(\S> 

ISL 
-NSL 

b2 
b7E 
b6 
b7C 

6 6 F-HQ-C1303375 
(Pending) 

t'opy 
NSL 

bl 
b2 
b7A 

(UJ 
Synopsis: ^S^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(UJ i£d_By.- 7566, 
Reason ^ ^ ^ ^ ^ ^ S X c ) 

isify Dn: XI 

Enclosure(s): (U) Enclosed for the 
is an original and copy of a Nat-irma 
09 /I ft /?nrm aHHrpgspH to I 

Field Office 
.Spru-r-i 1-v Hat-pH 

requesting names, aaaresses, lengtn or service, ETTTIng records, 

Serial 

s | X t NSL VIO-11063 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 

(S) 

JSL 
-NSL 

6 6 F-HQ-C1303375 47752 bl 
b7A 



SjpSRgT 
Working Copy 

and electronic communication transactional records for the e-mail 
account specified below: 

Page 

(S) 

Details: (S//OC.NF) 

2 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
h 6 
b7C 
b7A 

(S//OC,NF) bl 

b7D 
b6 
b7C 
b7A 

NbL V1U-11UÒ4 



sps&És 
Wording Copy Page 

( S//OC,NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

This electronic communication documents both the 
approval of ̂ the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

:s) 

bl 
b4 
.b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

S ^ E T NSL VIO-11065 



Page 4 0 
to an employee of the Field Office. The 
institution should neither send the records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

b2 
b7E 

Jo 2 
b7E 

(U) an V mi est inn-g regarding the above can be directed 
to FBTHO. TTC 

at 2 02-324 
(202) 324 

institution be 
or SSA 

unable "SïïÔuld the 
to ruiiy comply with this request due to lack of specificity or 
should the institution remiire more derailed information to 

Field Office should locate such records, theT 
immediately contact UC 
additional information. 

of SSA for 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1 : (Action) 

AT 

b2 
b7E 

(U) Hand deliver the enclosed 
Upon receipt of requested records, notify IA 

MST. ag inHir-atcrl above . 
(202) 

324- to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
AT ITOS-I/CONUS 4/TEAM 15 
(U) Read and Clear. 

sî ftgT NSL VIO-11066 

b2 
b6 
b7C 



Working Copy - Page 
Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
AT| I Jo 2 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
AT ECAU 
(U) Read and Clear. 

SÈfëKET NSL VIO-11067 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Date: 02/08/2005 

3 UCL [ C T L U - 1 

SSA| 

I T O S - I / C O N U S 4 / T E A M 1 5 

U C 

Attn: 
A / U C 

SISS 
ITOS-II/ 

ECAl 

From : Counterterrorism 
EOPS Unit/CXS/Room 4 34 3 
Contact : IA 202-324 

Approved By : Thomas Julie F 
Willie Huion T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

h 2 
b7E 
Jo 6 
b7C 

Drafted By: 
Case ID #: 

CTJJ -

(Pending) 
66F-HQ-C13 03 3 75 

Title : (S) 
Eopy-

bl 
b2 
b 7 À 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

mi 

Enclosure (s) : (U) Enclosed for the| |Field Office 
is an original and copy of a National Security Letter, dated 
01/25/2004. addressed tol 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the e-mail 

b2 
b7E 
b6 
b7C 
b4 
b7D 

Case ID 

. (S) ¿6F-HÜ-C13U337b 
JSL 
•NSL 

SEÖRET 

Serial : 

NSL VIO-11068 
4 / / 4 

.bl 
b7A 



Working Copy 
account specified below: 

(3) (Si • •i 1 r. • I / 

bl 
b4 
b7D 
b7A 

Page 

lc / /NN MEM 

bl 
b4 
b7D 
b6 
b7C 
b7A 

/ n / /r\m wrU f 

(S//OC.NF) 

bl 
b4 
b7D 
b7A 

bl 

'.q//nr T\TF) f 

This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

(S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee fo the Field Office. The 
institution should neither send the records through the mail, nor 

S M e t NSL V I011069 

b7D 
b7A 

b7D 
b7A 

bl 
b4 
b7D 
b7A 

b2 
b7E 
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utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

(U) Anv mip.qfinns regarding the above can be directed 
(202) 324- Should the 

tor aûûitiona 

to FBIHQ, UC 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the 
Field Office should immediately contact UC 
information. 
LEAD(s): 
Set Lead 1: (Action) 

1 

b2 
b7E 

b2 
b7E 
b6 
b7C 

AT 
b2 
b7E 

(U) Hand deliver the enclosed NSL as indicated above. 
Upon receipt of requested records, notify IA (202: 

to coordinate immediate delivery of records to FBIHQ, 324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS-I/CONUS 4/TEAM 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT 

b2 
b6 
b7C 

b2 
(U) Read and Clear 

SEpiÉfìT NSL VIO-11070 
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Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ECAU 
(U) Read and Clear. 

S W E T NSLVIO-11071 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/27/2005 
Attn: 

m 
Attn: 

Attn: 

UC 
CT 
SSA 
ITOS 
A/UC 
ITOS 
A/UC 
CXS/ECAU 
SSA 

T/CONUS 3/TEAM 
1 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 
Contact: SSA (202) 324-

Approved By : Thomas Julie 

Drafted By: 
Case ID #: (S) 

m « 

Title : (S) 

b2 
b7E 
b6 
b7C 

\TSL (Pending) 

(U) 
Synopsis : Approves the issuance of an ECPA National 
Security Lettèr (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(^ risssified By: 7566, CX£ 
<u> Reason: TT 

DeçJ_a&s-rfy~~On: XI 
( U ) •m 

Enclosure(s): (U) Enclosed for the Field Office is 

bl 
b2 
b7E 

an original and a copy of a National Security Letter, datefl 

I 01/27/2005. addressed toi 1 Attn:f 
requesting 

names, addresses, length of service, billing records, and 
electronic communication transactional records for the IP 
addresses specified below: 

bl 
b2 
b7E 
b4 
b7D 
b6 
•b7C 
b7A Case ID 

(Si 
6bF-H(J-L'13U337b 

NSL Serial 
TB7T27T 

bl 
b7A 

NSL VIO-11072 
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bl 
b4 
b7D 
b7A 

•JE^^T 
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bl 
b4 
b7D 
b7A 
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bl 
b4 
b7D 
b7A 
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.bl 
b4 
b7D 
b7A 
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bl 

b7D 
b7A 

NSL VIO-11077 



bl 
b4 
b7D 
b7A 

Page 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC, NF) 
bl 
b4 
b7D 
b6 
b7C 
b7A 

SÊ^ET 
NSL VIO-11078 
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bl 
b7A 

(s) 

(S) 

bl 
to A 
b7D 
toi A 

toi 
to A 
b7D 
b7A 

^ 
NSL VIO-11079 
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bl 
b4 
b7D 
b7A 

^ 
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bl 
b4 
b7D 
b7A 
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bl 
b4 
b7D 
b7A 

NSL VIO-11082 
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bl 
b4 
b7D 
b7A 

b^S^hl 1 
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bl 
b4 
b7D 
b7A 

(U) 
This electronic communication documents both the 

approval of the Deputy General Counsel of the National 
Security Law Branch and the certification of the enclosed 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
t--r;3 rig Pint- i rm^l rpmrHc! on fhp fnllnwinn TP aHHrPggpg ; 

NSL. 

bl 
b4 
b7D 
b7A 

— I 
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bl 
b4 
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bl 
b4 
b7D 
b7A 
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bl 
M 
b7D 
b7A 

NSL VIO-11087 
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bl 
b4 
b7D 
b7A 
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bl 
b4 
b7D 
b7A 

NSL VIO-11089 
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bl 
h A 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter tn nrndure the records 

Field Office. The 
the records through the mail, 

personally to an employee of the 
institution should neither send 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC| _ _ (202) 324^ [or SSA 

(202) 324- Should the institution be unable 
to tuny comply with this request due to lack of specificity 

institution require more detailed information to or should the 
locate such records, t 
immediately contact UC 
additional information"? 

or 
Field 

TTETA 
Office should 

b2 
b7E 

for 

b2 
b7E 

b2 
b7E 
b6 
b7C 

NSL VIO-11090 
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LEAD(s): 
Set Lead 1: (Action) 

FIELD OFFICE 
AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
Upon receipt of requested records, notify SSA 

(202) 324-1 Ito coordinate immediate delivery of 
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4 343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

101 X NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 9 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT 
b2 

b2 
b6 
b7C 

(U) Read and Clear. 

Set Lead 5: (Info) 

NSL VIO-11091 
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COUNTERTERRORISM 
AT ECAU 

(U) Read and Clear 

NSL VIO-11092 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

ucr 
SSA 

Date: 01/26/2005 

I CTLU-l 

Attn: 

ITOS:17L'UNUS 4 Ì TETÜTT 
A/UC 
ITOS 
A/UC 
SISS 

15 

CXS.ECAU 

From: Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact: IAI 

Approved Bv: Thomas Julie F 

Drafted By: 

Case ID #: (S) 
(S) 

(TJ) K ) b b F - HU - L! 13 U 3 3 lb 

[SL 
NSL 

202-324-
b2 
b7E 
b6 
b7C 

[Pending) 

Title: (S) 

(U) 

EUPS 
NSL 

bl 
b2 
b7A 

Synopsis : 
Security Le 

Approves the issuance of an ECPA National 
't̂ sr (NSL); provides reporting data; and, if 

necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) M 

Enclosure(s): (U) Enclosed for the 
is an original and copy of a Nat-inna 
01/25/2004. addressed td 

Field Office 
•Sernr-it-v lipffpr. dated 

requesting names, aaaresses, lengtn oi service, Dining records, 
and electronic communication transactional records for the e-mail 
account specified below: 

( s ) r 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Case ID 

(S) 

SL 
NSL 

éét'-HÛ-C130337b 
SE 

Serial 

(S) 

NSL VIO-11093 

bl 
46655 b 7 A 



Page 2 

(S//OC,NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 

b7D 
b6 
b7C 
b7A 

(U) This electronic communication documents both the 
approval of the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter t<~> nrnrlnrp the records personally 

Field Office. The 
records through the mail, nor 

bl 
b4 
b7D 
b7A 

to an employee of the 
institution should neitner send tne 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

to 2 
toi E 

(U) The| ¡Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

£ r 
NSL V I011094 

b2 
b7E 
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Working Copy Page 

(U) Anv niipst-inns rpnarriirig the above can be directed 
(202) 324] I Should the to FBIHQ, UC 

institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, thef 
Field Office should immediately contact UC 
information. 

tor additional 

b2 
b7E 
b6 
b7C 

LEAD ( s) : 
Set Lead 1 : (Action) 

b2 
b7E 

AT 
(U) Hand deliver the enclosed NSL as indicated above. 

Upon receipt of requested records, notify IA 
324 to coordinate immediate delivery of 

(202) 

records co i-tslHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS-I/CONUS 4/TEAM 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT 

to 2 
to 6 
tolC 

to 2 

(U) Read and Clear. 

NSL VIO-11095 
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Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ECAU 
(U) Read and Clear. 

LT 
NSL VIO-11096 
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Precedence: PRIORITY Date: 01/25/2005 
To: General Counsel 

Counterterrorism 
Attn: UC 
Attn: SS £ 

A/uc r~ 
IT0S=T 

A/UC 
Attn: SISS 

TTn.q - T /mmT.q 4/TFäM 
CTLU-1 

15 

CXS.ECAU 

From: Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact : IA 202-324 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: (S) 

(S) 
(U) ^ 

Title: (S) 

h 2 
b7E 
h 6 
.b7C 

bbF-H<J-(J13U337b 
\fSL (Pending) 
NSL 

(U) 
EOPS 
NSL 

bl 
b2 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
(U) 

Enclosure (s) : (U) Enclosed for the Field Office 
is an original and copy of a National Security Letter, dated 
01/25/2004. addressed tol 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the e-mail 
account specified below: 

(S) 

Case ID : 
b b F - H(J -L!13U33 7b 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

ISL 
NSL 

Serial 

S^Çi^T 
46797 

.bl 
b7A 

NSL VIO-11097 
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Details: (S//OC,NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

This electronic communication documents both the 
approval <5f the Deputy General Counsel of the National Security 
Law Branch and the certification for the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following e-mail account: 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee fo the I Field Office. The 
institution should neither send the records through the mail, nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

(U) Anv miestinns regarding the ahr^ve nan be directed 
to FBIHQ, UC Should the 

NSL VIO-11098 

h 2 
b7E 

b2 
.b7E 

b2 
b6 
b7C 
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institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the 
Field Office should immediately contact UC 
information. 

ror additional 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) b2 

.b7E 
AT 
(U) Hand deliver the enclosed NSL as indicated above. 

Upon receipt of requested records, notify IA (202) 
324-1 I t o coordinate immediate delivery of records to FBiHQ, 
couricer terror ism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS-I/CONUS 4/TEAM 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

b2 
b6 
b7C 

AT 
(U) 

b2 

Read and Clear. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

NSL VIO-11099 
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AT ECAU 
(U) Read and Clear. 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 01/24/2005 
Attn: 
Attn: 

UC 
CTLtLL 
SSA 

5 TTOs _ I ì I 1 MHS 3/TEAM 9 
A/UC 
ITOS 
A/UC 
CXS 

Attn: SSA 
FTHT 

From: Counterterrorism 
Electronic ffnfvei11anop Onprafions Unit, Rm 4343 
"Contact: SSA (202) 324 -| ] 

Approved By: Thomas Julie 

Drafted By: 
Case ID #: (S! 

(U) 6 6 F - HQ - CI 303375 

h 2 
.b7E 
b6 
b7C 

JSL (Pending) 

Title : 
(U) -

(S) bl 
b7A 

Synopsis : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service^provider.1 

Cl; 
Reason: 1.5 (U) 

(S) bl 
b2 
b7E 

Field Office is Enclosure(s): (U) Enclosed for the 
an original and a copy of a National Security Letter, dated 
01/242005. addressed to I Attn 

requesting 
names, addresses, lengtn or service, billing records, and 
electronic communication transactional records for the IP 
address specified below: 

(S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Case ID : NSL 
, «• 66F-HQ-C13U337b 

Serial 
45991 

SE&ŒT 
^ ^ NSL VIO-lllOl 

bl 
b7A 
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Details: (S//OC, NF)| I 
bl 
b4 
b7D 
b6 
b7C 
b7A 

! r-. / Irsn -KT1-.N 

bl 
b4 
b7D 
b6 
b7C 
b7A 

( U ) 

M This electronic communication documents both the 
approval of the Deputy General Counsel of the National 
Security Law Branch and the certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following IP address account: 

bl 
b4 
b7D 
b7A (U) On 10/17/2003, the Director designated the FBI 

official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the Field Office. The 
institution should neither send tne records through the mail, 
nor utilize the name of the subject or any identifying b7E 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

NSL VIO-11102 

b2 



(U) The 

Working Copy 

Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed to 
FBIHO. UC 

;202 324 
(202) 324 ] I or SSA 

Should the institution £>e unaPie 
to ruiiy comply with this request due to lack of specificity 
or should the institution require piore detailed information to 
locate such records, thg. 
immediately contact UC 
additional information 

F-I^Irl Of f i PP g h n u l H 
or SSA for 

Page 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(S): 
Set Lead 1: (Action) 

FIELD OFFICE 
AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, notify SSA 

(202) 324] Ito coordinate immediate delivery of 
to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, recelas 

Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

^ ^ N S L V I O - 1 1 1 0 3 

b2 
b6 
b7C 

I 
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requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 9 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT| | b2 
(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT ECAU 

(U) Read and Clear 

NSL VIO-11104 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 
Attn: 

01/21/2005 
UC 
CTCÜT 
SSA 
I TOS 1/COIVI US 4 y TEAM 15 
A/UCf ' 
ITOS 5 

Attn: 
A/UCf 
cxs / F ! T W 

From: Counterterrorism 
Electronic Snrvpillance Operations Unit, Rm 4 34 3 
Contact: SSA 

b2 
.b7E 

(202) 3241 ] 

Approved By : Thomas Julie .b7C 

Drafted By: 

(S) Case ID #: 
W 6 6 F - H Q - C 1 3 0 3 3 7 5 

NSL (Pending) 

Title : 
<tl) 

bl 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

-x Reason: 1. 
Dec! 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office 
is an original and a copy of a National Security Letter, dated 
01/21/2005, addressed to| 

requesting names, 
addresses, lengtn or service, Dining records, and electronic 
communication transactional records for the email account 
specified below: 

bl 
b2 
b7E 
b4 
b7D 

Case ID 
/ 66F-HQ-C1303375 45989 b7A 

NSL VIO-11105 
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Datai 1 Ft 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

ill) .... 
^ This electronic communication documents both the 

approval of the Deputy General Counsel of the National 
Security Law Branch and the certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing 

records/electronic communication 
transactional records on the following email account: bl 

b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the Field Office. b2 
The institution should neither send the records through the b7E 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should nQtcpatact FBIHQ directly in 

^ÔEt^ÊT 
NSL VIO-11106 



NF 
Working Copy Page 

any manner. 
(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC 

(202) 324-
(202) 324 or SSA 

Should the institution £>e unaDie 
to tuliy comply with this request due to lack of specificity 
or should the institution require more detailed information to 
locate such records, t 
immediately contact UC 
additional information 

hel Field Office should 
or SSA for 

b2 
b7E 

b2 
b7E 

b7C 

LEAD(s): 
Set Lead 1: (Action) 

FIELD OFFICE 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
TTnnn rprpjpf of requested records, notify SSA 
records 
Room 4343 
Set Lead 2: (Action) 

GENERAL COUNSEL 

(202) 324| |to coordinate immediate delivery of 
to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 

b2 
b6 
b7C 

AT WASHINGTON, DC ^ ^ 
NSL VIO-11107 
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(U) 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 4/Team 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT b2 
(U) Read and Clear. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ECAU 
(U) Read and Clear 

NSL VIO-11108 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 
Attn: 

Attn: 

01/21/2005 
UC 
CTEÜT 
S SA 
ITOS 1 ) L'UNUS j/TEHM 10 
A /Tir- I" 

A U/C 
ECAU 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 434 3 
Contact: SSA| (202) 324] ] 

Approved By: Thoma.q .Tulie 

Drafted By: 

Case ID #: (S) 
(S) 

|U1"£S< 6 6 F - HQ - C1303375 

ISL (Pending) 

Title : (S) 
bl 
b7A 

b2 
b 7 E 
b6 
b 7 C 

(U) r-nMMTTMTraTTnM.q BWaT.ygTR TTNTT T qPT?rT&T. PROJECTS 

L'OMM UN 1 L'A'l' 1 UN S ANALYSIS UNIT S'PECIAL PROJECTS 
b 6 
b 7 C 

(U) ^ 
Synopsis: (̂ ¡C Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the communications service provider.1 

(U) J X ^ CTS&sified By: 
Reason: 1. 

"On : 

M > 

Enclosure(s): (U) Enclosed for the Field 

Case ID Serial 

(SJ 6 6 F-HQ-C1303375 

bl 
b2 
b 7 E 

is an 

46133 

b2 
b 7 E 

SECRET NSLVIO-11109 

.bl 
b7A 



S^SK^T 
WoriCing Copy 

original copy of a National Securi tv Letter. dated 01/21/7.005 
arlrirPRRPii 1-nl 

Page 

requesting names, addresses, length 
of service, and billing records for the phone number listed below: 

IS)-

(U) D e t a i l s : T h i s document contains information derived 
from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA). Per 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 

bl 
b4 
Jo7D 
b6 
.b7C 
b7A 

(S//0C, NF) 

(S//OC, NF) 

ir NbL VlU-llllU 

bl 
b6 
b7C 
b7A 

bl 
b7A 
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bl 
b7A 

(U) J^L This electronic communication documents both the approval 
the Deputy General Counsel of the National Security Law Branch and 
the certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL~s"eeks subscriber/billing 
records/electronic communication transactional records on the 
following phone number: 

of 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed lettey to produce the records personally to an employee 

Field Office. The institution should neither send 
Î 

of the 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
(2 br, 

(U) Any questions regarding the above can be directed to FBIHQ 

ITT 
(202) 324 or S SA 

Should the institution be unaoie to runy comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such records, 

or the 
S S A | 

Field Office should immediately contact UC 
for additional information. 

b2 
b7E 

b2 
b7E 

b2 
b7E 
b6 
b7C 

J è ^ T NSL VIO-11111 
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LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
receipt of requested records, notify SSA 
324 

Upon 
(202) 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

b2 
be 
blC 

AT WASHINGTON, DC 
(U> X ) N S L B is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 3/Team 10 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT b2 
NSL VIO-11112 
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(U) Read and Clear. 
Set Lead 5: (Info) 

AT ECAU 

(U) Read and Clear 

S^&éçr NSL VIO-11113 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 
Attn: 

01/10/2005 
UC 
CTH 
SSA 
TTOFLJYWNUTI 1/TUÄM 
A/TTP 

From : 

Attn: 

Counterterrorism 
Electronic Survei 1 1 ance Onerati ons TTni t . Rm 4 343 
Contact: SSA (202) 324 

Approved By : Thomas Julie 

Drafted By: 
Case ID #: (S 

M 

b2 
b7E 
b6 
b7C 

mi 6 6 F-HQ-C1303375 

Title: (S) 
iU) 

Synopsis : 

NSL (Pending) 
bl 
b7A 

Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

TJ-, By: 7566, 

(S) bl 
b2 
b7E 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 01/10/2005. 
addressed to 

requesting names, addresses, lengtn o£ service, pi11ing 
records, and electronic communication transactional records for the 
IP addresses specified below. 
Details: (S//NF,0C) 

^SÈëRSS: NSL VIO-11114 
45396 bl 

b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 



Working Copy Page 2 

(S) 

bl 
b6 
b7C 
b7A 

in! M 
This electronic communication documents both the approval 

of the Deputy General Counsel of the National Security Law Branch 
and the certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Addresses : 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the pnrinqpH -ipt-1-p.-r to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

h 2 
b7E 

h 2 
b7E 

uc 
(IT) Anv questions regarding the above can be directed to FBIHQ 

(202) 324 
with this 

Should 
or S SA (202) 324-

the institution be unable to fully comply 
request due to lack of specificity or should the 

institution require more^detailed information to locate such 
i el H off i PP should immediately contact UC 

for additional information. 
records the 

or S SA 
m 

b2 
b7E 
b6 
b7C 

^ B S ^ T NSL VIO-11115 
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LEAD(s): 
Set Lead 1: (Action) 

AT 
fa 2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. LlDon 
receipt of requested records, notify SSA 
(202) 324 to coordinate immediate delivery or records to 
FBIHQ, CounTerterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

fa 2 
fa 6 
b7C 

AT WASHINGTON, DC 
N S L B requested to record the appropriate 

informatiemrteeded to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

sfrsftgl NSL VIO-11116 
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Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT b2 
(U) Read and Clear. 

J s & t Ç T NSL VIO-11117 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 01/05/2005 
Attn: 
Attn: 
Attn: 

TTOS T/ rONTT.q T/ XÇAM 1 
UC 
CTDTT 

From: Counterterrorism 
Electronic Surveillance Operations Uni t. Rm 4 94 4 
Contact : IA 

Approved By : Thomas, Julie F. 

Drafted By: 
Case ID #: (S) 

Title : 

(U) , 

(IT) -

(202) 324 
b2 
b7E 

66F-HQ-C1303376 

b7C 

-NSL (None) bl 

•XßY TOLL RECORDS NATIONAL SECURITY LETTERS 
ADM-OTHER 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
Mf 

(IT) 

1 Caveat: Xs) This document contains information obtained or 
derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act (FISA), 
50 U.S.C. Section 1806(b). Such information shall not be used in 
any criminal or administrative proceeding, including grand jury 
proceedings and warrant affidavits, without the prior written 
approval of the Attorney General of the United States. 

•X 
bl 
b2 
b7E 

Case ID NSL 
:sj / 67D-HQ-13 03 3 76 

Serial 

T NSL VIO-11118 
bl 
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Enclosure (s) : JX) Enclosed for the Field office 
is an original and a copy of a National S s c u n t v Letter. dated 
.Tanna-rv- 2005, addressed to 

requesting names, addresses, length of service, billing, 
and electronic communication transactional records for the 
Universal Resource Locator URL: below. 

b2 
b7E 
b4 
b7D 

m This electronic communication documents the 
National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication, transactional records on the 
referenced Universal Resource Locator (URL): bl 

b4 
b7D 
b7A 

(U) 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the record tnrough the mail, and not to 
utilize the name of the subject in any telephone calls to the 
FBI. The institution should not contact FBIHQ directly in any 
manner 

(U) The Field Office should remind the 
institution tnat it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the ahrwp r-an rl-irprhpri i-p UC 

b2 
b7E 

b2 
b7E 

T2T 
(202) 324-0757 or I 

bnouia tne institution be unable to fully comply with 
(202) 

Field Office should be immediately contact UC 
for additional information. 

3, the 
or 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

S Ê ^ B ^ f NSL VIO-11119 
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(UK... 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Action) 

COUNTERTERRORISM 
AT ITOS 
(U) Read and Clear 

Set Lead 3: (Info) 
Jo 2 
b7E 

AT 
(U) 

senarate cover. 
rpppint- of the National Security Letter under 

is requested to serve the letter on 
Upon receipt of 

requested records, submit results to SSA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

NSL VIO-11120 


