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Precedence: IMMEDIATE Date: 06/02/2005
To: Countexterrorism Attn: ITOS _II/ISIU b2
ssa| B7E
General Counsel Attn: National Security Law Branch 06
DGC _Julie F,. Thomas '.U_,,\
UCI D f\_;
Attn: |
From: Counterterrarism
CXS/EOPS Room 4343
Contact: | 202-324
Approved By: j rie E

Hulon Wallie T
Lewig John E
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (S) (Pending)
(S) Pending)
bl
tU)MMTitler”>%Q ELECTRONIC COMMUNICATIONS ANALYSIS UNIT N2
b7A
(8} b6
o7C
w%Synopsisa-;&Q Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
- ) Classtfied By: 7566 D
Reason . ;
tSIQ assify On: X1
[ ol
Enclosure(s): (U) Enclosed for the Field Office is b7E
an original and a copy of _a National Security letter, dated oY
06/02/2005, addressed to “%D
reguesting names, ~!
06
————————————————————————————————————————————————— o7C --

Case ID : Serial
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addresses, length of service, billing records, and electronic
communication transactional records for the email address
holder(s) listed below.

wAdministrative?::}§§: This document is classified SECRET.

Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

mz-m:EXX;Some of the Intelligence provided in this communication
ee

obtained by techniques authorized in the Foreign

has
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

B }(gper 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S§. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

(s)

Investigation. bl
jol
Details. (S//QC/NFE) 5
b7C
b7A
{q//nvlmwl J
b
b4
b7D
JoN AN
(S//OC/NF) Analvsis ofl | content associated bl
b4
b7D
bo

— <= NSTVIO-T0935 b7¢

bT7A
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b7hA

(8//OC/NF) Opn 05/25/2005. during the course of its review of

/._-‘ I‘C)_I C_l
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b) L,
>

(s//0c/NF) |

bl

D
S NN

b7E
b4

p7D
b7A

{(S//0OC/NF) Meanwhile, EOPS conducted an analysis of the

bl
b7D
b7A

(s//0C/NF) This EOPS apalvsid b1

b4
k7D
bo
b7C

3 b7A
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{S//OC/NF) EOPS analvzed thes

':s : (S//OC/NF) -

bl
b4
7D
(S//QC/NFY Also, EOPS analvsis of thel b6
b7C
bTA

(S//OC/NF) FCAU and EOPS believe that the

bl
b4
b7D
bo

s - . ‘ b7C
(s//O0C/NF) Accordingly, EOPS is issuing a National Security .béﬁ
Letter] 0 1A

r
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"
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~J
wl

”}é} This electronic communication documents the General
Counsel’s National Security Law Branch approval and certification
of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks subscriber/billing records/electronic
communication transactional records on the following email

bl
(O

oot
~J ~J
0

addresses:
bl
S?(”ET NSL VIO-10937
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(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the Field Office. The institution
should neither send thée records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

A

txd

o o

(U)  The] [Field office should remind the b2
electronic communications provider that it is prohibited from b7E
disclosing that the FBI has made this request.

{(U) An uestiong regarding the above can _be directed to 02
FBII—?f Y| | (202) 324|:|Jor ssA[___ ](202) b7E
324{ Should the 1nstitution be unable to fully comply with [e]5)

7

this request due to lack of specificity or should the institut B

r e more detalled information to locate such records
[:jif:f:::jField Office should contact IA[::::::::]or SSA for
additiona

information.
LEAD(s)

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e NSLB ig requested to record the appropriate

informatich needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

b2

{U) Hand deliver enclosed Natiocnal Security Letter -
following procedures outlined in this EC. Upon receipt of b7E
! boe

records, immediately submit results to IA |
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 70

Set Lead 3: (Info)

COUNTERTERRCRISM
@@‘ NSL VIO-10938
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AT WASHINGTON, DC

(U) ITOS II For information only. 02
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Precedence: IMMEDIATE

Pag

Date: 06/02/2005

e

To: Counterterrorism Attn: ITO& 11] |
SSA
General Counsel Attn: NatIonal security Law Branch
* DGC_Iulie F. Thomas
uc |
Attn: | |
From: CounterterrQriam
CXS/EOPS Room 4
Contact: TA 202—324|
Approved By: b2
bL7E
HUTIomnm willie 1 bé
Lewis John E
Bennett Laurie J b7C
Rogers Glenn T
. bi
Drafted By: .
Case 1D #: (S) (Pending) b6
(8) ending) nic
B7A

Title: jfu<: ELECTRONIC COMMUNICATION

(uy

ANALYSIS UNIT

(S)

EUj"syﬁopsi81mmj£( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service provider.

Clas
Reason

e

Enclosure (s) : {U) Enclosed for the
an original and a copy of a Nationa

Field Office is

Security lerter. dated

06/02/2005, addressed td

- -—e—— e - -- - e e e e e W e e e e = —

o | SPEET NsLvIO-10040
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requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the email
address holder{s) listed below.

Administrative: - %) This document is classified SECRET.
Portions of this ‘document carxying clasgification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.
{Ua_mz : ome of the Intelligence provided in this communication
has been obtained by technlques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.
tmm~3;w>k€) Per 50 U.S.C. S 1806 {(b) & 1825 (c¢) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney nl
General. This information may not be disseminated for any 1$¥
purpose without the prior approval of the Federal Bureau of g
)mlnvestigation. O
(S) 4>§)| l
bl
Details: (S//OC/NF) b6
L7C
b7A
(6//OC/NEY During thias analvais I bl
ok}
k7D
b7A
(o / /O INRY Analvzcic AFI Ihr‘\ﬂPwA 1:)1
b4
b7D
b6
N e o 4o b7C

< NSEVIO-10541 b
Y
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b4
b7D
bTA

(s//oc/NF)| Ef
Z
b7E
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b7
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O

te e (STeCINF) On 05/31/2005[::::]issued a Nationii:;fjurity
Letter to for these accounts. On 06, . received
the Nationa ecurity Letter returns from iw ich indicated
that all of the accounts probably had bgen created by the same b4

g NSL VIO-10942 b7D
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(&)

individual tHat uses -thl.

(S//OC/NF)- The National Security Letter returns froml |

bl
ol

hd
o
jol b

b7A

bl

(§//0C/NF) ECAU and EOPS believe that the

(§//0OC/NF) Meanwhile, EOPS conducted an analysis of the

{(G//OC/NF) Thig FOPS analyvsig of thel

(S//0C/NF)Y ECAIL and FOPS helieve that the

(s//0OC/NF) Accordingly, EOPS és_issniﬂn a2 National Secyritsy
Letter to obtain information on th

i

M. This electronic communication documents the General
Counsel’s National Security Law Branch approval and certification
of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks subscriber/billing records/electronic
communication transactional records on the following email

addresses:
SPeET NSL VIO-10043
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(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally [o )
to an employee of thel |Fie1d Office. The institution 57
should neither send the reécords through the mail nor utilize the =
name of the subject or any identifying information related
to the subject

in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The _JField Office should remind the ;b?
electronic communications provider that it is prohibited from bH7TE
disclosing that the FBI has made this request.

(U) Any gquestions regarding the above can be directed to

FBIHQ, IA (202) 324 or SSA (202) -
324 Should Che 1nstitution be unable to fully comply with ;Lé
this request due to lack of specificity or should the institution L7E
re detailed information to locate guch records, the I b6
Field Office should contact IA ox SSA[:::]ior 17
. : b7C
additional information.
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
NSLB is requested to record the appropriate

in ormatlon needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

(U) Hand deliver enclosed National Security Letter 06

following procedures outlined in this EC. Upon receipt of o

requested records, immediately submit results to IA DL
[;;i;::::]FBIHQ, Counterterrorism Division, CTD/CXS}EOPS, Room

S?@T NSL VIO-10944
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Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II

For information only.

Sf’éET NSL VIO-10945
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Precedence: IMMEDIATE Date: 05/31/2005
To: Counterterrorism Attn: ITO III |
SSA]
General Counsel Attn: National Security Law Branch
DG i
Attn:
From: Counterterrqrism
CXS/EOPS foom 4342
Contact: — A 202-324

Approved By: Hulon Willie T h2

Lewis John E nE

Thomas Julie F L'("

Bennett Laurie J 00

Rogers Glenn T b7C
Drafted By:
Case ID #: (S) {Pending)

(S) rPending)
Title: % ELECTRONTC COMMUNICATIONS ANALYSIS UNIT
("
(8)
(o

Synopsis: "}Efi;Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Clas
Reason

iﬁla:jai

Enclosure (s) : Field Office is a copy

Irequestlng names, addresses, length of service, billing
Tds, and electronic communication transactional records for

Case 1D Serial

ET _ f
}{ NSL VIO-10816
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the individual (s) associated with the website listed below.

Administrativer m)Si This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2nuw;§i Some of the Intelligence provided in this communication
has Bewn obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3-MM3§Q:Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any

foreign government without prior approval of the Attorney bl
General. This information may not be disseminated for any "o
purpose without the prioxr approval of the Federal Bureau of N
Investigation. b/E
P I
bl
Details: (s//oc/NF)| b6
b7C
DA
bl
(s//0c/NF)| 1 52
b7D
bTA
(S//OC/NF) Analysis of content associated
bl
b4
b7D
bo
b7C

SBeRET NSL VIO-T0947 b7A
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bl
b7A
(a//OC/NEY Manv of trhecel locenint e fallawed
O
b
e WA
(8//0OC/NF) Cyber Division’s Special Technologies and TA
Applications Section conducted a seaxch of gseized media
bl -
b4
DD
DiA
(s//0OC/NF) EOPS conducted an analysis of thg |
bl
bé
b7D
b7a
(S//OC/NF) EOPS conducted an analysis of the
JoY!
b7D
bTA
(8//0C/NEFY EOPS conducted an analvaig of the
bl
b4
b7D
L7A

—BRETNSL VIO-T0938
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bl
(S//0C/NF) ECAU and EOPS belileve that email addregsgeg on b6
this list mav be involved in the n7c
biA
(S//QC/NFEY EQPS analvsis of rhA
1
i
7D
(s// lngl is i i National Security b7A
Letter to for electronic
comminication Transactitonal Tecoris sesenciated with the
pi
b4
b7D
beé
([ )é) This electronic communication documents the Deputy biC
General Counsel’s National Security Law Branch approval and b7A
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following website:
bl
(8 - 4
(U) On 10/17/2003, the Director designated the official b7D
signing the enclosed letter as authorized to make the reguired b7A
certification.
(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the Field Office. The institution should 02
neither send the records through the mail nor utilize the name of n75
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.
(U) Thel Field Office should remind the electronic b2z
communications provider that it is prohibited from disclosing b7k
that the FBI has made this request.
(U) Any questions regarding t?g_abgve can ] ed to
FBIHQ, IA| !(202) 324 or SsA| (202) ")
324 U € Imstitution be unable to fully comply with -~
this reqguest due to lack of specificity or should the institution f37E
jre more detailed information to locate such records, the o6
Field Office should contact IA or SSAijor 570

additional information.
LEAD(s) :

SRR o1 v10-10949
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Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e NSLB is requested to review and approve the

enclosed 2702 letter.

Set Lead 2: (Action)

AT
-
oy Hand deliver enclosed 2702 letter j?:
following procedures outlined in this EC. Upon receipt of 0k
reguested records, immediately submit results to IA;f::::] bho
| FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room niC

Set Lead 3: {(Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only.

%T NSL VIO-10950
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Precedence: IMMEDIATE Date: 05/31/2005 5
To: Counterterrorism Attn: ITOS Ii] | b7E
ssa| | b6
General Counsel Attn: National Security Law Branch hic

DGC_Julie F. Thomas
uc

Attn:

From: Counterterrarism
cxs/Eops] Room 4
Contact : 702-324] |
Approved By: Hulon Willie T
lLewis John E
Thomas Julie F

Bennett Laurie J
Rogexrg Glenn T

Drafted By:
Case ID #: (8) 15J(Pending) 1
(8) ending) b2
Title: Eﬁ( ELECTRONTC COMMUNTCATTONS ANALYSIS UNIT bo
- b7C
{mn .
b7A
(S)
().
Synopsis: Eﬁg Approves the issuance of an ECPA National
Security Lefter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
iUl.z;<:
(31 n1
, 2 b2
:}ﬂi b7E
N T
Enclosure(s): (U) Enclosed for the Field Office is an ijH
original and a copy of a _National Security Letter ed 7D
05/31/2005, addressed to
reque ing mes, a ses, lengtn or
Case ID : Serial bl

i | b7E
gy SpeRET gL V{§51°95 b,.j.A



i

i

(s)

SEDRET
---- Working Copy ---- Page 2

sexrvice, billing records, and electronic communication
transactional records for the administrator of the website listed
below.

Adﬁiniétrativew':]E#::This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document 1s intended to be used for lead or background
purposes only,

2r~:hK( Some of the Intelligence provided in this communication
has 'been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3., ~#8¥ Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

. Intelligence Surveillance Act (FISA), recipients are reminded

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S5. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

.. Investigation. bl

- o)
a. % | o

| b7E

Detailsg: (S//OC/NF'

o
o

tay
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NEENGTSN
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(s//0C/NF] e

N
o2
7D

T A
OiA

(s//OC/NF) Analysis of] |content associated Ll
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(8//0C/NEY Manv nf #hpqpl Inhhnnnfq followed

(8//0C/NF) Cyber Division’s Special Technologies and

Apnlications Section conducted a search of seized medis

(S//0OC/NF) EOPS conducted an analysis of]

(S//OC/NF) EOPS conducted an analvsis of the

bi
bIA

bl
bd
b7D

b7A

bl
b4

b7D
b4

bl
b4
b7D
b7A

(S//QOC/NFY Queries in open source databases reveal that the

ﬁfﬁﬁggéﬁ?T’ﬁbcordingly, EOPS is issuing a National Security
. SEﬂgg

T NsL vIO-10953
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bi7D
b6
b7C
This electronic communication documents the Deputy "I
General Counsel’s National Security Law Branch approval and >
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records for the Bl
user contracting with to maintain the iﬁ
website: jQ’
07D

=N} b7A

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclosed letters to produce the records personally bz
to an employee of the| |Fie1d Office. The institution b7E
should neither send the records through the mail nor utilize the
name of the subject or any identifying information

related to the subject

in any telephone calls to the FBI. The institution

should not contact FBIHQ directly in any manner.

b2

(U) Thel FPield Qffice should remind the electronic BIE
communications provider that it is prohibited from disclosing o
that the FBI has made this request.

(U) Anv guestions regarding th ve can i ed to
FBIH IA (202) 3241 or SSA (202) h2
3241 I'SﬁﬁﬁTﬁ‘fﬁE‘Tﬁgtitution be unaple to fully comply with bIE

thi est due to lack of specificity or should the institution b

reguire more detailed information to locate such records, th | v Sm
| Field Office should contact IA or SSA For b7C

additional information.

LEAD(s) :

Set Lead 1: {Action)
GENERAL COUNSEL
AT WASHINGTON, DC
im'“jkgi NSLB is requested to record the appropriate

information needed to fulfill the Congressiocnal reporting
requirements for NSLs.

Set Lead 2: (Action)

BYE SBSEET Nl vI0-10954
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| b7E

(U)

following procedures outlined in thisg EC. Upon recei
immediately submit results to IA
Counterterrorism Division, CTD/CSX/EOPS, Room

reguested records,
— )

Hand deliver enclosed National Security Letter

Set Lead 3: (Info)

COUNTERTERRORISM

pt of

AT WASHINGTON, DC

(u)

ITOS II

For information only.

SERRET \g| VIO-10955
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Precedence: IMMEDIATE Date: 05/31/2005
To: Counterterrorism Attn: ITOS 1] |
SSA
General Counsel Attn: National Security Law Branch

DGC _Juli r
Attn:
From: Counterterrprism

CXS/EOPSl Room 434
Contact: 202-324

Approved By: Hulon Willie T b2
Lewis John E »7E
Thomas Julie F hé

Bennett Laurie J

Rogers Glenn T bi7C

Drafted By:
Case ID #: (S) _J(Pending)
(s) 3end;ng)
m-.
! JTit161n:>€i ELECTRONIC COMMUNICATIONS ANALYSIS UNIT
bl
b2
(s)
b7C
bTA
(U) Synopsis:— (&) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

ﬂUJ'-w}() ified By: 7566, CXS

(&)

Enclosure(s}: (U) Enclosed for the |Fie1d Office is a copy D2
/

of a National Security Letter, date 2005, addresgsed to b7E
. bl

| requesting names, addresses, 07D

length of service, billing records, and electronic communication )
Case ID Serial -
r - bl

- o BTA

g SPRET NS VIO-10056
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transactional records for the individual (s) associated with the
website listed below.

Administrative: EB{: This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purpcses only.

2 Some of the Intelligence provided in this communication

has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3 Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

?( Tnvestigation. bl
(s) 5 ' bZ
4. bTE
Details: (S//OC/NF) bi
bo
b7C
74
(s//oc/NF)
bl
nd
b7D
nTA
[S//QC/NEY Analvasa ~F 1 Ir"hhi'e'ni- asanciatead bl
o4
07D
0o
DIC
“"?’Q‘ NSL VIO-TU957 DTA
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(8//OC/NFY Manyv of thegel lacomimts followed

{(8//OC/NF) Cyber Division’s Special Technologies and
Applications Section conducted a search of seized media

(e //OC/NF) EQPS conducted an analvsis of thel J

(S//OC/NFY FEOPS coandicted an snalvsis of the

Lo/ /O /NRY 2OARS cardnctrad an analssocdio ~F thg

SESRET NS VIO-10958
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b4
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DITA
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b7D

bTA

bl
07D
b6
ISWIG

Diu
b7A

(S//0C/NF) As a result. ECAU and ECOPS believe that the

)|
(2 //0C/NEY FODS analveis of thol

b4
b7D
b7E

(S//QC/NFY Accordinglv., BOPS is issuing a National Security
Letter to for electronic .
communicatlonl tralsactional records associaced with the

b4
h7D
b6
b7C
b7A

tUj”“““wgg( This electronic communication documents the Deputy

Gener4l Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated b1
with the following website:

4
(81} 7D
o biA
(U)"On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.
(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the[;:::;:]Field Office. The institution should .
neither send the records through the mail nox utilize the name of b2
the subject or any identifying information related to the subject b7E

in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

() Thel IField Office should remind the electronic bz
communications provider that it is prohibited from disclosing b7
that the FBI has made this request.

(U) Any guestions regarding the above can, ' ed to b2

FBIHQ, IA (202) 324*' or SSA (202) .:ﬂ.
324] | SHouId the imstitution be_unable to fUIly comply with b6

.

T NSL VIO-10959 Lic




SEeRET

--~- Working Copy ---- Page
this request due to lack of specificity or should the institution
require more detailed information to locate such recoxrds, the b2

[:;::;::Field Office should contact IA or SSA for L7E
agditional information. ﬂ'%”
LEAD (s) : : b

B7C
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
LR NSLB is requested to review and approve the
enclosed 2702 letter.
Set Lead 2: (Action) "o
o7k
AT
itjﬁ‘lgﬁiHand deliver enclosed National Security Letter e
following procedures outlined in this EC. Upon recejpt of ﬁ;c

| records, immediately submit results to IA |
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room

4343,

Set Lead 3: {(Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only. b2

L

SP@T NSL VIO-10960
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Precedence: IMMEDIATE Date: 05/31/2005

To: Counterterrorism Attn: ITO IIJ |
SSA
General Counsel Attn: ©National Security Law Branch

DGC
uc
From: Counterterrexiam

CXS/EOPS lRoom 4343
Contact: IA 202-324|

Attn:

Approved By: Hulon Willie T ,
Lewis John E bz
Thomas Julie F b7k
Bennett Laurie J hé
Rogexrs Glenn T B0

Drafted By:

Case ID #: (S) _J(Pending)
Pending)

bl
Title: ,><) ELECTRONTIC COMMIINTCATTIONS ANALYSIS UNIT b2

bo
bicC
(S) b7A

{81

Syndpéiéi”m)%i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, 1if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

- 08) Crassified By: 7566, CXS
Reason H
Dec i n: X1
ped] b2
Enclosure (s) : {U) Enclosed for the Field Office is -

an original and a copy of a National Security letter, dated A
05/31/2005. addressed tol ) 7D

| requesting names, bé

addresses, length or service, billing records, and electronic B70

Case ID Serial

TR g, Vierjoss. b7A

gy
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communication transactional records for the email address
holder(s) listed below.

)~ Administrative: This document is classified SECRET.
Portions of this”"document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2....-P&) Some of the Intelligence provided in this communication
has been obtained by technigques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in-nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

i

ﬂUI3LW”;§(;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Intefligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or

dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation. 61
S o
9 02
o D7E
Details: (S//OC/NF) bl
bo
b7C
p7A
(s//0c/NF) b1
bl
07D
L7A
(S//OC/NF) Apnalvsis ofl lcontent associated bl
b4
b7D
bo
bicC

ST NSL VIO-10062 b7A
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(§//0C/NF) Many of these

accounts followed

bl
b4

7D
(S//0C/NF) Cyber Division's Speclal Technologies ana YA
Applications Section conducted a search of sejized media -

bl
b4
b7D
bi7A

{(s//OC/NF) EOPS conducted an analvysis of thel |

‘ij‘
—

s O‘
ey

O w0
PG R
el i

{8/ /OC/NFY According ta procedures utilized arl | each bl

ol
7D
b7A

(S//OC/NEY EOPS conducted an analvsia of the

bl

b7D
bTA

e Y
ST NS VIO-10963
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b1
b4
b7D
b7A
bl
b
(s//0OC/NF) ECAU and EOPS believe that these[::::]accounts are jb7E
involved in a2an online communications network associated with i bo
L7C
bTA
(S//0OC/NF) Accordingly, EOPS is issuing—a National Secnrity
lotteyr tn ot ain dnfarmation on the ﬁvmﬂl II ,b_‘.
el
b7D
bo
b7C
b7A
-

F ”Q{) This electronic communication documents the Deputy
General Counsel’s Naticnal Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following email addresses:

SESRET Ns| vIO-10964
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TR

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U} Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally oY)
to an employee of the| |Fie1d Office. The institution .
should neither send the records through the mail nor utilize the :
name of the subject or any identifying information related
to the subject

in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| |Field office should remind the b2
electronic communications provider that it is prohibited from L7k
disclosing that the FBI has made this request.

(U} An uestions regarding the above can i ed to
FBIH IAl (202) 324 or SSA (202) B
324 ou € 1nsctitution be unable to fully comply with

this request due to lack of gpecificity or should the institurffﬁ bjﬁ

reguire more detailed infermation to locate guch records, the be

| |Field Office should contact IA or SSA for hiC
additional information.

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o ) NSLB is requested to record the appropriate

informatidén needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

=

{(U) Hand deliver enclosed National Security Letter b
following procedures outlined in this EC. Upon receipt of
! Room

(@)

~

"y

C
g
(@)

recoxrds, immediately submit results to IA
FBIHQ, Counterterrorism Division, CTD/CSX/ECPS,
4343,

Set Lead 3: {(Info)
S@"ﬁ NSL VIO-10965
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requesting records or documents for transfer t“
[§) number specified below: :bd
b7D o
bl
b4
Details: (8//0C,NF) FISA DERIVED INFORMATION: The b7D
converaationg helaow conaigt Af FTSA taraet -~
b6
biC
b7A
(s//0C NF) bl
fol3)
b7C
b7A
(§//0C,NF) |
bl
bo
biC
b7R
ol
(S//0C . NF}) i
07D
o]}
07C
blA
(5//0C NF) | |
bl
b6
biC
b7A
(s//0C ,NF) |
bl
b6
b7C
b7A
EUI'-?( ECAU/CXS/CTD will work closely with the Global
xtremist Unit, ITOS, and the Division to determine if 0o
money transfer was from -
b7E
- §>£é This electronic communication documents both b4
the approval of the Deputy General Counsel of the National b7l

Security Law Branch and the certification for the enclosed

SEpRL

T NSL VIO-10966
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NSL. For mandatory reporting purposes, the enclosed NSL seeks
records or documents fo transfer number
specified below:

oooT
NG|

-]
el

i33‘ (U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the
institution receiving the enclosed letter to produce the
records persconally to an employee of the[::::g]Field Office.
The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

s ;:).
[}

O
i

Ee
9

(U) The Field Office should remind the Pe
institution that i€ 15 prohibited from disclosing that the FBI b7E
made this request.

(U) Any questions regarding the above can be

directed to FBIHQ, UC| at (202) 3241 1o
and I at (202) 324 s Should the b”*:

institution be unable to fully comply with this request due to -
lack of specificity or should the institution reguire more jbg
detailed information to locate such records, thei Field b7 C
Office should immediately contact UC for additicnal

information. L—————J

**POOTNOTES* *

i17: Caveat: This document contains information derived from
an electronic surveillance or physical search conducted under’
the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806 (b) and 1825 {c¢), such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the
United States.

LEAD (s) :

Set Lead 1: (Action)

~J1 O

& o

E
AT

{U} Hand deliver the enclosed NSL as indicated
above. Upon receiit of requested records, notify IA

o0

=1 & DO

le)
@]

[:::::;;(202) 324 to coordinate immediate delivery o
records to FBIH(J, Counterterrorism Divigdon, CTD/CXS/EOPS,
SE NSL VIO-10967
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Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is reqguested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM -

AT WASHINGTON, D.C.

(U) ITOS-I/CONUS 4/TEAM '15 for informational
purpose only.

Set Lead 4: {(Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) GEU/TFOS for informational purpose only.

Set Lead 5: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(u) for informational purpose only. b2

Set Lead 6: (Info) N
COUNTERTERRORISM
AT WASHINGTON, D.C.

{U) ECAU for informational purpose only.

9}‘14@ NSL VIO-10968
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Precedence: PRIORITY Date: 5/18/2005
To: General Counsel Attn: DGC i
uc
CTLUL
Counterterrorism Attn: SSA
SSA
Attn: esigent Agency

From: Counterterrorism

Electronic Surveillance Operations Unit., Rm 4363
Contact: TIS (202-324
Approved By: Hulon Willie T b2
Lewis John E b7E
Thomas Julle'F e
b7C

rogers Glenn T

Drafted By:

Case ID #: (8) NSL (Pending) i
(S) -NSL ol
WJ~M>5) GGF-HQ-CL303375 b2
. be
Title: (8) e
W B
b7a
- N&) EOPSl
:>§ NSL

EU}"“ TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

Syno&;QSE“;}é) Approves the issuance of an ECPA National Security
Letter (NSL) » provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

3) ived From : G-3
m o EepEe g

Case 1D NSL Serial -~

is?:, BOF-OW-ClI303370 VLT oA

W NSL VIO-10580
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bz
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1 ---- Working Copy ---- DE Page 2
bz
Enclosure(s): (U} Enclosed for the Field Office 1is an bT7E
original andra_ggnx_gﬁ_a_ﬂazignﬁl Securifv Tetter dated S/17/2005, joY!
addreaasad tn Ai'i'n-l B0
requesting inrformation '56“
'ices provided to 217”
IO NS
,Details:w}&?/NF,OC) Information about | hndirates that their ;b73&
email service is provided fhxraunah which receives 04
internet service from is K7D
requested to provide any and all subscriber or customer account b7 A
information and information regarding electronic communications AR
services provided to including, but not limited to, the
following:
- any and all subscriber or customer account ol
information and information regarding electronic b7D
communications services provided to bIA
including, but not limited to, the
following;
o4
- confirmation that electronic communications ;jﬁ
destined to or originating from e-mail address of f"‘*"’
| to o7A
facilities; and
= information regarding the physical location of[:::] b4
| facilities which house electronic b7D
mail servers providi vices to the electronic b7 A
mail domain of A
(s)| | ?3
b7D
bo
b7
(U} On 10/17/2003, the Director designated the FBI bin
official, signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of the Field Office. The institution should neither H?
send the records through the mail, nor utilize the name of the o
subject or any identifying information related to the subject in any b/E
telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.
(U) The |Field Office should remind the institution that D2
it is prohibite rom disclosing that the FBI has made this request. n7E

(U) Any questions regarding t?
S T

e above can be directed to FBIH@,
NSL VIO-10970 '

o
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TIS

to fully comply with this r

should the in
such records,

stit

due to lack of specificity or
1tion reguire more detailed information to locate

(202) 324[::::3 Should the institution be unable
eques

the

Field Office should immediately contact TIS

for

LEAD(s) :

additional information.

Set Lead 1: (Action)

FIELD b2
b7E
AT
(U) For esident Agency: Hand deliver enclosed
NSL i apove . pon _receipt of requested records, notify
TIS (202) 3244 to coordinate immediate delivery of

records to FB

THQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: {(Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(-

NSLB is requested to recoxrd the appropriate
information needed to fulfill the Congressiocnal reporting
requirements for NSLs.

Set Lead 3: {(Info) .

COUNTERTERRORISM

AT ITOS II 2

{(U) Read and Clear.

% NSL VIO-10971
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Precedence: PRIQORITY Date: 5/18/2005
To: General Counsel Attn: DGC Iulie F. Thomas
ucC
CTEUOT
Counterterrorism Attn: SSA
SSA
Field Attn: Resident Agency

From: Counterterrorism
Electronic Surveillance Operations Unit., Rm 4363

Contact: TIS (202-324
Approved By: Hulon Willie T b2
Lewis John E BTE
Thomas Julie F 16
Bennett Laurie J 57C

Rogers Glenn T

Drafted By:
Case ID #: (S) SL (Pending)
(S) NSL h1
(8) BBF-HQ-CTI3U33I75S 5
Title: (8) b6
b7C
bT7A
¥K]  EOPS-
(- NSL

. x&{_ TOLL RECORDS;
{ NATIONAL SECURITY LETTERS (NSLs)

Synopsis: Approves the issuance of an ECPA National Security
Letter (NSLY ;\provides reporting data; and, if necessary, transmits
the -NSL for delivery to the electronic communicaticns service

() provider.1

Case 1ID NST, Serial

TEET-NO-CIS03375

(8 sE>éT NSL V(grog;.z

240U/
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(U) Any questions regarding t?ﬁb;%?ve can be directed to FBIHQ,
PRI NsL vio-10973

---- Working Copy ---- Page 2
(U) b2
b7E 52
Enclosure (s) : (U} Enclosed for the Field Office ig an bTE
original and_a co of a National Security Letter, dated 5/17/2005, b4
~ddressed ol | Aren.d b7D
— b6
related to electronic communications services provided to[::::::::] 070
ﬂnwDetéilé:>%§;/NF,OC) Information anourl Iindirates that their bT7A
email service is provided through |which receives b4
internet service from is b7D
requested to provide any and all SUDSCTIDEr Or CUsStomer account f“é'
information and information regarding electronic communications b7A
services provided to including, but not.limited to, the
following:
- any and all subscriber or customer account B4
information and information regarding electronic 'b%f
communications services provided to >
including, but not limited to, the b7A
following;
- confirmation that electronic communications b4
i Ko g i e-mail address of b7D
| o[ |  bIa
facilities; and
r;_inigxmazign_ﬁegarding the physical location of[:::] B
facilities which house electronic Pﬁ«
mail servers providing gervices to the electronic oD
mail domain of b7A
= bl
b4
7D
b6
b7C
(U) On 10/17/2003, the Director designated the FBI 7L
official, signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of the Field Office. The institution should neither
send the records through the mail, nor utilize the name of the b2
subject or any identifying information related to the subject in any bR
telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.
(U) The IField Office should remind the institution that o
it is prohibite Trom disclosing that the FBI has made this request. 5§E
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TIS (202) 324{::::] Should the institution be unable
to fully comply with this request due to lack of specificity or
should the institution require more detailed information to locate
such records, the Field Office should immediately contact TIS

Ifor'aaaltlonal information.

LEAD (s) :

Set Lead 1: (Action)

bz
FIELD L7E
AT
(U) Forl Resident Agency: Hand deliver enclosed
NSL _ag indicated above. pon_receipt of requested records, notify
TIS (202) 324+ to coordinate immediate delivery of
records to T Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Actiomn)

GENERAL COUNSEL

AT WASHINGTON, DC
iUJ"”“:}Q; NSLB is requested to record the appropriate

informatidn needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II[::::]

{(U) Read and Clear.

ol
[

SEBRET  NSL VIO-10974
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LTE
bé

biC

b2
b7E
b6
b7C
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Precedence: IMMEDIATE Date: 5/17/2005
To: General Counsel Attn: DGC_Qulig_E*_Itha3_1 no
uc b7E
CTLUL b6
Counterterrorism Attn: SSA .
SSA b7C
Attn: | ;;;gdent Agency
IA

From: Counterterrorism
Electronic Communication Analysis Unit, Rm 4343
Contact: IA (202-324 -

Approved By: Thomas Julie F

Drafted By:
Case ID #: (8) NSL (Pending)
(8) L NSL _
iU1WWw)3(‘ geF-HO-C1303375 bl
b2
Title: (s) bé
b7C
NSL e &

|:'[_'|':| >< TOLL RECORDS;

NATIONAL SECURITY LETTERS (NSLs)
{m

Synopsisf“”?ﬁ( Approves the issuance of an ECPA Naticnal Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

o

b1
)ﬁﬁ ; b7
7R
Enclosure(s): {U) Enclosed for the Field Office is an bZ
b7E
Case ID | NSL Serial joy]
' NSL ' bR

G6F-HQO-C1303375 T7o0s
sﬁ(gr NSL VIO-10975

(5 (8]
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original aﬁdué”copymof a National Securityv Letter, dated
5/17/2005, addressed td. ot

Fequesting 1niormation relaTed Lo electronic communications
services provided -tg

Page 2
bl
b4
b7D
bo
b7C

Details: (S//NF,0C) Information abouf

| b7

bl
b4

b7D
b7A

(8)| b1

b4
bh7D
b6
b7C

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of the Field Office. The
institution should neither send the records through the mail,
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) The Field Office should remind the
institution tRAT It 1Is prohibited from disclosing that the FBI

has made this request.
SR NSLVIO-10976
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(U) An uestions regarding the can be directed to
FBIHQ, IA (202) 324Effffj Should the
institution be unable to Tully comply with this request due to
lack of gpecificity cor should the institution reguire more
detailed information to locate such records, thei |Field
Office should immediately contact IA or
additional information.

LEAD(s) :

Set Lead 1: (Action)

b2
AT p7E
(U} Hand deliver enclosed NSL ag indicated abov
Upon recej regquested records, notify IA
(202) 324 o coordinate immediate delivery OL records Lo

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
w*””")ﬁj NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II b2

(U) Read and Clear.

sgaé NSL VI0-10977

b2
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COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only.

o’

Q?zé:T NSL VIO-10978

N

Page
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Precedence: IMMEDIATE

---- Working C

opy ---- Page 1

Date: 05/26/2005

ITOS TII |

To: Counterterrorism Attn:
ssa|
General Counsel Attn: NatlIonal Security Law Branch
DGC Julie F, T
aral I
Attn:
From: Counterterrpricm
CXS/EOPS Room 43473
Contact:  IA Z02-324
Approved By: Hulon Willie T
Lewis John E b2
Thomas Julie F b7E
Bennett Laurie J b6
Rogers Glenn T MO
b7C
bl
Drafted By: bz
b6
Case ID #: (8) _J(Pending) eie
(S) Pending) . g
b I =Y
Title: >¢<) EILECTRONTIC COMMITNTCOATTIONS ANATLYSIS UNIT

(8)

] ~SYHOpSiStww}§) Approves the issuance of an ECPA National
Security Letter (NSL}; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Clas
Reagon

(-

"

Enclosure(s) : (U) Enclosed for the

an original and a copy of_a National Tec

04/04/2005, addressed tol

bl
b2
b7E )
Y"(m‘)
Field Office is b7E
Lritv lerter  dat 0
»n7D
Tequesting names, o
addresses, length orf service, billing records, and electronic 06
w70
ot

communication transactional records for the email address

-

e

b
NSL VIO-10979{ b
(31
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(Uj-Administratlve;.mg§{; This document is classified SECRET.

Portions of this dodument carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

holder (s) listed below.

iIIE ~{3} Some of the Intelligence provided in this communication

as been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

fUFBr“;)EQ;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intglligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval cf the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of nl
)ﬂulnvestigation.

bz
S
D o

000000

_Details: (s//0c/NF] bl
b6
b7C
h7A

(s//0c /NP |
ol
oY/
7D
b7A
(s//QC/NF)- Analvsis ofl lcontent agsociated
bl
b4
b7D
e TS O-16986 Bo
P v b7C

b7A
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(S//0C/NFY On 05/25/2005. durina the coursgse of its review of

o
R

I
A\
=

bl
bd
b7
b7A

=

(s//oc/NF)|

bl

b2
b7E
b4
b7D

S//OC/NF) According to procedures utilized at each
of the has a correspondingl |ID and

emall FrTrountIIESE daccounts are as follows:

(8]
pl
b4
k7D
B7A
b4
(T (] JOC/NF) At 08:55 PDT 05/25/2005, verified and b7D
preserved these accounts.
(8//0OC/NF) ECAU and EOPS believe that these] H
[
Lllal UsEs LIie OI"Il‘Le
storage and transier.
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(8//0OC/NF) Accordingly, EOPS

Page 4

] ] ] National Secnrity
Letter to obtain information on thg

bd
b7D
b6
b7C
bTA

i;?Z;This electronic communication documents the Deputy
Gener ounsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following email addresses:

o

-

(&)

t

-~

oo o

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letterg to produce the records personally
to an employee of the
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
gsubject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| |Field Office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) Any gquestions regarding t ve can be directed to
FBIHQ, IA| | (202) 324 Should the institution
be unable to fully comply with this request due to lack of
specificity or should the institution reguire more detailed
information to locate such records, the |Field
Office should contact IA for additional information.
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

sy@f NSL VIO-10982

Field Office. The institution po

L7E

b2
bTE
b6

b7C
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' :}é} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

b2

biE

(U) Hand deliver enclosed National Security Letter

following procedures outlined in this EC. Upon receipt of -
requested records, immediately submit results to IA | ;b?_
| FBIHQ, Counterterrorism Division, CTD/CSX/ , Room b7C

4343,

Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only. bo

SEsgET NSL VIO-10983
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Precedence: IMMEDIATE : Date: 05/26/2005
To: Counterterrorism Attn: ITO IIJ |
SSA
General Counsel Attn: NatIomal Security Law Branch
DGC '
uc
Attn:
From: Counterterrorism
CXS/EOPS Room 4343
Contact:~ IK Z02-324
Approved By: Hulon Willie T
Lewis John E b2
Thomas Julie F hTE
Bennett Laurie J b6
Rogers Glenn T MY
b7C
Drafted By: bl
. b2
Case ID #: (S) (Pending) M
(s) Pending) :b6
biC
W Title.. % ELECTRONTC COMMIINTCATTONS ANALYSIS UNIT HTA
(8)
Synopsis:- - ¥8) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
. 38) Clas
o >< Reason b
(5 Declas .
i b2
b7E

Enclosure(s): (U) Enclosed for the Field Office is
an original and a copy of _a Nationa ECurl €tter, dated b2
I04/04/2005. addressed tol I b7k

requesting names,

. /
addresses, length of service, billing records, and electronic b4
communication transactional records for the email address b7D

be
T N Y p7C ~
Case ID i _I Serial

bl

gy W NSL VICE-51P984 bIA
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holder(s) listed below.
iUr”AdﬁiﬁiSthtiVé:m:)@Q This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only. ’

(Uymsz:gaz;Some of the Intelligence provided in this communication

has “been obtained by technigues authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FRIHQ.

3'~:£ik Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

inwIﬁtelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S8. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

X 9 3 |
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Detailg. {q//nhlmpl |

—

oOTUT0o
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O

(s//0C/NF]

b4
[oN D]
LR

(S//OC/NF) Analvsis ofl | coptent associated

b1
b4
b7D
b6
b7C
bTA
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b1
bTA

(S//0C/NEPY On n8/28/2008  dAvring the conrase onf ite yeview of

—

oUT o U
s

L~

™

(s//0c/NF)

oo

-1 N

opeNes
NGEING NS

o
Bl

e

"”m)ﬁ%/oc/NF) At 08:15 PDT 05/26/2005, verified that b7D
these” atre valid accounts.

As of that time, was working to
preserve the accounts.

bl

Ny

(S//OC/NF) ECAU and EOPS believe that these] |
are involved in an online communications network assoclated wilh b7
~hat uses the for file be
SESEET NGL VIO-10986 - B0

L7A
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storage and transfer.

(8//0C/NF) Accordingly, EOPS is issuing_a National Security
Letter to obtain information on the presumedl

bl
b4
b7D

b7C

~ 7T
- [y

m This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purpcses, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following email addresses:

I

bl
b4
7D
b7A

(U} On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally -
to an employee of the |Field Office. The institution b4
should neither send the records through the mail nor utilize the b7k
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  The| Field Office should remind the oy
electronic communications provider that it is prohibited from BIE
disclosing that the FBI has made this request.

(U) i garding the above can be directed to
FBIHQ, IA (202) 324[ ] should the institution

be unable to fully comply with this request due to lack of B2
specificity or should the institution reguire more detailed bTE
information to locate such records, the Field 6
Office should contact IA for addritional Iniormation. B7C
LEAD (8) : e

?:z@ NSL VIO-10987
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Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
W N NSLB is requested to record the appropriate

information needed to fulfill the Congresgssional reporting
requirements for NSLs.

Set Lead 2: (Action)

(U) Hand deliver enclosed National Security Letter
following procedures outlined in this EC. Upon recej

reguested records, immediately submit results to IA
| FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, Room

&
~1 O

—~
(O
]

Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U)y ITOS I1I For information only.

9]

o

/&ég NSL VIO-10988
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i1~
Precedence: PRIORITY Date: 05/24/2005
To: General Counsel Attn: DGC _Inlie F Thaomas CTLU-1

uc CTLU-1

Counterterrorism Attn: SSA

ITOS- 15

uc f1TOS-I1

uc ] ECAU

Attn: SIST|

From: Counterterrorism
EOPS Unit/CXS/Rocm 4343

Contact: IA | 202-324
Approved By: _Thomas Julie F b7
b7E
bo
Drafted By: B7C
Case ID #: (8) ISL (Pending)
(S) NSL hl
iUJ”~MHWE§{i 66F-HQ-C1303375 b2
Title: (8) DA
—ECAU{ ___ [ECAU
O . -
Synopsis:-.. | Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic
communications service provider.

o X ol
(3]
a b7E
b2
Enclosure(s) : (U) Enclosed for the| Field LT,
Office is an original and copy of a National Security Letter, .
dated 05/24/2005, addressed tol | M
[ | b7D
| | requesting names, addresses, length of service, no
pilling records, and electronic communication transactional n70
Case ID : NSL Serial j ol
: rNSL : 7R

igjv,ﬁ" 66F~-HQ-C1303375 5}3@?& NS%%?Q4ﬁ§89
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(51
‘records for the e-mail accounts specified below: b1
b4
7D
Details.  (S//0C NE) EISA DERTVED INFORMATION:. The P/A ;bl
ba
b7D
bo
h7C
b7A
(S//0C,NF) .
bl
b4
b7D
ba
b7C
b7A
(s//oc,NF) | |l bl
¢]¢
b7C
TR
o/ /00 NP I 3l
Lo
b7C
BTA
(s//oc,NF) |
pl
- bTA
%) This electronic communication documents both
the approval of the Deputy General Counsel of the National
Security Law Branch and the certification for the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication
transactional records on the following e-mail accounts:
F1E bl
b4
(U) ©On 10/17/2003, the Director designated the FBI bi?
NSL VIO-10990 b7A
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official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the

institution receiving the enclosed lette e
records personally to an employee fo the Fielad 2
Office. The institution should neither send the recorads b7E

through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any
telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) The| [Field office should remind b2
the institution that 1t Is prohibited from disclosing that the b7E
FBI made this reguest.

(U) Any questions regarding the above can be
directed to FBIHQ, IA at (202) 324
Should the institution be unable to fully comply wi his
request due to lack of specificity or should the institution
require more detailed information to locate such
records, the
Field Office should immediately contact UC
for additional information.

oD oUT
Sy -l RO
tr

O
)

* *FOOTNOTES* *

i1”: Caveat: This document contains information derived from
an electronic surveillance or physical search conducted under
the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806 (b} and 1825 {(c}, such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the
United States.

LEAD(s) :

Set Lead 1: (Action)

b2
b7

AT

(U} Hand deliver the enclosed NSL as indicated
above. Upon receipt of requested records, notify IA no
(202) 324 |to coordinate immediate delivery o 56
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, oo
Room 4343. oiC

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
SEPRET NSL VIO-10991
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(U) NSLB is requested to record the ‘appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.

Set Lead 3: {(Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ITOS-I/CONUS 4/TEAM 15 for informational
purpose only.

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only. L2

Set Lead 5: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

SeswET NSL VIO-10992
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Precedence: IMMEDIATE Date: 05/20/2005

To: Counterterrorism Attn: ITOS I/CON I m 1
General Counsel Attn:

Unit Chaief, CTLUl

Attn:

From: Counterterrorism
CXS/Electronic Communications Analysis Unit/Room 4343
Contact: I 202-324

Approved By: Thomas Julie F

Hulon Willie T nh2
Lewis John E B1E
' A
Bennett Laurie J b6
Rogers Glenn T o
bi7C
Drafted By:
Case ID #: (S) (Pending) b1
(8) nding) o
b2
Title: !>§( ELECTRONIC COMMUNICATIONS ANALYSIS Tb7A
EUII,
(s)
OO HQ
é&ﬁépéiSTwW Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

tUIA“W”MEg(

Classi
Reason

Decl :
; > bl
::§)\~ b2
Enclosure (s} : (U) Enclosed for the Field Office is an L7E
original and a copy of a National Security Letter, dated 05/20/2005, k4
addressed to 17D
Details: (8//0C/NF) The Document Exploitation Unit_(DOCEX) has nl
been analyzing a seized hard drive associated with n6
Case ID : i : :
. Serial , b1

s ki 8]19993’ | b7A
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(S//OC/NF) _In the course of this analvsisl

{8/ /0C/NF)

(s//oc/NF) |

(S//OC/NF) EOPS analysis determined that thel

- S dingly, EOPS is issuing a National Security
Letter to to obtain subscriber information regarding
the individual(s) whom may be using that company'’'s servers to

%T NSL VIO 10994 y

B7D

2

bl
Do

e ¥a

bicC

Dl/A

bl
b7A

jolA
b4
b7D
b7A

bl
b2
b7E
7D
be
bi7C
b74

o
<
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O
~J
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b6
b7C

o4

i NTT
$&) This electronic communication documents the Deputy f;D

Counsel’s National Security Law Branch approval and certification oA
of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks the disclosure of the name; address; telephone
number; email address(es); any other contact information in your
possession; billing records, to include credit card account
numbers; IP access logs; and username/passwords for the
individual (s) purchasing services from you to host the website:

iEJ'“*”

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

N TR, R iSO R
pe e

o oo

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of theg:::::::;]Field Office. The institution e
should neither send the records through the mail nor utilize the b7E
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The[::::::::]Field Office should remind the electronic b2
communications provider that it is prohibited from disclosing nTE
that the FBI has made this request. o

(U) Any guestions regarding the above can be directed to b2
FBIHQ, IA | (202) 324 or SSA (202)324- .

Should the institution be unable to fully comply with this b{b
request due to lack of specificity or should the institution bo

reguire more detailed information to locate such regords, the[:::] b7C
a;E g

Field OCffice should contact IA or SSA for
i1tional information.
LEAD (58) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
- 7psy NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

oo

~J 0
[Tl

SECRET NSL VIO-10995
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b2
AT bTE
{(U) Hand deliver the enclosed NSL as indicated above. b6
Upon recejot of the requested records, immediately submit results ~
to IA ounterterrorism Division, CXS/EOPS, Room pi7C
4343,

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/CONUS I/Team 1. For information only.

s@@T NSL VIO-10996
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Precedence: PRICRITY Date: 05/19/2005
To: General Counsel Attn: DGC_Inlie F__ Thomas
uc| | cTLUL
Counterterrorism Attn: SSA
SSA

Attn: | iResident Agency
From: Counterterrorism

Electronic Surveillance Operations Unit,

Contact: (202) 324
Approved By: Thomas Tulie F 2
b7E
Hulon Willie T hé
Lewis John E H70
Bennett Laurie J I
Rogers Glenn T
Drafted By:
bl
Case ID #: (S) {Pending) fo
(S) NSL e
(- 6b6F-HQ-C1303375 .
C&( ¢ b7C
Title: (S) b7A
iUJ“)E( EOPS
NSL
iUif>x6 TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)
.
SYnopsisE%;}SZ Approves the issuance of an ECPA National Security
Letter (NSL); ‘provides reporting data; and, 1f necessary, transmits

the NSL for delivery to the electronic communications service
provider.1l

Vo Dormmecwy
§sify On:

Enclosure(s) : (U) Enclosed for the Resident Agency
is an original and a copy of a National Security Letter, dated

Case 1ID Serial

@)
i

{'_,\"'. A‘.
oy
I

BEF-HNY-CI3U3375

(3 sdr NSl VIG§0997

1

bl

bz
L7E
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5/19/2005, addressed td lactn: | bl
requesting information 4
Tela elec IC communications services provided to b7D
~
Details: (S//N.OC) Information abourl ﬁE?ﬂ
k4
L7D
bh7A
bl
(s) o4
7D
bo
(U} On 10/17/2003, the Director designated the FBI official, ?if
signing the attached National Security Letter, to make the required DA
certification.
(U) Arrangements should be made with the institution receiving
the enclo letter to produce the records personally to an employee
of the Field Office. The institution should neither send L2
the records through the mail, nor utilize the name of the subject or b7E
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.
D
() The[::;::::]Field Office should remind the institution _bj
that it is prohibited from disclosing that the FBI has made this b7k
request. ’
U) An uestions regarding the above can be directed to FBIHQ,
TIS (202) 324 Should the institution be b2
unable to fully comply with this request due to lack of specificity pK7F
or should the institutiop reguire more detailed information to b6
locate such _records, the Field Office should immediately 570
[

contact TIs|

|for additional information.

LEAD(s) :

s@z@ NSL VIO-10998
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Set Lead 1: (Action)

FIELD

O
b7E

AT

{U) Hand deliver enclosed NSL as_indicated above. Upon
recti?t ff requested records, notify TIS |(202)

324 to coordinate immediate delivery oOf records Lo FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. b2

bo
bIC

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
mj““:bii NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

e

o

AT ITOS TI

(U) Read and Clear

%ﬁﬁr NSL VIO-10999
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Precedence: PRIORITY Date: 05/18/2005
To: General Counsel Attn: DG i CTLU-1
ud CTLU-1
Counterterrorism Attn: S8
ITQS-1/CONUS 4/THEAM 15
uc f1TOS-II
uc GEU/TFOS
$s3 GEU/TFOS
SSE GEU/TFOS
uc ECAU
Attn: SA

From: Counterterrorism
EOPS Unit/CXS/Room 43473

Contact: IA 202-324-
Approved By: _Thomas Julie F b2
b7E
bo
Drafted By: BiC
Case ID #: (9) NS L (Pending)
(S) NS, .
m P& 66F-HQ-C1303375 ,%5
b7A
Title: (S)
ECAU ECAU
(8-

Synopsis: )%i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the U.S. Company.

bl
o ified By: 7566, CXS A
(&)~ I§ki Reason : (@] 'p:ﬂ
o) D tfy On: X1 b7E
2
Enclosure(s): (U) Enclosed for the |Field Office is an b7E
original and copy of a National Securty etter, dated hé
05 /18/2005 . addreassed to -
b7D
bo
—————————————————————————————————————————— b7C
Case ID { NSL Serial h1
FNSL B2
T 66F-HQ-CI303375 52434 b7A

NSL VIO-11000
5 PN sy
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Precedence: IMMEDIATE Date: 05/13/2008

To: General Counsel Attn: DGC Julie F. Thomasg, CTLU-1
uc CTLU-1
Counterterrorism Attn: UC
SSA
SSA
1TQS 1] | i
Investigative Technology Attn: UCl I
DES/DLIU
Attn: SIsS|

From: Counterterrorism
Electronic Surveillance Operations and Sharing Unlt

RM4343
Contact: 8SSA 202-324
Approved By: s Tnlie B bhZ
. , b7E
Hulon Willie T hé
Lewis John E -
Bennett Laurie J bicC
Rogers Glenn T
Drafted By:
Case ID #: (S) SL (Pending) b%
(8) NSL b2
w, B 66F-HQ-C1303375 b6
piC
Title: (8) nIA
¢U3HWM><) EOPS
NSL
NATIONAL SECURITY LETTERS (NSLs)
() -

Synop81s ;gg Approves the issuance of a ECPA National Security
Letter (NSL provides reporting data; and, i1f necessary,
transmlts the NSL for delivery to the electronic communications
service provider.

Case ID . ISL Serial ) bl

:566F—HQ~C1303375 ;52427
(3] }\E"‘-@T NSL VIO-11p01
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3 i 7566
o Re T 1.5(C .
iSh v Declassify On: X1 3%:

B O ¥4
Enclosure (s): ¥ Enclosed for the Field Office is biE
an original and“a«cgpy of a National Security Letter, dated b4
05/13/2005, addressed tol ttn b7D

| Tequesting names, addresses, ‘b}
length of service, billing records, and electronic communication j S
transactional records for the email accounts specified below. bicC

b7A
IR
Detajlg: (S//0C. NF} Information abouJ |
bl
o]
b7D
b7A
bl
Lol loo 'r\‘n-l\l "mﬁ
7D
o6
W
ENE A
DA

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally b7
to an employee of the! |Field Office. The institution b7E
should neither send the records through the mail, nor utilize the -

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution

should not contact FBIHQ directly in any manner.
73 NSL VIO-11002
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(U) The Field Office should remind the
institution that IT 1s prohibited from disclosing that the FBI
has made this request.

() ?nx_gugﬁgigns_xggafding the above can be directed
to FBIHQ, SSA (202) 324{ | should the

institution be unable to fully comply with this request due to

Office should immediately contact SSA
additional information.

lack of specificity or should the institution regui more
detailed information to locate such regorxrds. the Field
iior

LEAD (s) :

Set Lead 1: (Action)
| | b2
p7E

AT

(U) Hand deliver enclosed NSL as indicated above.

Upon receipt of requested records, notify SSA |
(202) 324 Lo coordinate immediate deliveTry OL records Lo
FBIHQ, Coumnterterrorism Division, CTD/CXS/EOPS, Rocm 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
fUT'{}Si NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) READ AND CLEAR.

Set Lead 4: {(Info)

INVESTIGATIVE TECHNOLOGY

b2
b7E

AT

(U} READ AND CLEAR.
SMT NSL VIO-11003

oo

]

<

b6
R7C
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Page 1
Precedence: IMMEDIATE Date: 5/3/2005
To: General Counsel Attn: DGC Julije F. Thomas
uc
CT_J 1
Counterterrorism Attn: SSA
SsA
ITOS TTI | 5
Field attn: SIAl
IA
From: Counterterrorism
Electronic Sugxveillance Operationg lUnit Rm 4363
Contact: TIS (202-323
Approved By: b2
b7E
Huion Willie T 06
Lewis John E b;ﬁ
Bennett Laurie J A~
Rogers Glenn T
Drafted By:
Case ID #: (S) NSL (Pending) b1
(S) FNSL oY
(7} Sy G6F-HQ-C1303375 he
Title: (S) biC
L7A
EOPS
NSL
(-
”:>&Q: TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)
i
Synopsié?"v Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communications service
provider.1

m- - }gg Deri r G-3
w D Sify 1
Case 1ID NSL Serial o bl
' rNSL o b7A
@ ST BBrF-HQ-CI303375 N 5166
(5] W NSL ?lg?_-,1-1004
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(8] ---- Working Copy ---- O7E  Page 2
L
bl
(8] Enclosureés)rjb&i:Enclosed for the |[Field office is b2
an original and a copy—af a National Seenrity Letter, dated b7E

5/9/2005, addressed td Pttn:[:;;::::] Eb4u
| reqUesting -

information related To electronic communications services 33!)
provided to ;b6
blC
Details: (S//NF . OCY Informatrion abont T4
bl
b4
b7D
pTA
=31 | b1
b4
b7l
bo
b7C
)
(U) On 10/17/2003, the Director designated the FBI b7A
official, signing the attached National Security Letter, to
make the required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to pro he records 5o
personally to an employee of the Field Office. The -
institution should neither send € records through the mail, L7E
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.
. ‘ _ b2
(U)  The| Field Office should remind the L7E
L VIO-11005 S

e



SBReET
~--~- Working Copy ----

institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Any questions regarding the above can be directed to
FBIHQ, SSA| |(202) 324- Should the
institution be unable to Tully comply wi this reguest due to

lack of specificity or should the institution rgguixg_mgxg_1
detailed information to locate such records,_ th

Field Office should immediately contact SSA

for additional information.
LEAD (s} :

Set Lead 1: (Action)

| b7z
b7E
ATl

(U) Hand deliver enclosed NSL as indicated above.
Upon_receipt of requested records, notify TIS| (202)
323[;::;]to coordinate immediate delivery of records to FBIHQ,
Countercerrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
cU);§ﬁ§ NSLB is requested to record the appropriate
informati eeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and Clear.

SEeegr NSL VIO-11006

Page
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Precedence: PRIORITY Date: 04/25/2005
To: General Counsel Attn:
DGC Julie F. Thomas, CTLU-1
ucl CTLU-1
Counterterrorism Attn: SS8A
ITOS-1/CONUS 4/ THAM 15
uc |
MEQU
uc ITOS-I1
uc [Ecau

Attn: SIST|

From: Counterterrorism
EOPS Unit/CX8/Room 4343

Contact: IA 202-324{::::]

Approved By:

b2
Wiliie Hulon T bIE
Lewis John E D6
Bennett Laurie J e
Rogers Glenn T ~
Drafted By:
Case ID #: (8) NSL (Pending) b
(8) -NSL s
WYY 66F-HQ-C1303375 b2
b7A
Title: (S)
ECPS
iy

Synopsiéiwg}éi Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

() >6q

bi
(5) b2
by
Case ID | SL Serial { bl
4 NSL : b7A
Sl -HQ-C1303375 ‘51311 N

sE>z§T NSL VIO-11007

51 ,
! (3)



S
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b2
b7k

Enclosure(s) : (U) Enclosed for thel IField
Office is an original and copy of a National Security Letter,
Idated 04/25/2005, addressed tol

TE, cuaUrcsses, IeNgrll Or Service,

billing records, and electronic communication transactional
records for the e-mail accounts specified below:

(&)

Detaila: (S//QC . NF) FISA DERIVED INFORMATION: The

Page

bl

(s}

/

b78

b70
bo
bi7C

(s//0C,NF)

(s//0cC Npﬂ

bl
b6
b7C
b7A

> O T O
S G
M

-
S
=

2
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Page 3

bl
bo
b7C

b7A

(s/ /00 mp\l

<y

e This electronic communication documents both
the approVal bf the Deputy General Counsel of the National
Security Law Branch and the certification for the enclosed
NSL. For mandatory reporting purpoges, the enclosed NSL seeks
subscriber/billing records/electronic communication
transactional records on the following e-mail accounts:

S —

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the
institution receiving the enclosed lettexr to produce the
records personally to an employee fo the]| |Field
Office. The institution should neither send the records
through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any
telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) The Field Office should remind
the institution that 1t 1s pronibited from disclosing that the
FBI made this request.

(U} Any questions regarding the above can be

directed to FBIHO, UC| | at (202) 324l;|
and SSA| | at (202) 324 Should the

institution be unable to fully comply with this request due to
lack of specificity or should the institution reguire more

detailed information to locate such records, the]

Field Office should immediately contact UC| |for
additional information.

LEAD (s) :

Set Lead 1: (Action)

R
~1 N

B

(GRS

AT

(U) Hand deliver the enclosed NSL as indicated

above. Upon receipt of requested Seco gsNSEthEfidgb

e egNe)
R
el

N
—

[ONEONEO)
e

o
~J =1
T

b2

~ 7Y
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p7E

o

b7E
be
b7C

b6

e
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. . . . 02
[:::::!(202) 324[::::]to coordinate immediate delivery of PF
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Oj
Room 4343. b7C
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
regquirement for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(Uy ITOS-I/CONUS 4/TEAM 15 for informational
purpose only.

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.
2
Set Lead 5: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.

Set Lead 6: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

@g@r NSL VI0-11010
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---- Working Copy ---- Page 1
i1~
Precedence: PRIORITY Date: 04/22/2005
To: General Counsel Attn:
DGC Julie F. Thomas, CTLU-1
uc t, CTLU-1
Counterterrorism Attn: SSA
ITOS - 15
uc ITOS-1I1I
uc GEU/TFOS
SSA GEU/TFOS
uc ECALT
Attn: SA
From: Counterterrorism
EOPS Unit/CXS/Room 4343
Contact: IA 202-324
Approved By:l Thomas Julie F
Willie Qulon T b2
Lewis John E b7E
Bennett Laurie J 6
Rogers Glenn T B
K27
Drafted By:
Case ID #: (S) IS (Pending) bl
(S) - NSL b2
ﬁ% 66F-HQ-C1303375 nTA
(T o
Title: (8)
EOPS
LIER , .
Synopsis: Approves the issuance of an ECPA National

Security Legfgr

necessary,

)

e

Clas
Reason

(NSL) ; provides reporting data; and,
transmits the NSL for delivery to the U.S. Company.

if-

b2
b7E

Enclosure(s) :

original and copy of a National Secu

(U) Enclosed for

thel |

rity

etter,

Field Office 1s an

dated

bl

9]

(81

66F-~-HQ-C1303375

51590
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.

04/22/2005, addressed tol | b4

b7D
Teguesring records or Jdocumencs Lor rf?§ﬁ§fﬁi bhé
number specified below: b%C
- bl
. 1A
(5] LIA b4
Details: (S//QC NF) FISA DERTIVED INFORMATION: The b7
b6
b7C
b7A
(s//0c, NF)| -
bl
b6
b7C
DTA
(s//0C NF) |
bl
b4
7D
b
L This electronic communication documents both bi7C
the approval of the Deputy General Counsel of the National b7A
Security Law Branch and the certification for the enclosed NSL. For 7
mandatory reporting purposes, the enclosed NSL seeks
records or documents for-__d_________jtransfer number
specified below:
bl
(3 b
oD
(U} On 10/17/2003, the Director designated the FBI 574

official, signing the attached National Security Letter, to
make the required certification.

{(U) Arrangements should be made with the
institution receiving the enclosed letter_to produce the
records personally to an employee of the Field Office.

The institution should neither send the records through the b;F
mail, nor utilize the name of the subject or any identifying I
information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in

any manner.

{(U) The Field Office should remind the B2
institution that it 1s prohibited from disclosing that the FBI Lbﬁﬁ
made this request. M

(U) Any questions regarding the above can be 2

directed to FBIHQ, UC at (202) 324 Tn
| WLVIO-IIOIZ L1 «»o

I
LN Y
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---- Working Copy ---- Page
and SSA at (202) 324{_‘1___| Should the A
instituCIon be unable to rully comply with this request due to ‘?f“
lack of specificity or should the institution require more Dk
detailed information to locate such records, the Field b6
Office should immediately contact UC |for additional w1
information. ' T
** FOOTNOTES* *

il”: Caveat: This document contains information derived from
an electronic surveillance or physical search conducted under
the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806 (b) and 1825 (c}, such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the
United States.

LEAD (s) :
Set Lead 1: (Action)
b2

AT B7E

(U) Hand deliver the enclosed NSL as indicated B2
abov Upon receipt of requested records, notify IA o

{202) 324i |to coordinate immediate delivery o bo

Tecords to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, b7C
Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement foxr NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ITOS-I/CONUS 4/TEAM 15 for informational
purpose only.

Set Lead 4: (Info)

COUNTERTERRORISM

Sper NSL VIO-11013



SERRE]

--~- Working Copy ---- Page
AT WASHINGTON, D.C.

(U) GEU/TFOS for informational purpose only.

Set Lead 5: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpcse only.

Set Lead 6: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

S NSL VIO-11014
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i1’
Precedence: PRICRITY Date: 04/20/2005
To: General Counsel Attn: DGC Julie F. Thomas, CTLU-1

UCI |CTLU-1

Counterterrorism Attn: SS

ITOSS v v ’

ucC _

ucC -

uc ECAU

Attn: SISS

From: Counterterrorism
EOPS Unit/CXS/Room 4343

Contact: IA |202—324[::::]

Approved By: T lie
b2
Willie Hulomr T p7E
Lewis John E Bk
Bennett Laurie J ©
Rogers Glenn T bi7C
Drafted By:
Case ID #: (S) ISL (Pending)
(S) NSL 1l
- 66F-HQ-CL303375 . -
- 8L Q o
Title: (8) DTA

EOPS

(-
Synopsis: 3R] Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

B

Ccla
Reason

| bl
b2
b7E
Case ID :| NSL Serial bl
» -NSL : n7A

i5?'  GGEF-HQ-CI303375 50839

s NSL vio-1'hs
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Enclosure(s): (U) Enclosed for thel |Field office Zbi
is an original and copy of a National Securitv Tetter, dated ;bé
04/20/2005. addressed to b7k
b4
Tequesting names, addresses, lengLnl oL service, billing records, 70
and electronic communication transactional records for the e-mail 7
accounts gpecified below: ;bf
biC
b7A
bl
al!
7D
Details: (s8//0C.NF) I Do
b7C
DTA
(s//0c.NF) | b
b6
b7C
L7A
(s//0c.NF) | o
bl
ol!
b7D
bo
b7C
DT7A
bl
b4
(oL oo ATy I l b7D
bé
b7C
b7A
bl
(S//0C NF) oLl
7D
~— NSL VIO-11016 -
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bl
4
b7D
(S) This electronic communication documents both the b7A
approval of the Deputy General Counsel of the National Security
Law Branch and the certification for the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following e-mail accounts: bl
b4
D7D
o b7A
(UY On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.
(U) Arxrrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee fo the Field Office. The institution should
neither send the records through the mail, nor ‘
utilize the name of the subject or any identifying information b2

related to the subject in any telephone calls to the FBI. The b7E
institution should not contact FBIHQ directly in any manner.

(v Thel hield Office should remind the
institution that it is prohibited from disclosing that the FBI
made this request. :

h2
b

il
o

(U ' rding the above can be directed

to FBIHQ, UC _ at (202) 324i::;:]and SSA
| [2C (2027 324 Should the institution

V4

be unable to Lully comply with this request due to lack of

specificity or should the institution reguire more detailed b7E
information to locate such records, the Field b6
Office should immediately contact UC or addifiocnal bIC
information.

* * FOOTNOTES* *

i17: Caveat: This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C.
Section 1806 (b) and 1825 (c¢), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD (s} :

Set Lead 1: (Action)

~1 DD
=

oo

m NSL VIO-11017
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AT D2
bIE
(U) Hand deliver the enclosed NSL as indicated above.
Upon_receipt of requested records, notify IA| (202)
324 to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ITOS-I/CONUS 4/TEAM 15 for informational purpose
only.

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.

oy
N2

Set Lead 5: (Info)
COUNTERTERRCORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.

Set Lead 6: (Info)
COUNTERTERRORISM

AT WASEINGTON, D.C.

sEkg[ NSL VIO-11018

Page

4
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(U) EBCAU for informational purpose only.

M NSL VIO-11019
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i1~

Precedence: PRIORITY Date: 04/20/2005

To: General Counsgel Attn: DG i TLU-1
ucC CTLU-1

Counterterrorism Attn: S8
1TSS 15
uc IMEOU
ucC ITOS-I1I
uc [ECau
Attn: SIS

From: Counterterrorism
EOPS Unit/CX
Contact: IA | 202—324:|

Approved By:

b2
Willie Hulon T bR
Lewis John E k%“
Bennett Laurie J )jﬂ
Rogers Glenn T bi7C
Drafted By:
Case ID #: (8) SL (Pending)
{s) NSL
w (S 66F-HQ-C1303375 b1
, b2
Title: (S) -
b7
EOPS
CTTI

Synopsis: P} Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communiications service provider.

(W“)B<

bl
9 o2
b7E
Case ID : Serial bl
: L i 72

20840

tij DOL - HU-CL3033 72 E i NSLVKXEiOéO
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Page 2
Enclosure(s): (U} Enclosed for thel IField Office Ib}
is an original and copy ef a National Security Tetter dated b2
04/20/2005, addressed tol b7E
[ Tequesting names, b4
addresses, length oL service, billing records, and electronic b7
communication transactional records for the e-mail account o
specified below: :b§
b7C
b7A
-
Details: ({(S//OC,NF) FISA DERIVED INFORMATION: The conversations t}
L
iC? 7D
I o
b7C
b7A
I P-NAEEXT-E | b
13
p7C
DA
(s//0¢,NE)| l
o4
DIl
06
o
DA
b4
(8//OC . NF) | B0
bho
b7C
b7A
(S//0C,NF)
b1
b4
¢y - P8¢ This electronic communication documents both the b7D
approval of the Deputy General Counsel of the National Security bR

Law Branch and the certification for the enclosed NSL.
mandatory reportin urposes, the enclose s
v orep g PEEP RIS (oS R TI7al

For
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(3

subscriber/billing records/electronic communication transactional ol

records on the following e-mail account: b
o7h
nNA

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed lette roduce the records personally
to an employee fo the iField Office. The b2

institution should neither send the records through the mail, nor g
utilize the name of the subject or any identifying information

related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U)  The| Field Office should remind the  P°
institution that it is prohibited from disclosing that the FBI b7E
made this request.

() uestions ding the abov an be directed
to FRIHQ, UC at_ (202) 324ij?_| and SSA ho
at (20T 3Z3| Should the institution ':ﬂ
be unable to rully comply with this request due to lack of b7k
specificity or should the institution rgaguire more detailed b6
information to locate such records, the |Fie1d h7C

Office should immediately contact UC [for additional
information.

**POOTNOTES* *

i17: Caveat: This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C.
Section 1806 (b) and 1825 {c), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD(s) :
Set Lead 1: (Action) b2
b7E .

AT

{U) Hand deliver the enclosed NSL indid bove. ;b2
Upo ipt of requested records, notify IA (202) be
324E;ff:jto coordinate immediate delivery of records to FBIHOQ, n7C
Countercerrorism Division, CTD/CXS/ECPS, Room 4343,

Spergr NSLVIO-11022
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Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

(U) 1ITOS-I/CONUS 4/TEAM 15 for informational purpose

only.
Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) for informational purpose only. b2
Set Lead 5: (Info)
COUNTERTERRCORISM
AT WASHINGTON, D.C.
(U) for informational purpose only. .
Do
Set Lead 6: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) BCAU for informational purpose only.

w NSL VIO-11023
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Precedence: IMMEDIATE Date: 04/19/2005
To: General Counsel Attn: DGC Julie F. Thomas
NSLRB
Attn: UC |
CTLU1
Counterterrorism Attn: ITQS I/CONUS 1/TEAM 3
|
TC
ECET
Attn: SIA]
IA

From: Counterterrorism
Electronic Surveillance Operations Unit, %T 4343

Contact: IA (202) 324

Approved By: Thomasg Julie F

HUrom wiltlrie T bz
Lewis John E BIE
Bennett Laurie J b6
Rogers Glenn T o
bicC
Drafted By:
Case ID #: {8) NS, {Pending)
my)xé 66F-HQU-CI303375
bl
Title: (S) b7A

(-

Synopsisi“>R@ Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

tUj“””:bgi

7566, EOPS/

Reason

(8], - ‘ bl

el 02
b7E

Enclosure(s): (U) Enclosed for the Field Office is an
original and a copy of a National Security Letter, dated b2

L7E
Ca ID NSL Serial bl
ﬁ?}" 66 -HQ-C13033/5 B7h

SPerap NSL VIO-11024



---- Working Copy ----

04/19/2 addressed to I
requesting names, addresses, length of service,

billing records, and electronic communication transactional
records for the account holder assigned the IP address specified
below.

Page
bd
L7D
be
b7C

Details.: (S //NF O("i

oo
~J s
)

oo
~J o

o3
~]
T

(- This electronic communication documents the Natioconal
Security Law Branch Deputy General Counsel’s approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address:

{(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the | Field Office. The institution
should neithexr send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| | Field Office should remind the
institution that it iIs prohibited from disclosing that the FBI
has made this request.

(U) An uestions regarding the aboy be dix
raTHO . ucl (202) 324/ ior SSA
| € unable to

i(202) 324 Should the Institution

Tully comply with this Tequest due to lack of specificity or
should the institution require more detailed information to
locate such records, thel |Field Office should

b1l
b
b7D
bTA

"
bz

b7E

n?
AL

b7E

t.)_A

oo
=3

immediately contact UC |or ssA

o

~J oy ~1 N

!

for additional information.
Spes@r NSL VIO-11025
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LEAD(s) :

Set Lead 1: (Action)

AT

(U Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify S8SA
(202) 324 to coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: {Actiomn)
GENERAL COUNSEL
AT WASHINGTON, DC
i53“2}§i:NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON DC
(U) ITOS I/CONUS 1/Team 3 read and clear.

SBeegy NSL VIO-11026

Set Lead 4: (Info)

o oo

1oy O
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COUNTERTERRORISM

AT WASHINGTON DC

(U) read and clear. no
Set Lead 5: (Info) s
COUNTERTERRORISM

AT WASHINGTON DC

(U) ECAU read and clear.

Epeag  NSL VIO-11027
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Precedence: PRIORITY Date: 04/18/2005

To: General Counsel Attn: National Security Law Branch
DGC_Julie . Thomas

Counterterrorism Attn:

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit[:ff:fr43

Contact: IA (202) 324

Approved By:

Hulon Willie T bfw
Harrington T J b7E
Lewis John E D&

Bennett Laurie J b7C

Rogers Glenn T

Drafted By:
-
Case ID #: YS9 66F-HO-C1303375 (Pending)
(s) LNSL (Pending)
bl
Title: (8) b7h
SynopsisiUL Approves the issuance of an ECPA National Security

Letter (NSL); ‘provides reporting data; and, if necessary,
transmits the NSL

for delivery to the electronic communications service

provider.1l

fa—
..

o) b:‘ e

' rom : = <
" D SO = ol DTE
E}Qj N2
b7E
Enclosure (s): (U) Enclosed for the| Field Office is an 00
original and _a copy of a National Seécurity Letter, dated 04/18/2005, n7(
addressed tol 4
______________________________________________________________________ 7D
Case ID : 66F-HO-C]1303375 Serial hi
NS L WL

ST\, VIO-11G28 -
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pi1liing records,

requesting names, addresses, length of service, b4
and electronic communication transactional records b7D

for the email address holder listed below.

Details: {(S//NF)
bI
b4
B7D
b6
BIC
b7A

o . ‘ . . .
“P%) This electronic communication documents the approval and

certification of the Deputy General Counsel’s National Security Law

Branch for the enclosed NSL. For mandatory reporting purposes, the Nl

enclosed NSL seeks subscriber/billing records/electronic 1

communication transactional records on the following e-mail address: .
A) !
b7A

(U) On 10/17/2003,

the Director designated the FBI official,

signing the attached National Security Letter, to make the required
ion.

certificat

(U) Arrangements should be made with the institution receiving

the enclosed letter

of the

telephone calls to the FBI.
directly in any manner.

(U)

The

to produce the records personally to an employee
Field Office. The institution should neither send the
records through the mail, nor utilize the name of the

subject or any identifying information related to the subject in any

h2

The institution should not contact FBIHQ b7E

Field Office should remind the

institution that 1t is prohibited from disclosing that the FBI has b%
made this regquest. bi7E
(U) Anv guestions regarding th e can i FBIHQ,

SSA (202) 324 or UC (202) A

3241 Should The 1nstitution be unable to fully comply with b2

this request due to lack of specificity or should the :r.nst:ltu.'_J.,Q],]_I b7E

reguire more detailed information to locate such records, the b6

Field Office should immediately contact SSA I n7C

or UC for additional information. o

LEAD(s8) :

Set Lead 1: (Action)

SESRET  NSL VIO-11029
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NF
---- Working Copy ---- Page
w2
n7F
AT o/E
(U) Hand deliver enclosed i i above. Upon
receipt of requested records, notify (202)324 |

to coordinate immediate delivery of records to FRIHQ,
Counterterrorism Division, CTD/CXS/EOQPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o NSLU is requested to record the appropriate
informatidn needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS 1/CONUS 1/Team 2 read and clear.

Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

fUT““:}Qi CXS/ECAU/Team 1 read and clear.

SESRET NSL VIO-11030
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---- Working Copy ---- Page
i1’
Precedence: PRIORITY Date: 04/12/2005
To: General Counsel Attn: DGC Julie F. Thomas, CTLU-1
ucC CTLU-1
Counterterrorism Attn: SS
ITOS= 15
uc ITOS-1II
ucC GEU/TFOS
ssi] GEU/TFOS
ucC Al
Attn: SA

From: Counterterrorism
EOPS Unit/CXS/Room 4343

Contact: I 202-324{::::] IS

b7E
Approved By: _Thomas Julie F ';6
WIilllie Hulor T BiC
Lewis John E
Bennett Laurie J
Rogers Glenn T
Drafted By:
Case ID #: (S) NSL (Pending) .
(S) NS E*
I:U:l VO "IN ULOUVUIL 27O \‘2
s b7A

Title: (8)

BOPS

(i

Synopsis: ] Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the U.S. Company.

1 % ified By: bl
(0 Reason : b2
ie} Decla DTE
Enclosure(s) : (U} Enclosed for the Field Office is an
original and copy of a National Security Letter, dated
04/12/2005, addressed to|
Case ID o NSL Serial :|
I FNSL ;
iSJ; el -HQ-C1303375 gsijOBBS y
SESET NsL vIo-11051 bl

b2

h7E
b4
b7D
o
b7C



---- Working Copy ----

reguesting records Oor documents ILOor

specified below:

Additionally,

to provide any and all records or documents regarding
| |transfers involving the following individuals:

lis

BEE

Page

Cransier number

b

b7D

Detailg: (s//0C NF“

(s//0C NF) |

(s //oc MW\I I

2

bl
b6
biC
bTA

(s//oc.NF) |

bl

b4
b7D
b6
b7C

(s//0c NE) |

" +48)~ This electronic communication documents both the
approval of the Deputy General Ccunsel of the National Security
Law Branch and the certification for the enclosed NSL. For

mandatory reportin urposes, the enclosed NSL seeks records or
documents for Lransfer number specified below:

bl
b4
b7D

b7A

SRRET S| VIO-11032
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--~-- Working Copy ---- Page

Additionally, |
to provide any and all records or documents regarding
| |transfers involving the following individuals:

oo oo
o~
-

o ]
O

(U) ©On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of th Field Office. The institution should
neither send the records through the mail, nor utilize the name b2
of the subject or any identifying information related to the b7E
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

.

(U) Thel Field Office should remind the
institution that it 1s prohibited from disclosing that the FBI
made this reguest.

o
G|
=1

(Up—_Anv guestions regarding the abov be directed
to FBIHQ, UC | at (202) 324&|and SSA

at (202) 324 Should the institution
be unable to rully comply with this request due to lack of

specificity or should the institution re more detailed
information to locate g ords, the| Field Office should
immediately contact UC for additiconal 1nformation.

* *FOOTNOTES* *

5

oo
~1 AN I N
1

P

o

i17: Caveat: This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C.
Section 1806 (b) and 1825 (c¢), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD (s} :

Set Lead 1: (Action)

b2
AT b7E

(U) Hand deliver the enclosed NSL indi bove. D2
Upon_receipt of requested records, notify IA (202) b
324 o coordinate immediate delivery of records to HQ, 70

Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

SESRET NSL VIO-11033
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--~- Working Copy ---- Page

Set Lead 2: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLB is reguested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) 1ITOS-I/CONUS 4/TEAM 15 for informational purpose
only.

Set Lead 4: (Info)
COUNTERTERRCRISM
AT WASHINGTON, D.C.

(U) GEU/TFOS for informational purpose only.

Set Lead 5: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.

b2

Set Lead 6: {Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

SBSRET NSL VIO-11034
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--~- Working Copy ---- Page 1
i1~
Precedence: PRIORITY Date: 04/11/2005
To: General Counsel Attn: DGC_Inlie F. Thomas. CTLU-1
uc CTLU-1
Counterterrorism Attn: S8
ITOS- 15

oo 'ITUTI
uc =
From: Counterterrorism

uc | ECAU
Attn: ST
EOPS Unit/CXS/Room 4343

Contact: IA 202-324

Approved By: _Thomag Julje F

Willic Hulom T b2
Lewis John E 7E
Bennett Laurie J 06
Rogers Glenn T w70
Drafted By:
Case ID #: (8) SL (Pending) 1l
(8) -NSL 0o
iU)M. p- - ﬁbL
b 7 .Lz}l
Title: (8)
EOUFS
o , ,
S;ngp31s:mm Approves the issuance of an ECPA National

Security Leétter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

il M:ﬁﬂi b1
{7} o
-
(49 b7E
Enclosure(s) : (U} Enclosed for the Field Office )
is an original and copy of a National Security Letter, dated vz
b7E
Case 1D Serial hl
S 7
'i J 66F-HQ-C1303375 50836 B7A

SES&ET S| VIO-11035
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187

Page 2
04/11/2005. addressed tol n
TEquUesting lamnes, addresses, lengch of service, billing records, :biB
and electronic communication transactional records for the e-mail bo
account specified below: b7C
b7A
ol
Detajle- (8//0C NFY FIGA DERIVED TNPOPMATTON-I | b4
n7D
16}
o7C
oA
(/00 NEY |
b1
b4
7D
bo
b7C
b7Aa
(s//0c NF) |
bl
b4
h70
bo6
b7C
b7A
(S//OC,NF) For information, a previ National
Security Letter .
bl
foY!
D7D
06
1 N
w“”““wjﬁk{ This electronic communication documents both the ‘?'k’
approval of the Deputy General Counsel of the National Security DA
Law Branch and the certification for the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following e-mail account:
bl
(U) On 10/17/2003, the Director designated the FBI bf
official, signing the attached National Security Letter, to make 7D
the required certification. b7A

(U) Arrangements should be made with the institution
T NSL VIO-11036
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receiving the enclosed letter to produce the records personally

to an employee fo the Field Office. The foy
institution should neither send the records through the mail, nor b7E
utilize the name of the subject or any identifying information

related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

S}

(U) Thel Field Office should remind the Pj
institution that it is prohibited from disclosing that the FBI DI7E
made this request.

(U)l_Anv guestiong regaﬁding the above_can be directed
to FRIHO, UC ) at (202) 324 and SSA [a)2

|at (202) 324 Should the institution b7E
be unable to fully comply with this request due to lack of k}“
specificity or should the institution reguire more detailed )S
information to locate such records, the Field b7C
Office should immediately contact UC| Ifor additional
information.
* * FOOTNOTES* *

il”: Caveat: This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C.

Section 1806 (b} and 1825 {(c), such information shall not be used
in any criminal or administrative proceeding, including grand '
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD(s) :
Set Lead 1: (Action)
b2
b7E
AT
(U) Hand deliver the enclosed NSL _as indicated above. Eb2
Upon_receipt of requested records, notify IA (202) bé
3241 lto coordinate immediate delivery of records to FBILHQ, b7C

Counterterrorism Division, CTD/CXS/EOPS, Room 4343,
Set Lead 2: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirement for NSLs.

Set Lead 3: (Info)

SESRTT NSL VIO-11037
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COUNTERTERRORISM
AT -‘WASHINGTON, D.C.

(U) 1ITOS-I/CONUS 4/TEAM 15 for informational purpose

only.
Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) for informational purpose only. .
Do
Set Lead 5: {(Info)
~ COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) for informational purpose only. .
Set Lead 6: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

@@ NSL VIO-11038
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Precedence: PRIORITY Date: 03/31/2005
To: General Counsel Attn: DGC Julie F. Thomas
NSLEB
uc |
CTILI
Counterterrorism Attn: SS3

I1TOS 1
A/ UC
. |
ECAT
Attn: SA

From: Counterterrorism
Electronic Survejllance Operations Unit, Rm 4343

Contact: IA (202) 324{ .
Approved By: lie F b7E
be
Aulon Willic T b7

Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By:

Case ID #: (8) |SL (Pending) bi
- 5y 66F-HO- b7A

b6
bi7C

Title: (s)

m .
Synopsis:”:X§3 Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

iUT~}§? , i _From :

Dec M 2 a

(8 bl

:ﬁg{ b2
b7

Enclosure(s): (U) Enclosed for the[:::::;]Field Qffice is an

original and a copy of a National Sécuri Letter, dated b2
03/31/2005, addressed tol | BIE

Case ID | kst serial :[___|
TEF-IG- 5 29560 D1
() SksagT NSL VIO-11039 b7A
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requesting names, addresses, length of service, billing
records, and electronic communication transactional records
for the account holder assigned the IP address specified
below.

Details: (S//NF,0C)

'>¥§) This electronic communication documents the National
Security Law Branch Deputy General Counsel’s approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following Email Address:

- J R

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the reqguired certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to _produce the records b2
personally to an employee of the Field Office. The .
institution should neither send Theé records through the mail, b7E
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) The Field Office should remind the o
institution that 1t is prohibited from disclosing that the FBI o
has made this request. B

(U) i ing the above can be di
FRTHO. ucl (202) 324 Jor SSA
| [ (202} 324 Should the institution be unable

b2
to fully comply with this request due to lack of specificity b7E
or should the institutio ire more detailed information to be
locate such records, the Field Office shonld ;J;\
immediately contact UC T SSA for ©/C

additional information.

SBRRET  NSL VIO-11040
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---- Working COpy ---- Page
LEAD(s) :
Set Lead 1: (Action)
02
b7E
AT
(U) Hand deliver enclosed NSL as indi d above. ~
[:E:: ffzeipt of reguested records, notify SSA e
(202) 324{?:::]to coordinate delivery Of records toO bo
T Counterterrorism Division, CTD/CXS/EOPS, Room 4343. b7C
Set Lead 2: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(Ir) - - T NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON DC
(U) ITOS I/CONUS 1/Team 3 read and clear.

SBeRET NSL VIO-11041

Set Lead 4: (Info)



---- Working Copy ----

COUNTERTERRORISM

AT WASHINGTON DC

(U)

Set Lead 5:

(Info)

read and clear. b2

COUNTERTERRORISM

AT WASHINGTON DC

(U)

ECAU read and clear.

SBCRET  NSL VIO-11042
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Precedence: PRIOCRITY Date: 03/30/2005
To: General Counsel Attn: DGC Julie F. Thomas
NSIR
uc| |
CTLUL
Counterterrorism Attn: SS |

ITOS I/CONUS 3/TEAM 10

ECAU
Attn: o -
bz
b7E
From: Counterterrorism né
Electronic Surxveillance Operations Unit, Rm_ 4343 b7C
Contact: IA (202) 324- M
Approved By: Thomas Julie F
LHUTﬁﬁ_WllilE T
Lewis John E
Bennett Laurie J
Rogerg Glenn T
Drafted By:
Case ID #: (S [SL (Pending)
(s .
W 4g) 66F-HQ-C1303375 bi
bTA
Title: (8)
.
Synopsis: - Approves tie rssuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the
communications service provider.l
(U}
Reason:
HE
“a Bl
2| e
b7E
Case ID : SL Serial .
: cl

3”  SO I CISUSS TS 5  79925 B7A
(3 sl s VFQ;11043
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T

--~- Working Copy ---- Page 2
Enclosure(s): (U) Enclosed for the Field Office ‘is
an orj_gj_na]_ copy of a National Secyrarv Terrer dated
03/30/2005 . addreassed to ] .
| requesting names, b}
addresses, length of service, and billing records for the b2
phone number listed below: b7E
3R b4
b7D
WJWDéﬁEiISt"w]S{: This document contains information derived bo
from an electronic surveillance or physical search conducted b7C
under the Foreign Intelligence Surveillance Act (FISA). Per B7A
U.S.C. Section 1806 (b) and 1825 (c), such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the bl
United States.
(s) ]
(C)
(s)]
ol
The division point of contact (POC) is authorized to
estroy the attached products in a manner consistent with the
level of classification upon determination that retention is o
no longer necessary to support an investigation or related L
activity. 2
b7D
(S//0C, NF) b6
L7C
TA
(8//0C, NF) 1
~ . b7A
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bl
b

b7C
b7A

o P8 This electronic communication documents both the
approval of the Deputy General Counsel of the National
Security Law Branch and the certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication
transactional records on the following phone number:

e o

b7D
bTA

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached Natiocnal Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to_produce the records
personally to an employee of the Field Office. The
institution should neither send The records through the mail, -
nor utilize the name of the subject or any identifying L7E
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) The |Field Office should remind the b2
institution that 1t 1s prohibited from discleosing that the FBI Db7E
has made this request.

(U) ?nx_gugg;igns_;gga;ﬁlng the above can be directed to
FBIHO, UC (202) 324{:|or SSAQ
(202} 324 Should the institution be unable .
0 tully comply with this request due to lack cf specificity 152
or should the institution reguire more detailed information to E7E
locate such records, the Field QOffice should b6

immediately contact UC |or SSK| for '%qc

additional information.

SEBRET NSL VIO-11045
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LEAD(s) :

Set Lead 1: (Action)

jo)i
b7E
AT
(U) Hand deliver enclosed NSL as indicated ahove b2
Upon receipt of re d records, notify SSA I Bé
| (202) 324 to coordinate immediate delivery orl lch
Tecords to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, =

Room 4343,
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
w“”“risi NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs,
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
{U) ITOS I/CONUS 3/Team 10 Read and Clear.
Set Lead 4: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

e}
D4

(U) Read and Clear.
ﬁ*@ NSL VIO-11046
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Set Lead 5: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ECAU Read and Clear

S
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Precedence: PRIORITY Date: 03/08/2005
To: General Counsel Attn: Deputy General Counsel

Julie F. Thomas

NSLEB

uc| |

CTLU-1I

Counterterrorism Attn: A/UC
ECAU
Attn: | )

From: Counterterrorism
Electrconic Surueillance Onerations UUnit, Rm 4343
Contact: S8SSA (202) 324

Approved By: _Thomas Julie F B2

Hulon Willie T
Lewis John E
Bennett Laurie J b7C
Rogers Glenn T

Drafted By:

Case ID #: (S) NSL {Pending)

Title: (S) b1
. b7A

Synopsis: ”Eﬁ(: Approves the issuance of an ECPA National
Security Letter (NL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.l

ch”““w}&{ i From

Dec v

(o
1 Caveat{::}gi: This document contains information obtained or
derived from an electronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. Section 1806{(b). Such information shall not be used in
any criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior written
approval of the Attorney General of the United States.

Reference: (S NSL b1l

istase D} NSL Serial :
SEGRET NSL VIO-11048
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Enclosure(s) : (U) Enclosed for the Field Office

are an original and a co?x of a Natiopal Securitv Letter, dated
|03/08/2005, addressed to

7

addresses, length of service, billing records, and electronic
communication transactional records for the account holder
assigned the e-mail address specified below.

Page 2

bi
b2
b7E
b4
LD
b6
bhiC
b7Aa

Details: (S//NF, 0C)

D R R S
2

~]
2

CoOoTooToT

|
N
=

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an
employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| |Field Office should remind the
institution that it 1is prohibited from disclosing that the FBI
has made this request.

(U) An uestions regarxding the above can be dig
FBIHQ., UC (202) 324; or SSA
| Should the institution to

fully comply with this request due to lack of specificity or

should the institution r ailed information to
locate such records, the Field Office should
immediately contact UC or SSA | |for

additional information.

s?{am NSL VIO-11049
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LEAD (s) :

Set Lead 1: (Action)

| b2
b7E

AT

(U) Hand deliver enclosed NSL as indicated ahove.

linon raceipt of reguested records, notify SSA

(202) 324 to coordinate immediate delivery ot
Tecoras to FBIHQ, unterterrorism Division, CTD/CXS/EOPS, Room
4343,

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) ECAU read and clear.
Set Lead 4: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) read and clear.

b2

S T NSL VIO-11050

Page
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Workirg Copy ----

Precedence: PRIORITY Date: 03/01/2005
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA
ITOS
R/ OC
ECALL
Attn: SSA |
From: Counterterrorism
Electronic Surveillance Operationg Unit, Rm 4343
Contact: SSA| (202) 324
Approved By: Thomas Julie F
VD
Hulon Willie T oo
Lewis John E olE
Bennett Laurie J bé
Rogers Glenn T w70

Drafted By:
Case ID #: (s) NSL (Pending)
[ - % 66F M= CISUSS 7o .
N
Title: (s) 74
{Umejék : ‘
Synopsis: Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

- Derti rom - =
T bl
Beas b2
b7E

Enclosure(s): (U) Enclosed for theg:::::;]Field Office is an
original and a copy of a National Security letter, dated

03/01/2005, addressed tol II
requesting names, addresses, length ©I service, billing records,
Case 1ID NSL Serial

—ZETHO-CI303375

';é;73 bl

(51 SESRET NSLVIO-44051

Page 1

b2

b7E
b4
b7D
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and electronic communication transactional records for the
account holder assigned the IP address specified below.

Details:  (S//NF.ocl

(UT““”><) This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

(U) On 10/17/2003, the Director designated the FBI official,
gigning the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed_letter to produce the records personally
to an employee of the Field Office. The institution should
neither send the records through the mail, nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this

request.

(U) Any guestions regarding the aboye can be directed to
FBIHQ, uC| (202) 324 or SSA

(202) 324 Should the institution be unable to
ully comply with this request due to lack of sgpecificity or
should the institution r ore detailed information to .
locate such s, thei iFleld Office should immediately
contact UC or SSA for additional
information.

SESgET NSL VIO-11052
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LEAD (s) :

Set Lead 1: (Action)

b2
b7E

AT

(U) Hand deliver enclosed ] indi Upon
recelpt of regquested records, notify SSA
(202) 324 to coordinate immediate d€Iivery of records to

FBIHQ, Counterterrorism Division, CTD/CXS/EQPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
m’““)ﬁi NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON DC
(U} ITOS I/CONUS 1/Team 3 read and clear.

Set Lead 4: (Info)

SE><ET NSL VIO-11053
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COUNTERTERRORISM
AT WASHINGTON DC
(U) read and clear. "o

Set Lead 5: (Info)

AT WASHINGTON DC

(U) ECAU read and clear.

%T NSL VIO-11054



Precedence: PRIORITY

To: General Counsel

Counterterrorism

From: Counterterrorism

Electronic Su

S§§E§T
---- Workfng Copy ----

Date: 03/01/2005

Attn: uc
CTLULL
Attn: SSA
ITOS 1ZCONUS [7TEEM

A/0C| |
ECAL
Attn: SIA
1A

veillance Operations Unit, Rm 4343

Approved By:

Contact: SSA (202) 324
b2
HuTon Willie 1 DTE
Lewis John E NG
Bennett Laurie J N
Rogers Glenn T p7C

Drafted By:
Case ID #: (8] NSL (Pending)
(U, #8) 66F-HQ-CI303375
Title: (S) bl
b7A
e
Synopsis: . N8} Approves the issuance of an ECPA National

Security L
necessary,

r (NSL); provides reporting data; and, if
transmits the NSL for delivery to the electronic

communications service provider.l

EU?-:ﬁéi

Deri — G-3
D §ify On:

bl
iUI~§Q) b2“
Enclosure (s): (U) Enclosed for the |Fie1d Office is an b7E
original and a copy of a _National Securitv Jetter, dated b4
03/01/2005, addressed tof | b7D
requesting names, addresses, length of service, g“
billing records, and electronic communication transactional Egﬁ

NSL Serial

~GEF-N0_C1303375

48496 bl
SEjzéaT NSL VIO-11055 BIA
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records for the account holder assigned the IP address specified
below.

Narailo - (e / /INE r\r"\l
bl
b4
7D
06
L7C
b7A
W ¥S) This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following Email Address: bl
e ;b?
biD
(U) On 10/17/2003, the Director designated the FBI official, bI7A

signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally
to an employee of the !Field Office. The institution b2
should neither send the records through the wmail, nor utilize the -
name of the subject or any identifying information related to the b7k

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  Thel |Field Office should remind the 0o
institution that it is prohibited from disclosing that the FRBI bR
has made this request. S

(U) Any questionsg regarding the above can be directed to

FBIH Uuc (202) 324 or SSA o
Should the institution be unable to L2
fully comply with this request due to lack of specificity or b7E
should the institution reguire more detailed information to b6
locate such records, the Field Office should 70
immediately contact UC or Y| |for o

additional information.

-

sﬁ}czﬁfr NSL VIO-11056
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LEAD (s) :
Set Lead 1: (Action)
b2
AT b7E

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA! |
(202) 324 to coordinate immediate d v (o] )
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 2

b6
Set Lead 2: (Action) h7C

GENERAL COUNSEL
AT WASHINGTON, DC

(T . :
NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON DC
{(U) ITOS I/CONUS 1/Team 3 read and clear.
Set Lead 4: (Info)

COUNTERTERRORISM

MT NSL VIO-11057
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AT WASHINGTON DC

(U} read and clear.

b2

Set Lead 5: {(Info)
COUNTERTERRORISM
AT WASHINGTON DC™

(U} ECAU read and clear.

S’I}@T NSL VIO-11058
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Precedence: PRIORITY Date: 02/18/2005
To: General Counsel Attn: UC CTLU-1
Counterterrorism Attn: SS
ITOS—IJCONUS ZJTEAM 15
A/UCl
ITOS-
A/UC| CXS.ECAU

Attn: SISS

From: Counterterrorism
EOPS Unit/CXS/Room 4343
Contact: IA 202-324-

Approved By: Thomas Julie F

Hulon Willie T b7E

Lewis John E pé
Bennett Laurie J h7C

Rogers Glenn T

Drafted By:
Case ID #: (S) NSL (Pending) bl
(8) -NSL b2
i) (&)  GAF-HO-CI303375 LA
Title: (S)
EOPS
NSL
(-

Synopsis: (}Q Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

>< ified By: 7566, C
(m Reason : c)

ify On: X1 b2
_ b7E
Enclosure(s): (U) Enclosed for the |F1eld Office 1
is an original and copy @f a National Security Tetter, dated .
02/18/2005, addressed to | 7D
b6
T ; ; vice, T ecords, b7C
Case ID | SL Serial bl
ol NSL B
(51 FEF-HQ-CI303375 Z7T750 b7A

shsseg NSL VIO-11059
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and electronic communication transactional records for the e-mail
accounts gpecified below: Hh1

Details: (S//OC.NF”

Bl
b4
b7D

be

oo
-] =
™

(s//0c NF)|

b_" O_’
TN [0 N R Y
O

o oou
)

JR o I

o
’_\

SRSl
~J s
O

A

o
o)

3 el
bi7C

-

O«

"~ P&) This electronic communication documents both the
approval of the Deputy General Counsel of the National Security
LLaw Branch and the certification for the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following e-mail accounts:

oToToOoO
~J I

<3

> O

(U) ©On 10/17/2003, the Director designated the FBI

official, signing the attached National S ' er, to make
Lonal SRRVRIY Hikf
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the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |Field Office. The
institution should nerT Tl € records through the mail, nor
utilize the name of the subject or any identifying information

related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U} The |Fie1d Office should remind the
institution that 1t 1s prohibited from disclecsing that the FBI
made this request.

e (U) _Anv guegtions regarding the ab n be directed
o FBIH uc . (202) 324 or SSA

5 Z02-324]___ | Should the institution be Tnable
O LU ply with this request due to lack of specificity or
should the institution r?ﬂuixe_moxe_deﬁailed information to
locate such records, the Field Office should
immediately contact UC |of SSA| |for

additional information.
LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver the enclosed indi ed above.
Upon_receipt of requested records, notify IA (202)
324 Ito coordinate immediate delivery of Tecords to Q,

Counterterrorism Division, CTD/CXS/EOQOPS, Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
AT ITOS-I/CONUS 4/TEAM 15

{(U) Read and Clear.
SEQRET NSL VIO-11061

b2
LTE

n

b2
b7E
b6

bi7C

b2
b6
biC
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Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

AT b2

(U} Read and Clear.

Set Lead 5: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
AT ECAU

(U} Read and Clear.

SEW NSL VIO-11062
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Precedence: PRIORITY : Date: 02/18/2005

To: General Counsel Attn: UC CTLU-1
Counterterrcrism Attn: SS
ITOS -
A/UC
roserd__ F——
A/UC CX5.ECAU
Attn: SISS

15

From: Counterterrorism
ECPS Unit/CXS/Rcom 4343
Contact: IA 202-324 T

Approved By: Thomag Julie F

Hulon Wiilie T o
Lewis John E P
Bennett Laurie J L7E
Rogers Glenn T b6
p7C
Drafted By:
Case ID #: (8) SL (Pending)
u 8 NSL Bl
Ul (% —ser-mo-cI303375 e
Title: (8) b7A
EQPS
NSL
() -

Synopsis: - 4S8} Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic )
communications service provider.

EUF“””Egi ified By: 7566

Reason e )
§1fy On: X1

Enclosure(s): (U) Enclosed for the Field Office pPTE

is an original and copy pf a National Security Tetfer dated iy

02/18/200% . addreaaerd to :x}
b7D

Yequesting names, addresses, Jlengcn of service, billing records, 14}
k7C

Case ID NSL Serial

L NSL
13 66F-HQ-C1303375 7752 bl

@m-fr NSL VIO-11063 O7A
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and electronic communication transactional records for the e-mail b
account specified below: hzi
b

(8 | b7D
b2

Detailg: (8//0C NF)

bl
bd
b7D
o4}
L7C
b7A

(S//0C, NF) J b1
bd
b7D
b6
B7C
bR

W NSL VIO-11064
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(§//0C,NF)
bl
b4
b7D
Lo
b7C
b7A

o This electronic communication documents both the

approval of the Deputy General Counsel of the National Security

Law Branch and the certification for the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks

subscriber/billing records/electronic communication transactiocnal bl

records on the following e-mail account: b4

(8] 7D

b7A

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produ the records personally
s}eﬁ? NSL VIO-11065
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to an employee of thel |Fie1d Office. The -
institution should neither send the records through the mail, nor
utilize the name of the subject or any identifying information b7E
related to the subject in any telephone calls to the FBI. The
instituticon should not contact FBIHQ directly in any manner.

4

(U) The| |Fie1d OCffice should remind the

SN

oo
=

institution that it is prohibited from disclosing that the FBI
made this request.

i ing the above can be dire

(202) 324 or SSA | n
at 202-324 Should the institution be unable -
T rtully comply with this request due to lack of specificity or b/E
should the institution r?guixe_mgxe_dg;ailed information to b6
locate such records, the Field Office should leYi®
immediately contact UC| [of SSA| |for
additional information-

LEAD(s) :

Set Lead 1: (Action)

D

~Jr

%
ES
Is

AT|

(U) Hand deliver the enclosed NSIL. _as indicated above. fol
Upon_receipt of requested records, notify IAl (202) '“;
324 to coordinate immediate delivery of records to FBILHQ, ;bJ
Courntercterrorism Division, CTD/CXS/EOPS, Room 4343. n7C

5

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
AT ITOS-I/CONUS 4/TEAM 15

(U) Read and Clear.

@Q@r NSL VIO-11066
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Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

AT

[N

b

{(U) Read and Clear.

Set Lead 5: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
AT ECAU

{U) Read and Clear.

sw NSL VIO-11067
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Precedence: PRICRITY Date: 02/08/2005
To: General Counsel Attn: UC CTLU-1
Counterterrorism Attn: SS
I1ITQS - EAM 15
ucC ITOS-I1I
A/UC ECA

Attn: §ISS

From: Counterterrorism
ECPS Unit/CXS/Room 4343

Contact: IA 202-324 o
Approved By: ' o
Willie Hulon T b7TE
Lewis John E bo
Bennett Laurie J b7C
Rogerg Glenn T
Drafted By:
Case ID #: (8) NS L (Pending) v
| (s) _ ) __|wsL bl
W 3eY T 66F-HO-C1303375 b2
Title: (8) brA
EOPS
NSL
(U

Synopsis: ”Oé) Approves the issuance of an ECPA National
Security Letter (NSL); provides repcrting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Reason
Decl

Enclosure(s): (U) Enclosed for the| |Field Office biﬁ
- is an original and copy jon r] b7E
t o p1/25/2004. addregsed t bhé
L7C
requesting names, addresses, length of service, billing records, 4
and electronic communication transactional records for the e-mail ;;_\
SEED,
Case ID | NSL Serial -
isjﬁ~' FNSL bl

GoF-HQO-CIL303375 %Ekéﬁ& NSL VIO-11068 27 %/ b7A
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7D
b7A

account specified below:

i) -]
(a1

Netaila. | | (csz/nm mv\l

(o lioo oy

(S//OC,NF)'

(§//0C NF) |

(ol iones oy |

(S//0OC,NF)

o " Thig electronic communication documents both the

approval of the Deputy General Counsel of the National Security
Law Branch and the certification for the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following e-mail account:

(U} On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed_lg;;gx_;g_pxﬁduce the records personally
to an employee fo the Field Office. The

institution should neither send the:ézgords through the mail, nor

SEPRET NSL VIO-11069

b7n

Page 2

bl
b4
b7D
bé
bh7C
b7A

bl
b4
b7D
D7A

lolloNo)
NG NG Y-S

-

4

ol
joX4
-7

O

B7A

bl
b4
b7D

i
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b7E
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utilize the name of the subject or any identifying information
related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that 1t 1s prohibited from disclosing that the FBI
made this request.

5y
Ny

oo
i

(U) —Anv aquestions regarding the ab an be directed
to FBIHQ, UC (202) 324 Should the )<
institution be unable to fully comply with this reguest due to bTE
lack of specificity or should the institution reqguire more b6
detailed information to locate such records, the BIC
Field Office should immediately contact UC Or additional '
information.

B2

LEAD(s) :

Set Lead 1: (Action)

I I O

AT

(U) Hand deliver the enclosed ' ' ~ed above,
Upon _receipt of requested records, notify IAl (202)
324[:::::ko coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

b

o
J s

b...' I(j‘

Set Lead 2: ({(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS-I/CONUS 4/TEAM 15

(U) Read and Clear.

Set Lead 4: (Info)
COUNTERTERRORISM
AT b2

(U) Read and Clear.

s@;ér NSL VIO-11070
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Set Lead 5: (Info)
COUNTERTERRORISM
AT ECAU

(U) Read and Clear.

SWT NSL VIO-11071

Page

4



---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 01/27/2005
To: General Counsel Attn: UC I
CTLLLL
Counterterrorism Attn: SSA
ITO 9
A/UC
ITOS 1
a/uc| |
CXS/ECAU
Attn: SSA
From: Counterterrorism
Blectronic Surveillance Operations Unit, Rm 4343 b2
Contact: SSA [(202) 324; L7E
o b6
Approved By: _Thomas Julie 70

Drafted By:

Case ID #: (8) NSL (Pending)
GGEF-HQ-CI303375 ;
in W ¢ ol
Title: (S) /A

(.
Synopsis: ’Eﬁ% Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

X 1 fied By:

m Reason:

Dec T

7566, CX

M s
. . . b7E
Enclosure(s): (U) Enclosed for the Field Office is
an original and a copy of ' tter, F@Lgd
01/27/2005, addressed to Attn;
bl
| [ Tequesting N
names, addresses, length ol service, billing records, and ;bé
electronic communication transactional records for the IP b7E
addresses specified below: joy!
b7D
(8) - [ -
bo
-------- ———a a e e me e —— D s A
Case ID {. NSL serial bl BIL
G6F-HQ-CI303375 55z DTA

(&) SEyeEr

NSL VIO-11072
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(8]
bl
b4
b7D
h7A
Details: (8//0C le b

(s//oc, NF)| -

bl
b4
b7D

piC
b7A

SBQFQ'BT
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Joi!
h7D
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Z§§:This electronic communication documents both the
approval of the Deputy General Counsel of the Natiocnal
Security Law Branch and the certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks

subscriber/billing records/electronic communication

rranaactional recordas on the faollowing TP A resges:

R

tz o oo
=

S
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bl
b4
b7D
bTA

(U On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution o
receiving the enclosed letter to, e records T
personally to an employee of the iField Office. The L7E
institution should neither send the records through the mail,

nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in

any manner.

(U} The Field Office should remind the : -
institution that 1t 1s prohibited from disclosing that the FBI eyl
has made this request.

(U) Any guestions regarding the above can be di
FBIHQ, UC]| (202) 324 or sszxffi_b?

| Should the Institution be unable b2
O rfully comply with this request due to lack of specificity bTF
or should the institution reguire more detailed information to b6
locate such records, the Field Office should Eﬂ"
fFi

immediately contact UC r6f_SSA for

additional information.

_SBeRET
NSL VIO-11090
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LEAD(s) :

Set Lead 1: (Action)

FIELD OFFICE b2z
b5
AT| |
(U) Hand deliver enclosed NSL as ingdj v Eb?
Upcon receipt of re d records, notify SSA bo
[:f:::;:] (202) 324 to coordinate immediate delivery ot b7C
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,

Room 4343,
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
tmwu}%{:NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 9

(U} Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM
AT b2
(U} Read and Clear.
Set Lead 5: (Info)
S T

NSL VIO-11091
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COUNTERTERRORISM
AT ECAU

(U} Read and Clear

NSL VIO-11092
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Precedence: PRIORITY Date: 01/26/2005
To: General Counsel Attn: UC| CTLU-1
Counterterrorism Attn: SSA
ITOS= 15
A/UC
ITOS
A/UC CXS.ECAU
Attn: SISS

From: Counterterrorism
EOPS Unit/CXS/Room 4343

Contact: IA 202-324
Approved By: Thomag Julie F §b2
bTE
bo
o Yi®
Drafted By: brc
Case ID #: (5) ISL (Pending)
(S) NSL
(Uj~w}§) BEF-HU-CI303375 Bl
. b2
le: s .
Title (8) .
TOPS
I:T_T:I . NSL

Synopsis:";}i Approves the issuance of an ECPA National
Security Lefter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

iU?_NZB(

o
H

Enclosure(s): (U) Enclosed for the Field Office
is an original and copy of a National Tecuritv Tetter, dated

01/25/2004, addressed td

[CaNeNRe
NSNS
B3]

?;\_)_r e S e

; ; 7 Tecords, -
and electronic communication transactional records for the e-mail > {D
account specified below: o]¢]
isj_wu, 7C
1 DA
Case ID SL Serial

(ij'yv E6F-HO-CI303375 ; 46655 DpTA
%E;xéi ¥y
NSL VIO-11093
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bl
b
7D
el
oicC
biA
(S//0C,NF) ;bl
b
b7D
b6
biC
b7A
bl
04
07D
EUJ')XQ This electronic communication documents both the n7A
approval ‘of “the Deputy General Counsel of the National Security )
Law Branch and the certification for the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following e-mail account:
ol
(U) On 10/17/2003, the Director designated the FBI ?f
official, signing the attached National Security Letter, to make 07D
the required certification. oA

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the Field Office. The

institution should neithier send the records through the wmail, nor
utilize the name of the subject or any identifying information bz
related to the subject in any telephone calls to the FBI. The B7E

institution should not contact FBIHQ directly in any manner.

(U) Thel IField Office should remind the
institution that It 1s prohibited from disclosing that the FBI D2

made this request. b
NSL VIO-11094
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(U) —_Anv auestions regardjng the above can be directed
to FBIHQ, UC| (202) 324 Should the
institution be unable to fully comply with this request due to
lack of specificity or should the institution reguire more
detailed information to locate such recordsg, thi |
Field Office should immediately contact UC [Tor additional
information.

LEAD(s) :

Set Lead 1: (Action)
b2

b7E

AT

Couniterterrorism Division, CTD/CXS/EOPS, Room 4343,
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressiocnal reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS-I/CONUS 4/TEAM 15

(U) Read and Clear.

Set Lead 4: (Info)
COUNTERTERRORISM
o)
AT o)

(U) Read and Clear.

NSL VIO-11095

(U) Hand deliver the enclosed i icated above.
Uporn_receipt of requested records, notify IA (202)
324 to coordinate immediate delivery of THOQ,

b2
b7E
be

piC
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b7C
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Set Lead 5: (Info)
COUNTERTERRORISM
AT ECAU

{(U) Read and Clear.

T
NSL VIO-11096

Page
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Precedence: PRIORITY Date: 01/25/2005
To: General Counsel Attn: UC CTLU-1
Counterterrorism Attn: SS
ITOS —IZ00NIS 47TEAM 15
A/UC
ITOS-
A/UC CXS.ECAU
Attn: SISS

From: Counterterrorism
EOPS Unit/CXS/Room 4343

Contact: TIA 202-3241
Approved By: Thomags Julje F no
b7E
Lo
Drafted By: b7C
Case ID #: (S) NSL (Pending)
S) FNSL
- ﬁs{ B6F-HQ-CL303375
Title: (8) bl
9l
EOPS bz
O/A

(- NSL

Synopsis:':}gj Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic
communicationg service provider.

tuy"nmu_“9§z

w

Enclosure(s): (U) Enclosed for thel |[Field Office
is an original and copy @f a National Securityv Tetter., dated

01/25/2004. addressed tol 1
requesting names, addresses, lengcn oL service, billing records, bf
and electronic communication transactlonal records for the e-mail L7E
account specified below: k4
k7D
@y
5 b7C
-------------------------------------------------- b7A --
Case ID :| (SL Serial b
: NSL -
b7A

T - seFEoTeTIUIE TS 46797
(8] éieﬁéi

NSL VIO-11097
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Details: (S//0C,NF) J
bl
b4
b7D
b6
hiC
b7A

e This electronic communication documents both the

approval ¢f the Deputy General Counsel of the National Security

Law Branch and the certification for the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks

subscriber/billing records/electronic communication transactional

records on the following e-mail account:

bl
b4
(U) On 10/17/2003, the Director designated the FBI :b7E
official, signing the attached National Security Letter, to make b A
the required certification.
(U) Arrangements should be made with the institution

receiving the enclose duce the records personally

to an employee fo the Field Office. The B2

institution should neither send the records through the mail, nor b7E

utilize the name of the subject or any identifying information
related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U} The |Fie1d Office should remind the
institution that it is prohibited from disclosing that the FBI
made this request.

(U} ' ling the ab n be directed
to FBIHQ, UC (20?) 3241 Should the
S E

T NSL vIO-11098
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---- Working Copy =---- Page
institution be unable to fully comply with this request due to -
lack of specificity or should the institution reguire more “3»
detailed information to locate such records, the b7E
Field Office should immediately contact UC O adaitliona b6
information. b70
LEAD (s) :

Set Lead 1: (Action) h?
b7E

AT

(U) Hand deliver the enclosed ] ] red above.
Upon receipt of requested records, notify IA (202)
324 to coordinate immediate delivery of records To FBLHQ, b2
Courlterterrorism Division, CTD/CXS/EOPS, Room 4343. 6
Set Lead 2: (Action) R7C

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested tc record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS-1I/CONUS 4/TEAM 15

(U) Read and Clear.

Set Lead 4: (Info)
COUNTERTERRORISM
AT D2

(U) Read and Clear.

Set Lead 5: {Info)

COUNTERTERRORISM

T
NSL VIO-11099
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AT ECAU

(U) Read and Clear.

SMT NSL VIO-11100



Precedence: IMMEDIATE Date: 01/24/2005

To: General Counsel Attn: UC|

CTL]
Counterterrorism Attn: SSA

I1TOS 9
A/UC
I1TOS

a/uc| |
CXS /(ECAT
Attn: SSA

From: Counterterrorism
Electronic Suxveillance Onerations Unit, Rm 4343

~Contact: SSA (202) 324

Approved By: Thomas Julie 1o
b;E
ol ¢
BN

Drafted By: Lic

Case ID #: (S NSL (Pending)

@ 66F-HQ-CL1303375
Title: (8) bl
BA
) -

Synopsis:"“)ﬁj Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications servigce prov1der 1

sy Clas

EUjv-"' Reason:
(), bl
a*q b2
b7E
Enclosure(s): (U) Enclosed for the Fleld Office 1is Ebl
an original and a copy Tf a National Securitv Hetter, dated b2
01/242005, addressed to Attn p7E
1 b4
| requesting T
names, addresses, lengcth of service, billing records, and :b‘D
electronic communication transactional records for the IP bo
address specified below: [eNie
1 h7A
(8-
Case ID { - NS, Serial )
(8] T BGF-HQ-CI3U03375 45991 bl
;Eﬂﬁi h7A
NSL VIO-11101
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Details: (S//0C, NF)

Lol toan b d I

bl
b4
b7l
b6
b7C
bTA

i/
"")Ei This electronic communication documents both the

approval of the Deputy General Counsel of the National

Security Law Branch and the certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks

subscriber/billing records/electronic communication

transactional records on the following IP address account:

bl
b4
7D
, , I A
(U) On 10/17/2003, the Director designated the FBI bA
official, signing the attached National Security Letter, to
make the required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of the Field Office. The -
institution should neither send the records through the mail, bZ
nor utilize the name cof the subject or any identifying L7E

information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in

any manrer.
<6
NSL VIO-11102
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(U) The |Fie1d Office should remind the b2
institution that 1t 1s prohibited from disclosing that the FBI  p7p

has made this request.

(U} ?nx_gugshigns_regandxng the abov n be direct to
|FBIHO. uc (202) 324{ or SSA b2

202) 324 Should the institution be unable

TR
To rtully comply with this request due to lack of specificity ﬁp’“
or should the institutio ' more detailed information to Lo
locate such records, th Field Office should 7C
immediately contact UC or SSATE for

additional information.

LEAD (s) :

Set Lead 1: {Action)

FIELD OFFICE

_/4/

AT p7E

(U) Hand deliver enclosed NSL as indicated above.

Upon receipt of requested records, notify SSA
| (202) 324I::::]to coordinate immediate delivery of
'to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,

Room 4343.

N

> o

e

[ONNE
<
®

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(0 NSLB is reguested to record the appropriate
information needed to fulfill the Congressional reporting

SESBET 6L VIO-11103
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requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 9
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT b2

(U) Read and Clear.

Set Lead 5: (Info)
COUNTERTERRORISM
AT ECAU

(U) Read and Clear

9?4 NSL VIO-11104
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Precedence: PRIORITY Date: 01/21/2005%
To: General Counsel Attn: UC
CTLUT
Counterterrorism Attn: SSA

ITOS T/CONUS 4/ TEAM 15

Trosf — p——
ITOS

a/uc |
CXS/ECAT
Attn:

From: Counterterrorism b% o
Electronic Supweillance Qveratjons Unit, Rm 4343 b7E
Contact: SSA (202) 324| b6

4 ' b7C

Approved By: _Thomag Julie

Drafted By:

Case ID #: (S) [NSL (Pending)

M- %g) 66F-HQ-C1303375
. bl
-

Synopsis: 'QQ) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic

communications service provider.l
o
cl
i) 02
fouh:y
Enclosure(s): (U) Enclosed for thel |Field Office bl

is an original and a COPF of a National Securaty Letter, dated b2
01/21/2005, addressed t h7E

| Tequest1ng rames, nd
addresses, leng OL service, s, and electronic E:JD
OIS

communication transactional records for the email account

specified below: oo
p7C
-1 DA
Case ID |- INSL Serial ol
- 66F-HQ-C1303375 45989 w7

: S
(5) @ &t NSL VIO-11105
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Details. (8//NE. 0oC)

bi
b4
7D
b6
b7C
LA

(S//NF)l |

bl
b4
piD
bo
b7C

o
~
o

.

This electrconic communication documents both the
approval of the Deputy General Counsel of the National
Security Law Branch and the certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL

seeks subscriber/billing
records/electronic communication
transactional records on the following email account: Hl

p4
7D

DA
(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records
personally to an employee of thel |Fie1d Office. b2
The institution should neither send the records through the b7E

mail, nor utilize the name of the subject or any identifying

information related to the subject in any telephone calls to

the FBI. The institution should Egéﬁggatact FBIHQ directly in
T

NSL VIO-11106
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any manner.

(U) The IField Office should remind the
institution that 1t 1Is prohibited from disclosing that the

has made this request.

(U) Any guestions regarding the above can be dixected

FBI

Lo

FBIHQ, UC (202) 324 or SSA

| |T202) 322 5 hould the institution be unable
O rtully comply with this request due to lack of specificity

or should the institution_reguire more detailed informaticn to

locate such records, the __]Field Office should

immediately contact UC [or 554

for

additional information.

LEAD(s) :

Set Lead 1: (Action)

| |FiELD OFFICE b2

AT

(U) Hand deliver enclosed NSL as indicated above.

eipt of requested records, notify SSA |
(202) 324@::::]to coordinate immediate delivery otf

records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,
Room 4343,

Set Lead 2: {(Action)

GENERAL COUNSEL

AT WASHINGTON, DC
M NSL VIO-11107

o

oo

-3y N

@]

Page

oo
-3 B

b2
D7E
b6
b7C
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(I
NSLB is requested to record the appropriate
informatién needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 4/Team 15
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT b2

(U) Read and Clear.

Set Lead 5: (Info)
COUNTERTERRCRISM
AT ECAU

(U} Read and Clear

SEZ‘@' NSL VIO-11108
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Precedence: PRIORITY Date: 01/21/2005

To: General Counsel Attn: UC

Counterterrorism Attn:

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4343
Contact: SSA |(202) 324
e
Approved By: Thomas Julie b7E
be
b7C
Drafted By:
Case ID #: (8) [SL. (Pending)
(S)
- 66F-HQ-C1303375 b
Title: (S) bTA
Hn,tg{: COMMUNTCATIONS ANATVYSTS [INIT SPECIAL PROJECTS he
MUNTCATIONS ANALYSTS UNIT SPECIAL PROJECTS b7C
S ) ‘ ‘
Synopsis: Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the communications service provider.l

- - (8>

ied By: 75686,

Reagon: 1.

() Declagsd :

P 02

TR -

Enclosure(s): (U) Enclosed for the Field Office is an n7E

Case ID | Serial

L bl
(SJ”- 66F-HQ-C1303375 46133 BT
SE}I@T NSL VIO-11109
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original cop

) : bi
addreased to . b/l
|Tequesting names, addresses, length o
of service, and billing records for the phone number listed below: ‘O'L/
() oe
5 k7C
M N a7 . . . . , b7A
DetallSr'“ES(: This document contains information derived
from an electronic surveillance or physical search conducted
under the Foreign Intelligence Surveillance Act (FISA}. Per
U.5.C. Section 1806 (b) and 1825 (c), such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the
United States. T
() J bl
biA
(s)
bl
o7A
(s) | | .
bl
b7A
(8//0C, NF) bl
bo
b7C
b7A
(s//oc, NF) | o1
b7A

<
W NSL VIO-11110
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(51 SRET

() - This electronic communication documents both the approval of
the Deputy General Counsel of the National Security Law Branch and
the certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL Seeks subscriber/billing

records/electronic communication transactional records on the bl
following phone number: oYl
7D
joypa
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving
the enclogsed letter to produce the records personally to an employee
of the Field Office. The institution should neither send .
the records through the mail, nor utilize the name of the subject or Dz

any identifying information related to the subject in any telephone b7E
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) Thel |Field Office should remind the institution K2
that it is prohibited from disclosing that the FBI has made this "IE
request. )

(U} Any questions regarding the above can be directed to FBIHQ

ucC (202) 324|:|or SSA :| bz
(2 ould the institution be unable to rully comply RT7E

with this request due to lack of specificity or should the b6
institution require more detailed information to locate such records, B7C
thel |Field Office should immediately contact UC[::::::]or -
SSA1 For additional information.

_SREET NSL VIO-11111
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LEAD (s) :
Set Lead 1: (Action)
b2
Py
AT ENV E
(U} Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA i (202)
324 to coordinate immediate delivery oI records to FBTHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,
b2
Set Lead 2: (Action) be
b7C

GENERAL COUNSEL
AT WASHINGTON, DC

im‘)%ﬁ NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRCORISM
AT ITOS I/CONUS 3/Team 10
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT N

SE NSL VIO-11112
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(U) Read and Clear.
Set Lead 5: (Info)
AT ECAU

(U) Read and Clear

SmeCET  NSL VIO-11113
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Precedence: PRIORITY Date: 01/10/2005
To: General Counsel Attn: UC
CTIT
Counterterrorism Attn: SSA
ITOS
A/1IC
Attn:
From: Counterterrorism
Electronic Suryeillance Operations Unit, Rm 4343 e A
Contact: SSa (202) 324 E

Approved By:

Thomas Julie

Drafted By:

Case ID #: (S

G6F-HQ-C1303375

Title: {(S)
(U
Synopsis:
Letter (NSL); provides reporting data; and,

NSL (Pending)

b1

O oo
~1 o =10

S °

‘éﬁ Approves the issuance of an ECPA National Security
if necessary,

transmits

the NSL for delivery to the electronic communications service

provider.1l

([I)~"“”"18¢ ¢

ified By:

Reason:
§ify On: X1

7566

g o
P} bl
Q) b2
bT7E b2
Enclosure{s): (U) Enclosed for the Field Office is an Eb7E
original and co f a National Security letter, dated 01/10/2005, b4
ressed t D7D
equesting names, addresses, length of service, billing hé
records, and electronic communication transactional records for the i %
IP addresses specified below. b7C
Details: (S//NF,0C) bl
b4
b7D
___b7A
Case ID| - INSL Serial [:;;;;l .
66 -HQ-CL30337/5 bl
_SEERET NSL VIO-11114 A

51
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15)
bl
bo
b7C
b7A
:m~-““:?§i This electronic communication documents both the approval

of the Deputy General Counsel of the National Security Law Branch
and the certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Addresses

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the englased Jetter to produce the records personally to an employee
of the |Fie1d Office. The institution should neither send b2
the records through the mail, nor utilize the name of the subject or L7E
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

A
(U) Thel IField Office should remind the institutiocon ’E;E
that it is prohibited from disclosing that the FBI has made this '
request.
egarding the above ca
U (202) 324 Jor ssa
(202) 324 S the institution be unable to fully comply o
with this request due to lack of specificity or should the oz
institution detailed information to locate such o7E
records, thel Ficld Qffice should immediately contact UC NE
or SSA for additional information. :;C

_ZmeRET NSL VIO-11115
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LEAD(s) :

Set Lead 1: (Action)

b2
b7k

AT

(U) Hand deliver enclosed NSL ag indicated above

18}

receipt of reguested records, notify 88

(202) 324 to coordinate immediate d€livery o records toO
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(- NSLB is requested to record the appropriate
informatieh eded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 3

SBeRET NSL VIO-11116

{U) Read and Clear.

on
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Set Lead 4: (Info)

COUNTERTERRORISM
AT b2
(U) Read and Clear.

MI‘ NSL VIO-11117

Page
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Precedence: PRICRITY Date: 01/05/2005
To: Counterterrorism Attn:
1T0S 17 CONUS I/ TEAM 1
General Counsel Attn: UC
CTLOT
Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit,

Contact: IA (202) 324
Approved By: Thomas, Julie F. bZ _*ﬂ
b7E
Lo
b7C
Drafted By:
Case ID ﬁ: (S) -NSL (None) 1
W xg] TEEF-HQ-C1303376
Title: (S)
.
‘ TOLL RECORDS NATIONAL SECURITY LETTERS
o ADM-0OTHER
SYnopsis:\")%ﬁ Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications gervice provider.l

iuy”““~0<) Derl rom.-— -3
Dec Ty > 1
.

1 caveat: X8) This document contains information obtained or
derived from an electronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. Section 1806 (b). Such information shall not be used in
any criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior written
approval of the Attorney General of the United States.

Case ID ¢ hSL Serial 51
ts}f 67D-HQ-1303376 [
SET NSLVIO-11118
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Enclosure(s) : “}Kg Enclosed for thel Field office A
is an original and a copy of i D
, 2005, addressed to b7
requesting names, addresses, length of service, billing, N
and electronic communication transactional records for the 57D
Universal Resource Locator URL: below.
bl
b4
b7D
b7R
o FER This electronic communication documénts the
National Security Affairs Senior Counsel’s approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication, transactional records on the ‘
referenced Universal Resource Locator (URL) : hl
oY/
07D

(U) 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the

required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of thel |Field Office. The institution
should neither send the recor rough the mail, and not to
utilize the name of the subject in any telephone calls to the
FBI. The institution should not contact FBIHQ directly in any

manner

(U) The Field Office should remind the
institution That 1t 1s prohibited from disclosing that the FBI

has made this request.

(U) _Any guestions regarding the abov,

can he directed t+

o UC

(202) 324-0757 or I

(202)

ou he institution be una

for additional information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COQOUNSEL

AT WASHINGTON, DC

reguire more detailed information to locate such records
| |Field Office should be immediately contact UC
A

le to fully comply with
this request due to lack of specificity or should the institution

s@(f NSL VIO-11119

the

.
o

a5

oo

b2
L7E
b6
biC
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*) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirementg for NSLs.

Set Lead 2: (Action)
COUNTERTERRORISM
AT ITOS
(U} Read and Clear

Set Lead 3: (Info)

~1 o

oo

AT

Page

m“""'>?£l.m_na;e_i.o.tl of the National Security Letter under
separate cover, is reguested ﬁo serve the letter on

Upon receipt of

requested records, submit results to SSA| |
Counterterrorism Division, CTD/CXS/ECPS, Room 4648.

SEesET  NSL VIO-11120
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