Case3d:10-cv-04892-RS Document41-6 Filed03/01/12 Pagel of 247

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) a(b)(7)(A) o(d)(5)
®(b)(2) a(b)(7)(B) o()(2)
®(b)(3) B(b)(7)(C) a(k)(1)
18 U.S.C § 2516 o(b)(7)(D) a(k)(2)
. B(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) , a(k)(5)
a(b)(5) o(b)(9) a(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Pdge(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 286-287: Pages 2-3 of a 3 page classified internal e-mail chain dated between

October 4-5,2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's
FOIA request. These pages are classified SECRET in accordance with E.O. 13526 of December
29, 2009.

P O0.0.0.0.0.0.0.0.0.0.9.9.0.0.0.094
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.9.0.0.9.0.0.9.9.9.9.9.9.9.9.9.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

w=(b)(1)
.&(b)(2)
B(b)(3)

Section 552

o(b)(4)
&(b)(5)
&a(b)(6)

=(b)(7)(A)
a(b)(7)(B)
=(b)(7)(C)
=(b)(7)(D)
=(b)(7)(E)
o(b)(7)(F)
a(b)(8)

a(b)(©)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

The following number is to be used for reference regarding this page:

EFF/Lynch 288: Page 1 of a 4 page classified internal e-mail chain dated between June 14-15,
2010. E-mail chain pages 2-4 were determined to be outside the scope of plaintiff's FOIA
request. This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

D 9.0.9,:0.9.0.0.9.9.9.9.0,0.9,0.9.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.0.0.0.0.0.0.0.0,0.0.9.0.0.00.0.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) a(d)(S)
®(b)(2) D(b)(7)(B) 0()(2)
®(b)(3) B(b)(7)(C) a(k)(1)
18 U.S.C § 2516 o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)
: o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) B(k)(5)
®(b)(5) o(b)(9) a(k)(6)
B(b)(6) . o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 289: Page 1 of a 2 page internal e-mail chain dated February 1, 2010. E-mail chain
page 2 was determined to'be outside the scope of plaintiff's FOIA request. E-mail discusses
investigative techniques to be used during an on-going pending investigation.

PG 0.0.0.9.0.00.00.0.0.0.0.6.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
DI G 00.00.0.0.00.0.00.90.004
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FEDERAL BUREAU OF INVESTIGATION '
FOIPA _
DELETED PAGE INFORMATION SHEET Cy%64&V“O @laa%ummmg

Serial Description ~ Unrecorded Serial FM/C* ioé,2~

Betes P%,Q
Total Deleted Page(s) ~ 23
Page 2 ~ b5, b7E 240
Page 3 ~ b5, b6, b7C, b7E 24l
Page 4 ~ b5, b6, b7C A2
Page 5 ~ b5, b7E 235
Page 6 ~ b5, b6, b7C, b7E 2494
Page 7 ~. b5, b6, b7C 245
Page 8 ~ b5, b7E 296
Page 9 ~ b5, b7E 247
Page 10 ~ b5, b7E 298
Page 11 ~ b5, b7E 249
Page 12 ~ b5, b7E 23?
Page 13 ~ b5, b7E 205
Page 14 ~ b5, Db7E 3
Page 17 ~ b5, b7E
Page 19 ~ b5, b6, b7C, bTE 328
Page 20 ~ b5, b7E 224
Page 21 ~ b5, b7E >3O
Page 22 ~ b5, bTE k&l
Page 24 ~ b5, b6, b7C, bTE 3H1
Page 28 ~ Referral/Direct 36%
Page 29 ~ Referral/Direct 3449
Page 30 ~ Referral/Direct 365
Page 31 ~ Referral/Direct o6

XXXXXXX XXX XXX XXX XXX XXXXX
X Deleted Page(s) X
X No Duplication Fee §

X

X for this Pa§e
):0.9.9.9.9:0.9.9.9.9.90.9.9.9.9.90.9.9.9.0.9.94
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| FEDERAL: BUREAU OF INVESTIGATION
| FOIPA
DELETED PAGE INFORMATION SHEET éﬁ&éﬂi/u) @Qaaf;owmle

Serial Description ~ Unrecorded Serial Pa~=t H o8 &~
' Bitzo Poges Deplicate o Bates foge
Total Deleted Page(s) ~ 47 g v
302
Page 30 ~ b5, b7E 2073
Page 31 ~ b5, b7E )
Page 32 ~ b2, b5, b6, b7C, b7E 304
Page 34 ~ b5, b7E 1283
Page 49 ~ b5, b6, b7C 208
Page 52 ~ b5, b7E 310
Page 54 ~ b5, b7E DU
Page 56 ~ Referral/Direct i
Page 57 ~ Referral/Direct EAS7
Page 58 ~ Referral/Direct 316
Page 59 ~ Referral/Direct 317
Page 60 ~ Referral/Direct ’ 318
Page 61 ~ Referral/Direct 319
Page 62 ~ Referral/Direct 526
Page 63 ~ Referral/Direct 221
Page 64 ~ Referral/Direct 322
Page 65 ~ Referral/Direct 223
Page 66 ~ Referral/Direct 3aH
Page 67 ~ Referral/Direct 325
Page 68 ~ Referral/Direct 236
Page 69 ~ Referral/Direct 321 2490
Page 165 ~ Duplicate 323 29l
Page 166 ~ Duplicate B34
Page 187 ~ 'b5, b6, b7C 335
Page 188 ~ b5, b6, b7C 236
Page 189 ~ b5, b6, b7C 537
Page 190 ~ b5, b6, b7C 38
Page 192 ~ D5 zzz
Page 193 ~ D5
Page 214 ~ Duplicate 243 ' i}%
Page 215 ~ Duplicate . Eapal ’
Page 218 ~ b5, bTE En)
Page 219 ~ Dbl, b5, b7E 249
Page 220.~ b5, b7E 350
Page 221 ~ bl, 'b5, b7E 5]
Page 222 ~ bl, b5, b7E
Page 223 ~ bl, b5, b7E 50,
Page 224 .~ bl, b5, b7E IS
Page 225 ~ bl, b5, b7E 4
Page 226 ~ bl, b5, b7E 355
Page 227 ~ bl, b5, bTE 75
Page 228 ~ bl, b5, b7E ' 357
Page 229 ~ b5, b7E 252
Page 230 ~ b5, b7E ) 35
XXXXXXXXXXXXXXXXXXXXIXXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this Page X
XXXXXXXXXXXXXXXX XXX XZXXXX
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2.tz T Ckﬂgauadj& ¥z EVy s Rﬁﬁc
Page 231 ~ b5 3e0 246
Page 246 ~ Duplicate . 26| a7
Page 247 ~ Duplicate 369~

XXXXXXXXXXXXXXXXXXXKZXXXX
X Deleted Page(s) X
X No Duplication Fee §

X

X for this Page
):90.9.9.9.0.9.0.9.9.0.99:9.9.9.9.0.0.9.9.0.9.9.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 - Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(s)
a(b)(2) a(b)(7)(B) a()()
o(b)(3) a(b)(7)(C) B(k)(1)

a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) B(k)(5)
=(b)(5) a(b)(9) o(k)(6)
a(b)(6) ' ak)(?)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These.documents were
referred to that agency(ies) for review and direct response to you. .

Page(s) contain information furnished by another Government agency(ies). You will be -
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not beeri made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 290: Page 1 of a 2 page draft presentation dated September 15, 2010 titled, "Going Dark."

Draft presentation defines 'Going Dark' and shows examples of how the FBI's ELSUR capabilities need
enhancement.

P9.0.0,0.0.9.0.0.0.9.0.0.0,0.0,0.0,¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.0,:0.0.9.9.9.0.0.9.0.0,0.00.9.¢4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
a(b)(2)
a(b)(3)

Section 552

a(b)(4)
=(b)(5)
=(b)(6)

a(b)(7)(A)
a(b)(7)(B)
&(b)(7)(C)
a(b)(7)(D)
&(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(o)(9)

Section 552a

a(d)(S)
0()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

" ® The following number is to be used for reference regarding this page:

EFF/Lynch 291: Page 2 of a 2 page draft presentation dated September 15, 2010 titled, "Going Dark."

Draft presentation defines 'Going Dark' and shows examples of how the FBI's ELSUR capabilities need
enhancement.

) 9.0.0.:9.0.0.0.0.9.9.0.9.9.$.0.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.0.0.0,0.0.9.9.0.0.9,0¢.9.0.0.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET -

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant.to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) ab)(7)(A) . o(d)(S)
B(b)(2) a(b)(7)(B) 0()(2)
D(b)(3) x(b)(7)(C) D(k)(1)
O(b)(7)(D) B(k)(2)

B(b)(7)(E) D(k)(3)

: O(b)(7)(F) 0(k)(4)

B(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(®) o(k)(6)
=(b)(6) B(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated With another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) dupliéate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

8 The following number is to be used for reference regarding this page:

EFF/Lynch 292: 1 page draft presentation dated July 22, 2010 titled, "ECPA Reform." Draft
presentation lists reforms that members of private industry and the privacy community are proposing
concerning the Electronic Commurications Privacy Act of 1986 (ECPA).

) 9.0,0.9.0.9.9.9.0.9.:0.0.9.0.9.09.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,9.0.¢.9.:0.0.9.9.9.9.9.9.0.9.9.09.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(5)
0(b)(2) a(b)(7)(B) 9(j)(2)
a(b)(3) a(b)(7)(C) B(k)(1)

a(b)(7)(D) o(k)(2)

&(b)(7)(E) B(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) o(k)(5)
=(b)(5) (b)(9) o(k)(6)
O(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 293: Page 1 of a 2 page draft presentation dated July 21, 2010, titled, "Going Dark." Draft

presentation defines 'Going Dark' and shows examples of how the FBI's ELSUR capabilities need
enhancement.

) 9.9.9.0.9.9.¢.9,0.0.6.9.0.9.0.0.9.0
X Deleted Page(s) X
X No'Duplication Fee X
X for this page X
$9,:9.9.0.9.:0.0.0.0.0.0.9.9.0.9.9.9.0.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

B(b)(1)
B(b)(2)
B(b)(3)

Section 552

o(b)(4)
=(b)(5)
®(b)(6)

a(b)(7)(A)
(b)(7)(B)
B(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(®)

Section 552a

o(d)(S)
0(j)(2)
a(k)(1) °
B(k)(2)
a(k)(3)
B(k)(4)
B(k)(5)
o(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 294: Page 2 of a 2 draft page presentation dated July 21, 2010, titled, "Going Dark." Draft
presentation defines 'Going Dark' and shows examples of how the FBI's ELSUR capabilities heed

enhancement.

P O.0.0.0.0.9.0.9.00.6.9.0$.9.00.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
0 9.9.9.0.0.9.0.0,0.0.0.00.9.9.0.9.0
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with ho segregable

material available for release to you.

a(b)(1)
B(b)(2)
o(b)(3)

Section 552.

o(b)(4)
=(b)(5)
&(b)(6)

a(b)(7)(A)
a(b)(7)(B)
&(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 295: 1 page draft presentation dated August 10, 2010, titled, "Going Dark." Draft

presentation defines 'Going Dark' and why it has become a problem.

PO 0.0.0.0.90.0.9.0.:09.0.09.0.00.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.0.0.00.0.0.9.9.0.0.0.0.0.0.0604
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OPCA-20 (12-3-96)

} FEDERAL BUREAU OF INVESTIGATION
‘ FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. :

Section 552 Section 552a

B(b)(1) a(b)(7)(A) 2(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
B(b)(3) B(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

"(b)(7)(E) a(k)(3)

o(b)(7)(F) o(k)(4)
B(b)(4) o(b)(8) a(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) ak)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised.as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 296-297: 2 page draft presentation dated May 2009, titled, "Going Dark." Draft

presentation defines 'Going Dark' and shows specific problems the FBI and the rest of law enforcement
are facing.

PO 00000 0.00.00.99.0.09.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 09.0.0.9.09.0.0.6.0.9.00,00.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

). S Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) ' a(b)(7)(A) 0(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)

’(b)(7)(E) a(k)(3)

: a(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) a(k)(5)
B(b)(5) a(b)(9) a(k)(6)
a(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 298-301: 4 page draft presentation dated September 2009, titled, "Going Dark." Draft
presentation defines 'Going Dark,' and shows specific problems the FBI and the rest of law enforcement
are facing, and proposals on how to resolve the problems.

D00.0.9.9.0.0.0.00.0.00.000.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 00.9.0.0.4.0.09.9.00.9.0.0.0.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 8(1)(2)
B(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

: a(b)(7)(F) a(k)(4)

B(b)(4) a(b)(8) o(k)(5)
=(b)(5) : a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to-you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 302-303: Pages 1-2 of a 3 page internal briefing prepared March 12, 2007, by the FBI's

Directors Research Group, titled, "Communications Assistance for Law Enforcement Act (CALEA). The
briefing reviews the Federal Communication Council (FCC) orders of August 9, 2004, September 23,
2005, and May 12, 2006, which resolved some limitations of CALEA. The briefing also discusses
possible proposals to amend CALEA through the legislative process to enhance ELSUR capabilities.

PG 0.0.0.00.9.0.0.9.0.0.0.00004
X  Deleted Page(s) X
X No Duplication Fee X
X . for this page X
PO 0.00.9.0.6.90.0.9.0.9.0.00 9,04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
®(b)(2) a(b)(7)(B) o()(2)
a(b)(3) =(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=B(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
O(b)(4) o(b)(8) 2(k)(5)
=(b)(5) o(b)(9) o(k)(6)
®(b)(6) a(k)(7)

DO Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you:

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has-not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 304: Page 3 of a 3 page internal briefing prepared March 12, 2007, by the FBI's Directors Research
Group, titled, "Communications Assistance for Law Enforcement Act (CALEA). The briefing reviews the Federal
Communication Council (FCC) orders of August 9, 2004, September 23, 2005, and May 12, 2006 which resolved
some limitations of CALEA. The briefing also discusses possible proposals to amend CALEA through the
legislative process to enhance ELSUR capabilities. See Bates pages 302-303 for briefing pages 1-2.

§0.0.9.9.0.9.0.0.9.0.4.0.90.0.¢004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.0.0.0.0.9.09.9.9.6.9.0.0.0.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 562a

a(b)(1) a(b)(7)(A) o(d)(5)

0(b)(2) a(b)(7)(B) a()(2)

-0(b)(3) a(b)7)(C) ak)(1)
a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) a(k)(5)

=2(b)(5) a(b)(9) a(k)(6)

O(b)(6) ' a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These doecuments were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). : ‘

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 305-306: 2 page undated internal briefing concerning CALEA limitations. CALEA does not

provide all the tools necessary for the FBI to execute its law enforcement mandate, and the briefing
discusses proposed changes to CALEA to resolve these issues.

D0.0.0.9.0.9.0.9.9.0.9.6.9,.0.9.0.9,.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D90 0.9.0.0.0.9.09.0.9.6.9.0094
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

| X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) : a(b)(7)(A) 0(d)(5)
0(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) =(b)(7)(C) a(k)(1)
: a(b)(7)(D) ‘ 0(k)(2)
a(b)(7)(E) 0(k)(3)

a(b)(7)(F) 0(k)(4)

o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) - a(k)(7)

O Information pertained only to a third party with no reference to the subject of youi' request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consulitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding.this page:

EFF/Lynch 308: Internal congressional contact briefing summary, prepared by the FBI OCA,

which summarizes a July 28, 2006 meeting with a Senate Judiciary staff member where the need
to update CALEA was discussed.

D0 0.00.9.0.9.9.0.9.9.0.0.90.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D.0.9.0.9.9.0,0.0.0.0.0.0,¢.9.0.0.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) O(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) : a(k)(2)

&(b)(7)(E) o(k)(3)

O(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) O(k)(5)
B(b)(5) O(b)(9) o(k)(6)
o(b)(6) : o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that.agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. e

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

. EFF/Lynch 310-312: Pages 2-4 of a 4 page internal e-mail dated September 28, 2010. See Bates page
309 for e-mail page 1. The e-mail discusses CALEA limitations, and possible changes needed to
CALEA that will enhance ELSUR capabilities.

DO0.9.9.0.0.0.9.0.9.¢.9.0.0.0.09.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PG $.0.0.9.0.0.0.0.¢¢.00.0.0.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

14 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

. Section 552 Section 552a
o(b)(1) o(b)(7)(A) O(d)(5)
a(b)(2) o(b)(7)(B) o(j)(2)
a(b)(3) o(b)(7)(C) o(k)(1)
' g(b)(7)(D) o(k)(2)
o(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) a(k)(5)
a(b)(5) - O(b)(9) a(k)(6)
a(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

X Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (aré) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 314-327: These pages are referred to on Bates page 313 as congressional testimony
approved by DOJ in April 2010, titled, "Going Dark: Final Report to Congress." This 14 page
report was prepared by the DOJ, and the FBI referred this report to the DOJ on May 31, 2011, for
review and direct response to the plaintiff.

) 9.0.9.9.0.0.0.0.0.0.0.9.9.9.9.0.0.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
$$.9.:9.0.0.9.0.9.0.6.9.$.9.6,0.09,04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable ——
material available for release to you.

Section 552 . Section.552a

o(b)(1) o(b)(7)(A) o(d)(5)

o(b)(2) o(b)(7)(B) o()(2)

O(b)(3) ®(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
&(b)(7)(E) o(k)(3)
a(b)(7)(F) o(k)(4)

O(b)(4) o(b)(8) o(k)(5)

®(b)(5) o(b)(9) o(k)(6)

®(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request .
or the subject of your request is listed.in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FB! as to the releasability of this information foIIowmg our consultatlon with the
other agency(ies).

Page(s) withheld inasmuch as-a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) waslwere not considered, for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 328: 1 page e-mail dated September 21, 2010, that describes a 3 page attachment withheld in

full at Bates pages 329-331. The attachment is a copy from an internal 'portal' that presents definitions
on topic's such as "Going Dark," and the "Degradation of Domestic Electronic Surveillance

Capability."

).0.0.0.9.9.9.0.0.0.0.0.9.09.06.¢04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.0.0.0.0.9.0.9.0.9.99.09.¢04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

. Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

" Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(s)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) g(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

”(b)(7)(E) : o(k)(3)

: a(b)(7)(F) o(k)(4)

O(b)(4) O(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
O(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished-by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 329-331: 3 page attachment referred to on Bates page 328. The attachment is a
copy from an internal 'portal' that presents definitions on topic's such as "Going Dark," and the
"Degradation of Domestic Electronic Surveillance Capability."

) 9,9.9.9.0.0.0.0.0.0.0.0.6.009,6,04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.0.0.0.:0.0.6.9.9.0.9.990,0.04
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i OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
O(b)(4) a(b)(8) a(k)(s)
a(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ’

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 333-334: These pages are duplicates of Bates pages 290-291.

) 9.0.0,:0.0.9.0.0.0.9.9.9.0.9.09.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0,0.0.0.9.0.0.9.0.0.9.90.6.0.00.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

_X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section 552a

B(b)(1) a(b)(7)(A) 5(d)(S)
B(b)(2) B(b)(7)(B) a()(2)
o(b)(3) =(b)(7)(C) a(k)(1)

a(b)(7)(B) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) B(k)(5)
®(b)(5) a(b)(9) a(k)(6)
=(b)(6) - B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasablllty of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

8 The following number(s) are to be used for reference regarding these pages: |

EFF/Lynch 335-338: 4 page internal e-mail chain dated between January 14 - 21, 2009, which
discusses the production of a revised Operational Technology Division (OTD) statement of
opposition to certain provisions of the COPS Improvement Act-S167.

D 9.0.0.0.9.9.0.9.0.0.0.0.9.9.09.09.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO.0.0.0.0.0.0.9.0.0.0.0.6.9.¢9.604
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

M Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
o(b)(2) o(b)(7)B) - o()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

O(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(@) o(k)(6)
o(b)(6) o(k)(7)

a Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title-only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

* Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s)-withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 339-340: 2 page attachment referred to on Bates page 335 titled, "COPS
Improvement Act-S167-Comments-200901201700.doc.”

D0.0.9.9.9.9.0.0.0.0.00.4.0.00.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0,0.0.0.0.0.0.0.0.0.0.9.0.06.994
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OPCA-20 (12-3-96) . . , o

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o))y
a(b)(3) ®(b)(7)(C) ock)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
=(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be -
advised by the FBI as to the releasability of this information following our consultation with the
_ other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 341: 1 page internal e-mail dated March 16, 2010, that announces an upcoming hearing on

the DOJ/Inte] programs and budget.

D 9.0.0.0.0.0.0.0.0.0.0.0.00.09.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D90 0.0.0.9.0.09.9.0.0.00.00.004
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~ From: : I [DO) (FBI)
Sent: 10 5:54-PM
To: | i(oec:) FBi [ poyocay] [ose)

{FBN

Ce: | finYaWa=1=11} :
Subject: | 5
Importance; High biC
Attachments:

UNCLASSIFIED
NON-RECORD

| have a hard deadline of tomorrow COB - which for the people this goes back fo, is 5pm.

Would appreciate your thoughts, if you have a moment to share them.

UNCLASSIFIED

EFF/Lynch-342
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) B(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) B()(2)
a(b)(3). a(b)(7)(C) B(k)(1)

B(b)(7)(D) B(k)(2)

a(b)(7)(E) B(k)(3)

B(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
B(b)(5) a(b)(9) a(k)(6)
o(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 343-344: These pages are duplicates of Bates pages 296-297, and are also the
attachment titled, "OTD-Going Dark Doc 52909.doc," referred to on Bates page 342.

D O.9.9.0.0.9.0.$.0.0,0.9.0.¢.9.9.0.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
KXXKXXKXKXKXKXKKKXXKXXXK
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From:
Sent;
To:
BI);|
Subject: b5
b6
b7cC

UNCLASSIFIED
NON-RECORD

Marcus - have you looked at this since Friday's meeting?

From: | l(oo) (FBY)
Sent; uesda n 010 5:59 PM
To: |'_L—MIMLJI<OGC) e ool oso an
Ce: (DN} (EARTY
Subject: | |

Importance: High

UNCLASSIFIED

NON-RECORD

I have a hard deadline of tomorrow COB - which for the people this goes back to, is pm.

Would appreciats your thoughts, If you have a moment to share them.

s

<< File:

UNGCLASSIFIED

UNCLASSIFIED

EFF/Lynch-345

rl
R
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From:
Sent:
To:

Ce:
Subject:

UNCLASSIFIED

NON-RECORD

! l DO) (FBY)
‘ 6:56 PM

(SF) (FBI)

[{DO) (FBIY;

(DO) (FBI) b7C

‘ l'(t:.l

Fwill do my very best to get it back to you by COB Wed. 'm on the Hill much of the day, but will work a_s_fasi.as.l.nan‘ .

But Hll see what | can gst you all,

-

From: 1

{DO) (FBI)

Sent: T 6, 2010 2:51 PM
To: DO) (FBI)
Subject: .
Importance:

UNCLASSIFIED

NON-RECORD

Hello again,

Lould you update and send it back our way by COB

TOTOTTOW {YVEUTESUAY, Jantary 2/th)7

<< File:

>

Lo

assional Affairs

L@TM%TWSELGHHS’(

UNCLASSIFIED 7

UNCLASSIFIED

EFF/Lynch-346

+ o e m
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OPCA-20 (12-3-96) .

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) B(b)(7)(A) a(d)(5)
o(b)(2) o(b)(7)(B) B()(2)
B(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)
a(b)(7)(E) B(k)(3)
a(b)(7)(F) o(k)(4)
a(b)(4) B(b)(8) a(k)(d)
&(b)(5) a(b)(9) a(k)(6)
o(b)(6) . a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) waslwere not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 347, 349, and 358-359: Pages 1, 3, and 12-13 of a 14 page partly classified transcript dated
April 22, 2010, titled, "Testimony of Robert Mueller, Director, Federal Bureau of Investigation, Before
the Senate Committee on Intelligence." See Bates pages 348, 350-357, and 360 for transcript pages

2, 4-11, and 14. Mueller's testimony was concerning the Fiscal Year 2011 National Intelligence Program
budget request and the FBI's efforts to enhance intelligence capabilities.

) 9,9.9.9.0.9,:0.9.9.9.9.9.0,0.0.0.0.04
X Deleted Page(s) X
~ X NoDuplication Fee X
X for this page X
P9 0.0.0.0.0.0.0.0.9.9.9.0.9.00.00.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

9 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o(j)(2)
o(b)(3) : B(b)(7)(C) ak)(1)
a(b)(7)(D) o(k)(2)

&8(b)(7)(E) o(k)(3)

: a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) d(k)(6)
o(b)(6) a(k)(7)

O Information pertained only fo a third party with no reference fo the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred. to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information foIIowmg our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determlnatlon has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 348, and 350-357: Pages 2, and 4-11 of a 14 page partly classified transcript dated April 22, 2010, titled,
"Testimony of Robert Mueller, Director, Federal Bureau of Investigation, Before the Senate Committee on Intelligence."
Mueller's testimony was concerning the Fiscal Year 2011 National Intelligence Program budget request and the FBI's efforts to
enhance intelligence capabilities. See Bates pages 347, 349, and 358-360 for transcript pages 1, 3, and 12-14. A portion of these

- 9 pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009.

D 9.0.9.0.0.9.0.9.0.0.0.0.0.9.0.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 000.0.0.:0.0.9.0.0,.0.0.9.90.69.04
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~ OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
B(b)(2)
B(b)(3)

Section 552

O(b)(4)
®=(b)(5)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

o(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
o(k)(6)
a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain.information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 360: Page 14 of a 14 page partly classified transcript dated April 22, 2010, titled,
"Testimony of Robert Mueller, Director, Federal Bureau of Investigation, Before the Senate Committee
on Intelligence." Mueller's testimony was concerning the Fiscal Year 2011 National Intelligence
Program budget request and the FBI's efforts to enhance intelligence capabilities. See Bates pages 347-
359 for transcript pages 1-13.

POV 00 00.0.0.00.0.09.0004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
POV 0.0.0.9.0.0.0.0.9.9.0.00.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions |nd|cated below with no segregable
material available for release to you.

Section 552 Section 552a

. ad)(1) a(b)(7)(A) a(d)(5)
O(b)(2) a(b)(7)(B) . 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

a(b)(4) 0(b)(8) a(k)(5)
a(b)(5) a(b)(9) a(k)(6)
a(b)(6) ' a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 361-362: These pages are duplicates of Bates pages 296-297.

P 9.9.9.0.0.9.0.0.0.9.9.9.0.9.0.0.9.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
h.0.9.0.0.0.0.0.0.0.0.0.0.0.06.9.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

o(b)(1)
0(b)(2)
o(b)(3)

B(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)

a(k)(1)
o(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

X Document(s) originated with another Government agency. These documents were

referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 363-366: This 4 page report was prepared by the DOJ December 8, 2009, and the FBI
referred this report to the DOJ on May 31, 2011, for review and direct response to the plaintiff.

i
o(b)(a)
i

) 9.0.0.9.0.0.0.0.9.9.¢.9.9.9.¢.9.0 0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.0.0.0.0.0.00.0,0.9.0.600.04
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FEDERAL BUREAU OF INVESTIGATION [) - ? j
FOIPA %«:ﬂ

DELETED PAGE INFORMATION SHEET !! Q‘ g . 0 C;D
Serial Deséripﬁion ~ Unrecorded Serial " ﬁL&ATlavx¢4

Total Deleted Page(s) ~ 421 Bita PZ*&Q

Page 2 bs 361
Page 3 ~ b5 363
Page 4 ~ b5 369
Page 5 ~ b5 e
Page 6 ~ D5 ol
Page 7 ~ b5, b7E 312
Page 8 ~ b5 213
Page 9 ~ b5 >
215
Page 10 ~ D5 276
Page 11 ~ D5 e
Page 12 ~ D5 1@
Page 13 ~ bs , .3-7q
Page 14 ~ D5
Page 16 ~ b5
Page 17 ~ b5 3Qh
Page 18 ~ D5 302
Page 19 ~ D5 } 383
Page 20 ~ b5, b7E 324
Page 21 ~ b5, b7E 385
Page 22 ~ b5 3P0
Page 23 ~ b5 , 31
Page 24 ~ b5, b7E 368
Page 25 ~ b5 229
Page 26 ~ D5 290,
Page 27 ~ b5 391
Page 28 ~ b5 ;;;
Page 30 ~ b5
Page 31 ~ bS5 g:;
Page 32 ~ D5 246
Page 33 ~ b5
Page 34 ~ b5, b7E gi;
Page 35 ~ b5, Db7E
Page 36 ~ b5 9
Page 37 ~ b5 Hoo
Page 38 ~ Db5, Db7E “o]
Page 39 ~ D5 Ho2
Page 40 ~ b5 L3
Page 41 ~ b5 Loy
Page 42 ~ b5 Ho5
Page 44 ~ b5 Heo
Page 45 ~ D5 no67
Page 46 ~ b5 Lo%
Page 47 ~ b5 Hoq
Page 48 ~ b5, b7E lio

XXXXXXXXXXX XXX KX XXXXKXXXX
X Deleted Page(s) X
§ No Dupllcatlon Fee §

X

for this Pa
XXXXXXXXXXXXXXXX XXXXXXX
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Potzo P_.o-é_e

Page 49 ~ b5, b7E Hid
Page 50 ~ b5 i
Page 51 ~ b5 Hi3
Page 52 ~ b5, bTE A
Page 53 ~ b5 HiS
Page 54 ~ b5 ALl
Page 55 ~ b5 HiT
Page 56 ~ b5, bTE N8
Page 58 ~ b5 Hiq
Page 59 ~ b5 420
Page 61 ~ b5 bzl
Page 62 ~ b5 hat
Page 63 ~ b5, bTE Ha>
Page 64 ~ b5 HaY
Page 65 ~ b5 Py
Page 66 ~ b5, b7E Hab
Page 67 ~ b5 o
Page 68 ~ b5 L8
Page 70 ~ b5 H29g
Page 71 ~ b5 2o
Page 72 ~ b5, b7E 43]
Page 73 ~ b5, b7E Hzd
Page 74 ~ b5, b7E Lz
Page 75 ~ b5, b7E H2H
Page 76 ~ b5 L3s
Page 77 ~ b5, b7E L4726
Page 78 ~ b5 437
Page 79 ~ b5, bTE 42
Page 80 ~ b5, b7E LA
Page 81 ~ b5, b7E Lo
Page 82 ~ b5 4u3)
Page 83 ~ b5, b7E HH2
Page 84 ~ b5 L3
Page 85 ~ b5 HuY
Page 86 ~ b5 LS
Page 87 ~ b5, bTE Hub
Page 88 ~ b5 L)
 Page 89 ~ b5 R 41
Page 91- ~ b5 g
Page 92 ~ b5 Lbso
Page 93 ~ D5 XL
Page 94 ~ b5 L4352
Page 95 ~ b5, b7E 453
Page 96 ~ b5 RS

) 9.:9.9.9.0.9.90.9.0.0:0.9.9.0.9.9:90.9.0.0.6.0.0.4
X Deleted Page(s X
X No Duplication Fee §

X

X for this Page
) 9.9.9.9.90.9.9.9.9.9.9.9.9.9.0.9.90.9.9.9.9.9.9.4
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Page 97 ~ b5, b7E 4ss
~ Page 98 ~ b5 HS6
~ Page 99 ~ b5 Rs57

Page 100 ~ b5, b7E 455

Page 102 ~ b5 4S9

Page 103 ~ b5 180

Page 104 ~ Dbb Lol

Page 105 ~ b5 Heo

Page 106 ~ b5, b7E  H&>

Page 107 ~ b5 alal

Page 108 ~ b5, b7E Legs

Page 109 ~ b5 Leo

Page 110 ~ b5 Hg)

Page 111 ~ b5, b7E Lieg

Page 113 ~ b5 4eg

Page 114 ~ b5 : L4

Page 115 ~ b5 4

Page 116 ~ b5 1

Page 117 ~ b5, b7E | 4713

Page 118 ~ Db5 HH

Page 119 ~ b5, b7E =15

Page 120 ~ b5 H76

Page 121 ~ b5 SR

Page 122 ~° b5, b7E =18

Page 124 ~ D5 =79

Page 125 ~ D5 HGo
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P0.0.0.0.0.0.0.0.0.9.0.0.0.00.094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.9.6.0.0.:0.0.09.9.9.9.9.0,0.0.0¢4




Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Page55 of 247

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exembtions indicated below with no segregable
material available for release to you.

Section 552 Section 5562a
o(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
=(b)(7)(E) o(k)(3)
a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
&(b)(5) a(b)(9) a(k)(6)
o(b)(6) ‘ o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title-only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 397-398, and 401: Pages 5-6, and 9 of a 13 page December 16, 2009, draft Going Dark
presentation titled, "Government's Need to Preserve Lawful Intercept Capabilities." See Bates pages
393-396, 399-400, and 402-405 for presentation pages 1-4, 7-8, and 10-13.

P O0.9.0.0.0.0.0.00.9.0¢0.00.6.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
POV 0.0.0.0.0.0.0.09.90.9.004




Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Page56 of 247

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

9 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release fo you.

o(b)(1) o(b)(7)(A) 0(d)(5)
0(b)(2) o(b)(7)(B) o()(2)
o(b)(3) o(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)
a(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
a(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fifle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) ‘contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ‘

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

8 The following number(s) are fo be used for reference regarding these pages:

EFF/Lynch 406-409, 412-413, and 415-417: Pages 1-4, 7-8, and 10-12 of a 13 page December 16, 2009,
draft Going Dark presentation titled, "Government's Need to Preserve Lawful Intercept Capabilities."
See Bates pages 410-411, 414, and 418 for presentation pages 5-6, 9, and 13.

DI 0.9.9.9.0.9.9.0.9.¢0.9.99.9.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PI0.0.9.9.0.0.0.9.09.09.99 0,004




Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Page57 of 247

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) 0(d)(5)
B(b)(2) a(b)(7)(B) 9(j)(2)
B(b)(3) a(b)(7)(C) Ba(k)(1)

a(b)(7)(D) a(k)(2)

8(b)(7)(E) B(k)(3)
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o(b)(4) 0(b)(8) B(k)(5)
&(b)(5) a(b)(9) B(k)(6)
B(b)(6) : a(k)(7)

O Information pertained only to a third party with no reference to the subject of your-request
or the subject of your requiest is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 410-411, 414, and 418: Pages 5-6, 9, and 13 of a 13 page December 16, 2009, draft Going
Dark presentation titled, "Government's Need to Preserve Lawful Intercept Capabilities." See Bates
pages 406-409, 412-413, and 415-417 for presentation pages 1-4, 7-8, and 10-12.
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8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 652a

o(b)(1) B(b)(7)(A) o(d)(5)
0(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) B(b)(7)(C) o(k)(1)
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a(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) B(k)(5)
®(b)(5) o(b)(9) a(k)(6)
a(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 419-422, 424-425, and 427-428: Pages 1-2, 4-5, 7-8, and 10-11 of a 11 page December 16,
2009, draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." Page 3 of presentation determined to be outside the scope of plaintiff's FOIA request. See
Bates pages 423, and 426 for presentation pages 6, and 9.
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) -0(d)(5)
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o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 423, and 426: Page 6, and 9 of a 11 page December 16, 2009, draft Going Dark presentation
titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." Page 3 of presentation
determined to be outside the scope of plaintiff's FOIA request. See Bates pages 419-422, 424-425, and
427-428 for presentation pages 1-2, 4-5, 7-8, and 10-11.
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10 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) 0(d)(S)
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B(b)(7)(D) O(k)(2)
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=(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

O. Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred-to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the’
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (aré) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 429-430, 435, 437, 441, 443-445, and 447-448: Pages 1-2, 7, 9, 13, 15-17, and 19-20 of a 20
page December 14, 2009, draft discussion paper titled, "Going Dark: Problems and Proposals." This
discussion paper outlines the fact that the FBI is "Going Dark" due to Lawful Intercept capability gaps,
and outlines proposals to correct these problems. See Bates pages 431-434, 436, 438-440, 442, and 446
for presentation pages 3-6, 8, 10-12, 14, and 18.
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) ab)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) a())
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(3)
=(b)(5) a(b)(®) a(k)(6)
o(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 431-434, 436, 438-440, 442, and 446: Pages 3-6, 8, 10-12, 14, and 18 of a 20 page

December 14, 2009, draft discussion paper titled, "Going Dark: Problems and Proposals." This
discussion paper outlines the fact that the FBI is "Going Dark," due to Lawful Intercept capability gaps,
and outlines proposals to correct these problems. See Bates pages 429-430, 435, 437, 441, 443-445, and
- 447-448 for presentation pages 1-2, 7,9, 13, 15-17, and 19-20.
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7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) B(b)(7)(A) B(d)(5)
a(b)(2) B(b)(7)(B) 2(j)(2)
o(b)(3) : o(b)(7)(C) ak)(1)
a(b)(7)(D) o(k)(2)
a(b)(7)(E) a(k)(3) .
a(b)(7)(F) B(k)(4)
a(b)(4) a(b)(8) o(k)(5)
B(b)(5) o(b)(S) a(k)(6)
a(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you. :

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reasdn(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 449-452, 454, and 456-457: Pages 1-4, 6, and 8-9 of a 10 page January 2010 (mislabeled
2009) draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 453, 455, and 458 for presentation pages 5, 7, and 10.
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3  Pag(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) a(i)(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)
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a(b)(7)(F) (k)(4)
o(b)(4) o(b)(8) a(k)(S)
=(b)(5) a(b)(®) o(k)(6)
o(b)(6) Ba(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 453, 455, and 458: Pages 5, 7, and 10 of a 10 page January 2010 (mislabeled 2009) draft
Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potentjal Solutions."
See Bates pages 449-452, 454, and 456-457 for presentation pages 1-4, 6, and 8-9.
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7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(5)
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' a(b)(7)(D) a(k)(2)
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o(b)(4) o(b)®) - a(k)(5)
B(b)(5) O(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 459-462, 464, and 466-467: Pages 1-4, 6, and 8-9 of a 10 page December 2009, draft Going
Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See
Bates pages 463, 465, and 468 for presentation pages 5, 7, and 10.
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. ’

Section 552 Section 552a
a(b)(1) : a(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
o(b)(3) : a(b)(7)(C) B(k)(1)
: a(b)(7)(D) o(k)(2)
&(b)(7)(E) : o(k)(3)
. O(b)(7)(F) o(k)(4)
o(b)(4) O(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you. -

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for releaseas it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 463, 465, and 468: Pages 5, 7, and 10 of a 10 page December 2009, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See Bates
pages 459-462, 464, and 466-467 for presentation pages 1-4, 6, and 8-9.
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7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) B(d)(8)
o(b)(2) a(b)(7)(B) 8(j)(2)
o(b)(3) a(b)(7)(C) o(k)(1)
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a(b)(7)(E) 0(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) 0(b)(8) a(k)(5)
=(b)(5) a(b)(9) B(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contdin information furnisﬁed by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 469-472. 474, and 476-477: Pages 1-4, 6, and 8-9 of a 10 page January 2010
(mislabeled 2009), draft Going Dark presentation titled, "Preservation of Lawful Intercepts:
Challenges and Potential Solutions." See Bates pages 473, 475, and 478 for presentation pages
5,7, and 10.
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion. ’

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(s)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
a(b)(7)E) a(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
o(b)(6) ak)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Goverhment agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 473. 475, and 478: Pages 5, 7, and 10 of a 10 page January 2010 (mislabeled 2009),
draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 469-472, 474, and 476-477 for presentation pages 1-4, 6, and 8-9.
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6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
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O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFXF/Lynch 479-482 and 485-486: Pages 1-4, and 8-9 of a 10 page January 2010, draft Going

Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
Presentation page 6 was determined to be outside the scope of the plaintiff's FOIA request. See
Bates pages 483-484, and 487 for presentation pages 5, 7, and 10.

PG 0.0.0.0.0.00.9.900.6.0.09.¢4
X  Deleted Page(s) X
X No Duplication Fee X
X for this pagé X
) 9,9.4.0.0.9.0.0,.0.0.6,0.0.9,0.96,0
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FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 5(1)(2)
O(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) B(k)(2)

=(b)(7)(E) (k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) o(k)(6)
a(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
orthe subject of your request is listed in the title only.

o Document(s) originated with another Government agency(|es) These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). - You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

' Page(s) was/were not considered for release as it (is) /they (are) (a) dupllcate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 483-484 and 487: Pages 5, 7, and 10 of a 10 page January 2010 draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
Presentation page 6 was determined to be outside the scope of the plaintiff's FOIA request. See
Bates pages 479-482, and 485-486 for presentation pages 1-4, and 8-9.

D0.0.0.0.9.0.0.9.0.00.090.0.¢ 0,004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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10 Page(s) Vwithheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(®)
o(b)(2) a(b)(7)(B) a()(2)
a(b)(3) o(b)(7)(C) ak)(1)
a(b)(7)(D) a(k)(2)
o(b)(7)(E) a(k)(3)
a(b)(7)(F) a(k)(4).
a(b)(4) a(b)(8) ak)(5)
=(b)(5) a(b)(9) a(k)(6)
a(b)(6) : ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were -
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s): .

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 488-491, 493, 495-496, 498-499, and 501: Pages 1-4, 6, 8-9, 11-12, and 14 of a 14
page December 2009, draft Going Dark presentation titled, "Preservation of Lawful Intercepts:
Challenges and Potential Solutions." See Bates pages 492, 494, 497, and 500 for presentation
pages 5, 7, 10, and 13.

) 9.0.9.:9.9.90.0.9.9.9.0.9.9.9.96.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(s)
B(b)(2) a(b)(7)(B) a(;)(2)
o(b)(3) a(b)(7)(C) B(k)(1)
8(b)(7)(D) B(k)(2)

8(b)(7)(E) B(k)(3)

a(b)(7)(F) a(k)(4)

. 0(b)(4) a(b)(8) B(k)(5)
&(b)(5) a(b)9) B(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reféerence to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). :

Page(s) withheld inasmuch as a final release determination has not been made. You will bé '
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 492, 494, 497, and 500: Pages 5, 7, 10, and 13 of a 14 page December 2009, draft
Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 488-491, 493, 495-496, 498-499, and 501 for presentation pages 1-
4,6, 8-9, 11-12, and 14.

P00 0.0.90.0.00.0.000.0.00.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 000.0.0.9.:0.0.0.0.09.0.0.000.4
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10 Page(s) withheld entirely at this location in thé file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) o()(2)

- o(b)(3) a(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

o(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)

o(b)(4) a(b)(8) o(k)(5)
B(b)(5) ab)9) - o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies).' You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. .

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 502-505, 507, 509-510, 512-513, and 515: Pages 1-4, 6, 8-9, 11-12, and 14 of a 14
page December 2009, draft Going Dark presentation titled, "Preservation of Lawful Intercepts:
Challenges and Potential Solutions." See Bates pages 506, 508, 511, and 514 for presentation
pages 5,7, 10, and 13.

PO 0.0.9.0.0.0.0.0.0.0.0.0.909.09.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
POV 0.00.0.0.0.9.9.0.9.909.9.04
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
o(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) o(b)(7)(C) - o(k)(1)

B(b)(7)(D) o(k)(2)

B(b)(7)(E) B(k)(3)

D(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) B(b)(9) - 0O(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this mformatlon following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 506, 508, 511, and 514: Pages 5, 7, 10, and 13 of a 14 page December 2009 draft
Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 502- 505 507, 509-510, 512-513, and 515 for presentation pages 1-
4,6, 8-9, 11-12, and 14.

P00 0.0.00.0.0.0.9.9.9.0.0.00.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D.0.0.0.0.99.0.00.9.0.0.9.0.0.0.9.4
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10 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 ~ Section 552a

a(b)(1) a(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) a()()
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) B(k)(3)

a(b)(7)(F) ' a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(®) a(k)(6)
o(b)(6) a(k)(7)

O Information pertained bnly to a third party with no reference to the subject of your requést
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 516-519, 521, 523-524, 526-527, and 529: Pages 1-4, 6, 8-9, 11-12, and 14 of a 14
page December 2009, draft Going Dark presentation titled, "Preservation of Lawful Intercepts:
Challenges and Potential Solutions." See Bates pages 520, 522, 525, and 528 for presentation
pages 5,7, 10, and 13.

DIV 000 000.0909990.9.09.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable”
material available for release to you.

a(b)(1) a(b)(7)(A) a(d)(s)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
&(b)(7)(E) a(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
a(b)(6) ak)(7) .

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You wili be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these \pages:

EFF/Lynch 520, 522, 525, and 528: Pages 5, 7, 10, and 13 of a 14 page December 2009 draft
Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 516-519, 521, 523-524, 526-527, and 529 for presentation pages 1-
4,6,8-9,11-12, and 14.

$0.9.:0.0.9.0.0.9.0,:0.9.0,:0.0.0.9.0,04
X Deleted Page(s) X
. X No Duplication Fee X
X for this page X
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8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) ‘ o(d)(5) -

o(b)(2) o(b)(7)(B) o(j)(2)

O(b)(3) a(b)(7)(C) ak)(1)
a(b)(7)(D) a(k)(2)
a(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)

o(b)(4) B(b)(8) o(k)(5)

®(b)(5) a(b)(9) o(k)(6)

o(b)(6) ' ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasablllty of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 530-533, 536-537, 540, and 542: Pages 1-4, 8-9, 12 and 14 of a 14 page January 2010, draft
Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
Presentation page 6 was determined to be outside the scope of the plaintiff's FOIA request. See Bates
pages 534-535, 538-539, and 541 for presentation pages 5, 7, 10-11, and 13. ‘

PG 9.0.0.0.0.0.0.0.0.9.0.90.9.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 0000 0.0.00.000.0.00.004
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5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) ob)(7)XC) - a(k)(1)

o(b)(7)(D) - B(k)(2)

’(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
®(b)(5) B(b)(9) a(k)(6)
o(b)(6) B(k)(7)

o Information pertained only to a third party With no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 534-535, 538-539, and 541: Pages 5, 7, 10-11, and 13 of a 14 page January 2010,
draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." See Bates pages 530-533, 536-537, 540, and 542 for presentation pages 1-4, 8-9, 12,
and 14. Presentation page 6 was determined to be outside the scope of plaintiff's FOIA request.

POV O 000000 0900006044
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.9.0.0.0.0.0.0.9.0.9.0.9.09.00.4
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12 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) O(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) : a()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

O(b)(7)(D) o(k)(2)

O(b)(7)(E) - o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) : O(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (ari)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 543-546, 548-551, and 553-556: Pages 1-4, 6-9, and 11-14 of a 14 page May 7,
2010, draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and
Potential Solutions." See Bates pages 547, and 552 for presentation pages 5, and 10.

) 9.9.9.0.9.0.0.9.0.9.9.0.0.0.099.04
X  Deleted Page(s). X
X No Duplication Fee X
X for this page X
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
B(b)(3) a(b)(7)(C) ak)(1)
a(b)(7)(D) a(k)(2)

&(b)(7)(E) a(k)(3)

‘ 0(b)(7)(F) a(k)(4)

a(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(®) 0(k)(6)
(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 547 and 552: Pages 5, and 10 of a 14 page May 7, 2010, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See
Bates pages 543-546, 548-551, and 553-556 for presentation pages 1-4, 6-9, and 11-14.

$9.0.9.9.9,:0.6.9.0.0.0.9.0,0.0.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$.9,.0.9,0.9.4,0.9.9.9.:0.0.0,0.9,0.0.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) 0(d)(5)
O(b)(2) a(b)(7)(B) o()(2)
O(b)(3)- a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) _ o(b)(9) a(k)(6)
O(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 557-559, 561-562. and 564-566: Pages 1-3, 6-7, and 9-11 of a 11 page May 7,
2010, draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and
Potential Solutions." Presentation page 5 determined to be outside the scope of plaintiff's
request. See Bates page 560, and 563 for presentation pages 4, and 8.

)9,0.9.0.9..0.:0.0.9.0,.0.0.9.0,0.09.¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D O.0.9.0.0.0.0.0.0.9.0.0.0.900.0¢4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
' material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) ' o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) - o(k)(6)
o(b)(6) o(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another-Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 560 and 563: Pages 4, and 8 of a 11 page May 7, 2010, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See
Bates pages 557-559, 561-562, and 564-566 for presentation pages 1-3, 6-7, and 9-11.
Presentation page 5 determined to be outside the scope of plaintiff's request.

D9.0.0.0.9.9.0.0.0.0.0.0.0.9.0.9.094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.9.9.0.0.0.9.0.0.009.9.00.9.44
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10 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

O(b)(1) o(b)(7)(A) 2(d)(5)
o(b)(2) o(b)(7)(B) 2()2)
a(b)(3) o(b)(7)(C) a(k)(1)

O(b)(7)(D) a(k)(2)

o(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
O(b)(4) 0(b)(8) a(k)(5)
=(b)(5) a(b)(©) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 567-570, 572, 574-575,577-578, and 580: Pages 1-4, 6, 8-9, 11-12 and 14 of a 14
page April 2010, draft Going Dark presentation titled, "Preservation of Lawful Intercepts:
Challenges and Potential Solutions." See Bates pages 571, 573, 576, and 579 for presentation
pages 5, 7, 10, and 13.

D 0.0.0.0.0.0.9.9.0.0.0.0.09.96.004
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
)9.0.:0.0.0.0.0.0.0.0.0.0.00.9.960.4
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
=(b)(7)(E) a(k)(3)
. o(b)(7)(F) a(k)4)
O(b)(4) 0(b)(8) a(k)(5)
| ®(b)(5) o(b)(9) a(k)(6)
a(b)(8) “ a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability.of this information following our consultation with the
other agency(ies). - :

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 571, 573, 576, and 579: Pages 5, 7, 10, and 13 of a 14 page April 2010, draft Going
Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
See Bates pages 567-570, 572, 574-575, 577-578, and 580 for presentation pages 1-4, 6, 8-9, 11-
12, and 14.

D 0.0.0.9.0.0.0.0.0.0.¢.0.0.0.0.09.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,9.9.0.9,0.0.6.9.9.0.0.0.6.9.9 0,04
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6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable.
material available for release to you.

Section 552 Section 552a

| a(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) 8(j)(2)

2(b)(3) : B(b)(7)(C) ' o(k)(1)

B(b)(7)(D) a(k)(2)

=(b)(7)(E) B(k)(3)

a(b)(7)(F) (k)(4)

B(b)(4) 0(b)(8) B(k)(5)

®&(b)(5) o(b)(9) a(k)(6)

B(b)(6) B(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

\

|

\

|

|

| Page(s) contain information furnished by another Government agency(ies). You will be

| advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the-following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 581-586: Pages 1-6 of 13 pages of draft Going Dark presentation slides that are not
dated or part of a titled presentation. The slides detail challenges and potential solutions to help
preserve lawful intercept capabilities.

) 9,9.9,:0.9.9.0.9.:0.9.9.9.9.9.0.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D O0.0.9.0.4.9.0.900.00.0.9.094
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FOIA/PA DELETED PAGE INFORMATION SHEET

7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)

a(b)(7)(E) a(k)(3)

: a(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) o(k)(5)
B(b)(5) o(b)(©) a(k)(6)
a(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the-title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). :

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 587-593: Pages 7-13 of 13 pages of draft Going Dark presentation slides that are not
dated or part of a titled presentation. The slides detail challenges and potential solutions to help
preserve lawful intercept capabilities.

D O9.0.0.9.90.0.9000.9.90.00094
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.9.0.9.0.0.0.0.0.0.0.0.0.0.9.¢.0,0
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

g(b)(1) a(b)(7)(A) 5(d)(8)
a(b)(2) a(b)(7)(B) 0(1)(2)
o(b)(3) : o(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) a(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documenis were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 594-596, and 598: Pages 1-3, and 5 of a 9 page June 2010, "template" created for
potential future audiences. This Going Dark presentation is titled, "Closing the National Security
ELSUR Gap." See Bates pages 597, and'599-602 for template pages 4, and 6-9.

P 9,0.0.0.0.0.0.0.9.0.0.0.0.9.00.0.0
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D9.0.0.9.9.9.0.0.0.9.0.9.9.9.9.9.09.4
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Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

B(b)(1)
0(b)(2)
o(b)(3)

0(b)(4)
&(b)(5)
a(b)(6)

ab)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
o(b)(8)

a(b)(®)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
o(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

O Information pertainéd only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be ]
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

. Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. .

Page(s) was/were not considered for-release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 597 and 599-602: Pages 4, and 6-9 of a 9 page June 2010 "template" created for

potential future audiences. This Going Dark presentation is titled, "Closing the National Security
ELSUR Gap." See Bates pages 594-596, and 598 for template pages 1-3, and 5.

19,900,990 9.9.0.0.9.9.0.9.0.0,0 4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO G0.0.0,0,0,0.0.0.0.0,9,0,9,0,0,0.¢
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) o) (2)
o(b)(3) o(b)(7)(C) ) a(k)(1)

o(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with.no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s)

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 603: Undated draft definition statement defining "Going Dark," which outlines

changes to CALEA that are needed to close the ELSUR security gap.

D 9,0.0.0.0.9.0.9,00.6.9.0.9.0.06.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9,0.0.4.0.0.0.0.0.0.0.6.0.0.90.004
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. ’

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) a()2)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) o(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

|
|
. o Document(s) originated with another Government agency(ies). These documents were
A referred to that agency(ies) for review and direct response to you.
Page(s) contain information furnished by another Government agency(ies). You will be .
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. o
Page(s) was/were not considered for release as it (is)./they (are) (a) duplicate(s) of (an)other
released page(s).
Page(s) withheld for the following reason(s):
~ ® The following number(s) are to be used for reference regarding these pages: .
EFF/Lynch 604-605 and 612-613: Pages 1-2, and 9-10 of a 11 page May 2010, draft Going
Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
See Bates pages 606-611, and 614 for presentation pages 3-8, and 11.
D 9.0.9.0.6.0.0.0.0.0.0.9.06.0.0.904
X  Deleted Page(s) X
X No Duplication Fee X
- X for this page X
D90 0.0.0.0.0,.0.0.0.0.0.0.0.9.6.904
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7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) a(b)(7)(C) ak)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) O(b)(8) a(k)(5)
&(b)(5) a(b)(9) a(k)(6)
a(b)(6) : ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) Ithey (are) (a) dupllcate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 606- 611, and 614: Pages 3-8, and 11 of a 11 page May 2010, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potentjal Solutions." See
Bates pages 604-605, and 612-613 for presentation pages 1 -2, and 9-10.

XXXXXKXKKXXKKKKXKKK
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P9.0.9.:9.0.:0.0.0.0.0.0.0.0.9.0.0.9.9.4
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8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) a(d)(5)
0(b)(2) a(b)(7)(B) o()(2)
O(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) a(k)(5)
B(b)(5) a(b)(9) a(k)(6)
B(b)(6) ‘ a(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. '

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld.inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 615-619, 621, and 623-624: Pages 1-4, 7,9, and 11-12 of a 13 page January 2010,
draft Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." Presentation pages 5-6 were determined to be outside the scope of plaintiff's FOIA .
request. See Bates pages 620, 622, and 625 for presentation pages 8, 10, and 13.

) 9,9.0.9.9.9.0.9.¢.0.90.0,9.99.9.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.9.0.0.0.0.6.0.0.0.0.0.6.0.¢0.004



Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Page92 of 247

OPCA-20 (12-3-96)
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) ' a(b)(7)(A) a(d)(s)
B(b)(2) a(b)(7)(B) o()(2)
B(b)(3) a(b)(7)(C) a(k)(1)
, o(b)(7)(D) a(k)(2)

B(b)(7XE) a(k)(3)

a(b)(7)(F) o(k)(4)

O(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(9) o(k)(6)
o(b)(6) : a(k)(7)

O Information-pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by anéther Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 620, 622, and 625: Pages 8, 10, and 13 of a 13 page January 2010, draft Going
Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
Presentation pages 5-6 were determined to be outside the scope of plaintiff's FOIA request. See
Bates pages 615-619, 621, and 623-624 for presentation pages 1-4, 7, 9, and 11-12.

KXHXXXXXXXXXXKAKXKXX
X Deleted Page(s) X
X No Duplication Fee X
X for this'page X
) 9.0.0.0.0.0.0.0.9.0.:¢.0.0,0.0.0.9.04
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FOIA/PA DELETED PAGE INFORMATION SHEET

5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
a(b)(2) a(b)(7)(B) a()2)
a(b)(3)__ o(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

: a(b)(7)(F) a(k)(4)

o(b)(4) a(b)(8) a(k)(5)
=(b)(5) : a(b)(9) ' a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
*or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documenis were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are)' (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 626-630: Pages 1-2, and 4-6 of a 7 page January 2010, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions."
Presentation page 3 was determined to be outside the scope of plaintiff's FOIA request. See
Bates page 631 for presentation page 7.

D .0.90.0.090.0.0.00.9.6 6990664
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D O.9.0.6.0.0.0.9.000.0.¢6.0.9¢64
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

, o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 631: Page 7 of a 7 page January 2010 draft Going Dark presentation titled,
"Preservation of Lawful Intercepts: Challenges and Potential Solutions." Presentation page 3 was
determined to be outside the scope of plaintiff's FOIA request. See Bates pages 626-630 for
presentation pages 1-2, and 4-6.

) 9,:0.0.9.0.0.6.0.06.900.9.006.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$ 9.9.9.9.9.9.9.9.0.0.9.0.0.0.99 0.0
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6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(®)
o(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(©) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been.made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 632-636. and 638: Pages 1-5, and 7 of a 7 page January 2010, draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See
Bates page 637 for presentation page 6.

P00 0 000.9.0.0.0.0.0.0.00004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PI.0.0.0.0.90.9.0.9.9.9.990.9.¢ 6,904
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|
‘ ) 1 Page withheld entirely at this location in the file. One or more of the following statements,
i where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) a(k)(5)
&(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 637: Page 6 of a 7 page January 2010, draft Going Dark presentation titled,
"Preservation of Lawful Intercepts: Challenges and Potential Solutions." See Bates pages 632-
636, and 638 for presentation pages 1-5, and 7.

D O.00.9.00.0.0.6.0.0.00.9.00.004
X Deleted Page(s) X
X No Duplication Fee' X
X for this page X
)9.0,0.9.0,0.0.9.0.0.00.0.9.09.00.¢
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7 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release fo you.

Section 552

a(b)(1)
a(b)(2)
a(b)(3)

a(b)(4)
=(b)(5)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
o(b)(8)

o(b)(9)

Section 552a

0(d)(5)
a()(2)
o(k)(1)
a(k)(2)
0(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
a(k)(7)

a Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

a Document(s) criginated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later.date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 639-643. and 645-646: Pages 1-2, 4-6, and 8-9 of a 9 page January 2010, draft

Going Dark presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential
Solutions." Presentation page 3 determined to be outside the scope of plaintiff's FOIA request.

See Bates page 644 for presentation page 7.

D 0.0.0.0.0.9.0.0.0.0.0.0.9.9.00,094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D9.9.0.0.9.0.0.9.0.9.0,0.600.909.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

&(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
a(b)(6) a(k)(7)

O Information pertained only to a third party with no'reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

= The following number is to be used for reference regarding this page:

EFF/Lynch 644: Page 7 of a 9 page January 2010, draft Going Dark presentation titled,
"Preservation of Lawful Intercepts: Challenges and Potential Solutions." Presentation page 3
determined to be outside the scope of plaintiff's FOIA request. See Bates pages 639-643, and
645-646 for presentation pages 1-2, 4-6, and 8-9.

)0, 0.9.0.9.0.0.9.0.00.9.0.9.00.004
X Deleted Page(s) . X
X No Duplication Fee X
X for this page X
).9.0.9.0.9.0.9.0.0.:00.9.9.9,00.0,04
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
o(b)(2)
a(b)(3)

" Section 552

o(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
&(b)(7)(E)

a(b)(7)(F)

o(b)(8)
o(b)(9)

Section 552a

o(d)(5)
-a()2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

O Information pertained only to.a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

= The following number is o be used for reference regarding this page:

EFF/Lynch 647: Page 1 of a 2 page undated draft talking points document titled, "Going Dark." Draft
talking points document defines 'Going Dark,' and shows examples of how the FBI's ELSUR capabilities -
need enhancement. Bates page 649 refers to this talking points document as an attachment titled, "Going

Dark Tps.doc." See Bates page 648 for talking points page 2.

P 9,0.0.9.9.0.0.00.9.0.0.0.00.9.0.04

X Deleted Page(s) X

X No Duplication Fee X
X for this page X
) 0.9.0.0.9.0.0.9.0.0.0.0.0.90.06.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. \
Section §52 . _ Section 552a

a(b)(1) a(b)(7)(A) g(d)(5)
8(b)(2) o(b)(7)(B) 0()(2)
B(b)(3)_ a(b)(7)(C) a(k)(1)

®(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
O(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 648: Page 2 of a 2 page undated draft talking points document titled, "Going Dark." Draft

talking points document defines 'Going Dark,' and shows examples of how the FBI's ELSUR capabilities
need enhancement. Bates page 649 refers to this talking point document as an attachment titled, "Going
Dark Tps.doc." See Bates page 647 for talking points page 1.

D 0.0.0.0.0.0.9.9.0.0.0.9.0.9.6.9.0.94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXKXKXXKXKXKXXXXKX




Case3:10-

From: Kelly, Stephen

“Cv-04892-RS Document41-6 Filed03/01/12 Pagel01 of 247
Pagq,s »f 1
b6
ALL INFORMATION CONTAINED b7c

HEREIN IS UNCLASSIFIED
DATE 05-13-2011 BY 65179/DMH/BAU/STP/bls

Sent Tuesday, September 21, 2010 2:30 PM

(SMO)

Cc Kortan, Michael P.; Beers, Elizabe E.; DiClemente, Anthony P.;| |
[ ksMO); Caproni, Valerie B.. SMO)] [SMO)
|

Subject: NY Times Story

I_A—tj_;_zg_k.ments: Going Dark TPs.doc

(]

it appears that th
we've discussed,

Please advise promptly if you want to take this forward; alternatively, I'm happy to do it, but that's really your call.
- We will need to get this set up by Friday, in case the story runs over the weekend. The TPs are attached.

Thanks.
- Stephen

Stephen D. Kelly
Assistant Director

Office of Congressional Affairs

%of Investigation

EFF/Lynch-649

file://D:\Going Dark

INY Times Story - 5/6/2011
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant.to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) o(d)(S) .
o(b)(2) ab)7)B) - a(j)(2)
a(b)(3) a(b)(7)(C) : ak)(1)
a(b)(7)(D) a(k)(2)
a(b)(7)(E) a(k)(3)

4 a(b)¢7)(F) a(k)(4)
o(b)(4) o(b)(8) B(k)(3)
a(b)(5) . 0(b)(9) o(k)(6)
o(b)(6) ' a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

X Document(s) originated with another Government agency. These documents were
referred to-that agency for review and direct response to you.

Page(s) eontain information furnished by another Government agency(ies). You will be
advised by the FB! as fo the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (aré) (a) duplicate(s) of (an)other

released page(s).

Page(é) withheld for the following reason(s).

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 650-661: This 12 page report tiﬂed, "Electronic Surveillance Capability Assessment

Results" was prepared by the Department of Homeland Security, and the FBI referred this report
to the Privacy Office, Department of Homeland Security, on May 31, 2011, for review and direct
response to the plaintiff.

P O.0,0,0.0.0.0.0.0.0.¢.0.0.9.0.0.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.0.9.4,0.9.0.9.0.9.6.6,0.0.0.0.004




Cased:10-cv-04892-RS Documentd1-6 Filed03/017/712 PagelO3 of 247

Page 1 of 1
From: Kortan, Michael P, b6 _ ALL INFORMATION CONTAINED
Sent: Friday, September 24,2010 6:02PM  b7cC HEREIN IS UNCLASSIFIED
To:;q b7E ) DATE 05-13-2011 BY 65179/DMH/BAU/STP/bls
Subject: Fw: NY Times information

From: Sabol, Sherry E.
To: Kottan, Michael P.
Cc: Caproni, Valerie E.; | [Thomas, Marcus C.; DiClemente, Anthony P.; Grever, Louis E.
Sent: Fri Sep 24 17:56:10 2010 ‘
Subject: FW: NY Times information

Mike — the following bullets were cleared by OGC and OTD for release to

From late 2008-2009 a major telecommunications carrier currently subject to CALEA was unable to implement
lawful electronic surveillance pursuant to more than 100 court orders. An initial outage during which law
enforcement received no information lasted for 8 months. A second outage lasted 9 days. FBI dedicated
significant engineering resources fo assist the company in development of an effective solution.

A second major telecommunications carrier currently subject to CALEA was unable fo implement court authorized
electronic surveillance pursuant to 14 court orders for periods ranging from 9 days to 1 % month. Through 2010

the FBI continued to work with this carrier to effect surveillance on numerous court orders. While the carrier has a
CALEA solution in place, the solution works sporadically and typically fails

Each time its solution fails, FBI engineers contact the company to'i mqwre as to the nature of the
problem and provide assistance when necessary.

The FBI has been working with an internet communications service provider for more than three years to develop
a capability fo conduct lawfully authorized electronic surveillance. To date, the FBI has been unable to fully
implement lawful surveillance on moreé than 150 occasions. The provider is not subject to CALEA and had no
lawful intercept-capability in place until contacted by law enforcement. To the extent the FB! has been able to
effect any level of surveillance, the surveillance has been sporadic and has provided the FBI with only a portion of
information the FBI is authorized to collect in accordance with the relevant legal authority. The FBI has dedicated

significant engineering resources to assist this internet communications service provider in development of an
effective solution.

EFF/Lynch-662
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DATE 05-13-2011 BY 65179/DMH/BAW/STP/bl
Sent: Monday, September 27, 2010 3:16 PM J )

To: Thomas, Marcus C.; DiClemente, Anthony P.; Kortan, Michael P.; Grever, Louis E.; E:I
Subject: Fw WP artlcle on G.D.

Peter Modafferi was interviewed today by Ellen Naklshlma Washington Post, NBC Nightly News, CNN, and
National Public Radio.

From:| |
To: Sabol, Sherry E.} |

Sent: Mon Sep 27 14:49:44 2010
Subject: WP article on G.D.

The Washington Post has its own piece now on plans to amend CALEA. Refreshingly, the Post's Ellen
Nakashima did some of her own reporting rather than just parroting the NYT's article (which the AP article did).
This one is more accurate regarding the status of the proposal within the government, saying that it is “still in the
discussion stages among federal bodies” and that “no draft language or clear timeline exists." She is also more
accurate than Savage in describing what is not subject to CALEA (specifying Facebook and Twitter rather than
“communication service providers,” a term that any layperson would think includes phone companies, broadband
providers, and interconnected VolIP services, which are in fact subject to CALEA). There's also a quote from an
unnamed “federal law enforcement official”, so she apparently conducted at least some of her own background’
interviews today.

http://www.washingtonpost.com/wp-dyn/content/article/2010/09/27/AR2010092703244.html
Administration seeks ways to monitor Internet communications

By Ellen Nakashima
Washington Post Staff Writer
Monday, September 27, 2010; 1:41 PM

Federal officials are planning to seek legislation that would require social networking companies and
voice-over-Internet service providers to adapt their technology so law enforcement agents can monltor
users' communications to catch suspected terrorists and other criminals.

‘The proposal arises out of concern that technology and social customs have outpaced the law and that

law enforcement authorities lack the means to monitor new methods of communication, administration
officials said. But the initiative has also revived the debate over the proper balance between national
security and personal privacy as well as what industry can be reasonably asked to do without stifling
innovation.

"This is about lawfully authorized intercepts," said Valerie E. Caproni, FBI general counsel. "This is not
about expanding authority, but about preserving the ability to carry out existing authorities in order to
protect the national security and public safety."

The idea, which has been percolating for at least two years, is still in the discussion stages among federal
bodies, including the FBI, the Justice Department and the National Security Council. Congressional and
administration officials said no draft language or clear timeline exists. The.administration's plans were
first reported by the New York Times. -

At issue is a 1994 telecommunications law called the Communications Assistance to Law Enforcement

Act, which requires phone and broadband companies to build interception capabilities into their
EFF/Lynch-665
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networks for law enforcement. An agent must have a court order based on probable cause to gain access
to a provider's network.

Social networking companies such as Facebook and Twitter are not covered under CALEA. Their
technologies were not built to provide law enforcement with real-time access to content.

Law enforcement would also like firms that offer encrypted communications to be able to provide them
decrypted "clear text," as well as design a service to allow interception of peer-to-peer communications,
such as Skype.

"If you're in an ongoing situation, where we had hostages and the suspects are communicating with one
another calling out their plan or next move, you'd want real-time access," said one federal law
enforcement official, noting that the issue concerns state and local police, too.

Greg Nojeim, senior counsel at the Center for Democracy and Technology, said that government already
has enormous electronic surveillance powers, and that the proposal could impede the creation of new
products. "The whole power of the Internét grows out of the fact that anyone in a garage can innovate
and develop a new service," he said. "[Under the proposal], you wouldn't be able to build some products
unless you complied with the government mandate. We could lose our competitive edge if the
government gets into the design process."

Michael A. Sussmann, a former Justice Department lawyer who advises social networking and
communications services providers, said that the proposal to expand CALEA "could be extremely
difficult" from a technical point of view. "In some cases networks would need to be re-engineered," he .
said. "Where even possible, that can require a lot of time and huge costs." '

EFF/Lynch-666
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From: Kelly, Stephen (FBI) :
Sent: Wednesday, September 22, 2010 10:27 PM EFF/Lynch-669
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To:l___ 1(sMo) -
Cg: Kortan, Michael P. (FBI); Beers, Elizabeth R. (FBI); Sabol, Sherry E. (FBI): DiClemente, Anthony P. (FBI); | -
(FBI): SMO); Caproni, Valerie E. (FBI); SMQY] SMO); v7c
: SMO){ . OLA); SMO): (OLP);
(smo) [ODAG)] [Py [SMO)
Subject: Re: NY Times Story - Plan to Brief the Hill
Agreed on all counts.
We'll report in after the call with NYTM
- Stephen
Referral/Direct
From: Kelly, Stephen (FBI)
Sent: Tuesday, September 21, 2010 2:30 PM
Tog |SMO) ’
Cc: Kortan, Michael P. (FBI); Beers, Elizabeth R, (FBI); Sabol, Sherry E. (FBI): DiClemente, Anthony P. (FBI);
(FBI); (SMO); Caproni, Valerie E, (FBI}); SMO); SMO)
Subje;ct: NY Times Story - Plan to Brief the Hill : b5

b6
[t appears that the NY Times story related to Going Dark may run as éarly as the weekend, or even Friday. As
we've discussed

EFF/Lynch-670
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b5
b6
b7C

Ple’age advise promptly if you want to take this forward; altemativély, I'm happy to do it, but that's really your call.
We will need to get this set up by Friday, in case the story runs over the weekend. The TPs are attached.

Thanks.

- Stephen
Stephen D. Kelly
Assistant Director

Office of Congressional Affairs
Federal Bureau of Investigation

EFF/Lynch-671
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From: DATE 05-13-2011 BY 65179/DMH/BAW/STP/bls " e
Sent: Tuesday, August 31, 2010 1:55-PM : b7cC
To: Sabol. Sherrv E | IDiClemente. Anthonv P.1. ' | v7E
Subjectd |

That, my friends, is Darkness. Anyone want to approach the company and ask that they require buyers to show
some form of ID before getting an account?

PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT
EBI Qi'*ience & Technology Law Unit (OGGC)

Voice: |
Unclass
SIPRNe
JWICS:

EFF/Lynch-755
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released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

LFF/Lynch 756-760: This 5 page talking points/discussion paper titled, "DEA Going Dark Case Examples," was prepared by the DEA. The
FBI referred this talking point document to the DEA on May 31, 2011, for review and direct response to the plaintiff. Bates 761-762 is a 2 page
e-mail chain that contained information from the DEA, and only that part of the e-mail was referred to the DEA on May 31, 2011, for review and
direct response to the plaintiff. Also, Bates pages 765-767 is a 3 page e-mail chain that contained information from the DEA, and only that part
of the e-mail was referred to the DEA on May 31, 2011, for review and direct response to the plaintiff.
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ALL INFORMATION CONTAINED
. ' HEREIN IS UNCLASSIFIED
From: DiClemente, Anthony P.

-13- 1 BY 65179/DHH/BAW/STP/bl
Sent: Friday, June 04,2010 5:29 PM PATE DSTLaTaRLl B B u ’
To] [Sabol. Sherrv EL— |DEA-US)
Subject: Fw:

PP . - b6
Sensitivity: Coriieiz , b7C
Below is the example ded today. | received several case examples froml___Jtast week, Thosey, ;g

examples were forwarded tof last week.

Anthony DiClemente

Chief, Data Acquisition/Intercept Section
Operational Technology Division —
.Eederal Bureay of Investigation
Office

Mobile

From: DiClemente, Anthony P.

To: (DEA-US)
Sent: Fri Jun 04 13:08:36 2010
Subject: Re:|

Thanks|:| Miforward itt ____Jas another great case example. b6

Regards, b};;g ]
Anthony DiClemente

Chief, Data Acquisition/Intercept Section

Operational Technology Division

Federal Bureau of Investigation

Office )

Mabile Referral/Direct

EFF/Lynch-761

file://D:\Going Dark\Fw| _ _ [P7E 5/9{2011
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Referral/Direct
EFF/Lynch-762
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From
Sent: Friday, January 15, 2010 5:39 PM
To

Ce: DiClemenie, Anthony P.

Subject: Fw: Director's concerns
Here's input re

y Agent
Unit Chief, CALEA Implementation Unit
Operational Technology Division
Federal Bureau of Investigation

Page 1 of 2

ALL INFORMATION CONTAINED

° HEREIN IS UNCLASSIFIED

DATE 05-13-2011 BY 65179/DMH/BAU/STP/bls

b5
b6
b7C
b7E

From:l

To:

Cc: . .

Sent: Fri Jan 15 17:35:54 2010
Subject: RE: irector's concerns

Here is what | was able to pull together based on

input:

Tridea Works, LLC

I il

From

Sent: Friday, January 15, 2010 2:58 PM
To:
Subject: Rs IDirector‘s concerns

EFF/Lynch-763

file://D:\Going Da.rk\le:Director‘s concerns.htm 5/9/2011




em for state and locals

Supervisory Special Agent
Unit Chief, CALEA Implementation Unit
Operattonal Technology Division

@ of Investigation

bs
b7C

Cases 10-cV-04892-RS ~Document4 16 Fied03/01/12  Pagelll of 247

Page 2 of 2

Fromi I
To:
Sent: Fri Jan 15 14:50:46 2010

Subject: FW____ Director's concerns

rml_nbnn.&n&dmm.l There may be issues on the criminal side.

Supervisory Special Agent
Unit Chief, CALEA Implementation Unit
Operational Technology Division

ﬁﬂ] of Investigation

b6
b7c
b7E

From] |

To:l |
Sent: Fri Jan_15 14:30:40 2010

Subject: Fw irector's concerns

Per Tony,

Can vou get with DITU and write smthng up about this? '

Supervisory Special Agent
Unit Chief, CALEA Implementation Unit
Operational Technology Division

wJ of Investigation

b6
bicC
b7E

From

To: Sabol, Sherry E.; DiClemente, Anthony P.;|

b5
b6

Cc: Grever, Louis E.; Thomas, Marcus C. .
Sent: Fri Jan 15 14:27:50 2010
Subject{ ___Director's concerns

b7C
bL7E

[ lasked me to prepare a,tWo-page mema|
]

over the weekend. Thanks.

let you know when I've got some dates.

[ 1]

file://D:\Going Dark’ Director's concerns.htm

EY! I am looking for time on the Director's schedule after the Jan 20t hearing to present

Can you

p!ease send me or give me background info on the problems we are having| lf can be very rough. I'm

just going to incorporate it into the memo. If at all possible, | need this today, so | can write the memo tonight or

it

EFF/Lynch-764

5/9/2011




(asexs 10-CV-UARY - DOCHOMENTZAT-0

From: Sabol, Sherry E.

Sent: Monday, June 07, 2010 7:56 P

To:
Cc:

Filed03701/12— Page122 ot 247
Page 1 of 3

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 05-13-2011 BY 65175/DMH/BAW/STR/bls

bé
b7c

Subject: Fw| - |Case Exampld

b7E

Sensitivity: Comtiteral

Refer;al/Direct

file://D:\Going Dark\Fw]____|Case Example]

EFF/Lyncn-/65

lhtm  »7E 5/9/2011
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bTE "Page 2 of 3
Referral/Direct
i
| From: Sabol, Sherry E. [mailto:Sherry.Sabol@ic.fEi.gov]
Sent: Monday, June 07, 2010 2:33 PM . bé
| To: ' bicC
| Cc: b7E
| Subject: RE| -~ [Case Example { |
} Sensitivity:

Thank you. We may need something on ELSUR if you have it. If not, we’ll go with what we have. .
Sherry. Referral/Direct

EFF/Lynch-766

file://D:\Going Dark\Fw] ___ [ase Example htm P7E 5/9/2011
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b7E ~ Page3of3
Referral/Direct
EFF/Lynch-767
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OPCA-20 (12-3-96)

11

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
o(b)(2)
a(b)(3)

o(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

o(b)(9)

Section 552a

o(d)(5)
o()(2)
a(k)(1)
a(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
(k)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 768-769, 771-774, and 780-784: Pages 1-2, 4-7, and 13-17 of a 17 page March

2009, draft discussion paper titled, "Going Dark: Law Enforcement's Need to Preserve Lawful
Intercept Capabilities." See Bates pages 770, and 775-779 for discussion paper pages 3, and 8-
12.

DO 00.9.0.9.0.9.0.0.0.9.0.906.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.9.9,9,0.9.0.9.9.0.9.6.0.6,0,6,0.6.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 5562a

B(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) a()(2)
B(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

&(b)(7)(E) B(k)(3)

B(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) B(k)(5)
=(b)(5) a(b)(9) a(k)(6)
B(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

D0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

. Page(s) contain information furnished by another Government agency(ies). You will be

advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

&8 The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 770, and 775-779: Pages 3, and 8-12 of a 17 page March 2009, draft discussion

paper titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept Capabilities."
See Bates pages 768-769, 771-774, and 780-784 for discussion paper pages 1-2, 4-7, and 13-17.

) 9,0,0.9,0.9.9.9.9.0.9.0,0.0.¢,0.0,.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

13 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

‘X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
B(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
B(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review -and direct response to you.

! Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

" Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The foilowing number(s) are to be used for reference regarding these pages:

EFE/Lynch 785-786, 788-792., and 797-802: Pages 1-2, 4-8, and 13-18 of a 18 page March

2009, draft discussion paper titled, "Going Dark: Law Enforcement's Need to Preserve Lawful
Intercept Capabilities." See Bates pages 787, and 793-796 for discussion paper pages 3, and 9-
12.

$9.9.9.0.0.9.0.0.0.0.0.9.96,0.00.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.0.0.0.9.0.0.9.0.0.9.9.0.9.9.0.0.0




Case3:10-cv-04892-RS Docum_ent41-6 Filed03/01/12 Pagel28 of 247

OPCA-20(12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable —_—
material available for release to you.

EFF/Lynch 787, and 793-796: Pages 3, and 9-12 of a 18 page March 2009, draft discussion

Section 5§52 Section 552a

a(b)(1) a(b)(7)(A) 0(d)(5)
a(b)(2) ‘ a(b)(7)(B) 0()(2)
0(b)(3) a(b)(7)(C) a(k)(1)
: a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
O(b)(4) 0(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
G(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the. disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the foliowing reason(s):

@ The following number(s) are to be used for reference regarding these:pages:

paper titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept Capabilities."
See Bates pages 785-786, 788-792, and 797-802 for discussion paper pages 1-2, 4-8, and 13-18.
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X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) ®(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) ' a(k)(5)
=(b)(5) , a(b)(9) a(k)(6)
a(b)(6) : ak)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and. direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consulitation with the
other agency(ies). .

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 814: Page 3 of a 14 page partly classified June 2010, draft presentation titled,
"Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages 8§12-813,
and 815-819 for presentation pages 1-2, and 4-8. Presentation pages 9-14 were determined to be
outside the scope of plaintiff's FOIA request.

$9.:0.0,0.0,:0.0,:0.0.9.9.0.0.9.00.¢¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$ 9,900,990 0.0.0.0.9.9.0.9.0.0.9.0,
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

=(b)(1)
a(b)(2)
a(b)(3)

o(b)(4)
a(b)(5)
B(b)(6)

=(b)(7)(A)
a(b)(7)(B)
=(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
a(k)(6)
o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contairi information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies). :

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 816: Page 5 of a 14 page partly classified June 2010, draft presentation titled, "Going Dark
Initiative: Closing the National Security ELSUR Gap." A portion of this page is classified SECRET in
accordance with E.O. 13526 of December 29, 2009. See Bates pages 812-815, and 817-819 for
presentation pages 1-4, and 6-8. Presentation pages 9-14 were determined to be outside the scope of

plaintiff's FOIA request.

D I.0.9.0.0.0.0.0.0.9.0.0.9.90.9.¢0.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.9.0.0.0.0.0.0.0.0.9.0.0.0.9.0 0.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

|
|
|
Section 552 Section 552a
i =(b)(1) ‘_ =(b)(7)(A) o(d)(5)
‘ ob)2) - - a(b)(7)(B) a()(2)
B(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) B(k)(2)
=(b)(7)(E) ‘ B(k)(3)
B(b)(7)(F) o(k)(4)
B(b)(4) o(b)(8) a(k)(5)
®=(b)(5) a(b)(9) a(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the-subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 817-818: Page 6-7 of a 14 page partly classified June 2010, draft presentation titled, "Going
Dark Initiative: Closing the National Security ELSUR Gap." A portion of these pages are classified
SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 812-816, and 819 for
presentation pages 1-5, and 8. Presentation pages 9-14 were determined to be outside the scope of
plaintiff's FOIA request.

Page(s) withheld inasmuch as a final release determination has not been made. You will be

P .9.0.9.0.0.0.9.9.0.0.0.0.¢.00.0.04
X  Deleted Page(s) X
X No Dupilication Fee X
X for this page X
POV 00.9.0.0.9.90.9.00.0.09.0.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) a(j)(2)
B(b)(3) a(b)(7)(C) aky(1)

®(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) o(k)(6)
0(b)(6) B(k)(7)

a Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another :Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/Were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 819: Page 8 of a 14 page partly classified June 2010, draft presentation titled,
"Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages 812-818
for presentation pages 1-7. Presentation pages 9-14 were determined to be outside the scope of
plaintiff's FOIA request.

XXX KXXKXXKXXHKXXKKXXK
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.9.0.0.0.0.9.0.0.0,9.9.0.0.9.9.9.4
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2 Page(s) withheld entirely at this location in the file."One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)7)(A) a(d)(s)
B(b)(2) a(b)(7)(B) a()2)
a(b)3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
a(b)(7)E) a(k)(3)
B(b)(7)(F) B(k)(4)
B(b)(4) a(b)(8) B(k)(5)
®(b)(5) a(b)(9) a(k)(6)
a(b)(6) : B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FB! as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 820 and 822: Pages 1, and 3 of a 8 page undated draft Going Dark presentation
titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See Bates pages
821, and 823-827 for presentation pages 2, and 4-8.

P 0.9.0.0.0.0.0.0.0.0.0.0.6¢6.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.9.0.0.9.0.0.0.00.00.99 0,004
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6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) O(b)(7)(A) B(d)(5)
o(b)(2) O(b)(7)(B) a()2)
o(b)(3) o(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
O(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 821, and 823-827: Pages 2, and 4-8 of a 8 page undated draft Going Dark
presentation titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See
Bates pages 820, and 822 for presentation pages 1, and 3.

PG00 0.0.0.0.0.00.9.0.0.0.6.904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P .0.0.0.0.0.0.00.9.0.6.0.0.9.0.094
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

a(b)(1) a(b)(7)(A) B(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
0(b)(3) B(b)(7)(C) o(k)(1)
0(b)(7)(D) B(k)(2)
o(b)(7)(E) B1(k)(3)
a(b)(7)(F) o(k)(4)
O(b)(4) B(b)(8) B1(k)(5)
=(b)(5) 1 a(b)(9) B(k)(6)
O(b)(6) Ba(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with-the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 828-829 and 831: Pages 1-2, and 4 of a 10 page partly classified September 2010,

draft presentation titled, "Going Dark Initiative: Minimizing the National Security ELSUR Gap."
See Bates pages 830, 832-837 for presentation pages 3, and 5-10.

) 9.0.6.0.0.9.0.0.0.9.0.9.0.0.0.9.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.9.9.9.0.0.¢.6.0.0.9.0.9,0.9.4
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) =(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) B(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

=(b)(7)(E) B(k)(3)

a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) B(k)(5)
(b)(5) o(b)(9) 0(k)(6)
a(b)(6) O(k)(7)

o0 Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 830, 832 and 836: Pages 3, 5, and 9 of a 10 page partly classified September 2010,
draft presentation titled, "Going Dark Initiative: Minimizing the National Security ELSUR Gap."
See Bates pages 828-829, 831, 833-835, and 837 for presentation pages 1-2, 4, 6-8, and 10.

P O0.0.0.0.0.¢.0.0.0.0.9.0.6.0.00.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,.0.0.9.9.9,:0.9.9.0.9.0.9.0.9.0.0.04
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release to you.

Section 552 Section 552a
o(b)(1) ®(b)(7)(A) B(d)(5)
o(b)(2) a(b)(7)(B) B(j)(2)
a(b)(3) B(b)(7)(C) B(k)(1)
B(b)(7)(D) a(k)(2)
®(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5) ‘
B(b)(5) B(b)(9) o(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review .and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You.will be
advised as to the disposition at a later date. ’

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following humber is to be used for reference regarding this page:

EFF/Lynch 833: Page 6 of a 10 page partly classified September 2010, draft presentation titled,

"Going Dark Initiative: Minimizing the National Security ELSUR Gap." See Bates pages 828-
832, and 834-837 for presentation pages 1-5, and 7-10.

$.9.9.9.0.0.0.0.9.9.0.9.$ 6,900,004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.9.9.0.90.9.0.0.09.9.:0 6,900,904
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) ock)(1)

o(b)(7)(D) o(k)(2)

”(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
O(b)(4) a(b)(8) . o(k)(5)
=(b)(5) O(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release.determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 834 and 837: Pages 7, and 10 of a 10 page partly classified September 2010, draft
presentation titled, "Going Dark Initiative: Minimizing the National Security ELSUR Gap." A
portion of these pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 828-833, and 835-836 for presentation pages 1-6, and 8-9.

DO.0.0.0.0.9.0.0.0.¢.9.9.¢.0.0.0.6.94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.9.0.0.9.0.0.9.¢0.6,00.6,0
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) B(d)(8)
B(b)(2) a(b)(7)(B) 8(1)(2)
B(b)(3) ‘ a(b)(7)(C) o(k)(1)

®(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
a(b)(6) - 8k()

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. .

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agéncy(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 835: Page 8 of a 10 page partly classified September 2010, draft presentation titled,
"Going Dark Initiative: Minimizing the National Security ELSUR Gap." A portion of this page
is classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages
828-834, and 836-837 for presentation pages 1-7, and 9-10.

P00 0.0.90.0.0.0.9.9.0.9.900.04
X Deleted Page(s) X
X No Duplication Fee X
X. for this page X
PO 00.9.9.9.9.0.00.999.0.9.004
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2 Page(s) wnthheld entirely at this location in the file. One or more of the foIIowmg
' statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable .
material available for release to you.’

Section 552 Section 552a

a(b)(1) ' a(o)(7)(AY (d)(5)
a(b)(2) a(b)(7)(B) 5(j)(2)
a(b)(3) : a(b)(7)(C) B(k)(1)
a(b)(7)(D) o(k)(2)

a(b)(7)(E) a(k)(3)

: a(b)(7)(F) a(k)(4)

a(b)(4) 0O(b)(8) a(k)(5)
=(b)(5) O(b)(9) o(k)(6)
a(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release-as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 838-839: 2 of 3 sample draft slides for a Going Dark presentation dated May 14,
2010, titled, "National Security Proposal for NSA." See Bates page 840 for the 3rd draft sample
presentation slide.

) 0.0.9.0.0.9.9.9.6.:0.0.0.0,.0.0.9.0.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P9.0.9,:0.9.0.0.0.0,:0.0.0.0,09.6,09.4
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(S)
o(b)(2) a(b)(7)(B) a()()
a(b)(3) a(b)(7)(C) a(k)(1)

B(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

®= The following number is to be used for reference regarding this page:

EFF/Lynch 840: 3rd sample draft slide for a Going Dark presentation dated May 14, 2010,

titled, "National Security Proposal for NSA." See Bates pages 838-839 for the other 2 draft
presentation slides.

P9,0.0.0.9.0.0.0.09.0.0.6.9.96.6,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0,.9.9.9.9.0.9.9.9.9.0.9.0.0.9.9,.0.9.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) , o(d)(5)
o(b)(2) o(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) ok)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(iés). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 841: Page 1 of a 4 page mostly classified Going Dark draft presentation dated May
14, 2010, titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions.
Background - Case Examples." See Bates pages 842-844 for presentation pages 2-4.

D0 9.0.0.00.0.00.00.00.00.004
X Deleted Page(s) = X
X No Duplication Fee X
X for this page X
XXXXXXKKXXKXKXKXKXXX
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable o
material available for release to you.

Section 5§52 Section 552a

w(b)(1) a(b)7)(A) B(d)(S)
B(b)(2) a(b)(7)(B) 0(1)(2)
o(b)(3) a(b)(7)(C) a(k)(1)
: B(b)(7)(D) O(k)(2)
=(b)(7)(E) B(k)(3)

B(b)(7)(F) B(k)(4)

a(b)(4) B(b)(8) B(k)(5)
=(b)(5) a(b)(®) B(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
_or the subject of your request is listed in the title only. '

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 842-844: Pages 2-4 of a 4 page mostly classified Going Dark draft presentation dated May
14,2010, titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions. Background -
Case Examples." Most of the information on-these pages are classified SECRET in accordance with E.O.
13526 of December 29, 2009. See Bates page 840 for presentation page 1.

XXXXXXXKKKXX XXX XX XX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DIV O09.0.0.0.0.0.0.9.00.00.00.4
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) : o(b)(7)(A) B(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
B(b)(3) : o(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

o(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
B(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(©) o(k)(6)
o(b)(6) ak)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld.inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the. following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 845-846. and 848: Pages 1-2, and 4 of a 11 page partly classified August 2010,
Going Dark draft presentation titled, "Going Dark Initiative: Closing the National Security
ELSUR Gap." See Bates pages 847, and 849-855 for presentation pages 3, and 5-11.

D 0.0,0.0.0.0.0,:0.6.0.0.0.90.0,09.0.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.9.0.0.9.0.9 040,900,090
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
&(b)(7)(E) (k)(3)
a(b)(7)(F) (k)(4)
a(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(9) B(k)(6)
B(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ‘

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 847: Page 3 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the.information on this page is classified SECRET in accordance with E.O. 13526 of
December 29, 2009. See Bates pages 845-846, and 848-855 for presentation pages 1-2, and 4-11.

D.0.0.0.9.9.0.0,00.6.0.0.9.9.0.0.04
X Deleted Page(s) X
X No Dupilication Fee X
X for this page X
1 9,0.0.0.0.9.0.0.0.0.0.0.9.0.00.004
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

material available for release to you.

Section 552 Section 552a

o(b)(1) ®(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

X Deletions were made pursuant to the exemptions indicated below with no segregable
® The following number(s) are to be used for reference regarding these pages:
|

EFF/Lynch 849, and 853: Pages 5, and 9 of a 11 page partly classified August 2010, Going
Dark draft presentation titled, "Going Dark Initiative: Closing the National Security ELSUR
Gap." See Bates pages 845-848, 850-852, and 854-855 for presentation pages 1-4, 6-8, and 10-
11.

XXKIKHKHX KKK XKKKXXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P00 0.0.0.0.0.0.0.6.9.9.0.9.96.0
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

a(b)(1) ®(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) 0(j)(2)
a(b)(3) 2(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
2(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
O(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
2(b)(6) o(k)(7)

0 Information pertained oﬁly to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is o be used for reference regarding this page:

EFF/Lynch 850: Page 6 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "Going Dark Initiative: Closing the National Security ELSUR Gap." See
Bates pages 845-849, and 851-855 for presentation pages 1-5, and 7-11.

D9.0.0.9.0.0.0.9.9.9.0.0.00.0.9.9.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.9.:0.9.0.0.0.0.9.0.9.0.9.0.0.0,.04
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) o(d)(5)
0(b)(2) a(b)(7)(B) 2()(2)
a(b)(3) a(b)(7)(C) - o(k)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 851, and 855: Pages 7, and 11 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on these pages are classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 845-850, and 852-854 for presentation pages 1-6, and 8-10.

D 9.0.0.00.0.9.9.0.9.00.0.0.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.:9.0.9.9.9.9.9.0.9.0.:0.9.0.99.0 4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
' material available for release to you.

Section 552 Section 552a

®(b)(1) =(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) a(b)(7X(C) a(k)(1)
=(b)(7)(D) o(k)(2)

8(b)(7)(E) o(k)(3)

: : a(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or'the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies). -

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 852: Page 8 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on this page is classified SECRET in accordance with E.O. 13526 of
December 29, 2009. See Bates pages 845-851, and 853-855 for presentation pages 1-7, and 9-11..

XXKHXXXXXHKHXKXXKXXXKXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXX KXKXXXXKXXKXK
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1 Page withheld entirely at this location in the file. One or more of the following statements,
_ where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated: below with no segregable
material available for release fo you.

Section 552 Section 552a

B(b)(1)- B(b)(7)(A) 0(d)(5)
o(b)(2) a(b)(7)(B) 0()()
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
o(b)(6) . a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release detérmination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 854: Page 10 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on this page is classified SECRET in accordance with E:O. 13526 of
December 29, 2009. See Bates pages 845-853, and 855 for presentation pages 1-9, and 11.

P0.0.0.0.0.0.0.0.0.0.00.99.000.64
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
DG4 S0.0.0.0.09.990.0.0.004
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions.were made pursuant to the exemptions indicated below with no segregable S
material available for release to you.

Section 552 Section 552a
o(b)(1) B(b)(7)(A) B(d)(S)
o(b)(2) B(b)(7)(B) ' 8(j)(2)
a(b)(3) B(b)(7)(C) B(k)(1)
‘ B(b)(7)(D) B(k)(2)
a(b)(7)(E) o(k)(3)
‘ a(b)(7)(F) a(k)(4)
B(b)(4) a(b)(8) - a(k)(5)
=(b)(5) o(b)(®) B(k)(6)
o(b)(6) B(k)(7)

o Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

'EFF/Lynch 856-857, and 859: Pages 1-2, and 4 of a 11 page partly classified August 2010,
Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security
ELSUR Gap." See Bates pages 858, and 860-866 for presentation pages 3, and 5-11.

) $.9.0.0.0.0.0.0.00.9.¢0.9.0.06.94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D9.0.9.0.9.9.9.0.0.9.0.9.0.9.¢.6.¢¢4
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) - 81(b)(7)(A) 0(d)(5)

o(b)(2) O(b)(7)(B) 0()(2)

a(b)(3) a(b)(7)(C) ak)(1)

' a(b)(7)(D) ak)(2)

1 &(b)(7)(E) o(k)(3)
| B(b)(7)(F) o(k)(4)
| O(b)(4) a(b)(8) a(k)(s)
| ®(b)(5) o(b)(9) a(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). “

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 858, 862, and 865-866: Pages 3, 7, and 10-11 of a 11 page partly classified August 2010,
Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR
Gap." A portion of the information on these pages are classified SECRET in accordance with E.O.
13526 of December 29, 2009. See Bates pages 856-857, 859-861, and 863-864 for presentation pages 1-
2, 4-6, and 8-9. )

D0, 0.9.0.90.9.9.9.0.90.0.9.9.0.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXX XXXKXXKKKKK
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) &(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) o(k)(5)
=(b)(5) a(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final rélease determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 860, and 864: Pages 5, and 9 of a 11 page partly classified August 2010, Going
Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR
Gap." See Bates pages 858-859, 861-863, and 865-866 for presentation pages 1-4, 6-8, and 10-
11.

),9.0.:0.0.0.6.0.9.0.0.9.0.0.0.00.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0.9.9.0.9.0.:0.0.0.0.0.0.9.990.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 "‘Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

®(b)(1) &(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) 8(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
@(b)(5) o(b)(9) o(k)(6)
=(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 861: Page 6 of a 11 page partly classified August 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 856-860, and 862-866 for presentation pages 1-5, and 7-11.

D.0.0.0.9.9.0.9.0.0.0.0.00.0.0.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.0.0.0.0.9.0.0.0.0.9.0.9.9.0.0.004




Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Pagel70 of 247

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
* where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

=(b)(1) - B(b)(7)(A) o(d)(5)
B(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

B(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(©) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). )

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following rea{son(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 863: Page 8 of a 11 page partly classified August 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 856-862, and 864-866 for presentation pages 1-7, and 9-11.

D0 0.0.0.0.0.0.0.0.00.0.0.0¢9.94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.9.9.0.9.0.0.0.0.0.6.9.0.0.9,0.0.0.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) » a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
a(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) ‘ a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

‘0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). -

Page(s) withheld inasmuch as a final release determination has not been made. You W_ill be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lvhch 867, and 870: Pages 1, and 4 of a 11 page partly classified August 2010, Going
Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR
Gap." See Bates pages 868-869, and 871-877 for presentation pages 2-3, and 5-11.

$9.9.9.0.9.0.¢.0.0.0.6.9.99.9.0.0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.9.0.9.0.0.¢.0,0.0.9.9.0.9.0.0.9.6
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) , a(b)(7)(B) 5(3)(2)
B(b)(3) B(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

(b)(7)(E) a(k)(3)

O(b)(7)(F) B(k)(4)
o(b)(4) B(b)(8) B(k)(5)
=(b)(5) O(b)(©) B(k)(6)
a(b)6) - B(k)(7)

O Information pertained only to a third party with no reference to the subject of ydur request .
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). :

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference rega-rding this page:

EFF/Lynch 868: Page 2 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See
Bates pages 867, and 869-877 for presentation pages 1, and 3-11.

PO 00 0.00.0.0.0.99.¢6.0.0.904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXX X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exerptions indicated below with no segregable
material available for release to you.

Section 552 ’ Section 552a

@(b)(1) =(b)(7)(A) B(d)(5)
o(b)(2) B(b)(7)(B) 0(j)(2)
o(b)(3) B(b)(7)(C) o(k)(1)

o(b)(7)(D) B(k)(2)

&(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
0(b)(4) a(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

D Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 869, 873, and 877: Pages 3, 7, and 11 of a 11 page partly classified August 2010, Going

Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."

A portion of the information on these pages are classified SECRET in accordance with E.O. 13526 of
December 29, 2009. See Bates pages 867-868, 870-872, and 874-876 for presentation pages 1-2, 4-6, and
8-10.

D9,00.0.0.0.0.0.0.9.9.0.09.06.9 04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.9.0.9.0.0.0.0.¢.9.0.0.9.0.09,6.04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) o(d)(5)

o(b)(2) O(b)(7)(B) o()(2)

o(b)(3) 0(b)(7)(C) o(k)(1)

0(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

| o(b)(4) o(b)(8) ' o(k)(5)
| ®(b)(5) o(b)(9) o(k)(6)
| o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

|
|
|
|
\
|
\ - | . .
Page(s) contain information furnished by another Government agency(ies). You will be
released page(s).

Page(s) withheld for the following reason(s):

‘ = The following humber(s) are to be used for reference regarding these pages:

| EFF/Lynch 871, and 875-876: Pages 5, and 9-10 of a 11 page partly classified August 2010,

| Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security
| ELSUR Gap." See Bates pages 867-870, 872-874, and 877 for presentation pages 1-4, 6-8, and
| - 11,

$9.9.9.0.9,:0.9.0.0.0.0.9.9.0.96.0¢4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9,0.0.0.0.0.0.0.000.0.0.9.006.94
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) &(b)(7)(A) ' o(d)(5)
o(b)(2) o(b)(7)(B) a()(2)
a(b)(3) ’(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
®(b)(6) ' o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

|

| Page(s) contain information furnished by another Government agency(ies). You will be

| advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).
|
|

Page(s) Withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. '

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). )

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 872: Page 6 of a 11 page partly classified August 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 867-871, and 873-877 for presentation pages 1-5, and 7-11.

) 9,0.0.0.0.0.0.0.9.0.0.0.0.9.¢9.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO O00.00.0.99.99.09.0.0,0004
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
o(b)(2)
B(b)(3)

Section 552

- Tb@)
m(b)(5)
a(b)(6)

=(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
&(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
B(b)(8)

a(b)(9)

Section 552a

a(d)(5)
a()(2)
a(k)(1)
a(k)(2)
o(k)(3)
o(k)(4)
a(k)(5)
o(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information foliowing our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 874: Page 8 of a 11 page partly classified August 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

See Bates pages 867-873, and 875-877 for presentation pages 1-7, and 9-11.

$9.0.9.0,:0.0.0.0.0.0.0.0.0.0.69.0¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.9.9,0.0.:9.0.0.0.9.0.9.0.9.0.9.0.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

. 3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) B(b)(7)(B) o(j)(2)
B(b)(3) a(b)(7)(C) a(k)(1)

B(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) a(k)(5)
=(b)(5) B(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
-or the subject of your request is listed in the fitle only.

| o Document(s) originated with another Government agency(ies). These documents were
‘ referred to that agency(ies) for review.and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

| Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

|

|

\

|

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 878-879, and 881: Pages 1-2, and 4 of a 11 page partly classified August 2010,
Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security
ELSUR Gap." See Bates pages 880, and 882-888 for presentation pages 3, and 5-11.

XXXXKXXKKXAKX KKK XXX
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.0.0.0.0.00.0.00.9.90.6.¢6.004



© Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Pagel78 of 247

OPCA-20 (12-3-96)
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
=(b)(1) =(b)(7)(A) B(d)(®)
a(b)(2) a(b)(7)(B) 0(j)(2)
B(b)(3) B(b)(7)(C) ak)(1)

' a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

B(b)(4) a(b)(8) a(k)(3)
m(b)(5) a(b)(©) a(k)(6)
a(b)(6) a(k)(?)

m lnformatioﬁ pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EF¥E/Lynch 880, 884, and 887-888: Pages 3, 7, and 10-11 of a 11 page partly classified August 2010,

Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR
Gap." A portion of the information on these pages are classified SECRET in accordance with E.O.
13526 of December 29, 2009. See Bates pages 878-879, 881-883, and 885-886 for presentation pages 1-
2, 4-6, and 8-9.

XXXXKXIXXX XXX XXKXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)0 0.0.9.0.0.0.0.0.9.0.9.0.9.9.0.0.94
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FOIA/PA DELETED PAGE INFORNATION SHEET

.2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) =(b)(7)(A) 0(d)(S)
o(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

=(b)(7)(E) B(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
(b)) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Gévernment agency(ies). These documenis were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by.another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) fthey (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 882, and 886: Pages 5, and 9 of a 11 page partly classified August 2010, Going
Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR
Gap." See Bates pages 878-881, 883-885, and 887-888 for presentation pages 1-4, 6-8, and 10-
11.

D0, 0.0.0.9.9.0.9.0.0.0.0.0.9.0.9.09.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 00,900 0.9.¢0.9.0.0.0.09,004
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) ®(b)(7)(C) . a(k)(1)

a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) - o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
=(b)(6) o(k)(7)

O Information pertained only to a thlrd party with no reference fo the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 883: Page 6 of a 11 page partly classified August 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See
Bates pages 878-882, and 884-888 for presentation pages 1-5, and 7-11.

PG 0.00.0.0.0.0.00.096.¢9.60.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PG .00.00.0.0.0.09.90.96.094
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 562a

=(b)(1) =(b)(7)(A) a(d)(5)
0(b)(2) : a(b)(7)(B) 0()(2)
O(b)(3)_ a(b)(7)(C) ak)(1)

=(b)(7)(D) a(k)(2)

B(b)(7)(E) B(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number is to be used for reference regarding this page:

EFF/Lynch 885: Page 8 of a 11 page partly classified August 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29 2009.
See Bates pages 878-884, and 886-888 for presentation pages 1-7, and 9-11.

PO 000.0.9.9.0.0.9.0.00.909.09.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXKKXXKKKKXHKKXXXKX
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3 Page(s) withheld entirely at this location in the file. One or more of the folléwing
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) 0(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
a(b)(3) o(b)(7)(C) o(k)(1)
' o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

O(b)(7)(F) o(k)(4)

O(b)(4) o(b)(8) a(k)(5)
®(b)(5) O(b)(9) o(k)(6)
o(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

-Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 889-890. and 892: Pages 1-2, and 4 of a 11 page partly classified September 2010,
Going Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security
ELSUR Gap." See Bates pages 891, and 893-898 for presentation pages 3, and 5-10.
Presentation page 11 was determined to be outside the scope of plaintiff's FOIA request.

D.9,.0.0.0.0.0.0.0.00.0.00.0.9.6.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,:0.0.0.9,:0.0.9.0.0.6.0.0.9.¢9.6,0
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) =(b)(7)(A) 0(d)(5)
a(b)(2) : a(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) ak)(1)

a(b)(7)(D) - 0(k@)

®(b)(7)(E) a(k)(3)

O(b)(7)(F) a(k)(4)
O(b)(4) a(b)(8) a(k)(5)
2(b)(5) a()(©) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 891, 893, and 897: Pages 3, 5, and 9 of a 11 page partly classified September 2010, Going
Dark draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 889-890, 892, 894-896, and 898 for presentation pages 1-2, 4, 6-8, and 10. Presentation
page 11 was determined to be outside the scope of plaintiff's FOIA request.

$.9.0.9,:0.0,0.0.9.0.0.9.0.0.0.0.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXKAKXKKXKXXXXKARKKXXK
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

a(b)(1) =(b)(7)(A) a(d)(5)
o(b)(2) o(b)(7)(B) o(j)(2)
o(b)(3) 8(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) a(k)(5)
&(b)(5) o(b)(9) o(k)(6)
=(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other-agency(ies).

Page(s) withheld inasmuch.as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Liynch 894: Page 6 of a 11 page partly classified September 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages 889-
893, and 895-898 for presentation pages 1-5, and 7-10. Presentation page 11 was determined to be
outside the scope of plaintiff's FOIA request.

)0.0.0.0.0.0.0.0.0.90.9.0.9.9 6,004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0.9,:9.0.0.0.0.9.0.0.00.0.¢0,004
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) a(b)(7)(A) o(d)(s)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultatlon with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 895, and 898: Pages 7, and 10 of a 11 page partly classified September 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526 of
December 29, 2009. See Bates pages.889-894, and 896-897 for presentation pages 1-6, and 8-9.
Presentation page 11 was determined to be outside the scope of plaintiff's FOIA request.

D0 0.0.0.9.0.0.09.9.9.0.96.9.0.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.9.0.0.0.0.0.09.9.99.0.9.¢.0.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable -
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) 0(1)(2)
o(b)(3) a(b)(7)(C) o(k)(1)
=(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

: a(b)(7)(F) oO(k)(4)
a(b)(4) 0o(b)(8) o(k)(5)
&(b)(5) a(b)(®) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o -Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 896: Page 8 of a 11 page partly classified September 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 889-895, and 897-898 for presentation pages 1-7, and 9-10. Presentation page 11 was
determined to be outside the scope of plaintiff's FOIA request.

XXX XXXXXXXXAKXXKXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.0.0.0.0.0.0.0.9.0.9.00.¢6.004
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Page(s) withheld entirely at this location in'the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(s)
o(b)(2) a(b)(7)(B) o()(2)
a(b)(3) B(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated wfth another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 899, and 901-902: Pages 1, and 3-4 of a 7 page September 2010, Going Dark draft

presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic
Surveillance Gap." See Bates pages 900, and 903-905 for presentation pages 2, and 5-7.

P O.0.9.9.9.0.0.0.0.0.00.09.000.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.9.0.0.0.0.0.0.00.0.0.0.00.00.04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
a(b)(2) o(b)(7)(B) 2()(2)
o(b)(3) a(b)(7)(C) ak)(1)

o(b)(7)(D) o(k)(2)

&(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the titie only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. '

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The folIowing number(s) are to be used for reference regarding these pages:

EFF/Lynch 900, 903, and 905: Pages 2, 5, and 7 ofa? page September 2010, Going Dark draft
presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic

OPCA-20 (12-3-96)
|

|

i

; Surveillance Gap." See Bates pages 899, 901-902, and 904 for presentation pages 1, 3-4, and 6.
‘ .

|

‘ DO 00.0.0.0.0.0.0.60.0.9.9.0099.4
| . X  Deleted Page(s) X
1 X No Duplication Fee X
X for this page X
PG 0.0.0.0.0.0.0.0.0.0.0.9.00.09.4
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1 Page withheld entirely at this location-in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

o(b)(1) =(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3): &(b)(7)(C) a(k)(1)
B(b)(7)(D) : a(k)(2)

B(b)(7)(E) a(k)(3)

‘ a(b)(7)(F) o(k)(4)

0(b)(4) : o(b)(8) a(k)(5)
B(b)(5) o(b)(9) a(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 904: Page 6 of a 7 page September 2010, Going Dark draft presentation titled,
"Going Dark: Strengthening National Security by Minimizing the Electronic Surveillance Gap."
See Bates pages 899-903, and 905 for presentation pages 1-5, and 7.

D.0,0.0.0.0.0.0.0.9.0.0.0.0.0.9.0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P9,9.0.0.9.0.0.9.0.0.6.0,0.9,0.0.0,04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

. B(b)1) o(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)B) o()(2)
o(b)(3) o(b)(7)(C) : o(k)(1)
o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) a(k)(5)
B(b)(5) o(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) dupllcate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 906, and 908-909: Pages 1, and 3-4 of a 7 page September 2010, Going Dark draft
presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic
Surveillance Gap." See Bates pages 907, and 910-912 for presentation pages 2, and 5-7.
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X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following-
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

i
| Section 552 Section 552a
| E—— ==

o(b)(1) o(b)(7)(A) 0(d)(5)
o(b)(2) o(b)(7)(B) 0()(2)

o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)

=(b)(5) o(b)(9) , o(k)(6)

o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. )

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 907, 910, and 912: Pages 2,5, and 7 of a 7 page September 2010, Going Dark draft
presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic
Surveillance Gap." See Bates pages 906, 908-909, and 911 for presentation pages 1, 3-4, and 6.

PO 0000000009 6,0.06.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) $.9.0.0.0.9.9.0.0.0¢.9.0.9.9.0.6,0
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1 Page withheld entirely at this location in the file. One or more of the following statements,
_ where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) =(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) a()(2)
a(b)(3) =(b)(7)(C) a(k)(1)

=(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(©) a(k)(6)
=(b)(6) : a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government-agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the dispaosition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Liynch 911: Page 6 of a 7 page September 2010, Going Dark draft presentation titled,
"Going Dark: Strengthening National Security by Minimizing the Electronic Surveillance Gap."
See Bates pages 906-910, and 912 for presentation pages 1-5, and 7. ‘

D 0.0.0.0.0.9.0.0.00.9.¢ 6,909,904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0.9,9.0.9.0.0.9.9.9.9.0.9.0.0.0.04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section.552a

B(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) 0()(2)
a(b)(3) B(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

O(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) B(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determinatién has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 913, and 915-916: Pages 1, and 3-4 of a 7 page September 2010, Going Dark draft
presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic
Surveillance Gap." See Bates pages 914, and 917-919 for presentation pages 2, and 5-7.

XXXXXKXXXXXXXXXXXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 00.9.0.00.00.900.00.00.004
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3 Page(s) withheld entirely at this location in the file. One or more of the following .
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the.exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
B(b)(3) : B(b)(7)(C) a(k)(1)

a(b)(7)(B) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(s)
=(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Dotument(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 914, 917, and 919: Pages 2, 5, and 7 of a 7 page September 2010, Going Dark draft
presentation titled, "Going Dark: Strengthening National Security by Minimizing the Electronic
Surveillance Gap." See Bates pages 913, 915-916, and 918 for presentation pages 1, 3-4, and 6.

) 9.9.9.:0.9.9.9.0.9.9.9.9.9.9.0.9.9.9.4
X Deleted Page(s) X
X No Duplication Fee .X
X for this page X
) 9.9.0.0.9.0.0.9.0.0.9.999.0.0.0.0
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion. -

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(4)
=(b)(5)
&(b)(6)

=(b)(7)(A)
a(b)(7)(B)
1(b)(7)(C)
&(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
o(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
2()(2)
a(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

other agency(ies).

released page(s).

Page(s) withheld for the following reason(s):

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
Page(s) withheld inasmuch as a final release determination has not been made. You will be

advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

® The following number is to be used for reference regarding this page:

EFF/Liynch 918: Page 6 of a 7 page September 2010, Going Dark draft presentation titled,
"Going Dark: Strengthening National Security by Minimizing the Electronic Surveillance Gap."
See Bates pages 913-917, and 919 for presentation pages 1-5, and 7.

09,09 0.0.9.0.0.0.0.9.0.6.0..9.9.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)0.9.9.9.9.9.9.9.0.9.0.9.0.9.0.9.094
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(s)
o(b)(2) ' o(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) 0(k)(2)

o(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you:

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 920, and 922: Pages 1, and 3 of a 7 page May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
921, and 923-926 for presentation pages 2, and 4-7.

POV 0.00.0.09.0.0.909.9.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PG00 0.90.90.9.0.0.0.0.0.9.0.9.994
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) =(b)(7)(A) 0(d)(5)

a(b)(2) a(b)(7)(B) o()(2)

o(b)(3) a(b)(7)(C) a(k)(1)

| o(b)(7)(D) a(k)(2)
| =(b)(7)(E) o(k)(3)
: a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)

B(b)(5) o(b)(9) o(k)(6)

o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to thé subject of yourrequest
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information foIIowmg our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 921, and 924: Pages 2, and 5 of a 7 page May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
920, 922-923, and 925-926 for presentation pages 1, 3-4, and 6-7.

D0, 0.0.0.9.0.0.0.9.9.0.0.¢6.¢,0,0¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) =(b)(7)(A) " o(d)(5)
o(b)(2) o(b)(7)(B) a()2)
B(b)(3) =(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

a(b)(7)(E) B(k)(3)

A - a(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) a(k)(5)
®(b)(5) o(b)(9) : o(k)(6)
®(b)(6) - o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 923, and 925: Pages 4, and 6 of a 7 page May 2010, Going Dark draft presentation

titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
920-922, 924, and 926 for presentation pages 1-3, 5, and 7.

D00 0.0.0.0.0.0.0.9.9.0.9.09.6,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 000.0.000.0.06.0.0¢ 04
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

3 éection 552 Section 552a
|
| a(b)(1) a(b)(7)(A) a(d)(s)
| a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)
a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
a(b)(6) ' a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FB} as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

- EFF/Lynch 926: Page 7 of a 7 page May 2010, Going Dark draft presentation titled, "The
Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages 920-925 for
presentation pages 1-6.

D 9.0.9.0.9.9.0.0.0.9.0.0.0.9.0.9.¢0.4
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(8)
o(b)(2) a(b)(7)(B) | 0([)(2)
B(b)(3) a(b)(7)(C) a(k)(1)
' a(b)(7)(D) a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(9) B(k)(6)
O(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be.
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 927, and 929: Pages 1, and 3 of a 7 page May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
928, and 930-933 for presentation pages 2, and 4-7.

. ' $9.9.9.9.0.0.0.0.0.0.0.0,:0.9.9.0.0,0 4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section-552a

o(b)(1) &(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) 0(j)(2)
o(b)(3) a(b)(7XC) a(k)(1)

o(b)(7XD) o(k)(2)

®(b)(7)E) o(k)(3)

a(b)(7)(F) o(k)(4)
O(b)(4) o(b)(8) a(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by ancther Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) dupiicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):.

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 928, and 931-932: Pages 2, and 5-6 of a 7 page May 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See
Bates pages 927, 929-930, and 933 for presentation pages 1, 3-4, and 7.

D9.0.0.0.0.0.0.9.0.6.6.0.9.0.¢0.0 04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.00.0.0.0.0.6.00.00.0.0.0 04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

O(b)(1) B(b)(7)(A) o(d)(5)

0(b)(2) a(b)(7)(B) o3)2)
a(b)(3) B(b)(7)(C) o(k)(1)
o(b)(7X(D) o(k)(2)

&(b)(7)(E) a(k)(3)

i o(b)(7)(F) o(k)(4)
o(b)(4) 0(b)(8) a(k)(5)
B(b)(5) o(b)(9) a(k)(6)
®(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 930: Page 4 of a 7 page May 2010, Going Dark draft presentation titled, "The
Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages 927-929
and 931-933 for presentation pages 1-3, and 5-7.

)9.0.0.9.9.0.0.9.0.99.9.0.9.00.994
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DOV 09.00.00.0.90.90.00.004
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

o(b)(1)
o(b)(2)
o(b)(3)

Section 552

o(b)(4)
=(b)(5)
O(b)(6)

B(b)7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
B(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k(1)
o(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

‘referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 933: Page 7 of a 7 page May 2010, Going Dark draft presentation titled, "The

Going Dark Initiative: Closing the National Security ELSUR Gap " See Bates pages 927-932 for

presentation pages 1-6.

D 0.0.0.0.0.0.0.0.0.90.0.0.9¢9.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
1 9.0,0,0.0,0,0,0,9,0,9,0.9.9.9.9,0,.¢0
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
8(b)(2)
B(b)(3)

a(b)(4)
&(b)(5)
a(b)(6)

a(b)(7)(A)

a(b)(7)(B)
a(b)(7)(C)

. ab)(7)(D)

a(b)(7)(E)
a(b)(7)(F)
a(b)(8)
a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(s)
a(k)(6)
a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 934, and 936: Pages 1, and 3 ofa7 page partly classified May 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."

See Bates pages 935, and 937-940 for presentation pages 2, and 4-7.

)9.0.9.0.9.9.9.9.9.¢.0.0.0.0.0,6¢9.4
X Deleted Page(s) X
X No Duplication Fee X
X forthispage @ X
$0.0.9.0.0.9.0.0.9.0.0.9.0.9.0.9.9,0
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FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

- Section 552 Section 552a
o(b)(1) =(b)(7)(A) B(d)(5)
0(b)(2) B(b)(7)(B) B()(2)
o(b)(3) B(b)(7)(C) o(k)(1)

B(b)(7)(D) o(k)(2)
®(b)(7)(E) o(k)(3)
o(b)(7)(F) B(k)(4)
o(b)(4) o(b)(8) B(k)(5)
=(b)(5) o(b)(9) a(k)(6)
o(b)(6) : B(k)(7)

O Infortnation pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

3

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 935: Page 2 of a 7 page partly classified May 2010, Going Dark draft presentation

titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
934, and 936-940 for presentation pages 1 and 3-7.

) 9.0.0,0.0.9,9.0.0.9.0.9.9.9.0.0.0.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.9.0.0.0.9.0.9.9.0,0.9.0.9.0.0.0 ¢
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
B(b)(2)
B(b)(3)

Section 552

a(b)(4)
&(b)(5)
2(b)(6)

&(b)(7)(A)
a(b)(7)(B)
&(b)(7)(C)
B(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
o(b)(8)

O(b)(®)

Section 552a

o(d)(5)
0()(2)
a(k)(1)
a(k)(2)
a(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 937: Page 4 of a 7 page partly classified May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 934-936, and 938-940 for presentation pages 1-3, and 5-7.

) 9.9.0.0.9.0.0.0.0.0.0.9.0.0.9.00.0
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
0. 9,0.9.0.0.0.0.9.0.0.9.0.9.0,0.9.9.0
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

w(b)(1)
a(b)(2)
a(b)(3)

a(b)(4)
B(b)(5)
a(b)(6)

&(b)(7)(A)

© a(b)(7)(B)

a(b)(7)(C)
a(b)(7)(D)
®(b)(7)(E)
a(b)(7)(F)
0O(b)(8)
o(b)(9)

Section 552a

a(d)(8)
a()(2)
ak)(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be

advised by the FBI as to the releasability of th

other agency(ies).

is information following our consultation with the

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 938-939: Pages 5-6 of a 7 page partly classified May 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 934-937, and 940 for presentation pages 1-4, and 7.

P 9,0.0.0.0.0.0.0.0.0.9.90.9.9.90.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P00 0 0.0.0.0.00.0.0.0.9.0.90.04
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) : O(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number is to be used for reference regarding this page:

EFF/Lynch 940: Page 7 of a 7 page party classified May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
934-939 for presentation pages 1-6.

KHKXKXAKHKHXKKXAKXXKXKKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
).9,0,0.0.9.0.9.0.9.0.0.9.0.9.9¢,004
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
O(bX3) o(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) ' o(k)(4)
a(b)(4) B(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
O(b)(6) . a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will-be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 941, and 944: Pages 1, and 4 of a 8 page partly classified May 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 942-943, and 945-948 for presentation pages 2-3, and 5-8.

)9.0.0.0.0.0.0.0.0.0.9,0.9.¢.0.66.0¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.0.90.0.0.9.0.9.0.0.0.00.90.00.9¢
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant fo the exemptions indicated below with no segregable
material available for release to you.

Section §52 Section 552a

o(b)(1) a(b)7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) ag)(2)
a(b)(3) B(b)(7)(C) a(k)(1)
: a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

B(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) (k)(5)
=(b)(5) : a(b)(©) o(k)(6)
a(b)(6) ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subiject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). .

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 942, and 948: Pages 2 and 8 of a 8 page party classified May 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 941, and 943-947 for presentation pages 1, and 3-7.

XXXXXXXKXXKKXXXXKXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.9.90.0.9,:9.9.0.9.0.9.0.9,0.0.0.0.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) &(b)(7)(A) a(d)(8)
a(b)(2) a(b)(7)(8) a(j)(2)
a(b)(3) a(b)(7)(C) ak)(1)
a(b)(7)(D) - 0(k)(2)

=(b)(7)(E) a(k)(3)

: : a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(©) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only:

a Document(s) originated with another Government agency(ies). 'These documents were
referred to that agency(ies)-for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 943: Page 3 of a 8 page partly classified May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
941-942, and 944-948 for presentation pages 1-2 and 4-8.

DG 00.9.0.0.0.0.90.0.00.06.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.00.0.9.0.00.¢0.9.0.06.0.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. .

Section 552 Section 552a

B(b)(1) B(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) B(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) : a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition ata later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 945: Page 5 of a 8 page partly classified May 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 941-944, and 946-948 for presentation pages 1-4, and 6-8.

$9,9.0.0.9.0.0.9.9.0.0.9.9.0.9,0,6,0,4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.0.0.9.0.9.0.0..0.06.0.0,004
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FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

m(b)(1) B(b)(7)(A) 8(d)()

o(b)(2) a(b)(7)(B) a()(2)

o(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)
=(b)(7)(E) - B(k)(3)
a(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) a(k)(5)

®(b)(5) a(b)(9) a(k)(6)

o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the.disposition at a later date. .

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 946-947: Pages 6-7 of a 8 page partly classified May 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 941-945, and 948 for presentation pages 1-5, and 8.

D0 0.0.0.0.0.00.00.00.9.90.0904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 000.0.0.0.0.0.9.0.¢0.0.0.9 0.4
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OPCA-20 (12-3-96)

l;'EDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) g(b)(7)(A) a(d)(S)
| o(b)(2) o(b)(7)(B) 0()(2)
| o(b)(3) o(b)(7)(C) o(k)(1)
| o(b)(7)(D) o(k)(2)
| o(b)(7)(E) o(k)(3)
| o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 949, and 952: Pages 1, and 4 of a 8 page partly classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 950-951, and 953-956 for presentation pages 2-3, and 5-8.

P00 0.00.0.9.0.6.0.99.9.¢.0.6.04
X  Deleted Page(s) X
X No Duplication Fee X
- X for this page X
D 9.0.0.9.0.0.0.0.90.9.0.9.99.0.0.0.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) ' o(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be.
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 950, and 956: Pages 2 and 8 of a 8 page party classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 949, and 951-955 for presentation pages 1, and 3-7.

KEXXXXXXXXXXKXXXXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) B(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)4)
o(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(©) a(k)(6)
a(b)(6) ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Documeni(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s).contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). .

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s): .

® The following number is to be used for reference regarding this pa'ge:

EFF/Lynch 951: Page 3 of a 8 page partly classified June 2010, Going Dark draft presentation

titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
949-950, and 952-956 for presentation pages 1-2 and 4-8.

) 9.9.:9.0.9.9.0.9.9.0.6,0.0.9.996.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.:0.9.0.0.9.0.0.0.9.0.9.0.9.0.9.4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

-1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the ‘exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) &(b)(7)(A) o(d)(5)
o(b)(2) : o(b)(7)(B) . a()(2)
o(b)(3) ®(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

: a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
®(b)(6) ' a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be,
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). :

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 953: Page 5 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 949-952, and 954-956 for presentation pages 1-4, and 6-8.

PG .0.0.9.0.0.0.9.09.0.6.06.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 9.0.0.00.0.0.0.909.0.9.99.0 9.4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release to you.

Section 552 Section 552a

®(b)(1) ' =(b)(7)(A) o(d)(5)
o(b)(2) O(b)(7)(B) a()(2)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) , a(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). :

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 954-955: Pages 6-7 of a 8 page partly classified June 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 949-953, and 956 for presentation pages 1-5, and 8.

D000 0000099 0.:0.9.06.90.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.90.0.0.0.0.0.0.0.0.0.9.0.6.9.0.4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant fo the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) , a()(2)
o(b)(3) B(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
&(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (ié) Ithey (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 957, and 960: Pages 1, and 4 of a 8 page partly classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 958-959, and 961-964 for presentation pages 2-3, and 5-8.

D000 0.0.0.0.0.0.00.9¢.0.0.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0,:09.0.9.9.9.0.9.0,0.0.9.09.094
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) a(j)(2)
a(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) ok)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are fo be used for reference regarding these pages:

EFF/Lynch 958, and 964: Pages 2 and 8 of a 8 page party classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 957, and 959-963 for presentation pages 1, and 3-7.

PO 0000000900 0.0.0.9004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D.0.0.0.0.9.0.0.0.0.0.0.90.9.0.9.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
o(b)(2)
o(b)(3)

0(b)(4)
=(b)(5)
O(b)(6)

B(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
®(b)(7)(E)
a(b)(7)(F)
o(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

" ®The following number is to be used for reference regarding this page:

EFF/Lynch 959: Page 3 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
957-958, and 960-964 for presentation pages 1-2 and 4-8.

D0 0.0.0.0.0.0.0.0.9.0.90.9.0.904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page . X
XXXXXKXKXKXXXKXXXXKAX
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FEDERAL BUREAU OF INVESTIGATION
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 5525

m(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C), a(k)(1)
a(b)(7)(D) a(k)(2)
a(b)(7)(E) a(k)(3)
a(b)(7)(F) a(k)(4)
O(b)(4) o(b)(8) o(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 961: Page 5 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 957-960, and 962-964 for presentation pages 1-4, and 6-8.

) 9.0.9.9.0.0.0.9.0.9.0.0.0.9.9 ¢.0.9.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
),9.9.9.9.0.0.0.9.0.0.0.0.0.0.99.994
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. '

Section 552 Section 552a

(b)(1) =(b)(7)(A) 0(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) 0(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
a(b)(6) Ba(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 962-963: Pages 6-7 of a 8 page partly classified June 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 957-961, and 964 for presentation pages 1-5, and 8.

D0, 0.9.0.0.9.0.0.0.99.9.09.9.9.6 0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$.9.9.9,:0.0.9,.9.0,.0.9.0.9.9.9.0.9.9 9.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion. ’

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(F) . 0(k)y4)
a(b)(4) a(b)(8) o(k)(5)
®(b)(5) . a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
_released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 965. and 968: Pages 1, and 4 of a 8 page partly classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 966-967, and 969-972 for presentation pages 2-3, and 5-8.

P9,9.0.0.0.0.0.9.09.9.¢06.90094
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X

|

|

‘ a(b)(7XE) a(k)(3)
SOORKXXKXXKIXKKKXKKX
|

i

|



Case3:10-cv-04892-RS Document41-6 Filed03/01/12 Page225 of 247

OPCA-20 (12-3-96)
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FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable- R
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) 5(d)(5)
a(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) : a(b)(7)(C) ' ak)(1)

a(b)(7)(D) a(k)(2)

&=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
®(b)(5) . a(b)(9) a(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

. Page(s) contain information furnished by another Government agency(ies). You will be

advised by the FBI as to the releasability of this information following our consultation-with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. ‘You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 966, and 972: Pages 2 and 8§ of a § page party classified June 2010, Going Dark

draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 965, and 967-971 for presentation pages 1, and 3-7.

DO 0.0.0.9.0.0.0.9.0.9.0.90.600.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0.9,:0.9.9.0.0.0.9.0.0.0.0.90.¢04
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) 0(d)(5)
a(b)(2) B(b)(7)(B) 0()(2)
B(b)(3) B(b)(7X(C) B(k)(1)

a(b)(7)(D) o(k)(2)

®(b)(7)(E) B(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) B(k)(5)
&(b)(5) a(b)(©9) a(k)(6)
O(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) fthey (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFFE/Lynch 967: Page 3 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
965-966, and 968-972 for presentation pages 1-2 and 4-8.

) 9,0 0.9.0.0.0.0.9.0.90.0.0.0.9.0.0.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P0.0.0.9.9.0.9.0.0.0.9.9.9.9 0.9
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
®(b)(1) =(b)(7)(A) a(d)(5)
0(b)(2) a(b)(7)(B) a(j)(2)
0(b)(3) =(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
®(b)(7)(E) . a(k)(3)
a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(9) a(k)(6)
®(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Pége(é) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 969: Page 5 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 965-968, and 970-972 for presentation pages 1-4, and 6-8.

§9,:0.0.9,:0.0.0.:0.¢.0.0.0.0.906,604
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XX XXX KXKXXXKXKKXXKX
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) =(b)(7)(A) 5(d)()
a(b)(2) a(b)(7)(B) a(1)(2)
a(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

. a)(7)(F) B(k)(4)

a(b)(4) 0(b)(8) B(k)(5)
=(b)(5) a(b)(9) a(k)(6)
B(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject.of your request
or the subject of your request is listed in the title only. -

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 970-971: Pages 6-7 of a 8 page partly classified June 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 965-969, and 972 for presentation pages 1-5, and 8.

PO 0.0.0.0.0.0.9.9.9.0,9.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9,0.0.0.9.0.0.9.0.9.0.6,0.00.0.9.04
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FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) (b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o()2)
o(b)(3) B(b)(7)(C) a(k)(1)
: B(b)(7)(D) o(k)(2)
B(b)(7)(E) B(k)(3)
: o(b)(7)(F) o(k)(4)
o(b)(4) B(b)(8) B(k)(5)
=(b)(5) - o(b)(9) B(k)(6)
O(b)(6) : B(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furished by another Government agency(ies). You will be’
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 973, and 976: Pages 1, and 4 of a 8 page partly classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 974-975, and 977-980 for presentation pages 2-3, and 5-8.

) 9.0.0.9.0.9.0.0.0.0.9.0.9.9.9.0.9,.04
X Deleted Page(s) X
X No Duplication Fee X
X for this.page X
DI.0.9.0.0.9.0.9.0.0.0.9.9.9.9.9.00.4
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable o
material available for release to you.

n Section 552 “ Section 552a
a(b)(1) a(b)(7)(A) a(d)(s)
a(b)(2) a(b)(7)(B) a())
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)
®(b)(7)(E) (k)(3)
a(b)(7)(F) o(k)(4)
0(b)(4) a(b)(8) a(k)(s)
&(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number(s) are to-be used for reference regarding these pages:

EFF/Lynch 974, and 980: Pages 2 and 8 of a 8 page party classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
See Bates pages 973, and 975-979 for presentation pages 1, and 3-7. ’

) 9.0.9.9.9.9.9.0.0.0.0.9.0.0.0.¢.¢0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9,0.0.9.0.9.9.0.0.9.¢.9.0.0.¢.0.9,.0.4
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FEDERAL BUREAU OF INVESTIGATION
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) ®(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

8(b)(7)(E) a(k)(3)

a(b)(7XF) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 975: Page 3 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
973-974, and 976-980 for presentation pages 1-2 and 4-8.

P00.0.90.0.00.0.0.0.¢6.00.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.9.0.0.0.0.0.:0.0.90.0.0.0¢904
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) B(b)(7)(A) o(d)(6)
o(b)(2) a(b)(7)(B) 0()(2)
o(b)@3) ®(b)(7)(C) a(k)(1)
. B(b)7)D) o(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) B(k)(4)

o(b)(4) o(b)(8) B(k)(5)
B(b)(5) o(b)(9) o(k)(6)
®(b)(6) ~ o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a Iater date

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EXE/Lynch 977: Page 5 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 973-976, and 978-980 for presentation pages 1-4, and 6-8.

)9,0.0.0.0.:0.0.9.0.9.0.9.0.9.09.9.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.9,:0.0.0,.0.0.0.0.9.0.0.0.0,0.0,.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

i Section 552 Section'552a
1 =(b)(1) ”(b)(7)(A) o(d)(s)
| o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) ' a(b)(7)(C) a(k)(1)
a(b)(7)(D) o(k)(2)
=(b)(7)(E) a(k)(3)
o(b)(4) . ' o(b)(8) o(k)(5)
B(b)(5) a(b)(9) a(k)(6)
o(b)(6) ‘ a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

|

1

: a(b)(7)(F) a(k)(4)
| Page(s) contain information furnished by another Government agency(ies). You will be

| advised by the FBI as to the releasability of this information following our consultation with the
| other agency(ies).

|

| Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 978-979: Pages 6-7 of a 8 page partly classified June 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 973-977, and 980 for presentation pages 1-5, and 8.

DIV 000000900.09.0.0.09.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.0.0.9.0.0.0.0.9.9.00.0.9.0.0.004
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following-statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release fo you.

Section 552

a(b)(1)
o(b)(2)
a(b)(3)

a(b)(4)
®(b)(5)
a(b)(®)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

a(d)(5)
a()(2)
a(ky(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is fo be used for reference regarding this page:

EFF/Lynch 981: Page 1 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages

982-988 for presentation pages 2-8.

P00 0.0.9.0.0.0.0.9.00.0.09.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXKXXXXXXXX XX XAKXXX
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) o(b)(7)(A) B(d)(5)
o(b)(2) o(b)(7)(B) o) (2)
| O(b)(3) ' a(b)(7)(C) a(k)(1)
| o(b)(7)(D) o(k)(2)
| 8(b)(7)(E) a(k)(3)
| o(b)(7)(F) o(k)(4)
| a(b)(4) o(b)(3) a(k)(5)
| ®(b)(5) B(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government'agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

|

‘ Page(s) contain information furnished by another Government agency(ies). You will be

| advised by the FBI as to the releasability of this information following our consultation with the
‘ other agency(ies).
|
|
\
|
\
|

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for rélease as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

| EFF/Lynch 982, and 984: Pages 2 and 4 of a 8 page party classified June 2010, Going Dark
draft presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap."
| See Bates pages 981, 983, and 985-988 for presentation pages 1, 3, and 5-8.

P .0.0.0.0.9.0.9.0.0.0.0.9.6.0.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.9.9.0.9.0.9.0.0.0.0.0.009.004
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) 0(d)(5)
g(b)(2) a(b)(7)(B) a()2)
B(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

: a(b)(7)(F) o(k)(4)

0(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 983: Page 3 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
981-982, and 984-988 for presentation pages 1-2 and 4-8.

§9,0.6.0.0.9.0.0.0.0.0.9.0.9,0.0.9.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)0.0.9.0.0.9.0.0.0.9.9.9.9.9,0.9,0.0.4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
- material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) a(d)(5)

a(b)(2) a(b)(7)(B) a()(2)

, a(b)(3) =(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) ‘ a(k)(5)

=(b)(5) a(b)(9) a(k)(6)

=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and difect response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuiltation with the
other agency(ies). ‘

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. .

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 985: Page 5 of a 8 page partly classified June 2010, Going Dark draft presentation
titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
2009. See Bates pages 981-984, and 986-988 for presentation pages 1-4, and 6-8.

D 9.00.0.0.9.0.9.0.0.6.9.46.0.00.94
X Deleted Page(s) = X
X No Duplication Fee X
X for this page X
POV 09.00.09000.90.99.064
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FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 ' Section 552a

=(b)(1) &(b)(7)(A) o(d)(3)
a(b)(2) a(b)(7)(B) a()2)
a(b)(3) a(b)(7)(C) ak)(1)
o(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

: o(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) a(k)(s)
®(b)(5) a(b)(9) o(k)(6)
a(b)(6) ak)(7)

O Information pertained only to a third party with no reference fo the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You wiil be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 986-987: Pages 6-7 of a 8 page partly classified June 2010, Going Dark draft
presentation titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." A
portion of the information on these pages are classified SECRET in accordance with E.O. 13526
of December 29, 2009. See Bates pages 981-985, and 988 for presentation pages 1-5, and 8.

$9.0.9.0.9.9.0.9.9.9.0.9.¢$.9.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.0.0.0.00.00.9.99.¢0.00.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) a(b)(7)(A) a(d)(6)
o(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) a(b)7)(C) a(k)(1)
: &(b)(7)(D) a(k)(2)
=(b)(7)(E) a(k)(3)
. D(b)(7X(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(s)
=(b)(5) a(b)(®) a(k)(6)
o(b)(6) : a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be -
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this pagé:

EFF/Lynch 988: Page 8 of a8 pagé partly classified June 2010, Going Dark draft presentation

titled, "The Going Dark Initiative: Closing the National Security ELSUR Gap." See Bates pages
981-987 for presentation pages 1-7.

D0.0.0.0.9.9.0.9.9.9.0.9.0.9.0.9.¢04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.9.0.0.0.0.0.0.9.90.9.9¢9.04¢
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FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. -

Section 552 Section 552a

B(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) a(j)(2)
o(b)(3) : o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)2)

&(b)(7)E) o(k)(3)

o(b)(7)(F) o(k)4)
o(b)(4) o(b)(8) o(k)(5)
o()(5) - o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 989-992: 4 page talking point bulletin dated February 26, 2010, prepared by the FBI Cyber
Division, Innocent Images Intelligence Unit, titled, "Federal Bureau of Investigation Intelligence
Bulletin." The taking point bulletin discusses technical issues and impediments that allow child
predators to openly discuss topics of interest without fear of being identified by law enforcement.

XXXHKXXXXXKKXKXXXXKXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)0.0.9.0.9.9.0.0.0.9.0.9.9.9.9.9.094
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) ’ o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
B(b)(3) ®(b)(7)(C) o(k)(1)
: o(b)(7)(D) o(k)(2)
B(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) a(k)(5)
&(b)(5) o(b)(9) a(k)(6)
=(b)(6) ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 993: Undated discussion paper that outlines technical i issues and impediments faced

during a specific FBI investigation.

D9.0.0.0.0.4.0.0.0.0.0.9.0.0.0.6,00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.9.9.9.:0.0.9,.0.0.0.9.90.0.6.0.04
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FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) B(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
O(b)(3) &(b)(7)(C) : o(k)(1)
o(b)(7)(D) B(k)(2)

&(b)(7)(E) a(k)(3)

. B(b)(7)(F) o(k)(4)

O(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
®(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made: You will be
advised as to the disposition at a later date.

P'age(s) was/were not cohsidered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):,

® The following numbér(s) are to be used for reference regarding these pages:

EFE/Lynch 994, 996, 998: 3 pages from 3 undated discussion papers that outline technical
issues and impediments investigators are facing during 3 pending investigations. The first 2
discussion pages are 2 pages in length and the 3rd is 1 page. These Bates pages are all the 1st
page of their respective reports.

PO 000.0.0.0.0.00.0.0.000.9 604
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.9.9.0.0.0.0.0.0.0.9.9.9.0.9.0.04
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FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) m(b)(7)(A) o(d)(5)

o(b)(2) a(b)(7)(B) 0()(2)

o(b)(3) o(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

‘ s(b)(7)(E) a(k)(3)

: a(b)(7)(F) : a(k)(4)

\ ab)@) a(b)(8) o(k)(5)

‘ m(b)(5) a(b)(©) a(k)(6)

\ a(b)(6) a(k)(7)
|
|

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are fo be used for reference 'regarding these pages:

EFE/Lynch 995, and 997: These Bates pages are the 2nd page respectively from 2 undated 2
page long discussion papers that outline technical issues and impediments investigators are
facing during 2 pending investigations. See Bates pages 994 and 996 for the respective 1st page
of these discussion papers.

D 9.0.0,:0.0.0.0.0.99.0.9.09.0.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.0.0.0.0.0.0.0.0.0.00.90.0.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release to you.

Section 552 Section 552a

|
| a(b)(1) a(b)(7)(A) o(d)(5)
| . o(b)(2) o(b)(7)(B) a()(2)
i a(b)(3) ’ a(b)(7)(C) ack)(1)
a(b)(7)(D) a(k)(2)
®(b)(7)(E) o(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) O(b)(8) a(k)(5)
o(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 999-1006: 8 page talking point bulletin dated December 22, 2009, prepared by the FBI
Cyber Division, Innocent Images Intelligence Unit, titled, "Federal Bureau of Investigation Intelligence
Bulletin." The taking point bulletin discusses technical issues and impediments during an investigation
into file sharing software utilized by child pornography producers and child sex offenders.

D00 0.9.0.0.0.0.0.0.90.0,0.060.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D.0.0.:0.0.0.0.9.00.0.00.6.00.0¢4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) , o()(2)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) a(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) a(k)(s)
a(b)(8) - o(b)(©) -a(k)(6)
a(b)(6) : a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

. O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s)-contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
| other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date,

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

|

1

‘ —_____ Page(s) withheld for the following reason(s):

|

| ® The following number is to be used for reference regarding this page:

| EFF/Lynch 1007: Page 1 of a 3 page partly classified internal talking points report discussing

| capabilities and ELSUR gaps of certain internet service providers. A portion of the information
| on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009. See

| Bates pages 1008-1009 for report pages 3-4.

|

| , XOXXKXXKXHXHKHKXKXKX

| X Deleted Page(s) X
X No Duplication Fee X
X for this page. X
XXXXKXKOCKKKKHXKK XX
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2 _ Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemp’nons mdlcated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o) (7)A) 0(d)(5)
0(b)(2) a(b)(7)(B) a()2)
O(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
a(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Informatioﬁ pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Documenf(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

|

|

| Page(s) contain information furnished by another Government agency(ies). You will be

‘ advised by the FBI as to the releasability of this |nformat|on following our consultation with the
} other agency(ies).
i

|

\

\

|

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other.
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Lynch 1008-1009: Pages 2-3 of a 3 page partly classified internal talking points report
| discussing capabilities and ELSUR gaps of certain internet service providers. A portion of the
| information on this page is classified SECRET in accordance with E.O. 13526 of December 29,
| 2009. See Bates pages 1007 for report page 1.

$.9,0.9.0.9.9.0.9.9.0.0.9.¢.0.9.0,.0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9,9.0.0.0.0.0.0.9.0.9.0.9.9,0.0.0.0
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FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) =(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) =(b)(7)(C) ak)(1)
o(b)(7)(D) o(k)(2)

~ B(b)(7)E) o(k)(3)

a(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) o(k)(5)
=(b)(5) a(b)(©) o(k)(6)
=(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

~ O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be’
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).
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