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I, DANIEL FARMER. "4\e wder'Sisnad. doc1arc:

I have been t*iDed by Plah1titis as an expert in tbi.9 action. I make this1

decl~ in support ofPIAinti~' MotiOD. for Ordcr to Show Cmse Ie Contanpt. I have

p~ knowledge of the following .facts BOd, if called andSWO1'ft as a wimess. could aod

wouw testli}r competently thaeto.

Ouali:fi(:atlous

I ~y serve as mindepen dent computer security COftSUltant hi2.

additWu,. I am C1md1t1y writiDg a book. on oomP"oltel' security aDd SPeJId a great deal of my

time pQfO[Ining ~ on foreD&ic computing aDd large, high-sp=t OOmpuref n6tWorks.
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10. In 1989. I wrote COPS (theComputerOncle 8I1dPuswom S}'Rtem). the

&rrtiPJbllc1y avaiJabJc Intcmct s=IdtY tool. COPS provkJes a varie~ ofW8)'S to ~ BI¥1

~ on the IeCurity of . UNIX system.

Sevm ~ ago lco-aDdJ OIPAJ SATAN (tbe Security AAm~L-trator's Tool

for Afta1~ NetworkI.) SATAN is a PfOiIBm d1at BI18IYlIC8 and reports cm ~ security

of &Comp Iter Det'Woa:k. COPS - SATAN m:e the mQSC popular and widelY used secwity

8Da1,si. tools evm written. Sevaa1 ca"-~:c~~. \.d the idea in th~ tools to c:z'88te

commsciaJ producb. Timn. anotb.~ gecurity tool I oo-autbored. ~ released in D~baI'

of l~. Ti1an ~ a Variety of ~urity problems and can help admmi.matotS ~

~ md ~~ thcir ~1R'i~'a ~~1 8~ policy.

12. In Fmmay of 1997, I WII cmc of..P8=1 of ~Ii who PI'fSWlted a

~ on ~ and DetWotk; 8CCUtXy to u. u.s. BuU8C ofR..-Tiaalt3tivcs

~iU88 on Science, S~~ttee oa T_h~~. d~mg the n~ to pmtEA:t the

conB~a 1 natIn of cormnunio8tioQS ~ to 8I8Ute that propriGtBly data would remah1

1DJCO~rmnised.

13. I have published ~ papers On computer ~urity .d DdWtJI'b, most

~y on KCunty ~ ~ tools, aDaI)'Iis of the IDtt2Det. md on ~ j8)C8

with tmsoll~ ~_~ial aDai1 (UCE. «' spain.) A mw )'eaI8 .. I i;r~ &lid J:mted

the fi1st ~ Summit. m 8DDual wcckond rltr8at where somo fifty of tho top ~ty.

Q)'pte3I1lJJh)'. aDd ~ ~ gather to discusa lad IttaDPt to solve SOIDe of the

more ~ins iMIJee with 8COUrity on d1C Iutanet.
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14. Ovf;r the coune of the ~t twelve ye8la, I have bemt interviewed ag m

e~ 00 Dearly every major television. ~(). ~ print news outlet (NBc. CBS. ABC.

~.PBS, Time, NewJweek, The w.n Street Jo1D"n.Bl. NYT. ew.1 and was iD~~ed

end profiled by Scientific American 8.9 one of the top experl8 ill Intemet ~nrity.

I bve written the foUowing papers:15.

The COPS s~ Clecker SyS(em - June 1990 USBNIX Ptocecdings

COPS - Pall 1990 Pmdue Te(:bJ1ical Report

Improving the S«:unty DfY 01U" Site by Breaking Into It - 1993 Internet

~papc:r

SATAN, an \JIlusuai. application of Web technology - Nov 1995 NLWG

~~p

Shall we dust MoKlOw? - 1996 Jntmn~ sccurity paper

From the Tteoche!: One ISPs Re~ to dIe Problem of Spam - April

1998 ~ Login journal.

Titan - Dcx:ember 1998, USA USENIX Proceedings
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19. By modif)iDg my ~rt; .Pa1'III1!t~. I thea mmed off the capability of

~.!!~ A to taIt 10 my system on tba Madster lIet'Wg(A.~ ~... computer A WB$ still

ab~ to communicate to any other s)'SicID. on the IntcaIet. I tbeu attanp~ to log back onto

the MadBt. network. Thit wu ~_'~- J dJeD tumed beck on n.--J.ifte A.. caplbWty

to talk to thc M~.com ftetWO1k aDd wm able to lo, 011. ~ fcx- moW. and dowIIloed

~ 88 before.

20. While still logged oDto the Mad8t« ~ I orx:e apin nxxI1&d my

~ P8raU1e'"M& ., that ~er A could not t81t to my gy9tm1 on the Madsta:

~m.. Attempts to scamh for so~ ~ now impossible. DoWDloading content by

~ mI. ~zdinp that w«c prQVioualy aC8IChcd fgr waa a)ac) iUJPOssible.

21. !'~ 1b~ aa4 Other cpenmaJtl I have CODCl~: that Madstcr ~erates

three t.1'pes of Ia'V-. that ex.i.It in ~ madsta.com 00main, - that ~ the ability of

u.-- to conuntnJlcare with tb5c ~, the M.J.ta' S)'Brrm win ~t ~ aDd ~

will 1K)I ~ able to trade ~:

a. Damaift Name Serva (DN8).8'VetS. ~ ~ U8DS18te IP ~~bers

iDIo Damm (like m~~er .com.).

h. Web ~~. ~ ICn"ms deIivu web rnDtalI m ~ penssq the world

wide web with anlbta'DCt browser, RDch as MDOfOft Intemet Explor« M

NetIcape Navigator. Madst~8 web ~Ars provide the e~ on tJae

Madste: wd)8itb (i~!u~~ ~ Club Mm.. "Top 4Ojllld a11ow

4at1.~t 7

~~, I-m l;tl;t-&ir8ts 98:. 6&61/18/18



~O2811/20/02
. !

j

1~:47 FAX 312 251 9601 CONNELLY ROBERTS" KcGIV

downloads of the Madst« c1ieDt software, i.e.. t1te software 1bat Madst«

~ ~ to tr8de filM.

c. MadstM s.-vet!.. TheIe sm:Y«s allow MM~ u-.. to ~ 8IId Jog on

to the .etVice, ~ tor ~ on the comput«'S of ok UIer$ ~.~c'-~ to

the M8d.Itoc SYJtCJl. and to dOwnlo8d fil. fn)m 01ber M~« UBen.

22. Baed ~ my bowledse aDdeXJ'Ori eI1CO, !be ~ B)'8tcm CBn be ha1tM

eaiJy in KVeral ways, inolnding simply tumh1I oft'tbo pO'Wa- to the -~.1hat Mad.-

~ di~!meCtiDI1bJIe ~ ftom the ~ stop nDming the pmcrama that
1

aDo~ M.laer ~ to oo~ 101 on. - ~ h - downlMd fi1cs; or ~iDat"'g

the IptelDot ooDDeaQvity jKUvided by Madsta:'B JSP (wbi<:b I ha-vc d8tmDiDed Is Qwest

c::-~=-.i~). WJ that the IDt8:D8t ~ comYm1n't"~~ with die "'M~.com~

23. In co~IUliOD, it ~:i18C:'8 tbat if the Madater-cxmttoUcc1 ~ ~ hah8CI.

~ can be done euily. the MOOster 618 !bIIring Ma"Vioc would Q.-e to fimction.

1 dcctarc und« p~ of ~ 1mda' tbc lam of the U Dit8i S mtea of

Am~ tbC tho ~&Dm. is true aDd cmrect aIM11b8& this ,*1aratiOD was aecuted on
I

Novtamer J12002, . 8m FranclJCO, C8IifiJmiL
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