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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN PISTRICT OF ILLINOIS
FEASTERN DIVISION
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MASTER FILE
IN RE: AIMSTER COPYRIGHT No. 01 C 8933
LITIGATION
MDL 1425

2 Judge Marvin E, Aspen
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DECLARATION OF DANIEL FARMER IN SUPPORT OF
PLAINTIFFS' MOTION FOR ORDER TO SHOW CAUSE RE CONTEMPT

I, DANIEL FARMER, the undersignod, declare:

1 1 have boen retrined by Plaintiffs as an expert in this action. I make this
declaration in support of Plaintiffs' Motion for Order to Show Causc re Contempt. Thave
perscnal knowledge of the following facts and, if called and swormn a3 a witness, could and
woull testify competently thereto,

Oualifications

2, I currently serve as an independent computer security consultant. in
additipn, I am currently writing a baok on computer security and spend e great deal of my
time performing sesearch on forensic computing end large, high-speed computer networks.
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served  dhe pnncipal fechninal expert for the  ginifz in tha
entitled [y Re Napster, Inc. Copvright Litieation. Case Nos.  -MDL-00-136' MHP €94~
R3IMHP C00-007 MHP, and C0 -09%6 MHP In thar capacity, waorked exteusively
with and analvzed the Nepster spplication and wshaite  parficipated  hearings with

the concerning the system  questions regarding

4, also served  tha principal technical expert 3% the plaintiffe Inre
Almster Copvright Lilipation, No 8091 MNL 425 [n that capacity, wnrked
axtemsively with and analyzed the Aimater application and website. and aihmitted

detlaration wserl  gupport Plaintiffs’ Motion for Preliminary Infunction,

5. Tn 999  testified in [Trated Stales Districr Conrt for the Facern District of

enngylvania in ALCU v. Rena, No. 99-1324 invalving the Child Cn-line Protection Act.

A Pmm 1997 1969 the head nf ntemat security, well  the netwark
security architert nf EarthLink, respopsible for the design and implementation of
escurity policies. firowalls, the internal gecurity infrastructure. well  the maintenance
and enmtinual monitorine of hoat and neteods activity on our larpe mtamal network md
the with wham  pommunicate. Any and all issues (including products,
servides, and copnectivity) that dealt with Mtemet seclrity rapproved by me, meloding
e-commarce snd pny other aspects involving authentication. validation, or online
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Prior  EarthDink. wodked for several yaars  pair of Fortune 400
companies  Sun Microsvtems. the largest TTNTY system menufacturer  the world, and
Silieen Graphics, Inc  the praphics wnrkstation company. At both companies
chagme of the technical aspects of pomputer and network secunty. well  conducting
security and network research.  also re-designed and re-grchitected Mictogystem

firevrall, and consulied internally and fior  cusinmers.

In 990 stared workdng for Computer Emergeney Response
("CERT1"). CERT veniure funded by the Defense Advanced Research Proiects
Agency, entity that origimally created becanse of an Intermnet worm
kind of somputer viras) in 08 and  designed  facilitate the flo  of security
information amd  provide emerpency assistanes  ahv person Of organization on the
Internet. AtOERT, coonlinated support  CERT cusiomers thar experiensing
compher security emerpencies and in charge of disceminating vilnembility

mnfnmaation to vendors and gatting them to smnounes and  fix their geconty problems.

Aafore at CERT  wnrked for Purdue University and some small
nefiarnre compemios programimer and computer consulent, been computing
professionally for 20 years  have done security consultng for banks. computer
¢ompenies, and Internot organizations for the past half-dozen years, and often speak

commiter conferences. academic and rescarch faciliies. and povemment institations.
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10. In 1989, I wrote COPS (the Computer Oracle and Password System), the
first publicly available hntemnet security tool., COPS provides a variety of ways to test and
Tepdtt on the security of 8 UNIX system.

Scven years ago I co-anthored SATAN (the Security Administrator's Tool
forAnalyaingNetmrks.) SATANisapmmmnamlyzcsandmponsmmoswmy
ofabom;umnmvmk COPSMSATANmmemostpopnlsrandwidelymedsecmity
analysis tools ever written. Several companies uged the idees in these tools to create
commercial products. Titan, another security tool I co-authored, was released in December
of 1998. Titan fixes a variety of security problems and can help sdministeatars create
firewalls ind implemont their organization's technical security policy.

12.  In February of 1997, 1 was anc of a pancl of experts who preseated 8
bricfing on computer and network sccurity to the U.S. House of Represcutatives
Committes on Science, Subcommittee on Technology, discussing the need to protect the
confilential pature of cormmunications #nd to enmire that proprietary data wonld remain
uncainpromised.

13.  Ihave published several papers on computer security and networks, most
notatlly on sccurity analyxis, software tools, analysis of the Intemet, and on cumrent jssues
with tinsolicited commercial crmail (UCE, or spam.) A few years ago, I created and hosted
mﬁamnysmmmuuwmmawhm some fifty of the top security,
mm,mmm gather to discuss and attempt to solve socme of the
more pressing issues with security on the Internet.
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14.  Over the course of the past twelve years, 1 have been interviewed as an
expert on nearly every major televigion, radio, and print news outlet (NBC, CBS, ABC,
CNI, PBS, Time, Newsweek, The Wall Street Jounal, NYT, etc.), and was interviewed
and profiled by Scientific American a3 on¢ of the top expests in Infernet security.

15. Ihave written the following papers:
The COPS Security Checker System — June 1990 USENIX Proceedings
COPS — Fall 1990 Purdue Technical Report

Improving the Security of Your Site by Breaking Into i — 1993 Internet

SATAN, an unusual application of Web technology — Nov 1995 NLUUG

Shall we dust Moscow? -« 1996 Intemet sccurity paper

From the Trenches; One ISPs Response to the Problen of Spam ~— April

1998 | Login journal.

Titan — December 1998, 1ISA USENIX Proceedivgs
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Gazing Computer Security with 2020 Vidion December 900 Internat

white paper

&. havebemn  the Internet for 20 vears, and administrate and confrol

all aspects (WWW, Usenat news, email, e1¢,) for several domains.

My penezal knowledge and experience, as well as specific expariments
haveidons  the Madarer System, indicate that (2) Madster depends on fow key
computers in the madster domain to operate its  trading system.; (b) syslems
ermld be turned off eadily, and {¢) if’ the systens turned off, file trading  the
Madsater system would fmoofthekey  of experiments  conducted i described

below

R signed op fowr the Madster service on November  or 12, 20012 (paying
$4.9% for  month of service) hecanse | could not find the Madster program availahle for
dowrload arywhere for free.  then downloaded the version of tha prograem offered by
Madsiter and installed it on computer A Hafare punning tha Madster softeare  furmed
gompuler program that recorded all the netonee traffie that froom compuier A to the

of the world. then shle (o create gn acemmt and log onto the Madster service,
and tor search for ard download flex. The network maffic recander showed that when
logged  and searched for files. compurer A sent networle fraffie tn systems on the

Madstar network.  then exited the Madster program, logging  off tha Madster system.
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19. Bymodlﬁingmynctmrkpmotm,lthummedoﬂ’ﬂwclpabﬂityof
WAmwaVMmmwmm.mmaAmﬂﬂl
ahlétocommunicateto any other system on the Intetnet. 1 them attempted to log back onto
the Madster netwark. This was unsuccassful. I then tormed back on machine A's capability
to talk to the Madster.com network and wes able to log on, search for mnsic, and download
content a8 before.

20. Whﬂesﬁulogedomtthaddundworhomeagainmodﬁ'ndmy
netvfmkpmmsothatoomputerAmldnmtnlktoanysystanontbeMadsm
network. Attempts to scarch for songs weore now impossible, Downloading content by
clicking on recordings that were provioualy soarched for was also impossible.

21.  From these and other experiments I have concluded: thar Madster operates
wmdmmmhmm.mmmmmmawtyof
users to communicate with these servers, the Madster system will not operate, and users

will not be able to trade files:

2 Domain Name Service (DNB) sarvers. Thege servers transiate IP nupmbers
into names (like madster.com.).

b. Web servers. These servers deliver web content to users perusing the world
wide web with an Internet browser, such 283 Microsoft Intemnet Explorer or
Netscape Navigator. Madster's web servars provide the content on the
Madster website (including the Club Madster “Top 40™)and allow

450887.00C. | 7
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downloads of the Madster client software, i.e., the software that Madster

users use to trade filss.

c. Madster sarvere. These servers allow Madster users to connect and log on
to the service, search for files on the computers of other users connected to
the Madster system, and to download files from other Madster users.

22. Based on my knowledge and experience, the Madster system can be halted
casily in several ways, including simply tuming off tho power to the servers that Madster
ope:?tes;dimonmctingbmemﬁomthemtwoﬂcstopnmﬁngmepmmthm
allow Madster users to connect, log on, end search for and download files; or terminating
the Intemet comnectivity provided by Madster’s ISP (which I have detennined is Qwest
Communications), so that the Intarnat cannot communicate with the madster.com domain.

23, In conclution, it appears that if the Madster-controljed systems wege halved,
which can be dong easily, the Madster file sharing servioc would cease to fimction.

1 declare under penaity of pegjury under the laws of the United States of
Amerioa that tho faregoing is true and corvect and that this declaration was cxecuted on
|
November /1, 2002, at San Fransisco, California

RN

Daniel Farmer
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