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Dae - S . N Message No. S
February 15, 2005 - ‘ ‘ o -
To - . © | Telephone No. .. |Locstion/Departrnent
;;M L ) : Fax Ne. i
o v T | Telephene No. v Siop
| I I 1 Nnr ‘
Message: MME::}M Comtentn: T“P.am‘mmmimdﬁa_,_‘twﬁin;&im\‘m

ing pnges ‘contain a rough draft of the ernnmg 'aha.t will ba provid.ed WE
group. We can adjust the training as items suzface. o ;

Plezse paes it to:A

‘Thanks in advance. D

.

ALL INFORMATION CONTAINED
" HEREIN IS UNCLASSIFIED ,
DATE 02-}..1;-2_009 BY 60322 uc/lp/stp/fls

This &uwx:mumm mtyfuumornxmm«mﬁqwmasmmmmamnaw‘m coa(':dmd.
20d excpe from disciosnre Under applicablc law. I the truder of this mezeage it not Mg intended cecipicnt or the coamloyee of agear eosponsible o deliver ftio e -
Mmpwgmmmymwmum;mm&wuwmwswmwhmmn ¥ you dave nxciwed this
cwmnwdhilw mmtyuwwymmmm«u{mlmnuamahwauumsmhux Poneal Service. Teank you.

‘Nohsr . ' )

. B Ilmismmwdwmplwyunotmmbymwumy.plcascmmm

. & No classified information shall be sent via faczimile,

3. No technical dlata related to dafensc m:hsamaﬁa\lhcmnnmd out of the United Stazcs, :

4. No “Compeny Privmc” material shall be sent t an inmattended machine, auumm!omumnmdnﬂmmmmmﬂqahm .
g woﬂmwionbymmm-ummummp ’

-
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ALL mmmmmm CONTATNED
HEREIN IS UNCLASSIFIED. '

DATE 02-11-2009 BY 60322 uc/ly/stp/fls

Fok genienl i, comtact

b2

b6
b7C

DOUBLETREE HOTEL - TYSONS

' CORNER S
. 7801 LEESBURG PIKE (RT. 7)
703-833-1340

- a MARRIOTT - TYSONS CORNER

8023 LEESBURG PIKE (RT.7)
7037342200 -
C | THE MCLEAN HILTON
" 7920 JONES BRANCH ROAD
703-847.5000 ‘

HOLIDAY INN - TYSONS COANER fc) 'COMFORT INN

ﬂ 1960 CHAIN BRIDGE ROAD

" 703-893-2100 ‘
=) SEST WESTERN - TYSONS
= WESTPARK "
8401 WESTPARK DRIVE
. 703-734.2800

' EMBASSY SUSTES HOTEL
. 8517 LEESBURG PIKE (RT.7)
© 703-883-0707

: 1587 SPRINGHILL ROAD
© 7034488020

M SHERATON PREMIERE

‘8661 LEESBURG PIKE (RT. 7}

-703-448-1234

MARRIOTT - FAIRVIEW PARK

3111 FAIRVIEW PARK DRIVE
703-849-9400 g

I3
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Page 1 of 2

» Message '~ HEREIN IS UNCLASSIFIED
Co S DATE 02-11-2009 BY 60322 uc/lp/stp/fls
|(0TD) (FBY)
From: (ITD) (FBI)
. Sent:  Tuesday, February 08, 2005 8:48 AM AR , '
To: (7o) (F&in] oy ]
o (ITD) (FBI) o ST .
* Subject: FW: Red Wolf )
UNCLASSIFIED
: NON-RECORD
[;pﬂan o} your questions are added below. lf you have further questeons we would be happy to .
‘orward them t fwe can't answer them ' .
B Hope this helps, .b
-ca . ,
. =----Original Message----- o -
. From: (ITD) (FBI)
Sent: Thursday, January 20, 2005 2:26 PM

To:
‘Subject: Fw: Red Wol

UNCLASSIFIED
NON-RECORD -

'FYI - or more accurately FM!I (for my info)

b2
b4
bt .
b7C
. b7E

--—--Original Message----- ST
- From:lg— kiTD) (FBI)
- Sent: Wednesday, January 19, 2005 3:53 PM
. To: ITD) (F8I)
Cc: [(TTD) (FBI)L
(ITDY(FB) .
Subject: RedWolf |
UNCLASSIFIED
NON-RECORD

[y

I am currently wntlng some taskmg and have a few quest;ons

Yoy (reny

As per our rneetmg on 1/10/05 to dISClJSS the mterface requtrements to the Redwolf for our equupment

1 Does the Redwolf supportl

. 12/52006 .



"".i;MessévgeV"‘ T ‘ . . - P-age'iofé~ -

_ b2
s ' : BN b4
2. Can we get the information on whatl JRedwoif supports? o bé
- ' — . 3 b7C
| 1 o | -+ DbIE
" 3. Specifications on how to interface qail information to-the Redwolll I
* Thanks -
ITD - Electronic Surveillance Technology Section’
- Special Projects Technology Unit (SPTU)
Work #: U :
Pager #
.

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

w5008 ‘ T
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_.iMessage - B ALL INFORMATION CYOMAIHED‘  Pagelofl
‘ . HEREIN IS UNCLASSIFIED , : o
: DATE 02-11-2009 BY 60322 uc/lp/stp/fls ‘

(OTD) (FBI) - " -
From: | laTD) (FBY) -
Sent:  Thursday, February 03, 2005 1:26 PM" - S 2
T [ (D) (FEN] TuTo) (FBIY be
. . WY ' : ' : b7C
Ce: — |(ITD) (CON) . . b7E
Subject: o : BT
UNCLASSIFIED
' NON-RECORD
éleé§e review the attached. This attempts to shaw the int'erfapes'and issues with same.
UNCLASSIFIED -
B

-12/5/2006
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Page 1 of L X

Message - ALL INFORMATION CONTAINED
‘ : HEREIN IS UNCLASSIFIED ,
. = ____ DATE 02-11-2009 BY 60322 uc;lp;scp/ns :
](OTD) (FB!)

From: | I(ITD)(FBI)

Sent: Tuesday, February 22, 2005425 PM +

‘Tor - L ooy ey . S

Ce:. | laToy (FB1yd l0TD) (COoNy .

‘Sub]ectDRequest Prior to Upcommg RW Trasnlng ‘ o ié
'UNGLASSIFIE b1
“NON-RECORD

| received a letter from:] requestmg assurance that the following provisions are: met for all contract

employees that will be receiving the scheduled RW training. They are: (1) US Citizens; and, (2) that'the Govt has.
the proper non-drsclosure agreements {(NDA) on f:le for each of these contract employees .

r[;__r_lbadgmg purposes please send a hﬂ_of_anendg‘ec il latl— ) B
can be contacted at the following numbers: phon for via fax at| Please

advis hat there will be no clearances passed for the sndlv:duals attendmg this training.

Please Iet me know if you have any further questtons

thnx

UNCLASSIFIED

- 12/5/2006



SEC%T" ~© " ALL INFORMATION CONTAINED . " bage 1of2
, o HEREIN IS UNCLASSIFIED ExcEPT =~ t28¢ 10l
WHERE SHOWN DTHERMSE _ DATE: 04-20-2009 ~
' _CLASSIFIED BY 0322 uc/lp/stp/fls

———— - - : REASON: 1.4 (c) .
| 1(070) (FBf) R S DECLASSIFY ON: 04-20- 2034

“p Message

From: | J(ITD)(FBI) B A 'j' Ceoen
‘{33 _.Sent: Friday, March 04, 2005 4:26 PM _ S o ,
R Y lato eanyd |
' e { (ITD){CON)]| (ITD)
(FBI)j S — N : N o
- Subject: FW:RedWolf e ]

bl
b2
o } L b6
‘ ‘R,egérds, E i 333 '
- "Special Projects II’echnology Unit
"~ Investigative Techno ogy. Dwus:on
A Desk! 5 :
: : Cell i : :
B OlIQM.M.ﬁﬁmk o
(3] T Frem ITD) (FBI)
.- - Sent: Friday, March 04, 2005 4:20 PM
S 1 - L(TTD\(ERD
Subject: RE: Red Wplfl T
I Welcome back | don't sée an needfol o work with Redwolr}
U tS) |out-we have no plans to o
: mterco 1nect these networks to Redwolf. They should hook up to] 1. lhaveseenthe™  ldemoa few

times. [_______]isin charge of that group now, vs . kargive you a brief.
. Feel free to call esther of them. - - S :

(81— csflg,-ua. vesmoee
" From: (ITD) (FBI)

- Sent: Friday; March 04, 2005 3:49PM -~ |

]

-

To: 1RO {FBn

Subject: Red Wolf] -
- SENSITIVE-BUT U ED

NON- —

© This is the afternoon for me to pelt you with e-mails. - This is the last one for today.

Monday

SE(;)"éT

As you know, we had|:lgroup frdr_nDout this past week and| _ |folks are arri_vihg

12/5/2006



G

" 1. We have Fgmg |;g§n§i£|g_l§§' u§§| and'somé other items that we need from[::('gl intendto -
.. reach-out t o start running'some of these needs by him (he is the COTR) lalso

Message

_sscﬁerj. o pagenor2

ave been brlefed this AM on them'in preparatuon for next week's tramung

. F‘rave done a great jOb coming-up with several possible. snterface solutlons, and: "
. an h . T L

Some "needs that have surfaced SO far

""need to fi nd-out who the Program Manager is, solgo through him, too.

2| has had some prellmmary dxscusssons w»tﬂ___T_I:lp n interface issues -
e

s

gy

A_ piece of the puzzle, too.

© we should meet week's training to compare our needs (also, will there be.a need -
.0 mput any othe ata into Red Wolf'7) L L

3 ||s Program Manager for Red Wolf who has been speaking wnth me during . bl
our visit there this past week:- He is obviously interested in "selling” and is as sincere as he can be b2
without telling me too much about Réd Welf's problems (he is ab so if he deceives meheis - = b6

rdgag_m.ﬁal_-m_dngursed this on the first day). He- waptsto s rtainsto -~ b7C
I have avoided this so far (my missiori is but he may b7E
corner me next week while | am there, so | wuli listen and not: pr vide mpu » s any threads
w1th| I : oL : :

4ha‘ve qus(e abit of vefy valid pojnt RED Wolf design and operation that may bé
useful-in the design of the next system. Being a user, | have had my ‘eyes opened some, too. |
have dirécted them to keeps notes re their suggestions, and | can submit them in some consolidated
farm to you for, dlssernlnatlon if you deem appropriate. This has actually turned into a great
opportunity to expose some of ITD’s best Telecommunications Engineers.to Red Wolf's innards and |
think the constructlve feedback would be useful tol::lgroup o :

5 Can you suggest how we get a presentation OD It will be importanf for us to see that

' Regards,‘ '

: " SENSHIVEBUEUNCLASSIFIED S
‘ SENSI"TEV:EM SUFUNCLASSIFIED

l i
.Special Projects Technology Unit .

Investigative Technology Division
- Desk[ S

Celi

" SENSITI ESSIFIED

S%RET |

12/5/2006



‘ - ALL INFORMATION CONTAINED -~ " .. . N
_ Message : §E{¥RET HEREIN: IS UNCLASSIFIED EXCEPT - Pagelof 2 :

S L IuIHERE SHOWN OTHERWISE
- N . L VDA’I‘E 04—20 2009 :
or - P CLASSIFIED BY 60322 uc/lp/scpffls
S o - REASON: 1.4 (c) . - :
(OTD) (FB|) el DECLASSIFY ON: 04-20- 2034 L
I E— JoTD) (Fa) ) | |
"‘*-\§ent:v Tuesday, March 15, 2005 1: 00 PM . . : - = - RN
CTor | Jeoyeesy - e
. Cer ] Y1To) (Faif JuTo) (FBI)| oy FBYy . pe
' " Subject} f Inite i - S o s IpI1c
. S"ubjectl IRed Vl’OIf_Io.tefface.effort o ' B e
(&)
lS} " ldon't bellémm_Tefore but want to- mtroduce m self to you as one ; of the SSA's
- T-assigried tg SPTU. One of his Prograis]- h as been tasked to.
{8 o deliver thé evidence] .- o Red Wolf (RW). lknow - - -
SR l:lls aware of this as{ ave enlisted his invaluable help on several - .~

--occasions already| | -
The effort has gotten 1o The point where Tthought it would be appropriate for me 10 reach-

o l S] _ -out to you for some other "needs" that we have, and also start cuttmg you andlzllnto our-
24 - efforts.. . S o

18} Asaresult 011 essions ‘a’tover the past: 2vweeks »

. determined that the followmg modifications/enhancements are needed for ou]_]
‘systems (preferably prior to being sent-out fron1:|

3L _ I

4. U.pgrade.RWASoﬂWé‘re to newesf version. '

8. K it helps re the licensing i issues, please stress tq:] that these systems W|!I never -
- .. be deployed operationally in this configuration. The purpose of these systems is only for:
"‘testing/expenmentlngldeveloplng ‘methods to input various forms of collected data into Red .
Wolf-in a format as currently specified by Red Wolf. We uhderstand that if any of these
- changes need to be incorporated-into the deployment package for Red Wolf, that another -
~ effort will be required with[ ] This phase of our effort to input our collected product -
© into Red Wolf is exploratory and we are still gathering information.. » ,

As we develop potentlat soiutlons to provide our data to Red. Wolf in a way that will

enhance the usability of we ant|C|pate that there will be .

questions/interface needs wi rigineers. Is there a contracting vehicle - R
- available that already exist for us to take advantage of, or will this be an additional task with

:ISEOI(ET

12/5/2006
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Message

SEC}(ET

Page 20f2

You've probably got some questaons about the basis for our needs here SO feel free to give'

mea cail and we can sniff-out the next best step in our RW Interface effort

Thnx—

" Regarde,

L

-

- Special Projects Technology Unit -

"~ Investi
Deskd

ogy Division °

Cell:

12/5/2006

SE}‘MT

‘b2

b6

b7C!

k..
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- » -ALL INFORMATION CONTAINED . ’
Message ‘ SECXET | HEREIN IS UNCLASSIFIED EXCEPT . Page 1 0f3

R

(81

©  WHERE . SHOUN OTHERMI$E
' S DATE 04-20-2009

: o © REASON: 1.4 (c) .
— J(OTD) (FB|) o * DECLASSIFY ON: 04-20-2034
From: | _ lo7D) EByy '
~Sent: Wednesday, March 16, 2005 3:51 PM ' :
Tot. . __liro) ey luxoy (Eaiy]
. [T (FEOT ~ KITD)CONY); | [TDY
B Jutoyrely - - ' R
Subject: FW: Red Wolf Interface effort
SE Y D - o
NON- ‘ bl
e . . . - . . b2
 FYt . ‘ R ~ . b6
T ' 2 o . g . bicC
. ' b7E
Regards,
- Special Projects Technology Unit
Investigative Technology Division
Desk
Cell: ) )
----- Original Message----- .,
From:i (ITD) (FBI)
“Septi 2005 2:44 PM ) ‘ , .
To{-.. (ITD). (FBI) l | ‘ - - | o
- S [(TTDY(FBL); (TTD) (FBI); (TTD) (CON) -
Subject: FW:[ IR_ed Wolf Interface effort , , , , N
S 4 UNCL/
NON- - , : : - ,

(8-

to have a brief meeting with:and myself so'that we can have a better understanding
what SPTU it doing with it in regards to Red Wolf. Also, | suggest a more detailed

meeting wi -5000 team members after you get more resulits fro (I know you are already -

© communicating wnth In speaking today wit ey are already working on the
suggeste ok forward to assisting SPTU in any way possibie. 1-will have one of our contracts
personnel look into your queries re-a ¢ontract vehicle for SPTU to take advantage orifa :

separate task order is the way o go. | tend to think the answer will side with the latter, but | will defer to

* - others more knowledgeable | look forward to meeting you

. oeere Ori mal Message----- ‘
"*»r,,From. (ITD) (FBI) - - :
Sent' Tuesday, March 15, 2005 3:36 PM - _ - S
Toif kITD) (FBI): (ITD)(FBD) _ _
P [(TTD) (FBI); (‘l'I'D)‘(FBI) KITD).(FBL);

- Subject: RE: IRed Wolf Interface effort

SENSITIVE BT NSEASSIFIED a

12/5/2006 S%ET

a - , _'.' - - CLASSIFIED BY 60322 uc/lpiscp/fls'




Message . SE%ET SR bl - o ‘ o ‘- ."Page.zef&' .

‘¢ b2
) " b4 o
: N ... b6 -
e 7 pr7C ‘
| M , L bIE
" (sj “ . All’ i . : L. . . . . = ‘ : B ° : ) P ',‘
% lspoke wthl |bneﬂy thls afternoon addressrng the requests listed below We ve requested ]
| for a quote to perform the four tasks'described below. In addition, we have a mechanism in place.to -
*. provide some technical support. A more comprehensive technical support plan is being discussed. In the

- -meantime, we should get a quick résponse in order o review the expense and technical hurdles i any Our .
A goal is to expedlte these requests and get your testing-started as qurckly as possrble

a I_En_nm_gae,d_to.maui we plan to mtegratea br-weekly technical dlscussron/status mtgs between R
i | will send a notification with details when this is established: Tentatlvely strwmg for next
Tues afternoon Please let me know |f you have any further questlonslconcerns ’ : '

' Reﬁa'rds, :

T T s O maIMessage ----- U
’ ':Sl } From.lgj : ' |(ITD) (FBIy - - - R L o

L ”-Sent' Tuesday, March 15, 2005 1:00 PM . e T _

o “To: (ITD) (FBI) - .. R
IR e (rmo) (FBr); 1aTo) (FBI);] [rmo) (FBR) -
K _SUDJect{ [RedWoIfInterfaceeffort R o e

(8) s -

S : ,Hr
(S) ‘ e. but want to- lntroduce myself s one of the'

- : _ISPTU. One of his Prograins| has. been.‘-
Vo tasked to deliver the evndencel fto RedWolf - =~ - -
EET it ARV lknowrs -aware-of this-as|— [have enllsted his e

R ~invaluable help on several occasions alreadyl | IR

L | |The effort has gotten to the point where |'thought -

48)-2. Twouldbe appropriate for me to reach-out to you for some.other "needs" thatwe . -

: f"""*have and also start cuttlng you and|:[|nto our efforts.. ‘

R £ As"a"'resulf*’oil _Isessrons af” Jover the- past 2 weeks

determined that the followmg modifications/enhancements are needed for our 3 RW o
systems (preferably pl’lOl' to belng sent-out from:]). h

,~1L —
1 |

3]

4..U\bgréde\RW éoftwére, td 'newest verslon. )

If it helps re the llcensmg |ssues please stress iq lh_at“these systems will

P
o SE%ET
12/5/2006



. Message = SE%ET v. o | . : ' '~P'age3-_of’3

never be deployed operatlonaliy in thls configuration. The purpose of these systems h

. "is only fortestlng/expenmentlng/developlng methods to input various forms of =
_ collected data into Red Wolf in a format as currently specified by Red Wolf. We .
understand that if any of these changes need to be incorporated into.the deployment
package for Red Wolf, that another effort will be required withl | This phase
of our effort to input our collected product into Red Wolf is exploratory and we are still
. gathering mformatlon :

ide our data to Red Wolf i ina way that will
we anticipate that there will be
questions/interface needs wit Engineers. Is there a contracting vehicle
available that already exist for us to take advantage of, or will thls be an addltlonal
task with|:]’ .

ASWe. develop potential soiutno ns o prov

~ You've probably got some questions about the basis for our.needs here S0 feel free
.. to glve me a call and we can smff-out the next best step in our RW Interface effort

" Thox-

Regatds, .
[ ' |
Special Projects Technotogy Unzt

investigative Technology D;ws:on
Desk/| | ) : .
Cell | | ‘ ‘

M ’
""‘SENSI ‘ A ED".

SE?(iET L

1 2/ 5/2006

" bl

b2
b6

‘bC
" b7E



c . N, . ALL INFORMATION CONTAINED R
Message SECRET . HEREIN IS UNELASSIFIED EXCEPT Page 1 of 3 .

k ~ - VHERE SHOWN OTHERWISE '

' : _ DATE: 04-20-2009 .

. ) CLASSIFIED BY 60322 uc/lp/st,pftls
o REASON: 1.4 fey- = - .
| l(OTD) (FB|) o ‘ DECLASSIFY ON: 04-20-2034
~ From: | |0y (FRY) ' ‘ : '
- Sent:  Wednesday, March 23, 2005 10 28AM'

A8k T ] JaTo) (een)

'~~..g;c; o lurD) (FBl);l Latoy (ER));
(I (EENI T (FB) (TD) (FBI);
ITTDY BN (ITD) (FBi) |
iTD)(FBI)I J(ITD) (FBI) - L o -
Subject ) L ' . ; o . E%
o = : o S ‘ ‘ Y
UNGLAS — o o : : b6
A N 3 , . , S ’ - b7C
3 ‘ - : : L : b7E
H_]
Good talking to yoﬁ -I‘as't‘week. | will be keeping ybu'éut-in as we get closér to realizing what
-’our needs will be-based on our testing| has -
~ been great with his help as the COTR mterfacmg wntﬂ re these needs. The status ,
from|§:|so far is: : ' _ L :
Status . i ) o
. | '
' — 1
B — |
We're still certain that we will need)|
RedWolfs, so we can then make an accurate appraisal of the requirements needed
or us to pump all of our ELSUR into Red Wolf Just let me know what you need from me to
pursue these2|tems _ : . v :
' --F'ie‘gards, ‘
I ] 4
Special Projects Technology Unit
Operational Technology Division
Desk: : .
Cell B ‘
----- --Original Message--f-- ’ L
From |(TD) (FBL) .~
Sent: Fri ‘ 2005-2:04 PM _
To: (ITD) (FBI) o
. Ces 1(ITD) (FBI);L lap) (raD); |
P

(o (FBD;___ ‘ (ITD) (FBD;L__ __{1TD) (FET];]

| SEQRET - -
12/5/2006 :



Message . SWET : R . ‘ g ']_?:agé20f3

{8)
" Subject] - o ' T .. b6

{8)-

-'S;){RET
12/52006 - /.

" It was under our impression from discussions with the] |engiheers thatl Iis aléead! supported

... the ta i engineering changes. During this same time an define

(D) (FBI).I | ro) (ke Troyeens [ Jamy B2

()5 E— ‘ ' - I ‘ Y

*b7C
b7E

I 4 ‘. : Jrhey thought it would be just a simple to

| I
!lould be the most cost effective and simple solutnon for interfacing various systems,into the o
edwolt: A protocol seems to be left at the inter C .0, manufacturers and Redwolf o
developers and- ‘does _not support (in our interpretation) Another ERF Enginee__r
C—"s'ooking at or a solution to interfacd e Redwolfand
provide a solutiqo.far engineers
informed us thatl Ivas the best solution for]| H o

i |

1

This request for the. four items is to allow us to begin to eVaIuate| J‘r’om this, we

can determine what| will/iwon't support and return our recommendations for better support and .
integration. We have to get'the systems first to be able.to preform this evaluation. These four items, in our
view based upon our exposure a during training, would provide a quick way to get started on
evaluation for-future use. We already have other changes that we would like to have designed into the
Redwolf but knew it would require major engineering changes/development by IThese items -

would be discussed at'a later time with and other engineers| I ,
We do agree that there may and will be problen U WmilLﬁnd.tnﬁm_mmuﬂh_Q.uL'
Engineers <atl___r>elieved that | T

testing. Again it was our understanding tha
:s not left out. Right now, we need to see @illlwon‘t do so that we can come to

But thlS would be major engmeenng desngn changes/effort o |part
!

~ S8A| — Jwiit-be contacting for furttier management dlSCUSSIOﬂS The above
statements are in concurrence with aI ngineers. . . , - ) o

Thanks , '

17D - Electronic Suwelitance Technology Sectlon

‘Special P y Unit (SPTU)
Work #:
Pager #: ' - )

Fromj ITD) (FBI)
Sent: Friday, Ma 12:14 PM

“Toif moy e o) (Féf);IIII

D) (FBD) - o -
R S—T —__Jamyre

Subjecty

UNCIS ED -



Message

,:s:,

S%T S .g% I ‘ ‘Page 3 of 3

b4
‘b6
NO RD bC .
. PTE
All, :
| don't intend to make any further preparations Jnm.manaasmem.h s a discussioi etermine -
what our involvement.is, if any. Also, how doe: esponsibilities fit into this -

" project, if any? Are her deveIOpment/testlng efforts combmed with your efforts‘? This too needs tobe
-addressed by management '

ing the initial four requests. They have several concefns:
: e jungure what| Iwill do to the system
‘performance/reliability, | ]IS presentmg major
“heartburn. You may have to, Y i ith:
i xpedite things, can we
his may determine if the system can perform reliably enough to upgrade the others and -
proceed with more robust testing. This wilf be the first of many benchrnark tests. Let me know your

: thoughts

Status

C , =
5 A E—

UN

~

12/5/2006

UNCLRSSFFIED- . or

ED



ALL INFGRHATION CONTAINED -

Page 1ﬁ0f3 B

NO! " D

-~—--Original Message--<-- o
From (ITD) (FBI)

", Message SE%?ET = | HEREIN IS UNCLASSIFIED EXCERT
Coh T ; - : _ m;mm: SHOWN OTHERWISE - »
: i v : o T . DA'I'E. 04-20 2009
- ' ’ CLASSIFIED BY $0322 uc/lp/stp/fls
. -REASON: 1.4 (c} ) .
. I — , I(OTD) (FB') DECLASSIFY GM,‘ 0{1 20-2034
. From: | Yooy Fe) '
(S} “...'Sent:  Monday, April 04,2005 3:50.PM | .
' Toim. | [eroyerBy
.Subject] | - b2
. ‘ — — . b6
° ’ ) S . " bicC
UN S D . o . .b7E

Sent: Hondey, Aol 04 U347 °M _ o
Yo rrg_] (Fa1);| ____lamo) (eI

|70y (er)

Subject] .- ' o
, SsiEleD” -

N . . ’

[Jwitl-call[__Jtomorrow to discuss this -

_ Regards, o , ¢

Special Projects Technology Unit

Operational Technology Division

Desk: S
- Celf I )

----- Ofiginal Message-—-

From: JamD) (FBT).

Sent: Mondav Ao 04, 2005 3:13 PM |

-T03 i(lTD) (FBI)

Co o _ ITD) (FB :

Subject:| - :

UNCEASSIFIED

: “REC :

; recelved a Technical Engmeenng Change proposat (hard copy) from|___ Is |

prepared to modify one of TICTU's existing technical contracts to support SPTU's research efforts.

g pp | lis
__asking for a total 0

| I Obviously, the question on the table is who is going to 'ante up"the chips for this hand in
the venture. When you get the chance, please give me a holler to discuss t!'us Thanks.

SRGRET

12/5/2006 '



- o o ‘
.o : MesSage’W: SE?RET S b2 ' ~ Page 2 of 3

‘b4
: o L . b6 .
----=0rigin [ — 3 - . biCc”
- From: ~ {ITD) (FBI) b7E
. . Sent: Friday, March 18, 2005 2:04 PM : :
gy To (ITD) (FBI) . - o — '
8V cer 1(rTD) (FeLy;| | (o) (FBL)] o).
@ILI _! (ITD) FQ'I_I'WTJ([H_DUF_BD‘I J(ITD) (FBI); -
[(TID) (FBI); {TTD) (FBI); oy (FB) -
. Subject'l : T T et

it was under our impression from discussions with the[™ engineers tha is alread supported! ]
I They thaitght it i i ta enz-m]_gl,l;),ﬁ__l

teature tor our l2b use. Agﬂn', we siress lab use.

L jwould be the most
cost effective and simple solution for interfacing various systems into the Redwolf. CALEA protocol seems to be

" left at the interpretation of the C.Q. manufacturers and Redwolf s and does memuﬁ‘
interpretation] | Angther ERF Engineer,]  lis looking

: -+ _solution to interfacel into the Redwolf and provide a solution fo
. engineers informed us tha was the best solution for :

This request for the four items-is to allow us to begin to evaluate| | From this, we can
determine whaff____Jwilllwon't support and retumn our recommendations for better support and integration. We
have to get the sttems first to be able to preform this evaluation. These four items, in our view based upon our

expasure al uring training, would pravide a quick way to get started on evaluation for future use. We
. already have other changes that we would like to have designed into the Redwolf but knew it would regui jor. -
~ engineering changes/development by|:] These items would be discussed at a later time witfﬁand .

other engineer: : : :

We do agree that there may and will be prob bilfmuﬂ.l.ﬁn.d.memmimnh.aml :
‘testing. . Again it was our understanding that _

Engmeer_s a elleved tha
| I|s not left out. Rnght now, we need to s ill/won’ e
o table with engineering changes. During this same time, can define

{8) - But this would be major engineering design changes effort on| Jpart
- SSAI _ ~Jwill.be contacth lor further management discussions. The above

statements are in concurrence With- al‘ Iengineers. . . )

Thanks _ o

1 ]

" ITD - Electronic Surveillance Technology Sectlon '

Special Projects Technology Unit (SPTU)
Work #:
- Pager#: .
----- Original Message-—-~ . -
From:ﬁ |(ITD) (FBI)

Sent: Friday, March 18, 2005 12:14 PM o I R
Tl o) ey Jrvo) (reny |
s)gﬁnET

12/5/2006



A

_ Message SEQ(ET‘ . : o P@igeSoﬁ."

. involvement is, if any. Also, how doe responsibilities

. _ : bl

(ITD) (FBI o C . b2

“Caf__ (ITD) (FBI);| | (ITD) (FBI) .. H

Subject] | S D6

: » — - _ . b7C

U D S . : . bIE )
‘N ‘ ‘ .

Al

I don't intend to make any further breparations_until rmanagement has a di ion and determi_ne what:our
fit into this project, if any?

. Are her development/testing efforts combined w:th your efforts7 ThIS too needs to be addressed by
management

is 'workin? the initial four requests. They have several concerns[::| :
T will do to the system - . :
.................................................. is presenting major heartburn.
5 ] j or {6 i i der to help expedite things, -
his may determine |f
the system can perform reliably enough to upgrade the others and proceed with-more robust’
testlng This.wiil be. the first of many benchmark tests Let me know your thoughts

Status

. I
. I

sg?ﬁET | -

12/5/2006




o ' : / - ALL TNFORMATION CONTAINED .
~ e . Q ) . HEREIN IS UNCLASSIFIED EXCEPT
‘= % Message. . OSEGRET =

WEERE SHOVN® OTHERWISE r Pagel °f2
. o : DATE: 04-20-2003
U o S ‘ - : CLASSIFIED BY 60322 uc}lp;‘stp/fls
‘ oo : REASON: 1.4 (c)
_ I(QTD) (FBI) T DECLASSIFY DN: 04-20-2034
" From: [ loTD) (FBI) - -
“Sent:  Tuesday,May-10, 2005 10:23.AM
- Toio | l@TD) (FBY) . . S - B .
Ce: | OTD) (FBI)| ]y (FBI)| I
Subjéct:
. UNT ED
 NONE .
~ Thanx for biding yburtime on thié;lthiﬁklshb_uld have an answer for you soon. " b1
. : ' : e , . - p2
- Regards, . i : , e b6
p e o _b7C -
' Special Projects Technology Unit
Operational Technology Division
Deslcl
Cell: |-
- -----Original Message----- ‘ :
" From: [(ITD) (FBI)
~ Sent: Tuesday, April 26, 2005 2:10 PM -
-Tos (ITD) (FBLY . . . i S
e KITD) (FBI):] _iam) (FBI),l | (o) (FBI);
K . Imm ey ](ITD) (FBL) . I
Subject| |
ASS|

NO!

R —
> Thanx for your patience; we're still ironing-out a few issues e purchase of these features. Il
"~ shoot for getting back to you with a status/intent by the end of the week.

Tﬁanx agaih', :

- -Regards, “

12/512006

Special Projects Technology Unit-
Operational Technology Division
Desk: S
" Cell




"3y, Message SE%ET | T . Page2of2

t " . Sent: Tuesday, April 26,2005 1:47 PM L N _
. [ 0:’ A [(rTD) (FBI),I ’ Jrto) (FBI)] o)

(3)-

b2

. b7C
b7E

-----Original Message-=--- o
From {(ITD) (FBI)

(PRI
“Cex|” |{ITD) (FBI
Sub;ectT

NOR D

Has a decision been made regarding the | kystems for your

testing. The price tag lsﬁas stated. If this isn't possible, please 6T me know haw t6 confi gure the .

systems in order to get the. equment back o you for testing. :
. . S 4

" UNC iED
 UNCDASSIFIED
~ | )

e

12/5/2006



Message ) Lo _ _ ‘ S Pagelon

(OTD) (FBY)

From: | |coTD) (FBI)
Sent:  Friday, May 13, 2005 8:51 AM -
To: | |oTD) (CON) . .
S cer | |oTD) (FBI)] [oTo) FBY) -

suoss sl T

UNCLASSIFIED
NON-RECORD -

: ;Thénx:__—]f - B

" Regards,

ALL INFORMATION -CONTAINED
* HEREIN IS UNCLASSIFIED .
DATE 02-12-2009 BY 60322 uc/lp/stp/fls

o | -
Special Projects Technology Unit . : -
Operational Technology lesnon - IR ~ k2
Desk; . s . ‘ Eé
Cell] o o S BE

. b7E

----- *-Original Message----- C - o
From:| I(OTD) (conpy - T b

. Sent: Friday, May 13, 2005 8:49 AM

" Tos (OTD) (FBI) ' : L : e
Cc: | |(OTD) (FBI) . ’ S o )
Sub]ect' Info for Red Wolf| | ’ : »

' UNCLASSIFIED .

- NON- RE RD

The following information is provided to assust you in putting your documentatnon together for Red Wolf
modifications. Please Iet me know if you need more.

CLN  Model# °  ° Descripton - ay - Price’

12/5/2006



.~  Message -

- UNCLASSIFIED

UNCLASSIFIED .

12/5/2006

b2
b6

. b7C

i’:age 20f2




e

AMeiSSa"ge S - o Page Lof 1’

| —lomesy

~ From: | j(OTD) (FBI)
Sent: _Thursday, May 26, 2005 1:50 PM

To:. .l - oto) (Fe)f | — Jomoyeen ]
| ](OTD)(F_JBI) | . CoT

" Subjéct: FYIFW:EC

'UNCLASSIFIED ST - ALL INFORMATION CONTAINED
NON-RECORD L b2 A 'HEREIN IS UNCLASSIFIED . ,

T , b6 - DATE 02-12-2003 BY .60322. uc/1p/stp/Els
For your infoffiles. - P7¢ ‘ c T

; ReQardg A

~Special Projects rechnology-Unit
Operational Technology Division

.. Desk: .
- Cellf [
----- Original Message----- o
From: (OTD) (FBI)
Sent: Thursday, May 26,2005 11:01 AM
" To: _ (OTD) (FBI) -~ -
Subject: EC B :

UNCLASSIFIED
NON-RECORD -

The attached EC was uploaded on 5/25/05 and copies sent on'5/26/05
1 |

- Management and Program Analyst
'_'*spTLi I R

UNCLASSIFIED

UNCLASSIFIED

12/5/2006



T (Rev. 01-31-2003)

(8).

. Approved By: .

-Title:

HEREIN IS UNCLASSIFIED EXCEPT  CLASSIFIED BY 80322 uc!lpfstp/fls

\I q ALL TNFORMATION CONTAINED - " DATE: 02-13-2009

WHERE SHIJIJN ‘OTHERWISE : REASON: 1.4 {c)
DECLASSIFY ON: 02-13-2034.

FWEI’EH!I\L.I!‘IF!EU\!I C)F’IRFUIEEFITCEINTTC)II '

Precedence: ROUTINE -~ . pate: 05/23/2005
To: Counterintelligence . Attn:
Finance ~ ' . < Attn:.
o : (Enclosure)

From: 'Operatlonal Technology '
Electronic Surveillance Technology Sectlon
- Special Projects Technology Unit (SPTU).
Contact: | |

4

':Draffed.By: | ‘ |

Ceaé ID.#: ' (Pending)
- ' {Pending).

.SYnopsis. Request Telecommunlcatlons Contracts and Audit Unlt

(TCAU) a?plx_ﬁgnglng_fn the amount of
", _contract n support of SPTU's effort to interface
|

with the

- DCS-5000 collection system.

iEnclosure(s) l.:lletter re Contract [ |

Technical Engineering Change Proposal, dated 3/29/2005 2.
Requlsltlon #[:::::i%]v . :

IDCS5000=1
| [DCs
5000. .
Based en’ research to date {(which has included formal tralnlng
provided by on the DCS 5000), features have been
identified W1 assist SPTU Englneers and contractors in

their continuing research towards proposing possible interface

-SECRKY

b1

b2
bé

.b7C

bTE

’G)i




PTE

o SQ(RET o S
T)xi\ “gence‘ From: Operational Technology o b2
-05/23/2005 . " b4

solutions. . (Sée enclosed letter for details regardihg -
these required features).™ . .

1.] |
_ }:
| 2. | |-
| | R o
l i1 LT o :

TCAU is requested to apply funding in the amouﬁt'of| |
[;;:::::;:Fontractf | for. these purpoges. Funding for
is action is available | ‘ | :




Neto . SEMETT .
SN Tes Counterlntelllﬁence From: Operational Technology -

' . Re: 05/23/2005 ,
.(,)v : . ' Lo b2
o . ) . ) b6
- . R S b7C
LEAD(S) H . s - Co - bTE
Set Lead 1: (Action)
COUNTERINTELLIGENCE
ar[ ] |
' ' Approve funding in the amount of | ~ Joe
. directed po’&q Contact Line Item Numbe
forward the attache requlsltlon #E001632 tg

. _TCAU. Funding for this action is available from SPTU]

 Set Lead 2: (Action)

FINANCE |
- . . )
ar | |
Direct fundz.ng in the amount of [_ J

[ contract Line Item Numberi listed above., Funding f?ﬁ
’th;s;astlgn_;s_axallable from SPTU

©CC:

*”

D=

oA :

=
L ¥%)



ALL INFORMATION CONTAINED

. QSB HEREIN IS UNCLASSIFIED EXCEPT : : '
- Message S ET, . VEERE SHOWN OTHERVISE Page 1 of 1
: ' ‘ DATE: 04-20-2009

CLASSIFIED BY 60322 uc/lp/stp/Els
T REASON: 1.4 (c)
l(OTD) (FBI) : DECLASSIFY ON: 04-20-2034

. From: [ —_J©oTD) FBY)
l:s.:l _ Sent: Thursday, June 30, 2005 10:50 AM

Tt [ foroy Py " =
ce: . | , OTD) (FBI oTD) (FBt): o

A (OTD) (FBI) oTD) (FBI)
‘Subject| ' : - ‘b6

b C , ‘ _ | . b7E
- It was good to meet you aﬂ:meetmg

Do you have any knowledge as to where our| |JRW's is? | recall
+ you were intending to check its status. We are getting some concerh from one of the intended
recipients of one of the systems] i
 | —_TRW[ ]

. Is there anythnng I can do on my end to ge’{:Ito make the modifi catlonsl [RwW's
‘and gét them shipped to us? | 4 ‘ . -

Thanx for any help you can proyide. -

‘Regards,

Special Projects Technology Unit
" Operational Technology Division
Deski ]
Cell [

 SEARET

12/5/2006



‘Subject: Requisition|

N UNCLASSIFIED
~ NON-RECORD

1

- | was trying to find out who has our Reguisition #]

* Message ALL INFORMATION CONTATNED Page lof1 .

‘ . ) HEREIN IS UNCLASSIFIED C

. ‘ DATE 02-12-2009 BY 60322 uc/lp/stp/fls

l l(OTD)‘(FBl)

_From: | __|oTD) (FBI)

. Sent:  Thursday, July 07, 2005 10:49 AM b2
To: . JoTD) (FBI) : Egc
“Ce: (OTD) (F8I)| foTD) (FBI) DIE

¥or our Redwolf enhancements. []

" . We need this-req cut asap since our contractor's are getting to a point where they need the Redwolf systems to

’ continue their progress

3 .Thanks

ITD - Electronic Surveillance Technalagy Section’

" Special Projects Technology Unit (SPTU)
‘Work #:
Pager # |

.UNCLASSIFIED -

‘ 12/5/2006




ALL TNFORMATION CONTAINED

: Message - - . | HERETN IS UNCLASSIFIED - Page 1 of 1
’ DATE 02-12-2009 BY 60322 uc/lp/stp/fls ‘
(OTD) (FBI)
From: | |(OTD) (FB|)
Sent:  Monday, October 17, 2005 2:17 PM :
‘To: | lcoTD) (FBIY{ (OTD) (FBI) .
b6
b7C

- Ce (OTD) (FBI)
Su‘bjeci: RW :

* SENSITIVE BUT UNCLASSIFIED
NON-RECORD-

|1 got another call from| |[RW Program Mana day re a conversation he recently
had with[_____] JusTTo ensure we don' have any miscomm.’ an you reach-out t nd
check if she needs to get together with you guys again soon? old her about the conference call you

guys had last week; it's up to her to call over to us if she has questions about how we are doing, but for this

one mstance, please call her and "check-ln"

Thnx-

Regards,
—

Special Projects Technology Unit
Operationa jy Division -

Desk; -

Cell ’ oo

SENSITIVE BUT UNCLASSIFIED

12/5/2006



ALL INFORMATION CONTAINED

Y "+ HEREIN IS UNCLASSIFIED :
s DATE 04-20-2009 BY 60322 uc/lp/stp/fls .
(oTO)(]FPBY .~ .
From: o - _ foTo)Fai) S
Sent: ' [EﬁstaLQessmbsLaQ_m?S 8:01 AM : iy
To: - . (QTD) (FBI); kOoTD) (FBY);
o ' L . koTD) (FB -
: Subject: ... FW:Questions regarding [the Red Wolf System
.......... ~ : : S - b2
From: { ‘ (oTD)(FBIY . S . ‘ ba
© Sent: Friday, December 30, 2005 8:01:09 AM C . b6
ST I_L_"—Iltom)(rel) . - bIC
ce o D) (FBI); loroyFan. TR
‘ » (OTD) (FBN] XOTD) (CON) S
Subject: E: Questions regarding the Red Wolf System

Auto fdrwarde‘d by a Rule

~SENSITIVE BUT UNCLASSIFIED:
NON-RECORD.

I d|d know that your- group was workmg on mterfacung with the RW -1 suppose we may have to
. discuss how exactly the systems will do that. Right now, we are trying to wrap up C&8A of the system
asitis currently configured - before we start making any major changes The SSP is presently
undergo some modifications and | can discuss provudlng youa copy after we have completed those
changes, and had it sighed off on..

As to any third party software, we can discuss that wuth in January Heis the system
securlty englneer » . “ . '

Give me a call towards the end of next week and we can set up a tnme to get together

----- Original i .
From: (OTD)(FBI)
Sent: -2005 6:01 PM
To: (OTD) (FBI) ___

ce: lcoTDy eBn:| ____fom) (FBI),l {(OTD) (FBI)
Subject: |Red Wolf Systemn "

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

'HiD

As you may or may not know, the group I work in is currentty undertaking efforts to have our coiiectson S stems .
interface with the Red Wolf Svstem. in short, we would like to hook our collection systems td ]
Redwolf | ]

] | know that any
_potential solutions we develop to do this will have to be approved by the Red Wolf Configuration Control Board, As
such, 1 would like to get from you a copy of the Red Wolf System Security Plan so that we can have a valid reference
point to start working towards a solution. Also, becausé we may need to use some third party software in our golution, |

_ was wondering if there exists a list of approved sources for and versions of certain types of software such asl:l

1




-

" Thanks[__and Happy Holidays to yout

p2
b6
L b7C
‘ : ‘ b7E
jal Projects Technology Unit
omte':.TS(spTuﬂ:]
(Desk)
(Nextel)
(Skytet)

. SENSITIVE BUT UNCLASSIFIED

" SENSITIVE BUT UNCLASSIFIED



- SEERET

| \(oTo) (FBY} -
From:~. - ——— Jome
" Sent: 8:50 AM-

To: |

(51 Subiocvl: - _‘
8y

This s the first live heard of this. Let's discuss at th eeting to erisure 'ouElnteresls are
being adequately expressed (so we don't have any sUTpTSes later).
DATE: 02-13-2009
. CLASSIFIED BY 60322 uc/lp/atp/tls
REASON: 1.4 (o)

Regards,

P

iy Unit
Division

Special Projects Technology Unit
Operational _Technolagy Division
Desk] :
Cell

DECLASSIFY OF: 02-13-2034

" . ALL TNFORMATION CONTAIKED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE. SHOUN OTHERWISE

e
(8)

D) (FBI] Jcoro) (ran) b2

1

Here is my plan tof

cs j I need o break this up by program area, since the nature of the collactions are quite different.

-

lo somé'instances]

i
(-SJ,I

S$<RET




\
-~

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

| |(9TD) (FB‘) o DATE 02-12-2009 BY 60322 uc/lpfstp/fls

From:
Sent; -
To:
Subject:

UNCLASSIFIED
NON-RECORD

| (oTD) (FBI)

Monday, February 27, 2006 10:41 AM ‘ b2

(OTD) (FBI) b4

I bé
b7¢C

b7E

arrangements to the| |

Thnx, '

_—

I'I’I'I'l'eﬂ__lgnow that he can contact you to make

-+---Qriginal Message---—- .
From: l (OTD) (FBI)

Sent: "‘.Mmday_Eehmana.l‘m( 6 10:24 AM
To: : QTD) (FBI).

Cc R

YOTD) (FBI)} i(bTD) (FBI)

Subject:

UNCLASSIFIED
NON-RECORD

He can upgrade the one at our facility whenever you want. Just let us know when you want to.| ]

‘-----Original Message---—- -

From: [ l((\J’TD) (FBI)
Sent: ? 2006 9:55;
To: Secm (cou);J | (om0 (FBD)
Ce: | Flann)
Subject:
. UNCLASSIFIED
NON-RECORD
| , |
| khall be required to perform the upgrade on-site. Please let me
know what time may be possible in the next two weeks, or feel free to make arrangements

wit

directly al

| The upgrades shouldn't take more than one hour for




~ ALL INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED
. . " DATE 04-20-2009 BY 60322 uc/lp/stp/fls

OTD) (FBI)
From: - | (OTD) (FBI)
Sent: , , i 7:22 AM .
. Ter . OTD)(FBI) . . ,
-~ Cc: foTD) (FBI);! L{(OTD) (FBI);
, S , l(oTD) (FBiY] J(0TD) (FBI)
Subjecit: " "RE: Redwalf Question : ‘

SENSITIVE BUT UNCLASSIFIED
NON- RECORD

L B e , b7C
We'd be happy to provide whatevet'___]has to offer. I'l contact them today. . ' -
Thnx, '

A ‘~~~*5rigina| I"iss:aa.r—l ‘
“Fromi. (OTD)(FBI) -
Sent: JJJu:sda!..lLﬂLZZ..Z?OG‘% (19 PM - : - .o
To: i {QTD) (FBI) — T . ‘ :
Ce! 1(oTD) (FBI),I | coTD) (FEI) (OTD) (FBI); | |
. ‘ (OTD) (FBI) o 1 . |« .
Subject; Redwolf Question : o ‘

" SENSITIVE BUT UNCLASSIFIED
.- NON-RECORD

o —

Sorry ittook me so long to get back to you, | was on TDY...

. ‘mmgﬂmmx 50 i ith respect t ]
RW ~e were having some issues with the -

BWI i
] l
|
Thanks! .

IQTDESTS. SPTUII l

{Desk)
{Nextel)
(Skytei)

~ SENSITIVE BUT UNCLASSIFIED



ALL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED

DATE

(OTD) (FBI)

04-20-2009 BY ‘60322 uc/lp/stp/fls

From:
Sent:
To:
Cc:

Subject:

(OTDXFBY) |

'Essdﬂ.éuﬂusml_z‘

06 10:23 AM
(QTD) (FBI)
| (OTD) (FBI), ¥OTD) (F8I);
(OTD) (FBI); (OTD) (FBI)

S
RE: Redwolf Questian

SENSlTlVE BUT UNCLASSIF!ED
NON-RECORD :

Thanks for the reply. We have all our pro;ects in a working state now, so | think we II lust keep it where it is for the time
being. When we have another product revision, we'll make. sure to do our best to |

Thanks for the input!

Q1

TS/SPTY,

{Desk)
(Nextel)
(Skytel)

From:
Sent:
To:
Cc:

Subject:

~---Original Message----- ' ' ;
From: (OTD) (FBI)
: 16 7:42 AM

OTD)(FEI) :
(OTD).(FBI); F

b2
b6
b7C
b7E

(O1D) (FBY}
RE: Redwolf Question

SENSITIVE BUT UNCLASSIFIED )
NON-RECORD '

]

|coto) (Fan;

-

|

if your team is experiencing cornpat[blllty problemsE]recommends that you contact them or provtde some test
samples for analysis. Let me know what you decide to do.

Hope This Helps

3 Tussday Auaus 01, 2006 7:12 A1
' QTD)(FBI)-

ko) (Fenf

YioTo) (a1

| I(OTD) (FBI)

Jooyeren[— 1]



Subject: RE: Redwolf Question ‘ . gzé
SENSITIVE BUT UNCLASSIFIED° . b7C
- NON-RECORD . b7E

The response received frou to If that isn't the answer you wish ta hear,
I'd be-happy to make arrangements {6 0 meet with you and your teams to discuss your issues and
. concerns. Please let me know what you desire. ' . ] R

¢ -Ca

--=--Original Me: =
From:. - . . OTD)(FBI}
" Sent: Thursday, July 27, 2006 4:19 PM - )
To: | I(OTD) (FBI) : : . . - .
Ce: | 1(0TD) (FBN{_ __Jcom;) (re1); (OTD) (FBI); '
. L___lwomoyrsn ' ] . I , ':I
Subject: Redwolf Question i : : : :

' SENSITIVE BUT UNCLASSIFIED
NON-RECORD

HeD : B | .f.

Sorry it ;ook me so long to get back to you, | was on TDY ...

We have some questions about some of the technical specs of the Redwolf with respect tol
RW | | we were having some

1SSUes with the RW | ]

Thanks!”

— 3
: OTD/ESTS/SPTU ’
Sserul ]
(Nextel) =~

(Skytel)

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

" SENSITIVE BUT UNCLASSIFIED .



FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ COVER SHEET

Total Deleted Page(s) ~ 2
Page 3 ~ b2, b7E
Page 4 ~ b2, b7E

X Deleted Page(s) X
X nopeted fageE) Xx

o e Page | X



ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED .
DATE 01-29-2009 BY 60322 uc/lp/stp/fls

RedWoIf Issues
The “One Way Push”

| [EE

'I'IC'I'U South Conference

Telecommunications Intercept and Collection Technology Unlt “

TICTU South Conference
The “One Way Push” .

Genesis

security needs of FBI defined and .
implemented

» Includes testing, certification and

accreditation
~

. Task Force formed after 9/11 to ensure

+ Encompasses all ELSUR equipment and |
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TICTU South Conference
The “One Way Push”

Certification & Accreditation Status

DCS-3000 APPROVED
DCS-5000 |  INPROGRESS
DCS-6000 | APPROVED

| INPROGRESS
} APPROVED

TICTU South Conference
The “One Way Push” -

~ Configuration for Criminal Cases

Call Content (CCC) Call Data (CDC}
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TICTU South Conference

AR |
The “One' Way Push”

I

X DR

Configuration for FISA Cases’
‘ PROBLEM

--------- e

Call Content {CCC) Call Data (CDC

TICTU South Conference
The “One Way Push”
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TICTU South Conference
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av Push?”




TICTU South Conference
The “One Way Push”
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Call Content (CCC) Cali Data (CDC)

TICTU South Conference
The “One Way Push”

. Deployment Update

. systems deployed to field

. Fystems installed — not activated

* Next generation servers ordered




TICTU South Conference
The “One Way Push”

(o

Field Test Update -

» Live testing underway in|

and

+ Proceeding with caution to ensure that full
package can be delivered to field

* Risk Management - key element in
deployment

TICTU SOuth Conference
The “One Way Push” :

ERF Test Update

Push-To-Talk (PTT) -
« New[ ]

. management — multiple] |
Next Generation Servers -

| [Server
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TICTU South Conference
The “One Way Push”

B

Test Successes

* Service providers:;] |
I |

* Intercept method:l | |

The “One Way Push”
Test Issues

« Server system messages and erroneous
sessions (data only)

. Uploads
. ‘ errors with CALEA data

TICTU South Conference
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Questions?
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Page 1 of 1

Message X
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
. DATE 04-27-2008 BY 60322 UC LP/PLJ_/LCIJ
L lloTD) (FBIY)
From: | kiTD) (FBH
Sent:  Friday, September 24, 2004 10:49 AM
To: | kCON)

Subject: RE: Quick Question

ENSITIVE BUT UNCLASSIFIED b2
NON-RECORD , a
. _ b6
~_Sorry about the late response.. It should work, based on the Quality of the dial-out line... I'm not about the b7¢C
ﬂand the b7E
call me we can talk if you want. ’I‘hanks,r:l
----- Qriginal Message-----
From{ J(CON)
Sent: Tuesday, September 21, 2004 2:23 PM
To:l (ITD) (FBI)
Cc:| |(CON)
Subject: Quick Question
ENSI BUT UN SSIFIED
NON-RECORD
HiC—] ~ Q
Hope all is well with you. {'ve got a quick question for you. Have you had good experiences with
I |t was talking to ‘
Jat thel J conference, He's got a current | |
He'd like to] ] .
| So, basically my question is this.. It he were to] ! ] b2
Jeould we expect to see ba
any results? T not sure i | | . b6
. b7C
Anyways, we wouid be very interested to hear if you have had experience doing this in the past. Take it b7E
. easy : '
-A
\ |
hone
Fax
‘ Nextel ,
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

12/7/2006



=~ Message M ' : o : : ' Pagelofl
o ALL INFORMATION CONTAINED '

" ‘HEREIN.IS UNCLASSIFIED EXCEPT
" WHERE SHOWH OTHERWISE

N —_|(0TD) (FBI)‘

" — DRTET UA=Z7=2009"
- From: | {(ITD) (FBI) - . *© CLASSIFIED BY 60322 UC LP/PLJ/LCV
Sent: ~ Wednesday, January 26, 2005 2:33 PM ) ii‘gig;li.;floéfj‘n 4-27-2034
To: | |(ITD) (CON) ‘
" Subject: FW: Return of[Z}
. - ' : b2
SENSITIVE BUT UNCLASSIFIED S o - . ‘ b6
NON-RECORD p ' - N ’ b7C
C o o S ' b7E
FYI . . - ) : . ‘ b2
-----Or‘ tral MAace a1 aneee . ‘ . ) ‘ . . .
© From{ |(FBI) g
© Sent: Wednesday, January 26, 2005 2:26 PM
To __|(ITD) (FBI)
. Cc FBI) -
Subject: Return of :
SENS!TIVE B T N LASSIFIED
NON-RECORD
Ourl |and Dell Laptop will be shlpped today As we d1scussed on the phone the Dell Laptop has’ E%
Isecurity software installed. ~ . " b4
b6
() p7C
1 —— - - b7E
mentioned in our phone conversation that your section had an ex jon from installing on the
data collection system. Has that info been passed to the field I was told by at
ERF that all laptops to inc!ude' Iand Red Wolf data coliectnon systems had to have i

Thanks for your continues support.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

12/7/2006



. Message : ALL INFORMATION CONTAIMED - R Page 1 of 2
ressag SES'RE[ HEREIN IS UNCLASSIFIED EXCEPT »
: WHERE SHOWN OTHERWISE '

; on - ‘ o : b6
|(OTD) (FBI) , o | - b7C
From: | kOTD) (FBI) 4 L
Sent:  Friday, September 02, 2005 10:40 AM . DATE: 04-27-2009
~ o . CLASSIFIED BY 60322 UC LP/PLI/LCV
To: | fcony REASON: 1.4 (¢} .
Subject: RE: Sessions not Demodulated by RedWolf DECLASSIFY ON: 04-27-2034
SEGRET
RECOR( | .
Results of sessions received from the{:ofﬁce;
1 Incoming call, Target fax machine answered. No response from caller, No pages
sent or received. (Caller more than likely ‘hung-up’ when fax machine answered call). . bl
B  Incoming call, Target fax machine answered. No response from caller. No pages b4
M‘ sent or received. (Caller more than likely ‘hung-up’ when fax machine answered call). ESA
— : R o . . ~ bC
m { IIncoming ring only, target did not answer call. =~ ) C D7E

}ﬁll — | Incoming ring, target answered - voice only call.

o | [Voice only call.
Roe—

----- Orzﬁmal Message-----

Jicon)

. From:
Sent: Monday, August 29, 2005 4:20-PM
To: [OTD) (FBY). .
Cc: (FBL) :
Subject: Sessions no emodulated by RedWoIf
SEERET -
ECORD |
Attached are the sessions that| |system is- having trouble demodulatiﬁg. | n‘éed your input

for the case agent.

" Something came ub last week just after | spdke with you so | waited to send this today. Then our emalil
capability was down. Such is life. Anyway | hope your vacation was rewarding and { wil talk to you soon.

‘Take Care,

Information §ystems Administrator

ELSUR Technology Management Unit

Electronic Surveillance Technology Section, OTD
(Desk}

(Cell)

(Unsecure Fax)

SEeREL.

12/7/2006



. Message SM : _ ' .  ~Page2of2

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
- Investigations
ECLASSIE | EMPTION 1

DECLASSIF CATION EXEMPTION 1

BECRE¥.__

SpeRet

12/7/2006 SR '. o




DECLASSIFIED BY 60322 UC LP/PLJ/LCW
ON 04-27-2009

| [(OTD) (FBI)

From: : { fotoy(FB) S ‘

Sent: . 006 8:01 AM

To: ' OGC) (F8I} o .

Subject: ‘ : Database Minimization Filing-- : : b6 -
‘ . ‘ o b7C
-SECREF

RECORD QIPR database

That would work.

-----Original Message----- . )
From: I:f"_:::](oeq (FBD)
Sent: , 2006 4:10 PM
Subject: * Database Minimization Filing--

SECRET v
RECORD OIPR database

Thanks |:;l(~what about the archlved[::l --my guess is that you would have to load |t--then delete the privileged »
sess;ons make a new copy for archiving that would no longer have the privileged document and then take the original
|and send it to OIPR for sealmg/sequestratson" i would expect the same to be true for RedWolf Mos?? .

-----Qriginal Message----- : » o . . , C b2
from: L Jcomo) ean g - - | A
Sent: Thursday, May 25, 2006 2:19 PM ) . ) : : -

To: %;;’_:;I(OGC) (FBD) : ‘ , . b
Subject: RE: Database Minimization Filing-- . . . : ) ’ b7C

b7E
SECRET .
RECORD QIPR database

By the bogk..... . L _
The| |system allows a user toI |

Alternatively, a user may simply mark-sessions as privileged and provide further expianation of the type of
- privilege by inserting a synopsis and then leave the data on the system. A subsequent user would know, based on
- those markings and by reading the synopsis that a facsimile falls within the category of privileged communications.
Currently, audit [cgs are not generated of user access that would frack whether a user has accessed a session
_ that has been marked as privileged.

The field office system admlmstrators should be able to give you a-more deCISlve answer to

your very judlc:al’ question.

Thanks. : : ' o : - CT b6
jyle

- (Bl

----- Qriginal M - ) .
From: (OGC) (F 31) -
Sen Y, May 25, 200
i i(om) (FBI); QTD) (FBI); oD (FBI):kOTD)
|(0TD) (FBI),
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AUDIO AND XML OUTPUTS

FOR THE

SYSTEM

DRAFT

Prepéred for: TICTU

Prepared by: . b4
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2  REFERENCED DOCUMENTS

b2
b7E

| 2.1 Government Documents

2.2 Non-Government Documents

1. IETF RFC 2118, Key Words for use in RFCs to Indicate Requirement Levels, S.
Bradner, 3/1997.
2. Extensible Markup Language (XML) 1.0 (Third Edition), W3C

Recommendation, http://www.w3.org.
3. A UUID URN Namespace, draft-mealling-uuid-urn-05.txt, IETF Draft, 12/2004

(update in progress).
4. RW VOC REQUIREMENTS, this is a stub as the document is in progress.
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8 ADDITIONALINFQRMATION :

{Provide information published separately. These may be bound as separate documents,
e.g..for ease of handling, classification, etc.}
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mictul___Jicp-001

. 08/18/2006
DRAFT - Version 0.10

STANDARDIZATION DOCUMENT IMPROVEMENT PROPOSAL

INSTRUCTIONS 1. The preparing activity must complete blocks 1, 2, 3, and 8. In block 1, both the document number and revision letter should be .

given, 2. The submitter of this form must complete blocks 4, 5, 6, and 7. 3. The preparing activity must provide a reply within 30 days from receipt of
the form, NOTE: This form may not be used to request copies of documents, nor to request waivers, or clarification of requirements on current
contracts, Comments submitted on this form do not constitute or imply authorization to waive any partion of the referenced document(s) or to amend

cantractual requirements.

[ RECOMMEND A CHANGE:

1. DOCUMENT NUMBER:

‘ Jicp-cet

2. DOCUMENT DATE
MM/DD/YYYY):  08/17/2005

3. DOCUMENT TITLE: INTERFACE CONTROL DOCUMENT FOR THE xxx SYSTEM INTERFACE TO THE <SYSTEM

4. NATURE OF CHANGE (Identify paragraph number and include proposed rewrite, if possible. Attach extra sheets as needed):

5. REASON FOR RECOMMENDATION:

6. SUBMITTER:

¢. ADDRESS (Include Zip Code):

d. TELEPHONE (Ares Code): | 7. DATE SUBMITTED

(MM/DD/YYYY):

8. PREPARING ACTIVITY: FEDERAL BUREAU

OF INVESTIGATION (FBI)

a NAME:  LD/ESTS/TICTU

b. TELEPHONE (Include Area Code):  (703) TBD

c. ADDRESS (Inciude Zip Code):

Electronic Surveillance Technology Section
Telecommunications Interception and Collection
Technology Unit (TICTU) .

Data Librarian

Data Librarian
| Engineering Research Facility

IF YOU DO NOT RECEIVE A REPLY WITHIN 45 DAYS, CONTACT:

Electronic Surveillance Technology Section
Telecommunications Interception and Collection Technology Unit (TICTU)

Engineering Research Facility{ ) [

]
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Version 0.1.0

DESIGN
DOCUMENT
FOR THE

EPREP

EXECUTIVE

Prepared for:
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EIMQ-EPREP-004

04/26/2004
Version 0.1.0
2 REFERENCED DOCUMENTS
2.1 Government Documents
b2
b7E

2.2 Non-Government Documents

1. IETF RFC 733, Transmission Control Protocol

2. IETF RFC 2118, Key Words for use in RFCs to Indicate Requirement Levels, S.
Bradner, 3/1997.

3. IETF Secure Shell (SSH) Protocols, IETF Drafts in the SECSH working group,
available at http://www.ietf.org/html.charters/seccsh-charter.html.

4. RSYNC Protocol, http://samba.anu.edu.au/rsync

5. TBD
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Version 0.1.0

4 NOTES
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Version 0.1.0

5 ADDITIONAL INFORMATION
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EIMO-EPREP-004
04/26/2004
Version 0.1.0

STANDARDIZATION DOCUMENT IMPROVEMENT PROPOSAL

INSTRUCTIONS 1. The preparing activity must complete blocks 1, 2, 3, and 8. Inblock 1, both the document number and revision letter should
be given. 2. The submitter of this form must complete blocks 4, S, 6, and 7. 3. The preparing activity must provide a reply within 30 days from
receipt of the form. NOTE: This form may not be used to request copies of documents, nor to request waivers, or clarification of requirements on
current contracts. Comments submitted on this form do not constitute or imply authorization to waive any portion of the referenced document(s) or
to amend contractual requirements.

1 RECOMMEND A CHANGE: -1. DOCUMENT NUMBER: 2. DOCUMENT DATE
' ESTS-TICTU-ICD-000 (MM/DD/YYYY): . 02/12/195%

3. DOCUMENT TITLE: INTERFACE CONTROL DOCUMENT FOR THE xxx SYSTEM INTERFACE TO THE <SYSTEM

4. NATURE OF CHANGE (Identify paragraph number and include proposed rewrite, if possible. Attach extra sheets as
needed):

S. REASON FOR RECOMMENDATION:

6. SUBMITTER:

c. ADDRESS (Include Zip Code): d. TELEPHONE (Area Code) 7. DATE SUBMITTED
(MM/DD/YYYY):

8. PREPARING ACTIVITY: FEDERAL BUREAU OF INVESTIGATION (FBI)

a, NAME: LD/ESTS/TICTU b. TELEPHONE (Include Area Code): |

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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04/26/2004,
Version 0.1.0

STANDARDIZATION DOCUMENT IMPROVEMENT PROPOSAL

c. ADDRESS (Include Zip Code):

Electronic Surveillance Technology Section
Telecommunications Interception and Collection
Technology Unit (EST-3)

Data Librarian

Enjineerinz Research Facility::]

IF YOU DO NOT RECEIVE A REPLY WITHIN 45 DAYS, CONTACT:

Electronic Surveillance Technology Section Telecommunications
Interception and Collection Technology Unit (EST-3)
Data Librarian

Engineering Research Facilitxj |
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Version 0.2.0

ELSUR PREPARATION

(EPREP)

REQUIREMENTS
DOCUMENT

Prepared for:

EIMO
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EIMO-EPREP-002
05/24/2004
Version 0.2.0
2 REFERENCED DOCUMENTS
{Provide a list of all documents referenced in this document.}
2.1 Government Documents
b2
b7E

i I'BD
2. TBD

2.2 Non-Government Documents

1. IETF REC 733, Transmission Control Protocol ‘

2. IETF RFC 2118, Key Words for use in RFCs to Indicate Requirement Levels, S.
Bradner, 3/1997. ‘

3. IETF Secure Shell (SSH) Protocols, IETF Drafts in the SECSH working group,
available at http://www.ietf.org/html.charters/seccsh-charter.html.

4, RSYNC Protocol, http://samba.anu.edu.au/rsync

5. TBD : '

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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http://samba.anu.edu.au/rsync
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4 NOTES
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Version 0.6.0

ELSUR PREPARATION
(EPREP)
SYSTEM

INTERFACE CONTROL

- DOCUMENT

Prepared for:

EIMO
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EIMO-EPREP-003 ‘
712912005 b2
bIE

Version 0.6.0

2 REFERENCED DOCUMENTS

2.1 Government Documents

2.2 Non-Government Documents

IETF RFC 733, Transmission Control Protocol

IETF RFC 768, User Datagram Protocol

IETF RFC 959, File Transfer Protocol

IETF RFC 1094, NFS: Network File System Protocol

IETF RFC 1813, NFS Version 3 Protocol Specification

IETF RFC 2119, Key Words for use in RFCs to Indicate Requirement Levels, S.

Bradner, 3/1997. ’ ,

7. IETF Secure Shell (SSH) Protocols, IETF Drafts in the SECSH working group,
available at hitp://www.ietf.org/html.charters/seccsh-charter.html.

8. RSYNC Protocol, http://samba.anu.edu.au/rsync

9. Wave file format specification — TBD

10.TBD

AN o
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Version 0.6.0

4 NOTES
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5 ADDITIONAL INFORMATION
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' EIMO-EPREP-003
7/29/2005

Version 0.6.0

STANDARDIZATION DOCUMENT . IMPROVEMENT PROPOSAL

INSTRUCTIONS 1. The preparing activity must complete blocks 1,2, 3, and 8. In block 1, both the document number and revision letter should be
given. 2. The submitter of this form must complete blocks 4, 5, 6, and 7. 3. The preparing activity must provide a reply within 30 days from receipt of
the form, NOTE: This form may not be used to request copies of documents, nor to request waivers, or clarification of sequirements on current

contracts. Comments submitted on this form do not constituse or imply authorization ta waive any portion of the dd s} of to amend

contractua)l requirements. i

IRECOMMEND A CHANGE: 1. DOCUMENT NUMBER: 2. DOCUMENT DATE
EIMO-EPREP-003 (MM/DDIYYYY): 05/24/2004

3. DOCUMENT TITLE: INTERFACE CONTROL DOCUMENT FOR THE xxx SYSTEM INTERFACE TQO THE <SYSTEM

4. NATURE OF CHANGE (Identify paragraph number and include proposed rewrite, if possible. Attach extra sheets as necded):

5. REASON FOR RECOMMENDATION:

6. SUBMITTER:

¢. ADDRESS (Include Zip Code): d. TELEPHONE (Area Code): | 7. DATE SUBMITTED
(MM/DDYYYY).

8. PREPARING ACTIVITY: FEDERAL BUREAU OF INVESTIGATION (FBI)

'a. NAME:  LD/ESTS/TICTU b. TELEPHONE (Include Area Code): | |

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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STANDARDIZATION DOCUMENT IMPROVEMENT PROPOSAL
¢. ADDRESS (Include Zip Code): IF YOU DO NOT RECEIVE A REPLY WITHIN 45 DAYS, CONTACT:
Electronic Surveillance Technology Section Blectronic Surveillance Technology Section Telecommunications
_ | Telecommunications Interception and Colfection Interception and Collection Technotogy Unit (EST-3)
Technology Unit (EST-3) ' Data Librarian
Data Librarian | Engineering Research Facili I |
ineeri il Teiephone:
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Message o S C " . Pagelof3

. ALL - INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED:
DATE 04-24—2009 BY ‘60322 uc.flp/scp/fls

[ |(OTD) (CON)-

From: | Juoicon
) Sent:  Wednesday, December 08, 2004 4:54 PM
To: I ](ITD) (CON)

Subject; FW: RedWoIf recordmg infofol____]

SENS IVE BUT UNC IFIED

. NON-RECORD
 Any movement on this? . R o
. =----Original Message----- o
. From;| latoy(FB) -
Sent: Wednesday, November 10, 2004 5 07 PM :
Toq KITD(CON) v
Subject: FW: RedWolf recording mfo for[_] '
. MMNCM_
NON-RECOR

~ Maybe you can help with this?

‘-—---Onrqmal Message-----~ .~ - = .
}1TD) (FED)

. From: ‘
Sent: Wednesday, November 10, 2004 3:35 PM..
To: (TTD) (FBI)

Subject: RE: RedWolf recording info fpr: :

- SENSITIVE BUT UNCLASSIFIED -
NQN-RECQBQ ‘ :

The outsnde folks would be the Network Engineering Unit and the Enterpnse Eng{neermg Unit both of ITOD. |
would fike to see a visual representation fike the fink analysis view. My though would be each

senﬂreceuved. N R g . ; g ’

<+---Original Message--:-- y
From! (rro) (FBI) . S o
Sent: Wednesday, November 10, 2004-2:31 PM: : o S L
To: (ITD) (FBI) S : S

- Ce: — o) (FBI); Jrrocony -
Subject: RE: RedWolf recording info for S

SENSITI VE BUT UNC § . ‘ ) ' /

NON-RECORD ’ : . , .

That's good | gue‘ss the quéstlon is.. at we some data (and are getting more) what do we do with it? .
Who do we provide it too (both in the and outside - like maybe someone at {RD (now ITOD) or the
CIO's office?) .

1212202006

b2
b6
bicC
b7E

b2

b6
b7C
b?E‘



- Message .

From:|

Sen

—Jr) (1)

t: Wednesday, November 10, 2004 12:43 PM

To:
Subject: RE: RedWolf recording info for[____|

|(ITD) (FBI)

NON-REC

| received the info_on Monday, but]

» haven'f f et askedI:

12/22/2006

.....

From:,

Senlnmg_mgwber 10, 2004 12:40 PM
To: ko) (FBI; [ .

D

Ori

SENSITIVE BUT UNCLASSIEIED

Jare not represented in the data | sa | saw, |

Page 2 of 3

b2
... D6
b7C
bTE

about that though What we do have |s[

Flhal Méséage-i---

(rTD) (FBI)

[ lITD(con)

Subject: RE: RedWolf recordmg info for[::l :

SENSITIVE BUT UNCLASSIFIED
NON~RECQR

l¢ro) (reI; ]

Was this ever accomphshed‘? Did we get any good anfo" Should this be put in the risk
- report? .

“«--*Original Message-----

- From:

XITD) (CON)

Sent: Thursday, October 21, 2004 11:10 AM_ ~

o — Y

- Ce:

(ITD) (FBI

l(ITD) (FBD): |

[ [(TTD(CON)1 ITD) (CON);

SUbJect'

RedWolf recordlng info for

SENSITIVE BUT UNCLASSIFIED
_NON:RECORD -

_ ljusthad
- RedWolf.
" to obtain t

(ITD) (CON);

(T7D) (Fe) -

a meeting with EOSQ concerningl

Jfor the

lan

Jare working on procedures

his information. Next-week they plan on]

land

. This information will be collected over a week and will include:

{for at least 3 sites (large, medium,small). They are also 2
-identifying how many sites fall into the large, medium, and small range (total sites is * - b6

b7C
, BB

| am coordlnatmg with them and hope to have info in a I|ttle overa week. :
nd l will ass*st in this effort as requsred ]

Cheers, i

=
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Message 'ALL INFOR¥ATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-24-2009 BY 60322 uc/lp/stp/fls

] —Jomo) (CON)

Page 1 of 1

" From: | I(OTD) (CON)
- Sent:  Thursday, May 26, 2005 9:55 AM ' -
To: = | {(OTD) (FBI{ _J(oTD) (CON)

Subject: néwl____::'

SENSITIVE BUT UNCLASSIFIED
NON-RECORD ,

. b2
— bTE

|There

arg two situations:
M.
2.

b2

b7E

: Thefe is a similar problem for adding| . | Do.you want that cqpability as well?

Both portable redwolfs are down now. | cannot test this unti____|fixes them.
Can you submit a change requesttothe[ I~

~ SENSITIVE BUT UNCLASSIFIED

1212312006




Message ‘ ALL INFORMATION CONTAINED - Page 1 °f1
HEREIN 1S UNCLASSIFIED
.. ‘ DATE 04-24-2009 BY 60322 uc/1p/stp/fls
| _ (OTD) (CON).
From: | kOTD) (CON)
Sent:  Wednesday, June 08, 2005 8:56 AM
C To: | JoTD) (FBIX| fOTD) (CON)
" Subject: new| | ‘ o '
UNCLASSIFIED . S o S |
NON-RECORD - . : . , , : ‘ b2
: ' . . . : . R oo bIE
I'll start workingon| | Our portable redwolf is at:jfor repair, so | . '
do not have a way of testing this change. - o . .
. UNCLASSIFIED SR L - "

12/22/2006



ALL INFORMATION CONTAHED
HEREIN IS UNCLASSIFIED ' -
DATE 04-24-2009 BY 60322° uc/lp!st:p/fls

| |(0TD) (CON)

;rom L_ (OTD) (CON) o L ‘
ent: - Friday, July 08 2005 3:41 PM : : :
To: ' ‘ (OTD)CON)| _{OTD) (CON)
- ' [OTD) (CON) : : o I:j
Ce: .o [(OTD)(CON) .-
Subject: . ' RE:! Processing for July 31st deadline - -

‘ . ' . ) ." ‘ ‘ " | | . . . . b6
SENSITIVE BUT UNCLASSIFIED o : S } P : b7c
NON-RECORD ' S ' . o . : b7E

. We have the| how| ' | P

We also need a way to]| ‘ ‘ ‘ ]

----- Original Message----- ’ L :
From: . (OTD)(CON). . ) ,
Sent: - .EI:ISIMMMB.ZJ.QE.MB.P‘M ‘ : : - .
To: - (OTD) (CONy,| o) ccon; [ JomD) (com)
cc: OTD)(CON) ’ - ‘ R N
Subject: . WJUW 31st deadline
.SENSITIVE BUT UNCLASSEF!ED '

: NON»RECORD : .

For dlscussmn at our meetmg, thls is the best list | have of work to be done to tackle for the end of July -
deadline and beyond: ‘ .
WCMMM ,

F-e

*

L]

‘e

.

L]

o

, ——— — — — — - e
Work to be done or{ lcieanup: ' " - R ‘ _ b6
o . S T v b7C
. SR S . b7E

Work to be done or] [vachines:

Cle‘énu'p and work to be done on[ }

.« ® o @




ChT_rges i oader:
L]

Process to be established: :

. o
koo
o N

d b7C
_ bIE
. : A
. ==--Original Appointment--—- - I - : T S .

_ From: (OToXCON) . o . L o
Sent: : ) : . — : : ) b6
To: ' OTD) (CON){ Irow)_ (CON) ;I:I(om) (CON) oo
cc - OTD)(CON) ' T - .
Subject: rocessing for July 31st deadiine ~ - " i © b7E
When: Monday, July 11, 2005 .10:00 AM-11: 00 AM (GMT-05:00) Eastem T ime (US & Canada)

“Where; NSC - ‘

~ SENSITIVE BUT UNGLASSIFIED

SENSITIVE BUT UNCLASSIFIED




' Messagé

ALL INFORMATION CONTAINED ‘Pagelof2 -
HEREIN IS UNCLASSIFIED
. , 'DATE 04-24-2009 BY 60322 uc/lp/stp/fls
L ](oro) (CON) ‘
- From: | |(oTD) (CON) ,
Sent: Wednesday‘, July 1:{3,2005 145 PM - : . ) .
To: . koTD) (FBY); JcoTp)CoN: [ '
SO IEoH] V - V — o) I:l o .
Subject FW redwoifs CooL e o B2
SR . : . . bE
,ssnsmve BUT UNCLASSIFIED - . N ' B : © biC
NON-RECORD ‘ . - . - R - bTE
: . . i
|:ha_s done additional sites. The complete list is as follows: . - .
A\ A‘
-----Original Message----- : - -
From:] I(OTD) (CON)
. Sent: uly 11, 2005 3:14PM - . IR peoe i e
" To: _ (FeD)] fotpycony| |
(OTD) (CONY . w y :
SubJect' redwolf::]
: §EN§¥II!§ BLJT U[!CLA§SIFiED : L
. NON-REGORD- L . . S ; -
E:] | 3 . E A
‘ . b7¢C
b7E

12/22/2006



Message . " . ALL INFORMATION CONTAINED o o Page 1 of 1.
: . " HEREIN I$ UNCLASSIFIED '
DATE 04- 24-2009 BY 60322 uc}.lp/st:p/fls

L ](0TD) (CON)
_ From: | {(OTD) (CON)
Sent: Fnday. July 15 2005 9:36 AM S . S
Tor oty ccony|__ foTo)cony
- Ce: {(0TD) (CON) ' S : ‘
. Subject:{ | are simitar
' SENSITIVE BUT UNCLASSIFIED -
NON-RECORD | ve
, T bp7C
E:lbOx and’ the|___]box are very smlar Most of the code is the same. . . : . bIE
The difference is that E:to redwoif andl » ‘ |
. redwolf -> '
redwolf >

SENSITIVE BUT UNCLASSIFIED

12/22/2006




—

" SENSITIVE BUT UNCLASSIFIED .

Message: . L . Pagelof 1,
: ALY INFORMATION CONTAINED' . .
HEREIN IS UNCL&SSIFIED - '
l_DATE 04-24~2009 BY 60322~uc/lp/stp/t~'jls -
1 |(0TD) (CON) , '
From: [ Jioto) (cony
Sent:  Thursday, July 28, 2005 8:20 AM ,
To:- | jioTD) (FBIY;| |(0TD) (CON);| |
(OTD)(CON) . ' R

‘Subject: Dsités

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We'reé getting daily| Jredwolfs. Each RW sends data|

\

11212212006




 Message . gp1TWFORMATION CONTAINED.
| " HEREIN IS UNCLASSIFIED. : -
DA'IE 04-24-2009 BY 60322 uc/lpisap/fls .

T ~ KOTD) (CON)

Page 1 of 3

From: | JioTo) (cony -

. Sent: * - Friday, November 18, 2005 1:59 PM

To: | [©0TD) (CON)
~Subject FW |

UNCLASSIFIED
NON-RECORD

S

Let me pass thlS by you before I answer[: o

: ..The Redwolfl

" ,If theI
- Right?

" <e=-Ori

From: (OTD)(CON)
] . Sent: Friday, November 18, 2005 11:36 AM :
©FTo! KOTD) (CON) -
. Cer {(OTD) (FBD)
Sub]gcthFWL |
. g;&gu_\gslﬂe o
" NON-RECORD & " :
_ Please take care of thls for ' ' ,
_ .. Please let me know when you have taken care of it
U Thanks ' o :
T -original Message-—-- AR
-+ -From: ] __KOTD)(FBI} .- . .*
- - Sent: Tuesday, November. 15, 2005 8:08 AM- -~ . -
. T3 } (OTD)(CON) . - -

Su Jje‘ct:FW:|

112/22/2006

b2

b6

b7C
BTE

-~ b2

s bIC
~ bTE



McsSage , o S . Page2of3

UNCLASSIFIED
NON-RECORD

Could you havel___lor whomever send a bopy of the find script (Re& Wolf). This question kéebs coming up
and | don’t know the logic behind the pulling of the files to answerit. =~ - ‘ '

~~~~~ Original Message-—---- . e o
Fromts_:l(on (FB) o . "

Sent: Tuesday, November 15, 2005 8:04 AM . o . o

Yo: AX'—_——’-l(FBI) _ : ' _ ' b2

" e —Ton (e Joro) (FaI); [ foTD) (Fe1) b6
Subject: RE{} [ i " b7C
’ b7E
UNCLASSIFIED
_NON-RECORD
L know that] [but 'm riot sure at this point i it ¥

I 'believe] Jis checking on this, but |
have cced a couple people al ERF who would Know. T L

- -----Original Messaqe-—-- o
From: [FBI) -
‘Sent: Thursday, November 10, 2005 4:07 PM.
To: fon (kBN )
Subject:]_ ] '
Vé
UNCLASSIFIED : b2
NON-RECORD P ) b6
' . -+ bIC
. b7E

This archive sounds great! | sometimes wérk on ﬂor more than one day if | start it at the end of the
day orif it is lengthy, so am wondering what happens to |

“ Will the final version of my[_____Jreplace the one which might have gone into the system the day before
and how will the agent or analyst know-that he/she doesn't have the final version? | generally change the
date on the|jto have it reflect the day the[_Jis finished. Can we really do away with printing ]

=

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED -

122202006 ~ ST ST




Message o ALL INFORMATION CONTAINED coo . - Page 1 of 3 .
. ‘HEREIY I§ UNCLASSIFIED . :
DATE 04-24-2009 BY 60322 uc/lp/scp;ns

L " _ I(om) (CON)

From: [ loToycony S .
~Sent: - Friday, November 18, 2005 2:28 PM - : o ‘ o~
To: | 1(OTD) (FBI) S s T
Ce: OTD)(CON)| ooy con[—1 -
. O1D) (CON) O : , e .. '
Subject:'RE:l | : Ce ' ié
' o : : ' 8 T b7C
UNCLASSIFIED . o . ' - oTE
NON-RECORD . o . L ' . :
Bill - ‘ o : : A .
l m glad to hear that the users have d:scovered]j Acoordmg to my notebook has been receiving
ince. July 21. Would pubttmzmg this feature have heiped us to kee at ERF?
* 'You can see the redwolf[ l |
I §
T N
‘The code appears on the redwolfs at:
e redwolf
again. (The "find" command uses the "-newer" :
option.) . ' -
Eachljshows up as a! ’ v ]so you will see the earlier and later versions.
|
b2
b6
o b7C
. --=-=Original Message----- L b7E
From: | (OTD)(CON)
Sent;_Fridav, November 18, 2005 11:36 AM -
TJo: (OTD) (CON)
cc: lcoTD) (FBI

- Subject: FW|

UNCLASSIFIED
. EQN-RECORD

Please take care of this for I_':!-:;j
Please let me know when you have faken care of it.

g —

12/22/2006



MeSsage M ’ o o . . . | ~Pége~'1 of 3 -

ALL INFORMATION CONTAINED DATE 04_24,2009
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 60322 uc/lp/scp/ns
WHERE SHOWN UTHERUISE REASON: 1.4 [c) . )
__J(OTD) (CON) ~ DECLASSIFY ON: 04-24-2034 .
From: | [O1) (FBI)-

Sent:  Monday, October 17, 2005 1:16 PM

T e liocoeen] lotoncom I |
(§) ... (TODXCON) - (OTD) (FBI)| . l(OTD) (CONY: . bl

. b2

(FBI) _ltOTDY (FBY) ON(OGA), . bs
(OGC)(CON)] kom)(com) . 1~ »IC
OTD)CON): TDYCON), b7E
I(o"T'o")"(c"o"N') ~ il (o}
|_l__J,(_QIQ(CON)I ( )i
OTD)(CON) JOTD)CON)] _ {OTD)(CON)
* Ce: ‘ j(01) (FBI);| [eD) (CON) | ___lon¢ey
SUbject. REI [Meeting Notes ) T
 SENSITIVEB TUNCLASSF , o ,
.. 'NON-RECORD ' o o i
FYI afew othér items that | think could be added o the rheeting notes! e '
b2
b6
. b7C
b7E
Anf comments? o . o : L . N . ‘
7 e-Origing — o : o o o
'From:' I(OGC) (FBI). ) _
Sent: Friday, October 14, 2005 1:10 PM ' : L. _
.To:| OTDY(CONY;| [cony (FBIY;| ooy T,
. (cony:d 1(0TD) (FBI);] (OTD) (CON; | koce) . e
(FBD); J(oGe) (Feny;| | (0GC) (FBY);] .
12/22/2006 -




Message ')Eg@"\

‘Page 2. of 3

1 2/22/2006

(OTD)“‘EEW (O1)(QGAY KOGC)(CONY kom) SRR
(CON) OTD)(CON); | [(OTD) (Cony;| _JOTD)(CON); e
J(OTD)Y(CONY | (OTD) (CONY; | ITD(CON); - b7C
. [(QTD)(CON) QTD) (CON),I (OTD) -
. {CON) (OTD)CON);| KOTD)(CON)| (om) .-
Subject: RE] 1 5
- :NON-REGORD"
.. ltem.4, secorid bullet, second bullet "Note that in] | .-
| ¥ "
b2
. b6
— bC
o ’ o ' o . DbIE
. Also; as a note théd Wolf,re] 1. N
o -----Orlglnal Message ----- S o o
18) - - From; I(OTD)(CON)‘ . ' _ ‘ : g
ST ~-Sent: Friday, October 14, 2005 9:02 AM TP S .
To:r [ (OD) (FBL); frropycony; L |
ooy (FRC , (OGC) (FBI);| (OTD) (CONY; [ o
0GO) (FBIY: e 10GO) (FBIN] (QGC)(FBI); - -~~~ 2
J(OTD). (FBD) [oryoga); | (OGCYCON);  ~ 1o
¥oTD)(CON);| [oTDN conyl koTD) (CoNY; .- -
, OTD)(CON);{ (OTD)(CONY; | ‘ ‘
.(OTD) (CON); (TTD(CONY:] YoTDXCONY; | ]
-(OTD) (CON); (OTD)~(CON);] |(OTD)(CON),| |
, (OTD)CTONY] momxcow) ‘
‘ 'ASubJect.L 1
Al
' AttaEhed are my‘note.fro‘nv\:yesté‘rday'.s" meeéting. Feéi,free to c;on'}ment;
. ‘



essage ALL INFORMATION CONTAINED Page 1 of 5 .

HEREIN IS UNCLASSIFIED
DATE 04-27- 4009 BY 60322 uC/lp/&':p;'fls

__JoTp) (con)

.- From: | foTD)(CON)
‘Sent:  Wednesday, May 18,2005 3:38 PM , ‘ S
S CYR | JioTD) (CONy]| I(OTD) cou)l |

' @Dy (CON) — . DA .
Cce [ 0TD) (FBI}| I(OTD)(CON) ; p2
Subject RE: duplzcateD S ) . LR , };;g

~ SENSITIVE BUT UNCLASSIFIED
NON.RECORD ,

Hello, After a brief discussion agree that 'l work with_ Jto capture the requ:rements related to the
area below first. From there, and you all and the| Load er folks can meet to determine the design/the
how that wifl satisfy those requirements. . K ‘ . . K

Thanks,‘__—: - ' S | | '_ (

From:| ) JOTD) (CON) *. -

Sent: 2:38 PM £ _ L
To:l I(OTD) (CONY;| kD) (Cony; | | " be
(OTD) (FBD) ! _ R - b7C
Ce: ILOTD)(CON), | [(OTD)(CON)

Subject: RE: duplicate ] e .

. SENSITIVE BUT UNCLASSIFIED , | L o
NON-RECORD \ e

think we have several problems on the} 1side.‘| R T '

b2
- bTE

12/22/2006
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* The case agent accesses the

, inthe faSt sofmeone in the office would copy the]

—

© —--Original Message---—- ___ o
From:‘ |(OTD) (Con) -
Sent: Wednesgay, May 18, 2005 2:06 PM )

To:| {(OTD) (CON); |

“Subject: FW: duplicate

SENSITIVE BUT CLA IF1

- NON-RECORD

-----Original Message--=-- - o
From:l I(OTD) (FBI)

" Sent: Wednesday, May 18, 2005 1:51°PM

- Toyf J(OTD) (CON)
Subject: RE: duplicate| ] : : .

SENSITIVE BUT UNCLASSIFIED .

'NON-RECORD =

D) (cony

b6
bic
" bTE

Jtouch Red Wolis.

b2
. bo
- b7C
b7’E
--=--Orj vinal Message----- i . g
From: I(OTD) (CON) :
~ Sent:. Wednesday, May 18,2005 1:46 PM "~ '
To:l koTD) (FBI) .
Subject: RE: duplicate[ ] ‘
' SENSITIVE BUT UNCLASSIFIED
NON-RECORD . |
b2
b6
b7C
b7E
-----Original Message----- ' |
From: (CTD) (FBI) .

Sent: Wednesday, May 18, 2005 10:55 AM

12/22/2006



Mcssage‘ , - T , N o ~ Page3ofs

To:] 3 {OTD) (CON)
Subjéct: RE: dup!icate| | C s

S ssnsmve BUT UNCLAS SIFIE
- ou-aecogo ,

Yes it can, but.the case agents maybe confused. - S o . ‘

’ , . : . ' b2
----- Or'lgjnal Mgssage-—l---- ' - b6
From: (OTD) (CON) N b7c

Sent: Wednesday, May 18,2005 10:43 AM ’ . X
To: (OTD) (FBI) : '
Subject: duplicate] ___| L

-

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

As l und arstard Ithe user can edlt thgland a‘ppend‘neiiv data. [fhe ~
. ' fi

five times{ jwill get the ive times and send them to-

caf __ |handiethatcase? -

' -----Or"_qinal Message----
From (OTD) (FBI)
-Sent: Wednesday, May 18, 2005 10:30 AM
To: XOTD) (CON)

. o Subject: RE:| _ |
SENSITIVE BUT UNCLASSIFIED °
NON-RECORD . . A N
X . . : . . C ’ . e - A
| have the same phone number. We don't want to hav icatest:
would be difficult to weed them out from the audio. Did
get a software upgrade? It seems to be havmg some problems . _
,expomng o ‘ L ba

S Original Message----- . o ' b7C
L . From: __KOTD) (CON) .~ bIE
t ’ : " Sent: Wednesday, May 18, 2005 10:24 AM o
' ' To:| | {OTD) (FBI)
Subject RE'_I

W T o ENSITIVE BUT UNCLASSIFIED
o . uou-Recog

What is your new phone number? co
:]asked me to restart 0 go thru all the) gain. -
What do you think of that? handle duplicate sessions?

CWin

12/22/2006 . -
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====-0ri inal Message-—-—- , ,
From: (OTD) (FBI)

Sent: Wednesday, May 18, 2005 9:15 AM
To JotD) (Con)

Subject: RE:|

"~ SENSITIVE BUT UNCLASSIFIED
~ NON-RECORD' =~ .

~ I've ‘oolied but it doesn't look like wé have the new ones

yet. | ointed out some on the E-Prep side last
night, but thgy don't appear on[ (yet?).

> L o -—--~0rii;ig§| Message---—-- ’
S ' o - From: (OTD) (CON) .
‘ , . - - .. Sent: Wednesday, May 18, 2005 9:12 AM -
A . : : ‘To: {OTD) (FBI)
' . , . Subject:| |

. ST . SENSITIVE BUT UNCLASSIFIED -
- o -‘ NON-RECORD * |

[ Jis on.all the RWs now. Can you check to
.see that the s receving the new and old
_report formats? .

Tha?rs

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
 SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED - -

. SENSITIVE BUT UNCLASSIFIED

12/22/2006

b2

b6
b7C
b7E



Message 3 : 4 o , : Page 1of 1 -
- | " ALL INFORMATION CONTAINED  DATE: 04-27-2009 ‘

HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED.BY 60322 uc/lpi‘sﬁp/fls

- WHERE SHOVN OTHERWISE _ REASON: 1.4 {c)
[ I(OTD) (CON) . . ' DECLASSIFY ON: 04-27- 2034

From: - | ko) (FBI , , : , :
‘ Ser!t:' ‘Wednesday, March 09, 2005 9:57 AM L . : igc
Tor | }1TD) (FBI) - ' . :

Cc: . (ITD) (CONY; | |(iTD) (FBI)I l(ITD)~(¢Oi\.1);
] (1TD) (CON) T

e «Subject RE: Document gathermg steps ' o .
In one month we will have all n:vI:I Searchable’? Allow searchmg of|___—loniy across cases? We will

five or die by this milestone.
Aprii 30, is this a achievable date? | need to respond asap to o]] questlon

wmeme Ol indl Message-——- -

_From |(ITD) (FBI)
Sent: Wednesday, March 09, 2005 9:46 AM ‘
To k7o) (FBL) 0

. -Ce J(ITD) (CON)] J(ITD) {CON) I : b1
“Subject: Document gathering steps . o S . i%

. " o ) : ’ bic
. N Il r e > . .

(gy. st n Red Walf systems:I 2 days -
Tio _2) Install Twith document processing software - 2 days ____

SENSIT All D

SE

12/22/2006



