DECLASSIFIED BY 60322 UCJip/Stp/fls

0N 04-20- 2809

- Guys,

OTD) (FBI)

“From: - | (FBI) b2
_ Sent: : : rMandaLAunusLDILZOOoﬁtS . b6
" Tor - S (QTD) (FBI |OT{>) (FBI) b7C
. Ce: : [ lFBl)T ] (FBI) b7E
‘Subject: ] _[problems

Importance: . ~  High

SECRET/NOFORN .

'RECORD 66l 29487

., soon as possible and take a serious look at our system. | can have th
©.you guys are up here. | really need some help on thls one. Letme know your avallablhty Thanks

- 1Al |

ase agent make some more calls when

]
work:
page
e, “ e N ° i - i ‘.. N N - ' N » - » .
“SECREFH/NOFORN ’

86

b7C

b7E



WL . . ALL INFORMATION CONTAINED

- HEREIN IS UNCLASSIFIED.

. : ‘ DATE 04-02-2009 BY 60322 ue/1p/3tp/LLs
koTo) (FBY - . | ‘

From: L FBY . ' . - BIC
Sent: . . . Tuesday Auqust 5 9:564 AM R o Lo S
-~ To: I (OTD) (FBl)

'Subjec':t:‘ . ; RE: [atest hi-speed case...

SENSITIVE BUTUNCLASSIF|ED o R
- NON-RECORD. - . PR N

: . :Hope yoq had a good break 1 was also gone for a few weeks and |t's amazmg how much stuff accumulates when you're .

gone!l:
b2
- b6
b7C
L “bTE
~ Thanks! -
----- On inal Messa g-=--~ C -
From:l |(OTD) (FBI)
Sent: Wednesday, July 13, 2005 5:27 PM. A
© . To (FBI) Lot o L
'Cci I_TD)(FBI) : L g . L : :
Su1 - RE: Latesthl-speedcase : S R ‘ o CoN
SENSITIVE BUT UNCLASSIFIED
NON RECORD :
b2
b6
b7C
' b7E

.82



Sent: Wednesday, July 13, 2005 3:59 PM
To! (OTD) (FBI) ’
" Subject: RE: Latest hi-speed case..

[ . .. e ) . . . : '

SENSITIVE BUT UNCLASSIFIED.
NON-RECORD - .

‘biC

: SENSITIVE BUT UNCLASSIFIED
NON-RECORD . .
. .—'—\'

Co Iqatl‘e’dE and léft‘a message for him. - o ‘ o o o
_ <<=-Original Messagé----a L . i . X
- From] [(FB) s
- Senft: Wednesday, July 13, 2005910 AM -
© o Tol iOTD) (FBI) - T

. Subject RE Latest h|~speed case

SENSITIVE BUT UNCLASSIFIED )
NON-RECORD

The contact at and he is th gg -
area. His number is| As I men loned th hey are uslng iS BIE

Thanks agam and we lI be in touch.

:--»iw'Origin‘al Message-----

. 83
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From| om0 ¢ee)

. Sent: Tuesday_Julv 12, 2005 11:29 AM | b6
To (i p————
" Cey [(01D) (FBI).I , | ©oTD) (FBI) -

Su jecl: RE: Latest hi-speed case..

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks for the note.

! W|II give you a call this afternoon to get the conmct anfo for the network manager unless you respond
sooner. . .

:*jThanksagain.~’ ‘ .:‘A S

" From: (FBI)

Sent: Friday, Julv 08, 2005 3:04 P S R
To: (OTD) (FBI); |(oTD) (FBI)

: Sub;ect Latest hu-speed case...

' -sensmve BUT UNCLASSIFIED

_ NON-RECORD: . S
Hey] Iandl |
, Once agazn ‘| wanted to thank you. guys for your help orl |The

' equipment is chugging along smoothly and asl expected the case people are SWAMPED wnh
data. They asked for it..... ,

' Aslmentloned. | have the tlcket onl l ‘

b2

‘b6

b7C -

bTE

b6

" p7C

bTE

Thanks again,
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N Wﬁg
w

. SENSITIVE BUT UNCLASSIFIED |

SENSITIVE BUT UNCLASSIFIED = '

BN

8



> o : _ ALL INFORMATION CONTAINED
5o Co _ . HEREIN IS UNCLASSIFIED -
. DATE 04-02-2009 BY 60322 uc/lp/stp/fls

Jomo) Fay)

From: ] G0

o Semt:. . llmuumg.zooszzagpm '. - ‘~ .. b
To: .. (OTD) (FBI) . A S .p7C

sup;‘ecti‘, - RE: Latest hi-speed case....

- SENSITIVE BUT UNCLASSIFIED ~ ~ . T
- NON-RECORD . ' o :

W]

| checked dowhstairs and we don't have 4

b2
b6
b7C

'Iimlagai‘n.' I o ) B T bTE o
‘.---_--Or"‘ainaLMes’.:aaea-a-I-‘ o ’
. From: (OTD) (FBI),

- Seht:; Wednesday, July 13, 2005 5:27 PM~

To (FBI) .

Cc: (OTD) (FBI) : o
Subject: RE: Latest hi-speed case.... o~

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD ‘

b2
b6
b7C
b7E

" From | '(FBI)l g

" Sent: Wednesday, July 13, 2005 3:59 PM
. Tof loto) (FBI) . .

. V. -Subject: RE: Latest hi-speed case.... -

78



SENSITIVE BUT UNCLASSIFIED

mﬁnksl

e«——On inal Message-----

_From{ |(OTD) (FBI)
.ssi:s;mmmmm 52:31 PM
T (FBI)

_Subject. RE Latest hl-speed case..

. b6
b Y]

’ SENSITIVE BUT UNCLASSIFIED , S
NON-RECORD' o e ,

: _,'Icalleci:]ahd left a message for him.” - ' ] - bic

. -.-.-O‘r L . . N ; . .
" From$ (FB)
Sent: nesday, July 13, 9:10 AM

Toy __|(oTD) (FBI).
Subject: RE: Latest hj—sgeed case....

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The contact af Isl land he is |f i I I :
area His number iq ]Aslmentsoned th hey are using is a o

Thanks agaln and we ll be i touch

b2
. bb
. b7C
b7E

- --L-;Oijmﬂmi . l
" From OTD).(FBI)

Sent: Tuesday, July 12, 2005 11:29 AM

To {FBI) 4 -
Ccl [oTD) (FBI) |oTD) (FBI)

Subject: RE: Latest hi-speed case...
‘ o - " 79 -



' SENSITIVE BUT UNCLASSIFIED B

Thanks for the note.

will g;ve you a call tms afternoon to get the contact mfo for the netwark manager unless you respond
sooner. -

T

Thanks again,

- . - -\
-----Original Message---+-

" From (G o
_ Sent: Friday, July 08, 2005 3:04 PM i : , o
- mg:ﬁ—ljom) (FBI)] | (oTD) (FBD) -
" Subj test lspeed case..... . T S
, N S

' SENSITIVE BUT UNCLASSIFIED - .
NON-RECORD - -

| H'e‘){ Iand
" Once agaiin, 1 wanted to thank you guys for your help on} - The

equipment is chugging along smoothly and as | expected, the case people are SWAM D with -
data. They asked for it... _

x

As | mentloned i have the tlcket on|

b2

b6
b7C

b7E

'i'hanké again’,"

'SENSITIVE BUT UNCLASSIFIED
’ - 80



* SENSITIVE BUT UNCLASSIFIED

' SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

 SENSITIVE BUT UNCL ASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED -
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EAW

. A S v ALL INFORMATION CONTAINED .
T o - HEREIN IS UNCLASSIFIED | :
R : DATE 04-02-2009 BY 60322 uc/lp/scpfﬁls o

koTo) ¢FBI) ,M__
From: SRR | (FBI)
Sent:. Lo _'Lnu:sda‘M_AuausLIIS,‘ 2005 9:45 AM
To: : (OTD)(FBI : !
Cc: : FBi J(CON)
Subject: . : RE] [Matters ' :

-

SENSITIVE BUT UNCLASSIFIED S .
NON-RECORD _ - _ 3 o S s

*_Thanks for your continued support of this, o

I___i » b6
b7C
bTE

S
Technical Advisor

~ -----Original Message----- S : ' ‘ : :
Fromj| Eoro) (FBI) : o ‘
Sent: |uesday, August 09, 2005 10:17 AM ' . o A
Tol _[(FBI) : o S '

* . SubJect: RE] " Matters

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

It has been a LONG time since we started this one...

)

—+-Original Message-----
From FBI)

Sent; 9, 2005 11:07 AM
To (OTD) (FBT)
Cc: f(CON)

Subject: RH Matters

SENSITIVE BUT UNCLASSfFIED
NON-RECORD

73




0

That's great regarding the] }i will keep you apprised of the progress o'n|:| Let
* me-know of anything else we can do i Jin the interim. - o R

Technical Advisor

" O inal Message-—-- -

From (OTD) (FBI)
Serit: Monday, May 09, 2005 8:45 AM
To (FBI) o
Cc; JotD) (FBI)] KOTD) (FBI) A
Subject: RE] Matters - o K ' gé
o o b7C
: . R ‘ b7E

' SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

I was able to contacD and-we did a conference call betweerl Iand

J

If you have any questions, please feel free to contact me.

74



- T
From: (FBI)

Sent: Friday, April 29, 2005 2:41 PM

To (ITD) (FBT) .
Cc FB) .
Subject: RE| Matters

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
b6

hs.wbnmeme.heen.deahm.\mm_and.m;mmhm - » ‘ 1 b7cC

b7E

'm passmg all of thls on now because I'l be up your way, in mnext week, otherwise, 'l be
glad to go along, but you’ re welcome to come down next week, or wi enever possible, just let me know.

Thanks

sl 1

© -----Original Message----- C

* From{ krTD) (FBI)
Senit: Friday, April 29, 2005 11:30 AM
Tog I (=)
'Subject: RE] “Matters

i

. SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i m swamped today, could you get me their contact info'so that | could fatk wnth them next week?

ings work out, there is a chance I will be down agaln next week to work on the| [
and would be available to do a site visit at the co. :

Tha‘nks,

75



" —---Orjainal Messaqe-----

From: I(FBI)
‘Sent: Friday, April 29, 2005 10:47 AM
To L{ITD) (FBI)

Subject] [Matters

'SENSITIVE BUT UNCLASSIFIED
. NON-RECORD

I:l | ~ | w2
b6

I'm available to getback with|_______ |W|th your assis JI&E‘.JM}HMMLKMO another p7¢

conference cali? They left with me the question of how ¢ now that the p7g

. legalities have been resolved. I'm out all next week at a class, but will be back on 5/9.

Got thE esterday thanks.' B L
s _____ ]

'ASA'ENS;!'.TIV'E_ BUT UNCLASSIFIED :
sensrnve BUT unéqsswu;o
SENSITIVE BUT UNCLASSIFIED
SENSITIVE.BUT uucmsésn‘so |
| genélfive BU'I" UNCLASSIFIED °
SEN#ITIVE BUT lJVNéLAstSIFIED‘ - - a 'f | ; .

76




'

's

‘>

ENSITIVE BUT UNCLASSIFIED
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DECLASSIFIED BY 60322 uc/lp/stp/fls -
0N 04-02-2009 : :

oDy (FBY N —
From: [ FB), o B
“Sent: o " i 07, 200512 — : b6
. To: 4 OTD) (FBI) kconl i bc
B 3 . - ]
Ce: - lccToyERD] 1eBI |
: - [(CTo) Fai] (G=DF [(CON);
o R [CTOyFBn . :
: SEGRETI/ " . - - S b2
RECORD' ] | | L - S
‘ kRED WOLF) re\'/ja,lﬁ_a] Lintif test calls
on Tknow wel k entified| uring this
period. Can we get the fo| 3plic ions? | _

|However, they do not have|

] . R .. . . ‘ .
. _FEYlto alll lre'ceived since| gg
_ | I b7C
p : ‘ — , ) b7E
Thank%

) .. = . : 3 - B - - -
-SEGREF//INOFORN

69 .



DECLASSIFIED BY 60322 uc/lp/stp/fls

ON 04-02-2009

OTD) (FBI)
From: - I lcTo)(FBI) . b2
Sent: .~ _Friday, October 28, 2005 5:10 PM ’ - b6
To: OTDV(EBI OTD) (FBI) : b7C
Ce: . [CTD) (FBY) CTD) (FBI) . bIE
Subject: .
flag.gif (10 KB) _
______SPEeRET/NOFORN S .
" RECOR o - b2
-fmnﬁmmmmqﬁed Wolf is up and runnina | ]

Red Wolf needs to bg k;.z
b7C
b7E

534 |
(office) .
ffax) - b2
7 bé
<) b7C
pager) | e

SECRET/NOFORN

70



OID)(FBY -

bl
b6

< ‘From: | | (FBY) - : -
Sent: . : : 005 9;53 AM SRR
To: - o : EBI) E -
lern|

Ce: R I kFBD)]

] b7C

. (8)~w_cTD)(FBY CTD)(FBI] (OTD) (FBI)
Subject: . - RE‘The{c}- : © ALL INFORMATION CONTAINED

| | , = HEREIN IS UNCLASSIFIED EXCEPT

VHERE SHOWN OTHERVISE

¥
- . - ' ) . . DATE: §7-13-2009

flaggif 10KB) A . CLASSIFIED BY 60322 UC LP/STP

: :T//INOFORN o . . REASON: 1.4 {c)
- RECORD| ~ - : DECLASSTFY ON: 07-13-2034

O.K. guys. No one- cted me on this matter. . : ’
Howeveri icontacteci il TA| ] o
dose not have the e hand 10 accpomintish fh i — .
dvised he will havti Jhandle and h b2
Pleas » jrectly it | can be of any a - . : T 4 b6

fonssquad .- . R . DbTE

- Sents 7, 2005 9:30 AM . :" : ' - -“'bl
ES)“Jb ) _ — FBI) - | ) . f' | . bé

Subject: FW: The Ic A b7C

RECORD o N e b2
E ! - . ) ) o S . . bIA

__'___or' i y ————— . ) ' . : . . . } ., N
- From CTD)(FBI) , S .

Sent: Thursday, October %7, 2005 9:15 AM . ~ : b1
To; CTD) (FBI):;] jeB S b6

.G [FBI) ' Y

b2

Lsues this morning. | pas name of th ech SSAto
vhilability of equipment and or their Red Wolf. Thanks again

. h . : ' . . N |
o SE%T i

b7C

. L . ) . . : b : . . . . .. ' '- b7A K
RECORD' ] E | o

b2
b7A

bl
b2
b6
b7C
bTE



;s;"” .......................... e }S@T - S .; o
) j Ihas the necess ent and access Twill have thl Fentt I lfl—J.is.nm .
able to next avenue is Ve will just have to pay for long distance charges...T

system and OIPR has again been made.aware of-the-situation:

|: oS ] ............... : .' ....................... .................................................................. ,,,,,,

’ - . . »bl-
ssa] | | | T re

(office) o o L - bIC
) e | - S E
cell) ‘ ‘

pager)

 SEGRET//NOFORN ‘ E o

. DECLCASSIFICATION-EXEMPTHON-{
- SECRET/NOFORN -

.,. - .“. .- . N . S | s gs

SEGRETIINOFORN

72



S ’ . DECLASSIFIED BY 60322 qulp/stp/fls ’ -

d ——ey - .. 0N 04-20-2003
(OTD) (FBI) I —
" From: - T lCQN)
Sent: . Monday, November 14, 2005 10:37 AM
Jo: - .
’ : EBI) (CON);
_ [TEBN i i ' =
Ce: .- o i1 uslm.LEauJ_r_____I
, . [CEBD [(CONYI CTD)(FBI, ~ ,
o )| G T2
Subject: C RE| of Casej ’ . | - | . bIA
o S b7C
. b7E
~ flag.gif ~(1'0Ai(B)'
' SPCRETINOFORN
RECORD| o
All,

The mformatlon provided bylj has been forwarded to| Ifor review. .Let me know if you have any questions or
concerns. Thanks. .. ] : oL :

b2

b6
- , b7A
information. Systems Administrator o ' oo L S - b7C
ELSUR Technology Management Unit (ETMU) _— . ‘ . DPTE
Electronic Surveillance Techriology Section (ESTS) o : o ‘
Operational Technology, Division (OTD) - ’ : S
Office} : : = .
(Pager)
Fax) )
L s Original Message----- : , ; ’ '
From kcToy(FBI) , . , c
Sent: Monday, November 07, 2005 4:14 PM —
To Jccony] kom) (FBI),| [ ]
. J(CONY:] I(FBD) i
cc: l [EEnd Jco) crey | |cFBD) |
: (CON); CTD) (FBI);| J(CON);
: J(FBD) BI) . , l———l '
Subject: RE: | [of |Case| '

SEGRET/NOFORN 4 . | - : ' : - . b2
- RECORD » - | b
| 1as informed me they have about I am currentl tngl | b2
| Mainly ta support the next Either way nd the]l _pndlor  be
information down t any way we c1oose eeds to send a thank you t and crew for their b7C

assistance. - . ’ b7E
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o

Y’
v .

(office)
(fax)
(cel)
(page?) B
-—-Oriai —— .
CON) - ‘ : -
November 07, 2003 3:18 PM : ' ) b2
OTD) (FBI); J(FBI); ) (CON); b6
. - o b7A
' l(croxrand |(FBDA (CD) ~ vic
- (FBI): (FBI [(CON); ) (FBI); b7E
‘ (CON kear); |(FBI)
Subject: RE: { lo |Case] ‘ » ‘ o

SECRET/ -
RECORD.

Iﬂnh.dﬂngfasiest /s is to b Jis to have them ] .
rom the t land/or] lam rlgj_sme_p]_
the formal request process because iHe that wag due to
It should be as easy as askin nd the and team) to
rh!’:mks L

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS) : ,
rational Technology Division (OTD) . o . v o

Cell) o o . , o -
Fax) . Lo ) . - - . bIC
S ‘ o ‘ . ‘ b7E

OriamaLMssms;t |
From: OTDY'(FBI)

" Sent: Monday, November 07, 2005 1:51 PM

" Toi FBI); | ccony] ' lccony
cc: (CTDY(FBII G I(__J(crn)
(FBL); | (FBI); (cony| CTD) (FBI)

Subject: RE:

SECREF/NOFORN .- . o
RECORD] ] . S St ' 4 b2
. — - ‘@ : . pA




bn 11/08 ang_ajkﬁm% to contact

atl Ito arraﬁge for the

to accomplish this, Butj [Will‘no doubt have suggestions.

‘I am not certain as to the most effective manner

Thanks, ' : o
ST : ‘ b7C
: b7E
---—-Oridinz 5806----- o
From (FBI) .
Sent: Monday, November 07, 2005 12:54 PM e
Tof Yo (rBI) [ lecomy:| kcony
cci| ‘ (CTD)(FBI); (FBI);
(cD) (FBI);] | (F1); (CON);
" (CTD) (FBI) : , ,
Subject: -
SEGRET, $ - - b2
RECOR b7A
- ._Review of| (RED WOLF) reveals al until
st | know we ol lidentified ‘
during this pefiod. Can we get the kol For -
lons. si ions? 1 know w | Drobably getl Howfver. they b2

"do not haw

FYlto ali Leceived since |

. . ..- 3 = epe s ae o o .' .

restiat
 SECRET/NOFORN -

BECLASSIHGATION-EXEMBTION 4
SEERET/INOFORN-

64

b7C
b7E -




&

MM . - =
SECREY//INOFO RN . : :

BER!VEB-FRem—e-a-FBl-elasslﬁcatmremdreﬁ-date “orei intettigen ot
BEGLAGGIFICATION-EXEMPHONA ations
‘SECRET/NOFORN

w ~
“SEERET/INOFORN "
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. . ‘ C DECLASSIFIED BY 60322 uc/lp;’st:p/rls
ON 04-20-2009

W(OTDNF) R i —

From: - ]

_ CTD)(FBI) ,
-Sent: . Monda Vi er 07, 2005 4:14 P, : . . /
To: . ‘ (CON): IOTD) (BRI ,
g . ' [(FBN] licony FBED _
Ce:- ~ o ITEM CIDV.(FBI |
R . {ERI {{CON CTD) (FBI);
| : - [CON)] [FEN] ]
: : ‘ (FBI) . » , S
Subject: | RE] |Collectton of| [casq | : b
. o - - v b6
O : ’ A , o . . b7A
g K B : C b7C
. = . . - » ' ‘. . X : : . b7E
flag.gif (10 K8) ; . - 8 : —

L ___SEORETINQFORN -~ - . o S -
RECOR - - . o ‘ -
I:has mformed me they have about rrently looking at hav: ainly.
to support the next report. Either way as agreed to send th ) any

- way we choose: eeds tosend a thank you to nd crew for thesr assistance. ' : .

ssal

(office)
fax)
(cell)
pager)

----- Original Message----— ‘ " o v : ‘ _ S : L
From:| |ccony S o o

‘Sent: Monday, November 07, 2005 3:18 PM : . b

To: - OTD) (FBI) (G| |cconyi| A i b7A

- — — ' ’ T . b7C

Cc Icmyean: eean:d KCID)(FBL: .~ b7E
kFen)} [(CONT] |(CTD) (Fen)| | ,

: 4@{*) [FBD Jcren)
Subject: RE:| __|Collection of [Case] ] - (

. I R . .
RECORD

on Tag@sj; ways is to have| ave them| __{from
ei i ndlor| I ar?_nmmng_[cirmal request -

) 'process because | case thaf was| Idue It
as easy as.askin and th land team) to I
1 .
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ELSUR Teéhno!onAMaﬁag‘efner-\t Unit (ETMU)
Electronic Surveillarice Technology Section (ESTS)
Operational Technology Division (OTD) ~

(Desk) ‘ , ' b2
(Cell) o ) . ] ' o ) " b6
(Fax) ' ) - ‘ B °Y £
----- Original Message----- :
From: !OTD) (FBI).
‘Sent: Monday, November 07, 2005 1:51 PM__ . ; ,
To:| (FBI) J(con); J(con)
Ccf (CTDY(FBIL); (FBD);] [CTD)
(F8I)1 (FBI); [ (Conyil A J(CTD) (FBI)
Subject: RE : - . ‘ : .
. SECRET/NOFORN - ' . 0 b2
RECORD : o ‘ - b7A
lon 11/06 ed hi ) to co‘ntactl 'a_t to arrange for the
t am not certain as to. the most effective manner to |
‘accomplish this, BUDW no doubt have suggestions. ‘ ' :
Thanks, . ‘ ‘ . : . o , : ‘ : -
—1 . | - b6
' T i C S ~ bTC
----- Original Message----__ - ‘ : o b7E
From | (FBI) . ,
‘Sent: Monday, November 07, 2005 12:54 PM i ‘
To| foTD) (FBI); kcon: | [(cony) . .
CCLI CTD)(FBI) |(FeD] KCTD)
(FBI); FBI){ [(CON);] [CTD) (FBI)
Subject: o
. ) . ! x x l v .
. SFCRET/NOFORN L S Ny o b2
RECORD| | ' . b7A
Review of — IRED WOLF) reveals al i
l [T know wel Itd ifi
during this period.- Can we get the }ol 0
Imuwm:szmmmmmm I!:!me:ier. they do not have
b2
, A ] ' ' , ' : bé
R b7C -
- __FYitoalll  eceived since] i R
M 67 . - - : .



Thanks B - o ' ‘ : . " bé
, ) . ) . . b7C
mﬂmmmm

mcms&mm'ﬂon-r
"SECREFH/NOFORN

| DERIVEDFROMTG-3FAt-CassificatiomGuhte-S=8 dated-H9¥ ForeimEomnterinteltigence-investigations
SECRET/INOFORN ’

SECRET/NOFORN

68



o N~ * ALL, INFORMATION CONTAINED . DATE: 04-03-2009

PR - Q '
a0 SEBRET mxg&%%gggb EXCEPT CLASSIFIED. BY 60322 ve/1p/atp/tLs
- . REASON: 1.4 (2)

‘l+—JKOTDMFBI) o - f‘ DECLASSIFY ON: 04‘;03 2034

From: o (FBI).
"~ Sent: ' ser 21, 2005 2:54 PM

- To . ___10TD) (FBI)- - . -
: Subject A . Fw E-MAIL DTD16/5/08} o o1
| lmponance' . i ‘i—ligh R ‘ _ R _ B¢

‘ j mminﬁdﬁﬂ:for this. ; 50 we need ar: -
Sinc | didn't know If you cou ‘ or can each unit only handle .

We expect to gefthese]___ |around the beginning o

——Original Message-—- ‘ ) . B o - o
From: (FBI) S : : : I b6
Sent: 15,20052:19PM : R ~ . bTC
To: BI) . _ - : : - bTE
cc: (FBD)A kBN {42301 I |

(8} B0 (FB1)] {(FBD);{ |(FBD)] |
gE— ) (FET) | o
o Sub]ect REl |E-MAIL DTD 10/5/05 - v ’ ' i a ’
(8- | |
ECORL o | e | Cm

" Thanks for this info s I .
Im&mﬂmmﬂmmmmmmmm bnd| to initiate
" [This wnll uitlrnately result in the delivery to you.

It has been conf rmed that thesD 4: which, per item #3 in your e—mall will requlre:l will keep - '

" you miormed of the progress of lhls effort.

I:Ilt may be a good idea to advise ‘jzm—gmﬂ'that we are .ﬂp‘n this with b’othI:| Case squad billing

‘info you provided has been provided t o forward to
b2
b6
. s v bTA
oo . S : e . bic
L A . : . : bTE

Fro'mi l'(FBI)

Sent: Friday, November 11,2005 12:39 PM - o : _ -I o
. Toi __(EBI FBD); (FBI);
d| [ (FBI)§ | (FBD);} (FBD)] 'l‘l
' ' ~ . 53 , - ~




- -
T G B[) .
) s —— - Lesi oy

Subject: REl |E-MAIL DTD 10/'5/05'— o ) '
. bl

) - b7C
.Recoa';{ '
-Everyon'e, A : — N |
‘ - ard il [Redwolf, there arel Mays to get
. ) ) ' i

1 hope this helps.

Froiii (FBI) Co

Seit: Thursda November 03, 2005 5: 44 PM ,
To:| I(FBI)
.- SubjecE FW] rE~MAIL DTD 10/5/os|:|

}(g);“.“, o T ,“ et

SEGRET L 7 be

o (S) “--~-~...----0rs mal Messal ----- '

Info.
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Telecommunications Specialist

o , 0 bl
(S'ecure ch() : . : - S i
(Non-Secure ‘Fa.’() ‘ : . ‘ ~ biC
- 0nnmaLI*.’Lesaaslﬁ;.__k o : S
‘(Sjv-‘m Fro'm: ssl)v : S R S
] i3 embe 2005 2:17 PM ) )
—_](FBD)
Sub;ect RE:‘ IE—MAIL DTD 10/5[0‘
(3
bl

ca[&ad’ me re price amf I tolif Iizm I could not quote a price. Who quotec{
this price I don't &now

b6
b7¢C

Telecommunications Speciafist . | IR e o ) |
| R ‘ A _ . b2
(Secure Fax)
“Non-Secure Fax)

--...:.Or’ |t - | '
{8) o Fromlm I(FBI)

(8) .

" opl
'RECOR( g
' B¢

You were not in the copy count of this one.
SESRET s

N



2005 Z;52AM . '
{8) Toil __ FBI); [(FBI) _ : ,
k Ce o KFBI), . , o A bl
Subject: RE: -MAIL DTD 10/5/0 . . bé '
S — - o

(8]

(5]

:‘%ECOR!E ~

7

; ;anks for the detalled response to ‘my inquiry. We apprectate the fact that you have made this a priarity for

your squ
As we on see it from an operatlonal standpomt . there are two issues when decndmg how to proceed

that you also ldentlf ed: .

- The cost :nvolv '
T_he ability of th q J :

ing wm:l we have found that thgcou!d cost between per month to. -
. # aybe less, our €mall, it appears we would need all__[fo start with because of the

random riaturé of: th i, e also know that not ai‘_ghawmsgﬁ on to the operational
squads but worst case scé per month to R
We have approximatel; m : Bt the éstablishment. If

there was some way the | [could look at the
squad) would be s t e .

e {on the operational

The bottom line is - e lwould support going b1

ahead and ordering th We eould always cance} )t the benef ts of the b2

| Iwas fow. " E . b6
e would need the approval od:land SACI:__lbefore we committed the squad to this p7C
potential cost. - - ) ] ’ ‘ b7E

es the problems we have in tryiﬁg to: ‘

will send you another email exchange that
describes the problems thq jmay have In trying to "select” ou| _

leanks again for the attentuon

csl

---—QOriginal Message----

From: (FBI)

sehlsmmm..NQEmner_QHZOOS 9:15 PM

To: (EBT) : ’

I ey Il [ GE9 | l(FBY);

S — (FBD)| J(FBI) { (P50 |-

J(F8E) -

Subject: RE‘1. [E~MAIL Dﬁ‘ﬁ"‘iU/S/os .

\

SEREET

J . | B -



()

| await your instructions as té how you wish the carrier to proceed under the circumstances set out above.

Thank you,

Froﬁ'li — HIG: /I
ber 0

 SentiT T 2005 10:43 AM

Cc (FBD)

FBI)

[(FBI);|

Subject: RE| E-MATL DTD 1075705]

FBI)]

FBI);



SERQ’

consider-any other meiff fo ge

| think we recieved the
over two months.
| just want to make sure there-is nothing elsel

‘ Thanks for any assistance-

ssal’

t 8}

Is there anythmg we can do or any pre we can put on
/& appreciate-all.the help from th s
ese carriers to provide coverage as required

but the carriers have been unable to prowde the coverage Tor

or FB

can do to get this coverage up.

B!
b2
~ b6
b7C
b7E
--—orind Messade-—---
From: (FBI) ‘
Sent: ' 3005 8:27 AM
To: FBI); (FBI);|
(FEI} , :
B Jcreng (FBI);
NG p—— -
Subject: RE: E-MAIL DTD 10/5/05]
 The below e-mail advised that out of the original
provided us, could not provisio of -
them. On was advised that the remaining
|cannot: be promszoned' by it her. |
‘ ' b2
and | are working clbse(y to, d’etermme what bt
are in what Hopefully, this can be resolved soon. PIE

beyond our
process of obtaining these

Telecommunications Specialist

"58

- We do apologize for any inconvenience this causes but truly it's

control, You'll be kept advised of the



(Secure Qﬂix) L - : . o o
(Non-Secure Fax) ‘ . . . b2

. , b8 .
. A . b7C -
-'...-.Or' f A J@~mmee . . '. . L
From:l (FBI)
Sent: Wednesday, October 12, 2005 .23 PM .. .
(FBIY] | (Fe);
3 [TER ‘

— [FBI); ' {(Fa1) .

Subject: RE E-MAIL DTD 10/5/05:

T

gy HeLoAW,

NG

bl-

N oo . b _ . . . » » 1 -
- 'SE CONTACT TO VERIFY THE VALIDITY, OF THE| : ,gé
ISTED ABOVE. - - - B

':3:' ' o o . S o . " . bIE

bl .




bl

D!m . » " . N . ) . l I ' "-

60 - -



iqations

 DERIVEBFROM-G-3-FBt-€i —Gr3-FBt-Classification-Gu fat ForeinmCotmterintelinence-vestigations




ALL INFORMATION CONTAINED <
HEREIN IS UNCLASSIFIED .

- DATE 04—03-2Q09 BY 60322 uc/lp/stp/ils

otpD)(FBY. .. L
S
‘From: | _|(oTD) FBY)
Sent: o Wa;y 01,2006 10:29 AM ‘ o
To: - - ' OTDV(FBl) - : » S
Ce: IoToy (ERD: foTD) (FBY)
Subject: S RE X ‘ S

SENSITIVE BUT UNCLASSIFIED
- NON-RECORD

There éfﬂbre on my lab desk, | orderedDdu should be able to try it with thé|:that we have already.

—-=-QOriginal
From:
- Sent:
- Tos
Ce:
* Subject:

]oTo) (ren

. . -, . b2
SENSITIVE BUT UNCLASSIFIED = L o S o . b6
NON-RECORD 7 o k o B _ C izg

The results of my testing the| [is...

TRanks, -
1

psl ' ' — ‘ x

l fhe Redwolf system.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

4




' R ALL INFORMATION CONTATNED DATE: 04-03-2009 '
P - W , . HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 60322 ucjlp/‘stp/fls

e -~ ‘ WHERE SHOBIN O'I'I-ERBIISE REASON: 1.4 (c)
LQTD) (FBI) .‘DECLASSIFY ON: 04-03—3034
From: [ (FBI) | | 3 \
Sent: = . . rMn.ndaLN.QMam.b.ef 28,2005 2:17 PM ' -
Yo B eem— v -
Cc: . e [(OTD) (FBYL G
Subject: E-MAIL DTD 10/5/04

bl
b2

-——---Otigi ccage-—-

L Thd We don‘t have a date yet for the b6
I will keep you informed. b7C
: ; b7E

 Fron (OTD) (EBI) .
" Sent: Tuesday, November 22, 2005 8:16 AM
{8) ~-To:[ (FBI) N .
- ed 1(o1D) (FBY) IRy

Subject: REL———

E-MAIL DTD 107 /05[ |

b2

b6
b7C
bTE

. 1 willdo what | can ‘to“get the system compietecf as rapidly as possible.

Please keeﬁ ‘me posted as to when you get|

" The first week of December is a bad week fos my team is attending tfaining that week.

Thé second week of December is thel hhich | am scheduled to attend.

| am open after that.

By the way, are these circuits coming frbml

T 42



. twio weeks ago, and he mentioned fro Ias his POC with the bureau. | asked him to have
call me, and he later called me back stating that he did not think | was the one to deal with.) -
Thanks,

. Subject: FW
Importance:

(8-

- RECOR"~~ L

| I . . . ‘ . bl
'!us~submitted al Yor this | lthat are . n o b2

Sinc [ didn't know [fyou coud build a r b6
¢an each unit only handle e expect to get these -around the beginning o Egg
----- Original omeme
From: (FBI) .
. Sent: Tuesday, November 15, 2005 2:19 PM v
o Tol |(eBI) o
(8)~-Ced Fi| (33! G |
: (FBI);|-... [(FBD)] (FBI); |
(FBI) I (-8 (FBI)
Subject: RE | IE-MAIL DTD 10/5/0| I
(&) -
"Thanks for this infoD
We just completed a three way conferei i nl — Jand| to
initiate | This will ultimately result in the delivery o |
to you. ‘ - K ‘ ,
: ' ‘ : ' : b2
It has been confirmed that thesq Iare] |wh|ch per item #3 in your e-mail, will TGQUI!'E | b6
will keep you mformed of the progress of thls eito . b7C
: ’ : b7E -

F it may be a good idea to advise the case squad that we are in motion on this with both:I Case squad
Mhing info you provided has been provided tobto forward tol

SB?@T»

43




T I '
Sub]ect R£| IE""‘-MA L DTD10/5/63

SEBRET b2
cc] | b7A
~-—Original Message-----
From (FBI) .
" Sent: Friday, Noveémber 11, 2005 12:39 PM ‘ ’ _
To] (PRI FBI)| J_I_LLEEJj
~ . |._ 1{FBD); (FBI)| (FBIY,
I!LB)! [(Fe o P '
At 51 (= i {FBI) | (FBI) -

SN

b6
b7C
Everyone, S ‘.
' With regard td J |Redwolf, there are‘Dv‘vays to get
b2
b4
b6
b7C
b7E
| hope this helps.
I Orj .
N e — . From FBI)
B Sent: T ovember 005 5:44 PM
Subject: F —| MAIL oTD 10/5/05
bl
b6
b7C



sER

Info.‘

- Telecommunications Specialist

(S’ecﬁre Fax)

o (Non-Secure Tzv(} ‘
B 5 (FBI)
’ sent: Thursday, November 03 2005 2: 17 PM
{8y

s

- quoted this price I don't know.

Telecommunications Specialist.

(Secure‘ng)
(Non-Secure Fax)

To | (FBDW"":’E‘
SUbJeCt FW )

JeFeI). -
VAL DTD “io7s/0d.

bl
- b2

b6
b7cC

called me re price and T told him I could not qz\toté‘ a price. Who~

bl
b2
b6
b7C




tgjh;

bl
You We(e not in the copy count of this one.
----:Qriginal Mggggg;—--- _
' From: (FBI) .

(8) - sent: Thursd: : 0057:52AM B

' Ti FBI)} I(FBI) -
Cc i (G ‘ ' - : . bl
Subject: ae‘| [E MAIL DTD 1‘015/0' - . ‘ S

.. b7C

‘ RECORI~ ‘ R

- T;;ar]ké for the detailed response to-my inquiry. We appreéiéte the fact that you have made this a

priority fo quad.
As we onl isee it from an operational standpomt there are two issues when deciding how to
proceed tha you also identified:

The cost involvey
' The ability of the |:I |

‘Checking mel we have found that tthould cost betweerl ber month bl
to (maybe less). After révie appears we would need alll _Jto start with b2
because of the random nature of th We als t not all charqes are passed ©®
oni to the operatlonal squads but warst case scenaric would bq.ls—n—gwﬁ er month to E;g

lines.

We have approxlmatelﬂ bf interest out'of th at the
establishment. If there was some way the __ fcould look at th ]

we (on the operational squad) wolild be supportive of that. ]
The bottom line i lwould

support going ahead and ordering the] | Ve could always cancel] _|if the
benefits of th as

I
We would nem; ofband SAC|:|before we commatted the squad to, this

potential cost.

-----Origina aqe----- o
From (FBI)
Sent: Tuesday, November 01, 2005 9:15 PM

.’.‘- : " \Z




- ) - -

(FBD] - (EBD); (FBI); ‘
(329, I {FBI) , . b1
Sub]ect REl IE-MAIL DTD 1075/0%- o ‘ . beé

' IR : : b7C. .

9 :
' T ECORI- :

(8.
| await your mstructaons as to how you wush thei to proéeed under the circumstances set out
above. : :
. . . b1l
Than‘k you, ' : : L o Eé
ST o ‘ b7C
" b7E
B Froml |(FBI)

Sent: Tuesda November 01, 2005_10..&3.BM _
© Toi lireD); |cFBI);
S%T o v o




(8- (Bp

Cef e (G| |
(FeD) §[GH . B
Subject: RE: D .
. : . . . , bl
. . : . : . . ) ) ) b6
(8} o | - e
: RECORH
(81
thank you for the update . .
"As the SSA ything we can do or any pressure n -

We appreciate ali the help from th
Ay otner means 1o get these carriers to provide coverage as

, |- think we recieved the order oDut the cérriei's have beéen unable to pro(ride the
~ . coverage for over two months.

l just want to make sure there is nothing elsDor FBIE}.:ah do to get this coverage

up: . o : F
The for any assistance- - ‘ e : . bl
‘ . - ‘ b2
b6
_ - ) : o o . k7C
SSA S ‘ _ b7E

' -----Original Message---—-- ‘ A o L
. Fom{ (8] . |

- Sent: Tuesday, November 01, 2005 8:27 AM . ' -
' (FBD)] Yren)| |
S .......... - - .
(81 g } Fen] _ Gl |

T
Subject: RE:[_ |E-MAIL oTD 1075/04-

The-below e-mail advised that out of the original
provided us, could not provision
of them. On was advised that the
remaining cannot be provisioned by either.

N land " |are working closefy to determine

M{T o 48 -




(5).

(8-

18

o\ a9

wﬁa4___|aré_ in what He opefull z tiizls._éan be réso[péc{ |

We do apologize for any inconvenience this causes 6ut trufy

it's beyond our control. - You'll be kept

b2

 advised of the process of obtaining these

" Telecommunications Specialist -

(Secure Fax)

..nh....h“. j < T
" “RECO

. HELLOALL,

(WNon-Secure Fax)

| (FBI) .
BM

b6
b7C
b7E

sy -

{(FBD} '

45:09F
DD 1075705

N EG: )

-\ bl
- b2
b6

b7C

b7E




NTAC

llS’I:ED ABOVE.

o VE/F%IFY THEvALDITYOF THEL ]

(8)-.

18 |

‘bl

b2
b7E



unto;lntoll' colnvest

51
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. 1’ : ; - . ALL INFORMATION CONTAINED
R : V' HEREIN IS UNCLASSIFIED
: DATE 04-03-2009 BY 60322 uc/lp/stp/ls
OTD) (FBI) — —

From: . o Jicony

Sent: ’ : ril 26, 2006 11:18 AM -

To: . (OTD) (FBI) -

Cc: ’ (LA) (CON)

Subject: RE: RedWol question

SENSITIVE BUT UNCLASSIFIED “ . - ‘ : | N
NON-RECORD ~ - y : ‘v o S - b6

. b7C ’
achieve thisl_r—h_has also .
that the case agent has reque ould

‘b7E
Gwn the road, or do you have a bunch oli '

ou rather wait off on doing a soluton Nke that and just go
that we could use for this?

[ — L
{ |
ELSUR Technology Management Unit

Electr echnology Sectioh, CTD
Phon :
Noxtel : o

~---Original Message-———

. From: JomyFBnp - - - -

Sent: 4:05 AM

Ta: (CON)

Subject: = RE: RedWol question

'SENSITIVE BUT UNCLASSIFIED i B N : S ’
NON-RECORD o . . L . - b2

. . . t b6
1 - > " . piC

If the only difference is I
:that are currenfly Tn use on you — ) :

It may help if you were ablé tq |

i if you haveoUestions on how to do this please feel free to
call and Twill atternpt to waik you through the setup of thq , ' . '

g Thanks
) —

-----Qriginal Message-—--

From: (con) ‘ _

Sent: i 06 10:26 PM : ; )

To: o— Y Jccony Jotp) (conf | o)
—(ooN) ~ ' ~

ca . | Jicon] Jccomd fcom] [oTD)

' : FEL G) Jrcony ~ -

Subject: Redw qQuesgon 10 g

Importarice: High

130



SENSITIVE BUT UNCLASSIFIED -
NON-RECORD :

Hello Génts, . ' o - — ‘ : ‘
| have a. quick queslﬁgnmauﬂe_namg?en requested to-i |a; ’
ouf site sothatwe can|____ Soright now L have 8 |

_Any ideas or tips? | have a similai] | but it works’

properly. The only iajor difference is thaq | .

And yes, | have| |

- Regards,
. . : E - - b2
. ' , _ - 06
_ S R — v _.bic
P.S. .. I'm going to be sending you back a’ fairly‘soon, as orie of ours ha4 . bTE -

- ELSUR Technology Management Unit
Electronic Surveillance Technology Section; OTD

- Phone . :
Nextel ’

" SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED:

31



L ' ALL INFORMATION CONTAINED
AT : A : HEREIN IS UNCLASSIFIED
: DATE 04-03-2009 BY 60322 uc/lp/atp/fls

oTD).(FBY.
From: ' O [(con)

 Sent: ‘ " Wednesday_April 26, 2006 11:24 AM
To: , !_ loTD) (FBY)

. Ce: o L (CON)
. Subject: i " RE: RedWol uestion

SENSITIVE BUT UNCLASSIFIED. -~ . . : Y
NON-RECORD 4 . |

; ;.anks Il mvestlgate how we can resolve thts issue.

Refards

"ELSUR Technology Management Unit ‘ ' o oL .
Electr Technology Section, oTD - ‘ : S R
Phone . o . o b2 -
Nextel - ’ . o - L6
S T o : . - : b7C
S P : ) ) : : ' o b7E
~-=--Originial Massage----
From: _ [om) (81

—

Sent: - Wedrnesda 8:22 AM
To: .~ CON}) ’
Subject: .. RE: RedWol question— . - -

SENSITIVE BUT. UNCLASSIFIED _

NON-RECORD

I'd rather not go the route at this time, we simply don't have the units or the time tc construct them néw. - °
Since another avenue exists to completd lets do that anid focus our efforts on the|:]soiution. "
Thanks, - ‘ “

-----Ongmal Message-—-— e
From: (CON) -

Sent: * Wednesday, April 26, 2006 11:18 AM
o Tor ] {OTD) (FBI)
¢ Ca L (coN)
 Subject: RE: 0l Huestion
SENSITIVE BUT UNCLASSIFIED -
" NON-RECORD -

Hi| R - ' S :

anks for the input. I'll check to seeif | ca wit 4 Ifor ieve this.::]has
also suggested| _ t the case agent has
requested. Wo wait off on doing a solution like that and just go t own the road, or do you
have a bunch o%matwe could use for this? ' :
Refards, . C S . '

27




ELSUR Technology Management Unit

Electronic Surveillance Technology Section, OTD
Phone . :
Nextel o

--—-QOriginal Message—~---

From: . Joto) (F&I) S : o ‘ '

Sent: Wednesday, April 26, 2006 4:05 AM b2

T@:] ‘ _ i CON) } . ’ . : L b6

Subject: RE: RedWoii Fue;uqn » ' . - : , : bC -
. SENSITIVE BUT UNCLASSIFIED . : ' - ‘ - . DTE

NON-RECORD

rmmm@mr’ L difference is |
; that are currently in use on youy | N ,~

~ It may help if you were able to

| if you have guestions on how to do this please feel
_free to call and | will attempt to walk you through the setup of the : :

Thanks,

s=-Original Message--—- .

From: . l(cony o : R

Sent: - Tuesday, April 25_ 2006 10:2 , —

“Tot l_‘n._p___,_ Jcon); Jcom] koto) (con;
KITD) (CON) .

cc: ] (cony] ' p[ Jccony;
. g 'Wém e fcon
. Subject: RedWol uestion - - ‘ ‘ :

Importance: "High

' SENSITIVE BUT UNCLASSIFIED
NON-RECORD = -

Helo Gents, - T '
have a quick question for you all. We have been requested to] 1
l ’ i | ] So right now [ have a] ]
ithout any major issues | |
Any.ideas or.tips? | have a similar] | hut

_it works properly. The only major difference is tha§

-
. Andyes, | have rebooted the]'

Regards .

28



PE,S.EI'rﬁ going to be4 sending ydin back a fairly 'sobn_, as one of ours hasl 5

b2
‘ . . ' ' R 1
ELSUR Technology Managément Unit S ‘ . b7C .
Electronic Survéillance Technology Section, OTD - | C ' - b7E
"Phone: . : : ) ’ L : -
Nextel: ' .

SENSITIVE BUT UNCLASSIFIED
- SENSITIVE BUT UNCLASSIFIED
. -SENSITIVE BUT UNCLASSIFIED
 SENSITIVE BUT UNCLASSIFIED

. SENSITIVE BUT UNCLASSIFIED ..

29




ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED o
.DATE 04-03-2009 BY 60322 uc/lp/stp/Els

kotD) (F8)
From: I (CON)

Sent: - - lwadnesdaunnllﬁ_zanﬁ.i 138 PM— ’
To: R (CON) Jicon); _
, o _ [ (o781 [[OTDTTCONT| ( 5
S Cer , | I w7aTaTYT — [[COR
: o : CON)| JOTDJ(FE) FBI)
: , RE: RedWo : ’ i

Subject:. Juestion

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hi Folks,
| answered my own question.. |

Regaras. :
- . b7C

ELSUR Tecnnology Management Unit .’ - o : : bIE

Electronic-Surveillance Technology Section, OTD ' . : ‘
Phone
Nextel

b2

-—--Original
~ _From:
Sent: . : . . ‘
- To: feconyl J(oTD) (conyf o) .
S cer - [ lccomil Lecan; CON oTD)
©T o (renl [TFETS; | (JUNr ) Jcon) - | o)
Subjéct: RedWolﬁ___jquestxon - ' T . .
. Importance High

;SENSITIVE BUT UNCLASSIFIED
' QN-RECORD

(CON)

Hello Gents, ' B —
| have a quick guestion for you all. We have been requested tog |a1_m1r

site so that we canj ] So right now | have
Mighgm anyv maior issuest

Any ideas of tips? | have a simila i i
properly. The only major difference is tha
| | C , y - — »

And yes, | have rebooted thel

~Refards; .
. P.SI_:l I'm going to be sending you back Dairly sbon, as one of ours has

25




ELSUR Technology Management Unit

Electroni Technology Section, OTD
Phon ) ' .
Nexte

SENSITIVE BUT UNCLASSIFIED .

SENSITIVE BUT UNCLASSIFIED

26
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. o ALL' INFORMATION CONTAINED
- %T KEREIN 1S UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERUISE

DATE: 04-03-2009

CLASSIFIED BY 6032% uc/lp/stp/fls

'REASON: 1.4 (c).. -

KOTD) (f’Bg DECLASSIFY ON: 04-03-2034
'frdm: ) (FBH) .
 Sent: (8- 12:17 : |
" Tor . QTD) (EBI) |(OTD) (FBI) -
) Subject: o . FV\{ I i
T

RECORD 212A

Guys, .

Here i édditio'nal info frbml Iregardinm-l beiievé they are hoping to get the:instaﬂed

8

)

. the week ¢ but | have not heard a definite date. Let me know it you have any other questions.

L1

-----Original Messgga.___..

G

From: fcony

Sent: - 7:10 PM ;

To: FBI)

Ce: - ':s :| (I) | G}
. Subject: [ — : )
- T ) o .

RECORD 212A

bl

b6
b7C
b7E

22

[Gvemea ca|uaid|‘ication or questions.






. ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
" DATE 04-03-2009 BY 60322 uc/lp/stp/fls

foTD)(FBY) .
From: | (FBI)
Sent: - , 0: 18 PM
To: - - (OTD) (FBI)
Subject: .

‘ : _ : A b2
UNCLASSIFIED S .o ‘ _ : - : o - . E'GIC
NON-RECORD = - B o o b7c

[ was right again! | llike you advised and for the most part didn't hear anything different
in th on RedWolf occasionallv would bel _
it seems ' | Thanks again for

response anc] cu‘re| | : !
UNCLASSIFIED

24



ALL INFORMATION CONTAINED

L ‘ ‘SE. T HEREIN IS UNCLASSIFIED EXCEPT paTE: 04-03-2009
) - WHERE SHOWN OTHERWISE © CLASSIFIED BY 60322 uc/lp/stp/fls
. _ REASON: 1.4 (c) A
(OTD) (FBI) - DECLASSIFY ON: 04-03-2034

From: - ~l "J(omp) (FBI) : : RS
Sent: o : 218PM - v ' v b6
To: (FBH - . . SRR - b7C
Ce: ' - (3) [ IOTD) (FRI)
Subject: - . RE-

RECORD 2124 = ~ ~ ' |

Our partner§ are orderin and they should bé_ in thel in‘aboutl Is - From the referenced e-
majl below. . ’ . .

rmmar_mcn _ Redwolt. -
[Redwalr.

‘ Let us know when you get a firm install date, and when you need us to come up and install the equipment.
T?anksj o '

“-----Original M (o

|:S:| .. From: (FB) .
‘Sent; - i 2006 12:17'PM :
’ To: e 2 [OTD) (FBI}
. Subject: - ' . -
M%T.
RECORD 212A

Guys,

Here is the addjtional info frommegardmd—_—l [ believe they are hopmg to get th4:|
n

. installed the week o but | have not heard a definite date. Let me know if you have any other questions.

—---Qriginal Message-—--

© .From: CON)
tSJ . Sent: " Wednesday, Ju 06 7:10 PM ,
“Tos. : (FBL) - ; .
Cei [tFai) JeFeD)] | GO
Subject: ] -
.RECORD 212A -

As a reference I’n{ répeatin‘g_; paragraph 3 ofl lJune 21 E-Mail.

18)

20

A ﬁ]—‘

b2

b7cC
b7E

" bl
- b2

b7C
bTE




bl
b2
[Redwoll b6
B|ﬁ me a call for clarification or questions. SZC
: X E

2%



’ ALL INFORMATION CONTATHED
- S T .. HEREIN I$ UNCLASSIFIED EXCEPT

. WHERE SHOUN OTHERWISE

loTo) (kB

' DATE: 04-03-2009

CLASSIFIED BY 60322 uc/lp/stpffls
REASON: 1.4 (c)
DECLASSIFY ON: 04-03-2034

From:
Sent:
To: .

Subject:

SECRET

Cc: . cS) _____ _:M_(an - - *

(FBI)

* “Friday,_July 78,2006 402 PM_ |
{OTIY (FRI)

bl

RECORD.212A . ‘

<

-You are correct we are

kFBl);‘ | | | ve

b7C

| will let you know when | havlﬂw

l _

“ Sent:

218 PM

- --—Original Message---— ' ~ o
{8) . From: — koro) (eBi)

To: -

(FBI)

Ce:
Subject:.

RECORD 212A ~ -

Our partners are ordering all
e-man below.

Jus t be cleéar, for ggchli

' Hﬂ |

" bl

b6
biC -
b7E

I:la'nd they should be in the|:|in about From the referenced -

|Redwolt.’
Redwolf, .

- Letus know when you Qet a firm instal date, and when you need us to come up and install the equipment.

Thanks

Joto) (Fen)-

RECORD 212A

Guys

bl
b2
b6
b7C
b7E

Here is the additional info frommregarding: | belisve they are hoping to get the

‘installed the week of|__] but | have Aot heard a definite dafe. Let me know if you have any other questions.

ina Message---

-
", From:




Sent: Wednesday July 19,2006 7:10PM _ . ‘

{8 Cer IJ('FBI'); | G239} j(FBD)- o
o . . o : . b7C

(8,

bl
b2
b6
b7C
.b7E

[Redwolf]

] Give me a call for
clarification or quesfions. '




19



' ALL INFORMATION CONTAINED
HEREIN 1S UNCLASSIFIED -
DATE 04-03-2009 BY 60322 uc/lp/stp/fls

From:
Sent: -
To: -
Cc:
Subject:

UNCLASSIFIED
~ NON-RECORD

L1

My observation of the]

OTD) (FBI)._
B _JomyFey
. Monday, July 3T, 2006 11:19 AM | ,
(OTD) (EBI) -
fOTD) (FBH{__ _|cotD) FBY)

' 1 [development

o

. b2

b6
b7C

b7E

Thanks,

" UNCLASSIFIED

]

16

|Redwolf. Perhaps we could all sit down and discuss in a round table sometime this week. .

~



T ALL INFORMATION CONTAINED
Lt | - HEREIN IS UNCLASSIFIED ExcEpT DATE: 04-03-2009
' REASON: 1.4 (c)

OfD) (FBI). A - DECLASSIFY ON: 04-03-2034
From: T (FB) B :
Sent: _ ) T T, 2006 8:42 AM , . . . o , v
- To: . 8- OTD) (FBI : : »
. Ce: B 2 om0y eal OTD) (FBI); o
. C OTD) (FBI) [OTDy (FB be
Subject: ~ RE S
SEERET
RECORD 212A
We will only do I'hope ta have an updated delivery date by COB today.
o ' b1
o } b2
---+-Origirial Message--=-- o : ' S . . ' be
. From: (0TD) (FEI) , ~ , b7C
(5] . Sent' - - Tuesday, Auqust 01, 2006 8:14 AM _ ‘ : ' b7E
Cc: (OTD) (FBI)} [cot) (FEI); ko) (FB;):I
. Subject: RE | ' SRR
RECORD 212A ‘ : . .
- . . ) ) . o . ] . b6
ThanksD~ I o o . o pIc
S —- . _ : , b7E
- From the info thaDsharéd, it appears that these are notl Iwhich is good.

From your earlier conversations with me.l |

~ Please give me as much heads up on when you actually expec| | |
I ‘ I . 3 . .
. Thanks, - - o o -
: : ' ‘ Bl
. o . : : . . b2
{8y -—orgpalMessage: - o ' o - b6
... From: G : , o BIC
Sent: - 2006 12:17PM A : : o b7E
To: . { ko) (Fa1) ‘ .
Subject: »
RECORD 212A : ] ) . .
Guys ' ' )
: Here is the addltlonai info ffomregardlngm believe they are hoping to get thj;I
instalied the week o but. t have not neard a definite daté.” Let me know if you have any other questt

:,s;ea@

'13 A



e OFidial Mes€aga e _ o
,:s ? - From:: i oN) . o o ‘ ,
L .Senty Wednesday Julv 19,2006 7:10 PM- o : bl
“To: - (FBLL . ' . o L b6
B 8| JFen lesny b7
- Subject] - : )
SEGRET )
RECORD 212A

: Asé reference I'm reg‘eatinig paragraph 3 ofi Llune 21 E-Mail.

- cs>

bl
b2
b6
b7¢C
b7E

Redwolf] :
1 [5ive me a call for
clarification or questions. . ' C : .

sésgy e






. AL INFORNATTON CONTAINED = DATE: 04-03-2009
S EESRET HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 60322 uc/lp;’st:px’fls
, | WHERE SHOWI OTHERVISE REASON: 1.4 {c}
© DECLASSIFY ON: 04-03- 2034
I(orm (FBI) . . |

From: ( g ) |_ FBI) bl

Sent: '~ _Tuesday, August 01, 2006 9:24 AM : .

To: - : fOTD) (FBYH ~ - 'bé
Ce: S O FBI)| =1
Subject: ‘ ‘RE{ Co S

- SECRET
RECORD 212A

Il'he expected dehvery date for the S I think you should on plan on cdming up the week of]
to do the installation. , o :

----- Qriginal M e L . » ‘ A
e Y
Sent: e5day, August 01, 2006 8:14 AM -

uesday, Aug . : o ) .
To: - (F . . o .
iS:lc.:; e OTD) (FBD) | (oTo) (FeD)| _ ](OTp) (Fal);:| 3

RECORD 212A . | o o - ‘ b2
b7C

| Thanks, o T P

From tﬁe iﬁfo fhaElshare’d, it appee;s that these are noﬁl lwhich is good.

From your earlier conversations with mef 1
| 1 I - ‘

Please give me as much heads up on when you actually e‘xbec‘ l ﬁé
. I I . L . b7C
Thanks, - ‘ o - ' PrE

-—~--Qriginal Message----- ’ ' '
(&) . From: (FBI) S .
. “"'--Sent: Il:l'm—;g'mzr'm%u:r_m i :

To:" QTD) (FBY) ~ koto) (rED
- Subject W . j ] i :
RECORD 212A - .. . o : ' e

Guys

" . Here is the additional info fron“;:lregardmg | belleve they are hopmg to get thJ:I

instailed the week o ‘but'| have not heard a definite d et me know if you ‘have any other questlons



" ' . \

© {8}, - —Original Message---—
© . From: (CON)
“Sent: . Wednesd I 2006 7:10PM -
© . To, (FBD)

bl
b6

., 1; NG

* Subject

SEGRET
RECORD 212A

Jcren) ~ biC.

E-Mail

i’Sj"?[z

Redwoli]

_clanfication or quesflon,s. i

[Give me a calil for

bl
b2
k6
k7C
b7E






DATE: 07-02-2009

SECRET . ALL INFORMATION CONTAINED CLASSIFIED BY 60322 uc/lp/stp/tls -
el .. HEREIN IS UNCLASSIFIED EXCEPT pppeom: 1.4 (c) .
: . . WHERE SHOWN OTHERUISE DECLASSIFY ON: 04-02-2034
(OTD) (FBI) L - - ' . -
From: o { !(CON) - _
Sent‘ ) _Mon 43 Al :
To: S _ BI) krenf 1
a2z KEBI bl
-Ce: . , Yoroi ea | »e
‘ [CONH [FBN] ] b7C
(8)- GED _[TTONY| S
~ Subject:
SENSITIVA [ FIED
"NO| :
FYI ’
[Red Wol, Thoughts?
X Bl .
- . , | . ‘ . b2
ELSUR Technology Management Unit (ETMU) . R - o . b6
Electromc Surveillance Technology Section (ESTS) o : o . ’ b7C
echnology Division (OTD) - . . B . . b7E
Desk) ' LT . . ' )
Cell) o
Fax)
SENSY UN FIED
\"



()

et

' RECORT

131

1 ](é]\-l 1eeRnd IteRDx:A b2
1 _kFRD:] f@ i (Fan); | b6
. ml kOTD) (FBD J(o1D) (FRI); | | - Bb7C
. . LOTDY (FRD.L O : s bR
Sub;ect o fas:| | . . .

bl

(3|

sl

- _You will have to inform either] . lod in order to geta

What is your file number for this operation? Sorry to be so long winded - old guy, can/t figure when to shut

up.......
‘Let me know what you think. .

.S o
Ted )
- ERI

O)
C).

. -----Originai Message-—-- . A
From:; | I(FBI) :
. Sent: - Tuesdar r 03, 2006 1:15 PM
To: ) {FBI)
Subject: RE:i |




el

' or cutting me in on the email--I have a first draft ready to send off for review for aD
ere. a on't know how long it will'take DOJ/HQ to- approve though--will keep you posted on
what‘s happenlng with it.. My people iust moved to a new office‘about a mile north of thelr old one—not

much difference in offices. Thanks

~—Original Message-:--: . o S i '
Se'nt: ay, October 04, 2006 4:46 AM . : . . b2

Cc: -t F FBI}
- ) e E__ FBD) o7e
‘ : FBI FBDY (FBI); [FeTy; -
: BI); _ OTD) (FBI); ‘
. ' “ {(Fen] OTD) (FBLY | — . -
t s ] ' Subject: ] I . ' _—

j’ BCRET— S o bl
RECORE- oo i : ’
a situation with the uys that were sent out to| !
ed Wolf system. rmg our discussions, it was mentloned that you have A ]
hat maybe available. '

Red Wolf It you can set it up for us.

b2
b6
b7C

. bTE .

.Let me know what you think.

SAI:i
Tec i
FBI

Investigations
DECLASSIFICATION

iqn Coupterintelticre




] DERI ‘ @ gification Guide G-3, dated 1!97 Forel n Co i igations .
DECLASSIFICATION EXEMPTION 1
SECRET '

DERIVE ‘ gﬁgatlon Guide G-3l dated 1/97, Forelgn ngﬁvestiﬁ~ ations
: DECLASSIFICATION EXEMPTION 1 . - '
. sec§Ei IE———— . _ \
DERIVED FROM: sification Gutde‘G-S dated 1/97, Foreign Counterl

o0 DECLASSIFICATION EXEMPTION 1
SECRET




FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ COVER SHEET
Total Deleted Page(s) ~ 2

Page 37 ~ b2, b4, b6, b7C, b7E
Page 38 ~ b2, b4, b6, b7C, b7E




'ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 04-27-2009 BY 60322 UC LP/PLJ/LCU

I Document # [Description [# of pages | Classification

1 E-Mail dated March 23, 2005 7 Secret NOFORN

-2 E-Mail dated March 23, 2005 9 Secret NOFORN
3 E-Mail dated May 9, 2005 4 Sensitive but Unclassified
4 E-Mail dated May 10, 2005 3 Secret,
5. E-Mail dated February 4, 2006 - 2 Sensitive but Unclassified
6 E-Mail dated February 1, 2006 2 Sensitive but Unclassified
7 E-Mait dated February 1, 2006 2 Sensitive but Unciassified
8 E-Mail dated July 27, 2006 2 Secret
9 £-Mail dated December 6, 2006 2 Sensitive but Unclassified

.10 WoardPerfect Document Training provided between 12/10/03 and 1/ 1 Sensitive but Unclassified
11 Text Docurnent named 011504.txt 1

Sensitive but Unclassified

urce E

b6
b7C .

1
¢
!
|
i
|
|
i
i




T . " ALL INFORMATION CONTAINED '
l\%__ssage - S T ‘ HEREIN IS UNCLASSIFIED EXCEPT ‘ - ' Page 1 of 7
oo : - WHERE SHOWN OTBERWISE DATE: 05-01-2009 ‘
' e . CLASSIFIED BY 60522 UC LP/PLI/LCY :
- REASON: 1.4 (c)
" DECLASSTFY ON: 05-D1-2034

1 | R coToy (FBY

From: | {(CONY
Sent:  Wednesday, March 23, 2005 9:41 AM

To: | |(|TD)‘(FBJ); ‘ |FBing b [FB!i-»‘

ce: - (=) kFBh] leny — liesn] |
‘ JeFBD;| Ta7o) (78I | 70 (78I . (A
(GON) L ) L L - . ’ :
Subject: RE:| |

~ RECORD

i | 1 We can drive up tcE:jm about an hour to get the[;g So,
Wilhin about a half 2 day we can be ready to test the new conﬁguratlon] i Late this afternoon, tomorrow, Frsday, etc. are all good with me. T am not

sure when'the court order will be approved (whlch may dictate how we operate for the near future). Thanks. . . ) .

LE_L'S% Sehnology Management Unit (ETMU)

Eigctronic Surveillance Technology-Section (ESTS)
echnology Division (ITD) ’

Desk) . .

Cell)

[Fax)

-----Or ginal Message -----

From: 1Dy (FBI) Y ‘ o K

Sent: Wedn 3; 2005 8:37 AM - . ’ s

To:| _ | ccony] lFa1y ](eBI) , :

ccl [G) 1By (Fer)] J(FaD){ |
' [(FED)} | [N} oy (FBL) . :

Subject: RE| : ' - - L

SEERETHNOFORN

RECORD

2006 SEU(Q‘

b2
b6
b7A
b7C
b7E
b4



w ) Inqm;,lld be fairly simple from our yiéw. assuming you r}avd ‘

Page2 of 7

||

Since the court order is not in effect yet, we could do the move and re-testi

' We canl

—— ' ]

As for the Iong-lerm forwarding td::l wull assns{

Jwhen they wish to start

* that process

. . . . beé
Please Iet me kncw if you have the avallable| Iand when you would tike to do the move E;ﬁ‘
and test, - : b7E
C b4
Thanks, .

" ——Original Message——-—- . . .
" From I(CON)

' Sent: Tuesday, March 22, 2005 3:58 PM

To! (FBLy[ I(FBI)
. Ce fa1); I(Far)j
|_§ [Fen] [FBI)
ubject: RE:| | .
£
EC

“Thanks for the guidance. When do you think there will be space.on thé 8th floor?

O e— T

_We can handle thel

[Tl tris capability.exists, [ recommend we use the

IDoes this sound reasonable? Thanks

12/6/2006 SE@)@



Message S%T ) - . : e : APage‘jvof?

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS).

Investigative Technology Division (ITD) ’ . . : ’ :
Dask) o L v o - . b2
Cel) . - : S ' B b7
Fa). L ’ o o . bIC
! - -b7E -
— , : b4
~---Original Message----- " .
From:[ [G:)
Sent: Tuesday, March 22, 2005 12:22 PM : . o .
To: [(ae]1)};) |(FBT} - L . = -
Cc (FBDY| J(FaIy;| [F8D) - S
Subject: RE§ — - ‘ - o
lspokewithDre this. We desire the| ¢ the 8th fleor. on't
- . . Dbelieve we have the space to accommodate the system. As far as}

1 i ' !b
' Tha‘nk,sD : | ' | ‘
A ———-Original Message - o
From: (CON) -

Sent: 05 11:07 AM S o S ,
o T Tos {FBI} _ . i — :
T fc Kren] G| | G2 ].
: ‘ F8I — : - — -
~ Subject: FW; | T C

FCRETUNOFORN o
gf_coangi ]

Do you want the] - ] Based on the meeting last week, | assume you
-do. However, there may be other considerations based or! 1|nput. Thanks. - .

12/6/2006 3@@




Message SE}(T

ELSUR Technoiogy Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division (lTD)

v. '."‘__or. s _'"__

From: (ITD) (FBI)

(CO

N

- Page4of7-

b2

bé
b7a

b7C =

b7E

- b4

: Sent: Monday, March 21, 2005 10:56 AM L
- To: : : C
© . ce pOGA), | ¢eary; |

crenyd

(FBI

iF

BI);

75y (P8I

[(fTD) (F8I)

Subject: REY

RECOR: o

]

We have abtained

B [

in the future, based on the} »

|the Redwaold

After thai { time,_when 1 am notified that af

12/6/2006 , S%T

This Will allow you 10 keep track of what goes where,




R Message S%T S . | . : . C ‘ Page 5 of 7 :

" Fhope this helps.

, o . b2
If you have any questions, please féel free to contactme.. = . ’;,‘;A
. : . b7C
) . ' B b7E
desk} . : L T . ' bd
celt) S S L oo
----- Original Message-—- o
From: (CON) -
Sent: Friday, March 18, 2005 3:12 PM L .
Tof (T (FaI) : - v
. cel kocay| Jerenyf (Gl |
] G : : »
ubject: RE: | |- ‘

Per our conversation, please pravide your insight on th 1As you
. know we have al [Red Wol
‘ [Thanks in advance for your nsight.

' Mnology Management Unit (ETMU) - . =~~~ ' .
- Electronic Surveillance Technology Section (ESTS . ) o
’ igative Technology Division (ITD) N
(Desk} '
(Cell)
(Fax)

--Origi sage--- ’ ‘ .
. Sent; Friday, Mard 2:31_EM___| . .
To: {FBI); (ITD) (FBI)

Cc: l(cony
SUngct:I I

12/6/2006  § ‘%ﬁ




. Message ":SE%T . S ' o - ' : S Page 6 0of 7
- Listed below ar Jas | . |
- ‘asspciated RW| r : - .
O om0 tascer o |

. . o : o ‘bl
T - ' - . b7A
b7C
b7E
b4

A : Electronic Surveiliance -Operations Office (EOSO}
" Electronic Surveillange Technology Section (ESTS)

stinative Technology Division (ITD}) : ’
- Celly - e .

120602006 @ﬁ-‘ﬂ; ..



. Mcssage S@@v

Page 7 of 7
DERIV OM; G-3 FBI Classlfi ide G-3, date
D IFICATION EXEMPT! R
- SECRBT/INOFORN

DECLASSIFICATION EXEMPTION 1

D_EL_EM.GIQL_LJDE VED FROM: sificat wmnwﬂmwm
SECRETHNQFORN . L T
DERIVED FROM: G-3 th Clasgﬁggngn Guide Q-S. dageg 1/97, Eg[g:gg Countgrlmg IggmMmﬂi_gng
Q§§_LA$_$_EI_aILQN_E}£EM_'[IQN.1
secm;:uuomau , o o

. DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
* 'DECLASSIFICATION EXEMPTION 1 C : T s .
1IN ORN ) S o . : ’
ERIVED FRQM’ G-3 FBI| g};s;]ﬁggﬁgn gmggg ,_mgo_g_[gnggyg_ flnmliaggnge lnvegxlgﬂm_na
DECLASSIFICATION EXEMPTION 1 -
ﬁﬁINOFORN
-DECLASSIFICA ILQN EXEMPIIQu 1
GEG_MF_CR&

12/6/2006 S'Eaéq\j SRR e



~ - Mgssage . SE ]’ T ) .e A " ALL INFORMATION CONTAINED o Page 1 of 9
e : . ) HEREIN. IS UNCLASSIFIED EXCEPT . -
: WHERE SHOUN OTHERWISE : :

—

I(OTD) (FBI)

From: | l(con)®
Sent:  Wednesday, March 23, 2005 4:07 PM~

) )Y )}

ce: | ki) Fay | (FBI); ‘ (FBIY;
. (FBI}] |(FBI]_I . <|‘ I — — ] - ‘ I
, subject_REI K

" DATE: 05-01-2009 :
e ‘ o .. CLASSIFIED BY 60322 UC LP/PLI/LCU
B - - . ’ o ‘ L : - REASON: 1.4 (c)

REC
D DECLASSIFY ON: 05-01-2034

At this point, we'wiil not be reédy to test until tomorrow afternocn. J .

b2

b6

b7A
b7C . -
b7E

HHHHHU

ELSUR Technology Managemen! Umt(ETMU)
Electronic Surveiliance Technology Secnon (ESTS)
echnalogy Division (ITD]

(Desk)

(Cell) -

(Fax)

- - Original Message-:—- o
From:| ]([TD) (FaI)’
Sent: W nesday, March 23 2005 3:05 PM
U - SEBRET
) 12/6/2006 - K )

!FE




~

ECORD .

- Message S% . _' L : e S N , _- R ~I5agc2qf9
i : S S o b2 . S
To:l |(CON) : A o e
Ce G C - . b7A
‘Subject: RE:| | . 232
- C . - pa -

Please give us the new:as 500N as you c¢an. We wil change thel Jtomorrow before
noon (l have a meetmg to attend in the aftemoon), and Frlday is a bad day for me anq | L - '

Thanks

" .Sent;Wednesdav, March 23, 2005 8:41AM = . __ ~ R
To:f —_lerro) (FBI); leean);] {(FBI)

From{ —(Cony -

(CON}
Subject: RE]| |

ccf [FeD); [EBDY] G ' eesny ]'
fBI); ITD) (FBI})| _ v(ITD) (F8L);| ‘ {0D)

—

| 1Red Wolf] ) ] We can drive up to:m about an hour o get the
‘So, within about a half a day we can be ready to] tate this afternoon; tomorrow, Friday, etc.
are alt good wuth me. fam not sure when the courf order will be approved (which may dlc‘ate how we operale for the near future) Thanks. -

PR

EE;E; echnology Management Unit (ETMU) v

12/6/2006

Electronlc Surveillange Technology Section (ESTS)
echnology Division (ITD) L

Desk} .

Cell)

Fax})




~  Message

12/612006

P Sin}:e the court order is hot in effect yet, we clo‘uldh do the move énq

e e ————

" As for the long-term forwarding to[ | 1 will asslst[

3E>¢T

" To move thé collection to the] ) |now-would be fairlz' simple from our view, assuming you riavq:

~ Page3of9
A On inal Messa [
From: (TTD) {FBI) .
Sent: Wednesday, March 23, 2005 8:37 AM . ' : .
Yo (cony] [GY | GE3))
B o |(FB1); [(FeI); ; 1(FBI);
1 J(FRL); [(TTD) (FBD)] [(ITD) (FBI)
._Subject: REY . — . gg
: C ‘ b7A
. b7C
R b4

}-Nhen they

wush to start that process

Please et me know i you have the avallable|

do the move and test. .

Thanks,

J ‘;h..or‘.‘ = I s L . -
From:l Jccony - -

| and when you would like to

. "Sent: Tuesday, March 22 2005 3:58 PM T . o
Yo 8] (FBI) .. : : :
Cc FBI); (FBD;| |¢FaI);] ko)

(FBIY; FRI (FBTY
Sub]ect. RE| o
AT




~  Message Sh?{é‘ _ o ' I . . Pagedof9

" Thanks for fhe‘ guidance. <Whenb do you think there will bé spéce on the 8th floor?

B el : 1
' | [ Uni this capabilty exists, I
recommend we Use Does this

sound reasonable? Thanks.

ELSUR Technology Management Unit (ETMU) .
Etectronic Surveillance Technology Section (ESTS)

echnology Division (ITD) ]1.;‘21
(Desk) o - » A ‘ o
(Cel) . o - L RS ) o pe
(Fax) . . .’ 7 b7C
A o : . o : S ‘ pic

‘-';__'_Or' . . N . o . - ‘
: Ffémi [GE)

Sent: Tuesday, March 22, 2005 12:22 PM

. To (conyl ‘ I(Fén : R .
. Ce a0yl G2 “JcrBI):
- Subject: RE| - - -

REC | _
[ ]

e

| spoke.'vwi_th  desire the
don" h e space 10

'Th;nks,[: S ) i
' E— Original Message=-—~ . :
’ *From:| |(CON)~ .

12/6/2006 _ s@né




~  Message

SE% T >

Sent: Tuesday, March 22, 2005 11:07 AM
To: (FBLA.

- Page5of9

¢

{GEE

[Ga8 | [

. _Ce &
1 J¢FBD) ' o

!

" Subject: FWf

- RECORD

Do you want the]

‘on the meeting last week, |
assume you do. However, there may be other considerations based on input. Thanks.

ELSUR Technology Management Unit (ETMU)
- Etectronic Surveillance Technology Section (ESTS)
igative Technology Division {ITD}) .
{Desk) S
(Celly .
(Fax) -

-----Original Messagg--~- - " o
o m— Y
Sent: Manday, March 21, 2005 10:56 AM

To3 J_—I(CONl )

b2

. b4
b6
b7A

b7E

Cc [{CcAl

I¢eary erery; |

(FBI);

JFBIX

(IID) (FBI)

. Subject: RE:

.

(D) (FaD)] |'

We have obtained|

DT

120612006



Message * - SE%_T o - ‘ T : E " Page60f9
‘In the fﬁtui'e t;ased on thel — —

lihe Recwol ' 1

. ' " After that time, when [ am notified that af | |

This will allow you to.keep track of what goes where.

| hope this helps. : . S S b2
A you-have any questians, please feel free to contact me. . ' . " bB
. - ) - : : L . R ~ b7A
1] o ‘ - ' S © b7C
desk) .. o . o i ' o ) b7E
cell): . : ' : IR o )

-----0riginal Message----- . .
From:l |(CON) .
‘Sent: Friday, March 18, 200S 3:12 PM .
To:f J(rTD) FBI) - L . — i

cel OGAY, |¢emI; {(raI);
(FBI) — : ‘

- . Subject: RE] 1

Per our conversatian, b!e'a_se pravide your i_ns‘igjht on the ]
[ As you know, we have 4:ijed Wolf ]

12/6/2006 * - S%




- .'Messageb~>. S%T.‘ i ‘ _ ’ AR I ‘ © . PageTof9

J .
[Thanks i

“agvance for your msignt.

' ;E;ER ;echnoiogy Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS)
vestigative Technology Division (ITD) :

(Desk) R ’ bl
(Cell) . o A : _ : . b2
(Fax) .~ ; T : . . b4
= A - o b6

. bIA
" b7C

»—--Or‘[_qina].M.essagg__l---~ . ; . b7E
. From OGA}) ' o . .
Sent;-Friday, March 18, 2005 12:34 : .

To: JFaI); (T7D} (FBI)

L HCON) . -
Subject] |

Listed below are the] ' ) : as Red Wolf (R
[ Jassociated RW] .‘ —
] oW ] tameeT '

12/6/2006 SE&QT



.+« Message - Page 8 0f 9

; ectronic ;urveilianceOpérations. Office (EOSO) . b2
Electronic Surveillance Technology Section (ESTS) b6

- Investigative Technology Division (ITD) = Y
[ kceny AR .

_DERIVED FRQM: G-3 FBi Clagsification Guide G-3, dated 1/97. Foreign Counterintellifence
Invastigations T ' ‘ .
DECLASSIFICATION EXEMPTION 1 - . o . .
SECRETINOFORN ’ : .

DERIVED FROM: B! Cidssification Guide G-3. dated 1/8
Investigations .
DECLASSIFICATION EXEMPTIO

‘Fopefgn Coun erln elligence

- SECRETINOFORN

‘DERIVED FROM: G-3 FBI Classification Guide :@; oreign Counterlntelligence Investigations
I MPTION : o o . ) ’ ; :
SECRET//NOFORN )

. DERIVED FROM: G-3 FB

DE ASSIFICATION ZAEMPTION 1 . . L . i ] .
ECRET/INOFORN""

| DERIVEQ#RON: G-3 FBI Classification Guide G:3, dated 1/97, Forelgn Counterintefligence Investigitons
DECLASSIFICATION EXEMPTION 1. o o , - -
SECRETHNOFORN '~ .. :

12/6/2006 3@1@




-« Message SE&&T» R R . L . : Page § of 9
DERIVED FROM: G:3 FB! Ciassification Gulde G-3, dated 1/87, Foreign Co igence Investigatigns
DED{ASSIFICATION EXEMPTION ‘ - : A
SECREY/NQFORN C o Y

DERIVED FROM: G-3 FBI DNassification Guide G-3, dated 1/97, Foreign Counterint€fligence Investigations”
DECLASSIFICATION EXEMPISQ o :
SECRET/NOFORN

DERIVED FROM: G-3 FBI Cla 'fi'caLionGu" -3, dated 497, Foreign Counterlntelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET/INOFORN . .

DERIVED FROM: G-3 EB{ ClassificatOn Guide ated 1/S : sntéxlntelligence Investigations .
" AS. ATION EXEMPTON . o . X )

SECRET//NOFORN

DERIVED FROM: G-3 FB| Classification Guide G-3, dated 1/9 eign Counterintelligence Investigatio
. DECLASBIFICATION EXEMPTION L ) . ’ .
SECRET/NOFORN . N o T oL

262006 SEBRET




Msage- , . o ' N S Page 1 of 4
: i o . ’ " ALL INFORMATION CONTAINED , K
" HEREIN IS5 UNCLASSIFIED
DATE 04-27 ~2009 BY 60322 UC LP/PLJILCB‘

lotoyemny . -

From: [ ](OTD)(FBY)
Sent:  Monday, May 09, 2005 8:45 AM

Tor . . D SRR S b2
Cer . joto) (FRix| jotDy(FBY .- - - o bd
D e AR , - : : b6
_ Subject: RE(| P , o B e o " b7C
- = L e
- SEN )
 NON-REGORD
' I was able to cdntaétDand we did 3 conference call between| ' — ]
[ has been informed of the need to ordeq |
]
" - l - . -;‘ ' : ' ‘ ’ .
— — -
! understand that the normai ' I ]
JRedwolf] _ ]
{ ]Redwoif sys’.te'm;“ A

_ Ifyou have,ény; questions, pléése fee! free to contactme.
“----Original Message-—--- -
From:i i(FBI)

12/6/2006 -




- . Message o ' o U e o Page 2 of 4
PPN . . . . . . .o : ‘.

b2

Sent: Friday, April 29, 2005 2:41PM - SR . b8
Tof fmoyeeny. . L e

Ceif leeRny - -
Subject: RE]

ENSITIVE BUT UNCLASSIFIED : -
-RECORD

«

im passing alt of this on now because [l be up your way, in:ﬂextweek, otherwise, Il be glad tq go along, but you're welcome to
' come down next wéek, or whenever possible, just et me know. - . T . —_— ’ : o =

I'm swamped today, cohlqyou get me their contact info sa that | could talk with them nextweek?

He can also pa v 10 all -
If necessary, o

' %w, there is a chance | will be down again next week to work on the|

12/6/2006 S



-f_hﬁessagc o o - ' - . o - S . . Page3of4

. Thanks, S LT :
D S L b2
—---Original Message----- o I - b6
Sent: Frida g, 0:47 AM - o o
- Toz (ITD) (FBI} " : o : = .
R

Subject:|

‘SENSITIVE BUT UNCLASSIFIED -
NON-RECORD _ .

T

i'm available to et back with, ith your assistance. Would you prefer to do another conference cali? They left with me the
question of 'm out all next week at a class, but will be

back on 5/97 e ) - - —

Gotthe[_Jyesterday..thanks -’

SENSITIVE BUT UNCLASSIFIED

~ SENSITIVE BUT UNCLASSIFIED - S e

‘

12/6/2006 -




‘ ,.'Mes'sage' - o L o . o " Page 4 of 4
 SENSITIVE BUT UNCLASSIFIED

S§N§!TIV§ BUT UNCLASSIFIED

121612006




Sessage L e ‘
;(“\:';}I ge DECLASSIFIED BY 6Q322 uc LP(?LJ/LCBI : Page Lof3
o . ON 04-27-2009 ' '
l |toD) (FBI
Sent: '~ Tuésday, May 10, 2005 5:03 PM
To: . |co1D) (FBY)- . , . B
Ce: J(oT0) (FBI}Y l(oTD) (FBU] fotoyeFeny - b2
‘ Stst?ject, RED . : . . . be

S - I g : o bR
| o o : P ST . b7E

The concems that th ' IRedwotd]
[Redwolf]

‘ IRedwcm ]

By locking at the| ' A ‘ ‘ B

12/6/2006




: ,f!v[essiage
s .

—

[ hope this helps.

Sent: Tuesday, Ma
To:

..... orginalMessaae—- - oo |
Fromfmi_mﬂ(om(mn _— o

10, 2005 3:16 PM.

Cc

Su Ject:| l

(OTD) (FBI) : .
B G: | [cFB1)

' ;s Mentioned earfier, piease take a look at the]

Page 2 of 3

Jyou

T‘ ,, Mmay already be addressing these issues. Thanks.

---~-Original Message-—-__"

. From:

Fal)

‘Subject;

Sent: Monday, May 09, 2005 2:06 . ) e
To:%_"_](om) (FBIY; b(om) (FBI)

A:‘:rsm&' n - |

Wi

~----Original Message----- T
. From| J(FBD)-
Sent: Monday, May 09, 2005 1:34 PM.
To: l(FBI)
cc: J(FBI)-
Su ject:L_J )
SEGREY .

12/6/2006




) Message . .

: Hérd copy is on its way.

(offic
. (cell

. b2
b6

' DER|VED FROM: G-3 FBI Classificatiof
DECLASSIFICATION

SECRET

" SECRET

DER -:_m 3-3 FB

IFICA

EXEMPTION 1

DERIVED FROM; G-3 FBI Cla a
A ON EXEMPTION

. DECLASSTFICATION EXEMPTIQ

. SECRET .

12/6/2096 .

"~ b7A

b7E

‘Guide G-3, dated 1/97

o

oraign Counterintelligence Investigations

Page 3 of 3




. » ~= 7 ALL TNFORMATION CONTAINED
@ O ' ' HEREIN IS UNCLASSIFIED -
‘ DATE 04-27-2009 BY 6032z UC LE/PLI/LCW

(OTD) (FBI)

)

~

L

- From: | JoTD) (F8Y).
Sent: ary 01, 2008 10:29 AM .

To: (QTD) (FBI)
Cc: : LaIDy (FRIM

© Subjéct: - R F

 SENSITIVE BUT UNCLASSIFIED
- NON-RECORD = .

k(bTD) (FBH)

' The_r'evare 2 more on my'lab desk, 1 okrdered 4. You should be able to try it Witr_i

-4---~0rlginal Message--—-- . ]
From: QTD) (FBI)
Sent: - Tuesday, January 31, 2006 9:20 AM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD '

.‘.'The@sultsofmyf . ' | ] .

CYor - | (OTD) (FBI - 5
e .- [(oTD) (FBI);i ~_}OTD) (FBI)
: | | . :

| —

:Thanks,_ o

[Redwolf system.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




' ALL INFORMATTON CONTATNED
o : HEREIN IS UNCLASSIFIED
. _ DATE 04-27-2009 BY 60322 UC LP/PLI/LCU

¥
¥

P

(OTD) (FBI)

From: . ' . foTD) (FBI) -
Sent: ednesday, Fepruary 01, 2006 10:30 AM
To: . [ [(0TD) (FBI)

Subject: - R.!::|

SENSITIVE BUT UNCLASSIFIED
VNON-RECORD

. Thank‘s|:r

Are you keeping warm??? -

o : : b4
e Original Message -+ o . b6
From: (oro) (FBI) - _ o . - . pTC
Sent: . m T, 2006 10: 29AM - S o oTE
To: (FBI) : T S
Ca : (oTo) (Fer): ](oTD) (FBY) :
Subject: RE'l S . o
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
There are 2 more on my lab desk, | ordered 4. You should be able to try it with| |

-----Original Message----- o S
From: 1:’__;:](070)' (FBI) -

Sent: uescay, January 31, 2006 9:20 AM .
To: . ](0TD) (FBD)

Cc 1{OTD) (FBI} {(QTD) (FBI)
Subject -

- . SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

The resuits of myi |




|Reawo|T System.

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

. SENSITIVE BUT UNCLASSIFIED -



ALL INFORMATION CONTAINED -

o HEREIN IS UNCLASSIFIED
- _ DATE 04-27-2009 BY 60322 UC LP/PLJ/LCW -
(OTD) (FBI) S '
From: I J(oTD) (FBI)
Sent: , 'Wed.n.ﬁdaLEebntary 01, 2006 10:31 AM .
To: - . OTDY(FBHY
Subject: |

- RE]

SENSITIVE BUT UNCLASSIFIED
NON-RECORD ‘

ts not that bad, Its sbout 32-and we got about 1 inch of snow last night. -

_From:

Sent:

To:
’ Sub)

OTD) (FBL)

Wednesday, February 01, 2006 9:30 AM

O l¢oTD) (FRI

ect: T(E]

SENSITIVE BUT UNCLASSIFIED

NON-RECORD_

Thaﬁks: |

- Are you kéeping warm???

~ Sent:

Subject: RE:}

From: |

(oTD) (FBY)

To: -

,Mm_@lmary 01, 2006 10:29 AM -
(QTD) (FBI) |

Ce:’

lcot) (FeIY|

"~ SENSITIVE

BUT UNCLASS[FIED

NON-RECO

RD

JcomD) (FED)

b2

b6
b7C
BTE

There are 2 more on my lab desk, | o}dened 4. You should be able to try it with| i

e Onglnal Messa ~~~~~ : ‘
e

Senti nuary 31, 2006 9:20 AM
To: (OTD) {FBD) .
- Cex (OTD) (FBI)]

Sub ect: .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The results of my

ko%o_) (FBI)




e TR
" .

Thanks,

b2
b4
b6
b7C
b7E

Redwolf system, '

SENSITIVE BUT UNCLASSIFIED
© SENSITIVE BUT UNCLASSIFIED

. SENSITIVE BUT UNCLASSIFIED

* SENSITIVE BUT UNCLASSIFIED -



oL 4 ALL INFORMATION CONTAINED
SECKET e HEREIN IS UNCLASSIFIED EXCEPT.

- :*'i"g; ' WHERE SHOWN OTHERUISE
| kOTD) (FBI)
From: [ “JoToy(FBY - :
Sent: “Thursdav.July 27, 2006 2:18 PM - .. DATE: 05-01-2009
To:. . - (FBhH ' . CLASSIFIED BY 60322 UC LP/PLJI/LCW
Ce: = ‘ [[CTD) (FBI). . © - FREA30N: 1.4 (c,-d) _
‘ . Subject. - __.RE ' . DECLASSIFY ON: 05-01-2034

| - » ' ' fFrom the referenced e-
o) A— N o L ‘ . .

lRedonf.-

-.Just to be clear, for each|
|Redwalf.

—

Let us know when you get o | .
: R " : = - . ' bl
* =---Original Message----- . o ' - ‘ , - b2
From: kFBI)' e SRR B ~ : b4
Sent: , 2006 12:17.6M . : : ) : . b6
To:. QT0) (ERI);E koTo) (Fen) T b7A

.. Subject: __FW| _ o b7C
( S l ,,,,,,,,,,, ' . . . . . - b7E
Guys, L — ~ :
Here is the additional info from| |

but I have not heard a definite gate. Let me know if you have any other questions.

1

_-----Original Message----- i o
From: KCON} -
Sent: . . Wednesday, July 19, 2006 7:10 PM
To: (FBL) - - _
. ca (FBI); G |(FBD)
,: s:| e SUDFRCE ! . — . -
SEERET

C—1 o o
:Wmmﬁhznﬂ — 1
5 :

SECRET



I - |
i
|
1
i I
‘ i
IRedwolfl
o b2
b4
- b6
" p7C

b7E

DERIVEDRRQM: G-3 FBI CIassnflcatlon GundeG 3, dated 1/97 Foreign Counterlntetllenc Yestigations -
* DECLASSIFICA .
SECRET -

DERIVED FROM: G-3 FBI Ciassaflcatlon Guide G-3, pat( » 1/97 Forenn Counterlntemence Investigations
DECLASSIFICATION EXEMPTION 1 . .

ASECRET
DERIVED FRO L Bl Classnflcatlon Guide G-3, dated 1197 Foteaqn Counterlntelllqence Invesiita ; ONs
DECLAS ATION EXEMPTION 1 S

SEGRET



(OTD)YCON

From: [ ___JoTo)y (FBI)
Sent: _Thursday, October 12, 2006 7:37 AM
. To: OTD) (CONL :
Cc: {OTD) (CON) lotoycon ]
g [ )[CON - E :
Subject: : CLIN for REDWOL ervers :

SENSITIVE BUT UNCLASSIFIED ‘
NON-RECORD ‘

]

If we proceed develoﬁment and testing with thelIlas planned, they already have al

-ca

----- Qriginal @yf—_k )
' From: OTD) (CON)
Sent: Hﬂganesdmer_tl, 2006 1:52 PM
To: QTD) (FBI)

Cc: OTD) OTD)(CON)] koTb)(con
Subject: CUN for REDWOL rvers o

" SENSITIVE BUT UNCLASSIFIED
NON-RECORD

]

There is no reason to assume this is a critical component that would delay anything to date.

b2
b6
p7C
b7E

Have we received the CLIN that|:|sai'd would be delivered to us this week? This CLIN is of utmost

importance to the development and fielding of th

solution.

Further delay in this delivery may jeoﬁardize the fielding dates of the

solution (as

proposed) in Spring ‘07

Telecom. Intercept and Collection Technology Unit (TICTU)
Operational Technology Division (OTD) - -

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HERETN IS UNCLA3SIFIED .
DATE 02-09-200% BY 60322UC/LP/STP/gly




(OTD)(CON

From: . | |(OTD) (FBI)
Sent: Wednesday, October 11, 2006 3:36.PM
- To:. : {OTD) (CONY__. )
Cc: [{OTD) (CON); {(OTD)(CON)
| [(OTDYCON
Subject: RE] JCLIN for REDWOLF [ servers
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Thnx -
Confucius say, don't sweat the small stuff...
-----Original e ) . )
From: JOTD) (CON) ’ . b2

Sent: r\ﬂ&dﬂﬂsdﬂ.ﬂmﬂ.'}ll 2006 1:52 PM . b6
To: TD) (FBI) )

cc: [ [0TD) (OTD)(CONY __koroycon §3§
Subject:. | JCLIN for REDWOL! ervers

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Have we received the CLIN thatI;TT[a:I said would be delivered to us this week? This CLIN is of utmost

importance to the development and Tielding of thq |solution.
Further delay in this delivery may jeopardize the fielding dates of the solution (as
proposed) in Spring '07 ‘ ' ~ ,

Telecom. Intercept and Collection Technology Unit (TICTU) -
Operational Technology Division (QTD)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

- ALL INFORMATION CONTAINED _ ' )
HEREIN IS UNCLASSIFIED o - :
DATE 02-09-2009 BY 60322UC/LP/STR/giy



|§0‘¥DNCON

From: I OTD) (CON) R

Sent: Wednesday, October 11, 2006 1.52 PM

Yo: , : LOTD) (FBY)

Ce: (oTD) (CON] loroycon] ]
. - 1|_ OTD)(CON :

Subject: CLIN for REDWOL Servers

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Have we received the CLIN tha{ lsaid would be delivered to us this week? This CLIN is of utmost b2

importance to the development and fielding of the [solution. Esc
" DIE
. Further delay in this delivery may jeopardize the ﬁeldmg dates of the solution (as

proposed) in Spring '07

Telecom. Intercept and Collection Technology Unit (TICTU)

Operational Technology Division (OTD)

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 02-09-2003 BY . 60322UC/LP/STP/giy
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DECLASSIFIED BY uc 60322 lp/stp/sz
ON 01-16-2009 :

(oTD) (FBI)
From: i {(OTD) (FBI)
Sent: ’ . M
To: (FBIy| [Feiy. I
(EBNT leBD
(FBI) T, I(ERIN TD) (FBD)
{FBL (EBD .
{FEnl [(EBN [FBN]
[EBN] (GED) BI):
HF8D] {(FBIX]
[EBI [{Fend [EBD:
e8] [Nl |
EBEN [TERNI BL.
YeBn! FBI); )
{EEN] [EEN : (FBI)
L(FBHI [FET]
(FBN [eenl {FBI |
[ IFBN {FBD] KFB:
[FBI) YFBI)|
[{FBI)I kFBIY; EB[) I !
. |(FEDT (EBht (FBI)
[FEN 2 ' ;
[EBY) (FBIY FBI):* 6
(F [FBH b7¢C
[FBN EEDR]
I(FBI .
= KEBNT |
{FEM GEY |
[FEn [Fah ]
[FEND] BN ]
(FBI] [FBDd (FBN:]
b 1B [(FBH] YERT:
[EEhL I
(FBI}] [(FBI: fFenl
I(FBI) EBL:
JEBT [FBI}
(FBIY] (FBO (FBI;
[ (FBI) TEEN]
| [FBN IF {(FBI;
N [FEN]
J[(FBD] {(FBi)1 l(FBI]
EED
cc: SW Redion] OTD) (CON ‘|_____,__|_|u1m_(_c&,N);.
D) (CONY: TD) (FBI);
QTD)Y (FBh ' OTD} (CON): ]
(ITD} (CON) [OTD) (FBN] FBI)
{OTD) (CONY , —"—J
Subject: ecurity Implementation
SE /INOFORN
CORD™268-HQ-1045581
Well here it is - The moment that I'm sure you have all been so anxiously awaiting has arriv:cd‘ It is finally time
to implement security on our beloved Red Wolf DCS 5000 systems. In February, we received Authority To
Operate (ATO) the DCS-5000 based on a system type accreditation, This ATO was based on the security
configuration settings and policies as documented and tested on th ystem. Now, we must field these g? e

settings on all DCS 5000 systems to insure that they are in compliance. The alternative to this 'type
accreditation' would have been to document and test each individual system. Trust me - as someone who has
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been working for close to three years to get this one done- you' would not want to do that. Lo
: bd

As I have told many of you already - Some of this will not be fin, The installation alone is challenging. It b7E
involves

So how are we going to ficld this little treasure? A general outline of the process is laid out in the attached
Implementation Plan - though the timetables are not date specific but based on a X+ day calendar. Actually we

have already begun. After developing the configuration settings. we developed a set of procedures them as ,
efficiently as possible.

Taking what we learned from these installs, we are currently modifying some of the procedures. and believe that
we can further streamline the process.

How will this impact the system and the users? Functionally, this should have no effect on the system. As I said,
exhaustive testing has been performed to insure that these changes do not affect system operation. But again, the
real world always finds a surprise for us all. For the users- here's where it will get interesting. You tell a machine
to do something once - it does it... users take a little more|

o ————————— Y —

For the system support personnel; You - the "Privileged Users" - you all probably knoul
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It

will get better ......I hope. I believe. Yes, it will get better, it will get better, it will get better...,

To help you understand the whole process - or to totally confuse and frustrate you, I am attaching some of the
more pertinent documents from the accreditation package. Among these are the System Security Plan (SSP),
Implementation Plan, the Privileged Users Guide and the General Users Guide. These are advance copies - and
most likely will change. The SSP for example - we have received an errata sheet from SecD recommending 40
changes - mostly minor changes to the SSP. They are fond of reminding us that the SSP is a living document ' [
think that means they can recommend changes anytime they want to. Anyway, as changes are incorporated, we .
will release newer versions. I will try to advise you of the relevant change's impact - so you don't have to do
what we do --- search the document and try to ﬁgure out if they were reading the proper verswn --- I hope that
didn't sound sarcastic...or ... well..... ;

Yeah - we'll send you the updates.

Finally, a personal? note - This Friday is my last day in TICTU. And I can just hear you all how --- and you're
right - this would be incredible - almost divine timing - to get away from this DCS 5000 security just-as it's
getting ready to be fielded. Like winning the lottery . But the gods have chosen to be so kind that though I am
moving to ETMU, I will continue to oversee the deployment of the DCS 5000 security conﬁguratlon package.
How can one man be so lucky?

1'd say that I hope to hear from you all or that you should fell free to call or email if you have any questions - but
somehow [ don't think I need to say anything - something tells me that ['ll be hearing from y'all - that you ALL.

a5

Privileged User's SC_MigrationB.doc - : b2
Guide_1.3.do... (139 KB) : g gc

E »“&\ b7E
General User's  DCS-5000-SSP-Vers DCS-5000_ATO_EC
Guide_3.0.doc (... ion 4.0.doc (...  (S).wpd (20 KB)...
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