
From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

. DECLASSIFIED BY 60322 uc/lp/stp/fIs' 

OH 04-20-2009. . 

OTP) (FBI) 

[ ](FBI) 
Monriav August 0,1,2005 11:55 AM 

|(QTD) ( F B i r 

High 

Jproblems 
IFBIJI 

~loTD) (FBI) 
(FBI) 

• b 2 

b 6 

b 7 C 

b 7 E 

•SgeRgT/ZNOFORN 
RECORD 66l| [229487 

GuySi 
We need some help in 

soon as possible and take a serious look at our system. I can have thej lease agent make some more calls when 
you guys are up here. I really need some help on this one. Let me know your availability. Thanks. 

[ 
TTAl 

b 2 

b 6 

b 7 C 

b 7 E 

work: 
page 

UbKIVbü hROItfi: a-3 FBI classification Guide G-3. dated I/9T. rumimi CuuiiteiliiiulliuuncB luvuhtiuatiuiis 
DCCLAOOiriCATION EXEMPTION 1 
3CCRCT//NOFORN 
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{ O T P } . (FBI}. 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED. 

DATE 04-02-2009 BT 60322 UC/ lp/Stp/fIs 

From: 
Sent: 
To: 
Subject: 

ÌFBI ) 
b 6 

b 7 C 
Tuesday, August 09. 2005 9:54 AM 

l O T D ) (FBI) 
KE: Latest hi-speed case.... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD • 

Hope you had a good break., J was also gone for a few weeks, and it's.amazing' how much stuff accumulates when you're 
gone!! ' "'V' • 

Thanks! 

-—Original Message—--
Fromj | (OTP) (FBI) 
Sent; Wednesday; July 13. 2005 5:27 PM. 
To: 
Cc 

](FBI) 
(OTD) (FBI) 

Subject: RE: Latest hi-speed case. 

SENSITIVÉ BUT UNCLASSIFIED 
NON-RECÒRD 

-—Original Message 
From: (FBI) 

82 



Sent: Wednesday. July 13, 2005 3:59 PM 
To! KOTD1 (FBI) 
Subject: RE: Latest hi-speed case.... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

thankd" 

-—Original Message---
Fromj |OTD) (FBI) b 6 
Sent: Wednesday. July 13. 2005-2:31 PM b 7 c 

t o £ suG 
(FBI); 

Subject; RE: Latest hi-speed case.... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD . 

• \ • • 

n 

I called| ~| and left a message for him. 

IZZ1 
-----Original Message 
From: " l(FBI) 
Sent: Wednesday, July 13. 2005 9:10 AM 
Toi IfOTDYfFBD 
Subject: RE: Latest hi-speed case.:.. 

v 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H 

The contact at| y 1 and he is thel Fnr fhJ 
area. His number is As 1 mentioned, th^ Jhey are using is c 

b2 

b 6 

b 7 C 

b 7 E 

Thanks again, and we'll be in touch. 

——Original Message—-
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From (OTD) (FBI) 
Sent; Tuesday. July 12, 2005 11:29 AM 
To( J (FBI) 
Ccj [(OTP) (FBI); 
Subject: RE: Latest hi-speed case.... 

(OTD) (FBI) 

b 6 

b 7 C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks for the note. 

I will call vou. but I would suggest that I talk with the network manager to determine whaf" 
b 2 

b 6 

b 7 C 

b 7 E 

I will give you a call this afternoon to get the contact info for the'network manager, unless you respond 
sooner. . 

Thanks again, 

—Original Message— 
From :[_ J(FBI) 
Sent: Friday. July 08. 2005 3:04 P£L 
To:| ICOTD) (FBI); 
Subject: Latest hi-speed case.... 

(ÒTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hey| |and| 

Once again, I wanted to thank you. guys for your help or| The 
equipment is chugging along smoothly and, as I expected, the case people are SWAMPED with 
data. They asked for it 

As 1 mentioned, I have the ticket on 

Thanks again, 
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. . • ) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUt UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

( 
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ALI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 04-02-2009 B Y 60322- uc/lp/stp/fIs 

kOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

c ](FBI) 
Tliocrta» Aimiie+ng 2005 2.39 PM 

(OTD) (FBI) 
RE: Latest hi-speed case.... 

b 6 

b 7 C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

" t 

I checked'dowhstairs and we don't have a| 

JhaniiS, again, 

b 2 

b 6 

b 7 C 

b 7 E 

Orininal Mpssanp-
(OTD) (FBI), From: 

Sent: Wednesdav. Julv 13. 2005 5:27 PM 
T o f 
Cc: 

- • ( F B I ) 
(OTD) (FBI) 

Subject: RE: Latest hi-speed case.... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

r -
——Original Message-— 
Fromj | (FBI) 
Sent: Wednesday. July 13, 2005 3:59 PM 
Toj I OTD) (FBI) 
Subject: RE: Latest hi-speed case.... 

78 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

thanks! 

-—Original Message—--
Fromj |(OTD) (FBI) 
Sent: Wednesday. July 13. 2005 2:31 PM 

b 6 

b 7 C 

Tol [(FBI) 
Subject: RE: Latest hi-speed case..;. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I callecf"" | and left a message for him. b7c 

] 
OriflinaLMessaflez — - o r p 

From:l 
Sent: W! 

„ ^ (FBI> 
Sent: Wednesday, July 13. 2005 9:10 AM 
Tod I (OTP) (FBI) . 
Subject: RE: Latest hi-speed case,... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

» m i ; 

The contact ai 
area. His number isj_ 

IsT and he is the 
] As I mentioned, thej they are using is a 

for ir th'el 

Thanks again, and we'll be in touch. 

-Orininoli Messane-
Fromj JoTDMFBI) 
Sent: Tuesday. July 12. 2005 11:29 AM 

• (FBI) 
JOTD) (FBI) 

To 
Cc 
Subject: RE: Latest hi-speed case.. 

OTD) (FBI) 

b 2 

b 6 
: b 7 C 

•b7E 

79 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD . 

Thanks for the note. 

i will call vou. but I would suggest that I talk with the network manager to determine what 

I will give you a call this afternoon to get the contact info for the network manager, unless you respond 
sooner. .; ; 

Thanks again, 

—Original Message^ 
From I 

Sent: Friday, July 08. 2005 3:04 PM 
To) ' KOTD) ( F B I ) £ I 
Subject: Latest hi-speed case..., 

](FBI) . 

I (OTD) (FBI) • b2 

b 6 

b 7 C 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Once again, I wanted to thank you guys for your help on£ The 
equipment is chugging along smoothly and, as I expected, the case people are SWAMPED with 
data. They asked for it 

As I mentioned, I have the ticket on 

Thanks again, 

SENSITIVE BUT UNCLASSIFIED 
80 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

. • • . : - ; • • V 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

< 
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A* 

From: 
Sent: 
To: 
Cc: 
Subject: 

{ O T P } . (FBI}. 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED . 

DATÉ 04-02-2009 B Y 60322 uc/lp/stp/fIs 

(FBI) 
ThnrsHax/ Anfingt 18, 2005 9:45 AM 

T o î d h f b i 

n . Matters 
JFBI)[ ](CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H 

Thanks for your continued support of this, 

s a [ 
Technical Advisor 

. b2 

b 6 

b 7 C 

b 7 E 

Original Message—--
From :l |(OTD) (FBI) 
Sent; Tuesday. August 09. 2005 10:17 AM 
Tol I (FBI) 
Subject: RE|_ Matters 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It has been a LONG time since we started this one. 

-—Original Message 
From£ > B I ) 
Sent; Monday. Mav09. 2005 11:07 AM 
Tb| 
Cc: 

J£ÛID1ŒBI) 

Subject: 
lICON) 
_p!atters 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

73 



That's great regarding the[ . 
me know of anything else we can do irf I in the interim. 

] I will keep you apprised of the progress on Let 

Thanleg 

S H 
Technical Advisor 

-—Original Message—— 
Fromj |(OTD) (FBI) 
Sent: Monday. Mav 09. 2005 8:45 AM 

1 (FBI) To: 
Cc: 
Subject: REf 

J ( O T D ) (FBI)C 
"Matters 

](OTD) (FBI) 
b2 

b 6 

b 7 C 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I was able to contact and we did a conference call betweeri 
I 1 L — ' . 

and 

If you havè any questions, please feel free to contact me. 



-Original Messaae-
From:[_ ](FBl) 
Sent: Friday. April 29. 2005 2:41 PM 
Toi \(TTD) (FBI) . 
Cci —ükFBi) 
Subject: RE 

f 
attere 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lis u/hn u/iaVp hppn rlpalinn with anH hie nnmhor icT 
b 7 E 

I'm passing all of this on now because I'll be up your way, in| l n e x t week, otherwise, I'll be 
glad to go along, but you're welcome to come down next week, or whenever possible, just let me know. 

Thanks, 

SA 
Technical Advisor 

—Original Message-— 
Fromj KlTDI (FBI) 
Sent: Friday, April 29, 2005 11:30 AM 
Toj \FB1) 
Subject: REj |Matters 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

' I'm swamped today, could you get rhe their contact info so that I could talk with them next week? 

Ogs work' out, there is a chance I will be down again next week to work on thef 
and would be available to do a site visit at the co. 

Thanks, 

75 



—--Original Message 
From:| |(FBI) 
Sent: Friday. April 29. 2005 10:47 AM 
TQI Imrn(FRT) 
Subject] [Matters 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 

b 6 
I'm available to get back with| |with your assistance. Would vou prefer to do another b 7 C 
conference call? Thev left with me the Question of how td Inow that the b7E 
legalities have been resolved. I'm out all next week at a class, but will be back on 5/9. 

Got thj "[yesterday... thanks. 

lakaxare, 1 1 akp ry 

SA| 
Technical Advisor 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

76 



SENSITIVE BUt UNCLASSIFIED 

't • 

V, 
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From: 
Sent: 
To: 

Cc: 

DECLASSIFIED BY 60322 uc/lp/stp/fIs 

ON 04-02-2009 

)0TD) (FBI) 

l(FBI) x 
MnnHav Nnwpmhgr 07, 7005 1254 PM 

JOTD) ( F B I ) [ _ _ 
œsaif 

l (CTD) (FBl)f 
IrnTnuFRivf 

JCTD) ( m 

] (CON)[ 

I o n ! 
] (CON); 

b 6 

b 7 C 

•Sjgggn/NQFORN 
RECORD 

b 2 

. b 7 A 

Review of 
on| | I know wal 
period. Can we get the! 
could nrnbahlv get! 

J 

FYI to allj Ireceived sincef 

Thank; 
c 

1(RED WOLF) reveals. 

J However, they do not have[ 

Itest calls 
uring this 

If not, options, suggestions? I know we 

b2 

b 6 

b 7 C 

b 7 E 

DERIVED fROM; 0-3 TBI Classification Guide G-3. dated i/07. foreign Counterintelligence Investigation» 
DECLASSIFICATION EXEMPTION 1 -
SECBBW/NOFORN 
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From: 
Sent: 
To: 
Cc: 
Subject: 

DECLASSIFIED B Y 60322 uc/lp/stp/Els-

ON. 04-02-2009 

OTP) (FBI) 

](GTD)(FBI) 
Friday. October 28. 2005 5:10 PM 

JCTD77 
OTDWFBIVr 

i S E 
" • O T D ) (FBI) 
I C T D ) (FBI) 

b 2 

b 6 

b 7 C 

b 7 E 

flag.gif (10 KB) 

-SeeRET/ZNOFORN 
RECORD[ 

havft hppn infnrmpri thatf 

b 2 

b 7 A 

SSA | 
1office) . 
fuO 
ceO) 
'pager) 

b 2 

b 6 

b 7 C 

DERIVED FROM: GO TDI Classification Guide C-3. dated 1/07. Foreign Countorintolliaonoo lnvootiqatione 
DEGLAS5IPICATIOM EXEMPTION 1 
SeeRET/ZNOFORN j 

i 
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S E ^ T 

(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Sübject: 
ÍS) 

flag;gif (10 KB) 

_ _ I ( F B I ) 
Thiirgrtav Ortnhpr 77 7005 9:53 AM 

I FFBnr 
Í E B Ü T 

ÜE f i l l 

(CTD) (FBI 
RE: The le» 

]CTD)(FBl[ 
ÌFRIV 

(OTD) (FBI) 

RECORD 
SECBÉT//NOFORN 

ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED E X C E P T 

WHERE SHOOT OTHERWISE 

DATE: 07-13-2009 

CLASSIFIED B Y 60322 UC LP/STP 

REASON: 1.4 (c) 

DECLASSIFY ON: 07-13-2034 

b l 

b 6 

] b 7 C 

b 2 

b 7 A 

O.K. auvs. No one has contacted me opJhisjn^tter., 
However. 3Cted me nn this mattar 

I contacted[~ [rTA|~ 

iasi 
;a[ 

Please contact me directly if I can be of any assistance: 

"bose not have the eaot on hand to accpmnlish thi' 
I Advised he will hava lhandle and 

SS, 
Technical Operations Squad 

b 2 

b 6 

b 7 C 

b 7 E 

Original Message-: 
From: kFBI) 
Sent; Hinrylñv 0rtnhpr?7,2005 9;3Q m 

IS) 
f To 

Subject: FW: The Id 
JuEL JFBI) 

b l 

b 6 

b 7 C 

SCGRET/ZNOEOBli. 
RECORD b 2 

b 7 A 

Original Mpcsane-
Fromq_ J(tTD)(FBI) 
Sent: Thursday. October 27. 2005 9:15 AM 
ToJ 
C { 

ufe £ g J Subject: i ne lcK' 

£JD)(FBIld 
( F B I ) r ^ 

J(FBI) 
ÍFBI) 

b l 

b 6 

b 7 C 

aE6W6T//NOFORN 
RECORD! 

(S) • 

b 2 

b 7 A 

I sboke tc| 1 
I [who will call SS, 

¡sues this morning. I passfidihe name of thd frech SSA to b2 
CIUUUL Uie availability of equipment and tor their Red Wolf. Thanks again B 6 

71 
b 7 C 

b 7 E 

S E b ^ T 



M 

(S) 

S Ê S Ç f f 
pas the necessaimiuipment and access Twill have thj Isent td 

ssisr our next avenue is| |We will just have to pay for long distance charges. Thj 
system and 01 PR has again been made .aware of the situation.: 

»s ""t 

SSA 
office) 

ceO) 
pager) 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

DERIVED FROM. GO TBI Classification Guide 0-3. dated 1/07. foreign Gduntcrlntclliqcnoc Invootiqationo 
DECLASSIFICATION EXEMPTION I 

, SEGRET//NOFORN 

DERIVED FROM. Q-9 fPI Classification Guide 0-3. dated 1/07. foreign Oountcrlntelliqonoo Invootiqationo 

SEGRET//NOFORN 

DERIVED fROM: 0-3 fDI Classification Guide G-3. dated 1/07. foreign Counterintelligence Inveotiqatte«» 

SEGRET//NOFQRN 
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I 
E > 

From: 
Sent: 
To: 

Cc: 

Subject: 

flag.gif (10 KB) 

DECLASSIFIED BY 60322 uc/lp/stp/fIs. 

ON 04-20-2009 

( O T P ) (FB I ) 

] C 0 N ) 
Monday. November 14. 2005 10:37 AM 

|(CTD)(FBI)f 
"lrrrrm fFRivC 

l í F l ñ T 

RECORD[ 
- a e e S E H t i û F Q R N ? 

hm 
T f c o w f 

] ( c ö n ) ; 

l É E ü I 

E E P C 
IfCQNvl 

T íGIDl íEBl lC 

"[ôïj CasëT 
I F B Î T 

JCTD) (FBI); 
b 2 

b 6 

b 7 A 

b 7 C 

b 7 E 

All, 

The information provided by£ 
concerns. Thanks. 

has been forwarded to| [for review. Let me know if you have any questions or 

Information.Systems Administrator 
ELSUR Technology Management Unit (ETMÜ) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology. Division (OTD) 

l(Office) 
(Pager) 
(Fax) 

b 2 

b 6 

b 7 A 

b 7 C 

b 7 E 

-Original Message-
From{. ](CTD)(FBI) 
Sent: Monday. November 07. 2005 4:14 PM 
To:l IrCONi:! 

i . i r c ö m T 
Cc:l 

I c ö M 
TTfr ï ï -T 

H l 
l o T D ) (FBI);[ 

Subject: RE: I 
ïïFBnr 

j o j |Case| 

CTD) (FBI); 
TFBI) 

I cTP) (FBI); r 

(FBI); 

I Z Z | ( F B I ] £ 
](CÖN); 

-SEGRET//NOFORN 
RECORDl I 

b 2 

b 7 A 

laaJcformed me they have aboi^t 
J Mainly to support the next 

information down toj |any way we choose, 
assistance. 

Report. 
I am currently looking at having 

Either way| ha: 
leeds to send a thank you ti 

send the| knd/or 
and crew for their 

b 2 

b 6 

b 7 C 

b 7 E 
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w 
h ' 
>> 

SSA 
(office) 

« . 
(cell) 
(pager) 

Original Messaoe-
From: ICON) 
Sent: Monday. November 07, 2005 3:18 PM 
To:l rOTD) (FBI)J 

I , If FBI) 
C c L 
(FBDJ 

Subject: RE: ([ 

l i c m i m L 
(FBI)J 

kcoNM 

J ° L ICase 

J(FBI); (CON); 

_kcoN)(-
ml 

FBI); 

• ( C T D ) 
CfD) ) (FBI); 
(FBI) 

b 2 

b 6 

b 7 A 

b 7 C 

b 7 E 

SECRET//NOFORN 
RECORD] 

Q'n'á nf thP pasipst wavs is to havef 
I Jrom the 

t wavs is to navel 
iel |to| land/on 

the formal request process because it is al 
I I It should be as easy as askingl 

lis to have themf 

lease that was! 
and the| land team) to! 

_JThanks. 1 

am not sure Qf 
due to 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Tèchnoiogy Section (ESTS) 
Operational Technology Division (OTD) 

ÌDesk) 
Cell) 

Fax) • 

b 2 

b 6 

b 7 C 

b 7 E 

-—Original Message-— 
From:| JOTD) (FBI) 
Sent: Monday, November 07, 2005 1:51 PM 
To:l 
Cc: 
(FBI); I 
Subject: RE: 

ÍFBI); 

•crpmnr 
~BI);| 

"I (CON)F 

p Ñ f 
FBI11 

I f CON) 
_ Z H ( C T D ) 

KCTP) (FBI) 

-SEGRÉT//NOFORN 
RECORDI 

63 

b 2 

b 7 A 



sonke with S / f "bn 11/09 him, to contact! at • t o arrange for the 

to accomplish this, Butj ¡will no doubt have suggestions' 

thanks,. 

] I am not certain as to the most effective manner 

-Original Messaae-
Fromi" (FBI) 
Sent: Monday, November 07, 2005 12:54 PM 
t o i rOTD) (FBI);[ 
Cc:l 
(CTP) (FBI);| 
(CTD)(FBI) 
Subject: 

1rn-DVFBn : 

J(FBI); 

I r c o N ^ f 
(FBI); 
(CON)-[ 

b2 
b6 
b7C 
b7E 

I c Q N l 

«EGRETpiüEQBM. 
RECORd 

b2 
b7A 

Review of 
ItRSt mils od . 11 know we 

Jduring this period. Can we get th^. 

fRED WOLFÌ reveals a f 
"ltoT 

]until 

do not have 
If not, options, suggestions? I know we could probably oetT 

FYI to alti Ireceived since f 

lidentified 
l t d tor 

I However, they b 2 
^ b 6 

b7C 
b7E 

J 

DERIVED FROM. Q-0 fDl Classification Guide QO. dated 1/97. foreign OoUHterlntellioewee-
luwesUudtium» 
DECLASSIFICATION EXEMPTION 1 
"SECRET//NOFORN 

DERIVED FROM. GO fDI Classification Guide GO. dated 1/97. Foreign Counterintelligence 
Investigations 
DCOLAOOIflCATiOM EXEMPTION 1 
9EeRET//NOFORN 
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DERIVED FROM: G-3 FBI Classification Guide G-S. dated 1/97. Purelun CuunmrlnmilluHimM liivesUualluns 
DECLASSIFICATION EXEMPTION I 
SeeRET/ZNOFORN 

DERIVED FROM: QO TDI Classification Quide QO. dated 1/97. foreign Counterintelligence Investigations 
DCGLAOOiriCATIOM EXEMPTION 1 

•5ECRET//N0F0RN 

DERIVED TROM: QO fDI Classifiuatiuu Quid» Q-3, dated 1/97. Fumiun CuuiiluiinluHiummu liivMblkuUiuns 
DEGLAOOiriCATION EXEMPTION 1 

-SE€RET//NOFORN 
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J 
DECLASSIFIED BY 60322 ucyip/stp/fIs 
OH 04-20-2009 

l ( O T P ) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

flag.gif (10 KB) 

IcTDKFBI) 
Monday. November 07. 2005 4:14 

IfFBhl 
\ (CQNlil 

I f F B I l f 
l(CON)l 

l O T D ) fFRli f 

r w i j j w 
rcöNi i 

I (FBI) . • J : 
RE:| jColiectio n ofj JCase|_ 

RECORD[ 
_aéCBE±ZM2FORN 

[CTD) (FBI 
f F B Ü 
:BI 1 

(FBI); 
k l D l I F B I ) ; 

b2 
b6 
b7A 
b7C 
b7E 

I lhas informed me thev have aboutl 
to support the next I jreport. Either way(_ 
way we choose; | fieecls to send a thank you to[ 

agre 

_ F 

/ind 
1 C _ _ F 1 

am currently looking at havi 
pas agreed to send thtj jang/or information gown io| 

nd crew for their assistance. 
a lainly. 

any 

SSA 
'office) 

7*0 
'ceß) 
pager) 

From:[ 
Original Messaae-

](CON) 
Sent; Monday, November 07, 2005 3:18 PM 
To:| tOTD) (FBI)j 
' N i ) _ 
Ml ICTDYFRTllf 

I n r o r t j , , 
Subject: RE:| |Collection of| |Case|_ 

(FBI) 

LIFRDIF 

(CON); 

]f(FBI) 
](CTD) (FBI) 

jCTD) (FBI); 

b2 
b6 
b 7 A 
b7C 
b7E 

ageRFT/ZNOFORN 
RECORD 

One of the easiest ways is to have I 
the! tol 
process because rt 
as easy as asking 

jand/orl 
t is al a iase that was I 

and the! 

I s to have them[ rom 

Jand team) to 

J I am not sure of the formal request 
Jdue to| I It should be 

66 



ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

(Desk) 
(Ceil) 
(Fax) 

b2 

b 6 

b 7 C 

—Original Message—-
Froni:| |[OTD) (FBI) 
Sent: Monday, November 07. 2005 1:51 PM 
To-I (FBI)J ~ 
Cci (CTD)(FBI);| 
(FBI);! |(FBI);| 
Subject: RE: 

IfCON): l fCONi 

(CON); 
ŒBIlil 
(I 

~_JLCU)) 
](CTD) (FBI) 

SECREfffNOFORN 
RECORI Ï 

b 2 

b 7 A 

I SDQkft with ñ / f 

accomplish this, But) |will no doubt have suggestions. 

Thanks, 

Inn 11/Ofi anri askpri him to contactj 
J I am not certain as to.tl most 

to arrange for the 
effective manner to 

J 

-Original Messaqe-
FromJ I (FBI) 
Sent: Monday, November 07, 2005 12:54 PM 
Toi rOTDHFBI):! 
Ccj _JCTD)(FBI)1 

51)1 (FBI), 
Subject: 

(FBI) I 

"IfCON): 

JCÖN) 
I œ û T 
) C I 

b2 

b 6 

b 7 C 

b 7 E 

(CON) 
](CTD). 

J C f D ) (FBI) 

SgCRET/ZNOFORN 
RECORI K 

b 2 

• b 7 A 

Review off 
Itfist calls nn[_ JI know we[ 

ÌRED WOLF) reveals a f 

Jduring this period. Can we get the! 
not, options, suggestions? I know we could probably aeT 

FYI to alii [received sincef 

m 
35[ 

fHcntifioH 
Jfoi 

iHowever. they do not have 

jntil , 
fiprll J 

e l̂ 
b2 

b 6 

b 7 C 

b 7 E 
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Thanksl \ b 6 

• • . . • • b 7 C 

DERIVED PRÜM: ü-3 m i Ulassitiòatian bulge b-3. daiuu 1/97. rumlull Cum lim Intelligence 
Trmuaüeiulloas 
DECLASSIFICATION EXEMPTION I 
&EC.REW/NOFORN 

DERIVED FROM: G-3 FBI Classlfluatluii QulUu Q-9. dated 1/97. Fuieiun Counterintelligence Investigations 
UblLAShlPICATION EXCMPTiefH 
SECRET//NOFORN 

DERIVED PROM: <5-3 FBI Classification Guitte G-3. Hated 1/97. Foreign counterintelligence investigations 
DECLASSIFICATION CXCMPTlQN-4-
SgCWET/ZNOFORN 

D CRI VCD FROM. Q-3 FBI Classification Quide Q-3. dated 1/97. Fumimi Cuunleiliiltilliu CI11.C liiYcalinaliuna 
DCCLAOOiriCATION EXEMPTION 1 
SeeWBT/ZNOFORN 
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ALL . INFORMATION CONTAINED . D A l t : 04-03-2009' 

J • -HEREIN IS UNCLASSIFIED EXCEPT C L A 3 S l F I £ D . B Y 6 0 3 2 2 u c / l p / 3 t p / f l s 

M E R E SHOWN OTHERWISE ' REASON: 1.4 (c) • • 

l(OTp) (FBI) , DECLASSIFY ON: 04-03-2034 

(S) 

From: 
Sent: 
To: 

Subject: ' . 

Importance: 

m 1 -

RECOCE 

(S) E 
Monday. NoYembei 

(FBI). 

F w [ 

J-21, 2005 2:54 PM 
OTD).(FBI) 

E-MAIL DTD 10/5/05 

High 

.bl 
b 6 

"b7C 

• 
Since 

lust submitted,anf "J for thi 
lLdidn't I 

this. 
know it you couli 

IZZI 

^ ^ J l V I I V I I I W rv i I W H JSSW4 W S V M S J 1 

"I We expect to get these! |around the beginning ofl 
¡•HltlRETC 

(hat ara 

From:! 
Original Messaqe-

](FBI) 
Sent: Tuesday. November 15, 2005 2:19 PM 
To:l fffBI) ': ; 
Cc:| l i F B I ) ! 

worn 
I r a n í 

F5C 
so we need ar[ 

[or can each unit only handle 

J ( f b ! ) I 
1(FBi);f 

(FBI)t 

b l 

b 2 

b 6 

b 7 C 

. b 7 E 

b l 

Thanks for this info 

We iust completed a three wav conference rail betweenl bndl 
I |This. will ultimately result in the delivery o[ 

It has been confirmed that thesjf breL 
you informed of the progress of this effort. 

which, per item #3 in your e-mail, will require 

info yoù provided has been provided t< forward to 

to initiate 
to you. 

I will keep 

it may be a good idea to advise trie case souad that we are ri mntinn.on this with both! Case squad billing 
• £ _ _ _ > ' ' 

cc: 

b 2 

b 6 

b 7 A 

b 7 C 

b 7 E 

„—nrininal Moccanp-
Froml (FBI) 
Sent: Friday. November 11.-2Q05 12:39 PM 
Tod (FBI) 

JCFBI)^ 

: rr 

l FB I ) ; [~ 
J (FBI); 
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( S Ì 
c d I 
Subject: RE:|_ 

1FBIÌ;I 
i F B Î j t 

I£SD_ 

E-MAIL DTD 10/5/05 
](FBI) 

(S) 
b l 

b 6 

• b 7 C 

RECORE 

Everyone, r 
W i t h renarci tnl ^Redwolf, theré are| [ways to get 

b 2 

b 4 

b 6 

b 7 C 

b 7 E 

hope this helps. 

(S) -Original Message--?--
](FBÌ) 

Sent: Thursday. November 03. 2005 5:44 PM 
TO: I "IRREN 
Subject: FW:| |E-MAIL DTD 10/5/05 

i S ) 

RECORE 

'.bl 

b 6 

b 7 C 

Info. 
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(SÌ 

S E 

Telecommunications Specialist 

(Secure Tiv$ 
(Non-Secure Tax) 

-Original Message-— 
From:! l iFBI) 

b l 

b 2 

b 6 

b 7 C 

Sent;.Thursday. November 03 2005 2:17 PM 
T O :

L ___ R——— , L(FBI) 
Subject: REj |E-MAIL DTD 10/5/0! 

(SJ 

RECORD b l 

caCCedme re -price and I toCdhim I couCdnot quote a price. Who quoted 
this price I don't know. 

(S) 

Telecommunications Sveciafist 

(Secure Tax) 
'.'Noji-Secure Tax) 

b 2 

b 6 

b 7 C 

. „ . Original Messaoe-
I S J From: (FBI) 

Sent: Thursday, November 03, 2005 2:11 PM 
ToJ . ; I ^ F B D 
Subject: FW:| |E-MAlL DTD 10/5/05 

t^ECOTM 
b l 
b 6 
b 7 C 

You were hot in the copy count of this one. 
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( S ) 

S I ^ R T f 

--—Original Message—--
F r o m : r Im 
Sent: Thursday. November 03 2005 7;fj2 AM 
Toil JfFBIV. 
Cc| r 
Subject: RE:|_ J-MAÍL DTD 10/5/0 

(FBI) 
b l 

b 6 

b 7 C 

( S ) 

RECORD 

CS} 

( S Í 

Thanks for the detailed response to.my inquiry. We appreciate the fact that you have made this a priority,for 
your squad . 
As we on I |see it from an operational standpoint - there are two issues when deciding how to proceed. 
that you also identified:.. 

The cost involv 
The ability 

squads but worst case scenario would bef 
We have àpproximaterç 
there was some way th 
squad) would be ti innnrtiw nf that 
The bottom line is { 

jcóuld look at the[ 

ahead and ordering th^ |We could always cance|[ 
| "jwas low. 

ween ¡per month to. 
would need all |to start with because of the 
il charges are passed on to the operational 

]per month to I 
Jofinterest out of th^ |at the èstablishment. If 

1Ne (on the operational 

Jwould support going 
Jf the benefits of the 

We would need the approval of 
potential cost. 

and SACf before we committed the squad to this 

EPlease review the enclosed email from! Iwhich describes the problems we have in trying to[ 

I will send vou another email exchange that 
describes the problems thd inav have in trying to "select" ouj 
Thanks again for thé attention. 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

SSAI 

( S ) 

~—Original Message-
From:L ] (FBI) 
Sent: Tuesday. November 01 2005 9:15 PM 
Toil I (FBI) , 
fr* 

Subject: RE 
(FBI) 

E-MAIL DTD 10/5/05 

J(FBI);|_ 
I M 

IF5T}j[ 
CT; 
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I await your instructions as to how you wish the carrier to proceed under the circumstances set out above. 

Thank you, 

From£ I (FBI) 
Sent: Tuesday. November 01. 2005 10:43 AM T o | 

Subject: RE: 
I P S 

EM 
E-MAIL DTD 10/5/05 

If FBI); 

TFBÏÏ 
(FBÏ)t 

b l 

• b2 

b 6 

b 7 C 

b 7 E 

ÌÈSKÉfr-
RECORU 

SJ 

57 



I I thank you for the update. 
As the SSA for the operational sauad - Is there anything we can do or any pre; 
eithei| |We appreciate all the help from th 

we can put on 

consider anv other means to get these carriers to provide coverage as required by th^ | 
I think we recieved the |but the carriers have been unable to provide the coverage tor 
over two months. • . i 1 
I just want to make sure there is nothing elsd lor FBI lean do to get this coverage up. 
thanks for any assistance-

• Z l 

SSAT 

-—-Original Message-
From: (FBI) 
Ser\t: Tupsriav. Nnvpmher 01.2005 8:27 AM 

t F B I ) ; 

(FBÎT 
(FBI); 

Subject: RE: E-MAIL DTD 10/5/05 

b l 

b2 

b 6 

b 7 C 

b 7 E 

(FBI); 

(FBI); 

J f e e g E Y -
RECORC b l 

The 6eCow e-maiC advised that out of the 

them. On 
provided us, 

original 
couûfnot provision 

was advised that the remaining 
cannot 6e provisioned 6y either. 

of 

and are wording cCoseCy to ¡determine what 
are in what J-Copefutty, this can 6e resoCvedsoon. 

b 2 
b 6 
b 7 C 
b 7 E 

We do apologize for any inconvenience this causes 6uttruCy it's 
6eyondour 
process ofoßtaining these 

contröC 'You'CCôe fiept advised of the 

Telecommunications Spedatisi 



<S) 
J5ECRET 
RECORC 

b l 

PI FA.9F n O N T A P . T 
JLISTED ABOVE. 

TO VERIFY THE VALIDITY OF THE 

is i 

b 2 

b 6 

b 7 C 

b 7 E 

IS) 

• b l 
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DERIVED rnOM; G-3 TBI Classification Guide 0-3. dated 1/07, foreign 
Ouuntei Intelligence Investigations 

.DECLASSIFICATION EXEMPTION 1 
SfegRET 

X " 

DERIVED PROM: G-3 FBI Classification Guide G-3. gated I/9T. Foreign eounterlntmiluerme 
ihvmaiuaUuns 
DECLASSIFICATION EXEMPTION I 
SÈSgET ~~' 

DERIVED FROM; G 3 FBI Glaocifioation Guidò G 3i dated 1/97i Foreign Countorlntolligonce-
Invootigations 
DECLASSIFICATION EXEMPTION I 
SgCRËf I 

DERIVED PROM. 0-3 FBI eidbbifiidtiun Ouidu Q-3. dated 1/97. FUICIIIII CUUTI teiliitelliuenm 
Investigations 
DECLAOOiriCATlON EXEMPTION 1 

UbKIVbU FROM: G-3 FBI ClasslfluaUmi OulUu q-3. dated 1/97. foreign Counterintelligence 
Inveotigationo 
DEOLAOOIflOATION EXEMPTION 1 
SÈPRÉT ' • . ~ 

DERIVED PROM: G-3 FBI Classificatimi Guide 0»3. dated 1/07. foreign' Gountorlntolligonoo 
Irivustigatiuiifc 
DECLASSIFICATION EXEMPTION I 



DERIVED FROM; G-3 FBI Classification Guide S 3, dated 1/97. Foreign Countorlntolligonco Investigations 
DCCLAOOiriOATION EXEMPTION 1 

DERIVED TROM: G-3 fDI Olasaificstion Guide GO. dated 1/07. foreign Counterintelligence Investigations 
UbLLASSIHLA IIUN EXEMPTION I 

-SECRET 

DERIVED FROM. Q»3 FBI Classification Ouide Q»3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 

DERIVED TROM: QO TDI Clasaiflcation Guide 0-3. dated 1/07. Foreign Countorlntolligonss Investigation» 
DECLAOOiriCATIOM CXCMWIOM4 
SfeCfiET ' ' """ 

DERIVED TROM. Q-3 TDI Classification Guide G-3. dated 1/07. Foreign Gountorlntolligonoo Investigations 

-SECRET 



From: 
Sent: 
To: 
Cc: 
Subject: 

ALL INFORMATION CONTAINED ' 

HEREIN 15 UNCLASSIFIED 

DATE 04-03-2009 B Y 60322 uc/lp/stp/£Is 

O T P ) (FBI) 

(OTD) (FBI) 
Wfirinpsriav Ffthmarv 01 ?f)0fi 10:29 AM 

I rnTmpRh 
I I r v r m ÌFRIVI 

RE 
} 0 J D ) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

There arej fiore on my lab desk, I ordered) [/ou should be able to try it with the that we have already. 

—--Original Mpgaae-
From: |_ 
Sent: 
To: 
Cc: 
Subject: 

,(OTD) (FBI) 
T i i n e r t a » b n u M ì i onnfi qon AM 

(OTD) (FBI) 
'(FRfJ 

?nnfi 9:2 
-, I« 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] (OTD) (FBI) 
b 2 

b 6 

b 7 C 

b 7 E 

The results of my testing the 

Thanks", 

j s l 

Jthe Redwolf system. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED'EXCEPT 

WHERE SHOWN OTHERWISE . 

l(OTD) (FBI) 

DATE: 04-03-2009 

CLASSIFIED B Y 60322 uc/lp/stp/fIs 

REASON: 1.4 (c) 

DECLASSIFY ON: 04-03-2034 

From: 
Sent: 
To: 
Cc: 
Subject: 

(FBI) 

m 
Monday Nnvemher 28, 2005 2:17 PM 

¿FBI) 

RE: 

^FBI) , 
J(OTD) (FBll 

E-MAIL DTÖ 10/5/05 

< S ) 

(FBI) 

. bl 
b2 

would he fine. We don't have a date yet for the b6 
I will keep you informed. b7c 

b7E 

(FBI) 

l i b i 

Original Messaoe-
Froml (OTD) (FBI) 
Sent: Tuesday. November 22. 2005 8:16 AM 

(S ) To:] , IF FBI) 
Cc:j — 
Subject: RE: 

J (OTD) (FBI) 
E-MAIL DTD 

(S) 
RECORI 

b6 
b7C 
b7E 

I will do what I can to get the system completed as rapidly as possible. 

Please keep me posted as to when you get 

The first week of December is a bad week foi as my team is attending training that week. 

The second week of December is the 

I am open after that. 

which I am scheduled to attend. 

By the way, are these circuits coming from 

S E C R E T 
42 



from! I two"weeks ago, and he mentioned! Ifrorrj las his POC with the bureau. I asked him to 
leali me, and he later called me back stating that he dia not think I was the one to deal with.) 

have 

Thanks, 

<S) -Fròmi 
Sènf 

-Original Messaqe-

irit: "Monday. November 21. 
Toi " o T D Ì i F B t t 

(FBI) 
2005 2:54 PM 

Subject: FW:| 
Importance: High 

JE-MAIL DTD 10/5/0: 

(SJ , 

RECOR 

y I lust submitted arT 
I I S ine i 

can each unit only handlej_ 

Original Message-
From: 

for this.f 

We expect to get these 
]l didn't know if vou cöüii 

(FBI) 
Sent: Tuesday. November 15. 2005 2:19 PM 
TOIL L(FBI) 

( S ) c d i r a n í r I M E 
(FBI) 
Subject: RE: E-MAIL DTD 

I P C 
Z 3 ( f b M 
lO/5/Oj 

Ithat à 
d build 

are 
ai 

around the beginning ol 
[)so we need an 
toE 

l£2_an y 

1 F B I £ 
__| (FBI); 
]TFBI) 

m 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

? 

(S) 

REGORÌ ' 

Thanks for this info 

We iust completed a three wav conference call between I landl 
initiatel I This will ultimately result in the delivery 

• t o you. 

It has been confirmed that thes^ ~1aref 
will keep you informed of the progress of this effort. 

which, per item #3 in your e-mail, will require 
b2 

I b 6 

b 7 C 

b 7 E 

I I it may be a good idea to advise the case squad that we are in motion on this with both 
billing info you provided has been provided toj |to forward toj | 

Case squad 

S p ^ E T 
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cc: 

b 2 

b 7 A 

(SJ 

-Original Message-
Fromj "I (FBI) 
Sent: Friday. November 1172005 12:39 PM 

IjFBi);! To J 

Cc:[_ 
s 

ÎTFBI)! 

Subject: RE: 
imi 

"ÌTFBTT 

ÜÍFBI ) j T 
J(FBI)[ imi 

•••IjÎMËiËî  

E-MAIL DTD 10/5/05 
(FBI) 

(S) 

RECOftE 

• b l 

b 6 

b 7 C 

Everyone, 
With regard tol Redwolf, there are| |ways to get 

b2 

b4 

b 6 

b 7 C 

b 7 E 

I hope this helps. 

ÍS) 

(S). 

—Orig inal Message-— .. 
From} ~ > F B I ) 
Sent: Thursday, November 03. 2005 5:44 PM 
To| i " 
Subiect: FWi 

• (FBI) 
JE-MAIL MAIL DTD 10/5/05 

b l 

b 6 

b 7 C 
ET 

RECORC 
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SE 

Info. 

Telecommunications SveciaCist b l 

b 2 

b 6 

b 7 C 

(Secure Tax) 
(Non-Secure Tax) 

-Original M M g a a e - - ' 
From! | (FBI) 
Sent: Thursday, November 03, 2005 2:17 PM 
Toj — i(FBI) 
Subject: REl -MAIL DTD 10/5/0i 

caCCedme reprice and I toidfiim I,could not quote a price. Who 
quoted this price I don't know. 

Télécommunications Speciafist 

(Secure Tax) 
''Non-Securè Tax) 

hi 

b2 
b 6 

b 7 C 

— - - n r i n i n a l Mpc«;arip-

From (FBI) 
Sent: TTiursdav, November 03. 2005 2:11 PM 
T6| I (FBI) 
Subject: FW E-MAIL DTD 10/5/05 
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(S) 
b l 

(S) 

You were not in the copy count of this one. 

-—-Originai Message 
From:! ~~~](FBI) 
Sent: Thursday. November 03. 2005 7:52 AM 
Toi, , jFBDi 
Ccl , f(FBI) 

IE-MAIL DTD 10/5/0 Subject: RE[ 

(FBI) 
b l 

b 6 

b 7 C ' 

(S) 

RECÖR 

, Thanks for the detailed response to my inquiry. We appreciate the fact that you have made this a 
priority for vour squad. 
As we on| |see it from an operational standpoint - there are two issues when deciding how to 
proceed tnat you also identified: 

The cost involvi 
The ability öf thè 

1 
] 

Checking witH I we have found that thj |could cost betweer£ 
t o l » m a y b e less). After reviewing vour email it appears we woi 

1 er month 
to start with I Kmaybe less). After reviewing vour email it appears we would need all| |ti 

because of the random nature of thej | We also know that not all cFiiroes are passed 
oh to the operational squads but worst case scenario would bi 
lines. ; | r 
We have approximately) jaf interest out of the! 

per month tol" 

establishment. If there was some way the} pould look at the[ 
we (on the operational squad) would be supportive of that. 
The bottom line i^ 

at the 

support going ahead and ordering {He| | We could always cancelf 
benefits of thej was low. 
We would netAj irm yppiuval of] 
potential cost. 

"Iwould 
Jifthe 

and SAC before we committed the squad to,this 

( S ) O Please muipw thp pnrlnspH pmail frnml K/hirh Hpgrrihpg thp prnhlomc w e have in trying to 
moriitq | will send you another email 
exchange tnat qescrioes tne propiems tnq |may have in trying to "select" ourf 
Thanks again for the attention. . . 

b l 

b2 

. b 6 

b 7 C 

b 7 E 

ññAl 

-original Messaqe-
Fromj_ (FBI) 
Sent: Tuesday, November 01, 2005 9:15. PM 
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(S) 
To 
Ccl 
(FBI)1 
(FBI)[ 

llFBI) r 
f rénl 

I n a ] ( F B I ) 1 

Subject: RE: E-MAIL DTD10/5/05 b l 

b 6 

b7C-

- (S). 
-TfECORI 

(S) 

I await your instructions as to how you wish the Ito proceed under the circumstances set out 
above. ' • 

Thank you, 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

From! I (FBI) 
Sent: Tuesday, November 01. 7005 10:43 AM 
To: (FBI); (FBI); 
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( S ) 

( S ) 

(FBI! 
Cci 6 = 
mil (FBI) 

Subject: RE:[ 

• (FBI}J 

]B-MAIL DTI 
Jm 

1(FBI);[ 

b l 

b 6 

b 7 C 

:si 
J = 3 thank you for the update. 

As the SSA for the operational snuad - Is there anything we can do or any pressure wgjan 
put on eitheij We appreciate all the help from the) | 
squads but pa 
required by th< 

,any other1 means to get these carriers to provide coverage as 

> t the carriers have been unable to provide the 
vwv^ia^w IWI inwiiiittf. • i i • 
I just want to make sure there is nothing else| jor FBl| pan do to get this coverage 
Up, • 
Thanks for anv assistance-

. think we recieved the order on[ 
coverage for over two months. 

^ Thank|i 

SSAI 

-bl 

b 2 

' b 6 

b 7 C 

b 7 E 

(S) 

(S) -SsegiT, 
REC0R1 

The6e£ow e-mailadvised that out ofthe originai 
provided us, could not provision 

of them. On was advised that the 
remaining cannot 6e provisioned 6y either. 

and are wording cCoseCy to determine 

E T 
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m 

whaj 1 are in what 
soon. 

JCopefuCCy, this can 6e resolved 

We do apologize for any inconvenience this causes 6ut truly 
it's Beyondow control You'll6e kept 
advised of the process of o ßtaining these b 2 

b 6 

b 7 C 

b 7 E 

Telecommunications SpeciaCist 

(Secure Tax) 

(9fon-Secure Tax). 

From:|_ }FBI) 
gonfr -WpHnPcHav n r f n h p r 17 2005 ,1 ;? ! PM 

J M 

Cci[ 

»FBI« 

Subject: RE: 

urn 
] (FBI) ; [ 

E-MAIL DTD 1075/05 
(FBI) 

ÍSJ 

RECORD 

HELLO ALL, 

v b l 

b 2 

' b 6 

b 7 C 

b 7 E 
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E T 

PLEASE CONTACT] TO VERIFY THE VALIDITY OF THE 

<S) 

( S K 

DERIVED FROM. G-3 FBI Classificatimi GulUu Q-3, dated 1/9T. Fumimi 
Counterintelligence Investigations 

.DECLASSIFICATION EXEMPTION 1 

DERIVED FROM. OO TDI Classification Ouide GO. dated 1/07. foreign 
Counterintelligence Inoestiuatiuns 
DECLASSIFICATION EXEMPTION I 
SECRgf 

DERIVED TROM; GO TDI Classification Ouide G-3. dated 1/07. foreign 
Counterlwtelligcnoo Invootigationo 
DECLASSIFICATION EXEMPTION 1 

DERIVED fRÓM. Q-3 TDI Classification Guide GO. dated 1/07. Foreign Gountorlntolliqonoo 
Invcotigations 
DECLASSINOMI ION EXEMPTION I 
SfeCRÉT 



DERIVED TROM: G-3 TDI Classification Guide G-3. dated 1/07. Foreign Countorintolligww» 
hwwrtwwttoiis • 
^DECLASSIFICATION EXEMPTION 1 
H Ü 5 

DERIVED PROM: G-3 FBI CldSblfludLlun Guldu G-3. ddUid 1/97. Pumluii CuunteiliiUilliumiig 
Investigations 
"RECLASSIFICATION EXEMPTION 1 
S & K f T 

UCKIVEU fKum: roi uiassmcauon uuiae u-o. aaiea if»/, roreian oounierinielllqence 
TllVtibUuattens 
DEOLAOOiriOATION EXEMPTION 1 
SEbfifiT : " 

DERIVED FROM. Q-3 FBI Classification Guide G-3. dated 1/07. Foreign Gaynterlntalliqanca-
lllVübllUdl.lUTTS' 
RECLASSIFICATION EXEMPTION I 

^SEfeRfT 

. DERIVEDFROM. Q-3 FBI Cldssifiiatiuii Guide G-3. dated 1/97. Fuieiun.CounteiIntelligence 
invBsUUdttuns' 
DECLAOOiriOATiON EXEMPTION 1 

jSEcwEJ 

DERIVED l"ROM; G-3 FPI Clasaifieation Guide G 3. dated 1/07. Foreign Countorlntolliqonoo Invootigationo 
\ DECLASSIFICATION EXEMPTION I 

S E £ * C T ' : ' 

DERIVED FROM; G 3 FBI Glaaoifioatiori Guido G 3. datod 1/97! Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION I 
S g i 

DERIVED TROM; G-3 TBI Classification Guide 0-3. dated 1/07. foreign Counterintelligence Invootigationo 
DEOLAOOiriCATION EXEMPTION 1 
1 Ü § I 

DERIVED FROM: G 3 FBI Claccifioation Guido G 3. datod 1/P7i Foreign Counterintelligence Investigations 
51 



DCCLAgSIPieATieW EXEMPTION I 
SECRET 

V 

i 



Y * , 

From: 
Sent: 
To: 
Cc: 
Subject: 

ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED 

DATE 04-03-2009 B Y '60322 uc/lp/stp/fIs 

OTP) (FBI) 

] (CON) 
W«rinri«taw Ariril pfi 2006 11:18 AM 

RE: RedWolf 

(OTD) (FBI) 
UL^) (CON) 

question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hil 1 
Thanks for the input. I'll check to see if I can mess with tir 

suggested) 
vou rather wait oft on doing a solution like that and just go tq_ 

I Jthat we could use for this? 

£ 

R 

b 2 

b 6 

b 7 C 

b 7 E 

1 achievè this 1 as also 
that the case agent has requested. Would 

Jaown the road, or do you have a bunch of J 

ELSUR Technology Management Unit 
] 

Electrqnic Surveillance 
Phone 
Nextel 

echnology Section, OTD 

—Original Message-— 
From: . . | |OTD)-(FBI) -
Sent: wprinpoiav Anrii 7nnfi 4:05 AM 
To: I ^ _ 
Subject: RE: RedWolf |question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b 2 

b 6 

b 7 C 

b 7 E 

If the only difference is f~ 
•enn\ I |that are currently in use on youi 

It may help if you were ablé te 

call and I will attempt to walk you through the setup of th^ 

Thanks, 

if vou have questions on how to do this please feel free to 

—Original Message-Ongi 
v. I ](CON) From: 

sent: T m p ^ v Anrii 7T?np6 10:26 PM 
To: 

Cc: 
7 c s n r 

QD6 10:26 
J(CON)(_ ] (CON)[ (OTD) (CON)£ 

TFBÎT" 
"IrcoN^r 

Subject: RedWolfl 
Importance: High 

JquesSon 

1Í£22üü£ 

j r n n r 

} C 0 N ) [ 

OTD) 

OTD) 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hello Gènts, 
I have a.quick question for vou all. We have b<*en requested to 

our site so that we can 
" U i t h r m t anu ma in r iggiioe 

2§en requested to| 
ISo riaht now I have à 

I at 

Any ideas or tips? I have a similaif 
properly. The only major difference is that 

And yes, I have|_ 

Regards, 

] 
P.S. I'm going tó be sending you back a 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
Phone 
Nextel 

fairly soon, as one of ours has 

but it works 

b 2 

b 6 

b 7 C 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 
Çc: 
Subject: 

{OTP}. (FBI}. 

A L L INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED 

DATE. 04-03-2009 B Y 60322 uc/lp/atp'/fIs 

[ ] (CON) 
Wednesday. April 26. 2006 11:24 AM 

I rOTDi (FBI) 

RE: RedWoli 
J (CON) 
question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

TRanks. I'll investigate how we can resolve this issue. 
Regards. 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
Phonel 
Nextel 

b 2 

b 6 

b 7 C 

b 7 E 

Original Massage 
From: | 
Sène Wednesday. April 26. 2006 8:22 AM 
To: I ______ . ^ 

]JóTD) (FBI) 

Subject: Kfc: Kedwoij |question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I'd rather not go the! 

Since another avénue exists to complet^ 

thanks, " 

[route at this time, we simply dcin't have the units or the time to construct them now. 

^ [solution. lets do that arid focus our efforts on the 

---^Original Message--— 
From: I 
Sent: Wednesday. April 26, 2006 11:18 AM 

H(CON) 

To: 
Cc: 
Subject: RE: Redwolfl 

"IfOTDi (FBI) 
liCON) 
puestión 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H i Q r 
Thanks for the input. I'll check to see if I can mess with tha 

also suggested £ 

have a bunch o 
Regards, 

requested. Woyld vou rather wait off on doing a solution like that and just gn tnj 
| that we could use for this? 

Tfor achieve this.| |has 
Ithat the case agent has 

pown the road, or do you 

i z n 
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ELSUR Technology Management Unit 
Electronic Surveillance Technology Sëction, OTD 
Phone 
Nextel 

—Original Message— 
From: L 
Sent; 

"}OTD)(FBI) 

To:C 
Wednesday. April 26, 2006 4:05 AM 

Subject: RE: RedWoli 
(CONI 

' F l luestion 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 

b 6 

b 7 C 

b 7 E 

If tho -nni» Hifforón/-y ¡S 

thaf are currently in use on youj 

It may help if you were able to 

it you nave Qj 
free to call and I will attempt to walk you through the setup of thej | 

if you have questions on how to do this please feel 

Thanks, 

---Original Message 
From: I 
Sent: 
To: 

j (CON) 

Cc: 

Subject: 
Importance: 

Tuesday. April 25. 2006 10:26JEM ' ; f 

ÌTDHCONÌ 3 [CON); 

, M Ì E 
• iipTD) (FBI)| 

RedWolf| puestion 
High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] (CON) [ 

](FBÏ); 
I r r n N v f 

](0TD) (CON); 

JCON) 
](C0N); 

Hello Gents, ' 
I have a quick question for you all. We have been reguested to 

I at our site so that we cprj | So riqhtnow I have a f 
w ithout anv major issues' 

Anv ideas or tips? I have a similar! 
^ it works properly. Thé only major difference is thalj_ 

And yes, I have rebooted thej 

Regards 

- h u t 
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P.S.! I I'm going to be sending you back a 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
Phone: 
Nextel: 

fairly soon, as one of ours has 

b 2 

b 6 

b 7 C 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 

' ' V 
SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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{OTP}. (FBI}. 

A H INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-03-2009 BT 50322 uc/lp/stfe/fIs 

From: 
Sent: 
To: 

Cc: 

Subject:. 

.Wednesday, Anril 26.2Q06 

'{•»Un 

(CON) 
:38'P! 
mm al 

RE: RedWolf_ 
1 (CON)f 

1 /nnhhi 
1(Ulül (CONiif 

HCQN) 

Question 
KüTD) ( h u i [ 

D B S 1 
TDHCONÌ 

] 
FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hi Folks, 
I answered my own question. 

Kegards, 

tLbUK I ecnnoiogy Management Unit 
Electronic Surveillance 
Phone 
Nextel 

èchnòlogy Section, OTD 

b2 
b6 
b7C 
b7E 

Original Mpccanp-—-
From: I 
Sent: Tuesday. April 25. Z0057:_. 
To: I I (CON){ 

(CON) 
26 PM 

(CON) 
Cc: 

IFBSE 
ImM 

^question Subject: . RedWoIlL 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

K™jn 

5C0N);[ ](OTD) (CON)£ 

IfCON); w); 
Jo ((mr 

l(CON) 

](rtD) 

[OTP) 

Hello Gents, 
I have a quick question for you all. We have been requested to[ 

site so that we can| I So right now I have; 
|with(?ut any major issuesll 

Z 
Any ideas or tips? I have a similar! 

nee is tRatf properly. Theonlj major difference 

And yes, I have rebooted the 

Regards. 

A 

l a t ÖL 

Ihut it works. 

P . S [ I'm going to be sending you back a airly soon, as one of ours has 

25 



ELSUR Technology Management Unit 
piortrnnir Riirvgiiianrg Technology Section, OtD 
Phone 
Nexte 

b 2 

b 6 

b 7 C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

26 



From: 
Sent: 
To: 
Subject: 

ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED E X C E P T 

WHERE SHOOT OTHERWISE 

(FBI) 
—'12 :17 P 

Ì Q I D L ^ B I ) J _ 
M_ 

DATE: 04-03-2009 

CLASSIFIED B Y 60322 uc/lp/stp/fls 

'REASON: 1.4 (c).. • 

D E C L A S S I F Y ON: 04-03-2034 

l (OTD) (FBI) 

RECORD 212A 

Guys,. 
Here i 

the week c 
additional info from[ jregarding believe they are hoping to get thej ¡installed 
but I have not heard a definite date. Let me know if you have any other questions 

ssja —-Original Messias 
From: 
Sent: 
To: 
Cc: 
Subject: 

IS) 

w w i n p ^ w . lniv io. ?nnp 7:10 PM 

JFBCiC 

fcoN) 
f 7:1 
ICFBIL 

RECORD 212A 

] (FBI) 

b l 

, b 2 

b 6 

b 7 C 

b 7 E 

As a rp fprpnrp I'm rpnpatinn naranranh 3 rv 

3il 
£ ~hu np 01 F-Mai l 

(S) 

iGive me a ca I for rlarijiration or questions. I for rlarijiration or questions. 

22 



DERIVED FäOfifl: G-3 FBI eiassintdliuii Quiûe Q-3. dated 1/97. foreign Countcrintolligonco Investigations-
DECLASSIFICATION EXEMPTION 1 ' 
SECR63- ' ~ 

DERIVED PROM. Q-3 FBI CiassIfiuaUun Quid»Q-3. dal«d 1/97. Fmeign Coutiteiliitelliuence Investigation» 
DECLASSIFICATION EXEMPTION I 
SECRET 

SEßRET 



From: 
Sent: 
To: v 

Subject: 

UNCLASSIFIED 
NON-RECORD 

ALL INFORMATION CONTAINED 

H E R E I N IS U N C L A S S I F I E D 

DATE 04-03-2009 B T 60322 uc/lp/stp/fIs 

(OTP) (FBI) 

1 l(FBI) 
Friday, May 1 2 , 2 0 p g ^ P M 

(OTD)(FBI) 

. b 2 

b 6 

b 7 C 

b 7 E 

in the[_ 
Iwas right again! I llike you advised and for the most part didn't hear anything different 

Ion RedWolf occasionally would be I I 
I Thanks again for it seemsL 

response and cure 

UNCLASSIFIED 

; • 

/ 
> 
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From: 
Sent: 
To: 
Cc: 
Subject: 

• * ALL INFORMATION CONTAINED ' ' • 

SEbfitT H E R E I I i I S UNCLASSIFIED E X C E P T D A T £ . 04-03-2009 
WHERE SHOOT OTHERWISE CLASSIFIED B Y 60322 uc/lp/stp/fIs 

REASON: 1 . 4 (c) 
( O T P ) ( F B I ) D E C L A S S I F Y ON: 04-03-2034 

.Thursday .lnlv?7 3006,2:18 PM 
I . I ™ 

( 5 ) I K r r m /Fnn 

] (OTD) (FBI) b l 

b 6 

b 7 C 

RECORÌ? 212A 

Our partners are orderinc 
mail below. 

and they should be in the 

Just to teclegr, foreactf 

in about] k - From the referenced e-

^edwolf. 
I Redwölf. 

b 2 

b 6 

b 7 C 

b 7 E 
Let us know when you get a firm install date, and when you need us to come up and install the equipment. 

Thanks. 

—Original Message 
( S ) From: I ](FBI) 

Sent.: , fflurstiav, JulY 27, 2006 12:17m. 
To: | lnTnwFRi)[_ 
Subject: R f l 

JOTD) (FBI) 

"RECORD 212 A 

Guys, 
egardin j I I believe they are hoping to get the 

installed the week oj | but I have not heard a definite date. Let me know if you have any other questions, 
Here is the additional info from| 

(S) 

il^j -—Original Mpgaae-
From: 
Sent: 
To: 
Cc: 
Subject: 

I 
Wednesday. July 

[COIN) 
IO Ì2 .6 7:--

i z f b i J L 

10 PM 

-TrE&RCT 
RECORD 212A 

](FBI); (FBI) 

' b l 

. b 2 

b 6 

b 7 C 

b 7 E 

As a reference I'm repeating paragraph 3 off Ljune 21 E-Mail, 



fsCPWHii 
b 2 

Y b 6 

bive me a call for clantication or questions. b 7 c 

^ ^ b 7 E 

DERIVED FROM: GO TDI Classification Guide GO. dated 1/97. foreign Counterintelligence Investigation» 
DEOLAOOIflGATIOH EXEMPTION 1 
SEGRET 

DERIVED FROM; G-3 FDI Clnaoifieation Guide G 3. datod 1/97i Foreign Counterintelligence Investigations 
DEOLAOOIflOATION EXEMPTION t 
SEGRET 

DERIVED FROM. G-0 fDI Claaaifieation Guide G-3. dated 1/07. foreign Gounterlntollidcnoo Invootigatione-
DECLASSIFICATION EXEMPTION 1 
SEGRET ! 

S ^ E T 

21 



.-/.'I / 

From: 
Sent: 
To: 
Cc: 

Subject: 
(S ) 

S E P R Q ; 

(OTP) (FBI) 

ALL INFORMATION CONTAINED DATE: 04-03-2009 

H E R E I N 15 UNCLASSIFIED EXCEPT CLASSIFIED B Y 60322 uc/lp/stp/fIs 

WHERE SH0TTOJ OTHERWISE REASON: 1.4 (c) 

• D E C L A S S I F Y ON: 04-03-2034 

(FBI) . 
Friday. July 28. 2006 4:02 PM 

TF5E 
}OTD) (FBI) 

FHTM (FRH 

RE 

JFBI); 
b l 

b 6 

b 7 C 

SECRET 
RECORD 212A 

You are correct, we are 
I will let you know when I have a date tor install. will be th^ 

-—Original Message— 
( S ) From: [ 

To: 
Cc: 
Sübject: • REJ 

QS 2 
, JFBI) 
TTrfm fFFjT) 

J(OTD) (FBI) 
.bl 

b 2 

. b 6 

b 7 C 

b 7 E 

SECRET 
RECORD 2Í2A 

Our partners are ordering all| 
e-mail below. 

Jnd they should be in the in about 

Just to be cléàr. for eachf 

From the referenced 

]Redwolf. 
"fcedwolf. 

Lét us know when you get a firm install date, and when you need us to cóme up and install the equipment. 

Thanks, 

• -—-Original Message--— 
S 3 / From: 

•—-onginal Message--— 
rom: (FBI) 
ènt: ' inursgav.JMV2A ¿URTA 12:17 PM Sent; 

To: 
Subject: FW 

Z l ñ ü l U ¿ B I ) ; [ 

SECRET 
RECORD 212A 

LOTD) (FBI) 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

Guys, . : 
Here is the additional info froml regarding 

installed the week ofj | but I have not heard a definite date. Let me know if you have any other questions. 
believe they are hoping to get thef 

—Original Message— 
From: ICON) 

17 



'V' 

t s r 

Sent: Wednesday. July 19, 2006 7:10 PM 
To: 
Çé: 
Subject 

1(FBn_ 
r p i ) ; [ 3FBD{; (FBI) 

SCGRCT 
RECORD 212A 

b l 

b 6 

b 7 C 

As a reference I'm reDeatina DaraaraDh 3 ofl Uune 21 E-Mail 

iSh 

clarification or questions. 
j Give me a call for 

DERIVED fROM: 0-3 fP I Classification Guide Q-3. dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION I 
SECRET 

DERIVED fROM: Q'3 TBI Classification Guide Q-3. dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM. Q-3 FBI Classification Guide Q-3. dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION I 
SECRET 

s f e ^ E T 
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DERIVED FROM; G 3 FBI Glnò&ifioatioh Cuido G 3. doted 1/07. foreign Counterintelligence Investigation» 
DECLASSIFICATION. EXEMffHQM-4 
SECRET 

j 

S ^ E T 
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ALI INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED • 

UNCLASSIFIED 
NON-RECORD b2 

b 6 

b 7 C 

b 7 E 

My observation of thef 

I Redwolf. Perhaps we could all sit down and discuss in a round table sometime this week 
'"N 

Thanks, 

' / 

UNCLASSIFIED 

16 



From: 
Sent: 
To: 
Cc: 

v 
Subject: 

AIL INFORMATION CONTAINED ' 
HEREIN 15' UNCLASSIFIED EXCEPT 
•WHERE SHOOT OTHERWISE 

OTP) (FBI) 

DATE: 04-03-2009 
CLASSIFIED BY 60322 uc/lp/stp/fls 
REASON:' 1.4 (c) 
DECLASSIFY. ON: 04-03-2034 

<S) 

l ( F B I ) 
3Ü6 I uesdav. August ui. ¡¿uu6 8:42 AM 

KOTD) (FBI) 
](OTD) (FBl)\ 

RE 
ÏÏÔÎD) (FBI) ] O T D ) (FBI) 

(OTD) (FBI); bl 
b6 
b7C 

OCORCT 
RECORD 212A 

We will only do I' hope to have an updated delivery date by COB today. 

— -̂Original Message' 
From: I 

• » i Sent: 
\ û t To: 

Cc: 

j(OTO) (FBI) 
Tuesday. August 01. 2006 8:14 AM 

I 'PR" 
I (OTD) (FBI);[ 

Subject: RE 
IfiTT» ÎFfV) 

](OTD) (FBI);[ ](OTD) (FBI)] I 

-SECRET 
RECORD 212À 

Thanks 

From the info that] ¡shared, it appears that these are not which is good. 

bl 
b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

From your earlier conversations with me,[ 

Please give me as much heads up on when you actually expec 

Thanks, 

Î S ) —Original M ^ q ^ - - - -
From: |_ 
Sent: 
To: 
Subject: FW 

S B e R » 
RECORD 212A 

j(FBI) 

H(OTD) (FBI) 

bl 
b2 
b6 
b7C 
b7E 

Guys, 
Here is the additional info frorr 

installed the week oll I but I have 
regarding ] beli 

know 
believe they are hoping to get tha 

not nearo a definite date. Let me know if you have any other questions 

• S E H S Ê T 

13 



Î S ) 

—Original MRSfflflfl 
From: [_ 
Senti 
to : 

JCON) 

Cc: 
Subject 

WoHnfcriav 1nlU 10 7nnp 7:10 PM 

BI) FBI); ](FBI) 

-SECRET 
RECORD 212A 

b l 

b 6 

b 7 C 

As a reference I'm repeating paragraph 3 ofl Uune 21 E-Mail 

clarification or questions. 

DERIVED XROM: GO fDI Classification Guide GO, dated 1/07. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
DECRET 

DERIVED TROM: GO fDI Classification Guide GO. dated 1/97. foreign Counterintelligence Investigations 
DECLAOOiriGATIOM EXEMPTION 1 
^ — " • . " 1 

DERIVED FROM. G-3 FBI ClasaHiualiun Qui JE G-3. DATCJ 1/ST. F u i b m i i CUUH tuilntwlliuence InvehtiudUuiiv 
DEGLASGIflGATION.EXEMPTION 1 

14 



S Ì ^ & f T 
-SÈGRET . / _ 

DERIVED PROM: (5-3 TBI eiabsifiiaUüii Guide QO. dated 1/07. farcign CountorlntoHiaonca Invaetigations. 
DECLASa 
SECRET 

T 

15 



K O T O ) (FBI) 

ALL INFORMATION CONTAINED DATE: 04-03-2009 
HEREIN 15 UNCLASSIFIED EXCEPT CLASSIFIED BY 6.0322 uc/lp/stp/fIs 
WHERE SHOWN OTHERWISE REASON: 1.4 (c) 

DECLASSIFY ON: 04-03-2034 

From: 
Sent: 
To: 
Cc: 
Subject: 

<S) 
[ > B I ) 

Tuesday. August 01, 2006 9:24 AM 
rOTDWFBh 

• JFBI) ; (FBI) 

bl 
• b6 
b7C 

Sfc-CKET 
RECORD 212A 

O The expected delivery date for the| [s 
to do the installation. 

I think you should on plan on coming up the week of 

(S) 

—Original Message 
Fròm: I 
Sent: 
To: 
Cc: . 

lOTD) (FBI) 
Tuésday, August 01. 2006 8:14 AM 

I (FBI) 

Subject: ~RE 
nnì rcan 

]oTD) (FBI) 

"SECRET-
RECORD 212A 

Thanks, 

(OTD) (FBI)[ (OTD) (FBI); 

From the info that] [shared, it appears that these are not 

From your earlier conversations with mej_ 

Please give me as much heads up on when you actually expec 

Thanks, 

which is good. 

bl 
b2 
b6 
b7C 
Jd7E 

b2 
b6 
b7C 
b7E 

—Original Message 
( 2 J From: I l(FBI) 

sent: T W r W lnluV 12:1 
To: I 
Subject: FW; 

T o t t o W Y 

RECORD 212A 

ITD) (FBI) 

Guys, 
Here is the additional info frorr£ believe they are hoping to iget the [regarding , , — -

installed the week of) [ but I have not heard a definite date. Let me know if you have any other questions. 

10 



(S) —-Original Message— 
From: I J(CON) 
Sent: W^n?sd? Y , Jyily 1?, 2QQ6 7:10 PM • 
To: 
Cc: 
Subject 

2006 7:10 

¡prei);L JfBi)l ](FBI) 

SECRET 
RECORD 212A 

b l . 

b 6 

b 7 C . 

Ac g rofarenro I'm ronoatinn ngranranh 3 r»j llnnA 91 F-Mail 

(S) 

iRedwolfj 

b l 

b 2 

b 6 

b 7 C 

b 7 E 

ciaritication or questions. 
JQive me a call for 

DERIVED FROM; C 3 FBI ClaoGifioation Guido G 3. datod 1/97, Foreign Countorlntalligonca Investigations 
DECLAOOiriCATION EXEMPTION 1 x 
b h l K b l 

DERIVED TROMi G-3 TBI Classification Guide G-3. doted 1/07. Foreign Gountcrlntolliqonoo Invootiqatlono 
DECLAOGiriCATIOM EXEMCTIOftU 
SECRET 

DERIVED FROM; G 3 FBI Claooifioation Guido G 3i datod 1/97. Foroign Counterlntolligonce Investigations 
DEGLASSiriCATION EXEMPTION 1 

ii 
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From: 
Sent: 
To: 

Cc: 

Subject: 

S É p R Ç T 

(OTP) (FBI) 

ALL INFORMATION CONTAINED 
DATE: 07-02-2009 
CLASSIFIED BY 60322 uc/lp/stp/f-ls 

HEREIN IS UNCLASSIFIED EXCEPT p £ A S 0 N - 1 4 (c) 
WHERE S H O W OTHERWISE DECLASSIFY ON: 04-02-2034 

(CON) 
Monday. October 05. 2006 Vo:43 Al 

"ITFETTT 
IO: 

m u 
(FBI); 

(S) 
II ' 'M' 

FBÎJ[ 
I r w m f 

ÌQTD) ÍFBlf 
H . 

SENSÎTtVlrSUI-UltëfcASSfFiED^ 
N O b U R E e o R ^ 

P b l 
b6 
b7C 

FYI 

]HedWolt. IhoughtsV 

b2 
b6 
b7C 
b7E 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ÈSTS) 
Operational Technology Division (OTP) 

Desk) 
Cell) 
Fax) 

s É Ñ s r n v E ^ t g ^ m e i ^ s s i F i É g 



S E D K E J 

I ä E 
"LTRIVT 

IfFBiyf 
ZLEBÜ£ 

(S) 
Subject: RE:[ 

(OTP) fFRTVl IfOTD) (FRD-I 
I lYnmWFRTVl I (FBI) 

J(OTD) (FBI)"] 

IfFBIvf 

RECÖRC 
b l 

b 2 

b 6 

b 7 C 

b 7 E 

(S) 

(S) 

(S) 

(S) 

. • You will have to inform either! in order to get a 

What is your file number for this operation? Sorry to be so long winded - old guy, can/t figure when to shut 
up....... 

Let me know what you think. . 

S/\ 
Teen A d v i s o ~ 
PR'J 

b l 

b 2 

•b6 

b 7 C 

b 7 E 

Ö) 
C) 

—Original Message-— 
From: I |(FBI) 
Sent: Tuesday. OdobeHTnoos1:15 PM 
To: I ' H i FBI) 
Subject: RE:| | 

( S i V ; - T x & g f r 
RECORI 

SB6BET 



S È ^ T 

(S) 

here, at 
thànks for cutting me in on the email-I have a first draft ready to send off for review for a| | 

I d on't know how long it will'take DOJ/HQ to approve though-will keep you posted on 
what's happening with it.. My people just moved to a new office'about a mile north of their old one-not 
much difference in offices. Thanksj | . 

—Original Message--— ' 
] (FBI) From: 

Sent: 
To: 
Cc: 

Subject: 

secnET • 
RECORD 

Wednesday, October 04, 2006 4:46 AM 
tOTD) (FBI) 

(FBI) 
(FBI) 

UBI) 

JML 
U l l i 

J |OTD) (FBI) 

M 
JFBI); 

l(FBI); 
ï< :OTD)(FBÌ)T 5 

b l 

b 2 

b 6 

b 7 C 

,b7E 

Discussed a situation with the b"ys that were sent out tol 
Red Wolf system. During our discussions, it was mentioned that you have,[_ 

]that maybe available. 1 

Red Wolf if you can set it up for us. 

b 2 

b 6 

b 7 C 

b 7 E 

Lèt nie know what you think. 

SAl 1 
Tech 
FBI 

Advisor 

O) 
C) 

Investigations 
DECLASSIFICATION 

I Guide G-3, dated 1/97.£ox»iaiHfrnin!erintei^^ 

TJER1VEB-FRQMI_G-3 FBI Classification Guide G-3. dated 1/97. ForeignjCounterinteHtaencg 
Investigations 
DECLASSIFICATION EXEMP3 

uéKiVfcUhKUM: b-3 KDI Clasaifitntiiìiì ^ * 1/07. l~uiMh|n Counterintelligence" 

J ^ É T 



s f e ^ T 
"investigations 
DECLASSlFtGATlDtiLEXglPfpflON 1 

"BERIVED-FROJULJ5-3 FB[Classification Guide G-3. dated 1/97. Foreign CountorifrteHiqeffce"" 
Investigations 
DECLASSIFICATION EXB 

IPERIVEDI UUM. Li-J FBI Ratif ication Guide G-3. dated 1/97. Tomign rgiintrrlntfillifinnrrrtnvfestiqations^ 
DECLASSIFICATION EXEMPTION 1 
SECRET- — 

"DERIVED FROMr6-3 FBI Chssific*atinn Guide G-3. dated 1/97. Foreign Co|intnrlnt8llinmn.e Investigations ~ 
DECLASSIFICATION EXEMPTION 1 
SFCFSFT 

DERiVE[rFT^OMrQ=3-FB4-Ciassiflcation Guide G-3. dated 1/97. Fore^" ^ft""»°r|BteHtqgnceTnvest!qations 
DECLASSIFICATION EXEMPTION 1 
SECREL. 

"BERIVhD PKOM; G 3 FBI Classification Guide G-3. dated 1/97. Foreign Counter lntr l 'H'r" Investigations " 
DECLASSIFICATION EXEMPTION ! 
SECRET 

SE8KET 
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ALL IHFOMÎATIOK COHTAINED 
HEREIH IS UNCLASSIFIED 
DATE 04-27-2009 BY 60322 UC LP/PLJ/LCT 

Document # | Description I # of pages] Classification Source 
1 E-Mail dated March 23, 2005 7 Secret NOFORN 
2 E-Mail dated March 23, 2005 9 Secret NOFORN 
3 E-Mail dated May 9, 2005 4 Sensitive but Unclassified 
4 E-Mail dated May 10, 2005 3 Secret. 
5 E-Mail dated February 1, 2006 2 Sensitive but Unclassified 
6 E-Mail dated February 1,2006 2 Sensitive but Unclassified 
7 E-Mail dated February 1, 2006 2 Sensitive but Unclassified 
8 E-Mail dated July 27, 2006 2 Secret 
9 E-Mail dated December 6, 2006 2 Sensitive but Unclassified 
10 WordPerfect Document Training provided between 12/10/03 and 1/ 1 Sensitive but Unclassified 
11 TextDocumentnamed011504.txt 1 Sensitive but Unclassified 

b 6 
b7C . 



• Message 
ALL. INFORMATION CONTAINED 
HEREIN. IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

(OTD) (FBI) 

DATE: 0 5 - 0 1 - 2 0 0 9 
CLASSIFIED BY 60322 VC LP/PLJ/LCfl 
REAS Oil: 1 . 4 Je) 
DECLASSIFY ON: 0 5 - 0 1 - 2 0 3 4 

Page 8 of 9 

From: ] (CON) 
Sent: Wednesday, March 23, 2005 9:41 AM . 
To: (ITD) {FBI);l (FBI)I kFBI) 
Cc: IFBIli IfFBnJ IfFBIVl liFBItf I 

l(FBI);| l(ITD) (FBI);| I (ITD) (FBI)i I (ITD) 

Subject: RE: 

NOFORN 

within about a half a day we can be ready to test the new configurationL 
Uwe can drive up tc about an hour to get the[~ 

sure when the court order will be approved (which may dictate how we operate for the near future). Thanks. 

_ | So, 
Late this afternoon, tomorrow, Friday, etc. are all good with me. I am not 

b2 
b 6 
b7A 
b7C 
b7E 
b4 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance TechnologySection (ESTS) 
Investigative Technology Division (ITD) 

iDesk) 
Cell) 
Fax) 

—Original Message—— 
From:| |(ITD) (FBI) ^ 
Sent: Wednesday. March 23. 2005 8:37 AM 
To-I , l(CON);r ~1(FBI)J I (FBI) ; . _ 
Cd - l(FBI);| l(FBn:l T(FBI)j |(FBI)f 

r — H/FBl):l KnPWPMH' iITD) (FBI) 
Subject: RE: 

3ECRET//NOFORN 
RECORD] 

12/6/2006 s È ì ^ q ; 



Message S EGRET Page 2 of 7 

m 
To mova thp rollantion tn thpf lnnw wmiiH be fairly simple from our view, assuming you have[_ 

Since the court order is not in effect yet, we could do the move and re-testf 

We canf" 

As for the long-term forwarding tcj |l will assist" 
that process. 

Please let me know if you have the available! 
and test. 

Thanks, 

cz=] 
——Original Message-
From^ 1 (CON) 
Sent: Tuesday, March 22. 2005 3:58 PM 
To=l _J(FBnjZZ 

mrrzz Cc: 

Subject: RE: 
w 

,(FBI) 
l(FBI); 

SECRCTWOFORN 
RECORDI 

when they wish to start 

^jand when you would tike to do the move 

(FBI)j_ ](rTD) (FBI); 

b2 
b 6 
b7A 
b7C 
b7E 
b4 

Thanks for the guidance. When do you think there will be space on the 8th floor? . 

We nan hanrilp thpf 
\ Until this capability-exists, I recommend we use the 

I Does this sound reasonable? Thanks. 

12/6/2006 



-Message S E C R E T Page 9 of 9 

I 
ELSUR Technology Management Unit (ËTMU) 
Electronic Surveillance Technology Section (ESTS) 
Investioative Technology Division flTDÌ 

(Desk) 
(Cell) 
(Fax) 

-Original Message-
From:[_ ](FBI) 
Sent; Tuesday; March 22. 2005 12:22 PM 
To: 
Cc: 

](CON}£ 

Subject: REÍ" 
IÍFBIU 

"I (FBI) 
[(FBI); FBI) 

b2 
b 6 
blA 
blC 

• b7E 
• b4 

•SklREIWNOFORN 
RECORD 

I 11 spoke with| |re this. We desire the[ 
believe we have the space to accommodate the system. As far as| 

"Ito the 8th floor. Currently. I don't 

L 
Thánksl | 

-Original Message-'-
From:| I (CON) 
Sent: Tuesday. March 22. 20Q5 11:07 AM 

Ccj 
(FBI) . 
Subject: FW:| 

QQ 

ITBI) (FBI); (FBI); 

NOFORN 

Do you want the| 
do. However, there may be other considerations based orj^ 

| Based on the meeting last week, I assume you 
Jinput, Thanks. • 

12/6/2006 S^M&X 



-Message S E C R E T Page 9 of 9 

ELSUR Technology Management Unit (ETMUj 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 

{Desk) . 
(Celi) 
(Fax) 

Orjninal Mpccans—--
From:| |(ITD) (FBI) 
Sent: Monday. March 21. 2005 10:56 AM 
To: 

(FBlfl 

- • ( C O N I 
«OGA1: 

Subject: RE 
fer 

"SLIKL HjNnFORN 
RECORD 

We have obtaìnec£ 

In the future, based on thef 

b 2 
b 6 
b7A 
"b7C 
b 7 E 
b 4 

liFBIliJ 
](TTD) (FBI);[ 

IffBnf 
J(ITD)(FBI) 

the Redwolff 

After that time, when I a m notified that a | 

This win allow you to keep track of wha t g o e s where . 

12/6/2006 S Ç ^ T 



j&iessage T 

I hope this helps. 

If yoù have any questions, please féëi free to contact me. 

Page 5 of 3 

(desk) 
(cell) 

b 2 
b 6 
b7A 
b7C 
b7E 
b4 

—Original Message-
From:|_ H(CON) 
Sent: Friday, March 18. 2005 3:12 PM 
To: 
Cc: 

.(FBI) 
SuEfect: RE: 

JiUDUFBI) 
KOGA); (FBI), (FBI); 

•§£êgËHM2EQB£L 
RECORD 

Per our conversation, please provide your insight .on theT 
know, we have a I |Red Wolfl 

TA ,s you 

JThanks in advance for your insight. 

fcLSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 

(Desk) 
(Cell) 
(Fax) 

12/6/2006 S 

-—Original Message-
From: 
Sent: 

Subject: 

(OGA) 
ridav. March 18."7005"l2:34 PM 

(FBI);|_ 
KCOIMl 

] (HD) (FBI) 



Message S EGRET Page 6 of 7 

-StreftgfflNOFORN 
RECORD| 

Listed below are theT 
associated RW 

las Red Wolf (RW\ 

TARGET 

(S) 
b l 
b2 
b 6 
b7A 
b7C 
b7E 
bl 

[ ] 
Electronic Surveillance-Operations Office (EOSO) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD)' 

]Cell) 

DERIVED FROM. Q»3 FBI Classification Guide 0-3. dated 1/07, foreign Countoflntolliqonco Invoetiaatow-
DECLACOiriOA I ION EXEMPIIDN 1 
3ECRET//NOFORN 

DERIVED FROM. Q-3 l"DI ClasAificatioii Guide G 3, dntod 1/97, Foreign CountQrlntellinenc° l r"'ocf i rlaf '""g 

DCOLAOOiriOATION EXEMPTION 1 
GEORETV/NOFORN 

12/6/2006 



-Message SECRET Page 9 of 9 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SeeRgTZ/NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SgeftgH/NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
S6Cft6¥//NOFQRN 

DERIVED FROM: G-3'FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SE6ttET//N0F0RN 

DECLASSIFICATION EXEMPTION 1 
GCCRCT//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
OCGrcCTONOFORN 

12/6/2006 



Message S EGRET ALL INFORMATION CONTAINED 
HEREIN- IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Page 82 of 7 

(OTD) (FBI) 

From: (CON) 
Sent: Wednesday, March 23, 2005.4:07 PM 
To: I •(ITD)(FBlj . ' 
Cc: I , IflTD) (FBI); 

. (FBI);| [(FBI). 

Subject: RE| 

SECRETffNOFORN 
RECORDl 

At this point, we will not be ready to test until tomorrow afternoon. 

] 
EISUR Technology Management Unit(ETMU) . 
Electronic Surveillance Technology Section (ESTS) 
Investioative Technology Division (ITD) . 

(Desk) 
(Cell) 
(Fax) . 

Original Message-1 

From: 
Sent: Wednesday, March 23," 2005 3:05 PM 

](ITD)(FBI) 

12/6/2006 
ET 

(FBI); (FBI); 

DATE: 05-01-2009 
CLASSIFIED BY "60322 ÚC IP/PWLCW 
REASOH: 1 . 4 ( c j 
DECLASSIFY ON: 0S-01-2034 

b2 
b6 
b7A 
b7C 
b7E 
b4 



j&iessage 

Tor 
Cef 
Subject: RE:| 

tuei/uMgiaei 
RECORDl 

ÌN_ 

Please give us the new 
noon (I 

Thanks 

ICON) 
l l T D ) (FBI) 

|as soon as you can. We will change thel ~ 
noon (I have a meeting to attend in the afternoon), and Friday is a bad day for me ancj_ 

b 2 
b 6 
b7A 
b7C 
b7E 
b4 

Page 9 of 3 

^tomorrow before 

From:[ 
•Original Message---

] (CON) 
Sent: Wednesday. March 23, 2005 9:41 AM 
To-I l(TTDÌ(FBIÌ:[ 
Cd , , KFBI): 
I KFBI);| 
(CON) 
Subject: RE: 

J(ITD) (FBI); 

k£ÇI ) ; [ I~ 
(FBÌF 

accnciynnrnrfM 
ÌRC 

]Red WolfQ 

] ( F B I ) r (FBI)C 
(ÏTD) (FBI);L 

~1(FBI);[ 
](ITD) 

So, within about a half a day we can be ready to£ 
1 We can drive up toi Jin about an hour to get the 

J Late this afternoon; tomorrow, Friday, etc. 
are all good with me.. V am not sure when the court' order will be approved (which may dictate how we operate for the near future). Thanks. 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
lm¡esí¡aaliiíeJüechnology Division (ITD) 

(Desk) 
(Cell) 
(Fax) 

12/6/2006 S 



Message S EGRET Page 84 of 7 

—-Original Message—-
From:| I(1TD) (FBI) 
Sent: Wednesday, March 23. 2005 8:37 AM 
To: l J(CON]£ 
Cc:l " 

l(FBI); 
Subject: RE:| 

BECBCTJ/NOCORN 
i f RECOR 

[ = • 

To move thé collection'to theF 
[ 

](FBII£ 
(FBI)J 

jTTS) (FBI)} 
Ä 

Im. 
J(.ITD) (FBI) 

jnow would be fairly simple from our view, assuming you have 

Since the court order is not in :effect yet, we could do the move and|^ 

We can 

As for the long-term forwarding to| 
wish to start that process. 

I will assist 

1 (FBI); 

b 2 
b 6 
b7A 
b7C 
b 7 E 
b 4 

Please let me know if you have the available^ 
do the move and test.. 

"jwhen they 

land when you would like to 

Thanks, 

—-Original Message-
From: ](CON) ' 
Sent: Tuesday. March 22. 2005 3:58 PM 
To:l (FBI)J fFBIY 
Cc:| [(FBI); ÎFBI); (FBI); ;rrD) 
(FBI1Î1 (FBI);I 
Subject: RE: 

12/6/2006 



Message Page 4 of 9 

^biKEiliNUKPRN 
RECORD 

Thanks for the guidance. When do you think there will be space on the 8th floor? 

We can handle the! 

recommend we use tne£ 
sound reasonable? Thanks. 

"1 Until this capability exists, I 
Does this 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Invpstinatiyp Tp.chnoloqy Division flTDV 

(Desk) 
(Cell) . 
(Fax) . 

b 2 
b4 
b 6 
b7A 
b7C 
b 7 E 

--—Originili Message--
Fromj ](FBI) 
Sent: Tuesday. March 22. 2005 12:22 PM 
To;l 
Cc: 
Subject: Rt:f 

r i c c p i M 

-SECRET/I 
RECORD 

tlOfQRN 

] I spoke withl Ire this. We desire the[ 

• (FBI) 
ITFBI); ](FBI) 

Currently. I don't believe we have the soace to accommodate the system. As far asT 
"ltn the 8th floor, 

T h a n k s , | 

Original Message-
From:p" ~ (CON) 

12/6/2006 SEpK^r 



Message S EGRET Page 12 of 7 

Sent: Tuesday, March 22, 2005 11:07 AM 
To: 
Cc: 

_RFBÎ) 
Subject: FW:f 

arcnrTwiopoRN 
RECORD 

J(FBI);| (FBI), 

Do you want thel ~ l Based on the meeting last week, I 
assume you do. However, there may be other considerations based onl input. Thanks. 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
nvestiaative Technology Division (ITD) 

(Desk) 
(Cell) 
(Fax) 

b 2 
b 4 
b 6 
hi A 
b7C 
b7E 

-r—Original Message—-
From:| IflTD) (FBI) 
Sent: Monday, March 21, 2005 10:56 AM 
To: 
Cc 

Subject: RE: 

j B i j J , 
r a m ó n 

l(CON) 
T70GA-):! "I (FBI);! ](FBI); 

JrfD)(FBI); 

BECm:T//HOFQfW-

We have ¿btainedl 

12/6/2006 



Message - S E C R E T Page 6 of9 

In the future, based on theT 

Ithe Redwoltf 

12/6/2006 

After that time, when I am notified that aV 

This will allow you to keep track of what goes where. 

I hope this helps. 

.If you have any questions, please feel free to co'ntact me. 

desk) 
cell) 

—Original Message— 
From:[_ •(CON) 

nrnnrT/zun^ftiw 
RECORD) 

• 

Per our conversation, please provide your insight on thef 
| | As you know, we have e) |Red Wolfj 

b2 
b4 
b 6 
b7A 
b7C 
b7E 

To: 
ÇÇ: 

I fnn) (FBI) To: 
ÇÇ: (ÔGA); (FBI); (FBI); 

(FBI) 
Subject: Rfc 



•Message S ^ E T Page 7 of9 

12/6/2006 

aavance ror your insignt. 
] T hanks i 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 

(Desk) 
(Cell) 
(Fax) 

Original M e s s a g e -
From a IOGA) 
Sent: Friday, March 18, 2005 12:34 PM 
To 
Cc: 

L(FBI);[ 

Subject: 
|(CON) 

UCRTB) (FBI) 

b l 
,b2 
b 4 
b 6 
b7A 
blC 
b7E 

SESfiEîôjeEBBÈL 
RECQRP 

Listed below are tha 
I (associated KW£ 

l a s Red WolffRwT 

!S) 

TARGET 



• Message Page 8 of 9 

Electronic Surveillance Operations. Office (EOSO) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD1 
I KCell) 

b2 
b 6 
b7C 

ERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigation 
DECLASSIFICATION EXEMPTION 1 
SECRET??NOFORN 

DERIVED FROM: G-3 FBI Clarification Guide G-3. dated 1/97. Fgj^fan Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 
SECRETJ/NOFORN 

DERIVED FROM: G-3 FBI Classification Guide^3. datecH/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 / . ~ \ 
SECRET//NOFORN / \ 

DERIVED FROM: G-3 FBKflassification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION^EMPTION 1 
SECRET//NOFORM 

DERIVED/FROM: G-3 FBI Classification Guide G-3f dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 . ' 
SEgftET/ZNOFORN 

12/6/2006 S ^ ^ T 



-Message SECRET Page 9 of 9 

^RIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign' Counterintelligence Investigate 
DECLASSIFICATION EXEMPTION 1 
SECRfcP/NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMP>tQN 1 
SECRET/jNOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. cteiedJW<S7. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI ClassificattSn Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPT)l3ffl " ' 
SECRET//NOFORN 

DERIVED FR0M: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigation 
•DECLAS8tf ICATION EXEMPTION 1 ; 
SEC8FT//N0F0RN . 

12/6/2006 S ^ ^ J 



.J^essage . 

(OTD) (FBI) 

A l l INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-27-2009 BY 60322 OC LP/PLJ/LCtJ 

Page 1 of 4 

From: (OTD) (FBI) 
Sent: Monday, May 09, 2005 8:45 AM 
To: 
Cc: 
Subject: RE: 

(FBI) 
](OTD) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I was able to contact] [and we did a conference call between[ 

(OTD) (FBI) 
b2 
b4 
b 6 
b7C 
b7E 

]has been informed of the need to ordei 

I understand that the normali 

lRedwolf|_ 

If you have, any questions, please feel free to contact me. 

Redwolf system. 

-Original Message 
From: I |(FBI) 

12/6/2006 



j&iessage 

Sent: Friday. April 29. 2005 2:41 PM 
M lrrD)(FBI) 
Ce: I IrFRTi 
Subject: RE:| 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lis who we've been dealing with, and his number isT 

. I'm passing all of this on now because I'll be up your way, inl 
come down next week, or whenever possible, just let me know. 

Thanks. . . • 

Page 92 of 3 

b 2 
b4 
b 6 
b7C 
b 7 E 

~1 He can also payp thp way to allow usl 
I If necessary, 

next week, otherwise, I'll be glad to go along, but you're welcome to 

—Original Message—-
From) |(ITD) (FBI) 
Sent: Friday; April 29. 2005 11:30 AM 
To: I I (FBI) ; 
Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I'm swamped today, could you get me their contact info so that I could talk with them next week? 

Îf things work jiut, there is a chance I will be. down again next week to work on the[] 

12/6/2006 S 



j&iessage Page 93 of 3 

Thanks, 

—Original Message 
From{ ~ | (FBI) 
Sent; Vndav. April ¿9, 2UUb~T0:47 AM 
To:| , 
Subject: | 

b 2 
b4 
b 6 

• b7C 
b7E 

"|(ITD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HC 

I'm available to get back withl With your assistance. Would vou prefer to do another conference call? They left with me the 
question of| | I'm out all next week.at a class, but will be 
back on 5/9! - ; " 1 . : 

Got the lye'sterday.J thanks. 

. - t r 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

12/6/2006 S 



Message ' ' Page 4 of 4 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

12/6/2006 



DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
OH 04-27-2009 

Page 1 of 3 

(OTD) (FBI) 

From: (OTD) (FBI) 
Sent: Tuesday. May 10, 2005 5:03 PM 
To: . (OTD) (FBI) 
Cc: | (OTD) (FBI): 
Subject: RE: 

—SEiGRPT 
] 

(OTD) (FBI); (OTD) (FBI) b2 
b4 
b 6 
b7A 
b7C 
b7E 

The concerns that the! 
]Redwolf|_ 

"lRedwolff 

Redwolf|_ 

By looking at the[ 

12/6/2006 



yfMessage 

I hope this helps. 

—Original Message-
From:! 3(OTD) (FBI) 
Sent: Tuesday, May 10, 2005 3:16 PM 
To:| I (OTP) (FBI) 
Cc: 
Subject:! 

l(FBI); (FBI) 

" '— " " JLUHLI 

As mi As mentioned earlier, please take a look at the£ 
may already be addressing these issues. Thanks. 

-Original Message-
From: 
Sent: Monday, May 09. 2005 2:06 PM 

IFBI) 

To: I ~ i ( O T D ) (FBI); I |(OTD) (FBI) 
Subject:! 

jrrrnrT--

fyi . 
-—Original Message--.— 
From:| I(FBI) 
Sent: Monday, May 09. 2005 1:34 PM ' 

](FBI) To: 
Cc; ., . IND-
Subjecti| ] 

3C0RET 

12/6/2006 



j&iessage Page 3 of 3 

Hard copy is on its way. 

. b 2 
b 6 
b7A 
b7E 

(office) f 
(cell) 

•DgRWED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DECCftSglFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classiftteation Guide G-3, dated 1/97. Foreign Coafiterlntelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classificatiotyedide G-3, dated 1/97. Ryceign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION : 
SECRET 

DERIVED FfteiflT: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 . • -. • • 
SECRET ~ ~ ~ : 
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ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED < 

DATE 04-27-2J009 B Y 60322 UC LP/PLJ/LQT 

(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

] (OTD) (FBI) 
Wpdnp^Hav Fphrnary 01, 2006 10:29 AM 

flIQj (FBI) 
fOTm (FRI ì f 

RE: 
J(OTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD ' 

There are 2 more on my lab desk, I. ordered 4. You should be able to try it 

—Original Message— 
From: I llOTD) (FBI) 
Sent: Tuesday, January 31. 2006 9:20 AM 
To: 
Cc: 
Subject: 

] (OTD) (FBI) - • . . .. 
l(OTD) (FBI);! |[OTD) (FBI) . b 2 

J b 4 

b 6 
SENSITIVE BUT UNCLASSIFIED b 7 c 

NON-RECORD b 7 E 

The results of my[ 

] 

Thanks, 

|Kedwolf system. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

1 



•A.) rf 

ALL INFORMATION CONTAINED 

H E R E I N IS U N C L A S S I F I E D 

DATE 04-27-2009 B Y 60322 UC LP/.PLJ/LCW 

(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

l(OTD) (FBI) 
Wednesday, February 01 „2006 10:30 AM 

I l(OTD) (FBI) 
K h : l 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanksf 

Are you keeping Warm??? 

—Original Message 
From: [ 
Sent: 
To: 
Gc: 
Subject: WT 

] (OTD) (FBI) 
WpHnPcHav Fphrtiarv m ^nnf i 10:29 AM 

(FBI) 
(OTD) (FBI); I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] (OTD) (FBI) 

There are 2 more on my lab desk, I ordered 4. You should be able to try it with 

-Original Message-
From 
Sent 
To: 
Cc: 

Jriçj^ 
] (OTD) (FBI) 

l(OTD) (FBI) 
If OTD) fFBIV 1 I(OTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NONtRECORD 

b 2 

b 4 

b 6 

b 7 C 

b 7 E 

The results of my£ 

[ 

l 



Thanks, 

1 = 1 . 

b2 
b4 
b6 
b7C 
b7E 

Kedwoit system. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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O f 

r 
• i r 5 * , 

(OTP) (FBI) 

ALL INFORMATION CONTAINED • 

H E R E I N 15 UNCLASSIFIED 

DATE' 04-27-2009 B Y 60322 UC LP/PLJ/LCW 

From: 
Sent: 
To: 
Subject: 

C j(OTD) (FBI) 
Wprinpsriav Fphriiary 01, 2006 10:31 AM 

| I fOTDUFBI ) 
REil 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Its not that bad, Its about .32 and we got about 1 inch of snow last night. 

](OTD) (FBI) 
—Original Message-

From: I 
Sent: Wednesday, February 01, 2006 9:30 AM 
To: | IfOTDI CFRP 
Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks 

Are you keeping warm??? 

\HD 
—Original Message---.--

From: I I (OTP) (FBI) 
Sent: Wednesday. February 01, 2006 10:29 AM 
To: 
Cc: 
Subject: RE:[ 

IfQTDHFBI) . 
I(OTD) (FBI):! 

T 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 

.b4 

b 6 

b 7 C 

b 7 E 

](OTD) (FBI) . 

There are 2 more on my lab desk, I ordered 4. You should be able td try it with 
• I I . ' =• 

Original Message-
From: I 
Sent: Tuesday. January 31, 2006 9:20 AM 

Cc: 
Subject: 

](OTD) (FBI) 
nuary 31, 2006 9:: 
1 (OTP) (FBI) 

POTD) (FBI)i lOTD) (FBI) 

. SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The results of my 

l 



b2 

b4 

b 6 

b 7 C 

b 7 E 

Thanks, 

Redwolf system 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

• 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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t ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT. 
WHERE SHOWN OTHERWISE 

(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(S) 
SECRET 

Thursday. July 27. 2006 2:18 PM 
I l(FBI) 

] (OTD) (FBI) 

M m i l F B I ) 

DATE: 05-01-2009 
CLASSIFIED BY 60322 UC LP/PLJ/LCW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-01-2034 • 

lYlâlI ttèlÒW. 

Jùst to be clear, for eachf 

From the referenced e-

Redwolf. 
iRedwolf. 

Let us know when you get a£ 

Thanks. 

.-—Original Message-
From: [ 
Sent: 
To: 
Subject: 

( S ) 

kFBI) 
Thursday. July 27~2006 12:17 PH. 

IOTP) fFF|);| 
-FW 

l0TD) (FBI) 

bl 
b2 
b4 
b6 
b 7 A 
b7C 
b7E 

( S ) 

Guys, ' • ; 
Here is the additional info from 

I |but I have not heard a definite date. Let me know if you have any other- questions. 

1 = 1 

—Original Message 
From: I 
Sent: 
To: , 
Cc: 
Subject: 

Wednesday, lulv 19. 7fl0f 7:10 PM 
( F B I ) _ 

J(CON) 

Jo 
(FBI); 1(FBI); (FBI) 

SECRET 

S E C R E T 





(OTDKCON 

From: 
Sent: 
To: 
Cc: 

Subject: 

](OTD) (FBI) 
Thursday. October 12. 2006 7:37 AM 

RE 
kl0?)(CON C D : 

Je 

• ( O T D ) (COblL 
I(OTD){CON)L 

CLIN for REDWOLI 

](OTD)(CON)[ 

Servers 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

If we proceed development and testing with the as planned, they already have a 
jThere is no reason to assume this is a critical component that would delay anything to date. 

-ca 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 
Subject: 

l 0 T D ) (CON) 
Wpdnpfyjav. Ortnhsr 11. 2006 1:52 PM 

IfQTm (FBI) _ 
JOTD),(CTN)r 

]CUN for REDWOLFj pervers 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

30TD)(CON)C ](OTD)(CON 

b 2 

b 6 

b 7 C 

b 7 E 

Have we received the CLIN thalf 
importance to the development and fielding of the 

Jsaid wpuld be delivered to us this week? This CLIN is of utmost 
solution. 

Further delay in this delivery may jeopardize the fielding dates of the 
proposed) in Spring '07 

solution (as 

Telecom. Intercept and Collection Technology Unit (TICTU) 
Operational Technology Division (OTP) 

SENSITIVE BUT UNCLASSIFIED 

• SENSITIVE BUT UNCLASSIFIED 

A U INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED 

DATE 02-09-2009 B Y 60322UC/LP/STP/gjcr 
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From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 
Wednesday. October 11. 2006 3:36. PM 

|iOTm (CONL 
(OTD) (CON)J_ 

w 
liQIDXCO N 

CLIN for REDWOLF 

(OTD)(CON) 

Servers 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thnx-

Confucius say, don't sweat the small stuff... 

]0TD) (CON) 
—Original Message-

From: | 
Sent: , WftfeSfJflY, OiMffir,ll, 2006 1:52 PM 
To: JL 
Cc: 
Subject: 

. ¿OTD) (FBI) _ _ 
c: I liOTDHaMI 
Jbject: I ICUN for REDWOLfj pi ervers 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

](OTD)(CON£ ] (OTD) (^ 

b2 
b6 
b7C 
b7E 

Have we received the CLIN that 
importance to the development and fielding of th( 

said would be delivered to us this week?. This CLIN is of utmost 
solution. 

Further delay in this delivery may jeopardize the fielding dates of the 
proposed) in Spring '07 

solution (as 

Telecom. Intercept and Collection Technology Unit (TICTU) 
Operational Technology Division (OTP) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL IHF0RHATI0W COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 02-09-2009 BY 60322UC/LP/STP/g5cr 

2 



(OTD)(CON 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (CON) 
Wednesday. October 11. 2006 1:52 PM 

KOTDV (FBI) 
](OTD) (CON 

I rOTDXCON j ' - = { 
I I CLIN for REDWOLFI | Servers 

(OTD)(CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Have we received the CLIN tha£ Jsaid would be delivered to us this week? This CLIN is of utmost 
importance to the development and fielding of the solution. 

Further delay in this delivery may jeopardize the fielding dates of the 
proposed) in Spring '07 . 

solution (as 

b 2 

b 6 

b 7 C 

b 7 E 

Telecom. Intercept and Collection Technology Unit (TICTU) 
Operational Technology Division (OTP) 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED 

DATE 02-09-2009 B Y . 6 0 3 2 2 U C / L P / S T P / g j g 

2 
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DECLASSIFIED B Y u c 60322 lp/stp/sz 

ON 01-16-2009 

From: 
Sent: 
To: 

Cc: 

[ O T P ) ( F B I ) 

[ ](OTD) (FBI) 
Thursday, A p r i l i ? , 2QQ611;3QAM 
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l 7 F ü n r 

ÍEBI); 

I FBI): " 

FBI); 

b 6 

b 7 C 

" f F B l j f 
ITEEEEE 

TFBÖf 
T iFBÜT 

l E S E 
K I 

H I E 

Imv. 
" W 

I F B Ö T 

7 F B M 

T F B I F 

ITTFBQI 
IEEB!) 

IFBÖT 
ZEBE 

ZESH 
I E E E 

"FFBÍT 
LIE&nL 

(FBI): 

FFRTT 
M 

1 E M 
Im 

I F B Ö T 

SW Regioni 

I ß U D T l 
líOTD) fCQNTT 
F B l ì I 

(OTP) (CON):L 

Subject: 

SE^RgJWNOFORN 
^RgCORD"2$8-HQ-1045581 

(ITD) (CONH 
| | (OTD) (CON) ~ 

OTD) (FBI);1 

-, IOTP) (FBJOJ 
IfOTD) fCON):EI_ 

( |TP) f p O N ) ; 

]FBI) 

DCS 5000 Security Implementation 

Well here it is - The moment that I'm sure you have all been so anxiously awaiting has arrived. It is finally time 
to implement security on our beloved Red Wolf DCS 5000 systems. In February, we received Authority To 
Operate (ATO) the DCS-5000 based on a system type accreditation. This ATO was based on the security 
configuration settings and policies as documented and tested on thej {system. Now, we must field these 
settings on all DCS 5000 systems to insure that they are in compliance. The alternative to this 'type 
accreditation' would have been to document and test each individual system. Trust me - as someone who has 

1796 

b 2 

b 7 E 



been working for close to three years to get this one done- you would not want to do that. 

As I have told many of you already - Some of this will not be fun. The installation alone is challenging. It 
involves 

b 2 

b4 

b 7 E 

So how are we going to field this little treasure? A general outline of the process is laid out in the attached 
Implementation Plan - though the timetables are not date specific but based on a X+ day calendar. Actually we 
have already begun. After developing the configuration settings, we developed a set of procedures them as 
efficiently as possible. 

Taking what we learned from these installs, we are currently modifying some of the procedures, and believe that 
we can further streamline the process. 

How will this impact the system and the users? Functionally, this should have no effect on the system. As I said, 
exhaustive testing has been performed to insure that these changes do not affect system operation. But again, the 
real world always finds a surprise for us all. For the users- here's where it will get interesting. You tell a machine 
to do something once - it does it... users take a little more,| 

For the system support personnel; You - the "Privileged Users" - you all probably know 

1797 



lit 
will get better I hope. I believe. Yes, it will get better, it will get better, it will get better:... 

To help you understand the whole process - or to totally confuse and frustrate you, I am attaching some of the 
more pertinent documents from the accreditation package. Among these are the System Security Plan (SSP), 
Implementation Plan, the Privileged Users Guide and the General Users Guide. These are advance copies - and 
most likely will change. The SSP for example - we have received an errata sheet from SecD recommending 40 
changes - mostly minor changes to the. SSP. They are fond of reminding us that the SSP is a'living document' I 
think that means they can recommend changes anytime they want to. Anyway, as changes are incorporated, we. 
will release newer versions. I will try to advise you of the relevant change's impact - so you don't have to do 
what we do — search the document and try to figure out if they were reading the proper version — I hope that 
didn't sound sarcastic...or... well 
Yeah - we'll send you the updates. 

Finally, a personal? note - This Friday is my last day in TICTU. And I can just hear you all how — and you're 
right - this would be incredible - almost divine timing - to get away from this DCS 5000 security just-as it's 
getting ready to be fielded. Like winning the lottery . But the gods have chosen to be so kind that though I am 
moving to ETMU, I will continue to oversee the deployment of the DCS 5000 security configuration package. 
How can one man be so lucky? 

I'd say that I hope to hear from you all or that you should fell free to call or email if you have any questions - but 
somehow I don't think I need to say anything - something tells me that I'll be hearing from y'all - that you ALL. 

Privileged User's SC_MigrationB.doc 
Guide_1.3.do... (139 KB) 

b2 
b 6 
b 7 C 
b 7 E 

General User's DCS-5000-SSP-VersDCS-5000_ATO_EC 
Gulde_3.0.doc (... ion 4.0.doc (.., (S).wpd (20 KB)... 

DERIVED FROM: 
DECLASSIFY 

•sr<7nrwNO& 

FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
0413 
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