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DECLASSIFIED BY uc 60322 lp/stp/sz
ON 01-06-200%8

s%yé%r/nopoan

FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date:
To: Operational Technology Attn:
Security ~ Attn:
) : : b2
From: Security b6
' Information Assurance/Accreditation) : b7C
Contact: .

Approved By:

;U)WWMWPfafted By:

éas;iiBM#T;¢ﬂil ‘ v |

Title: (U) IT SYSTEMS SECURITY RISK ANALYSIS
INFORMATION ASSURANCE SECTION (IAS)
ACCREDITATION UNIT (ADU)
. DCS-5000 ACCREDITATION DECISION - GRANT
(U APPROVAL TO OPERATE (ATQO) FOR DIGITAL COLLECTION
R SYSTEM-5000 (DCS-5000)

SYnopsig?“m DCS=5000 is granted Approval to Operate (ATO)
with conditions for o ,

(U) Derived tiple Sources
See Classifi on Authority Reference
Section. i
Declassi 6/2030

Classification Authority Reference: (U) ESOC Classification
Guide Version 1.0 . .

Reference: \§) l)l |
= ) (2)
A8 (3}
()
S;X;ET/NOFORN




() -

~E81“ Ope i h H i
o %Twmmnﬁ

(U)o

(U .

Administrative: ™ “)&5 References:
(4) DCS-5000 System Security Plan (SSP) Rev 3.4b
. 16 November 2005
(5) DCS-5000 Certification Test Report (CTR)
. 16 November 2005
(6) DCS-5000 Risk Management Matrix (RMM)
16 November 2005
{(7) b2
b7E

(8 DCS~5000 Plan of Action and Milestones
(POAEM), 1 February 2006

DetailQ:‘“)Si The Security Division's Accreditation Unit (AU)
conducted ‘a review of the referenced DCS~5000 Certification
Documents. The Designated Accrediting Authority (DAA)
recommends an ATO with conditions based on the resolution and

‘mitigation of the identified security findings.

-3} The DCS-5000

! Its configuration 1s based on the

Communications Assistan for Law Enforcement Act of 1974
(CALEA) standards. I
[

|which 1s critical to the

processing of telephonic communications within the DCS-5000.
The DCS-5000 systems are connected| |

()

"““>%Q The DCS-5000 systems are currently operating at

{Uj -

wmngi:The following summarizes the risks associated
with the Management, Operational, and Technical controls of
the DCS-5000 network. Additional detail is contained in the
Risk Management Matrix (RMM), Reference (6):

(U}

Management Controls: Based on existing security
documentation, certification test results, ri j
the vulnerabilities and threats identified,

| the overall security risk to DCS-5000

SE T/NOFORN
2



DATE: 01-06-2009 :
T CLASSIFIED BY uc 60322 lp/stp/sz  ALL INFORMATION CONTAINED

REASON: 1.4 {c) HEREIR I3 UNCLASSIFIED EXCEPT
OTD) (FBI) DECLASSIFY ON: 01-06-2034 WHERE . SHOVN OTHERWISE
From: { | (FBI) _ bé
Sent: ‘ 6 10:22 PM ~ b7C
To: 1Py (Fend loTD) (FBI)
Cc: (FBI) j(cony_ |
(CON) R
Subject: DSC3000 - RedWolf
(51 “secrer | b1
RECORD
‘ b2
Per our discussion, . b7E
(s3],
bl
(8},
’ b6
Please contact and/or:th week regarding this matter. C b7C
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4LL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
(OTD) (FBI) T e S PO R
From: [ loTD)CON)
Sent: Ilugsgﬂ,_ép_u 18, 2006 9:27 AM
To: (OIPPYFBI) ) ' A
Cc: |__1 kOTD) (CONY _ 1(OTD) (FBI)
Subject: FW: }s pending implementation. Please implement and close the request.

SENSITIVE BUT UNCLASSIFIED

NON~-RECORD
Here is the approval page forl I
I ]
OTD/ESTS/TICTU : .
' : b2
: b6
----- Original Message----- i;g
From:| kOTD) (CON) :
Serﬁ;.%dmsdm.ﬂabxnfry 22, 2006 12:20 PM
To: (QID) {CON)
Subject: FW:|] is pending implementation. Please implement and close the
request. '
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
FYI.
----- igi Message~=~--
From:
Sent: Wednesda February 22, 2006 12:19 PM
To:l |(OTD)(CON) ]
Subject:| |is pending implementation. Please implement and close the request.
UNCLASSIFIED
NON-RECORD
. < Please do NOT repiy to this email >
_______ o e et e e e e b2
COTS Request bé
““““““““““ = T T T T T T T T T T T s emee e m b7C
Change Number: FY: 2006 Date Opened: 02/21/06 10:01:38 _ b7E
Work Status: Pending Implementat Initiator: i |
Status: initial Last Updated On: :17:09
Approve Status: approved Last Updated By:
Priority: Date Closed: . :
Classification Closed By: :
Environment: Standalone Target Implement: 03/03/06 0Q:00:
Purchase Type: HARDWARE FD-362 Reg #:
------------------------------- General Info --—==---—-—r-rmmee—a TTEoT
REQUESTED BY .
Name : | Room# : TICTU
Name Not in BEMS: false . Cost Code:
HQ or FO Div: Phone:
Unit: Extension:
---------------------------- Product Information ~------
Approved Software: Approved Hardware:

Product: l |
. 1789




Estimated Purchase $:78800.00
Estimated # of Lic: :
Estimated # of Items:[:::]
SOFTWARE INFORMATION:

Category:

- Manufacturer:
Version No:

Patch?: # of Hardm:e_zu::.b.assd.i
Security Patch?: Reported to DOJ?: ’

Manufacturer: -
# of Lic. Purchased:
VENDOR INFORMATION:

Total Purchase $:
Purchase Date:

HARDWARE INFORMATIOP

Category:
Manufacturer:
Hardware Model:

ACTION:

" Approved

Name: INSTALLATION LOCATION:
Contact Person: Version/Model No.:
Phone #: Manufacturer:
Web Address: Operating System:
------------------------------ Testing -===rerrrrcc e ——————————
Pimary Developer: Phone:
Date Assigned: Ext:
Acknowledged Date: Pass/Fail:
Acknowledged By: ’
Completed Date:
Completed By:
Testing and Comments:
n/a
------------------------------ APPROVAL INFO, ——————mmemm——memem
APPROVED GRQOUP: AEERQVED B APPROVED DATE:
[ Review 02/22/06 12:17:09
PENDING APPROVAL:
Approval Comments:
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ Description-—————=——mmm e
Justification/Comments:
02/22/06 12:17:09 by| fApproved)

(02/21/06 10:00:56]

b2

b7C
bT7E

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

1790
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 01-06-2009 BY uc 60322 lp/stp/sz

(OTD) {FBI)
From: | |(oTD) (CON)
Sent; —Toasday _Qpril 18 _2006 0:57 AM
To: OTDYCON) [PPYFBI
Ce: (OTD) (FBI)
Subject: RE] is pending implementation. Please implement and.close the request.
b2
SENSITIVE BUT UNCLASSIFIED } b6
NON-RECORD ' b7C
b7E

Thanks

From: I(OTD)[CON)

Sent: Tuesday, April 18, 2006 9:27 aM
To:| J{OIPP) (FBI) :

Ce:] 1 10TD) (cowN) 4| | (oTD) (FBI) :

Subject: FW:] Iis pending implementation. Please implement and &lose the
request.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD :

Bere is the approval page for[

TD TICTU

----- Original Messagg=-=---—

From:| JioTD) (con)

Sent: Wednesday, February 22, 2006 12:20 PM

Toq 1{OTD} (CON) ’

Subject: EW:| is pending implementation. Please implement and close the
request.

. b2
: b6

SENSITIVE BUT UNCLASSIFIED ‘ b7C
NON-RECORD , ' . b7E
FYI

----- Original Message----- ‘

From:l ]

Sent: Wednesday, February 22, 2006 12:19 PM

To: {OTD) (CON) ] .

Subject:} __|is pending implementation. Please implement and close the request.
UNCLASSIFIED

NON-RECORD

o e e e - —_—_—— o o = > Al ok e T P P T o e e v T’ P A T e T O A it o e e - e o o T v —

Change Number: I | FY: 2006 Date Opened: 02/21/06 10:01:38
Work Status: Pending Implementat  Initiator: ]
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Status: initial
Approve Status:_approved
Priority:

Last Updated On: :17:09
Last Updated By:

Date Closed:

Classificationi Closed By: -

Environment: Standalone Target Implement: 03/03/06 00:00:0
Purchase Type: HARDWARE FD-369 Req #:
------------------------------- General Info -—-=--—=—-=m————————--T—TTF
REQUESTED BY )
Name: | Room# : TICTU

Name Not in BPMS:: false Cost Code:

HQ or FO Div: Phone: ’

Unit: Extension:
e m——m T Product Information -—-—---~-==-=--===S—————_

Approved Software:

Approved Hardware:l

Product:

Estimated Purchase $:78800,00
Estimated # of Lic:

Estimated # of Items:

SOFTWARE INFORMATION:

Category:
Manufacturer:
Version No:
Patch?: )
Security Patch?:
Manufacturer:

# of Lic. Purchased:

VENDOR INFORMATION:

Name: :
Contact Person:
Phone #:

Web Address:

Pimary Developer:
Date Assigned:
Acknowledged Date:
Acknowledged By:
Conmpleted Date:
Completed By:
Testing and Comments:
n/a

o i e e e e e e " - - —

Total Purchase $:
Purchase Date:

HARDWARE INFORMATION.

Category:
Manufacturex:
Hardware Model:

# of Rardware Purchased:
Reported to DOJ?:

INSTALLATION LOCATION:
Version/Model No.:
Manufacturer:
Operating System:

Phone:
Ext:
Pass/Fail:

APPROVAL INFO, =-————mmme——————— oo :

APPROVED GROOUP: : APPROVED DATE: ACTiON:
[ Review 02/22/06 12:17:09 Approved

PENDING APPROVAL:
Approval Comments:

Justification/Comments:

02/22/06 12:17:09 by[ | (Approved)

(02/21/0% 10:00:56]
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UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

l___ lioTD) (FBY) DATE 01-06-2003 BY uc 60322 lp/stp/sz

From: | OTD) (CON)
Sent: i i :
- To: FBI .
Ce: [ [oTOYFBI); [OTD) (CON) b2
Subject: Red Wolfl [Question ' :. §$c
b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

you to meet your collection needs. probably knows how to do what you wani {0 do, buf is out until
Monday. Regardless, give us more detail as to what you are trying to do, and we will get you d:rectlons astohowtodoit-
if possible, on your Red Wolf,

| passed your need to get information with regard to| that ydu are collecting
on. Please provide some more specific information so we may request assistance from as ‘m_gmjest direct

TICTU Support Contractor @ ERF

SENSITIVE BUT UNCLASSIFIED

1784



ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED :
DATE 01-16-2009 BY uc 60322 ip/stp/sz

L loto)(ra))

From: L {(OTD) (FBI) o
Sent: Tuesday, April 25, 2006 1:36 PM .

To: [ ] [FB!)

Cc: | | {OTD) (FBI)

Subject: ) DCS 5000(RedWolf) overview

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

here is a real brief overview of the DCS 5000 --
Let me know - | can provide you with additional info as needed // wanted

The DCS 5000 (Red Wolf) is the FB 1'3 rimary digital collection system for the collection, storage and retrieval
-of FISA authorized audio intercepts. |

b2
b7E

b2
b6
biC

SENSITIVE BUT UNCLASSIFIED
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foTD) (FBY)

b2
From: | l(OTD) (FBl) ‘ . ‘g?c
Sent: l_Eudau_An.nLZB_zmﬁ.E -39 AM )

To: OTD) (FBI)

Subject: FW: RW Capacity Issues

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ALL INFORMATION CONTAINED
FY] HEREIN IS UNCLASSIFIED

DATE 01-16-2002 BY uc 6U3Zé lp/stp/ez

----- Original Message-----

From: | !(CON)
Sent: 2:15PM
To: QTH)Y (FBI) .
Cc : [(ITD) (CON* bTD) {CON)
Subject: RW Capacity Issues

SENSITIVE BUT UNCL ASSIFIED
NON-RECORD

O

Twanted to check with you on the subiect of line capacity on our RW here in|

Currently| Jis configured as | ls such:
b2
b4
b6
b7C
b7E
| have
L4
L
| can easily instali if that you make them available to us.

1730



Regards, - :
Iﬁ. - ' : {

b2
ELSUR Technology Management Unit : . ﬁs c
Electropic Surveillance Technology Section, OTD i
Phone
Nextel:

* SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

1731



ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 01-20-~2009 BY uc 60322 lp/stp/sz

OTD) (FB!)
From: (FB)
Sent: , il 1:48 PM
To: EBI) : 5
Cc' FB lEan|
: IEBNI [EBI [LCON):
(OTD) (CONJ) o) ]
LOTDY(ERL 1}; ]
(FBI}] DY TCONY
{FBIY (FBI [{FBI |
=208 [(CON)] [[CONY:;
[(FBY :,

Subject: “RE: Question Regardlngl |

UNCLASSIFIED
NON-RECORD

]

The answer to your question is yes.

But, if you want another form produced, a request must go through| for an
additional form in Red Wolf. The reason is that this system (Red Wolf) is Bureau wide and standards must be met for
reporting requirements which precludes each division from creating reports for themselves.

The JPoc forRed Wolfid |1 do not know who the POC is in‘

Or you can contact FBIHQ @ ELSUR and see if they can create the form in Red Wolf that yo

SA
Tech Advisor
FBI

(O)
(C)

----- Original Message----- ,
From: | | (FBI)

Sent: Thursday, April 27, 2006 4:17 PM
To: [ keBD)

cc: i creny |G| (G2 |

| W (9]
Subject: RE: Question Regardinglj

UNCLASSIFIED
NON-RECORD

and all others, :
| do not want to make a change. | was merely asking if the Red Wolf system
had the capacity to produce an additional form containing the information below:

We currently have a support person manually typing captioned inforrination ona

1726
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b7C
b7E



form. | thought perhaps a push of one button may save hours of manual typing.

. Original Message---+-
From: (FBI)
Sent: %urség Aéni 25‘ 2006 3:52 PM
To: FBt)

ce: TG | J¢ren)| | G|

(FB) -
Subject: RE: Question egarding: :
UNCLASSIFIED

NON-RECORD

In order to change the reporting matrix, you must contac‘ Or, ask
if he can help you. :

FY|, the reports that the LS's produce are a Bureau standard. !f you want a change, then yo‘h must make a
request through FBIHQ.

Sm
Tec VISOT
r__

EBl
0)
C)
. b2
-----Orlginal Messagg--==- ' : ' b6
From: I FBI) : bIC
Sent.. ursday, April 27, 20 120 PM
To: kesn plr : b7E
Cc: FBI)
Subject: FW: Question Regardim_i:
UNCLASSIFIED |
NON-RECORD
- Please see the question below that | asked regarding and
-Red Wolf. : :

Thanks
—--Original. Message-=---
From: | G2
Sent: Thursday, April 27, 2006 3:18 PM
To: (FBI}
Subject: RE: Question Regardin4:
UNCLASSIFIED )

NON-RECORD

Sorry, but | don't know. Maybe the tech agents would be abie to help you.

----- Original Message---—-
From: | (FBD)

Sent: i 147 PM
To: FBI
Subject: Question Regardin

1727




UNCLASSIFIED
‘NON-RECORD -

Question regarding the Red Wolf s ystem that
Do you know if you can produce a report that contains the following:

We are currently tgkinol and entering the above information
into a Matrlxl This is very time consuming. Then the
Matrix containing the above information is printed and placed on top of

b2
b6
b7C
b7E

'UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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| _ (OTD) (FBI)

From: ' | TD) (CON)

Sent: Friday_May 05, 2008 3:42 PM :

To: I YotD) (FaN] kaTm Ern:
. (QTD) (FBIM OTD) (CON)] OTD)(CON)

Cc: l IOTD) (CON)

Subject: New Redwolfl ]accounts

UNCLASSIFIED

NON-RECORD b2

b7C
b7E

Gentlemen,

Come see me when time allows. I have complete. dwolf| ccounts. I will then give you your
passwords, which will then need to be changed. ccounts will be given on a case by case basis after
approved by '

Sr. Information Engineer

l ].
Telecom. Intercept and Collection Technology Unit (TICTU)

~Querational Technoloov Division (QTD)

UNCLASSIFIED
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-20-2009 BY uc 60322 lp/stp/sz
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED :

DATE 01-20-2009 BY uc 60322 lp/stp/sz

{OTD) (FBY)

From: : l [[OTD) (CON)

Sent: - IJiLidaLMaLQLZQQﬁ_fl% PM

To: (OTD) (FBI)

Cc: [ JOTD) (CON)

Subject: User account creation b2
b6

SENSITIVE BUT UNCLASSIFIED E;g

NON-RECORD

Creation of user accounts within Redwolf has not changed. I hesitate to send instructions:because I
do not want to insult anyone. I'm pretty sure they already understand how to do this. It is in the Redwolf

documentation if they need it.

The only other problem that I can see anyone running across would be elated. 1

has

recommended that we field it,

PS: We still have not had the meeting wi

us to send him.

Sr. Information Engineer .

Telecom. Intercept and Collection Technology Unit (TICTU)
0 ional Technoloev Division (OTD)

SENSITIVE BUT UNCLASSEFiED

I need to talk to you about log files that

1714

hnd is the reason why I have

wanted




ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-20-2009 BY uc 60322 lp/stp/sz

RED WOLF SYSTEM OVERVIEW
The Red Wolf collection system is a commercially available, off-the-shelf digital collection system that
was developed b and adopted as the Lystem for the FBL. The FBI has
employed over f these systems in varying configurations to meet the collection needs of the

Bureau, and have been satisfied with the performance and reliability of these systems.

The Red Wolf is capable of monitoring and collecting an array of digital information includin

| kommunications. The system
provides

| | provides system support, including hardware repair and
maintenance, software maintenance, help desk support, engineering and technical services, system
installation support, and specialized system training.

b2
b4
b7E



(OTD) (FBI)
I

From: [OTD) (CON)
Sent: 21 AM
To: CTD)(FBI . :
Ce- ‘ OTD) (FRI] [oTD) (FBI)| |
{OTD) (CON]) HOTD) {CON)

Subject: Additional Generic system information
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| has been in contact wit requesting generic information regarding the
Red Wolf system as well. Attached is what has been passed from if you believe this neficial or
provide more information in addition to our earlier submission, then please send a copy of this toIWd_mj

Red Woif Marketing )
Brochure.PD... \ b2

b6

: b7C
TICTU Support Contractor @ ERF * '

SENSITIVE BUT UNCLASSIFIED

ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-20-2009 BY uc 60322 lp/stp/sz

1711




koTD) (FBI)

From: { [ioTD) (CONy

Sent: 48 P
To: . (FBI) KEBD .
Cc: OTD) (f:‘BﬁI |OTD) (CON)
Subject: . Replacemen ables :

ALL INFORMATION CONTAINED

SENSITIVE BUT UNCLASSIFIED HEREIN IS UNCLASSIFIED ;
NON-RECORD . DATE 0l-20-2009 BY uc suszzjlp/scp/sz

Thanks.

TICTU §ugp_ort Contractor @ ERFE -
: b2

b7C
b7E

----- Original Message--—--
From: FBI)

Sent: Tuesday, May 16, 2006 3:13 PM
To: : FBI);] JoTD) (CON)
Subject: RE: Replacement TIU Cables

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

]

The TIU cable changeout was effected 5/16/06 @ 1500.

]

----- Original Message-----

from: (FBI)
Sent: 2:57 PM
To: | i(FBI)
Subject: FW: Replacement TIU Cables

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i

Sent: _ Tuesday, May 16, 2006 2:32 PM " "
To: li—hzam leean. [ Ieand i
. I(an G| [(FBIY] I(FBI);

{25700 Krenf FBIY:
{(FBD) I¢eD); [ WEENT —1

(FBI) l¢eBDd KFBD):
FBI ¥FBDd IERT
FaD] EBLL: F
=5 FBI EBD) FB1);
JoFe1] JFeDd G2 ]
1695 .




FEDERAL BUREAU OF INVESTIGATION
FOIPA
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Total Deleted Page(s) ~ 30

Page 10 ~ b2, b6, b7C, b7E

Page 11 ~ b2, b7E
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-04-2009 BY 60322 UC LP/PLU/LCW

I {oTD) (FBY)
From: L FBI) . o b2
Sent: Friday. June 09, 2006 11:53 AM : b6
To: OTD) (FBI) b7C
Subject: ~ FW:RedWolf inf | . b7E
UNCLASSIFIED
NON-RECORD

) b2
This info is pursuant to my phone message at your] kel number to make sure nothing got lost in translation.  be
Please call me| |o | ; b7cC

" Your help is greatly appreciated.

Thanﬁ,

~----Qriginal Messans:azz:
From: I FBI)
Sent: mmgas_mmll:m AM
To: FBI)
ce: - kren] GEY | | Gl GaY ]
Subject: FW: RedWalf in | ‘ b2
UNCLASSIFIED ) ié
NON-RECORD . b7C
: b7E
D According tof 2 Redwolf workstation] |fora
| | spoke to ITSU again, and it is their understanding from ERF that they are equipped.i
ITSU is relying on ERF. | quess the first thing to resolve ig] b RedWolf wor,kstationtm&ld__'
Even if After you'speak to or
let me know: ‘

From: | (G)

Sent: Friday, June 09, 2006 9:58 AM
To: EBI)

Cc: , st (Fe1y| |cFen] G | ran |
Subject: RedWolr in b2

UNCLASSIFIED o
NON-RECORD e
b7E

Just got off the phone with the Information Technology Security Unit at FBIHQ. They advised me tha:l

RedWolf systems| which makes them
facility. Our options are] IRedwoif system in the
which would have to be paid for by the Division or from case funds. Th (o]
Bt ERF lwho is willing to discuss the options with you. They also gave me
name who can be reached at They would be the ones to deal with the vendor and come up with a price
for us. | get the impression tha ot previously been constructed, so there may be some technical issues.
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UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

1588

| Thank you.

b6
B7C




FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ COVER SHEET
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bé

| koro) (FBY) : . b7C
From: L |(FBI) bé
Sent: i i 04 113 P : :
To: Bl G ' bre
Subject: ) FW: Status :

SENSITIVE BUT UNCLASSIFIED ALL INFORMATION CONTAINED
NON-RECORD HEREIN IS UNCLAS3IFIED

DATE 03-17-2009 BY 60322 uc/lp/stp/fls

..... Or’ i ——

From| | ccony

Sent: Wednesday, March 24, 2004 9:56 AM b6
Tor lFBI) ' b7C

Subject: RE: Status

SENSITIVE BUT UNCLASSIFIED

. NON-RECORD

' |! here are three variables that | chec | b2
b4
bé
b7C
b7E

q‘spoke with nd it was decided that | would send]__some files from the TIU log. What | gﬂ/_ej:—j—__l b2
was a different set of data than what i originally used. He ran| b4
S —

[ b6
b7C

mamet L?uring 3/1-4/04. He installed]_ ] p7E
etween nd the RedWolf. There was & 100% correlation.

b2

b7E

b2

b7E

111



b6

b7C
| kOTD) (FBI)
From: I l(Fan) * b2
Sent: Iluesdau_AnmJlﬁ_zmAAJ.ﬁ.EB‘i be
To: (FBI)] [Fanl_ b7C
[(FBD
Cc: [FBI)
Subject: Fwl |
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
b4
7B
Thanks guys,
----- Original Message----- b2
From [Divi1) (CON) Do
Sent: Tuesday, April 06, 2004 7:53 AM : ol
Tol 1(EBI)
o (Div11) (CON)

Subject: | i

SENSITIVE BUT UNCLASSIFIED
NON-RECORD '

b6
b7C

I'm sorry 1 didn't send this sooner. My e-mail has changed to Outlook. As far as your question goes, | have talked to the 1,2
b7E

Until then, | think you are probably safe to go ahead and prepare for deployment.

Respectfully,

b2
CU IA; ;ecuritv Divsion bs
El—l— b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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411 TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 03-17-2009 BY 60322 uc/lp/stp/fls ' : ' be
b7
| [OTD) (FBI) ‘
From: L ' _J(CON)
Sent: 38 PM
To: (FBI)] keBY: |
~ j(FBN) [FBO] (FBI s
[EET KER) (FBI)] (FBI) &
[{CON) ‘bg
Ce: [(EBOl Jcon) €
Subject: RE: Schedule Mtg] [DCS-300075000)
UNCLASSIFIED

NON-RECORD

. . . . . . b6
[ lealled and asked for a list of any technical topics that may be discussed at the meeting so he can have his * |-
folks prepare answers waste less time. Recommend items/issues be forwarded t

Ialso asked whether 1) it'd be possible to discuss the ||ssue and rovide the bo
an be done before or after the meeting] jplesae adwse if you're p7c

avatlaple on VWednesday. b7E
7
-----0Qriginal Messageg----- . .
From: (FBI) _ b2
Sent: Monday, May 10, 2004 9:30 AM ' ve
Toul 1 (FBIY JcrRD {(FBD)] ]l Soc
I &= [(Fen] feony]—
(FBD] ) ey |(CON)

Sub]ect' RE: Schedule Mtg JDCS-3000/5000)

UNCLASSIFIED
NON-RECORD
Al
[ ]will be here this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated. b2
thnx, B2
b6 -
b7C
----- Original Message----- :
From (FBI) b2
Sent: Thu ril 22, 2004 1:14 PM b6
i (FBD)] [ER) (FBIY [ER) (FBD): B7C
(FED); [(FBD] J(CON]

I (GE)) G| j (ER) (CON)
Subject: Schedule Mtq DCS-3000/5000)

103



b2

b4
UNCLASSIFIED | b6
NON-RECORD bIC

b7E

All, You are cordially invited to attend a meeting not yet determined.

Where: ERF

When: May 3 - 7?
- Time: ? ‘

Subject| !

Last Wednesday.cF‘m\Sg withl |from| |and discussed the need to develop a sound,
reliable solution t [RedWolf and the DCS-3000._Jwill not be available next
week, but the following week appears to be open. What day and time is best for each of you during the week of
May 3-77 Please send me your requests and make sure that you include more than one choice. | will coordinate
what works best for the majority. Thanks so much.

PSl Iinformed me that| |have made the decision to begin developing |

ifor now. | don't have.any details about how this algorithm is actually calculated. We can
definitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is
what we need to discuss. Please ponder on this. Thanks.

Later,
-C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

104



ALL INFORMATION CONTAINED
HERETK IS UNCLASSIFIED - 6

b
DATE 03-18-2009 BY 60322 uc/lp/stp/fls bIC
! kOTD) (FBI) '

From: C |(oTD) (FBI) b6
Sent: , 2005 8.08 AM b7C
To: (OTD) (FBI)

Subject: FYL.. :

UNCLASSIFIED

NON-RECORD

I am ggi to inventory 2 RedWolf Systems. | am takind:::with me. |:_]6alled in sick. That b2

leave in the office alone until my return (1 pm or so). | have told him that if he has any problems to let 11;'? c
them wait until my return. if it is something that can't wait, | have told him to contac who has agreed to help
him out. ) :
b2
b6
: : B7C
UNCLASSIFIED : biE

77
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ALL IWNFORBMATION CONTAINED

bé
HEREIN IS UNCLASSIFIED b7C
' DATE 04-27-2009 BY 60322 UC LP/PLU/LCW
KOTD)(CON)
From: | {OTD)(CON) be
Sent: Monday, November 13, 2006 11:43 AM bIC
To: OTD)CCN)
Subject: FW: information System Security Officer (ISSO)
UNCLASSIFIED
NON-RECORD
. b6
1 | 5
Just to make sure, here is the list of systems | have to deal with:
« _DCS-5000 "Red Walf' (to include] }
. |
. | .
. b2
b7E
. .
) I'm not sure who hasI I
[ Jricruisso b2
(0) L6
{9] b7C
()
o : b6
~---Original M =20 :
From: I [OTD) {CON) b7C
Sent: 2006 11:38 AM -
To: OTD){CON) .
~ Subject: FW: Information System Security Officer (1SS0)
UNCLASSIFIED |
- NON-RECORD
. : , j b6
b7C
I: Have you responded?
--—-~On’ginét Message--—--- ‘ .
From: ' |(OTD) (FBI) , :
Sent: Monday, November 13; 2006 10:49 AM © b6
To: rEtLAI.I..(JII:.Em.n.LmLeﬁs..t b7C
ce OTD)(CON)
Subject: Infarmation System Security Officer (ISSO)
UNCLASSIFIED
NON-RECORD_
issQ| Jis compiling a list of OTD 1SSO's and OTD Information Systems. If you have been designated E}E?cb

as an 1550, please e-mai[iqzl

— 1
OTD Chief Security Officer

and provide your name and the name of the applicable system. Thank you!

b2
b6
biC




-----Original Message----- i ] 3 ‘
From: bom) (FB1) bé
Sent: Tuesday, September 26, 2006 3:54 PM_ . b7C
To: ER-All-OTD-Employees

Subject: 1550 £C

UNCLASSIFIED .
NON-RECORD o

' b6
Information System Security Officer (ISsO) | Jis b7cC

assigned to the Security Management Office (SMO), Operational Technology
Division (OTD), in order to provide assistance regarding computer security
matters.

SN

d {11 K5
k¢ ) b2

. - b7C
OTD Chief Security Officer

UNCLASSIFIED
UNCLASSIFIED
- UNCLASSIFIED

UNCLASSIFIED




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED b
DATE 04-27-2009 BY 60322 UC LP/PLI/LCH Yo

(OTD)(CON) .
From: | Ol (FBI) , b6
Sent: Thursday, August 10,2006 11:40 AM _ bic
To: (ol) (F8iy] Iwyeen ]

[on (Fenj OGC) (FBI)
Cc: OTOTrBl OTD} (FBl);

[ CYEED,

Subject: _ . RE: Question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

White the fact that we have Digital Collection Systems is not a surpnse to anyone we try to not talk about it too much. The
programs behind them are sensitive, though maybe not classified Sensitive.

We have answered many questions of Congress, OIG, and other outside entities and we always try to state "Digital
Collection System" The safest (and accepted) way of referring to them is using that phrase, not their individual names.

| am pretty sure the actual names "Red Wolf* or "Elsur Digital Monitoring System" are NOT ciassaf ed, because here within -
the Bureau we talk about them all the time and usually mark emails "sensitive but Unclass.” The methods and collection
targets are the classified items. .

b6

| am CCind lin case | am saying anything incorrect. b BIC
Standards, Policy, and Metrics (SPAM) | , . S
Operations Management Unit (OMU) ' ‘ ESC

Language Services Section, DI

----- Original M o
From: (O1) (F8I) . ' b6

Sent: : 06 11:30 '
To: | I(NY) (Fmﬂm:kox) (Far),l Kon (Fen - oo

Subject: RE: Question.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The names of the systems are not classified. Although 99.9% of the time you will no doubt know the answer, inthe  bs
future, the best course of action is to refer these questions to LSS. . . b7C

%you want to reach out tb::lto confirm?

“—----QOriginal Message-——- . ) )
From: 1(NY) (FBI) bé

Sent: lﬂummmusm..szn 120 AM " . bicC
To: (o1 (Fey)| jon) (F61)| ]or) (FBD)

Subject: FW: Question



SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good morning, everyone
1 was contacted by OGC with a question regardmg our digiotal monitiring systems. My answer is below. | hope
that it is not outlandish and in fact reflects the reality.-If you have any comment, please let me know.

— | | | e

| | | ‘ . b7C

Regional Program Manager, Northeast

Operations Management Unit, Language Services Section

Directorate of Intelly Tgem:e C ‘ o

ce . . : b2
tef. ’

- There comes a time in a man's life when to get where he has to go - if th ere are no doors or windows - he walks through a wall.
Barnard Malamud, Rembrand!'s Hat 1972

---=-Qriginal Message-----

From:. | | ((3:39)] » ' ‘ .
sent:  Thusday AQust 10,2006 11:18 AM . A be
To: LQGC) (FBI) b7C
Cc: lose) (ran toc;C) (Fa)

Subject: RE: Question

SENSITIVE BUT UNCLASSIFIED

NO N-RECORD

b6
bIC

Good aftemoonl

I cannot believe that the mere fact of the FBI s having Digital Collection Systems is that sensmve As far as | know
after Language Services were audited by our dear friends from OIG, the final report {(even unclassified version)
contained numerous references to these systems without specifically mentioning them. In addition, there were
numerous media reports mentioning these systems, obviously without going into details. In fact, | was interviewed
(cleared by AD) for a local NBC station two years ago where these systems were mentioned.

However, to be on a safé'side. { would seek a clarification from the ERF CSO .

Best regards,

. ' b6
I l ‘ b7C

Regional Program Manager, Northeast

Operations Management Unit, Language Services Section
Directorate of Intelligence ‘ :
ce .

tel,

b2’

There comes a time in a man’s life when 10 get where he has to go - if there are no doors or windows - he walks through a wall.
Barnard Malamud, Rembrandt's Hat 1972

-~--Criginal Messagg--+--

From: [ JcoGe) (Fan)y , « : b6
Sent: . TThursda USt 10, 2006 10:36 AM . : : bic
To: (FBI) ‘

Ca: ©Go) (e[ ToGo) (BI)

Subject: Question

UNCLASSIFIED




NON-RECORD

Good Morning,

You wer

ntacted last year by one of my co-workers

|regarding the sensitive nature of

the Red Wolf FISA Digital Collection Systems.
we even have these systems is very sensitive so we will need

advised our unit that the fact that

to redact these system names from any

documents. My question to you now is, are only the names of those systems sensitive (and any information
obtained from them) or does that include even the mention that we have FISA Digital Collection Systems? 1
appreciate any assistance that you can give me regarding this matter,

1

Paralegal Specialist
Civil Discovery Review Unit

neral Counsel
Room PA 310

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED.

SENSITIVE BUT UNCLASSIFIED

b2
b6
b7cC

b2
b6
b7C
b7E



DECLASSIFIED BY 60322 UC LP/PLI/LCW

ON 04-27-2008 ;b6
(OTD)(CON) b7e
From: OTD) (FBI) . ' B2
~ Sent: ricay, June U9, 2006 12:24 PM . b6
To: JoTD) (FBI 101Dy (FRIN b7cC
_ . 5833)) (FBI) J(OTD) (CON)| [O7D) b7E
Ce: lutDyEBy] loTto) (BI lctoy
(EBD] OTOTFEn] "~ JOTD)(CONI_ |
{OTD) (CON) ' '
Subject: RE} |
 SECRET
RECOR - o
. Eb6
To Al oo

| would like to thank]:jfor coordlnatmg this important effort to date. Let's or a 9am meeting in the
ERF-E conference room on Frrdry_.hm&:].ﬁ_Al.Lale.mmeg Aside from the questions
items of discussion can include: cecreditation of unclass only (does

has articulated below, other

this appy?) ]

duration performance; and any -other considerations which should be discussed to come to an informed decision. | would
like to leave this meeting with a permanent decision on the type of collection systen] ____will be using. Thanks to all

C:L please put this event on the calendar. Thanks. " b6
i , b7¢C
I I b2
Acting Unit Chief b6
OIDIESTS/TICTY b7C
(w)
(c)
----- Original Message—---
From: OTD) (FBI) . ‘ "
Sent: Thursday, June 08, 2006 11:01 AM . i : b2
To: Ii_l OTD) (FBI); oTD) (FaN)| (o) (com)] |o6
. ___(OTD) (CON); BIC
ce: — e e ) ooy e[ ](©TD) (FBI) bTE
Subject: | ]
SECRET

RECORD! I

Gentlemen,

Resultingrtmm_mum
of TOCU

‘ - b2
Ip to the teleconference we had w1th:a couple of months ago, we {through the Unit Chief b6
received a request for comparative information between the RedWolf collection system and the b7c

| Aperson representin% Tech Agent), would like to make b7E
arrangements to meet with a group of knowledge folks next week to discuss he issues below plus any relevan

comparative information that we know he shouid be considering but did not specifically request. As the system
will be used exclusively for the collection of Hata, we (TOCU/ADTU) will have input to this response.
However, most of the details they are looking for will need to come from within TICTU.

b6

These are tﬁe significant issues::]mentioned; . " bTC

1. Fromg |perspective, how do these systems compare (TOCWADTU)? bz
2.. What are the capablﬁues or issues associated with each system (TICTU) b7E
3. What are the issues related t within each system and|

R )

1
4. What is the relative
maintenance, but

ease of maintenance associated with each systems Not just the. physical and software




also the administative maintenance that keeps the system running smoothly once the system is initially
established? . '

This would include ease of use and skill level required relative to the system adminstration duties? (TICTU)
5. What would the relative cost be for systems with comparable input capacity? (TICTU)

it was not specifically a question posed in the information request, however, | recall from the teleconference that
physical space limitation may also be an issue. Therefore, you may want to consider providing comparative -
information along this dimension as well. | get the impression from him that he would be grateful for any additional
information relative to important differences between the systems that we may be able to provide..

. | believe the during the teleconference they identified aj i
They did nat specifically request | but we will definitely advise

them that they should have some level off |to address more challenging collection
scenarios that they may encounter. My understanding of the arrangement is tha |

|is flying into the states today and will be at the Academy tomorrow. His current plan is to touch base with me

at that point, with the objective of finalizing plans for a meeting with all the experts here at ERF, preferrably some time 0@
during the following week (June 12 -16). | will be at the ERF on Monday and Friday of next week. | need to know if b7C
either Monday or Friday will give you guys adequate time to gather-all the information you deem to be relevant. | would

b2
b7E

also like to know your availability for meeting wit next week.

Look forward to your response, b2 ]
bs
b7c

DERIVED_FROM: G-3 FBI Ciassification Guide G-3, dated 1/97, Foreign Counterlntelligence lvestigations
DECLASSIFICA ‘
SECRET

DERIVED FROM: G-3 FBIC i Guide G-3, dated 1/97, Foreign Counterintelligence nvestl

DECLASSIFIC PTION 1 .




ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED b6
DATE 04-27-2009 BY 60322 UC LP/PLJ/LCE b7C
OTD)(CON) .
From: OTD) {CON) ’
Sent: ' b2
To: : (OTD) (FBI) koo ernl b6
v (OTDY (FBI oTD) (CON] |(OTD)(CON) b7C
Cc: _ 1 [OTD) (CON) b7E
Subject: . New Redwolf| jpccounts

UNCLASSIFIED
. NON-RECORD

Gentlemen,

Come see me when time allows [ have completed your Redwolfl |accounts I will then glve you your b2

passwords, which will then need to be changedl pecounts w11i be given on a case by case basis after © oo

approved by bIE
_ Sr. Information Engineer S

BAE Systems Information Technology

Telecom. Intercept and Collection Technology Unit (TICTU) - o , . :

Operational Technology Division (OTD) . : .

UNCLASSIFIED



U.S. Department of Justice

Federal Bureau of Investigation

Subject: CONTRAC

Engineering Research Facility b2
i i ts Uni
b6
. b7C
Tel: b7E
Fax:

June 17, 2003 b2

b6
b7C

CONTRAC DCS-5000 SYSTEMS.ANDﬁLIEEQBT] e

= RORD

REDWOL REDWOLFi ] e

o — |
b2

Reference: Contract]| |

»

letter is to request a proposal for| |Redwol
Redwolf] This request should not be construe

as a request to schedule work. it is the Govern ’s intent to review the proposal and

make a determination of the feasibility of]

The contractor shall provide a Firm Fixed Price proposal addressing the following items: b2
b7E

JRedonfE:]

lJ_)lhe_[e_asib_ﬂjiy_Qlf(::Redonfl

2) The scope of work reguired

Redwolf____ JRedwol{ ___ ]

3) Can the Government

ith the assistance of the Contractor's

Technical Services Center Desk,

|AJ_'|'_he_m.ﬁ.1 of I__Redwol|:_—__|Redwo I{___'Cost of| |

‘The contractor shall also provide the length of time required to |_ ]

e agreed upon. .

The Government has no established period of performance o[ |
pon acceptance of the proposal and issuance of a task order a schedule wi

A list of the|

|is provided below:

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 02-06-200% BY 60322UC/LP/STP/gig

b2
b7E




b2
b7E

A response to this letter is required by COB 08 July 2003. If you require additional b2
information and or clarification on this letter, please contact me af] , ] ©e

b7C

Sincerely;

Contracting Officer




MEMORANDUM/CONVERSATION OF RECORD

Date:

From:
File:

Comments:

l The COTR |prowded verbal guidance this date to order CLIN 5001

Action Required:
Submit Requisition for funding

Issue Purchase Order to purchase a blanket number for installation pre or post
production of system

for all svstems to include new system purchased and for all redwolf

Signature -

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 0z-06-2009 BY 60322UC/LP/STP/gig

b2
b6
b7C
b7E




1 =
SHIP|

TO SITE| |

Contract Number] |Option Year One o
b7E -
Task Order Number; MOD 001 to 158-B-294 W -
 Purpose: This medification is to provide funding to ship| |
for Site] [
[ , I
Reference: a) irection - = -
b
c) .
Scope of Work: Shif |RedWolf] [to Site] |
Reference:

Federal Bureau of investigation (FB1) Task Monitors (TMs)/Points of Contact:

a. Contracting Officer:

. b6
b. Contracting Officer Technical Representative: | | b7C

The individuals listed above are the primary and alternate points of contact for the -
Contracting Officer (CO) during performance of this order.

1. Notice To The Government Of Delays: Notify the FBI Contracting Officer as o
defined in paragraph F.4. of contrac The contractor shall notify the }
Contracting Officer, in writing, if any events arise that will not prevent this order from
being fully executed.

2. Task Order Type: In accordance with paragraph B.3 of contract the
order type of this task is Firm Fixed Price (FFP).

3. Title: Ship |RedWoll__ Josite] |

4. Period of Performance: On or before 21 May 2004

b2
. . b7E
5. Deliverable/Delivery Schedule:
MOD 001 B-294 W Shig] | std_____] 412712004

KLL INFORMATION CONTAINED
HEREIN I$ UNCLASSIFIED
DATE 02-06-2009 BY 60322UC/LP/STE/gjg



Table §

Description QTY | Delivery | Delivery Reference
' Site Date
Ashid™ T IRedWolf Onor.
before
5/21/04
b2
b7E
b4
6. Cost. Table 6 TY UNITCOST TOTAL COST DELIVERY DATE
Shipping
TOTAL
7. Confirmation| shall confirm receipt of this order by e-mailing the :
Contracting Officer and Contracting Officer Technical Representative. Alternate b2
notification via fa

8. Funding: This modification will increase the total for this task order by Dor
a new total task order cost of that is to be charged to Purchase Order

8. Confirmation of RecelptlDehveg:—_"lshall obtain proof of delivery for
equipment on this order.

Information required on a proof of delivery is deﬂnéd below:

. Signature of Government Employee (at sited | recelvmg:%] b2
entory and bar

[;I Prior to shipment Government personnel will inv bTE
code appropriate components.

. Printing of individuals Name

. Position Title of Government Employee

. Phone number of Government Employee.

. Invoice for this task will not be accepted unless accompanied with a proof

of delivery or the COTR has signed an SF 1034.

10. Terms and Conditions: All other terms and conditions remain unchanged from
contract J-FBI-02-158,

b2
MOD 001 8-294 W Ship| | se[_____ ] 4127/2004 LR




CANCELLATION OF ORDER

b2
b7E

Contract Numbell bption Year One

Task Order Number: 158-B-356 W MOD 001

Purpose: The purpose of this modification is to cancel this order in it's entirety. The
tasks performed under this order have been combined w;th related tasks under T/O B-
- 382 W MOD 002.

Reference: a) Discussions with of| |9/29/04 kgé
b7¢C

Scope of Work: Cancel Order

Reference:

Federal Bureau of Investigation (FBI) Task Monitors (TMs)/Points of Contact:

a. Contracting Officer

b6
b7C

b. Contracting Officer Technical Representative: |

The individuals listed above are the primary and alternate points of contact for the .
"Contracting Officer (CO) during performance of this order.

1. Notice To The Government Of %.elaxs; Notifv the FBI Contracting Officer as
defined in paragraph F.4. of contrac The contractor shall notify the
Contracting Officer, in writing, if any events arise that will not prevent this order from
being fully executed. .

2. Task Order Type: In accordance with paragraph B.3 of contract| the
order type of this task is Firm Fixed Price (FFP). .

3. Title: Cance! Order

4, Period of Performance: 29 September 2004

MOD 001 | b2

158-8-356 W ] > I 09292004 bTE

ALL INFORMATICON CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 02-06-2008 BY 60322UC/LP/STP/gig



5. Deliverable/Delivery Schedule: Cancel order in it's entirety
6. Cost: $0.00
7. Confirmation] _____ |hall confirm receipt of this order by e-mailing the

Contracting Officer and Contracting Officer Technical Representative. Alternate | ,
notification via fa>4 |

8. Funding: This is a no-cost cancellation.

9. Confirmation of Receipt/Delivery:| |sha|| obtain proof of delivery for
equipment on this order. '

Information required on a proof of delivery is defined below:
b2

. Signature of Government Employee (at Sitd_receiving ] P7E
Prior to shipment Government personnel will inventory and bar-
code appropriate components.

. Printing of individuals Name

. Position Title of Government Employee

. Phone number of Government Employee.

. Invoice for this task will not be accepted unless accompanied with a proof

A of delivery or the COTR has signed an SF 1034, .

10. T_eims_andmuitions: All other terms and conditions remain unchanged from
contrac .
MOD 001 : b2
158-8-356 W[ ] sl ] 09/29/2004

b7E



MOD 001

b2
SHIP| | b7E
TO SITE] |
Contract Number{  |Option Year One
Task Order Number: MOD 001 to 158-B-296 W
Purpose: This modification is to provide funding to ship the first available| |
[—__tho Site -incluc ed ;
workstations] |ncluded printer.
Reference: a irection - 01B-050504-06-rde b2
b elephone discussion of 5/05/04 (Shipping cost provided b7E
5/6104) ‘
Scope of Work: Shipr:__l RedWolf| fto Site] |
Reference:
Federal Bureau of Investigation (FBI) Task Monitors (TMs)/Points of Contact:
a. Contracting Officer] i
b. Contracting Officer Technical Representative: ESC

The individuals listed above are the priméry and alternate points of contact for the

Contracting Officer (CO) during performance of this order.

1. Notice To The Government Of Delays: Notify the FBI Contracting Officeras  ©2
defined in paragraph F.4. of contracﬂ The contractor shall notify the

Contracting Officer, in writing, if any events arise that will not prevent this order from

being fully executed.

2. Task Order Type: In accordance with paragraph B.3 of contract

the

order type of this task is Firm Fixed Price (FFP).

3. Title: Shig |RedWol ko Sitd” ]

4. Period of Performance: On or before 14 July 2004

5. Deliverable/Delivery Schedule:

MOD 001 B-296 W Shig] | st ]

b2

b7E

5/06/2004




Table 5

Description ' QTY | Delivery | Delivery ~ Reference
’ Site Date '
On'or 532
before b7E
included workstations 7/14/04 b4
included printer

6. Cost: Table 6
Shipping

TOTAL

7. Confirmation] | shall confirm receipt of this order by e-mailing the
Contracting Officer and Contracting Officer Technical Representative. Alternate b2
notification via fax |

8. Funding: This modiﬁcatﬂ'ﬁmjfe the total for this task order by E:br a

new total task order cost of hat is to be charged to Purchase Order

9. Confirmation of Receipt/Delivery shall obtain proof of delivery for
equipment on this order. . :

Information required on a proof of delivery is defined below:
- Signature of Government Employee (at sit{___ Jreceiving[ | b2

|'_d_;—'|Prior to shipment Government personnel will inventory and bar- °'°
code appropriate components. '

. Printing of individuals Name

. Position Title of Government Employee

. Phone number of Governmeﬁt Employeé.

. Invoice for this task will not be accepted unless accompanied with a proof

of delivery or the COTR has signed an SF 1034.

10. Te itions: All other terms and conditions remain unchanged from b2
contrac '

b2
- MOD 001 B-296 W Shig ] ste[ ] 5/06/2004 15




MOD 002
SHIP| |
TO SITE[ |

Contract Number] |Option Year One . b2
b7E

Task Order Number: MOD 002 to 158—8_»294 w

Purpose: This ification | i i i irst available |
E_—_l'_—}o Site included workstations and

ncluded printer.
Reference: a irection - 15-050504-04-rde b2
b| elephone discussion of 5/05/04

Scope of Work: Shid |RedWolf| lto Site] l

Reference:
Federal Bureau of Investigation (FBI) Task Monitors TMs/Points of Contact:

a. Contracting Officer

‘ | ‘ b6
b. Contracting Officer Technical Representative: | | b7C

The individuals listed above are the primary and alternate pointé of contact for the
Contracting Officer (CO) during performance of this order.

1. Notice To The Government Of Delays: Notify the FBI Contracting Officeras
defined in paragraph F.4.-of contrac‘ The contractor shall notify the
Contracting Officer, in writing, if any events arise That will not prevent this order from
being fully executed.

b2

2. Task Order Type: In accordance with paragraph B.3 of contrac{ the
order type of this task is Firm Fixed Price (FFP).

3. Title: Ship| JReawoll __ Tosite[ ] b2

4. Period of Performance: Qn or before 21 May 2004

5. Deliverable/Delivery Schedule:

MOD 002 B-294 W Shig ] s ] 5/05/2004

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 02-06-2008 BY 60322UC/LP/STP/giy



Table 5

Description | QTY | Delivery | Delivery Reference
' Site Date
Shio RedWalf Onor | Telephone callfroml lof b2
— before b6
included workstation 5/21/04 . b1C
included printer e‘_ b4
, b7E
6. Cost: Table 6 RY DATE
Shipping E%E
TOTAL
7. Confirmation{ |sha|| confirm receipt of this order byve-mailing the
Contracting Officer and Contracting Officer Technical Representative. Alternate b2
notification via fax |
8. Funding: This modification will increase the total for this task order by for
I_a_n.mu_Lo.taLtas_ls_QLd_eLm.s_\_of that is to be charged to Purchase Order
9. Confirmation of Receipt/Delivery shall obtain proof of delivery for

equipment on this order.
Information required on a proof of delivery is defined below:

. Signature of Govemment Employee (at site{jreceivinﬂ b2
| Prior to shipment Government personnel will inventory and bar- °7E

code appropriate components.

.  Printing of individuals 'Name

. Position Title of Government Employee :

. Phone number of Government Employee.

. Invoice for this task will not be accepted unless accompanied with a proof

of delivery or the COTR has signed an SF 1034.

10. Terms and Conditions: All other terms and conditions remain unchanged from b2
contrac% |

. b2
MOD 002 B-294 W Ship] ] siefl 1 , 5/05/2004 b7E




MOD 003
TO SITH 1

CANCEL SHIP|

Contract Number| Dption Year One

Task Order Number: MOD 003 to 158-B-294 W

Purpose: This modification is to cancel shipment of | lto Sit :
The system proposed for delivery to Sitd_ |workstations and
printer) shall be placed in GOE stock. b2
b7E

Reference: a) PM Direction - 00-041105-01-der

Scope of Work: Cancel_ Bhipment.

Reference ‘
Federal Bureau of Investigation (FB}) Task Momtors TMs)/Points of Contact:

a. Contracting Officer] |

b6
" b. Contracting Officer Technical Representative: | | b7¢

The individuals listed above are the primary and alternate points of contact for the
Contracting Officer (CQO) during performance of this order.

~ 1. Notice To The Government Of Delays: Notify the FBI Contracting Officer as
defined in paragraph F.4. of contrad] | The contractor shall notify the

- Contracting Officer, in writing, if any events arise that will not prevent this order from
being fully executed

b2

2. Task Order Type: In accordance with paragraph B.3 of contrac he
order type of this task is Firm Fixed Price (FFP). ' ‘

3. Title: Cancel:]Shipment to Site{:l

4. Period of Performance: On or before 21 May 2004

5. Deliverable/Delivery Schedule:

Table 5 | b2
b7E

MOD 003 B-294 W Ship| | Si:e|:| 4/27/2004

ALL INFORMATION CONTAINED
HERETIN I35 UNCLASSIFIED
DATE 0z2-06-2009 BY 60322UC/LP/STP/giy



Description QTY | Delivery | Delivery | Additional Instructions
Site Date
RedWolf On or b2
before b7E

additional workstations] | 5/21/04

additional printer
6. Cost: Table & QTY UNITCOST  TOTAL COST DELIVERY DATE

$0.00 | AW Table 5
TOTAL $0.00

7. Confirmation| ‘ |shall confirm receipt of this order by e-mailing the
Contracting Officer and Contracting Officer Technical Representative. Altemate .

- notification via fax]| ]

8. Funding: This modification will decrease the total for this task order by ﬂi
for a new total task order cost of ($ Ilhat is to be charged to Purchase

9. Confirmation of Receipt/Delivery: ::lshall obtain proof of delivery for o2

equipment on this order

Infarmation required on a proof of delivery is defined below:

. Signature of Government Employee (at site[_feceiving[ |
Prior to shipment Government personnel will inventory and bar-
code appropriate components.

L 'Printing 'of individuals Name

. Position Title of Government Employee

. Phone number of Government Employee. n2
. Invoice for this task will not be accepted unless accompanied with a proof

of delivery or the COTR has signed an SF 1034,

10. Terms and Conditions: All other terms and conditions remain unchanged from .,
" contract

MOD 003 B-294 W Ship| ] sie[____1] 412712004

b4



MOD 001 B-508 W

Contract Number: J-FBI-02-158 Option Year Two
Task Order Number: 158-B-508 W MOD 001 | 02

Reference: a) PM Direction
b) TOR 05-JG-188 dated May 25, 2005

Purpose: The purpose of this modification is to accept Reference (b) above and to
provide funding for the order.

Scope of Work: This order is td RedWolf| |
laf STt |

Federal Bureau of Investigation (FBI) Task Monitors (TMs)/Points of Contact:

a. Contracting Officer] |

: . b6
I b7C

b. Contracting Officer Technical Representative: |

The individuals. listed above are the primary and alternate points of contact for the
Contracting Officer (CO) during performance of this order.

1. Titles] Reawo[ | .

2. Task Order Type: In accordance with paragraph B.3 of contract] fhe b2
order type of this task is Firm Fixed Price (FFP).

3. Period of Performance: ARO to September 9, 2005

4. Notice To The Government Of Delays: Notify the FBI Contracting Officer as
defined in paragraph F.3. of contract | The contractor shall notify the
Contracting Officer in writing if any events arise that will prevent this order from being
fully executed. - .

5. Deliverable/Delivery Schedule:

Description , QTY | Delivery | Delivery
Site Date
MOD 001 : : b2
158-8-508 W siel” ] 07/26/05 b7E

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 02-11-2009 BY 60322UC/LP/STP/gig



RedwWal| 09/09/05 b2
b7E

6. Cost: ﬂ | ' ‘ o

7. Confirmation: | hall confirm receipt of this order by e-mailing the
Contracting Officer a racting Officer Technical Representative. Altemate

notification via fa

b2

8. Funding: This order in the amount of] lis to be charged to Purchase
| |

9. Confirmation of Receipt/Delivery] Ishall obtain proof of delivery for
equipment on this order.

Information required on a ‘proof of delivery is defined below:

*  Signature of Government Employee (at Sit___Teceiving rehabilitated 22
systems. Prior to shipment Government personnel will mventory and bar-
code appropriate components.

. Printing of individuals Name

. Position Title of Govemment Employee

. Phone number of Government Employee.

. Invoice for this task will not be accepted unless accompanied with a proof

of delivery or the COTR has signed an SF 1034.

10. Ter itions: All other terms and conditions remain unchanged from 1o
contract ‘

MOD 001 ' ' b2

158-B-508 W ™ orzel0s  PTE
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SENSITIVE BUT UNCLASSIFIED b2

b6

MEETING NOTES b7C
June 19, 2006 b7E

Background:

The Telecommunication Intercept and Collection Technology Unit (TICTU) and the

Technical Operations Coordmfmﬂnﬂ.LIQCm.WmM.mmnmmm_l
discussions held refative 1o the

List of Key Considerations:

System cost

System reliability )

Microphone interface and audio quallty (intelligibility) of data

Ease of use and ease of administration

Remote administration capabilities

Network connection and remote access capabilities

Data portability (common data format and/or availability of conversion utilities)
System footprint

~{ Deteted|
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
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