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Project’Team (U)

Phase 5 Review: Digital Collection-03 4/20/2004 ' Project Managenent
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Cost Performance (U)

Phase § Review: Digital Collection-03 4/20/2004 Pr-ojecr Management

« Original Planned (Budgeted) Cost:  $ 38,000,000

» Total Budgeted Cost*: $38,526,958
* Actual Coét-at-Compietién: $ 38,919,516
. Variénce** $): | '$ 919,516
* Variance** (%): , 4 - 2.42%

*The Total Budgeted Cost reflects the contract baseline cost as revised
by changes in s_ystém deployment requirements — schedule changes, system(s)
configurations, additional system deployments

**Variances determined using the Total Budgeted Cost and Actual Cost-at-Compietion

Note: invoices lag cost incurred. To date $15,100,864 has been invoiced for Digital Collection-03

“"'SE><E * kR
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Lessons Learned

Phase 5 Review: Digital Collection-03 4/20/2004 ) : . Project Management

(U) Lesson 1

— Records and documentation maintenance during the development process [project status reports, meeting
notes, correspondence, and deliverables] provided excellent visibility of project issues and direction to
project personnel and management.

- Recommendation. Develop and exscule a Prdjec{ Management Plan that includes and is coordinated with
the major stakehelders, in order to maintain the ability to gather and distribute pertinent information.

(U) Lesson 2

— Strict project management guidelines were used. The structure provided by these guidelines required
' periodic reviews in which senior management was involved and provided far-reaching decisions.

— Recommendation: Follow the Project Management Plan, keep senior management informed, and update -
plan as necessary. ) '

(U) Lesson 3

- Key decisions {at HQ level) concerning acquisition strategy delayed RFP and subsequenf award. Timetable
for award affected ability to conduct source selection evaluation prior to end of tiscal year and funds
expiration ‘ '

-~ Recommendation. Consider impact of external influences on procurement strategy and develop altematives
for streamlining solutions {contracting, legal)

**.SEXET*‘*
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Recap (U)

Phase 5 Review: Digital Collection-03 4/20/2004 Prbjec( Muanagement

; ' Presented an overview of the project accomplishments
— Concurrence L1
* Reviewed project performance

- T — Concurrence [

" Reviewed Lessons Learned

5
-

- — Concurrence " [] SR |
+"+' Authorized Closeout of the project

— Authorized (=

.- R . 9
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FEDERAL BUREAU OF INVESTIGA {ON

Precedence: ROUTINE Date: 02/13/2004 b2
To: Investigative Technology Attn: » (Enc) 70
From: Investigative Technology bT7E

Electronic Surveillance Technolo Section/TICTU

Contact:
Approved By: :ﬁ?(

’ b6
b7Ci‘

Drafted By: pbics
Case ID #{

Title: DCS-5000

Synopsis: In compliance with the Project Management Office ({PMO)
guidelines, the Telecommunications Intercept and Technology Unit
.(TICTU) is submitting the Digital Collection Project Plan for FY
2004. :

Enclosure: FY 2004 Digital Collection Project Plan

Details: TICTU is submitting the Digital Collection Project Plan
for FY 2004.

Previous to this submission, Title III and Title 50
~digital collection systems were tracked as separate activities.
In July 2003, during a meeting between TICTU and PMO, an
agreement was reached that rather than submit separate plans, an
overall project plan would be provided. Further, in order to
"~ better track the digital collection project, it was agreed that
the project would be tracked by fiscal year blocks. :

b6

For additional information please contact b7C
Project Leader,l l

FY_04_proj.wpd

¢

UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURES

LPLOADED
FEB 2 6 2004

ZMUW’SM%{ o ‘ v | 5.0.
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To: Investigative T

Investigative Technology

LEAD(s) :
Set Lead 1: {Action)

INVESTEGATIVE TECHNOLOGY

at | |

In compliance with the PMO guidelines, TICTU is

‘submitting the FY 2004 Digital Collection Project Plan.

CC:
[ A b2
| (Enc) : b6
| (Enc) - bicC
* . . ' . b7E

L]

FY_04_proj.wpd
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Project Digital Collecticn-04 Project Plan January 1, 2004
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DIGITAL COLLECTION SYSTEM
DiciTal COLLECTION-04

PROJECT PLAN

Project File

b2
b7E

Januvary 1, 2004

Investigative Technology Division
Electronic Surveillance Technology Section

Telecommunication Intercept and Collection Technology Umit
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Project Digital Collection-0¢4

Project Plan January 1, 2004

_ APPROVEL - _

CONCURRED BY: I
Engineering & : S
Technology Manager 1/

iguatare Date

. . b6
: b7C

CONCURRED BY: | |
Planning & |
Administratio
Team Leader 7/ 85/

igndture Date
CONCURRED BY:
Program Manager /

3 e ‘—/
7 7 b6

S}gnature Date b7C
CONCURRED BY: I
Unit Chief

130 ] o
Signature Date - "
b2
. b7E
ii
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2.0 ACQUISITION/PRCGCUREMENT STRATEGY

2.1 PRODUCT LIFE CYCLE ACQUISITION/PROCUREMENT STRATEGY

(U1nm{Z§<:€ICTU intends to maximize the use of competitive procurements
and COTS products in order to obtain products and services that

rovide the best value to the government. With the exception of

I I which will be terminated upon transition
to Red Wolt, all contracts currently supporting the program are
the result of competitive, COTS acquisiticns.

2.1.1 DCS-5000 - o

fﬂﬁumi;g(;TICTu'awarded an Indefinite Delivery/Indefinite Quantity b7E

(IDIQ) Firm Fixed Price (FFP) contract for DCS-5000 collection
.systems and related engineering support services to Raytheon
Systems Company in September 2002. The contract includes a
twelve-month base period of performance and four (4) additional
twelve-month option periods; the contract ceiling is $75,000,000.
Thig contract is the result of a competitive procurement that
required all offerors to submit a candidate system for evaluation
against FBI-developed functional requlrements This plan covers
the second option year of this contract. : ‘

(U - ><

*x & %* SE§;%T * % *




* % % SECRET * * *
Project Digital Collecticn-04* A project Plan Janvary 1, 2004

3.0 TECHNICAL APPROACH

3.1 TECENICAL MANAGEMENT STRATEGY

(U} The Project Leader establishes control of the project with

team members by mutually setting objectives and goals, defining

. tasks to be done, planning and scheduling the task({s) based on
required and available resources, measuring progress and
performance, and reporting progress to management and field b2
offices. b7E

Project Digital Collection-04 will use management. reviews,
. progress reports, and internal and external communications to
keep stakeholders abreast of project activities.

* % s%@nuﬁ{ *x * *x
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b2
b7E

4.0 (U) FINANCIAL SUMMARY

4.1 (U) PRODUCT LIFE CYCLE COST

A(U) The estimated'project cost includes a product life cycle .cost
for a 12-month period. The breakout of cost estimates is as.
follows:

Estimated Total Project Cost (FY03) $34,500,000

Estimated Total Training Cost: . 300,000
Estimated Acguisition and Planning Cost: 2,560,000
Estimated Infrastructure and Suppoft Cost: 2,350,000
Estimated Total Follow-On Production Cost: 18,600,000
Estimated Total Maintenance Costs: ‘ 10,600,000
Estimated Total Disposal Costs: ‘Included above
Estimated Total PRODUCT Life Cycle Cost: A $34,500,000
‘ : b2
b7E
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b2
b7E

6.3 (U) PROJECT CONTROL

(U) The planned management decizion p01nts (Phase Reviews) for
this project ate identified in lﬂble 6.3-1. The planned phase
reviews will provide management with an opportunity to review
project progress from a programmatic view point {cost, schedule,
issues) and an opportunity to provide additional direction to the
Project Leader.

Table 6.3-1. Planned Phase Reviews,.

““'PHASE REVIEW .. .=%  PURPOSE ) PLANNED DATE
Phase 1 A Unit-level rgview to brief the October 2002
Review Unit Chief on the identified need

and to receive a “*go/no-go” decision
from the Unit Chief to initiate
Phase 2/Project Plan preparation

Phase 2 A formal Section-level review to September 2003
Review brief the Section Chief on the ‘

Project Plan content and to receive
a “go/no-go* decision from the
Section Chief to initiate Phase
3/work on the project

Phase 3 A Unit-level review to brief the Not applicable
Review Unit Chief on the cost status, (COTS)

schedule status, and programmatic
issues at the conclusion of the
design/ development activities

Phase 4 A Unit-level review to brief the Not applicable
Review Unit Chief on the cost status, ‘ (COTS)

schedule status, and programmatic
issues at the conclusion of the test
and evaluation activities

Phase 5 2 formal Section-level review to March 2005
Review brief the Section Chief on the
Project Closeaut Report content and
to receive authorization from the

" Section Chief to officially end the
project

)

* * * SERRET * * *
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Project Digital Collection-o04 Project Plan January 1, 2004

6.4 (U) PROJECT ORGANIZATICONAL STRUCILURE AND -RPIATINIEHIFS

(U) The table below identifies the key project participants,
including the key decision authorities, developers, and other
stakeholders who have a vested interest in this project.

SECTION CHIEF: Michael » Requisition

13 1
KEY DECISION Clifford, Jr. Approval

AUTHCORITIES: » Phase 2
’ {Project
Initiation}

» Phase 5
(Project
Closeout)

UNIT CHIEF: » Control Product
’ Approval

» Project Leader
Assignment

PROJECT LEADER: » Project Team Mgmt

» Control Product
Prep

» Project Reporting-

PROJECT TEAM CONTRACTING » Technology Mgmt
STAFF: OFFICER'S ,
TECHNICAL REP: Contract Mgmt
{(Government)
PLANNING & ADMIN » Deployment
TM LDR: Planning
*» Support
Coordination
INSTALLATION & » System Deployment
MAINTENANCE TM: .
*» Technical Support
DEVELOPER (8) : CONTRACTCR : » System Production
Contractaorx{s) »Systeﬁ Support

* % % SE T % * %
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Project Pigital Collection-043%, Project Plan January 1, 2004
- o AN e S - - = ..
S - USER donasaiaN MOR: -~ » Represent-L{ie
REPRESENTATIVE: 1 : Eni:} -User
s . Community

A

Review/Concur on
Control Products

: L Commpuid
' NS : K e e informad "
SR ' progrens featurcs
of the project

Criminal » Provide HQ level

Investigaticn policy. guidance,
Division and funding

;ngER DERS : Counterintelligence » Provide HQ level

AKEHOL : Division . pelicy, guidance,
and funding

Counterterrorism ' » Provide HQ level

- Division - policy, guidance,

and funding:

b2
b6
b7C
b7E

b2
b7E

* ¥ * SECNET * * *




) * % * SECRET * * * .
Project Digital Collection-04 : Project Plan January 1, 2004,

.

*H R QECRET*** : o ..Appeandix B




. (Rev.01-31.2003)
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FEDERAL BUREAU CF EINVESTIGATION .
: ‘ b2
. Precadesnce: RQUTINE Date: 06/22/2005: " b6
To: Operativiel Technolbgy ’ Attn: - Enc)b7c
‘ b7E
From: Operational Technology
Electronic Surveillance Technolo
Contact:
Approved By: gaiz;// . e
. b7C
add . v
Drafted By: :lné&%ﬁa
Case ID #: b2
" b7E

Title: DCS-5000

"Synopsis: ‘In compliance with the Project Management Offlce (PMO)
guidelines, the Telecommunications Inuercept and

Collection Technology Unit (TICTU) is submitting the

Digital Ceollection Project Closeout Report (PCR) for approval.

Enclosure{s): FY 2004 Digital Collection PCR
Details: TICTU is submitting the Digital Collection PCR for
FY 2004 for approval. TICTU requests that the PMO review the

document and schedule a Phase S Review at the earliest
opportunity.

For addltlonal information please contact b6
Program Manager, | I - B7C

FY04_ProjectPCR to PMO.wpd

sz>(§T

UNCLASSIFIED WHEN SﬁPARATED FROM ¢LASSIFIED ENCLOSURES
YPLBARED
JUL 1 3 2005

§.0.1
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“To: Cperational Techriclogy TFrom:
Re: 06/22/2005
LEAD(s) 3

Set Lead 1l: (Action)

OPERATT

AT

ONAT, TECHNOLOGY

Cueratvional Technology SR
. b2
T bTE

iR

In compliance with the PMO guidelines, TICTU is

cC: |
|
lirnc)
(Enc)
(Enc)
+*

>

o]

. submitting the FY 2004 Digital Collection PCR.

b2
b6
b7C
b7E

FY04_ProjectPCR to PMO.wpd
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.. DicITal CoLLECTION-04

PROJECT CLOSEOUT REPORT
(PCR)

Project File

July 9, 2005

Operational Technology Division
Electronic Surveillance Technology Saction

Telecommunications Intexcept and Collection Technology Unit

PCR Vers 1.1

Der! oW
sify Ont
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EProject Digital Collection-04 -

PREPARED BY:
{Project Leader)

CONCURRED BY:
{Program
Manager)

APPROVED BY:
(Unit Chief)
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o W oA

Signature
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Signature
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Engineering &

Technology Manager,

CONCURRED BY:
Planning &

APPROVAL

Signature

Administratior

Team Leader

CONCURRED BY:

Program Manager

CONCURRED BY:

Group Leader

APPROVED BY:
Unit Chief

Signature

Signature 7

Signature

Signature

ii
* * *jgﬁzﬁig * k¥

Digital Collection Project Plan

b7E




(I -}

*".”i"‘*‘ SM * % %

b2

b7E
>

4.0 TECENICAL APPRCACH
4.1 TECHNICAL MANAGEMENT STRATEGY

(U) The Project Leader establishes control of the project with
team members by mutually setting objectives and goals, defining
tasks to be done, planning and -scheduling the task(s) based on
required and available resources, measuring progress and
performance and reporting progress to management and field
offices. ‘

Digital Cellection Project Plan
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PR
FERS e b Rl T e

Precedence: ROUTINE ' Date: 10/14/2004
"To: Investigative Technology

From: Investigative Technology

StrategicrEaaQurcas_uniLABinﬁcn_Managﬁmans_inice
Contact:

Approved By: L, b6
‘ o . bI7C
. 'I
Drafted By: :slw b2
Case ID # | ) b7E

Title: DCS-5000 ,
PROJECT MANAGEMENT OFFICE (PMO)

Synopsis: Project Digital Collection 03. A Phase Five Review
Meeting was held on 10/06/2004 at the Engineering Research
Facility. The project information is captured within the
referenced enclosures for the project.

Enclosure: Project Management Office Project Closeout -Briefing
Summary, PAMS Project Snapshot Report and Project History Report

Details: The Phase Five Review for Project Digital Collection 03

e Engineeri ych Facility on 10/06/2004.
of the Telecommunication b6
ntercept an ollection Tecnnoclogy Unit provided an overview and

status of current activities for the project. Assistant Director b7C
Kerry Haynes, Sections Chiefs, Mr. Anthony DiClemente and Mr.

Roger Shields a?d.ind;z;duala_zsnﬁfsenting ir respectiy
Section Chiefs: for TOS, e_1for

ESTS, approved the closeout of the project.

Key information and decisions from the presentation are
captured within the Project Closeout Briefing Summary enclosure.
Contact [ Jor the Project Leader if additional
information is required. ,

CC: | | ' b2
_ [TICTU — ‘ bo
Tégggu dPieapeg b7C
ricry” 0CT 1 § 2094 b7E
| sru/pMO - §.5 .1

*"




LATE: 01-26-2010

CLASSIFIED BY UCE0322LP/PLI/CC ALL INFORMATION CONTAINED
REASON: 1.4 (o) S T HEREIN 15 UNCLASSIFIED EXCER
DECLASSIEY OM: D1-26-2035 WHERE %HOUN OTHERWISE
' (OTD) (FBI) : b6
b7C
From: | ____kotoy (cony
Sent: Wednesday, October 04, :
To: ot Ernd {OTD)
NL
QIDNG )
OTOY (COM)
; ; OTDYCON
(OTD) |
{OTD) ) (OT N
CON); OTD) (FBI
TD) (FBI) OTD) (FBI ,
OTD)CON |
] OTDVICON): i
FBI); (OTD)(CON)
OTD) (FBI); N
OTD)CON OTD)
- Subject: FW: Immediate action required!
Importance: High
Foliow Up Flag: Read
Fiag Status: Flagged
UNCIASSIFIED
(418 UKD
Please see F—maii below. Thanks. ) b2
b6
Iﬁmﬁﬁl p7C
-----Original M =
From: (OTD) (FBI) b6
Sent: I-\Mednﬂla&ﬂchhai 04, 2006 11:02 AM
To: OTD) (CON) . b 7 C
Subject: Immediate action required! . .
Importance: Migh '
SSIE
NON RD
: please forward to the Unit.
All,
In an effort to answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-maii system (active and archived records) for the term "BCS-3000" and "DCS 300" ~DCSI000"
{variations of the same term). If a document or e-mail is located print it and bring the hard copy t for compilation,
| need this accomplished ASAP. {f there is 2 negative response - | need that aiso. b6
1 b7C

__SEDRRE




i Thanks:

SE

Electronic Surveillance Technology
Cperational Technology Division

Chief, 1 elecommuriications Intercept & Collection 1echnology Unit

Section

desk
el b2
b6
p7C
CLASSIF
U D
(OTD) (FBI)
From: L JotD) (FBI) b6
Sent: : 8 8:07 AM
To: (OTD) (FBI) b7C
Subject: FW: DCS-3000 redundancy
B
N-RECO
Tl ]
TICT |
Officg;
Cell?F
1 b6
b7C

---—Qriginal M = "
From: . I {CON)

3006 8:06 AM
(OTD) (FBI)

To:

Subject: : red
LAS (3]

NO ORD

ndancy

Please be advised that [ a

retired as am |, but working fo

-=~=-Qriginal Message-—-—-
From:

(FBI)

Sent: 10:30 AM
To: (CON)
Subject: : redundancy

S2 Al

I have noted the contact changes, as

b6
b7C
b4




More stuff for you
—~—Qriginal Message-«---
From: (OTD) (FBI) b6
Sent: Friday, July 21, 2 25 PM
Subject: - redundancy
D
-RE
(o) |

Thank You b2
ETl | | b4
TICTU.
Office b6
Celk: ' b’7C

el | b7E

b2
b6
b7C




S

‘L_;MAOTD) {FB1)

From: I

lcony

Sent: D06 8:06 AM
To: (oTD) (FBI) b6
Subject: RE: DCS-3000 redundancy b7C

S D
D

Please be advised that | aml

|and not | have noted the contact changes, as lis

retired as am |, but working foi |

---~-0ﬁginai.umaa_|--- )
From: FBI
rom (FBI) ) b6

To: (CON)
Subject: : - redundancy b7C

LAS D
NON ORD

More stuff for you

Sent:
To:
Subject: DCS-3000 redundancy

SSIE
N

b4

---—Qriginal —
From: ! i :kOTD) (FEI) Do
i b7C

125 PM
(FBI)

. ThanK You

NCLASSIFIED

b2
b4
b6
b7¢C
b7E




-

S%ET

" UN fFIED
I‘OTD! SFBI)
From: L _oto) B b6
Sent: . ‘ 25 PM
To: (FBI) b7C
Subject: DCS-3000 redundancy
sl
@
!EE I - I] IIGI’I I l . - s =g I. I I I‘
b2 T
Thank Y
an ou b 4
%I’I | bo
Office: ' b7C
Celif i
Pager:
b2
UNCLASSIEIED b6
| (OTD) (FBI) b7C
From: L | koTo) (FB))
Sent: 10:45 AM
To: [ '(OTD) (FBI) OTD) (FBI);
Cc: oty eRil kOTDl (FBI)
FBIY; ST (=05 OTD) (FBI);
|155N)
Subject: I : bé
. b7C
o
b2
Hi all, b4
bo
b7C
b7E




N — |

I:Si ..................................................................................... I

if anyone has any questions about this, please give me a call.
f

UNCLASSIFIED




3 ) DATE: 01-26-2010 ALL INFORMATTION CONTAINED
CLASSIFIED BY UCSN32Z2LPSPLJI/CC HEREIN I3 UNCLASSIFIED EXCEPT

REASON: 1.4 {c) YHERE SHOWN OTHERWISE

DECLASZIFY OM: D1-26-2035

—I(OTD) (FBI)
From: fotp) (CON)
Sent: ctober 04, 2
To: m (RN oTD)
—(EBI. OTD} (FBD); :
!(OT CON i
OTD)CON)] lA0)
(OTD) (OTy
SLCON). 3
| {OTD) (FBi (OTD) (CONY;
IDVIER), (oxunI¥i:1iva I |
(OTDWCONY. {OTDLICON)
) OTD) (CONY; KOTDV(ERI:
L(OTR) (FBY) Nyl
: (OTCY(E '
. {OTD){CON); (OTD)
( R (OTD) (FBI)
Subject: FW: Immediate action requireq! b6
, b7C
importance: High
Foliow Up Flag: Read '
Flag Status: Flagged
U S D
N
Please see| le—mail below. Thanks.
b2
' ' b6
D IR/ESTS/TICTY
b7C
—Qriginal Message—— .
From: i }(OTD) (FBI)
Sent: Wednesday, October 04, 2006 11:02 AM
e Dl
Subject: mmediate n requiredt
Importance: High
S
N D
hlease forward to the Unit. b6
Al b7C

In an effort to answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term “DCS-3000" and "DCS 30pac =DCS3000"
(variations of the same term). if a document or e-mail is located print it and bring the hard copy ‘or compilation.

| need this accomplished ASAP. if there is a negative response - | need that also.

| e




) 'Thanks- %ET

Chief, Telecommunications Intercept & Collection Technology Unit
Electronic Surveillance Technology Section
Qperational Technology Division

b2
b6
b7cC

OTD) (FBI
From: l I( OTD) (FBI}
Sent: i 2006 9:31 AM
To: OTD} (FBY)
Subject: P Re:
u SSIFIED
NO ORD

FYI those went out Tuesday afternoon

E
TICT

Office;
Cell:

Pager.l

——CQriginal M

(OTD) (FBD)
12, 2006 1:42 PM
OTD) (FBI)

;ou;d you shid

lfor me.

-

——Criginal Message—~---

bé
b7C

b2
b6
bicC

b2
b4
b6
biC
b7E




@B{ET

From: L lFBI) b6
Sent: 12, 2006 11:55 AM
ST N— Y b7C
Subject:  RE. Re: DCS 3000
UNCLASSIFIED

DN ORD

Great, no we could install them. We would need three. Thanks a lot.

---~QOriginal Message--+--
From: (OTD) (FBI)
Sent: 006 10:47 AM
To: (FBI)

Subject: RE: Re: DCS 3000 b6
UN IFIED b7C
NO ORD
[ ] b2
| b4
— o
-—--Original o
From: (FBI)
o (OTD) (FBI) OTD) (FBI)
Subje e 000 ) b7cC
SS ,
NON-RECORD

Guys, we are intereste? in gettind We thought this
I | What are your opinions of this? 1o

sAl | b4
b7k

b2
b6
b7C




ET

' S
I;OTD) (EBY)

From: L komp)(ren)
Sent: wliuirsday Ly 27 2006 8:07 AM
To: e loTp)(FB)
Subject: FW: DCS-3000 redundancy

%CLASSIS%

ET I
TICTL 1

Office:
Cell

— |

-----Original Messagg—-———-

From: . [(CON)

Sent: 006 8:06 AM

Subject: : redundancy
LAS D

N RD

| have noted the contact changes, as

Please be advised that | a : and not
retired as am |, but working fol
''''' Original idﬁiﬁgﬁ';__l
From: (FBI)
Sent: Tuesday, July 25, g@% 10:30 AM
To: (CON)
Subject: FW: DCS-3000 redundancy

LASSIE]
NO| D

More stuff for you

~~~~~ Qriginal Message—--

From: (CTD) (FBN b6
Sent: ] :25 PM
To: FBI) b7C

Subject: DCS-3000 redundancy
NbieFoom

We here in the TICTU lab are beginning an initiative

b6
b7C

b2
b6
b7C

b6
b7C
b4

b2
b4
b6
b7C
b7E
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SESgET

b2

b4

Thank You

ET
TICTU
Officg:
Cell;

[

CLASSIFIED

lioTtp) (FBY)

b7E

b2
b6
b7C

From: | licony
Sent:

06 8:06 AM
Fo: OTD) (F8})
Subject: : DCS-3000 redundancy

SS
NO D

Iand not

- Please be advised that{ am
retired as am |, but working fo

----- Criginal e
From: FBI)
Sent: | 10:30 AM
To: {CON)
Subject: FW: DCS-3000 redundancy

S$

N

More stuff for you

----Original —

e — T
Sent Fri *25 PM
To: (FBI)

Subject: DCS-3000 redundancy

UNCLASSIFIED
NON-RECORD

b6
b7C

1 have noted the contact changes, as

bo
b7C
b4

b6
bicC

b2
b4
b7E

we here inthe TICTU]_ Bab are beginning an initiative td

5




“Thank You
: ET b2

TICT b4

Officg: ] : b6

Cell:

Pager: ) b2 b7C
b6 b7E
b7C

UNCLASSIFIED
(OTD) (FBI)
grom: | I(OTSDI)D gsx) , b6
ent: Eriday, Julv 21,2006 1;%
To: (FBI) b7C
Subject: DCS-3000 redundancy
4] )
N

We here in the TICTUI Iiab are beginning an initiative tof ]

Thank You b2
’ETCITU ! b4
l
I—I—' b6
Office:
Cell:] : b2 b7C

rwf' b6 b7E
| : b7C
DNCEASSIFIED

___sﬁaf.__‘_




SECGRET
{OTD) (FBI)

From: L J(FBY)
Sent: ...Iu.aad.aLMay.Q?.Z(iOS 1:10 PM
To: {OTD) (FBI)
Subject: 1
UNCLA! IED
NO! CORD

| Whatever you folks

designed and set up will be appreciated here.

| will be out of the office from 5/13-27/06, so if my presence is heeded during that window let me know so | can get
someone to fill in. Thanks.

To:

Subject:

FBI)

---~Original Message----.
From: ;:(om) (Fan)
Sent: ursda!‘ Maz 04‘ 2006 1:02 PM
—

CLASSIFIED

NO

CORD

b2
b4
b6
b7C
b7E

ave one programmed up ana as a

. J5 ot going 10 Be USed 1 1S Up 10 you as 1o Whether of not 10 nstan 1. We i

Justin case kind of thing it doesn't take up much space and can save some heartache down the road.

Thanks,

---—Qrigj -

From:

Ta: OTD
ﬂ

Subject]

UNGLASSIEH
Non.ﬁgo

H

(FBI)
2:23PM
) (FBI)

b2
b4
bo
b7C
b7E

Yourcorrect |




SR

But, we'll do whatever you've worked out. Let me know.

-~--Qriginal M
From;

cc.

" I —
ro:I i(FBI)

(OTD) (FBI)

May 04, 2006 8:13 AM

] {O1D) (FBI}

Su.hj s

IED
ORD

b2
b4

bbb

b7C
b7E

EL i
-----Original Me —_—
From: (FBI)
Sent: Wednesday, May 03, 2006 3:02 PM
To: OTD) (FBI)
Subject: FW:
LASS D
NON. ORD
H This is what | aske:

but I'm sure he's got his hands full

b2
b4
bé
bicC
b7E

| Let me know if this will work and what you want me to do.

-'Fhanké |

-—-Original Message-----

From:

kreu

.. <l




SEKET
éenc i i 2:31 PM
. Teo: (OTD) (FBL)
Subject: % ,

LASSIF,
NON- RD

FQ

amoment. Thanks!

JAnd if so, will this terminate in a new separate router? Let me know when you get

b2
b4
bé
b7C
b7E
| b6
UNCLASSIFIED b7C
loTD) (FBY)
From: l OTD) (FBI o
sL?.‘I? X )0(2 p& b2
To: (FBI) b4
Subject: | b6
b7C

[We have one programmed up and as a just in case

kind of thing it doesn't take up much space and can save some heartache down the road.

Thanks,

E
TICT

T




SPRET
o ———

Pager: b2 :
. bo
-----Original —— b7C
From: FBI
Sent: ,wcce g:zs)PM b7E
To: (D) (FBI)
Subject:

Looking at your diagram]

T But wel

do whatever you've worked out. Let me know.

---—Qriginal Message-----
W —

Sent:  Jhusday Mav04.2006 8:13 AM

To: SF) (FBI)
Ce: (OTD) (FBI)
Subject;

ASS

[ ]

<< Fil4 bpt >>

ETl ]
TICT )

Offi
Cell:

. l

—Original Message-----

From: SF) (F8I)

Se y, May 03, 2006 3:02 PM
To:

Subject:

10




H Jrnis is what i askeJ Ibut ' sure he's got his hands full | |

JLet me know if this will work and what you want me to do. Thanks]
Technical Services

b2
we--Original MesSatammm b4
From: ' (FBI) bo
Se igay. April 07, 2006 2:31 PM
To?l Kor‘gl FBI b7C
Subject: | | b7E

| Let me know when you get a moment. Thanks!

;ec;nc:cai ;ervicesl ‘

b2
b4
b6
biC
b7E

1




PR

koTD) (FBI)

From: i Joto) (Fa1).

Sent: ‘WS 3:20 PM

To: (OTD) (FBI) b2

Subject: | b4
b6

NON-RESeRT p7e

N b7E

TICT

Office

Cell: Ll___ b2
I_Pger: . b4
| b6

<----Original Message----- b7C
From: ¥FBI

Sent: ‘I?h ay, May 04, 2006 2:23)PM b7E
To: - QTD) (FBI)

Subject:

Hi

Your mrrggg.l

féut, we'll do whatever you've

worked out. Let me know.

~—0riginal M @-nee

From: {OTD} (FBI}
Sent: ursday, May 04, 2006 8:13 AM
To: {FBI)
Cc: ) (FBI)
Subject: .

NonECoRy.

b2
b4
bo
b7C
b7E

I am attaching a diagram of what we anticipate going to

12

DT




SECRET

E
TICTU

Office;
Cell:

Iﬁﬂb—l

b2
bl
bé

b7C
--—-Qriginal Messa — b7E
Sent: nesday, May U3, 3:02PM

To: ) (FBI)
Subject: FW

i

HI | This is what | askedl Ibut I'm sure he's got his hands full.l

JLet me know if

his will work and what Eou want me to do. ﬁanks| |

b2

b4
bo
b7C
b7E

--—-Origiinal Messagea—
From: (FBI)

Sent: _ Frida it 07, 2006 2:31 PM
To: | (OTD) (FBI)
Subject':l

U
%«REGO%

Hi

[ Tet me know when you get a moment. Thanks!

b2
b4
b6

CLASSIFIED

b7C
b7E

13




| ISOTD! (FBI)

Sent: ursday, Ma 23 PM
To: OTD} {FBI}
Subject: ‘ b6
b7C
U
REC
Hi
Yoz corract |
[BUT, we'll do whatever you've
worked out. Let me know.
--—-—Qriginal
From: (QTD) (FEI) b2
Sent: Thursday, May 04, 2006 8:13 AM b4
To: (FBI) hé
Ce: OTD) (FBI)
Subject: b7C
S b7E
NO D

| am attaching a diagram of what we anticipate going tol




To:
Subject;

(I)TD) (FBI)

Sent: Wednesday, May 03, 2006 3:02 P

JLet me know if

" “this will work and w want me 1o do. 1-"hanks| |
Techpi i

..---Ori i ——
Sent: _Fp : 7:31 PM
To: (OTD) (FB)

CLASSIE
NO D

b2
b4
b6
b7C
b7E

| Let me know when you get a moment. Thanks!

b2
b4
b6
b7C
b7E




8

loTo) (FEY)

From: OTD) (FBI}
Sent: IIhuﬁdaM.Max.Qa.Zﬂ. 10:45 AM
To: ©oT) (Fn] Joto) (FBIN] |
TITD) (CORY

Cc: Lotn ieapd |

I ] |{OTD) (FBI);

(OTD) (FBl);l
Subject: | iDCS IP plan b6
b7C
LA ED
D

Hi alt,

] — | I I bl
b2
b4

I I b7E

If anyone has any questions about this, please give me a call.

thanks!

URCTASSIEIED

16 -




411 INFORMATICN CONTATNED
HEREIN IS DNCLASSIFIED
DATE 01-26-2010 BY UC6032ZLF/FLJ/CC

OTD) (FBI

From:
Sent:
To:

o1oy (ern (OTD)

grpyiconnl

{OTD)(
Subject: FW: Immediate action required! bé
Importance: High b7C
Follow Up Flag: Read
Flag Status: Flagged

UNCLASSIFIED
NON-RECORD

b2
b6

| | - b7C

---~-Qriginal M —
From: i koT) (FBI)
Sent: rwm;ﬁday_mmi 04, 2006 11:02 AM
To: OTD) (CON) , b6
Subject: Immediate action required! b7C
Importance: High

Please see e-mail below. Thanks.

UNCLASSIFIED
NON-RECORD

lease forward to the Unit.

Al

In an effort to answer a FOIA request, | am reguesting that all TICTU employees and contracters immediately do a word
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000 “DCS3000"
{variations of the same term). If a document or e-mail is located print it and bring the hard copy ‘or compilation.

| need this accomplished ASAP. If there is a negative response - | need that also. ‘ b6

t - b7C




Thanks

Chief, Telecommunications Intercept & Collection Technotogy Unit

Electronic Surveillance Technology Section

Operational Technology Divigion

b2

b6

b7C
UNCLASSIFIED
UNCLASSIFIED

(OTD) (FBI)
From: (FBI)
Sent: ﬁmﬁlo PM -
To: OTD) (FBl)
Subject: b4
b6
UNCLASSIFIED b7C
NON-RECORD bIE
Hil
| ] whatever you folks

| will be out of the office frog 5/13-27/

someone to fill in. Thanks,

designed and set up will be appreciated here.

8, so if my presence is needed during that window let me know so | ¢can get

—COriginal Message-----
From: E&(om) (FBY)

Sent: .MWMEII
Ta: (
—

Subject:

UNCLASSIFIED

NON-RECORD

102 PM
F8l1)

b2
b4
b6
b7C
b7E

| We have one programmed up and as a

just in case kind of thing it doesn't take up much space and can save some heartache down the road.

Thanks,




erl ]

TICT!
Office:
Cell:

1 b2
| b4
b6
«----Original M [ b7C
From: FBI)
Sent: 006 2:23 PM - b7E
To: OTD) (FBI)
Subject:
UNCLASSIFIED .
NON-RECORD
W]
Your correct.l
Looking at your diagram|
~ But, we'll do whatever you've worked out. Let me know.
----- Original Messagg:----
From: | e—— Y b2
Sent: Th May 04, 2006 8:13 AM b4
To: {FBI)
Ce: OTD) (FBI bo
Subject: b7C
UNCLASSIFIED b7E
NON-RECORD

— : e i o]

Tl

TICT 1

Officg.

Cell

[

-----Original Message——

From: f

[FBI)

3

b2
b4
b6
b7C
b7E




Sent: w, 2006 3:02 PM
To: (,iTD) (FBI)

Subject:

UNCLASSIFIED
NON-RECORD

i is : . y his hands fuil | }

[Tet me know if this will work and what you want me to do.

Thank!
ﬁmmlﬁ' b2
b4

v , b6

~----Original Message--—- b7C
From: (FBI)
Sent: 3 : 3731 PM ' , b7E
To: : (OTD) (FBI) ‘
Subject:
UNCLASSIFIED
NON-RECORD

] L&t me know when you get

a momeant. Thanks!

b2
b4
b6
b7C

UNCLASSIFIED b7E

UNCLASSIFIED

UNCLASSIFIED
UNGLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




I kOTD) (FBI)

From: | koTo) (FBI) bz
Sent: . .:anmm.zn.m‘oz PM b4
To: {FBI) b6
Subject: | b7C
b7E

UNCLASSIFIED
NON-RECORD

Thanks,

ET |
TI I

Office]
Celi:| b2

Pager:} b4
| b6
-—-Original ¥essage----- b7C
From: i I(FBI) b7E

Sent: Thursday, May 04, 2006 2:23 PM
To: ] TD} (FBI}
Subject:

UNCLASSIFIED

NON-RECORD

Hi
_Your correct |

JBut, we'l

do whatever you've worked out. Let me know.

—--0rigi p—

From: OTD) (FEBI} b2

Sent: _Thursday, May 04, 2006 8:13 AM b4

To: FBI}

Ca: (OTD) (FBI) bo

Subject? ) b7C

UNCLASSIFIED b7E

NON-RECORD




| am attaching a diagram of what we anticipate going to]

eT| | ‘ b2
TiICTU

b4

b6

b7C

b7E :

-—Original Messa === N

From: I [FBI) - b2
Sent: Wednesday, May 03, 2006 3:02 PM . b4
Ta: OTD) (FBI
Subject: ' bt
UNCLASSIFIED b7C
NON-RECORD b7E
Hi This is what | ' ' is hands full. |

TeT me know 1 this will work and what you want me to do. Thanks| |
echnical Servi ,

-—Qriginal Message-+---

From: { (FBI) )
Sef:_ﬂidar, April 07, 2006 2:31 PM b2
To OTD) (FBI ’
Subject: ] 1 b4
UNCLASSIFIED b6
NON-RECORD b7C
b7E
Hi

| Let me know when you get 2 moment. Thanks!

e




UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
| {OTD) (FBI)
From: l koTo) (FBI)
Sent: pilirsdane Mo A4 2006 3:29 PM
To: (OTD) (FBI)
Subject:
b2
UNCLASSIFIED b4
NON-RECORD hE
b7C
b7E
ET

-~--Qriginal Message-----

From: . |

Sent: ;
To:
Subject:

1G]

006 2:23 PM
OTD) (FBI)

UNCLASSIFIED

NON-RECORD

nl_]

Your correct.l

I
. |

JBut, we'll do whatever you've

worked out. Let me know.

—~—-QOriginal Message--~-

From:  om)en

Sent:

; 8:13 AM
To: (FBI)
Ca OTD) (FBL}
Subject:

b2
b4
b6
b7C
b7E




UNCLASSIFIED
NON-RECORD

| am attaching a diagram of what we anticipate going t! |

e ——1
TICTU , b2

Office_l r_I b4
Cell
Pager:| 1 b6
I_g b7C
b7E
--—-Origjpal Message-—— ,
From: (FBI)
Sent: lmbs 3:02 PM
To: TD) (FBL)
Subject:
' UNCLASSIFIED

NON-RECORD

HiI IThis is what | asked Ibut I'm sure he's got his hands full, | ]

] Let me know if

this wﬁ work and wEf; fﬂ want me to do. 1hanks| I

b2
-----Original Message— b4
From: | JFBI)
Sent: _Friday, April 07, 2006 2:31 PM bé
To: (OTD) (FBI)
Subject b7C
b7E
UNCLASSIFIED

NON-RECORD

Hil7

| Let me know when you get a moment. Thanks!
8




Technical Service b2
I b6
b7C
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
_koTD) FBY)
From: FBI)
Sent: 23 PM - b2
To: EOTD) (FBI) A
Subject: |
b6
UNCLASSIFIED b7C
NON-RECORD b7E
W]
Your correct |

]But, we'll do whatever you've

yvorked out. Let me know.

----Criginal Message-----

Sent: .mmmm.mme: 13 AM
To: FBI)
Ce: KOTD) (FBI)
Subject: |
UNCLASSIFIED

NON-RECORD

b2
bd
b6
b7C
b7E

| am attaching a diagram of what we anficipate gaing tol




L

ET I | -

TICTL | b2
Officel

Cell: L b4

Pager: I , ‘ b6
. b7C

-—0Originat Message--———- b7E
From: i | (Gh)
Sent: 3, 2006 3.02 PM
To: OTD) (FBI)
Subject:|
UNCLASSIFIED
NON-RECORD

Il et me know if

this will work and wi vant me to do. Thanks,
T h . 0y m ;
b2
‘ - b4
..... Orici bo
. From: { £BI) b7C
Sent: Friday, Aol 07, 2006 2:31 PM

To: j(oTD) (FBY) b7E -
Subject: .

UNCLASSIFIED
NON-RECORD

[ —

Tet me know when you get a moment. Thanks!

;:ec;mcai ;ewicesl

UNCLASSIFIED

UNCLASSIFIED




UNCLASSIFIED

UNCLASSIFIED
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This is a generic DCS-5000 contingency plan that should be used as a basis for the creation of site-
specific DCS-5000 contingency plans. Each field office or organization with a DCS-5000 system must
create and implement a site-specific plan to meet their needs.

Comprehensive system security contingency plans for operating locations employing the DCS-5000
should be written and coordinated to cover the loss of equipment, personnel and data due to unforeseen
calamities at FBI field office locations such as fire, earthquake, flood, wind, etc. These plans should be
tailored to match the environments within which each individual DCS-5000 operates. For instance, a
field office in a desert or mountainous environment may not need to address a potential flood threat but
may emphasize the potential damage from wind or avalanche. In addition, these plans should clearly
define individual roles and responsibilities for each type of emergency and should include recovery
strategies for those emergency situations. Instructions shouid be included for implementing each
recovery strategy at each of the following response level:

. Emergency Response - The immediate steps to be taken by each participant to protect life,
property and reduce the negative impact of the emergency situation.

e Interim Operations - The steps to be taken to initiate interim procedures. These procedures
will place the systems into a temporary restricted operational status.

e Recovery Actions - The procedures to be used to restore the system to full operation.

A contingency plan may incorporate recovery plans for different contingencies within it, or separate
recovery plans that address each contingency individually may be attached to it. Regardless of the
approach, these plans must be detailed but, at the same time, easy to follow so all personnel involved with
the system know what steps to take in the event a disaster strikes. A typncal contingency plan should
include the following:

e A general mission description of the system

¢ Key organizations involved with system recovery

¢ Key personnel (i.e., points of contact) involved with systerﬁ recovery

e A brief description of the types of calamities that might befall the system

- & Notification procedures that clearly describe who is 10 be notified and when, and what
alternative actions to take when key people cannot be contacted

e Detailed descriptions of emergency response activities (i.¢., actions that must be taken
immediately after a calamity) based on the type of calamity and on the severity of the
damage suffered

e Detailed descriptions of actions that must be taken to resume system operations at an interim
level based on the type of calamity and on the severity of the damage suffered

e Detailed descriptions of actions that must be taken to resume normal system operanon based
on the type of calamity and on the severity of the damage suffered

e Emergency response checklist appendices (optional)
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1.0 INTRODUCTION (U)

Prior to receiving access to DCS-5000, all users shall be required to review the DCS-5000 Rules
of Behavior. These rules of behavior apply to all users of DCS-5000. By signing this
document, the user acknowledges that he or she understands and accepts these responsibilities
and will make every effort to comply with them. Copies of these rules of behavior must be
provided to all new users of DCS-5000 before they are granted system access.

Security is important for everyone. All users of DCS-5000 resources should be aware that the
system as a whole contains valuable and sometimes sensitive government information, which
must be protected to prevent disclosure, unauthorized changes, and loss. Each part of the system
can introduce vulnerabilities to the whole, so protection must be consistent in order to be
effective.

1. Purpose (U)

The purpose of the DCS-5000 Rules of Behavior is to implement baseline éecurity requirements for all
program managers (PM), system administrators (SA), information systems security officers (ISSO), and
users of the system. This document states individual security responsibilities as users of the system.

2. Compliance

The DCS-5000 Rules of Behavior are based on the principles described in the Computer Security
Act of 1987 to protect sensitive information. More specific user responsibilities are set forth in
the FBI Manual of Investigative Operations and Guidelines (MIOG) and in other regulatory
documents such as the Code of Ethics for Government Employees, Office of Personnel
Management (OPM) regulations, Office of Management and Budget (OMB) regulations, and the
Standard of Conduct for Federal Employees. The DCS-5000 Rules of Behavior carry the same
responsibility for compliance as these official documents. Users who do not comply with these
rules are subject to penalties that can be imposed under existing policy and regulations, including
official, written reprimands, suspension of system privileges, temporary suspension from duty,
removal from current position, termination of employment, and even criminal prosecution. The
FBI will enforce the use of penalties against any user who willfully violates any DCS-5000 or
federal system security (and related) policy.

3. User Information and Contacts (U}

Your supervisor or System Administrator should furnish you with the following information
when you are granted authorized user privileges on DCS-5000. After that, it is your
responsibility to stay up-to-date on the key personnel and phone numbers. You should know:

. Your unique personal identifier (user ID) on the system; your user ID will be used to
control your-access to parts of the system and for auditing your activities on the system

. Your password on the system; the system will ask for your password to authenticate your
identity, before granting you access. You may get a temporary password; if you do, the
system will ask you for a new one the first time you log on. You should also be notified
of any requirements for password length, complexity, duration, etc, Never write your

wkS B CREIS




RS ECRET***

password down.

. Your access privileges; your access privileges may be limited to a specific list of file
arcas, programs, and activities.

You should know who the following individuals are and how to contact them:

Contact: Description of duties: Telephone:
Pro pram Manager Program Manager for DCS-5000-
activities
Information Systems Security | Ensures that the information system
Officer (ISSO) is implemented with appropriate b6
security features and meets the
minimum security requirements. b7C
DCS-5000 Senior System Serves as POC for all DCS-5000
Technpical Represeptative technical issues.
User Representative Serves as user advocate for this
system '
Table 1: Contacts
4. The DCS-5000 Environment (U)
General Information ‘ -
All DCS-5000 users must read and abide by these rules of behavior. b7E

All FBI systems are for official business only. System users have no expectation of
privacy while using these resources.

Sensitive and Classified Data Considerations
SECRET Classified national security information will be processed on any DCS-5000.

All DCS-5000 output that contains SECRET information will be so marked or labeled by the
user who generated the material, and then stored or transmitted with appropriate protection. The
classification SECRET will be marked, stamped, or permanently affixed to the top and bottom of
the outside of the front and back covers (if any), on the title page and on all pages of documents
or information requiring such control. All removable media containing Classified information
will be similarly labeled and stored in approved security containers (e.g., GSA approved safes).

SECRET documents that are no longer needed must be shredded.
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6.2 Things You May Not Change (U)

7. Unauthorized Activities (U)

All DCS-5000 users arg held strictly accountable for their actions while on the system. User
activity will be monitored and system activity audited to detect unauthorized behavior.
Unauthorized activity may result in 3 warning, reprimand, loss of access, formal disciplinary
action (including dismissal), or even legal action (such as a fine or imprisonment).

Unauthorized activities include;

Entering unauthorized, inaccurate, or false information. Do not delete or manipulate
information inappropriately.

Using data for which you have not been granted authorization. Do not explore data or IS
capabilities that are not related to your job or attempt to access information which you do
not have authority to access. If you have any questions about the limits of your
authorization, consult your supervisor for clarification.

Retrieving information for someone who does not have access to it himself/herself,
except as specifically authorized in your job description, or by your supervisor.

Violating copyright and site licenses of proprietary sofiware. This may happen when
multiple copies of licensed software are installed, as well as when unlicensed software is
installed, or licensed software is used on personally owned systems.

Installing unauthorized software. Do not install outside software (including other agency
software, shareware, freeware, personally purchased, or pirated sofiware) on DCS-5000.
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. Leaving your computer logged into the system when not being used. Log-off your
‘workstation whenever you are away from the immediate work area for the day. When
leaving your immediate work area for a short period of time (i.e., on-site meetings, lunch,
~ etc.) enable the screen saver function with password protection.

8. Your Role in Protecting the System (U)
Ensure that any data that is visible on the workstation monitor screen cannot be viewed by

ungaythorized personnel. The following guidelines will be followed when

The user will ensu