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the political needs of the president's party.

Before we get to the other issues, I want to go back to an
incident from the time that Mr. Gonzales served as White House
counsel.

There have been media reports describing a dramatic visit by
Alberto Gonzales and Chief of Staff Andrew Card to the hospital bed of
John Ashcroft in March 2004, after you, as acting attomey general,

decided not to authorize a classified program.

First, can you confirm that a night-time hospital visit took
place?

COMEY: Yes, I can.

SCHUMER: OK.
Can you remember the date and the day?

COMEY: Yes, sir, very well. [t was Wednesday. March the 10th,
2004,

SCHUMER: And how do you remember that date so well?

COMEY: This was a very memorable period in my life; probably the
most difficult time in my entire professional life. And that night

was probably the most difficult night of my professional life. So

it's not something I'd forget.

SCHUMER: Were you present when Alberto Gonzales visited Attorey
General Ashcroft's bedside?

COMEY: Yes.

SCHUMER: And amI correct that the conduct of Mr. Gonzales and
Mr. Card on that evening troubled you greatly?

COMEY: Yes.
SCHUMER: OK.
Let me go back and take it from the top.

You rushed to the hospital that evening. Why?
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COMEY: I'm only hesitating because I need to explain why.
SCHUMER: Please. I'll give you all the time you need, sir.

COMEY: I've actually thought quite a bit over the last three
years about how I would answer that question if it was ever asked,
because I assumed that at some point I would have to testify about it.

The one thing I'm not going to do and be very, very careful about

is, because this involved a classified program, I'm not going to get
anywhere near classified information. I also am very leery of, and
will not, reveal the content of advice I gave as a lawyer, the
deliberations I engaged in. I think it's very important for the
Department of Justice that someone who held my position not do that.

SCHUMER: In terms of privilege.
COMEY: Yes, sir.
SCHUMER: Understood.

COMEY: Subject to that, I -- and I'm uncomfortable talking about
this...

SCHUMER: I understand.
COMEY: ... but I'll answer the question.

I -- to understand what happened that night, I, kind of, got to
back up about a week.

SCHUMER: Please.

COMEY: In the early part of 2004, the Department of Justice was
engaged -- the Office of Legal Counsel, under my supervision -- in a
reevaluation both factually and legally of a particular classified
program. And it was a program that was renewed on a regular basis,
and required signature by the attorney general certifying to its

legality.

And the -- and I remember the precise date. The program had to

be renewed by March the 11th, which was a Thursday, of 2004. And we
were engaged in a very intensive reevaluation of the matter.

And a week before that March 11th deadline, I had a private
meeting with the attorney general for an hour, just the two of us, and
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I laid out for him what we had learned and what our analysis was in
this particular matter.

And at the end of that hour-long private session, he and I agreed
on a course of action. And within hours he was stricken and taken
very, very ill...

SCHUMER: (inaudible) You thought something was wrong with how it
was being operated or administered or overseen.

COMEY: We had -- yes. We had concerns as to our ability to
certify its legality, which was our obligation for the program to be
renewed.

The attorney general was taken that very afternoon to George
Washington Hospital, where he went into intensive care and remained
there for over a week. And I became the acting attorney general.

And over the next week -- particularly the following week, on

Tuesday -- we communicated to the relevant parties at the White House
and elsewhere our decision that as acting attorney general I would not
certify the program as to its legality and explained our reasoning in
detail, which I will not go into here. Nor am I confirming it's any
particular program.

That was Tuesday that we communicated that.

COMEY: The next day was Wednesday, March the 10th, the night of
the hospital incident. And I was headed home at about 8 o'clock that
evening, my security detail was driving me. And I remember exactly
where I was -- on Constitution Avenue -- and got a call from Attorney
General Ashcroft's chief of staff telling me that he had gotten a

call...

SCHUMER: What's his name?

COMEY: David Ayers.

That he had gotten a call from Mrs. Ashcroft from the hospital.

She had banned all visitors and all phone calls. So I hadn't seen him
or talked to him because he was very ill.

And Mrs. Ashcroft reported that a call had come through, and that

as aresult of that call Mr. Card and Mr. Gonzales were on their way
to the hospital to see Mr. Ashcroft.
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SCHUMER: Do you have any idea who that call was from?

COMEY: I have some recollection that the call was from the
president himself, but I don't know that for sure. It came from the
White House. And it came through and the call was taken in the
hospital.

So I hung up the phone, immediately called my chief of staff,

told him to get as many of my people as possible to the hospital
immediately. Ihung up, called Director Mueller and -- with whom I'd
been discussing this particular matter and had been a great help to me
over that week -- and told him what was happening. He said, "I'll
meet you at the hospital right now."

Told my security detail that I needed to get to George Washington
Hospital immediately. They turned on the emergency equipment and
drove very quickly to the hospital.

I got out of the car and ran up -- literally ran up the stairs
with my security detail.

SCHUMER: What was your concern? You were in obviously a huge
hurry.

COMEY:: I was concerned that, given how ill I knew the attorney
general was, that there might be an effort to ask him to overrule me
when he was in no condition to do that.

SCHUMER: Right, OK.
COMEY: I was worrted about him, frankly.

And so I raced to the hospital room, entered. And Mrs. Ashcroft

was standing by the hospital bed, Mr. Ashcroft was lying down in the
bed, the room was darkened. And I immediately began speaking to him,
trying to orient him as to time and place, and try to see if he could

focus on what was happening, and it wasn't clear to me that he could.
He seemed pretty bad off.

SCHUMER: At that point it was you, Mrs. Ashcroft and the
attorney general and maybe medical personnel in the room. No other
Justice Department or government officials.

COMEY: Just the three of us at that point.

I tried to see if I could help him get oriented. As I said, it
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wasn't clear that T had succeeded.

I went out in the hallway. Spoke to Director Mueller by phone.

He was on his way. I'handed the phone to the head of the security
detail and Director Mueller instructed the FBI agents present not to
allow me to be removed from the room under any circumstances. And I
went back in the room.

I was shortly joined by the head of the Office of Legal Counsel
assistant attorney general, Jack Goldsmith, and a senior staffer of
mine who had worked on this matter, an associate deputy attorney
general.

So the three of us Justice Department people went in the room. 1
sat down...

SCHUMER: Just give us the names of the two other people.

COMEY: Jack Goldsmith, who was the assistant attorney general,
and Patrick Philbin, who was associate deputy attorney general.

I sat down in an armchair by the head of the attorney general's

bed. The two other Justice Department people stood behind me. And
Mrs. Ashcroft stood by the bed holding her husband's arm. And we
waited.

And it was only a matter of minutes that the door opened and in
walked Mr. Gonzales, carrying an envelope, and Mr. Card. They came
over and stood by the bed. They greeted the attorney general very
briefly. And then Mr. Gonzales began to discuss why they were there
-- to seek his approval for a matter, and explained what the matter

was -- which I will not do.

And Attorney General Ashcroft then stunned me. He lifted his

head off the pillow and in very strong terms expressed his view of the
matter, rich in both substance and fact, which stunned me -- drawn
from the hour-long meeting we'd had a week earlier -- and in very
strong terms expressed himself, and then laid his head back down on
the pillow, seemed spent, and said to them, "But that doesn't matter,
because I'm not the attorney general."

SCHUMER: But he expressed his reluctance or he would not sign
the statement that they -- give the authorization that they had asked,

15 that right?
COMEY: Yes.
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COMEY: Correct.
SPECTER: Well, how about what the president himself told you?

COMEY: I don't want to get into what -- the reason I hesitate,

Senator Specter, is the right thing was done here, in part -- in large
part because the president let somebody like me and Bob Mueller meet
with him alone.

And if I talk about that meeting, I worry that the next president
who encounters this is not going to let the next me get close to them
to talk about something this important.

So I'm -- I want to be very careful that I don't talk about what
the president and I talked about.

1 met with the president. We had a full and frank discussion,
very informed. He was very focused.

Then Director Mueller met with the president alone. I wasn't
there.

Director Mueller carried to me the president's direction that we
do what the Department of Justice wanted done to put this on a sound
legal footing.

SPECTER: So you met first with the president alone for 15
minutes?

COMEY: Yes, sir.

SPECTER: And then Director Mueller met separately with the
president for 15 minutes?

COMEY: I don't remember exactly how long it was. It was about
the same length as my meeting. I went down and waited for him, as
he...

SPECTER: And then Director Mueller, as you've testified, said to
you, the president told Director Mueller to tell you to do what the

Department of Justice thought was right?

COMEY: Correct.

SPECTER: Well -- but you won't say whether the president told
you to do what the Department of Justice said was right?
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COMEY: Yes,]I...

SPECTER: You're not slicing hair. There's no hair there.

COMEY: You're a good examiner.

And that...

SPECTER: Well, thank you.

COMEY: Yes. I--the president and I -- I don't think the
conversation was finished. We discussed the matter in some detail.
And then I urged him to talk to Bob Mueller about it.

And I don't know the content of Director Mueller's communication
with him, except that Director Mueller -- the president didn't give me

that -- I can answer that question.

The president didn't give me that direction at the end of our 15
minutes.

SPECTER: He did not?

COMEY: He did not. Instead, he said, "T'll talk to Director
Mueller," as I had suggested.

Director Mueller came and met with him, then Director Mueller
came to me and said that, "The president told me that the Department
of Justice should get this where it wants to be, to do what the
department thinks is right."

And I took that mandate and set about to do that, and
accomplished that.

SPECTER: I thought you testified, in response to Senator
Schumer's questions, that after meeting with the president for 15
minutes, he told you to do what you thought was right.

COMEY: IfI did, I misspoke, because that direction came from
the president to Director Mueller to me.

SPECTER: Well, when you had the discussions with Chief of Staff
Card, what did he say to you by way of trying to pressure you, if, in
fact, he did try to pressure you, to give the requisite certification?

Page 9 of 59

25



Case M:06-cv-01791-VRW  Document 436-2  Filed 03/28/2008 Page 10 of 59

SPECTER: Addington?
COMEY: Mr. Addington. The vice president told me that he

disagreed. I don't remember any other White House officials telling
me they disagreed.

SPECTER: OK. Soyou've got Card, Gonzales, Vice President
Cheney and Addington who told you they disagreed with you.

COMEY: Yes, sir.

SPECTER: Did the vice president threaten you?

COMEY: No, sir.

SPECTER: Did Addington threaten you?

COMEY:: No, sir.

SPECTER: So all these people told you they disagreed with you?
Well, why in this context, when they say they disagreed with you

and you're standing by your judgment, would you consider resigning?
You were acting attorney general. They could fire you if they wanted
to. The president could replace you. But why consider resigning?
You had faced up to Card and Gonzales and Vice President Cheney
and Addington, had a difference of opinion. You were the acting
attorney general, and that was that. Why consider resigning?
COMEY: Not because of the way I was treated but because I didn't
believe that as the chief law enforcement officer in the country I
could stay when they had gone ahead and done something that I had said
I could find no legal basis for.

SPECTER: When they said you could find no legal basis for?

COMEY:_I had reached a conclusion that I could not certify as...

SPECTER: Well, all right, so you could not certify it, so you
did not certify it.

But why resign? You're standing up to those men. You're not
going to certify it. You're the acting attorney general. That's
that.
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COMEY: Well, a key fact is that they went ahead and did it

without -- the program was reauthorized without my signature and
without the Department of Justice. And so I believed that I couldn't

stay...

SPECTER: Was the program reauthorized without the requisite
certification by the attorney general or actlng attorney general?

COMEY: Yes.
- SPECTER: So it went forward illegally.

COMEY: Well, that's a complicated question. It went forward
without certification from the Department of Justice as to its

legality.

SPECTER: But the certification by the Department of Justice as
to legality was indispensable as a matter of law for the program to go
forward, correct?

COMEY: I believed so.
SPECTER: Then it was going forward illegally.

COMEY: Well, the only reason I hesitate is that I'm no
presidential scholar.

But if a determination was made by the head of the executive

branch that some conduct was appropriate, that determination -- and
lawful -- that determination was binding upon me, even though I was
the acting attorney general, as I understand the law.

And so, I either had to go along with that or leave. And I

believed that I couldn't stay -- and I think others felt this way as

well -- that given that something was going forward that we had said
we could not certify as to its legality.

SPECTER: Well, I can understand why you would feel compelled to
resign in that context, once there had been made a decision by the
executive branch, presumably by the president or by the president,
because he was personally involved in the conversations, that you
would resign because something was going forward which was illegal.

The point that I'm trying to determine here is that it was going
forward even though it was illegal.
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COMEY: And I know I sound like I'm splitting hairs, but...
SPECTER: No, I don't think there's a hair there.

COMEY: Well, something was going forward without the Department
of Justice's certification as to its legality. It's a very

complicated matter, and I'm not going to go into what the program was
or what the dimensions of the program...

SPECTER: Well, you don't have to.

If the certification by the Department of Justice as to legality

is required as a matter of law, and that is not done, and the program
goes forward, it's illegal. How can you -- how can you contest that,
Mr. Comey?

COMEY: The reason I hesitate is I don't know that the Department
of Justice's certification was required by statute -- in fact, it was
not, as far as I know -- or by regulation, but that it was the

practice in this particular program, when it was renewed, that the
attorney general sign off as to its legality.

There was a signature line for that. And that was the signature
line on which was adopted for me, as the acting attorney general, and
that I would not sign.

So it wasn't going forward in violation of any -- so far as I
know -- statutory requirement that I sign off. But it was going
forward even though I had communicated, "I cannot approve this as to

its legality."

And given that, I just -- I couldn't, in good conscience, stay.

SPECTER: Well, Mr. Comey, on a matter of this importance, didn't
you feel it necessary to find out if there was a statute which
required your certification or a regulation which required your
certification or something more than just a custom?

COMEY: Yes, Senator. And1...
SPECTER: Did you make that determination?
COMEY: Yes, and I may have understated my knowledge. I'm quite

certain that there wasn't a statute or regulation that required it,
but that it was the way in which this matter had operated since the
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beginning.

I don't -- I think the administration had sought the Department

of Justice, the attorney general's certification as to form and
legality, but that I didn't know, and still don't know, the source for
that required in statute or regulation.

SPECTER: OK. Then it wasn't illegal.
COMEY: That's why I hesitated when you used the word "illegal."
SPECTER: Well, well, OK.

Now I want your legal judgment. You are not testifying that it
was illegal. Now, as you've explained that there's no statute or
regulation, but only a matter of custom, the conclusion is that even
though it violated custom, it is not illegal.

It's not illegal to violate custom, is it?
COMEY: Not so far as I'm aware.

SPECTER: OK. So what the administration, executive branch of
the president, did was not illegal.

COMEY: I'm not saying -- again, that's why I kept avoiding using
that term. Ihad not reached a conclusion that it was.

The only conclusion I reached is that I could not, after a whole
lot of hard work, find an adequate legal basis for the program.

SPECTER: OK.

Well, now I understand why you didn't say it was illegal. What I
don't understand is why you now won't say it was legal.

COMEY: Well, I suppose there's an argument -- as I said, I'm not
a presidential scholar -- that because the head of the executive
branch determined that it was appropriate to do, that that meant for
purposes of those in the executive branch it was legal.

I disagreed with that conclusion. Qur legal analysis was that we

couldn't find an adequate legal basis for aspects of this matter.. And
for that reason, I couldn't certify it to its legality.

SPECTER: OK.
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FEINSTEIN: I'mnot asking you to. I'm asking you, what piece of
paper did you have to sign?

COMEY: It was a signature line on a presidential order.
FEINSTEIN: OK. All right.
And you said that the program was later changed so that it could

be signed. But it went ahead at that time without your certification
on it

COMEY: Yes.

FEINSTEIN: And what was the elapsed period of time from that
meeting, the denial of DOJ to certify the program and the time when it
was essentially certified?

COMEY: It was reauthorized on Thursday, March the 11th, without
the department's -- without my signature, without the department's

approval.

And it was the next day -- so less than 24 hours later -- that we
received the direction from the president to make it right.

And then we set about -- I don't remember exactly how long it was
—zover the next few weeks making changes so that it accorded with pur
judgment about what could be certified as to legality.

And 50 it was really only that period from Thursday, when it was
reauthorized, until I got the direction from the president the next
day that it operated outside the Department of Justice's approval.

FEINSTEIN: For approximately two weeks?

COMEY: I don't remember exactly. It was two or three weeks I
think that it took us to get the analysis done and make the changes
that needed to be made.

FEINSTEIN: And then who signed for DOJ?

COMEY: It was either the attorney general, Ashcroft, or myself
who signed. I may have signed that first one after the hospital
incident.

FEINSTEIN: OK.
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Written Questions to
Former Deputy Attorney General James B. Comey
Submitted by Senator Patrick Leahy
May 22, 2007

1. You testified that the Department of Justice (“DoJ”) completed a factual and legal
evaluation of “a particular classified program™ in 2004, and this review was conducted
by, among others, the Office of Legal Counsel (“OLC™).

a. When was this review started?
I believe some time in late fall 2003.

b. Why was the review started? Was the review started at the request of any individual
or entity? If so, who or what entity?

I believe it was started at the initiative of Jack Goldsmith and Patrick Philbin.

¢.  Who participated in the review? Other than OLC, did any other division, section, or
unit at Dol participate in the review?

Goldsmith and Philbin were the principal participants, as I recall. I believe they
were assisted from time to time by James Baker from the Office of Intelligence
Policy and Review and my chief of staff, Chuck Rosenberg. There may have been
other DOJ lawyers who assisted them.

d. Did any individual or entity from outside DoJ participate in the review? Were there
any individuals from the White House, the Department of Defense (“DoD”), or other
federal agency who participated in the review? If so please identify those individuals
and/or entities?

I believe Goldsmith and Philbin coordinated their effort with lawyers in the
intelligence community.

e. Did the review assess the full duration of the classified program and, if not, what time
frame was reviewed?

The review focused on current operations during late 2003 and early 2004, and the
legal basis for the program.

f. Asaresult of the review, did any individual or entity at DoJ, or any other agency,
prepare a legal opinion or memorandum related to the classified program, and, if so, who
or what entity prepared the legal opinion or memorandum?

OLC prepared legal memoranda concerning the matter, some of which would have
been drafts. I also prepared at least one memorandum.

g Were the results of this review shared with the Federal Bureau of Investigation
(“FBI™), and, if so, who at the FBI and when?
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It is my understanding that Goldsmith and Philbin discussed their work with
officials from the General Counsel’s office at the FBI, including the General
Counsel, Valerie Caproni. Idiscussed the matter privately with FBI Director
Mueller and FBI Deputy Director John Pistole.

h.  Other than the White House or individuals at the White House, were the results of
this review shared with any individual, entity, or federal agency outside DoJ, and, if so,
who or what entity and when?

The matter was discussed with lawyers and non-lawyers in the intelligence
community. I am uncomfortable going into more detail in an unclassified setting,

2. In your testimony, you stated that the views of DoJ related to the classified program were
communicated to the White House prior to the evening of March 10, 2004.

a. How were these views communicated to the White House? Please identify whether
the communications were made orally, in writing, by electronic communication, or other
means; and to whom and when the communications were made. Please identify if any of
the documents responsive to Question 1 above were included in this communication.

I'he views were communicated orally prior to March 10, 2004, including at a March
9 meeting I attended at the White House. I also believe that Goldsmith and Philbin
had a variety of contacts with officials at the White House in the preceding weeks or
months as the review was conducted. Those contacts may have involved their
sharing written materials, but I am not sure. I recall sending one memorandum to
the White House, after March 10, which I believe attached a memorandum written
by Goldsmith.

b.  Without disclosing the substance of the classified program or any legal advice, did

these views include the understanding that the Attomey General, or you as Acting

Attormey General, would not certify the classified program?

Yes.

c. Did you or others at DoJ receive any response to these views from the White House?
If so, please identify whether the responses were made orally, in writing, by electronic
communication, or other means; and to whom and when was the response was made.

I directly received oral responses during discussions at the White House on March
9, 2004. Iknow there were a variety of discussions in early 2004 in which I did not
participate but that involved Jack Goldsmith and Patrick Philbin.

d. Did the response include any legal opinion or memorandum from the White House,
or any other federal agency related to the classified program? If so, please identify what
individual(s) or entities prepared and reviewed the legal opinion or memorandum.

I am not aware of any other such memorandum or legal opinion prior to March 10,
2004. Some time shortly after March 10, I received a memorandum from White
House Counsel Gonzales.
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3. You testified that after you arrived at the George Washington Hospital in Washington,
D.C., on the evening of March 10, 2004, White House Counsel Alberto Gonzales and
White House Chief of Staff Andrew Card came to Attorney General John Ashcroft’s
hospital room and spoke to him relating to the authorization of a classified program.

a. Did any individual(s) come with Mr. Gonzales or Mr. Card to the hospital, and if so,

who? Were those individuals present for the conversation between Mr. Ashcroft and Mr.
Gonzales?

I do not know with whom Mr. Gonzales and Mr. Card arrived; only the two of them
entered the room.

b.  Upon arriving in the hospital room, did Mr. Gonzales say anything to you, either
before or after his conversation with Mr. Ashcroft, and if so, what did he say?

He did not speak to me at any time.

c¢. Did Mr. Card speak to Mr. Ashcroft or you in the hospital room and if so, what did
he say?

Mr. Card did not speak to me. I believe he said, “Be well,” to Attorney General
Ashcroft as he turned to depart.

d. To your knowledge, did Mr. Gonzales or Mr. Card consult with Mr. Ashcroft’s
physician or any medical staff prior to entering the hospital room?

Not to my knowledge.
e. Inyour presence, did Mr. Gonzales or Mr. Card ask Mr. Ashcroft questions to elicit
his state of mind and/or medical condition prior to discussing their request for

authorization of the classified program?

I believe Mr. Gonzales began the conversation by asking, “How are you General?”
to which the Attorney General replied, “Not well.”

. To your knowledge, did Mr. Gonzales or Mr. Card take any steps to ensure that facts
related to the classified program were not disclosed to individuals without proper
clearances or an actual need to know who were present in the hospital room?

Not to my knowledge.

4. In your testimony, you stated that FBI Director Robert Mueller also arrived at the George
Washington Hospital that night.

a. To your knowledge, did Mr. Mueller have any conversation with Mr. Gonzales or
Mr. Card at the hospital that night? If so, what was that conversation?

Not to my knowledge.

b. Inyour testimony, you indicated that Mr. Mueller had a “memorable” exchange with
Mr. Asheroft after Mr. Gonzales and Mr. Card left. Please describe that exchange.



Case M:06-cv-01791-VRW  Document 436-2  Filed 03/28/2008 Page 19 of 59

It was a private conversation in which Mr. Mueller expressed his admiration for the
Attorney General’s conduct that evening,

5. You testified that the President met with you privately, and then, at your urging, he also
met with Mr. Mueller privately, on the morning of March 12, 2004 following your daily
counter-terrorism briefing. After these discussions, you stated that the President
indicated to Mr. Mueller that you were now authorized to make changes to the classified
program in response to the Department of Justice’s views.

a. Following your meetings, did the President direct you or Mr. Mueller to discontinue
or suspend any portion of classified program immediately until the appropriate changes
were made to bring it into legal compliance?

No.

b. How long did the classified program continue without legal certification from DoJ?

1don’t recall exactly, but believe it was approximately several weeks.

6. Jou testified that vou discussed DoJ’s views on the classified program with Vice

President Dick Chaney and members of his staff. including his Chief of Staff David
Addington.

a. Where and when did those discussions take place?

March 9, 2004 at the White House.

b. Who else was present for those discussions?

Jack Goldsmith, Patrick Philbin, Vice President Cheney, Mr. Addington, Mr. Card,
Mr. Gonzales, and members of the intelligence community.

c. If those discussions were on or before March 10, 2004, was the Vice President and/or
his staff aware of DoJ’s decision not to certify the classified program? If so, how were
they aware?

Yes. The Vice President was aware of DOJ’s decision to not certify the program,
¢ I had communicated this orally during a March 9 meeting. That meetin

was a culmination of ongeing dialogue between DOJ and the White House.

d. I those discussions were on or before March 10, 2004, was the Vice President and/or
his staff aware of your intention to resign if the classified program was authorized
without DolJ certification? If so, how were they aware?

No. Ihad not made a decision to resign yet.

e. To your knowledge, did the Vice President or his staff have any role in the decision
to have Mr. Card and Mr. Gonzales visit Mr. Asheroft in the hospital? If so, what role
did they have and what is the source for your information?
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10.

11.

I have no knowledge about that.

You testified that Mr. Philbin, who was with you in the hospital, was “blocked from
promotion,” as a result of the position taken by DoJ related to this classified program.

a. Did any individual or individuals from the White House have any input into his
potential promotion at DoJ? If so who, and in relation to what promotion?

Mr. Philbin was considered for principal Deputy Solicitor General after Paul
Clement became Solicitor General. It was my understanding that the Vice
President’s office blocked that appointment.

b.  Who was involved in blocking Mr. Philbin’s promotion, and what did they do?

I understood that someone at the White House communicated to Attorney General
Gonzales that the Vice President would oppose the appointment if the Attorney
General pursued the matter. The Attorney General chose not to pursue it.

When did the Administration first conclude that the Authorization for Use of Military
Force (“AUMF”) authorized warrantless electronic surveillance of the type involved in
what the Administration has called the “terrorism surveillance program” or TSP? If you
do not recall a specific date, please provide as close an approximation as is possible.

I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

What legal standard for intercepting communications was the National Security Agency
(“NSA”) applying in its warrentless electronic surveillance program before March 2004?
Was it a “probably cause” standard? What standard was the NSA applying when the
program was first authorized? What standard was applied after March 2004?

I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

Has the warrantless electronic surveillance program always required before authorizing
interception of a communication that at least one party to the communication be located
outside of the United States? If not, approximately when did this become a requirement?

I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

Has the warrantless electronic surveillance program always required before authorizing
interception of a communication that at least one party to the communication be a
member or agent of Al Queda or an affiliate terrorist organization? If not, approximately
when did this become a requirement?

I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.
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summary of why you feel that that's so important?

MR. MUELLER: Generally speaking, as I adverted to in my opening
remarks, the digitization, the ability of persons to communicate in a
variety of ways through digital networks, whether it be Skype, voice over
IP, otherwise, the ability of persons to utilize communication capabilities
across international lines has grown immensely over the years, and the
statutory framework has not kept up with it. It goes without saying that,

as was shown on September 11th, we face threats from overseas that we never
thought we would face prior to that happening, because of the oceans on
both sides of us, but with internationalization, we have to be astute and
flexible in understanding that those who wish to do us harm from overseas
can quickly cross borders with the click of a mouse or come into the
country.

One of the things we absolutely need to do is, to the extent

possible, understand that we have to use all of our resources on persons

who are not U.S. citizens in foreign countries to obtain information with
regard to their communications traffic. With a United States citizen in the
United States, there should be a different mechanism. We all agree. The
FISA modernization statute that we have sought from Congress will upgrade
those capabilities and allow us to do in some sense that which we were able

to do before technology, when we were using the old technology, but have

been barred from using given the provisions of the FISA statute.

But we have to recognize that the division between information from
outside the country -- the division of that information from outside the
country to the information inside the country has to be broken down. There
has to be integration. There has to be use of full capabilities,

particularly when it comes to non-U.S. persons.

REP. GALLEGLY: Thank you, Mr. Director. I --

REP. CONYERS: Would the gentleman -- are you finished?

REP. GALLEGLY: I just want to make a 15-second summary. It's clear,
I think, to most of us that in order to get to the core of organizations

like al Qaeda, who have absolute modernized, technological
telecommunications ability, is to penetrate through the network. And
without this modernization, I would -- I think we all know that it's going
to be very difficult to penetrate that outside network to get to the core.

I thank you very much. I thank the gentleman for letting me speak
out of turn.

1/30/2008
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your agents were prepared to resign because of -- leading up to
controversy?

MR. MUELLER: Again, I'm uncomfortable getting into conversations I
had with individuals because I do believe that individuals are entitled to
my unfettered thoughts --

REP. WATT: Can you confirm that you had some serious reservations
about the warrantless wiretapping program that kind of led up to this?

MR. MUELLER: Yes.

REP. WATT: Okay.

I thank the chairman, and I yield back.

REP. CONYERS: Thank you.

Now, Howard Coble of -- (short pause) -- South Carolina? --

REP. HOWARD COBLE (R-NC): North.

REP. CONYERS: -- North Carolina, former chairman of the Patent and
Copyright Committee, now the ranking member, is recognized.

REP. COBLE: Thank you, Mr. Chairman. Mr. Mueller, good to have you
with us. Thank you for your years of public service.

I'm going to ask you a provincial question. Tobacco being prominent
in my state, have there been recent arrests regarding the trafficking of
counterfeit cigarettes by terrorist groups?

MR. MUELLER: I would have to check on the recency. There was one
notable case from several years ago with Hezbollah in which I know
cigarettes were being shipped from North Carolina to, if I'm not mistaken,
it was Detroit, and there was substantial prosecution. I would have to
check to determine whether any additional prosecution since then.

Page 2age 29 of 76
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MR. KENNETH WAINSTEIN, ASSISTANT ATTORNEY GENERAL FOR NATIONAL SECURITY,
DEPARTMENT OF JUSTICE;

MR. BENJAMIN POWELL, GENERAL COUNSEL, OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE;

MR. VITO POTENZA, GENERAL COUNSEL, NATIONAL SECURITY AGENCY

CHATRED BY: SENATOR JOHN D. ROCKEFELLER IV (D-WV)

LOCATION: 106 DIRKSEN SENATE OFFICE BUILDING, WASHINGTON, D.C.

TIME: 2:30 P.M. EDT
DATE: TUESDAY, MAY 1, 2007

SEN. ROCKEFELLER: This hearing has begun, and I welcome all of our
testifiers. And other members of the committee will be coming in. I know
some of the caucuses just broke up.

The Select Committee on Intelligence meets today in open session,
something we don't ought to do, to consider whether the scope and application
regarding the Surveillance Act needs to changed to reflect the evolving needs
for the timely collection of foreign intelligence. An extraordinarily
complicated subject, this is. At the committee's request, the administration
has undertaken a comprehensive review of the Foreign Intelligence
Surveillance Act, commonly referred to as FISA. Out of this review, the

administration proposed -- it believes would modernize the laws governing the
way in which we gather foreign intelligence with the use of electronic
surveillance.

Consideration of the administration's proposal and alternatives will
be rooted in the Intelligence Committee's 30-year experience with our
nation's long and delicate effort to strike that elusive right balance
between effective intelligence .collection for our national security and the
constitutional rlghts and privacy interests of Americans.

The Intelligence Committee's existence came out of the work of the
Church Committee and others in the mid-'70s to bring to light abuses in the
electronic surveillance of Americans. One of the committee's first tasks was
to work with the Senate Judiciary Committee and with the Ford and Carter
administrations from 1976 to 1978 to enact the Foreign Intelligence
Surveillance Act. As we take a fresh look at the current law, we w111 agaln
be working with our colleagues in the Senate Judiciary Committee.

FISA involves both the judicial process on the one hand and the
collection of intelligence. Our committee's contribution to this process
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MR. MIKE McCONNELL: Good afternoon, Chairman Rockefeller, Vice
Chairman Bond, members of the committee. Thank you for inviting us to come
today to engage with the Congress on legislation that will modernize the
Foreign Intelligence Surveillance Act, as you mentioned, FISA -~ I'll refer
to it as FISA from this point on -- which was passed in 1978.

In response to your guidance from last year on the need to revise

FISA, the administration has worked for over the past year, with many of you
" and your staff experts, to craft the proposed legislative draft. It will

help our intelligence professionals, if passed, protect the nation by
preventing terrorist acts inside the United States. Since 1978, FISA has
served as the foundation to.conduct electronic surveillance of foreign powers
or agents of foreign powers inside the United States. We are here today to
share with you the criticality -- critical important role that FISA plays in
protecting the nation's security, and how I believe the proposed legislation

will improve that role, while continuing to protect the civil and the privacy
rights of all Americans.

The proposed legislation to amend FISA has four key characteristics.
First, it makes the statute technology-neutral. It seeks to bring FISA up to
date with the changes in communications technology that have taken place
since 1978. Second, it seeks to restore FISA to its original focus on,
_brotecting the privacy interests of persons inside the United States. Third,
it enhances the govermment's authority to secure assistance by private
entities, which is vital for the intelligence community to be successful.
And fourth, it makes changes that will streamline FISA administrative
processes so that the intelligence community can use FISA as a tool to gather
foreign intelligence information more quickly and more effectively.

The four critical questions, four critical questions that we must
address in collection against foreign powers or agents of foreign powers are
‘the following. First, who is the target of the communications? Second,
where is the target located? Third, how do we intercept the communications?
And fourth, where do we intercept the communications? . Bhere we intercept the

gommunications has become a very important part of the determination that
must be considered in updating FISA.

As the committee is aware, I've spent the majority of my
professional life in or serving the intelligence community. In that
capacity, I've been both a collector of information and a consumer of
intelligence information. I had the honor of serving as the director of the
National Security Agency from 1992 to 1996. In that position, I was fully
aware of how FISA serves a critical function enabling the collection of
foreign intelligence information.

In my first 10 weeks on the job as the new director of National
Intelligence, I immediately can see the results of FISA-authorized collection
activity. The threats faced by our nation, as I have previously testified to
this committee, are very complex and there are very many. I cannot overstate
how instrumental FISA has been in helping the intelligence community protect
the nation from terrorist attacks since September 11th, 2001.

Some of the specifics that support my testimony, as has been
mentioned, cannot be discussed in open session. This is because certain
information about our capabilities could cause us to lose the capability if
known to the terrorists. I look forward to elaborating further on aspects of
the issues in a closed session that is scheduled to follow.

7
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I can, howéver, make the following summary-level comment about the
current FISA legislation. Since the law was drafted in a period preceding
today's global information technology transformation and does not address
today's global systems in today's terms, the intelligence community is
significantly burdened in capturing overseas communications of foreign -
terrorists planning to conduct attacks inside the United States.

Let me repeat that for emphasis. We are significantly burdened in
capturing overseas communications of foreign terrorists planning to conduct
attacks inside the United States. We must make the requested changes to
protect our citizens and the nation. In today's threat environment, the
FISA legislation is not agile enough to handle the community's and the
country's intelligence needs. Enacted nearly 30 years ago, it has not kept
pace with 21st century developments in communications technology. As a
result, PFISA frequently requires judicial authorization to collect the
communications of non-U.S. ~- that is, foreign -- persons located outside the
United States.

Let me repeat again for emphasis. As a result, today's FISA
Zeauires judicial authorization to collect communications of non-U.S. persons
- i.e., foreigners -- located outside the United States. This clogs the FISA
process with matters that have little to do with protecting civil liberties
or privacy of persons in the United States. Modernizing FISA would greatly
improve that process and relieve the massive amounts of analytic resources
currently being used to craft FISA applicationms.

FISA was enacted before cell phones, before e-mail and before the

internet was a tool used by hundreds of millions of people worldwide every
day.

There are two kinds of communications. _JIt's important to -just
kecapture the fact, two kinds of communications: wire and wireless. It's

gither on a wire -- could be a copper wire, a fiber wire —-— it's on a wire or

it'!s wireless, meanjng it's transmitted through the atmosphere.

When the law was passed in 1978, almost all local calls were on a
wire. Almost all local calls, meaning in the United States, were on a wire,
~and almost all long-haul communications were in the air, were known as
wireless communications. Therefore, FISA in 1978 was written to distinguish

between collection on a wire and collection out of the air or against
wireless. :
A ————— N

- Now in the age of modern communications today, the situation is
gompletely reversed. Tt's completely reversed. Most long-haul

communications -~ think overseas -— are on a wire --— think fiberoptic pipe.

&nd local calls are in the air. Think of using vour cell phone for mobile
communications.

Communications technology has evolved in ways that have had
unforeseen consequences under FISA, passed in 1978. Technological changes
have brought within FISA's scope communications that we believe the 19878
Congress did not intend to be covered. In short, communications currently
fall under FISA that were originally excluded from the act. BAnd that is
foreign-to-foreign communications by parties located overseas.
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The solution is to make FISA technology-neutral. Just as the
Congress in 1978 could not anticipate today's technology, we cannot know what
technology may bring in the next thirty years. Our job is to make the
country as safe as possible by providing the highest quality intelligence
available. There is no xreason to tie the nation's security to a snapshot of
outdated technolegy.

Additionally, EISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to predict an
integrated global communications grid that makes geography an increasingly
irrelevant factor. Today, a single communication can transit the world even
if the two people communicating are only located a few miles apart. And yet
simply because our law has not kept pace with technology, communications
intended to be excluded from FISA are in fact included. There is no real
consequence —- this has real consequence on the 1ntelllgence community
working to protect the natlon. — i

- Today intelligence agencies may apply, with the approval of the
attorney general and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA. Under
the existing FISA statute, the intelligence community is often required to
make a showing of probable cause.

Erequently, although not always, that person's communications are
with another foreign person overseas. In such cases, the statutory
teguirement is to obtain a court order, based on a showing of probable cause,
that slows, and in some cases prevents altogether, the government's effort to
conduct surveillance of communicatioms it believes are significant to
national security, such as a terrorist coordinating attacks against the
nation located overseas.

.
This is a point worth empha5121ng, because I think many Americans would be
surprised at what the current law reguires. e_the i
seeking to monitor foreign persons suspected of involvement in terrorist
activity who are physically located in foreign countries, the intelligence
Lommunity is required under today's FISA to obtain a court order to conduct
surveillance. We find ourselves in a position, because of the language 1in
the 1978 FISA statute, simply -- we have not kept pace yith the revolution in
communications technology that allows the flexibility we need.

As stated earlier, this committee and the American people should
know that the information we are seeking is foreign intelligence information.
Specifically, this includes information relating to the capabilities,
intentions and activities of foreign powers or agents of foreign powers,
including information on international terrorist activities. FISA was
intended to permit the surveillance of foreign intelligence targets while

" providing appropriate protection through court supervision to U.S. citizens
and other persons located inside the United States.

Debates concerning the extent of the president's constitutional
powers were heated in the mid-'70s, as indeed they are today. We believe
that the judgment of the Congress at that time was that the FISA regime of
court supervision was focused on situations where Fourth Amendment interests

of persons in the United States were implicated. Nothing -- and I would
repeat —-- nothing in the proposed legislation changes this basic premise in
the law.
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complete understanding of how the statute has been interpreted and how it's
being currently used. I don't know how you legislate that way. MR.
WAINSTEIN: Well, I understand, but obviously, every time they issue an
order, that is -- that can be an interpretation of how the FISA statute is --
interpretation of the FISA statute. »And as you know from the numbers that we

issue, we have a couple thousand FISAs a year. So that would be guite a few
documents. :

SEN. FEINGOLD: This is an important matter. If that's the number
of items we need to look at, that's the number we will look at.

Thank you, Mr. Chairman.
SEN. ROCKEFELLER: Thank you, Senator Feingold.

Senator Nelson.

SEN. BILL NELSON (D-FL): Mr. Chairman, most of my questions I'm
going to save for the closed session, but I would like to ascertain the
administration's state of mind with regard to the current law. TIn the case
where there is a foreign national in a foreign land calling into the United
States, if you do not know the recipient's nationality and therefore it is
possible it is a U.S. citizen, do you have to, in your interpretation of the
current law, go and get a FISA order?

MR. McCONNELL: No, sir, not if it —— if the target is in a foreign
country and our objective is to collect against the foreign target, and they
call into the United States, currently it would not require a FISA. And let
me double-check that. I may be -- I'm dated. :

LTG ALEXANDER: JIf it's collected in the Unlted States, it would
require a FPISA if we do not know who the end is to, or under the program it
would have to be collected. If it were known, both ends foreign, known a
priori, which is hard to do in this case, you would not. If it was collected
overseas, you would not.

SEN. BILL NELSON: Let's go back to your second -- General, your
second answer.

LTG ALEXANDER: If you know both ends -- where the call is going to
go to before he makes the call, then you know that both ends were foreign; if
you knew that ahead of time, you would not need a warrant.

SEN. NELSON: If you knew that.
LTG ALEXANDER: If you knew that.

SEN. NELSON: If you did not know that the recipient of the call in
the U.S. is foreign, then you would have to have a FISA order.

LTG ALEXANDER: If you collected it in the United States. If you
collected it overseas, you would not.

SEN. NELSON: Well, since in digital communications, if these things
-- little packets of information are going all over the globe, you might be

collecting it outside the United States, you might be collecting it inside
the United States.

22
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MR. McCONNELL: And Senator, that's our dilemma. In the time in
1978 when it was passed, almost everything in the United States was wire, and
it was called electronic surveillance. Everything external in the United
States was in the air, and it was called communications intelligence.

So what changed is now things in the United States are in the air,
and things outside are on wire. That's Che —=

SEN. NELSON: I understand that, but -- now, I got two different
answers to the same question from you,. Mr. Director, and from you, General.

MR. McCONNELL: It depends on where the target is and where you
collect it. That's why you heard different answers.

. SEN. NELSON: So if you're collecting the information in the United
States --

MR. McCONNELL: It requires a FISA.

SEN. NELSON: Okay. Under the current law, the president is allowed
72 hours in which he can go ahead and collect information and, after the
fact, go back and get the FISA order.

Why was that suspended before in the collection of information?

LTG ALEXANDER: 8ir, I think that would best be answered in closed
session to give you exactly the correct answer, and I think I can do that.

SEN. NELSON: And -- well, then, you can acknowledge here that is --
it was in fact suspended.

SEN. ROCKEFELLER: I would hope that that would be -- we would leave
this where it is. :

SEN. NELSON: All right. I'll just stop there.

SEN. ROCKEFELLER: Thank you, Senator Nelson.

Senator Feinstein.

SEN. DIANNE FEINSTEIN (D-CA): Thank you very much, Mr. Chairman.
The administration's proposal, Admiral, doesn't address the authority that
the president and attorney general have claimed in conducting electronic
surveillance outside of FISA. While the FISA Court issued a ruling that
authorized the surveillance ongoing under the so-called TSP, Terrorist
Surveillance Program, the White House has never acknowledged that it needs
court approval. In fact, the president, under this reasoning, could restart
the TSP tomorrow without court supervision if he so desired.

. Now, Senator Specter and I have introduced legislation which very
clearly establishes that FISA is the exclusive authority for conducting
intelligence in the United States.

Here's the question: Does the administration still believe that it
has the inherent authority to conduct electronic surveillance of the type
done under the TSP without a warrant?

23
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95t Conaress | HOUSE OF REPRESENTATIVES RerporT 95~
vzd'_S_ession_ N o 1283, Pt. I

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978

- JUNE S8, 1978.—Ordered to 'bepriiited'i .

Mr. BOLAND, from the Permanent Select Commlttee on Intelhdence,
submitted the followmtr L

e

R BEP O R T
together mth o :-. b—._-_- R
SUPPLEMENTAL ADDITION AL AND DISSENTING
 VIEWS
{To accompany H. R 7308 which on November 4, 1977 was referred jointly to the

Commlttee on the Jud1c1ary and the Permanent Select Comm.tttee on Intelli- j.,
gence]

The Permanent Select - Comm1ttee on’ Intellwence, to whom was
referred the bill (EL.R. 7808) to amend title.18, United States Code, to
authorize ap 1ﬁllcafclons for a court order approvm the use of elec-
tronic surveillance to obtain foreign intelligence information, havin,

-considered the same, report favorably thereon- with ameiidments an
recommend that the bill as amended do’ pass :

AMENDMEN’TS

Strike all after the enactmo' ‘clause and msert in 11eu thereof
That 'bhis act may be mted as-the -“Foreign Intelligence Surveﬂlanee Act of

19"8
TABLE 'O'F (GONTENTS

TITLE I-—ELEC’.L‘RONIC SURVEILLANCE WITHIN THE UNITED S'I'ATES FOR
REIGN INTELLIGENCE PURPOSE
‘See. 101. Definitions.

Sec. 102. Authorization for electronie surveillance for foreion intellivence purposes
Sec. 103. Special courts.
- Sec. 104. ,Appliéation for an order. N a
Sec. 10B. Issuance of an order.
Sec. 106, Use of {nformation.
- See. 107. Report of electronic giifveillanee;:
See. 108. Congressiona,l oversight
- Sec- 109, -‘Penaltie: PEb Lt e e
See. ;110..Civ11 llnbmty e

CRE . TITLE II-—CONEORMI\G ,AMENDMENTS
Bee. 201 Amendmen.ts to chapter 119 of title 18, United States'Code. '~

TITLE III—EFFECTIVE DATE

Sec. 301. Bffective date.
20228
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4

by niti aifminitfations; constitutioh
powers to.order auch surveillances rem

e 0. STATEMENT OF NEED- -5 ... o

As the aboye-indieates, the development 'of the law regulating elec:
tromi¢ surveillance for na;tional‘séchnt{lﬁﬁfposeé ‘has beeh unéven. ain¢
inconclusive: This is to'be expected whers the development is-loft te
the judicial brarich in an ares whers cases do not regulacly come befor(
it Moreever, the-development of standards-and-restrictions by’ the
judiciary with-respect to electronic surveillance for: foreign intelli-
gence purposes accomplished through case law--threatens hoth' ¢ivil
Tiberties' and the national security because that development occurs
generally in ignoranice of the facts, circumstances, and techniques-of
foreign wmtelligencs electronic surveillance mot present, in the particu-
lar case befors the gourt, ™ . = o Tl e T e T

Yet the circumstances which ultimately determine the reasenable-
ness of a search——the nature; circumsténces; and purposs-of the search,
the threat it i§ intended to address, and the technology involved-—are
in this area largsly hidden from the public view, and the-tiny window
to this arey which a particular case affords provides inadequats light
by which judges may be rélied upon to.develop casé law whith ade-
quatel)ibalan'ces the rights of privacy and national security. : -+ - -

In the past several years, abusss of domestic national security suf-

Selosed. - Lhis evidence alome should demon-

cretion to safe?ard'clv‘ biberties, ‘)
substantial safegnards respecting

veillance currently embodied in cl

11gence electronic sur-:
Attorney. General

intérns] exe
or late dmin

GSenilig ‘previous Standards,

3 g 0
ven the crea-

e a 9 Y 7' 3
tion of intelligencs ovéersight conimittee:should Dot be considered a

Sufficient safeguard, for'iii oversesing ‘classified procedures the com-
mifttees respect their classification, and the result 15 that the standards
for and limitatioiis oni foreign intelligence surveillances may be hidden
from public view. In such & situstion, the rest of the Congress and the
American people héed to be assured that the oversight is having its in-
tended consequencés—the safeguarding of civil Tiberties -congistent
with the needs of national security. ‘While oversight can be,; and the
committee intends it to be, an important adjunct to control of intelli-
gence activities, it cannot substitute for public laws, publicly debated
and adopted, which specify under what dircumstances and under what
restrictions electronics surveillance for foreign intelligence-putposes
can be conducted. v v T ST
Finally, the decision’asto the standards goverhing: when-and how
. foreign intelligence electronic surveillanices should be-conducted is and
should be 2 p(ﬁ_itic_a} decision, in the best sense 6f-tha term; because it
nvolves the weighing of important publicpolicy concerns—civil liber-

® See generally Liancovara, “Prestdential: tto » 40 Law & Con-
temp, Beob. 106 (1076), 0+ oo dential Power o Gafler Tutelligence,” 40 Law & Coo
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ties and the national security. Such a political decision is one properly
made by the political branches of Government together; not adopted
by one branch on its own and with no regard for the other. Under our
Constitution legislation is the. embodiment of just such political
decisions. o

At least one witness before the Subcommittee on Legislation specifi-
cally raised the question of the need for electronic surveillance. for for-
eign intelligence purposes at all. This committee hasnot assumed that
need. Rather, since its formation, the committee has become acquainted
—_— - with the various techniques that will-be subject to this bill, their tar:
gets, their product, and the risks involved—both from civil liberties
and, intelligence standpoint. On the basis of this knowledge, the com:
mittee is confident that a real and substantial need for foreign. intelli-
gence electronic surveillance—at least under certain defined circum-
stances—exists. In drafting this bill, .the committes has carefully
) . weighed the need against the privacy and civil liberties interests. In
B some cases, the balance results in sn absolute prohibition of surveil-
) lance, for example, where a.United States citizen is not an agent of a
foreign power. In others, girveillancs is allowed but subject to strict
and rigorous approval and oversight mechanisms. In still others, the
need is so great and the privacy interests so small that substantially
more flexibiilty is called for. In each circumstance in which. surveil-
lance is authorized by this bill; however the commiftee has determined
that a real need exists for surveillance in that circumstance, and that
this need outweighs the privacy interests involved. . S

!
I
;
} 22
. P
{
|
|

_ . I, SUMMARY OF LBGIALATION e
HLR. 7308, as amended, would enact a new law entitled the “Foreign
Intelligence Surveillance Act of 1978.” The purpose.of the bill is to
provids a statutory procedure authorizing the use of electronic sur-
veillance in the United States for foreign intelligence purposes. The
procedures in the bill would be the exclusive means by which electronic
§ﬂ:§§mance:as 61 ned, cCo 1 Oe used Qrel1or CLUOONCE 1) DOSE x
The. following techniques of electronic surveillance would fall within

the bill’'s pregeriptions: - o ‘ . .
... -'(@) The acquisition of a wire or radio communication sent to or
from the United States by intentionally targeting a known United
- States person in-the United States under circumstances in which
the person has a reasonable expectation of privacy and a warrant
would be required for law enforeement purposes. o
"~ (B) A wiretap in the United States to intercept & wire com- -
munication; such as a telephone or telegram communication;

(¢) The acquisition of private radio tranmissions where all of
the communicants are Jocated. within the United States; or -
 {d) The use in the United States of any electronic, mechanical
or ‘other surveillance device to acouive information other than
from a wire commnnication or radio communication under cir-
cumstances in which the person has a reasonable expectation of
privacy and a warrant would be required for law enforesment
purposes. R,

-~ HLR. 7308, as amended, creates a Special Court in- Washington,
D.C., composed of at least one judge designated by the Chief Justice
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lance of & U.S: persoh ‘and o dstermine that thie certification is not
clearly erroneoug.2e ... <t Lo R R R
The court could approve electronic surveillance. for foreign: intelli-

——

gence purposes for a period of 90°days or; in’ the case of surveillance
of a foreign government, faction, or entity openly controlled: by a for-
sign government, for a period of up to 1 year, Any extension of the
: surveillanies beyond that period ‘would. require a reapplication to the
‘ court and new findings as required for the original order. = " ¢ .-
! ¢ H.R. 7308 requires annual reports to the Administrative Office 6£ the
“U:S." Courts snd to the' Congress-of statistics regarding applications
and orders for eléctronic surveillance. TheAttorney General is also
réquired, on s semisnnual basis, to inform the House Permanent: Select
Committes on Intelligence snd the Senate Select Committee on Intelli-
gence fully concerning all ‘electronic surveillance under the bill; and
nothing in the: bill. réstricts the authority. of those committees ‘to
obtain: fuither information related to. their congressional - oversight
respongibilities: ¢ v v e Tas e e ST TS

STV, GONCLUSION

~~The purposé of the ‘Foreign. Intelligence Surveillance Aet is to
provide legislative authorization for.and regulation of all electronic
surveillance cénducted “Within the. United States for: foreign intelli-
gence purposés. In so deing, the bill-does not recognize, ratify; o deny
the existence of any: Presidential power to’authorize: warrantless sur-
veillances in-the United: States in:thé absence-of- the legislation. It
would; rather; ‘moot the debate: over the- existende or non-existence of
this power, because no matter whetlier the Presidént has this. power,
few have suggested-that his power-would be exclusive. Rather; as two
Attorneys Gleneral have testified; Congress also has power in the for-
eign intelligence area. Given the fact that Congress created the Central
Intelligence Agency, delimiting its authorized functions and jurisdic-
tion; and. appropriates funds For the entire intelligence community,
there can be little debate as to'the fact that Congress has at, least con-
purrent authority to enable it to legislate with regard to the foreign
o intelligence activities of departments and agencies of this Goverpment
e either created or funded: by Congress. Thus, even if the President has
oo thie inherent authority in the absence of legislation to authorize war-
e rantless electronic surveillande for foreign ' intelligence purposes,
Coner Sthe Power to resulate th f such surve; {

1

| ‘Such - . ,

| by two suecessive Attorneys Grener ws dire
= drom Justice Jackson’s famous concurring opinion in the Steel Seizure

&l Gases.20e I - : ov Dot

f

|

|

|

|

|

been stpported

. A basic premise behind. this bill is the presumption that whenever
an electronic surveillance -for foreign intelligence purposes may in-

20 The comnmitiee bill containg no gemersl requirement of subse uent notice to the sur-
vefllanee tar%-et, -ag does gection 2518 §8) (d) of title 18 for law enforcement surveillances.
Such notice is é)a.rt.ieularl,v Inappropriate in the ares of foreign intellizence surveillances,
where prosécution ‘is rarely the objective or Tesult, The mere knowiedge 01 the existence
or target of a foreign intelligence. surveillanee. would most likely alert foreign governments
' And espmna’;ge services to ongoing U.S. intelligence aectivities or investigations. and com-
L promise sensitive intelllzence sources and methods, - - - : . C
vl " ™ Youngstown Sheot & Tube v, Sowyer, 843 U.8.'579 (1952),
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I cover, -obtain or suppress. any information obtained from electronic
i surveillance, and the Government certifies that no information ob-
Il = -tained or derived from an electronic surveillance has been or is about
" to be used by the Governinent before that court or other authority.
.- When such a motion or request is-made, it will be heard by the
:Special Court of Appealsif:.. T ,
. The court or other authority in which the motion is filed de-
termines that the moving party is an aggrieved person, as defined;
-~ The Attorney General certifies to the Special Court of Appeals
- . that an adversary hearing would harm the national security or
. compromise intelligence sources or methods; and; .
.-+ -The Attorney General certifies to the Special Court of Appeals 1
that no information obtained. or derived: from an. electronic sur-
veillance hasbeen oxristobeused. - | - -
- If the above findings and certifications are made, the special court
«0f appeals will stay the proceedings before the court or other authority :
and conduct an ex parte, in camera inspection of the application, order l
or other relevant material to_determine whether the surveillance was

x "lawfully authorized and conducted. . .

..~ The subsection further provides that in making such a determina- !
tion, the court may order disclosed to the person against whom the evi- l
.dence i to be introduced the court order or accompanying application,
-or portions thereof, or other materials relating to the surveillance, only
if it finds that such disclosure is necessary to afford due process to the |

{ 'a‘ggrieved person. - .- - . . [ .
LA be hasized that. although a number of different proce-
| " dures might be used.to attack the looality 8

5 procedures sef out ANy
-at » that be used to resolve the question. The committe

I wishes to make.very clear that these procedures apply whatever the
5 underlying rule or statute referred to mn the motion. This is necessary
: ‘to-prevent these carefully drawn procedures from being bypassed by
: the inventive litigant using a new statute, rule or judicial construction.
‘ - . Subsections (£)-and (g) effect substantial changes from H.R. 7308,
| asintroduced. The committee has adopted s suggestion of the General
‘Counsel of the Administrative Office of the U.3. Courts in. providing
‘that judicial determinations with respect to challengés to the legality
of foreign intelligence surveillances and motions for discovery concern-
‘ing such surveillances, where the Government believes that adversary
‘hearings or disclosure would: harm the national security, will be made
by the special court orthe special court of appeals. Given the sensitive
nature of the information involved and the fact any judge might other-
wise .be involved. in situations -where there would be no mandated .
‘security procedures, the committee. fogls it appropriate for such mat- .. = |
iters to be considered solely by the special courts. :

Moreover, judges of the special courts are likely to be able to put
claims of national seeurity in & better perspective and to have greater
confidenice in interpreting this bill than judges who do not have occa-
sion to deal with the surveillances under this bill, and the Government
s likely to be less fearful of disclosing information even to the judge
-where is knows there are special security procedures and the judge
-already is cognizant of other foreign intelligence surveillances. These

R _SUOSOCTION
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trol Act of 1968, it is contemplated that few clectronic surveillances
conducted pursuant to this title will fesult in criminal: prosecution:
_ For these teasons, the conimittés heis added & new section fothe bill
dedling with' the information to be furnished to the appropriate con=
gréssional ¢ommittees. Seétion 108 requires the Attorney General to
inform ‘fully the House Permanent Select Committee on-Intelligence
and the Sénate Select Committes on Intelligence concerning all elec-
tronie surveillance under this title. He must do so at least sefniannually,
. AS interpreted by the cormmittee, the word “fully” means that the
committes must be given enough-information to understand the ac:
tivities of, but. does not mean that the Attorney General toust set forth
each'and every detailed item of information relating to,all electronic |
surveillaiices, For example, the committes would not-ordinsrity wish
to'know the identities of -particular individuals. The comimittes and
the Dephrtrment of Justice have had lengthy discussions. concerning
this provision ‘and are in general agreement as to what information
will be provided, To preserve the Intelligence Committess’ right to
séek” Further information, when mecessary, section 108 mzkes' .clear
that, nothing in this title shall be deemed to limit the authority of
those committees to obtain such additional information as they may
need 'to cdiry out their respective functions and duties In the c¢dse
of thé House Permanent Select Committee on Intelligence, that au-
thority is et forth in House Resolution 658, 95th Congress, 1st session.

. Bection 109(4) (1) carries forward the-criminal provisions of chap:.
tter 119 ard makes It a criminal offense 10T OIICETs OT employees. ot the

Mﬁ@ﬂ@@%fw in eledtronic: suwem_am@?__rmdw
color of law except as speci y authorized in chapter 119 of tatle
IIT and this title. ‘.%mce certain technical activifies—such astheuse of .
a.pen register—rall within the definition of electronic surveillance
under this'title, but not within the definition of wire or oral communi-
cations under chapter 119, the bill provides an affirmative defense to
a law:enforcement or investigative officsr who engages in such an
activity for law enforcement purposes in the course of his official
duties, pursuant to 2 search warrant or court order.” Section 109(a)
"(2);'1$ a new provision (not found in chapter 119 or FLR. 7308
as.introduced) which malkes it a criminal offense for any officer or em-
Ployée of the. United States to intentionally violate any order issued
putsuant'to this title or to intentionally violate the sections specified,
knowing that his conduct violates such order or title. The sections
covered are generally those pertaining to the.use and digtlosure of
information obtained from electronic. SR
Section 109(2) (2) generated considerable debate within the com-
mittee and was adopted only after full consideration was ‘given to its
suggested deleterious effect on the morale of intelligence personmel.
...One of the important purposes of-the bill is to afford security to in-
telligence personnel so that if they act in accordance with the statute ‘
and, the court order, they will be-insulated from liability; it is not o
afford them immunity when they intentionally violate the law.

0 " B . ;o . . “ . i
- %.8ee U.8. V. New York 'Teleph(me Company, —— T.8, —— (1977), 46 TW 2033, " |
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LEGISLATIVE HISTORY
P.L. 95-511

- FOREIGN INTELLIGENCE SURVEILLANCE

ACT OF 1978 o
P.IL. 85-511, see page 92 Stut. 1783 pro
_ Senate Report (Judiciary Committee) No. 95604 (I and II), pror
Nov. 15, 22, 1977 [To accompany S. 1566] : ]I]’:']:(
Senate Report (Intelligence Committee) No. 95-701, 1T 3\"@'};
Mar. 14, 1978 [To accompany S. 15661 ' Corr
House Report [Intelligence Committee) No. 951283, i veﬂ‘;
June 8, 1978 [To accompany H.R. 73081 . n]so_
House Conference Report No. 95-1720, Oct, 5, 1978 . inch
[To accompany S. 1566] h;atl_
Cong. Record Vol. 124 (1978) ol
DATES OF CONSIDERATION AND PASSAGE
Senate April 20, October 9, 1978 gﬁ’e“.
House September 7, October 12, 1978 fS; '
The Senate bill was passed in lieu of the House bill. The Senate - gn t(’ )
Reports (this page, p. 3970, p. 3973) and the House Con- the
ference Report (p. 4048) are set out. ‘nom. -
Treco
SENATE REPORT NO. 95-604—PART 1 - Dire
[page 1] gone
The Committee on the Judiciary, to which was referred the bill ?ﬁzg)or
(8.1566) to amend title 18, United States Code, to authorize appli- B
cations for a court order approving the use of electronic surveillance with
to obtain foreign intelligence information, having considered the same, s,
reports favorably thereon with amendments and recommends that the .
bill, as amended, do pass. o t.Il’
eomi
* * * % * * * * * omi;
[page 3]
PTRPOSE O AMENDMENTS T
The amendments to S. 1566 are designed to clarify and make more supy.
explicit the statutory intent, as well s to provide further safeguards testi-
for individuals subjected to electronic surveillance pursuant to this
new chapter. Certain amendments are also designed to provide a de- .
tailed procedure for challenging such surveillance, and any evidence '
derived therefrom, during the course of-a formal proceeding. ¢
Finally, the veported bill adds an amendment to Chapter 119 of ¢
title 18, United States Code (Title IIT of the Omnibus Crime Control :
and Safe Streets Act of 1968, Public Law 90-851, section 802). This ,
latter amendiment is technical and conforming in nature and is de- t
siened to integrate certain provisions of Chapters 119 and 120. A ¢
more detailed explanation of the individual amendments is contained -
in the section-by-seetion analysis of this report. t

3904
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balance to strike, but one which is necessary in our society, : suc
and a balance which cannot be achieved by sacrificing either Ati
our nation’s security or our civil liberties. In my view this G the
bill strikes the balance, sacrifices neither our security nor our - is @
civil liberties, and assures that the abuses of the past will the
remain in the past and that the dedicated and patriotic men for
and women who serve this country in intelligence positions, % Ten
often under substantial hardships and even danger, will - s infe
have the affirmation of Congress that their activities are infe
proper and necessary.? for(
' by .
GENERAL STATEMENT lan:
I. SUMMARY OF THE LEGISLATION : ] 31111:1
The bill reported by the Judiciary Committee amends title 18, g -pow
United States Code, by adding & new chapter after chapter 119, en- N 1 0 ?&2
* Hearing before the Subcommittee on Criminal Laws and Procedures of the Senate - the
Committes doh the Judiciary, Foreign Intellizence Survelllance Act of 1977, 95tk Cong., i .
1st sess., p. 18 (1977} (hereicafrer cited as "Senate Judiciary Hearings”), . I:
[page 5] ‘ pos:
titled “Electronic Surveillance Within the United States for Foreign 4
Intelligence Purposes.” The purpose of the bill is to provide a pro- 3 sur
cedure under which the Attorney General can obtain a judicial war- : thay
rant authorizing the use of electronic surveillance in the United States ' 4 . atel
for foreign intelligence purposes. If enacted, this legislation would re- . : ber
quire a judicial warrant authorizing the following for foreign intelli- -
gence purposes: ) ) o ' 3 : T
(a) The acquisition of a wire or radio communication sent to or . Stas
from the United States by intentionally targeting a known United ' : aurm
States person in the United States under circumstances in which _ the
the person has a reasonable expectation of privacy and a warrant : : elec
would be required for law enforcement purposes. . exce
(b) A wiretap in the United States to intercept a wire com- , per:
munication, such as a telephone or telegram communication; autl
(¢) The acquisition of a private radio transmission in which all : S.
of the communicants are Jocated within the United States; or ; g Con
(d) The use in the United States of any electronic, mechanical , cont
or other surveillance device to acquire information other than a _ prec
wire communication or racio communication under circumstances 3 )
in which the person has a reasonable expectation of privacy iz ' tech
and a warrant would be required for law enforcement purposes. ter °
S. 1566 authorizes the Chief Justice of the United States to designate tron
seven district court judges. any one of whom may hear applications for T and
and grant orders approving electronic surveillance for foreign intelli- ) inhe
gence purposes. The bill further provides that the Chief Justice shall I;
designate three judges from the United States district courts or courts " Stat
of appeals to sit as a special Court of Appeals to hear appeals by the . 3197
TUnited States from denials of applications made by any one of the i toir
seven distriet court judges. The United States may further appeal conr
from this special court to the Supreme Court. . abus
Under 8. 1566, a judge may lssue a warrant authorizing electronic - men
surveillance within the United States only if he finds that: the Presi- impl
dent has authorized the Attorney General to approve applications for tellis
’ 94th
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FOREIGN INTELLIGENCE
P.L. 95-511
such electronic surveillance; the application has been approved by the
Attorney General; on the basis of the facts suhmitted to the court,
there is probable cause to believe that the target of the surveillance
is a foreign power or an agent of a foreign power; the place at which
the surveillance is directed is being used or about to be used by that
foreign power or agent: minimization procedures to be followed are
reasonnably designed to minimize the acquisition and retention of
information relating to Americans that is not foreign intelligence
information: Executive certification that the information sought is
foreign intelligence information which cannot reasonably be obtained
by normal investigative techniques: and. if the target of the surveil-
lance is a United States person, such certification is not clearly errone-
ous. The order may approve the electronic surveillance for no longer

than 90 days with respect to all natural persons and some foreign °

powers, but extensions of up to 90 days may be granted upon an appli-
cation and after the same findings as required for the original order.
With respect to official “foreign powers™, as defined in the legislation,
the approval may be for as long as one year.

In the event that an emergency arises and resort to a court is not
possible, the Attorney General is authorized to approve electronic

[page 6] ' :

surveillance, Such an emergency surveillance cannot continue for more,
than 24 hours without a judge’s approval; a judge must be immedi-
ately notified of the emergency surveillance; and an application must
be made to the judge within 24 hours of approval of that emergency

:surveillance.

The bill would limit the use of information concerning United
States citizens and lawful resident aliens acquired from electronic

surveillances to matters properly related to foreign intelligence and
the enforcement of criminal law. No information obtained from an

electronic surveillance could be used or disclosed against any person

except for lawful purposes. A judge may order the notification of a

person under electronic surveillance if an emergency surveillance was
authorized but subsequently disapproved by a judge.

S. 1566 provides for annual reports by the Attorney General to the
Congress and the Administrative Office of the United States Courts
containing statistical information relating to surveillances during the
preceding year.

The bill does not provide statutory authorization for the use of any
technique other than electronic surveillance, and, combined with chap-
ter 119 of title 18, it constitutes the exclusive means by which clec-

tronic surveillance, as defined, and, the INTeICEPEION OF COMestic wike

and oral communications mayv Le conducted; the bill recognizes 1o

;gherent power oF the Presicent in this area.
In three major respects ™

. 1566 increases the protections for United
States citizens and lawful resident aliens over those contained in S.
3197. First. the definition nf electronic surveillance has been expanded
to include the targeting of United States persons in their international
communications. This is specifically ained at eliminating one of the
abuses identified by the Senate Select Committee to Btudy Govern-
mental Operations With Respect to Intelligence Activities and largely
implements one of that Committee’s recommendations. (Book TI. In-
telligence Activities and the Rights of Americans, 8. Rept. 94-7835,
94th Cong., 2d Sess. 309 (1976).) Second. when a United States citizen
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P.L. 95-511
or lawful resident alien is the target of an electronic surveillance. the ‘tj
judge is required to review the Executive Branch certification to deter- ' .
mine if it is clearly erroneous. No review of the certification was al-
lowed in S. 3197. Einally, S, 1566 spells out that the Executive eannot . -

ctronic surveillance within the United States Without ﬁ
puior judicial warrant. Tlus is accomyp lished by repealing the so-cale

sxecutive “inherent power” disciaimer clanse currently Tound In seo- <
Lion 2811(3) of Title 18. Umated States (Fode. . 566 provides msfead c.

9 ST
ﬂ 5T Te o e e O , - '?."
lance, as defined in the legislation. in the United States. The highly con- ~

troversial discizimer has olten been cifed as evidence Of & CONCTEss10ONa) L.
atd i . Presicdont’s inherent constitutional power to engag
in electronie surveillance in order to obtain foreionm intelligence in-

Jormation essential to the national security, Despite the admonition ot ;‘;
-he Supreme Clourt that the language of the QiSCIAIMeT Was “n'g'iitzzi’f ’
and did not reflect anv such congressional recognition of inherent, !
poer, the section has been & major source of controversy. By repeal-

~ [page 7] ' %
ing section 2511(3) and expressly stating that the statuto
procedures spelled out m the Iaw must be followed in conducting elec-
tronie surveillanee in the United States, this e%slation ends the eight-~
¥ debate over the meaning and scope of the inherent

. pOoer
disclaimer clanse.

II. STATEMENT OF NEED

The Federal Government has never enacted legislation to regu-
late the use of electronic surveillance within the Gnited States for for-
eign intelligence purposes. Although efforts have been made in recent
years by Senator Kennedy, Senator Nelson, Senator Mathias, and
former Senator Philip A. Hart to circumscribe the power of the execu-
tive branch to engage in such surveillance, and the Senate came very
close to enacting such legislation during the 94th Congress, the fact
remains that such efforts have never been successful.? The hearings held
this year on S. 1566 were the sixth set of hearings on warrantless wire-
tapping in as many years® The Committee believes that S. 1566 is a
measure which can successfully break this impasse and provide effec-
tive, reasonable safeguards to ensure accountability and prevent im-
proper surveillance. 5. 1566 goes a long way in striking a fair and just
balance between protection of national security and protection of per-
sonal liberties. It is a recognition by both the Executive Branch and
the Congress that the statutory rule of law must prevail in the area of
foreign intelligence surveillance.

! or such statutory safequards has becoms g ent in re-

.“cent yeavs. This legislation 1s in Iarge measure a response to the reve-
lations that warrantless electronic surveillance in the jia: [ natl
security has been seriously abused. These abuses were initially ilumi-,
' %a’ced n 1973 during the investigation of the Yvalergate hreal-in
Since that time. however. the Senate Select Committee to Study Gox-
ernment Operations with Respect to Intelligence Activities. chaired
_by Senator i%urcﬂ Zherea%er referred to as the Church C i :
has concluded that every Presicent since ' evelt

and e:;ercised that authority. While the number of illegal or improper
3908
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wnee. the national security taps and bugs condicted during the Nixon adminis-
:0 deter- tration mav have exceeded those i previous adininistrations, the sur-
was al- ~eillances were regrettably by no means atvpical, In summarizing its
3 cannot —
;t?an tO t fee, e.g., N 2107, Forelgn Intelligence Surveillance 4ct of 1976, 94th Cong., 2d sess.
‘chout a (197R) 3 8. 743, National Jeourity Surveillance Act of 1975, 94th Cong., 1st sess. (1975) :
n-called : 9. 2820, Surreillance Proctices and Procedures Act of 1973, 93vd Cong., 18t sess. (1973):
. 8. 4N82, Freedom from Surveillance Act of 1874, 93rd Cong., 24 sess. (1974).
. 1N sec- N 3 8pee, e.g., Hearings before the Subcommittee on Crimimal Lews and Procedures of the
instead Senate Committee on the Judiclary, Foreign Intelligence Survetllance Act of 1976, 94th
n§ ! C . Cong., 2d sess, (1976) : Senate Select Committea on Intelligence, Foreign Intelligence Sur-
of titls ) reillence Act of 1975, 94th Cong., 2d sess. (1576) ; Subcommmittee on Surveillancs of the
: i Senate Committee on Forelgn Relations and the Subcommittee on Administrative Practice
marveil- - and Procedure of the Senate Commitiee on the Judielary, Warrantleas Wiretaping. nnd
v : Electronie Surreillnnce, 94th Cong., lst sess. (1975) ; Joint Hearings before the Subeom-
Vv.con- mittee on Administrative Practice and Procedure and the Subcommitiee on Constitutional
gsional Riphts of the Renate Committee on the Judiclary, Warrantiesas Wiretnpping and Elertronic
Suryeillance, 93d Cong., 2d sess. (1974) ; Hearings before the Subcommittee on Adminis-
Ingage trative Practice and Procedure of the Senate Committee on the Judiclary, Warrantiess
nce in- Wiretapping, 92d Cong.. 24 zess. (1972). In_the joint report of the Subcommittres on Sur-
[ veillance and Administrative Practice and Procedure issued In 1975, findings were marle
tion-of that “there are not adequate written standards ov criteria within the executive hranch to
o 3 . govern the warrantlesa electronic surveillance of either Amerieans or foreigners. There is a
=utra1 3 gap in the statutes, the case, and in administrative regulation on the mse of warrantless
Jerent wiretitps or bugs by executive branch agencies for alleged ‘national seeurity’ purposes.”
repeal- - [page 8] .
conclusion that surveillance was “often conducted by illegal or im-
wrrant proper means,” the Church committee. wrote :
r elec- . Since the 1930’, intelligence agencies have frequently wire-
sight- tapped and bugged American citizens without the benefit of
JowWer ]udlcl_al warrant. . . .'[Plast subjects of these surveillances
have included a United States Congressman, Congressional
staff member, journalists and newsmen, and numerous indi-
; . viduals and groups who engaged in no criminal activity and
regu- - who posed no genuine threat to the national security, such as
¢ for- two White House domestic affairs advisers and an anti-Viet-
ecent B nam War protest group. (vol. 2, p.12)
. and * * * * *.
vecu- i .. . .
verv ‘ The application of vague and elastic standards for wire-
fact . tapping and bugging has resulted in electronic surveil-
held lances which, by any objective measure, were improper and
xire- _ . seriously infringed the Fourth Amendment Rights of both
Lis a : : the targets and those with whom the targets communicated.
yFee- . The inherently intrusive nature of electronic surveillance,
sffec . Y .
im- : moreover, has enabled the Government to generate vast
just amounts of information—unrelated to any legitimate gov-
per- ; ernment interest—ahout the personal and political lives of
and : American citizens. The coliection of this type of information
va of : has, in turn, raised the danger of its use for partisan politi-
E cal and other improper ends by senior administration offi-
i re- : cials. (vol. 3, p. 82.)
eve- Also formidable—although incalculable—is the “chilling effect”
nal . which warrantless electronic surveillance may have on the constitu-
mi- tional rights of those who were not targets of the surveillance, but who
-in. perceived themselves, whether reasonably or unreasonably, as poten-
ov- : tial targets. Our Bill of Rights is concerned not only with ‘direct
rerl infringements on constitutional rights, but also with govermment
e), ; activities which effectively inhibit the exercise of these rights. The
" as- , exercise of political freedom depends in large measure on citizens’
nce o understanding that they will be able to be publicly active and dissent
per
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from official policy, within lawful limits, without having to sacrifice v
the expectation of privacy that they rightfully hold. Arbitrary or tc
uneontrolled nse of warrantless electronic surveillance can violate that o
understanding and impair that public confidence so necessary to an . S
uninhibited political life. d:

S. 1566 is desiomed, therefore, to curb the practice by shich the ‘ te
Fxecutive ancﬁ ey cONQuct warrantless electront =urve1ﬂgnce fc
ofermination that national securnty justifies it. Pt

At the same time, however, this legislation does not prohibit the legiti- ar
mate use of electronic surveillance to obtain foreign intelligence ol
information. Asthe Church committee pointed out: ' fc
FElectronic surveillance techniques have understandably b
enabled these agencies to obtain valuable information relevant 1‘
to their legitimate intelligence missions. Use of these tech- et
niques has provided the Government with vital intelligence. :
which would be difficult to acquire throngh other means. about w
the activities and intentions of foreign powers and has 5 -
2
[page 9] i
provi(%ed important leads in counterespionage cases. (vol. 2, T
P 274 . . ; te’
Safeguarding national security against the intelligence activities of sy
foreign agents remains a vitally important Government purpose. Few su
would dispute the fact that we live in a dangerous world in which an
hostile intelligence activities in this country are still carried on to our wl
detriment. gu
Striking & sound balance between the need for such surveillance and an
the protection of civil liberties lies at the heart of S. 1566. As Senator for
Kennedy stated in introducing S. 1566
The complexity of the problem must not be underestimated. Ce
Electronic surveillance can be a useful tool for the Govern- Ini
ment’s gathering of certain kinds of information; yet, if m
abused, 1t can also constitute a particularly indiscriminate to
and penetrating invasion of the privacy of our citizens. My tior
objective over the past six years has been to reach some kind we
of fair balance that will protect the sccurity of the United Int
States without infringing on our citizens’ human liberties and as
rights* oni
The committee believes that the Executive Branch of Government %‘a.
should have, under proper circumstances and with appropriste safe- tae
guards, authority to acquire important foreign intelligence informa- 1:;
tion by means of electronic surveillance. The committee also believes Ge:
Qﬁat the %ast record and the state of the law In the area make it desir- A ¢
able that the Fixeculive Branch not be the sole or final arbiter of when 1::111(
SUCH PrOper CIrcumstances exXist. . 1566 15 Aesigned to permit the Gov- Att
ernment to gather necessary foreign intelligence information by means t.T
of electronic surveillance but under limitations and according to ,f' 1])
procedural guidelines which will better safeguard the rights of u
individuals. ipc-]_
TIL. BACKGROUND m
the:
The bipartisan congressional support for S. 1566 and the construc- T
tive cooperation of the Executive Branch toward the legislation signi- —?tt(
Oori:

fies a constructive change in the ongoing debate over electronic sur-
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veillance. That debate has centered around the power of the President
to acquire information necessary for the national security and the
constitutionality of warrantless electronic surveillance. This is not
surprising since the United States Supreme Court has never expressly
decided the issue of whether the President has constitutional authority
to authorize warrantless electronic surveillance in cases concerning

foreign intelligence. Whether the President has so-called “inherent
power” to engage in or authorize warrantless electronic surveillance
and. if such power exists, what limitations, 1T any, restrict the scope
of that power, are issues which have troubled constitutional séhgius
for decades, . '

i egs electronic surveillance offers support
both proponents and critics of the conce?t ol “mherent power” an
iohliohts the need for passage of S. 1566. .

Tn 1998, the Supreme Court, in Olmstead v. United States ® held that
wiretapping was not within the coverage of the Fourth. Amendment.

3 277 U.S. 438, 48 S.Ct. 564, 72 L.Ed. 944
- [page 10]

Three years later, Attorney General William D. Mitchell authorized
telephone wiretapping, upon the personal approval of burean chiefs, of
syndicated bootleggers and in “exceptional cases where the crimes are
substantial and serious, and the necessity is great and [the bureau chief
and the Assistant Attorney General] are satisfied that the persons
whose wires are to be tapped are of the criminal type.” These general
guidelines governed the Department’s practice through the thirties
and telephone wiretapping was considered to be an important law en-
forcement tool.® '

Congress placed the first restrictions on wiretapping in the Federal
Communications Aet of 1934, which made it a crime for any person “to
intercept and divulge or publish the contents of wire and radio com-
munieations.” * The Supreme Conrt construed this section to apply
to Federal agents and held that evidence obtained from the intercep-
tion of wire and radio communications. and the fruits of that evidence,
were inadmissible in court.® However, the Justice Department did not
interpret the Federal Communications Act or the Nardone decision
as prohibiting the interception of wire communications per se; rather
only the interception and divnlgence of their contents nutside the Fed-
eral establishment was considered to be unlawful. Thus, the Justice
I?epartment. found continued authority for its national security wire-

aps.

In 1940, President Roosevelt issued a memorandum to the Attorney
(reneral stating his view that electronic zurveillance wonld be proper
under the Constitution where “grave matters involving defense of the
nation” were involved. The President anthevized and directed the
Attorney (General “to secure information hy listening devices [directed
at] the conversation or other commnunications of persons suspected of
cubversive activities against the Government of the United States.
ncluding suspected spies.” The Attorney General was requested “to
limit these investigations so conducted to a minimum and to limit
them insofar as possible as to aliens.” ©

This practice was continued in successive administrations. In 1948,

ttorney General Tom C. Clark sent President Truman a Jetter in-
forming him of President Roosevelt’s directive. Clark's memorandum,
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capable that Congress only intended to make clear that the of
Act simply did not legislate with respect to national security th:
surveillances. ‘ he
Since the Keith case. three circuit conrts of appeals have addressed pr
.the question the Suptéme Court reserved. The Fifth Civeuit in 7 nifed su
States v. Brown, 481 F.2d 418 (ith Cir. 1973) . cert. denied. 415 7.5 : —
960 (1974), upheld the legality of a surveillance in which the defend- pre
ant, an Amerfican citizen, was incidentally overheard as a result of a , b
warrantless wiretap authorized by the Attorney General for foreign eon
intelligence piirposes. The court found that on the basis of “the Prosi- oot
dent’s constitutional duty to act for the Unired States in the feld of Zie:
foreign affairs, and his inherent power to protect national security in Kei
the conduct of foreign affaits . .". the President may constitutionally hell
authorize warraptless wiretaps for the purpose of gathering foreign hoss
intelligence.” 28 : ' 2
In United States v. Butenko, 494 F.2d 593 (3d Cir. 1974). (en banc). fron
cert. denied sud nom. Jvanoy v. Tnited States. 419 U.S. 881 (1974), the zath
Third Circuit similarly held that electronic surveillance conducted %’? i
ecr
%407 0.5, at 320, tha:
2407 U.8., at 820, or
= 407 TS at §20-321, or .
2407 T8, af $21-322. e
%407 US.; at 808, 806,
%484 F. 2d at 426, oo —
’ [page 15] 2
without a warrant would be lawful so long as the primary purpose was 7 n
to obtain foreign intelligence information. The court found that such the
surveillance would be reasonable under the Fourth Amendment with- con
out a warrant eventhough it might involve the overhearing of >, int.
conversations. . ) . *vof1
However, in Zweibon v. Mitchell, 516 F.2d 594 (D.C. Cir. 1973),  ifrg
cert. denied, 425 U.8. 944 (1976)%,.the Circuit Court of Appeals for I
the District of Columbia, in the course of an opinion requiring that exTe
a warrant must.be obtained before a wiretap is installed on a domestic i
organization that is neither the agent of, nor acting in collaboration alec
with, a foreign power, questioned whether any national securlt.v.ex_ce%)- infc
tion to the warrant requirernent would be constitutionally permissible. and
Although the holding of Zweibon was limited to the case of & domes- )
tic organization without ties to a foreign power, the glurality opinion are:
of the court—in legal analysis closely patterned on Keith—concluded whi
“that an analysis of the policies implicated hy foreign security surveil- mo-
lance indicates that. absent exigent circumstances, all warrantless elec- or t.
tronic surveillance is unreasonable and therefore unconstitutional.” 26 to t]
Thus, after almost 50 years of case law dealing with the subject of fore
warrantless electronic surveillance, and despite the practice of war- fore
rantless foreign intelligence surveillonce sanctioned and engaged in Stai
by nine administrations, constitutional limits on the President’s powers :o;ﬂ-
to order such surveillances remains an open question. This legislation fore:
would provide the secure framework Ly which the Executive Branch licer
may conduct Jegitimate electronic surveillance for foreign intelligence stans
purposes within the context of this Nation’s commitment to privacy Seoty
and individual rights. a 1-‘1 e
. - IV. Coxcrusion able
S. 1366 would alter the current debate arisin% out of the uncertainty egn |
of the present law by complefing an exclusive charter Tor the conduet whet:.
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of electronic surveillance in the Unite !
£ at £ wire-ty y » i 1 4 3
asedl T
ted surveil
[* "j'_ ! 24518 F.2d at A13-814. Neither Brown nor Butenko provide a systematic analysis of the
and- problem within the framework Indieated by the Supreme Court decision In Keith, 1.e,
i whether the reanirement of a warrant would undnly frustrate the exercise of the Presi-
of a dent's responsibility in the area of national security. The court's opinion in Broion slmP]y
2lom ronfirmed the President's inherent power to authorize forelgn intelligence collection
e through. among other things, electronic surveillance without & warrant. The Butenks
resl1- opinion offers a sightly more extensive analysis of the problem, Oun the other hand, the
| of : Zweihon opinion, insofar as it considered and rejected the argumenty for the existence of
oL an inherent power by applying the analytieal framework wsed by ‘the Supreme Court in
T in Keith, was a plurality opinion.
. : 7 The Church committee concluded that, in many cases, surveillance was based on the
ally belief that grouns or individuals were directed, financed or otherwise controlled by a
) ey hostile foreign power. Some of the surveillances were directed against oltizens or organi-
Mngn . zations whose activities, while not necessarily violent, were thought to he sufficlently
. subversive to pose a danger to the security of the country. (IIX, pp. 316-317.) However,
from this “subversive activities” standard it was, according to the committee, relatively
I‘.C), : easy to justify and order electronic surveillance against American citizens and organi-
the zations, not grimarily because of their own activities, but because they were believed to
. : he adversely influenced, whether consciously or not, by persons acting under the direction
Cted_ of foreign power. The electronic surveillance of Martin Luther King was justified not
because King himself posed any threat to national security, but beeause of the possibility
that two of King's advisers were assoclated with the Communist party, (IIT, p. 818.)

The infinite elasticity of the ‘“national security” eriteria unrestrained by any judicial
or external check, has heen dramatically underscored in recent years by a seriex af
surveillanees directed against Government emplayees and journalists for_the avowed pur-
boses of Identifving the sources of “leaks” of classified information. (III, p. 321.)

2. 96 S.Ct. 1634, 48 L.Ed.2d 187 [page 16]
was ion i
uch
ith-
- of
D). ien in gence survelllance
for : _ . The bill provides external and internal checks on the executive. The
“hat o external check is found in the judicial warrant procedure which re-
stic . quires the executive branch to secure a warrant before engaging in
;on : electronie surveillance for purposes of obtaining foreign J.ntelhgencez
2ep- information. Such surveillance would be hnglted to a “foreign power’
ble. : and “‘agent of a foreign power.” United States citizens and lawwful
1es- resident aliens could be targets of electronic surveillance only if they
1on are: (1) knowingly engaged in “clandestine intelligence activities
.ded . which involve or will involve a viclation” of the criminal law: (2)
veil- knowingly engaged in activities “that involve or will involve sabotage
']ﬁ‘gj : ot terrovism for or on behalf of a foreign power”: or (3) “pursuant
S to the direction of an intelligence service or intelligence network of a
t of . foreign power” are knowingly or secretly collecting or transmitting
var- foreigm intelligence in a manner harmful to the security of the United
tin Stares. All other persons—such 2s illegal aliens or foreign visitors—
vers . could also be targets if they are: (1) either officers or employees of a
-1on foreign power; or (2) are “knowingly engaging in clandestine intel-
nch lizence activities for or on bchalf of a foreign power under circum-
‘nee A stances which indicate that such activities would be harmful to the
acy ' - secnrity of the United States.” For such surveillance to be undertalen,
a judicial warrant must be secured on the basis of a showing of “prob-
“able cause” that the target is a “foreign power™ or an “agent of a for-
ity eian power.” Thus the courts for the first time will ultimately rule on

luct whether such foreign intelligence surveillance should ocecur.
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One situation in which such a motion might be presented would be % th
that in which the court orders disclosed to the party the court order th
and accompanying application under subsection (e) prior to ruling : o
on the legality of the surveillance. Such motion would also be appro- au
priate, however, even after the court’s finding of legality if, in subse- : "
quent trial testimonv. a Government witness provides evidence that ' is
the electronic surveillance may have been authorized or conducted in i ' m:
violation of the court order. The most common cireumstance in which ! o
euch a motion might be appropriate wonld be a situation in which a i Ec
defendant queries the covernment under 18 .S.C. 3504 and discovers ' It
that he has been intercepted by electronic surveillance even before : cas
the covernment has decided whether evidence derived from that sur. i ver
veillance will be used in the presentation of its case. In this instance, ; by
under the appropriate factual circumstances. the defendant mj ght ! voi
move to suppress such evidence under this subsection even without hav- K
ing seen any of the underlving documentation, g ve
G313 T.S. 83, 83 S.Ct. 1194, 10 L.Bd.2d 215 (1063). -
218 11.8.C. 8500 et seq
& raited States v. Andolschek, 142 F, 24 503 (2nd Cir. 1044}, .
5 See also. Alderman v, United Staies, 384 U.S. 185 (1847 i ;
[page 57) ‘ | Sf:
A motion under this subsection shall be made before the trial, hear- : . © in
ing, or proceeding unlessthere was no opportunity to make such motion o cac
or the movant was not aware of the grounds for the motion. the only n8
change in subsection (d) from S. 8197 is to remoye as a separate, inde- Te
pendent basis for suppression the fact that the order was msufficient th
on its face. This is not a substantive change, however, since communi- ar.
cations acquired pursuant to an order insufficient on its face would be . af
unla,\]\-fu] ly acquired and therefore subject to suppression under para- el
graph (1). - ’ .
s 'Sgbsgction (e) states in detail the procedure the court shall follow 5%
when it receives a notification under subsection {¢) or a suppression is:
motion js filed under subscction (d). This procedre applies, for ex- an
ample, whenever an individual makes a motion pursuant to subsection no:
(d) or 18 U.8.C. 8504, or any other statute or rule of the United States Co
to discover, obtain or suppress evidence or information obtained or the
derived from electronic surveillance conducted ursuant to this chap- ine
ter (for example, Rule 12 of the Federa] Rules oip Criminal Procedure). £
A h 2 number of different procedures might be used to attack the
egality of the surveillance, it s this procedire *HoEwT ’
~_that must be used to resolve the question. The Comre: 3
wishes to make very clear that the procecures set ont in subsection (e)
apply whatever the underlying rule or statute referred to in the mo.
tion. This is necessary to prevent the carefully drawn procedures in
subsection (e) from being bypassed by the inventive litigant using a
new statute, rule or judicial construction.
The special procedures in subsection ( e} cannot be invoked until
they are triggered by a Government afidavit that disclosure or an
adversarv hearing would harm the national security of the United
States. 1f no such assertion is made. the Committee envisions that T
mandatory disclosure of the application and order, and disoreFionary Tee:
disclosure of other surveillance materals. wo e de- =

e to
fencant, as 1s required under 1itle - When the procedure 1s so
triggered, however, the Government must make available to the court
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8 copy of the court order and accompanying application upon which
1d be A thesurveillance was based. .
order s The court must then conduct an ex parte, in camera inspection of
aline these materials as well as any other documents which the Government
pprc?— : may be ordered to provide, to determine whether the surveillance was
ubse- ; authorized and conducted in a manner which: did not violate any con-
- that stitutional or statutory right of the person against whom the evidence
od in - is songht to be introduced. The subsection further provides that in
vhich S making such a determination, the court may order disclosed to the
ich a e person against whom the evidence isto be introduced the court order or
overs P accompanying application, or portions theredf, or other materials re-
sfore - lating to the snrveillance. only if it finds that such disclosure is neces-
Csur- sary-to make an accurate determination of the leealitv of the sur-
ance. veillance. Thus, this subsection deals with the propedure' 1o be followed ;
night s by the trial court in determining the legality (or illegality) of the sur-

hav- 7 veillance. .

-The question of how to determine the legalitx of an electranic sur-
veilance condueted for foveign intelligence purposes has never been

# 18 U.8.C. 2518 (9) and (10).
[page 58]
decided by the Supreme Court. As Justice Stewart noted in his con-
ear- curring opinion in Giordano v. United States, “Moreover, we did not
ion ) in A4lderman, Butenko or Jvanov, and we do not today, specify the pro-
onlv . : cedure that the District Courts are to follow in making this prelimi-
J - nary determination [of legality.]”” 394 U.S. 810, 314 (1968) ; see also,

I;Sg; Zaglianetti v: United States, 39+ U.S. 316 (1968)% The committee views
mi- the procedures set forth in this subsection as striking a reasona -
d be o ance between an entirely yn camera proceeding w. .

arn- ‘ affect the defendant’s ability to detend himself, and m: 0

- e . Elosux:e, which mioht occasionally resmdt in the wholesale revelation of
llow ’ sensitive foreign intelligence information, . :
_ The decision whether 1t is necessary to order disclosure to a person

-sion .- : e ; :
N is for the court to make after reviewing the underlying documentation

'.ti,kn and determining its volume, scope and complexity. The committee has
-ates : noted the reasened discussion of these matters in the opinion of the -
1or Gourt in United States v. Butenko, supra. There, the court, faced with
hap- ' : the difficult problem of determining what standard to follow in balanc-
are). i ing national security interests with the right to a fair trial stated:
< the ! The distingnished disiriet court judge reviewed én camera
any i the records of the wiretaps at issue here before holding the
ittee ! surveillances to be legal . . . Since the question confronting
{e) % the district conrt as to the second set of interceptions was the
mo- i legality of the taps, not the existence of tainted evidence, it
S8 3 was within his discretion to grant or to deny Ivanov’s request
aga } for disclosure and a hearing. The exercise of this diseretion
o . . is to be guided by an evaluation of the complexity of the
mtit i factors to be éonsidered by the court and by the likelihood
- an o that adversary presentation wonld substantially promote a
tited BE “more accurate decision, (494 F.2d at 607) -
f:?‘f Thus, in.some cases, the court will likely be able to determine the
s de- legality of the surveillance without any disclosure to the defendant.
is so
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question of how many “cutouts” are enough to exempt an American R T
acting.on behalf of or in conjunction with a Communist regime from .- . . Looeng
lawful electronic snrveillance ? Most Americans would.probably agree - S e efere
that in such cases: it would-be better to err;on the-side of caution and- T elf v
tell the intelligence agencies to survey -anyone working with such . o
regimes. The bill onght to reflect this. ~ ... - : .. o . i 5 et
* “Finally, the very complexity of the standards must;be .judged-a.. . S
drawback. Even if they provided the Natfjon sufficient .protection.in . s
peacetime, they wonld. surély be too cumbersome to do so in time of o o -
war. In time of war, then, a-new bill would have to be hastily enacted. . O (3
_ to provide for emergency posvers. But emergency legistation is gener- - L e
« o glly bad. legislation. While we have the time we oughttoenact a bill = T .. Tni
- workable in bad times as well ag in good times. . S pers
. Marcory “Wazzor, : ' clan
_ ) Stat
o o . A T, . bill
- HOUSE CONFERENCE REPORT NO. 95-1720 S ST who
: . : B _ : rori:
¥ * % Tk e L gl * % . : \\';tzl E
< ... 7 [page 19} ST e : : - xac-%
.JOINT EXPLANATORY. STATEMENT. OF . THE COMMIT- o L resp
... “The-managers on the part of the House and the Senate at ‘the'con- - -, ..~ '} =~ - poy
- ference on the disagreeing votes of the two Houses on the amendments ' |

SRR _ “pow -
of the House to the bill (8. 1586) to amend title 18, United States = : .
Code, to authorize applications for a court order:approving the use . .
of electronic surveillance to obtain foreign. intelligence information, - A
submit the explanation of the effect of tlie action agreed iipon by the - L L ko
managers and recommended in the accompanying conference report.

inte

_ The managers recommend that the Senate'agree to the'amendments - o sons

", of the House, with an amendment. That amendment will-be referred - - o7 acti
to here as the “conference substitute.” Except for certain. clarifying, i T

clerical, conforming, and other technical changes, there follows an defi
issue by issue summary of the Senate bil}, the House amendments, and men
the conference substitute. - - acti-
TYTIE pow

The Senate bill amended Title 18 (Crimes and Criminal Procedures) . ‘%&e

of the United States Code, to authorize applications for a court order will
approving the use of electronic surveillance to obtain foreign intelli- \St t
gence information. ' inst-
The House amendments %rovided for an uncodified title, to authorize shov
electronic surveillance to obtain foreign intelligence information. of a

. The conference substitute adopts the House provision. The con- e

ferees agree that this change is not intended to affect in any way the 1on.
jurisdiction of Congressional Committees with respect to electronic 93 ’
surveillance for foreign intelligence purposes, Rather, the purposs of H :511_1
the change is solely to allow the placement of Title I of the Foreign ?ri’-
Intelh%nce Surveillance Act in that portion of the United States urk
Code (Title 50) which most directly relates to its subject matter. ra?(
DEFINITION OF “FOREIGN POWER” Eaét;(

The Senate bill defined “foreign power”, with respect to.terrorist tran
groups, to mean a foreign-based terrorist group, nagie
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NOTICE OF TSE OF INFORMATION IN LEGAL PROCEEDINGS T gt
The Senate bill provided for notification to the court when in- Co T e e e aggTh o
formation derived from electronic surveillance is to be used in legal = * ..o . -~ ¢ o (T8 aﬁ.’
* proceedings. C o o : o 'th:'
. The House amendments contained a. comparable provision and also R : L de
a provision, not contained in the Senate bill. requiring notice to the s o T a‘é‘i 3 €
aggrieved person. The House amendments also contained a separate ' E ?)e g
section relating to use by State or local authorities requiring noticeto o ' : ' Gov i
the Attorney General. S _ v . K ?H;T
The conference substitute adopts the House provisions. The con- e T ¢
- ferees agree that nottee shonld beFiven to the aggriéved person as soon ' o ' th: P
as possible, so as to-allow for the disposition of any motions concern- ' ' : ‘ ; "tI‘h m
ing evidence derived from electronic surveillance. The conferees also o _ Bt
agrée that the Attorney General should at all times be able to assess S . Tiew (
whether and to what extent the nse of information made available by S : - 1Sne« -
the Government to a State or local authority will be used. AR co ?11&%;26
" SUPPRESSION ILOTIONS o : - .that £
. O . - - osary 1
The Senate bill provided for motions to suppress the contents of any 2 The’
communication acquired by electronic surveillance, or'evidence derived - 4ppro
-~ ¢ therefrom. . . 0 ¢ o T T e T ¥ m bo -
‘ The House amendments provided for motions to ‘suppress the evi- stand. "
dence obtained or derived from electronie surveillance. - of the -
The conference substitute adopts the House provision. The conferees and p -
agree that the breader term “evidence” should be used becauss it in~ “Intere
chudes both the contents of communications. and other information ob- AR
“tained or derived from electronie surveillance. ‘ The - °
IN CAMERA FROCEDURE ¥OR DETERMINING LEGALITY ;;ceg;gi
The Senate bill provided a single procedure for determining the ment °
legality of electronic surveillance in a subsequent in camers and ex Or Serk
parte proceeding, if the Government by affidavit asserts that disclosure The
or an adversary hearing would harm the national security of the except.
United States. The Senate bill also provided that, in making this deter- bodily
mination, the court should disclose to the aggrieved person materials The
relating to the surveillance only where such disclosure is necessary to the wc
- make an accurate determination of the legality of the surveillance. dicatic
The House amendments provided two separate procedures for deter-
mining the legality of electronic surveillance, if the Attorney General
files an effidavit under oath that disclosure would harm the national The
security of the United States or compromise foreign intelligence tornev
sources and methods. In criminal cases, there would be an in camera comn:;yit
proceeding ; and the court might disclose to the aggrieved person, under the act
appropriate security procedures and protective orders, materials relat- The -
ing to the surveillance if there were a reasonable question as to the R deemed
legality of the suveillance and if disclosure would likely promote a 3 commit
more accurate determination of such legality, or if disclosure would i they ms
not harm the national security. In civil suits, there would be an in e 'Iy‘he -
camera and ex parte proceeding before a court of appeals; and the g intelliot
court would disclose, under appropriate security procedures and pro- versiolﬁ.
tective orders, to the aggrieved person or his attorney materials relat- _;% . Sectic
' E Commit

4060




Case M:06-cv-01791-VRW  Document 436-2  Filed 03/28/2008 Page 54 of 59

qen 1n-
n legal

\nd also
2 to the
;eparate
1otice tO

“he con-

1 4§ soon

concern-

rees also

. to assess |
_ilable by

its of any
e derlv

3 the evl-.
conferees
ausé it m--
nation 0b- -

_“nining the
" pra and €X

¢ disclosaze 1. -

rity of the
s this deter-

. o-materials -

-pecessary to
-eillance.

" eos for deter-
ney Genera,

* the national-

" intelligence
n in carders

»erson, under

. terials relat- -

. ion 8§ to-the
" Iy promote &
- slosurs _Wou}d

suld be afl I

leals} and the’
tures and pro-

1aterials relat-"

- or serious bodily harm to any person. "

FOREIGN INTELLIGENCE
P.L. 95-511 :

[page 32]
ing to the surveillance only if necessary to afford due process to the
aggrieved lperson. The House amendments also.provided that orders
regarding legality or disclosure would be final and binding.

The conference substitute essentially adopts the Sénate provisions,
with technical changes and the following modifications. The in camera
and ex parte proceeding is invoked if the Attorney General files an
affidavit under oath. All orders regarding legality and disclosure shall
be final and binding only where the rulings are against the
Government. o .

The conference substitute adds the words “requiring review or” to
the provision making orders final and binding. This change clarifies
the intent of the House provision in conformity with section 102(a).
The conferees intend that s determination by a district court that re-
view of a certification by the Attorney General under section 102(a)
is necessary to determine the legality of the surveillance shall be con-
sidered a final and binding order and thus appealable by the Govern-
ment beforé the court reviews the certification. The court may order
that the certification be unsealed for review if such review is neces-
sary to determine the legality of the surveillance.

Egﬁ S_Q_{Efeef E ee that an in camera and ex parte proceeding is
appropriate for determining the lawTulness of electronic surveillance
MMMMMTM% he_conferees also agree that the
standard for disclosure in the Senate bill adequately protects the rights
of the agprieved person, and that the provision for security measures

and protective orders ensures adequate protection of national SECUTity
interests,

TUNITENTIONAL RADIO ACQUIIESIT]_ZON

The Senate bill prohibited any use of the contents of unintentionally
acquired domestic radio communications; if there is a reasonable ex-
‘pectation of privacy and a warrant would be required for law enforce-

3 A e

* ment ‘purposes, except where the contents indicate a threat of death =

The House -amendments contained a comparable provision, with an
exception if the contents may indicate a threat of death or serious.
bodily harm to any person. - :

The conference substitute adopts the Senate provision which omits
the word “may.” The conferees agree that an exception for any in- -

dication of such a threat is sufficient.

CONGRESSIONAL O\;ERéIGHT

The Senate -bill-;f&ria the House amendﬁ')enfs both requ.ire-thé At-

“torney General, on'a semiannual basis, to fully inform the intelligence

cgmmifctees of each House concerning all electronic-surveillance under
the act. .

" "The Senate bill also stated that “nothing in this chapter shall be -
‘ deemed to. limit the authority and responsibility of the appropriate -

committees of each House of Congress to obtain such information-as

.- they may rieed to carty ont their respective functions and duties.”

he. House ameridinents limited this reservation to the respective '

intelligence committees. The conference substitute adopts the Senate B

version. o ) . . .
Section 2528 (b) of the Senate bill required the Senate Intelligence
Comm_ltt.ee to report annually to the Senate on the implementation of
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vided for notice to the Attorney General or other appropriate official _ S
when or if any person who 1s ordered .to provide assistance to the o o - . COMF -
Government in conducting. électronic surveillance is-required by legal - no . T
. process to disclose the fact of such assistance, It:also afforded civil
. immunity to any person who provides-such assistanee in nccordance
" . with a court order or Attorney General certificate. . Wi
The ..conference substitute adopts the House: provisions, with the
addition of the Senate provision imposing civil liability upon a com-
mon carrier which provides assistance without ‘a court ;order or . e
Attorney General certificate, Deletion of certain conforming amend- . D "+ Hom
ments is consistent with the decision of the conferees not.to.place the o ' -
billin title 18, 0nited States Code. oo

Ser

BXCLUBIVE MEANS FOR ELEGTRONIC BTj'RV'EII.LAI\"GE

The Senate bill provided that the procedures.in.this bill and in
chapter 119 of title 18, United States Code, shall be the exclusive means

. by which electronic surveillazice. as defined in this bill, and the inter-
. ception of domestic wire and oral communications may be conducted.
* 'The House amendments provided that the procedures in this bill
and in chapter 119 of title 18, United States Code, shall be the exclusive

~ statutory means by which €lectronic surveillance ns defined in thisbill . . .

- and the interception of domestic wire and oral communicationsmaybe « - ° - o

. conducted. . .
" ‘The conference substitute adopts the Senate provision which omits o ’ ,
the word “statutory.” The conferees agree that the establishment by - - . : The -
_ this act of exclusive meahs by which the President mey conduct elec- . ’ L the bi" ~.
tronic surveillance does not foreclose a different decision by: the Su- - - annult’
- preme Court. The intent, of the conferees is to ap 21% the standard set L hawving
forth in Jusfice Jackson’s: coneurring opinjon in the Steel Seizure . - e - ment : .
™ en a President takes measures incompatible with the express g .
or_implied will of Congress, his DOWEr 15 at the Jowest ebb, 0T then
he can rel n_his own Constitutional power minus g -
stitutiona oIgTess over the matter.” ¥ oungstown Sheet and
5. DY 1959 ); o S. 8¢
Epwarp P. BoLanp; o e, Geners.
Moreax F. MurrRY, : ; and t}
R. L. MazzoLi, ‘ annuit:
Pzrer ' W. Ropivo, :
RoeerT W. KASTENMETER,
Managers on the Part of the House.
Epwarp M. Kennepy, The
JAMES ABOUREZE, thorize
Howaro M. METZENBATM, entitlec
Bmror Bavs, upon ¢
JoE Bmen, permai
Rorerr MoRreax, service
By, HaTHAWAY, retire ¢
Stroy TEHURMOND, ‘ ' service.
JARE GARN, 4 ' Bene
. Crarres McC. MaTrias, Jr., ' in 195¢
M anagers on the Part of the Senate. survive
: Compt

1. 72 5.Ct. 863, 96 L.Ed. 1153.
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* which guise that he is an agent of & refugee terrorist leader and then to
n, but target these recruited persons against the FBI, the Dade County
when Police, and the CIA, the ultimate goal being to infiltrate these agen-
Jnents ' vies, F is to keep the intelligence officer informed as to his progress
. _ in thig regard but his reports are to be made by mail, because the
£ “na- ! ' U.S. Government cannot open the mail unless a crime is being
laws. committed. . : '
hat is Commeni—As in. case No. 4, no tap would be permitted under
surt’s S. 1566, This is. not the kind of information contemplated under
com- . the act. A tap would not be permitted under section 794 of title 18
vered as well. If I is to report in “by mail” is F going to do his recruit-
) (B) ment by telephone? Does the Government plan to read S. 1566 to
racy ' permit the refugee organizations to be wiretapped to find out if they
are infiltrated ? These are dangerous readings of S. 1566. The proper

: action’ is to allow the FBI, having this much information, to foil

‘rant, i F's scheme. ) o
ighly : " In sum, the Justice Department is “reaching” for the exceptional
Y has i case to establish the need for a deviation from the criminal standard.
rass- i Contrary to all experience with judicial warrants in the wiretappinﬁ

to a ! arca, the Department presumes “strict comstruction” by judges wi
The hamper legitimate intelligence. The Justice Department should be
' in : reminded that chly seven judges, picked by the Chief Justice of the
le to U.S. Supreme Court, will review these warrant requests. Of course,
: this does not give the Justice Department any certainty that all appli-
94 : ) ' rations will be-approved. But the criminal standard does not appre-
for- ' : ciably malce the process more risky for the Government. On the other

1 18. . : hand, the rioncriminal standard is a dangerous precedent for abuse.

gind .

rart- :

ards : . SENATE REPORT NO. 95-701 .

jP% [page 1]

;'itlg The Select Committee on Intelligence, to which was referred the bill
(S. 1566) to amend title 18, United States Code, to authorize applica-
tions for a court order approving the use of electronic surveillance to
obtain foreign intelligence information, having considered the same.

1 to reports favorably thereon with amendments and recommends that the

[ious i bill, as amended, do pass. ’

! the

s in

s do * * * % * * * * %=

Na-

;ﬁg% - [page 5]

lary Purrose oF AMENDMENTS

The Committee on the Judiciary adopted several amendments to

. . : S. 1568 designed to clarify and make more explicit the statutory intent,
ited o - to provide further safeguards for individuals subjected to electronic
has surveillance pursuant to this new chapter, and to provide a detailed

His ' procedure for challenging such surveillance, and any evidence derived

the - : therefrom, during the course of a formal proceeding.
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sequent trial testimony, a Government witness provides evidence that cour
the electronic surveillance may have been authorized or conducted in - . tobe
violation of the court order. The most-common circumstance in which . ' tions
such a motion might be appropriate weould be a situation in which - it fir
a defendant queries the Government. under 18 U.S.C: 8504 and dis- - : - . npatic -
covers that he has been intercepted bv electronic surveillance even - . TL -
before the Government has decided whether evidence derived from that veills
surveillance will be used in the presentation of its case. In this instance, . - ) : decic
under the appropriate factual circumstances, the defendant might 4 curri
move to suppress such evidence under this subsection éven without :
having seen any of the underlying documentation. :
A motion under this subsection shall be made before the-trial, ¢
hearing, or proceeding unless there was no opportunity to make such t
motion or the movant was not aware of the grounds for the motion. ’ 304 T
The only change in subsection (d) from S. 8197 is to remove as a sepa- . =S,
rate, independent basis for suppression the fact that the order was in- subse
sufficient on its face, This is not a substantive change, however. since = o came
communications acquired pursuant to an order insufficient on its face s .abilit
would be unlawfully acquired and therefore subject to suppression oceas
under paragraph (1). O . tellip
. Subsection (e) states in detail the procedure the court shall follow - Th
when'it receives a notifieation under subsection (c) or a suppression is for
motion is filed under subsection (d). This procedure applies, for and ¢
example. whenever an individual makes a motion pursuant to sub- noted
section (d) or 18 T".8.C. 3504. or any other statute or rule of the Counr:
Tnited States to discover. obtain or suppress evidence or information the d
obtained or derived from electronic surveillance conducted pursuant ancin
to this chapter (for example, Rule 12 of the Federal Rules of Criminal
Procedure). Although a number of different procedures might be t
used to attack the legality of the surveillance, it' is this procedure <
“notwithstanding any other law” that must be used to resolve the t
question. The committee wishes to make very clear that the procedures 1
set ot in subsection (e) apply whatever the underlying rule or statute ¥
refered to in the motion. This is necessary to prevent the carefully £
drawn procedures in subsection (e) from being bypassed by the in- it
ventive litigant nsing a new statute, rule or judieial construction. te
The special procedures in subsection (e) cannot be invoked until 8
they are triggered by a Government affidavit that disclosure or an a
adversary hearing would harm the national security of the United T
States. If no such assertion is made, the committee envisions that ] ]1.‘
mandatory disclosure of the application and order, and discretionary Ie gatl]
disclosure of other surveillance maferials, would Ee available to the f:ro .
defendant, as is required under title 111. When the procedure is SO id n%}
triggered. however, the Government must make available to the court \vﬁi 1].
a copy of the court order and accompanying application upon which tionc‘-
the surveillance was based. cont;lci
The court must then conduct an ex parte, in'camera inspection of the co
these materials as well as any other documents relation to the surveil- whole
lance which the Government may be ordered to provide, to determine rate de
whether the surveillance was authorized and conducted in a manner
which did not violate any constitutional or statutory right of the per- 4 89
son against whom the evidence is sought to be introduced. The sub- ropi
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section further provides .that in making such a determination, the

- that court may order disclosed to the person against whom the evidence is
ed in to be introduced the court order or accompanying application, or por-
vhich tions thereof, or other materials relating to the surveillance, only if
vhich it finds that such disclosure is necessary to make an accurate determi-
. dis- S nation of the legality of the surveillance.
even The question of how to determine the legality of an electronic sur-
1that veillance conducted for foreign intelligence purposes has never been
‘ance, decided by the Supreme Court. As Justice Stewart noted in his con-
aight curring opinion in Géordano v. United States:
zhout Moreover, we did not in A4lderman, Butenko or Iranov,
and we do not today, specify the procedure that the district
trial, - courts are to follow in making this preliminary determina-
such tion [of legally.]
Stion. 304 T.8. 310, 314 (1968); see also, Taglianetti v. United States, 394
sepa- T.S. 316 (1968). The committee views the procedures set forth in this
as in- subsection as striking a reasonable balance between an entirely in
since camera proceeding which might adversely affect the defendant’s
s face ability to defend himself, and mandatory disclosure, which might
sgsion occasionally result in the wholesale revelation of sensitive foreign in-
telligence information.
ollow . _ The decision whether it is necessary to order disclosure to a person
>ssion ) : is for the Court to make after reviewing the underlying documentation
5, for - : and determining its volume, scope, and complexity, The committee has
) sub- noted the reasoned discussion of these matters in the opinion of the
+ the Court in U/nifed States v. Butenko, supra. There, the Court, faced with
\ation : . the difficult problem of determining what standard to follow in bal-
~saant ancing national security interests with the right to a fair trial, stated:
minal - The distinguished distriet court judge reviewed in camera
ht e 5. e - the records.of the wiretaps at issue here before holding the
edure ' . , ~ surveillance to be legal * * *. Since the question confronting -
re the - - T - the district court as to the second set of interceptions was the
- »dures - ' T _-legality.of the taps, not the existence of tainted evidence, it
statute I was within his diseretion to grant or to deny Ivanov’s request
efully e for disclosure and a hearing. The exercise of this discretion
he in- S . is to be guided by an evaluation of the complexity of the fac-
ion. : : tors to be considered by the court and by the likelihood that
4 until : e - adversary presentation would substantially promote a more
or an ' accurate decision. (494 F. 2d at 607.)
United » ‘ Thus, in some cases. the Court will likely be able to determine the
1 that™ oo & legality of the surveillance without any disclosure to the defendant.
q0naALy. - LT In other cases, however, the question may be more complex because of, °
to the - L .. for example. -indications.of possible misrepresentation of fact, vague
e clcfui(; - * identification of the persons to be surveilled. or surveillance records

hich - o which include 2 significant amount of nonforeign intelligence informa-
W) N

' tion, calling into question compliance with the minimization standards

et contained in the order. In such cases, the committee contemplates that
,'t?°n’9f’ the court will likely decide to order disclosure to the defendant, in

surveil- whole or in part, since such disclosure “is necessary to make an accu-

terminé rate determination of the legality of the surveillance.” 3
© manner |

‘he per- 4. 89 S.Ct. 1089, 22 L.EA.2a 302.

he sub- I ® Of. Alderman v, United States, 304 U.S. 185, 182 n. 14, 89 S.Ct. 961, 23 L.Ed.2d 176 (1068):

e 43 Taglianetti v, United States, supra at 317,




