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I, Lieutenant General Keith B. Alexander, do hereby state and declare as follows:
I. Introduction

1. I am the Director of the National Security Agency (NSA), an intelligence agency
within thc,Department of Defense. Iam refsponsiblé for directing the NSA, overseeing the
operations undertaken to carry out its mission and, ’b'y specific charge of the President and the
D>iiector of National Intelligence, protecting NSA activities and intelligence sources and methods.
I have been designated an original TOP SECRET classification authority under Executive Order
N_o. 12958, 60 Fed. Reg. 19825 (Apr. 17, 1995), as amended by Executive Order No. 13292, 63
Fed. Reg. 15315 (Mar. 25,_20_03) (reprinted in 3 C.F.R. 2003 Comp. at 196 and at 50 U.S.C.A.
§ ’4:35 (Supp. 2009)), and Department of Defense Directive No. 5200.1-R, Information Security
Prqgr_ain Regulation, 32 CFR § 159212 (2000).

. 2. The purpose of this'declaratien‘is to support an assertion of the military and state
lsecvi»’efs-privilege’(hereaftei’ “state secrets privilege”) by the Director of Nationai Intelligence
(DNI).‘ as; the head ef the intelligence community, as well as the DNI’s assertion of a statutory |
priyiiege under the_ Nationai Secilrity Act. ‘Speciﬁeally, in the cQui'se of my official duties, Ihave
been advised of this 1itigation and the allegations in tlie plaintiffs’ Amended Cemplaint. As
deecribed heiein, varioue Iciassiﬁed facts related to the plaintiffs’ allegations are subject to the
DNI’S state secfets prii/ilege vassiertion. The disclosure ef information discussed throughout this |
declaration, Wthh relates to NSA intelligence information, activities, sources, methods, and |
relationships, ieasonably could be expected to cause exceptiionally grave daniage to the national
security of the United States. In addition, itis my judginent that sensitive state secrets are so
central to the subject matter of the litigation that any attempt to proceed in the case risks the

disclosure of the secrets described herein and exceptionally grave damage to the national security

Public Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency -2
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of the United States. Through this declaration, I also hereby invoke and assert the NSA’s
statutory priyilege rset forth in section 6 of the National Security Agency Act of 1959, Public Law
No. 86-36 (codified as a note to 50 U.S.C. § 402) (“NSA Act”), to protect the information related
to NSA actrvrtres descnbed below The statements made hereln are based on my personal

knowledge of NSA activities and operations, and on 1nformat10n ava1lable to me as Director of

the NSA.
IL Sumrnagy
3. I have reviewed the Amended Complaint in this case. Plaintiffs allege, in sum,

that, after the 9/11 attacks, the NSA received presidential authorization to engage in surveillance
aet1v1t1es far broader than the publicly acknowledged “Terrorist Surveillance Program” (“TSP”),
wlneh was hmlted to the 1ntercept10n of specific 1nternat10nal communications involving persons
reas'onably believed to be associated with al Qaeda and affiliated terrorist organizations.
Plamtrffs allege that the NSA with the assrstance of telecommumcatlons companres Amendedi
Compl ﬁ 5 8, conducts a “dragnet” surveillance prograrn involving the 1ntercept10n of
Vlrtually every telephone internet and/or email communication that has been sent from or
recelved within the Umted'_States since 2001” as part ofan alleged Pres1dent1ally—authonzed
“program” after 9/ 11, zd ﬂ 1,4. 1 eannot disclose on the public record the nature of any NSA -
information irnnlicated by the plaintiffs’ allegations. However, as described further below, the
dis}clOSure'o.f inforrnation related to the NSA’S activities, sources and methods implicated by the
plaintiffs’ allegations reaSOnably coul‘d be expected to cause exceptionally grave damage to the .
national security of the United States and, for this reason, are encompassed by the DNI’s state
secrets and statutory privilege as'sertions, as izvell as by rny own statutory privilege'assertion, and

should be protected from disclosure in this case. In addition, it is my judgment that sensitive

Publi_c Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency - _ _ ' .3
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state secrets are so central to the subject matter of the litigation that any attempt to proceed in the
case risks the disclosure of the classified privileged national security information described
herein and exceptionally grave damage to the national security of the United States.
- | III Background Informatlon
A | The Natlonal Securlty Agency
- 4, The NSA was established by Presidential Directive in 1952 as a separately .
organized agency within the Department of Defense. The NSA’s foreign intelligence mission
includes'b the lresponsibility to collect, process, analyze, produce, and disseminate signals
intelligence (SIGINT) information, of which communications intelligence (COMINT) is a
51gn1ﬁcant subset for (a) national foreign 1ntelhgence purposes, (b) counterlntelhgence purposes,
and (c) the support of mlhtary operations See Executlve Order 12333, § 1.7(c), 46 Fed. Reg.
59941 (Dec. 4, 1981), as amended. b
B -5 | The NSA’s SIGINT respon51b111t1es include establishing and operatmg an

e‘ffe‘ctive uniﬁed organization to conduct SIGINT activities set forth in E.O. No. 12333,
§ 1. 12(b), as amended In performlng its SIGINT mission, NSA has developed a sophlsticated
Worldw1de SlGINT collectlon network. The technological 1nfrastructure that supports the NSA’
foreign 1ntelhgence 1_nformation collection network has taken years to develop at a cost of
l:)illion_s of dollarsand untold human effort. It relies on sophisticated collection and processing
technOlogy. | |

6. | There are two‘ primary reasons for gathering and analyzing foreign intelligence |

information. The first, and most important, is to gain information required to direct U.S.

! Section 1.7(c) of E.O. 12333 as amended, specifically authorizes the NSA to “Collect
(1nclud1ng through clandestine means), process, analyze, produce, and disseminate signals
intelligence information for forelgn intelligence and countenntelhgence purposes to support
national and departmental missions.”

Pubhc Declaration of Lt. Gen Kelth B Alexander DlI‘CCtOl‘ National Security Agency - 4
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resources as neoessary to counter external threats and in support of military operations. The
second reason is to obtain information necessary to the formulation of U.S. foreign policy. -
Foreign intelligence information provided by the NSA is thus relevant to a wide range of
irnportentmissnes,r including _rnili’rary_order of_ba_ttle; ’rhreat‘ Warnrngs and readiness; arms
proliferation; internationaIA terrorism; counter-intelligence; and foreign aspects of international
narcotics vtrafﬁcking. ,

- 7. . Foreign intellligence. produced by COMINT activities is an extremely important |
part of the overall foreign intelligence information available to the United States and is often
unobtainable by other m’eains7 P_ublie disclosure of either the capability to collect specific
communications or the substance of the information deriVed from such collection itself can
easily alertdtargets to the \rulnerability‘of their communic_aﬁon’s. Disclosure of even a single
ckammUnication vholds the potential of reveaﬁng intelligence collection techniques that are applied
againsr targets around the world. | Once alerted, targéts_cﬁn frustrate COMNT collection by
usrng different‘ or new encryption techniques, by disseminating disinformation,. or by utilizing a
drfferent comrnnnrcations link. Snch evasion techniques may in}ribit a_ccess to the target’s
eornniunieatrons and therefore deny the'ﬁnited States access to information crucial to the
defense of the Umted States both at home and abroad COMINT is provided special statutory
protectlon under 18 U S.C. § 798, Wthh makes it a crime to knowingly dlsclose to an
unauthorlzed person classrﬁed information “concerning the communication intelhgence activities

of the United States or any foreign government.” |

Public Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency 5
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B. September 11, 2001 and the al Qaeda Threat

8. On September 11, 2001, the al Qaeda terrorist network launched a set of
coordinated attacks along the East Coast of the United States. Four commercial jetliners, each
carefuly selected 10 be fully oaded withful for  ranscontinental i, were ijacked by a
Qaeda operatives. Tﬁose operatives targeted the Nation’s financial center in New York with two
of ‘the jetliners, which they deliberately flew into the Twin Towers of the World Trade Center.
Al Qaeda targéted the headquai‘ters of the Nation’s Armed Forces, the Pentagon, with the third‘ _
jétli_ner.' Al Qaeda oi)eratives were apparently headed toward Washington, D.C. with the fourth
jétline_r when paSSen‘gers'struggled with the hijackers and the plane crashed in Shanksville,
Pennsylvaﬁia. The inténdéd target of this fqurth jetliner was most evidently the White House or |
the Capifol, strongly suggeétiﬁg that all ‘Qaeda’.s inténded mission was to strike a decapitation
blow td the Govemment of thé United Sfates—to kill thejPresident,v thé Vicé President, or
Menibéfs of Congress. The attacks Qf Séptembevryl 1 resulted in approxifnately 3,000 deaths—
the highest 's'ingle-day death .t,oll from hostile foreign attacks in the Nation’s history. In addition,
these attacks shut down air travel in the United States, disrupted the Nation’s financial markets
and gdvernment éperéﬁons, and caused billibns of dollars of damage to the economy.

9..’ ,. On September 14, 2001, a hational emergency was declared “by reason of the
tefrdrist atfaCks é’t the World Trade Cénter, New York, New York, and the Pentagon, and the

’continui»ng and immediate threat of further attacks on the United States.” Presidential

. || Proclamation No. 7463, 66 Fed. Reg. 48199 (Sept. 14, 2001). The United States also

irnmediatély began plans for a military response directed at al Qaeda's tréining grounds and
havens in Afghanistan. On September 14, 2001 , both Houses of Congress passed a Joint

Resolution authorizing the President of the United States “to use all necessary and appropriate -

Public Declaration of Lt. Gen Keith B. Alexander, Diréctor, National Security Agency ‘ » v 6
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force against those nations, organizations, or persons he determines planned, authorized,
comrnitted, or aided the terrorist attacks” of September 11. Authorization for Use of Military
Force, Pub. L. No. 107-40 § 21(a), 115 Stat. 224, 224 (Sept. 18,2001). Congress also expressly
acknowledged that the attacks rendered 1t “necessary and appropnate” for the Unrted States to
exercise its right “to protect United States c1tlzens both at home and abroad,” and acknowledged
in particular that “the President has authority under the Constitution to take action to deter and |
prevent acts of international terrorism against the United States.” Id. pmbl.

10, ’Also' after the 9/11 attacks a Military Order was issued stating that the attacks of '
September 11 “created a state of armed conflict,” see Military Order by the President § 1(a), 66
Fed Reg 57833 57833 (Nov 13, 2001), and that al Qaeda terrorists “possess both the capab111ty
an'd the intention to undertake further terrorist attacks against the United States that, if not
detected and prevented, will cause mass deaths, mass 1nJur1es and massive destruction of

property, and may place at risk the contlnurty of the operatrons of the Umted States

Cfovernment ” and concludmg that “an extraordinary emergency ex1sts for national defense

' purposes,” id. § 1(c), (g), 66 Fed. Reg. at 57833-34. Indeed, shortly after the attacks, NATO

took the unprecedented step of invoking article 5 of the North Atlantic Treaty, Whlch provides |
that an “arrned attack agalnst one or more of [the partles] shall be consrdered an attack agalnst
them all.” North Atlantlc Treaty, Apr. 4 1949, art. 5, 63 Stat 2241, 2244, 34 U.N.T.S. 243, 246.
1L v As aresult of the unprecedented attacks of September 11, 2001 , the United States
found itself ‘ivmmediately.propelled into a worldwide war against a network of terrorist groups,
centered on and affiliated with al Qaeda, that possesses the evolving capability and intention of
inﬂicting further catastrophic atta_cks on the United States. That war is continuing today, at

home as well as abroad. Moreover, the war against al Qaeda and its allies is a very different kind

Public Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency 7
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of war, against a very different enemy, than any other war or enemy the Nation has previously
faced. Al Qaeda and its supportefs operate not as a traditional nation-state but as a diffuse,

decentralized global network of individuals, cells, and loosely associated, often disparate groups,

that act sometimes in concert, sometimes independently, and sometimes in the United States, but

alweys in seeref—and their mission is to destroy lives and to disrupt a way of life through
terrorist acts. Al Qaeda works in the‘shadows; secrecy is essential to al Qaeda’s success in
plotting and exeeuting its terrorist attacks.

12, ~ After the September 11 attacks, the NSA reeeived presidential authorization and
direction to deteet and nreuent further terrorist attacks within the United States by intefcepting.
t'he cionten’.c2 of communications for which there were reasonable grounds to believe that (1) such

communications originated or terminated outside the United States and (2) a party to such

, communlcatlon was a member or agent of al Qaeda or an affiliated terrorlst organization. The

ex1stence of this act1v1ty was dlsclosed by then—Pres1dent Bush in December 2005 (and

subsequently refefred to as the “Terrorist Surveillance Program” or “TSP”).>

 INFORMATION SUBJ ECT TO PRIVILEGE ASSERTION
~13. - Tunderstand that the plaintiffs in this lawsuit allege that they are customers of
telecommunications_ Companies, see Amended Compl. 9 5-8, and that the NSA, with the

a:ssistanee'of.teleeommunications carriers, has indiscriminately intercepted the content of the

© 2The term “content” is used herein to refer to the substance, meaning, or purport of a
communication, as defined in 18 U.S.C. § 2510(8).

On January 17,2007, the Government made public the general facts that new orders of
the F ore1gn Intelligence Surveillance Court had been issued that authorized the Government to
target for collection international communications into or out of the United States where there is
probable cause to believe that one of the communicants is a member or agent of al Qaeda or an
associated terrorist organization; that, as a result of these orders, any electronic surveillance that
had been occurring as part of the TSP was then being conducted subject to the approval of the
FISA Court; and that, under these circumstances, the TSP was not reauthorized.

Public Declaratlon of Lt. Gen Keith B. Alexander, Director, National Security Agency ' 8
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communications of millions of ordinary Americans as part an alleged presidentially authorized
“Program” after 9/11. See, e.g. Amended Compl. 19 1-4; 47-96. Plaintiffs specifically allege
that, pursuant to the alleged Program, the NSA continues to acquire the cohtent of virtually all of
the phone calls, emails, instant messages, text messages, Web and_ other commumcatlons, both
irlt;el;hatiohhi and domestic, of practically eh‘ery Amer.ican,‘ including the plaintiffs. See, e.g.,
Amended Compl. Y 1-4. Plaintiffs also appear to allege that the NBSA is collecting “call data,”
again presumably including information concerning the plaintiffs’ communications. See id. 9 58.

14. Ih general and unclassified tefms, the following categories of information are
subject to the DNi’s assértion of the state secrets privilege and statutory privilege under the
National Security Act, as vwelvl as my assertion of the NSA privilege:

'A. . Information that may tend to confirm or deny whether the
plaintiffs have been subject to any alleged NSA intelligence
~ activity that may be at issue in this matter; and

 B. Any information concerning NSA 1ntelhgence act1v1t1es
B * sources, or methods that may relate to or be necessary to
adjudicate plaintiffs’ allegations, including allegations that
the NSA, with the assistance of telecommunications
- carriers, indiscriminately intercepts the content of
- communications and also, to the extent applicable to
plaintiffs’ claim, the communications records of millions of
Americans as part of an alleged “Program” authorized by
the President after 9/11. See, e.g., Amended Compl. Y 1-8,
58.

- The scope of this assertion includes but is not limited to:

(1) Information concerning the scope and operation
of the now inoperative “Terrorist Surveillance Program”
(“TSP”) regarding the interception of the content of certain
one-end international communications reasonably believed
to involve a member or agent of al-Qaeda or an affiliated

. terrorist organization, and any other information related to
demonstrating that the NSA does not otherwise engage in
the content surveillance dragnet that the plaintiffs allege;
and :

Public Declaration of Lt. Gen Keith B. Alexander; Director, Nationalv Security Agency L 9
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(i1) Any other information concerning NSA
intelligence activities, sources, or methods that would be
necessary to adjudicate the plaintiffs’ claims, including, to
the extent applicable, information that would tend to
confirm or deny whether or not the NSA obtained from
telecommunications companies communication
transactional records; and '

(iii) Information that may tend to confirm or deny
whether any telecommunications carrier has provided
assistance to the NSA in connection with any alleged

- activity.
INFORMATION SUBJECT TO PRIVILEGE AND HARM OF DISCLOSURE

15. - As set forth in my classified declaration submitted for the Court’s in camera, ex

parte review, disclosure of information in the foregoing categories would cause exceptionally

grave harm to national security. I brieﬂy summarize the harms at issue below.

A..  Information That May Tend to Confirm or Deny Whether the Plalntlffs Have Been
Subject to Any Alleged NSA Activities

| 16 The first major category of information as to which I am supbortmg the DNTI’s
sertlen of pnv11ege and assertmg the NSA’s own statutory pr1v1lege concerns information as
to whether particular 1nd1v.1dua1s, 1nclud1ng the named plaintiffs in this 1awsu1t, have been |
subject te alleged NSA intelligence actiﬁities. As set forth “belowr and in my classified
declaratien'fer in céﬁzera, ex parte review, disclosure of such information Would cause
exeebtiohaﬂ& grave harm to the natienal security.
: 17 | Asa matter of vcoﬁr.se, the NSA eannot publicly confirm or deny whether aﬁy

individual is subject to surveillance activities because to do so would tend to reveal actual

targets. For example, if the NSA were to confirm in this case and others that specific individuals

are not targ'ets of surveillance, but later refuse to comment (as it would have te) in a case

involving an actual target, a person could easily deduce by comparing such responses that the

Public Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency o ' 10
Virginia Shubert; et al. v. United States of America, et al. (No. 08-cv-4873-VRW)




1

12

13

15
16
i7

18
19
20

21

%
2
25
2

27

28

22

Case3:07-cv-00693-VRW Document38-2 Filed10/30/09 Pagell of 14

person in the latter case is a target. The harm of revealing targets of foreign intelligence
surveillance should be obvious. If an individual knows or suspects he is a target of U.S.

intelligence activities, he would naturally tend to alter his behavior to take new precautions

against surveillance. In addition, revealing who is not a target would indicate who has avoided

surveillance and what may be a secure channel for communication. Such information could lead
a person, secure in the knowledge that he is not under surveillance, to help a hostile foreign
adversary convey inf(i)rmatiobn; alternatively, such a person may be unwittingly utilized or even
forced to csnvey infonhation through a secure chahnel. Revealing which channels are free ﬂom
surveillancé and which are not would also réyeal sensitive intelligence methods aﬁd thereby
csﬁld help any adversary evade detection and capitalize oh limitations in NSA’s capabilities.

B.  Information Related to NSA Activities, Sources, or Methods Implicated by the
. Plaintiffs> Allegations and the Harm to National Security of Its Disclosure

1. Plaintiffs’ Allegations of a C_ommuniéations Dragnet

' 18 | Tam also sﬁppoﬁing the DNI’s éssertidn of privilege and asserting the NSA’s
statutbry pri'.\/ilegs'over' any ofher facts c;qncerning NSA intelligence activities, sources, or
rﬁet_hods that may' relate to or Be nesssséry to adjudicate the plaintiffs’ claims and aliegations,
i‘ricil‘uding.thét ) '_thé NSA is indiscﬁminately'intércépting the content of communications of
millions of ordiﬁafy Americans, see, e.g., Amended Compl. 4 1-4, and (ii) to the extent relevant
‘;0 this 'a.'c'tio‘n', that the NSA is csllécting the “call data” of people in the United States with the
assistaﬁce Qf‘ttelec'ommunica'tions carriers, presumably including information concerning the
plaintiffs’ communications. See, e.g., id. 19 5-8, 58. As described above, the sCopé of the
goverhment’s privilege‘assértion includes but is not limited‘ to: (1) facts concerning the operation
sf the nony inopefstive Tér_rbrist Surveill}a‘ncé Program and any other NSA actiVities neededto
démbnstfate that »t.‘h_e TSP wa‘s limited to the interceptioﬁ of ‘the content of one-end foreigll

Public Declaration of Lt. Gen Keftﬁ B. Alexander, Director, National Security Agency 11
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communications reasonably believed to involve a member or agent of al Qaeda or an affiliated
terrorist organization and that the NSA does not otherwise conduct a dragnet of content

surveillance as the plaintiffs allege; and (2) information concerning whether or not the NSA

obtains transactional communications records from telecommunications companies. As set forth

below, the disclosure of such information would cause exceptionally grave harm to national
security.
(a) " Infornlation Related to the Terrorist Surveillance Program

19. Aft'er the existence of the TSP was officially acknowledged in December 2005,
the Government stated that the NSA’s collection of the content of communications under the
TSP Wasdirected atv internatiOnal communications in Which a participant was reasonably
believed to be ‘associated with al Qaeda or an affiliated organization. Plaintiffs’ allegation that
the NSA has undertaken indiscriminate surveillance of the content of millions of
conimurncations sent or received by people inside the United‘States after 9/11 under the TSP is
therefore false, as I have prev1ously stated in my prior declaration in this action (See Dkt. 295
1{ 16 in 06- cv-l79l-VRW) But to the extent the NSA must demonstrate that content
surveillance was S0 hmlted and was not plalntlffs alleged content dragnet or demonstrate that '7
the NSA has not‘v Other_Wis_e engaged m the alleged content dragnet, highly classified NSA
intelligence sources and niethods about the operation of the TSP and NSA intelligence activities
’would be subject to disclosure or the risk of disclosure. The disclosure of whether and to what
extent the NSA utilizes certain intelligence sources and methods \;vould reveal to foreign
ad\}ersaries the NSA’S capabilities, or lack thereof, enabling them to either evade particular
chan'nels of _communications that are being monitored, or exploit channels of communications

that are not subj ect to NSA activities — in either case risking exceptionally grave harm to national

Public Declaration of Lt. Gen Keith B. Alexander, Director, National Security Agency - 12
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security.

(b)  Plaintiffs’ Allegations Concerning the Collection of Communications
Records

20. ~ As noted above, plaintiffs also appear to allege that the NSA is collecting non-

‘content “call data” of people in the United States, presumably iricluding information coricerning ™

the plaintiffs’ communications. See, e.g., Amended Compl. ] 5-8, 58. Confirmation or denial
of any information concérning whether the NSA collects communication records would also
disclose infbfmation about Whet_her or not the NSA utilizes particﬁlar intelligence sources and
methods and, thus, the NSAv’s capébiiities or lack thereof, and would cause exceptionaﬂy grave
harm to national security; o |

2. - Plaintiffs’ Allegatibné that Telecommunications Companies have Assisted the
NSA with the Alleged Activities

21. Finally, I am also supporting the DNI’s assertion of privilege, and asserting the
NSA’S Statufory ﬁﬁﬁilege, 6ver information that may tend to cénﬁrm or deny whether or not' any
féleié(‘)m:munica’vtio‘ns pfovidér hais assisted the NSA with alleged intelligence activities. Plaintiffs
allegé thatn they are ‘CUS'tOrhers of telecommunications carriers that participatéd in the alleged
surveillance activities that the plaintiffs seek to chall'eﬁge. Disclosure of any infori_ﬁation that
méy teﬁd to ’cobnﬁ'l_':rn 61' dény Whethér .any particular telecommunications carrier assists the NSA
with aﬂeged inteliigence véctivities would cause exceptionally grave hé.rm to national securify.

I S
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22. Any further eléboration on the public record concerning these matters would
reveal information that would cause the very harm that my privilege assertion and the DNI’s
privilege assertion arelintended to prevent. As noted, my separate classified declaration,
submitod ol for i camera, x parte rview; provides a more etaled explnatin ofthe
informatioh and harms to national security at issue.

CONCLUSION
23, Insum,I sﬁpport the DNI’s assertion of the state secrets privilege and statutory

p.:rivilzege. to pfevent the disclosure of the information described herein and detailed herein. I also
astért a statutory plivilége under Section 6 of the National Security Agency Act with respect to
the i_n‘.fonnati’onvdéscribed herein that cohcems the functions of the NSA. Public disclosure of the
aforemenﬁoﬁed infelligence sources, methods and activities could reasbnably be expected to
cause exceptionally graVé harm to the ﬁatidhal éécurity of the United States. Consequently,
Be;ﬁause proceedings in this case risk disclosure of 'privil_eged and classified intelligencé—related |
ihfprmatidn, I rééﬁ#dtﬁllly request that the Court not only protect that information from
disclosuré but als§ 'dismiés this case to prevent exceptionally grave harm to thé national security
of the_ United States. |

I declare under penalty of perjury that the foregoing is true and correct.

DATE:_30 CBer 679 1&6 W

S - KEITHB. ALEXANDER

| LTG, USA |
Director

National Security Agency
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