
UNCLASSIFIED/FOR OFFICIAL USE ONLY 

umber: 
UCFN Serial Number: 

Record Status: Open 
Start Date: 27 Jul 2007 
Due Date: 01 Aug 2007 
Request Open For: 5 days, 21 hours, 22 minutes 

Origin of Request: 
FBI Priority: 

Description: Gather all documents that reference 'CIPAV' 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

CEAU Priority is: TBD 
CEAU ID: 20070727J 3746 
Group/Program: SPG/PEP 

Contact Number E-mail Address: b6 
b7C 

b6 
b7C 
b2 

Other Contacts: 

** Not Assigned 

Legal Information 

ALL IIJF0KKATI0N CONTAINED 
HERE IH 15 UNCLASSIFIED 
DATE 08-21-2003 BY 60322UC/LP/STP/gjg 



DATE: 08-21-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY OH: 08-21 2033 uHCfeASSffiED/FOR OFFICIAL USE ONLY 

CEAU Priority is: Green 
CEAUID: 20070516 13566 
Group/Program: SPG /PEP 
Group Supervisor: 

Universal Case File Number: (_ 
UCFN Serial Number: 

Contact Number E-mail Address: 

b2 
b6 
b7C 

b2 
b7A 

Record Status: Inquiry 
Start Date: 07 May 2007 
Due Date: TBD 

Request Open For: 87 days, 12 hours, 49 minutes 

Origin of Request: Unknown 
FBI Priority: TOMB AT MAJOR WHITF-POT T AT? CX TMF. 
Description:! 

bl 
b2 
b7E 
f 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

IS 

b6 
b7C 
h 2 

Other Contacts: 

Legal Information 

Record Logs: 

(S) 05/07/2007, 1 W PM. 
Spoke with SA 

(S) advised that th\ 

:b6 
•b7C 

National Cyber-Forensic Training Alliance (NCFTA) who 
• hi 

b2 
hl E 

ALL INF0RHATI0N C0HTAIHED 
HEPEIH IS UNCLASSIFIED EXCEPT 
T'JHEPi: SHOOT OTHERWISE 



- rrOHM—1""""*"̂  ^.^-dtCTTCTi 

U 

CEAU Priority is: TBD 
CEAUID: 20070502_12602 
Group / Program: SPG / PEP 
Group Supervisor: 

D/FOR OFFICIAL USE ONLY 

Contact Numbe: • E-mail Address: b6 
b7C 

Universal Case File Number: 
UCFN Serial Number: 

288A -PH-100637 

Record Status: Completed 
Start Date: 22 Mar 2006 
Due Date: TBD 

Request Open For: 498 days, 11 hours, 48 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITEP STATES AGAINST CYBER-BASEP 
ATTACKS ANP HIGH TECHNOLOGY CRIMES 
Description: On 3.22.06, SA| 1 advised that a victimDs hotmail account, 

| | is being controlled by unsub and unsub is extorting the victim 

h 6 
b7C 

because the account had personal info in it. Subject wants victim to setup an e- gold.com 
account and transfer $10,000 there and then email the userid/pwd to the subject. SA 

lis presenting SW to magistrate at 2:30p. SW signed at 2:45pm and faxed to SSA 

Primary Technical Lead: 

Secondary Technical Lead: 

<S) 

b l 
b2 
b7E 
b6 
b7C 

CEAU Staff Involved: 

b6 
b7C 
b2 

Other Contacts: 

Legal Information 
DATE: 08-21-2008 

Submission Details: CLASSIFIED BY 60322UC/LP/STP/GJ G 
REASON: 1.4 (C) 
DECLASSIFY OH: 08-21-2033 B 2 

Description: Client #1-| | b 7 E 

ALL INFORMATION CONTAINED . 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



Status: Closed 
Technical Lead: 
Start date: 03/22/2006 
Due Date: TBD 
Finish Date: 05/04/2007 
Warrant Expiration date: No Expiration Date 

Description:! 1 
Status: Closed 
Technical Lead: 
Start date: 03/22/2006 
Due Date: TBD 
Finish Date: 05/04/2007 
Warrant Expiration date: No Expiration Date 

Record Logs: 

04/01/2006, 8:00AM-
No evidence received. 

J ï j ^ Ç Ë Î 

(2) 



UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAU ID: 20070502_12594 
Group/Program: S P G / P E P 
group $upt?ryisor: - Contact Number: E-mail Address: 

Universal Case File Number: 
UCFN Serial Number: 

174C-LV-39242 

b6 
b7C 
b2 

Record Status: Completed 
Start Date: 22 Pec 2005 
Due Date: TBD 

Request Open For: 588 days, 11 hours, 47 minutes 

Origin of Request: U.S. 
FBI Priority: SUPPORT FEPERAL, STATE, COUNTY, MUNICIPAL, ANP 
INTERNATIONAL PARTNERS • • 
Description: (U) On 12.21.05, SAl advised that a casino received a threat 
( bloodshed )/extortion (money) via email with a deadline of 3:00p on 12.21. 
Wants to respond with a PTPAV SW sitrnpH nn 1? ?1 at Pi^Onm T V timp Virtim 
provided document fol 

b6 
b7C 

ÍS) 

(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

h 6 
b7C 
b2 

Other Contacts: 

** Not Assigned 

Legal Information 

DATE: 08-22-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 08-22-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Submission Details: 

Description: Client #1 
Status: Open 
Technical Lead: 
Start date: 12/22/2005 
Due Date: TBD 
Finish Date: TBD 
Warrant Expiration date: No Expiration Date 

Description: | | 
Status: Open 
Technical Lead: 
Start date: 12/22/2005 
Due Date: TBD 
Finish Date: TBD 

Warrant Expiration date: No Expiration Date 

Record Logs: 
l?/W/?fì(ìì ft-(ifìAMl 

SA sent lead 
IU LegUl MUSVUW. 

(2) 



DATE: 10-16-2008 
CLASSIFIED BY uc 60322 lp/stp/sz 
REASON: 1.4 (c) 
DECLASSIFY ON: 10-16-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070523_13619 
Group / Program: SPG / PEP 
Group Supervisor: Contact Numberj [ E-mail Address: 

Universal Case File Number: 
UCFN Serial Number: 

h 6 
b7C 
b2 
b7A 

Record Status: Completed 
Start Date: 02 Dec 2005 
Due Date: TBD 
Request Open For: 608 days, 11 hours, 47 minutes 

Origin of Request: U.S. 
FBI Priority: COMBAT MAJOR 
Descrintinn; On 12.2.05. SA 5 

I T E - C O L L A R C R I M E 
contacted SSAI | to inquire aboui 

p n 12.6.05, S/J | advised SSAI |that"Ee" 
presented a S W to a judge same day. S W signed later that day and faxed to S S A T 
after hours. On 12.7.05. SAI was provided with a file containing 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

b6 
b7C 

bl 
(S) b 2 
H ' b7E 

None Assigned 

Other Contacts: b6 
b7C 
b2 

Legal Information 

SE6RET 



DATE: 10-16-2008 
CLASSIFIED BY uc 60322 lp/stp/ss 
REASON: 1.4 (c) 
DECLASSIFY ON: 10-16-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

UNCI^SIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070502 12599 
Group/Program: ¡SPCT / PF,P 
Grnnn Snnmisnr: 

t. 

- Contact Numben E-mail Address: b6 
b7C 

Universal Case File Number: 
UCFN Serial Number: 

279B-EP-36918 

Record Status: Completed 
Start Date: 20 Oct 2005 
Due Date: TBD 

Request Open For: 651 days, 12 hours, 46 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITED STATES FROM TERRORIST ATTACK 
Description: On 10.19.2005, SAl ladvised that he is trying to locate the specific 
computers) at El Paso Comm. College used by subject of WMD (bomb & anthrax) 
investieation. UCE communicating with subiect via Hotmail. Hotmail records show 

h 6 
blC 

Primary Technical Lead: 

Secondary Technical Lead: 

(S) 
bl 
b2 
b7E 
b6 
b7C 

CEAU Staff Involved: 

b6 
b7C 
b2 

Other Contacts: 

** Not Assigned 

Legal Information 

Submission Details: 

Description: Client #1 
Status: Closed 



SE 

Technical Lead: 
Start date: 10/20/2005 
Due Date: TBD 
Finish Date: 05/04/2007 
Warrant Expiration date: No Expiratiòn Date 

Description: I I 
Status: Closed 
Technical Lead: 
Start date: 10/20/2005 
Due Date: TBD 
Finish Date: 05/04/2007 
Warrant Expiration date: No Expiration Date 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CE AU ID: 20070523_13617 
Group / Program: SPG/PEP 
Groun Sunervisnr: Contact Number 

Universal Case File Number: 
UCFN Serial Number: 

288A -HO-64780 

DATE: 10-16-2008 
CLASSIFIED BY uc 60322 lp/stp/sz 
REASON: 1.4 (c) 
DECLASSIFY ON: 10-16-2033 

E-mail Address: b6 
:b7C 

(S) 

Record Status: Completed 
Start Date: 15 Aug 2005 
Due Date: TBD 

Request Open For: 717 days, 12 hours, 45 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITEP STATES AGAINST CYBER-BASEP 
ATTACKS AND HIGH TECHNOLOGY CRIMES 

^advised that a hacker deleted a database and 
Description: (U) On 6.29.05, SA 

h 6 
ble 

is extorting the victim company for payment to restore it. Hacker will only communicate 
via Y! Messenger. Company has yet to respond. SSA| IsenlJ 

I sent draft affidavit on /. 11 .ID . Fer s A 
Jon 7.15.05, affidavit and S/W finished and approved by AUSA and ready to 

present to iudge however subject has stopped responding to victimDs emails. On 8.15.05, 
advised SA that subject starting to resnond to emails from victim. 

(S) 

obtained on 8.15.05 at 2:05pm 

bl 
b2 
b7E 
b6 

•(S)b7C 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

** Not Assigned 

Legal Information 



(S) 

UN' 

CEAU Priority is: TBD 
CEAUID: 20070523_13616 
Group / Program: .SDfi/nFP 
Group Supervisor: 

D/FOR OFFICIAL USE ONLY 

Contact Number: • E-mail Address: b6 
b7C 

Universal Case File Number: 
UCFN Serial Number: 

Record Status: Completed 
Start Date: 09 Aug 2005 
Due Date: TBD 

Request Open For: 723 days, 12 hours, 44 minutes 

Origin of Request: U.S. 
FBI Priority: S U P P O R T FEDERAL, STATE, C O U N T Y , M U N I C I P A L , A N D 
INTERNATIONAL PARTNERS 

7.6.05, S/| advised that an IINI subject met teenage girl for 
sex and is now threatening to kill her. IP addresses from subjectDs email account from ̂ 11 
over foe world. SA| ¡drafting SW. SW obtained on 8.9.05 at 8:29am an< 

b6 
b7C 

Description: j ^ O n 7 
and is now threat 

f ie world. SAT" 
rovided to SA 

Prima chnical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

(SJ 

b l 
b2 
b7E 

b6 
b7C 

Legal Information 

Record Logs: 

nX/nO/MO5 R OOAii/f b l 
b2 
b7E 

DATE: 09-03-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-03-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070521_13611 
Group/Program: SPfi/DEP 
Group Supervisor: Contact Number 

Universal Case File Number: 288A -BF-38289 
UCFN Serial Number: 

E-mail Address: b6 
blC 

Record Status: Completed 
Start Date: 06 Apr 2005 
Due Date: TBD 

Request Open For: 848 days, 12 hours, 43 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITED STATES AGAINST CYBER-BASED 
ATTACKS AND HIGH TECHNOLOGY CRIMES 
Description: (U) Identify true IP address of subject using Buffalo SACDs name to 
harass people online. Subject is using email accounj SW w; 
executed on said account. Logs indicate subject is accessing the account from various 
s/w affidavit received on 3. 1.05 and provided to AGC 

COMPLETED. 

raft 
3W signed on 4.6.05 and 

lou 
JD: 

G 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 10-16-2008 BY UC 60322 lp/stp/sz 

h 6 
blC 

hi 
b2 
blE 

None Assigned 

Other Contacts: 

** Not Assigned 

Legal Information 



UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAU ID: 20070518_13603 
Group/Program: SPG/PEP 
Groun Supervisor: Contact Number E-mail Address: 

Universal Case File Number: 9A-BS-94729 
UCFN Serial Number: 

b6 
b7C 

IS) 

Record Status: Completed 
Start Date: 14 Feb 2005 
Due Date: TBD 

Request Open For: 899 days, 11 hours, 41 minutes 

Origin of Request: U.S. 
FBI Priority: COMBAT MAJOR WHITE-COLLAR CRIME 
Description: (U) Subject demanding $10k/month payment from Comcast and Verizon 
to stop cutting cables. Has been cutting cables since Pec C304. Subject requested victims 
create web pages to post payment notifications. Verizon web page contact is) 

I IPallas, TX, and Comcast web page contact is 
¡rama; hnth weh pages t 

and aff to SA| land TTAj 
Bookbinder in Boston on same date. SAf 
ort a warrant nn ? 8 ÍH nr 9/Q f 
(C 

Westchester, PA. Subject has connected to 
a German-based anonymizer. SSAj "|emailed template s/w 

" Ton 1.31.05 and spoke with an AUSA Adam 
advised on 2.1105 that he expects to |aavis 

E A E X L 

elsur. 2.7-1 U, SSA 

(S) 
Bookbinder. S/W signée 

(w), 
and creates original for Boston 

provided affidavit consultation to SAl land AUSA 
on 2.10.05 at 1:30pm and expires on 2.20.05 at 1:30pm EST. 

b6 
b7C 

b l 
b2 
b7E 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

** Not Assigned 

Legal Information 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 09-03-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-03-2033 



SÈ6RÉT 

Record Logs: 

03/01/2005, 8:00 AM-
Verizon web page generating hits from anonimizersx /fail d hits from Verizon W&h nape. 
on 2.15.05 identifying a computer at a local library 

b6 
hlC 

Y° c a i <s) 
library sets Internet access via Kerrimack Education Center in Chelmsford, Mass, via 

SA "\idvised S&4I \hat proxy server 
the library does not maintain a sign-in sheet but he was able to locate the computer used 
by subject. Library has an automated process to delete Internet history, etc. every 30 
minutes. SSA advised that he obtained a new S/W on 2.17.05. Collection was 
terminated on 2.20.05 at 1:30pm in compliance with initial s/w and no knowledge of the 
new warrant SSA I Ihad rnUertinn rp.-atnrtpd nn 7 71 01 SA I Iidrntifip J n 
subject from 
Telecom) 

] SA 
which wax 

2.28 or 3. rur 

the dynamic IP address assigned to a customer in\_ 
plans to obtain and execute a S/W on that customer Us residence on 

• bl 
!b2 
b7E 
b6 
b7C 

mnsnnns s-nn aha 
b6 
b7C 

(S) 

S E ^ E T 

(2) 



DECLASSIFY OH: 08-21 2033 uHCfeASSffiED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070518_13601 
Group / Program: .SDH I FlFP 
Group Supervisor: Contact Number E-mail Address: 

Universal Case File Number: 
UCFN Serial Number: 

b6 
b7C 
h 2 
hi A 

Record Status: Completed 
Start Date: .09 Feb 2005 
Due Date: TBD 

Request Open For: 904 days, 11 hours, 39 minutes 

Origin of Request: U.S. 
FBI Priority: COMBAT MAJOR WHITE-COLLAR CRIME 
Description: (U) Subject stealing identities from a sensitive database and established 
email contact from suspected email accountl~ Subject using 
pay-for anonymizers. Planning to get s/w on 2/8 or 2/9. S/W obtained on 2.9.05 at 9:55am and expires on 2.19 at 9:55am EST. On 2.10.05, SA| [lelivere 

(S) 
Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

b6 
b7C 

(S) bi 
b2 
b7E 

b6 
b7C 

Legal Information 

Record Logs: 

03/14/2005. 8:00 AM } 
|working on new s/w to authorizing 

by subject. SA obtained new S/W for 

IS) 

~]being stolen 

Warrant was obtained 3.4.05 prior to CEA U/OGC review of fingLdraft. AGC | 
'eviewed signed S/W on 3.8.05 and concurred. On 3.8.05, SSA sen H \toSA 

& TTA 
initial 10-day period. New SW obtained on 3.14.05 am 

,<s> 
j/ôr deployment. Nuntemuv ìuhiprtn v ìdpntìfìprl durino 

b6 
b7C 

bl 
b2 
b7E 

(SJ 

DATE: 09-03-2008 
CLASSIFIED BY 60322UCAP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-03-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



s e 

SECRET/NOFORN/ORCON 

CEAU Priority is: TBD 
CEAUID: 20070518_13590 
Group / Program: SDG / DEP 
Group Supervisor: Contact Numbe • E-mail Address: 

Universal Case f ile Number: 
UCFN Serial Number: 

166C-EP-36737 

b6 
b7C 
b2 

Record Status: On-Hold 
Start Date: 07 Feb 2005 
Due Date: TBD 

Request Open For: 906 days, 11 hours, 37 minutes 

Origin of Request: U.S. 
FBI Priority: COMBAT SIGNIFICANT VIOLENT CRIME bl 
Description: El Paso (U) 166C-EP-36737I I J2 

5W & T-3 (U) Group IIUCO where UCA is communicating with be allegedly buro-based hitman who is interested in poisoning Kool-Aid at an El Paso b 7 c 

plant. SubjectDs email address is a hushmail.com. SSAl ¡mailed S^l land 
TTA 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

(S) 
ÍS) 

Other Contacts: 

** Not Assigned 

Legal Information 

DATE: 09-03-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-03-2033 

SE 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



SE 

u3cE£SSI f0S /FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070521_13608 
Group / Program: SPG /PEP 
Group Supervisor: Contact Number E-mail Address: 

Universal Case File Number: 
UCFN Serial Number: 

b6 
b7C 
b2 

(S) 

(S) 

Record Status: Completed 
Start Date: 19 Jan 2005 
Due Date: TBD 

Request Open For: 925 days, 11 hours, 36 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITEO STATES AGAINST CYBER-BASEO 
ATTACKS ANP HIGH TECHNOLOGY CRIMES 
RIPSRRINFINN' ANT.A L^H FRNM ? « « A . R M Q I « (Ma jo rCase 216Hodep loy 

[_ Received RMS from LA TTA. SS4 has 
provided deployment requirements to Case Agent on 1.19.05. SSA| |will provide 
template S/W affidavit to case agent upon receipt of case summary. On 2/18/05, SSA ] spoke with SA LA, and explained options again. Matter is a Cyber/CI 
group IUCO posing as a POP contractor with a computer network connected to JPL's 
computer network. Want to place, at a minimum^ 

be 
b7C 

on the POP contractor's computer network. S / T ho work with HO to pursue af 

bl 
b2 
b7E 
b6 
blC 

CUMPLE IEP. ÍS) 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

be 
b7C 
b2 

Other Contacts: 
DATE: 09-03-2008 
CLASSIFIED BY 60322UCyLP/STP/gjg 
REASON: 1.4 [C) 
DECLASSIFY ON: 09-03-2033 

ALL INFORHATION CONTAINED 
• HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

** Not Assigned 



Legal Information 



s 

UNCLASSIFIED/FOR OFFICIAL USE ONLY 

CEAU Priority is: TBD 
CEAUID: 20070518_13596 
Group / Program: snG/DF.P 
Group Supervisor: Contact Number mail Address: b6 

b7C 
h 2 

Universal Case File Number: 
UCFN Serial Number: 

288A -CG-121918 

Record Status: Completed 
Start Date: 09 Nov 2004 
Due Date: TBD 
Request Open For: 996 days, 11 hours, 35 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITED STATES AGAINST CYBER-BASED 
ATTACKS AND HIGH TECHNOLOGY CRIMES 

Iwas identified as a victim in Major Case Description: 
216 
renewed in 10-day increments. No data collected to date. 

Search warrants 
(S) 

bl 
h 2 
b7E 
b7D 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

** Not Assigned 

Legal Information 

DATE: 08-22-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 08-22-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



i. 

UiSfeSSXÖED/FOR OFFICIAL USE ONLY 

(SS 

CEAU Priority is: TBD 
CEAU ID: 20070518_13595 
Group /Program: p f i / D F . P 
Groun Supervisor: Contact Number • E-mail Address: 

Universal Case File Number: 288A-SE-89989 . 
UCFN Serial Number: 

Record Status: Completed 
Start Date: 01 Sep .2004 
Due Date: TBD 

Request Open For: 1065 days, 12 hours, 33 minutes 

Origin of Request: U.S. 
FBI Priority: PROTECT THE UNITED STATES AGAINST CYBER-BASED 
ATTACKS AND HIGH TECHNOLOGY CRIMES fipsprintion* 7wCT~ Kvas identified as victim in Major Case 216. I Search warrants 
rpnpwpH in 10-Hav increments. Search warrant MiewaiS tfliucu m'mid-Dec D04. SA 

was advised to download collected data for elsur. 

Primary Technical Lead: 

Secondary Technical Lead: 

CEAU Staff Involved: 

None Assigned 

Other Contacts: 

Legal Information 

DATE: 08-22-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 08-22-2033 

ALL' INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 
h 2 

bl 
h 2 
b7E 
b7D 

b6 . 
b7C 


