
TITLE II-PROTECTIONS FOR ELECTRONIC
COMMUNICATION SERVICE PROVIDERS

SEC. 201. PROCEDURES FOR IMPLEMENTING
srAruroRV berBNSsS u¡roER THE roneicñ
INTELLIGENCE SURVEILLANCE ACT OF 1978.

The Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. l80l et seq.), as amended by
section 101, is further amended by adding after title Vtr the following new title:

..TITLE VIII-PROTECTION OF PERSONS ASSISTING
TFIE GOVERNMENT
*SEC. 801. DEFINITIONS.

"In this title:

"(l) AsslsraNce.--The term 'assistance' means the provision of, or the provision of
access to, information (including communication contents, communications records, or
other information relating to a customer or communication), facilities, or another form of
assistance.

"(2i_C_ol.{Tpl¡1s_.-_ Jh_e_tggp jc_o¡_tqn¡sj_haq $p_r4gqn_i4g gr_vg !h_a¡ 1e_1m_i4_s99t!o¡_!O-l_(q).

"(3lþLEcrRolrç_c_o_r4rggl¡tc4Jlo_rys_E¡_vlqE_p_Rpy-¡ÐEry.-Tlte_tçglt _'elec!_ol¡q
communication service provider' means-

"(A) a ælecommunications carrier, as that term is defined in section 3 of the
Communications Act of 1934 (47 U.S.C. 153);

"@) a provider of electronic communication service, as that term is defined in
section 2510 of title 18, United States Code;

"(C) a provider of a remote computing service, as that term is defined in section
271 I of title 18, United States Code;

"(D) any other communication service provider who has access to wire or electronic
communications either as such communications are transmitted or as such

communications are stored;

"@) a parent, subsidiary, affiliate, successor, or assigaee of an entity described in
subparagraph (A), (B), (C), or (D); or

"([) an officer, employee, or agent ofan entity described in subparagraph (A), (B),
(C), (D), or (E).

"(4\þleve_Nr o_ryIH-E_ryTEl+_IçEllcp_c_o_r4ryrq\f[-The te_rm-'_e!e_r4e_n-t _of $1e_i4!e!lg94qe_ _

community' means an element of the intelligence community as specified or designaæd

under secrion 3(4) of the National Security Acr of 1947 (50 u.s.c. 4ola(4)).

tÞIetEd: DEFINITIONS.T
ln this titlefl
( I ) AssIsrANcE.-The term 'assistanæ"
means he pmvision of, or the provision
of aæss to, information (including
communication mntenls,
communications Hords, o¡ other
infomation relating to a dstomer or
commuication), facilities, or mother
form of assislanæ.f
(2) CoNrE¡m.iThe tem "contents" has
ü¡e meåning given that tsm io section
l0l(n) of the Foreign Intelligenæ
surveillance Acr of 1978 (50 U.S.C.
l80l(n)).t
(3) CoVERED crvtL AcrIoN.-The tem
'tovercd civil action" meâns a civil
ætion filed in a Federal or State æurt
tÌrat-I
(A) alleg$ thåt an el€cÍonic
@mmmiætion swice prcvider
fumished assistance to il element of the
intelligence cormunity; adÍ
(B) sæks monetary or oths relief f¡om
thc elætronic comunication service
providr ælated to the provision of such
æsistånce.l
(4) ELEcrRoNrc coMMuNIc^TIoN
sERvrcE PRovIDER-The term
'þlectronic communication service
provideC' means-ï
(A) a telæomunications canier, æ that
tem is def¡ned in sætion 3 of the
Comuniøtions Act of 1934 (47 U.S.C.
ls3);1
(B) a provider ofan elæEonic
communication swice, as that term is
defined in section 25 l0 of title 18. United
Stat6 Codef
(C) a prcvider of a rcmo¡e æmputing
service, a9 that tem is defined in section
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(D) any other communication swiæ
provider who hæ access to wire or
electronic æmunications either as such
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such æmmmimtions are sloredfl
(E) a pænt, subsidiary, afi¡liate,
successor, or assignee of an entity
described in subpamgnph (A), (B), (C),
or (D); orÏ
(F) æ ofücer, employæ, or agent ofan
entity described in subparagrâph (A), (B),
(C), (D), or (E).I
(5) EuiMElrr or rHD TNTELLTGENCE
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specified in or dsignated under section
3(4) of the Nationa¡ Security Act of 1947
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"€) Pensox.-The term 'person' mea¡ìs-
t_ - - _-_

"(A) an electronic communication service provider; or

"(B) a landlord, custodian, or other person who may be authorized or required to

furnish assistance pursuant to-
"(i) an order of the court established under section 103(a) directing such

assistance;

"(ii) a certification in writing under section 2511(2)(a)(ü)@) or 2709(b) of title
18, United States Code; or

"(iii) a directive under section 102(ù@), t05B(e), as in effect on the day before

the date of the enactment of the FISA Amendments Act of 2008 or 703(h).

"@) S_rnæ.-_ Thg!e_rr_n_'_S_t4t9' mgqn_s_a¡y_S_t4t9,_poìiti_cal_s_uþ{ivisjgq gtq $qaler-üe- - - - -|t.1
Commonwealth of Puerto Rico, the District of Columbia, and any territory or possession of the

United States, and includes any officer, public utility commission, or other body authorized to
regulate an electronic communication service provider.

..SEC. 802. PROCEDURES FOR IMPLEMENTING
STATUTORY DEFENSES.

"(a) General Requirement for Certification.--$olwiÉt-t4{djgg ?Iy- gÛgl Ployislo¡-gf-lgy, 99 :: : -
civil action may lie or be maintained in a Federal or State court against any person for providing
assistance to an element of the inælligence community, and shall be promptly dismissed, if the

Attorney General certifies to the court that-
"l I \any_ as_sistangg _by 1þa1p9qs94 _w_a¡p¡qvj{qd_pqryqar_{ !o_eqqfdgt gf_t!,g -cg,l{ ggqÞlishe{l:. í

under section 103(a) directing such assis[ance;

"(2f any_ as_sistance Þy_QuJpgttg9 _w_q,ppv_rq4_pqr!Ea¡! to_a certificetio¡_i!_ryqtltlg_gqdpl _ - - 
-'

section 251l(2XaXii)(B) or 2709(b) of title 18, United States Code;

"(3 f any_ as_sistan_cg Þy _4qt pglsg4 _w_afPpuq4_pqtlUe¡t! 1o_ 4 {i_rgc_1i_v_e_u¡$9r_s_egqigqs_
102(ùØ), 1058(e), as in effect on the day before the date of the enactment of the FISA
Amendments Act of 2008, or 703(h) directing such assistance; or

j@iltep_ery_o¡r_dj4lqt_prqyr_dç_tþe_4!e_g9{9!s_is_tance.

"(b) Additional Limitation.- Notwithstandins anv other provision of law. no civil action may
lie or be maintained in a Federal or State court asainst an eligible electronic communication
service provider for furnishing assistance to an element of the intellieence community. and shall
be promptly dismissed. if-

"( | ) the Attorney General certitìes to the court that the assistance alleeed to have been

rrrovided bv the electronic com¡nunication service plovider was-
"(A) in connection witlr an intellipence activity involving communications that was-

(i) authorizcd bv the President during the oeriod beginning on September I l.
2001. and ending on January I7.2007: and

(ií) designed to detect or prevent a tenorist attack. or activities in preparation
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fbr a terrorist attack. against the United States: and

"lB) described in a written request or directive, or a series of such requests or
directives. from the Attorney General or the head of an element of the intelligence
communitv lor the deputv of such person) to the electronic communication service
provider indicating that the activitv was-

"(i) authorized by the Presidentl and

"(ii) determined to be lawful: and
(2) the court derermilgq, 

=ol=tþe=Þ4si=s=o=ttlrE çqrli$gqtio¡r=n=rgyiged iripErggrgpb (l)- - -;,:.-

(A) the written request or directive. or the series of such reouests or directives.
substantiallv satisfies the certification requirements of 251 I (2XaXiiXB) of title 18.

United States Code: or

(B) a reasonable person in the position of the electronic communication service
orovider would not have known under the totalitJ¡ of the circumstances that compliance
with the written request or direcl.ive or series of such requests or directives issued during
the period beginning on Sentember I l. 2001 . and ending on Januarv I 7. 2007. was

unlawful.

"(c) An eligible communication service provider in subsection (b) is an elecn'onic +- - -

communication service orovider that submits a cleclaration to the Court under section 1746 of
Title 28 o[ the U.S. Code that-

(A') it furnished the assistance it was alleged to have provided pursuant to the written

request or directive described in subsection (b)( I XB). or a series of such requests or
directives:

lB) it furnished the assistance it was alleeed to have orovided with the reasonable +- -'
belief that comoliance with the written request or directive described in subsection
(b)( I )lB), or the series of such requests or directives. was lawful: and

lC) describes the basis for its belief that compliance with the written request or

directive described in subsection (bXl XB). or the series of such requests or directives.

waslawful.___

"(d) JuolcnlR¡vrEw.-
"( I ) REvtEw oFcERTrFrcArroNS.- A certification made pursuant to subsection (a) or (b\ _ _:>.:

shallbereviewedfgq[aþgs_e_qf_d_iqc¡qt!o_n_
of.herwise not in accordance with lawl[a determination of whether the certification is
unsupported by substantial evidence or otherwise not in accordance with lawì-

"(2) Rgvtpw or ogcL¡,RnnoNs.-A declaration made pursuant to subsection (cl shall be
reviewed for a determination of wheLher iL contains all the required elements.

"(3) Suppleri¿nNtnL MRteRIRLS.-In its review of the certifications in subsections (a) and
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(b). the couf mav examine the court order. certification. or directive described in subsection
(a) or the written recuest or directives. or series of such requests or directives. described in
subsection (bXlXB).

1Ll_ilnjþliqqs_gq p!s_c!o_s9te.-_ It qh_e_4t1o_rggy_ Ç_e4e_r4!f_e9 4_d_eqlgla¡i_o4 _u4Qgr_sgç$o1t_n_ þ_ _*_> ,',
of title 28, United States Code, that disclosure of a certif,rcation or declaration made pursuant to
subsection (a). ô) or (cl would harm the national security of the United States, the court shall-

"(l) review such certification or declaration in camera and ex parte; and

"(2) limit any public disclosure concerning such certification or declarationrt¡Cl_u_ding_
any public order following such an ex parte review, to a statement that the conditions of
section802h?ye_b-e_et_rtqt=ald=a=d=elc¡p]i=o=n=dJ[qþgg!Jlqn=d
without disclosing the¡gþs-egqigqJhat is tþq þ4sis lor the q4þç _ _ .Ì r _

"(fl Role of the parties. - '.:i

. ( I ) ELectnoNlc cotvtptuNlc.qtloru senvlcg pRovloER.-If an electronic communication
service nrovider submits a declarafion to the court under subsection lc). f.he court may
oermit the electronic communication service provider to garticipate in anv ex pàrte
proceedings. at t"he reauest of the Govemment. to the extent reguired by the court for the
consideration ofthe declaration under subsection (c).

(2) PnRTIES.-The court mal¡ ask an)' oarty to submit argunrents on relevant issues of
law. if deemed aporopriate by the court.

"(e t Nondeleeation.-flga=ut[qÉty AtÉ 4gtje=s=qfjþq AltqtnBy Çe¡=eta=l =utrde$bi=s=sgqtioJ=s¡gl=l .- - - 
-

be perlormed by the Attorney General (or Acting Attorney General) or a desisnee in a oosition
not lower than the Derrut)¡ Aftr¡nlev General.

"(h) Appeal.- Tlre courts of appeals shall have jurisdiction of appeals from interlocutory
orders of the district courts of the United States granting or den-ving a motion to dismiss under
this section.

"(i) Removal.-A civil action against a person for providing assistance to an element of the
intelligence community that is brought in a State court shall be deemed to arise under the
Constitution and laws of the United States and shall be removable under section l44l of title 28,
United States Code.

Jlfi]-\elqti_o¡_ship_to _Othe_r_Larv_s.-_ J!o¡!ú!g _iq q4s_ gç$99 may b_e_cgfrqtqe4_t9_h_q{ 4!y
otherwise available immunity, privilege, or defense under any other provision of law.

jftl¡{ppli_ceÞility,-_ Ihjs_ qqcligt Sbqll_æply qo_4 çi_vll_agqiqq pqrtd_¡rtc 9q gr !l_eC_a&çr !hç _d1!e_ _ - -'
of enactment of the FISA Amendments Act of 2008,

..SEC. 803. PREEMPTION.
"(a) In General.-No State shall have authority to-

"(l) conduct an investigation into an elect¡onic communication service provider's alleged
assistance to an element of the intelligence community;

. ^(2) require through regulation or any other means the disclosure of information about an
electronic communication service provider's alleged assistance to an element of the

IÞleted: '(b)

Formatted: Indene F¡rst line: 0 Dt

fÞleæd:.

Delæd: subsection (a)

Del&d¡.
Deleted ¡ subpa-¿gf¿ph of

tÞleæd: (axl)

Deleûed: ærtificatiotr.

Deleted:'(c)

Deleted:'(d)

Deleted; "

Neted: SEC,204. PREEMPTION OF
STATE INVESTTGATIONS.T
Title VIII of the Foreign Intelligence
Sweillmæ Act (50 U.S.C. I80l et seq.),
æ added by section 203 ofthis Act is
amended by adding at the end the

new stionl



intelligence community;

"(3) impose any administrative sanction on an electronic communication service provider
for assistance to an element of the intelligence community; or

"(4) commence or maintain a civil action or other proceeding to enforce a requirement
that an electronic communication service provider disclose information concerning alleged
assistance to an element of the intelligence community.

"(b) Suits by the United States.-The United States may bring suit to enforce the provisions of
this section.

"(c) Jurisdiction.-The district courts of the United States shall have jurisdiction over any civil
action brought by the United States to enforce the provisions of this section.

"(d) Application.-This section shall apply to any investigation, action, or proceeding that is
pending on or filed after the date of enactment of the FISA Amendments Act of 2008.".

..SEC. 804. REPORTING
"(a) Semiannual Report.-Not less f,requently than once every 6 months. the Attorney

General shall fully inforn. in a manner consistent with national security. lhe congressional
intelligence committees. the Commitf.ee on the Judiciary of the Senate. and thc Committee on the

JudiciarJ¡ ol'the House of Representatives. concerning the implementation of this title.

"(b) Content.-Each report made under subparasrarrh (a) shall include-
"( I ) an_v certifïcations or declarations made under section 802:

"(2) a descriotion of the iudicial review of the certifications or declarations nlade under
section 802; and

"(3) any actions taken to enforce the provisions ofsection 803.

"(c) Definition.-In this section. the term 'coneressional intelligence committees' rneans-

"( | ) the Select Committee on Intellisence of the Senate: and

"(21 the Permanent Select Committee on Intellieence of the House of Representatives.".

sEC. 202ì_TECHNTCAL AMENDMENIq.
The table of contents in the first section of the Foreign Intelligence Surveillance Act of 1978

(50 U.S.C. 1801 et seg.), as amended by section l0l(b), is further amended by adding at the end

the following:

..TITLE VM-PROTECTION OF PERSONS ASSISTING
THE GOVERNMENT
"Sec.80LDefinitions.

"Sec.802.Procedures for implementing statutory defenses.

"Sec.803.Preemption,

"Sec.804.Renortinq.".
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DEFINITIONS.
In this title:

(1) AsslsrnNCe.-The term "assistance" means the provision of, or the provision

of access to, information (including communication contents, communications

records, or other information relating to a customer or communication), facilities, or

another form of assistance.

(2) Con-rer.rrs.-The term "contents" has the meaning given that terrr in section

101(n) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801(n)).

(3) CoveRED crvlI.ACTIoN.-The term "covered civil action" means a civil action

filed in a Federal or State court that-
(A) alleges that an electronic comrnunication service provider furnished

assistance to an element of the intelligence community; and

(B) seeks monetary or other relief from the electronic communication service

provider related to the provision of such assistance.

(4) EmcrnoNIC coMMrJNrCArtoN sERVIcE pRovIDER.-The term "electronic
communication service providet'' means-

(A) a telecommunications carrier, as that term is defined in section 3 of the

Communicatíons Act of L934 (47 U.S.C. 153);

(B) a provider of an electronic communication service, as that term is

defined in section 2510 of title 18, United States Code;

(C) a provider of a remote computing service, as that term is defined in
section 271I of tttle 18, United Søtes Code;

(D) any other communication service provider who has access to wire or
electronic communications either as such communications are transmitted or as

such communications are stored;

@) a parent, subsidiary, affiliate, successor, or assignee of an entity
described in subparagraph (A), (B), (C), or (D); or

(Ð an officer, employee, or agent of an entity described in subparagraph (A),
(B), (C), (D), or (E).

(5) Er¡r"æ¡rr oF TrrE INTELLIGENCE coMMuNrry.-The term "element of the

intelligence community" means an element of the intelligence community specified
in or designated under section 3(4) of the National Security Act of 1947 (50 U.S.C.

a01a(a)).

SEC. 202. LIMITATIONS ON CIVIL ACTIONS FOR
ELECTRONIC COMMUNICATION SERVICE
PROVIDERS.



(a) Limit¿tions.-

(1) IN cnxenel-.-Notwithstanding any other provision of law, a covered civil
action shall not lie or be maintained in a Federal or State court, and shall be
promptly dismissed, if the Attorney General certifies to the court that-

(A) the assistance alleged to have been provided by the electronic
communication service provider was-

(i) in connection with an intelligence activity involving communications
that was-

([) authorized by the President during the period beginning on
September 1 1, 2001, and ending on January L7, 2007 ; and

(tr) designed to detect or prevent a terrorist attack, or activities in
preparation for a terrorist attack, against the United States; and

(ii) described in a written request or directive from the Attorney General
or the head of an element of the intelligence community (or the deputy of
such person) to the electronic communication service provider indicating
that the activitv was-

(I) authorized by the President; and

(tr) determined to be lawful; or

(B) the electronic communication service provider did not provide the
alleged assistance.

(2) RsvEw.-A certification made pursuant to paragraph (l) shall be subject to
review by a court for abuse of discretion.

(b) Review of Certifications.-If the Attorney General files a declaration under section
1746 of title 28, United States Code, that disclosure of a certification made pursuant to
subsection (a) would harm the national security of the United States, the court shall-

(1) review such certification in camera and ex parte; and

(2) limit any public disclosure concerning such certification, including any public
order following such an ex parte review, to a statement that the conditions of
subsection (a) have been met, without disclosing the subparagraph of subsection
(aXl) that is the basis for the certification.

(c) Nondelegation.-The authority and duties of the Attorney General under this
section shall be performed by the Attorney General (or Acting Attorney General) or a
designee in a position not lower than the Deputy Attorney General.

(d) Civil Actions in State Court.-A covered civil action that is brought in a State court
shall be deemed to arise under the Constitution and laws of the United States and shall be
removable under section l44l of title 28, United States Code.

(e) Rule of Construction.-Nothing in this section may be construed to limit any
otherwise available immunity, privilege, or defense under any other provision of law.

(f) Effective Date and Application.-This section shall apply to any covered civil



action that is pending on or filed after the date of enactment of this Act.

sEC. 203.


