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Farris, Bette

From: ° ,

Sent: Saturday, December 15, 2007 11713 AM
To: - Bradbury, Steve

Subject: a chance to talk?

If you can spare a minute to call me on my cell I'd be grateful.E ___?)Ceu no i have for you is out of date.

thanks

[

G

(b)(s') (b)(6)

6/23/2008
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'B'e‘rlita.n:u,"!"'sejdey

" From: - __‘!.ivingstop,J(lntelligen_t;e)r‘;___ o _ :) BC
_ Sent: . Wednesday, January 16, 2008 2:20PM - : :
"To: - Demers, John; Eisenberg, John .
.Ge: - Rice,K(inteliigence) ,
Subject: " FW: Seriator Feinstein's immunity ameridment (SA 3858).

© " Attachments: Revised immunity provision.doc

= to|"d: him that Senator-Bond g:pd!d'n’t'suppdrt his version because it still allows a court to second-guess the - '
. good faith determination made by the SSCI. I : o ‘

- From: Davidson, M (Intelligence). ‘
. " Sent: Wednesday, January 16, 2008 11:27 AM

To: Livingston, J (Intelligence); Rice, K (Intelligence) -

.. .Cc:.Healey; C (Intelligence); Starzak, Alissa (Intefligence) . .
- Subject: Senator Feinstein's immunity amendment (SA 3858)

;laCkvand Kathleen:
o | dbn'!t;knowwhethe_r-yqu‘ve had a chance to review Se'nato'r Feinstein’s immunity-émendment-'(SA-38_5”8)‘,-'but'"“‘-'" PR
it’s passible that it might gain traction. ' ‘ ' ' o =

I've described‘to David concerns about sonie of the:procedures in the amendment (transfer to the FISC, en-banc
review there; possible-involvement of the plaintiffs in proceedings that’wo‘ul,d involve classified.information).

| However, the core idea _that there ought to be a statutory good faith test that is applied by a court could gain

" adherents. Numbers of members who support imimunity might nonetheless conclude that Feinstein’sideais '
aligned with the mannér in which the Congress Has legislated on immunity in other circumstances {e.g., good

.Samaritan statutes).

~ 'We’vedrafted an altemati"v'e way to get at the point that an immunity statute should have, in addition to the .
. AG’s certification, a provider submission that it acted in the reasonable belief that the directive was lawful, anda.
court determination, on the basis of the AG's certification and the provider’s declaration, that the provider acted

‘in good faith. The bottom line is that the statute should provide for immunity. The question is how to doit. .
. Let me know what you think and the Suggestions that you might have, and then I'd like to invite Carl’s .
_observations, beth technical and policy, so that we can advise Senator Rockefeller, in the next.couple of days,

what your thoughts and DOJ’s thoughts might be.

Mike

g3
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Sec. 202. Lumtatlons on cxv1l actlons for electromc commumcatlon service prowders

(a) leltatxons
V (1) In general. Nohwitixstanding a ainy other provision of law, a covered civil action | . {peteted: the Anomey Geaora mﬁﬂ
shall not he or be mamtamed in a Federal or State court, and shall be promptly dismissed if = .~ [athe courtthat .

(A) (i) the Attorney General certifies to the court that 20y qs_sn_sgaggq l_)g gl_e_rgl_eygqt _____ - ’LDe‘em.h Ay J

¢lectronic’ commumcatxon provxder was -

,{Délgtéd:i = . )

Qin eqnpgetzqn)yl_tb an _nzt9lltgsrzc_e_a_°9‘_ﬂ_tz involving gqmuel_c@@qqs_@et_w_ .
(@99@199@94_ 1@9_1’!98346_“5 during t_h_epsggébme_er}_’smtpmbpzll. - Defeted: )
2001, and ending on January 17 2007; and . ’ - )
(bh) desxgned to detect or prevent a terronst attack or .- { Deleted: 1 ]

activities in preparation for a tenonst attack agamst the
e Umted States; and ’

/

Lbeletbd 1

Letedu j}
i

LTI I T ;"_'."f-‘ - {Deleted: or

+- -~ Formatted: Indent: lzﬁ: 0", First
rne, 0"

under section 1746 of Tltle 28 of the U.S. Code that it Drowded the assistance

ursuant to the written request or directive rcfere'nc in pa h =" {Formatted: Indent: First lme o )

(IAYGID: and

(YAYGYWI) was lawﬁ:l and

; (iif) the court determmes ori the basis of the certification provided i in subnaramph 6) I 'Fomzfted Indent Left: 07, st ]
. and the declaration provided in subparagraph (i), that the provider undextook the assnstnnce in
1 good faith; or : :
V (B) The Attomev General certifies to the court that the eje_c}rggl_c_cpgn_xr_tqn_lga_tl_op _______ .- { Deteted: The ' )
provxder did not provide any of the alleged assistance. - :
@ Rewew ~ & certifi ea_tl_o_n_n_l%d.eﬂu_rs_!{ayt_ to paragraph (1) shall be subject to review by __ - - {Deletedine J




()] Rev1ew of Cemﬁcatlons - If the. Attomey General ﬁles a declaratlon under sectlon 1746 of
] title 28 that dlsclosure of the certification and declaration pursuant to. subsect:on 102(a) would
 harm the national secunty of the United States, the court shall .

) revzew such certi ﬁcaﬁon and declamtlon in cdmera and ex parte, and

1 )] lmut any pubhc disclosure i concemmggr_lx such. cemﬁcatxon or declaratmn mcludmg - - = { Formatted: Indent: First fine: 0.5 j

________ e L CHIE .
any public orderfollowmg such an ex parte. review; to a statement that the conditions of . o @e‘e" such . )
" .subsection (a) have been met, thhout disclosing the subpaxagraph of subscct:on (a)(l) thatis { Deleted: sathotor —) '

the basxs for thegg_“ggg_l‘ _____ L S e .

(c) Nondelegatlon ~ The authority and duties of the Attomey General under ﬂus section shall be -
_ performed by the Attorey General (or Actmg Attomey General) ora dmgnee in a position not -
lower ‘than the Deputy Attorney General

S ' (d) Civil Actlons in State Court ~ Any covered cnvxl action that is-brought in a State court shall be
“deemed to arise under the Constltutlon and laws of the Umted States and shall be rcmovable .
' under section 1441 of title 28, United States Code. - : :

' _ (e) Rule of Constructxon ~ Nothing in this Act may ‘be construed to.Jimit & any otherwise avaxlable
) lmmumty, privilege, or defense under any other provision of law. . :

' (4§33 Eﬂ'ectwe Date and Application. ~ This title shall apply to any and all covered civil actions
pendmg on or aﬁer the date of enactment of this Act. ‘




i Berhanu, Tsedey

" From: - - vamgston J(Intelllgence)t: - - . D Lé

- ‘Sent: . - Wednesday, January 16, 2008 6:00 PM
To: Demers, John; Eisenberg. John
-Subject:  Will the world end if .

L Attachments: ManagersAmendmentTweaks doc
‘we add this limited cemﬁcatton Ianguage to Section 705. It may help undercut complaints by Senator Wyden s

' staff. No rush on this. I'm out tomorrow, but I'm going to meet with M:ke early Fnday to start working through:
ourfinal- tweaks to the managers’ amendment Thanks .

s

Ry




. EASO7D87

Page 14 line 14, strike-”(Z)” and ihsert- "(b)”'

; Page 22, after line 23-insert the following new paragraph as follows "(4) a certification made by the

: .'Attorney General or an official specified in section 104(a)(6) that the certnfylng official deems the .

' mformatlon sought to be forelgn intelligence informiation. and a s:gmf icant purpose of the acqulsmon is
_to obtain forelgn mtelhgence mformation,”_ )

. Page 22, Ilne 24, strike ”(4)” and insert ”(5)” '

- Page 23 line 5, stnke "(5)” and msert ”(6)”

L Page 24 after hne 16 insert ”(D) REVIEW OF CERTIFICATION.—If the judge determmes that an apphcatlon
_required by subsectlon (b)-does not ¢contain-all-of the requnred elements, or that the certification is:
" clearly erroneous on the basis of the information furmshed under subsection (b)(l), the judge shall enter.'

h an order so stating and provide a written statement for the record of the’ reasons for such-

determination. The Govemment niay appeal an order under this cIause pursuant to subsection (e) "
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- Berhanu, Tsedey o _ . , ,
. From:  Starzak, Alissa (Intelligencef_ _ - M) })é o N R
.. Sent: Thursday, January 17,2008 6:55 PM U g S .
CTo: . Eisen.berg,'Jchrl; Demers, Jphn;l._.)...-_\_,-.....‘, .. .= . Livingston, J -
. (intelligence); Rice, K (Intelligerce : Lo 10 é
Ce: "~ .Healey, C (lntellrgence), Davidson, M- (lntellrgence)

. Attachments- EAS07D88_XML redline changes doc

L Hial-

“. Attached is a draft of the managers’ amendment in substitute forin with some proposed Rockefeller edits in
. redline. (Some of the edits are just'corrections that we missed the last time around.) Although we haven't had
. .- the opportunity to speak with Jack or Kathleen about any of these changes yet, we thought it made a lotof
... sense to send thern out.to everyone at once to give everyone as much time as: possyble to review. If everyone |s
" available, it mlght make sense-to meét on Tuesday mornmg as well to have some last dlSCUSSlOI"lS in person ’

' Afe_w comments and question_s about this draft: . _ E ‘ N -

. »  Weadded language on the section 703 authorization {p. 4 of this redline) to try to be upfrontas -
- . passible-about-what this provision-actually does. Given how clear-we-arein-section 704 that we are
talking about collectlor'rinside the‘US,.it seemed to make sense to do the same thi»ng here. '

. Although we have a reference to stored electronic ”data" in section 704 {p. 11) there is no similar
_ mentlon in 703. Does that difference cause any problems? :

¢ Should the agency assessment be prepared ona partlcular timetable? | added ini a blank on page 10
~ line 5witha bracketed questlon mark on this one. -

® ° To address some of our colleagues’ concerns that there could be collection under 705 on an employee
* of a foreign power that doesn’t involve foreign intelligence, we added in a certification by the AG that
- the information is F1 and a significant purpose of the acquisition is to obtain FI. Review on this
certification is limited to whether the certification contains all required elements.

. Given the limited review on this certification, this provision also might present an opportunity to
address one of Mike’s longstanding concerns. He has noted in the past that courts will want to know
that 705 acquisitiops are being conducted in-accordance with £0 12333, even if we expressly give them
have no ability to review that determination. Because this Fi piece is just a certification, which involves

" no substantive court review, this topiccould potentially be added here without granting the court any
review over the issue. In other words, on p. 17 line 40, we could potentially add “(C) the acquisition will
be conducted under guidelines approved by the Attorney General- pursuant to Executive Order 12333 or

- any successor order - :

*  We added in the proposed section of 2511 from Senator Feinstein’s exclusivity amendment that notes
that the certification “shall identify the specific statutory provision.” (p. 23, lines 8-12) Although there.
will obvnously be more discussion about exclusivity, it seemed like this one might be able to stand onits
own. We would be interested to hear your thoughts on this. :

. lt’s_probably worth doing a careful scrub of the transition procedures in Title Ili to make sure that they

¥/




.ﬁt with the changes-in the managers? amend'men‘t. :

d We're also mterested to hear thoughts on a number of other proposals that seek to address various
Senators’ concemS'

o’ leen the amount of judiciary- commlttee concerrion the stay pendmg appeal provrsron, we’ had
proposed a compromise posrtlon that would strike lines 14-15 on p. 9:and insert the foﬂowrng

. “(if) if the Government appeals an.aorder under this section, untol ‘the Court of Review enters.an

_ order under subsection (C). T :

- Q) IMPLEMENTATION PENDING APPEAL.—No later than 30 days after an appeal toit of an order under .
paragraph-(5)(B). dlrectmg the correction of ; a deficiency, the Court of Review shall determine,.and
enter a corresponding order, whether all orany part ‘of the correction order as rssued or modrf‘ ed

. shall be mplemented during the pendency of the appeal » ' : Do

o Senator Femgold had proposed a bulk collection amendment in judiciary-that had some -
" operational’ problems To-address some of tho$e concerns about bulk collectlon however,
' would it be possrble to change the targetmg procedures requirement {p. 4 lmes 25- 29) to. read

B "The Attorney General; in consultation with the DN, shall adopt targetmg procedures that are
reasonably desrgned to ensure that any acquisition authorized under subsection (a) is limited to -
targeting persons reasonably beheved to be Iomted outside the United States, and that at least .
one party.to.a communication.acquired i isa specnf‘c mdrwdual target reasonably belreved to be
'outsrde the Unitéd State Sy : S '

e} Senator Kennedy has proposed a5 related amendment, part of WhICh includes the destruction

of any collection obtained when.all parties to the communication are known to be located in the

" United States. This idea seems to be generally consistent with NSA’s practices jn other kinds of
collection, and requiring destruction of communications collected when targets were later
,determmed to be in the US might help address some of the judrmary committee’s concern about

: ensurmg that there are consequences when collection is not conducted appropriately. What
are your thoughts on adding this type of clause? To give you a sense of the la nguage (and
without considering exactly where in the bill it would go), the Kennedy provision reads as
follows

. “Personsin the United States — The minimization procedures required by this subsectlon shall .
require the destruction, upon recognition; of any communication as to which the sender and ali
-intended recipients are known to be located in the United States, a person has a reasonable
expectation of privacy, and a warrant would be requrred for law enforcement purposes, unless
the Attorney General determines that the commumcatron indicates a threat of death or senous
. bodily.harm to any person.” :

We look forward to your comments.

" Thanks—

Alissa




SenateLegis‘l'a.tive COur;s‘e!
- Draft Copy of K:\200\EAS\EAS07D88.XML

1 ,Purpose:.’[‘o provide a complete substinxte_.
2 : '
S
4 5.248
s, ' .
6 To amend the Fore1gn Intelhgence Survelllanoe Actof -
.7 1978, to0 modermze and streamhne the provisions of that
‘8 Act and for other purposes - :
"9

o ._ 10- “Referred to the Committee on . - ahd--or-defed to-
-1 be-printed o ’ '
. 12- Ordered to lie-on the table arid to be prmted

- 13 AMENDMENT IN THE NAT-URE OF A'SUBSTITUTE INTENDED . o
.. .14 ‘TOBEPROPOSED BY MR. ROCKEFELLER (for hlmself and Do
a5 M BOND) SR

: ) i'6 Vw.
- ""i—-‘--:-— - 17- —--—Smke-all after the enacnng clause and insert the followmg- e

.18 .SECTION 1. SHORT TITLE; TABLE OF CONTENTS

D e e ——

" 19 (a) Short Title. —This Act may be.cited as the “Forelgn Intelhgence Surveillance Act . g
20 I 0f'1978 Amendments Act of 2008 or the “FISA Amendments Act of 2008”. . _ .- Deleted: 2007

21 - ) Table of Contents—The table of contents for thls Act is as follows: " | eteted: 2007

. 22 Sec 1. Short tltle table of contents

‘23 TITLE [FOREIGN INTELLIGENCE SURVEILLANCE

34 Sec.101.Additional procedures regardmg certain persons outside the Umted States.

25 Sec.102.Statement of exclusive means by which electronic survelllance and mtercepnon
- 26  of domestic communications may be conducted. .

27 Sec. 103.Submittal to Congrcss of certam court orders under the Forexgn Intelhgence
28 Surveillance Act of 1978. .

29 Sec.104.Apphcatxons for court orders.

30 Sec.105 Jssuance of an order.

31  Sec.106.Use of information. . . { Deleted: 1/17/2008_

.~ { Deleted: 111612008
/.7 T
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Senate Législative Counsel :
Draft Copy of K:A2007\EAS\EASO7D88. XML

 Sec. 107. Amendments for physwal searches. .

SRR
© 20

‘ Sec 108. Amendments for emergency pen registers_ and trap and trace devices.

Sec.109. Foreign Intelligence Surveﬂlance Court.
Sec.110.Technical and conformmg amendments.

TITLE II—-PROTECTIONS FOR ELECTRONIC

‘COMIVIUNICATION SERVICE PROV]DERS

“Sec.201 Deﬁnmons .
: "’Sec 202 Lmtatmns on civil acnons for elecn'omc commumcatlon service provxders

Sec. 203 Procedures for mplementmg smtutory defenses under the Forelgn Intelligence
Surveillance Act of'1978.

Sec.204.Preemption of State investigations.
Sec.205.Technical amendments

“TITLE II—OTHER PROVISIONS

Sec 301. SeverabIlIty
Sec.302.Effective date tepeal; transition procedures

TITLE I———FOREIGN ]NTELLIGENCE SURVEILLANCE
.SEC 101. ADDITIONAL PROCEDURES REGARDING

CERTAIN PERSONS OUTSIDE THE UNITED STATES.

(a) In General ~—The ForeIgn Intelligence SurveIllance Actof 1978 (50 U.S. C 1801 et
seq.) is. amended— _

(l) by striking title VII; and
(2) by adding after title VI the following new title:

“TITLE VII—ADDITIONAL PROCEDURES

REGARDING CERTAIN PERSONS OUTSIDE THE
UNITED STATES

“SEC. 701. LIMITATION ON DEFINITION OF -

ELECTRONIC SURVEILLANCE.

“Nothing in the ‘definition of electronic surveillance under section 101(f) shall be

-construed to encompass surveillance that is-targeted in accordancc with this title at a
person reasonably believed to be located outside the United States.

U

“SEC. 702. DEFINITIONS. - :- | - (Petaed v
' ‘ ' o ' b’ { Deleted: 1/16/2008
552008 . 2 _____ L L

. 9:27 AM
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' “(a) In General—The terms ‘agent of 2 forelgn power’, ‘Attomey General’, ‘contents’,
‘electronic surveillance’, ‘foreign intelligence information’, ‘foreign power’,

‘minithization procedures ‘person’, ‘United States’, ‘and ‘Umted States person’.shall

have thie meanings given such terms'in section 101, except as speclﬁcally provided in this

title. .
: “(b) Addmonal Deﬁmtlons —

" “(1) CONGRESSIONAL INTELLIGENCE COMMII‘I‘EES —The term congressnonal
mtelhgence committees’ means— .

“(A) the Select Comittee’ on Intelligence of the Semate; and

“(B) the Permanent Select Commlttee on Intelligence of the House of
Representatwes
“(2) FOREIGN NI'ELLIGE'NCE SURVEILLANCE COURT; COURT- -—-'I'he terms ‘Foreign

Intelligence Surveillance Court’ and ‘Court’ mean: the court established by section
103(a). , .
“3) FOREIGN INTELLIGENCE SURVEILLANCE COURT OF msvmw COURT OF
REVIEW.—The terms ‘Foreign Intelhgence Surveillance Court of Review’ and
‘Court of Review’ mean the court esmbhshed by section 103 (b)

“(4) ELECTRONIC COMMUNICA‘I'!ON SERVICE PROVIDER.—-—The term electromc )
. communication service provider’ means—:. o

“(A)a telecommunications carrier, s that term is defined in section 3 of the
Cominunications Act of 1934 @7USsC. 153);

- *“B)a prov1der-of electronic communication servwe, as that term is.defined . —- . - N

‘ 'm section 2510 of title 18, United States Code,

“(C) a prov1der of a remoté computing service, as that term is deﬁned in |
section 2711 of title 18 Umted States Code;

“(D) any other commumcatlon service provider who has accéss to wire or
~ electronic commumcattons either as such communications are transmxtted or as
such communications are stqred, or .

“(E) an officer, employee or agent of an entity descnbed in subparagraph
(A), (B), (C), or (D).

“(5) ELEMENT OF THE INTELLIGENCE COMMUNITY.—The term element of the
intelligence community’ ineans.an element of the intelligence community specified
in or designated under section 3(4) of the National Secur[ty Act of 1947 (50 U.S.C.
401a(4)). ,

“SEC. 703. PROCEDURES FOR TARGETING .
CERTAIN PERSONS OUTSIDE THE UNITED STATES
OTHER THAN UNITED STATES PERSONS. '

I “(a) Authonzatton.——Notw:thstandmg any other provxsxorl of law, the Attorney

|- 51152008, _ _ _ _______. e i o

9:27 AM
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General and the Director of Nauonal Intellxgence may authonze Jomtly, for. penods of up
tol year, the targetmg of persons reasonably believed to be located outside the United
States to acquire foreign intelligence information when the acquisition is conducted
within the United Sates with the assrstance of an electronic commmucatron servrce
provider, .

“(b) L1m1tat10ns —An acqursmon authonzed under subsectlon (a)——

. “(1) may not intentionally target any person known at the time of acquisition to be
-located in the United States; . .

“@) may not mtentlonally target a person reasonably beliéved to be located )

|- outside the United States if the purpose of such acquisition is to target,a particular, - .- '{Deleﬁed forsovelance -

known person. reasonably beheved to be in the ‘United States except in accordance

| with title L or title 01

. “(3) may not intentionally target a United Slates person reasonably believed to be
~located outside the United States, except in accordance with sections 704 or 705;
. and- : .
“4) shall be conducted in a manner consnstent wrth the fourth amendment to the :
, Constltutron of the United States :

“(c) Conduct of Acqmsmon —An acquisition authorxzed under subsectmn (a) may be
conducted only in accordance wrth—-— :

““1)a certification made by the Attomey General and the Director of National-
Intelligence pursuant to subsection (f); and '

(d) and (e).
“(d) Targetmg Procedures.— .
“(l) REQUIREMENT TO ADOPT.: —The Attormey General in consultatlon with the
Director of National Intelligence, shall adopt targeting procedures that are -
. reasonably designed to ensure that any acquisition authorized under subsection (a) is

. limited to targeting persons reasonably beheved to be located outside the Umted
-States.. : .

- *(2) JUDICIAL REVIEW -—-—The procedures referred toin paragraph (l) shall be
subject to judicial review pursuant to subsection (h)

“(e) Mmrmlzatlon Procedures —

“(1) REQUIREMENTTO ADOPT —The Altorney General, in consultation with the
Director of National Intelligence, shall adopt, consistent with the requlrements of
section 101(h) or section 301(4), mmumzatron procedures for acqursmons
authorized under subsectlon (a).

“2)7 UDICIAL REVIEW—The mmlmlzatlon procedures requlred by thls subsection
shall be subject to jUdlClal review pursuant to subsection (h).

“(2) the targeting and mlmmlzanorlg_ocedmes required pursuant to subsections : e _'_'_~____.____ e

[ . . . . .
(£) Certification.— ‘ B { Deteted: 111772008

)
)

“(1) IN GENERAL— - - . ‘ ’ . // { Deteted: 111672008
. - ’,

17
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Senate Legislative Counse! *
Draft Copy of K\2007\EAS\EASO7D8E. XML

“(A) REQUIREMENT -——Sub) ectto subparagxaph 3), pnor to-the initiation of -

- an acquisition authorized under subsection (a), the ‘Attorney General-and the

Director of National Intelligence shall | provide, under oath, a written -
ceruﬁcatmn, as described in this subsectlon

“B) EXCEPTION —If the Atterney General dnd the Director of National

. ‘Intelligence determine that unmedlate action by the Government is required
.and time does not pemut the’ preparanon of a eemﬁcatxon under this subsectlon

.....

National Intelhgence shall prepare such oertrﬁcatlon, mcludmg such
determination, as-soon as possible but i i no event more than 168 hours aﬂ:er
such determmatron is made. Co .

“(2) REQUIREMENTS —A certlﬁcatron made underﬂns subsecnon shall— .

w W
G N

W Ww
VIS

W W w
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—a
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| sr15/2008,

927 AM

“(A) attest that—

“@ there are reasonable procedures in place for determmmg that the
acquisition authorized under subsection (a) is targeted at persons
. reasonably beheved to be located outsrde the Umted States and that such
five davs for approval by, the Forelgn Inteﬂrg'e—rlee —Surv"exllance Court
. pursuant to subsection (h);- -

“(1i) the procedures referred to in ¢lause (1) are consistent with the .
requirements of the fourth arhendment to the Constrtutron of the United
States and do not permit the intentional targeting of any person whois

- known at the time of acqursmon to be located in the United States;

(m) a significant purpose of the acqmsmon isto obtam forelgn .
- intelligence information; . oo

“(iv) the minimization procedures to be used wrth respect to sueh
acquxsmon——-

“(1) meet the definition of minimization- procedures under section
IOl(h) or section 301(4); and

____________________

five days for approval by, the Foreign Intelhgence Survelllance Court
pursuant to subsection (h);

““(v) the-acquisition involves obtaining the foreign intelligence
mformatron from or. with the assxstance of an ‘electronic communication
service provider; and :

_ “(v1) the acquisition does not constltute electronic surverllance as
limited by section 701; and. '

“(B) be supported, as appropriate, by the afﬁdavxt of any appropriate offi cxal
_in the area of national security who is—

“ appomted.by the President, by and with the consent of the Senate;
or ] ch ‘ :

- '{ Deletedfpmmpdy
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“(ii) the head of any element of the intelligence community. )

“@3) LIMITATION.—A certification niade under this subsectlon is not required to
. identify the specific facilities, places, premises, or property at which the acqu:smon
- authorized under subsection (a) will be directed or conducted

“(4) SUBMISSION TO THE COURT.—The Attorney General shall transrmt acopyofa
certification made under this subsectron, and any supportmg affidavit, under seal to -
the Foreign Intelhgence Survedlance Court as soon a$ possible, but in no-event more.

- than 5 days-after such certification is inade. Such certification shall be maintained
under security-measures adopted by the Chief Justice of the United States and the
Attorney General, in consultation with: the Director of National Intelhgence

_“(5) REVIEW. —The certification reqmred by this subsectron shall be subject to h
Jjudicial review pursuant to subsection (h)
“(g) Directives and ]ud1c1al review of directives.—

A “1) AUTHORITY.—With respect to an acqursmon authorized under subsectlon (a),
the Attorney General and the Director of Natwnal Intelligence may- direct; in
© writing, an electronic communication servrce provider to— . ‘

“(A) nnmedlately provide the Government with: all mformatlon, facrhtles, or
assistance necessary to accomplish the acqulsmon in a maniner that will protect

target; and

the secrecy of the acquisition and produce a minimum of interference. with the -
setvices that such electromc commumcatron service provrder is providing to the

“(B) maintain under secunty procedures approved by the Attomey General - '

to mamtam.

“(2) COMPENSAHON —The G0vemment shall compensate, at the prevarlmg rate;
an electronic commumcatron service provider for providing mformatlon, facilities, .
or, assistance pursuant to paragraph . .

“(3) RELEASE FROM LIABILITY.—Notwithstanding any other law no cause of ,
action shall lie in any court against any electronic communication service provider
for providing any information, facilities, or assistance in accordance wrth a dJrectlve

 issued pursuant to paragraph (l) :

“(4) ¢ CHALLENGING OF DIREC’I'IVES —

“(A) AUTHORITY TO CHALLENGE.—An electronic communication service
provider recéiving a directive issued pursuant to paragraph (1) may challénge
] the directive by filing a petition with the Foreign Intelligence Surveillance
| Court, which shall have jurisdiction to réview such a petifion.

“(B) ASSIGNMENT.—;—The presiding judge of the Court shall assign the |
petition filed under subparagraph (A) to 1 of the judges serving in the pool
established by section 103(e)(1) not later than 24 hours after the ﬁlmg of the
petition.

| BAS2008 o L o ,
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-1 “(C) ¢ STANDARDS FOR REVIEW. ——-A judge con31denng a petmon to modxfy or.
2, " set aside a directive may grant such petition.only if the _]udge finds that the
<3 directive does not meet the requirements of this section or is otherwise
- 47 unlawful. If the judge does not modify or set aside the diréctive, the judge shall
-5 . immediately affirm such directive, and order.the recipiént to comply with the
6 ~ directive. The judge shall provide a written statement for the record of the
o7 reasons for a determmanon under this paragraph '
8 ' “(D) CONTINUED EFFECT ——Any directive not e}_cplmtly modified or set asxde
. 9 5 under this paragraph shall remain in full effect. ‘
10 - (E) CONTEMPT.OF COURT. —Failure to obey an order of the Court |ssued
11 ) under this paragraph may be punished by the' Court as contemnt of court.
12: " “(5) ENFORCEMENT OF DIRECTIVES.—
13 “(A) ORDER TO COMPEL.~—In the case of a failure to comply with a dtrectlve ,
14 - issued pursuant to paragraph (1), the Attorney General may file a petition for an,
15 ~ order'to compel compliance with the directive with the Forelgn Intelligence
16 | Surveillance Court, which shall have jurisdiction to review such a pgtmon
S ¥ A “B) ASSIGNMENT —The presiding judge of the Court shall assign a pentlon
.18 * filed under. subparagraph (A) to 1 of the judges serving in the pool established
19 _ . by section 103(e)(1) not later than 24 hours aﬁ:er the ﬁlmg of the. petltlon.
20 ° 4 “(C) STANDARDS FOR REVIEW.—A Judge considering a petition-shall issue an”
21 - . . order requiring the electromc communigcation service provider to comply with .
22 ‘ the directive if the judge finds that the directive was issued in accordance with
23..._--. ... .paragraph (1), meets the requxrements of this section, and is otherwise lawful. -
24 . _The judge shall provxde a writien statement for the record of the reasons for a
.25 ‘ determination under this paragraph. ' :
26 - “(D)CONTEMPT OF COURT.—Failure to obey an order of the Court issued
27 - . under this paragraph may be punished by the Court as contempt of couit.
28 : “(E) PROCESS.—Any process under this paragraph may be served in any
29 . judicial district in which the electronic commumcatlon service prov1der may be
30 found. : :
31 (6) APPEAL—
32 _ “(A) APPEAL TO THE COURT OF REVIEW.—The Govemment or an electronic
33 : communication service provider receiving a directive issued pursuant to
T34 paragraph (1) may file a petition with the Foreign Intelligence Surveillance
35 . . Court of Review for review of the decision issued pursuant to paragraph (4) or
36 (5) ot later than 7 days after the issuance of such decision. The Court of
37 . Review shall have jurisdiction to consider such a petifion arid shall provide a
38 " written statement for the record of the reasons for a decision under this '
-39 . paragraph.
“40 , “(B) CERTIORARI TO THE SUPREME COURT.—The Govemment or an
) electronic communication service provider receiving a directive issued pursuant
42 - to'paragraph (1) may file a petition for a writ of certiorari for review of the-
. 7 . N .
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decision of the Court of Review issued under subparagraph (A). The récord for
such review shail be transmitted under seal to the Supreme Court of the United
States, which shall have jurisdiction to review such decision. :

l “(h) Judicial Review of certifications and procedures.—"
(1) IN GENERAL.— ' ’

““(A) REVIEW. BY THE FOREIGN INTELLIGENCE SURVEILLANCE COURT—The
- Foreign Intelligence Surveillance Court shall have jurisdiction to review any
certification required by subsection (c) and the targeting and minimization.
. procedures adopted pursuant to subsections (dy and (). = '

A

. “(B) SUBMISSION TO-THE COURT.—The Attorney General.shall submit to the
Court any such certification or procedure, or amendment thereto, not later than
.5 days after making or amending the certification or adopting or amending the * .
procedures. - e . S . :
“(2) CERTIFICATIONS.—The Court sha]l review a certification provided under 4
subsection (f) to determine whether the ceéitification contains all the required
elements. - - T o
“(3) TARGETING PROCEDURES —The Cort shall review the targeting procedures , -
required by subsection (d) ta assess whether the procedures are ‘reasonably designed
to ensuré that the acquisition authorized undér subsection (a) is limited to the
- targeting of persons reasonably believed to be.located outside the United States.
. “(4) MINIMIZATION PROCEDURES.—The Court shall review the minimization’
procedures required by subsection (¢) to assess whether such procedures meet the
-+~ -definition of minimization procedures under sectiorr 101 () or section 301(4). .
“(5) ORDERS—- - o
“(A) APPROVAL.—If the Court finds that a certification required by ‘
subsection (f) contains all of the required elements and that the targeting and
‘miniinization procedures requited by subsections (d) and (e) are consistent with
.. the requirements of those subsections and with the fourth amendmerit to the
Constitution of the United States, the Court shall enter an.order approving the
- continued use of the procedures for the acquisition authorized under, subsection
@ . -

_ “(B) CORRECTION OF DEFICIENCIES—If the Court finds that a certification
required by subsection. (f) does not contain all-of the required elements, of that
the procedures required by subsections (d) and (e) are not consistent with the
requirements of those. subsections or the fourth amendment to the Constitution
of the United States, the Court shall issue an order directing the Government to,
at the Government's election and to the extent required by the Court’s order—

N 6 éorrgét ahy deficiency identified by tiie Court’s order not later than
30 days after the date the Court issues the order; or

“(ii) cease the acquisition authorized under subsection (a).
“(C) REQUIREMENT FOR WRITTEN STATEMENT.~—In support of its orders

| SMSI2008 . e SO
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under this subsectxon, the Court shall provide, sxmulmneously w1th the orders,
- for the record a written statement of its reasons. :
T46) APPEAL.— :

“(A) APPEAL TO THE COURT OF REVIEW. -—~The Goverpment may appeal any
order under this section to the Foreign Intelhgence Surveillance Court of
Review, which. shall have jurisdiction to review such order. For any dectsxon
affirming, reversing, or modifying an order of the Foreign Tnitelligence ~ .

- Surveillance Court; the Court of Review shall provlde for the record a writien
" statement of its reasons. :

“B) CONTINUATION OF ACQUISITION PEND]NG REHEAR]NG OR APPEAL.——Any
acquisitions affected by an order under paragraph (5)(B) may continue— -

" .“(i) during the pending of any rehearing of the order by the Court en
- banc; and.

. i) during the ggndency of any agpeal of the order to the Forel.@
Intellicence Survelliance Court of Revxew :

“ CER'HORAR&TO THE SUPREME COURT. —-The Govemment may filea ..
) ay =

L e e e e e e e e e —— - — ——

. anyappﬁ.lofdwordamﬂlel"omgn
petmon for a writ of certiorari for review of a decision of the Court of Review “a

Intelligence Surveillance Court of

- Deleted: "(u') during the pmdency of
Rcvtew L

Issued under subparagraph (A). The record for such review shall be transmitted { e

under seal to the Supreme Court of the Umted Statcs wluch shall have - -
. jurisdiction to review such decision.

l, “i) Egpedlted Judicial Proceedmgs —Judicial proceedmgs under this section shall be

conducted as'expeditiously as p0551ble

e “(J) Maintenance gl_x_d___s_ec_ur_gx,of Records _g_gclgro_we_d_m_g___ e

“(1) STANDARDS.—A record of a proceedmg under this section, mcludmg
petitions filed, orders granted, and statéments of reasons for decision, shall be
fnaintained under security measures adopted by the Chief Justice of the United
States, in consultation with the Attorney General and the Director of Natlonal

Intelhgence T N

'%(2) FILING AND REVIEW.~—All petmons under this sectlon shall be filed under
.seal. In any proceedmgs under this section, the court shall, upon request of the
Government, review ex parte and in camera any Government submission, or
* - portions of a submission, which may inchide classﬂ'led information.

“/(3)- RETENTION OF RECORDS: __A directive miade or an order granted under this
section shall be retained for a period of not less than 10 years ﬁom the date on
which such directive or such order is made.

“(k) Assessments and Reviews.—

“(1) SEMIANNUAL ASSESSMENT.—Not less frequently than once every 6 months,
the Attorney General and Director of National Intelligence shall assess compliance
with the targeting and minimization procedures required by subsectlons (e) and (t)

and shall submiit each such assessment to— . ) . { Deteted: 11712008
. Y4
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“(A) the Foreign Intelhgenee Survexllance Court; and
“(B) the congressmual mtelhgence comnuttees

piufhiirtginghyfuqiulsb el g1

- ofthe Department of Justice and of any element of the intelligence commumty
authorized to acquire forelg,u intelligence information under subsectlon (a) with
respect to. their department, agency, or element— ’

“(A) are autherized to review the comphance thh the targeting and
. muumxzatxon procedures required by subsections (d) and (e),

“(B) with respect to acquisitions authorized under subsection (a), shall
: review the number of disseminated intelligence reports containing a reference
" to a United States person identity and the number of United. States person -
identities subsequently dlssemmated by:the element conceérned in response.to - -
requests for 1dent1t1es that were not referred to by name or title i in the ongmal
reporting; . .

o “(Cywith respect to acqulsmons authonzed ander subsectlon (a), shall
. _reviéw the number-of targets that were later determined to be located in'the
" United States and, to the extent poss1ble whether their commumcatxons were.
‘reviewed; and .

“(D) shall provide each such revww to—
©“() the Attomey General
“(ii) the Director of Natlonal Intelllgence, and-
““(ii). the congressmnal mtelhgence comm1ttees
 (3) ANNUAL REVEEW —

“(A) R.EQUREMENT TO CONDUCT.—The head of an element of the
intelligence community conducting an acquisition authorized under subsection -
(a) shall direct the element to conduct an annual review to determine whether
there is reason to believe that foreign mtelhgence information has been or will
be obtained from the acquisition. The annual reviéw shall provide, thh respect

. to such acquisitions authorized under subsectxon (@y—

“(i) an accountmg of the number of dlssemmated intelligence reports
~ containing a reference to a United States person 1dent1ty, :

“(ii) an accounting of the number of United States person identities
subsequently disseminated by that element in response to requests for
identities that were not referred to by name or title in the ongmal
reporting;

“(iii) the number of targets- that were later determined to be located in

, | the United States and, to the extent posmble whether their " -{ Deleted: the number of and '

communications were reviewed; and

“(iv) a description of any procedures developed by the head of an , (Deteteas w700

* element of the Intelligence Community and dpproved by the Director of ,
. o : / { Deleted: 111612008
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National Intelligence to assess; in 2 manner consistent with-national
security, operational requirements and the privacy interests of United
- States persons, the extent t6 which the acquisitions authorized under.
~subsection (a)-acquire thé communications of United States persons; as
‘well as the results of any such assessment. ' ‘e

“(B) USE OF REVIEW —The head of each element'of the intelligence
community that conducts an ahnual review under subparagraph(A), shall use
each such review to evaluate the adequacy.of the minimization procedures
utilized by such element or thé application of the minimization procedures to a

NI N O R N

10 - particular acquisition authorized under subsection (a).. - . - - :
1L " «(C} PROVISION OF REVIEW,—The head of cach element of the intelligence __ -~ Deleted: 7o ropmon prmuionice |
12 commuriity that conducts an-annual review under subparagraph (A) shall : . i
-13 provide such review to _ : : '

14 . ____'(i)_-_,the Foreign Intelligerice Surveillance Court; o L : -

15 ' Githe Attomey Generali . e e e 6
16 (iif) the Director of Natiohal Intelligence; and” - T

17 { - ~_{ivithe congressional intelligence committees. B . - B .

i« | “SEC.704. CERTAIN ACQUISITIONS INSIDE THE .~ *##4————

19, UNITED STATES OF UNITED STATES PERSONS
.20 OUTSIDE THE UNITED STATES. ~ - .

2 ‘.‘.‘(a)_Jurisdiction-bf the Foreign Iﬁteﬂig‘en‘ce Surveillace Conftz=="""""""" """ _ S e e e i
' C 22 “(1) IN GENERAL.—The Foreign Inteiligence Surveillance Court shall have ’
23 . jurisdiction to enter an order approving the targeting of a United States person
24 reasonably believed to be located outside the United States to acquire foreign
25 intelligence information, if such acquisition constitutes electronic surveillance (as
26 deéfined in'section 101(D), regardless of the limitation of section 701) or the
21 " acquisition of stored electronic communications or stored electronic data that
28 requires an order under this Act, and such acquisition is conducted within the United
29 States. S . -
30 “(2) LIMITATION.—In the event that a United States petson targeted under this
-31 . subsection is reasonably believed to be located ir-the United States during the =
‘32, pendency of ari order issued pursuant to subsection (c), such acquisition shall cease
33 - until authority, other than under this section, is obtained pursuant to this Act or the
34 - targeted United States persor is againreasonably believed to be located outside the
35 - United States during the pendency of an order issued pursuant to subsection (c).
36 “(b) Application.— - : ' _
‘ ‘3.7 “(1) IN GENERAL.—Each application for an order under this section shall be made.
- 38 by a Federal officer in writing upon oath or affirmation to a judge having o
©39 jurisdiction under subsection (a)(1). Each application shall require the approval of {Deleted: /1772008 )
40 the Attorney General based upon the Attorney General’s finding that it satisfies the I,’ {Deleted: o008 Bl
N | _ 1 e -
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—
D

‘criteria and reqmrements of such apphcatlon, as set forth in thlS sectxon, and shall
mclude— e .

4A) the 1dent1ty of the Federal ofﬁcer makmg the apphcatlon
“B) the 1dentity, if known, ora descnptlon of the United Statés person who

- Is thie target of the acquisition;

“(C) a statement ofthe facts-and cu'cumstances relied upon to Justlfy the

‘ apphcant s belief that the target of acquxsmon is—

“(i) a United States person reasonably believed to be: located out31de the
United States aid - .

h “(ii) a foreign power an agent of 4 foreign power or an oﬁ‘mer or
employee of a foreign. power; -

. “(D) a statément of the proposed m1mm1zatlon procedures consistent with

. the requirements of section 101(h) of section 301(4);

o
-
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)

ot
~N

W WA NN ' O :
B 88 B3R 8R B EE %

Ly LI LY. W Ly W
Voo s

- “(E) a description of thé nature of the information sought and the type of

_communications or actjvities to be s'ubjected to acquisition;’

' _“(F)-a certification made by the Attomey General of an official speclﬁed in

. sectlon 104(a)(6) that—

“(i) the certifying ofﬁcxal deems the mformauon sought to be forelgn . i L ' i cs
mtelhgence mformatmn - . ’

“(ii) a significant puxpose of the acqulsmon is to ebtain forelgn )
_intelligence mformatlon, ) _' . . . . o S S

© “(iii) such mformatlon ¢annot reasonably be. obtamed by normal
. investigative techniques;

“(w) designates-the type of foreign mtelhgence mfonnatxon bemg
" - sought according to the categories described in section 101(e); and- : '

“(v) includes a statement of:the basis for the certification that—

(I the information sought is the type of foreign intelligence
_ information designated; and

“(ID) such information cannot reasonably be obtained by normal
mvestxgatwe techniques.-

“G)a summary statement of the means by which the ac(juisit-ioh will be

- . conducted and whether physical entry is required to effect the acquisition;

“(H) the.idéntity of any electronic {:onununicatioﬁ service provider necessary
to effect the acquisition, provided, hiowever, that the application is not required
to identify the specific facilities, places; premises, or property at which the - -

acquisition authorized under this sectlon will be directed or conducted;

| 51152008,
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“(I) a statement of the facts concerning any previous appl.lcatmns that have

been made to any judge. of the Foreign Intelligence Surveillance Court | peleted: 2008 )
‘involving the United States person specified in'the application and the action . - { Deleted: 1/16/2008 )
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taken on éach previous application; and _ ‘ )
- () a statenient of the-period of time for which the acquisition is requiredto -

* be maintained, provided that such period of time. shall not exceed 90 daysper = -
application.: S ' - L
“(2) OTHER REQUIREI\MTS OF THE ATTORNEY GENERAL.—The Attorney General

*may require any other affidavit or certification from any othier. officer in connection .

with the application. . - T S

' %(3).OTHER REQUIREMENTS OF THE JUDGE.—The judge may require the applicant

to furmish such other inforiation as may be necessary to make the findings required

by subsection (c)(1). o '

“(c) O;der.'——— o

“(1). FINDINGS.—Upon an éﬁpliégtion made pursuant to subsection (b), the - -
. Foreign Intelligence Surveillance Court shall enter an ex parte order as requested or
as modified approving the acquisition if the Court fiids that— S
"“(A) the-application has been made b_j' aFederal officer anci approved by the

Attorney General; _ .
" . “(B)onthe basis of the facts subitted by the.applicant, there is probable - . R .
| ", ‘cause to believe that the United States person who is the targetofthe .- .- - {Deteted: specificd. L )
o acquisition is— . } ' C e '
%(i) a person reasonably believed to be located outside the United
States; and S C .
“(ii)'a fdreign_power,.én agent of a'foreign power, or an officer or e
employee of a foreign power; - 4 . '

" “(C) the proposed minimization procedures meet the definition of .
~ minimization procedures under section 101(h) or section 301(4); and '
(D) the application which has been filed contains all statements and "~ -
certifications required by subsection (b) and the certification or certifications
are not clearly erroneous on the basis of the statement made under subsection
- ®MDE) and any other information furnished under subsection (b)(3).

“(2) PROBABLE CAUSE.—In.determining whether or not probable cause eXists for
purposes of.an order under paragraph (1), a judge having jurisdiction under
subsection (a)(1) may consider past activities of the target, as well as facts and

- circumstandes relating to-current or future activities of the target. However, no
United States person may be considered a foreign power, agent of a foreign power,
* or.officer or employee of a foreign power solely upon the basis of activities
- protected by the first amendment to the Constitution of the United States.

“(3) REVIEW.— _ ‘
“(A) L[M'I'I“AT[ON‘ON REVIEW.—Review by a judge having jurisdiction under -
subsection (a)(1)-shall be limited to that required to make the findings

described in paragraph (1). A Deleted: 1/172008 ' )
L A . . { Dsleted: /1612008 B
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42 - provider is providing to the target;

14

| 5115200 S T S
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2! : “(B) REVIEW OF PROBABLE CAUSE.~J{ the judge detemunes that the facts
2 submitted under subsection (b) are insufficient to estabhsh probable cause to-
3 “issue an order under paragraph (1), the Judge sball enter an order so stating and
4 provide a written statement for the record of the reasons for such deterrmnatlon._
5 _The Government may appeal an order under this clause pursuant to subsectron
-6 ®. :
1 “(C) REVIEW OF MmII\dIZA'I'ION PROCEDURES -—Ifthb judge determines that
8. the proposed minimization procedures required under paragraph (1)(C) do not
9. meet the definition of minimization proeedures under section lOl(h) or section:
10 . 301(4), the judge shall enter an order so stating-and providé a written statement
. 11 . . - forthe record of the reasons for such determination. The Governinent may - -
- 12 appeal an order-under this- clause pmsuant to subsection (f). - '
13 . “(D) REVIEW OF CERTIFICATION: —If the judge determines that an application -
14 . required by subsection (2) does not contain all of the required elements, or that
15 the certification or-certifications are clearly erroneous on the basis of the
16 ) statément made under subsection (LY(1)(F)(v) and any other information - -
B VA _ furnished under subsection (b)(3), the judge shall enter an order $o stating and
18 - provide a written statement for the récord of the reasons for such determination. -
19 - : ,’I’he Govermnent may appeal an order under thls clause pursuant to subsecuon
21 A “(4) SPECIFICATIONS.—An order approvmg an acqulsrtmn under this subsection
22 . shall specify— . .
S ' “(A) the 1dent1ty, if known, ora descrlptlon of the Umted States person who
w28 ). ... . .isthe target of the acquisition- identified-or- descnbed in the apphcatlon pursuant
- 25 _: tosubsection (b)(l)(B)
26 - “4B)if provrded inthe applrcatlon pursuant to subsection (GYDED, the
27 . _ nature and location of each of the faclhtles or places at which the acqursrtron
28 will be directed; .
29 ) “(C) the nature of the mformatron sought to be acqulred and the type of
30 . commumcatxons or activities to be subjected to acqursmon .
. 31 - “(D) the means by which the acquisition will be conducted and whether
32 - physical enfry rs required to effect the acqulsmon, and
.33 ) “(E) the perrod of time durmg which the acqursmon is approved
34 © *(5) DIRECTIONS.—An order approvmg acqmsmons under thls subsection shall
35 direct— . :
-36 “(A) that the minimization pro_cedures be followed;
- 37 “(B) an electronic communication service provider to provide to the
- 38. Government forthwith all information, facilities, or assistance necessary to
39 ' . accomplish the acquisition authorized under this subsection in a manner that
40 will protect the secrecy of the acquisition and produce a minimum of .
41 ' interference with the services that such electronic commumcatron service

{ peléted: 111712008
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“(C) an electronic communication service provider to maintain under

| 5M52008 ____ _______ el L J
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1
2 security procedures approved by the Attorney Géneral any records concerning .
-3 the acquisition or. the aid.furnished that such electronic communication service .
4 provider wishes to-maintain; and- e T ,
5 “(D) that the Governmept compensate; at the prevailing rate, such electronic
6 . communication-service provider for providing such infermation, facilitics, or
7 . assistance. . - - o : ,

- 8 %(6) DURATION.—Ani order approved under this paragraph shall be effective fora -
.9 * period not to exceed 90 days and such order may.be renewed for additional 90-day
10 periods upon submission-of renewal applications meéting the requirements of

11 subsection (b). e 4
12 . “(T) COMPLIANCE.—AL or prior to the end of the period-of time for which an
© 1% . acquisition is approved by an order or extension under this section, the judge may
-14° assess compliance with the rninimization procedures by reviewing the circumstances
15 . under which information concerniig United States persoris was acquired, retained, "
- 16 ‘or disseminated. -~ . - S A :
17 “(d) Emergency Authorization.—- . L
. 18 ' “(l) AUTHORITY FOR EMERGENCY AUTHORIZATION.—Notwithstanding any other
19 - provision of this Act, if the Attorney General reasonably determines that—
2 T “(A) an emergency situation exists with respect to the acquisition of foréign =

S 210 intelligence information for which an order may be obtained under subsection -

22 (c) before an order authorizing such acquisition can with due diligence be °
.~ 23— obtained;and . - - e e

24 “(B) the factual basis for issuance of an order under this subsection to

25 approve such acquisition exists, ' o
26 the Attorney General may.authorize the emergency acquisition if a judge having
27 - jurisdiction under subsection (a)(1) is informed by the Attorney General, ora )
28 designee of the Attorney General, at the time of such authorization that the decision
29 . has been madeto conduct such acquisition and if an application in accordance with
30 this subsection is made to a judge of the Foreign Intelligence Surveillance Court as

31 soon as practicable, but not moré than 168 hours after the Attorney General

32 authorizes such acquisition. : : S '
33 | *(2) MINIMIZATION PROCEDURES.—IF the Attorney General authorizes such

.34 emergency acquisition, the Attorney General shall require that the minimization

.35 . procedures required by this subsection for the issuance of a judicial order be’,
36 followed. - o o _ ~
37 “(3) TERMINATION OF EMERGENCY AUTHORIZATION.—In the absence of a judicial

- 38 order approving such acquisition, the acquisition shall terminate when the
- 39 * information scught is obtained, when the application for the order is denied, or after
40 the expiration of 168 hours from the time of authorization by the Attorney General,
41 whichever is earliest. ) | :
o : { Deleted: 171772008
4?2 “(4) USE OF INFORMATION.—In the event that such application for approval is ,’,I {Deteted: 11612008
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denied, of in any other case-where the acquisition is terminated and no orderis’
issued approving the acquisitien, no information obtained or evidence derived from
such acquisition, except under circumstances in which the target of the acquisition is
determined not to be a United States person during the pendency of the 168-hour
emergency.acquisition period, shall be received in evidence or otherwise disclosed
in any trial, hearing, or other proceeding in or before any court, grand juty, .
department, office, agency, regulatory body, legislativg;'committee,‘ or other
‘authority of the United-States, a State, of political subdivision thereof, and no
information coricerning any United States. person acquited from such acquisition
shall subsequently be:nsed or disclosed in any other mantier by Federal officers of -
employees. without the consent of such person, except with the approval of the

. Attorney General if the iriformation indicates a threat of death or serious bodily
harm to any person. C : ’ ) ’

; “(.@)'Release From Liabiii-ty.—NotWithstaﬁding any other law, no cause of action shall

lie in any ¢ourt against any eléctronic commurication service provider for providing any " .

‘information, fagilities, or assistance in accordance with an order or requeést for emergency.
. assistance issued pursuant to subsections (c) or (d). : '
.fﬁ)APP@ﬂff ‘ o .o . .. :
“(1). APPEAL TO THE FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVIEW.~—
" The Governinent may file an appeal with the Foreign Intelligence Surveillance:

Court of Review for review of an order issued pursuant to subsection (c). The Court" .

of Review shall have jurisdiction to consider such appeal and shall provide a written
staternent. for the record of the reasons for a decision under this paragraph. *

“(2) CERTIORARI TO.THE SUPREME COURT—The Goi'emment may file-a petition——--—-—- - -m oo -

for a writ of certiorari fo;:review of the decision of the Court of Review issued under
paragraph (1). The record for such review shall be transmitted under seal to the

* Supreme Court of the United-States, which shall have jurisdiction to review such .
decision. ' o ’

UNITED STATES PERSONS OUTSIDE THE UNITED
STATES. S < -
“(a) Jurisdiction and .Scope.'——— . ,

“nr URISDICﬁON.—The Foreign Intelligence Surveillahée'Coﬁrt shall _havé E
jurisdiction fo enter an order pursuant to subsection (c). .

“(2) ScorE—No element of the intelligence commuhity maj' intentionally target, - '

for the purpose of acquiring foreign intelligence information, a United States person
reasonably believed to be located outside the United States under circumstances in
which the targetéd United States person has a reasonable expectatior of privacy and
~ a warrant would be required if the acquisition were conducted inside the United
States for law enforcement purposes, unless a judge of the Foreign Intelligence
Surveillance Court has entered an order. or the Attorney General has authorized an

16
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’ 'e_mergency acquisition pursuant to-subséctions (¢) or (d) of any other provision of

~ this Act. S L : :
“{3) LIMITATIONS.—

_“(A) MOVING OR MISIDENTIFIED TARGETS.—In the eveit that the. targeted
. United States person is reasonably believed to be-in the United States during
 thie pendency of an order issued-pursuant to subsection (c); such acquisition”
shall cease until authority is obtained pursuant to this Act or the targeted United
" States person is again reasonably believed to be located outside the United - -
States duiing the pendenty of an order issued pursuant to subsection (¢).

“(B) APPLICABILITY.~—If the acquisition could be-authorizeéd under section -
704, the procedures of section.704 shall apply, unless an order or emergency
. acquisition authority has been obtained under a provision of this Act other than ey -
SRR under gection T04. . ... _______l.__ ol <7 (Delled: bt )
' 14.  “(b) Application—Each application for an-order under this section shall be made by 2 S
* 15  ‘Federal officer in writing upon oath or affirmation to a judge having jurisdiction under o L
2 16- - subsection (2)(1). Each application stiall require the approval of the Attorney General * : B
17  based upon the Attorney General’s finding that it satisfies the criteria and requirements of’,
"18  such application as set forth in this section and shall include-—

DR thd W N

s ot ot
[ ]

—
w

) 19 7 “@1) the‘identity, if knowxi, .or a description of the specific United States person - .
- 20 | - ;who is the target of the acquisition; - T s e .
21 " %) a statement of the facts and circumstances relied upon to justify the
22 applicant’s belief that the target of the acquisition is— " -
Q3 . “(A) a-United Stafes persoi f6asonably believed 1o be Tocdted dutside the B
~24 United States;and =~ * : : ' o ' - e
S 25 “(B) a foreign power, an agent of a foreign power, or an officer or employee.
26 : of a foreign power; ' a )
. 27 “(3) a statement of the proposed minimization proced_ures' consistent with the
28 requirements of section 101(h) or section 301(4); .
29 “(4) a certification made by the Attomev General or an official specified in - - - - Formated: Indent: Let 035"}
. 30 section 104(a)(6) that— ‘ ' . ) .
31 " “(A) the certifying official deems the information sought to be forefen ~ *~ o f::“ gg?d ¢ Inden: Left: 057 ﬁ m]
- 32  intelligence information: and o N T '
331 “(B) a significant purpose of the acquisition is to obtain foreignintelligence ~ ~ W {F"mmed: Indent: Left: 0.5 )
34 information. ST o o :
35 | (5 astatement of the facts concerning any previous applications that have been_ ;;:-_’{ it )
36 . made to any judge of the Foreign Intelligence Surveillance Court involving the. {peleted: 4 J :
37 United States person specified in the application and the action taken on each
38~ - previous application; and ' oo : '
30| “(6)a statement of the period of time for which the acquisition is required fo be __ - \poetets )
40 _ maintained, provided that such period of time shall not exceed 90 days per . ,{ Deleted: 1/17/2008 )
, : /. { Deleted: /1612008 )
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: applik:ation;
“(c)Order.—

“(1) FINDINGS.—1£, upon an apphcatron made pursuant to snbsectxon (b) a judge
havmg jurlSdlCthll undef subsection (a) finds that— .

' “(A) on the basis of the facts submrtted by the applrcant there is probable
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“(1) a person- reasonably beheved to be located outsxde the Umted
States; and

o “(ii) a forelgn power,.an agent ofa forergn power, or an officer or
] ) employee ofa foreignpower; - - . LT

- “(B) the proposed minimization procedures with respect to their
'drssemmatlon provisions, meet the definition of minimization procedures under .
* - section 101(h)-or section 301(4),.and and - .

) “(C) the certrﬁcatron provided under subsectlon (b)(4) contains all the
required elements C } . .
the Court shall isste an ex parte. order so statmg

“(2) PROBABLE CAUSE ~—In determmmg whether or not probable cause exists for
purpeses of an order under: paragraph (1)(A), a judge having jurisdiction under
subsection @) may consider past activities of the target, as well as facts and -
crrcumstances relating to current or fiiture activities of the target However, no -

T United States | person may be considered a foreign-power; agent of a foreign: power,
or officer or employee of a foreign power solely.upo the basis of actmtles ,
protected ‘by the ﬁrst amendment to the Constltutxon of the Umted States.

“(3) REVIEW.—

“(A) LMI‘ATIONS ON REVIEW ——Rev1ew by a judge havmg jurisdiction under
_subsection (a)(1) shall be limited to that required.to make the findings
- described in paragraph (1). The judge shall not hiave jurisdiction to review the
means by which an acquisition under this section may be conducted.

(o uiegihh il gt gty iyt Seagtouh MY mggiysodptugl = NgtByasiplhepciafuipingorabelygdiyioipiv b iiytatpeefPlorniiog o AN

'submltted under subsection (b) are insufficient to establish probable cause to
issue an order under this subsection, the judge shall enter an order so stating

- and provide a written statement for the record of the reasons for such :
determination. The Government may appeal an order under this clause pursuant
.to subsection (e)

-“(C) REVIEW OF MINIMIZATION PROCEDURES ———lf the judge. determmes that
the minimization procedures apphcable to dissemination of information
obtamed through an acquisition under this subsection do not meet the definition
of minimization procedures under section 101(h)-or section 301(4), the judge
shall enter an ordér so stating and provide a written statement for the record of -
the reasons for such determination. The Government may appeal an order under

18
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- this clause pursuant to subsectron (e)

“{D) REVIEW OF CERT{FICATION —If the judge determmes that the

_ certifieation provided under subsection (b)(4) does not contain all the required
- glements, the judge shall enter an order so stating arid provide a written
" statement for the record. ‘of the reasons for such determination. The

“(4) DURA'HON ~—-An order under this paragraph shall be effecuve fora penod not
. to exceed 90 days and'such order may be renewed for additional 90-day periods
upon submission ofreriewal apphcatrons meetmg the requirements of subsection: (b)

*(5) COMPLIANCE.—AL or prior to the end of the period of time for which an order -
. -or extension is granted under this section, the judge may assess compliance with the
" minimization procedures by reviewing the circumstances under which:information

coueermng United States persons-was disseminated, provided that the Judge may not

inquire into the circumstances relating to the conduct of the acqursmon.
*(d) Emergency Authormtxon —

“(l) AUTHORITY FOR EMERGENCY AUTHORIZATION -—Noththstandmg any other
provision in thxs subsectron, ifthe Attomey General reasonably determines that—

7 *(A) an emergency situiation exists with respect to the acquisition of foreign
intelligence information for which an order may be obtained under subsection -
(c) before an order under that subséction" may, with due dxhgence, be obtained;
.and

“(B) the factual basis for issuance of an order under thrs sectron e)usts

the Attorney General. may authorrze the emergency acquisition if a judge having
jurisdiction under subsection (a)(1) is informed by the Attorney General or a
designee of the Attorney General at the time of such authorization that the decision
has been made to conduct such acquisition and if an application in accordance with
this subsection is made to a judge of the Foreign: Intelligence Surveillance Court as
soon as practicable, but not more than 168 liours after the Attomey General
authorizes such acquisition.

“(2) MINIMIZATION PROCEDURES.—If the Attorney General authorizes such
emergency acquisition, the Attorney General shall require that the mmlmlzatron
procedures required:by this subsection be followed. . :

“(3) TERMINATION OF EMERGENCY AUTHORIZATION.—In the absence of an order
under subsection (c), the acquisition shall terminate when the information sought is
obtained, if the application for the order is denied, or after the expiration of 168
hours from the time of authonzatlon by the Attorney General, whichever is earliest.

“(4) USE OF INFORMATION.—In the event that such application is demed, orin any
other case where the acquisition is terminated and no order is issued approving the
acquisition, no information obtained or evidence derived from such acquisition, .
except under circumstances in which the target of the acquisition is determined not
to be'a United States person during the pendency of the 168-hour emergency
acquisition period, shall be received in evidence or otherwise disclosed in any trial,

19

| siso08, L e
927AM ' ' ' : ‘

Government may aggeal an order under thls clause pursuant to: subsectxon {e). -

( Deleted: 1/17r2008

/1 Deleted: 1/16/2008

)
)




Senate Legls!et:ve Counsel
Draft Copy of K.\2007\EAS&EASO7088 XML

: 1 . hearmg, or other proceedmg inor before any court, grand jury, department, ofﬁce
2 © agency,. regulatory body, legislative committee, or other authority of the United -
. 3 States, a State, or political subdivision thereof; and no information concermng any
4 United States pérson acqmred from such acqulsmon shall subsequently be used or
. 5 disclosed in any other manner by Federal officers or employees without the.consent
6 of such person,, except with: the approval of thie Attorney General if the xnfonnatlon
T indicates a threat of death or senous bochly harm to any person .
T8 %(e) Appeat—' L .
-9’ " “(1) APPEAL TO THE COURT OF REVIEW ~The Govemment may file an appeal e
10 - - with the Foreign Intelligence Surveillance Court of Review for review of an order
11" . issued pursuant to subsection (c). The- Court of Review shall have jurisdiction to
12 consider such appeal and shall provide a writfen statement for the record’ of the
13 - reasons for a decision under this paragraph )
14 “(2) CERTIORARI TO THE SUPREME OOURT —The Government may file a petition
15 for a writ of certiorari for review of the décision of the Court of. Review issued under
16 - paragraph (1). The record for such review shall be transmitted under seal to the -
‘17 . Supreme Court of" the United States whlch shall have _;unsdrctlon to review such-
- 18 | " ‘decision. . o .
» : - - Formatted: Indert: LeR: 0, First . |
" 19 | “SEC. 706. JOINT APPLICATIONS. AND ¢ (Er 7
.20 | CONCURRENT AUTHORIZATIONS .-~ - Aromsmsmomunm ___ -
.21 | “(@) Joint Applicsfions and Orders.—Jfan acquisition targeting a United §t_a£e_szezs_°p_ - TE—— ')
.22 under section 704 or this section is proposed to be conducted both inside and outside the )
237 Umted States, a judge | havmg Jurisdiction under subsection (a)(1) or section 704(a)(1)” - T
- 24 may issue simultaneously,; upon the request.of the Government in-a joint application
© 25  complying with the requirements of subsection (b) or section 704(b), orders under
26 ' subsection (b) or section 704(b), as applicable. , ,
27 l () Concurrent Authorization.—If an 9{(‘_65.99@951__g_e_leetr_o_nzqau_ryqzllgrzee_qr____ ge—r -J
28  physical search has been obtained under section 105 or 304 and that order is still in ’
29 effect, the Attomney General may authorize, without an order under this section or section
30 704,an acquxsmon of foreign intelligence information targeting that United States person
31  while such person is reasonably believed to be located outsrde the United States. q . ]
: _ .| Deleted: 706
= | “SEC. 707. USE OF INFORMATION A_C_QU_I_BEQ i
-33 UNDER TITLE VIL
34 “(a) Information Acqmred Under Section 703 —Information acquired froni an
35  acquisition conducted under section 703 shall be deemed to be information acquired from
* - 36 an electronic surveillance pursuant to title I for purposes of section 106, except for the
37  purposes of subsection (j) of such section. .
38 “(b) Information Acquired Under Section 704 -Informatlon acquired from an
39  acquisition conducted under section 704-shall be deemed to be information acquu'ed from
40  anelectronic survelllance pursuant to ntle I for purposes of section 106, ) : I.LDeIeted: 1/17/2008 - )
, . ;* { Deleted: 11612008 . )
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1] “SEC. 708 CONGRESSIONAL OVERSIGHT
2 “a) Seriammual Report —Not fess frequently than Gﬁc?e'e'véfié months, EEe'A&Br}léif i
.3+ General shall fully inform, in a manner consistent with national security, the .
4 congressional intelligence committees, the Committee on the Judiciary of the Senate and-
5 the Comunittee on the Judiciary of the House of Representatives, concermng the ’
6 lmplemenmuon of this title.
T “tb) Content.—-—Each report made under subparagraph (a) shall mclude—
8" (1) w1th respect to section 703— . :
-9 “(A) any:certifications made under subsecuon 703(f) durmg the repomng

10 penod -

Al - “(B) any dxrectlves issued under subsectlon 703(g) durmg the reportmg

12 . period; _

13 "“C)a descnptlon of the judicial review durmg the reportmg penod of any

14 "’such certifications and targeting and minimization procedures utilized with

- 15 respect to such acqulsxtlon, including a copy of any order or pleading in
16 connection with such review that contains a SIgmﬁcant legal mterpretatlon of
- 17 : :the provisions.of this'section;

18 “D). any actjons taken to challenge or enforce a directive undep pamgraphs

19 () o (5) of section 703(g); .

20 } “(E) any compliance reviews conducted by the Deparlment of Justlce orthe
i . Office:of the Director of National Intelhgence of acqmsmons authonzed under
CUTUTTT2ZTTTTTTT U subsection 703(a); 0 - - - e e

< - (F)a descnptlon of any incidents of noncomphance w1th a directive issued

24 -by the Attorney General and the D).rector of National Intelligence under

25 subsection 703(g), mcludmgm ,

126 “(D) incidents of noncomphance by an element of the- lntelhgence

27 - community with procedures adopted pursuant to subsecuons @ and (e) of

28 section 703; and

29 “(ii) incidents of noncompliance by a specrﬁed person to whom the

30 Attorney General and Director of National Intelligence issued a directive

31 under subsectron 703(g), and
. .32 “(G) any procedures imp lementmg this section; “_(g)_gvgﬂ_l resp_egthtg_segqo_n_ ________

33 04— .

34 ' ‘(A) the total number of applicetione_rnade for orde‘rs under section 704(b);

35  “(B) the total number of such orders either granted, modified, or denied; and -

36 “(C) the total number of emergency acquisitions authorxzed by the Attomey .

- 37 General under section 704(d) and the total number of subsequent orders
- 38 approving or denymg such acquisitions; and
. 39 “(3) with respect to section 705— '

// { Deleted: 1/16/2008
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' “(&) the total number of apphcatxons made for orders under 705(b), _
“B) the ‘total number of such orders either granted, mod.lﬁed, or denied; and’

~ %(C) the total number of émergency acquisitions authorized by the Attomey
General under subsection 705(d) and the total number of subsequent orders -

. approving or denymg such apphcatlons

-(b) Table of Contents ~The table of contents in the ﬁrst section of the Forergn
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et. seq.) is. amended—

' )by striking the 1tem relatmg to title VII;
[v3) by stnkmg the item relating to sectxon 701; and

(3) by adding at the end the followmg

“TITLE VII—-—ADDITIONAL PROCEDURES
REGARDING CERTA]N PERSONS OUTSIDE THE
~UNITED STATES a

“Sec.701 Lumtatmn on deﬁmtlon of electromc survexﬂance

| “Sec. 702 Definitions,

“Sec.703 Procedures for targetmg certam persons outside the Umted States other thar
_ United States persons -

“Sec.704.Certain acquxsluons msxde the Umted States of Umted States persons outsrde

“Sec.705.0ther acqulsmons targetmg United States persons outsxde the United States.
“Sec, 7 06 Joint agghcauons and concurrent authorxzatlons

_______________________________________________________

(c) Technical and Conformmg Amendments —
" (1) TITLE 18, UNITED STATES CODE.—

- (A) SECTION 2232.—Section 2232(e) of txtle 18, United States Code is
amended by inserting “(as defined in section 101(f) of the Foreign Intelligence

" Surveillance Act of 1978, regardless.of the limitation of section 701 of that

. 927 AM

Act)” aﬁer “electronic surveillance”.

by . TTTTmTTTTmTommEmmmemmmTIn
(Din subsection (2 Wa)(ii )( A), msertmg “or a court order pursuant to -
section 705 of the Foreign Intelligence Surveillance Act of 1978” after
“assistance,”

. the United States, .. . SO

. { Deteted: 6
. { Deleted: 707 )
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specifio statutory provision. and ‘shall certify that the.statutory requirerients have been’
met.”, ) ' o e T o
(2) FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978.—
' (A) SECTION 109.—Section 109 of the Foreign Intelligence Surveillance Act.
of 1978 (50 U.S.C. 1809) is amended by adding at the end the following:

“(e) Definition—For the purpose of this section, the term “electronic S}xwgill'auce’
means electronic surveillance ds defined in section 101(f).of this Act regardless of the

. ,-——:{Fom\atte'd:mdentl_eﬂ:o.' J

-} limitation of section 701 of this Act.”.

" (B) Section 110.—Section 110-of the Foreign Intelligence Surveillance Act of *~~

- «! Formatted: Indent: Left: 05

1978.(50 U.S.C. 1810) is-amended by

o . (i) adding an “(a)" before “Civil Action’, « - -~ { Formatted: Indent: e &

" (ii) redesignating subsections a) through (¢)

(3), respectively;and - . o '
. (v) adding at the end the following: L .

() Definition.—For the purpose of this section, the term ‘electronic. surveillance’ -

. means electronic surveillance as defined in section 101(f) of this Actre dless of the

hs (1) through -

 limitation of section 701 of this Act.”.. ,

(C) SECTION 601 —Section 601(a)(1) of the Foreign Intelligence_________ o
Surveiilance Act of 1978 (50 US.C. 1871(=)(1)) is amended by striking’ :
. subpai‘agrép}fs' {C) and (D) and iniserting the following: . bty
#(C) i)én regis'térs' under section 402;' ' :
“(D) aceess to records under section 501;
“(E) acquisitions under section 704; and
- “(F) acquisitions under section 705;”.
(d) Termination of Authority.— _

¢y IN.GENERAL,—~Except as provided in paragraph (2), the amendments ade by
subsections (a)(2) and (b) shall cease to have effect on December 31, 2013.

(2): CONTINUING APPLICABILITY —Section 703(h)(3) of the Foreign Intelligence
Surveillance Act of 1978 (as amended by subsection (a)) shall remain in effect with
respect to any directive issued pursuant to section 703(h) of that Act (as so '
amended) during the period such directive was in effect. Section 704(e) of the -
Foreign Intelligence Surveillance Act of 1978 (as amended-by subsection (a)) shall

- remain in effect with respect to an order or request for emergency ‘assistance under

that section. The use of information acquired by an acquisition conducted under

‘section 703 of that Act (as so amended) shall continue to be governed by the

_provisiéns of section 704 of that Act (as so amended).

| Deteted: 1/172008
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'WHICH ELECTRONIC SURVEILLAN CE AND :
- INTERCEPTION OF DOMESTIC COM]\/IUNICATIONS
" MAY BE CONDUCTED

(@) Statement of Exclusive Means —Title I of the Foreign Intelhgence Surveillance
Actof 1978 (50 U. S.C. 1801 et seq. ) is amended by adding at the end the followmg new-

*.section:

“STATEMENT OF EXCLUSIVE MEAN S BY WHICH ELECTRONIC

'SURVEILLANCE AND INTERCEPTION OF DOMESTIC COMMUNICATIONS

MAY BE CONDUCTED
) “Sec 112. ‘The procedures’ of chapters 119, 121, and 206 of title 18, Umted Smtes

: Code and this Act shall be the exclusive means by which electronic surveillance (as
" defined in section 101(f), regardless of the limitation.of section 701) and the mterceptlon

of domestic wire, oral, or electronic coxmmmwanons may be:conducted.”.
(b) Table of* Contents ~—The table of contems in the first section of the Foreign

Intelligence Surveillance Act of 1978 (50 U.S. .C. 1801 et seq) is amended by addmg after -

' the item relating to section 111, the followmg

“Sec 112. Statement of exclusive means: by which electronic surveﬂlance and mterceptxon

_ of domestic ¢communications may be conducted.”.

(c) Confonmng Amendments.—Section 25 1 1(2) of tltle 18, Umted States Code, is

' amended in’ paragraph (f), by striking “, as defined i ifi section 101 of such Act,” and -
N msertmg “(as defined in section 101(t) of such Act regardless of the hmxtatlon of section
701 ofsuchAct ” o T

A SEC 103. SUBMITTAL TO CONGRESS OF CERTAIN
'COURT ORDERS UNDER THE FOREIGN

INTELLIGENCE SURVEILLANCE-ACT OF 1978.

@ Inclusion of Certain Orders in Sexm-Annual Reports of Attorney General— .
Subsection (a)(5) of section 601 of the Foreign Intelligence Surveillance Act of 1978 (50-
U.S.C. 1871)is amended by stnkmg “(not mc!udmg ordérs)” and inserting , orders, .

(b) Reports by Attomey General on Certain Other Orders.—Such'section 601 is further .

“(©) The Attorney Gerieral shall submit to the committees of Congress referred to in

Surveillance Court or the Forengr_x Intelligence Surveillance Court of Review that includes

-sxgmﬁcant construction or mterpremtlon of any provision of thls Act not later than 45

days after such decision, ofder, or opmxon ‘is issued.”

(d) Definitions.— .
- “(1) FOREIGN INTELLIGENCE SURVE[LLANCE COURT; COURT.—The term ‘Foreign

Intellicence Surveillance Court’ means the court established by section 103(a).

. ' 24 . ‘//
5152008, __ __________ S S s
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Section 104.of the: Forergn Inteﬂlgence Surveillance Act’ of 1978 (50 U S. C 1804) is .
amended— .

(1) in subsecuon (a)—-
(&) by striking pamgraphs (3 and a 1), :

(B by redesrgnatmg paragraphs 3 through (10) as paragxaphs (2) through
(9) respectively;

(C) in paragraph (5), .as redesxgnated by subparagraph (B) of thlS paragraph
by stnhng “detailed”;-

®)in paragxaph (6), as-redesignated by subparagtaph (B) of this paragraph,
- in the matter preceding sibparagraph (A)———

() by striking “Affairs or” and msemng “Affarrs,”, and

(i) by striking “Senate—" and inserting “Senate, or the Deputy Dtrector
- of the Federal Bureau of Invesnganon, if desrgnated by the President as a

cemfymg official—7;
(E) in paragraph (7), as redesxgnated by subparagraph (B) of thxs paragraph

’ by striking “statement of and inserting “summary statement of”;

e e e

" (®in paragraph (8, as redesxgnated by subparagraph (®B) of thxs paragraph
- by addmg “and” at the end; and - :

) (G) in‘paragraph (9), as redesignated by subparagraph (B) of this paragraph,
by striking ; and” and inserting a penod

(2) by stnkmg subsection (b); '
3) by redesignating subsections (C) through (e) as subsections (b) through (d),

respectively; and

(4) in paragraph (I)(A) of subsection (d), as redesignated by paragraph (3)-of this

_subsection, by striking “or the Director of National Intelligence” and inserting “the
. Director of Natiorial Intelligence, or the Director of the Central Intelligence
Agency’ . .

SEC

Sectlon 105 of the Forexgn Intelhgcnce Survelllance Act of 1978 (50 U S.C. 1805) is .

105. ISSUANCE OF AN ORDER

amended—
(1) in subsection (a}—

37

| 5/15/2008,
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~(A)by stnkmg paragiaph (1); and
(B) by redesrgnatmg paragraphs 0)) through (5) as paragraphs (1) through
25
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: (f’:), respeqciVely; o L
© (2)'in subsection (b), by striking “(4)(3)” and inserting “@)2)™
~ (3) in subsection (c)}(1)— ' N : T

(A)in subparagraph (D), by adding “and” at the end; .
" (B) in subparagraph (E), by striking “; and” and inserting a period; and
(C)bystriking subparagraph (F); -~ ‘
(4) by striking subsection (d);
_(5) by redesignating subsections (e) th'rougli (i) as subse;ftions @ through (ﬁ), .
" respectively; . L _
. (6)fby.amevnding subsection (€), as redesignated By paragraph (5) of this section,
to read-as follows: S . o o -
“(é)(l). Notwithétanding any other prdvis'ion of this title, the Attqméy General may
authorize the emergency employment of electronic survéillanee if the Attorney Geperal
reasonably— ' o -

. “(A) determiries that an emergency situation exists with }espect tothe
" employment of electronic surveillance to obtain foreign intelligénce information
before an order authorizing such surveillance can with due diligence be obtained;
“(B) determines that thie factual basis for issqancé of an order under: this fitle-to '
approve such electronic surveillance exists; .

“(C) informs,-either personally or through a designee, a judge havingjﬁrigdir;tion '

under section 103 at the time of such authorization that the decision has béen made™ "

to-employ emergency electronic. surveillance; and

“(D) makes an application ii. accordance with this title to.a judge having
jurisdiction under section 103 as soon as practicable, but not later than 168 hours
after the Attorney General authorizes such surveillance. : :

" “9) If the Attorney General authorizes the emergency employment of electronic
surveillance under paragraph (1), the Attorney General shall require that the minimization
procedures required by this title for the issuance of a judicial order be followed.

. “'('3) In the absence of a judicial order api)roving such electronic surveilia'ncé, the
surveillance shall terminate when the information sought is obtairied, when the _
application for the order is denied, o after the expiration-of 1 68 hours from the time of
authorization by the Attorney General, whichever is earliest. o

“(4) A denial of the application made {mder this subsection may be reviewed as

provided in section 103. :

“(5) In the eventthat such application for approval is denied, or in any other case
where the electronic surveillance is terminated and no order is issued approving the .
surveillance, no information obtained or evidence derived from such surveillance shall be

received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or

{eteted: 11772008
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committeg, or other authority of the United-States, State, or political subdivision -
thereof, and no information concerning any United States person acquired from such
surveillance shall subsequently be used or disclosed in any othei manner by Federal’
officers-or.employees without the consent of such person, except with the approval of the
Attorney General if the information indicates a threat of death or serious bodily harm to
any person. g : - _ o ~
“(6) The Attorney General shall assess compliance-with the requirements of paragraph
(5).7; and IR ' o L :
(7) by addirig at the end the following: L o o =
10 . “(i)Inany casein which the Government makes an application to & judge under this .
11 fitle to conduct electronic surveillance involving communications and the judge grants
~ 12 such application, upon the request of the applicant, the judge shall also authorize the -
‘.. 13 installation and use of pen registers and trap and trace devices, and direct the disclosure
14  ofthe information set forth in section 402(d)(2).”. :

15 SEC. 106. USE OF INFORMATION. |
16 Subsection (i) of".section 106 of the Foreign Intelligence Surveillance Act of 1978 (8 -

" 17 U.S.C: 1806) is amended by striking “radio communication” and ibserting
18  “communication”. ' Co ST

00 A bW e

]

19 SEC: 107. AMENDMENTS FOR PHYSICAL
" "20 SEARCHES. B A | o |
”":‘ =21 ____(a). Applications.—Section 303 of the Foreign Intelligence Surveillance -Act of 1978 - _. - Cimmm e e =
22 . (50US.C.1823) is amended— : o - , :

23 - {1)insubsection ()—
24 (. (A)bystriking paragraph (2); . R :
,25 .. (B)by redesignating paragraphs (3) through (9) as paragraphs (2) through
26 .. (8), respectively; o A ' . - .
27 : (C) in paragraph (2), as redesignated by subparagraph (B) of this paragraph,
28 by striking “detailed”; : = .
29 -+ (D) in paragraph (3)(C), as redesignated by subparagraph (B) of this
30 _paragraph, by inserting “or is about to be” before “owned™; and - - - A
_ 31 _ (E) in paragraph (6), as redesignated by subparagraph (B) of this ;iaragraph, ‘
32 in the matter preceding subparagraph (A)— .
.33 (i) by striking “Affairs or” and inserting “Affairs,”; and ' ‘
. 34 ' _(ii) by striking “Senate—" and inserting “Senate, or the Deputy Director
- 35 of the Federal Bureau of Investigation, if designated by the President as a
36 T certifying official—"; and ’ ' o
37 (2) in subsection (d)( l)(A), by striking “or the Director of National Intelligence” —— -
‘38 - ‘and inserting “the Director of National Intelligence, or the Director of the Ceritral 'm!eted' nizg ' )
. . _ , _ , / { Deleted: 111612008 )
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Intelhgence Agency”. . i
(b) Orders. —Section 304 of the Forelgn Intelligence Survelllance Actof 1978 (50

U.sS.C. 1824) is amended—

(1) in subsection (a)— .
(A) by stnkmg paragraph-(1); and

(B) by redesrgxatmg paragraphs ) through (S) as paragraphs (1) through
(4), respectively; and

(2) by amendmg subsechon (e) to read as follows
“(e)(1) Notwithstanding any other provision of this title, the Attorney General may

. authorrze the emergency employment ofa physmal search if the Attorney General

reasonably~—

“(A) determines that an emergency srtuatlou exists. w1th respect to the
employment of a physical search te obtain foreign intelligence information before an
order authorizing such physrcal search can with due dlhgence be obtamed

: “(B) determines that the factual basis for i 1ssuance of an- order under thlS title to
approve such physical search exists;,

“(C) informs, either personally or through a desrgnee a Judge of the Foreign
Intelligence Surveillance Court at the time.of such authorization that the declslon
Has been made to employ an emergency physrcal search and

“(D) makes an application in accordance with this title to a judge of the Forelgn
Intelligence Surveillance Court as soon as.practicable, but not more. than 168 hours. .
after the Attorney General authorizes such physical search.

“(2) If the Attorney General authorizes the emergency employment of a physical
search under paragraph (1), the Attorney General shall require that the minimization
procedures required by this title for-the issuance of judicial order be followed.

“(3) In the absence of a judicial order approving such physical search, the physical
search shall términate when the information sought is obtained, when the application for
the order is denied, or after the expiration of 168 hours from the nme of authorization by
the Attorney ! General, whichever is earliest.

- “(4) A denial of the application made under this subsectlon may be revrewed as
provided in section 103. .

"“(5)(A) In the event that such application for approval is denied, or in any other case’
where the physical search is terminated and no order is issued approving the physical
search, no information obtained or evidence derived ffom such physical search shall be
received in.evidence or otherwise disclosed in any trial, hearing, or other proceeding in or
before any court, grand jury, department, office, agency, regulatory body, legislative
committee, or other authority of the United States, a State, or political subdivision
thereof, and no information concerning any United States person acquired from such

physical search shall subsequently be used or disclosed in any other manner by Federal

officers or employees without the consent of such person, except with the approval of the - ,{ Deleted: 1/17/2008
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Attome)_{‘Gexierai if the information indicates a threat of death or serious bodily harm to

-any person.

- “(B) The A;ttorhey Géneral shall ésses_s corni)ﬁancc with the req;uireme'r‘its of
subparagraph (A).”. ‘ S

(c) Cotforming Amendments.—The Foreign Intelligence Surveillance Act of 1978.(50 .

U.S.C. 1801 et seq.) is amended-— ) ,
. €1) in section 304(a)(4), as.r¢designatéd by subsection (b) of this section, by
sg'ildng “303(a)(7)(E)” and inserti;_ng “303(a}(6)(E)";and - <

- (2) in section 3 05(k)(2_); by striking “363 (a)(7)” and insérting “303(2)(6)”.

SEC.'108. AMENDMENTS FOR EMERGENCY PEN .

. REGISTERS AND TRAP AND TRACE DEVICES.

Sectién 403 of the Foreign Intelligence Sturveillance Act of 1978‘(50 U.S.C..1843)is
amended— o ' . S '

(1) in subsection (a)(2), by striking, “.4é houss” .émd inserting “168 hours”; and
(2) in subsection ()(1)(C); by striking “43 hours” and inserting “168 hours™.

SEC. 109. FOREIGN INTELLIGENCE SURVEILLANCE

- COURT.

(a) Designation of Judges.—Subsection (a) of section 103 of the Foreign Intéll’igence

_ Suryeillance Act.of 1978-(50-U.S.C.-1803) is-ameénded by inserting “at léast” before

N
—

R8N

W W WW LN N :
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“seven of the United States judicial circuits™.
‘(b) En Banc Authority.— .- T :

HIN GENERAL.—Subsection (a) of section 103 of the Foreign Intelligence .
Surveillarice Act of 1978;.as aménded by subsection-(a) of this section, is further
amended— o ) |

(A) by inserting 41y after “(a)”; and
(B) by adding at the end the following new paragraph:
“(2)(A) The court established undér this subsection may, on its own initiative, or upon

‘the request of the Government in any proceeding or a party under section 501(f) or

paragraph (4) or (5) of section 703(h), hotld a hearing or rehearing, en banc, when ordered

by a majority of the judges that constitute such court upon a deteimination that—

“(i) en banc consideration is necessary to secure or maintain uniformity of the .
- court’s decisions; or : . -
- “(ii) the proceeding involves a question of exceptional importance.

“(B) Any authority granted by this Act to a judge of the court established under this
subsection may be exercised by the court en banc. When exercising such authority, the

. court en bang shall comply with any requirements of this Act on the exércise of such

authority. :

| 5/15/2008 . i
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“(C) For purposcs of this paragraph, thie court en banc shall consist of all Judges who
constitute the court established under this subscctlon. '

) CONFORMING AMENDMEN‘[S —The Forelgn Intelligence Survelllance Actof
- 1978is further amended—

1

2

3

4
5 L. (A)in subsection (a) of section 103 as a.mended by. this. subsectlon, by

6 - inserting “(except when sxmng en banc under paragraph (2))” after “no )udge

7 des1gnated under this subsection”; and = - .
8

.- (B)m section 302(c) (o U. S.C. l822(c)), by msermng “(except when sitting
9 en banc)” after “except that no judge”.

) 10 () Stay or Modlﬁcanon ‘During an Appeal—Section: 103 of the Foreign Intelhgence
' Survelllance Act of 1978 (50 U. S.C. 1803) is amendéd— -

12 (1) by redcsxgnatmg subsecnon (f) as subsection (g); and .
‘13 o (2) by ingerting after subsection (e) the following new subsectlon

c14 “(f)(l) A judge of the court established under subsection (a), the court established

. 15 . under subsection (b) or a judge of that court, or the Supréme Court of the United States or
.16 a justice of that court,-may, in accordance with the rules of their respective courts, enter a
-17  stay of an order or an order modifying an order of the court established under sibsection
18 - (a) or'the court established under subsection (b) entered under any title of this Act, while
19 the court established under subsection () conducts a rehearing, while an appeal-is

20 pending to the court established under subsection (b), or while a petition of certiorari is
: 21  pendingin the Supreme Couzt of the Umted States, or durmg the pendency of any rev:ew )
femai - 22 by that court.. - e .

23 “(2) The authority descnbed in paragraph ( 1) shall apply to an order entered under any
g 24 ‘provision of this Act.”

- SEC. 110. TECHNICAL AND CONFORM]NG
26 AMENDMENTS -

27 - Sectlon 103(e) of the Foreign Intelhgence Surveillance Act of 1978 (50 U.s.C.
28  1803(e)) is amended— -

29 (1) in paragraph (1), by stnkmg “lOSB(h) or 501(0(1)” and msemng “SOI(D(I)

30- . or 703™; and
31 @) in paragraph (2), by stnkmg “lOSB(h) or 501(f)(1)” and msertmg “501(0(1) -
32 or 7037,

- 33 TITLE II—PROTECTIONS FOR: ELECTRONIC
3¢ COMMUNICATION SERVICE PROVIDERS

35 SEC. 201. DEFINITIONS
. 36_ In this title:

{ Deleted: 11712008

37 (1)ASSISTANCE—The term “assistance” means the provision of, orthe provision e
' - ., { Deleted: 1/16/2008 -
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" ofaccess to, information (including communication contents, communicatiofs.
Tecords, or other information, relating to & custemer or communication), facﬂmes, or
another form of assmtance

) CONTENTS. ——-The term “contents” has the meaning glven that term in section
101(n) of the Foreign’ Intelhgence Survelllance Act of 1978 (50 U S.C. 1801(n)).

(3) COVERED CIVIL ACTION.—The term “covered clvxl acuo means a civil action
filedin a. Federal or State court that—

(A) a.lleges thatan electronic communication service pr0v1der furmshed
‘ assmtance to.an element of the mtelhgence community; and -

(B) seeks monetary or other relief from the electromc commumcatxon service
provtder related to the prov1s1on of such ass1stanee : -

@ ELECTRONIC COMMUNICATION SERVICE PROVIDER.—-The term “electromc
. communjcation service provider” means— -

(A) a telecommunications carrier, as that term lS deﬂned in sectlon 3of the
Cemmumcauons Actof 1934 (47U, s.C. 153), .

(B)a provxder of an electronic commumcauon service, as that term is
deﬁned in section 2510 of title 18, Umted States Code :

. (C) a provider ofa remote compunng servxce, that term xs deﬁned m
T : sectlon 2711 oftitle 18, United Statcs Code; . .

(D) any other communication service prowder who has access to wire.or
«lectronic communications either as such commumcatlons are transmitted or as -
such commumcatxons are stored,

{B)a parent, subsidiary, afﬁhate successor, or assignee of an entlty
described jn subparagraph (A), (B), (C), or D); or .

. (F) an officer, employee, or agent of an entity descnbed n subparagraph (A),
®B), (C), (D), or (B).

" (5) ELEMENT OF THE INTELLIGENCE COMMUNITY ——The term “element of the
intelligence community” means an element of the intelligence community specified
in or designated under section 3(4) of the National Security Act of 1947 (50 U.S.C.
4013(4))

. SEC. 202. LIMITATIONS ON CIVIL ACTIONS FOR
ELECTRONIC COMMUNICATION SERVICE
PROVIDERS.

(a) Lxmltatxons —

(O IN GENERAL. —Not\mthstandmg any other provision of law, a covered cml
action shall not lie or be maintained in a Federal or State court, and shall be

promptly dismissed, if the Attorney General eemﬂes to the court that—
' ; {[Deteted: 11712008
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15 -

16

" 17
18
19
20

21

)

23

2 -

25

26

27
28
29
" 30
31
.32

33

34
35

36

37
38 .

‘communication SCI'V!CC pl’OVldCl‘ was——

(i) in corinection with an mtelllgence actwlty mvolvmg commumcatxons .
that WaS— " .

() authonzed by the President durmg the period beginning on -
September 11, 2001, and ending on January 17, 2007; and

amn desxgned to detect or prevent a terrorist aftack, or activities in
preparanon for a terrorist attack, agamst the United States; and -

(u) descnbedm a written request or directive ﬁ'om the Attorney General
- or the head of an element of the infelligence community (or the deputy of
such person) to the electronic commuriication service prov1der indicating
_ that the actmty wag— .

O authorized by the’ Presxdent and )
(II) determined to be lawfil; or ‘ .- )

~ (B) the electronic commumcatlon service pr0v1der did not providethe - = -
alleged assnstance S :

{2) REVIEW. —A certification made pursuant to paragraph (1) shall be subject to
rewew bya court for abuse of discretion.

(b).Review of Cemﬁcatlons ~—If the Attorney General ﬁles a declarauon under section”

-1746 of title 28, United States Code, that disclosure of a certification made pursuant to
subsection (a) would harm; the national security of the United States, the court shall-—

(l)femew—suchcemﬁcatxon in camera and ex parte; and

(2) limit any public disclosure concermng such cemﬁcatlon mcludmg any publlc
order following such an ex parte review, to a statément that the conditions of
subsection (a) have been met, without disclosing the subparagraph of subsection
(a)(1) that is the basis for the-certification. -

(c) Nondelegation.~—The authority and duties of the Attomey General under tlus

_section'shall be performed by the Attorney General (or Acting Attorney General) or a
designee in a position riot lower than the Deputy Attorney General.

(d) Civil Actions in State Court.—A covered civil action that is brought in a State court
shall be deemed to arise under the Constitition and laws of the United States and shall be
removable under section 1441 of title 28, United-States Code. - . Sy

(e) Rule of Construction. —Nothing in this section may be construed to limit any
. otherwise available 1mmumty, privilege, or defense under any other provision of law.

(f) Effective Date and. Appllcatmn —This section shall apply to any covered civil - .
actlon that is pending on or filed after the date of enactment of this Act.

'SEC. 203. PROCEDURES FOR IMPLEMENTING
STATUTORY DEFENSES-UNDER THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978.

| sris512008
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. The Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq), as,

1
. 2" .amended by section 101, is furthier amended by adding after title VI the followingnew -
©3 0 titler T ' : C
"4 “TITLE VII—PROTECTION OF PERSONS ASSISTING
s THE GOVERNMENT = = : '

6 “SEC. 801. DEFINITIONS.

7 - '“II.I this title: _ S . '

8 A« ASSISTANCE—The term ‘assistance’ means the-provision of, or the provision . - '
9 of access to, information (including commugication contents, communications '

10 - records, or other information relating to a customer or communication), facilities, or
11 _-another form of assistance. _ ' o
12 “(2) ATTORNEY GENERAL.—The term ‘Attorney General’ hias the meaning give
13 . that term in section 101(g). S S R ‘
14 © “(3) CONTENTS.—The term ‘contents’ has the meaning given that term in section
15 101(n). g ' ) . L
16 © . “(4) ELECTRONIC COMMUNICATION SERVICE FROVIDER—The term ‘electronic
17 qommunication service provider’ means— .. . ’ )
18 o “(A)a telecommunications carrier, as that tern is defined in section 3 ofthe ’
19 : Communications Act of 1934 (47 U.S.C. 153); . '
o 20 “(B) a provider of electronic communication service, as that term. is defined -._..-.‘-__..._i_'__.__' U
21 . insection2510 of title 18, United States Code; T T '
2 “(C) a provider of a remote computing service, as that term is defined in
23 section 2711 of title 18; United-States Code;
* 24 .. ‘(D)any other communication service provider who has access to wire or
25 - - electronic communications either as such communications are transmitted or as
26 such communications are stored; ’ '
27 . “(E) a parent, subsidiary, a_fﬁliate, successor, or assignee of an entity
28 ' described in subparagraph (4), (B), (€), or (D); or
29 “(F) an officer, employee; or agent of an entity described in-subparagraph
30 © (&), (B), (C), (D), or (E). ' A R
31 “(5) ELEMENT OF THE INTELLIGENCE COMMUNITY.—The term ‘element of the
32 intelligence community’ means an element of the intelligence community as
33 specified or designated under section 3(4) of the National Security Act of 1947 50 .
34 - U.S.C. 401a(4)). : _ -
" 35 “(6) PERSON.—The term ‘person’ mean
36. . “(A) an-electronic communication service provider;"or _
.37 . “(B) a landlord, custodian, or other person who may be authorized or ,{ Deletad: 111772006
38 required to furnish assistance pursuant to— . /"/{ Deleted: 1/16/2008
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“(i) an-order of the court established under sectxon 103(a) dxrectmg such
assistance;

‘i) a cemﬁcatlon in writing under section 251 l(2)(a)(1i)(B) or 2709(b)
oftitle 18, Umted States Code; or -

- “Gi) a dlrecnvc under section 102(a)(4), lOSB(e), as in effect on the

day-before the date of the enactment of the FISA Amendments Act of -
S 20080r T03(h). ol .- peteted: 2007

“(7) STATE.—The term ‘Smte means any State, polmcal subdivision ofa State,
" the Commonwealth of Puerto RlCO the District of Columbla, and any terntory or
possession of' the-United Statés, and includes any officer, public utxhty commission;
or other body authorized to regulate an electronic communicatien service provider.

- “SEC. 802, PROCEDURES FQR IMPLEMENTING
STATUTORY DEFENSES.

“(a) Reqmrement for- Certlﬁcatlon.——-

“1) N Gsmm—Nomlmsmdmg any other prowsmn of law, no civil action '
. may lie or be maintained in'a Federal or State court against any person for providing
_ assistance to an elément of the intelligence community, and'shall be promptly
dlsmxssed xf the Attomey General certifiés to the court xhat—- .

“(a) any assistance by that person was. prowded pursuant to an order of the
court established under section 103(a) -directing such assxstance :

“(B) any assnstance by that persen-was-provided- pursuaut £0-a cemﬁcatlon in
writing under section 251 1(2)(a)(u)(B) or 2709(b) of title 18 United States '
- Code;

~YC) any assistance by that person was prov1ded pursuant to a directive under

sections 102(a)(4), 105B(e), as in effect on the day before the date.of the

enactment of the FISA Amendments Act of 2008, or 703(h) _d_lr_egt_u_lg §u_cj) _____ .- Deleted: 7
assistance; or :

" “(D) the person dld not provide the alleged assnstance

“(2) REVIEW.—A certification made pursuant to paragraph (1). shall be subject to -
review by a court for abuse of discretion.

“(b) Limitations on Disclosure.—If the. Attomey General files a declaration under .
section 1746 of title 28, United States Code, that disclosure of a certification made
pursuant to subsection (a) would harm the natlonal security of the Umted States, the court .
shall— -

“m reyiewsuch certification in camera and ex parte; and

“(2) limit any public disclosure concerning such certification, including any
public order following such an ex parte review, to a statement that the conditions of

subsection. (2) have been met, without disclosing the subparagraph of subsection -

(a)(1) that is the basis for the certificatior. ’ E I( Deleted: 1/17/2008°
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“(c) Removal. —A civil action agalnst a person for provxdmg assxstance to an element
of the mtelhgence community that is brought in a State court shall be deemed to arise
under the Constitution and laws of the United States and shall be removable under section
1441.of txtle 28, United States. Code. : coL

C«(d) Relanonshlp to Other Laws —Nothmg in'this section may be’ construed to limit’
any otherwise available unmnnlty, pnvxlege, or defense under any other provision ‘of law

. “(e) Applicability—This section shall apply toa ciyil actlon pendmg on or ﬁled after

| 'the date of enactment of the FISA Amendments Actof2008.”, . . _ - - | Deleted: 2007

“SEC. 204 PREEMPTION OF STATE
INVESTIGATIONS

Title VI of the Foreign Intelllgence Survexllance Act (50 U. S C.. 1801 et seq.); as
added by section 203 of this Act, is amended by addmg at the end the followmg new

. SBCthIl

“SEC. 803. PREEMPTION.

K “(a) In General —No State shall have authority to—

“(1) conduct an investigation into an electronic commumcauon service provnder ]
alleged assistance to an element of the mtelhgence commumty, )

“(2) require through regulation or any other means the disclosure of mformatlon 2
about an electronic communication service provider’s alleged assxstance toan
element of the 1ntelhgence community;

“(3) xmpose any administrative sanction on an electronic communlcanon service
provider for assistance to an element of the mtelhgence commumty; or

“(4) commencé or maintain a civil action or other proceedmg to enforce a
reqmrement that an electronic communication service provider disclose information
concerning alleged assistance to an element of the intelligence community.’

“(b) Suits by the United States—The United States may bring suit to enforce the
provisions of this section.

“(c) Jurisdiction.—The district courts of the United States shall have jurisdiction over
any, civil action brought by the United States to enforce the provisions of this section.

“(d) Application.—This section shall apply to any investigation, action, or proceedmg
that is pendlng on or ﬁled afier the date of enactment of the FISA Amendments Actof -

| 20087 i ‘ {oeleted 2007
SEC 205. TECHNICAL A.MENDMENTS ' B '

" The table of contents in the first section of the Foreign Intelligerice Surveillance Act: of
1978 (50 U.S.C. 1801 -¢t seq.), as amended by section 101(b), is further amended by
adding at the end the following:

“TITLE VIII———PROTECTION OF PERSONS ASSIST]NG (psiaei s

~—

{ Deleted: 1/16/2008
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" SEC.301. SEVERABILITY.

N 5 any provision of this Act, anyémcndment made by thiis Act, or the applibéﬁon -

". Senate Legislative Courise!

 Draft Copy of K:A200T\EAS\EAS07D88.XML

THE GOVERNMENT
- e 801 Definitions. N

»?Sec.802.§rmcdmes for implementing étatufo;'y defenses.
) “Se6.803.Preempﬁon."’. ' - A : '

TITLE II——OTHER PROVISIONS -

thereof to any person or circumstances is held invalid, the validity.of the remainder of the
- Act, any such'amendmeénts, and of the application of such provisions to other persons and
circumstances shall not be affected thereby. ' ' ;

SEC. 302. ERFECTIVE DATE; REPEAL; TRANSITION
PROCEDURES. . ST

@n General—Except as provided in subsection (c), the amendments made by this
-Act shall take.eﬁ'ecp on the date of the enactment of this Act.- o

(b) Repeal — . ' . I
()N GENERAL.——Except.aé provided in subsection (c), sections 105A, 1058, and
105C of the.Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1805a, 1805b,
and 1805c) are repealed. o o o

(2) TABLE OF CONTENTS.—The table of contents in the first section of the Foreign-

Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) is amended by .
striking the items relating to sections 105A, 105B; and 105C. '

(¢) Transitions Procedures.—

(1) PROTECTION FROM LIABILITY.—Notwithstanding subsection (b)(1), subsection
(1) of section 105B of the Foreign Intelligence Surveillance Act of 1978 shall remain
‘in effect with respect to any directives issued pursuant to such section 1058 for

_ information, facilities, or assistance provided during the period such directive was or

is in effect. : ' :

(2)_ ORDERS IN EFFECT.— ) . .

(A) ORDERS IN EFFECT ON DATE OF ENACTMENT.—Notwithstanding any other .
'pr_ovision' of this Act or of the Foreign Intelligence Surveillance Act of 1978—

(i) any order in effect on the date of enactment of this Act issued
. pursuant to the Foreign Intelligence Surveillance Act of 1978 or section
6(b) of the Protect America Act of 2007 (Public Law 110-55; 121 Stat.
556) shall remain in effect until the date of expiration of such order; and -

(i) at the request of the applicant, the court established under section

103(a) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. . : I{:Delehed: 111712008 )
1803(a)) shall reauthorize such order if the facts and circumstances S, { Deleted: 1/16/2008 - ]
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* continue to justify issuance of such order under the provisions of such Act,
as in efféct on the day before the date of the enactment of the Protect ’
America Act of 2007, except as amended by sections 102, 103, 104, 105,
106, 107, 108, and 109 of this Act: B :

VII of the Foreign Intelligence Survéillance.Act of 1978, as amended by
section 101 of this Act, in effect on December 31, 2013, shall continue in effect
- until the date of thie ‘expiration of such order. Any such order shall be governed
‘by the applicable-provisions.of the Foreign Intelligence Surveillance Actof -
1978, as s0 amended. S
" (3) AUTHORIZATIONS AND DIRECTIVES IN EFFECT.—

(A) AUTHORIZATIONS AND DIRECTIVES IN EFFECT ON DATE OF ENACTMENT.—
Notwithstanding any other provision of this Act or.of the Foreign Intelligence
Surveillance Act of 1978, any authorization or directive in effect on the date of
the enactmexit of this Act issued pursuant to. the Protect America Act of 2007,
or ariy amendment made by that Act, shall remain in effect until the date of -
‘expiration of such authorization or directive. Any such authorizationor
directive shall be governed by the applicable provisions of the Protect America. -

- Act of 2007 (121 Stat: 552), and the amendment made by that Act, and, except .-

as provided in paragraph (4) of this subsection, any acquisition pursuant to such -

authorization or directive shall be deemed not to constitute electronic

~_surveillance (as that term is defined in section 101(f) of the Foreign Intelligence .

Surveillance Act of 1978 (50 U.S.C. 1801(f)), as construed in accordance with
section 105A of the.Foreign Intelligence. Surveillance Act of 1978 (50 US.C. .
1805a)). . : '

(B) AUTHORIZATIONS AND DIRECTIVES IN EFFECT ON DECEMBER 31, 2013.—
Any authorization or directive issued under title VII of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101 of this Act, in effect on
December 31, 2013, shall continue in effect until the date of the expiration of
such authorization or difective. Any such authorization or directive shallbe” .
governed by the applicable provisions of the Foreign Intelligence Surveillance
|- Act of 1978; as so amended, and, except as.provided in section Jo7ofthe

Foreign Intelligence Surveillance Act of 1978, as so amended, any.acquisition
pursuant to such authorization or directive shalfl be deemed not to constitute
electronie surveillance (as that term is defined in section 101(f) of the Foreign
Intelligence Surveillance Act of 1978, to the extent that such section 101(f)-is
limited by section 701 of the Foreign Intelligence Surveillance Actof 1978, as
so amended).’ :

(4) USE OF INFORMATION ACQUIRED UNDER PROTECT AMERICA ACT—Information .
acquired from an acquisition conducted under the Protect America Act of 2007, and,
the amendments made by that Act, shall be deemed to be information acquired from

. an electronic surveillance pursuant to title I of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1801 et seq.) for purposes of section 106 of that Act (50 -
" U.S:C. 1806), except for purposes of subsection (j) of such section. ,

37
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.(B) ORDERS IN EFFECT ON DECEMBER 31, 2013.—Any order issued under title
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* (5) NEW ORPERS.—Notwithstanding any other provision of this Act or of the
. Foreign Intelligence Surveillance Actof 1978-— ) -
(A) the government may file an .applicaiio'n- for an order under the Foreign

Intelligence Surveillance Act
the enactment of the Protect America Act of 2007, except as amended by
sections- 102, 103, 104, 105, 106, 107, 108, and 109 of this Act; and

e (B) the court established under séction 103(2). of the Foreign Intelligence.

- Surveillance Act of 1978 shall enter an order granting such an application if the
- application meets the requirements of such Act, as in effect on the day before

the date of tlie enactment of the Protect Ametica Act of 2007, except as.
amended by sections 102, 103, 104, 105,106, 107; 108,.and 109 of this Act.

. (6 EXTANT AUTHORIZATIONS.—At the request of the-applicant, the court .
establishied under section 103(a) of the Foreign Intelligence Surveillance Act of
1978 ‘shiall extinguish.any extant authorization to conduct electronic surveillance or
physical search entered pursuant to such Act. ' © "

(7) APPLICABLE PROVISIONS.—Any surveiilanice conducted pursuant to an order
entered pursuant to this subsection shall be subject to the provisions of the Fereign
Intelligence Surveillance Act.of 1978, as in effect on the day before the date of'the

enactment of the Protect America Act of 2007, except as amended by sections 102, _

of 1978, as in effect on the day before the daté of

103, 104, 105, 106; 107, 108, and 109 of this Act.

(8) TRANSITION PROCB)URESCONCERNNGT!-@ TARGETING OF UNITED STATES
PERSONS QVERSEAS.—Any authorization in effect on the date of enactment of this
Act under section 2.5 of Executive Order 12333 to intentionally target'a United

"7 States‘person reasonably bélieved to-be loéat'ed'ou'tside ‘the United States shall
" remain in effect, and shall constitute a sufficient basis for conducting such an

_acquisition targeting a United States person located outside the Untied States until |

the earlier of—

9:27 AM-

(A) the date that authorization eXpi}es; or _
(B) the date that is 90 days after the date of the enactment of this Act.

[ peteted: 11772008 _
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‘Subject:

Start:
“End:

Reécurrence:

- Meeting. Status:

¢

AG's Office

Required Attendeés:

Updéted: Congr_essipnél Calls

Wed 1/23/2008 12:00 PM
Wed 1/23/2008 2:00 PM

(none) _
Accepted 2\

Gerry, Brett Benczkowska BnanA(OLA) Demers John; Eusenberg, John

" AQ: Brett Gerry . DOJ Brian Benczkowskl John Derers, John E:senberg

AG willcalk:

,12:00n Sen. Susan Collins POC: I?glly»__ o ’
" "42:15p Sen, Jim-Webb POC: Lisa “kSen, Webb will call)
12:30p Sen. Dan.Innouye POC: Jess;u:a#r _i(Tentative) .
. 2:00p Sen. Bill Nelson POC: Sara ]
- 2 15p Sen. Amy Klobuchar POC Bohnie {Sen. Klobuchar wﬂl call)
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'_ Be}h"a':nu, TSede’y- '

From: Starzak, Alissa (lntelligence)E‘_ , @ssci.sénate.gov]j L é
Sent: Thursday, January 24, 2008 4:09 PM o L
To: rDeme_r's, Johnjr ' 7 en Eow_ellil;:otepz_a, tho;: -

o _i Eisenberg, J n;}_

,Ce: "Healey, C {Intelligence); Davidson, M (Intelfigence)

" “Subject: FISA ' : -

b >

ijnch. Wlli'iarr! P . ‘ b e

Y

© . Another question for you. Senator Kennedy is plarining on proposing an amendment (a small piece of the
am@ehdmeht that was offered in December) that adds the. following to the 703(b) limitation in the biil:

- “(5) -shall not intentionally acquire any communication as.to which the sender and all intended
recipients are known at the time of the acquisition to'be located in the United States.”

Do you see ar{y_.o'pé_ratibnal concerns with this limitation?

e i pm s e .

'5/15/2008 . - , , )




Farris, Bette

" From: Bradbury, Steve
Sent: Mandav. January 28, 2008 5:13 PM _
To: =
Subject: " ERe: Testimony

Thx. You're correct. ghe's overreading.,

----- .QOriginal Message - . h:
- From: : % T \ (\°>(«3>,
‘To: Bf8dbury, Steve . '

Sent: Mon Jan 28 17:05:14 2008

Subject: Testimony

8he sent me the eéxcerpts. Tho cetainly could have been more clearly drafted, I told her
she was over-reading. The impasse in the senate is causing her to reach. )

o Y

e g AP

% o]
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From: Davidson, M (l'nte!ligen(;e{: @s;ci_;senété.gov]-\)“’(j o
Sent: - Thursday, January 31, 2008 4:02 PM : .
To: . Demers; John '

" Ce: . - 'Oljsen,.Matthew; Livingston, J (Intelligence); Healey, C Inte!ligence); Rice, K(lntelligenée); Starzak,.
' Alissa (Intelligence);r JEisenberg, John -~ - :

‘ Subject: RE: Challenges/Enforcement — Directives L Lé o
- Johh,- .
Are there circ'qmsténces in which the Goverriment may wish to have more time (tc')- negotiéte; await a"rul'in,g in
" another case, etc:), or even to effectuate a mutual accommodation with the carrier? Should we add, “or at the |

request of the Government” to prevent rigidity. in a circumstance in which that is not in. the Government’s
interest?- =~ - - S E ' ' Co -

Mike

‘From: Demers, John [mailto:: usdoj.gov]
. .Sent: Thursday, January 31, 2008 2:30P -

-::.—.:.-.-..:.i :,....I?,:.,D_thi_d_s.on' M_(Inte"igence) . ‘. N : ’ - . - Lo " TLLITIUI _"f_'.....,____..:- -
' " Cc: Olsen, Matthew; L'iVingston, J (Intelligence); Healey, C (Intelligence); Rice, K (Intelligence); Starzak, Alissa
“(Intelligence); ) ' _ _ _i Eisénberg, John R : ' : -
Subject: RE: Challenges/Enfofcement — Directives . - .

Mike,

Thanks. It would-be 4 real ‘help to have this provision in there. 1 do think that 30 days would be more than
enough time to see a challenge through. The pressure is on us after all to get the breifing done. As for the
escape hatch language, Congress has placed such limitations on courts in the past (like AEDPA), and. courts
assume that they can extend the time if Due Process requires. So-why not track that concept directly rather than
~-using the more ambiguous "informed and fair decision"? - So'it would say something like, "unless the judge, by
order for the reasons stated, extends that time as necessary to comport with the Due Prdcess Clause of the Fifth
Amendment to the Constitution." : o : o

Thanks, -
- John -
From: Dév;'dson, M (Intelligence)&LnailtO" .@ssci.senate-.govy % .

Sent: Thursday, January 31, 2008 12:37 PM
To: Demers, John : : . ‘
Cc: Olsen, Matthew; Livingston, ] J (Intelligence); Healey, C (Intelligence); Rice, K (Intelligence); Starzak, Alissa
.- (Intelligence); _J ) T : -
- Subject: Fw: Challenges/Enforcement -- Directives

John:
‘We've been wdrki_ng with Jack and Kathleen to try to resolve various amendments, ]

" One of those is an amendment that Senator Bond filed last Fridéy, Senate Amendmént (SA) 3941, on expedited
review of challenges to directives. It would take the PAA_provi_sion on the disposition of frivolous challenges,

‘ T
5/15/2008

" Page 1 of4 -

."b:éﬁ'f

bb




Péfge 20f4

-and the further time limit on the ;:Onsidel"aﬁc)n» of challenges.on the mg_ﬁts,"and insert it into the paragraph in

. . the pending bill on challenges.

- inour. conv'ei'satipnsihére, one thing we have discussed, apart from-anything on frivolous challenges {and a word

in a moment about the use of the term frivolous), that there is o reason to have a disparity between the

- challenge paragraph and the enforcement paragraph on time-rules for the plenary consideration of petitions.

' ( Of course, there is no reason 'tQ have a provision on frivolous government enforcement petitions, which-would
never happen, right?) o : . S .

Jack and Kathleen are riow Iodking at the attached draft which {'ve pfepafed with- Alissa. The thinking behind
the draft is described in my e-mail below-to Jack and Kathleen. Even while it is being reviewed here, we'd like to

.. askforyourthoughts.

. ‘Oi'ne question that wé’\(g received from other colleagues has.been a_bo_uf the use of the word frivolous, such as
. what does it really mean. That leads to a thought, not included in the attached but one that we'd like to-
cbns{ide‘r,, to import all or part of the Rule 11 sténdard, one that the district judges who comprise:the FISC have

-eéxperience in applying, as follows:

- “ (D) PROCEDURES FOR INITIAL REVIEW. — The judge shall conduct an initial review within 5-days after . -
_being assigned the petition. If the judge determines that the petition consists of claims, defenses, or

- other legal contentions that are not warranted by existing law or by :a nonfrivolous argument for '
extending, modifying, or reversing existing law or for establishing new law, the judge shall'immediately

. deny the petition and affirm the directive or-any part-of-the directive that is the subject of the petition -

.~ -and order the recipient to comply with the directive or any part of it. Upon making the determination or

- promptly thereafter, the judge shall provide a written statement for the recotd of the reasons fora = -

determination under this paragraph:

~ * (E) PROCEDURES FOR PLENARY REVIEW. — If the judge determines that the petition does not meet:

- the standard in paragraph (D) and instead warrants-plenary review, the judge shall affirm, modify, or set

. aside the directive within 45 days of being assigned the petition, unless the judge, by order for reasons

 stated, extends that time if necessary to render an informed and fair decision. Unless the judge sets aside
* the directive, the judge shall immediately affirm or affirm with modifications the directive, and order the
recipient to comply with the directive in its entirety or as modified, The judge shall provide a written

-statement for the records of the reasons for a determination under this paragraph.

Sb, please take a look at the attached, as well as the alternative paragraphs above, and let us know. This
is something that we’re trying to resolve in the next couple of hours. Much appreciated as always.

Mike

From: Davidson, M (Intelligence)

- Sént: Thursday, January 31, 2008 10:49 AM

. To: Livingston, J (Intelfigence); Rice, K (Intelfigence)
Cc: Healey, C (Intelligence); Starzak, Alissa (Intelligence)
Subject: Challenges/Enforcement - Directives

_Jack and Kathleen,

lal A ol o X Vo Xat
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‘Here is proposed langilage, In addition to timing matters; there are a cbuple of small changes to make consistent
.. the provisions governing challenges and enforcement. For example in the challenge paragraph there had been
specific reference to the modification of directives, but not.in the enforcement paragraph. It should be in both.. In
: the enforcement paragraph, there is specific reference to reviewing for compliance with paragraph (1) as well as

) -section 703 as a whole; that’s not in the challenge paragraph. The specific reference to.paragraph (1).is

. 'superﬂuous because it is subsumed in the general requirement of meeting the requirements of the section.
) On the-mam matter -

"I took home last nlght the FISC r‘ules, marked draft but nonetheless public,
released in October, on. the rules for PAA dlrectlve challenge cases.

The FISC obkusly was troubled by the rlgldlty of the PAA provision r'equ1r'1ng a-
decision-at a fixed time. Its draft rules have .an escape "“The 72 hour period may
be extended if necessary to provide due process of— law or otherw1se comport w1th
_the Constitution of the Unlted States.". :

'In other‘ words, Congness should not be instructing an Article III Court to act so
quickly that it can't provide due process. Rather than bringing the Constitution

*.into this, the proposal below 51mp1y provldes that that the judge may provide- For

-additional time for the plenary decision-(not the is-it-frivolous one) if by order,
with reasons ‘stated, the judge determines that additional tlme 1s needed for an
~informed and falr dec151on

-'In draftlng thlS, T also thlnk we need. ‘to be practical about the time needed to
receive briefs, hold a hearing, and render ‘a decision on the plenary issue, which
could involve both significant statutory and constltutlonal issues. The proposal
below is for 45 days. : :

Let’s discuss.

Mike

(4) CHALLENGING OF DIRECTIVES

(C) STANDARDS FOR REVIEW:-- A judgé considering 2 petition to modify or set aside a directive
may grant such petition only if the Judge ﬁnds that the d1rect1ve does not meet the requzrements of this
-section, Or is otherw1se unlawful

(D) PROCEDURES FOR INITIAL REV[EW The Judge shall conduct an initial review within 5
. days after being assigned the petition. If the judge détermines that the petition is frivolous, the judge
. shall immediately deny the petition and affirm the directive or any pait of the directive that is the subject
of the petition and order the recipient to comply with the directive or any part of it. Upon making the
determination or promptly thereafter, the judge shall provide a written statement for the record of the
reasons for a determination under thls paragraph

(E) PROCEDURES FOR PLENARY REVIEW. — If the judge determines that the petition is not
frivolous, the judge shall affirm, modify, or set aside the directive within 45 days of being assigned the
petition, unless the judge, by order for reasons stated, extends that time if necessary to render an
informed and fair decision. Unless the judge sets aside the directive, the judge shall immediately affirm
or affirm with modifications the directive,-and order the recipient to comply with the directive in its
entirety or as modified. The judge shall provide a written statement for the records of the reasons fora

S/18/20NR
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lawful.

.determination under this paragraph.

' (5) ENFORCEMENT OF DIRECTIVES

() STANDABDS FOR REVIEW. - A judge cbnéideﬁng-a petiﬁon shall issue an order requiring the’

~ electronic communication sefvice provider to comply with the directive orany part of it, as issued or as

modified, if the judge finds that the directive meets the requirements of this section, and is otherwise

(D) PROCEDURES FOR REVIEW. — The judge shall render a determination within 45 days of .

- béing assigned the petition, unless the judge, by order for reasons stated, extends ‘that time if necessary
. ‘to render an informed and fair decision.” The judge shall provide a written statement for the record of the’

reasons for a determination under this paragraph.
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