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matching of passenger information
against terrorist watch lists to
identify persons who should
undergo additional security
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testimony covers TSA’s progress
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stakeholders critical to program
operations; (3) addressing key
factors that will impact system
effectiveness; and (4) minimizing
impacts on passenger privacy and
protecting passenger rights. This
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TSA to take several actions to
manage risks associated with
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including finalizing system
requirements and test plans,
privacy and redress requirements,
and program cost estimates; and
establishing plans to obtain data
needed to operate the system. DHS
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AVIATION SECURITY

Significant Management Challenges May
Adversely Affect Implementation of the
Transportation Security Administration's
Secure Flight Program

What GAO Found

TSA has made some progress in developing and testing the Secure Flight
program. However, TSA has not followed a disciplined life cycle approach to
manage systems developraent, or fully defined system requirements. Rather,
TSA has followed a rapid development method intended to develop the
program quickly. This process has been ad hoc, resulting in project activities
being conducted out of sequence, requirements not being fully defined, and
documentation containing contradictory information or omissions. Further,
while TSA has taken steps to implement an information security
management program for protecting information and assets, its efforts are
incomplete. Finally, TSA is proceeding to develop Secure Flight without a
program management plan containing program schedule and cost estimates.
Oversight reviews of the program have also raised questions about program
management. Without following a more rigorous and disciplined life cycle
process, including defining system requirements, the Secure Flight program
is at serious risk of not meeting program goals.

Over the past year, TSA has made some progress in managing risks
associated with developing Secure Flight, and has recently taken actions that
recognize the need to instill more rigor and discipline into the development
process. TSA has also taken steps to collaborate with Secure Flight
stakeholders whose participation is essential to ensuring that passenger and
terrorist watch list data are collected and transmitted to support Secure
Flight. However, key program stakeholders—including the U.8. Customs and
Border Protection, the Terrorist Screening Cenier, and air carriers—stated
that they need more definitive information about system requirements from
TSA to plan for their support of the program.

In addition, several activities that will affect Secure Flight's effectiveness are
under way, or have not yet been decided. For example, TSA conducted
name-matching tests, which compared passenger and terrorist screening
database daia, to evaluate the ability of the system to function. However,
TSA has not yet made key policy decisions which could significantly impact
program operations, including what passenger data it will require air carriers
to provide and the name-matching technologies it will use.

Further, Secure Flight's system development documentation does not fully
explain how passenger privacy protections are to be met, and TSA has not
issued the privacy notices that describe how it will protect passenger data
once Secure Flight becomes operational. As a result, it is not possible to
assess how TSA is addressing privacy concemns. TSA is also determining
how it will provide for redress, as mandated by Congress, to provide aviation
passengers with a process to appeal determinations made by the program
and correct exrroneous information contained within the prescreening
process. However, TSA has not finalized its redress polices.
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Mr. Chairman and Members of the Committee:

Thank you for inviting me to participate in today’s hearing on the
Transpeortation Security Administration's (TSA) Secure Flight program.
The purpose of Secure Flight is to enable our government to protect the
public and strengthen aviation security by identifying and scrutinizing
individuals suspected of having ties to terrorism, or who may otherwise
pose a threat to aviation, in order to prevent them from boarding
commercial aircraft in the United States, if warranted, or by subjecting
them to additional security scrutiny prior to boarding an aircraft. The
program also aims to reduce the number of individuals unnecessarily
selected for secondary screening while protecting passengers’ privacy and
civil liberties. My testimony today presents information on the progress
TSA has made and the challenges it faces in (1)} developing, managing, and
overseeing the Secure Flight program; (2) coordinating with federal and
private sector stakeholders who will play critical roles in Secure Flight
operations; (3) addressing key factors that will impact system
effectiveness; and (4) minimizing program impacts on passenger privacy
and protecting passenger rights.

My testimony is based on our past reviews of the Secure Flight program,
and on preliminary results from our ongoing review of 10 issues related to
the development and immplementation of Secure Flight, as mandated by
Public Law 109-90, and as requested by eight congressional committees.'
{See app. 1 for a description of the 10 issues.) My testimony today updates
information presented in our March 2005 report on the status of Secure
Flight's development and implementation,’ including 9 of the 10 areas of

'Section 518 of the Department of Homeland Security Appropriations Act, 2006 (Pub. L, No,
109-90) requires GAO to report to the Committees on Appropriations of the Senate and
House of Representatives on the 10 issues listed in § 522(a) the Department of Homeland
Security Appropriations Act, 2005 (Pub. L. No. 108-334), not later than 90 days after the
Secretary of the Department of Homeland Security certifies to the above-named
committees that Secure Flight has satisfied the 10 issues. These 10 issues relate to system
development and implementation, effectiveness, program management and oversight, and
privacy and redress. We are alse conducting our ongoing review in response to requests
from the United States Senate: the Commitiee on Commerce, Science, and Transportation,
and its Subcommittee on Aviation; Commitiee on Appropriations, Subcommittee on
Homeland Security; Committee on Homeland Security and Governmental Affairs;
Commitiee on Judiciary; also the House of Representatives: Committee on Transportation
and Infrastructure, Committee on Homeland Security; and the Chairman of the Commiittee
on Government Reform.

*GAD, Aviation Security: Secure Flight Development and Testing Under Way, but Risks
Should Be Managed as System Is Further Developed, GAU-05356 (Washington, D.C.:
March 2005).
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congressional interest.” In March 2005, we reported that TSA had made
progress in developing and testing Secure Flight, but had not completed
key system testing, had not finalized system requirements or determined
how certain aspects of the program would operate (such as the basis cn
which passengers would be selected for preflight scrutiny), and had not
clearly defined the privacy impacts of the program. At the time, we
recommended that TSA take several actions to manage the risks
associated with developing and implementing Secure Flight, including
finalizing system requirements and test plans, privacy and redress
requirements, and program cost estimates.

Today, I present information that suggests that, 3 years after TSA began
developing a program to provide passenger prescreening, significant
challenges remain in developing and implementing the Secure Flight
program. The results [ am presenting are based on our review of available
documentation on Secure Flight's systems development and oversight,
policies governing program operations, and our past reports on the
program, and interviews with Department of Homeland Security (DHS)
officials, TSA program officials and their contractors, and other federal
officials who are key stakeholders in the Secure Flight program. We
reviewed TSA’s System Development Life Cycle Guidance for developing
information technology systems, and other federal reports describing best
practices in developing and acquiring these systems. We also reviewed
draft TSA documents containing information on the development and
testing of Secure Flight, including concept of operations, requirements,
test plans, and test results. My testimony is based on TSA documents
received, but does not necessarily reflect all documentation that was only
recently made available. In addition to the TSA documents we have
reviewed, we also reviewed reports from the U.S. Department of Justice
Office of the Inspector General (DOJ-01G), which reviewed the Secure
Flight program, and reports from two oversight groups that provided
advisory recommendations for Secure Flight: DHS’s Privacy and Data
Integrity Advisory Committee and TSA's Aviation Security Advisory
Cormmittee Secure Flight Working Group. We interviewed senior-level TSA
officials, including representatives from the Office of Transportation
Threat Analysis and Credentialing, which is responsible for Secure Flight,
and the Office of Transportation Security Redress (OTSR), to obtain

*“This statement does not provide information on the area of congressional interest related
{o modifications with respect to intrastate travel to accominodate states with unique air
transportation needs because data were not yet available to us on the effect of these
madifications on air carriers.
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Summary

information on Secure Flight’s planning, development, testing, and policy
decisions. We also interviewed representatives from the U.S, Customs and
Border Protection (CBP) and Terrorist Screening Center (TSCY to obtain
information about stakeholder coordination. We also interviewed officials
from an air carrier and representatives from aviation trade organizations
regarding issues related to Secure Flight's development and
implementation. In addition, we attended conferences on name-matching
technologies sponsored by MITRE (a federally funded research and
development corporation} and the Office of the Director of National
Intelligence. Qur work was conducted from April 2005 to February 2006 in
accordance with generally accepted government auditing standards.

In developing and managing the Secure Flight program, TSA has not
conducted critical activities in accordance with best practices for large-
scale information technclogy programs. Specifically, TSA has not followed
a disciplined life cycle approach in developing Secure Flight, in which all
phases of the project are defined by a series of orderly phases and the
development of related documentation. Program officials stated that they
have instead used a rapid development method that was intended to
enable them to develop the program more quickly. However, as a result of
this approach, the development process has been ad hoc, with project
activities conducted out of sequence. For example, program officials
declared the design phase complete before requirements for designing
Secure Flight had been detailed. Our evaluations of major federal
information technology prograras, and research by others, has shown that
following a disciplined life cycle management process decreases the risks
associated with acquiring systems. As part of the life cycle process, TSA
must define and document Secure Flight's requirements—including how
Secure Flight is to function and perform, the data needed for the system to
function, how various systems interconnect, and how system security is
achieved. We found that Secure Flight's requirements documentation
contained contradictory and missing information. TSA officials have
acknowledged that they have not followed a disciplined life cycle
approach in developing Secure Flight, and stated that they are currently
rebaselining the program to follow their standard Systems Development

TSC was established in accordance with Homeland Security Presidential Directive-6 to
consolidate the government's approach to terrorism screening, including the use of
terrorist information for screening purposes. TSC is an interagency effort involving DHS,
Department of Justice, Department of State, and intelligence community representatives
and is administered by the Federa! Bureau of Investigation.
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Life cycle process, including defining system requirements. We also found
that while TSA has taken steps to implement an information security
management program for protecting Secure Flight information and assets,
its efforts are incomplete, based on federal standards and industry best
practices. Without a completed syster security program, Secure Flight
may not be adequately protected against unauthorized access and use or
disruption, once the program becomes operational. Finally, TSA is
proceeding with Secure Flight development without an effective program
management plan that contains current program schedules and cost
estimates. TSA officials stated they have not maintained an updated
schedule in part because the agency has not yet promulgated a necessary
regulation requiring commercial air carriers to submit certain passenger
data needed to operate Secure Flight, and air carrier responses to this
regulation can impact when Secure Flight will be operational and at what
cost. While we recognize that program unknowns introduce uncertainty
into the program-planning process, uncertainty is a practical reality in
planning all programs and is not a reason for not developing plans,
including cost and schedule estimates that reflect known and unknown
aspects of the program. Further, several oversight reviews of the program
have been conducted and raise questions about program management,
including the lack of fully defined requirements. TSA has recently taken
actions that recognize the need to instiil more rigor and discipline into the
development and management of Secure Flight, including hiring a program
manager with information systems program management credentials, and
more completely defining system requirements and a program
management plan, including the development of schedules and cost
estimates.

TSA has taken steps to collaborate with Secure Flight stakeholders whose
participation is essential to ensuring that passenger and terrorist watch list
data are collected and transmitted for Secure Flight operations, but
additional information and testing are needed to enable stakeholders to
provide the necessary support for the program. TSA has, for example,
drafted policy and technical guidance to help inform air carriers of their
Secure Flight responsibilities, and has begun receiving feedback from the
air carriers on this information. TSA is also in the early stages of
coordinating with U.S. Customs and Berder Protection and the federal
Terrorist Screening Center on broader issues of integration and
interoperability related to other people-screening programs used by the
govermment to combat terrorism. In addition, TSA has conducted
preliminary network connectivity testing between TSA and federal
stakeholders to determine, for example, how information will be
transmitted from CBP to TSA and back. However, these tests used only
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dummy data, and were conducted in a controlled environment, rather than
in a real-world operational environment. According to CBP, without real
data, it is not possible to conduct stress testing to determine if the system
can handle the volume of data traffic that will be required by Secure
Flight. TSA acknowledged it has not determined what the real data volume
requirements will be, and cannot do so until the regulation for air carriers
has been issued and their data management role has been finalized. All key
program stakeholders also stated that additional information is needed
before they can finalize their plans to support Secure Flight operations. A
TSC official stated, for example, that until TSA provides estimates of the
volume of potential name matches that TSC will be required to screen,
TSC cannot make decisions about required resources. Also, ongoing
coordination of prescreening and name-matching initiatives with CBP and
TSC can impact how Secure Flight is implemented.

In addition to collaborating with stakeholders, TSA has, over the past

11 months, made some progress in evaluating factors that could influence
system effectiveness. However, several activities are under way, or are to
be decided, that will also affect Secure Flight's effectiveness, including
operational testing to provide information about Secure Flight's ability to
function. TSA has been testing name-matching technologies to determine
what type of passenger data will be needed to match against terrorist
watch list data. These tests have been conducted thus far in a controlled,
rather than real-world environment, using historical data, but additicnal
testing is needed to learn more about how these technologies will perform
in an operational environment. In addition, due to program delays, TSA
has not yet conducted comprehensive end-to-end testing to verify that the
entire system functions as intended, although it had planned to do s0 last
summer. TSA also has not yet conducted stress testing to determine how
the system will handle peak data volumes. In addition, TSA has not made
key policy decisions for determining the passenger information that air
carriers will be required to collect, the name-matching technologies that
will be used to vet passenger names against terrorist watch list data; and
thresholds that will be set to determine the relative volume of passengers
who are to be identified as potential matches against the database, TSA
plans to finalize decisions on these factors as system development
progresses. However, until these decisions are made, data requirements
will remain unsettled and key stakeholders—in particular, air carriers—
will not have the information they need to assess and plan for needed
changes to their systems to interface with Secure Flight. On the issue of
data quality and accuracy, while the completeness and accuracy of data
contained in the government’s terrorist screening database can never be
certain—given the varying quality of intelligence information gathered,
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and changes in this information over time—TSC has established some
processes to help ensure the quality of these data. However, in a review of
the TSC’s role in Secure Flight, the Department of Justice Office of
Inspector General found that TSC could not ensure that the information
contained in its databases was complete or accurate. According to a TSC
official, TSA and TSC plan to enter into a letter of agreement that will
describe the data elements from the terrorist-screening database, among
other things, to be used for Secure Flight. To address accuracy, TSA and
TSC plan to work together to identify false positives—passengers
inappropriately matched against data contained in the terrorist-screening
database—by using inteiligence analysts to monitor the accuracy of data
matches. An additional factor that could impact the effectiveness of
Secure Flight in identifying known or suspected terrorists is the system’s
inability to identify passengers who assume the identity of another
individual by committing identity theft, or who use false identifying
information. Secure Flight is neither intended to nor designed to address
these vulnerabilities.

Because Secure Flight's system development documentation does not fully
address how passenget privacy protections are to be met, it is not possible
to assess potential system impacts on individual privacy protections. The
Privacy Act and the Fair Information Practices—a set of internationally
recognized privacy principles that undetlie the Privacy Act—limit the
collection, use, and disclosure of personal information by federal agencies.
TSA officials have stated that they are committed to meeting the
requirements of the Privacy Act and the Fair Information Practices
However, it is not yet evident how this will be accorplished because TSA
has not decided what passenger data elements it plans to collect, or how
such data wiil be provided by stakeholders. Further, TSA is in the process
of developing but has not issued the systems of records notice, which is
required by the Privacy Act, or the privacy impact assessment, which is
required by the E-Government Act, that would describe how TSA will
protect passenger data once Secure Flight becomes operational.
Moreover, privacy requirements were not incorporated into the Secure
Flight system development process in a manner that would explain
whether personal information will be collected and maintained in the
system in a manner that complies with privacy and security requirerments.
In our review of Secure Flight's system requirements, we found that
privacy concerns were broadly defined in functional requirements
documentation, which states that the Privacy Act must be considered in
developing the system. However, these broad functional requirements
have not been translated into specific system requirements. TSA officials
stated that they are completing work on integrating privacy and
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requirements into the Secure Flight system as the program is being
developed, and that new privacy notices will be issued in conjunction with
a forthcoming regulation prior to proceeding with the system's initial
operating capability. Until TSA finalizes these requirements and notices,
however, privacy protections and impacts cannot be assessed. TSA is also
determining how it will meet a congressional mandate that the Secure
Flight program include a process whereby aviation passengers determined
to pose a threat to aviation security may appeal that determination and
correct erroneous information contained within the prescreening system.
According to TSA officials, no final decisions have been made regarding
how TSA will address the redress requirements, but information on the
process will be contained within the privacy notices released in
conjunction with the forthcoming regulation.

Background

TSA is responsible for securing all modes of transportation while
facilitating commerce and the freedom of movement for the traveling
public. Passenger prescreening is one program among many that TSA uses
to secure the domestic aviation sector. The process of prescreening
passengers—that is, determining whether airline passengers might pose a
security risk before they reach the passenger-screening checkpoint—is
used to focus security efforts on those passengers that represent the
greatest potential threat. Cutrently, U.S. air earriers conduct passenger
prescreening by comparing passenger names against government-supplied
terrorist watch lists and applying the Computer-Assisted Passenger
Prescreening System rules, known as CAPPS rules.®

Development of Legacy
Passenger Prescreening
Systems

Following the events of September 11, and in accordance with the
requirement set forth in the Aviation and Transportation Security Act that
a computer-assisted passenger prescreening system be used to evaluate all
passengers before they board an aircraft,’ TSA established the Office of
National Risk Assessment to develop and maintain a capability to
prescreen passengers in an effort to protect U.S. transportation systems
and the public against potential terrorists. In March 2003, this office began
developing the second-generation computer-assisted passenger

*CAPPS rules are characteristics that are used to select passengers who require additional
security scrutiny. CAPPS rules are Sensitive Security Information.

®Aviation and Transportation Security Act, Pub. L. No. 107-71, § 136, 115 Stat. 597, 637
(2001).
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prescreening system, known as CAPPS [, to provide improvements over
the current prescreening process, and te screen all passengers flying into,
out of, and within the United States.

Based in part on concerns about privacy and other issues expressed by us
and others, DHS canceled the development of CAPPS II in August 2004
and shortly thereafter announced that it planned to develop a new
passenger prescreening program called Secure Flight. In contrast to
CAPPS II, Secure Flight, among other changes, will only prescreen
passengers flying domestically within the United States, rather than
passengers flying into and out of the United States. Also, the CAPPS rules
will not be implemented as part of Secure Flight, but rather the rules will
continue to be applied by commercial air carriers. Secure Flight will
operate on the Transportation Vetting Platform (TVP)' —the underlying
infrastructure (hardware and software) to support the Secure Flight
application, including security, communications, and data management;
and, the Secure Flight application is to perform the functions asscciated
with receiving, vetting, and returning requests related to the determination
of whether passengers are on government watch lists. This application is
also to be configurable—meaning that it can be quickly adjusted to reflect
changes te workflow parameters. Aspects of Secure Flight are currently
undergoing development and testing, and policy decisions regarding the
operations of the program have not been finaiized.

Overview of Secure Flight
Operations

As currently envisioned, under Secure Flight, when a passenger makes
flight arrangements, the organization accepting the reservation, such as
the air carrier's reservation office or a travel agent, will enter passenger
name record (PNR) information obtained from the passenger, which will

"TSA plans to use this centralized vetting capability to identify terrorist threats in support.
of various DHS and TSA programs. Int addition to Secure Flight, TSA plans to use the
platform to ensure that persons working at sensitive locations; serving in trusted positions
with respect to the transportation infrastructure; or traveling as cockpit and cabin crew
into, within, and out of the United States are properly screened depending on their activity
within the transportation system. In addition to supporting the Secure Flight and Crew
Vetting programs, TSA expects to leverage the platform with other applications such as
TSA screeners and screener applicants, commereial truck drivers with hazardous materials
endorsements, aviation workers with access to secure areas of the airports, alien flight
school candidates, and applicants for TSA's domestic Registered Traveler program.

*The Intelligence Reform and Terrorism Prevention Act of 2004 requires that TSA begin to
assume responsibility for the passenger prescreening function within 180 days after the
completion of testing. Pub. L. No. 108-458 § 4012, 118 Stat. 3638, 3714-19 {codified as
amended at 49 U.S.C. § 44903())(2)).
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then be stored in the air carrier’s reservation system.® While the
government will be asking for only portions of the PNR, the PNR data can
include the passenger’s name, phone number, number of bags, seat
number, and form of payment, among other information. Approximately
72 hours prior to the flight, portions of the passenger data contained in the
PNR will be sent to Secure Flight through a network connection provided
by DHS's CBP. Reservations or changes to reservations that are made less
than 72 hours prior to flight time will be sent immediately to TSA through
CBP.

Upon receipt of passenger data, TSA plans to process the passenger data
through the Secure Flight application running on the TVP. During this
process, Secure Flight is to determine if the passenger data match the data
extracted daily from TSC's Terrorist Screening Database (TSDB)—the
information consolidated by TSC from terrorist watch lists to provide
government screeners with a unified set, of terrorist-related information. In
addition, TSA will screen against its own watch list composed of
individuals who do not have a nexus to terrorism but who may pose a
threat to aviation security."

In order to match passenger data to information contained in the TSDB,
TSC plans to provide TSA with an extract of the TSDB for use in Secure
Flight, and provide updates as they occur. This TSDB subset will include
all individuals classified as either selectees (individuals who are selected
for additional security measures prior to boarding an aircraft) or no-flys
(individuals who will be denied boarding unless they are cleared by law
enforcement personnel)." To perform the match, Secure Flight is 1o
corapare the passenger, TSDB, and other watch list data using automated
name-matching technologies. When 2 possible match is generated, TSA
and potentially TSC analysts will conduct a manual review comparing
additional law enforcement and other government information with
passenger data to determine if the person can be ruled out as a possible

*This description of the Secure Flight system, as well as the graphic illustrating the system
in figurel, is based on TSA’s draft June 9, 2005, concept of operations, a document that
gives a high-level overview of the Secure Flight system.

*TSA also plans to utilize a cleared list as part of the watch list matching process; the
cleared list is composed of individuals who are frequently misidentified as being on the
TSDB and who have applied, and been approved, to be on the list.

"These measures may include additional screening or other law enforcement actions.
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match. TSA is to return the matching results to the air carriers through
CBP. Figure 1 illustrates how Secure Flight is intended to operate.
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Figure 1: Planned Qperation of Secure Flight
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TSA Has Not
Followed a
Disciplined Life Cycle
Approach or Fully
Defined System
Requirements,
Schedule, and Costs

‘Information about confirned no-flies and certain selectees are shared with appropriate federal
agencies which coordinate the appropriate law enforcement response.

As shown in figure 1, when the passenger checks in for the flight at the
airpoert, the passenger is to receive a level of screening based on his or her
designated category. A cleared passenger is to be provided a boarding pass
and allowed to proceed to the screening checkpoint in the normal manner.
A selectee passenger is to receive additional security scrutiny at the
screening checkpoint.” A no-fly passenger will not be issued a boarding
pass. Instead, appropriate law enforcement agencies will be notified. Law
enforcement officials will determine whether the individual will be
allowed to proceed through the screening checkpoint or if other actions
are warranted, such as additiona! questioning of the passenger or taking
the passenger into custody.

TSA has not followed a disciplined life cycle approach in developing
Secure Flight, in accordance with best practices for large-scale
information technology programs. Following a disciplined life cycle,
activities and related documentation are to be developed in a logical
sequence. TSA alsc has not finalized and documented functional and
system requirements that fully link to each other and to source documents.
Without adequately defined requirements, TSA cannot finalize a system
security plan or develop a reliable program schedule or life cycle cost
estimates. In addition to these concems, other reviews that have been
conducted of Secure Flight have raised guestions about the management
of the program.

TSA Has Not Followed a
Disciplined Life Cycle
Process or Fully Defined
System Requirements but
Plans to Address These
Issues

Based on evaluations of major federal information technology programs
like Secure Flight, and research by others, following a disciplined life cycle
management process in which key activities and phases of the project are
conducted in a logical and orderly process and are fully documented,
helps ensure that programs achieve intended goals within accepiable
levels of cost and risk. Such a life cycle process begins with initial concept
definition and centinues through requirements determination to final
testing, implementation, and maintenance. TSA has established a System
Development Life Cycle (SDLC) that defines a series of orderly phases and

Some selecteea will receive a boarding pass Frem air carriers, but be required to undergo
secondary screening prior to boarding the aircraft, while other seleciees will first be met by
law enforcement personnel, who will determine if the individual should receive a boarding
pass. In addition, air carriers, through their application of the CAPPS rules, may also
designate a passenger as a selectee,

Page 13 GAO-06-374T

£y

- il



associated steps and documentation. The SDLC serves as the mechanism
to ensure that systems are effectively managed and overseen. Figure 2
provides a description of TSA’s SDLC phases and related documentation.
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Figure 2: Summary of TSA's Sysiem Development Life Cycle Process
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TSA has not followed its SDLC in developing and managing Secure Flight.
Rather, program officials stated that they have used a rapid development
method that was intended to enable them to develop the program more
quickly, However, these officials could not provide us with details on how
this approach was implemented. As a result, our analysis of steps
performed and documentation developed indicates that Secure Flight has
not been pursued within the context of a logical, disciplined, system
development methodology. Rather the process has been ad hoc, with
project activities conducted out of sequence. For example, program
officials declared that the program’s design phase was completed before
system requirements had been adequately detailed, and key activities have
yet te be adequately performed, such as program planning and defining
system requirements. TSA officials acknowiedged that problems arose
with Secure Flight as a result of using this approach. As a result, it is
currently unclear what Secure Flight capabilities are to be developed, by
when, at what cost, and what benefits are to accrue from the program.
Without clarification on these decision points, the program is at risk of
failure.

Defining and documenting system requirements is integral to life cycle
development. Based on best practices and our prior work in this area, the
expected capabilities of a system such as Secure Flight should be defined
in terms of requirements for functionality (what the system is to do},
performance (how well the system is to execute functions), data (what
data are needed by what functions, when, and in what form), interface
(what interactions with related and dependent systems are needed), and
security. Further, system requirements should be unambiguous, censistent
with one another, linked (that is, traceable from one source level to
another)," verifiable, understood by stakeholders, and fully documented.

TSA has prepared certain Secure Flight requirements docurnents, and
officials stated that they are now reviewing those requirements

PExamples of higher-order sources include legislation, which may dictate certain
requirements, and other system documentation, such as the operational concept. When
requirements are managed well, traceability can be established from the source
requirements to lower-level requirements and from the lower level back to their source.
Such bidirectional traceability helps determine that all source requirements have been
addressed completely and that all lower-level requirements can be verified as derived from
a valid source.
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documents." We support these review efforts because we found, in the
requirements documents we reviewed, inconsistencies and ambiguities in
requirements documentation for system functions, performance, data, and
security—and that these documents were not always complete. For
example, according to TSA's SDLC guidance and best practices for
developing information technology systems, systems like Secure Flight
should have a comprehensive concept of operations covering all aspects
of the program during the planning phase (see fig. 2). We reported in our
March 2005 report that TSA had not yet finalized a concept of operations,
which would describe conceptually the full range of Secure Flight
operations and interfaces with other systems, and we recommended that it
develop one. Since March 2005, TSA documents refer to numerous
concept of operations, such as a long concept of operations, a short
concept of operations, and an initial operational capability concept of
operations. TSA provided a June 2005 concept of operations for our
review, but this document does not contain key system requirements, such
as the high-level requirements for security and privacy.

In addition, we found that Secure Flight requirements were unclear or
missing. For example, while the requirements that we reviewed state that
the system be available 93 percent of the time, this only covers the TVP
and Secure Flight application. It does not include requirements for the
interfacing systems critical for Secure Flight operations. Thus, the
availability requirements for all of the components of the Secure Flight
system are not yet known. Some data requirements are also vague or
incomplete; for example, one data requirement is that the data is current,
but the meaning of current is not defined. In addition, only some system
security requirements are identified in the security document provided to
us for the TVP, and sections in TSA's Systems Requirements Specification
contain only placeholder notes—“to be finalized"—for security and
privacy requirements.

TSA officials acknowledged that it is important that requirements be
traceable to ensure that they are consistently, completely, and correctly
defined, implemented, and tested. To help accomplish this, TSA officials

"Key requirements documentation we reviewed included the Transportation Vetting
Platform/Secure Flight System Requirements Specification (May 13, 2005), the Secure
Flight System Security Plan (July 15, 2005), the Transpertation Vetting Platform System
Security Plan (July 15, 2005), Transportation Vetting Platform and Secure Flight Security
Risk Assessment (July 15, 2005}, and documentation called for under Federa!l Information
Processing Standard (FTPS) 199 (August 23, 2005).
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stated that they use a requirements tracking tool for Secure Flight that can
align related requirements io different documents, and thus establish
traceability (e.g., it can map the Systems Requirements Specificationto a
functional requirements document). According to program officials, this
tool can also be used for aligning and tracing requirements to test cases
(1.e., scenarios used to determine that the system is working as intended).
We found, however, that requirements for Secure Flight have not been
fully traced. For example, we were not able to trace system capabilities in
contractual documents to the concept of operations and then to the
various requirement documents, to design phase use cases, and to test
cases. In addition, contractor staff we interviewed stated that they were
unable to use this tool to align or trace necessary requirements without the
aid of supplemental information. Without internal alignment among
system documentation rejating to requirements, there is not adequate
assurance that the system produced will perform as intended.

In addition, we found that available Secure Flight requirements documents
did not define the system's boundaries, including interfaces, for each of
the stakeholders—that is, the scope of the system from end to end, from
an air carrier to CBP, to TSA, to TSC, and back te TSA, then again to CBP
and air carriers (refer to fig. 1 for an overview of this process). Defining a
system’s boundaries is important in ensuring that system requirements
reflect all of the processes that must be executed to achieve a system’s
intended purpose. According to TSA's SDLC guidance, a System Boundary
Document is to be developed early in the system life cycle. However, in its
third year of developing a passenger prescreening system, TSA has not yet
prepared such a document. Although the System Boundary Document was
not available, the program’s Systems Security Document does refer to an
“accreditation boundary,” which defines the Secure Flight system from the
standpoint of system security accreditation and certification. According o
this definition of what Secure Flight includes, those systems that are
needed to accomplish Secure Flight program goals (e.g., those of
commercial air carriers, CBP, and TSC) are not part of Secure Flight. If the
boundary documents, and thus the requirements, do not reflect all system
processes and connections that need to be performed, the risk is increased
that the system will not achieve Secure Flight's intended purpose.
Moreover, until all system requirements have been defined, TSA will not
be able to stress-test Secure Flight in an operational, end-to-end mode. In
cur March 2005 report, we recommended that TSA finalize its system
requirements documents and ensure that these documents address all
system functionality. Although TSA agreed with our recommendations, the
requirements documentation that we reviewed showed that the agency has
not yet completed these activities.
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Our evaluations of major federal information technology programs, and
research by others, has shown that following a disciplined life cycle
management process decreases the risks associated with acquiring
systems. The steps and products in the life cycle process each have
important purposes, and they have inherent dependencies among
themselves. Thus, if earlier steps and products are omitted or deficient,
later steps and products will be affected, resulting in costly and time-
consuruing rework. For example, a system can be effectively tested to
determine whether it meets requirements only if these requirements have
already been fully defined. Concurrent, incomplete, and omitted activities
in life cycle management exacerbate the program risks. Life cycle
management weaknesses become even more critical as the program
continues, because the size and complexity of the program will likely only
increase, and the later problems are found, the harder and more costly
they will likely be to fix.

In October 2005, Secure Flight's director of development stated in a
memorandum to the assistant TSA administrator responsible for Secure
Flight that by not following a disciplined life cycle approach, in order to
expedite the delivery of Secure Flight, the government had taken a
calculated risk during the requirements definition, design, and
development phases of the program'’s life cycle development. The director
stated that by prieritizing delivery of the system by a specified date in lieu
of delivering complete documentation, TSA had to lower its standards of
what constituted acceptable engineering processes and decumentation.
Since then, TSA officials stated that the required system documentation
associated with each phase of the TSA life cycle is now being developed to
catch up with development efforts. In addition, TSA recognized that it
faces challenges preparing required systems documentation, and te help in
this regard it has recently hired a certified systems program manager to
manage systems development. In January 2006, this program manager
stated that as Secure Flight moves forward, TSA's SDLC would be
followed in order to instill greater rigor and discipline intc the system'’s
development. In addition, TSA plans to hire a dedicated program director
for Secure Flight to manage program activities, schedules, milestones,
costs, and program contractors, among other things.
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Comprehensive System TSA has taken steps to implement an information system security
Security Management management program for protecting Secure Flight information and assets.
Program Has Not Yet Been Secure Flight's security plans and the related security review, which TSA
Established in Accordance developed and conducted to establish authority to operate, are important
) \ steps in the system’s development. However, the steps related to system
with Federal Guidance security TSA has taken to date are individually incoraplete, and
collectively fall short of a comprehensive system security management
program. Federal guidance and industry best practices describe critical
elements of a comprehensive information system security management
program. Without effective system security management, it is unlikely that
Secure Flight will, for example, be adequately protected against
unauthorized access and use, disruption, modification, and destruction.

According to National Institute of Standards and Technology (NIST}” and
Office of Management and Budget (OMB) guidance under the Federal
Information Security Management Act, as well as industry best practices, a
comprehensive system security management program includes

(1) conducting a system wide risk assessment that is based on system
threats and vulnerabilities, (2) developing system security requirements
and related policies and procedures that govern the operation and use of
the system and address identified risks, (3) certifying that the system is
secure based on sufficient review and testing to demonstrate that the
system meets security requirements, and (4) accrediting the system as
secure in an operational setting.

TSA has developed two system security plans—-one for the TVP and one
for the Secure Flight application. However, neither of these plans nor the
security activities that TSA has conducted to date are compiete, For
example, while security threats and vulnerabilities were assessed in the
documentation and risks were identified in risk assessments, requirements
to address these risks were only partially defined in the security pian for
the TVP, and they were not included at all in the plan for the Secure Flight
application. In addition, the sections on security requirements and privacy
requirements in the System Requirements Specification document read “to
be finalized” with no further description.

*The NIST requirements provide guidelines for selecting and specifying security controls
for information systems supporting the executive agencies of the federal governments, The
guidelines apply to all components of an information system that processes, stores, or
transmits federal information.
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Moreover, we also found that the security systems plans did not reflect the
current level of risk designated for the program. For example, although the
July 15, 2005, System Security Plan for the TVP arrived at an overall
assessment of its exposure to risks as being “medium,” an August 23, 2005,
requirements document found that the security risk level for the TVP was
“high.” As a system moves from a medium to a high level of risk, the
security requirements become more stringent. TSA has not provided us
with an updated System Security Plan for the TVP that addressed this
greater level of risk by including additional NIST requirements for a high-
risk system. In addition, this TVP System Security Plan included only
about 40 percent of the NIST requirements associated with a medium-risk
system. Without addressing all NIST requirements, in addition to those
required for a high-risk system, TSA may ncot have proper controls in place
to protect sensitive information.

According to federal guidance and requirements, the determination and
approval of the readiness of a system to securely operate is accomplished
via a certification and accreditation process. On September 30, 2005, the
TSA assistant administrator responsible for Secure Flight formally granted
authority, based on certification and accreditation results, for the TVP and
the Secure Flight application to operate.'* However, the team performing
the certification found that TSA was unsure whether they tested all
components of the security system for the TVP and the Secure Flight
application, because TSA lacked an effective and comprehensive inventory
system. Therefore the certification team could not determine whether its
risk assessments were complete or accurate. This team also documented
62 security vulnerabilities for the Secure Flight application and 82 security
vulnerabilities for the TVP. The certification team recommended authority
to operate on the condition that corrective acticn or obtaining an
exemption for the identified vulnerabilities would be taken within 90 days
or the anthority to operate would expire. TSA officials stated that these
vulnerabilities had been addressed except for three that are being
reviewed in a current security audit.

""An authorization to operate is issued for the information system, if, after assessing the
results of the security certification, the authorizing official deems that the risk to agency
operations, agency assets, or individuals is acceptable.
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Program Management Plan
and Supporting Schedules
and Cost Estimates for
Secure Flight Have Not
Been Maintained

TSA has proceeded with Secure Flight development over the past year
without a compiete and up-to-date program management plan, and
without associated cost and schedule estimates showing what work will
be done by whom, at what cost, and when. A program management plan
can be viewed as a central instrument for guiding program development,
Among other things, the pian should include a breakout of the work
activities and products that are to be conducted in order to deliver a
mission capability to satisfy stated requirements and produce promised
mission results. This information, in turn, provides the basis for
determining the time frames and resources needed for accomplishing this
work, including the basis for milestones, schedules, and cost estimates.
TSA has not provided us with either the complete and up-to-date program
management plan, or an estimated schedule and costs for Secure Flight.
According to a TSA official, an updated program management plan is
currently being developed and is about 90 percent complete.

In lieu of a program management plan with a schedule and milestones,
TSA has periodically disclosed program milestones. However, the basis for
and meaning of these milestones have not been made clear, and TSA's
progress in meeting these milestones has not been measured and
disclosed. TSA's SDLC and OMB'" guidance require that programs like
Secure Flight provide risk-adjusted schedule goals, including key
milestones, and that programs demonstrate satisfactory progress toward
achieving their stated performance goals. In March 2005, we reported that
the milestone that TSA set for achieving initial operating capability for
Secure Flight had slipped from April 2005 to August 2005. TSA officials
stated that TSA revised this milestone to state that instead of achieving
initial operating capability, it would begin operational testing. This new
milestone subsequently slipped first to September 2005, then to November
2005. Since that time, the program has not yet begun operational testing or
initial operations, and TSA has not yet produced an updated schedule
identifying when program operations will begin or when other key
milestones are to be achieved to guide program development and
implementation. Further, while agency officials stated that they are now
planning for operational testing of an unspecified capability, no milestone
date has been set for doing so.

""OMB, Circular No, A-11, Part 7, Sec. 300, Planning, Budgeting, Acquisition, and
Management of Capilal Assets.
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TSA officials stated that they have not maintained an updated program
schedule for Secure Flight in part because the agency has not yet
determined the rulemaking approach it will pursue for requiring
commerctial air carriers to submit certain passenger data needed to
operate Secure Flight, among other things, Specifically, TSA officials
stated that a schedule with key milestones, such as operational testing,
cannot be set until after air carriers have responded to the rulemaking and
provided their plans and schedules for participating in Secure Flight. The
rulernaking has been pending since the spring of 2005, and the rule
remains in draft form and is under review, according to TSA officials.
Once the rule has been issued, TSA officials stated that air carriers will be
given time to respond with their plans and schedules. TSA officials further
stated that until this occurs, and a decision is made as to how many air
carriers will participate in a yet-to-be-defined initial phase of the program
(they are expected to begin incrementally}, a program schedule cannot be
set.

Further, TSA has not yet established cost estimates for developing and
deploying either an initial or a full operating capability for Secure Flight,
and it has not developed a life-cycle cost estimate (estimated costs over
the expected life of a program, including direct and indirect costs and
costs of operation and maintenance). TSA also has not updated its
expenditure plan—plans that generally identify near-term program
expenditures—to reflect the cost impact of program delays, estimated
costs associated with obtaining system connectivity with CBP, or
estimated costs expected to be borne by air carriers. Program and life
cycle cost estimates are critical components of sound program
management for the development of any major investment. Developing
cost estimates is also required by OMB guidance and can be important in
making realistic decisions about developing a system. Expenditure plans
are designed to provide lawmakers and other officials overseeing a
program's development with a sufficient understanding of the system
acquisition to permit effective oversight, and to allow for informed
decision making about the use of appropriated funds.

In our March 2005 report, we recommended that TSA develop reliable life
cycle cost estimates and expenditure plans for the Secure Flight program,
in accordance with guidance issued by OMB, in order to provide program
managers and oversight officials with the information needed to make
informed decisions about program development and resource allocations,
Although TSA agreed with our recommendation, it has not yet provided
this information. TSA officials stated that developing program and life
cycle cost estimates for Secure Flight is challenging because no similar
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programs exist from which to base cost estimates and because of the
uncertainties surrounding Secure Flight requirements. Further, they stated
that cost estimates cannot be accurately developed until after system
testing is completed and policy decisions have been made regarding
Secure Flight requirements and operations. Notwithstanding these
statements, TSA officials stated that they are currently assessing program
and life cycle costs as part of their rebaselining and that this new baseline
will reflect updated cost, funding, scheduling, and other aspects of the
program’'s development.

While we recognize that program unknowns introduce uncertainty into the
program-planning process, including estimating tasks, time frames, and
costs, uncertainty is a practical reality in planning all programs and is not
a reason for not developing plans, including cost and schedule estimates,
that reflect known and unknown aspects of the program. In program
planning, assumptions need to be made and disclosed in the plans, along
with the impact of the associated uncertainty on the plans and estimates.
As more information becomes known over the life of the program, these
plans should be updated to recognize and reflect the greater confidence in
activities that can be expressed with estimates.

Program management plans and related schedules and cost estimates—
based on well-defined requirements—are important in making realistic
decisions about a system’s development, and can alert an agency to
growing schedule or cost problems and the need for mitigating actions.
Moreover, best practices and related federal guidance emphasize the need
to ensure that programs and projects are implemented at acceptable costs
and within reasonable and expected time frames. Investments such as
Secure Flight are approved on the expectation that programs and projects
will meet certain commitments to produce certain capabilities and
benefits (mission value) within the defined schedule and cost. Until an
updated program management plan and related schedules and cost
estimates and expenditure plans, are prepared for Secure Flight—which
should be developed despite program uncertainties, and updated as more
information is gained—TSA and Congress wiil not be able to provide
complete oversight over the program’s pregress in meeting established
commitments.
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Oversight Reviews of DHS and TSA have executive and advisory oversight mechanisms in place

Secure Flight Have Been to oversee Secure Flight. As we reported in March 2005, the DHS

Conducted and Raised inves:lment Rfeviev.w.fl Board (IR]_:.])—I—-designed ;0 review certain proﬁrams at

s ey phases of development to help ensure they meet mission needs at

Questions about Program expected levels of costs and risks-—reviewed the TVP from which Secure

Management Flight will operate, in January 2005.* As a result of this review, the board
withheld approval for the TVP to proceed from development and testing
into production and deployment until a formal acquisition plan, a plan for
integrating and coordinating Secure Flight with other DHS people-
screening programs, and a revised acquisition program baseline (cost,
schedule, and performance parameters) had been completed. Since that
time, TSA has not yet addressed these conditions and has not obtained
approval from the IRB to proceed into production. DHS officials stated
that an IRB review is scheduled to be held in March 2006— 14 months after
the IRB last met to examine Secure Flight—to review Secure Flight and
other people-screening programs, including international prescreening
conducted by CBP. Specifically, the board will review the acquisition
strategy and progress for each program, focusing, in part, on areas of
potential duplication. According to TSA officials, the agency intends to
establish a new program cost, schedule, and capability baseline for Secure
Flight, which will be provided to the IRB for review.

DHS's Data Privacy and Integrity Advisory Committee also reviewed
Secure Flight during the last year.” Committee members have diverse
expertise in privacy, security, and emerging technology, and come from
large and small companies, the academic community, and the nonprofit
sector. In Deceraber 2005, the commitiee issued five recommendations on
key aspects of the program, including recommendations designed to
minimize data collection and provide an effective redress mechanism to
passengers who believe they have been incorrectly identified for
additional security scrutiny. TSA officials stated that they are considering

The DHS Investment Review Board also reviewed the CAPPS II program in QOctober 2003
and authorized the program to proceed with the system’s development.

"*The commitiee was established under the authority of the Homeland Security Act, P.L.
107-296, in accordance with the provisions of the Federal Advisory Committee Act (6 U.S.C.
App.2). At the first meeting of the committee, in April 2005, Secure Flight was
recommended as a program for examination for numerous reasons, including the number
of citizens affected by the program, weaknesses in the program'’s redress system identified
by us in our March 2005 report, and the program'’s potential use as a model for other
related DHS efforts,
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the advisory committees’ findings and recommendations as part of their
rebaselining efforts.

In September 2004, TSA appeinted an independent working group within
the Aviation Security Advisory Committee,” composed of government
privacy and security experts, to review Secure Flight. The working group
issued a report in September 2005 that concluded, among other things,
that TSA had not produced a comprehensive policy document for Secure
Flight that could define oversight or governance responsibilities, nor had it
provided an accountability structure for the program. The group attributed
this omission to the lack of a program-level policy document issued by a
senior executive, which would clearly state program goals. The working
group also questioned Secure Flight's oversight structure and stated that it
should focus on the effectiveness of privacy aspects of the program and, in
doing so, consider oversight regimes for federal law enforcement and U.S.
intelligence activities.

In addition to oversight reviews initiated by DHS and TSA, the DOJ-OIG
issued a report in August 2005 reviewing TSC's role in supporting Secure
Flight.” In its report, the DOJ-OIG reported that TSC faced several key
factors that were unknown with respect to supporting Secure Flight,
including when the program will begin, the volume of inquiries it will
receive, the number of TSC resources required to respond to these
inquiries, and the quality of the data it will have to analyze. In light of these
findings, the DOJ-OIG report recommended that, among other things, TSC
better prepare itself for future needs related to Secure Flight by
strengthening its budgeting and staffing processes and by improving
coordination with TSA on data exchange standards. In June 2005, a DOJ-
OIG report recommended that TSC conduct a record-by-record review of
the TSDB {o improve overall data guality and integrity. TSC agreed with all
recommendations made.”

“The Aviation Security Advisory Committee, now within DHS, was formed in 1989 to
provide advice on a variety of aviation security issues.

P Department of Justice Office of the Inspector General, Review of the Terrorist Screening
Center’s Efforts to Support the Secure Flight Program, August 2005. Congress requested
that the DOJ-0IG evaluate TSC's plans to support Secure Flight to report these findings to
the House and Senate Appropriations Committees.

“Department of Justice Office of the Inspector General, Review of the Terrorist Screening
Center, June 2005,
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TSA Has Made
Progress in
Coordinating with

TSA has drafted policy and technical guidance to help inform air carriers
of their Secure Flight responsibilities, and has begun coordinating with
CBP and TSC on Secure Flight requirements and broader issues of
integration and interoperability between Secure Flight and other people-
screening programs. However, TSA has not yet provided information and

Critical Stakeholders technical requirements that all stakeholders need to finalize their plans to

but More WOI'k support the program’s operations, and to adequately plan for the resources
. needed to do so.

Remains

TSA Has Begun As we reported in March 2005, key federal and commercial stakeholders—

Collaborating with Key CBP, TSC, and commercial air carriers—will play a critical role in the

Stakeholders, but Their
Participation Will Be
Limited Until System
Requirements Have Been
Finalized

cellection and transmission of data needed for Secure Flight to operate
successfully. Accordingly, TSA will need to ensure that requirements for
each stakeholder are determined. For instance, TSA will need to define
how air carriers are to connect to CBP and what passenger data formats
and structures will be used. Although more remains to be done, TSA has
worked to communicate and coordinate requirements with stakeholders.
For example, TSA has maintained weekly communications with CBP and
TSC regarding their roles and responsibilities related to Secure Flight
operations.

TSA has also begun to address air carriers’ questions about forthcoming
Secure Flight requirements. For example, TSA Officials have produced
draft air carrier guidance, known as the Secure Flight Data Transmission
Plan Guidance (DTPG).” The final DTPG is to include guidance to air
carriers addressing the following areas: Secure Flight's mission overview
and objectives, project planning phases, aircraft operator operations and
airport procedures, technical data requirements, aircraft operator
application development, Secure Flight operations, and system
maintenance and support. According te TSA officials, air carriers have
received copies of a partial draft DTPG, and some air carriers have
submitted feedback to Secure Flight's Airline Implementation and
Operations Team that TSA says it is working to address.

BThe current draft of the DTPG also includes several appendices that provide additional,
detailed program information to airlines, including an Interface Control Document
containing detailed technical information such as message content and screen layout, a
high-level technical plan for implermenting various components of Secure Flight, detailed
programming specifications for message timing and instructions for various passenger
vetting scenarios, a recommendation that the airline industry develop an industry standard
method for communicating Full Name (FN) and Date of Birth (DOB), and the system
operational test plans.
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In addition to drafting guidance, TSA has conducted preliminary network
connectivity testing between TSA and federal stakeholders. For example,
messages have been transmitted from CBP to TSA and back. However,
such tests included only dummy data. According to CBP officials, no real-
time passenger data have been used in this testing, and system stress
testing has not yet been conducted.” Without real-time passenger data, the
official said, CBP cannot estimate total capacity or conduct siress testing
to ensure the system operates effectively. Further, according to a TSC
official, testing has been conducted to show that a data exchange between
the TSC and TSA is functioning, but the system has not been stress-tested
to determine if it can handle the volume of data traffic that will be required
to operate Secure Flight. According te this official, TSA has not specified
what these data volume requirements will be, TSA officials acknowledged
that they have not yet made this determination and stated that they will
not be able to do so until they (1) issue the rule, and (2) have received the
air carrier plans for participating in Secure Flight based on requirements
identified in the rule.

Although CBP, TSC, and air carrier officials we interviewed acknowledged
TSA's outreach efforts, they cited several areas where additional
information was needed from TSA before they could fully support Secure
Flight. Several CBP officials stated, for example, that they cannot proceed
with establishing connectivity with all air carriers until DHS publishes the
rule—the regulation that will specify what type of information is to be
provided for Secure Flight—and the air carriers provide their plans for
providing this information. Similarly, a TSC official stated that TSC cannot
make key decisions on how to support Secure Flight until TSA provides
estimates of the volume of potential name matches that TSC will be
required to screen, as identified above. The TSC official stated that
without this information, TSC cannot make decisions about required
resources, such as personnel needed to operate its call center.” As we
reported in March 2005, air carriers also expressed concerns regarding the
uncertainty of the Secure Flight system and data requirements, and the
impact these requirements may have on the airline industry and traveling
public. Air carriers will not be able to begin to modify their passenger data

#I3tress testing refers to measuring a system’s performance and availability in times of
particularly heavy (i.e., peak) load.

#According to the DOJ-OIG, when Secure Flight becomes operational, TSC anticipates a
significanily greater operational workload as a result of the program and an increased need
for staff, space, and funding.
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systems to record the data attributes——such as full name and date of birth,
which Secure Flight will use to conduct name matching—until TSA
determines and communicates which specific data attributes are to be
used.

Oversight groups that have reviewed Secure Flight agreed that additional
work was needed to improve the flow of information to, and coordination
with, program stakeholders. In its December 2005 report on Secure Flight,
the DHS Data Privacy and Integrity Advisory Committee stated that TSA
needs to be clear with air carriers about what information it needs now
and what information it may consider requesting in the future, to enable
air carriers to avoid sequential revisions of data-handling systems. Also, in
September 2005, the Aviation Security Advisory Committee working group
expressed concerns about the lack of clarity regarding how Secure Flight
will interact with other screening programs.

Further, in its August 2005 audit of TSC's support of Secure Flight, the
DOJ-0IG reported that TSC officials believed that their ability to prepare
for the implementation of Secure Flight has been hampered by TSA's
failure to make, communicate, and comply with key prograra and policy
decisions in a timely manner, such as the launch date and volume of
screening to be conducted during initial implementation. In addition, the
report noted that because TSA is unsure about how many air carriers will
participate in the initial phase of the program, neither TSA nor TSC can
know how many passenger records will be screened, and cannot project
the number of watch list hits that will be forwarded to the TSC for action.
Finally, the DOJ-OIG report concluded that the shifting of critical
milestones—including TSA's schedule slippages over the past year—has
affected TSC’s ability to adequately plan for its role in Secure Flight.

Despite TSA’s outreach efforts, stakeholder participation in Secure Flight
is dependent on TSA's effort to complete its definition of requirements and
describe these in the rule. Because TSA has not fully defined system
requirements, key stakeholders have not been able to fully plan for or
make needed adjustments to their systems. In our March 2005 report, we
recommended that TSA develop a plan for establishing connectivity
among the air carriers, CBP, and TSC to help ensure the secure, effective,
and timely transmission of data for use in Secure Flight operations,
Although T8A has continued to coordinate with these key stakeholders, at
present the agency has still not completed the plans and agreements
necessary to ensure the effective suppoert of Secure Flight.
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Ongoing Coordination of
Prescreening and
Name-Matching Initiatives
Can Impact How Secure
Flight Is Implemented

In January 2006, TSA officials stated that they are in the early stages of
coordinating with CBP on broader issues of integration and
interoperability related to other people-screening programs. These
broader coordination efforts, which are focused on minimizing duplicative
efforts that may exist between the agencies that screen individuals using
watch list data and achieving synergies and efficiencies, are important
because they may affect how Secure Flight will operate initially and in the
future. Specifically, TSA Officials stated that they are coordinating more
closely with CBP’s international prescreening initiatives for passengers on
flights bound for the United States. The Air Transport Association and the
Association of European Airlines—organizations representing air
carriers—had requested, among other things, that both domestic and
international prescreening function through coordinated information
connections and avoid unnecessary duplication of communications,
programming, and information requirements.”

In response to air carrier concerns, and the initiatives of DHS to minimize
duplicative efforts, officials from both CBP and TSA explained that they
are beginning to work together to ensure that air carriers have a single
interface with the government for prescreening both domestic and
international passengers. TSA and CBP officials further stated that they
will try to use CBP’s network to transmit domestic and intermational
passenger data to and from the air carriers, thus providing the air carriers
with a single interface for sending and receiving information.” TSA and
CBP officials also stated that air carriers should receive a common
notification about whether a passenger—domestic or international—
requires normal processing, additional screening, or is not permitted to
board a plane. However, according to these officials, TSA and CBP have
not yet resolved other system differences—such as the fact that their
prescreening systems use different passenger data elements,
documentation,” and name matching technologies—that could lead to
conflicting notifications that would instruct air carriers to handle a

®Correspondence to the Honorable Michael Chertoff, Secretary, Department of Homeland
Security, October 27, 2005,

“CBP and TSA officials stated they will use this sare network to transtait data for their
respective international and domestic prescreening efforts. Different addresses on the
passenger information will ensure that TSA and CBF data are routed to the appropriate
handling agencies for screening.

*For international prescreening, name-matching is conducted using data elements from a
passport, whereas passports are not required for domestic flights.
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passenger differently for an intemational than for a domestic flight. Both
TSA and CBP officials agreed that additional coordination efforts are
needed to resolve these differences, and stated that they plan to work
closely together in developing a prescreening capability for both domestic
and international passengers.” Decisions made as a result of further
coordination could result in changes to the way that Secure Flight is
implemented.

In addition to coordinating with CBP on international prescreening, TSA
faces additional coordination challenges working with TSC. Specifically,
according to TSC officials, TSC has an initiative under way to, among
other things, better safeguard watch list data. Currently, TSC exports
watch list data to other federal agencies, such as TSA and the State
Department, for use in these agencies’ screening efforts or processes for
examining documents and records related to terrorism. However, TSC is
currently developing a new system whereby watch list data would not be
exported, but rather would be maintained by TSC. This system, called
Query, is to serve as a common shared service that will allow agencies to
directly search the TSDB using TSC’s name matching technology for their
own purposes. TSC has conducted limited testing of the system. If TSC
chooses to use Query, TSA will be required to modify the system
architecture for Secure Flight in order to accommodate the new system.
Accerding to a TSC official, this effort could be costly. While TSA
acknowledged in its draft concept of operations plan in June 2005 that
Secure Flight would need to be modified to accommodate TSC’s Query “as
necessary,” the agency has not made adjustments to its system
requirements or conducted a cost analysis of expected impacts on the
Secure Fiight program. Rather, TSA has decided that it will continue
developing the Secure Flight application, which includes TSA's name-
matching techncliogies. Thus, TSC will need to export watch list data to
TSA to support Secure Flight, once it becomes operational.

*#We currenily have an on-going review of CBP's international prescreening process,
including assessing the current process for conducting international passenger
prescreening and reviewing the benefits and challenges of implementing additional or
enhanced international prescreening strategies.
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Key Factors That Will
Influence the
Effectiveness of
Secure Flight Have
Not Been Finalized or
Resolved

Several activities are under way, or are to be decided, that will affect
Secure Flight's effectiveness, including how operational testing is
conducted, and how data requirements and data accuracy are determined.
TSA has heen testing and evaluating name-matching technologies for
determining what type of passenger data will be needed to match against
the TSDB. These tests have been conducted thus far in a controlled, rather
than real-world environment, using historical data, and additional testing
is needed. In addition, TSA has not made key decisions regarding how the
name-matching technologies to be used by Secure Flight will operate or
which data will be used to conduct name matching. While TSA is not
responsible for ensuring the accuracy of passenger data, the agency must
nonetheless advise stakeholders on data accuracy and guality
requirements. Another factor that could impact the effectiveness of Secure
Flight in identifying known or suspected terrorists is the system'’s inability
to identify passengers who assume the identity of another individual by
committing identity theft, or passengers who use false identifying
information. Secure Flight is neither intended to nor designed to address
these vulnerabilities.

Tests of Name-Matching
Capability Are Under Way,
but Full System Testing
Has Not Yet Been
Conducted

TSA has tested—and continues to tesi—the effectiveness of one aspect of
the Secure Flight system, namely name-matching technologies. These
name-matching tests will help TSA determine what passenger data will be
needed for the system to match most effectively passenger records with
information contained in the TSDB. These tests are critical to defining data
requirements and making decisions about how to configure the name-
matching technologies. Additional tests will need to be conducted in an
operational, real-world environment to fully understand how to configure
the system effectively, This is because the name-matching tests conducted
to date were conducted in a controlled, rather than real-world,
environment—that is, under controlled, or simulated, conditions. For
example, TSA used historic air carrier passenger data from June 2004 and
historic and simulated watch list data to test the functionality and
effectiveness of Secure Flight's name-matching technologies that match air
carrier passenger records with potential terrorists in the TSDB.

Additional testing beyond name-matching also needs to be conducted,
after TSA rebaselines its program, defines system requirements, and
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begins adhering to its SDLC. For example, stress and operational testing™
would help determine whether Secure Flight can process the volume of
data expected and operate as intended in an operational environment. As
we reported in March 2005, TSA had planned to conduct a series of
operational tests consisting of increasingly larger increments of the
system'’s functionality until the complete system was tested. These tests
were to begin in June 2005. However, due to program delays, TSA has not
yet conducted this end-to-end testing needed to verify that the entire
system, including any interfaces with external systems, functions as
intended in an operational environment, TSA also has not yet conducted
the stress testing needed to measure the system’s performance and
availability in times of particularly heavy (i.e., peak) loads. Recently, TSA
documented its overall strategy for conducting these tests and developed
draft test plans. TSA officials stated that information about its plans for
future testing will be included in its rebaselined program plan. Until this
testing is complete, it will not be possible to determine whether Secure
Flight will function as intended in an operational environment.

Key Policy Decisions That
Will Impact System
Effectiveness Have Not
Been Made

Key policy decisions that will influence the effectiveness of Secure Flight
in identifying passengers who should undergo additional security scrutiny
have not yet been made. These policy decisions include (1} determining
the passenger information that air carriers will be required to coliect and
provide for vetting, (2) the name-matching technologies that will be used
to vet passenger data against data contained in the TSDB, and (3) the
thresholds that wiil be set to determine when a passenger will be
identified as a potential match against the TSDB. These three decisions,
discussed below, are all critical to ensuring that Secure Flight identifies
potential terrorist threats as effectively as possible while minimizing the
nurmber of potential matches that will require further review by TSA and
TSC analysts.

(1) Determining the passenger information that air carriers will be
required to collect and provide for vetting: TSA needs to decide which
data attributes air carriers will be required to provide in passenger data to
be used to match against data contained in the TSDB, such as full first,
middle, and last name plus other discrete identifiers, such as date of birth.

®Whereas stress testing is used to determine the maximum capacity of the system,
operational testing is used to ensure that the system operates as intended, including the
people and the information technology systems operating together in their expected
environments.
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Using too many data attributes can increase the difficulty of matching,
since the risk of errors or mismatches increases. Using too few attributes
can create an unnecessarily high number of incorrect matches due to,
among other things, the difficulty of differentiating among similar common
names without using further information. Initial TSA test results have
shown that the use of name and date of birth alone might not be sufficient
for decreasing the number of false positives—that is, passengers
inappropriately matched against data contained in the TSDB.

(2} Selecting name-matching lechnologies used to vet passenger rnames
against the TSDB: TSA must determine what type or combination of
name-matching technologies to acquire and implement for Secure Flight,
as these different technologies have different capabilities. For example,
TSA’s PNR testing showed that some name-matching technologies are
more capable than others at detecting significant name modifications,
which allows for the matching of two names that contain some variation.
Detecting variation is important because passengers may intentionally
make alterations to their names in an attempt to conceal their identity.
Also, unintentional variations can result from different translations of
nonnative names or data entry errors. For example, some name-matching
technologies might correctly discriminate between “John Smith” and
“John Smythe,” others may not. However, name matching technologies
that are best at detecting name variations may also increase the number of
potential matches that will have to be further reviewed, which could be
offset using a combination of name matching technologies. TSA officials
stated in November 2005 that it planned to continucusly evaluate the best
name-matching technologies or combination of technologies te enhance
the system in future iterations. TSA officials recently stated that they had
made, but not yet documented, an initial determination regarding the
name-matching technologies that will be used for Secure Flight and that
they plan to conduct continuous reviews of the name-matching
technologies to address circumstances as they arise.

(3) Selecting thresholds for determining when a possible name malch
has occurred: TSA has discretion to determine what constitutes a possible
match between a passenger’s data and a TSDB record.” For each name
that is matched, the name-matching tool will assigh a numeric score that

"The name matching process depends on the level of false positive and false negative
matches deemed acceptable. False negatives are passengers incorrectly not matched to a
watch list.
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indicates the strength of the potential match.” For example, a score of

95 out of 100 would indicate a more likely match than a score of 85. If TSA
were to set the threshold too high, many names may be cleared and
relatively few flagged as possible matches—that is, there is a possibility
that terrorists’ names may not be matched. Conversely, if the threshold
were set too low, passengers may be flagged unnecessarily, and relatively
few cleared through the automated process. As an example of the
importance of setting thresholds, during one of the PNR tests conducted,
TSA set the name-matching threshold at 80, which resulted in over

60 percent of passengers requiring manual review. Alternatively, when
TSA set the threshold at 95, less than 5 percent of the same group of
passenger records were identified as requiring further review. With about
1.8 million passengers traveling domestically per day, having a threshold
that is too low could produce an unmanageable number of matches—
possibly leading to passenger delays—while setting the threshold too high
could result in the system missing potential terrorists. Although TSA will
not decide how the thresholds should be set until it conducts additional
evaluations, it has indicated that the threshold might be adjusted to reflect
changes in the terrorist threat level. This would result in Secure Flight
flagging more names for potential manual review in order to ensure
greater scrutiny in response to changing conditions.

TSA plans to finalize decisions on these factors as system development
progresses. However, until these decisions are made, requirements will
remain unsettled and key stakeholders-—in particular air carriers—will not
have the information they need to assess and plan for changes to their
systems necessary for interfacing with Secure Flight. Air carriers and
reservation companies will also not know which additional data attributes
they may be reguired to collect from passengers, to support Secure Flight
operations, as reservations are made. These decisions will also directly
influence the number of analysts that TSA and TSC will need to manually
review potential matches to the TSDB. Accordingly, stakeholders have
expressed concern that they have not been provided information about
what these decisions are. They stated that they are awaiting additionai
information from TSA in order to move forward with their plans to
interface with and support Secure Flight.

"The score is based, in part, on how much weight is given to, say, name or date of birth
relative to each other.
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Efforts to [mmprove Data
Quality and Accuracy Are
Under Way, but Additional
Work Remains

Two additional factors that will impact the effectiveness of Secure Flight
are (1) the accuracy and completeness of data contained in TSC's TSDB
and in passenger data submitted by air carriers, and (2) the ability of TSA
and TSC to identify false positives and resolve possible mistakes during
the data matching process, in order to minimize inconveniencing
passengers. According to TSA and TSC officials, the data attributes that
Secure Flight will require for name matching need to be included in both
the passenger data and the TSDB in order for the automated system to
effectively match names between the two lists. As we reported in March
2005, while the completeness and accuracy of data contained in the TSDB
can never be certain—given the varying quality of intelligence information
gathered, and changes in this information over time—TSC has established
some processes to help ensure the quality of these data. However, the
DOJ-0IG, in its June 2005 review of TSC,® found that that the TSC could
not ensure that the information contained in its databases was complete or
accurate.” According to a TSC official, since the time of the DOJ-OIG
review, TSC has taken several steps to improve the quality of TSDB
records, including conducting a record-by-record review, updating
procedures for a daily review of each new or modified record, and using
automated rules to check the completeness of records received from other
agencies.” According to this official, TSA and TSC plan to enter into a
letter of agreement that will describe the TSDB data elements that TSC
will produce for TSA, among other things, to be used for Secure Flight.
However, these data requirements have not yet been determined.

In order to obtain accurate and complete passenger data from air carriers,
TSA plans to describe the required data attributes that must be contained
in passenger data provided to TSA in the forthcoming rule. TSA also plans
to issue a final and complete DTPG to specify the data formats and other
transmission requirements. However, the accuracy and completeness of
the information contained in the passenger data record will still be
dependent on the air carriers’ reservations systems and passengers, and

ﬂ‘h’Depa.r\l;ment of Justice Office of the Inspector General, Review of the Terrorist Screening
Center, June 2005, According to the DOJ Office of the Inspector General’s report, some
errors in the TSDB might be corrected by a manual review conducted by intelligence
analysts and a redress process.

*We have an ongeing review of the reasons misidentifications occur using TSDB data, and
the efforts by the TSC and other agencies to reduce these errors.

“Department of Justice Office of the Inspector General, Review of the Terrvorist Screening
Center's Efforts to Support the Secure Flight Program, August 2005,
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the air carriers’ modifications of their systems for transmitting the data in
the proper format. These steps are not trivial, as indicated by the June
2004 historical passenger data provided by the air carriers for TSA’s name-
matching tests. For these tests, many passenger data records submitted by
air carriers were found to be inaccurate or incomplete, creating problems
during the automated name-matching process. For example, some
passenger data included invalid characters or prefixes, such as *Mr.” and
“Mrs.,” in the name fields. Other inaccuracies included invalid characters
or prefixes, spelling errors, and inverted birth date information.
Additionally, some of the records had omitted or incomplete data elements
necessary for performing the automated match or were in an unusable
format.

In a related effort to address accuracy, TSA and TSC plan to work together
to identify false positives as passenger data are matched against data in
the TSDB and to resolve mistakes to the extent possible before
inconveniencing passengers. The agencies will use intelligence analysts
during the actual matching of passenger data to data contained in the
TSDB to increase the accuracy of data matches, As indicated in figure 1,
when TSA's name-matching technologies indicate a possible match, TSA
analysts are to manually review all of the passenger data and other
information to determine if the passenger can be ruled out as a match to
the TSDB. If a TSA analyst cannot rule out a possible match, the record
will be forwarded to a TSC analyst to conduct a further review using
additional information. According to a TSC official, TSA and TSC analysts
participated in a tabletop exercises to test the consistency of their
respective manual reviews, and found that the matching logic used by both
groups of analysts was consistent. This official stated that TSA and TSC
also tested their operational procedures, and found gaps in their
procedures that are now being addressed. According to this official, TSA
and TSC plan to conduct additional joint exercises. Compieting these
exercises will be important to further understanding the effectiveness of
using intelligence analysts to clear misidentified passengers during Secure
Flight operations.
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False Identifying
Information and Identity
Theft Could Impact the
Security Benefits of Secure

Flight

Another factor that could affect Secure Flight's effectiveness in identifying
known or suspected terrorists is the system's inability to identify
passengers who falsify their identifying information or who commit
identity theft.” TSA Officials stated that the program is not intended to or
designed to protect against the use of falsified identities or to detect
identity theft. However, TSA officials stated that the use of commercial
data during the name-matching process may help identify situations in
which a passenger submits fictitious information such as a false address.
In the spring of 2005, a TSA contractor tested the use of commercial data
composed of personally identifiable information (such as name and
address} to determine, among other things, if such data could be used to
increase Secure Flight's effectiveness in identifying false or stolen
identities. However, according to the DHS Data Privacy and Integrity
Advisory Committee report, testing performed to date does not provide a
reasonable case for utilizing commercial data as part of Secure Flight. TSA
officials are not currently pursuing the use of commercial data to support
Secure Flight because the fiscal year 2006 DHS appropriations act
prohibits TSA from using data or databases obtained from or that remain
under the control of a non-federal entity,” effectively terminating this type
of testing for the duration of fiscal year 2006, Further, TSA officials stated
that incorporating biometrics—technologies that can automate the
identification of people by one or more of their distinct physical or
behavioral characteristics—is not currently envisioned for Secure Flight.
As noted in our previous work, biometric technologies, such as fingerprint
recognition, are being used in other TSA screening programs.” Moreover,
the current prescreening process of matching passenger names against no-
fly and selectee lists implemented by air carriers also does not protect
against identity theft or the use of fictitious identities.

¥Falsifying identifying information involves passenger attempted to hide their true
identities by submitting fictitious identifying information, such as false addresses, when
purchasing tickets. Identity theft would involve a passenger “stealing” another person's
identifying information, such as name and date of birth, and then using that identifying
information to create fraudulent documents associated with the identity (such as a driver’s
license containing the stolen identifiers with the thief's picture). This is sometimes referred
1o as identity fraud.

*The Department of Homeland Security Appropriations Act, 2006, Pub. L. No. 109-90, § 518
(e), 119 Stat. 2064, 2085 (2005).

*®This prohibition on the use of appropriated funds does not apply to passenger name
record data obtained from air camriers.

®GAQ, Aviation Security: Challenges in Using Riometric Technologies, GAO-04-785T
(Washington, D.C.: May 19, 2004).
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Secure Flight Privacy
Notices and
Passenger Redress
Process Cannot Be
Finalized Until
Program
Requirements Are
More Fully Defined

Privacy Cannot Be Fully
Assessed Because System
Development
Documentation Does Not
Fully Address Privacy
Requirements

TSA is aware of, and plans to address, the potential for Secure Flight to
adversely affect travelers’ privacy and impact their rights. However, TSA,
as part of its requirements development process, has not yet clearly
identified the privacy impacts of the planned system or the full actions it
plans to take to mitigate them. Nor has the agency completed its
assessment of the potential impact on passenger privacy of the system in
an operational environment or defined its redress process for Secure
Flight because, in part, the operational plans and system requirements for
Secure Flight have not been finalized. TSA officials stated that they are in
the process of reviewing new privacy notices that will be issued in
conjunction with a forthcoming rule making prior to proceeding with its
initial operating capability, and that these notices will also address certain
aspects of Secure Flight’s redress process. Until TSA finalizes system
requirements and notices, however, privacy protections and impacts
cannot be assessed.

The Privacy Act and the Fair Information Practices—a set of
internationally recognized privacy principles that underlie the Privacy
Act—Ilimit the collection, use, and disclosure of personal information by
federal agencies.” While TSA has reiterated its commitment to meet the
requirements of the Privacy Act and the Fair Information Practices, it is
not yet evident how this will be accomplished. " To begin with, TSA has
not decided what data attributes from the PNR it plans to collect, or how
such data will be provided by airlines, through CBP, to TSA. Further,
according to TSA officials, the agency is in the process of developing but
has not issued the system of records notice, which is required by the
Privacy Act,” or the privacy impact assessment, which is required by the
E-Government Act,” that would describe how TSA considered privacy in

“Privacy Act of 1974, Pub. L. No. 93-579, 88 Stat, 1808 (codified as amended at 5 U.S.C. §
552a).

YAlso, in its mandate regarding Secure Flight, Congress asked that GAO review whether
there are any specific privacy concerns with the technological architecture of the Secure
Flight system.

““The Privacy Act requires thai an agency publish a system of records notice in the Federal
Register upon establishment or revision of the existence and character of any system of
records. See § H62a(e){4).

“The E-Government Act of 2002 requires agencies to conduct a privacy impact assessment
before developing systems that collect, maintain, or disseminate information in an
identifiable form. Pub. L. No. 107-347, 116 Stat. 2309,
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the development of the system and how it will protect passenger data once
the system becomes operational.

Moreover, privacy requirements were not incorporaied into the Secure
Flight system development process in such a way that would explain
whether personal information will be collected and maintained in the
system in a manner that complies with statutory requirements and TSA's
SDLC guidance. One requirement of the privacy impact assessment is that
privacy be addressed in the systems development documentation. In
addition, TSA’s SDLC guidance acknowledges that privacy protections
should be planned for and carried out as part of the sysiem development
process. In our review of Secure Flight's system requirements, we found
that privacy concemns were broadly addressed in Secure Flight's functional
requirements, but had not been translated into specific system
requirements. For example, the functional requirements stated that the
Privacy Act must be considered in the development of the system, but the
system requirements documents do not reflect how privacy protections
will be supported by the system. Rather, system requirements documents
state that privacy requirements are “yet to be finalized.” TSA's Privacy
Officer stated that she has been collaborating with the system
development team, but this is not evident in the documentis we reviewed.

Without taking steps to ensure that privacy protections are built into the
system requirements, TSA cannot be assured that it will be in compliance
with the Privacy Act once operational, and it runs the risk of repeating
problems it experienced last spring. We reported in July 2005 that TSA's
initially issued privacy notices for the Secure Flight data-processing tests
did not meet Privacy Act requirements because perscnal information was
used in testing in ways that the agency had not disclosed to the public.*
We explained that in its fall 2004 notices, TSA had informed the public of
its plans to use personal information during Secure Flight testing,
including the use of commercial data in a limited manner. However, these
initial notices did not fully describe how personal infermation would be
collected, used, and stored for commercial data testing as it was carried
out. As a result, individuals were not fully informed that their personal
information was being collected and used, nor did they have the
opportunity to comment on this or become informed on how they might

"G AD, Aviation Security; Transportation Security Administration Did Not Fully
Disclose Uses of Personal Information during Secure Flight Program Testing in Initial
Privacy Notices, but Has Recently Taken Steps to More Fully Inform the Public,
GAO-05-86 1R (Washington, D.C.. July 22, 2005).
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exercise their rights of access to their information, Although TSA did not
fully disclose its use of personal information prior to beginning Secure
Flight commercial data testing, the agency issued revised privacy notices
in June 2005 to more fully disclose the nature of the commercial tests and
address the issues disclosed by us.

As we reported in March 2005, until TSA fully defines its operational plans
for Secure Flight and addresses international privacy concerns, it will
remain difficult to determine whether the planned system will offer
reasonable privacy protections to passengers who are subject to
prescreening or mitigate potential impacts on passengers’ privacy. At that
time, we recommended that TSA finalize privacy policies and issue
associated documentation prior to Secure Flight achieving initial operating
capability. TSA acknowledged that it needs to publish new privacy notices
to cover the collection, use, and storage of personal data for Secure
Flight's initial and full operating capability, before beginning operational
testing. TSA officials stated that these privacy notices are currently being
reviewed by TSA and DHS and will be released in conjunction with the
forthcoming rulemaking.

TSA Has Not Determined
Secure Flight's Redress
Process

Congress mandates that Secure Flight include a process whereby aviation
passengers determined to pose a threat to aviation security may appeal
that determination and correct erroneous information contained within
the prescreening system.” TSA currently has a process in place that allows
passengers who experience delays, under the current process run by air
carriers, to submit a passenger identity verification form to TSA and
request that the agency place their names on a cleared list. If, upon review,
TSA determines that the passenger’s identity is distinct from the person on
a watch list, TSA will add the passenger's name to its cleared list, and will
forward the updated list to the air carriers. TSA will also notify the
passenger of his or her cleared status and explain that in the future the
passenger may still experience delays.” Recently, TSA has automated the

**See Pub. L. Nos. 108-334, § 522(a)(1); and 109-90, § 518(a).

#PSA’s Office of Transportation Security Redress manages redress for the current watch
list matching process conducted by the air carriers. Currently OTSR is developing an
agency-wide policy for redress and has interviewed TSA Officials as part of this effort, but
found that Secure Flight requirements were not sufficiently defined for use in drafting the
new policy. TSA officials stated that they are continuing to discuss the Secure Flight
redress process with OSTR,
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cleared list process, enabling the agency to further mitigate inconvenience
to travelers on the cleared list.

The Intelligence Reform and Terrorism Prevention Act, enacted in
December 2004, directs TSA to include certain elements in its Secure
Flight redress policy.” Specifically, it requires the establishment of a
timely and fair process for individuals identified as a threat to appeal the
determination to TSA and correct any erroneous information.* It further
requires that TSA establish a method for maintaining a record of air
passengers who have been misidentified and have corrected erroneous
information. To prevent repeated delays of misidentified passengers, this
record must contain information determined by TSA to authenticate the
identity of such a passenger, In January 2006, TSA officials stated that no
final decisions have been made regarding how TSA will address the
relevant requirements for redress found in the Intelligence Reform and
Terrorism Prevention Act requirements. However, OTSR officials stated
that a cleared list will be part of the process. The June 2005 concept of
operations describes a process where individuals that are frequently
misidentified as being on the TSDB and TSA selectee list can request to be
placed on a list of individuals who have been cleared.

In our March 2006 report, we recommended that TSA finalize its Secure
Flight redress policies and procedures prior to achieving its initial
operating capability. Information concerning aspects of the redress
process will be published before operational tests or full ireplementation
of the Secure Flight process, and will be contained within the privacy
notices that TSA officials stated will be released in conjunction with the
forthcoming rulemaking. Moving forward, TSA has assigned a manager to
serve as liaison with DHS on privacy and redress issues.

"See Pub. L. No. 108-458, § 4012(a) (codified at 49 U.S.C. § 44903()(2)(C), (G)).

*This requirement generally addresses principles from both the Privacy Act—that
individuals be able to access and correct their personal information—and the Fair
Information Practice of individual participation—that individuals be able to know about
the collection of personal information, to access that information, to request correction,
and to challenge the denial of such requests. However, Secure Flight's redress system will
be challenging for two significant reasons. First, much of the information underlying
decisions to add indjviduals to the TSDB is likely to be classified, and as such will not be
accessible to passengers. Second, TSA does not control the content of the TSDB that it
intends to use as the primary input in making screening decisions.
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Concluding
Observations

TSA has continued its development and testing of Secure Flight, but has
made limited progress in addressing longstanding issues related to system
development and testing, program management, and privacy and redress
protections, To make and demonstrate progress on any large-scale
information technology program, such as Secure Flight, an agency must
first adequately define what program capabilities, such as requirements
related to performance, security, privacy, and data content and accuracy,
are to be provided. These requirements can then in turn be used to
produce reliable estimates of what these capabilities will cost, when they
will be delivered, and what mission value or benefits will accrue as a
result. For Secure Flight, well-defined requirements would provide a guide
for developing the system and a baseline to test the developed system to
ensure that it delivers necessary capabilities, and would help to ensure
that key program areas—such as security, system connectivity, and
privacy and redress protections-—are appropriately managed.

When we reported on Secure Flight in March 2005, TSA had committed to
take action on our recommendations to manage the risks associated with
developing and implementing Secure Flight, including finalizing the
concept of operations, system requirements and test plans; completing
formal agreements with CBP and air carriers to obtain passenger data;
developing life cycle cost estimates and a comprehensive set of critical
performance measures; issuing new privacy notices; and putting a redress
process in place. Over the past 11 months, TSA has made some progress
on all of these areas, including conducting further testing of factors that
could influence system effectiveness and corroborating with key
stakeholders. However, TSA has not completed any of the actions it had
scheduled to accomplish. In particular, TSA has not yet developed
complete system requirements or conducied important system testing
(including stress testing), fully established security measures, made key
decisions that will determine system effectiveness, developed a program
management plan and a schedule for accomplishing program goals, or
published updated privacy and redress notices. Taken as a whole, this lack
of progress indicates that the program has not been effectively managed
and is at risk of failure.

While we recognize that TSA faces program uncertainties that can directly
impact Secure Flight's development and progress, uncertainty is a
component of most programs, and should not be used as a reason for not
defining requirements and developing plans and cost estimates, to manage
risk. We believe that Secure Flight, like all programs, can utilize best
practices to develop such plans to manage program uncertainties.
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To its credit, TSA has recently taken actions that recognize the need to
instill more rigor and discipline into the development and management of
Secure Flight, including hiring a program manager with information
systems program management credentials. We also support TSA's efforts
to rebaseline the program, including defining system requirements and
finalizing a program management plan, including the development of
schedules and cost estimates, before proceeding with program
development. In fact, proceeding with operational testing and completing
other key program activities should not be pursued until TSA puts in place
a more disciplined life cycle process and defines systern requirements. In
the absence of this and other program information, such as requirements,
capabilities, and benefits, further investment in this program would be
difficult to justify.

We are also encouraged that DHS’s IRB—the executive decision making
authorities—has scheduled a review of Secure Flight and other
people-screening programs. Given the potential duplication with CBP's
new initiatives for international prescreening, DHS, TSA, and CBP need to
assess alternative system selutions that should be factored into Secure
Flight's rebaselined program and be the basis for IRB decisions regarding
Secure Flight'’s future. Notwithstanding these efforts, however, much work
remains to be accomplished before Secure Flight is positioned to be
properly executed so that informed and prudent investment decisions can
be made.

Mr. Chairman, this concludes my prepared statement. I will be pleased to
respond to any questions that you or other members of the comumittee
have at the appropriate time.

For further information about this testimony, please contact
Cathleen Berrick, at 202-512-3404 or at herrickc@gao.gov, or
Randolph C. Hite at 202-512-6256 or at hiter@gao.gov.

Other key contributors to this statement were David Alexander,

Amy Bernstein, Mona Nichols Blake, John de Ferrari, Christine Fossett,
Brent Helt, Richard Hung, Thomas Lombardi, C. James Madar,
Matthew Mohning, David Plocher, Karl Seifert, and William Wadsworth.
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Appendix I: Legislatively Mandated Secure
Flight Issues to be Certified by DHS and
Reviewed by GAO

Legislative mandaled issue
(number and short title)

Description of mandated issue

1. Redress process

A system of due process exists whereby aviation passengers determined to pose a threat
are either delayed or prohibited from boarding their scheduled flights by TSA may appeal
such dacisions and correct erroneous information contained in CAPPS Il or Secure Flight
or other follow-on/successor programs.

2. Accuracy of databases and
elfectiveness of Secure Flight

The underlying error rate of the government and private databases that will be used to
both establish identity and assign a risk level to a passenger will not produce a large
number of false positives that will result in a significant number of passengers being
treated rnistakenly or security resources being diverted.

3. Stress tesling

TSA has stress-tested and demonstrated the efficacy and accuracy of all search
technologies in CAPPS Il or Secure Flight or other follow-on/successor programs and
has dermonstrated that CAPPS Il or Secure Flight or other follow-on/successor programs
can make an accurate pradictive assessment of those passengers who may constitute a
threat to aviation.

4. Internal oversight

The Secretary of Homeland Security has established an internal oversight board to
monitor the manner in which CAPPS Il or Secure Flight or other follow-on/successor
programs are being developed and prepared.

5. Qperational safeguards

TSA has built in sufficient operational safeguards to reduce the opportunities for abuse.

6. Security measures

Substantial security measures are in place to protect CAPPS 1l or Secure Flight or other
follow-on/successor programs from unauthorized access by hackers or other intruders.

7. Oversight of system use and operation

TSA has adopted policies establishing effective oversight of the use and operation of the
systemn.

8. Privacy concerns

There are no specific privacy concerns with the technologicat architecture of the system.

9. Modifications with respect to intrastate
travel to accommodate states with
unique air transportation needs

TSA has, in accordance with the requirements of section 44903 (j)(2){B) of title 49, United
States Code, moditied CAPPS il or Securs Flight or other follow-on/successor programs
with respect to intrastate transportation to accommodate states with unique air
transporiation needs and passengers who might otherwise regularly trigger primary
selectes status.

10. Life-cycle cost estimates and
expenditure plans

Appropriate life-cycle cost estimates, and expenditure and program plans exist.

(440422)

Source: GAD,
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AVIATION SECURITY

Secure Flight Development and Testing
Under Way, but Risks Should Be
Managed as System Is Further Developed

What GAQ Found

TSA is making progress in addressing each of the key areas of congressional
interest related to the development and implementation of Secure Flight,
including developing and testing the system. However, TSA has not yet
completed these efforts or fully addressed these areas, due largely to the
current stage of the system's develecpment. For example, while TSA has
drafted a concept of operations and system requirements, it has not finalized
these key documents or completed test activities that will need to be
accomplished before Secure Flight becomes operational. Until requirements
are defined, operating policies are finalized, and testing is completed—
scheduled for later in the system's development-—we cannot determine
whether Secure Flight will fully address these areas of interest.

TSA also initiated a number of actions designed to improve the abitity of
Secure Flight to identify passengers who should undergo additional security
scrutiny, in place of the prescreening currently conducted by air carriers.
Specifically, TSA officials stated that recently completed initial testing
identified improvements over the current prescreening system, and TSA
plans to use intelligence analysts to increase the accuracy of data matches.
However, the effectiveness of Secure Flight in identifying passengers who
should undergo additional security scrutiny has not been fully determined.
For example, TSA has not resolved how passenger daia will be transmitted
from air carriers to TSA to support Secure Flight operations. Further, the
ability of Secure Flight to make accurate matches between passenger data
and data contained in the terrorist screening database is dependent on the
quality of the data used, which has not been determined.

TSA has also strengthened the oversight and management of Secure Flight,
and has established relationships with key program stakeholders, However,
air carriers expressed concems regarding the uncertainty of system
requirements, and the impact these requirements may have cn the airline
industry in terms of system modifications and costs. Additionally, TSA has
taken steps to minimize potential impacts on passengers and to protect
passenger rights during Secure Flight testing. However, TSA has not yet
clearly defined the privacy imnpacts of the operational system or all of the
actions TSA plans to take to mitigate potential impacts.

Secure Flight Passenger Prescreening Process
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Congressional Committees:

Strengthening the security of commercial aviation has been a goal—and a
challenge—-for many years, but since the September 11, 2001, terrorist
attacks, it has become a much more critical issue. The attacks
demonstrated that the consequences of inadequate security can be more
severe and tragic than previcusly imagined. Moreover, the attacks showed
that terrorists are targeting commercial aviation within the nation’s
borders, and that measures taken te provide security were not always
effective. Consequently, since that time, the federal government has
initiated a number of efforts designed to strengthen the security of
virtually all aspects of commercial aviation.

Efforts to strengthen aviation security cover many areas, including
improved controls over screening passengers and baggage, and securing
restricted airport areas and airport perimeters. A recent initiative to
strengthen security is in the area of passenger prescreening. The
prescreening of passengers—that is, identifying passengers that pose a
security risk before they reach the passenger screening checkpoint—can
enable officials to focus security efforts on those passengers representing
the greatest potential threat. Since the late 1990s, passenger prescreening
has been conducted using the Computer-Assisted Passenger Prescreening
System (CAPPS I)—in which data related to a passenger’s reservation and
travel itinerary are compared against characteristics used to select
passengers who require additional security scrutiny, known as CAPPS I
rules—and through the matching of passenger names to terrorist watch
lists. However, following the events of September 11, it became clear that
the capabilities of the existing prescreening system to identify possible
terrorists needed improvement. Consequently, in November 2001,
Congress passed the Aviation and Transportation Security Act, which
established the Transportation Security Administration (T5A) and directed
that it assume most of the responsibilities for civil aviation security.’ In
accordance with the act's requirement that a computer-assisted passenger
prescreening system be used to evaluate all passengers, TSA subsequently
began an effort {o develop a new prescreening system known as CAPPS I

'Aviation and Transportation Security Act, Pub. L. No. 107-71, 115 Stat. 597 (2001).
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that, unlike the current system that operates as part of each airline’s
reservation system, would be operated by TSA. Further, in July 2004, the
National Commission on Terrorists Attacks upon the United States, also
known as the 9/11 Commission, reported that the current passenger
prescreening system needed improvements, and that the watch lists used
by the air carriers did not include all terrorists or terrorism suspects
because of concerns about sharing intelligence information with private
firms and foreigh countries. The comrnission recommended that passenger
screening be performed by the federal government, and make use of the
larger consolidated watch list database maintained by the government.?

Because of a variety of delays and challenges, in August 2004, the
Department of Homeland Security (DHS) cancelled the development of
CAPPS IL In its place, TSA announced that it would develop a new
prescreening program, called Secure Flight, that would respond to the
commission’s recommendation by taking over the respensibility—from air
carriers—{or prescreening passengers, using the larger consolidated watch
list database not currently available to air carriers. In developing Secure
Flight, TSA plans to incorporate some but not all of the functionality
planned for the CAPPS II program. Specifically, Secure Flight is being
developed to compare passenger information against data from the
consolidated watch list database. TSA is also considering incorporating
CAPPS I rules processing as part of Secure Flight, and may include the use
of commercial data (e.g., personally identifiable information that either
identifies an individual or is directly attributed to an individual, such as
name, address, and phone number) if the data can be shown, through
testing, to add to the security benefits of Secure Flight.

Public Law 108-334, enacted in October 2004, mandated that we assess and
report on 10 aspects of the development and implementation of Secure
Flight.! This report satisfies the requirements of that mandate. Specifically,
this report addresses the following questions: (1) What is the status of
Secure Flight’s development and implementation? (2) What factors could
influence the effectiveness of Secure Flight? (3) What procedures have
been put in place to oversee and manage the Secure Flight program,
including ensuring stakeholder coordination? And (4) What efforts are

*The %/11 Commission, The 9/11 Commission Report: Final Report of the National
Commission on Terrovist Altacks upon the United States, July 2004.

*Department of Homeland Security Appropriations Act, 2005, Pub. L. No. 108-334, § 522, 118
Stat. 1298, 1319-20 (2004).
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being taken to minimize the impacts on passengers and protect passenger
rights? In answering these questions, we addressed the 10 specific areas of
congressional interest that we were mandated to review based on the
current status of Secure Flight's development. These areas address the
establishment of a redress process, assessment of the accuracy of
databases and the effectiveness of Secure Flight, system stress testing,
program oversight, operational safeguards, security measures, oversight
policies governing the use and operation of the system, system privacy
protections, system modifications to accommaodate states with unique air
transportation needs, and life-cycle cost estimates and expenditure plans.
(See app. I, table 5, for a description of the 1{ areas identified in Public
Law 108-334 and the sections of the report in which they are addressed.)
Since some of the information addressing the congressional areas of
interest is considered Sensitive Security Information, we are also issuing a
separate letter containing this information.

To address these questions, we reviewed available Secure Flight program
documentation to include system requirements, test plans, and privacy
notices. We also interviewed officials from DHS, TSA, U.S. Custorns and
Border Protection (CBP), and the Terrorist Screening Center (TSC)* to
discuss the status of the program’s development as of March 2005, as well
as its anticipated operations. Since TSA developed Secure Flight from a
modified version of the CAPPS Il program, and will incorporate program
criteria from CAPPS ], we also reviewed relevant CAPPS Il and CAPPS
program documentation, Further, we questioned officials from selected air
carriers and interviewed personnel from several trade organizations and
nwivacvaduargey areanivations yedarding iscnos rolatadtn, Saryeg Blight's-

development and implementation. We conducted our work from April
2004 until March 2005 in accordance with generally accepted government
auditing standards. A detailed discussion of our scope and methodology is
contained in appendix I.

'GAQ, Aviation Security: TSA Modifications to Rules for Prescreening Passengers,
GAO-05-4455U (Washington, D.C.; Mar. 28, 2005).

*TSC was established in accordance with Homeland Security Presidential Directive/HSPD-6
to consolidate the government's approach to terrorism screening, including the use of
terrorist information for screening purposes. TSC is an interagency effort involving DHS,
Department of Justice, Department of State, and intelligence community representatives,
and is administered by the Federal Bureau of Investigation. TSC maintains the terrorist
screening database, which consolidates information from terrorist watch lists to provide
government screeners with a unified set of antiterrorist information.



Results in Brief

Overall, TSA is making progress in addressing key areas of congressional
interest related to the development and testing, system effectiveness,
program management and oversight, and privacy protections for the
Secure Flight program, as outlined in Public Law 108-334. Table 1 provides
a summary of TSA's status in addressing each of the ten areas of
congressional interest. However, TSA has not yet completed these efforts
or fully addressed these areas, due largely to the current stage of the
program’s development. Specifically, initial tests have only recently been
completed, and key policy decisions—including what data will be
collected and how it will be transmitted—have not yet been made. Until
requirements are fully defined, operating policies are finalized, and testing
is completed—scheduled for later in the system’s development—we
cannot determine whether TSA will fully address these areas of interest.

e AP |
Table 1: Summary of TSA’s Status in Addressing Ten Areas of Congressional Interest Included in Public Law 108-334 as of

March 15, 2005

Argas of congressional Interest

TSA status in addressing area of

{short title and page number in report that further describes status) congressional interest
Siress test system and demonstrate efficacy and accuracy (page 25) Under way®
Assess accuracy of databases (page 27) Undear way
Modifications with respect to intrastate travel to accommaodate states with unigque air Under way
transportation needs (page 34, also see GAU-05-4455U)

Establish internal oversight board (page 39) Addressed’
Estabiish effective oversight of system use and operation (page 43) Under way
Install operational safeguards to protect system from abuse (page 48) Under way
Install security measures to protect system from unauthorized access (page 48) Under way
Life-cycle costs and expenditure plans {page 50)° Under way
Address all privacy concemns (page 54) Under way
Create redress process for passengers to correct erfonecus Under way

information (page 56)

Source: GAD analysis.
‘Under way indicates that TSA provided evidence that it has begun to address this issue.
*Addressed indicales that TSA provided evidence that it has addressed this issue.

‘TSA officials stated that they plan lo develop life-cycle cost estimates atter system requirements
have been dafined, and that they recently finalized an expenditure plan.

TSA is making progress in the development and testing of Secure Flight
and is attempting to build in more rigorous processes than those used for
CAPPS 1I. Specifically, TSA has drafted a number of key documents to
assist in providing program oversight, including a draft concept of
operations, a draft requirements document, and a draft project schedule,
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However, TSA has not yet finalized these documents. Further, although
TSA uses a working milestone chart to coordinate its many activities, key
milestones for the Secure Flight program have slipped. For example, the
date when Secure Flight is expected to achieve initial operational
capability with two air carriers slipped by about 4 months. TSA is also
completing initial Secure Flight testing to determine data needs and
system functions, which are basic to defining how Secure Flight will
operate. However, key system testing including stress testing—to verify
that the entire system will function as intended in an operational
environment—has not been completed. Further, although TSA expects to
complete stress testing prior to initial operational deployment, scheduled
for August 2005, it has not yet designed the procedures it will use to
conduct these tests. Until TSA finalizes key program documents and
completes additional system testing, it is uncertain whether Secure Flight
will perform as intended, and whether it will be ready for initial
operational deployment by August 2005,

TSA has begun, or has plans to initiate, a number of actions designed to
improve the ability of Secure Flight to identify passengers who should
undergo additional security scrutiny, in place of prescreening currently
conducted by air carriers. Specifically, T5A recently completed initial
testing to identify those elements that will be used to match air carrier
passenger data to data contained in the TSC’s terrorist screening database,
and the effectiveness of these data in making accurate matches. According
to TSA officials, initial test results showed that the Secure Flight system
was effective in matching PNR data with data contained in the terrorist
screening database, and that data matching can be improved by adding
additional information to PNR data, such as date of birth. However,
because this testing has only recently been completed and test results
have not been fully documented and analyzed, we were unable to
independently assess these resulis. TSA also plans to use intelligence
analysts to help resolve discrepancies in the matching of passenger data to
data contained in the terrorist screening database. In addition, TSA
recently modified the CAPPS I rules, which are currently being
implemented and may also be used in Secure Flight, to facilitate more

" targeted screening of individuals. Although TSA is taking these actions, the
effectiveness of Secure Flight in identifying passengers who should
undergo additional security scrutiny has not been fully determined, and it
can be affected by data quality and other factors. For example, TSA has
not resolved how passenger data will be transmitted from air carriers to
TSA to support Secure Flight operations. Further, the ability of Secure
Flight to make accurate matches between passenger data and data
contained in the terrorist screening database is dependent on the type and
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quatlity of the data. Although the TSC and TSA have taken, or plan to take,
a number of actions to improve the quality of the data in the terrorist
screening database, the accuracy of this data has not been fully
determined. Another factor that could impact the effectiveness of Secure
Flight in identifying known or suspected terrorists is the system’s ability to
identify passengers who assume the identity of another individual by
committing identity theft.

DHS and TSA have alsc taken steps to strengthen their oversight and
management of Secure Flight, including coordinating with key
stakeholders. However, a number of important issues will need to be
resolved as program requirements are finalized and system testing is
completed, and before Secure Flight becomes operational. DHS and TSA
have provided oversight through a number of bodies designed to manage
Secure Flight's development and implementation. TSA also reported
strengthening its oversight of Secure Flight contractors through varicus
methods, including increasing the number of TSA staff with contract
oversight responsibilities. TSA officials also reached out to key external
stakeholders, such as air carriers, whom they identified as integral to the
successful implementation and operations of Secure Flight. These efforts
should help DHS and TSA in managing its development and
implementation efforts. Although DHS and TSA have taken these actions,
however, TSA has not yet finalized oversight policies governing the use
and operation of Secure Flight, or completed performance measures to
measure program results. Further, although TSA has reached out to key
external stakeholders who will be integral te Secure Flight operations,
officials from these organizations expressed concemns regarding the
uncertainty of Secure Flight system and data requirements, and the impact
these requirements may have on the airline industry in terms of system
modifications and costs. Data requirements and associated impacts on air
carriers will need to be resolved before TSA can begin its initial operations
with two air carriers in August 2005. TSA also has not finalized a security
risk assessment and security plan, due largely to the early stage of the
system's development. In addition, TSA did not develop life-cycle cost
estimates and only recently completed an expenditure plan. Life-cycle cost
estimates and expenditure plans are critical components of sound
program rmanagement for the developrment of any major investment.
Without fully developed plans addressing Secure Flight operations,
security, and costs, individuals responsibie for overseeing the program
may not have the information needed to manage program risks and
allocate resources.
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Additionally, TSA has recognized that Secure Flight has the inherent
potential to adversely affect the privacy rights of the traveling public
because of the use of passenger data, and has begun to take steps to
minimize potential impacts on passengers and to protect passenger rights
during the testing phase of Secure Flight. However, TSA has not yet clearly
defined the privacy impacts of Secure Flight in an operational
environment, or all of the actions TSA plans to take to mitigate potential
impacts. TSA also drafted a redress process to provide passengers who
believe they were inappropriately delayed from boarding their scheduled
flights because of Secure Flight a means by which to appeal these
decisions and possibly correct erroneous data found in the terrorist
screening database or in commercial databases, should TSA decide to use
commercially available data. However, TSA has not yet clearly defined
how it plans to implement its redress process for Secure Flight, such as
how errors, if identified, will be corrected, particularly if commercial
databases are used. In addition, although DHS and TSA have taken steps
to address intermational privacy concerns in developing Secure Flight,
such as limiting Secure Flight to prescreening only domestic passengers,
issues remain, particularly with regard to the European Union.
Specifically, TSA has acknowledged that the use of passenger data that
originates in reservations made in a European Union country may create
concerns under that country’s privacy laws, Until TSA fully defines its
operational plans for Secure Flight—which officials stated they plan to do
later in the system’s development—and addresses international privacy
concems, it will remain difficult to determine whether the planned system
will offer reasonable privacy protections to passengers who are subject to
prescreening or mitigate potential impacts on passengers’ privacy.

To help manage risks associated with Secure Flight's continued
development and implementation, and to assist TSA in developing a
framework from which to support its efforts in addressing congressional
areas of interest outlined in Public Law 108-334, we are making a number
of recommendations to the Secretary of the Department of Homeland
Security. These recommendations include finalizing requirements and test
plans, developing a plan for transmitting data from and to air carriers to
support Secure Flight operations, developing performance goals and
measures and life-cycle costs, and finalizing policies and issuing
associated documentation detailing privacy protections and a system of
redress.

We provided a draft of this report to DHS for its review and comment.
DHS, in its written comments, generally agreed with our findings and
recommendations, and identified some actions it has initiated to
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implement the recommendations. For example, DHS stated that TSA plans
to complete the Secure Flight concept of operations by March 2005, and
system requirements by April 2005. DHS also noted that TSA is currently
finalizing a redress process for passengers who feel they have been
unfairly or incorrectly singled out for additional screening.

DHS also provided technical comuments related to the program'’s
development, testing, and implementation. These comments were
incorporated as appropriate. A copy of DHS's comments is included in
appendix II.

. =
Bac kgroun d The Transportation Security Administration is responsible for securing all

modes of transportation while facilitating commerce and ensuring the
freedom of movement for the traveling public. Passenger prescreening is
one program among many that TSA uses to secure the aviation sector. The
process of prescreening passengers—that is, determining whether airline
passengers pose a security risk before they reach the passenger screening
checkpoint——is used to focus security efforts on those passengers
representing the greatest potential threat. Currently, U.S. air carriers
conduct passenger prescreening using the Computer-Assisted Passenger
Prescreening System, known as CAPPS I, and by comparing passenger
names against government-supplied terrorist watch lists.

Current Passenger Passenger prescreening is used to identify passengers who may pose a

Prescreening higher risk to aviation security than other passengers and therefore should
receive additional and more thorough security scrutiny. The current
prescreening process consists of two components. First, after a passenger
makes a reservation, the air carrier checks the passenger’s reservation
information contained in the air carrier's passenger name record (PNR)®
against a set of established system rules, referred to as the CAPPS I rules.”
Second, the air carrier checks the passenger’s name against government-
supplied waich lists that contain the names of individuals who, for certain

*The PNR contains data related to a passenger’s reservation and travel itinerary and is
contained in an air carrier's reservation system. Such data can include the passenger’s
name, phone number, number of bags, seat number, and form of payment, among other
information.

'CAPPS I rules are characteristics that are used to setect. passengers who require additional
security scrutiny.
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reasons, are either not allowed to fly (the no-fly list) or pose a higher than
normal risk and therefore require additional security atiention (the
selectee list). Passengers on the no-fly list are denied boarding passes and
are not permiited to fly unless cleared by law enforcement officers.
Passengers who are selected by the CAPPS I rules or who are on the
selectee list are issued boarding passes, and they and their baggage
undergo additional security measures. Approximately 99 percent of all
passengers on domestic flights are screened under the air carrier-operated,
automated CAPPS I system.?

CAPPS II

Following the events of September 11, and in accordance with the
requirement set forth in the Aviation and Transportation Security Act that
a computer-assisted passenger prescreening system be used to evaluate all
passengers before they board an aircraft,” TSA established the Office of
National Risk Assessment to develop and maintain a capability to
prescreen passengers in an effort to protect U.S. transportation systems
and the public against potential terrorists. In March 2003, this office began
developing the second-generation computer-assisted passenger
prescreening system, known as CAPPS 11, to provide improvements over
the current prescreening process, and to screen all passengers flying into,
out of, and within the United States. Under the CAPPS 11 program, the
responsibility and financial costs of passenger prescreening were to be
transferred from the air carriers to the government. In addition, CAPPS II
was to perform different analyses and access more diverse data, including
data from government and commercial databases, to classify passengers
according to their level of risk (i.e., acceptable risk, unknown risk, or
unacceptable risk), which would in turn be used to determine the level of
security screening each passenger would receive. Table 2 lists the specific
capabilities that TSA planned to incorporate into CAPPS II, which the
agency believed were needed to strengthen passenger prescreening.”

*The remaining | percent of passengers are manually screened by air carriers who do not
have an automated systern.

*Pub. L. No. 107-71, § 136, 115 Stat. 597, 637 (2001).

““TSA planned to incorporate eight capabilities into the CAPPS II program. We have only
listed seven of these capabilities, because one is Sensitive Security Information.
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Table 2: System Capabilities Planned for CAPPS I

Capability Description
Watch list Comparison of data contained in the passenger’s reservation (PNR)
matching with intormation contained in government watch lists (selectee and

no-fly lists} to identify potential threats to aviation security and other
individuals of interast to the counterterrorism community

CAPPS Irules  Matching information in the PNR io CAPPS [ rules to identify
appfication individuals who should be subject to additional security screening

Identity Checking PNR data against commercial databases 1o assist in
authentication confirming the passenger's identity

Criminal checks  Matching PNR data against lists of international fugitives and
government “wanted lists” to identify known ¢riminals

Intelligence- Using aigorithms developed through intelligence modeling to identity
based search for previously unknown terrorists by searching for patterns in an
unknown individual's travel or transaction history that are indicative of terrorist
terrorists activities

Use of opl-in ists Maintaining a list of individuals, who have been previously cleared
under credentialing programs, such as registering passengers in
advance of making reservations, to minimize the volume of
passengers that must be prescreened

Use of alert lists  Providing the capability to create a temparary watch list based on
information extracted from current intelligence reports, such as blocks
of stolen passpors

Source: TSA,

In February 2004, we reported—in response to a mandate in the fiscal year
2004 Department of Homeland Security Appropriation Act"—that TSA had
not yet developed critical elements associated with sound project planning
for CAPPS 1, including a plan for the specific functionality 1o be delivered
and the costs expected to be incurred throughout the system's
development.” We also reported that TSA had not fully addressed seven of
eight issues identified by Congress as key areas of interest related to the
development and implementation of CAPPS II, such as privacy protection,
passenger redress, and system security. Following our evaluation and
congressional oversight hearings, DHS initiated an internal review of the
CAPPS I program.

""The Department of Homeland Security Appropriations Act, 2004, Pub. L, No. 108-90, § 519,
117 Stat. 1137, 1155-56 (2003), mandated that GAO review eight areas related to the
development and implernentation of CAPPS II, including system development and security,
privacy, redress, and oversight.

“GAO, Aviation Security: Computer-Assisted Passenger Prescreening System Faces
Significant Fmplementation Challenges, GA0-04-355 (Washington, D.C.: Feb. 12, 2004).
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Further, in July 2004, the National Commission on Terrorists Attacks upon
the United States, commonly known as the 9/11 Commission, reported that
the current air carrier-operated passenger prescreening system—CAPPS 1
and watch list matching—needed improvements, and that the watch lists
used by the air carriers did not include all terrorists or terrorism suspects
because of concerns about the government sharing intelligence
information with private firms and foreign countries. The commission
recommended that passenger prescreening be performed by the federal
government and make use of the larger consolidated watch list database
maintained by the government.” Taking into consideration the
commission's recommendations and the resulis of DHS's internal review
of CAPPS 11, among other factors, TSA cancelled the development of
CAPPS 11 in August 2004.

Secure Flight

Shortly after the CAPPS II program was cancelled, TSA anncunced that it
planned to develop a new passenger prescreening program called Secure
Flight. TSA plans to operate Secure Flight on the Transportation Vetting
Platform—the development of which began under CAPPS II and includes
the software for watch list matching and CAPPS I rules analysis."
According to TSA, Secure Flight will leverage the system development
efforts already accomplished for CAPPS II, but will have several
fundamental differences. Specifically, TSA is designing Secure Flight to
incorporate only some of the capabilities planned for CAPPS Il such as the
core capabilities of watch list matching and CAPPS I rules application."
Secure Flight will also only prescreen passengers flying domestically
within the United States, rather than passengers flying into and out of the
United States. Table 3 provides a summary of the capabilities planned for

HThe 9/11 Commission Report,

"'TSA plans to use this centralized velting capability to identify terrorist threats in support
of various DHS and TSA programs. Further, TSA plans to use the platform to ensure that
persons working at sensitive locations; serving in trusted positions with respect to the
transportation infrastructure; or traveling as cockpit and cabin crew into, within, and out of
the United States are properly screened depending on their activity within the
transportation system. In addition 1o supporting the Secure Flight and Crew Vetling
programs, TSA expects to leverage the platform with other applications such as TSA
Screeners and Screener applicants, commercial truck drivers with Hazardous Materiais
Endorsements, aviation workers with access to secure areas of the airports, alien flight
school candidates, and applicants for TSA’s domestic Registered Traveler program.

"*TSA planned to incorporate eight capabilities into the CAPPS I program. We have only
listed seven of these capabilities, since one is Sensitive Security Information.
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CAPPS II, as compared with the capabilities currently provided by the
current passenger prescreening program and those planned for the Secure
Flight program. As shown in table 3, TSA does noi plan 1o add additional
features beyond the current passenger prescreening prograrm, with the
exception of matching PNR data against an expanded terrorist watch list,
which will be provided by the TSC. TSA is also exploring the feasibility of
using commercial data as part of Secure Flight if the data are shown,
through testing, to increase the effectiveness of the watch list matching
feature. TSA does not currently plan for Secure Flight to include checking
for criminals, performing intelligence-based searches, or using alert lists."
TSA has not yet determined whether Secure Flight will assume the
application of CAPPS I rules from the air carriers, or if an opt-in list
capability will be used as part of Secure Flight.”

‘“While TSA does not plan to include criminal ehecks within Secure Flight, it does plan to
incorpovate this capability into the plaiform, where it may be used by other vetting
applications, such as Crew Vetting.

'"An opt-in list could include passengers participating in TSA's Registered Traveler
program, which is currently operating in the pilot phase at five airporis. Under this
program, frequent travelers at select airports are able to volunteer for the program.
Volunteers are asked to submit information, including biometrics, necessary for TSA to
determine eligibility. The biometric information, such as fingerprints, is used for identity
verification purposes and, in copjunction with a security assessment, allows passengers at
the pilot airport locations to go through an expedited security screening process. The
results of the five-airport pilot program will determine future applications of the Registered
Traveler concept at other airports.
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Table 3: Key Capabilities for Passenger Prescreening Programs

Capability included in program

Current

prescreening
Capabllity program CAPPS I Secure Flight
Waich list maiching v v V"
CAPPS | rules application v v To be determined”
Identity authentication v To be determined”
Criminal ¢checks v
Intelligence-based search for v
unknown terrorists
Use of opt-in lists v To be determined”
Use of aler lisls v

GAC analysis o TSA Intommati

*Secure Flight will use an expanded watch list that includes mere information than the current no-fly
and selectee lists used by the air carriers,

"TSA has not yet determined whelher air carriers will retain responsibility for applying the CAPPS |
rules or whether this function will be preformed by TSA.

“TSA plans to make a decision on the use of commercial dala for Secure Flight based on the results
of current testing.

“TSA plans to examine whether Secure Flight will use an opt-in list, which could include those
passengers parficipating in TSA's Registered Traveter program,

Secure Flight is currently undergoing development and testing, and policy
decisions regarding the operations of the program have not been
finalized.” However, TSA officials have described how they anticipate
Secure Flight to operate, as illustrated in figure 1. When a passenger
makes flight arrangements, the air carrier or reservation company will
complete the reservation by entering PNR data in its reservation systerq,
as is done cwrrently, Once the reservation is completed, the PNR will be
electronically stored by the air carriers. Approximately 72 hours prior to
the flight, the PNR will be sent to Secure Flight through a network
connection provided by DHS's CBP. Reservations that are made less than
72 hours prior to flight time will be sent immediately to TSA. Upon receipt
of the PNR, TSA plans to process the PNR data through the Transportation
Vetting Platform. During this process, Secure Flight will determine if the

"*The Intelligence Reform and Terrorism Prevention Act of 2004, Pub, L. No. 108458, §
4012, 118 Stat. 3638, 3714-19, requires that TSA begin to assume responsibility for the
passenget prescreening function within 180 days after the completion of testing.
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data contained in the PNR match the data in the TSC terrorist screening
database and potentially analyze the passenger’s PNR data against the
CAPPS I rules, should TSA decide to assume this responsibility from the
air carriers. As noted earlier, TSA has not yet determined whether CAPPS |
rules processing will be performed by TSA or by the air carriers. In order
to match PNR data te information contained in the terrorist screening
database, TSC plans to provide TSA with a subset of the database for use
in Secure Flight, and provide updates as they occur. All individuals listed
in the TSC data subset are to be classified as either selectees (will be
required to undergo secondary screening before being permitted to board
an aircraft) or no-flys (will be denied boarding unless they are cleared by
law enforcement personnel). When Secure Flight completes its analysis,
each passenger will be assigned one of three screening categories: normal
screening required (no match against the terrorist screening database or
CAPPS I rules), selectee (a match against the selectee list or the CAPPS 1
rules, or random selection), or no-fly {(a match against the no-fly list). The
results will be stored within the Secure Flight system until 24 hours prior
to departure, at which time they will be returmed to the air carriers.
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Figure 1: Planned Operations of Secure Flight
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As shown in figure 1, when the passenger checks in for the flight at the
airport, the passenger will receive a level of screening based on his or her
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designated category. A “normal screening” passenger will be provided a
boarding pass and allowed to proceed to the screening checkpoint in the
normal manner. A “selectee” passenger will receive a boarding pass but
will underge additional security scrutiny at the screening checkpoint. A
“no-fly” passenger will not be issued a boarding pass. Instead, appropriate
law enforcement agencies will be notified. Law enforcement officials will
determine whether the individual will be allowed to proceed through the
screening checkpoint or if other actions are warranted, such as additional
questioning of the passenger or taking the passenger into custody. TSA
expects that all information specific to a PNR record will be purged from
the Secure Flight temporary storage database 72 hours after completion of
the itinerary, unless a redress action is initiated by the passenger. TSA
plans to use the redress process to provide passengers who believe they
were inappropriately delayed from boarding their scheduled flights
because of Secure Flight a means by which to appeal these decisions.

After the completion of testing, TSA plans to make policy decisions
regarding the scope and operation of Secure Flight, including the required
PNR data to be obtained from air carriers and whether Secure Flight will
use commercial data to enhance the watch list matching capability. TSA
expects to begin initial operations of Secure Flight with two U.S. air
carriers in August 2005 and systematically bring other U.S. air carriers
online with Secure Flight in 2006. TSA estimates that Secure Flight will
prescreen about 2 million domestic passengers per day when fully
operational with all domestic air carriers. For fiscal year 2005, TSA was
allocated $35 million for the development of Secure Flight. The President’s
fiscal year 2006 budget request includes approximately $81 million for
Secure Flight development and implementation.

To consolidate and strengthen TSA’s screening capability, in November
2004, DHS combined the Office of National Risk Assessment—which
developed CAPPS l1—with the Credentialing Program Office to become
the Office of Transportation Vetting and Credentialing.”® By merging these
two offices, TSA expects to help provide assurance that Secure Flight and
the various credentialing programs within DHS and TSA, which operate on
the Transportation Vetting Platform, will be executed effectively. In
addition, in an attempt to achieve greater synergy and avoid duplication of
effort, DHS has proposed in its fiscal year 2006 budget request to create an

""The Credentialing Program Office was responsible for worker-screening programs,
including aviation workers, alien flight students, and the Registered Traveler Program.
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Office of Screening Coordination and Operations within DHS’s Border and
Transportation Security Directorate. The purpose of this office will be to
coordinate a comprehensive approach to several ongoing terrorist-related
screening initiatives—in immigration, law enforcement, intelligence,
counterintelligence, and protection of the border, transportation systems,
and critical infrastructure. If implemented, this office would absorb Secure
Flight as well as additional DHS and TSA screening programs, including
programs operating on the Transportation Vetting Platform.

Development and
Testing of Secure
Flight Are Under Way,
but Key Activities
Have Not Yet Been
Completed

TSA is making progress in the development and testing of Secure Flight
and is attempting to build in more rigorous processes than those used for
CAPPS II. To accorplish these efforts, TSA has developed a draft concept
of operations, a draft systems requirement document, and a draft project
schedule to guide its activities. However, TSA has not yet finalized these
documents. Further, although TSA is taking actions to more effectively
manage the Secure Flight system’s development, key milestones have
slipped, including the date when Secure Flight is expected to begin initial
operations with two air carriers, by about 4 menths. TSA has
acknowledged that meeting its Secure Flight schedule constitutes an area
of risk.

Currently, TSA is completing testing to determine Secure Flight's data
needs and system functions, which are basic to defining how Secure Flight
will operate, and plans to complete important system testing activities
such as end-to-end performance and stress testing the entire system.”
According to TSA officials, TSA plans to finalize its concept of operations
and system requirements prior to its final phase of testing the entire
system, which is scheduled to begin in April 2005. Until TSA finalizes these
documents and corapletes additional system testing, it is uncertain how
well Secure Flight will perform or whether it will be ready for operationat
deployment by August 2005,

“End-to-end testing is conducted to verify that the entire system, including any external
systems with which it interfaces, functions as intended in an operational environment.
Stress testing refers to measuring a system's performance and availability in times of
particularly heavy (i.e., peak} load.
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TSA Recently Developed a
Comprehensive Schedule,
but Key System
Documentation and
Development Activities
Have Not Yet Been
Completed

TSA is continuing the development of the centralized platform originally
developed under CAPPS II—known as the Transportation Vetting
Platform——and the Secure Flight application to conduct its prescreening
activities. In continuing its development activities, TSA has developed a
draft concept of operations, a draft system requirements document, and a
project schedule to guide its efforts. However, these documents have not
yet been finalized. These documents will need to be finalized in order to
guide the system’s development and to proceed with the final phases of
testing. The concept of operations identifies to the eventual users of the
system how the systern will operate, while a detailed set of requirements
agreed on by the govermment and the contractor helps ensure that Secure
Flight is built with the desired functionality.

TSA completed a draft concept of operations in February 2005, This
document provides a high-level perspective of how the system will operate
and includes the roles and responsibilities of key staff and organizations. It
also provides information necessary to begin finalizing other documents,
such as system requirements. However, the concept of operations also
identifies that many key decisions regarding Secure Flight operations have
not yet been made. For example, the responsibilities between TSA’s Office
of Transportation Vetting and Credentialing, which is responsible for
developing and implementing Secure Flight, and CBP, which TSA expects
will provide the connectivity and data transport services to and from the
airlines for Secure Flight, have not yet been determined. Further, TSA has
not defined how the air carriers or airline reservations systeras will
interface with CBP. TSA acknowledges that not being able to obtain
personally identifiable passenger data found in PNRs from the air carriers
because of costs to the industry and lack of funding is an area of risk. TSA
also recognized that it has to make these and other policy decisions before
finalizing the concept of operations. However, TSA does not plan to
finalize these documents until after completing the testing that is currently
being conducted to determine Secure Flight's data needs and functions.
According to TSA’s schedule, the final concept of operations and the
definition of requirements are expected to be completed in March 2005
and April 2005, respectively. The sooner these key documents are
completed, the greater the chance TSA has of developing a system that
meets its needs. With Secure Flight currently scheduled to prescreen its
first passenger in August 2005, the lack of these key documents in final
form increases the risk that TSA will develop a system that will not
function as intended or meet TSA's needs.

In addition to the concept of operations and the system requirements
documents, TSA uses a working milestone chart and a draft project
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schedule to guide its system development and testing activities. In
February 2004, we reported that CAPPS II development was behind
schedule and critical plans were incomplete. Specifically, TSA was behind
schedule in testing and developing initial increments of the system, and
had not yet established a compiete plan to identify specific system
functionality that would be delivered. We reporied that TSA increased the
risk of CAPPS Il not providing expected functionality and of its
deployment being delayed. TSA officials recognized that they had not fully
developed CAPPS II with the thorough processes needed to properly
develop a system. As a result, TSA officials stated that they are now
attempting to build greater rigor into the Secure Flight development
approach. During the transition from CAPPS Il te Secure Flight, TSA
modified its acquisition strategy and plan, obtained new contractors to
develop and test Secure Flight, used another contractor to help develop
key system documents and schedules, and hired more government
personnel with knowledge and experience in project management. These
steps have helped improve TSA's appreoach for the development of the
Secure Flight system. For example, after announcing the start of Secure
Flight in August 2004, TSA developed an initial working milestone chart in
September 2004, and a more detailed draft integrated project schedule
with milestones for developing, testing, and securing the system in
November 2004. These documents provide information needed for
program oversight officials, managers, and stakeholders to understand the
projected and revised time frames for carrying out key activities. Figure 2
identifies TSA's projected key program milestones as of March 2005.
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Figure 2: TSA Projected Key Milestones for the Development and Implemeantation of Secure Flight, as of March 2005
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Although TSA developed working milestones, TSA has revised its working
milestone chart several times, as figure 3 illustrates. During the 5-month
period between September 2004, when Secure Flight began, and February
2005, when the project plan was most recently revised, TSA delayed key
milestones by up to 5 months. For example, TSA delayed the date Secure
Flight is ready to begin prescreening passengers during initial operations,
using two air carriers, from April 2006 to August 2005-—a 4-month delay.
According to TSA officials, they delayed initial operations and other key
milestones since the Secure Flight program began because of a nurnber of
factors. For example, TSA officials stated they received more than 500
comments on the Secure Flight privacy notices, which caused delays in
meeting key milestones. TSA officials identified that not meeting the
Secure Flight schedule is a key risk that they plan to mitigate by assessing
the program'’s progress against information technology program
management standards and implementing tools to facilitate program

execution, monitoring, and documentation.
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Figure 3: Slippage in Key Secure Flight Milestones hetween September 2004 and February 2005
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TSA Is Conducting Initial TSA acknowledges the importance of testing the Secure Flight system to

Testing, but Key System
Testing Remains

refine system requirements and help ensure desired functionality is
achieved. TSA conducted some testing under the CAPPS II program that
will benefit Secure Flight, and is currently completing additional testing to
determine the information that will be needed in the passenger record to
match PNR data against the TSC terrorist screening database and the
CAPPS I rules, and plans to fully test the entire system before it becomes
operational. TSA plans to conduct this system testing after key decisions
are made about Secure Flight's functions, such as what passenger data will
be used, which will be based in part on the results of current testing.
Figure 4 summarizes TSA's completed, current, and future testing and
operations for the Secure Flight system.
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Figure 4: TSA’s Completed, Current, and Future Planned Testing and Operations for Secure Flight
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The testing phase of a system development project is used to help ensure
that system functions meet their specified requirements. According to
leading information technology organizations, to be effective, practices for
testing software—such as that to be used in Secure Flight—should be
planned and conducted in a structured and disciplined approach.
Typically, this involves testing increasingly larger increments of a system
until the complete system and all of its functionality are tested and
accepted, and resolving critical problems before moving to the next phase
of testing. It also involves stress testing and fully demonstrating the
effectiveness and accuracy of the system. TSA's recently drafted Test and
Evaluation Master Plan provides a high-level description of Secure Flight's
overall test program and identifies TSA's plans to conduct the required
tests. TSA also prepared detailed test plans for its current testing and will
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TSA Completed Initial Testing
on CAPPS II Systemn That Will
Support Secure Flight Testing

TSA Currently Conducting
Tests to Further Define Secure
Flight Data Needs and
Functionality

need to develop additional plans before beginning its future system tests,
scheduled te begin in April 2005,

Since April 2004, TSA has completed several tests on the CAPPS I and
Secure Flight systems. In March and April 2004, TSA tested several
components of the CAPPS Il system including matching names against a
basic watch list and applying the CAPPS I rules. To conduct these tests,
TSA used simulated passenger data based on personal information
volunteered by 32 government and contractor personnel who had
originally worked on the CAPPS Il program. When CAPPS Il ended,
several features had not yet been tested, including system effectiveness,
security, privacy controls, system availability, backup and recovery, and
system meonitoring,

In November 2004, during the transition from CAPPS II to Secure Flight,
TSA conducted several tests to verify that the system features brought
forward from CAPPS II functioned as intended after modifications had
been made for Secure Flight.” TSA used the same simulated passenger test
data for these tests that it had used in April 2004. At the conciusion of
these tests, according to TSA officials, they found that the watch list
matching and CAPPS 1 rules application worked sufficiently well enough
to move forward with the current testing phase of Secure Flight. However,
our analysis shows that TSA tested only 28 percent of the system'’s
requirements. According to TSA officials, they only tested the system
requirements that were necessary to support initial performance testing.
Officials further siated that they plan 1o test all Secure Flight reguirements
as part of the final phase of system testing beginning in April 2005.

TSA is currently testing Secure Flight to determine (1) what data will be
needed in the PNR for the system to most effectively match PNR data with
data contained in the terrorist screening database and (2) whether
commercial data (personal data, such as name, address, and phone
number, maintained by private companies) can enhance the ability of
Secure Flight to match PNR data with data contained in the terrorist
screening database. To accomplsh these tests—referred to as the PNR
tests and commercial data concept tests, respectively—TSA obtained
historical PNRs from domestic air carriers for passengers who flew flight

#As described eatlier in this report, the scope of Secure Flight is more lmited than CAPPS
II. Therefore, several features of the CAPPS II system were deactivated, such as the identity
authentication process and alert list capability.
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segments beginning and completed during the month of June 2004.” TSA
officials expect the results of these PNR and commercial data tests to
allow them to make informed policy decisions regarding what passenger
data will be required for Secure Flight operations. According to TSA
officials, after these tests are completed, TSA plans to use the test results
to help finalize the concept of operations and system requirements. For
example, according to TSA officials, these tests could show that TSA may
need air carriers to collect date of birth information, which is currently not
coilected by air carriers when taking reservations and could therefore
delay system deployment, or TSA may need to pay for commercial data,
which could increase system operating costs.

PNR testing: TSA recently completed testing that compares the varicus
combinations of passenger-provided information contained in air carrier
reservation systems,” known as PNR data, against data contained in the
terrorist screening database, in order to identify individuals known or
reasonably suspected to be engaged in terrorism. TSA developed test
cases to help determine how effective Secure Flight is in identifying
individuals who were incorrectly identified as being listed in the terrorist
screening database (referred to as false positives), or individuals not
identified as being on a terrorist watch list when in fact they should have
been identified (referred to as faise negatives). Preliminary test results of
matching data in the terrorist screening database against various
combinations of PNR data showed that watch list matching is possible;
however, there are challenges in obtaining the data in a format that the
system can use. Further, although TSA attempted to test the application of
CAPPS 1 rules, the data provided by the air carriers were insufficient to
test the CAPPS [ rules as part of the Secure Flight program since not all of
the data air carriers’ require to run CAPPS ] are contained in PNRs. We
discuss these points in further detail later in this report.

*T'o obtain data for Secure Flight testing, TSA issued an order in November 2004 requiring
domesiic airlines to provide passenger records for the month of June 2004. Sixty-six air
carriers, representing 99.8 percent of the total enplanements, provided more than 15
million PNRs.

“These reservation systems contain detailed information about an individual's travel on a
particular flight, including information provided by the passenger when making a flight
reservation. Such information can include (1) passenger name; {2) reservaiion date;

(3) travel agency or agent; (4) travel itinerary information; (5) form of payment; (6) flight
number; and (7} seating location.
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Commercial data concept testing: TSA is currently conducting a concept
test,” using commercial data to enhance or augment the June 2004
historical PNR data, to determine if the incluston of additional information
in the PNR can improve the matching of passenger-provided information
against the terrorist screening database by reducing faise positives and
false negatives. The commercial data concept test is also intended to
determine if the accuracy of passenger-provided data can be verified using
commercial data. To determine the effectiveness of using commercial
data, TSA developed initial measures for commercial data concept testing,
such as the overall percentage of passenger-provided records from which
identity can be verified using commercial data, and plans to refine the
measures throughout the testing process.” TSA awarded a contract to
conduct commercial data concept testing in February 2005, and expects to
obtain the test results in April 2005. When these tests are completed, DHS
and TSA plan to make policy decisions regarding the data elements that
should be included in the PNR and whether commercial data will be used
in support of the Secure Flight program. These critical decisions could
lead to changes in system requirements.

TSA Plans to Conduct Stress Beginning in June 2005, TSA plans to conduct a series of tests consisting of
Testing as Part of Final System  increasingly larger increments of the system’s functionality until the
Testing complete system is tested. These tests are designed to demonstrate the

efficiency and accuracy of the entire system, including 100 percent of the

Area of Congressional Interest: | requirements. This testing will include external interfaces for two-way
Stress Testing data exchange between the air carriers and TSA, and also for obtaining
data from the TSC. These tests will also include stress testing. Secure

Flight has a stringent performance requirement to process 2.5 million
transactions per day, with a peak load of 180,000 transactions within 10
minutes. During the PNR testing, TSA conducted limited stress tests of the
system by running 1.8 million maiching requests within 24 hours. TSA did
not test the number of matches against its more stringent requirement of
completing 180,000 matches within 10 minutes. Further, these resulis are
based on testing that did not involve the entire system, including

*The purpose of the concept test is limited to identifying the utility of using commercial
data in improving the effectiveness of comparing passenger information against the
terrorist watch list in a test environment.

®In February 2005, we issued a report assessing TSA's measures for commercial data
testing. GAO, Aviation Security: Measures for Testing the Impact of Using Commercial
Data for the Secure Flighi Program, GAO-05-321 (Washington, D.C.: Feb. 23, 2005). We
also have an ongoing follow-up review examining the Secure Flight commercial data
testing process and will report to Congress on our findings.
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connectivity to air carriers and the possible application of CAPPS I rules.
Although TSA conducted the limited stress testing, it is planning to
conduct system stress tests that are designed to help ensure that Secure
Flight can operate efficiently, accurately, and during peak load, and will
use test results to determine system readiness to operate live with two
carriers by August 2005. Table 4 identifies TSA's planned milestones for its
final phases of system testing.

|
Table 4: TSA’s Schedule for Final Phases of Secure Flight Testing

Testing activity  Purpase Beygin End
Unit testing To verify that the smallest defined April 20, May 31,
module of the system works as 2005 2005
intended before integrating with other
modules
Integration testing To verify that units of the system, when June 1, 2005 June 3,
combined, work together as intended 2005
System testing To verify that the complete system (all June 9, 2005 June 23,
the units combined) satisfies specific 2005

requirements such as functionality,
periormance, and security

End-to-end testing To verify that the entire system, June 23, July 15,
including any exlernal systems with 2005 2005
which it interfaces, tunctions as
intended in an opeérational environment

Sowrce. GAD anaiysis ol TSA dala,

Although TSA has developed this testing schedule and has described its
overall strategy for conducting these tests, it has not yet developed the
detailed test plans needed for unit, integration, system, and end-to-end
testing, which are scheduled to begin in April 2005. TSA officials stated
that they have identified a time frame during end-to-end testing when they
plan to conduct performance and complete system stress testing.
However, officials stated that the specific test plans cannoi be finalized
until TSA makes key decisions regarding the final operationat and
functional requirements for Secure Flight. Until TSA develops detailed and
complete test plans and fully executes these plans, it is unknown how well
Secure Flight will perform and whether it will be ready to be operational
with two air carriers in August 2005.
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TSA Is Taking Steps
to Improve the Ability
of Secure Flight to
Identify Passengers
Who Should Undergo
Additional Security
Scrutiny, but System
Effectiveness Has Not
Been Determined

Area of Congressional Interest:
Accuracy of Databases and
Effectiveness of Secure Flight

TSA has begun, or has plans to initiate, a number of actions designed to
improve the ability of Secure Flight tc identify passengers who should
undergo additional security scrutiny, relative to the prescreening currently
conducted by the air carriers. These actions are in response to the 9/11
Commission’s recommendation that the government improve passenger
prescreening by taking over, from the air carriers, responsibility for
prescreening passengers using an expanded set of terrorist watch lists
currently not available to air carriers. TSA efforts to strengthen passenger
prescreening include conducting initial testing, prior to the further
development and implementation of Secure Flight, to identify the most
effective combination of data elements in PNR and the terrorist screening
database to be matched. TSA also plans to use intelligence analysts to help
resolve discrepancies in the matching of PNR data to data contained in the
terrorist screening database, and recently modified the CAPPS I rules to
facilitate more targeted screening of individuals.

Although TSA is taking these actions, the effectiveness of Secure Flight in
identifying passengers who should undergo additional security scrutiny
has not yet been determined, and can be affected by data quality and other
factors. Specifically, TSA officials reported that recently completed testing
identified an improvement in Secure Flight's ability to match PNR data to
data contained in the terrorist screening database over watch list matching
conducted by the air carriers. However, key issues regarding how these
data will be obtained and transmitted have not yet been resolved, Further,
as is the case with the current airline-operated process of matching
passenger names against no-fly and selectee lists—which are extracted
from the terrorist screening database and provided by TSA—the ability of
Secure Flight to make accurate matches between PNR data and data
contained in the terrorist screening database is dependent on the type and
quality of data contained in the database as well as in PNRs. While TSC
and TSA have taken, or plan to take, a number of actions to improve the
guality of the data in the terrorist screening database, the accuracy of the
database has not been determined. The effectiveness of data matches will
also be dependent on the accuracy of commercial data used to augment
the matching, should TSA decide to use commercial data for Secure Flight.
However, the accuracy of commercial data is undetermined because there
are no industry standards for processes or requirerments to ensure
accuracy. Further, although TSA recently modified CAPPS I rules to result
in more targeted screening, TSA has been unable {0 determine the impact
of these changes on the screening process, and may not be able to obtain
all of the information needed to apply the rules from PNR data. Another
factor that could impact the effectiveness of Secure Flight in identifying
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known or suspected terrorists is the system’s ability to identify passengers
who assume the identity of another individual, known as identity theft.

Initial Secure Flight Test TSA recently completed testing intended to help identify those data

Results Show elements in both PNR data and the terrorist screening database that will

Imp rovements over be needed to make the most accurate matches, and to identify error rates
that occur with the various combinations of data elements being matched.

Surrent Pé?sserl:l)gerK Specifically, TSA matched different combinations of data elements from
rescreenimng, . ut Rey both PNR data and data contained in the terrorist screening database,
Issues Regarding How such as last name only, full name only, or full name and date of birth. TSA

Data Will Be Obtained and  is in the process of analyzing the results of these tests to determine which

Transmitted Have Not Yet data elements would be most effective for successful matching once

Been Resolved Secure Flight becomes operational. TSA also identified estimated error
rates in matching PNR data with data contained in the terrorist screening
database under the various combinations of data matched. In the context
of Secure Flight, errors occur if an individual is incorrectly identified as
being on a terrcrist watch list (referred te as a false positive) or if an
individual is not identified as being on a terrorist watch list when in fact he
or she should have been identified (referred to as a false negative).
According to TSA, these test results will be used to help determine
whether additional or different combinations of data are needed to help
reduce error rates. TSA will also use this data to determine whether
identified error rates are acceptable and whether additional work will be
required to reduce these rates.

Although initial PNR testing was only recently completed, and test results
have not been fully documented and analyzed, TSA officials stated that
these results show that Secure Flight will be more effective in matching
PNR data with data contained in the terrorist screening database than
matches currently conducted by the air carriers. Specifically, TSA officials
believe that the results showed that Secure Flight will be capable of
detecting names that are exact matches as well as minor variations in
narmes with information in the terrorist screening database. TSA officials
further stated that test results indicate that adding date of birth to PNR
data may further reduce the number of false positives. However, according
to TSA officials, the affect of adding date of birth on false negative rates
was less clear. Because this testing has only recently been compieted and
test results have not been fully compiled and analyzed by TSA, we were
unable to independently assess these results. Specifically, we did not
independently assess whether the results showed an improved capability
over the current air carrier process, or the basis from which this
measurement was made. TSA officials stated that they would continue to
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review the recently completed test results before making decisions
regarding the data to be used in Secure Flight.

Although TSA believes, based on initial test results, that Secure Flight can
effectively match PNR data with data contained in the terrorist screening
database, key issues regarding how these data will be obtained and
transmitted have not yet been resolved. Specifically, TSA officials have not
yet determined what data elements they will require to be collected in PNR
data and what data elements will be needed from the terrorist screening
database to support Secure Flight operations. Based on test results, TSA
officials stated that requiring airlines to collect full name and date of birth
in PNR data will ultimately increase the effectiveness of data matches.
However, air carriers are not currently required to collect full name and
date of birth information in PNR data. Requiring air carriers to coilect this
information could require signhificant changes to their reservation systems
and could take time to implement. TSA plans to identify required data
elements that must be collected in PNRs in April 2005, TSA also plans to
identify data requirements from the terrorist screening database, through a
memorandum of understanding with the TSC, expected to be finalized in
May 2005.

Further, although TSA officials stated that CBP will provide connectivity
between the air carriers and Secure Flight, TSA has not yet developed a
plan identifying how connections will be made between air carrier
reservation systerns and TSA to support Secure Flight prescreening.
Currently, international air carriers have a one-way connection through
the existing infrastructure that supports the Advanced Passenger
Information System, which allows them to send data to CBP, but does not
allow air carriers to receive data.”® According to TSA officials, they are
working with CBP to resolve how air carriers could both send and receive
data, as air carriers would have to receive information from Secure Flight,
after data maiches have occurred, to ideniify whether passengers will
require additional security attention. TSA will also need to resolve how
data will be transmitted between smaller airports and carriers that fly only
domestically and therefore do not currently have an established
connection through CBP. TSA officials stated that CBF's current
communications infrastructure would need minor enhancements in order

“The Advanced Passenger Information System, maintained by CBP, is an automated
system used to prescreen passengers and ¢rew members prior to their arrival in or
departure from the United States.
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to support Secure Flight's initial operating capability with two air carriers.
However, officials from CBP stated that it is unclear whether the current
communications infrastructure used by the Advanced Passenger
Information System can handle the high volume of data that would be
required to be transmitted to support Secure Flight once it is fully
operational. According to TSA officials, they plan to resolve these and
additional issues with CBP during Secure Flight's initial operations with
two air carriers.

TSA identified the ability of the airline industry to provide TSA with the
PNR data needed to support Secure Flight operations as a key program
risk because of potential costs to the industry of changes to their
reservation and other systems that may be required. TSA also noted that
establishing a connection between the air carriers and TSA to transmit
data is a risk, and that potential requirements for additional PNR data
could result in boarding delays. TSA plans to mitigate these risks by
supporting the development of a funding strategy to reduce and defray
expenses to air carriers and other transportation industries. However, TSA
has not described how it plans to do this. TSA also plans to coordinate the
development of operating policies and procedures with officials from CBP,
TSC, select airline industry officials, and industry technical working
groups.

Efforts Are Being Taken to
Improve the Quality of
Data That Will Support
Secure Flight Operations,
but the Accuracy of These
Data Has Not Been
Determined

In order to identify individuals known or suspected to be engaged in
terrorism, Secure Flight plans to compare PNR data with information
contained in the terrorist screening database, a database that is
government-owned and controlled by the TSC. The TSC is responsible for
maintaining the accuracy of the information contained in the terrorist
screening database.” Although a senior TSC official stated that the TSC
considers the data in the terrorist screening database to be accurate, the
official stated that the underlying accuracy of the data has not been fully
determined, and that the TSC dces not know with certainty whether errors
in the database may exist, such as incorrect name or date of birth.
According to TSC officials, the underlying accuracy of the data is
dependent upon a number of factors outside the control of the TSC, such

* According to TSC officials, the TSC is dedicated to maintaining “the most therough,
accurate, and current information possible” about individuals in its database in accordance
with the Memorandum of Undersianding on the Integration and Use of Screening
nformation to Protect Aguinst Terrorism, dated September 16, 2003.
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as the process used by nominating agencies to assess the information and
the reliability of sources.

While the complete accuracy of data contained in this datahase can never
be certain—given the varying quality of intelligence information gathered,
and changes in this information over time—TSC has established processes
to help ensure the quality of these data. For example, in order to add an
entry to the database, an agency must go through a nomination process in
which representatives from the nominating agency review available
information and make a determination whether the person should be
included in the database.” Another quality control mechanism to improve
the accuracy of data, according to the TSC official, involves the process of
removing records from the database. The TSC has the sole authority to
remove records from the database. Each time a record within the database
is searched, TSC is to reexamine the record fo ensure that the information
can be substantiated. If the information cannot be substantiated, TSC can
remove the record from the database. According to the TSC official,
approximately 4,800 records have been removed fror the database as of
Decermber 16, 2004.%

In order to match PNR data to information contained in the terrorist
screening database, TSC plans to provide TSA with daily copies of a subset
of the database for use in Secure Flight. All individuals listed in the data
subset are to be designated as either selectees (will be required to undergo
secondary screening before being permitted to board an aircraft) or as no-
flys (will be denied boarding unless they are cieared by law enforcement
persennel). TSA officials stated they would not receive the entire terrorist
screening database because certain portions of the database do not
contain basic elements required for Secure Flight matching (e.g., full
name). TSA officials further stated that they do not plan to assess the
accuracy of the data provided by TSC prior to matching PNR data against
data contained in the database because assessing the accuracy of the data
is the responsibility of TSC and the nominating agencies. That is, officials
stated that they will not attempt to determine whether individuals listed in
the database are inappropriately identified as being associated with

*Domestic terrorist nominations come through the Federal Bureau of Investigations.
International terrorist nominations come through the National Counter Terrerism Center,
which was formerly the Terrorist Threat Integration Center.

®GAO has an ongoing review examining the reliability and accuracy of the TSC terrorist
screening database,
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terrorism, and will not attempt to determine if specific data contained in
the database are accurate, such as name spelling, date of birth, or passport
number. However, TSA officials stated that as a nominating agency for the
terrorist screening database, TSA works with TSC to increase the quality
of the entries nominated by TSA. TSA officials also noted that accuracy of
the data provided by TSC is also not assessed under the current
prescreening program operated by the air carriers.

TSA is also considering using commercial data to validate PNR data by
comparing these records against information centained in commercial
databases, or to augment incomplete passenger records, as PNR data are
matched against data in the terrorist screening database.® However, the
accuracy of commercial data is uncertain, which could limit the
effectiveness of these data in helping to make accurate matches of PNR
data to data contained in the terrorist screening database for Secure
Flight. As we reported in February 2004, commercial data providers use
varied measures and criteria to assess accuracy, and there are no industry
standards for processes or requirements to ensure accuracy. We also
reporied that even databases determined to have an acceptabie level of
accuracy will still contain errors.”’ As part of commercial data testing that
TSA began in February 2005, TSA plans to review methods for assessing
the types and quality of data available from commercial sources, as well as
the relative accuracy of commercial data products.” However, TSA has not
yet decided how the accuracy of these data will be determined, or what an
acceptable level of accuracy would be in terms of Secure Flight. If the data
in commmercial databases are determined to have an unaccepiable level of
accuracy to support Secure Flight operations, the usefulness of
commercial data in augmenting data contained in PNRs may be limited.

Although TSA does not plan to assess the accuracy of data contained in
the terrorist screening database, and recognizes that the accuracy of
commercial data is uncertain, TSA expects to improve the accuracy of
data used to support Secure Flight operations, over time, through the
development of a redress process to provide passengers, who believe they
were jnappropriately delayed from boarding their scheduled flights

*®Commercial data are maintained by private companies and can include personaily
identifiable information that either identifies an individual or is directly attributed to an
individual, such as name, address, and phone number.

MG AO-04-385.

“TSA expects commercial data testing to be completed by April 2005.
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because of Secure Flight, a means by which (o appeal these decisions.
Specifically, TSA expects that the redress process will help identify
inaccurate data contained in the terrorist screening database or
commercial databases, should TSA decide to use them, which in tum
could potentially be corrected. Under the proposed Secure Flight redress
process, TSA officials stated that TSC has agreed in concept to
investigate—if passengers seek redress because they believe they were
inappropriately targeted for additional security scrutiny by Secure Flight—
the reason a person was listed in the database, including consulting with
the originating agency and removing a person from the database if
appraopriate. However, TSA has not determined how this process is likely
to work in practice, or worked out the agreemenis needed with TSC on
how the data will be corrected. TSA’s ability to correct data in commercial
databases is also questionable. The Secure Flight draft redress policy
indicates that TSA will be responsible for identifying errors in commercial
databases, should TSA decide to use them for Secure Flight, and will work
with commercial data aggregators {who maintain the commercial
databases) to correct errors, should those errors result in passengers
being incorrectly selected for additional screening. However, it could be
difficult to correct errors found in commercial databases because data
aggregators purchase their data from other sources and may not be
obligated to correct the data. Moreover, data aggregators may not be
permitted to share the source of their data. In order to be most effective,
errors would need to be corrected at the source. Without information on
how these processes will be implemented, it is too early to determine
whether they will be effective in improving the quality of data matches.
TSA plans for a Secure Flight redress process are discussed in greater
detail later in this report.

TSA plans to use intelligence analysts during the actual matching of PNR
data to data contained in the terrorist screening database to increase the
accuracy of data matches. Specifically, TSA plans to have intelligence
analysts staffed within TSA to identify false positives—passengers
inappropriately matched againsi data contained in the terrorist screening
database—as PNR data are matched against data in the terrorist screening
database, and resolve mistakes to the extent possible before
inconveniencing passengers. One of the goals of Secure Flight testing is to
determine the number of TSA intelligence analysts that will be required to
clear misidentified passengers. However, TSA has not yet determined how
the TSA intelligence analysts will consult with TSC to obtain the
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information necessary to increase the accuracy of data matches.
Accordingly, the effectiveness of using intelligence analysts to clear
misidentified passengers during Secure Flight operations is unclear.”

Changes to CAPPS I Rules
May Result in More
Targeted Security
Screening, but Potential
Benefits to Secure Flight
Are Not Yet Known

Area of Congressional Interest:

Modifications with Respect to
Intrastate Travel to
Accommodate States with
Unigue Air Transportation
Needs

TSA recently modified the passenger screening criteria currently used by
the CAPPS I system, known as the CAPPS [ rules, to facilitate more
targeted screening of individuals and to reduce the number of passengers
selected for additional security scrutiny— termed selectees.™ As described
earlier, passenger prescreening will encompass the matching of PNR data
to data contained in the terrorist screening database and the application of
CAPPS I rules. TSA has attempted to conduct testing to determine the
impact of CAPPS I rules changes on estimated selectee rates for Secure
Flight. However, since air carriers’ PNRs do not contain all of the data
required to run CAPPS 1, the data provided by the air carriers were
insufficient to enable TSA to determine the impact of these changes on
selectee rates. Further, TSA has not yet determined whether it will assume
the CAPPS I rules application as part of the Secure Flight program or
whether air carriers will continue to apply CAPPS I rules. Should TSA
decide to incorporate the application of CAPPS 1 rules into Secure Flight,
it will need to resolve how the system will obtain the necessary data from
the air carriers, since some of the data needed for the operation of CAPPS
I are not currently contained in PNRs.

Currently, air carriers prescreen passengers using CAPPS [, which
identifies selectees by comparing passenger information found in the PNR
and other air carrier passenger data systems with a set of characteristics,
known as CAPPS I rules. CAPPS I is not specifically intended to identify
individuals known or suspected to be associated with terrorism. However,
TSA considers CAPPS I to be an effective risk management tool by helping
to identify the relatively small number of passengers whose PNR data
correlates closely with the behaviors of terrorists.

TSA officials stated that recent changes in the airline industry have
produced disproportionably high selectee rates for certain air carriers as a
result of certain CAPPS I rules. To address this issue, TSA officials stated
that the agency’s Aviation Operations group conducted an analysis of the

Baceording to TSA, it currently uses intelligence analysts to perform similar funetions for a
variety of other programs.

HCAPPS 1 rules are Sensitive Security Information.
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CAPPS I rules. As a result of this effort, TSA officials reported that they
have changed certain CAPPS I rules, which they believe will reduce overall
selectee rates. Although changes to these CAPPS I rules were not
specifically intended to respond to concerns of any particular state or air
carrier with regard to selectee rates, TSA officials stated that the changes
should reduce the overall CAPPS I selectee rate thereby addressing some
of the concerns of states with unique air transportation needs and high
selectee rates.

Although TSA does not have estimates for the selectee rates for any
particular state, TSA has estimated the variability of selectee rates for
different types of air carriers. While TSA estimates the overall selectee rate
for air carriers is 15 percent, more detailed TSA estimates of selectee
rates, such as rates for specific air carriers, and potential affects of CAPPS
I rules changes are Sensitive Security Information and have been removed
from this report. Accordingly, we are issuing a separate letter summarizing
this information in more detail ™

TSA officials expected that Secure Flight testing would allow TSA to more
accurately identify the effect of CAPPS [ rule changes on the selectee rate,
to determine whether these changes will result in more targeted and
effective security screening and reduce selectee rates. Specifically, TSA
had planned to identify actual selectee rates by comparing the June 2004
historical PNR data it obtained for testing against the CAPPS I rules that
were in effect during that month. Using that selectee rate as a baseline,
TSA planned to determine the selectee rate using the modified CAPPS |
rules to measure any changes. However, TSA could not determine the
effect of the CAPPS I rule changes on selectee rates because PNR data
that TSA obtained from the air carriers for testing did not contain all of the
information needed to run CAPPS I rules, since some of the information
needed was contained in other air carrier databases.™ Without these data,
the effect of the CAPPS I rule changes in conducting more targeted
screening cannot be determined. Further, TSA has not yet determined
whether it will assume the CAPPS I rules application as part of the Secure
Flight program or whether air carriers will continue to apply CAPPS [

BGAC-05-4455U,

% According to TSA, one air carrier provided sufficient data for TSA to test the application
of CAPPS Irules. TSA reported that the results of that test indicated a potential reduction
in the number of selectees. However, because this testing has only recently been
completed, we were unable to independently assess the results.
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rules. Should TSA decide to incorporate the application of CAPPS I rules
into Secure Flight, it will need to resolve how the system will obtain the
necessary data from the air carriers, since not all of the data needed are
currently contained in PNRs.

False Identifying
Information and Identity
Theft Could Affect the
Security Benefits of Secure
Flight

Another factor that could affect how well Secure Flight identifies known
or suspected terrorists is the system’s ability to identify passengers who
falsify their identifying information or who commit identity theft.
Falsifying identifying information involves passengers attempting to hide
their true identities by submitting fictitious identifying information, such
as false addresses, when purchasing tickets. Identity theft would involve a
passenger “stealing” another person’s identifying information, such as
name and date of birth, and then using that identifying information to
create fraudulent documents associated with the identity (such as a
driver’s license containing the stolen identifiers with the thief's picture).”
As our previous work has shown, identity theft is growing in this country.™

TSA officials recognize that checking passenger information contained in
PNREs against information contained in the terrorist screening database,
which will be the basis of Becure Flight operations, will not identify those
using a stolen identity. TSA officials further stated that Secure Flight is not
intended to address identity theft, but rather is designed to take over the
responsibility, from air carriers, of matching passenger data against
terrorist watch lists. The current prescreening process of matching
passenger names against no-fly and selectee lists also does not address
identity theft.

Although TSA acknowledged that Secure Flight cannot fully address the
creation of false identifying information or identity theft, officials stated
that the use of coramercial data may help identify situations in which a
passenger submits fictitious information such as a false address. TSA
officials are examining whether the use of commercial data could detect
these instances because the data being provided by the passenger would
either not be validated or would be inconsistent with the information
maintained by the comamercial data provider. However, whether the use of
commercial data will assist Secure Flight in identifying fictitious

**This is sometimes referred to as identity fraud,

BGAQ, Identity Theft: Prevalence and Cost Appenr to Be Growing, GAO-02-363
{Washington, D.C.: Mar.1, 2002).
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information cannot be determined until commercial data testing is
complete. Further, using commercial data would likely not be able to
detect instances of identity theft involving stolen identifying information
of an individual. TSA is conducting tests, using commercial data, to
determine the extent to which commercial data can address fictitious
identities as well as mitigate false positives and false negatives in the
matching of passenger PNR data to data contained in the terrorist
screening database. Based on the results of these tests, TSA plans to
decide whether to incorporate the use of commercial data as part of
Secure Flight.

TSA officials further stated that passenger information will continue to be
compared against CAPPS I rules, whether by the air carriers or by TSA.
While CAPPS I rules are not designed to address the creation of false
identifying information or identity theft, TSA believes the application of
CAPPS I rules—which are not dependent upon passenger identity—can
provide an additional security layer. In addition, the CAPPS I process
randomly identifies sore airline passengers as selectees—passengers who
were not initially selected based on CAPPS I rules—to ensure that no
passenger is guaranteed selectee-free status. TSA officials further stated
that Secure Flight is just one layer in a series of systems designed to
strengthen aviation security, and that passengers who were able to thwart
Secure Flight by committing identity theft would still need to go through
normal checkpoint screening and other standard security procedures.

TSA officials recognized that Secure Flight would best address identity
theft by implermenting some type of biometric technology. As noted in our
previous work, the seven leading biometric technologies are facial
recognition, fingerprint recognition, hand geometry, iris recognition, retina
recognition, signature recognition, and speaker recognition.” According to
TSA officials, incorporating biometrics into the Secure Flight program is
not currently envisioned. However, TSA plans to expand the Registered
Traveler program, which uses biometrics to verify passenger identity.
Although TSA has not determined how Secure Flight and Registered
Traveler will be integrated, if at all, TSA officials stated that expanding the
Registered Traveler program could help alleviate the problem of identity
theft with respect to Secure Flight since passengers must verify their
identity with a biometric captured during program enrollment and

MGAO, Technology Assessment: Using Biometrics for Border Securily, (GAO-0:3-174
(Washington, D.C.: Nov. 15, 2002).
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assessed every time they fly. The Registered Traveler program is currently
operating in the pilot phase at five airports. According to TSA officials,
approximately 10,000 people are participating in the Registered Traveler

pilot program.

DHS and TSA have taken a number of actions designed to strengthen their
DHS and TSA Have oversight and management of Secure Flight. These efforts include
Taken Actions to providing oversight through a number of boards and working groups

: designed to manage the program'’s development and implementation. TSA

Strengthen Their also strengthened its oversight of Secure Flight contractors through
OVeI'SIght and various methods, including increasing the number of TSA staff with
M anag ement of contract oversight responsibilities and recently finalizing an acquisition

. plan for Secure Flight and the Transportation Vetting Platform. TSA
Secure F llght, but Key officials further engaged in outreach to key external stakeholders, to
Issues Will Need to Be Include air carriers, who they identified as integral to the successful

implementation and operations of the Secure Flight program. These efforts
Resolved as the should help DHS and TSA in managing their development and
Furt implementation efforts and help ensure, as the development of Secure

Program Is her Flight progresses, that key risks are identified and managed.
Developed

Aijthough DHS and TSA have taken action to strengthen their oversight and
management of Secure Flight, key issues will need to be resolved as
program requirements are finalized, system testing is completed, and
Secure Flight becomes operational. For example, TSA has not yet
developed oversight policies governing the use and operation of the
system, or finalized performance measures to measure program resuits.
Further, although TSA is working with key external stakeholders who will
be integral to Secure Flight operations, officials from some of these
organizations expressed concerns to us regarding the uncertainty of
Secure Flight system and data requirements, and the impact these
requirements may have on the airline industry. TSA also has not finalized a
security risk assessment and security plan, nor has it developed life-cycle
cost estimates and only recently finalized an expenditure plan. TSA has
recognized the importance of these plans and estimates to the successful
implementation of Secure Flight, and because of uncertainties regarding
program requirements-—such as the possible use of commercial data—
TSA identified system security and life-cycle costs as key program risks.
Because plans addressing program operations, security, and cosis are not
fully developed, and key issues affecting the prograrn—such as data
requirements and connectivity to air carriers—have not been resolved, it
will be important for established and planned oversight and management
bodies to ensure that key program risks are appropriately managed.
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DHS Oversight Board and
External Advisory
Committee Are in Place to
Oversee the Development
and [Implementation of
Secure Flight

Area of Congressional Interest:

Internal Oversight Board for
Secure Flight

Acquisition Oversight Is
Provided by DHS

Oversight mechanisms operate through a number of boards and working
groups within DHS and TSA to oversee the development and
implementation of Secure Flight. Each of these groups has a distinct role,
ranging from overseeing the program at the executive level to providing
TSA with comments on actions and processes related to information
technology and privacy protection issues. These varying levels of oversight
can help provide assurance that Secure Flight development and
implementation issues are considered throughout the program’s
development. However, as development continues and Secure Flight
becomes operational, it will be important that a consistent and continuing
level of oversight be provided to monitor the program’s progress and
manage risks as systern requirements and operations are refined, and that
issues identified by these oversight bodies are fully addressed, given the
state of Secure Flight's development.

DHS established an Investment Review Board to provide executive-level
review of department and agency acquisition activities. The Investment
Review Board consists of senior DHS executives and is chaired by the
Deputy Secretary. The board is tasked with reviewing all capital assets
with contracts exceeding $50 million, and all information technology
programs with expected life-cycle costs in excess of $200 million.* The
board’s purpose in reviewing programs meeting these thresholds during
key phases of program development is to help ensure that programs meet
mission needs at expected levels of cost and risk."

To date, the DHS Investment Review Board has reviewed the
Transportation Vetting Platform” —from which Secure Flight will
operate-—and Secure Flight one time, on January 27, 2005. As a result of
this review, the board withheld approvati for the Transportation Vetiing
Platform and Secure Flight to proceed into the production and deployment
phase until three issues were addressed. These issues included requiring
that a formal acquisition plan be developed and approved for the platform
by February 22, 2005; developing a plan for integrating and coordinating
the platform with other DHS “people screening” programs; and

*DHS is currently revising their policy governing the thresholds for review by the DHS
Investment Review Board.

"TSA programs are reviewed by the TSA Investment Review Board prior to review by the
DHS Investment Review Board,

“*The Transportation Vetting Platform is intended to provide screening services fora
number of DHS programs, such as Secure Flight and Crew Vetting.
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External Advisory Committee
Designed to Provide Advice
and Assistance for Secure
Flight

resubmitting a revised acquisition program baseline (cost, schedule, and
performance parameters). In response to these requirements, TSA officials
stated that they have revised the acquisition plan and the acquisition
program baseline, and participated in a cross-agency working group to
develop a plan for coordinating “people screening” programs within DHS.
In doing so, TSA officials stated they have met all the requirements of the
DHS Investment Review Board. However, TSA has not yet received
approval from the DHS Investment Review Board to proceed. The DHS
Investment Review Board further noted that additional concerns remained
regarding system privacy pretections and data security, and because of the
platform’s and Secure Flight's aggressive schedule, the risks of not
meeting cost, schedule, and performance goals remained. The DHS
Investment Review Board plans to meet again to review the
Transportation Vetting Platform and Secure Flight when coramercial data
testing is complete, or no later than the spring of 2005. However, as we
previously reported, DHS officials stated that the Investment Review
Board was having difficulty reviewing all of the critical departmental
programs in a timely manner.” Considering the risks identified by the
Investment Review Board, it will be important that it continue to review
the development and implementation of the Transportation Vetting
Platform and Secure Flight as these programs move forward.

In addition to the DHS Investment Review Board, the Aviation Security
Advisory Commitiee established a Secure Flight working group to provide
TSA with advice and assistance related to the development and
implementation of the program. The advisory committee, now within DHS,
is a standing committee created in 1989 in the wake of the explosion of
Pan Am Flight 103 over Lockerbie, Scotland. The advisory committee is
composed of federal and private sector organizations and was created to
provide advice on a variety of aviation security issues. The Secure Flight
Working Group, within the advisory committee, was formed in September
2004 to provide the committee with comments on actions, procedures, and
processes related to the initial testing phase of Secure Flight. The working
group is chaired by the TSA Privacy Officer and includes representatives
from privacy advocacy groups, acadernia, and information technology
firms. The primary focus of the working group is on privacy and
information technology issues. Among other things, the working group is
designed to review the initial testing phase of Secure Flight to provide
advice on whether information used by the program is adequately

PGAD-0L-345.
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protected and secure, as well as review Secure Flight redress and appeals
procedures regarding their timeliness, sufficiency, and ease of use.
According to TSA officials, the working group has met four times.
Following the completion of initial Secure Flight testing, scheduled for
April 2005, the working group plans to incorporate its findings into a
report to be presented to the advisory committee for its review and
approval and {o transmit the report to TSA. A TSA official stated the
agency is considering continuing the working group beyond the Secure

Flight initial iesting phase.
TSA Has Taken Steps to Recognizing problems in providing contractor oversight during the
Strengthen Contractor development of CAPPS II, TSA has reported strengthening its oversight of

Oversight and Acquisition Secure Flight contractors and acquisition planning. According to TSA
Plannin g but Risks officials, the successful development and implementation of Secure Flight
. o is heavily dependent on contractor performance and TSA’s acquisition

Remain strategy. TSA’s strategy involves reliance on contractors to provide many
of the developmental and testing services for Secure Flight, while TSA’s
role is primarily to manage the program by providing program suppost,
oversight of contractor activities, and technical expertise. TSA currently
has two contractors dedicated to Secure Flight testing—one for testing
PNR data matching against the TSC terrorist screening database, and one
for testing the use of commercial data. TSA also oversees other
contractors dedicated to the development and testing of the
Transportation Vetting Platform.

According to TSA officials, governmental oversight of the CAPPS I
program was limited. Specifically, TSA acknowledged that the program
office responsible for developing CAPPS II was understaffed in terms of
government employees and relied heavily on contractors to work under
limited TSA oversight. As a result, TSA officials stated they did not always
have assurance that the contractor was meeting its expected goals. Our
previous work assessing TSA's overall acquisition management capability
found similar problems across the agency. In May 2004, we reported that
TSA had not developed an acquisition capability that facilitated the
successful management and execution of acquisition activities.” We also
found that TSA's acquisition policies and procedures had not been
effectively communicated across the agency. Since our review, TSA has

MGAO, Transportation Securily Administration: High-Level Attention Needed lo
Strengthen Acquisition Function, GAQ-04-514 (Washington, D.C.: May 28, 2004).
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taken steps intended to strengthen its contract management and oversight
efforts. TSA officials stated that their contract oversight capability has
been maturing in recent months, and that the agency now uses improved
tracking mechanisms to monitor contractor schedule and cost
information. TSA officials further stated that since program managers
lzcked adequate staff to gather and evaluate information needed for
effective oversight, the agency uses several support contractors to assist
with these tasks.

In addition to the agency's overall efforts to improve contract
management, TSA officials also reported taking steps to strengthen
contractor oversight for Secure Flight. For example, the Secure Flight
program is using one of TSA’s support contractors to help track the
progress of the contractors developing Secure Flight in the areas of cost,
schedule, and performance. Program officials stated they meet with the
support contractor on a weekly basis and obtain frequent reports on the
Secure Flight contractors’ performance. TSA officials also stated they have
increased the number of TSA staff with oversight responsibilities for
Secure Flight contracts. Since TSA is relying on a support contractor to
provide direct oversight over other contractors developing and testing
Secure Flight, it will be important that TSA maintain strong oversight.

TSA also recently developed an acquisition plan that presents the
acquisition strategy for the Secure Flight and the Transportation Vetting
Platform. Acquisition plans, which set forth the overall strategy for
managing a system’s acquisition, are intended to help ensure that the
government meets its needs in a timely manner and at a reasonable cost.
Organizations within TSA are expected to use acquisition planning as an
opportunity to evaluate and review the entire acquisition process so that
sound judgments and decision making can help facilitate program success.
Although best practices show that acquisition planning should begin as
soon as the agency need is identified, with reviews and updates as needed,
TSA has only recently finalized the acquisition plan for Secure Flight and
the Transportation Vetting Platform. TSA officials cited the organizational
changes within the Secure Flight program office as slowing their progress
in developing the plan,

Although TSA has taken steps to strengthen contract oversight and
acquisition planning, TSA has identified contract management as a key
risk facing the development and implementation of Secure Flight. To
mitigate this risk, TSA plans to develop communication mechanisms
among DHS acquisitions officials, Secure Flight contractors, and Secure
Flight program managemeni officials. However, TSA has not yet defined
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what these mechanisrs are or how they are intended to work. TSA also
intends to use its acquisition plan to identify strategies for improving
contract management. Since the successful development and
implementation of Secure Flight is heavily dependent on contractor
performance and TSA's acquisition strategy, maintaining contractor
oversight and monitoring and updating its acquisition strategy can help
TSA ensure that intended results from contracts are achieved as Secure
Flight moves forward.

TSA Plans to Develop
Oversight Policies and
Performance Measures
after System Testing

Area of Congressional Interest:
Oversight of System Use and
Operation

TSA has not yet finalized oversight policies governing the use and
operation of Secure Flight or developed performance measures to assess
program performance once Secure Flight becomes operational. TSA plans
to use Secure Flight's initial testing results to make decisions regarding
system data requirements, including the effectiveness of various
combinations of PNR data in system operations, and whether the use of
commercial data would improve Secure Flight's ability to correctly match
PNR data with data contained in the terrorist screening database, TSA
officials stated that they plan to use these test results to finalize the Secure
Flight concept of operations, which will detail how Secure Flight will
operate and interface with other systems. Until this concept of operations
is finalized, oversight policies governing the use and operation of the
system will not be known. TSA expects to finalize the concept of
operations by March 2005.

TSA has also not yet established performance goals or measures to gauge
the success of the Secure Flight program once it is operational.
Performance goals and measures are intended to provide Congress and
agency management with information to be able to systematically assess a
program’s strengths, weaknesses, and performance, and then identify
appropriate remedies. The Government Performance and Results Act
requires that agencies establish performance goals and performance
measures in order to report on program results.” As defined by the act, a
performance goal is the target level of performance—either output or
outcome—expressed as a tangible, measurabie objective, against which
actual achievement will be compared. Until Secure Flight testing is
cormplete and key policy decisions are made, such as what data elements
will be required in the PNR and whether commercial data will be used,
TSA will not be able to finalize performance goals and measures for

Government Petformance and Results Act of 1993, Pub. L. No. 103-62, 107 Stat. 285,
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Secure Flight in an operaticnal environment. However, without
performance goals and measures, it will be difficult to determine whether
Secure Flight is meeting its objectives. TSA officials stated that while they
recognize the need for performance goals and measures for Secure Flight
once it is operational, they have not yet identified how or when they will
be developed. Until operating policies and performance goals and
measures are developed, it is unknown whether needed controis will be
put in place to guide and monitor Secure Flight operations.

Although TSA has not developed policies or performance measures for an
operational system, it has developed measures for PNR testing and
commercial data testing, to identify information on what data
combinations are most useful in prescreening passengers and to determine
the utility of using commercial data to support Secure Flight operations.
For example, TSA developed initial measures for commercial data testing
that it plans to refine throughout system testing, should TSA decide to use
comrmercial data. These measures are designed to heip determine the
effectiveness of using commercial data, and to guide DHS and TSA policy
decisions regarding whether the data should be used for the Secure Flight
program. Although these measures, and measures developed for PNR
testing, were not designed to identify impacts on aviation security in an
operational environment, they should help provide TSA a means by which
to make informed policy decisions regarding system requirements prior to
finalizing its concept of operations.

TSA Has Engaged in
Outreach with Key
External Stakeholders, but
Concerns Exist over
Potential Impacts of
Secure Flight Operational
Requirements

TSA officials have engaged in oufreach with key external stakeholders
whom they identified as integral to the successful implementation and
operations of Secure Flight. However, officials from many of these
organizations, primarily air carriers and privacy groups, expressed
concerns regarding the uncertainty of Secure Flight system and data
requirements, and the impact these requirements may have on the airline
industry and traveling public. Officials from a majority of air carriers and
privacy groups who answered our questions regarding the implementation
of Secure Flight, and who provided comments on the amount of TSA
coordination, were generally satisfied with the level of outreach provided
related to Secure Flight. However, officials from a majority of the air
carriers who provided written comments expressed concern regarding the
potential for costly and time-consuming changes that may be required of
their reservation systems because of additional data requirements, and the
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TSA Has Discussed Secure
Flight Development Activities
with Key External Stakeholders

uncertainties surrounding Secure Flight's ability to establish a link for the
transfer of data between the air carriers and TSA.* Privacy group officials
also expressed concerns regarding the integrity of data contained in the
terrorist screening database, and the potential Iack of a redress process for
Secure Flight that would allow a system of recourse for passengers who
were misidentified during system screening. TSA officials stated that they
will not be able to finalize system requirements until after the completion
of initial Secure Flight testing. However, officials identified potential
adjustments to reservation systems, and the establishraent of a connection
with air carriers, as program risks, and are in the process of developing
risk mitigation strategies.

TSA has established relationships with numerous stakeholders—outside
of the federal governmeni—that will be involved with, or affected by, the
Secure Flight program. These stakeholders include, but are not limited to,
air carriers; global reservation managentent companies; aviation
associations; and civil liberties, privacy, and policy advocacy groups. TSA
stated that the success of Secure Flight is dependent on building trusted
relationships with these stakeholders in order to leverage needed
cooperation between the public and the private sector. For instance, TSA
officials indicated that the ability of Secure Flight to receive passenger
PNR data from air carriers is critical to the operation of the system and
that in order io support Secure Flight requirements, the airline industry
may need to change its data collection requirements for passengers when
reservations are made. TSA also recognized that the protection of
passengers’ identifiable information is essential for Secure Flight to be
successful, since the government will be obtaining, from air carriers, these
data in order to conduct Secure Flight prescreening.

TSA focused its outreach efforts on air carriers and privacy groups in an
attempt to mitigate their concerns about Secure Flight and resolve issues
regarding the implementation and operations of the system. According to
TSA officials, they generally held two teleconferences a week with
officials from air carriers and privacy groups.” TSA officials stated that

*We interviewed officials from four air carriers and two aviation associations to assess
TSA's outreach efforts to the airline industry and to provide industry stakeholders with an
opportunity to communicate perspectives about Secure Flight. In addition to conducting
interviews, we asked officiais from air carriers to provide written responses to gquestions
aboui the Secure Flight program.

“TSA did not identify how many air carriers or privacy groups it met with to discuss Secure
Flight
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they selected these air carriers and privacy groups based on each group’s
ability to inform the development of Secure Flight. In addition, TSA
provided air carriers with a dedicated e-mail address to provide them a
means by which to ask questions about, and provide comments on, Secure
Flight. TSA committed te responding to all questions and comments within
3 days. During our review of TSA outreach efforts, officials from a majority
of privacy groups that we interviewed, and air carriers who provided
written comments on TSA’s level of outreach, stated that they were
generally satisfied or pleased with TSA's level of contact with them related
to Secure Flight. In addition, officials from 4 large air carriers stated that
TSA’s outreach effort had improved from what it had been during the
development of CAPPS II. Officials from all three of the privacy groups we
interviewed also stated that TSA's outreach effort was a positive change
compared with the outreach provided during the development of CAPPS
IL

Air Carriers and Privacy Although air carriers were generally satisfied with the level of outreach
Groups Are Concerned about provided by TSA, officials from 13 of the 14 air carriers who answered
System Connectivity and Data  questions on Secure Flight's implementation expressed concerns about
Accuracy and Protections modifications that may be required of their reservation systems and the
lack of detailed information from TSA regarding Secure Flight system
requirementis. Specifically, officials stated that they were concerned about
“unknown reguirements” and the possibility of being required to collect
additional PNR data elements, such as date of birth, when taking
passenger flight reservations. According to these officials, requiring the
collection of additional PNR data from passengers each time a reservation
is made, such as date of birth, would require that all reservation systems—
including travel agency systems, Internet engines, self-service kiosks at
airporis, airport check-in counters, departure systems, and PNR storage
databases—be modified, which could place a significant strain on the
industry. In addition, officials from 6 of the 14 air carriers expressed
various concerns related to customer inconvenience, including concerns
about the collection of additional information at the check-in or departure
gate, potentially resulting in congested airports and delayed departures
and possibly creating an increased workload for airline personnel.
Officials further stated that passengers could face delays by having to
provide additional data when making reservations or during the check-in
process at the airport. Officials were unable to provide estimates of
potential costs of system changes or expected delays since TSA has not
yet defined what data elements Secure Flight will require to conduct
passenger prescreening. However, some officials—although uncertain of
what the Secure Flight system requirements will be—-estimated that it may
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require anywhere from 8 weeks to over 1 year to make required changes to
their reservation systems, depending on data requirements.

Air carrier officials also expressed concern that TSA has not yet developed
a plan identifying how connections will be made between air carrier
reservation systers and TSA to support Secure Flight prescreening.
Officials from 11 of the 14 air carriers who provided written comments
expressed various concerns regarding connectivity, including Secure
Flight's ability to provide a two-way real-time exchange of data to allow
for the almost instantaneous prescreening of passengers. Officials further
stated that the maximum load capacity of systemns that may be used to
transfer data between the air carriers and TSA, such as the Advanced
Passenger Information System, may not be sufficient to handle the large
amount of data that will need to be regularly transferred. Air carrier
officials also expressed concern that the programming effort needed to
establish a two-way connection between their reservation systems and the
Advanced Passenger Information System, enabling carriers to both send
and receive data almost instantly, would be costly and time-consuming. As
we noted earlier, TSA will need to resolve these and additional issues with
TSC, which will provide data from the terrorist screening database, and
CBP, to receive PNR data, before these connections can be determined.

Although air carrier officials identified concerns related to unknown
system requirements, some officials stated that they believed Secure Flight
will provide improvements over the current prescreening process, and
may provide additional benefits to air carriers and passengers.
Specifically, officials fror 5 of the 14 air carriers stated that they expect to
realize benefits, such as eliminating the air carriers’ responsibilities for
operating CAPPS | and watch list matching and transitioning the
prescreening responsibility to the government. In addition, officials from 2
of the 5 air carriers stated that Secure Flight may result in a more
consistent application of procedures. Three officials further stated that
transferring the prescreening responsibility to the federal government will
eliminate the need for air carriers to maintain terrorist watch list data and
to manually process customers, which should result in a reduced
workload and operational savings to the air carriers. Officials further
stated that Secure Flight may minimize unnecessary delays for passengers
who may have been faisely matched against the selectee and no-fly lists,
which would have required them to undergo additional security screening.

Privacy group officials we contacted also expressed concern regarding the

potential impact of Secure Flight requirements once they are defined,
primarily the integrity of data contained in the terrorist screening database
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and the lack of a Secure Flight redress policy. Although officials from all
three privacy groups we contacted recognized that the quality of data
contained in the terrorist screening database was outside the control of
TSA, they stressed the importance of having established processes for
adding individuals to, and removing individuals from, the database to help
ensure the accuracy of the data. One official stated that inaccurate data in
the terrorist screening database could lead to an increase in the number of
individuals being misidentified as positive matches against a terrorist
watch list. Officials from all three groups also expressed concern over the
lack of a finalized redress process, which would provide passengers who
were misidentified as positive maiches against data in the terrorist
screening database a means by which to correct erronecus information.,
According to one official, a redress process should incorporate access to
information, the ability to challenge a decision, and the identification of
the information's source in order to correct the information if necessary.
As noted earlier, TSA is in the process of addressing these concerns by
establishing a memorandum of understanding with TSC to help ensure the
accuracy of data contained in the terrorist screening database, and it is
developing a redress policy.

TSA Has Initiated
Information System
Security Activities but
Cannot Complete All Key
Actions until Secure Flight
Is Further Developed

Area of Congressional Interest:
Operational Safeguards and
Security Measures

TSA is planning to impiement an information systems security
management prograrm for Secure Flight, but key elements of this program
have not yet been compieted, due in part to the status of Secure Flight's
development. Although TSA has taken steps to initiate a security risk
assessment and a security plan, other steps, such as certification and
accreditation, cannot occur until the system has been developed and
tested.

The Federal Information Security Management Act,” Office of
Management and Budget (OMB) guidance,” and industry best practices
describe critical elements of a comprehensive information system security
management program. These elements include conducting a security risk
assessment and developing a system security plan, obtaining a security
certification, and having an agency official accredit the security of the
system. Together, these elements can help provide a strong security

**Federal Information Security Management Act of 2002, Pub. L. No. 107-347, §§ 301-305,
116 Stat. 2946, 2046-61,

“OMB, Management of Fedeval Information Resources, Office of Management and Budget
Circular A-130.
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framework for protecting information and assets. A comprehensive
information system security management program can, among other
benefits, help ensure that information systems contain safeguards to
reduce opportunittes for abuse and have substantial security measures in
place to protect against unauthorized access by hackers or other intruders.

In part because Secure Flight has not yet been fully defined or developed,
TSA has not yet compieted a security risk assessment and a security plan.
Risk assessments are essential steps in determining what controls are
required and what level of resources should be expended on controls,
while security plans provide an overview of the security requirements of
the system, describe established controls for meeting those requirements,
and delineate responsibilities and expected behaviors for all individuals
who access the system. TSA has drafted a risk assessment for Secure
Flight and the Transpertation Vetting Platform. TSA also developed a draft
security plan that references the high-level system controls needed for
security, including management, operational, and technical controis.
However, greater detail regarding the specific steps to be taken to secure
the system will be needed before the plan can be finalized. For example,
the security plan should include details about security controls associated
not only with the Secure Flight program but also its many interfaces and
networks that are to provide connectivity to the carriers. TSA estimates
that it will complete the risk assessment and security plan by April 2005.

Furthermore, since Secure Flight requirements have not been fully defined
and the system is still undergoing development and testing, TSA is unable
to certify and accredit the system as secure. Certifying and accrediting a
system as secure requires that the appropriate officials have the necessary
information 1o make a credible risk-based decision regarding whether to
put the system into operation. This process is typically completed after the
system is fully developed. Identifying and assessing information security
risks and developing system security plans are two critical activities that
directly support security accreditation. TSA estimates that it will obtain
system certification and accreditation by July 20056.

Although TSA plans to implement a security management program for
Secure Flight, TSA officials acknowledged that information security is a
key risk area. To mitigate a possible risk of not certifying and accrediting
the Secure Flight systern on schedule, TSA officials stated that the Office

of Transportation Vetting and Credentialing would apply resources to

these security issues—within a2 minimurm of 4 months prior to the planned
operational date—to provide time to meet the certification and
accreditation requirements. TSA initially projected that Secure Flight
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would be certified and accredited by January 2005 based upon key
development and testing milestones. However, these milestones have
since slipped to July 2005 to align with system readiness.

TSA acknowledged that, completion of the security risk assessrnent,
system security plan, and certification and accreditation process is critical
to ensuring the security of Secure Flight. DHS Management Directive 4300
requires that these be completed before the system can become fully
operational. TSA has developed a schedule to accomplish these activities.
Failure to complete the comprehensive risk assessment and security plan
on schedule, however, could result in an increased risk that the system
certification and accreditation may be delayed.

Life-Cycle Cost Estimates
Have Not Been Developed
and An Expenditure Plan
Was Recently Finalized

Area of Congressional Interest:
Life-Cycle Cost Estimates and
Expenditure Plans

TSA’s life-cycle cost estimates have not been developed, in part because
key decisions regarding how Secure Flight will operate, and the data it will
use, have not yet been made. TSA also recently finalized an expenditure
plan detailing plans for future program expenditures. Life-cycle cost
estimates and expenditure plans are critical components of sound
program management for the development of any major investment.
Developing life-cycle cost estimates also reflects Office of Management
and Budget guidance and can be important in making realistic decisions
about developing a system.” Expenditure plans, which generally identify
near-term spending, are designed to provide lawmalers and other officials
overseeing a program’s development with a sufficient understanding of the
system acquisition to permit effective oversight, and to allow for informed
decision making about the use of appropriated funds.

TSA officials stated that they have not yet developed reliable life-cycle
cost estimates for the Secure Flight program because of the uncertainties
surrounding Secure Flight's requirements, such as whether commercial
data will be used. Life-cycle costs represent the overall estimated cost for
a particular investment alternative over a period of time corresponding to
the life of the investinent, including initial direct and indirect costs plus
any periodic or continuing costs of operation and maintenance. According
to TSA officials, life-cycle cost estimates cannot be accurately developed
until after initial testing has taken place and policy decisions have been
made regarding Secure Flight requirements. For exaraple, TSA officials

OMB, Planning, Budgeting, Acquisition, and Management of Capital Assets, Office of
Management and Budget Circular A-11, Pari 7 (July 2002).
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stated that the estimated cost to operate Secure Flight can more
accurately be made after TSA has decided whether to use commercial data
to verify a person’s identity as part of the program. According to TSA
officials, the use of commercial data could greatly increase the annual cost
1o operate the Secure Flight program. TSA has also not determined the
cost asseciated with obtaining system connectivity, such as developing an
interface between CBP and air carriers in order to transmit data. Because
of these uncertain program requirements, TSA considers life-cycle costs to
be a key risk facing Secure Flight.

While TSA believes it cannot provide reliable cost estimates at this point in
the development of Secure Flight, TSA should be able to develop initial
estimates of life-cycle cost ranges for Secure Flight, using certain
assumptions about the program’s components. Life-cycle cost estimates
can include a cost range based on certain factors. For example, the high-
end estimate would assume the most expensive operating cost possible for
the system (if all components being considered were incorporated), and
the low-end estimate would assume the least expensive operating cost (if
all components being considered were not incorporated). However, TSA
officials stated that they will not develop life-cycie costs until after testing
is complete and policy decisions have been made regarding program
requirements. Officials could not identify a date when they expect these
estimates to be developed.

Maoreover, estimating life-cycle costs is an important oversight procedure
for a program. A reliable life-cycle cost estimate can be important in
making realistic decisions about developing a system, and can alert an
agency to growing cost problems and the need for mitigating actions.
Accordingly, reliable life-cycle cost estimates should be developed as early
in the program’s development as possible. Failure to develop reliable life-
cycle cost estimates could increase the risk that a program may be
underfunded and subject to cost overruns, which could resuit in a program
being reduced in scope or additional funding being requested and
appropriated to ensure the program meets its objectives. Conversely,
overestimating lifecycle costs creates the risk that a program will be
deemed unaffordable. As TSA moves forward with the development and
implementation of Secure Flight, it will be important for TSA to foliow
guidance issued by the OMB in developing life-cycle cost estimates.
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TSA recently finalized its Secure Flight expenditure plan, which TSA refers
to as a spend plan, for its fiscal year 2005 appropriation.® According to
TSA officials, this plan includes planned expenses for each month in fiscal
2005 for each major program, project, or activity, such as government
personnel-related costs; communications, including information
technology; and other contractual services. Because TSA had only
recently finalized the expenditure plan, it was not available for our review.
However, our experience in working with Congress and other agencies in
developing and implementing expenditure plans shows that these plans
need to disclose a sufficient level and scope of information for oversight
officials to understand what system capabilities and benefits are to be
delivered, by when, and at what cost, and what progress is being made
against the commitments that were made in prior expenditure plans.”
Further, expenditure plans should disclose how the program will be
managed to provide reasonable assurance that system capability, benefit,
schedule, and cost commitments will be met. TSA's expenditure plan
shouid include this level of detail in order to provide the Congress with the
information needed for effective oversight.

*'TSA uses the term expenditure statement to refer o its record of funds that have been
spent.

2GAO, Information Technology: Homeland Security Needs to Improve Entry Exit System
Expenditure Planning, GAO-U3-553 (Washington, D.C.: June §, 2003).
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TSA Has Taken Steps
to Minimize Impacts
on Passengers and
Protect Passenger
Rights, but Its
Operational Plans
Must Be More Fully
Defined before
Protections and
Impacts Can Be
Accurately Assessed

The data-matching functionality planned for Secure Flight, which TSA is in
the process of testing, involves accessing and manipulating personal
information about travelers and thus has the inherent potential to
adversely affect their privacy or impact their rights. Aware of this
potential, TSA has begun to take steps to minimize potential impacts and
protect passenger rights. However, TSA has not yet clearly defined the
privacy impacts of the planned system or the full actions it plans to take to
mitigate them. For example, although TSA developed documentation
identifying potential privacy impacts for Secure Flight data processing
tests, it has not yet assessed the potential impact on passenger privacy of
the system in an operational environment, because of the early stage of
Secure Flight's development. TSA has also drafted a redress process to
provide passengers who believe they were inappropriately delayed from
boarding their scheduled flights because of Secure Flight a means by
which to appeal these decisions. However, TSA has not yet clearly defined
how it plans to implement this process. According to TSA, the draft Secure
Flight redress process is simnilar to the current process for addressing
passenger complaints about the watch list screening process, but differs in
that it will provide individuals who believe they have been inappropriately
selected for secondary screening the opportunity to seek redress. Furtiher,
in order to provide redress with respect to the terrorist screening
database, agreements must be reached with other key stakeholders. These
agreements have not yet been reached, adding to the uncertainty about
how the operational system may affect passengers and whether the
redress process will be an improvement over what is currently in place. In
addition, although DHS and TSA have taken steps to address international
privacy concemns in developing Secure Flight, such as limiting Secure
Flight to prescreening only domestic passengers, issues remain,
particularly with regard to the European Union. Until TSA fully defines its
operational plans for the Secure Flight system—which officials stated they
plan to do later in the system's development—it will remain difficalt to
determine whether the planned system will offer reasonable privacy
protection to passengers who are subject to prescreening or mitigate
potential impacts on passengers’ privacy.
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Privacy Protections and
Impacts Cannot Yet Be
Assessed

Area of Congressional Interest:
Privacy Concerns

The Privacy Act—the primary legislation that regulates the govermment’s
use of personal information®™ —requires that agencies maintain only such
information about an individual as is relevant and necessary to accomplish
a purpose of the agency.” However, it is difficult to determine whether
Secure Flight will meet this requirement because TSA has not determined
what personal information will be maintained in the system. TSA officials
stated that the purpose of recently completed Secure Flight testing was to
determine what information from PNRs was relevant and necessary to
support Secure Flight operations. TSA officials further stated that during
testing, they planned to determine whether additional data elements, such
as date of birth, would be necessary to match PNR data against data in the
terrorist screening database. Until TSA determines which data elements
will be required for Secure Flight operations, based on the results of these
tests, whether TSA is collecting only relevant and necessary personal
information cannot be determined.

The Privacy Act also requires agencies to publicly release specific
information regarding the handling of privacy-related information in
systems that contain such information. On September 21, 2004, TSA
released privacy notices for the Secure Flight data processing test. These
notices included a privacy impact assessment, system of records notice,
proposed information collection request, and a proposed order 1o airlines
to provide PNR data.®® In the system of records notice, TSA claimed
several exemptions from Privacy Act requirements for the test.”* However,
to date, TSA has not published a rule explaining the reasons for these

SPrivacy Act of 1974, Pub. L. No. 93-579, 88 Stat. 1896 (codified as amended at 5 U.S.C. §
552a).

M3ee 5 U.S.C. § 552a(e)(1).

%The E-Government Act of 2002, Pub. L. No, 107-347, 116 Stat. 2899, requires agencies to
conduct a privacy impact assessment before developing systems that collect, maintain, or
disseminate infermation in an identifiable form. Further, the Privacy Act requires that an
agency publish a system of records notice in the Federal Register upon establishment or
revision of the existence and character of any system of records. The system of records
notice is to include information such as the name and location of the system, and “routine
uses” of the records contained in the system. Under the Paperwork Reduction Act of 1995,
Pub. L. 104-13, 109 Stat. 163, agencies must submit to the Office of Management and Budget
for approval an information collection request, which in this case was the proposed order
to the airlines to provide passenger name records.

®Portions of the systerm of records being tested were claimed to be exempt from 5 U.S.C. §
562a(c)(3),(d), (e)(1), (e)(4)(G) and (H), and (I} pursuvant to 5 U.5.C. § 552a(k)(1} and
{kX2).
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exemptions, as required by the Privacy Act.” TSA officials stated that they
subsequently decided not to claim Privacy Act exemptions and, therefore,
did not need to issue a rule. According to TSA officials, they made their
decision based on TSA’s confidence in its ability to control access to the
information pursuant to other legal authority. On March 14, 2005, TSA
officials stated that they intend to issue a revised system of records notice
reflecting their decision not to claim Privacy Act exemptions. Further, they
stated that an additional set of privacy notices would be issued once the
data processing test was complete and results had been analyzed, and that
they intended to issue a Privacy Act exemption rule for the operational
phase of the program that would implement any exemptions claimed and
explain the agency's basis for claiming such exemptions. TSA officials
stated that they plan to issue a draft mile and privacy notices for Office of
Management and Budget review in May 2005, and a final rule and privacy
package in June 2005. A determination of whether Secure Flight will be in
compliance with the Privacy Act cannot be made until such notices are
issued.

Privacy is also a consideration within the broader context of Fair
Information Practices—a set of internationally recognized privacy
principles that underlie the Privacy Act.” As with the Privacy Act, given
the stage of Secure Flight's development, it cannot yet be detesmined
whether Secure Flight will adhere to the Fair Information Practices. For
example, one of the Fair Information Practices is data quality: Personal
information should be relevant to the purpose for which it is collected and
be accurate, complete and current as needed for that purpose. However,
as we have noted, potential concerns exist regarding reliance on the
terrorist screening database that is outside the scope of TSA’s control, and
regarding how passengers will be able to access and correct erroneous
information. In addition, although TSA required that airlines provide all
information from designated PNRs for its data processing test, TSA will
need to make an explicit determination about what data elements from the

"See 5 U.5.C. § 552a(k). According to OMB guidance, “upon determining that a system is to
be exempted under this section, the agency head is required to publish that determination
ag a rule under the Administrative Procedure Act, subject to public comment.” 40 Fed. Reg.
28,048, 28 972 (July 9, 1975).

*For purposes of this review, we used the eight Fair Information Practices proposed in
1980 by the Organization for Economic Cooperation and Development that were endorsed
by the U.S. Department of Commerce in 1981. These practices are collection limitation,
purpose specification, use limitation, data quality, security safeguards, openness, individual
participation, and accountability.
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PNR or other data it plans to collect in order for the operational system to
comply with the “relevant and necessary” standard. Whether TSA will
collect only relevant and necessary personal information cannot be
assessed until this determination is made. For example, TSA officials
acknowledged that they still have to reach agreements with TSC regarding
the information TSA plans to receive from TSC, including data quality
requirements and the correction of erroneous information contained in the
terrorist screening database, and they stated that they are in the process of
negotiating this agreement. Further, TSA's plans to test the use of
commercial data include consideration of the possible use of such data to
augment airline-provided PNR data. According to TSA officials, they plan
to define the final redress process in April 2005 and issue a final privacy
rule and notices in June 2005,

A Redress Process Is Being
Developed, but Key
Stakeholder Roles and
Responsibilities Have Not
Yet Been Defined

Area of Congressional Interest:
Redress Process

A robust redress process is key to protecting passenger rights because it
establishes a system of due process whereby aviation passengers who
believe they have been inappropriately delayed from boarding their
scheduled flights by TSA may appeal such decisions and correct any
erroneous underlying information contained in the Secure Flight system. A
robust redress system would address the Privacy Act’s requirement that
individuals be able to access and correct their personal information. If is
also fundamental to the Fair Information Practice known as individual
participation—the ability of individuals to know about the collection of
personal information, 10 access that information, to request correction,
and to challenge the denial of those rights.

Under the current passenger prescreening system, air carriers compare
passenger information against no-fly and selectee lists provided by TSA.
The comparison of passenger information against the no-fly and selectee
lists can result in passengers being unnecessarily delayed or denied
boarding shouid they have a name that is the same as, or similar to, that of
a person on a watch list. To address this issue within the current system,
TSA developed a clearance procedure whereby passengers who
axperience delays may submit a passenger identity verification form to
TSA for a determination about whether the passenger is to be placed on a
“cleared” list. If upon review, TSA determines that the passenger’s identity
is distinct from the person on a watch list, TSA is to notify the airlines and
notify the passenger that, in the future, the clearance procedure will aid in
expediting the person’s check-in process. However, the effectiveness of
the current redress process is uncertain. For example, TSA officials stated
that the process currently in place does not provide redress for those who
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are included on a watch list but who believe such inclusion is
inappropriate.”

According to TSA officials, the redress process envisioned for Secure
Flight will be based on the current process, with two major extensions.
First, individuals who believe they have been inappropriately included in
the terrorist screening database are to have the opportunity to seek
redress. While exact implementation details remain undetermined, TSA
officials said they plan on establishing an agreement with TSC to review
the reasons for an individual being in the terrorist screening database
should that individual seek redress. According to this concept, TSC would
assess the reason a person is listed in the database, including consulting
with the eriginating agency, and would remove a person from the database
if appropriate. Second, the Secure Flight redress process is to include an
appeals process—a feature also not available under the redress process.
According to TSA officials, although the criteria to be used for handling
redress cases is under development, the Secure Flight redress process
would allow passengers to file a first-level appeal with the TSA Privacy
Officer or the Director of Civil Rights if discrimination is alleged, and, if
necessary, a second-level appeal with the DHS Privacy Officer.

Like the current redress process, the proposed Secure Flight redress
process would be initiated by a passenger registering a compliant with
TSA. After receiving a completed passenger identity verification form from
the complainant, TSA is to investigate the cause behind the screening
decision. If the cause is a name similarity (false positive) or an exact
match with the terrorist screening database, TSA is {o refer the case to
TSC for further investigation—not a feature of the current redress process.
While TSA and TSC have not reached an agreement related to Secure
Flight, the system’s draft redress process states that TSC will review
screening decisions, including verification of any match, review of
intelligence information, and consultation with originating intelligence
agencies. The resolution of these reviews, including responsibilities for
adjudication of different views and information, remains to be determined.
Additionally, it remains unclear whether the appeals process will provide
passengers with the ability to appeal determinations made by the TSC.

*TSA officials stated that under the current process, they reviewed the reasons three or
four individuals were included on the watch list. However, the current redress process
does not contain formal provisions for this review.
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Ensuring that the proposed redress process for Secure Flight is robust will
be challenging for TSA for two significant reasons. First, much of the
information underlying decisions to add individuals to the TSC tetrorist
screening database is likely to be classified, and as such, it will not be
accessible to passengers, who will inevitably face substantial restrictions
on their ability to know what information is being associated with them, as
is the case with the current process. Second, TSA does not control the
content of the terrorist screening database that it intends to use as the
primary input in making screening decisions, and will have to reach 4
detailed agreement with the TSC outlining a process for correcting
erroneous information in the terrorist screening database. Until TSA and
TS8C reach an agreement, it will remain difficult to determine whether
redress under Secure Flight will be an improvement over the process
currently used or if it will provide passengers with a reasonable
opportunity to challenge and correct erroneous information contained in
the system.

In addition, although still in draft, TSA's concept for redress focuses on
individuals inconvenienced by the systern—persons “singled out too
frequently.” The draft redress process documentation does not address a
means for passengers who are inappropriately denied boarding to seek
redress. A robust redress process should not only alleviate the annoyance
of repeated additional screening, but should also provide redress to those
whao are wrongfully denied boarding. TSA will need to fully define how to
handle redress for those denied boarding as it develops the redress
process for Secure Flight.

At the time of our review, TSA had not yet decided whether Secure Flight
would use coramercial data to assist in reducing false positives, identifying
false negatives, and verifying the validity of the identities presented by
passengers. However, should TSA decide o proceed with the use of
commercial data, it will need to address several concerns. First, since TSA
does not control the content of commercial databases, it will need to reach
specific agreements with commercial data aggregators on a process for
correcting erroneous information. We previously reported that under
CAPPS 11, TSA proposed that it would be the responsibility of passengers
to contact the owners of commercial databases directly in order to cofrect
inaccurate information.” However, correcting such erroneous information
may be difficult because commercial data providers, which aggregate data

CGAO-04-385,
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from other sources, may have no obligation to correct the data they
maintain. Further, the exact source of commercial data used in any given
screening decision might not be disclosed to the passenger, because of
licensing agreements. Should TSA proceed with using commercial identity
verification, it will need to address these concerns and reach specific
agreements with commercial data aggregators similar to the agreement it
will need to reach with TSC.

Secure Flight Design
Reduces Some
International Privacy
Concerns, but Issues
Remain

As noted in our February 2004 report on CAPPS I, obtaining international
cooperation to obtain passenger data to prescreen international
passengers for CAPPS Il was a significant challenge.” In order to provide
prescreening of passengers on international flights in addition to domestic
flights, CAPPS Il needed data on passengers from foreign countries, flying
on foreign airlines, or purchasing tickets through foreign sources.
However, the European Union, in particular, raised concerns about its
citizens’ data being used by CAPPS I1, asserting that using such data is not
in compliance with its privacy directive. At the end of 2003, DHS and
European Union officials finalized an agreement regarding the transfer of
data for use by CBP that would permit TSA to use European Union
passenger data for testing CAPPS II. The agreement, however, did not
permit TSA to use these data for CAPPS II operations. According to
European Union officials, they were prepared to discuss the use of these
data in a second, later round of negotiations when U.5. governmental
processes were complete and congressional concerns about privacy
protections were addressed.

TSA officials stated they have been sensitive to European Union privacy
concerns in develeping Secure Flight and have taken steps to address
these concerns. Specifically, TSA officials stated that Secure Flight will
only screen passengers on domestic flights. Passengers on international
flights will continue to be screened by CBP. TSA also agreed that the
agreement to permit the use of European Union data for CAPPS II testing
does not apply to Secure Flight, Further, in its order requiring airlines to
provide historical PNR data for Secure Flight testing, TSA allowed air
carriers to exclude from the June 2004 PNR submission any European
Union flight segmenis. According to TSA officials, this provision was
designed to help the air carriers avoid any potential liability that could
arise from providing European Union passenger data for Secure Flight

# GAO-04-385.
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testing, while making clear that TSA has statutory authority to prescreen
European Union citizens on U.S. domestic flights.” Nonetheless, TSA has
acknowledged that the use of passenger data that originates in
reservations made in a European Union country may create concemns
under that country's privacy laws. For example, European Union privacy
laws cover personal information originating in the European Union. Thus,
even a wholly domestic U.S. flight could involve European Union data if
the passenger purchased the ticket in the European Union. Further,
because TSA and CBP have not finalized plans for how CBP will transmit
airline passenger data (PNRs) to TSA for Secure Flight, it has not been
decided whether CBP or TSA will filter out international passenger data
before the PNRs are inputted into Secure Flight. If TSA performs this
filtering of international passenger data, additional questions may be
raised about TSA handling personal data of individuals from the European
Union and other countries. According to TSA officials, they are working
toward both a political and a technical solution to these issues. DHS and
TSA officials further stated that they briefed European Union officials of
plans for Secure Flight and would continue regular discussions to keep
them apprised of Secure Flight development. According to TSA officials,
there is no indication of significant concerns with Secure Flight from any
other nations.

Conclusions

TSA is making progress in addressing key areas of congressional interest
related to the development and testing, system effectiveness, program
management and oversight, and privacy protections for the Secure Flight
program, as outlined in Public Law 108-334. Specifically, TSA is in various
stages of addressing each of the 10 areas of interest outlined in the law,
including establishing a framework for a redress process; beginning
testing to measure the effectiveness of system data matches; and using
oversight boards to oversee the development of Secure Flight. However,
TSA has not yet completed these efforts or fully addressed these areas,
due largely to the current stage of the system’'s development. Specifically,
initial system testing has only recently been completed, and key policy
decisions—including what data will be collected and how they will be
transmitted—have not yet been made. Until requirements are defined and
testing is completed, and operating policies are finalized—scheduled for

"TSA did not require the air carriers to exclude these segments because of concemns over
the cost and time constraints imposed on the air camiers in providing the data. Because not
all air carriers were able to separate passenger data from European Union flight segmenis,
T3A officials stated that they excluded these segments when designing their tests.
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later in the system's development—we cannot determine whether Secure
Flight, in an operational environment, will fully address these areas of
interest.

As development and testing of Secure Flight continue, and program policy
decisions are made, TSA will need to manage key program risks in order
to help ensure the system meets its intended objectives as it becomes
operational. A key program risk is related to requirements definition and
system testing. TSA has made progress in recently completing initial
testing for Secure Flight. However, TSA has not finalized its system
requirements or concept of operations, or developed detailed test plans for
critical system testing. Until TSA finalizes these documents and completes
additional system testing, it is uncertain how well Secure Flight will
perform, or whether it will be ready for operational deployment in August
2005. It will be important for TSA to effectively manage the system
changes that are likely to result from the final testing phases with sound
management discipline and rigor.

Another key program risk is the ability of TSA to establish cennectivity
between air carrier reservation systems and TSA to allow for the
transmission of data to support Secure Flight operations. TSA officials
have not yet developed a plan identifying how connections will be made
between air carrier reservation systems and TSA to support Secure Flight
prescreening. The majority of air carrier officials we interviewed
expressed various concerns regarding connectivity, including Secure
Flight's ability to provide a two-way real-time exchange of data tc allow
for the almost instantaneous prescreening of passengers. Further, officials
from TSA and CBP stated that it was uncertain whether CBP’s existing
systems—which will support the transfer of data—will be able to handle
the large amount of data that will need to be regularly transferred. The
effectiveness of Secure Flight in obtaining the data it needs to make
accurate matches against the terrorist screening database, and to transmit
the results of data matches to air carriers in a timely manner, is directly
affected by the system’s ability to send and receive data. Moreover, key
decisions on how connectivity will be established could affect the cost,
schedule, and performance of Secure Flight.

Ensuring that impacts on passengers are minimized, and passenger rights
are protected, is also critical to the success of Secure Flight. Concerns
over privacy protections related to Secure Flight's predecessor, CAPPSI],
led—in part—to an internal departmental review of the program and its
ultimate cancellation. TSA has begun to take steps to minimize potential
impacts on passengers and to protect passenger rights during the initial
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testing phase of Secure Flight, including releasing privacy notices for
Secure Flight data processing tests. However, TSA has not yet clearly
defined privacy impacts of Secure Flight in an operational environment, or
the full actions it plans to take to mitigate potential impacts, due in part to
the current stage of the system's development. For example, TSA does not
plan to determine whether additional data elements will be necessary o
match passenger data to data contained in the terrorist screening database
until further testing is completed. Until TSA determines which data
elements will be required, based on the results of testing, it is unclear
whether TSA will collect only relevant and necessary personal information
for Secure Flight. Further, although TSA developed a conceptual
description of its planned redress process for Secure Flight, key elements
of this process are still being determined, including agreements with key
stakeholders, such as TSC. Ensuring that a robust redress process is
developed for Secure Flight will be challenging, since much of the
information underiying decisions to add individuals to the terrorist
screening database is likely to be classified, and may not be easily
accessed and cotrected.

Additionally, TSA has not yet developed performance goals and measures
to gauge the effectiveness of the Secure Flight program, once it becomes
operational. Performance goals and measures are intended to provide
Congress and agency management the ability to systematically assess a
program'’s strengths, weaknesses, and performance, and then ideniify
appropriate remedies. Performance goals and measures can assist TSA in
determining whether Secure Flight, once operational, achieves its
intended results. TSA also has not developed life-cycle cost estimates and
only recently finalized an expenditure plan, which are key steps in
providing those with oversight responsibilities with information needed to
make informed decisions. Life-cycle cost estimates should be developed as
early in a program’s development as possible. Failure to develop reliable
estimates can increase the risk that a program may be underfunded and
subject to cost overruns, or will not be affordable. Further, expenditure
plans should be developed to include a sufficient level of detail to identify
what system capabilities will be delivered, by when, and at what cost. In
addition to providing system development and contractor oversight, TSA
will need to develop and finalize these estimates and plans to help ensure
sound program management and oversight.
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Recommendations for
Executive Action

To help manage risks associated with Secure Flight's continued
development and implementation, and to assist the Transportation
Security Administration in developing a framework from which te support
its efforts in addressing congressional areas of interest outlined in Public
Law 108-334, we recommend that the Secretary of the Department of
Homeland Security direct the Assistant Secretary, Transportation Security
Administration, to take the following six actions:

Finalize the system requirements document and the concept of operations,
and develop detailed test plans to help ensure that all Secure Flight system
functionality is properly tested and evaluated. These system documents
should address all system functionality and include system stress test
requirements.

Develop a plan for establishing connectivity among the air carriers, U.S.
Customs and Border Protection, and the Transportation Security
Administration to help ensure the secure, effective, and timely
transmissicn of data for use in Secure Flight operations.

Develop reliable life-cycle cost estimates and expenditure plans for Secure
Flight—in accordance with guidance issued by the Office of Management
and Budget—to provide program managers and oversight officials with
information needed {o make informed decisions regarding program
development and resource allocations.

Develop results-oriented performance goals and measures to evaluate the
effectiveness of Secure Flight in achieving intended results in an
operational environment—as outlined in the Government Performance
and Results Act——including measures to assess associated impacts on
aviation security.

Prior to achieving initial operational capability, finalize policies and issue
associated documentation specifying how the Secure Flight program will
protect personal privacy, including addressing how the program will
coraply with the requirements of the Privacy Act of 1974 and related
legislation.

Prior to achieving initial operational capability, finalize policies and
procedures detailing the Secure Flight passenger redress process,
including defining the appeal rights of passengers and their ability to
access and correct personal data.
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Agency Comments
and Our Evaluation

We provided a draft copy of this report to DHS for its review and
comment. On March 22, 2005, we received written comraents on the draft
report, which are reproduced in full in appendix II. DHS generally agreed
with the report and recommendations, and described some actions it has
initiated to address the recommendations. DHS further stated that initial
system testing demonstrated that needed functionality is in place to
support prograr implementation. DHS also provided technical comments
related to the program’s develepment, testing, and implementation. These
comments were incorporated as appropriate.

Regarding actions DHS reported taking to address the recommendations,
DHS stated that TSA plans to complete the Secure Flight concept of
operations by March 2005, and system requirements by April 2005. DHS
also noted that formal arrangements between CBP and TSA and for two-
way connectivity with air carriers are in progress. DHS also acknowledged
that while they plan to prepare life-cycle costs and a comprehensive set of
critical performance measures for Secure Flight, these efforts will be
accomplished during the later stages of the system’s development. DHS
further stated that TSA will issue for public comment a new privacy
package as it innplements Secure Flight, and is finalizing a redress process
for passengers who feel they have been unfairly or incorrectly singled out
for additional screening.

DHS also highlighted several key TSA achievements, including issuing a
privacy package for Secure Flight testing, awarding a contract for testing,
developing an acquisition plan, and working jointly with the TSC and CBP
to prepare a draft concept of operations. DHS further expressed concern
that the report did not appropriately characterize the status of the system's
development and testing. Specifically, DHS stated that recently completed
functionality testing confirmed TSA’s key hypotheses about Secure Flight’s
data matching capabilities, and demonstrated that the needed functionality
exists to support the imnplementation of Secure Flight. We recognized that
TSA recently reported completing testing of key data matching functions,
and that it believes this testing confirmed its hypotheses and demonstrated
some functionality. However, because this testing was only recently
completed and test results have not been fully documented and analyzed,
we were unable to independently assess these results. In addition, TSA did
not test all of the functions planned for Secure Flight, such as the
connectivity needed to obtain and match data from the air carriers with
data in the terrorist screening database. The testing of this function and
other key functions is scheduled to occur during the final phases of
testing. In fact, TSA plans to begin a full range of unit, integration, system,
stress testing, and end-to-end testing in April 2005. Thus, while we
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aclmowledge that TSA completed important initial testing of system
functionality, critical system testing has not yet been conducted. These
tests are needed to determine whether Secure Flight will provide the
desired functionality and operate as intended in an operational
environment.

In addition, DHS highlighted that TSA had issued a comprehensive privacy
package for Secure Flight testing and, in response to our recommendation
that TSA finalize how it will comply with the Privacy Act, DHS stated that
TS8A is currently in compliance with the Privacy Act. However, as
discussed in the report, the Privacy Act requires TSA to publish a rule
explaining the reasons for the exemptions it claimed in its system of
records notice, issued in September 2004. T'o date, TSA has not published
such a rule. In a discussion with us on March 14, 2005, TSA officials stated
they no longer wish to claim an exemption from the Privacy Act and that
they intend to issue a revised system of records notice that would serve to
notify the public of this change. TSA has not yet published a revised
notice, and DHS official comments to a draft of this report do not refer to
plans for a revised notice. Until TSA either publishes the rule required by
the Privacy Act or issues a revised system of records notice, it will not be
fully compliant with the Privacy Act with regard to the test phase of the
program. Further, as identified in the report, TSA will have to comply with
the Privacy Act for Secure Flight beyond the testing phase once the system
becomes operational.

We are sending copies of this report to the Secretary of the Department of
Homeland Security, the Administrator of the Transportation Security
Administration, and the Assistant Administrator of the Office of
Transportation Vetting and Credentialing. Copies of this report will be
made available to others on request. In addition, the report will be
available at no charge on GA(Q’s Web site at http://www . gao.gov.
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If you have any questions about this report, please contact Cathleen
Berrick at (202) 512-3404, or berrickc@gao.gov, or Christine Fossett,
Assistant Director, at {202) 512-2956, or fossettc@gao.gov. Questions
concerning system development and testing or security should be directed
to David Powner at (202) 512-9286, or pownerd@gao.gov. Major
contributors to this report are listed in appendix 111

Cathleen A. Berrick
Director, Homeland Security
and Justice Issues

At 2. SR

David A. Powner
Director, Information Technology
Management Issues
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List of Congressional Commitices

The Honorable Thad Cochran
Chairman

The Honorable Robert C. Byrd
Ranking Minority Member
Committee on Appropriations
United States Senate

The Honorable Ted Stevens

Chairman

The Honorable Danie} K. Inouye

Ranking Minority Member

Committee on Coramerce, Science, and Transportation
United States Senate

The Honorable Jerry Lewis
Chairman

The Honorable David R. Obey
Ranking Minority Member
Committee on Appropriations
House of Representatives

The Honorable Don Young

Chairman

The Honorable James L. Oberstar

Ranking Minority Member

Committee on Transportation and Infrastructure
House of Representatives

The Honorable Tom Davis
Chairman

Committee on Government Reform
House of Representatives

The Honorable Adam H. Putnam
House of Representatives
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Appendix I: Objectives, Scope, and
Methodology

To assess efforts by the Transportation Security Administration (TSA) to
develop and implement Secure Flight as mandated by Public Law 108-334,
enacted in October 2004, we addressed the following four questions;

(1) What is the status of Secure Flight's development and implementation?
(2) What factors could influence the effectiveness of Secure Flight?

(3) What procedures have been put in place to oversee and manage the
Secure Flight program, including ensuring stakeholder coordination? And
(4) What efforts are being taken to minimize the impacts on passengers
and protect passenger rights? In addressing these four questions, we also
addressed the 10 specific issues that we were mandated to review under
Public Law 108-334. Since some of the information addressing the
congressional areas of interest is considered Sensitive Security
Information, we are also issuing a separate letter containing this
information.

To determine the status of Secure Flight's development and
implementation, we interviewed officials from the TSA’s Office of
Transportation Vetting and Credentialing—the Office of National Risk
Assessment prior to November 2005—which is responsible for developing
and implementing Secure Flight, and the Office of Aviation Operations. We
also reviewed program documentation including Secure Flight system
requirements, a draft concept of operations, test plans, a project schedule,
and a working milestone chart. We also reviewed a summary of TSA’s
preliminary Secure Flight test results. In addition, we traced existing test
results to Secure Flight system requirements to determine the
completeness of Secure Flight testing. We interviewed testing officials to
discuss test activities and results and plans for future testing. We also
obtained information on requirements and testing of the computer-assisted
passenger prescreening system (CAPPS IT) and obtained additional
information regarding the differences and similarities between the current
computer-assisted passenger prescreening system (CAPPS I), CAPPS H,
and Secure Flight. We reviewed relevant legislation as it pertained to
Secure Flight. Further, in determining the status of Secure Flight's
development and implementation, we addressed the mandated issue
identified in Public Law 108-334 related to TSA's efforts to stress test all
search tools in Secure Flight and demonstrate that the system can make
accurate predictive assessments of passengers who might constitute a
threat to aviation.

'Department of Homeland Security Appropriations Act, 2005, Pub. L. No. 108-334, § 622, 118
Stat. 1298, 1319-20 (2004).
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Appendix I: Objectives, Scope, and
Methodology

To address our second objective, related to factors that could influence
the effectiveness of Secure Flight, we interviewed officials from TSA's
Office of Transportation Vetting and Credentialing and TSA's Office of
Aviation Operations. We also interviewed officials from the U.S. Customs
and Border Protection and the Terrorist Screening Center, which are key
stakeholders for Secure Flight. We reviewed program documentation,
including Secure Flight system requirements, a draft concept of
operations, test plans, and test resuits, as available. We interviewed TSA
officials regarding their recently completed tests designed to identify the
most effective combination of data elements in air carriers’ passenger
name records (PNR) and the terrorist screening database to be matched.
We discussed the testing and analysis conducted and reviewed a summary
of the initial test results, because the test data and final reports were not
yet available for our review. We also discussed issues relating to the
commercial data test with TSA officials. We interviewed officials
associated with the Terrorist Screening Center, which is responsible for
the development and maintenance of the terrorist screening database,
regarding their process for placing names on and removing names from
the database and the methods used to ensure the accuracy of the database.
However, we did not independently verify the procedures used. We also
reviewed recent changes to the CAPPS I rules and interviewed TSA
officials to determine medifications that have been made to the system to
accommodate intrastate transportation in states with unique needs. In
addition, we interviewed TSA officials and reviewed documents regarding
the ability of Secure Flight to identify passengers who assume the identity
of another individual, known as identity theft. In determining what factors
could influence the effectiveness of Secure Flight, we addressed the
mandated issues identified in Public Law 108-334 related to TSA’s efforts
(1) to ensure that the underlying error rate of the databases that will be
used will not result in a large number of false positives, and (2) to modify
Secure Flight with respect to intrastate transportation to accommodate
states with unique needs and passengers who might otherwise regularly
trigger selectee status.

To address our third objective, regarding determining the processes and
procedures in place to oversee and manage the Secure Flight program,
including stakeholder coordination, we interviewed officials from the
Office of Transportation Vetting and Credentialing and other TSA and DHS
officials with Secure Flight oversight and management responsibilities. We
reviewed documentation on internal and external oversight mechanisms,
including documenis submitted to DHS’s Investment Review Board and
the board’s decision, the draft business case for the Transportation Vetting
Platform, and docurments related to the Aviation Security Advisory
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Appendix I: Objectives, Scope, and
Methodology

Committee working group focusing on Secure Flight. We also reviewed
documentation on program managemeni—contract and security
ranagement, performance measures, oversight policies on the use and
operation of the system, and life-cycle costs and expenditure plans. In
addition, 1o assess TSA's coordination with government stakeholders, we
interviewed officials from the Terrorist Screening Center, U.S. Customs
and Border Protection, and TSA's Office of Aviation Operations regarding
coordination with TSA, and memorandums of understanding regarding
services to be provided for Secure Flight during its testing phases and
when fully operational. To assess TSA’s external coordination, we
interviewed officials from 4 large air carriers and 3 major privacy groups
to discuss TSA’s outreach efforts to the airline industry and to provide
industry stakeholders with an opportunity to communicate perspectives
about Secure Flight. We selected these air carriers and privacy groups due
to their ongoing involvement with TSA during the CAPPS 1I project and
the Secure Flight project. In addition, we had formal interviews with
officials from two air carrier associations and these officials agreed
subsequently to disseminate written questions regarding Secure Flight to
their member air carriers. Officials from 14 air carriers emailed written
responses to our gquestions regarding the development and implementation
of Secure Flight. These 14 air carriers and their regional affiliates
accounted for 81 percent of all domestic enplanements during the l-year
period from October 2003 until September 2004. Because we selected non-
probability samples of air carriers and privacy groups, the results of the
interviews with air carrier and privacy group officials and the written
responses provided by air carrier officials cannot be generalized to the
airline industry or all privacy groups. In assessing TSA’s efforts to provide
program oversight and management and to coordinate with stakeholders,
we addressed the specific mandated issues identified in Public Law 108-
334 related to (1) the establishment of an internal oversight board to
monitor the manner in which Secure Flight is being developed; (2) the
incorporation of operational safeguards to reduce opportunities for abuse,
(3) the establishment of security measures to protect Secure Flight from
unauthorized users; (4) the adoption of policies establishing effective
oversight of the use and operation of the system; and (5) the existence of
appropriate life-cycle cost estimates and expenditure and program plans.

To examine the efforts being taken to minimize the impacts of Secure
Flight on passengers and protect passenger rights, we assessed TSA’s
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Appendix [: Objectives, Scope, and
Methodology

efforts to address Privacy Act requirements’ and Fair Information
Practices,’ as well as TSA’s plans for developing a system of redress for
passengers identified for additional screening or denied boarding based on
Secure Flight. We analyzed TSA's documentation on privacy issues, such
as the draft redress process, and interviewed agency officials with privacy-
related responsibilities, including TSA's Privacy Officer. We also reviewed
data on TSA's current redress process. We also interviewed officials from
several privacy advocacy organizations to gain insight into privacy
concerns regarding Secure Flight. In addition, we assessed TSA's efforis to
address international privacy concerns regarding Secure Flight, which
were a key concern during the development of CAPPS I1. In determining
the efforts being taken to minimize the impacts on passengers and protect
passenger rights, we addressed the specific mandated issues identified in
Public Law 108-334 related to (1) the assurance that there are no specific
privacy concerns with the technological architecture of the system, and
(2) TSA having a system in place whereby passengers determined to pose
a threat may appeal such decision and correct erroneous information
contained in Secure Flight.

As described above, in answering these four questions, we addressed the
10 specific issues we were mandated to review by Public Law 108-334."
Table 4 describes the 10 issues and provides a cross-reference to the
sections in this report that address each issue. TSA has not made key
decisions concerning Secure Flight's implementation and operations and,
therefore, documents deseribing many of these issues, such as final
security plans, privacy impact assessments, and a redress process, have
not been developed or finalized. As a result, since Secure Flight is
currently undergoing development and testing, and the system is not yet
operational, we assessed the 10 areas we were mandated to review based

*Privacy Act of 1974, Pub. L. No. 93-579, 88 Stat. 1896 (codified as amended at 5 U.S.C. §
552a).

*For purposes of this review, we used the eight Fair Information Practices proposed in 1980
by the Organization for Economic Cooperation and Development and that were endorsed
by the U.S. Department of Commerce in 1981, These practices are collection limitation,
purpose specification, use limitation, data guality, security safeguards, openness, individual
participation, and accountability.

"The Department of Homeland Security Appropriations Act, 2005, mandated that the GAO
report to the Committees on Appropriations of the Senate and the House of
Representatives on ten issues related to the development and implementation of Secure
Flight, including system development and security, privacy, redress, oversight and other
issues listed in table 4.
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Methodology

on the current stage of the syster'’s development. We conducted our work
from April 2004 until March 2005 in accordance with generally accepted
government auditing standards.

Table 5: Cross-references of Legislatively Mandated Issues to Be Reviewed by GAO with the Sections in this Report

Report sections/questions

Legislative

mandated issue 1. Status ot 2. Factors 3. Processes for

{nusmber and Description of mandated development and  affecting oversight and 4. Privacy and
short title) issue implementation effectiveness management redress

1. Redress A system of due process exists X

process whereby aviation passengers
determined to pose a threat
are either delayed or prohibited
trom bearding their scheduled
flights by the TSA may appeal
such decisions and correct
errongous information
contained in CAPPS It or
Secure Flight or other follow-
ON/SUCCESSOr programs.

2. Accuracy of The underlying error rate of the X
dalabases and govemment and private
effectivenass ot databases that will be used to
Secure Flight both establish identity and
assign a risk level 1o a
passenger will not produce a
large number of lalse positives
that will result in a significant
number of passengers being
treated mistakenly or security
resources being diverted,

3. Stress testing  TSA has siress-tested and X
demonstrated the efficacy and
accuracy of all search tools in
CAPPS || or Secure Flight or
other follow-on/successor
programs and has
demonstrated that CAPPS 1l or
Secure Flight or other follow-
on/successor programs can
make an accurate predictive
assessment of those
passengers who may
constitute a threat to aviation.
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Methodology
Report sections/questions

Legislative
mandated issue 1. Status of 2, Factors 3. Processes for
{(number and Description of mandated development and  atfecting oversight and 4. Privacy and
short title} issue implementation effectiveness management redress
4. Internal The Secretary of Homeland X
oversight Sectrity has established an

internal oversight board to

monitor the manner in which

CAPPS li or Secure Fiight or

other follow-on/successor

programs are being developed

and prepared.
5. Operational TSA has built in sufficient X
safeguards operational safeguards o

reduce the opportunities for

abuse.
6. Security Substantial security measures X
measures are in place to protect CAPPS

Il or Secure Flight or other

follow-on/successor programs

from unauthorized access by

hackers or other intruders.
7. Oversight of TSA has adopted policies X
system use and eslablishing effective oversight
operation of the use and operation of the

system.
8. Privacy Thare are no specific privacy X
CONcerns concerns with the technological

architecture of the system.
9. Modifications TSA has, in accordance with X
with respect to the requirements of section
intrastate fravel to 44903 (jH{2}B) of title 49,
accommodate United States Code, modified
states with unique CAPPS Il or Secure Flight or
air transportation  other follow-on/successor
needs programs with respect to

intrastate transportation to

accommodate states with

unigue air transportation needs

and passengers who might

otherwise regularly trigger

primary seleclee status.
10. Life-cycle cost  Appropnate life-cycle cost X
estimates and estimates, and expenditure
expenditure plans and program plans exist.

Sourca: GAQ,
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Appendix II: Comments from the Department
of Homeland Security

UX, Drpartment of Homeland Securiy
Wiasdingnn, DL 2080%

3y: Homeland
e Security

March 22, 2005

Ms. Cathleen Berrick

Director, Homeland Security & Justice lssues
U.3. Government Accountability Office

441 G Street, N.W.

Washington, D.C. 20548

Dear Ms. Berick:

Thank you for the opportunity o comment on GAO’s drafl report entitled, “Secure Flight
Development and Festing Under Way, but Risks Showld Be Managed as System is Further
Developed® GAO-05-356 received March 17, 2005, TSA generally concurs with the
recommendations in this report. We appreciate the opportunity to provide formal writlen
comments and for the work of GAO over the past year.

The GAQ report is being issued on Secure Flight in the eighth month of a fourtecn month
planning, development, testing and implementation cycle. The GAO review occumred during the
first phases of development and testing. (The program is scheduled to be impl ted in August
2005.) TSA provided extensive access to early drafts of all major program documents and
testing results avaitable at the time of the audit to support GAO in its reporting. In addition, TSA
met with GAO on a regular basis to provide updates and status briefs during planning and
development.

As GAQ noted during this development snd testing phase, the Secure Flight team has
increased its management, oversight, and delivery capability during its first dgh:t months, We

are very pleased with the progress on Secure Flight, with key achievemenis i £

« lasusnce of a comprehensive privacy package for Secure Flight testing, incloding »
Privacy Impact Assessment (P1A), System of Records Notice {SORN}), and Paparwork
Reduction Act Notice (PRA).

+ lssuance of an Order for June 2004 passenger name records (PNR); all 66 U.S. air
carriers complied with the Ovder, providing more than 13 million PNRs to TSA,

+ Award of a contract for Secure Flight Watch List and CAPPS [ testing, and successful
completion of comprehensive tests and drafting of multiple comprehensive repors of
resuits;

+ Award of a contract for Commercial Data Testing;

» Departmental approval of an Acquisition Plan that will support Secure Flipht
implementation;

www.dhs. oy
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of Homeland Security

« Joint work on Concepts of Operations with our key partners the Terrorist Screcning
Center (TSC) and U5, Customs snd Border Proteclion (CBP) for program
implementation.

TSA generally concurs with the report, but is concerned that the report states that sysiem
development of Secure Flight is not advanced because, in part, “initial system lesting has only
recently been compicted.” This statement scoms 0 catry B Degative connotation when none
should be implied. The Secure Flight hardware and TT infrastructure are largely in place and
functionality testing i5 oo schedule and was completod in mid-February (as the audit was
concluding). This testing not only confitmed all of TSA's key hypotheses, but also demonstrated
functionality that supports progrem implementation. For example, our assessment that having
passengers” full name and date of birth greally improves waich list matching capabilities was
confirmed. In addition, our technology platform demonsirated the capability to scresn the
required 1.8 million passengess per day.

TSA’s Responses t0 GAO Recommendstions

GAD Recommeadation: Finalize the sysiem requirements document and the concept of
operations, and develop deiailed test plans-—establishing measures of performance io be tested—
i0 help ensure that alf Secure Flight system functionality ix properly tested and evaluated. These

doe i3 should oddress ofl system finctionality and include system siresy tesi

requirements,

TSA Cencurt/Work Already In Progress: The Socure Flight Concept of Operations bas been
drafted as a joint plan across key government elements including the Tetrorist Screoning Center
{TSC) and U.5. Customs and Border Protection (CBP). It is in reviow with these organizations
and is on schedule for completion in March 2005. The Scoure Flight System Requirements are
dependent upon the watch list and commercial data testing which is commencing in late March.
The Systera requi ts will be revised based upon finaf test results and are on schedule for
completion in April 2005,

GAO Recommendation: Develop a plan for blisking Fyity g the air carriers,
US. Customs and Border Protection, ond the Transportation Secwrity Adminisiration to help
ensure the secure, effective, and timely iransmizsion of data for use in Secure Flight operations.

TSA Concurs/Work Already in Progress: TSA hes been working closely with CBP since
August 2004 to establish two-way conncctivity to U.S. air carriers for 5 Flight. Preliminary
agmunmthasbemmcbdbqundwwﬁulmdmhipofbo&ngawiucmingmemla
in the process. We agrec on preliminary architecture, design and cost estimates for this
connectivity, Formal agrecments between the agencics are on track for completion in April
2005.

GAO Recommendation: Develop reliable life-cycle cost estimates and expenditure plans for
Secure Flight-—in accordance with guidance issued by the Office of Management and Budget—io
provide program managers and oversight officials with information needed fo make informed
decisions regarding program development and resource ollocations,
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TSA Concurs/Work Alresdy in Progress: In accordance with OMB requirements, Secure
Flight is delivering a 10-year life cycle cost estimate in the 3* quarter of FY0S as pant of the
required resource allocation planning process. As required by the DHS Investmemnt Review
Board (IRB) process, Secure Flight will also develop and deliver a 20-year life cycle cost
estimate by 3" Quariert FYQS. These projections will be updated as TSA moves to program
implementation and key cost parameters are tstablished,

As TSA maves forward in the teshing and development of the Secure Flight program, we are
concurtently developing an appropriste regulation and its required benefit/cost analysis. TSA,
working with its industry partners, will re-cvaluate the benefits and costs of the regulation as new
requirements are validated during testing. Aa testing is sill ongoing, guestions surrounding
specific new or expanded data requirements are not yel resolved.  Accordingly, it ta difficult 10
catcalate the final cosis associated with the Federal Government™s operation of these functions.
However, investments already mede in platform infrastructure from initial passenger pre-
screening peogram cfforts are being leveraged for the Secure Flight program.

GAOQ Recommendation: Develop resufts-oriented performance goals and mea.mw to evaluate
the effectiveness of Secure Flight in achieving intended results in an operational envir

as ouilined in the Government Performance and Results Acr—including es for assess
associated impacts on aviation security.

TSA Coacurs/Work Alrendy im Progress: In accordance with OME and the DHS invesiment
review process, Secure Flight is developing a comprehensive set of critical performance
measures to assess implementation and operation of Secure Flight. These measures will be
refined and sugmented during finalization of Secure Flight capebility and prior to initial
passenger screening in August 2005,

GAO Recommendation: Prior to schieving initial operational capability, finalize policics ond
issue ted d: tion specifying how the Secure Flight program will protect personal
privacy, inciuding oddrexsing how the program will comply with the requirements of the Privacy
Act of 1974 and relared legisiation,

TSA Concurs/ In Compliance: TSA is cwently in compliance with the Privacy Acl. TSA's
handling of personal information during the test phese has been in compliance with its
obligations 1o limit disclosure, secure dats, and provide ootice on the uses of the data. In
addition, TSA established handling procedures, including a chain of custody arrangement for the
receipt, transfer and storage of the personal data it received. TSA issued a comprehensive
privacy package in September 2004, published in the Federal Register. This package included:

. A Privacy Impact Assessment (PIA) that explains how PNR data would be used and
proteciod by TSA

. A System of Records Notice {SORN) that explsins TSA's statutory authority to Collect
passenger information and conduct the test

. A Paperwork Reduction Act Notice (PRA) that included the Order to air carriers and
provided TSA with the authority 1o collect data
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TSA sought and received more than 500 comments from the public on these documents, and
incorporated requested changes where appropriste. These documents provide disclosure to the
public and establish transparency for the public.

As TSA moves to implement Secure Flight, the agency will issue for public comment a new
PIA and SORN for tht program's operstional phasz and an Interim Final Rule (IFR) to
implement the program. TSA slso will seck comment from the public on this document,
Compliance with the Privacy Act will continue to be a priority.

GAO Recommendation: Prior fo achieving initial operational capability, finolize policies and
procedures delailing the Secure Flight passenger redress process, including defining the appeal
rights of passengers and their ability to access and correct personal data.

TSA Concary/Work Alresdy im Proegress: TSA is currently finalizing a redress process for
addressing any situstion where passengers believe they have been unfaidy or incorrectly singled
out for additional screcning, An sppeals process will be included to aflow for review by
TSA leadership, DHS leadership, andor the respective TSA and DHS Offices of Civil Rights,
if discrimination is alleged.

For further information from TSA on this report and Secure Flight, please contact TSA public
affairs a1 (571) 227-2829.

Sincerely,

Stz Preseauolhs,
Steven J. Pecinovaky i
Acting Director

Departmental GAO/OIG Liaison Office
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®ne Hundred Tenthy Qongress
A.8. House of Bepresentatives
Committee an Homeland Security
Washington, BE 20515

January 17, 2007

Commissioner W. Relph Basham

U.S. Departmens of Homeland Security
U.8. Customs & Border Protection
1300 Pennsylvania Avenue, N.W.
Washington, D.C. 20229

Re:  Automated Targeting Sysiem
Dear Commissioner Basham:

On November 2, 2006, the Department of Homeland Security’s Privacy Office published
a Federal Register Notice, hereinaficr referred to as the “SORN" (71 Fed. Reg. 64543) in an
effort 10 provide expanded notice and transparency to the public regarding Custom and Border
Protection’s intention to continue utitizing the Automated Torgeting System - Passenger (ATS-
P) to screen pagsengers traveling in and out of the United States, | have since learned that this
system, built on its predecessor the Treasury Enforcement Communications System (TECS), has
been in existence, with respect to individuals, since approximately 1999, without any prior public
notice. Foliowing this revelation, several concems arose with respect to the program which
rosulted in my staff traveling to the National Targeting Center to tour its facilities, meeting with
representatives from the Government Accountability Office and the DHS Privacy Officer and a
subsequent meeting with CBP representatives to further explore possible privacy and civil
liberties violations arising out of the use of ATS-P. [ appreciate CBP's assistance throughout
this process, including its cooperation with my request to extend the public comment period to
allow for further evaluation.

Although some of our concermns were alleviated following the afore-mentioned meetings,
there still remain questions concerning the operation of ATS-P. | believe thet the answers to the
following questions are vital to further understanding the nature and implications of ATS-P, My
questions falf under four main areas.

L The “risk assessment” portion of the process
i{a) Contradictory information exists regarding the use of an actual score to determine
an individual’s risk level. Is the individual given a score to asgsess risk or is there another

measurement used {0 assass an individual’s level of risk? If another measurement is used, please
describe the method vtilized.
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I{b)  Are there any sources of information, outside of governinent systemns, that the risk
assesstnent uses other than the passenger name records (PINRs) provided by the airlines?

I(c) Does the risk assessment process check commercial databases, which may contain
records of passenger’s past addresses, businesses and trave] history?

I{d) if a passenger is on neither the no-fly list nor the avtomatic selectee list, could
ATS-P produce 2 high enough risk assessment to bar the passenger from flying? If so, would the
passenger then be placed on one of the watchlists? If the answer (o the preceding is in the
affimative, what is the process govemning watchlist placement? Would your answer vary,
depending on whether the passenger is a U.S. citizen?

(¢} Does the system contain mechanisms that allow Passenger Name Record
information to be automaticaily blocked from the data used to deterrnine the risk assessment? Is
this done, and which data elements are blocked? Are there any means by which this information
can still be seen by CBP cofficials?

i(f) Examples of data that can be listed under OSI include, the languege the passenger
speaks, the purpose of the trip, disability statug, etc. If the risk assessment increases based on
based on factors, such as language and dietary restrictions, what mechanisms do you have in
place to prevent racial and ethnic profiling and/or discrimination?

1(g) The SBORN indicates that the system is used when an individual may pose a risk 10
border security, may be a terrorist or suspected tetrorist, or may otherwise be engaged in aclivity
in violation of U.S. law. (emphasis added) With respect to the latter, if the violation does not
fall under the jurisdiction of CBP, how would the situation be handled? Does CBP have
jurisdiction to enforce laws that do not falt under its purview? Please clarify how the tenm
“engaged” is defined under these circumstances? Please provide specific examples that illustrate
under what circumstances this provision would be applicable?

I¢h)  To what extent, if any, will CBP make Congress aware of results of using ATS-P?
Will CBP report to Congress and/or the public whether using the system has led to arrests or
provide data on the number of individuals who are prohibited from boarding an aircraft as a
result of ATS-P information?

2, Accessibility of Information Contained within the System

2(a) Under what circumstances, if ever, is the information contained within ATS-P
whoily accessible by agencies other than CBP?

2(b) If ATS-P information is accessible by sources outside of DHS. is the information
made availabie by reference to an individual passenger, or can the information obtained through
tequests involve the grouping of categories of individuals? If information is made available
through grouping of categories, pleage give examples by which the information can be grouped.

2(c) If the stated purpose of ATS-P is to target individuals who may pose a risk to
border security, be a ferrorist or suspected terrorist, or otherwise be engaged in illegal activities,
what is the legal authority for CBP sharing ATS-P data, as a routine use, with what is broadly
described as contractors, grantees, experts, consultants, students, and others performing or
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working on a contract, service, grant, cooperative agreement, or other assignment for the Federal
government?

2(d) The Federal Register Notice indicates that ATS-P data can be shared with “third
perties” during the course of law enforcement investigations, without any meaningful limnitations
stated. What is the justification for using the ATS-P data in this fashion?

2(e)  Are there any Memoranda of Understanding or other formal mechanisms in place
to prevent the “third parties” referenced in the Notice from further dissemninating ATS-P data?
Do third parties with access to the data retain, store or aggregate the data?

3 Process for Correcting and Detecting Mistakes

3(a) The SORN states that individuals will not be able to request access to ATS-P
records to determine the accuracy of the information contained within the system or request
modifications if inaccurate information is contained in their individual record. In the event that
an individual believes that ATS-P information, as it relates to that individual, is inaccurate, what
redress, if any would the individual have? Will it be possible for the individual to have his or her
information permanently corrected, to avoid repeated delays throughout the duration of the
retention period, which could, according to the notice, last for forty years?

3(b) The SORN essentially exempts ATS-P from every Privacy Act provision that
grants an individual the opportunity (o access and correct records containing information about
them, If individuals are not able to access records and request modifications, how will the
system address mistakes that may exist?

4. Retention of Information

4(a) Has the National Archives and Records Administration approved a records
schedule for ATS-P records and if 50, how long do they suggest records should be maintained?

4(b) What was the basis for CBP's determination that the potential active lifespan of
individuals associated with terrorism or other criminal activities is forty years? Was the
Department of Justice, and/or any of its components, consulted in arriving at this determination?

4{c) ‘'The SORN states that ATS-P is exempt from the Privacy Act provision that states
that an agency shall only maintain infornation about an individual that is relevant and necessary
to accoraplish 8 purpose of the agency required to be accomplished by statute or by executive
order of the President. What is the justification for exempting ATS-P from this requirement?

Thank you, in advance, for taking the time lo answer these timely questions and for your
cooperation on this matter. If you have any questions, please do not hesitate to contact Jessica
Herrera-Flanigan, Democratic Staff Director & General Counsel, at (202) 226-2616.
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Sincerely,
Bennie G. Thompson

Chairman-elect
Commiittee on Homeland Security
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Congressional Testimony
2003

Jayson Ahern, Written Testimony, Hearing before House Judiciary Committee,
Subcommittee on Immigration, Border Security, and Claims (May 8, 2003)

"ATS is the system through which we process advance manifest and passenger information to
pick up anomalies and “red flags™. . . "

John Heinrich, Written Testimony, Hearing before House Committee on International
Relations, Subcommittee on International Terrorism, Nonproliferation and Human Rights
(July 28, 2003}

"The Automated Targeting System (ATS), which is used by NTC and field targeting units in the
United States and overseas, is essential to our ability to target high-risk cargo and passengers
entering the United States. ATS is the system through which we process advance manifest and
passenger information to pick up anomalies and "red flags™. . . .*

Robert Bonner, Written Testimony, Hearing before House Select Committee on Homeland
Security, Subcommittee on Infrastructure and Border Security (October 16, 2003)

"Our National Targeting Center in Virginia is an essential tool for carrying out our priority mission.

The Center gathers the advance electronic information | talked about, and uses our Automated
Targeting System for passengers and cargo to identify what is high risk — to identify potential
terrorists and terrorist targets for follow up at U.S. ports of entry and CSt poris

The National Targeting Center has given us the ability to locate and eliminate terrorist threats
before they become a reality, and it did not exists on 9-11."

2004
Robert Bonner, Written Testimony, Hearing before House Appropriations Committee,
Subcommittee on Homeland Security {March 25, 2004)

"The Automated Targeting System (ATS), which is used by NTC and field targeting units in the
United States and overseas, is essential to our ability to target high-risk cargo and passengers
entering the United States. ATS is the systemn through which we process advance manifest and
passenger information to pick up anomalies and "red flags” and determine what cargo is “high
risk,” and therefore will be scrutinized at the port of entry or, in some cases, overseas,

The funding increase sought for ATS in the FY '05 budget will allow for the continued
improvement of the system as well as provide it with the capacity to process the electronic data
related to the ever-increasing number of people and goods entering the United States. For
example, the funding will allow us to develop and implement a version of ATS that, for the first
time, will be able to identify potentially high-risk travelers in passenger vehicles. It will also be
used to upgrade our passenger targeting system by improving the amount of government data
that the system can access and analyze as well as provide us with the capacity to train more
people on the use of the system. On the cargo side, the funding will permit ATS to increase its
capacity and upgrade its capabilities by utilizing cutting edge information analysis technologies
developed by CBP and the private sector."

Robert Bonner, Written Testimony, Hearing before Senate Appropriations Committee,
Subcommittee on Homeiand Security (March 30, 2004)



The funding sought for ATS in the FY '05 budget will allow for the continued improvement of the
system as well as provide it with the capacity to process the electronic data related to the ever-
increasing number of people and goods entering the United States. For example, the funding will
allow us to develop and implement a version of ATS that, for the first time, will be able to identify
potentially high-risk travelers in passenger vehicles. it will also be used to upgrade our
passenger targeting system by improving the amount of government data that the system can
access and analyze as well as provide us with the capacity to train people on the use of the
system.

Robert Boaner, Written Testimony, Hearing before House Committee on Ways and
Means, Subcommittee on Trade (June 17, 2004)

The Automated Targeting System (ATS), which is used by NTC and field targeting units in the
United States and overseas, is essential {o our ability to target high-risk cargo and passengers
entering the United States. ATS is the system through which we process advance manifest and
passenger information...

...The funding scught for ATS in the FY '05 budget will allow for the continued improvement of the
system as well as provide it with the capacity to process the electronic data related to the ever-
increasing number of people and goods entering the United States. For example, the funding will
allow us to develop and implement a version of ATS that, for the first time, will be able to identify
potentially high-risk travelers in passenger vehicles. it will also be used to upgrade our
passenger targeting system by improving the amount of government data that the system can
access and anaiyze as well as provide us with the capacity to train people on the use of the
system.

Robert Jacksta, Written Testimony, Hearing before House Committee on Government
Reform, Subcommittee on National Security, Emerging Threats and International Relations
(July 13, 2004)

The Automated Targeting Sysiem-Passenger (ATS-P) is CBP's premier targeting tool in the
passenger envircnment, and is available to CBP personnel at U.S. ports of entry nationwide.
This system utilizes information from the National crime Information center (NCIC}), the Treasury
Enforcement Communications System (TECS), the Consular Lookout and Support System
{(CLASS) and other law enforcement databases to provide automated risk assessments on
arriving international passengers.

2005

CGuestions For the Record, Hearing before Senate Judiciary Committee, Subcommittee on
Immigration, Border Security and Citizenship and Terroristim, Technology, and Homeland
Security {March 14, 2005)

Q02411: Question: Frontline inspectors, including border officials and border patrol need to be
users and collectors of terrorist travel intelligence. Are frontline personnel not only receiving the
intelligence, but collecting what they are seeing in the field and relaying that information and their
observations to the appropriate authorities?

Answer: CBP

Yes. Frontline personne! are receiving intelligence and are collecting what they are seeing in the
field and relaying that information and their observations as appropriate, CBP has a layered



reporting mechanism in place that includes reporting supported by automation, chain of
command, and the National Targeting Center.

CBP frontline personnel will record their discoveries via our automated systems such as through
the Automated Commercial System, Treasury Enforcement Communication System and
ENFORCE. Each system has valuable information relay capabilities that once the information is
in the system, all personnel with the appropriate clearances are able to immediately access and
utilize the data. Additionally, specific notification capabilities exist that allow field personnel to
direct the information and observations of the memorandums of information received (MOIRs) to
the Intelligence Division within CBP. Also when significant activities occur within the field
locations the field managers are required to report the activities to the CBP situation room located
in HQ. Enhancing CBP's communication capabilities even further is the National Targeting
Center. When field officers identify potential terrorists, associates of terrorists, or even suspicious
shipmenis, the National Targeting Center is available 24 by 7 for them to call and have supporting
research and coordination conducted with other government agencies. The National Targeting
Center is an established field resource. The NTC began arcund-the-clock operations on
November 10, 2001, with a priority mission of providing tactical targeting and analytical research
support for Customs anti-terrorism efforts. As border inspectional assets from Customs, the
Immigration and Naturalization Service, and the Department of Agriculture came together on
March 1, 2003, under the umbrella of U.S. Customs and Border Protection (CBP), the NTC
mission broadened commensurately with the CBP role in support of Homeland Security.

in addition to being a 24 x 7 anti-terrorism targeting center that supports Customs and Border
Protection {CBP) field ports of entry, NTC coordinates with other U.S. government agencies for
anti-terrorism.

- NTC targets passengers, cargo and conveyances possibly linked to terrorism

* NTC uses the Aulomated Targeting System {ATS) to mine regulatory databases and cross
reference law enforcement databases to generate targets based upon actionable intelligence

- NTC conducts “sweeps” to proactively screen arriving passengers and cargo shipments using
actionable intelligence to identify high-risk targets

Taken in context of this effort, the National Targeting Center represents the interoperability
between border security and ports which is best described in its mission, scope, and general
operations.

NTC Mission:
The NTC's mission is to provide tactical targeting & analytical research support for CBP anti-
terrorism efforts.

Mission Scope:

The NTC is the single CBP Center for Anti-terrorism Activities, Centralizing research and support
for the field. Aiso it is a link to the Investigative Agencies such as ICE and JTTF. Finally, itis a
central location for coordinating with other government agencies at an operations-to-operations
level.

Objectives:

The mission objectives of the National Targeting Center include:
1. Conducting Tactical Targeting

2. Identifying Actionable Targets

3. Generating Advanced Queries

4. Developing Sweeps and Automated Systems

5. Providing CS1 Support

6. Performing Analytical Research



7. Developing Leads for investigations

8. Coordinating with Other DHS Offices

9. Coordinating with Other Federal Agencies
10. Coordinating with Other Governments

General Staffing, Support and Liaison Operations:

- Primarily staffed by CBP Officers and Field Analysis Specialists

- Representatives from nearly all CBP disciplines are included in NTC operations

- Examples include the U.S. Border Patrol, Office of Intelligence, and other field personnel
including CBP Officers, and import specialists

- The NTC staff develops tactical targets from raw information to detect and prevent terrorists and
implements of terrorism from entering the United States

- NTC also supports CBP field elements, including foreign-based Container Security Initiative
personnel

- The NTC provides targeting expertise to the Department of Homeland Security Operations
Center

- Liaison staff from the iaw enforcement and intelligence communities

- During FY 2003, liaison was developed with the:

- Office of Naval Intelligence

- Transportation Security Administration

- Department of Energy

- December 8, 2003 — CBP Office of Information and Technology, Laboratories and Scientific
Services (LSS) opened the Radiation Portal Monitor and Tele-forensics Center at the NTC

- December 11, 2003 - Food and Drug Administration Prior Notice Center commenced around-
the-clock joint targeting operations at the NTC in support of the Bio-Terrorism Act

Working together with CBP law enforcement and regulatory counterparts internal and external to
the Department of Haomeland Security, the NTC and its mission continue to evolve as a
cornerstone in the war on terrorism. Centralized NTC targeting endeavors, combined with intra
and interagency collaboration, assure CBP of a coordinated national and field response to
terrorist and national security events.

B. Terrorist Travel Specialists

It is clear from the 9/11 Commission Report and the Terrorist Travel staff report that we need
some frontline personnel who are trained as terrorist travel specialists, and who have intelligence
clearance, so they can be in real time contact with the intelligence community.

Q02412: Question: Do you have specialists trained in terrorist travel? If not, wouldn't you agree
that there a need for specialists with clearances who can be in real time contact with the
intelligence community?

Answer. CBP

Customs and Border Protection (CBP) certainly does agree with the need for specialists in
terrorist travel who can talk with the intelligence community, to ports of entry that are admitting
travelers 24/7, with government officials who need specialized data quickly, and provide other
services that help to protect our country. But not ail terrorists have been identified and the
government needs to cast a wider net than looking only at the individual terrorists already ferreted
out.

CBP has taken steps to meet the need described. Since many terrorists use fraudulent
documents to travel --because they do not want to reveal their identities or do not qualify for travel
documents in their own names -- we have organized the Fraudulent Document Analysis Unit



(FDAU) where all the fraudulent travel documents apprehended at ports of entry are sent. This
unit then analyzes the kinds of fraud being perpetrated, to look for trends, common features, and
keys to identifying other fraudulent documents, and to discover who may be terrorists among
these malefactors. The unit is new and just beginning to make meaningful connections with the
intelligence community, integrate itseff with other branches of CBP, DHS, and the rest of the
Federal Government. The FDAU is in operation and beginning to serve the unique function that
our resources, the fraudulent documents apprehended across the United States, allow us to carry
out.

Additionally, CBP has specialists trained in terrorist travel both in the Office of Field Qperations
and in the Office of Intelligence (QINT). The analysts in OINT have acquired an expertise in
terrorist travel through a variety of training, both formal and on-the-job. They work closely with
the OFQ officers and provide current intelligence to thern. As an example, anatysts in OINT who
have an expertise in terrorist travel, are in dialog on an almost daily basis with the OFQ officers
responsible for monitoring and amending rules used in ATS-P for automated targeting. Together
decisions are made on how to transiate current intelligence into rules. If it is decided that rules
modifications are not applicable, OFO and intelligence analysts work together in developing
special field operations to react to the intelligence that might be too broad to incorporate into
rules.

With regard to real time contacts with the intelligence community, the analysts in OINT have that
conneclivity in a variety of ways, {o include electronicaily and telephonicaily. In addition, QINT
has an analyst assigned as a liaison officer.

The liaison officer, like the analysts, has gained expertise in terrorist travel through job training.
The liaison officer works on-site with Office of Field Operations officers and is in daily contact with
the intelligence community seeking and providing information, clarification, and recommending
changes to current intelligence on terrorist travel.

Questions For the Record, Hearing before House Judiciary Committee (March 15, 2005)

10. What steps does CBF undertake that passengers and crew are adequately screened at
seaport entries? Does CBP coordinate with the Terrorist Screening Center?

Answer: CBP rigorously screens watch list names from airlines and ships (both crews and
passengers), destined to the United States transmitted in advance as mandated by faw, through
two systems, the Interagency Border Inspection System (IBIS) and Automated Targeting Systems
(ATS). IBIS and ATS employ different algorithms to produce potential matches which require
additional vetting either prior to or upon arrivatl.

Likely or positive matches are first coordinated with the Terrorist Screening Center (TSC), which
serves as the government repository for watch list information, under HSPD-G, for the screening
of names across all agencies of the United States Government. The TSC affirms the hit as a
match, not a match or inconciusive. Both matches and inconclusive findings result in notification
to the Counterterrorisim Watch (CT Watch} at the National Counterterrorism Center (NCTC),
which directs the Joint Terrorism Task Force (JTTF) squads around the United States. In a
collaborative manner, decisions about both identification and admissibility are made between
CBP and JTTF agents, though CBP alone exercises the authority to admit or refuse non-citizens
at a Port of Entry (POE). Identification in advance, coordination with the TSC and CT Watch, and
admissibility of all terror watch list cases at POEs are resolved through the CBP’s National
Targeting Center, which channels all field-level hits and maintains close communication with both
TSC and CT Watch. In this way, there is a single CBP entity with awareness of all such hits at
the more than 300 POEs in the United States, Canada, the Caribbean and Ireland.



Robert C. Bonner, Written Testimony, Hearing before Senate Homeland Security and
Governmental Affairs Committee, Permanent Subcommittee on Investigations (May 26,
2005}

"The Automated Targeting System, which is used by the Nationai Targeting Center and field
targeting units in the United States and overseas, is essential to our ability to target high-risk
cargo and passengers entering the United States. ATS is the system through which we process
advance manifest and passenger information to detect anomalies and "red flags,” and determine
which passengers and cargo are "high risk," and should be scrutinized at the port of entry, or in
some cases, overseas.”

20086

DHS Press Office, Fact Sheet on "Implementing the Multilayered Port Security

Strategy” (February 24, 2006)

"Automated Targeting System (ATS). Serves as the premier tool for performing transactional risk
assessments and evaluating potential national security risks posed by cargo and passengers
arriving by sea, air, truck, and rail. Using pre-arrival information and input from the intelligence
community, this rules-based system identifies high-risk targets before they arrive in the United
States."

Jayson Ahern and Captain Brian Salerno, Written Testimony, Hearing before House
Homeland Security Committee, Subcommittee on Economic Security, Infrastructure
Protection and Cybersecurity (March 16, 2006)

"The Automated Targeting System, which is used by the National Targeting Center and field
targeting units in the United States and overseas, is essential to our ability to target high-risk caro
and passengers entering the United States. ATS is the system throught we process advance
manifest and passenger information to detect anomalies and "red flags" and determine which
passengers and cargo are "high risk" and should be scrutinizied at the port of entry, or in some
cases, overseas.”

Deborah Spero, Written Testimony, Hearing before House Appropriations Committee,
Subcommittee on Homeland Security (March 16, 2006)

"To meet this goal, in FY2007 we will continue to improve the Autornated Targeting System's
ability to idenity passengers with terrorist risk factos, extending the Immigration Advisory
Program, leveraging pre-departure passenger information, and strengthening consolidated anti-
terrorism inspections.”

Jayson P. Ahern, Written Testimony, Hearing before Senate Homeland Security and
Governmental Affairs Committee, Permanent Subcommittee on Investigations (March 28,
2008)

"The Automated Targeting System, which is used by the Naticnal Targeting Center and field
targeting units in the United States and overseas, is essential to our ability to target high-risk
cargo and passengers entering the United States. ATS is the system through which we process
advance manifest and passenger information to detect anomalies and "red flags," and determine
which passengers and cargo are "high risk,” and should be scrutinized at the port of entry, or in
some cases, overseas.”

Deputy Secretary Michael P. Jackson, Written Testimony, Hearing before Senate
Homeland Security and Governmental Affairs Committee (April 5, 2006}
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"ATS is the system through which we process advance manifest and passenger information to
detect anomalies and "red flags," and determine which passengers and cargo are high risk, and
therefore should be scrutinized overseas or at the port of entry "

Jayson P. Ahern, Written Testimony, Hearing before Senate Finance Committee {(April 26,
2006)

“The Automated Targeting System, which is used by the National Targeting Center and field
targeting units in the United States and overseas, is essential to our ability to target high-risk
cargo and passengers entering the United States. ATS is the system through which we process
advance manifest and passenger information to detect anomalies and "red flags,” and determine
which passengers and cargo are "high risk,” and should be scrutinized at the port of entry, or in
some cases, overseas.”

Jayson P. Ahern, Written Testimony, Hearing before House Homeland Security Committee,
Subcommittee on Prevention of Nuclear and Biolegical Attack {(May 25, 2006)

"The Automated Targeting System, which is used by the National Targefing Center and field
targeting units in the United States and overseas, is essential to our ability to target high-risk
cargo and passengers entering the United States. ATS is the system through which we process
advance manifest and passenger information to detect anomalies and "red flags,” and determine
which passengers and cargo are "high risk," and should be scrutinized at the port of entry, or in
some cases, overseas.”

Robert Jacksta, Written Testimony, Hearing before Senate Committee on Foreign
Relations, Subcommittee on international Operations and Terrorism {May 31, 2006)

"Addressing any major issue at the land border presents many challenges. We have over 7,000
miles of shared borders with Canada and Mexico, and each day DHS Customs and Border
Protection (CBP) Officers inspect more than 1.1 million passengers and pedestrians, including
many who reside in border communities who cross legally and contribute to the economic
prosperity of our country and our neighbors. Maintaining this flow is critical; however, we must be
confident in our determinations of who is crossing our border. In Fiscal Year 2005, over 84,000
individuals were apprehended at the ports of entry trying to cross the border with

fraudulent claims of citizenship or documents. Moreover, on an average day, CBP intercepts
more than 200 fraudulent documents, arrests over sixty people at ports of entry, and refuses
entry to hundreds of non-citizens, a few dozen of which are criminal aliens that are attempting to
enter the United States. As the 9/11 Commission report

stressed, security requirements governing travel to and from Canada, Mexico and parts of the
Caribbean should be treated as equivalent to security requirements for travel to and from other
parts of the world."

Robert Jacksta, Written Testimony, Hearing before Senate Commerce, Science, and
Transportation Committee, Subcommittee on Trade, Tourism, and Economic Development
(June 22, 20086)

"At the center of our targeting efforts is CBP's National Targeting Center {NTC), where CBP
personnel use the Automated Targeting System (ATS) to analyze advance information about
passengers before they arrive in the United States. The NTC employs sophisticated risk
assessment rules and algorithms based upon strategic intelligence about terrorist threat, and
incorporates data from numerous national intelligence and law enforcement databases to screen
all passengers traveling to the United States for potential terrorist connections to terrorist risk
factors.



“The Immigration Advisory Program (IAP) extends our zone of security outward by screening
overseas passengers before they board aircraft destined for the United States. IAP teams
identify high risk and terrorist watch listed passengers using the Automated Targeting System in
CBP's National Targeting Center, and advise the airline whether the passenger will be admissible
to the United States upon arrival.”

Jayson Ahern, Written Testimony, Senate Committee on Judiciary, Subcommittee on
Terrorism, Technology, and Homeland Security (September 7, 2008)

"Next, we'd like to highilight some of the steps DHS takes to screen airline passengers and
prevent the dangerous ones from boarding U.S.-bound aircraft. Throughout the travel and arrival
processes, a host of Customs and Barder Protection rescurces are marshated to obtain and
analyze information about every traveler, identify those who are likely to present a higher risk,
and interdict and further screen those who are deemed high risk. At the core of this effort is the
National Targeting Center (NTC). NTC receives inbound and outbound passenger information
and runs it against sophisticated risk assessment rules and algorithms in the Automated
Targeting System (ATS). ATS's methodologies are based on strategic intelligence about the
terrorist threat, and ATS compares passenger information against data from numerous national
intelligence and law enforcement databases, including the combined Federal law enforcement
database known as the Treasury Enforcement Communications System/Interagency Border
Inspection System (TECS/ABIS) and the National Crime Information Center (NCIC) database.
The analysis NTC conducts on inbound passengers is largely based on two sources of
information — Advance Passenger Information (API}) and Passenger Name Records (PNR). Both
types of information are used to prevent and combat terrorism and terrorist acts, as well as to
catch persons suspected of other serious crimes. CBP also uses this information to facilitate
bona fide travelers so it can focus its resources on areas of highest risk.”

Repense to question from Sen, Kyl during hearing:

"And although is a largely compliant population of travelers, we actually had 565,417 people,
individuals that were found to be inadmissible to the United States for a variety of adverse
reasons. But most alarming is the fact that CBP had detected 493 of these individuals to be
inadmissible under suspicion of terrorist or security grounds. These include in addition to the
thousands of other arrests that we make at our ports of entry for narcotics and other violations of
{aw also include 7,662 criminals that are queried through the national crime information database.

Gregory Passic, Written Testimony, Hearing before Senate Finance Committee (September
12, 2006)

"Expand the Automated Targeting System (ATS) presently used for imports, exports and air
passengers for use on land vehicles. Work with other federal partners in identifying suspect drug
and money smuggling vehicles and subjects associated with active drug investigations. Initiate
additional targeting of outbound vehicles suspected of transporting cash.”

Congressional Reports

Department of Homeland Security Appopriations Bill, 2006, Senate Report 109-83, June 16,
2005

Targeting Systems - automated targeting system/passenger $1,500,000

Department of Homeland Security Appropriations Bilt, 2005, Senate Report 108-280, June
17, 2004:



automated targeting system/passenger, $9,592,000
automated targeting system-passengerfresarvations maonitoring, $2,450,000

CRS Reports
RL 32840

Border and Transportation Security: Selected Programs and Policies (entire document
discussing passenger screening)

RL 32399

A risk assessment systern is employed (o focus customs inspections on high risk shipments. The
Autornated Targeting System (ATS) automatically flags the shipments deemed to be the highest
risks. ATS standardizes bill of lading and entry summary data received from ACS and creates
integrated records called “shipments.” These shipments are then evaluated and scored by ATS
using weighted rules derived from the targeting methods of experienced personnel. The higher
the score, the more attention the shipment requires, and the greater the chance it will be targeted
for secondary inspection. ATS sorts through records stored in a database containing detailed
information on every shipment that has entered the United States in the past 10 years. According
to CBP, all national security related targeting using ATS is done at CBP's National Targeting
Center (NTC). When a high risk shipment is flagged

by the NTC, this information (fiag) is sent out 1o the field terminals so that when an inspector at
the border pulls up information on the shipment the flag is displayed and the inspector will target
the shipment for further inspection or review.

RL 33351

Foot Note 196:. CBP's Passenger Analysis Unit is an automated targeting system, located at
ports of

entry, that is based on strategic intelligence about threats, This system identifies individuals
who may need to be more closely scrutinized.
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s UNR G prunaniy ssed by 118 Custorns and Boeder Protection (o screen il passengers lying
Letweon the United States and a foreign place ro wWoentify persons who pose a bigh nsk for
ferroTtsm and sertous crines. The diversity of Jata in a PNR allows for analysis (o identify
possible les 10 suspected terronst of other critminal activily.
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s ONER data s particubarty valuable ag a counter-lorronsim tood nevause it provides us with
sivemation Aot gvaiidble on the maritest that allows us o nake connections between known
Hreats and associates who we have not previously been identitied as associated with terrorist
vty 1t altows us 1o look for suspected patterns of activity. It's important to note that
when d say we are looking for pattems we ame not grofiiing people based oo the meal
creterences, the number of buds i their hotei room, the religion ete. However, at times
v st ganons show a pattern of activity that can hetp us identify guilty parcties, For example
that airline ticket counter agents are adding bags fitled with ddbicit material such as drugs or
wCupons 1o an innocent traveler’s reservation Jnd coconspirtors are removing these extra
fags as they are unloaded from the plane,

« inour 2tfons to combal terrorisim, deugs, human smupghing and sex tourrsm, for example, we
“ave freguently been able 1o wlentify other cohorts of knewn crimninals on the same or other
‘hahts supporting numarous arrests. CBP is the primary ser of PNR fata, afthongh DHS™s

Lorder ovestigative wnn, Tnmizration and Cistoms Hnforcement has mave tunitad bt

sy powerful experience with asing the duta.
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Fnted States and soeesd sebseet wws aowad toowhdew Ty apebicion o chsisaon,

Seentlar canes have been euind tom ¢ 3oamd oy
Uyl ONIUS genorated by, o Maceh 2005 ddenutiad hnkeyges
- . - - - ” . N
N NP
K
> ra
. Y
PR A
)
> On S UBP used PNR fo identity hinkages between an (L, L0 o0 the No-
Fly st and a wraveler {7 ’ 3

» O Mareh 1 2068 CBP arrested two individuads for smugegling drigs from London 1o
Chicago, Upon analyzmyg thar PNR the use ofa comvimuon crodit card was foumsnd. Sother
aafvers ot thag cradic card's rosery ation history oned v iraveler had vsed ine sane card
vod tmbed oosevond orodit cand Aaalvsis of this new srodit card imvber Rdeniitied 3

sddibonai aavelers. Votthe 3 aew mavelos whore srostad duney subsequent sminel vk o
‘jrn;;s. ) .
# Bno CVUHP anatysis of PNR for o thight fom £ 03 o Cligage clenttied 300X Y 0
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passengers that nay hase been secking o use fatidulent tavel documents. B2 alerted the
Arearner who perfommed a thorough review of all three travelery documents prior o
boarding, One was denied boarding by the airline.  The pwo remaining travelors were
cefated W CBP secondary upan amval i the Tnited States. Both subjecis were determinaed
0 b et o w human smaeghag organtation and they were smugging the Sest sublect,
Aaldiinonally, one subject was wdentdied 18 & muember of the Yarzuka crime syndicate.

» o In danuary 2003, CBP Miani used PNR to Jdisrupt an iiternal conspiracy within an sirline
that was =mugglmg cociine hefween Venezuefa and Miami. In this instance a corrupt ticket
counter agent would identify a tew risk travelers (typically families) and add an wdditional
frag 4o ther reservaton atler they departed the ticket counter, This hag would be tilled with
cocune, Cormupt sirhine employees in Miamit were schaduled to remove the added bays from
cireudation gooe hrospection by CRP in Mism.
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States vl children other than their nen updeg therr owiccddren's passports. Vhoough an
Aty sis o7 the B3t stypects PR A patam o shich the childen comitanily id not soake e
coturm thgnwas wentitied 3y Jooking tor tiis sattem, 08 ddentitfied the camaining o
ammvglers. Unee the suspects vere wleatitied, fovkonts wore placed in APIS e pending
arivals, Bltrrately this case resuited inthe arresis of seven hien semaeglers nd ore
previously deported adudt dien, i expoditod removals, e die plicn of an sranto o
msponsibie tor successfully smugzaling thirty-seven indivetuals, and the focrcusod ageness
Oy COP ofticers of asimple aad W phily eitective alicn smuggbing technigue,

»  Uponadentifying o suspected sexvad predators intent o travel 10 Bangkok, ICE was able o
deattfy two travel agencies speciaiizing in sex ounsin and a aumber of other predaters
traveling to Asia for the same purpose.  Through this engoing case ICE has slentitied
reservation pattemns ¢mployed by sex tourssm compenics, imcludirg diversification of flight
reservations culminating in a central tocation. it also facilitated {CE’s abitity to marshal
surveitlance resources by monitor the individual’s movements,

7 1CE has also used PNR 'o identify cocanspirmtors of individuals on a watchlist. Through
APIS data CBP identified a suspecied Yenezucian hierain smvggler due to arrive inthe
Lonited States. By analyzing ONKa second imdendial was found to be traveling on the same
sescrvatinon and was also wrested ath digs,

o HOE woas also able to wse PNR o support the carly dentification ot a money launder for the
Hells Angels Mowreyele Gang, investigatory inteticencs indivated that this indivdiod vy
tue 20 make a boet stop in New York City while twaveling between the Cacibbean and
Canada, PNR was able to sftow 1CE 10 identify, n adviance, the suport e sould be amving
Nta, arrange for him to be tollowed 10 a cnminal meeting and be arrested, [FICE had been
fmited to APIS daia in this case it is trkely that they would not have had encugh inad tme to
make the arrest.

> TUF Bas abso used PNR 10 reins fgorate 3 vaniety of cases in which critical evidence was tied
o teiephone mumbers with tictitious subsenber data. Since criminals used these phone
cambers in making travel reservations, [CE was able to identify valid leads as well as 10 clear
ndividuals who's names were used unbeknowast to them n phone service provider records.
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cutthe Unden skings requured signitieent owstem, noboy and speraperal wxnticattons by (939
stred ay weomplished on May 13, 2505,

ihe PNR Case Shotly ablur the 20 sigping of the Suropeat Umion agrserueat on UHP aceess
By tssenger Name econd data, the Suropean Paliament s 58, distirhed o or ahat @ vicwed s
anartack on peysongd oeecaey nd s oo aethonity, fled Dve saits o g Haeopean Cowmt of
fdgiree RO mraltet the acticns ot the Sarepean Coonnission (RO and she oropean Councdd
POT e g o the mfemmation sharing vramgement. Fhe it suit chailenged the suthenty of
e HC ad the Buropean Coueci! o onter bnto the Intermaticoal Agisemant without the assent of
the Parltainent; the second chatlenged the wierits of the arrangement el - whether the
Lndertakings were adequate fo meet the information privacy protections atforded under EU fuw

o atl individuals,

On May 30, 1006 the Eurcpean Court of fostice tRCJ) annulled the decision of sdequacy made
by the Huropean Commission, as well as the Faropean Council’s decision to enter into an
mwtemational agreement with OHS on the use of Passenper Name Records. n tssuing this
Tned, the Caurt dd not rule agatost she avadability of PNR data, it dd cot leterrame that
privacy s violated, norJdad it take a v o the sontont 4 the agrecrnent. Rather, consistent
stk the Advocste Gererad’s November 2005 opinon, the conrt foand gt the decisions of the
Commassaon sod Couna! where promsed epen a mspplicable togat hasys under Furopom faew
> agreuagnl under tie dat s peotecton provimoms of Ammcle 35 the coun

utead ofconchadiog 4
deentod that the peocessing of PNR Jara is a faw endrcement and pablic sacunty ssue, and a3 ¢
sesult, 1y a sharad competency between the European LUnion and Member Sinies under the so

catled “third pular”

The Court’s miiing gave the Hurepean Comumission antil Septembar 349, 2006 ta ostablish 4 new
cammimntys wide arrangement o govern PNR aveess for HHights 1o the Laited States, However,
dince the BOIMs dacision semos os the theeat of fines and cominal penaities based an 2L law, the
snmediale consequences for not strking 2 new arangement are stgnificantly Airmnished,

The {nterim Agrecment:

On Outober 19, 2006, the United States signed an intenm agreement (alrsady signed by the
Burpean Llmon) on the ocessing and transfer of gassenger nams rocord (PRNR) duta. This
saraeineal woay ccompantod iy q entlateral Ruer of iaterpretation ot 115, cbhsations with

reszard 1o soch daga that was cepetinged by the parties and acknowledged by the B This row

arraewernent owhich witl engire on Jaly 3, 2007 coaboos DHS w0 share information m ways that
wure net possible under the provious interpretation of the May 1, 2004 Undertakings, which
tornad the basis of the cacher U135 -HU amansement, §t also codifies cartam wsumphions

s cctated il the Undertakiegs aachoding: arners cplivations i intgrating 10 a system (n
whoch the s sransmit data 10 C3P, that a joint covizw s aut necessary batwesn the signing and the

csecttion of the gureement, aecess o addiooaal da i the iomzent ther {2ld, and the use of

sensitien Afarmation W orotect the b imterests of ine it ubiect. Moaethalesy the recoent
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Presenily most nations Jo not coliect PNR i arder o prescreen fravelors, Uanada, however,
Aoes collect IPNR and has an agreement with the BU similar to the 2004 US -8 Agreement. in
fact, the EU rypicaily holds ibetr agreement with (Cmnada ap as more of 1 mode) than their
sgreement with the United States. In addition, Canada shares PNR with the Daited States
purssant 10 the Shared Bocder Accord. Rumory oersist that a number of Buropedn goveraments
e pursieng PR Systems acluding the UK, Poance, Span, ity aad the S0 bt few dermals
Have beon ausde s alabis
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