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"IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION,
Plaintiff,
R Civil Action No. 1:06-cv-01773-RBW

DEPARTMENT OF JUSTICE;

Defendant.

it Tl St o Mgt Vrgat Vst gt Nl Nt v

SECOND DECLARATION OF DAVID M. HARDY

1, David M. Hardy, declare as follows:

(1) | am currenily the Section Chief of the Recordllnformation Disseminétion
Section (*RIDS"), Records Management Division (“RMD”), at the Federal Bureau of
Investigation Headqu.arters (“FBIHQ”) in Washington, DC. | ha_ve held this position
since August 1, 2002. Prior to joining the FBI, from May 1, 2001 to July 21, 2002, | was
the Assistant Judge Advocate General of the Navy for Civil Law. [n that capacity, | had
direct oversight of Freedom of Information Act (“FOIA") policy, procedures, appeals,
and litigation for the Navy. From October 1, 1980 to April 30, 2001 ,' | served as a Névy
Judge Advocate at various cbmmands and routinely worked with FOIA matters. | am
also an attdmey who has been licensed to practice law in the state of Texas since
1980. |

(2) In my official capacity as Section Chief of RIDS, | supervise approximately
208 émplbyees who staff a total of ten {(10) units and a field operational service center
unit whose collective mission is to effectively plan, develop, direct, and manage
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respsnses to requests for access ts FBI records and information pursuant .tol the FOIA;
Privacy Act; Ex_chtiQe bi‘der 12958, as amended: Presidential, Attornéy General,'and
FB! policies and pro_cedu.res; judicial decisions; and Presidential and Congressional
directives. M:y responsibilities also includs the review of FBI information for.
classification 'purpsses as mandated_by Executive Order 12958, as amended,’ and the
preparation of afﬁdavits/declarations in support of Exemption 1 claims asserted under
the F.OIA.2 _l have been designated by the Attorney General of the United States as an
original classification authority and a declassification authority pufsuant to Executive
Order 12958, as amended, §§ 1.3 and 3.1. The statements contained in this
declaration are based onn my personal knowledge, upon information provided to me
in my official capacity, and upon conclusions and determinations reached and made in -
accordance th_erewitﬁ. |

(3) Due to the nature of my dfﬁcial duties, | am familiar with the procedures
followed by the FBI in responding to, requests for information from its files pursuant to
the ﬁrovisions of the FOIA, 5 U.S.C. § 552, and the Privacy Actof 1974,5U.8.C. §
552a. Specifically, | am aware of the treatment which has been afforded the FOIA
.requests of plaintiff, the Electronic Frontier Foundation (“EFF”}, fbr specific types of FBI

documents related to the FBI's Investigative Data Warehouse (“IDW”), a database of

! 60 Fed. Reg. 19825 (1995) and 69 Fed. Reg. 15315 (2003).

2 5U.8.C.§552 (b)(1).
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659 million records,, including terrorist \;vatch lists, intelligenc:e cable and financial
transactions, that is culled from more than 50 government agency sources in addition to
the FBI. More specifically, plaintiff's August 25, 2006 FOIA request seeks aceess fo
FBI records_ pertaining to the. “isting, describing or_discussing” of the categories of
indiQiduaIs cerred by the IDW; the “Ijsting, describing or discussing” of the categories
of records in the IDW, the. “listing, d_esc_ribing or discussing” of the criteria for inclusion
of infOrmatien in the IDW; the “describing or discussing” of any FBI determinétion that
the IDW is, or is not, subject to the requirements of the Privacy Act of 1974; and the
“describing or discussing” of any FBI determination that the IDW is, or is not, subject to
federal records retention reeuirements, including the filing of Standard Form (SF) 115,

| which is titled “Request for Records Disposition Authority.” In addition, plaintiff’s
September 1, 20086, FOIA requeet seeks-access to FBI records which describe “data -
expungement, restriction or eerrectien procedures” for the IDW; all privacy impact
statements created for't'he IDW; and all resuits of audits conducted to ensure proper
eperation of the IDW. o |

(4) This second :declaratieh.supplements, and hereby incorporates, my previous
declaration submitted in this case and dated March 28, 2007 (“First Hardy Declaration”), which’
pre_vid_ed the Qourt and plaintiff with an overview ef the FBI’'s RIDS and the current
backlog of 'FOIA/Privacy Act'requests and pending FOIA/Privacy Act litigation, an

explanation of the FBI's Central Records System (‘CRS"), e chronology of plaintiff's

FOIA requests, a deseription of the search for and voluminous number of records
potentially responsive te plaintiff's FOIA requests, and an explanation for the delays
associated with the FBI's processing of plaintiff's FOIA requeste. In addition, the First
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Hardf Dec!afation Qvas also submitted to the Court in support of a stay of proceedings
for approximately 71 months (three months for the case to rise to the top of the backlog
queue and 68 months for processing) or no later than February 28, 2013, to allow the

| FBI to complete the pirocessing and release of documents reshonsive to plaintiff's
requests.I This.estimated length 61_‘ time to complete the processing of plaintiff's FOIA
-re\duests was based on the volume of approximately 72,000 pages that the FBI had
identified as potentially responsive as of March 28, 2007.

(5) However, since that date, the FBI has reviewed approximately 21,000
pages of potentially responsive records. Of those, 750 pages have been identified as
responsive, and the remainder have been eliminated as being nqt resbonsive to
| plaintiff’s FOIA requests.

(6) The purpose of this second declaration is to provide the Court and plaintiff
with the current status of the reviewl of records that are potentially responsive to
plaintiff's FOIA requests, the current status of the classiﬁcatidn review and FOIA
processing of reébrds which have been identified as responsive to plaintiff's FOIA
requests, and an explanation of the delays associated with the FBI’# procéssing of
documents responsive to plaintiff's FOIA requests.

(7) Theré is no way of accurately pré_dicting how many of the remainin:g' 51,000
pages of documents are likely to be responsive. For the reasons which will be
discussed below in greater detail, the FBi is also subrﬁitting this declaration in support
ofa continﬁed stay_bf proceedings. As was anticipated earlier, (See_First Hardy
Declaration 1 4'), based in part on the elimination of pages that have been identified
as not-responsive to plaintiff's request, the FBI anticipates that the time required to

u4u.
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complete processing will be significantly shorter than the initial estimate of 71 months.
The FBI anticipates that an interim release of documents to plaintiff will be made by
September 28, 20_0_7. |

ELAINTIFF’S‘_:jEQUEST FOR EXPEDITED TREATMENT
OF ITS FOIA REQUESTS

(8) By letter dated April 6, 2007,- addressed to the Department of Justice

(“DOJ"}, Office of P'ublic Affairs (“OPA”), plaintiff reqﬁested that OPA grant expedited
treatment for the vproc;:ssing of its FOIA requests conc_erphlg the IDIW pursuant to 28 CF.R. §
16.5(d)(1l)(iv) inasrﬁﬁch as the IDV\:’_is' “[a] matter of widespread and exceptional media interest
in which there exists possible questions about the govefnment's integrity which affects public
confidence.” (See Exhibit D.)

9) Pur;uant to this letter, OPA considered the metits of plaintiff’s request for
expedited treatment of its FOIA requests concerning the IDW and concluded that the subject
matter of its FOIA réquests met the above-cited criteria, and therefore granted plaintiff's request
for expedited l;rocessing.

{10) By Iétter dated August 3, 2007, addressed to plaintiff, the FBI advised
plaintiff that OPA had granted expedited treatment for the processing of its FOIA requests
concéming the IDW pursuant to the provisions of 28 C.F.R. § 16.5(d)(1)(iv). (See Exhibit E.)

(11} As a result of OPA's granting bf exped-ited proceséing, the plaintiff's FOIA
requests have been moved ahead of all earlier FOIA requests to the FBI that have not
' received expedited processing. Based on the dates of plaintiff's August 25, 2006 and
September 1, 2006 FOIA requests_, there are currently eight (8)'IFOIA requests that

would have been processed before plaintiff's requests if plaintiff's requests had not

g
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been granted expedited treatment. Plaintiff’s requests are now being processed ahead
of those earlier requests. ' P

THE CURRENT STATUS OF THE REVIEW OF DOCUMENTS WHICH
ARE POTENTIALLY RESPONSIVE TO PLAINTIFF’S FOIA REQUESTS

(12) As described in Paragraphs 35 through 38 of the First Hardy Declaration,
the FBI conducted é Wide-ranging search for FBIHQ records which could potentially
contain information which ié responsive o the specific categories of records sought by
plaintiff. As a. result of these search efforts, a total of approximately 72,000 pages of
potentially responsive records were located and 'forwarded to RIDS personnel. As of
the date of the First Hardy Declaration and continuing since that date, RIDS personnel
in the Litigation Support Unit (“LSU") have been reviewing this enormous volume of
potentially reéponsivé recoi'ds in order to determine whether or not the submitted
records are within the scﬁpe of plaintif's FOIA requests. (See First Hardy Declaration,
11 35-38)) | .I |

'(1 3} Currently, RIDS has reviewed 21,000 out of the totat of 72,000 pages of
potentnally responswe records to determine what records are within the scope of
plalntlﬁ's FOIA requests This review has identified apprommately 750 pages of
documents which are responswe to plalntlff’s FOIA requests, as well as ehmmated
-appro:-umately 20,250 pages of non-responsive documents.

(14) During fhis review prdcess, RIDS personnel have been hampered by the
complexity of some _doci.lments which are highly technical in nature. In addition, the
review process has been delayed because of the.ir'llability of RIDS personnel to. access

some of the records on compact discs due to special encoding by the originator of

6
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- these records - the FBI's Security Division.® These two unique elements of plaintiff's
FOIA reeuests have required extensive consultation with personnel of the FBI's
Security Division, the FBI's Office of the General Counsel, the FBI's Information-
Technology Operations Division, and the Office of the Program Manager of IDW.

‘ Nevertheless, the FBI anticipetes'_that the scoping of the remaining potentially
responsive documeﬁts -wil'l be completed within the next three months.

THE CURRENT STATUS OF THE PROCESSING OF DOCUMENTS
'WHICH ARE RESPONSIVE TO PLAINTIFF'S FOIA REQUESTS

(15) As detailed in Paragrapﬁ 12 supra, this ongoing review of potentially
responsive documents has to date resulte_d in the identification of approximately 750
pages of documents as containing information which is responsive to the specific
categories of records soug"ht by hlaintiff. Approximately 550 pages of these responsive
documents are currentiy. being scanned into an electronic format and uploaded inte the
. computerized FOIA/Privacy Act ("FOIPA") Document Processing System (“FDPS”) for
classification review end FOIA processing by RIDS personnel. In addition, the |
classification review and FOIA proeeesing.of approximately 200 pages of responsive
records ie nearing -completiq‘n'and it is a.nticipated that these processed records will be

released to plaintiff on or before September 28, 2007.*

* This inability of RIDS personnel to access these electronic records-due to special
encoding has recently been ameliorated by personnel of the Security Division, who
have removed the encoding of most of these records, thus allowing RIDS personnel to
print paper copies of these records.

* It should be noted that the approximate page count of 200 pages represents the total

number of pages reviewed and processed for the first interim release and not
necessarily the number of pages which will actually be released to plaintiff.

~.27-.-
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(16) As detailed in Paragraphs 21 through 24, 38, and 39 of fﬁe First Ha'rdy
Declaration, there are'several time-consuming steps that are necessary to complete the
processin.g of plaintiffs FOIA requests. (See First Hardy Declaration, 19 21-24, 38 and
39.) The first step is to scan in .the records which have been determined to be
respon_sive into an electronic .format and upload these records info FDPS. The next
step is to fohm_ard these documents to the Classification Unit for |
classiﬁcation_/decl.assification re\_fieﬁv-of these documents pursuant to Executive Order
12958, as amended. This classification and/or declassification review involvee a page-
by-page, line-by-line review of the responsive documents to determine which, if any,
informatien is currently classified and/or should be declassified pufsuant to Executive
\Order 12958, as a'mendee, and to properly mark and stamp the classified information at

“the apprepriate classification Ievel.'

(17) After completion of the classification/declassiﬁcation review, the
documents will then be returned to the‘ FOIPA Disclosure Unit at‘FBlHQ for processing
of these decuments pursuant to the FOIA. This FOIA processing involves a page-by-
page, Iine-by—line' review of the responsive documents to determine which, if any, FOIA
exemptions may apply._ This FOIA processing also includes the redaction of any
exempt material and the notation of the applicable FOIA exemption(s) in the margin of
each page and/or preparation of deleted page information sheets when pages are
withheld in their entireties. Duriﬁg the course of their review, the FOIPA Disclosure Unit
may need to.consult with ether United States Government agencies for their
determination as to the releasability of the other agency's information contained within
these FBI recofds,lor refer nen-FBI documents to those ori'ginating agencies for

g~
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processing and difect respons.e fo plaintiff. The FOIPA Disclosuré Unit at FBIHQ will
~ ensure that FOIA exembtioné have been applied _broperly, no releésable material has
been withhelq, no fnateriénl meritiﬁg protectionhas been released, all nééessary
claésifi'cation reviews have been compléted, and other United States Government
agency information ahdIOr ent'ire do-c:urﬁents- originating with othér United States
Government égenciés h‘ave been .referred for either consultafion and return to the FB}
or" direct response to plaintiff. |

(18) The Ia'st.step in the processing of these responsive documents will be to
have the proposed release of documents reviewed by the appropri;te FBI Divisions and
offices at FBIHQ who have equities in the release and/or withholding of the.information
in these documents. In this matter, thése FBIHQ Divisioﬁs and offices include the
Security Division, the Office of General Counsel, the Inforrf_\ation Techn_ol’ogy
Operations Division and the Office of the Pr;Jgram Manager of IDW. After thé
completion of these reviews by other FBI entities, the documents will -t_hen be printed
and mailed to plaintiff. |

(19) As stated in Paragraph 15, supra, the classification review and FOIA
processing of approximately 200 pages of responsive documents is nearing' completion
and will soon be forwarded to the appropriate FBI entities for their review. The FBI
a_nticipates that these brocessed records will be released to plaintiff on or before
September 28, 2007. Concurrently, the FBI will process thé remaining 550 pages'of
records already determined to be responsive to plaintiff's requests, scope the remaining
51,000 pages of botehtia_lly responsive records, and process from these 51 ,000 pages,

all records that are determined to be responsive to plaintiff's FOIA requests.

g




A

T Case 1:06-v-01773-RBW Document 11-2  Filed 09/04/2007  Page 1101 20

FoHEL R g

PR N

Personnel Shortages and Other Pending FOIA Litigation

- (20) As explained in Paragraphs_ 11 through 14 of the First Hardy Declaration,
RIDS is r:Urrentlyr undergoing a phased physical relocation of personnel and resources
from FBIHQ to an interim facility in Frederick County, Virginia. An unfortunate side |
effect of this relocation' has been the loss of experienced RIDS personnel due to
retirement or'se_pairation from the FBI inasmuch as these employees have decided not
to transfer to the new facility. The next scheduled relocation of RIDS personnel at
FBIHQ will be-in December of 2007, and the final relocaiion of the remaining RIDS
personnel at FBI_HQ is scheduled for the summer of 2008. Although the FBI is engaged
in aiggressive and i.ntense rec_ruitment a.nd hiring efforts in the F_red'erick County, Virginia
area, it is anticipated that 'th.e trend in loss of éxperienced personnel due to retirement
and separation from the FBI will persist in the foreseeable future. (See First Hardy
Declaration, 1 11-14.) | |

(21) -As explained in Paragraphs 15 through 19 of the First Hardy Declaration,
simultaneously with this personne! and resou‘rce drain, RIDS has experiencgd a
significant increase in its FOIA litigation workload, including two d istrict‘court cases
brought by EFF. Each of the other two EFF litigations have resulted in strict court-
imposed deadlines, as | will describe in further detail below. (See First Hardy
Declaration, 79 15-19.)

(22) In Electronic i:rontier Foundation v. Department of Justice, et al., Civ. A.

No.
07-CV-00656 (D.D.C.), the FBI has been ordered by the Court to process 2,500 pages
of documents every month for release to plaintiff pursuant to its FOIA recjuest for

“10°
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records concerning the FBI's use of National Security Letters. This litigation involves an

estimated 100,000 pages of potentially responsive documents. The FBI has made two

releases to date, with the next release due September 5, 2007. In Electronic Frontier

Foundation v. Department of Justice, et al., Civ. A. No. 06-CV-1708 (D.D.C.), the FBI

has been ordered by the Court to process 800 pages every month for release to plaintiff
pursuant to its FOIA request foi' records coﬁncerningl the DCS 3000 System.
Abproxim_etely 9,883 pages have been identified as potentially responsive and the FBI
has made four releases to date, with the next release due September 24, 2007.

(23) Plaintiff is not aloneis suing the FBI. The FBI is actively defending
num'erous other lawsuits in district cou.rts and appellate courts across the country, each
with its own set of deadlines. At this time, the FBI is defending 104 FOIA/Privacy Act
lawsuits nationwide. |

(24) .In order to comply with all of these demands, RIDS has realigned and
made a substantial comr:nitment of its personnel resources to address these judicially-
imposed deadlines. However, despite its attempts to realign and commit personnel
and resoercee, RIDS continues to experience the effects of a drain in the number of its
experienced personnel while it moves forward with ite relocetion to Frederick County,
Virgir]ia. Thus, despite these best efforts, there are only a limited number of RIDS
personnel available to work on all of the other FOIA/PA requeste and litigation, including
this FOIA Iitiga_tion.

(25) The FBI takes its responsibilii-:ies- with regard to the administration of the
FOIA/Privacy Act program very seriouely, and all reasonable efforts are being made to

comply with the statutory deadlines. Regrettably, compliance with these deadlines is

M1
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often not possible. However,-the FBI has rﬁade tremendous strides in the allocation of
limited personnel resources in order to comply with all of its court-ordered deadlines as
well as the reduction of its backlog of pending FOIA/Privacy Act requests over time.
With regard to plaintif’'s FOIA requests for specific records concerning the IDW, the FBI
has made substantial progress in the review and elimination of a s.igniﬁcant number of
" documents as beiﬁg_ nét- responsive to E#F's FOIA requests and has also neérly
compléted the processing of fhe first interim release of responsiv?e documents.

(26) For the above reasons, the FBI submits this déciaration in support of its
request for a stay of proceedings.

Pursuant to 28 U.S.C. § 1746, | d_eclare under penalty of perjury that the
foregoing is true and correct, and i_hat Exhibits D and E attached 'heréto a.re true and

- correct copies.

Executed thi‘s Q%day of September, 2007.

:

kc\'/l

DAVID M. HARDY
Section Chief -
Record/Information Dissemination*Section

Records Management Division
Federal Bureau of Investigation
Washington, D.C.

“19~



pERS—— |

Case 1:06-cv-01773-RBW Doéument 11-2  Filed 09/04/2007 Page 14 of 20

Exhibit D



e e
Case 1:06-cv-01773-RBW  Doeument 11-2 Filed'(_)9/04/200’|7. Page 15 of 20

-

- Electronic Frontler Foundation

Protecting RIghts and Promating Froedem on che Elagtronie Froadler

April 6, 2007
BY FACSIMILE - (202) 514-5331 |

Tasia Scolinos

. Director of Public Affairs
Office of Public Affairs
U.S. Department of Justice
Room 1128
950 Pennsylvania Avenue, NW.
Washington DC 20530-0001

' REQUEST FOR EXPEDITED FOIA PROCESSING

Dear Ms. Scolinos:

This is a request for expedited processing of a Freedom of Information Act (“FOIA™)

- request, made pursuant to 28 CFR 16.5(d)(1). By letters dated August 25 and September
1, 2006 (attached hereto as Exhibits 1 & 2), the Electronic Frontier Foundation (“EFF”)
submmed FOIA requests 1o the Federal Bureau of Investigation (“FBI”) seeking the
_chsclosure of FBI records concerning the Investigative Data Warchouse (“IDW).

I believe these pcndmg requests meet the criteria for expedited processing under 28 CFR -
16.5(d)(1)(iv), as they concern “[a] matter of widespread and exceptional media interest

- in which there exist possible questions about the government’s integrity which affect
public confidence.” 28 CFR 16.5(d)(1)(iv). You recently concluded that another request
EFF submitted to the FBI, concerning the Bureau’s use of National Security Letters '
(“INSLs™), warranted expedited processing on this ground. See Exhibit 3, attached hereto.
As I explain below, the factors EFF cited in support of the expedited processing of our

" NSL request in our letter to you dated March 12, 2007 (which I incorporate herein by

reference) are equally applicable to our pending IDW requests.

In his report of March 9, 2007, the Department’s Inspector General documented
numerous instances of the FBI's “improper or illegal use” of NSL authority. Of
particular relevance to this request, the Inspector General revealed that “NSL data is
periodically downloaded . . . into the FBI’s Investigative Data Warehouse (IDW), a
centralized repository for intelligence and investigative data with advanced search
capabilities.” U.S. Department of Justice, Office of the Inspector General, “A Review of
the Federal Bureau of Investigation’s Use of National Security Letters” (March 2007), at
30. The Bureau’s continuing retention in the IDW of the personal data improperly or
illegally obtained through abuses of the NSL process is cbviously central to the
undisputed questions about “integrity which affect public confidence.” Indeed, during
the Senate Judiciary Committee’s hearing on the issue on March 21, Sen. Feingold had
the following exchange with the Inspector General:

1875 Connecticut Ave., NW . Sulte 650 - Washingtan, DC 20009
© 202797 9009 @ 202 797 9066 O www.efforg @ infermation@eff.org
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-

Director of Public Affairs
April 6, 2007
Pagc two

Sen. Feingold: In your October 2006 memo to the attorney general on the
Justice Department’s top management and performance challenges for
fiscal year 2006, you caution that the Patriot Act granted the FBI broad
new authorities to collect information, including the authority, quote, “To
review and store information about American citizens and others in the
‘United States about whom the FBI has no individualized susplcmn of
illegal activity,” unquote

You cautioned nearly six months ago that the department and the FBI need
to be particularly mmdful about the potentla.l for abuse of these types of
powers.

First, I want to establish some basic facts alluded to in your memo. Under

~ the existing NSL statutes, it is possible to obtain information, including
full credit reports, about people who are ent:.rely innocent of any
wrongdomg Isn’t that correct?

Mr. Fine; Well, it is possible, yes, as a result of the_i-nvestigaﬁbn there’s no
finding of anything and that they are innocent. Yes. '

Sen. Feingold: And the FBI's policy is that it will retain all information

~ obtained via NSLs indefinitely, often in databases like the Investigative
Data Warehouse that are available to thousands of investigators. Is that
correct? '

Mt. Fine: Yes.

Sen. Feingold: Now, with regard to your caution about the potential for

" abuse of these po'wcrs, DOJ responded in November 2006 that the FBI
agrees and that it is, quote, “aggressively wglla.nt in guarding against any
abuse ? unquote _

. Would you agree with that statement that the FBI has been aggtesmvely
vigilant in guarding against abuses? :

‘Mr. Fine: I would agree that the FBI was not aggressively vigilant in terms
-of guarding against the problerns we found, yes.

Indeed, the Department has recognized that the questions surrounding the retention of
NSL data in the IDW are serious and require further examination. In a “Fact Sheet”
~ issued on Match 20, the Department announced “new oversight of the use and retention
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N

Director of Public Affairs i
April 6,2007 e C
Page three - : '

-of NSL-denvcd information” and the creation of a “working group” to “examme how

NSL-derived information is used and retained by the FBL.” Fact Sheet: Department Of
Justice Corrective Actions on the FBI's Use of National Security Letters (March 20,

© 2007) (attached hm'eto as Exh:bn 4).

In summary, it is clear that recent events warrant the 'eipedit'ed processing of EFF’s.

. requests for information concerning the policics and procedures goverming the inclusion

and use of information ini the Investigative Data Warehouse As such, we hereby request

*such expedited treatment.

Thank you for your consnderanon of this request. As applicable Department regulations
provide, I will antcipate your determination w1thm ten (10) caiendar days 28 CFR
16.5(d)(1). '

Under penalty of perjury, I hereby affirm that the foregoing is true and correct to the best

- of my knowledge and belief, -

David L. Sobel _
Senior Counsel

- attachments -

cc: (W/o attachments) -
James €. Luh
Trial Attorney

U.8. Department of Justice
Civil Division, Federal Programs Branch
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, . C. 20535-0001

- August 3, 2007

David L. Sobel, Esq.

Senior Counsel

Electronic Frontier Foundation
Suite 650 o

1875 Connecticut Avenue, NW
Washington, - DC 20009 .

Re: FOIPA Request No. Ip58805
Dear Mr. Sobel:

: This letter is in response to your regquest to the
U.S. Department of Justice ("DOJ"), Office of Public Affairs
{"OPA"), for expedition of your Freedom of Information Act
("FOIA") request to FBI Headcuarters ("FBIHQ") for specific
records concerning the FBI's Investigative Data Warehouse
("IDW"}. In your initial FOIA request letter dated August 25,
2006, and your supplemental FOIA request letter dated
September 1, 2006, the Electronic Frontier Foundation ("EFF")
sought access to specific records concerning the categories of
individuals and records included in the IDW; the criteria for
inclusion of information in the IDW; records concerning any FBI
determinations that the IDW is, or is not, subject to the
requirements of the Privacy Act of 1974 and federal records
retention requirements; records concerning data expungement,
regtriction or correction procedures for the IDW; all privacy
impact statements created for the IDW; and all results of audits.
conducted to ensure proper operation of the IDW.

The EFF requested that OPA grant expedited treatment
for the processing of this FOIA reqguest concerning the IDW
pursuant to 28 C.F.R. §16.5(d) (1) {(iv} inasmuch as the IDW is
*[al matter of widespread and exceptional media interest in which
there exists possible questions about the government’s integrity
which affects public confidence." We have been advised that the
Director of OPA has concluded that the subject matter of your
FOIA request meets this criteria and therefore your request for
expedited processing should be granted.
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Please be advised that we have located and are
currently processing FBIHQ records which are responsive to your
FOIA request for release to you. In addition, we are continuing
our review of the large number of FBIHQ records identified as
potentially responsive to your request. As we process those
records determined to be responsive, we will release them to you
as soon as practicable.

Sincerely,

vid M. Hardy

Section Chief

Record/Information Dissemination
Section

Records Management Division

L3






