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Investisative Data Warehouse (IDW) - Secret

The Federal Bureau of Investigation's (FBf) Investigative Data Warehouse Secret System (IDU/-

S) is an initial data warehouse, content management and data mining system that will pemrit FBI
investigative, analytical, administuative and intelligence personnel to access aggregated data

previously only available through individual applications. The IDV/-S system will be authorized

io pto"eri classified national security data up to, and including, Secret. The IDW-S system is tlre

suõcessor to the Secure Collaboration Operational Prototype Environment (SCOPE), which
originally was named the Secwe Counter-Terrorism Operational Prototype Environment.

Dataprocessed by the system will include the following data sets: Outside the Scope

. Approved case files from the FBI's Automated Case Support (ACS) case

managsment system;

¡ Electronic versions of the Joint Intelligence Committee úrvestigation (JICÐ

defined a¡chived documents;
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o Secure Automated Messaging Network (SAMNeQ message tafEc;

o IntelPlus File Rooms; and

¡ Violent Gang and Terrorist Organization File CVGTOF) from the Cfimi¡al
Justice Information Systems (C[S) Division;

. Defense Advanced Research Projects Agency (DARPA) Translingual

Information Detection, Extraction and Summarization(TlDEs) Open Source

'Outside the ScoPe
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'Outside the Scope

I.2.2 Supported Projects

IDW-S is an FBI enterprise program/system and utilizes data feeds from several FBI (and other
agencÐ progr¿rms.

FßfoYfi(c".tTlNtáS[fc
@4ffiJCAgtCN¡/
GdüÞAfiúlñ'rm$B

Automated Case
System (ACS Seqet

Intel Plus Secret

Secure Automated
Messaging Network
(SAMNeÐ

Secret

National Crime
Information Center
(Ncrc)

Sensitive But Unclassified
(sBu)

Document.
Conversion
Laboratory
@ocLaQ

Secret

.b2
b?E

6

UNCLASSIFIED / / çOP. OFFICIAL USE ONLY



uNcr,Asslgrs,D / / FOR OFFICTAT USE ONI.Y

lnvestigative Data Warehouse (ID\Ð - Secret
System SecuritY Plan

16 January 04
Version 1.0

Dnoffiiñaflnß
@ÁffireAffie[$/
CCfüfÐÉ\|-rúñTtlEB

Translingual
Information
Detection,
Extraction and
Summarization
ITIDESI Prosram

Unclassified

.b2

.þ/Ei
Outside the

7

UNCLASSTîTED / / FOR OFFTCIAL USE ONLY



uNcr,AssrFrED / / soR oFFrcrar usE oNrJy

Investigative Data TVarehouse (D!Ð - Secret
System Security Plan '

16 January 04
Yersion 1.0

3.5. Dan¿. Pnocnsspo

IDW-S processes data ûom the following data sources, with the security classification of the
source indicated in brackets:

o Automated Case Support (ACS) System, Eiectonic Case File (ECF) Subsystem
[Secret and below]

. IntelPlus [Secret and below]

o Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

o NCIC Violent Gang and Tenorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

Joint Intelligence Committee Investigation (JIC| [Secret and below]

DARPA/TIDES Open Source News [Unclassified]
ôrrf ci Äa f ì-ro a¡nno

o

a
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3.5.1 ACS ECF'

IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists of serials in those case classifications/sub classifications that
have been officially sanctioned for inclusion in IDW-S. For each such serial, the ECF data
includes metadata and text. IDW-S is synchronized against the ECF system once a day, aprocess
which consists of ing the previous day's increment of ADD, MOD, and
DELETE records

3.5.2 IntelPlus

IDW-S currently contains several IntelPlus counter-terrorism (CT) Filerooms:

atrrf<iÄa '|-ha (¡¡na
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3.5.3 SAMNet

The Secure Automated of cable traffic
received bv the

SAMNetprovides ADD record and SAMNet data is in IDW-S th¡ee

3.5.4 VGTOF'

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI Nationat Crime
Infomration Center (NCIC). VGTOF data includes two components: Data/metzdata for each
named individuaVoffender and JPEG individual

3.s.5 JICI

JICI is a static collection t]rat is not

b2
b7E

b2
b7E
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3.5.6 Open Source News

The IDW-S V1.0 system contains an Open Source News library collected by.the DARPA TIDES
Program. These are primarily news source from a¡ound the world that are either in English or
have been tanslated into SourceNews data is received in the form of text files
(one per news SourceNews data into IDW-S
once a day. Open

26
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3.9.9 IndirectConnections
IDW-S connects to the following sources of data:

Outsi-de the Scope
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Investisative I)ata Warehouse (II)\il) - Secret

INTRODUCTION
The Federal Bureau of Investigation's (FBI) Investigative Data Warehouse Secret System (IDW-
S) is an initial data wa¡ehousq content management and data mining system that will permit FBI
investigative, anal¡ical, administrative and intelligence personnel to access aggregated data
previously only available through individual applications. The IDW-S system will be authorized
to process classified national security data up to, and including, Secret. The IDW-S system is the
successor to the Secure Collaboration Operational PrototSpe Environment (SCOPE), which
originally was named the Secure Counter-Terrorism Operational Prototype Environment.

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of the Joint Intelligence Comrnittee Investigation (IIC!
defined archíved documents;

UNCI,ASSIFIED // FOR OFFICIAI USE ONLY
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¡ Secure Automated Messaging Network (SAMNet) message üaffic;
r IntelPlus File Rooms; and

¡ Violent Gang and Tenorist Organization File (VGTOF') from the Criminal
Justice Information Systems (CIIS) Division;

. Defense Advanced Research Projects Agency @ARpA) Translingual
Information Detection, Exüaction and Summa¡ization (IIDES) Open Source
Data

'a)ìrÈ<ì ¡lê l- ho e¡nna
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þata Sources t--.--.----..------

IDW-S contains data from the following data sources with security classification indicated in
brackets: ,out side the Scope
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. Automated Case Support (ACS) System, Electronic Case File @CF) Subsystem

[Secret and below]

o IntelPlus [Secret and below]

¡ Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

. NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

o Joint Intelligence Committee Investigation (IIC! [Secret and below]

. DARPA./TIDES Open SourceNews [Unclassified]
Data from each source is held in an identified source Library against which users can direct the
anal¡ical tools.

þata Ingest l.

IDW-S receives data from sources bv FTP over FBINet ECE Intel
CD-ROM (VGTOF. Open Source

a

a

Data is received by the Ingest Subsystem

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, IICI, Open Source News), messages (SAMNeQ,
or files (VGTOF).

r'lìrfciÀa fha a¡ano
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3.5. D¿r¡.PRocEssED

IDW-S processes the following data:

3.s.1 ACS ECF

IDW-S contains a subset ofthe ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserials in those case classificationVsub clas€ifications that

-21-
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have been ofücially sanctioned for inclusion in IDW-S. For e¿ch such serial, the ECF data
includes metadata and text. ID\ry-S is synchronized against the ECF system once a da¡ a process
which consists of receivine and the s increment of ADD, MOD, and

z

IDW-S currently contains several IntelPlus counter-terrorism (CT) Filerooms:

a

a

a

a

a

a

3.5.3 SAMNet

The Secure Automated data source consists ofcable traffic
received bv the

ADD record and SAMNet data is in IDW-S tluee

UNCLASSIFIED / /
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3.5.4 VGTOF

Information Center (IICIC). VGTOF data includes two components:
named individuaUoffender and potentially multiple JPEG

The Joint Intelligence Committee Investigation (JICI) data collection was created following the
September ll attacks. counter-terror¡sm fileVfolders from all FBI Field

The IDrtr-S Vl.0 system contains an Open Source News library collected by the DARPA TIDES
Program. These are primarily news source from around the world that are either in English or
have been translated into Source News data is received in the form of text files
(one per news article)
once a day. Open Source

þpen Source News material is derived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ahram (Egypg weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - htþ://allaûicacom/
Arabio News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com/english/
Asia Times (tlong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkoþost.neU
Christian Science Monitor - http://www.csmonitor.com/

23-
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Crescent International - htÞ://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - http://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - htç://www.dawn.com/
Debka (srael) - htþ://www.debka.com
East Africa Daily Nation - www.nationaudio.com,/l.IewslDailyNation/Today/
Gulf News (U.{E) - http://www.gulf-news.com/
Ha'aretz (Israel) - http ://www.haaretzdai ly. com,/
IFRC International Federation of the Red Cross - http://www.ifrc.orgl
IRIN Integrated Regional Information Network - hüp://www.irinnews.org/
Iraq Press News Agency - http://www.iraqpress.orgl
Islamic Republic News Agency (han) - htþ://www.ima.com/en
Iakarta Post - htþ://www.thejakartaposlcom/
Janes - http://www j anes.com/
Jordan Times - http://wwwjordantimes.com/
L'Osservatore Romano - www.vatican.valnews_seryices/orlor_eng/text.html
Lagos (Nigeria) Guardian - htç//www.guardiaînewsngr."oJ -
Lahore (Pakistan) Nation - http://www.nation.com.plc/
Lebanon Daily Star (Beirut) - http.//www.dailystar.com.lb/
Malaysian Star - htþ://thestar.com.myl
Manila Bulletin - http://www.mb.com.plr/
Manila Times - http://www.manilatimes.nel
Miami Herald - http://www.miami.com/
Moscow Times - hüp://www.themoscowtimes.com/
National Post and CP - http://www.canadacom/
New straits Times (Kuala Lumpur) - http://www.emedia.com.my/cunent_News/NST/
PETRA (Jordanian News Agency) - http://www.peta.govjo
Pakistan Observer (Islamabad) - http://pakobse¡ver.net/
Palestine Chroniole - http://palestinechronicle.com/
People's Daily (China) - htþ://english.peopledaily.com.cnl
Philippine Star - htþ://www.philstar.com/philstar/
Pravda - http://english.pravda.n¡/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - http://en.rian.ru/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.co m.sal sgazetlel
South African Dispatch - http://www.dispatch.co.zal
Sydney Morning Herald - htþ//www.smh.com.au
Tehran Times - httpl lwww.tehrantimes.com/
Times of India - http.//timesofindia-indiatimes.com/cms.dll
UNHCR UN Hish Commissioner on - http://www.unhcr.chl

.24-
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Ummah News - http://www.ummahnews.com/
Uzbekistan Report - http://www.uzreport.com/eng/
Washington Post - htþ://www.washingtonpost.com/
XnHua News Service - http://www.xinhuanelcom/english./
Yemen Times (weekly) - hüp://www.yementimes.com/
Yomiuri Shimbun (Iapan) - http/www.yomiuri.cojp/ [.

Summary ofþah Sourcesl

FBI Automated Case
System (ACS)

FBI Intel Plus

25-
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(IIDES) Program,
Defense Advanced
Research Projecls
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3.9.9 IndirectConnections
IDW-S connects to the following sources of data:
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1 Introduction
The Federal Bureau of Investigation (FBI) lntegrated Data Wa¡ehouse (IDW) is a data
warehouse, content management, a¡rd data mining system that will permit FBI investigative,
analytical, administative, and intelligence personnel to access aggregated data previously
available only through individual applications. The IDW-S system will be authorized to process
classified national security data up to, and including, the Secret level.

¡ Approved case files from the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of the Joint Intelligence Committee Investigation (JICI)
defined a¡chived documents;

o Secure Automated Messaging Network (SAMNet) message traffic;

. IntelPlus File Rooms;

r Violent Gang and Terrorist Organization File (VGTOF) from the Criminal
Justice Information Systems (CJIS) Division; and

o Open Source Data

Note: Hardcopy vøsions of this document must be verified for cor€ct yersion nr¡mber with the IDW O&M Document Controt Library.
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1.4.1.1Data Sources
The FBI maintains large databases.of records.
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are recorded in both standard and
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ique fonnats.

Data processed by the system includes the following sources:

. Approved case files from the FBI's Automated Case Support (ACS) management system;
o Electonic versions of the Joint Intelligence Corunittee Investigation (JICI) defined

archived documents;
o Secure Automated Messaging Network (SAMNeQ message taffic;
o IntelPlus (INTEL+) File Rooms;
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r Violent Gang and Terrorist Organiz¿1isn File (VGTOF) from the Criminal Justice
Information Systems (CnÐ Division;

¡ Defense Advanced Research Projects Agency (DARPA) Translingual Information
Detectior¡ Extuaction and Summariz¿tion (TIDES) Open Source Data.

Note: Hardcopy versions of this document must b€ verified for correct ve¡sion number with the IDW CM Document Contml Libra¡y.
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ACS
Elecronic
Cæe Files
(ECÐ

FBI Automated
Case þy-stgg-_----
(Acs)

Secrct and below

IntelPlus
Filerooms

FBI IntelPlus Secret and below

SAMNet

FBI Sccure
Automated
Messaging
Network
lSAMNerì

Secret and bclow

VGTOF
FBI National
Crime Information
Center lNl]Illì

SBU

JTCI

FBI Records
Management
Division (RMD),
Dooument
Laboratory
@ockb), FBIHQ

Seoret and belo$,

Open
Source
News

M¡TAd Unclassified

Operational
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The data flow begins at the extemal data sources. These
databases i ACS, SAMNET and several others.
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FBI Case
Data

FBI Automated
Case System
(Aæ)

Secret and belorv

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Various Sources,
e.9.,
Transportation
Security
Administration
cfsA)

SBU

Va¡ious
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers ûom
ACS indexed by
phonc number,
names, addresses,
and case numbers

Secret and below
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ACS
Electonic
Case Files
(EcF)

FBI Automated
Case System
(ACS)

Secret and below

IntelPlus
Filerooms

FBI INTEIPIUS Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
ISAMNet)

Secret and below

VGTOF
FBINational
Crime Information
center (Nctc)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Operational S
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The data flow begins at the external datz sources. These sourqes include various FBI
databases including ACS, SAMNET,Intelplus and several
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Outsi-de the Scope

2.3.2 Special Projects Team (SPT) Subsystem

The Special Projects Team (SPÐ Subsystem allows for the rapid import of new specialized
data sources. These data sources are not made available to the geneml IDW users but instead are
provided to a small group of users who have a demonstrated "need-to-knod'. The SPT System
is similar in fi.¡nction to the IDW-S system. With the main difference is a different set of data
sources. The SPT System allows it's users to access not only the standard IDV/ Data Store but
the specialized SPT Data Store.

The table below lists the data and sources for the SPT Subsystem.
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FBI Case
Data

FBI Automated
Case System
(Acs)

Secret and below

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Va¡ious Sources,
e'9''
Transportation
Security
Administration
(rsA)

SBU

Various
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Daø

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below
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operational data processed by the IDW-D system include:

Violent Gang and Terrorist Organization File CVGTOF)
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. Approved case files from the FBI's Automated Case Support (ACS) Electronic
Case File @CF) case management system,

. Secure Automated MessagingNetwork (SAMNeQ message tr¡ffic,

. IntelPlus File Rooms.

b2
b7E

r Universal Name Index (JNI), and

o Violent Gang and Terrorist Organization File (VGTOF') ûom the Criminal
Justice Infomration Systems (CJIS) Division.
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rìrrl- cì r'lo |. lro Ç.-nnp

-1 1-

FOR OFFICÏAL USE ONLYUNCLASSIETED / /



UNCLASSIFIED / / SOA OFFICIAL USE ONLY
Draft

Investigative Dat¿ W'arehouse Secret Development System
System SecuritY Plan

17 August 2004
Draft Version 0.6

!^i J^

. Approved case files from the FBI's ACS ECF case management system;

. Electronic versions of the JICfj defined a¡chived documents;

. SAMNet message traffic;
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r IntelPlus File Rooms:
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. Approved case files from the FBI's Automated Case Support (ACS) Electronic
Case File (ECF) case management system,

. Secure Automated MessagingNetwork (SAMNet) message traffi.c,

o IntelPlus File Rooms.

. UniversalName Index (JNf), and

¡ Violent Gang and Terrorist Organization File ffGTOF') from the Criminal
Justice Information Systems (CnS) Division.

Outside the Scooe
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The IDW-DS system includes the following types of data. Representative samples of
sets are used. Enough data is available in order to support development while
g the security risk.

. Approved case files from the FBI's ACS ECF case management system;

. Electronic versions of the IICI) defined archived documents;

¡ SAMNet message traffi.c;
-30-
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. IntelPlus File Rooms;

f_l

'l_l
.l-l
. LINI, and

. VGTOF from CIIS Division.
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3.1.3.1 IDW-S Core Subsystem Data and Data Processing

The IDS/-S Core Subsystem holds and processes data from the following approved data sources:

o Se¡ialized Electonic Case File (ECF) documents in approved case files from the FBI's
Automated Case Support (ACS) system

r IntelPlus Headquarters CT FileRooms
¡ Secure Automated MessagingNetwork (SAMNet) message trafEc
o Electronic versions of the Joint Intelligence Committee Investigation (IICÐ defined

archived documents
. Violent Gang and Tenorist Organization File (VGTOF) from the Criminal Justice

Infomration Systems (CJIS) Division
SourceNews
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3.9.9 Indirect Connections

3.9.9.1 IDW-S Core Subsystem fndirect Connections

'Outside the Scope

b2
b7E

sffir@{iN4sE {g!#!'}f If,IçêIrIa)ÀI
&

{a¡ñ\lf#lRäM!-t'ñ!iß

óIgsNlurtgDw
îRÁS!ÉTflB
fffiEm

FBI Automated
Case System
(ACS)

Secret FBI FTP

46-

UNCLASSIFIED / / TOP, OFFICIAL USE ONLY



UNCLASSIEÍED / / FOR OFFTCIA], USE ONLY
Investigative Data Warehouse - Secret (DW-S)

System Security Plan
23 June 04

Version 1.3

srity_tBüNntüt[t C]!48ÈüåGñùüAìÑ
&

(R¡-ñYfPltf*iñfIÈNEFI

ê\g\{TRE'LTIåD]
BV

utsr$NËrñgs
ÑHfircD

FBI Intel Plus Secret FBI FTP

FBI Secu¡e
Automated
Messaging
Network
(SAMNeQ

Secret FBI FTP

FBI Document
Conversion
Laboratory

@oclab),
Records
Management
Division (RMD),
FBIHQ

FBI CD/DVD

TransferBy CD-ROM Disþ etc. (No connections to ID!r)V-S)

FBINational
Crime
Information
center (NcIc)

Unclassified/SBU FBT CD-ROM

MiTAP Unclassified NA CD.ROM

b2
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ACS
Elecfronic
Case Files
(EcF)

FBI Automated
Case Support
(ACS)

Secret and below

IntelPlus
Filerooms

FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
rSAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center (NCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory

Qoclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified
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FBI Case

Data

FBI Àutomated
Case System
(Acs)

Secret and below

Financial
Center

@inCen)
Data

SBU

Various
Lists of
Data

Various Sources,
e'8''
Transportation
Security
Administration
(rsA)

SBU

Various
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,

and case numbers

Secret and below
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Automated Transfer of Raw Data to IDW-S

Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an lnterconnection Agreement, Memorandum of Understanding,
Memorandum of Agreement or Interface Control Document. IDV/-S Vl receives update
data by the following means:

o ACS ate data is transmitted to the IDW-S s

b2
blE,

a

o

al

ls
Open Source News data is transmitted to the IDW-S s

The JICI library is static and is not updated on ID'W-S Vl.
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3.5.1 Data Processed

3.5.1.1 ID\ry-S Core Subsystem Data Processed

Table 3.5.1.1 below outlines the IDW-S datasets and information about transfer and ingest
processing for each source.
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ACS
Electronic
Case Files
(ECÐ

FBI Automated
Case System
(Acs)

Secret and below
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IntelPlus
Filerooms

FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center (NCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Table 3.5.1.1 IDW-S Data Sets
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3.9.9 Indirect Connections

3.9.9.1 ID\ry-S Core Subsystem Indirect Connections
SIYS¡IIâ4NáÂTE çl\Þtùujqlç'âur¡_Qrñ

{&
(do'aú¡Þatft imtfÊîrf iîs

^\E(q-UELÐ-lln_BID)w
lBì{ålñb)IËll(
IM},IflKiID

FBI Automated
Case System
(Acs)

Secret FBI FTP

FBI INTEI PIUS Secret FBI FTP

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret FBI FTP

FBI National
Crime
Information
Center (NCIC)

Unclassifred/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory

@ocLab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CD/DVD

b2
.Dtt

UNCLASSIFIED / / TOA OFFICTAL USE ONLY



UNCLASSTFIED / / ION OFFICIAT, USE ONLY
Investigativ e Data'Warehouse - Secret (IDW-S)

System Security Plan
15 January 2005

Version 2.0

s\jw-.mlNhñtr, Gll/ñËt¡)lH.(qÄll_0-eÀ\i
ós

(.AIMT.ãIRT\YIEEFES

4rc(çìW)EgtrD
r$f

tt&Á\IËt¡lt¡t
ùíE1[l6D

MiTAP-Open.
Source News

Unclassified NA CD-ROM

,ôrìt-cì Àa {. ha a¡ana

-53_

UNCLASSTFTED / / YOA OFFTCIAL USE ONLY



Privileged Users Guide (PUG)

Version 1.1 ATO

ID'W Operational Services

PUGNG-OM.OO6I.IIATO

Federal Bureau of Investigation
Information Resources Division

Data Management Section

Investi gative Data Warehouse
Privileged Users Guide

Version 1.1 for Authority to Operate
June 11.2004

ÀT1 IITFÛRI{ÀTIO¡Í CI]I¡TÀII.TED
HERTI¡I IS U¡iCtÀSSIFTED
DATE 0L-22-2008 EY 65179 d¡Âh/bja,/cat

Notc: Hudcopyrcniore of this dæmclt must bc sificd fo¡ætrEt wFiff nuobq wirh rhc IDw CXvf Documøt Contot Litw.
PUG NG-OM-O(}6I.11ATO

FOR OFFICIAL USE ONLY



Privileged Users Guide (PUG)

Version 1.1 ATO

ID'W Operational Services

PUG NG-OM-OO6I.I IATO

Notc Hardcopy wFions of th'6 dæment m$l bc Eificd for ørrcs¡ rcrion ¡mbcr with tfic lDlÍ CM Documcnt Cont¡ol Libnry.
PUG NG.OM-OO61.11ATO

FOR OFFICIAL USE ONLY
Page 14



Privileged Users Guide (PUG)

Version l.l ATO

IDW Operational Services

PUGNG-OM.OO6I.IIATO

Automated Case Support (.{CS) System, Electronic Case File @CF) Subsystem
[Secret and below]

IntelPlus [Secret and below]

Secure Automated Message Network - Secret (SAMNeI-S) [Secret and below]

NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

Joint Intelligence Committee Investigation (JICI) [Secret and below]

DARPA/TIDES Open Source News [Unclassified]

Data from each source is held in an identified source Library against which users can direct the
anaIytical tools.
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Data used in the SES subsystem comes from
. The standard, customary, data sources for the IDW
o Several SES-unique data sources which are provided for use by a subset of the IDW

users.

The SES-specific data sources will

. NoFly
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a
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2 System Security Overview

outs ide
Data processed by the system will include the following data sets:

. Approved case files from the FBI's Automated Case Support (ACS) case management
. system;

o Electronic versions of the Joint Inielligence Committee Investigation (JICÐ defined
archived documents;

. Secure Automated Messaging Network (SAMNet) message traffi.c;

. IntelPlus File Rooms; and
Note: Hardcopy versions ofthis document must be verified for correct version number rvith the IDW CM Document Control Library.
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Violent Gang and Terrorist Organization File (VGTOF") from the Criminal Justice
Information Systems (CJIS) Division;
Defense Advanced Research Projects Agency (DARPA) Translingual Infonnation
Detection, Extraction and Sur¡ma¡ization CIIDES) Open Source Data
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IDW contains data from the following data sources with security classification indicated in
brackets:

o Automated Case Support (ACS) System, Electonic Case File (ECF) Subsystem [Secret
and belowl

o l¡rtelPlus [Secret and below]
. Secure Automated Message Netwo¡k - Secret (SAMNet-S) [Secret and below]
. NCIC Violent Gang and Teno¡ist Offender File (VGTOF) [Sensitive But Unclassified]
. Joint Intelligence Committee Investigation (JICÐ [Secret and below]
o þtrftptrftþES Open SourceNews [Unclassified] ourside rhe scope

Hardcopy versions ofthis document must be
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Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an Interconnection Agreement, Memorandum of Understanding,
Memorandum of Agr""-.n receives update

data by the following means:

Automated Transfer of Raw Data to IDW-S

¡ ACS data

VGTOF da

Open SourceNews
The JICI library is statíc and is not

r'\¡rfciÀo fl-ro (¡ana
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3.5.1.1 IDW-S Core Subsystem Data Processed

Table 3.5. i.l below outlines the IDW-S datasets and information about transfer and insest
processing for each source.
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fntelPlus
Filerooms

FBI IntelPlus Secret and below

SAMNet

FBI Secure

Automated
Messaging
Network
lSAMNerì

Secret and below

VGTOF
FBI National
Crime Information
Center (NCIC)

SBU

JfCI

FBI Records
Management
Division (RMD),
Document
Laboratory
(DocLab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Table 1.5. Dålâ S€ts
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3.9.9 IndirectConnections

3.9.9.1 FDW-S Core Subsystem Indirect Connections | ..
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FBI Automated
Cæe System
(Acs)

Secret FBI FTP

FBf Intel Plus Secret FBI FNP

FBI Secu¡e
Automated
Messaging
Network
(SAMNeÇ

Secret FBI

FBI National
Crime
Intbrmation

Unclassitied/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory
(DocLab),
Records

Management
Division (RMD),
FBfHQ

Secret FBI CD/DVD
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2.3.1 IDW-S Onerational Subsvstem

The table below lists the data and sources for the Operational Subsystem.
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The data flow begins at the external data sources. These
databases includin SAMNET
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and several others.

I]NCLASSIFTND/ITOR OFT'ICIAL USE ONLY

1flt

FBI IntelPlus

FBI Records

. Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Operational



OutsÍde the

The table below lists the data and sources for the SPT Subsystem.
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FBI Case

Data

FBI Automated
Case System
(Acs)

Secret and below

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Various Sources,

€'8''
Transportation
Securþ
Adminishation
(rsA)

SBU

Various
CTD
Datâsets

FBI
Counteferrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below
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Automated Transfer of Raw Data to ID\il-S
fìrf<i¿la t-ha C¡^ña

Raw data is automatically tansfened to ttre ID"¡/-S system from approved data sources in
accordance with an Interco¡rnection Agreement, Memorandum of Understanding, Memorandum
of Agrëement or Interface Control Document. IDW-S Vl receives update data by the following
means:

. ACS data is transmitted to the IDW-S

data i

o SAMNet data is fransmitted to the IDW-S

o

a

a

Open Source News data is ûansmitted to the IDW-S system-
The JICI library is static and is not updated on IDW-S Vl.

b2
blE
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into individual serial records (in the case of ACS ECF),
Source News
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3.5.1 Data Processed

3.5.1.1 ID\ry.-S Core Subsystem Data Processed

Table 3.5.1.1 below outlines the IDW-S datasets and information about tansfer and ingest
processing for each soruce.
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ACS
Electronic
Case Files
(EcF)

FBI Automated
Case System
(Ac$)

Secret and below
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IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secu¡e
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBI National
Crime Information
CenterNCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
@oclab), FBIHQ

Secret and below

Open
Sou¡ce
News

MiTAP Unclassified

Table 35.1.1 ID\il-S Data Sets
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3.9.9 IndirectConnections

3.9.9.1 IDW-S Core Subsystem Indirect Connections
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FBI Automated
Case System
(Acs)

Secret FBI FTP

FBI INTEI PIUS Secret 'FBI FTP

FBI Secure
Automated
Messaging
Network
(SAMNeQ

Secret FBI FTP

FBI National
Crime
Information
Center(NCIC)

Unclassified/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory

@oclab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CD/DVD
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ata Source
tl. AGS A'utomated Case Support (CT Case Files) A¡chived Investþtive datiogbâck thtough calendaryear
1995. Updates pushed S'fP) to IDW once p er úy.

a hllh| PfH updates pushed @-rP) to IDrØ as needed (usualy once per day).

b2
DIE

3. JlGl¡ A¡chived dat¿ ftom theJoint Intelligence Committee Investþtion SICI) regarding 9/ll asdirected by
the Congress of the United Sates. (Static file system)

4 ORGOM Parsed data from SAMNet and 'tCS data collections with thi5 ç¿1¡g¿¡. Pushed ro ID!7 ooce
pet day.

5. SAI[NetÊ secnEi and belo¡r cable traffic tolftom EBI HeadquarÍeÌs. pulled (FTp) ftom SAMNet
sefirer (ID!7 chronological job ruas every 10 minutes; SAMNetposts new data3 ti",es per day).

6. TFRG: Tetorist Fi¡ancial records. Updates pushed (FTP) to ID!7 once per da¡

7. VGTOFË Violent Gang & Tetodst Offense File. Updated data file is provided in entfuety by CD on a
weeHy basis.

8. OSINTI Open Souce Reseatch (OSINT): Cusent ftom the MiT¿q,P server.

{3
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GATI\TE DATA\il - SECRET

SYSTEM SECURITY PLAN

INTRODUCTION
The Federal Bu¡eau of Investigation's (FB[) Investigative Data Warehouse (IDW-S) is an
initial data warehouse, content management and data *initrg system that will permit FBI
investigative, analytical, adminisfuative and intelligence personnel to access aggregated
data previously only available through individuat applications. The IDW-S system will be
authorized to process classified national security data up to, and including, Secret. The
ID\I/-S system is the successor of the Secwe Counter-Terorisrn/Collaboration Operational
Prototype Environment

Data processed by the system will include the following data sets:

o Approved case files from the FBI's Automated Case Support (ACS) case
mânagement system;

r Electuonic versions of the Joint Intelligence Committee Investigation
(JICD defined archived documents;

-1-
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o Secure Automated MessagingNetwork (SAlvINet) message taffic;
o IntelPlus File Rooms; and

o Violent Gang and Terrorist Organization File (VGTOF') ûom the
Criminal Justice Information Systems (CJIS) Division;

. Defense Advanced Research Projects Agency (DARPA) Translingual
Infomration Detection, Exhaction and Summarization (TIDES) Open
Sburce Data

{-irrt-<i ¡la i-ho c^^ñô
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rrata ùOUfCeS Outside

IDW-S ss¡fains data from the following data sources with security ciassification indicated
in brackets:

o Automated Case Support (ACS) System, Electonic Case File (ECF)
Subsystem [Secret and below]

o IntelPlus [Secret and below]

o Secure Automated Message Network- Secret (SAMNet-S) [Secret and
belowl

. NCIC Violent Gang and Terrorist OffenderFile (VGTOF) [Sensitive But
Unclassifiedl

o Joint Intelligence Committee Investigation (JICI) [Secret and below]

o DARPA/TIDES Open Sowce News [Unclassified]

Data Ingest

IDV/-S receives data from ACS ECF, IntelPlus, SAMNeQ
GTOF

- Received datal-lnto individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open Source News), messages

-16-
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,Outside the Scope
IDW-S processes the following data:

3.5.1 ACS ECX'

IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the
Automated Case System (ACS). This subset consists of serials in those case
classifications/subclassifications that have been officially sanctioned for inclusion
in IDW. For each such serial, the ECF data includes metadata and text. IDW-S is
synchronized against the ECF system once a day, a process which consists of
receiving and pro-cessing the previous day's increment of Al-lD MOD enrt
DELETE

3.5.2 IntelPlus

IDw-s cunently contains several lntelPlus counter-terrorism (cT) Filerooms:

b2
b7E

3.5. Dara Pnocnssno

-22-
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b2
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3.5.3 SAMNet

The Secure Automated Messaging
traffic received bv the F

of cable

b2
D/E

Violent Gaug Terrorist oftender File (vGToF) data is provided by the FBI
National crime Infonnation center (NcIc). vGToF data includes two
components: Data/metadata for each n'med individuaUoffender and potentially
multiple JPEG images per individu

b2
DIE

SAMNet provides only ADD record
updat-d in IDW-S th¡ee times aday. SAMNet dat{

_23_
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3.5.5 JICI
The Joint Intelligence Committee Investigation (JIC| data collection \ryas created following
the 11 attacks. counter-terrorism files/folders from all FBI Field Offices

a static collection that

3.5.6 Open Source News

The IDV/-S vl.0 system contains an open Source News library collected by the
DARPA TIDES Program. These are primarily news source from around the world
that are either in English or have been translated into English. Open Sou¡ce News

Jâfå-is-rfceived in the form of text files (one per news article)
I l"Ihe Open Sowce News data goes into IDW-S once a

News data

Open Source News material is derived ûom the following sources:

Addis Ababa Tribune - htþ://www.addistibune.co¡r/
Agencia Brasilia - htÞ://www.radiobras.gov.br/
Al-Ahram (Egypt, weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - htç://allafrica.com/
Arabic News - http://w\¡,'\¡r.arabicnews.corn/ansub/
Asahi Shimbun - htþ://www.asahi.com/english/
AsiaTimes (Hong Kong) - h@://www.atimes.com/
Bangkok Post - http://wwr¡/.bangkoþost.neV
Christian Science Monitor - htþ://www.csmonitor.corn/
Crescent International - htç://www.muslimedia.com/mainpage.htu
Daily Telegraph (London, England) - http://news.telegraph.co.uk/
Dawn (Karachi, Pakisan) - http://www.dawn.com/
Debka (Israel) - htþ://www.debkacom
East Africa Daily Nation - www.nationaudio.com/l.iews/DailyNation/Today/
Gulf News (UAE) - htþ://www.gulf-news.com/
Hd arctz (Israel) - htþ:/iwww.haaretzdaily.comy' 

.

IFRC Intemation Federation ofthe Red Cross - http://www.ifrc.orgl
IRIN Integrated Regional Information Network - http://ww\4'.irinnews.orgl
haq Press News Agency - htþ://www.iraçress.org/

b2
b7E
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Islamic Republic News Agency (Iran) - http://www.irna.com/en
Jakarta Post - htþ://www.thejakartapost.con:/
Janes - htþ ://wwwj anes. corn/
Jordan Times - htþ://wwwjordantimes.com/
L'Osservatore Romano - rin¡nv.vatican.valnews services/or/or_eng/text.htnl
Lagos (Nigeria) Gua¡dian - http:/ ¡/w,4r.guardiannewsngr.com/
Lahore @akistan) Nation - htÞ://www.nation.com.plc/
Lebanon Daily Star @eirut) - htç://www.dailystar.com.lb/
Malaysian Star.- http://thestar.com.my/
Manila Bulletin - http://www.mb.com.ph/
Manila Times - http://w\¡/w.manilatimes.neU
Miami Herald - htþ://www.miami.com/
Moscow Times - htþ://www.themoscowtimes.com/
National Post and CP - htþ://www.canada.com./
New Straits Times (Kuala Lumpur) - htÞ://wv/w.emedia.com.my/Cunent_NewsÀIST/
PETRA (Jordanian Ngws Agency) - htþ://www.petua.govjo
Pakistan Observer (Islamabad) - htþ://pakobserver.neU
Palestine Chronicle - http://palestinechronicle.com/
People's Daily (China) - htB:i/english.peopledaily.com.cnl
Philippine Star - htþ:i/www.philstar.corn/philstar/
Pravd a - http : | / english.pravda.ru/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - http:l / en.nan.n¡/
Russian Issues (Misc. Russian news) - htþ:/iwww.therussianissues.corn/
Russia¡r Observer - htþ://www.russianobserver.com/
SABA (The News Agency of Yemen) - htþ:i/www.sabanews.gov.ye
Saudi Gazette - http:i/www.saudigazette.com.sa/sgazettd
South African Dispatch - http://www.dispatch.co.zal
Sydney Morning Herald - http://www.smh.com.au
Teh¡an Times - htþ://www.teluantimes.com/
Times of India - htp://timesofindia.indiatimes.com/cms.dll
UNHCR UN High Commissioner on Refugees - htþ://www.unhcr.ch/
Ummah News - htþ://www.ummahnews.comy'
Uzbekistan Report - htþ://www.uzreport.com/ engl
Washingtion Post - htþ://www.washingtonpost.cor¡/
XinHua News Service - htþ:/iwww.xinhuanet.com/english/
Yemen Times (weekly) - http://wt'vr¡¡.yementimes.com/
Yomiuri Shimbun (Japan) - http://www.yomiwi.co jp/

3.5.7 Summary of Data Sources

ÐTSAffi
ìñl'AfMfå TDÆÈAMTRreE

mAlwÐt(l
fffiflq> G@ûrMmíß

-25-

UNCLASSIFIED // VOP, OFFICTAL USE ONIY



UNCIASSTFIED / / TOP, OFFICIAL USE ONTY

Investigative Data Wa¡ehouse (D!Ð - Secret
System Security Plan

17 October 2003
Version 0.2

.EÉüEffiI
NAMB EAftAMüRCE

BMIEIER
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ACS
FBI Automated Case
System (ACS) FTP

IntelPlus FBI l¡tel Plus FT?

SAMNet
FBI Secure Automated
Messaging Network
(SAMNet)

FTP

VGTOF FBINational Crime
Information Center fNCIC) CD.ROM

JICI

FBI Records Management
Division CRMD),
Document Laboratory
poclab), FBIHQ

Multiple

Open
Source
News

lranslingual Infor¡nation
)etectior¡ Extraction and
Jummarization (TIDES)
?rogram, Defense Advancec
lesearch Proj ects Agency
DAFJA)

CD.ROM

b2
DIE

ôrrf<ido t.ha c¡aña
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4.1.1
4.t.2

' 4.1.3
4.1.4
4.1.5
4.t.6
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4 Custom Software Applications

4.1 IDW-S Data Ingest Applications
F-igure 4.1.1 is the dataflow diagram for the IDW-S data ingest process.

Fígure 4.1.1 ID\tr-S Data Ingest Datâflorv
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ingest processing on IDW-S includes the following:

provides ADD, MOD, and DELETE

ôrr|- < i rlo l-ho q¡nno
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ACS
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Dtt

IntelPlus Processing: The IntelPlus data includes of the following CT file rooms:
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.SA et Processin : The SAMNet data consists of cable traffic received bv the
FBI.

. JICI Processing: The JICI data consists of one file room where each case file and serial is
represe Each direc ins the text and imase files associated with
the serial

JICI data is provided
entirety.

vt. The VGTOF data is
composed of an ASCII sou¡ce file of structured data records

individual are combined into a document.
GTOF data is provided in entirety, replacing

prevrous

lJIL

. .MihP-Processing: The MiT^P data consisllof file archives of news messages.llII

VGTOF VGTOF is a structured data source that is currently available in IDW
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4.1 Operations
The IDW system is broken up into three subsystems, each with a different set of responsibilities

DOCLAB System
IDW-S contains data from the followine data sources with security classification indicatcd in the
table below:

Notc: llüdcopy vc6ioü of úis docùment must bc vcrilÌed for coneçt vc¡sion nuber w¡th úe IDW CM Document Conml Library
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Secret and below
FBI Automated
Case System
(ACS)

FBI Inte(Plus I Secrct and below

FBI Secure 
I,{utomated 
IMessaging I Secret and below

Crime Int'ormation
Center (NCIC)

Secret and below

FBI Records
Management
Division (RMD),
Document
Lahoratory
(DocLab), FBIHQ
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The SPT-specific data sources will include:
¡ FinanciaI Center (FinCen

b2
DIE

t-l
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1.2.2 Supported Projects

IDW-S is an FBI enterprise program/systcm and provides data and data processing/analysis
services to FBI agents and analysts as they perforrn counter-terrorism, counter-intelligence, and
law enforcement missions. The initial focus for the IDW-S Core Subsystem has been to support
data analysis/data mining for the following FBI groups/activities:

Counter-Terrorism Division (CTD)

Special Event Unit

ln addition, scanning/OCR performed in the DOCLAB-S subsystem supports the following FBf
projects/programs:

t3-
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Joint Intelligence
Commiftee
Investigation (JICI)

Federal Bureau of Investigation
J. Edgar Hoover FBI Building
935 Pennsvlvania Avenue. NW

Federal Bureau of Investigation
J. Erlgar Hoovcr FBI Building
935 Pennsvlvania Avenue. NW
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Automated Transfer of Raw Data to IDW-S

Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an Interconnection Agreement, Memorandum of Understanding, Memorandum
of Agreement or Interface Control Document. IDW-S V I receives update data by the following
means:

29-
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data is transmitted

VCTOF data is transmined ro the IDW-S system
Open Source News data is transmitted to the IDW-S
The JICI library is static and is not updatcd on IDW-S Vl.
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Parse and Format (Concatenated) Data to Individual Files (HTML)

- Initial processing ofraw data
l-.aata intinto individual serial records (in the case of ACS ECF),

b2
b7E
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documents
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3.5.1.t IDW-S Core Subsystem Dâte Processed

Tabte 3.5.l.l below outlines the IDW-S datasets and information about transfer and insest
processing for each source.
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lntelPlus
Filerooms FBI lnrelPlus Secret and bclow

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNctl

Secret and below

VG TOF
f9lryeqiqr'.q|
Crime lnt'ormation
Center NCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(DocLab), FBIHQ

Secret and below

Open
Source
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M¡T/tP Unclassilìed
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3.9.9 IndirectConnections

3.9.9.I IDW-S Core Subsystem Indirect Connections

b2
,D IE

FBI Automated
Case System
(ACS)

Sec¡et FBI FTP

FBI Intel Plus Secret FBI FTP

FBI Secure
Automated
Mcssaging
Network
(SAMNet)

Secr€t FBI FTP

fBl National
Crime
Information
Ccnter (NCIC)

FBI

FBI Document
Conversion
Lâboratory
(DocLab).
Records
Management
Division (RMD),
FBIHQ

Sccrct FIìI CD/DVD
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3.9.9.2

None.

3.9.9.3

SPT Subsystem Indirect Connections b2
,DIËj

DOCLAB-S Subsystem Indirect Connections

FBI lnvestigative
Data Warehouse
- Secret (IDW-S)
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OTHER O/S

Iov, version 1.0 is scheduted for release Jaruary 2004
añd ritt provide access to six priÈry data sources:

¡Dll Version 1.0

o Etectronic Case Fi Le (ECF)/Autmted Case Support (ÂCS)
/Virtual Case Fi(e - FBf investigative añd íntel,tigwe

informt ion.

o SArll¡Ef - ri¡e traffic to the FBI frm mrùe¡s of the
jntet I igence cqruní ty.

o JICI - cohterterrorism fites that *.e scanned into a
databåse to accdmrdate the Joint ¡ñtel,tigence
Cmittee tnv€stigation (JICt) ø the SeDtqrùer
ll, 2001. terrorist attack on the t¿orl,d Irade
Center.

o VGToF - Violent CrÍre ênd Terro¡ist Offender Fil,e
inforretion that ífttt¡es biographicat data
pertaining to rE¡Ëe¡s of the identified groups.

o Open Soqrce - Fifty-seven æHs sources frm ôround the
ror(d that a¡e either in Engl,ish or have
bes tranststed into Engl.ish.
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