
Message

Page 2 of 3

b6
b7c

---Origínal Messaqe__-
From:[-.--*.JoGc)(FBr)senr rn urs¿aÆEñEioã; iî; pí4

íol) (ral); G@
E. (orPM) (FBr);

rJN, IAURA M. (sE)
) (FBr); f-i

b6
.b tc

SecD) (

(or) (FBr)
72:4

or) (
oGC)

FBI);GRIG.G.,^G^,9Eõfi ñmï
DEAN E. I

b6
b7c

cD) (FBr);

oÐ

oGc)

b6
b7c

I.AURA M.

HäÑffi
Attached prease find the draft EC for additionat, authorÞed rDW data sets as

b6
blc

Jgeco¡ (coNtl
I t(orPP) (FBr);

(occ) (FBr
(FBr
(or) (coN
SOLOMON,

-----u
From

I(ENNETH MME'[
(Fr

FBI

DoNALD N. (cfD) rrer¡; faf¡(ilrúîhRÏT
Subject: RE: IOWÈC

9l'ICLASStFtED
NON-RECORO

i]ffi,fii!,îËîîë{,iï,IilåTirîËffgË,': .'A,thoush r don't anticipate any show itr,in-cludedíntúÞ|Ãì;í,"ttr,"o"t"r,oÆl*."9.onËí'',ãiiatwi||be
i,"ñ:if 3:fl J: 

jiî¡3iyJig"i,ï¡åhm;,ï.f3lå,"Jå,cüonsnonuie

.oo

^'7i

tt/6/2006
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approved at the '15 February ISPG,

uil-l

(or) (FBr)
Sen@005 12:41pMro:U(ol)(FBI)
ccUI)(FBI)
Subject: IDW EC

UNCLASSIFIED
NON.RECORD

As we discussed...

rn"nr{-l

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCI-ASSIFIED

UNCLASSTFIED

UNCLASSIFIED

b6
b7c

b6
b7cE

tt/612006
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fccl (FBr)
b6
b7c

From: l-l(or) (ocA)

Senfi Friday, March 25, 2005 9:38 AM

ro: | ftocc)(FBr
Subject RE: IDW EC

UNCLASSIFIED
NON.RECORD

(occ) (FBr)
,005 1:24 PM

-Þb
.o /u

b6
b] c

b6

ÀLL ilIFtRI.f¡rTION C0l'ITÀItIEt blc
TIEREITI ]5 U]üCTÅ:JSIFTED
DÂTE O8-2?-ZDTJ'| BY 65].?9 DHTI,/B.]A,| CÀL

(orPM) (FBr);

l-l*n"t do the minutes say?

) (coN
PP) (
YTON

(FBr

UNCLASSIFIED
NON.RECORD

It should be done next week. lt doesn't look like your draft EC addresses the collaboration index. Are you
taking that off the table right now? Should I teave it out of this plA?

---Orioinal Messaoe-----
From: I tOGc) (FBI)
Sent: Friday, March 25. 2005 9:37 AM

Io, r-lorl iocn);Eor) (FBr)
Subject: RE: IDW EC

--o rjcinalJ5elsnsri---
Froml [oI) (oGA)
se@0059:224M
To{ ÍQGC) (FBI)

çcl l(ol) (FBI)
suI|éGI:-RFIEIW-EC

UNCLASSIFIED
NON.RECORD

How long will the PIA take? Delay has operational impact.

b6
blc

(or) (
SOLOMON,
DONALD N.

1r/6/2006

(cTD) (FBI); TANNER, MARK A. (DOXFBI)
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Subject: RE: IDW EC

UNCLASSIFIED
NON.RECORD

I am still writing up the PIA for these data sets. Although I don't anticipate any show
stoppers,weneedtocomp|etethePlA@na|ized.oneissuethatwi|lbe
inciudeci¡ntheP|Aisthatiheoatafroñhascenainrestrictionsonuseo¿
ascontainedintheMoUwithDHS.Th@vertouseofthedatain'b7E
lDW. I've already provided Gervis with a copy of the MOU.

) (FBr)
2005
oÐ (coN cD) (FBr);

SecD

XFBI);
GRIGG, G. C|-AYTON (CTD)

HALL, DEAN E. (OIPM) (FBI);
LAUGHUN, IAURA M.

FBI
(

DEBRA A
(occ)
ITSDXFBI):

b6
b7c

oÐ
oI) (coN); (sepllfEDi-r
); SoLOMON, JoNATHAN I. (DO) (FBI);l_l

); VAN DUYN, DONALD N. (CrD) (FBI)
Subject: FW: IDW EC

UNCLASS¡FIED
NON.RECORD

Attached please find the draft EC for additional, authorized IDW data sets as
approved at the 15 February ISPG.

b6
b7c

2005 12:41 PM
(or) (FBr)
or) (FBr)

b6
b7c

b6
b7c

"l-l
---Ori
From

To:
Cc:

UNCLASSIFIED
NON.RECORD

Lt/6/2006

As we discussed.

n"n{-l
L_l
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From:

Sent:

To:

Cc:

Subject: RE: IDW EC

UNCLASSIFIED
NON.RECORD

(orPP) (FBr)

9:59 AM
.Db

b7c

I see you so oyny apotogies for not getting that straight

b6
.b1c2005 9:50 AM

b6
b7c

I believe your views are consistent with ours, and I agree with your insight regarding when in the development
process such policy should be applied.

I will review the PIA's and likely willwant to meet with you for more details. l'd like to discuss this issue with my
colleagues first, however.

ÀLI I¡¡FORTfuTTOil CO¡ITÂTI'IED

IIEREIII I5 UI.]C[Â55IFIED
DÀTE 08-2?-ZrJttT Ey 65I?S D¡{H/E,lA,i CÀt

Thank you again,

t-t

occ) (FBr)

-

l(SecD) (coN)l [SecD)(FBl)tl

(occ) (FBr)

To eIeP) (FBr)
cc: (secD) ( (secD) (FBI)

UNCI.ASSIFIED
NON-RECORD 

b6
| , I The idea behind doing a PIA is that privacy policy as well as legal issues regarding privacy can b1c

be assessed as the projec't is being developed. lf issues are identífied, then there can be discussions
about the best way tir mitigate those privacy concerns during the planning and development stages instead
of waiting until the system is completed - and therefore, harder to change. lf the you read the nniOG
sections on the PIA it gives you a pretty good idea of why we do them and what we hope to
accomplish. As to your last sentence , "what affect the PIA's might have on the underlying information
technology" I think that privacy considerations must be a part of the lT structure. For example, developing
role based access to limit access to sensitive information to only certain people who have a need to know-.
The privacy consideration directs the lT structure. I've attached a copy of the PIAs that were done for IDW
and the IDW data mart so that you can see what one typically looks fike.

lf the ClOs office is developing any checklists for projects, the PIA should be on the tist. tt is FBt poticy but
is also requíred for certain systems by section 208 of the E-Govemment Act. t'm happy to meet with you if
you want to discuss alllany of this. Thanks!

orPP) (FBÐ

5 9:28 AM

From
Sent:

From:
Sent:

n/6/2006

occ) (FBr)



Message

^)

Subject: RE: IDW EC

UNCLASSIFIED
NON-RECORD

A PIA is a Privacy lmpact Assessment. See MIOG, part ll, section 16-21 through 16-21.6. I

only mentioned Pæ-MOlJ-and-that is4ne that we have with DHS that covers sharing
infomraiton froUThe data currenfly comes in from DHS to F
Mark - do you have an electronic version of the f¡nal DHS MOU that you can send
Or does someone in the OCIO already have a copy thaflcan get?
-----Oriqinal Messaoe-----

-

rroml-](otnp) (FBr)
Se@,2005t:38pM
To occ) (FBr)
Subject: RE: IDW EC

UNCLASSIFIED
NON.RECORD

For my edification, what is a PIA?
Are the Mou's you mentioned available to the Enterprise Archilecture unit of

Page 2 of4

Cel l(SecD) raO*l LsecDl IFBI)
Subject RE: IDW EC

----Oriqinal Messaqe----
From:l (oGC) (FBI)
Sent: Thursday, March 24,2005 2:13 PM
Tffi(orpp) (FBr); TANNE& MARKA. (DoXFBr)

.Db

b7c

UNCLASSIFIED
NON.RECORD

Mark provided me with the MOU's. Now, I would like to request copies of the PIA's to which you
referred. The reason for this request is to emphasize the importance of privacy issues that do not b6
seem to be stressed as much as security issues when determining policy and rules of engagement :b7c
that impact information technology. We are studying ways to allow information sharing, but at the
same time assuring that information confidentialig, integrity and availability concems are met.
These considerations are often framed in the context of national security, but I would think that we
have an equal obligation to protect the privacy and civil rights of our citizens. Thus, we need to know
what affect of the PIA's might have on the underlying information technology.

Thank you,

b6
b7c

tr/6/2006

--{riqinal [t4ss5¿qs--
rrom:Ecc)(FBr)



Message

L:24 PM

Page 3 of4

(coN);
occ) (FBr);

or) (FBr

_cD) (FBr
b6
b'7c

b6
.b7c

(oÐ (
RMDXFBI

CT.AYTON (CTD) (FBr
(orPM) (FBr
I.AUGH

orPP) (FBr
(oI) (FBI); GRIGG,

MARK

FBI(RMD
(FBr);
(rTsD

Tol
(Friït
(Secq
(oGAl

(FBr

M. (sE) (FBr (SecD)
FBI

(SecD) (oGA oGc)
or) (FBr); KENNETH MICHAEL

or) (FBr
(SecD)

or) (FBr); )(
ITSD) (FBI); VAN DUYN, DONALD N. (CrD) (FBI); TANNER,
FBr)

UNCI.ASSIFIED
NON.RECORD

I am still writing up the plA for these data sets. Although I don't anticipate any
s_how stoppers, we need to comptete the ptA before this EC cagÞeÍOAüzed.'

r-Qne$ue that wjll be inctuded in the ptA is that the data fromftrna
I has certain restrictions on use as contained ¡n tne n¿OF¡tn onS.

-

I nose restncttons cafry over to use of the datia in lDW. l've already provided
Gervis with a copy of the MOU.

---Oríqinal Messaoe----
rromF(ol)(FBr)

Subject RE: IDW EC

LAUGHUN, |-AURA ¡,!. (SE)

orPP)
or)

rsD)
pEqN E.(OrPM) (FBr);

SecD) (FBI);
(FBr);

XFBI);

b2
b7E

b6
b7c

(occ) (FBr);
(oÐ

2005 12:4

ÇyD) (FBI);
SecD) (FBI

b6
blc

D)
oGc)

RITCHHART, KENNETH MICHAEL
(or) (FEI

(or) (FBr); soLoMoñ, JONAT1AN r. (DO) (FBr
(rrSD) (FBI); VAN DUYN, DONALD N. (cTD) (F

(coN)

Subject FW: IDW EC

UNCI..ASSIFIED
NON.RECORD

b6

^1î

lL/6/2006



Message

UNCLASSIFIED

tr/6/2006

Page 4 of4

Attached please find the draft EC for additional, authorized IDW data
sets as approved at the 15 February ISPG.

---o4[eLlvleg!4sq--r-E _jor) (FBr)
005 12:41 PM

(or) (FBr) b6
b7cor) (FBÐ

UNCLASSIFIED
NON-RECORD

As we discussed...

rhanks[

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCT.ASSIFIED

fl



Message Page I of2

nocc)(FBr) b6
D/L

From:

Sent:

To:

Subject: RE: IDW Dataset EC

UNCLASS¡FIED
NON.RECORD

) (FBt)

b6
b'lc

(or) (coN);
KENNETH
CyD) (FBl);

(SecD) (FBl); S
N, DONALD N. (CTD) (FBl

Àtt II,IFOEIÍATIÛIÍ CÛIüTAI¡IED
HEREIII T5 ÏJTTCTÀ5SIFTED

DÂTE 0B-2?-ZOO'I B'l 65L79 DÍÍfI/B,lJr./CÃt

JONATHANf::l

b6
b7c

tt
(1) I have not seen the IDW PlAs and I wíll reach out to ALU to get a copy. I need to review that and then l'llgive
you more comments b/c some of my concerns may be addressed in that document. Some of the records *,containedinthesedaþsets(effiaresubjecttospecia|hand|ingrestrictionsbutthesemayi:-
be addressed in the IDW PIA and/or in the guidance RMD will issue.
ls there a draft of the RMD guidance available for review now?
(2) | believe in par. 6, the file numbers should be "265" rather than ',295.,'
(3) In the last paragaph on p. 2, the EC states that the data sources are currently "owned and licensed by CTD."
Wftlt do you mean by this? The DHS files are being shared pursuant to an MOÚ with DHS and the purpose was
not limited to CTD work. From a legal perspective, I don't believe these data sets are owned and licénsàd bv
CTD but perhaps you could explaín to me what you are trying to express.
Thanks.
vpc

b6
b1c

Policy & Training Unit
National Securitv Law Brancheo2)l-t-J

---€riqinal Messaoe---
t.o-E(ol)(FBI)
To

7:53 AM
(or)

GULOTTA, MARGARET R. (OI) (FBr
(FBr);
(secD) (

b6
b7c

Tuesday, May 31, 2005 8:55 AM

roD)(FBr);

coN);

lt/6/2006

MARTON E. (OI

OIXFBI



Message

secD) (FBr); soLoMoN, JoNffiAN r.(po) (FBr)l-](nsD)
NALD N. (sro) (rel:DXFÐ

Subjecfi IDW Dataset EC

UNGI.ASSIFIED
NON.RECORD

Ail,

Please find attached the IDW data set EC for vour review
will incorporate appropriately.

SSAI-I
Directorate of I ntelligence
I ntell ige¡peJssups G roup
202-3241_J

UNCLASSIFIED

UNCLASSIFIED

Page2 oî2

XFBI); GRIGG, c. CI-AYTON (crD)
pFÁN E. (OrPM) (FBr);

FBr);
(oGc)

XFBI RMD) (FBr);
(or) (

Please send changes/comments to me and I

b6
b7c

(oIPP)
TTSDXFBI

IÏODXFBI
(or)

oo
b7c

CyD) (FBI);

.b2

rr/6/2006



Message Page I of3

From:

Sent:

To:

Gc:

GRTGG, G. CLAYTON (CTD) (FBt)

Monday, March 28,2005 10:46 AM

)(FBl)-(occ)(FBt)
(or)(FBl (FBr)

.Ð t)

b7c

b6
bic

(or)

Subject: RE: IDW EC

UNCLASSIFIED
NON.RECORD

Thanks for the update. We will stand by...

--Ðriqínal Messaoe----rrom:F(or)(FBr)

UNCLASSIFIED
NON-RECORD

Sent: Thurs¿ay, ¡,tarcn Z+, 2005 3:00 PM

Subject RE: IDW EC

for sharin
reluctant to even
MOU that was approved.

occ) (FBr)
OI) (FBI); GRIGG, G. CLAYTON (CTD)

¡{[L ilIFORHÄTItlI COI.IT¡,I¡IED
HEREII,I I5 UlìIClÀS5IFIED
ttATE çJ8-27-200? EY 65I79 DIÍII/E,I.A/cÀt

. lt seemed to me in the course of discussion it was reported that the plA
had been completed and approved...mosfly ¡ecauid-had been
ISPG discussion without the plA... My misiake... I qüessrd\,vas thein the ISPG discussion without the plA... My mistake... I g

I think that this and other comments from the DACT membership may be helpful while we wait on the plA.

\Mtat additional language in the DRAFT EC do you think would be required to capture the restrictions on
use as contained in the Mou with DHS? f do not believe we have a copy of the Mou.

"l--l

b6
blc

occ) (FBÐ

rsD¡rB4;lA[fDEw e. (orPM)

rt/6/2006



Message Page2 of3

RTTCHHART (rrsDX or) (FBr
or) (coN);

JONATHAN r. (DO) (FBr);

Subject: RE:

N. (CTD) (FBI); TANNER, MARK A. (DO
IDW EC

(or) (FBr)
L2:47 PM

CLAYTON (CTD) (
FBI); GRIGG, G.

HALL, DEAN E. (
(FBr);

(FBI); |áUGHUN,

(FBr);
SecD)

(
KENNETH MICHAEL

); SOLOMON, JONATHAN I.
(rrSD) (FBI); VAN DUYN, DONALD N. (crD) (FBr)

FW: IDW EC

UNCLASSIFIED
NON.RECORD

A$a-c!ed please find the draft EC for addítional, authorized IDW data sets as approved at the
15 February ISPG.

"'l-l

b6
b7c

UNCLASSIFIED
NON-RECORD

I am.still writing up the PIA for these data sets. Although I don't anticipate any show stoppers, we
¡e9d.to-complete thrure this EC cen be finalizèd. One issue thatwiil-be inctudeä in the ptA
rs.lnaf .tlle data troÍl-l an{-¡as certain restrictions on use as contaíned in the MOU
wlm [JHS. Those restrictions carry over to use of the data in lDW. I've already provided Gervis with
a copy of the MOU.

or)

b2
.Ð tL

b6
b7c

b6
blc

-€riginal 
Messaqe----rromffi(or)(FBr)

se$:@S 12:41 pM
rol l(or) (FBr)c"EDtr'erl'
sufüEtilõWF-

UNCLASSIFIED
NON-RECORD

As we discussed...

b6
b7c

r1/6/2006

rn"nt{-l



Message

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Page 3 of3

b6
b7c

tt/6/2006
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b6
b7cf(occ)(FBt)

From:

Sent:

To:

Cc:
(FBt)

Subject: RE: IDW Dataset EC

UNCLASSIFIED
NON-RECORD

(occ) (FBr)

Tuesday, May 31, 2005 9:04 AM

(occ) (FBr)

(FBÐ

(oocXrar)lEoc)

ÀI.I IIIFORI.ÍÀTIû¡T CCII'MÀ]I'IED
HEREII] TS IIIüCTÀsSTFIED
DÀTE OT-z?-ZEE''I BT 65I?9 DI,TH/8.]A,1CÀL

b6
b7c

IDW PlAs attached.
----Oriqinal Messaqe---rro-E(occ)

8:55 AM
u)(reÐ-ol)( or) (oGA);

); GULOTTA, MARGARET R.(OÐ coN);
BOWMAN, MARION Ej

or) (oGA

DEAN E.

or) (FBr); (occ) (FBr

MDX
oÐ( or) (FBr);
CHAEL cyD) (FBIl--br) ( ) (FBI); SOLOMON, JONATHAN I. ( ) (FBr);

F. (ITSD) (FBI); VAN DUYN, DONALD N. )(FBr)I-(FSDXFBT)
Subject: RE: IDW Dataset ËC

UNCLASSIFIED
NON.RECORD

Liz,
(1) | have not seen the IDW PlAs and I will reach out to ALU to get a copy. I need to review that and then l'll give
you more comments b/c some of my concems may be addressed in that document. Some of the records
containedinthesedatasets(eg_aresubjecttoàpecialhand|ingrestrictionsbutthesemay..?2
be addressed in the IDW PIA and/or in the guidance RMD will issue. - b'7F-

ls there a draft of the RMD guidance available for review now?
(2) | believe in par. 6, the file numbers should be "265" rather than "295."
(3) In the last paragaph on p.2, the EC states that the data sources are currently "owned and licensed by CTD."
\Mat do you mean by this? The DHS files are being shared pursuant to an MOU with DHS and the purþose was
not limited to CTD work. From a legal perspective, I don't believe these deta sets are owned and licensed by
CTD but perhaps you could explain to me what you are trying to express.
Thanks.
vpc

Assistant General Counsel
b6
blc

Policy & Training Unit
National Security Law Branch

b6
b7c

r1/6/2006



Message

(FBI);
(SecD

irerll

(/o2l-l

--Ðriqinal Message---
From:FoI)(FBI)iffi;iêË
GULOTTA, MARGARET R. (OI) (FBI

MARTON E. (OI) (

orPP) (FBI
TTSD

ITODX
(or) DXFBI);

or) (coN
oI) (FBI); RITCHH$ KENNETH M

Subject: IDW Dataset EC

UNCLASSIFIED
NON.RECORD

Alr,

Please find attached the IDW data set EC for your review.
will incorporate aPProPriatelY.

ssAl-l
DirecE?iFóTTnnlêfFgence
Intelligence lssues GrouPzoz-izÕ

Page 2 of2

Ðz

coN);
cD)

CIjfocnlElllll(IToD)
RMDXFBI); GRIGG, G. CLAYTON (CrD)

; HALL, DEAN E. (OIPM) (FBi);

(occ)
) (FBr);

ITSD) (rBI); VAN DUYN,

Please send changes/comments to me and I

b6
b7c

b6
b7c

b2

UNCI-ASSIFIED

UNC¡-ASSIFIED

UNCI.ASSIFIED

tr/6/2006



Message Page I of2

b6

I l(occ) (FBt)

Sent:

To:

Cc:

Subject: RE: IDW Dataset EC

UNCLASSIFIED
NON-RECORD

b6
b7c

t] my comments are as fottows:

1. Page 2 - statement that data sources are "owned and licensed" by CTD. l'm not sure what that means but l'm
particularly troubled by the "licensed" language. I don't know of any licensing involved with the data.

2. Somewhere I think the EC needs to state that restrictions on the data must be maintained. For example, the i1,
MOU contains restrictions on the FBI's use of the data. Our PIA provided that such restrictions must be

maintained. I thínk that would be a useful thing to put in this EC as weil.

3. Suggest that the last paragraph be reworded to indicate a collaborative process involving RMD, the DACT,
OGC and the substantive units. RMD will need input from the DACT, OGC and the users in order to develop this
polícy. Suggest something like:

"The DACT will continue to work with RMD, OGC and the substantive units to develop appropriate policy
regarding records retention and use."

A. (Or) (FBr)
:53 AM

)(FBl

À[T II¡FORI{ÀTION COI¡TÀI¡MD
HERTIII ]5 TÌI.]CtÀ55IFIED
DÀTE rlÊ-2?-?OrJl By 65I?9 DI.tH./B,IÀ,iCÀt

or) (

oGc)
(

Fiõ{il}Áif
(FBr);
(SecD
(FBr

coN
MARION E. (OI

G, G. CLAYTON (CTD)
q_F,cN E. (OrPM) (FBr);

)¡
(oGc)
) (FBr);

b6
.b7c

XFBI
(FBIoÐ

(occ) (

XFBT);
or) (coN);

); RITCI-IHART KENNETH MICHAEL (rrSD
(or) (FBr (cyD) (FBI or) (coN
(FBr); r. (Do) (FBït (ITSD) (FBI); VAN DUYN,

N. (crD) (FBrE::-l(nsDxFBr)
Subject: IDW Dataset EC

UNCI.ASSIFIED
NON.RECORD

AJI,

Please find attached the IDW data set EC for your review. Please send changes/comments to me and I

rt/6/20a6



Message

wílf incorporate appropriatef y.

ssd-l
Directorate of Intelf igence
I ntelligence lssues Group202|-l|

UNCLASSIFIED

UNCLASSIFIED

Page2 of2

ob
b7c

b2

rr/6/2006



b6
b7c

From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

occ) (FBr)
. 2005 1:39 PM

GRÍGG, G. CLAYTON (CTD) (FBr)
IDW

Gervus - Happy New Yearl

Back in March, we did a PIA on the addition of data sets to IDW (66F-HO-C1321794 serial 205) (attached). One issuê
that we set aside and said we would address in a separate EC was the IDW collaboration lndex. (See page 5). To date,
we have not addressed this. I seem to recall that the IDW collaboration index was a concept that you were floating. ls it
something that you are still working on? lf so could you provide me with additionat information in order that we canK\

Ë!
acld¡tions to IDW
pia.wDd (108 ...

evaluate whether any privacy/legal issues exíst? Thanks!

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE FURTHER DISSEMINATED WITHOUT PRIOR
OGC APPROVAL.

UNCLASSIFIED

¡rtt II,IF0FJIÄTIû¡I CoIITAI}IED
IIEREII'] TS IJI.]CTÀ5SIFIED
DÀTE 0A-2?-?,QE't B't 65179 DI{H/FtA/CÂt



Message Page I of4

From oGC) (FBr)

To
Su RE: Discretionary Access

GBT)

ÀTI II'IFORI{,ÀTIOI.I COT.ITÀT¡IED

IIEREIiI I5 I]NCI,ÀsSTFIED
DÀTE 08-2?-200? EY 65I79 DI{II/B,I¡I/CÀt

has too many meetings and not enough resources, which is why I was not there last week, but I

occ) (FBr)

UNCLASSIFIED
NON.RECORD

Folks, too many attorneys at the DACT is not yet posing any problems but not having enough of the right
kínd still ís. We had another meeting of DACT again last week (I think they will be every other week) and
aga¡n we really could have used a knowfedgeable spook-law attomey. If thís wasn't just a situaüonal
anomaly, we need to take another look at providing NSLB cover for these meetings.

W---Original Message----
From: I-locc) (FBÐ
Sent: Wednesday, August 25,2004 7:46 AM
To: KELLEY, PATRICK W. (OGC) (FBI)
Subject: RE: Discretionary Access ControlTeam

U-N.qLASS!E!EO
NON-RECORD

bject:
b6
b?C

UNCLASSIFIED
NON.RECORD

tf
Sometimes Ol

normally will be.

b6
b7c

I Fd-a-disÇt¡lsign on this,,tittfJst night. We also felt that there might be too many lawyers, so t'tllel__lmake the calt.

---Original Message-----
From: KELLEY, PATRICK W. (OGC) (FBÐ

To
Su

occ) (FBr)
iect: RE: Discrétionary Access ControlTeam

UNCLASSIFIED
NON.RECORD

f,Srr"ommend ygJ.@et{¡nate withl-las who ftom NSLB shoutd partícipate. tf you and
[-þo along witl I thínk we'll have 5 lawyers there-that may be overkill.
---Oriqinal Messaoe----
From:l [occ) (FBÐ
Sent: Tuesday, August 24,2004 3:59 pM

Jorxrury-¡lrn tT 
I^ jg gjl 

J 
BI) l-l ( occ) ( FBr )l---loG c) (FB r ) ;I l(occ) (FBr)

file://S:\OCC\LINITS\ALU-0917\ALU-LIBRARYUnfP-66F-He-1201415-nISPB\RE%20... tv6/2006
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Message Page? of 4

occ) (FBÐ ii.

Cc:KELLEY,PATRIcKw..(oGc)(FBI|-l(oGcXFBI)i|-|(oGc)(oGA);
[EGc)(FBr)
Subject FW: Discretionary Access ControlTeam

UNCLASSIFIED
NON.RECORD

I now think we do need a criminal lawyer on this group and have asketlo aftend further meetings, at .i9.
least until it appears no longer necessary. But now I think it is necessary. E4., the first meeting yesterday
surfaced numerous 6E questions (what is 6E, what leeway doeldoes not PATRIOT Act provide, etc.)
These are weekly meetings, but there isn't one next week.

l-l if you will be unable to attend, we will also need to get NSLB to identify a pinch hitter.

(occ) (FBr)
18, 2004 5:46 PM

JoGc) (FBr)
occxÉeÐ; (eu-ev, pArRrcK w. (occ) (ral);l-l(occ) (ocA);

oGC) (FBI); BOWMAN, MARION E. (OGc) (FBÐ
Access Control Team

f am not seeking representation on tf¡is group but I urge the OGC reps to become familiar with the various
statutory and regulatory restri

cï---- uflf llllill-M€SSil0È-

!lä'[v-o.=aøv j,***'Ái8otiilot
To:KELLEY,pnrnlcrii.ìöé.liia'Ë:(oGc)(oGA)J-1oGc)(FBI);:9.

.ob
blc

ç"f . :-(occ)(rar);lTl(occ) (oGA):
Subject: RE: Discretionary Access @ntrdTeam

UNCLASSIFIED
NON-RECORD

Although I am not looking I have been involved ín many information
ngs both within the FBI and wíth OIPR. I would suggest that

meetings. Also, last week I briefed the new CTO, Jack lsrael, on the
our databases. We don't want the lead, but I think you want us there.

Tom

--€riginal Message-----
From: KELLEY, PATRICK W. (OGC) (FBI)

UNCLASSIFIED
NON.RECORD

I lpleasefollowwitfflhanks.
---Original Message----
rroml-] (occ) (FBr)
Sent: Tuesdav, Auoust 24.20M 11:46 AM
to:l-l (occ) (FBr)-l(occ) (FBr)

criminal process; e.9., Rule 6(e)l_

[occlffiocc)(FBr)(oGAl_ÍoGc) (FBr)

b6
blc

b6
b7c

b6
.b7c

b2
blE

file://S:\OGC\[INITS\ALU-0917\ALU-LIBRAR\¡1InfP-66F-HQ-1201415-[ISPB\RE%20... tl/6/2006



Message Page 3 of 4

occ) (FBI); BOWMAN, MARION E. (OGC) (FBI)
(occxFBr)

Subject FW: Discretionary Access ControlTeam
FYl. UAC willproceed accordingly.

b6

---Original Message---rrcrnEl(occ)(FBr)
Sent: qst 18, 2004 1:03 PM
T (occ) (FBÐ
Subject RE: Discretionary Access ControlTe¡m
Yes. When he first mentioned ¡t to me, he said he was thinking of me as their legal advisor and asked
what I thought about adding a privacy guru, and I recommended you.

I don't think at this poínt we also need a crminal lawyer, as I thínk we are going to be dealing mostly with
the Intelligence Community. That could change, of course.

occ) (FBr)
2004 10:29 AM

(occ) (FBr)
(oGA); J9WrvrAN._UAgloN E. (OGC)

KELLEY,PATRIcKw.(oGc)(FBI)|(oGcXFBII--loGc)(FBI)
Subject: FW: Discretíonary Access ControlTeam

-UTETASSIFIED
NON.RECORD

asking NSLB to pony upEñ?õÏãelse in addition. Canyou enlighten? b7c

At this point PWK sees me as being the OGC/privacy rep.

I note that the proposed OGC representation of an NSLB practioned and a privacy practioned does not
include any practioned in criminal ops/DT.. Do you think this is a gap that needs covering by yet another
lawyer on the team? Or what?

----Ori
From or) (oGA)
Sent:-Wdnef,ay, Fugust 18, 2004 8:57 AM
ro: vAN DUJN. DoMLD N.JCTD) (FBI); 

-l¡ucl-lu&-t-qu RA-!!. (cxD ) ( FBI);

b6
b7c

b6
blc

r_o_. vA! DUp@gLD \icTD) (FBI);g!lGHuN, LAURA M. (CID) (FBI);I
tco I Ðtcvól'treif,:-lf soo j (oeaj
(FBI)I [OI) (FBI) 

-

CC: RTTCHHARI KEN

'-q¿lroNlgD) 
(FBI);

I KDo) (FBl
-roïfc')-FBry HALL, Dl

XFBI); GRIGG, Gprlfi;erEFBr); b6
b7cocc) (FÞl

c) (FBr) Do) (FBI); AZFII,ZAIJ4AI

Subject: Discretionary Access Control Team

UNCLASSIFIED
NON-RECORD

The Information Sharing Policy Group (ISPG) has decided to form a Discretionary Access
Control Team (DACT) to make recommendations to the ISPG on the issues of which
individuals/organizations will have access to what FBI data in the FBI Investigative Data
Warehouse and DataMart (IC Organizational Shared Space). The DACT will include senior
representatives from CID, CTD, CD, CYD, SecD, OGC, and OI. The IDW and DataMart project
managers will provide assistance. The types of issues requiring DACT recommendations include:

file://S:\OGC\{.INITS\ALU-0917\ALU-LIBRARWnfP-66F-HQ-1201415-NSPB\RE%20... tr/6/2006



Message Page 4 of 4

. Approval of data sets and development of access contol requirements for the Investigative
Data Wa¡ehouse (IDW), includíng review of existing restrictions on internal access to FBI
case files or databases.

o Approval of data sets and scoping and definition of access contol requirements for the
DataMart and

. Response to proposals for access to FBI databy Intelligence Community organizations

The first meeting of the DACT is scheduled for Monday, 23 August, 2004 at I l:00 AM in Room
11526 (SC[F). By COB Thursday, 8/19, project managers should let me know what they
consider the information sharing policy issuesneeding the most immediate recomendations and
decisions.

Thanks,

Special Advisor for Policy Matters
Office of Intelligen"ü

UNCLASSIFIED

UNCLASSIFIED

b2
b6
blc
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ÀLL I!IF0RÌ{ÀTI0N Coli¡'ÎÀIFeD
¡IEREIIII I.5 I]NCLJìSSIFIED
DATE 08-27-200? Er 65I?9 DlflI/B,tÀ.icÀL

UNCLASSIFIED//FOUO

Jufy 2004 Meeting 
sr**.9;t

Co-Chairs
EAD-Administration

EAD-lntelligence

July 26, 2004
1100 Hours
Room 5145

UNCLASSIFIED//FOUO

FBI Information sharing poricy Group



UNCLASSIFIED//FOUO

Agenda

f DW lssues (a0 Min)

- IDW and Enterprise Data warehouse Background
- IDW Project Requests

- IDW Data and User policy Decisions

b2
b7E
b5

July 26,2004
UNCLASSIFIED//FOUO



UNCLASSIFIED//FOUO

IDW Background

' The Inr1g¡tioative Data warehouse (!_DW) is a single point
of entry for accessing FBI and non-ÈBl oâta sets

' The IDW ploject initiative will ultimately integrate many ofthe underlying system data sources to'suþpärt FBI data
m.r.Ting. anð targét searching as welt as s"Íåc1¡ve ãnãrirI
with other Fedèraf agencieõ.

' ft is the forerunner of an FBI Enterprise Data Warehouse
which will be a true repositg.ry of Oäta for ¡nvàstigalivê,--
intelligence and administratiúe activities.

' IDW 1.1 fully operational system with fimited data
- ATo: July 2004, rerease to rRD in Fy-0s for o&M

' IDW 2.0 will have additional data and capabilities
In development thru Fy-05, estimated loc in May 0s

July 26,2Q04
UNCLASSIFIED//FOUO



UNCLASSIFIED//FOUO

Why We Need to Move Beyond f DW 1

There are two implementations, IDW-S and crD/spr
- Different tool versions and data sets result in custom

systems as opposed to one enterprise system
IDW 1 lacks a formal FBI policy framework for
governance, autho.rization of dâta sources, access by
personnel to specific_data sets, approved iequiremeñts,
and oGC-approved Privacy lmpdit Assessnient
IDW 1 is a collection of separate data sets, not an
inl"grated warehouse -- anatysts cannot pêiorm
integrated search and correlãtion across äil oata sets
There are no discretionary access controls - all the
users can see all the data all the time
Data access limitations include rocked out Acs files and
excluded case classifications

July 26,2004
UNCLASSIFIED//FOUO
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What is an Enterprise Data Warehouse?

UNCLASSIFIED//FOUO



UNCLASSIFIED//FOUO

Proposed IDW 2.0

' Focusing on Enterprise Data warehouse capabilities

- Enterprise Data Architecture

- Enterprise Data Warehouse

- Enterprise Metadata Management

- Data Acquisition
' Allowing FBI users to view, search, integrate, correlate,

share, and protect information from mulliple data
sources for intelligence, investigative, and administrative
activities.

' First.phase should meeJ requirements for intelligence
and investigative activities.

July 26,2004
UNCLASSIFIED//FOUO
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IDW Project Requests

' Approval of existing operational data sources
' Approval of proposed operational data sources
' Approval of expanded data sources for standalone

deve lopmenUtest system
. Policy for user selection
. Guidance on discretionary access
o Çuidance on audit requirements

JutY 26,2004 
UNCLASSIFIED//FoUo
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Existing IDW-S and c'rD/Spr Data Sources
Current IDW-S data sources (From FBI Only)

Automated Case System/Electronic Case File

ence Committee Inquiry
Current CTD/SPT data sources in additíon to IDW-S sources)

FBI Terrorist Watch Li
Na

Ç!4 l$s and TDs,

Passport Data

July 26,2004
UNCLASSIFIED//FOUO
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Proposed Data Sources

. Proposed for CTD/SPT
- FBI sources: unified Inde} (Arll-o.ngted case File),

FBI Data Warehouse Svstein IDWS)

| \¡r},rtvrl)\r\¡ l\,rl IIJvY-\)

- All crD/sPT current and proposed sources

July 26,2004
UNCLASSIFIED//FOUO

istinct from TWL sourcE



Data sources for standalone system

.Automated Case System/Electronic
Case File
.Automated Case System/Universat
Name Index
.Violent Gang and Terrorist Organization
File
.Secure Automated Messaging Network_
Secret
.All IntelPlus file rooms

.ClA llRs and TDs

July 26,2004

UNCLASSIFIED//FOUO

Þ¿
b7E

UNCLASSIFIED//FOUO

.Data Warehouse

(superset that includes



UNCLASSIFIED//FOUO

Data Source Decisions

IDW Project Manager requests:

' Approve current IDW-S and crD/spr data sources
' Approve proposed IDW-S and cTD/spr data sources
' Approve authority for IDW project Manager to add data

sources to standalone, SEcRET-fevel, development (not
operational) system to be used for testing

Stafl' recommends approval of all Project Manager requests
(subject to OGC privacy review)

JutY 26,2004 
uNcLAssrFrED//Fouo 10
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IDW Users and policy

623 users trained on IDW in mid-Jufy (totals change daily)
- 51 are from JTTF, 400 are Intelligence Analysts

Based upon directive of Ol Oversight Unit, second round of training
FIG personnel has begun.

Total number of userids for crD/spr and IDW: 4,914
Total number of userid's created for crD/spr: 4,2g1
Total number of userid,s created for IDW: 623
f ntelligence Analysts (0132 series) have 1221 userids

Staff Recommendation: EAD-I EC to establish policy for
- Approval of Data Sources (discussed above)

User Selection
Discretionary Access

- Audit Requirements.

July 26,2O04
UNCLASSIFIED//FOUO 11
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Follow-up: MISI/L|nX Data sharing

Update on LINX Full-Text Sharing project

- occ Privacy lmpact Assessment requires ol/f spG
policy guidance

- Mou and audit can be template for other programs
All database activity is to be audited.
- Audit trail records will be reviewed periodically by a

designated authority -- cJrs/Ncrc moder. 
r

Mou requires permission of contributing party for
dissemination.

- lxceptions for cases of immediate danger or
ímminent harm to the national security.-

July 26,2004
UNCLASSIFIED//FOUO 12
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Next Meeting

2:00 pm, August 17, 2004
Review Outstanding Actions
Potential Agenda ltems:
- lC Data Mart

- lC Information Sharing Brief (f C Deputy Cf O
b6
.b? c

July 26,2004
UNCLASSIFIED//FOUO 16
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DRAFT

FBI Information sharing policy Group

August 2004 Meeting

ÀLL IIIFORIÍÀÎTON COI.ITÀINED
HEREI¡I ]5 UI]CLÀssI¡-IED
DltrE Og-Z't-Zù07 By 65179 D¡rrf/E,tÀlCÀL

Co-Chairs
EAD-Administration

EAD-lntelligence

August 17,2004
1400 Hours
Room 7846

UNCLASSIFIED//FOUO
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Approval of Data Sources

- The lsPG shourd approve subset(s) of FBr data in rDW based
on recommendations by the Discretionary Access control
Team including an OGC privacy assessment

b2
b7E
b5

August 17,2004
UNCLASSIFIED//FOUO 10

Reconrnrendation
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Summary of Decisions

. Discretionary access controf

. Approval of data sources

' Management and staffing of policy implementation

Ausust 17,2004 
u¡¡cuòstFtED//Fouo 12
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Follow Up

Investigative Data Warehouse (lDW) policy
- l:yglgg$gc_review of FincEN datãfor internat FBt counter_terrorism IDW use onf orce

Outside the Scope

August 17,2004
UNCLASSIFIED//FOUO 13



From: HQ_CIO_AZMI
Sent: Friday, August 18, 2006 B:35 AM
To: FBI-HQ AND FO PocS À[I, II,IFOR}IÀTIOI{ cOIITÀI¡¡EDSubject: APPLICATTONS ACCESS rrERErrù rs tffcr.ÀssrFrED
UNCLASSIFIED DATE 0B-z?-200? Er 6sr?e Dt{rrlg,rÀ/cÄL
NON.RECORD

This message is being sent to: All employees at Headquarters, Field Offices, and Legats.
Please check with the appropriate authority prior to dissemination of this message tõall
employees within your office to avoid duplication.

Over the last six months many of you have requested information and access to a
number of applications. I would like to focus on four of these applications that are
available to you and provide you a URL for each which will give more detail and
instructions on how to obtain an account. Having access to these applications and
using them daily is an effective and efficient way to increase your productivity.

Investigative Data Warehouse (ID!Ð is a one-stop shop allowing searches
from a variety of source data using state of the art analytical tools. IDW provides
users with information needed to successfully accomplish the FBI's
counterterrorism, counterintelligence and law enforcement missions. For more
information you
and CBT link

FBI Automated Message system (FAMS) supporrs the FBI in the
transmission, receipt and processing of secure data information to/from FBI, other
agencies and throughout the intelligence community. FAMS is a web-based
product that provides analysts and agents with the ability to read messages from
CIA, DOS, Department of Horneland Security and other federal agenciãs directly

obtain an account you are directed to
This webpage contains an IP User Account

Request link.

Department of Defense secret Internet protocol Router Network
(slPRNEÐ SIPRNET provides the communications backbone for INTELINK-s,
the Secret intelligence Intranet. INTELINK-S contains classified information from
over 200 organizations supporting the intelligence, homeland security, military,
counterintelligence, and law enforcement communities. In addition all rgñpr
users can now send and receive SIPRNET mail. The attached link will provide you
with additional informarinn relarding SIPRNET and provide logon insìructions

UNET is a dedicated network which serves the FBI's operational and
administ¡ative needs for Intemet connectivity. UNET was established in 2002
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UNCLASSIFIED/iFOR OFFICIAL USE ONLY

FBI Information Sharing Polic)' Group

ll

t. IDW Issues:

Minutes: Jul)L26.2004

ÀLI, I¡TFOR}ÍÀTIÜTT COI.TTÀT¡ÍED

}IEREIII ]5 U¡ICIASSIFTET
DATE 0ts-28-200? EY 65179 d.u.h,/bja./cal. OTHER O,/ S

Policy and Privacy Impact rrr.r"rf-ldescribed rhe policy
questions relevant to the ISPG conffiìñ!-TFneed for approval of data
sources ancl users access. There is an approvcd Privacy Impact
Assessment (PIA) for IDW-S; a PIA for CTD/SPT has been drafred, but
not yet submitted to the oGC. It was pointed out that the link between
IDV/-S and CTD/SPT may have invalidated the original IDW-S privacy
Impact Assessment (PIA). It was agreed that an up-to-date pIA is an
urgent requirement, and that no new data sources should be added until the
PIA has been reviewed by OGC. [action] orHER o,/s

b6
b7c

LTNCLASSIFIED//FOR OFFICIAL I. : 5 E ONLY
-1-
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

summary and Actions. The IDW has been successful as a toor, but the
lack of any management construct to regulate and create policy for users
and data puts the project in peril. vy'e need to make sure that the analysts
can use this system and feel comfortable that they are aware of "all the
dots," but the¡2p,i@;ust attend to privacy impact and related policy
issues. EADI lstated that IDW and SpT must complere rhe
Privacy Impact Assessment for the system as Lçgqg4ly5|ands and

t't h^tug occ. imrglgldy. lactionJ eenl-land EAD-r
trectect M{_l to create a team from the ISpG to work on the

details of the discretionary access and audit functions, the protocols
governing the use of IDW by non-FBI emplovees, and the management
construct that will regulate ID'w use and development. The team is to have
representation from OGC, RMD, and SecD. The output of the group
would be presented to the ISPG and would be pertinent..build-to"
requiremenrs that would be used by the IDW contractors. The team would
also review and recommend emergency procedures to be used wt cn the
addition of users or data to the system is urgently required because of
external circumstances. [action]

Decisions.

UNCLAS SIFIED//FOR OFFICIAL T'SE ONLY
-) _
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UNCLASSIFIED/iFOR OFFICIAL USE ONLY

The ISPG will not delegate authorir_v ro CTD or rhe IDW project
to add new data sources to IDW. The issue wilt be reconsidered
once a policy framework and a management construct has been put
into place. [decision]
The current data sources in IDW and CTD/SPT can continue to be
used pending the outcome of the OGC review of the new IDW
PIA. [decision] See attached list.
The request for authority for the IDW Project Manager to set up
and populate with data a standalone rest and development system is
approved. [decision] orHER o./s

UNCLAS.UFIED//FOR OMCIAL T SE ONLY
-3-
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Executive Summary

This full Privacy lmpact Assessrnent (PIA) is submitted by the Int'ormation Resources Division
in accordance with MIOG t6-l t.3, Completing a Privacy Impac.t Assessment, and,MIOG l6-
2l.5,Paragraphs A, B, C, and D. This assessment is intended to lddress MIO'G requirements for
theenterprise Investigative Dlta Warehouse (lDW) system, and is submitted in coordination
with Office of General Counse I f,or approval.
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Full Privacy Impact Assessment. MIOG l6-21.3

Executive Summary

This full Privacy Impact Assessment (PIA) is submitted by the I¡formation Resou¡ces Dvision
in accordance with MIOG 16-2l.3,Completing a Privaqt Impact Assessment,and,MIOG l6-
21'5, Paragraphs A, B, C, and D. This assessment is intended to address MIOG requirements for
the enterprise lnvestigative Data Warehouse (lDW) and Virtual Knowledge Base (VKB), and is
submitted in coordination with Office of General Corrnsel for approval.

FOR OFFICIAL USE ONLY
t0/15/2002 Revision 2



\ryORKING DRAFT

FOR OFFICIAL USE O¡{LY

FOR OFFICIAL USE ONLY
Pøge 2

b2
D /t
b5

I0/15/2002 Revision 2



\ilORKINGDRÄFT

FOR OFFICIAL USE OF{LY

b2
DII
b5

FOR OFFICIAL USE ONLY
Pøge 3I0/I 5/2002 Revision 2



WORKING DRAFT

FOR OFFTCIAL USE O}ILY

b2
b7E
'])5

FOR OFFICIAL USE ONLY
Page 4 Revision 2

r0/I 5/2002



WORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 5

b2
blE
b5

I0/15/2002 Revision 2



\ilORKTNG DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 6

b2
b7E
._Of,

I0/15/2002 Revision 2



\ryORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICTAL USE ONLY
PageT

b2
,D/E
b5

I0/1 5/2002 Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

b2
blE

I0/15/2002
FOR OFFICIAL USE ONLY



b2
.ÞtL
.o5

WORKING DR\FT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 9I 0/I 5/2002 Revision 2



WORKING DRAFT

FOR OFFICIAL USE OT\ILY

FOR OFFICI.A,L USE ONLY
Page l0

b2
b7E
b5

l0/Is/2002 Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

b2
b7E
.þ5

FOR OFFICIAL USE ONLY
Page llI0/15/2002 Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 12

b2
.b7E
.Õ)

I0/15/2002 Revision 2



b2
b7E
.oJ

WORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 13I0/15/2002 Revision 2



b2
DIE
Ì-, q

\ryORKING DRAFT

FOR OFFICIAL USE ONLY
r0/15/2002 Page 14 Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 15I0/15/2002 Revision 2



WORKING DRAFT

b2
b7E
b5

FOR OFFICIAL USE ONLY
Page 16I0/r5/2002 Revision 2



b2

b5

\ryORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 17I0/t 5/2002 Revision 2



L'

ÐtE

WORKINGDRÄFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
I0/t5/2002 Page 18



1YORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY

b2
b7E

I 0/I 5/2002 Page 19 Revision 2



WORKING DRAFT

b2
b7E
b5

CIAL USE OI\LY
Page 20I 0/I 5/2002 Revision 2



\ilORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY

?
b2
b7E
.o)

I0/15/2002 Page 2l Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

b2

.b5

I0/15/200
FOR OFFICIAL USE ONLY

Revision 2



WORKING DRAFT

b2
b7E
Õ5

FOR OFFICIAL USE OI\TLY
Page 23l0/Is/2002 Revision 2



WORKING DRAFT

FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY
Page 24

t^t

b5

I0/Is/2002 Revision 2



WORKINGDR.ÀFT

FOR OFFICIAL USE OT\TLY

FOR OFFICIAL USE ONLY
Page 25

b2
b7E
b5

I0/I 5/2002 Revision 2



1VORKING DR.{FT

h2
.b7 E
.Þ:)

AL USE ONLY
I0/Isn002 Page 26 Revision 2



WORKING DRAFT

b2
b7E
Jt5

FOR OFFICIAL USE ONLY
I0/I 5/2002 Page 27 Revision 2



\ryORKING DRAFT

FOR OFFICIÀL USE OI\LY

b7E

I0/15/2002 Page 28
¡{LY

Revision 2



WORKING DRAFT

.b2

.Df

FOR OFFICIAL USE OI$LY



WORKING DRAFT

FOR OFFICIAL USE

OFFICIAL USE ONLY

b2
b7E
OJ

I0/15/2002
Revision 2



\'
\WORKING DRAFT

FFICIA

b2

b5

ru/|5n002 Page 3l Revision 2



\i
\:
\

b2
b7E
Ð:

FOR OFFICIAL USE ONLY
Page 32I 0/I 5/2002 Revision 2



\ryORKING DR.A.FT

FOR OFFICIAL USE OI{LY

b2
,ÐIE
b5

r0/15/2002 Page 33


