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FO¡PA

DELETED PAGE INFORMATION SHEET

Serial Description - COVER SHEET

Total Deleted page(s) - 4g
Page l0 - b2, bS, bZE
Page 11 - bZ, bS, bZE
Page 12- bZ, bS, bZE
Page 13 - b2, bS, bZE
Page14- b2, bS, b6, bTC,bTE
Page 15- bZ, bS, bZE
Page 16- b2, bS, b7E
Page 17 - b2, b5, bZE
Page 18 - b2, bS, b7E
Page 19 - b2, bS, b7E
Page 20 - b2, b5, bZE
Page21 - b2, bS, b7E
Page22- b2, bS, bZE
Page 23- b2, bS, bZE
Page 24- b2, bS, b7E
Page25- b2, bS, bZE
Page 26 - b2, b5, bZE
Page27 - b2, bS, bZE
Page 28 - b2, bS, b7E
Page 29 - b2, bS, bZE
Page 30 - b2, b5, bZE
Page 31 - b2, bS, bZE
Page32- b2, b5, bZE
Page 33 - b2, bS, bZE
Page 34 - b2, bS, b7E
Page 35 - b2, b5, bZE
Page 36 - b2, b5, bZE
Page 116- b2,b4,b7E
Page 118 - b4
Page121 - b4
Page 122- b4
Page 123- b4
Page 126 - b5, bG, b7C
Page 127 - b5, bO, bZC
Page 128 - b5, bO, b7C
Page 130 - b5, bO, bZC
Page 131 - b5, bG, bZC
Page 132- b5
Page 133 - b5
Page 134 - b5
Page 135 - b5
Page 136 - b5
Page 137 - b5, b6, b7C
Page 235 - b2, b5, b6, bZC



Page 236 - b2, bS, b6, bZC
Page237 - b2, bS, b6, b7C
Page 238 - b5, bO, bZC
Page240 - b5, bG, bZC



Message
Page I of I

troo,EcrDXFBÐ
s"o@oorì:a3þv b6

b7c
crD) (FBr)Subffiest¡ótà¿RÍes

9El,rlSlTlVE BUT UNcLASsrFtEg
NON.RECORD

-f,:lld.t" 

to send him an officiale-mait. This is just Fyt, in case there was a systemic probrem, andnot Just a mistake about the one file.

Hope you're enjoying the snow :)

Fro crDXFBr)
Serit:. 4, 2005 3:39 pM
To: (rTsDXFBr)
Su = restricted files

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

Dea

l?19_l.T "l inteilígence anatyst currenfly receiving ring during the
I understand should

uuan¡tco ACES I course.Thile learning the system,
be restricted from oeneral âccêss ¡no-¡¿,,^f iÅ^ t^ t.generat access. The idw_doc_id is
f-lrs+ o. f¡'o oåóJ,,J" iñ"õ;" ë";*Jäeäåi,äåìt
ãe€ounted for the release of the fìle for general access lf so, you may need to add the zero files to yõui ntter.

b6
b7c

b6
b7c

fhe file classification is
are restricted, I wondered if that

SENS|T|VE BUT UNCLASS|F| Ep

s E NS tTvE auJ _ulúç!ÂsstE¡Ee

b6
b7c
þz

Thank you very much for your time, and prease ret me know if you have any questions.

file://c:\DocumentsYo20ando/o20settingsLANHalling\Local%20senings\T 
emporary%io2urn... l0/lg/2006



From

Message Page I of4

(TTSDXCON)

files -phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Excellent......and that is what we all live for.....deadines (as opposed to Deadwood)

(crDXFBr)
005 3:47 PM

TTSDXCON)
searches - restricted files -phone number

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

I have, and I got ín just fine. t'll fet you know about the other when I get a chance - deadlines are such funl

Thanks aqain.

rrsDXcoN)

b6
b7c

b6
b7c

b6
^1 

a
To crDxFBr)
Sub¡EF:TfïDW3ã.arches - restricted files -phone number

SENSITIVE BUT UNCLASSTFTED
NON-RECORD

We have removed the file,-thanx again for coming by to help make sure we got the r¡ght one. lt isSO nice to get some user feedbacÈ dlrecfly.

Two other questions... ... Have you tried to log back into IDW since you got back and ls thereanythíng else I can do to help you work the iésue of additionat fileï}louï"nted to inctude in tDW? ii.
ed some other names.....FBr pM [-l and the rDW o&M Lea¿l-l

Thanx again
R

ODXFBT)
5 11:10 AM
sDXcoN)

RE: IDW searches - restricted files -phone number

SENSITIVE BUT UNCLASSIFIED

b6
b7c

--4r
From
Sent:

r---Or,

To
SubJect:

file://c:\Documentsvo2}and%o2}settings\ANllalling\Local%o20Settings\Te 
mporary%o2Dìn... l0/lg/2006



Message Page2 of 4

NqN:BECORD

#"v I didn't respond before (it was my last week at euantico, and we turned in our
access cards) - l'm back at HQ now, and I no longer have access to IDW \Mrat kind of info
do you need?

b6
b'7c

(rrsDXcoN)
March 10, 2005 10:56 AM

crDXFBr)

SENSITIVE BUT UNCLASSIFIED
NON:R.EGORD

ilarches - restrictd files -phone number

f f you tried to call on the 202 number, please dont leave a message......somenow we
cant retr¡eve any of them

rrsDXcoN)
8:12 AM

rrsDXFBr)
searches - restricted files

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
b7c

b6
b7c

b6
b7c

My numberhere is 2oz-324n

--Ðri
From

To
Sr¡

lv-i19¡E]andlamthe|SSoforthelDWsystem'Thankyouforsenorng the Inlormat¡on on this to us. I searched for the document you mentioled uobelow, and couldn't find. it. could you please send me some more iiformation from li,your search so we cån locate and remove it?

I can atso be reached either 202-32af]ol-1""rr¡
Thanx again

file://C:\Do cuments%o20and%o20Seuings\ANHalling\Loealo/o20Settings\Te mporaryVo2}In... l0llg/2006



Message Page 3 of 4

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

DXFBI)

b6
b7c

se+t{¡t¡ndav.feþruary, 24, 2005 3:39 PMToUITSDXFBI)
Subject: IDW searches - restricted files

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

P-""4-L
My nã?iãE[-l and I'm an intelligence anatyst currenfly receiving
lDWChiliadffiüïi7iö the Quantíco ACES lcourse Wtrite teãmino fhe s

My name ts
lDWChiliad'TE-rñïñ-fdún-ñ! the Quantíco ACES tcoursê. wtrite teãming the'system, I
pulled up a public restricted from general
ag¡;s.The idw_doc_id is file classificationiq f94-0, and because
reEtäðted, I wondered if treEtäöted, I wondered if that accounted for the ielease of the fild for general access. lf

files l94A-Z are

so, you may need to add the zero files to your filter.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIF¡ED

SENSITIVE BUT UNCLASSIFIED

s E N S I T|!LE_E rrl rJ x c!âsslE! E g

b6
b7c
b2

Thank you very much for your time, and please let me know if you have any questions.

file://C:\Documents%o20and%o20Settings\ANHalling\Localo/o20Settings\TemporuryVo201n... 10/lg/2006



Federal Bureau of Investigation
Response to Investigative Data Warehouse ODIV) Press Article for Senate

ApproprÍations Committee
September 7,2006

There are two concerns being expressed about IDW in the article. One deals with
whether the FBI has complied with the Privacy Act's requirement to publish a ,,systems
notice" in the Federal Register and the other is whether the FBI has cãmplie¿ wiítr the
privacy impact analysis requirements of the "E-Government Act."

The answer to the first question is "yes." We consider IDW to be part of the FBI's
Central Record System, an "umbrella" system that is comprised of all of the FBI's
investigative files. While it is true that "IDW" isn't specifically mentioned in the CRS
Privacy Act System Notice, we don't believe that is necessary.-The system notice does
state: "In recent years . . . the FBI has been confronted with increasingly complicated
cases' which require more intricate information processing capabilitiei. Sin.å th.r,
complicated investigations frequently involve massive uoI*ãr of evidence and other
investigative information, the FBI uses its computers, when necessary to collate, analyze,
and rylrieve investigative information in the most accurate and expeditious.ry",
possible." The system notice describes in reasonable detail what information we obtain,
what routine uses we make of it, the authorities for maintaining the system and so forth.
This notice is published in the Federal Register and is publicl/available. In our view,
we are compliant with both the letter and spirit of the PrivacyAct in this regard.

The answer to the second question is also "yes." In fact, since IDW has been categorized
as a "national security system," the E-Govemment Act does not require it to underio a
privacy impact analysis (PIA) at all. Even so, FBI and DOJ policy requires a pIA io be
conducted. For IDW, the FBI has done several PIA's. We did onã roittt" original system
ang-gi-d o,thgrs as significant data sers were added to IDW. None of ther" ryrtä, *"r,
published since the law does not require them to be conducted in the first piace. The
point is that we have done far more to analyze the privacy implications of IDW than the
law requires. Yes, the analyses have not been conàucted in túe public domain but
Congress weighed the costs and benefits of conducting such an analysis in public and
chose to exclude national security systems from that rãquirement when it p;ssed the E-
Government act.



Investigative Data warehouse

Presented by
.b6
b7c

May 4, 2006



a

a

Overview
Access tools and data through standard desktop computer, FBI
lntranet, & a browsersessioñ
Interactive search seruices

Search based on free-form entered phrase
search for subject terms such as name, DoB, ssN, telephone number
Search on metadata such as case number, document date, author, etc.
capability to refine searches & set of search results

Batch search services - search for subject terms
flg1e_lhan 12,000 users - including Joint rerrorism Task Force(JTTF) members
collection of 53_goveLm_en! multi-source datasets including data
frOM FBI, CIA, DOS, DHS, F|NCEN
Authority to Hold Data:

oGC and Privacy lmpact Assessments (plA) done for all data
Information sharing poricy Board (lspB) approves all data
Audit and security Log protocols are maintained across all dat

May 4,2006



Back round
Program started in FY02
Program goals in FY03 OMB 300 Exhibit

Data from 40 sources
5,000 users
100-200Mrecords
3-5 second response time for interactive searches

Program achievements
Data from 53 sources
12,432 user accounts
Data from - 500 M documents
3-8 second median response time for interactive searches
Added Batch Search service
Special Project Team provided services to 5 task forces or operations

å:ll'-"jl[ lo- p nerate th ro u g h 2 008 for I nteg rarion/Test & operationa Itsnvtronments
Authority to Hold Data

occ and Privacy lmpact Assessments (ptA) done for all data
Information sharing policy Board (lspB) approves alldata

May 4, 2006

a

a



Growth in Usef Accounts
12,432 total users as of 4l12to6

__iil F¡etd offices & 23 Lggi! Attache offices
IDW USER ACCOUNTS
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Users

Breakdown of IDW Accounts
Account Description

No. of Accts as of
02t22t2006 Fercent

FBI Agent 3,859 32%

FBI Analyst/Support 3,044 25%

Federal Agency (Non-FBl) 1,541 13%

State Agency 313 3%

Local Agency 975 8%

Other LE & Analyst users 2,248 19o/o

ïotal 11,979 100o/o

May 4,2006



IDW Unique Users per Week
Betweerì - 1 ,200 & - 1,600 unique users
sign on in any given week

--]
IDW Unique Users

2,000

1,500

1,000

500

Ì{iay 4,2006



Between - 40,000 & - 00,000 interactive
transactions in any given week

INTERACTIVE TRANSACTIONS

100,000

90,000

80,000

70,000

60,000

50,000

40,000

30,000

20,000

10,000

S'iOllo'idio"ls'i-.'i-e'ipú"e5".þ'þe^'ælno"i*oe^6,'.'.r*|o.i6pf¿.'"enino"l6."ffis*.

i IDW-S Docurnents Viewed - - -- rDw-spr Docunents Viewedj fOfef- DW-S Transactions 
-TOïAL 

tDW-SpT Transactions

-L=J9r1{SlS:;:JsgI$ry!___l
May 4,2006



Batch Processing
Between - 50 & - 150 batch jobs submitted
in any given week

BATCH PROCESSING

800,000

700,000
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- 
Batch Jobs Submitted 

- 
Batch Transactíons p.""rr"O - --¡

i Linear lBatch Jobs submiüed) - 
-:.- 

Lr¡gar (Batch rransactions processed) i i
r. _.____-_ _,: .._. -_.
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Number of IDW Batch Jobs
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7,642 Batch jobs were submitted
between 0512512004 and gtlTlZOOï

by a total of Bg1 different users
Mav4,2006 for an average Of I batCh jobs per user. 11



Interactive search Response Times (weeklyì
Average response time - g to 12 secs,

Median response time - 3-g secs

20

otr 15
tr
o()
810

RESPONSE TIMES

, Average IDW-core Response Time - - ,Average tow-sei n"rponr" rir,*-l
I Median IDW-core Response Time 

- 
Median IDW-spr Response r¡rr," j_-- ________:__::__...._,

May 4, 2006 -J
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Com ion of Data

Document Source No. of Docs as of 03117t2006

164,271,091

422,915,362

587,196,453

Document Type No. of Docs as of 0i11Tt2006

542,939,167

587,196,453

May 4,2006
13



case References to f Dw services
' 23,759 references to lDw in ACS/ECF as of

3t17 t2006

- 87% referred to NSB related case classifications
- References to lDw in FCI cases increasing
- IDW conta.ins gllv limited case data from cyber, civil

Rights and Public Corruption

- clD requests for IDW accounts has increased
dramatically in last 2 months. Sample of batch seruice job tifles

- Vetting for special events

- Specific investigations

- Threat assessments

May 4,2006
14



rovement

' Need capability for continuous operation
given loss of primary site or capability at
primary site

o Additional resources needed to meet for
projected growth in number of users and
volume of data

o Need more robust (responsiveness and
capacity) backup and restore capability

. Need more robust test capability
May 4,2006
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Status
. Core capability completed

Interactive search
Batch search
Monitor & control capability to manage euality-of-service. lmproving service
optimizing capacity & responsiveness given resource
constraints

- Transitioning to Extraction/Transformation/Load service' Demand for service growing beyond expectations &
base resources

Host more data (4x-gx current 4 TB)
Provide service to more users (- zOK)
Provide continuous monitoring for updates
Provide geo-coded data
Integrate with emerging Enterprise services

May 4,2006
16



Conclusion

' IDW has managed growth in users & data while
maintainin g Quality-of-Seruice

' IDW users are obtaining operational utility from
the services provided bt IDW

' Additionaf resources needed to meet greater
than anticipated demand for services -

' IDW services shourd be enhanced to provide
data-related services
- Provide services to reduce effort of integration & data

migration

- Provide functions needed to manage data quality

May 4,2006 fi
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FEDERAL BUREAU ('F TNVESTIGATION

Precedence: ROLII|INE

To: Office of the CIO

From¡

Count.erterrorism Àt,Èn¡

Records Management Àttn:
Directorate of Intelliqence

Dare z oS/t5/ 2005

CÏ
Mr
Mr
Dr
AD T. Hulon

N. Van DuynDAD Donald
DAD
A/u
t+t)

JrtL ïÌ'¡FûFïÀTI0II C0ÌüTÀINED
IìEREI¡I Ï5 UIiCtÀSSIFIED
DATE 0?-II-200? Ey 65t79 DUII,/B,IÅ,/CÀI

1058805

Àr,Èn:

as

b6
blc

fntelligence Issues Grouo,/r Rzrn

lzoz-324[
Àpproved By: Baginski Maureen A

b6
b7c
b2

b6
b7c

Drafted

Case ID

TiEIe:

By:

#: 66F-HQ-C1-434337 (pending)

ÏSPG APPROVAL OF REQUEST FOR
ÏNCLUSION OF AÐDTTTONAI, DATA SETS
ïN IDW/SPT

synopsis: The rnformation sharing. policy Group (rspe) approvesthe immedíate addition of seven (7) new åata sets for inclusionin Ehe Special projects Team (SpT) 
"".."""s of the ïnvestigative'Data warehouse (rDw). This d"!? will support. ongoing oférationalneeds of the Counterterrorism Divísion fðrol and-alI"oiñãr rowusers -

Reference: 66F-He-L32L794 Serial L94

Detaile: crD has an operational need t.o apply the advancedfeatures of the_row syètem across a broade-r set of data. Byadding these additionat data sources, crD wirl- be abl-e to uncovernew criminal and terrorist links and activities. The enhancedresults will contribute significantly to the FBr counterterrorismeffort.

The rspG has revi.ygd the data approval reguests andensured that all relevant Office of Generai- Counsel (OCC) privacyimpact assessments, interests of arr op.ra-ionar divisions and.

Solomon .fonat,han



To:
Re:

office of the cro From: DirecEorate of rnteJ-tigence66F-HQ-CL434337, 05 /rs / 2oo5

specific records managemenÈ issues have been addressed. The rspGapproves the immediate addition of the forrowing 
"..r"" tzi datasets with appropriate updates for use in IDW/Spi

The above data sources are currently owned. and licensedby crD and used for cr work. Data guality anå crrrrency is notvalidat.ed.prior or during system toãaing.' Newer ediLions of thesources will be loaded and the older edÍtions wiII continue t,o be

b2
Dtt

b2
b7E

b2
DIr-

b2
DIE



To:
Re:

office of the cro From: Directorate of rnterligence65F-HQ-CL434337, Os / L5 /ZOOs

part of the rDw/spr anaryses. Retention of ol_der dat.a permitsreErospective analysis.

Technical_ implementation may be either as an adiunctsystem accessibre. rhrough rDw/spr or ås an i-"tèõr"i p"rf*år tr..underlying, searchable iederated daEa stores of rDw/spr. Thisdat-a approval dg.? not obrígate funds or resources for t.hetechnicar activiLies that aie required to implement ana-sùpportsystem loading and rel_at.ed activiUies.
Records Management Division (R¡Ð) will provide guidancet,o rDw/spr conceyi5rg õpecific retention, disposai, 

""ã-"Ëchivingfor this dara and thè rèsurrs of analysiå ãèrived from Ehis dar.a.



To: Office of the cro From: Directorate of rntelrigenceRe : 65F-He-CL434337, Os/Is /2005

LEAD(s):

Set Lead 1: (Action)

RECORDS MANAGEMENT

AT WASHTNGTON, DC

provide guidance to IDW/SpT concerning specificretention, disposal, and archiving to,. .h;-data and resurts ofanalysis derived from the d.aca.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON. DC

Read and c1ear.

Set Lead 3: (fnfo)

DTRECTOR'S OFFTCE

AT CIO, DC

Read and clear.

00



(Rev. 0 | -3 I -2003)

FEDERAL BUREAU OF INìíEST¡GATION

Precedence: ROUTINE

To: Ði-recEor,s Office
Date¿ t/6/200a

Àttn:

Àttn:

ÀÈt,n:
Àttn
Àttn:
Attn:
Attn:
AÈtn:
ÀtÈu:
Attn:
Àttn:
Àttn:
Attn:
AÈIn:
Attn:
AILn:
Àttn:
ÀÈtn:

Àttn:

cro*'.1-l
oPCf--

CJIS
Training
Administ.rative Services
Informat.ion Resources

Counterintelligence
Criminal Investiqative
Laboratory
fnspection
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Privacy Impact Assessment. MIOG l6-21.5
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Investigative Data Warehouse (IDW)

Full Privacy Impact Assessment, MIOG l:.6-Zl.s

Executive Summarv

ThislrivacY In1ryc! Assessment (ll4) il submitted in accordance with Manual of Investigative
g_d^O_pçtltjonal Guidelines (MIOG) 16-21.3, Completing a Privacy Impact ,4.ssessment, ã.td
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