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*** LAW ENFORCEMENT SENSITIVE _ DO NOT DISTRIBUTE OUTSIDE OF I¡BJ {.**

f DW-S V1.2 Data Collections as of August 27, 2005

Change

(¡)

1.

Notes:

rnel-lReports Collection was released on the IDW-S V1.2
Core and taken off the IDW-S SPT Subsystem on August 27,2OOS,

Automated case svstem (ACS) Electronic case Fíle (ECFI - This data set
contaíns copies of the ECs, FD-302s, Facsimiles, FD-s42s, Inserts, Transcriptions,
Teletypes, Letter Head Memorandums (LHM), Memorandums and other FBI
documents contained wíthin Acs/EcF for all but the foflowino FBI case
classif ication violations

The files are updated daify.
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Z : Electronic copies of all CIA non_
TS/non-SCl Intelligence fnformation neportllltRs) and Technical Disseminations
(TDs) from 1978 to MAy 2004. These files are nof updated.

g. lntefPluqFF¡leroom - Thís data set contains copies of ??
_scanned pages and their corresponding ôcn text files related to an FBI i9^ínvestigationoFUpdared ãii-Þ'ë?ro-il'€lly. 

--

lntelPlusl-lF¡leroomFileroom - This data set.conta¡Fs coo¡es ol,scanned pages
ing OCR text files related to thE ---_lnvestigationi.

Inrelrrust il-tleroom - This data set contai
and their corresponding OCR text files related to the
Updated periodícally.

7. lntef Ptusll---lr¡feroom - This data set c
pages and theír corresponding OCR text files related t
and provided to the FBl. Updated períodically.

8. IntelPlu{--T--lr¡leroom - This data set contains copies of scanned
pages and their.correspondíng OCR text files related to acts of domestic terrorism,
such as the Apríl 19, 1995 Oklahoma Cíty Bombing (Okbom). UøateO periôOicaffy.
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¿. lntelplusl fileroom _- This data set contaíns
copies of i text files related to mullFB|fiqldofficedataregardinqtheterroristactívitiesinvolvinffi

I tr lerevttt - | t|lò (¡atct ¡igl UUf ltal
corresponding OGR text files related to an



IntelPluffiileroom - This data set contains

'F** J,AW ENFORCEMENT SENSITIVE - DO NOT DISTRIBUTE OUTSIDE OF I|BJ ***

l0.lntelPlusl-lF¡leroom - This data set contains of scanned
to Al

Updated periodically.
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and their

periodically,

- This data set
pages OCR text files related to

all 56 FBI field divisions and other agencies.

14. Joint lntelligence Commíttee Investioation (JlCl) - Scanned copies and theír
corresponding OCR text files of alt FBldocuments related to extremist lslamic
terrorism between 1993 and 2002. These files are not updated.

15. Open Source News - Various foreign news sources that have been translated into
lnglish, as well as a few large U.S. publications, such as the Washington Post.
These files are updated daily.

16. secure Automated Messaoinq Network (sAMNet) - sAMNet consists of
messaging traffic that is sent between different U.S. Government agencies through
the Automated Dígítal Information Network (AutoDlN), including Intðlligence
lnformation Reports (llRs) and rechnical Disseminations (TD) from thé FBl,
central lntelligence Agency (clA), Defense lntelligence Agency (DlA), and others
from November of 2002 to present. IDW receivesbopies õf tne!è classífied
messages up to SECRET with no scl caveats. These files are updated daily.

1 l.IntelPlr Fileroom - This data set contains copies
R text files related to an FBI

Updated periodically.
rileroom - This data set contains copies of scanned pages
OCR text files related to an fe{-linvestigation of ihe

-Tfhe 
data, once receivediilfFe updated

S.Violeqt Gano and Terrorist Organization File IVGTOH - Lists of individuals and
organizations associate9 *¡tI'víolent gangs and terrorísm, provided by the FBI
National crime Information center (Ncfc). This file is updaied monthly.
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Page2 of2

b2
ÞtL

.b2
b7E



Investi ive Da

Presented by b6
b7c

¡.LL I¡¡FORIÍÂTIIT,¡ CI]¡TTÀINED
¡IEREIIü I5 UI,ICIÀs5IFIED
DÀTn 0a-02-200? BY 6sI?9 DI{H/'E,IÃICAL

September 12, ZOO5



Conce tofO eration Data

CORE library documents
- 42.g M unstructured documents in 17 collections

- ACS ECF: UPdated dailY

- lntelPlus (11.Filerooms): Updated when provided

- SAMNet: UPdated dailY

- JlCl: Static
- VGTOF: UPdated monthlY

SPT documents
urces
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Planned Major Changes to Services

. Data Ingest

o

o

September '12,2005 Outside the Scope
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Add new sources of data as re
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Program

l9ltf .ry-o-gngoing-to develop and populate an Àccers database to supporl thepropeny management and conii gu ratiori managem ent aðpeCiîðt- ioül]" " "'

September 12,zOOs
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Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDW Operation and Maintenance
N6s23 6-98-A-7 092 (DO 6046)

PMM NG-OM-OOg.BLI

2 IDW Overview
IDW is composed of th¡ee distinct sections, ingest, user query and control

,t.lrrt-cìAa fha e¡ana

b2
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2.1 lngesf
The ingest function accepts information from extemal sources, validates the data, and
formats the data for data storage.

2.1.1 Externaf Sources
IDW receives data from,

o The Automated Case System (ACS) is composed of several applications. These
applications are Investigatíve Case Management (ICM), Electronic Case File (ECF)
and the Universal tndex (LINI). IDW uses a subset of the Electronic Case File (ECF
).

by the FBI
¡ Violent Gang Terrorist Offender File (VGTOF) from Criminal Justice Information

Systems (CJIS) Division
o Joint Intelligence Committee Inquiry (JICI) - Paper counter-tenorism files
o The Open SourceLibrary is collected from global news sources that are either in

English or have been translated into English
data received from the

Various paper documents including
o handwritten notes
o official FBI conespondence
o intelligence analysis
o other terrorism related information

2.1.2 Data Validation
IDW has been certified to handle data at a Secret level. Any data classified higher than
Secret cannot exist in IDW. The data validation process verifies that all data to be stored in

Note: Hardcopy ve¡sions of thís document must b€ verified for correct version number wíth the IDW o&M Documint Cont¡ol ribraw.

PMM NG.OM-OO9.BLI
FOR OFFICIAL USE ONLY
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Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDW Operation and Maintenance
N6s 23 6-98-A-7 092 (DO 6046)

PMM NG-OM-OO9.BLI

IDW meets this security guideline. Data that is questionable is removed from the system,
and is reviewed. After the reviewer certihes that the data is appropriate for IDW it is
placed into the IDW databases.

Notc: Hardcopy versions of this document must be verified for conect version number witl¡ the IDW O&M Oocument Co¡rt¡ot L¡brarv.

PMM NG.OM-{)()9.BLI
FOR OFFICIAL USE ONLY
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Investigative Data Warehouse (IDW) Training
Federal Bureau of lnvestigation

Washington, D.C.
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r.f-lData sourc.f-l

b. Data sources: IDw draws its information from the following data sources:

ACS: Automated Case support. (cT case Files) Archived Investigative dating
back through calendar year 1995. updates pushed (FTp) to IDW once per day.
Intel PIus: updates pushed (FTP) to IDW as needed (usuaily once per day).
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JICI: Archived data from the Joint Intelligence Committee Investigation (JICÐ
regarding 9/1 l. (Static file system)

ORCON: Parsed data from SAMNet and ACS data collections at this caveat.
Pushed to IDW once per day.

SAMNet: SECRET and below cable traffic to/from FBI Headquafters. Pulled (FTP)
from SAMNet server (IDV/ chronological job runs every l0 minutes; SAMNet posts
new data 3 times per day).

TFRG: Tenorist Financial records. Updatcs pushed (FTP) to IDW once per day.

VGTOF: Violent Gang & Terrorist Offense File. Updated data file is provided in
entirety by CD on a weekly basis.

Open Source Research (OSINT): Current from the MiTAP server.

Ilandling caveats can apply (here are some examples) -

b2
b7E

c.

b2
.DIE:

LES - Law Enforcement Sensitive
COMINT - Communications Intellieence

S ignificant intemational terrorism incidents

Outside the Scope
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rDW Data Sources (cont)



lo seafch: Select'Brúwse'to view
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Open Source Data Sources



rDW Open Source Data Sources
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lDW-NG-PM-00r.01.00

Federal Bureau of Investigation (FBl)
Investigative Data Warehouse (lDWl

Project Management Plan

June 30, 2OO5

Prepared under Subcontract O4-684 +Zz
(Prime Gontract N6523G-O 4-D-6A441

Task Order OO93
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FBI IDW Program Management Plan IDW-NG-PM-001.01 .00

Data ingest functions will be the most frequently performed data administration tasks. As this
function is primarily tasked to another subcontractor, O&M personnel are not deeply
knowledgeable of the specific adminishative tasks. The table below indicates the sóurce and
frequency of periodic data ingest operations that are performed; other operations ,nuy be needed
on an ad hoc basis.

Data Type Media Frequency

ACS FÏP Daily

nNcrÀssrFrED / / FOR. OrFICrAr, usr-õ¡il.i
NARTT]ROP GRTãI1'tAAT

.- lntbrmation T hnology 19 June 30. 2005
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FBI IDW PIan \DW-NG-PM-001 .01 .00

Data Type Media Frequency

lntel Plus FTP Weekly

JICI N/A One{ime

SAMNet FTP 3X Daily

Open Source CD Daily

VGTOF CD Weekly

Table 5-l IDt# Data Ingest Type, Media and Frequency

nNcLÀssrFrED //
^lofrr|iRoP 

cRarut tA^t
FOR OFFICIÀ¡r USE ONIJT

lnforma tíon Technolog/ 20 June 30, 20A5
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rDW-NG-CA-002.01.06

Federal Bureau of lnvestigation (FBl)
Investigative Data Warehouse (lDUÐ

System Security Plan

June 30, 2OO5

(Prime Gontract N6523ô04-D-6844)
Task Order OO93
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FBI IDW Sysfem Securítv Plan tDW-NG-CA-002.01.06

IDW System Daø Ingest Flow

Automated Transfer of Raw Data to IDW-S

Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance wíth an Interconnection Agreement, Memorandum of Understanding, Memorandum
of Agreement or Interface Control Document. IDW-S V1.2.9 receives update data by the
following means:

o ACS update data is transmitted to the IDW-S system via File Transfer Protocol (FTP)
sessions over FB[Net. ACS initiates the FTP session.

r IntelPlus update data is transmifted to the IDW-S system via File Transfer Protocol (FTP)
sessions over FElINet. tntelPlus initiates the FTP session.

. SAMNet update data is transmitted to the IDW-S system via File Transfer Protocol (FTP)
sessions over FBINet. For SAMNet, the IDW-S system initiates the FTP session.

r VGTOF data is transmitted to the IDW-S sysrem via CD/DVD.
. Open Source News data is transmitted to the IDW-S system via CD/DVD.
o The JICI library is static and is nor updated on ID\M-S.
o The IIR librarv is static.

ôrrt- < i ¡lo t-ho c¡ana

aìrrl-ciÀa fl-'a a¡ana

into individual serial records (in the case of ACS documents (IntelPlus,
JICI, Open Sou¡ce News, IIR), SAMNet), or files (VGTO

-28-
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ACS
Elecronic
Case Files
(ECF)

FBI Automated
Case System
(ACS)

Secret and below

IntelPlus
Filerooms

FBI IntelPlus Secret and below

2

IL

40-
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FBI IDW System Security PIan tDW-NG-CA-002.01.06

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center íNCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Sou¡ce
News

MiTAP Unclassifred

Intelligence
lnformation
Renorts

clA Secret

b2
b?E

-41-
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IDW-NG-CA-002.01.06

ôrri< i Ào t-ha e¡ano

3.9.9 Indirect Connections

3.9.9.1 IDW-S Core Subsystem Indirect Connections

b2
b7E

FBI Intel Ph¡s

_48_
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FBI IDW Sysfem Security Plan rDW-NG-CA-002.01.06

I FBI Secure

I Automated
I Messaeins

I N"t*J* -

| 
(seMNeÐ

Secret FBI F-TP

FBI National
Crime
lnformation
Center (NCI(

Unclassified,/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory
(DocLab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CD/DVD

MiTAP - Open
Source News

Unclassified NA CD-ROM

IIR Secret CIA CD-ROM

b2
b7E

Outside the Scope
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Federal Bùreau of tnvestigation

FBI Data Warehousing,
Data M¡ning & Gollaboration:

An Enterprise View of Data
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Secfion Chief, Data, Engineering & lntegration
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OVERVIEW: WE ARE If{ TRA|{SITION
Moving From Reactive To Proactive

IVloving From Stov'epipes To Enterpnise

We Are in a Dynamic New World: The Environment
has Changed Radically and Thines \\¡ill Be DÍfferent!

Countering Terrorism Requires Us To Be Proactive.
We Must Anticipate What May Happen And Prevent
Terrorism Not Just Investigate It After The Fact.

We Must Accelerate Our Ability To Find and React To
Relevant Information. We Must Have fnteroperability,
Collaboration, Information Assurance, and Ready
Access To All Relevant Datallnformation/ Knowledge.

The Web, Metadata, COTS rData Warehousing, Data
Mining, Collaboration Technologies and BusÍness
Process Reengineering Will Fundamentally Transform
the Way We Do Business.
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FBI Priorities

Protect the United States from terrorist attack
Protect the United States against foreign intelligence operations and
espionage

Protect the United States against cyber-based attacks
and high-technology crimes

4 Combat public corruption at all levels

5 Protect civil rights
6 Combat transnational and national criminal organizations and

enterprises

7 Combat major white-collar crime
8 Combat significant vÍolent crime

9

10

Support federal, state, municipal and international partners

upgrade technology to successfully perform the FBI's mission



Reengineefing FBI "BEsTcoPYAVAITABLE"

Information Technolo
Business Process Reengineering

' Major focus on reviewing what we do and how we do it to see if we can do it
better, eliminate it, or combine it.

. Over 40 major BPR project ongoing

. Major shift in resources to Counterterrorism
. Restructuring of Information Technology in the FBI

' New Deputy Executive Assistant Director for Information Technology
' Major restructuring of IT & all IT acquisitions & realigning with FRI strategy
' Professionalization IT acquisition, development & program management
. Looking to Competitive Sourcing
. Rapid prototyping to meet dynamic user needs



Problems with Existing
Data Infrastructure

Interfaces Cumbersome

Unique Application Access, Most Lack an Efficient \ileb
Interface

Access to Data Bases Restricted, Limited, Stove-
piped. No Big Picture of All the Available Data

We Do Not Really Know What We Know or Who Has It

Lack of Critical Data in the Data Bases

Tremendous Duplication & Redundancy.

f{o Ability to Digitally Sign and Secure the Data

No Access To
External Sources



"BEST COPY AVAiLABLE''

Where We Are Headed:
An Information Enterprise

. Layered Architecture
' Separate layers to allow modular changes to

architectural as well as system components

Presentation
Web Browser

Business
Virtual

Applications
Case File

Data Layer
ata WarehouseA/KB

lnfrastructu re
Jrilogy Network,

Server & WS



Unclassified
DATA MART
(Nc_lg¡gJts)

Glassified
DATA MARTS The Vision

VÍrfual Ciase File

Provides The Business logic and
Processes To Enter, Change and
Process Data relative to a case - It
is How We Should Do Our Job in
the Future. Does l{ot Apply to
Non-Investigative applications,

Records Management
Application:

Provides central control of all
FBI records in accordance
with Federal Statutes & Policv.
Part of the controlting functioï
for the Data Warehouse.

Master Data Warehouse:
Stores All FBI Enterprise Data &
External data to Minimize Cost
and provide Enterprise Access to
AII our Data by all applications.
Combines Data into a searchable
Ínformation sphere that can be use
for data mining or cross indexÍng
without going through the tegacy
Applications.
- Key to interoperability.



BuitdÍng A f{ew Infrastructure

Desktop Hardware

LAN/WAN NET\ryORKS



Findins Drops of Infor*uääiTää"
Ocean of D ata & Connecting the Dots

Data Is In Different Formats, Different Media, Different Classifications, at Diffbrent Locations



Future Environment Must Support
AII Types of Data,

Wiretaps &

Legacy
Data Bases Forensics: Blood,

Fingerprints, DNA, etc
Local Law Enforcement,

Arrest Reports, DMV,
Vehicle Registrations,

Etc...

Open Sources
& Web Products

Intelligence Data

Terrorist Watch Lists

R 3 :X Ít?T;:ãif B 
yå üt'13 ; å,i}il,

Hotel, Airlines, Printed Documents etc.
Data includes: Documents, electronic files, images, audio,
Graphics, Multimedia, databases, web products, etc...

Law Enforcement is an Information Intensive Business

COITTÀI¡IED

HEREIN 15 IJNCLÀSSIFIED

DÀTE OE_??-ZOO? BY 65179 NUH/FJÀ,/CÀL

Automated
Case Files

Investigative Reports
&Evidence...

f mmigration
Records

DEA & ATF Data



@ why Build A Dara \Yarehouse?
A Data Warehouse Allows Us To Store Enternrise Dala that We

Qwn and Control to Minirnize Cost and Maximize Brlnefits.

' Gives You Total Knowledge of Everything You Have!
' Today we do Nor Really Know what we Have or where lt's At

' Makes Data available to all Applications from one source
. Eliminates Stovepipe View of one System at a Time

' SimplifTes Migration of OId Obsolete Data Stores & Applications.
. Reduced Cost of Operations & Maintenance

. Separates Data Access from ApplÍcations:
. Greatly Improves User Access
. Becomes an Enterprise Service
. Simplifies & Speeds Up Application Development

' Provides Information Exchange Portals or Data Marts
. Simplifies Accessing & Locating Information

. Supports Information SharÍng
. Support Transferring & Combining Data. Improves Security Access & Control
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Enterprise View of All Your Data
Use¡'s Don't Care Where the Data Is o¡'Horv it is Stored They Just Want F,asy Access
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State: (]uebt c
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¡lli:rses: ' ' ''Al¡rìses: ' :' "Þ
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Afl-rli:rtion.ç: -{l Q rirla

hrunlgrntiou Stntus: Erlil e<i

Citlzàrxtrtp: (-'nnndi ur
Date A¡rir"alFo¡t F¡urn
06-07.00 þrrYork Îr{onhe¡l Á.á

Clùnin:rl Bncligr.ound: fi us¡rerterl Teri:olists & Assnssi¡r
Description: -{l-Jrdcli is.believed tttJlavejgg¡g<ltle Al Qaicla terrorist orgauizatiorr iuI9l)I He tr airecl_U¡_.{qlfar¡¡laq¡¡rd rvas:béli'bo..clto haìe tre an the IISS C-ole



"BEST COPY AVAILABLE''

Information Framework
Pres,entation

l.ayer

Aacess
l.ayer

Vi¡"tual
Layer

Physical
Storage
Layer

Transport
Layer



Total view - of All Relevant Info via

Virtual Knowl

.Virtual Knowledge Base
A combination of distributed
data bases and data warehouses
(including external sources You
do not own) into a searchable
information sPhere that can be

use for data mining or cross
indexing.



FBI Interim Architecture

F-l
I

Data lVarehousing/VKB/Info Share

Trilogy
Other Business APPlications
Security/IA Enhancements
lnvestigative Technology & Cyber Crime



I

Information Sharing & Collaboration Using the
Intelligence CommunitY Model

NCICUndarr¡fied Dat¡
warehouse

FBI I'.{ET

Do NOT Share
With Anyone

Else

FBI Data
Marts

Limited
Sharing Under
Special Rules

Share with All
Cleared who have a

valid need-to-kno\ü



Data Mining & Exploitation
Fin,ding unrecognized relationìhips or correlations betweeu entities.

"Go.s belond simple cross indexing or table look ups.

Data Warehouse &

Raw'ata 
Virtua,l Knowledge Base

lngest;

trlBtadata

FIELD QUERI

[ocus a
Extract

Process;
Analy¿e

Belsuant
lsta

lnfomatlon
Be[u¡rements

Iuidence

80v"

Collect I tietd
G0ucfnmen Agents
PuHic a Pfiuate llata

Uisualize
& ne[ort

lnuesügaüue
flndlngs

w



DúAMiningi R.equires new Functions,New Data,

New Tools, New Procedures and Additional Personn'sl

HQ Data
Mining Unit



FBI Strategy:

P rovid e a C o mp lete, Us er-friendly, Tailorable_Integ{lt9g I'fl¡r o nment
for all users wiih web-based, commercial-off-the-shelf (COTS)
applications and specialized Government applications, with a single user
siþ-on that for eaih security level that support all functions.

Provide easy access to all authorized data and information without
knowingitsformat,locati@ion(MaintainsNeedtoKnow)
through-a Data warehouse and viltual Knowledge Base.

provide Rapid delivery and insertion of new COTS technology based on

customer feìdback, new requirements, commercial developments and
annual reevaluations. Test before you buy!

Provide Automatic Publishing & Dissemination using meta-data and
subscription services

Support Active Collaboration and Data Sharing across Law
enforcement, intelligence and with other Agencies.

User Driven End-state. Only the users can determine if a tool works for
them. Need set of interoperable tools. Must have Active User
Involvement Driving the Process.

Capability : Tools * Infrastructure * Training:|
^ 
Train-ed Users + CONOPS + Management Commitment

. How Do We Make This HaPPen?



ÀIt II'TFORI.ÍÀTIOI{ COT.ITÀIT.IED

TIEREII.T I5 TIT.ICTÀssIFTED

DÀTE O8-2?-ZOO? BY 65I?9 DT.ITI/E.]À/CÀt

Data Sources in IDW and SPT
p^efow-is 1¡qryqqry_of the 12 data sets that are currently in the main IDW as well as the
l0 in the TFOS/RRET special access page. The additional 14 other data sets that willtlplt¿lf t"gïF! Þy TFOS/RRET are ãlso detailed below as well as 5 other proposed
CTD TFOS/RRET data sets.

IDW
The following data sets and their approximate sizes, as of Q6103/2004, are

currently available through the main IDW:

Violent Gang and Terrorist Organization File (VGTOF)

Lists of individuals ul9 g.g*i?alions associated with violent gangs and terrorism,
provided.Þy the FPI Natioñal Crime Information Center (NCIö). -This file is upàäea
periodically, usually monthly;

Secure Automated Messaging Network (SAMNet)

SAMNet consists of messaging traffic that is sent between different U.S. Govemment
agencies through the Automatèd Digital Information Network (AutoDIN). incluáine
lntelligence.Information Reports (l!Rs) and Technical Dissemiirarions 1fb¡ mm Uie

b2

b2

Þt|j



b2
DIT:,

Joint Intelligence Committee Investigation (JICI)

Scanned
and2002.
not u

between 1993
These files are

DIE

Open Source News

Varioyl foreign news sources that have been translated into English, as well as a few
large U.S. publications, such as the V/ashington Post. These f,rlés are updated daily;

b2
b7E



ÀLL IÀ¡FORI{ÀTION' CO¡NAIIiIED
IIEREIü I5 IJNCLÀssIFIED
DÀTE I]E-Z7-¿OO? BY 65179 DI{E/B.JÀICÀL

b2
D IL

IDW System

Data sources currently in IDW

i" ;Ë;;il;. List or lFBr 
onrv

2¿12-HQ-1 139716 (serial 252)

supposed to be used for criminal

for lhe use of crim¡nal justíc€

supposed to be used fot

b€ disseminated oús¡de of the

IOnly supposed to be used for

lcriminal iust¡c€ purposes, and should
inol be disseminated outside of the

laur""u.

'lol 4



IDW

Data sources in IDW
DIssem¡nat¡on

- more enelysis need€d.

- more analysís needed.

inbrmalion should be ava¡lable to
enelysts, but need a policy to suppol
lhis assert¡on.

2ol 4



- mofe analysis needed.

suppol ¡ntell¡gence anelysis will bo

3of4



'b2

b7E

IDW System

4ol 4



Message Page2 of 6

At], II'IFORIÍATIOI{ COI.ITÀI¡IED

HEREIN I5 TffCIÂ55IFIED
DATE 08-2?-¿00? Br 65179 Dr{IrlBJA,/CÀr

---€riqinal Messaoe-----r-' fl]I]lll]loGcxFBI)
.ob
b7c

Sent: Tuesdav. September 28, 2004 9:58 AM

occ) (FBÐ
Ce MIrrF& wILtf,AM A. (OGC) (FBI)
Subject IDW data sources

UNCI-ASSIFIED
NON.RECORD

.b5
b2
b7E

9t28t2æ4



Page 3 of6

b5
.Ð¿

b7E

9nu2004



Message

Subject: RE: lnformation Sharing Policy Group Mtg - 9/28, 2:00, Rm 78.16

UNCLASSIFIED
NON.RECORD

Page 4 of 6

o6
blC

l-l
Assistant General Counsel
Administrative Law Unit (Room 7338)
Office of the Geîeral Counsel
(2o2) 324L)

--€riginal Message---
b6
blc

To
Cc ggçl_(rur:occ) (mr);l-l(occxFBr);

OTHER O/S

b5

From: MI[E& MLLIAM A. (OGc) (FBI)
Seür l''fenday, September 27,2004 6:36 PM

KELLEY, PATRICK W. (OGC) (FBI)

9r28t2M



Message Page 5 of 6

(or) (ocA)

SIWECKE& CHRIS (C]D) (FBÐ
(DO rroD) (FBr); GRIGG, G C|jYTON (CTD) (FBr);

oD( (R¡4D) (FBr);
(FBr);
E. JR (Or)

) (FBr);
oro) (FBr);

)(FBr);
) (FBI); KELLEY, PATRICK w. (OGC) DO) (FBr);

iCID) (FBI); LEwIs, JOSEPH R. (CID)
) (FBI); MIl.l-ER, WILLIAM A. (occ) (

crrs) (FBr);

) (FBr);

(srD)
SubJect: Mt9 - 9128,2:00, Rm 7846

UNCT-ASSIFIED
NON.RECORD

The lnformation Sharing Policy Group meels on Tuesday, Sept 28, at 2:00-3:00 in Rm 7g46. Attached
are:

l-\ q

Senü Friday, September 24,200412:39 PM
TO: SZADY, DAVÍD (CD) (FBÐ; ASHLEY, GRANT D. (Do) (FBI); AZMI, ZALMAI (ocxo) (FBI); EAGINSKI,
MÁ9¡,EEN A. (DO) (FBI); BAILEY, GREGG D. (ITODXFBT); BALD, GARY M. ICTóI tTAiIJBRôCK, KEVIN R.
(or)(FBr); caproni, vulglg E. loeq (FBr); FUENTES, THOMAS V. (oro) (rar¡; Éooxs, :o¡l¡¡ s. (ctrs)
(FBI); HOOTON, MLLIAM L. (Rl4D) (FBI); MONROE, JANA D. (CyD) (FBI); pHAtEN, cHARLES S jn lseco¡(FBr); prsrolE, JOHN l.gOl (FBr); QUUAS, LOUIS F. (DO) lrer¡;solor"roN, JoñATHAN r. (DO) irsÐ;'

b6
b7c S¡XFBI@L)(FBI

MTCHAE\ t (çrD) (FBr)l [ME) (FB
rsJ) (FBI); HALç@; HENDE

JDO)
Group

9t28t2004



b5
.DZ

Message
OTHER O/S

UNCLASSIFIED

UNCLASSIFIED

Page 6 of 6

9t28/2004



Message Page 2 of 3

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

OTHER O,/S

----Original Message---
F¡om: TANNER, MARK A.
Sent: Monday, Augugt [9,-]004 4:12 PMsent: Monoay, August uy, ¿(ruÎ a:L¿ Yn

Iq:DOXFBI); BAILEY, GREGG D. (ITODXFBI

n(üs)(FÐ
Cq ptSrOu, JOHN S.(DO) (FBI); CTD) (FBI); HARRINGTON, T
r. (crD) treill- 

-l

b2
Cr /E

b6
b7c

Subject: RE: ACCESS TO VISIT

.oTHER o/S

OTHER O/S

b2
b7E

OTHER O,/S

Ma¡k A. Tanner
Director of the
Foreign Terrorist Tracking Task Force (FTTTF)
7034"181-ltl

---Orioinal Messaqe.--
rro.EDoxFBI).Ðb

b'7c Sent: Monday, August 09, 2004 J1)? PM

ro: BArLEy, GREcó o. iúoóiret[(cJls) (FBI); rANNE&
MARK A.
Cc PISTOLE, JOHN S. (DO) (FBI); FEDARCYK, MICHAEL R. (CTD) (FBI)
Subject: ACCESS TO VISIT

SENSITIVE BUT UNCLASSIFIED
NON.RECORO

it.
file://C:\DocumentsTo20and%20SettineC-llocal%20Settings\TemporaryYo20Inter... ll/6/2006



Message Page I of I

cxFBt)

Tuesday, August 03, 2004 2:41 PM

From: l-loccxFBt)
Sent:

To:

Cc: KELLEY. P
(occ) (

John F.

Subject: FinCEN data for IDW

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

rvrr.Í-l

SENSÍTIVE BUT UNCLASSIFIED

(FBl);GRIGG, G CLAYTON (CTD) (FBl);
E. (OGC) (FBl);BAGINSKI, MAUREEN A.

ÀtI I¡]FORI,ÍÃTTON CÛIiJTÀTI¡SD

TIEREII'I 15 UNCI.å,5SIFTED
DJITE 08-2?-?ÍJO'l Ê\Í 65179 Ð[f]I/E,lA,/CÀL

b6
blc

Ðb
b7c

b6
blc

Assistant General Counsel
Administrative Law Unit (Room 7338)
Otfice of the GenFral Counsel
(2o2) 324L)

u3na04



b6
.b"TC

Message

p.orEocc)(FBÐ
Sent: Friday, July 16, 2004 8:26 AM
To: Curran,
(oGC) (FBr);
(occ) (FBr)
Cc: KELLEY, PATRICK W. (OGC) (FBI
Subject: FW: IDW Presentation

UNCLASSIFIED
NON-RECORD

---Ori
From:
Sentl
To
Cc
(FBr)
Subject: RE: tDW Presentation

UNCLASSIFIED
NON.RECORD

Page I of2

BI
OGC); MILLER, WILLIAM A.

OTHER o/S

oGC) (FBÐ

PMO) (FBr)
8:114M
oGC) (FBI) b6

ocèlrr-gù;nrrcn¡¡nnr,KENNETHMIcHAEL(rno)(reÐn(Ino)li,

b6
b7c

oTHER o/S

---Orioinal Messaoe-----rrorFocc)(FBr)
SeühursdayJ-Uly 15, 2004 4:32 PM
ro{--tPMo) (FBÐ
SubJect: RE: IDW PresenÞtion

UNCLASSIFIED
NON-RECORD

From PMo) (FBr)b6
b'tc 4 4:10 PMrol l(occ) (FBI)

Subject: IDW Presentation

UNCLASSIFIED
NON-RECORg

b6
blc

file'//l-'\ñn¡,rmcnrco/^?lìanáol^?oSe*,.o[]]].ncalol^?osettinos\Temno.rrwo/n)olnter I I l6D006



b5
.Þb

b7c

MILLER, WLLIAM A.; KELLEY, PATRICKW.

b5
b6
t^?.



Message
Àtl II,IFI]FHA,TIOIÍ CO¡ITÀT¡¡ED

I]EREIII T5 ÜtrIC[À55IFTED
ÐNTt. DA-27-200? By 65t?9 DHII,/B,]À,/CÀI

Page 2 of3

OTHER O,/S

) (FBr)
2005 2:45 PM

occ) (FBI); MILLER, WILLLAM A. (occ) (FBI)
Subject: Review of Proposed Response re: Data Mining

UNCLASSIFIED
NON.RECORD

OTHER O/S

b5

.D El

b7c

flrle://S:\OGC\UMTS\ALU-0917\ALU-LIBRARI InfP-66F-HO-1201415-I\References-tn..- n /6Dñ06



Message

b5

Page 3 of3

o/s

uNc|jsstFtEp

u¡LclÁsstFlEQ

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

,OTHER

b5

file://S:\OGC\I INITS\ALI I-0gl7\AI I I-LIRRARlAInfP-66F-HO-l?-01415-I\Referencec-I^ t 1 tÃt'')n^Ã,



From:
Sent:
To:
Subject:

s¡bler
RECORD 319X-HQ-xxxx

b6
b7c

.b6
r''7c

b6
b7c
b5

.bþ
b'7c
b5

t] FYt - thought you might want to come to the meet¡ng.

--€riginal
From:
Sent:
To:

CC:
Subject:

OGC colleages:

-_.Original
F¡om:
Sent:
To:

Cc:
SubjecÈ meeting next

b6
b7c
bs

It works for me and I would like to attend

Asistant Gcneral Counsel



Ðb
b7c 202424Í-l|

b6
b7c

From:
Sent:
To:

2006 u:

Cc: GRIæ,

tive Staff Section

It works for me and I would líke to attend.

Asi¡tazt General Coan¡el
PriaaE and Ciùl Liberties (Jzit, Roon Zi jB
262_72afl¡w;ce)
2s2_j/41!facsinik)

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBIWITHOUT
PRIOR OGC APPROVAL

.bs

.ob
b7c

t-]

'È¡sB-Tecu

b6
b7c
.l)5

.o¿

b6
b7c

Subject RE: Tent¿tive meeting next

sr\ér
É- no 3i9X-He-xxxx

OGC colleages:

subJecc-RE: Tentative rneeting n* **|{-l
seàdr
Fo-Fo ¡tgx-ne-xxxx

b6 __Original Messasq___

bj C From:



OGC colleages:

lwilltry to attend

b5

b6
.b7c NSB Executive Staff Section

b6
.b7c
,-oJ

---{riginal
From:
Sents
To:

Cc
Subject:

PiaaE and Cidl Ubefties (Jnit, Roon TJJB
zoz-i2+lwic4
202-32a1 Yfac¡inih)

PRIVILEGED DELIBER.ATIVE DOCUMENT. NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

---Original
F¡om:
Sent:
To:

Cc:
Subiect

(oGA)
meet¡rE next

It works for me and I would like to attend.

A¡istant Cenera/ Coan¡el
b6
b7c

b6
b'7c
b5

se&ár
R6lRo srgx-xe-xxxx

To the extent poss¡ble - does that work

RE: Tenùative meeting nelt

for everyone who wents to attend?



b6
.b] c
b5

---Orig¡nal
From:
Sent:
To:

Cc:
Subject:

sàler
ffi slsxl-te-xxxx

b6
b7c ssistànt Generaleõu nsel

Policy & Training Unit

f]]""n you try to have this on Thurs next week?

National qeçlltiry Law Branch
(202)3241 |

--€rigÍnal
From:
Sent:

b6 To:
b7c
b5

Cc:
Subject

b6
b7c
b5

DERIVED FROM: Muttipte Sources
4



From:
Sent:
To:
Gc:

Subject:

UNCLASSIFIED
NON-RECORD

--Ðriginal Message---
From: GRIGG, G. C1áYTON (CrD) (FBI)
SenÈ
To:
Cc:

Subject:

(FBt)

)(FBl)
occ)(FBr)

oGC) (FBl); KELLEY,

ÀtL II'IFIIRÌIÀTI0lif COÌ¡'ÎÀIIIED
HEREIN Ï5 UIICTÂ55IFTED
DÀTE 08-2?-¿û0? Eï 65179 DI{tf/B,IÀ/CAt

06 2:18 PM

b6
b7c
b5

UNCI-ASSIFIED
NON-RECORD

Good points. We do receive updates for some of the data sets which give us instructions as to which to add, modify or
delete. As far as accuracy some are corrected in this way while otherJare not. For example, if a foreign naiional piovides
inaccurate or untrue information on the l-94 card they fill òut as their plane is landing in the US, neitheiDHs or us tan
control that. The information is put on the card by them, retyped into a database veibatim Oy OnS and shared with us.
That is an example of a potential inaccurate or uñtrue recoril'that would not be corrected.

In contrast however, another record that we get that could be corrected is an ACS or UNI record. One week we may get a
dump from ACS. The next week they may send a correction noüce to remove duplicate documents, correct a case iO-, etc
These would be handled accordingly. The same happens with data from FinCEN and others. lf for example some intel
agency writes a cable on SAMNET and we ingest it today, then later they debunk the source, they will ¡ssüe a new cable
taking back the claim on the old cable. But the original cable remains ai a matter of record and tile new one stands as a
correction to the original. The problem is both simþle and complex to describe and address.

Our intention and goal is to model as best as possible the records contained in the primary system. Therefore, if the
pr¡mary system allows for updates or changes to the record then we will reflect the changé. ín this way we most resemble
a mirror and the central burden remains on the primary system.

G. Glayton Grigg
Acting Director
Foreign Tenorist Tracking Task Force (FTI-TF)

b6
b'7c
b2

oGO (F8f)

lr'd'i|-}oGc)(FBI);MI|.IER,MLLIAMA.(oGc)(FBI);KEtI.EY,PATRIcKw.

(703) 553
(202)262

--Orig¡nal Message.-



Wednesday, October04,2006 1:04 PM
GRIGG. G. CI.AYTON (CTD

b6 F¡nm:
b?C Sents
b5 To:

Cc:

-occ)(FBI)

To: KEI.J-EY, PATRICK W.

UNCLASSIFIED
NON.RECORD

.Ð Cl

.b'lc
b5

TD) (FBÐ 

-

ocôi tnítll-locc) (FBI); MILTE& wrLuAM A. (occ) (FBr); KEn-Ey, pATRrcK w.

Subjech

UNCLASSIFIED
NON.RECORD

As¡istant Generøl Coan¡el
Priuacy a7g!Çjyil Libeúier (Jnit, Roon 7338
2s2_j2n¡wa¡
202-324_J(faæinite)

PRÍVILEGED DELIBERAT¡VE DOCUMENT. NOT FOR DISCLOSURE OUTSIDE THE FBIWITHOUT PRIOR
OGC APPROVAL

-€riginal 
Message--

F¡om: GRIGG, G. CI-AYTON (CTD) (FBI)
S€nC Wednesday, October 04,2006 1li

b2
b6
b7c

b6
blc A(ocqffi

Gq (FBrì_Jocc)
(FBD

b5



b5

.OTHER O,/S

b5

G. Clayton Grigg
Acting Director

b2
b6
b7c

Foreign Terrorist Tracking Task Force (FTffF)
Counterterrorism Divisign (CTD)

(703) ss{-l(off¡ce)
(202)2621 l(CetUBlackberry)

J9!J)-2!9-J!Zager\
Blackberry UNC|-ASS)



p.o) (FBt)
ITSDXFBr)

RE: Query regarding IDW

From:'-\) Sent:bic To:
Cc:

Subject:

UNC[.ASS¡FIED
NON-RECORD

GRTGG, G. CLAYTON (CTD) (FBt)

oGc) (FBl

ÀIT IUFORI.IÀTION COTùTÀII.IED

HEREIN fS ûI.ICIÀSSIFIED
Þ¡iTE 08-2?-'¿O(J7 ET 651?9 D¡lH/E,lÂ/lÀt

b6
Formoreadditiona|informationyoUcan"t.o"ont""tfþ

1. An operational division, unit or group identifies a need for a particular data source
f . Requirements are gathered regarding the data source (i.e. Data source description, operational need, data type,
location, size, classification, etc.)
3. The data source is nominated for future consideration by the Information Sharing policy Board (lSpB)
4- Before the ISPB rules on the data source it is reviewed 6y the OGC, Security, et]c. and â erivacy lmpáct Assessment is
completed
5 Aly issues identified by this review are addressed and if they are correctable and then the data source is proposed to
the ISPB for approval
6. The ISPB then reviews the findings by OGC, Securíty, etc. and either approves or disapproves the new source7. Once approval is obtained the daia wilt be ingested.

I would like to review what you draft before your reply if possible.

NOTE: lt should be noted that even before a data source arrives at the ISPB for review by OGC, Security, etc. an
extensive requirements gathering process is conducted. This involves meeting with the ohginal data soui-ce owner (if from
Slol[ï agency then this involves inter-agency meetings, sometimes Memorañdum of Undérstandings as occuned with
Fin9EN)- Additíonally, the idea.is often run by OGC eùen before presented to ensure the proper reqúirements are

thered. Another concern and item to in mind is

ere are a numþer source rs what order.

G. Clayton Grigg
Act¡ng Director
Foreign Tenorist Tracking Task Force (FfffF)

b2
b6

(703) s5{--l(office) b7c
(202) 2621 l(CelUBtackberry)

J9l!)-ZJ9-JlLager)
Blackberry UNCt.ASS)

b6
b7c

---Original Messaqe.--
From: l-lDo) (FBÐ
SenC Wednesday, October 04, 2006 5:1g pM

foi GRIGG, G. ctAYTON (cTD) (FBD
Subjech RE: Query regarding IDW

UNCLASSIFIED
NON.RECORD

Mr. Grigg,



b2
b6
b7c

Policy Board, Security, prior to ingestion of any new data. U
add to this.

collections to 53 data sets

G. Clayton Grigg
Acting Director
Foreign Terrorist Tracking Task Force (FTTTF)

wiEign (cTD)

revtews,
, the lnformation Sharing
f TFOS could probably

ÀtI IITFORI'ÍÀTIOI{ CO¡¡'TÀI¡IED

IIEREfN I5 iruCilrSSIFIED
DATE O8_27-¿TO? BT 65I?9 DTTII,/BJA/CAL

b6
b7c

The sítuation with the tDW is that all available data that we had resources for, deemed most operationally
critical andlor had ready.access to has been pursued or proposed. The progiam nas not oã timiteo uy
unwillingness to share. In my estimation the cooperation has been unpreceãented and is one of the
Program's most profound successes. The amount of data in the system has experien ced a2lxgrowth
factor in the last 2 112 years and 34x in the number of accounts. Útit¡zation a"ro.r árr progi". lines is
growing and 1000s of accounts have been created for non-FBl users. The system went fiom f Z
collecllons to 53 data sets.Eecause¡f-its-s¡lccçss demand has significantly outpaced resources andcapacity' This has caused 

,lof the lDW in concärt w¡Ûróróio rã"qqlgse-chang
and mitiqlte,Xl^:t: q?Tib.,,_--leÌñãÏ9qp.9-.seT6y this.resource constrained enu¡ron*àniL_¡,_angrnlllqttgryherepossibléTñê7rSk5Tm-þõTé?Tyrhisreso| þf IDW is compiting the tist of databases in lDW.

es

b2
.D(]

b'7c
(703) ss3n(Office)
(202)262|, l(Cell/Blackberry)(877127Ol l(Pager)

I KBtackberry UNCLASS)

b6
b'7c

---Oriq¡nal Jrlessaqs--- 

-
from: l-]Do) (FBr)s€nt: Monday,September 11,2006 1:16 ptl

I": - GRIæ, G. ct-AyTON (CTD) (FBDSubject Queryregarding IDW

UNCLASSIFIED
NON-RECORD

Mr. Grigg,

I m an agj¡nt in Congressio.SJ-ff.fairs, with responsibility for the Senate Committee on the Jucticiary.
Senator Charles Grassley(R-lA) is a member ót t¡e comm¡ttee. rrlJattached letter ftom Senator
Grassley requests ínformation iegarding sources for the records 

"oÀta¡nø 
¡n lDW. specmðiarry,

Grassley wants to know what agenciesãre not participating ¡n iów- 
-

Please take a look at the letter, and give me.a cafl to educate me on the process.

b6
b'7c

<< File: grassley incoming re lDW.pdf >>



.b6

^'7 
î upervisory Special Agent

Ofñce of conoresslonal Affairs
(202) 3241 |

UNC¡áSSIFIED

UNCL.ASSIFIED

UNCLASSIFTED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED



From:
Sent:
To:

Subject:

UNCLASSIFIED
NON-RECORD

fvi

-occ)(FBr)

PATRTCKW. (OGC) (FBt)
FW: Query regarding IDW

,2006 4:10 Pjd_'occ¡ lrai¡F(occ) (FBr); KELLEy,

b6
blc

---{riginal Message--
F¡om: GRIGG, c. CIAYION (CTD) (FBÐ
Sent:
To:
SubJect:

UNCI-ASSIFIED
NON-RECORD

FYI below re: IDW from Senator Grasslev

G. Clayton Grigg
Acting Director
Foreign Terrorist Tracking Task Force (FTTTF)

(crD)

Thursday, September 21, 2006 9i¡01ü_
{rr'& wrr-i:¡M A. (occ) (trr:ffi) (FBÐ
FW: Query regarding IDW

b2
.Db

b7c

uNcl-Ass)

--€risinal Messaoe.--
b6 lrom: I fDo) (FBI)
b?C senë Monclay, September 11, 2006 1:16 pf,l

To: GRIGG, G. CtáyTON (CID) (FBt)
Subject Query regarding IDW

UNCLASSIFIED
NON.RECORD

Mr. Grigg,

I'm an agertt in CongressìonalAffairs, with responsibility for the Senate Committee on the Judiciary. Senator Gharles
Grassley(R-lA) is a member of the c¡mmittee. The attåched letter from Senator Grassley requèití inørmàüon regarding
sources for the records contained in lDW. Specificially, Grassley wants to know what agénciås are not participatin! in "
IDW.

Please take a look at the letter, and give me a call to educate me on the process.



GRTGG, G. C|-AYTON (CTD)(FBt)From:þr Sent:b6 To:b1c cc:

Subject:

uNcl_AsstFtEp
NON-RECORD

2:18 PM

w. (occ) (FBt)

ÀtI I¡TFÛR¡ÍÅTTOil CO¡TTÀT¡IED

HEFET¡i I5 U¡]CLÀSSIFIED
DATE 08-2?-200? EY 65179 DI{II,/BJA/EIIL

sc) (EED_
trÉ¡iFocc) (FBt); MILLER, wtLLtAM

Good points- We do receive updates for some of the data sets which give us instructions as to which to add, modifi or
delete. As far as accuracy some are corrected in this way while otherJare not. For example, if a foreign naiíonat piovides
inaccurate or untrue information on the l-94 card they fill out as their plane is landíng ¡n ne US, neitfieiDHs or us'can
control that. The information is put on the card by them, retyped into a database veibatim by DHS and shared with us.
That is an example of a potential inaccurate or untrue recoril that would not be corrected.

In contrast however, another record that we get that could be corrected is an ACS or UNI record. One week we may get a
dump from ACS, The next week they may send a correction notice to remove duplicate documents, correct a case iD-, etc.
These would be handled accordingly. The same happens with data from FinCEÑ and others. lf for example sore intel
agency writes a cable on SAMNET and we ingest it today, then later they debunk the source, they will issue a new cable
taking back the claim on the old cable. But thã original cäble remains as a matter of record and the new one stands as a
conection to the original. The problem is both simple and complex to describe and address

Our intention and goal 
is to model as best as possible the records contained in the primary system. Therefore, íf the

primary system allows for updates or changes to the record then we will reflect the ðtrangé. ín this way we roit resemble
a mirror and the central burden remains on the primary system.

b2 F_b6 (703) sæl-l(office)
b7c (202) 2621 l(Cetl/Btackberry)(877127Ol l(Paoer)

l-Tðnóroerry UNcLASS)

G. Clayton Grigg
Acting Dlrector
Foreign Terrorist Tracking Task Force (FfffF)

--€riginal l'les5¿gs-

b5
.Db
.b1c

From:
SenE
To:
Cc:

Subjecb

-occ)(FBr)

Wednesdaf Ocbber M,20061:04 pM

_GRrçES,gAIIgNrgrp) (FBr) _r-- ,;-. ;;-t*ôi rtdtlEoGc) (FBI); MI,.-E& w*rrAryr À (occ) (FBD; KErr.Ey, pArRrcK w..faGo$ED_
=r.l-I



hq

b6
r1c

b2
l)b
-t)/U

As¡irtaü Ganeral Coxnnl
Priwg and Civil Libeíies [Jnit, Rnon 7JiB
202-i2aflwicQ
202-i2al lfac¡initQ

PRIVILEGED DELIBERATIVE DOCUMENT. NOT FOR DISCLOSURE OUTSIDE THE FBIWITHOUT PRIOR
OGC APPROVAL

--Orig¡nal Message.--
Frþm: GRIGG, c. CtáyTON (CTD) (FBÐ
Sent: Wednesday, October 04, 2006 11:
To: KELLEY, PATRICKW. A. (OGc)

(FBr

(FBD

UNCLASSIFTED
NON.RECORD

b6
b7c
b5

one of the questions today by the President's civil Liberties Board (PCLB), particularly that of Lannie Davis,fqcused on how and if users are able to nominate documents contâining ¡na'ccurãiJiniorrài¡on for removal and/ornotiff other users of their. observations regarding a particular Oocument. What we are talking about in simpleterms is "digital.sticky notes" and commeñts tha-t can be attactreo òrä.io"ì"tø *¡tË ã ääiuä"nt that other userscan review' This can also be used to facilitate and promote collabãration between users. At the bottom of the FD-302 we find the words, "The document contains neither recommendations o, "*àiiøii oi'tn" ret." ECs, cables,etc. have no such caveats.

one issue is that the lDW, like the FTrrF data mart, are not systems of records merely aggregate custodians ofother records. An as such do not contain "originar,' records noí ióunJ ersewhere.

oTHER o,/S



b5

OTHER O,/S

G. Clayton Grigg
Acting Director

.b5

b2
.DIE

b2
b6
}\?.

Foreign Terrorist Tracking Task Force (FTITF)
Countertenorism Division ICTD)

(703) ssal--l(office)
(2o2)2621 l(CelUBlackberry)

.L8ZZl2Z0l-llP?ger)I lBlackberry UNCIáSS)

UNCLASSIFIED

UNCLASSIFIED

UNGLASSIFIED



F¡om:
Sent:
To:

.br5

b6
b7c

Cc:

Subject:

UNCLASSIFIED
NON.RECORD

GRrGc, c. CLAYTON (CTD)(FBt)
Wednesday, October 04, 2006 11:1
KELLEY. PA
A.(
F

ÀI,1 I¡¡FORTÍÀTIO¡I CT}TTÀTIIED

TÍEREITI I5 U¡]CTASSIFIED
DNIE 08-27-200? BY 65I?9 DHII/EJA/CÀI

WILLIAM

(FBt)l-l

One of the questions today by the President's Civil Liberties Board (PCLB), particularty that of Lannie Davis, focused on
how and if users are able to nominate documents containing inaccurate information fór removal andlo¡ notify other users
of their observations regarding a particular document. What we are talking about in simpte terms is "digital iticky notes"
and comments that can be attached or associated with a document that otlher users can review. This cän also bê used to
facifitate and promote collaboration between users. At the bottom of the FD-302 we find the words, ,'The document
contains neither recommendations or conclusions of the FBI." ECs, cables, etc. have no such caveats.

One issue is that the lDW, like the FTTTF data mart, are not systems of records merely aggregate custodians of other
records. An as such do not contain "original" records not found elsewhere.

OTHER O/S



b2

G. Glayton Grigg
Acting Director
Foreign Tenorist Tracking Task Force (FTTTF)

(703)
(2O2) l/Blackberry)

UNCLASS)

UNCI..ASSIFIED



From:
Sent: :;.To: ::"
Cc: 'o)

Subject:

UNCLASSIFIED
NON.RECORD

-(uGU)(r-Br)

Wednesday, October 04, 2006 1:04 PM

ÀIL I¡IFOF}Í&TTÛ¡I COI.TTÀII¡ED

HEFNIil I5 U¡ICIÀSSIFIED
DETI. CJA-27-2087 B\Í 65179 DHII/¿B,lÀ,iCÀt

Assistant Gez eral Coan sel
PiaaE ary!Çþil Ubertiet Unit, Room 7lj8
202_i24-únic4
202-324|_Jfæsinih)

b2
b6 PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DTSCLOSURE OUTSIDE THE FBIWITHOUT PRIOR OGCb.7C APPROVAL

--Original MessagÈ.-
From: GRIGG, G. Ct¡yTON (CrD) (FBD
Sent:

;;. ro:

b5
C.c:
9¡bjecE

Wednesda¡ October 04, 2006 11:
KELLEY, PA

UNCLASSIFIED
NON.RECORD

1

(FBt) _)tráUffioGC) (FBt); MILLER, wtLLtAM
w. (occ)(FBt)

.bb
b7c

,al%
Gúl|-ÏNsB)(FBI)

b5



b5

b2
.Dtt

.ÞJ

One of the questions today by the President's Civil Liberties Board (PCLB), particularly that of Lannie Davis, focused
on how and if users are able to nominate documents containing inaccurate informatioñ for removal and/or notiff other
users of their observatlons regarding a particular document. What we are talking about in simple terms is "digiial
sticky notes" and comments that can be attached or associated with a documenitnat other usèrs can review.-This
can also be used to facilitate and promote collaboration between users. At the bottom of the FD-302 we find the
words, "The document contains neither recommendations or conclusions of the FBl.'' ECs, cables, etc. have no such
caveats.

One issue is that the lDW, like the FTTTF data mart, are not systems of records merely aggregate custodians of other
records. An as such do not contain "original" records not found elsewhere.

G. Clayton Grigg
Actlng Director
Foreign Terrorist Tracking Task Force (FTTTF)

(703) 5s3
(202)262
(877') 270

(Office)
(Cell/Blackberry)

b5

b2

b2
b6
b'tc

(Pager)



.b2

b6
L?^

UNCT.ASSIFIED

UNCLASS¡FIED



RE: IDW PlAs

From:
Sent:
To:
Gc:
Subject:

ocq (FBD
07,2006 1l:26 AM
ITSD) (FBI)

, 2006 11:35 AM
occ) (FBt)

, PATRTCK W. (OcC) (FBt)

SENSTTIVE BUT UNCt-ASStFtEp
NON.RECORD

We have essentially 54 databases under lDW. I think they represent 54 data sources or a somewhat smaller subset

l)C)

b7c

---Orig¡nal
From:
Sent:
To:
Cc:
Subject: RE: IDW PIAs

_.{riginal Mçssige--

Senb Tñu
To:
Subj€tü

To: GRIGG, G. CIáYTON

NON-RECORD

ÀTI, II.IFORÌÍÀTIOH CO}ITÀ]I.IED

ITEREIIiI TS UNCTÀs5IFTED
DATE 08-2?-ZOO'| By 65I79 DI.ÍH/E,IA,1CÀL

OTHER O,/S

(FBÐ;.KE lg-PÁIBICL]¿L(F8Ð{_J

b5

b6
La^

--i.rngtnat f{essage-_
From: l-l(mD) (FBr)
Sent: .'Fus¿av.tu",t"trt 

?nn67.çr r006 7:51 Atl
oc¡c) (FBI)

ocq (FBr)

b6
b'lc (occ)

(nSD)
Subject IDW PIAs

(DO) (FBr)



_locc) (FBt)
20064:23PM 

-
: IDW Meeting dNCTC

bb
From:
Sent:
To:

Gc:
Subject:

.b¡

) (FBl); BOWMAN, MARION

UNCLASSIFIED
NON-RECORD

PRIVI LEGED COMMU NICATION

b6
b7c

ss¡stant General Counsel
Policy & Training Unit



--Original
Frorn:
Sent:

b?c To: GRIGG, G.

St¡bjecÈ

UNCLASSIFIED
NON-RECORD

FBI_NCTC_IDW-Me FBI-IDw-Intro-s-$
eting-10-May-20... 2006.ppt (39...

Here are the minutes of the IDW meeting and the IDW presentation.

ffi

.DZ

.Þo
b'7

--4riginal
From:
S€nt:

b6 To:
1î

D¿
.Db
b7c

SubjecÈ

UNCLASSIFIED
NON.RECORD

To further clarify role based access to FBINET:

t-t
Supervisory Special Agent
National Counterterrorism Center (NCTC)

-erouoC¡¡ef-f-ou¡terintelli 
gence G rou p'tflt

b6
.b7c Sents

To:
SubJecÈ

,--€rieinalE_ SecD) (FBI)

UNCLASSIFIED
NON.RECORD

b6 ¡_l
b'7 c | , , , , ,f fhe following Role Base Access has been established for the oGA Federal Employees and Contractorswhich fall into these catagories of individuals: Supervisors and Analysts r¡resð ìñoividuajs Éave the fo¡owingaccesses: unrestricted universal Index Search, i64 crime Abroad Â¡rcraft, 174 Bòmbing Matters, igg iñternat¡onat

Tenorism (Old), 262 Overseas Homicid-e/Attempted Homicide, 265 Acts of Tenorism (otd), 266 Acts ofTerrorism/Domestic Terrorism, 279 WMD, 294 infrastructure Protection, 300 CT Preparedness and 3iS Intemational

RE: IDW Meet¡ng W/NCTC



b6
L?ñ

Terrorism Investigations.

t-t
b6
l-\?c

oÐ (FBÐ

b6
b'7c

.b2

.ob
b7c

Supervisory Special Agent
National Counterterrorism Center (NCTC)

ffl" É@*r*¡rï.å,1í iË''r
Subject FW: IDW Meeting w/NCTC

UNCLASSIFIED
NON-RECORD

l-lr betieve non FBtonty have access to 31s fites, can you ctarify this?

$erintelligence Group

--€riqinal Messaoe.--
r--t tfoD(oGA)

National Counterterrorism Center (NCTC)
Grouo Chief Counlerintelfigence Group

b6
b7c

S€nt:
To: O.AYTON

SubJect RE: IDW

UNCLASSIFIED
NON-RECORD

The more important question is who has access to unrestricted ACS case files (315 or wider), which are in lDW.

--€riginal
From:
Sent:
To: GRIGG, G.

9rbþct:

UNCLASSIFIED
NON-RECORD

Just to follow up on the FBINET access to non-FBl personnel assigned to NCTC:

400 OGA personnel have access to FBINET at NCTC, of which 289 are OGA Fed Employees and l i 1 OGA
Contractors.

ln additíon to these numbers, there are currently 56 FBI personnel assigned to NCTC.

b6
b7c

f-t
Supervisory Special AgentDZ

b6
b'7c



)

which fall into these cata,gories of. individuals: pugglvlsgrs and Analysts. These individuals have the following
accesses: Snrestricted Universal lndex Search, 164 Crime Abroad Â¡rcraft, 174 Bombing Matters, 1g9 Interñaüonal
Terrorism (Old),262 Overseas Homicide/Attempted Homicide, 265 Acts of Îerrorism tOIË1, Zoo Acts of
Terrorism/Domestic Terrorism, 279 WMD, 294 infrastructure Protection, 300 Cf erepàrøäess and 315 International
Terrorism lnvestigations.

b6
b7c

--€rÍsinal Messaqe---
r.-t-Elor)(FBD
S€nb 'Ihr{Sday, May 11. 2006 3:27 pM

To: SecD) (FBÐ
suuject-MlDWtrlEõ@Fr.¡crc

UNCLASSIFIED
NON.RECORD

Roger, I believe non FBlonly have access to 315 files, can you clarify this?

upervrsory Spêcraf Agent
National Counterterrorism Center (NCTC)

erintelligence Group

CTAYTON

SubJecU RE: IDW

UNCLASSIFIED
NON.RECORD

The more important question is who has access to unrestricted ACS case files (315 or wider), which are in lDW.

--Original
From:
Sent:

(FBI)

To: GRIGG, G.

SubJect:

UNCLASSIFIED
NON.RECORD

Just to follow up on the FBINET access to non-FBl personnel assigned to NCTC:

400 oGA personnel have access to FBINET at NCTC, of which 289 are oGA Fed Employees and 1 11 OGAContractors.

ln addition to these numbers, there are cunenüy 56 FBI personnel assigned to NCTC.

ùFñ¡so-rySpec¡ãlAgent

b2
b6
b'7c

b6
D/U

b2
.DCl

blc National Countertenorism Center (NCTC)

f@+"rintetligence Group'



b6
b7c

UNCT.ASSIFIED

UNCI-ASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCI.ASSIFIED

UNCLASSIFIED


