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ALL INFORMATION CONTAINED Page 1 of 1
HEREIN IS UNCLASSIFIED
DATE 05-02-2008 BY 60324 UC BAW/RS/VCF
b6
b7C
S
Sent: Friday, September 30, 2005 4:35 PM b2
To: b6
) b7C
e —— — e —
Ce: l ]
l Oherman,
Justin] mﬁ
Donna Bucella;] IRick Kopel:|

Attachments: TSC Redress Fact Sheet _FINAL 09.19.05_.pdf; Redress Referral checklist (FINAL
09.09.05).pdf

To Redress/Complaint Officials at All Screening Agencies,

As you all know, on September 16, 2003 President Bush issued Homeland Security Presidential
Directive/HSPD 6 creating the Terrorist Screening Center (TSC) and mandating the creation of a
consolidated and integrated government terrorist watchlist. Since that time, TSC has been working with
the agencies that use terrorist watchlist data to screen individuals to ensure that such screening is
implemented in a manner consistent with the provisions of the Constitution and applicable laws,
including those protecting the rights of all Americans. To that end, earlier this year TSC implemented a
formal redress process to better aid TSC and your agencies in coordinating our work together on redress
matters related to terrorism screening.

Attached are two documents we hope will be helpful to you in this process. The first is the TSC Redress

Fact Sheet, which will aid your agency in understanding when to send a redress matter to TSC, as well

as our redress process generally. The Fact Sheet also contains a list of Frequently Asked Questions

about TSC redress. The second document is the TSC Redress Checklist, which is a tool to assist your

redress office in identifying which matters are appropriate for TSC coordination. Once completed, your b2

agency should send the checklist and accompanying material to TSC at our new redress email address: bb
| | You may also fax redress matters to us (per the instructions contained in our bic
Redress Fact Sheet) at | (Unclassified). If you need fo provide classified information on a
specific matter, please contact our Quality Assurance Branch |to make appropriate
arrangements for transmission. :
Please share these documents with your staff and feel free to contact me orf | b6
| if you have any questions about these documents. We look b7C

forward to continuing to work with you on these matters.

Sincerely,

‘Lerrorist Screening Center

11/13/2007




REDRESS REFERRAL CHECKLIST
Please comglete this clzecklzst and send it to TSC with the appropriate papenvork.

Date: Agency Name:

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED

DATE 05-02-2008 RS/¥CF
‘ l Please complete the checklist below before sending to TSC.

] This package includes the following minimum identifying information:

Individual’s name:
(last, first, middle)
Da}e of Birth:

Citizenship:

[] This package includes other necessary information, including:
] Copy of complaint and all other paperwork submitted by individual

[] Other relevant documents or data (e.g., TECS record, copy of agency
incident report, etc.)

[_] My agency has verified the identity of the individual seeking redress in
accordance with our internal Privacy Act regulations and policies.

Priority Status: [l  Normal Processing

(select one) Ol Expedited (briefly explain need for expedited processmg):

Who is your agency’s point-of-contact for this redress matter?

Name:
Phone:

Fax:
Email:

FOR OFFICIAL USE ONLY 05/09/2005
PRIVACY ACT MATERIAL

b2

b7C




ALL INFORMATION CONTAINED
HERETN I35 UNCLASSIFIED
DATE 05-02-2008 BY 60324 UC BAW/RS/VCF

From:
Sent:
To:
Subject:

Categories:

Attachments:

C

amber 30, 2005 10:32 AM

MISID resolution process

BP, DHS, Redress, USG

I

b7C

b5

b7C

ter

b6
b7C
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ALL INFORMATION CONTAINED

Eiland other documentation which was Initially sent and vetted with the FBI's Terrorist Screening Center b6
ftheir email response is below, referring to d | Alsoina separate attachmentis ,7¢

To soive th f this complainant in the future-can you reach out to your contacts at NTC- bTE
:a__hﬁ ieve and ask hie al lfor this traveler to avoid future travel problems. She

HEREIN I3 TUNCLASSIFIED
-DATE 03-15-2008 BY 60324 UC BAW/RS/VCF

b2
b6
b7C
From: | |
Sent: Friday, April 14, 2006 10:06 AM
To: I |
b6
Cc: | ] . b7C

Subject: Request for Perpetual RFI
Importance: High

Attachments: PRFI Req rel |pdﬁl lpdf

Good Morning, .
Re uestal Ifor the following individual. Attached is the incoming correspondence from:] b2

ost recent inspection at Denver Inf' Airport. b7E
NAME] |
DOB: ]
Last Inspection: 02/07/2006 [duration was 44 minutes, accordingly to the logs] . b2
<<PRFIReqrd ____ Jpdf>><[____ Jpdf>> b6
Problematic recordf | bic

The LIODOB is incorrecﬂ | | ; b7E

Thank you

Information Disclosure Unit, Ol, ICE HQ, Wahsington, DC

Phone] |Fax |Emaily

b2
-----Original Message--—- b6
From: ] b7C
Sent: Friday, April 14, 2006 6:54 AM
Toj ] .
Subject: RE: Redress matter 06-044 (Smith) iﬁé
Scott and Eric, :

b7cC

has her DOB plus passport number should make it
easier to distinguish her in the future.

Thanks for all your help!

b2
b6

-—-Original Message-—--- b7C
From{ ]

Sent: Saturday, April 0 06 5:25 AM
Tof
Cc:

Subject: Redress matter 06-044:

TSC Number Last Name Status Referred Disposition

11/13/2007




06-04 atch List 1 | |
If you have any questions regarding this matter please feel free to contact me at

11/13/2007

b2
Page 2 of 2 b7E

be

b7cC
b2
b6
b7C
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=32:48 X085 Inspeckion Results 0£1206

PID=E505 A337 DENVER, INTL BIRBORT , b2
FLw/VESE: UNITE0 AIRLINES, INC. ) -
DOC TYPR: 2 F» CIRY: US UNITED STATR SEX: B b6
DNAME {23ST) : | ~ FRST: poBs[______ ] w®ic
Rpmogy' " [ [ IMMIGRATION INSPECTION DTE: 02072006 TME: 1201
MANDATORY REFERRAL. CONTACT NTC. | ] : i?c
STATES SERE HAD SIiffran EXEW&B&C., IN WASHIRGTON DC, DULLES. O FIN NMRBER
SNAME (TaST) « FRST: DOR:
METTONALITY; TS ONITED STATES :
DISPOSTEIONT USC U.S. CITIZEN ADMIT UNTIL DATE:
CHARRGE {CODED): I ] LOOKOUT MRFCH? (Y/N) Y
DEFERRED TO POE: . FIN#: '
SECONDARY OFFICER; IMMIGRRTION INSPECTION SERI 0270772008  12:45 b2
COMMENTS = ] CODE: i be
NFC/CTR ISSUE WiTH THIS INDIVIDUZL, SALSE MATCH. RECORD: [ | b7c
syox§ VIETH NEC OFFICER] AT 1o Tm-mfm MATCH. b2
] LT - I .
Toe "::‘ ADMETISD A5 USC TROER LL INFORMATION CONTAINED b6
HEREIN IS UNCLASSIFIED b7C

DATE 05-15-2008 BY 60324 UC BAW/RS/YCF

b2




E

ALL INFORMATICON CONTAINED
HEREIN IS UNCLASSIFIED
DATE 0§-15-2008 BY 60324 UC BAW/RS/VCF

REDRESS REFERRAL CHECKLIST

Please complete this clecklist and send it to TSC witl the appropriate paperwork.

EMA]L1 | FAX: I b2

b7C

Date: Enter date of submission Agency Name: US.Immigration and Customs Enforcement

l ) _ Please complete tlze checklist beloiy before sending to TSC. |

- This package includes the following minimum identifying information:

Individual’s name: I . b6
(last, first, middle) b7C
Date of Birth:

Citizenship:

U.S.

This package includes other necessary information, including:
Copy of complaint and all other paperwork submitted by individual

[Z] Other relevant documents or data (e.g., TECS record, copy of agency
incident report, etc.)

[l My sgency has verified the identity of the individual seeking redress in
accordance with our internal Privacy Act regulatmns and policies. .

Priority Status:

(select one)

Normal Processing
Expedited (briefly explain need for expedited processing):

Only used for Congressional Inquires.
For all others, check the normal processing box

and leave the expedited unchecked.
For all check boxes, place the cursor over thie box and usa tha left button on the mouso.

‘Who is your agency’s point-of-contact for this redress matter?

Name:
Phone: b2

Fax: . b7C

Email:

FOR OFFICIAL USE ONLY
PRIVACY ACT MATERIAL

05/05/2005
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15:47 TECS II -~ PERSON SUBJECT DISPLAY (1 OF 3) 022406 T2MRGO003

TID= L5SPM T2PRGO11
TECS RECORD ID POM46434800B10 ENTRY 070805 UPDATE 070805
NAME- PHYSICAL IDENTIFIERS b6
FIRST MID HISPANIC RACE SEX HAIR EYES P7C
TMAGE ALIAS M NICKNAME sTC HT 000 000 WT ENGLSH

PERSONAL- s/M/T MORE
DOB[_____ ] POB- CNTRY ST  CITY . CTZN  MORE

SSN MORE AFN _ MORE RES EXC/SITE TIP MORE

PPN TSC 318286 TYPE = CNTRY ISSDT EXPDT MORE
ADDRESS- DATE STREET APT _
CITY STATE CNTRY ZIP TYPE MORE .Jgs -
CONTACT- NTC 24X7 LOOKOUT DUTY OFFICER PHONE | :
OWNER CASE NBR MORE
PRIMARY 4 REFER SECONDARY START STOP QRY NTFY 1
STATUS ST SUSPECTED TERRORIST CAT
REMARKS- DATE 070805 MORE M

ESCORT TO CBP SECONDARY AND DETAIN IS MANDATORY WHETHER OR NOT
THE OFFICER BELIEVES THERE IS AN EXACT MATCH.

DETAIN TSOLATED AND IMMEDIATELY CALL THE LOOKOUT DUTY
NC SUB-RECORDS ’ )

(Fl/F2;HELP)(F3=MENU)(F4=HITLIST)(F8=NEXT PAGE) (F9=VIEW ACCESS) (F11=DISCLOSURE)
* 2 NCIC RESPONSES; <F12>=CK NCIC¥* (F14/15=LINKLIST)(F16=PRINT)(F17=HOMEREC)

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-15-2008 BY 60324 UC BAW/RS/VCF
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15:48 TECS II - NCIC/NLETS RECORD DISPLAY 022406 T2MRM401
TID= L5PM ALL INFORMATION' CONTAINED T2PRM403
: HEREIN IS UNCLASSIFIED

DATE 05-15-2008 BY 60324 UC BAW/RG/VCF
Fhkkhkhkhkhhhhhhhhhhdkhdhhhddhhhhhhhhrhhhhkhhhhhkkdhd kb hrh Rk hhh sk hhhrhhrk ek

FROM NCIC ON 02/24/06 AT 15:46:40 PRESS ENTER TO CONTINUE
1LO1CQURFCK73800738 :
USINS00T4

b6

NO NCIC WANT NAM/ |pos{ ] bC

(F1/F2=HELP) (F3=MAIN MENU) (F4=PREV MENU) (F7=PREV SCREEN) (F8=NEXT SCREEN)




' Requést for| Page 1 of 2

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED

DATE 05-15-2008 BY 60324 UC BAW/R3/VCF i]ksz
. b6
b7C
From: [ | b7E
Sent: Monday, April 24, 2006 2:15 PM
To: |
Cc: | |
Subject: Request for b2
b6
Importance; High BIC
Attachments:] pat| bar; 06TC17268 Pt b7E
Hi,
Request d |for the following individual. Attached is the incoming correspondence
fron{ rand other documentation which was initially sent i FBI's b2
Terrorist Screening Center [their email response is below, referring t _ Also :Eg
in a separate attachment i most recent vehicle inspection at Progreso, Texas Port of Entry. :b7§
" NAME] |
DOB: .
Last Inspection: 04/16/2006 b2
| lpdi>> <4 bdf>> <<06TC17264 [pat>> _ b6
Problematic record:] | b7C
b7E
Thank you

Information Disclosure Unit, OI, ICE HQ, Wahsington, DC
Phone IFax |Email:| I

-----Qriginal Message-~---

From{’ |

Sent: Monday, April 24, 2006 11:34 AM

To: | b2

Cc: ] : b6
Subject: RE: Redress 06-035 b7cC
Based on the email below, send a request to CBP-National Targeting Center to create a I B2
record. b7E
It seems as though the following record is the sole problematic recordj ](re-verify this).

If so, include this record ID in your request.

Thank you,

1

-—-Original Message—---

From ] : b2
Sent: Monday, April 24, 2006 11:24 AM b6
To b7¢C
Cc: Redress b7E

Subject: Redress 06-035

It has been determined that one of our CBP referrals (froml | was wondering if you

11/13/2007




Request for| | " Page 2 of2

could help us create]| |for this individual in TECS? In the past, this has helped the
complainants |

I

DOB:

SSN:

Let me know if you can grant this request or if you need additional information. Thanks very muchi
viT,

Terrorist Screenini Center

11/13/2007

b2
bo
b7C

b2
b6
b7C
b7E




ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
' DATE 05-15-2008 BY 60324 UC BAW/RI/VCF

_ -——-<= QUERY ~==--
NAME DOB _° DATE TIME AGN RSLET
1 o=1e06 2038 Cus TECS

L23B-PROCGREE0, INTERNATIONAL DOC:

' PECS RECORD ID

CERXIER CODRB
FLT/VES NUMB=RR

Mo

0£2406 b2
b7E

_ b6
b7C
INE . TERM/
TYC REF IANE APl
VEE TI02 N
THSD: 257082273

b2
b7E

b2




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-15-2008 BY 60324 UC BAW/RS/VCF

REDRESS REFERRAT., CHECKLIST

Please complete this checklist and send it o TSC:with the appropriate paperwork.
EMAIL.-FP—" ] raxe] ]

Date: Enterdite of subnissiod Asency Names: .S, Immigration and Customs Enforcement

I _Pleq'se coinpletethe chw%bdm’ befsz'e sending fo TSC.
This package includes the following minimum identifying information:
Tndividual’s name: _
(last, fivst, middle)
Date of Birth:

Citizenship: MeXico

This package includes other necessary inforation, including:
Copy of complaint and all other paperwork submitted by individual
Other relevant documents or data (e.g., TECS record, copy of agency

inicidentreport, etc.)

My agency has verified theideatity of fhe individual secking xedress in
accordance with our internal Privacy Act regnlations and policics.

Prioritv Statusy  |/]  Normal Processing

(select one) ] Expedited @riefty explain need for expedited processing)s
Only used for Gongiessional Inquires.
For all others, check the normal pio’cessing box
and leave the expedited unchecked.

Forall checkbexes, placs the wusor over the bax and e (ha 16 Bution an the fouse:

‘Who is your agéey’s point-of-contact for this redress matter?

Name:

Phome:

Fax:
Email:

FOR OFFICIAL USE ONLY 0970972005
PRIVACY ACT MATERIAL '

bé
b7cC

b2

b7C

b2
b6




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-15-2008 BY 60324 UC BAW/RS/VCF

JANUARY 16/,2006

. ATIN:IBIS

RE{ 1
DOBY I

g b6
—.854 S e i+ o ¢ oo g

- 1ALWAYS GETSTGPPED CUZAS SOON AS'T GIVE MY RESIDENT

b7C

ADDRESS |
' TX. 78596

PHONE¥ BUSS.| I . b6
HOME#| | | b7C

IO WHOMITMAYCONCERN; - : |

;XHAVE BEEN TRYNG TG AS&POR HELP SINCE THEPASTS
YEARS, '
-BEGAUSEBVERYTIME 1 HAVE TO CO\fIB INTO THE US FROM'IHE
BORDER INSPECTION IN PROG%SSO TX

ALIEN & FHE OFFICER PUT IT IN THE SYSTEMS THE ALARM
GOES OFE-& ALL OTHER OFFICER COME DIRECTLY TO ME WITH
MY CHILDREN & FAMILY & THEY MAKE ME PUT MY HANDS UP
LIKE ¥F M A CRIMINAL OR SOMETHING.

' THE THING IS THAT THEY KEEP CONFUSINGMY WITHTHIS- - — e

" OTHER INDIVIOUL THAT HAS MY FIRST & LAST NAME & DOB

THE SAME,

BUT MY 3 NAMENOT THE SAME NOR SOCIAL SECURITY NOR
DRIVERLICENCE # IS THE SAME, _

M ASKING FOR HELP CUZ THEY ALREADY TOOK PICTURES OF
ME SOTHEY KNOW-ITS NOT ME SOMETHINS THEY MAKE ME &
MY FAMILY WAITMORE THEN I % THEIR & ITS SOMETHING
REALLY FRAUSTING & UPSETTING ALONG WITH PUTTENG MY

- BANDS-UP SEARCHING WITH 2 DOGS GAS TANK. & EVEY THING I

WISH I DID*T HAVE TO GO THROUGHT THIS EVERY TIME,
BUTMY PAREN’«I’S ARE B MEXICO SOIHAVE TO GO OFIEN. .

u- L MeT
.;J’C
TIPS 2% ¢ 1
o { {l' "".“&'x f.t‘(

.-




TM SURE 1J CAN PUT A PICTURE IN THE COMPUTER SO WHEN
THEY PUTMY CARDINIT, THE ALARM WILL THELL THEM
(OFFICERS) THAT ITS NOT ME OF SOME NOTEINTHE -
COMPUTER SYSTEM THAT WILL ALERT THEM ITS NOT ME!
PLEASE HELP ME RESOLVE THIS ISSUE THAT’S OUT OF
CONTROL , [HAVE FILLED OUT 4 TIMES THE COMMENT CARD
TO ASK FOR HELP AND NOTHING GETS DONE.

MOST OF THE OFFICER ALREADY KNOW ME & MY FAMILY BUT
ot B LY STILE- DG THESAME... ..

I'M ALWAYS NICE & COPERATE BUT THIS 1S GETTING TO FAR. o
OUT OF CONTROL .

M SURE THIERS SOMETHING THAT CAN BE DONE SO PLEASE]
ASK FOR YOUR HELP!!

SINCERELY,

b6 .

PR
R . a e A LT same el Seprechees W S e T cor
- . e Sy R M XTI Tl | g
P——— e - _ d
[ ia e oSt B

b7C ’
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15:49 TECS II - PERSON SUBJECT DisSPLAY (1 OF 3) 013006 ;]'02
TID= LSBT = :
TECS RECORD_ID | | ENTRY 123102 UPDATE 022705,
NaMR- IAcT| PHYSICAL IDENTIFIERS
FIRST| ) HTSPANIC RACE SEX HATR  EYES b7.c
. };me& ALIAS M NICKNAME STC H’}.Z 300 WT 000. ENGLSH
PERSONRAT,- S/M/T MORE
poB[ ] ©OB- CNTRY ST  CITY ) CTZN  MORE
SSN . MORE AFN MORE  RES EXC/SITE TIP MORE
PPN NONE 43320 TYPE  CNTRY CIs ISSDT EXPDP MORE
ADDRESS- DATE STREET A ©  APT :
o CITY ’ STATE CNTRY Zip TYPR MORE N
CONTACT- NTC 24X7 T.OOKOUT DUTY OFFICER . PHONE | be
OWNER — ] CASE NBR ‘ . MORE *7C
PRIMARY 1 [ ] START sTOP ORY NTEY 1 .,
STRTUS| _ I ' CAT bIC
- MORE M
b2
~b7C
(b2
{
|
ALL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED ;
DATE 05-15-2008 BY 60324 UC BATJKRS!VCF :
13
1]
|
!
i
b2 .
b7C’




14:38 IECS II - NCIC/NLETS RECORD DISPLAY 020206
l | ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED. )
L S DATE 05-15-2008 BY 60324 UC BAW/RS/VCF
*k‘#*r:‘:**i*i*!‘:*i*:‘:***?{*‘*************************v‘r**‘**‘***-k*****‘***&**&is‘ei*i****

FROM NCIC

ON 02/02/06 AT 14:35:34 PRESS ENTER TO CONTINUE

1L0ICOUQRSD72000720.

USINS00E3

b2




TECS IT - NCIC/NLETS RECORD DISDLAY 020206 b2

14:38
| . ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-15-2008 BY 60324 UC BAU/RS/VCF
R A R T EIR AR R R AR IR LR IR R AR R RAII AR A IR RRIRIRKR AT R I LR LRI TIARFTXE SR *

IF YOU RRE A BORDER PATROL OFFICER

b2

ORI/DCTSC0200 NAMA [SEX/M RAC/U DOB b6 -
aGNG] [sGP] : biC

b2




14:38 TECS II - NCIC/NLETS RECORD DISPLAY 020206 , b2
’ ALL INFORMATION CONTAINED ) b

HEREIN IS UNCLASSIFIED .
DATE 05-15-2008 BY 60324 UC BAW/RS/VCF : :

*%‘ki**a’e*****iiii**********.**:‘e:':**********************»**'*"*************’**’:’t;’(i’**** b
ECR/H DOPR/NONEXP OCA/00000Q04953%1 bic
MIS/NONUSPER NC-29531 NAM: | MU coowTRY: CHILE
DNA/N : o
orz z8| | . b2

NIc| |DTE/20050507 0340 EDT b7E
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-15-2008 BY 60324 UC BAW/RS/V

Thank You

be
bicC

b6
b7C




ALL INFORMATION CONTAINED

A ¥ HEREIN IS UNCLASSIFIED
‘{7 DATE 05-02-2008 BY 60324 UC BAW/RS/VCF
] b6
From: Rick Kopel bIC
Sent: Tuesday, August 29, 2006 9:27 AM
To:
Cc:
Subject: FW: Control # 20063982 and TECS record change
Importance: High
Can someone please take a look at this one?
b6
[ ] Boc
Can you get me an update on where are with the new feed (MQ) with CBP?
Thanks,
Rick Kopel
Principal Deputy Diréctor
Terrorist Screening Center
(phone)
(pager) b2
----- Original Message----- b2
From:l ] b6
.Sent: Tuesday, August 29, 2006 8:40 AM bicC
To: Rick Kopel
Subject: Control # 20063982 and TECS record change
Importance: High
Rick - as per our conversation yesterday, please review the record below
and advise asap since I have a congressional reply which needs to be
written. thanks ;
b6
. b7C
b2
bé
————— Forwarded byl NE/USCS on 08/29/2006 08:38 AM ~----- b7C
' To:
08/28/2006 04:36 ce:
PM Subject: Control # 20063982 and TECS
record change
The TECS record changes for the control onl Iare as follows: b2
. b6
TECS Record # b7C
b7E

Record should have additions from the NCIC information: .

Sex = F
Height = 504




‘
Weight = 120
Race = W
POB = US, ST = PA

With these additions, there should be no confusion with similar names and
definitely, no males will be referred, such asl

Thank you,

b6
b7cC




ALL TNFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE 05-02-2008 BY 60324 UC BAW/RS/VCF

&~

CTD) (CON)
b6 =

From: | I(DO) (FBI) b7C
Sent: 007 11:15 AM
To: (CTD) (CON)
Subject: FOIA Request Regarding TSC Watchlist Mismatches (190-HQ-C1547903-59) - Email 3 of 3
‘iImportance: High
Attachments: Chambliss03222004tr.pdf
UNCLASSIFIED
NON-RECORD
The attached document, described below, was located in response to the above subject matter.
1) Letter dated 03/22/2004, with enclosure, from AAG William E. Moschella to Senator Saxby Chambliss
This document was located and provided b){ bCA. ?Eg c

Chambliss03222004
ltr.pdf (4 MB...

b6
biC
Office of Conaressional f\ffairs

UNCLASSIFIED




ALL FBI INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
RomImeet s MmUY DATE 04-25-2008 BY 60324 UC BaW/RS/VCF

U.S. Department of Justice Fal
Office of Legislative Affairs

Office of the Assistant Attorney General Pashington, D.C. 20530

Maxrch 22, 2004

The Honorable Saxby Chambliss

Subcommittee on Immigration, Border Security
and Citizenship

Committee on the Judiciary

United States Senate

Washington, DC 20510

. Dear Mr. Chairman:

Enclosed are responses to questions posed to Mr. Larry A. Mefford, Executive
Assistant Director of the Federal Bureau of Investigation, following Mr. Mefford’s
appearance before the Subcommittee on September 23, 2003. The subject of the hearing
was “Information Sharing and Watchlisting: Changes Needed to Protect Qur Borders.”

‘We hope that this information is helpful to you. Please do not hesitate to call
upon us if we may be of additional assistance in connection with this or any other matter.

Sincerely,

Vol & Wisl AL,

William E. Moschella
Assistant Attorney General

Enclosure

cc: The Honorable Edward M. Kennedy
Ranking Minority Member




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-02-2008 BY 60324 UC BAW/RI/VCF

R

(CTD) (CON)
From: I |(DO) (FBI) b6
Sent: 007 11:08 AM bIC
To: _ (CTD) (CON)
Subject: FOIA Request Regarding TSC Watchlist Mismatches (190-HQ-C1547903-59) - Email 2 of 3
Importance: High
Attachments: Simmons03312005itr.pdf
UNCLASSIFIED
NON-RECORD
The attached document, described below, was located in response to the above subject matter.
1) Letter dated 03/31/2005, with enclosure, from AAG William E. Moschella to Representative Robert R. Simmons
This document was located and provided by OCA, }E?c
Simmons03312005#t
r.pdf (312 KB...
I b6
ffairs b7C

UNCLASSIFIED




4LL FBI INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 04-25-2008 BY 60324 UC BAW/RS/VCF

U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Waskington, D.C. 20530

March 31, 2005

The Honorable Robert R. Simmons

Chairman

Subcommittee on Intelligence, Information Sharing
and Terrorism Risk Assessment

Committee on Homeland Security

U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

Enclosed please find responses to questions posed to Ms. Donna Bucella, Director of the
Terrorist Screening Center, following Ms. Bucella's appearance before the Subcommittee on
March 25, 2004.

As you may know, the FBI's Office of Congressional Affairs furnished draft responses to
this Office in June 2004. Due to an inadvertent oversight, however, the draft responses were not
reviewed in a timely manner. We regret the delay in responding to the Subcommittee’s questions
and hope that you have not been unduly inconvenienced.

Thank you for your attention to this matter. Please do not hesitate to call upon us if we

. may be of additional assistance.

Sincerely,

RVITRS7I)

William E. Moschella
Assistant Attorney General

Enclosure

cc: The Honorable Zoe Lofgren
Ranking Minority Member
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attomey General Washington, D.C. 20530

March 31, 2005

The Honorable Howard Coble

Chairman

Subcommittee on Crime, Terrorism and Homeland Security
Committee on the Judiciary

U.S. House of Representatives

Washington, DC 20515

Déar Mr. Chairman:

Enclosed please find responses to questions posed to Ms. Donna Bucella, Director of the
Terrorist Screening Center, following Ms. Bucella’s appearance before the Subcommittee on
March 25, 2004.

As you may know, the FBI's Office of Congressional Affairs furnished draft responses to
this Office in June 2004. Due to an inadvertent oversight, however, the draft responses were not
reviewed in a timely manner. We regret the delay in responding to the Subcommittee’s questions
and hope that you have not been unduly inconvenienced.

Thank you for your attention to this matter. Please do not hesitate to call upon us if we
may be of additional assistance. .

Sincerely,

SRV TRE SN

William E. Moschella
Assistant Attorney General

Enclosure

cc: The Honorable Robert C. Scott
Ranking Minority Member
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ALL INFORMATION CONTAINED
gb HEREIN I3 UNCLASSIFIED
: DATE 05-02-2008 BY 60324 UC BAW/RS/VCF
(CTD) (CON)
From: 1 _ lpoy) (FBI) p7C
Sent: 007 11:00 AM
To: (CTD) (CON)
Subject: FOIA Request Regarding TSC Watchlist Mismatches (190-HQ-C1547903-59) - Email 1 of 3
Importance: High
Attachments: Specter11302006ltr.pdf
UNCLASSIFIED
NON-RECORD
The attached document, described below, was located in response to the above subject matter.
1) Letter dated 11/30/2006, with enclosure, from AAAG James H. Clinger to Senator Arlen Specter be
This document was located and provided by| | OCA. b7C
APﬂ
Specter11302006tr
..pdf (5 MB)

| | b2
pecial Frojects Uni b6

Office of Congressional Tfairs’ b7C

UNCLASSIFIED
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U.S. Department of Justice -

Office of Legislative Affairs

Office of the Assistant Attorney General . Washington, D.C. 20530

The Honorable Arlen Specter

Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Enclosed please find responses to questions posed to FBI Director Robert S.
Mueller II1, following Director Mueller’s appearance before the Committee on May 2,
2006. The subject of the Committee’s hearing was “Oversight of the Federal Bureau of
Investigation.” The FBI submitted these responses for clearance on July 10, 2006. We
hope this information is helpful to the Committee.

The Office of Management and Budget has.advised us that from the perspective of
the Administration’s program, there is no objection to the submission of these responses.
If we may be of additional assistance in connection with this or any other matter, we trust
that you will not hesitate to call upon us.

Enclosure

cc:  The Honorable Patrick J. Leahy
Ranking Minority Member

November 30, 2006

Sincerely,

(s 000

James H. Clinger
Acting Assistant Attorney General
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Responses of the Federal Bureau of Investigation
Based Upon the May 2, 2006 Hearing Before the
Senate Committee on the Judiciary
Regarding FBI Oversight

Outside the Scope

Questions Posed by Senator Specter




QOutside the Scope

25. Committee staff was briefed by the Foreign Terrorist Tracking Task Force (FT'TTF)
that 2 terrorists a week are detected in the United States and those leads are forwarded to
the Joint Terrorism Task Force (JTTF). We know from the FTTTF representative who
briefed our staff that 2 of the 9/11 hijackers were on the terror watch list, but the
information was not communicated to the JTTF. Have you identified the cause of the
breakdown, and taken steps to avoid its reoccurrence?

Response:

Before the attacks of 9/11/01, multiple terrorist watchlists were maintained by
various Federal agencies without review by or coordination with other agencies.
The two 9/11 hijackers referenced in the question were on the Department of State
(DOS) watchlist referred to as TIPOFF at the time of the attacks, but the FBI was
not aware of this. Following the 9/11 attacks, HSPD 6 (9/16/03) mandated the
creation of the Foreign Terrorist Tracking Task Force (FTTTF) and the Terrorist
Screening Center (TSC) to ensure watchlists and terrorist tracking efforts are
coordinated throughout the Federal government,

The TSC was created to systematize the Government’s approach to terrorist
screening and to the maintenance of secure, consolidated terrorist identity
information. The TSC shares watchlist information with Federal, state, local,
territorial, and tribal law enforcement agencies and with others in the IC.

The FTTTF was created to provide information that helps to keep foreign
terrorists and their supporters out of the United States or that leads to their
location, detention, removal, prosecution, or other appropriate action. The FTTTF
uses innovative techniques to provide the information necessary to fill gaps
relating to the location of known or suspected terrorists and terrorism supporters.
Like the TSC, the FTTTF shares this information with Federal, state, local,
territorial, and tribal law enforcement agencies and with others in the IC.

17




26. A June 2005 OIG report entitled “A review of the Terrorist Screening Center” found
that the watch list could be missing names, some names might be designated at
inappropriate threat levels and that the FBI hasn’t given other agencies full access to its
watch list. Is this still a problem?

Response:

The TSC is charged with developing an accurate watchlist of known and
suspected terrorists. These identities and the derogatory information describing
their specific nexus to terrorism are passed to the TSC through the watchlist
nomination process by either the National Counterterrorism Center (NCTC) (for
international terrorism subjects) or the FBI (for domestic terrorism subjects).

Upon the receipt of an NCTC or FBI nomination, the TSC conducts an individual
review of the available information, including the derogatory information on
which the nomination is based. If this information supports placement on the
watchlist, the identity is included on all watchlists for which it qualifies, including
the Violent Gang and Terrorist Organization File (VGTOF), the Transportation
Security Administration (TSA) Selectee and No Fly lists, DHS' Interagency

Border Inspection System, the DOS Consular Lookout and Support Svsteml |
b2

| Each of these lists has specific minimum b7E
criteria for inclusion. For example, inclusion on TSA's No Flv list requires that.__l
the nomination contain a
faffects inclusion in] |
b2
b7E

Consequently, these identities will also be included in the other
watchlists for which the subject qualifies. From these lists, other agencies have
access to information regarding FBI subjects. Outside the Scope

18




Qutside the Scope

TERRORIST WATCHLIST

69. During the past year, the Terrorist Screening Center has initiated a record-by-record
review of the terrorist screening database to ensure accuracy, completeness, and
consistency of the records. Inspector General Fine has reported that the database
currently contains more than 235,000 records and that TSC’s review will take several
years.

a. How can a list this large possibly be helpful to the FBI and its law
enforcement partners in the effort to thwart terrorism?

Response:

The suggestion that the "large" size of the Terrorist Screening Database (TSDB)
somehow makes it less helpful is incorrect. The size of the TSDB does not
adversely affect the efforts of the FBI and its law enforcement partners to thwart
terrorism. Rather, the TSDB - as maintained by the TSC - now serves to link the
domestic law énforcement and intelligence communities, a link that did not exist
before the attacks of 9/11/01. On 9/9/01, one of the 9/11 hijackers was pulled
over for speeding by a law enforcement officer in Maryland. Since there was no
consolidated watchlist to alert that officer that the individual he had encountered
was a known terrorist, the officer did not have a chance to give that terrorist any
extra scrutiny. :

70




The June 2005 DOJ OIG Audit Report (Report 05-27) identified the need for a
consolidated terrorist watchlist and, based on that recommendation, the TSDB
was developed as the U.S. Government's consolidated database of all terrorist
identity information based on nominations received from the FBI and the IC. Ifit
comes to the attention of the TSC that an identity no longer exhibits a nexus to
terrorism, that identity will be removed from the TSDB. The TSC engages in an
ongoing effort to maintain the most thorough, accurate, and current information
possible in the TSDB.

Practically speaking, the FBI and its law enforcement partners conduct electronic
NCIC queries of the TSDB, so the size of the TSDB is not a factor. If a query
results in a positive or possible match, the investigator is advised to contact the
TSC; these calls are resolved in approximately five minutes. Unlike the officer
who encountered the 9/11 hijacker on 9/9/01, law enforcement officers today who
call the TSC receive a quick response advising them whether they are dealing with
a known or appropriately suspected terrorist. Armed with that information, these
officers are able to ask relevant questions, conduct consensual searches, and be
alert to suspicious information or possible associates. Information obtained
through these encounters is then fed back to the TSC and the IC for analysis,
better enabling the U. S. Government to “connect the dots." ’

b. How much longer will it take for the TSC to complete its review?

¢. What impact will the delay in getting an accurate terrorist watchlist have
on the FBI's counterterrorism mission?

Response to subparts b-c:

As of 5/21/06, the Terrorist Screening Data Base (TSDB) contained over 491,000
records, but these records do not represent 491,000 separate individuals, since one
individual may have multiple aliases or name variants or may claim multiple dates
of birth, each of which is counted as a separate record.

The record-by-record review of existing TSDB records began on 4/1/05, but we
cannot predict when this review will be completed because priority reviews of
particular segments of information continually intervene. For example, while
TSC formerly relied on the accuracy of information provided by agencies
nominating individuals for inclusion in the TSDRB, in March 2006 TSC began to
conduct its own detailed review of each nomination to ensure all placements in
the TSDB are appropriate. TSC data integrity analysts have also been asked to
review the records of 4,000 frequently encountered indif'duals to ensure their

inclusion on the No Fly list is appropriate, to revie domestic terrorist
subject records to ensure the accuracy of handling codes, and to review records
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| These

mgn prionity reviews are bemng conducted along with the daily average of 1,000
new nominations and requests for modification of existing records, all of which
must also be rigorously reviewed and verified to avoid misidentification.

These reviews are being conducted in order to ensure that individuals who are
included in the TSDB erroneously and do not pose a terrorism risk are deleted
from the TSDB. Clearly, erroneous inclusion in the TSDB exerts a negative
impact on the individual, such as when the person is prohibited by Customs
officials from entering the United States or by the TSA from boarding a plane.
While the recent review of the records of frequently encountered individuals
should minimize such impacts, the FBI takes all errors seriously and is working to
eliminate them. A complete record review will not, however, adversely affect our
national security, because the errors this review is designed to detect are errors of
excessive inclusion in the TSDB rather than omission from it. For this reason, the
time required to complete this review will not impede the FBI's counterterrorism

mission. Outside the Scope
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Outside the Scope

Terrorist Watch List

110. I understand that the Terrorist Screening Center at the FBI has a redress process but
works behind the scenes with other agencies to try to rectify any problems that individuals
experience as a result of being mistakenly placed on a terrorist watch list or mistakenly
identified as someone on the list. Should people who believe they are adversely affected by
the Terrorist Screening Center watch list have the right to appeal an adverse consequence
that results from it, and to take their appeal to court? How do we balance the right to
appeal with the need for secrecy?

Response:

TSC believes an effective redress process is critical to the public’s trust in the
United States Government’s terrorist screening efforts and the protection of
individuals’ civil liberties. Therefore, it is essential that those who believe they
have been adversely affected by these screening efforts have access to a review
process through which errors can be identified and corrected.

When the terrorist screening process adversely affects an individual's important
rights, benefits, or privileges, the individual has the right to independent review of
the basis for the adverse action. For most such circumstances, a review process is
already in place and is tailored to the specific context in which an individual may
be affected by terrorist screening. The consolidated watchlist is largely used by
agencies that have existing authority to screen individuals and take action on the
grounds of terrorist connections or other disqualifying factors. Depending on
what action an agency takes as a result of the terrorist screening process, the
individual may have a right to a formal agency appeal or to judicial review under
the Administrative Procedure Act or other applicable law.

As the question recognizes, the challenge is to balance the need for access to

information in the context of an appeal with the need to protect sensitive or
classified information that, if released, could undermine the effectiveness of the
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consolidated watchlist or the Government's other counterterrorism efforts. In
most instances, a watchlist "hit” serves only to alert the screening agency that
intelligence information exists suggesting a nexus to terrorism. The screening
agency can then obtain and review this intelligence and decide what action is
appropriate consistent with its legal authority. When an agency takes adverse
action based on the intelligence information, that information and the fact that the
consolidated watchlist led the agency to examine that information become part of
the agency record supporting the adverse action.

Thus far, the courts have balanced the right to appeal an agency's action with the
need for secrecy by conducting ex parte, in camera review of any sensitive or
classified information that formed the basis for agency action. This process has
worked well and should serve as the model for judicial review of adverse actions

that flow from the terrorist screening process. Outside the Scope
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ALL .INFORMATION CONTATNED
. HEREIN IS UNCLASSIFIED . -
" DATE 05—0‘9—2008 BY 60324 UC BMIfRSjVCF T

Terrorlst Screemng Center
935 Pennsylvania Avenue, N.W.
" Washington, D.C. 20535

December 23, 2005

. Mr. Charles Bartoldus

Customs and Border Protection
Department of Homeland Security
1300 Pennsylvania Avenué, N.W.
Washington, D.C. 20229 .

DeW%u {

Since the inception of the Terrorist Screening Center (TSC) in December 2003, the
cooperation between TSC and the National Targeting Center (NTC) has been exceptional, with
both entities performing vital terrorism screening functions. These mutual investigative efforts .
have resulted in hundreds of individuals being identified as known or suspected terrorists
attempting to enter the United States. Based upon the screemng process, many of these

-md1v1dua1s were denied eniry to the United States. -

In order to maintain the exemplary liaison between our agencies, I am personally requesting

" resolution on an issue which continues to grow. The problem is the referral of excessive

negative matches and non-terrorist related records to the TSC. The TSC has been working to
address this issue for over a year with the NTC and has been unable to achieve a final resolution.

The TSC understands and expects that a certain number of negative matches are to occur
based on the volume of individuals encountered as passengers and at the various ports of entry;
however, the referenced problem is not related to “expected” negative matches. The unexpected
reférrals are, for example, date of birth only matches and last name only matches with no
additional criteria to match the traveler with the subject. Numerous referrals have been
forwarded to TSC with the traveler’s age ranging from six months old to the elderly. There were
referrals in which only the last name of a passenger matched the last name of a watchlisted
subject, but the other identifying data was obviously uncorrelated. The non-terrorist related
records of concern are the B-15 TECS records, which are the old TIP- OFF crime records and
have no nexus to terrorism.

The TSC is required to 'account for and document all referrals and records in our Encounter
Management Application system. The excessive negative referrals from NTC are negatively
impacting the accuracy of the TSC statistical reporting, and are causing both our operations to
spend valuable time processing encounters which are obviously no-matches.




.I would appreciate any assistance on your part indddressing is issue. Please do not hesitate

to contact me dlrectly atl |-

b6
b7cC

i l(ardS Kopel
incipal Deputy Director
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MessageFrom: | | (CTD) (0GR)

Sent: Monday, July 18, 2005 12:59 PM

To 1(cTD) (CoN)

Ce: (oGe) (FBI); | l(cTD) (FBI)
Subject: FW: Congressional request for info :
UNCLASSIFIED

NON-RECORD

[:::::::] Response to #1 below. Given that I use CBP as an example, I don't think
it would be a bad idea to at least give DHS a heads up on this, if not asking
them to clear it in advance. Thanks.

1. What mechanism does TSC have in place for innocent individuals to have their
names removed from terrorist watch lists/no-fly lists? We should include not
only how this works, but how frequently names are removed, and a contact number
that can be provided for constituents.

Answer:l . I

b6
b7C

bé
b7cC

b5

bb
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b5

Sent: Wednesday, July 13, 2005 4:55 PM
To: | ] (cTp) (¥FBI)
Subject: request for info

UNCLASSIFIED
NON-RECORD

The Director met with some of the Senators this week and the following
issues have come up. Could you please help with responses.

1. What mechanism does TSC have in place for innocent individuals to have
their names removed from terrorist watch lists/no-fly lists? We should include
not only how this works, but how frequently names are removed, and a contact
number that can be provided for constituents.

2. Are there any private (or quasi-govt) entities that have the ability to
run names against the terrorist watch list? The Director mentioned something
like a beverage licensing board as a possibility but promised we would get back
to the Senator with a definitive response.

Thanks.

(note that this is a new extension number)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b6
bic

b6
b7C

b2
b6
b7C
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

November 15, 2004

Honorable Peter Hoekstra, Chairman
Permanent Select Committee on Intelligence
United States House of Representatlves
H-405 Capitol

-Washington, DC

Dear Mr. Chairman:

Reference is made to the Intelligence Authorization
Conference Report, Tasking Document Numbexr FY 2004 H.R. 2417
Report 108-381, Pages 26-7, Section 360, which tasks the
President with submitting a report to Congress by September
16, 2004, on the establishment and operation of ‘the Terrorist
Screening Center. The Federal Bureau of Investigation submits
the enclosed report on behalf of the President and apologizes
for the delay.

Sincerely,

Eho. | ftact

Eleni P. Kalisch
Assistant Director,
Office of Congressional Affairs

1-Honorable Jane Harman




DATE: 04-29-2008 ,
CLASSIFIED BY 60324 UC BAW/RS(VCF
REAZON: 1.4 {C} - Coe
DECLASSIFY ON: 04-29-2033

Terrorist Screening Center
935 Pennsylvania Avenue, N.W.
Washington, D.C. 20535

S T/NOFORN/ORCON

ALL INFORMATION CONTAINED
October 26’ 2005 HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

(3)

bl
b6
b7cC

b6
b7C

Dear|

Pursuant to Homeland Security Presidential Directive 6 (HSPD-6), the Terrorist Screening
Center (T'SC) may watch list only those individuals known or appropriately suspected to be or
" have been engaged in conduct constituting, in preparation for, in aid of, or related to terrorism. :
At this time, the TSC has insufficient information that the above-named individual meets the
HSPD-6 criteria of a “known or appropriately suspected” terrorist.

The Federal Bureau of Investigation had conducted an international terrorism investigation of
the above-named individual that was closed in May 2003. Since that time, the TSC has received
no derogatory information from any executive agency or department that would establish that the
above-named individual is a “known or appropriately suspected™ terrorist, . :

As'such, the TSC cannot maintain his identity in the Terrorist Screening Database (TSDB)
and he will be removed from the TSDB and all supported screening agency databases, including
the No Fly list. Should your agency develop additional intelligence concerning this individual,
you may forward that information to the National Counterterrorism Center for nomination to the
TSDB. : - ’ '

. Sincerely,

Donna A. Bucella
Director

@Q@VNOFORN/ORCON
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. ON 05-09-2008 Page10f1
(CTD) (OGA)
From: | JcTD)0GA) oo
Sent: Tuesday, May 31, 2005 4:53 PM
To: lon (ocA)
Ce: CTD) (FBI)j |(CTD)(CON);L |
(CTD) (CON)
Subject:  TSC Redress #05-046 { |
Imeortance: High
Tracking:  Recipient Read
j(oD (0GA) _
|(CTD) (FBI) Read: 6/1/2005 6:51 AM ;Esc
|cro)con) '
[CTD) (CON)  Read: 6/1/2005 9:42 AM
§§§EZNOFORN
IJ.as.meth, TSC received a redress complaint from a law firm representing| | b2
is an employee of the Pfizer company and a UK citizer| | b6
is b7C
L@p?t‘a edly flagged for secondary inspection by CBP and has been] | bTE
cBP, ICE, and
ave investigate and determined that he | ]
rom State t and he
CONCuUrs.
__Notwithstanding the above, some off Jinformation — injudi ph -1 ]
We need NCTC to identify | o
| Attached is the information we have a b6
Tom the CCD visa application record and additional documents provided by b7C
—himsel. Also, we learned from the immigration database that his A# i:&l bTE
Please have someone get back to me| ' lso we can close out this file. Thanks. b2
I b7E
Privacy Officer
Terrorist Screening Center b2
I | b6
b7C

11/9/2007
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EPSTEIN BECKER & BREEN, P.D.

ATTORNEYS AT LAW
250 PARK AVENUE
New Yarx, Nev YOrRk 10177-1211
TeEL: 212.8351.4500
Fax: 212.861.098B9

EPSTEIN SEOKER & GREEN RC.

FACSIMILE COVER SHEET S - e
’ PRIVILEGED AND CONFIDENTIAL ' b2
. - . : b6
To. | Fax Number: T elephone Number: b7C
" From: | | Atty.No. 6878 - Pages (including cover): 7 ;E_?C
Date:  May 24, 2005 : ClientNo.:  51457-001 | '
Comments: _
b6
RE: Requested documentation for bic
In response to your email dated May 13, 2005 (copy attached), please seen the following in response to
your requests:
1. We are the Attorney of Record forl I We enclose a signed Notice of Entry of
Appearance as Attoruey. b6
2, Copy of US issued ID card - IDriver License b7cC
3. Current passport number — Copy-o assport, clrrent visa stamp & 1-94 card
i Duarprapme=Coyel____
5.. Current Home & Work Addresses —
Home Address: '
Home Telephone |

T,

Work Address: PE ™ Street, New York, NY 10017
Work Telephone;

Thank you for your attention to this matter. Please let us know if you. require additional information.
For your convenience, this cotrespondence will also be forwarded to you via response to your email,

Sincerely,

I . b6
b7cC

NOTICE OF PRIVILEGE AND CONFIDENTIALITY

THIS TELECOPRY IS PRIVILEGED AND CONFIDENTJAL. IT IS INTENDED SOLELY FOR THE ADDRESSEE. ANY UNAUTHORIZED
DISCLOSURE, REPRODUCTION, DISTRIBUTION OR THE TAKING OF ANY ACTION IN RELIANCE ON THE CONTENTS OF THIS
INFORMATION IS PROHIBITED, IF YOU RECEIVED THIS TELECOPY IN ERROR, PLEASE NOTIFY US IMMEDIATELY,

IF YOU DO NOT RECEIVE ALL PAGES OR HAVE ANY PROBLEMS IN RECEIVING THIS TELECOPY,
PLEASE CALL THE SENDER IMMEDIATELY.

ATLANTA » BOBTON » OHIDAGO » DALLAR » HOUSTAON ¢ LDE ANBGELES s MiAMI
NEWARK ¢ NEW YORK ¢ SAN FRANDIBDO » ETAMFORD » WASHINGTON, DE
EPSTEIN HECKER GREEN WIUKLIFF & HALL, P.G. IN TEXAS ONLY,

NY:556770v1
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I.__asael_zg_a_s__ 11:08  212-878-8608 EBG
RE: TSC Customer Service: Guidance requested )

J‘Page 1

From:
To:
Date: 5/13/05 1:52PM

Subject: RE: TSC Customer Service: Guidance requested

Good afteroon,

1 want to take this opportunity to give you an interim response to
your request below. We are working with other federal agencles in an
effort to resolv ituation.

To aid us, we need the rmationfropd |
1) A statement, signed by rfaxed tous,____ lthat
gives us permission to communicate with your law firm on his behalf.
2) A capy of any U.S. issued identification card {e.g., driver's
license, Visa) faxed io us at the above number.

3) His current passport number.
4) His date of birth.
6) His current home and work addresses.
Receipt of #s 2 through 5 will enable us to work with other

agencies lf Cﬁnduct a complete review of his record and, we hope, bring

ituation to a satisfactory conclusion.

"We naed,not fear the expression of ideas--we do need to fear their

suppression.”
--President Harry S Truman

[e— T 1 —
From| |
Sent: Thursday, Aprii 21, 2005 1:25 PM

T
Subject: TSC Customer Service: Guidance requested

| am writing from Epstein, Becker & Green, P.C., on behalf ofl:j

immigration counsel to Pfizer inc.

We are writing on behalf of] ] a valued and
central employee at Pfizer worldwide headquarters located on 235 East
42nd Street, New York, New York 10177.

Pfizer Inc is a research-based, multinational corporation. Pfizer
enjoys a well-deserved reputation for high quality pharmaceutical and
other healthcare products. Our mission is to discover and.dsvelop
innovative, value-added products that improve the quality of life of
people around the world, helping them enjoy longer, healthier, more
productive lives. Together with our subsidiaries, Pfizer employs

approximately 120,000 worldwlide, and had gross annual revenues in excess:

of $52.6 billion (US) for 2004.

| e s
organization. As thg iis charged
with the worldwide activities of ouq Ibrand products, the most

b6
b7C

b6
b7C

b2

b7C

b6
b7C

b6
b7C

b6
b7C

b6
b7C
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RE: TSC Customer Service; Guldance requested . Page 2.

prescribed brand for] la treatable medical condition
that Is estimated to affect more than 17 million people in the United b6
States. leads his team in oversesing all activities of the ) BIC

brand worldwide, managing the activities of physicians and medical ¢
directors in our worldwide orgamzation

* As required by this essential posmon:travels extensively
on behalf of afew times a month. Although born in
Bangladesh, is a citizen of the United Kingdom. He has not
resided in Bafg_; adesh since he was a young child. Because of country of

birth| has repeated gone through the pracess of "Special b6
Registration" each time he enters the United States, namely being b7C

fingerprinted and interviewed at Secondary Inspection at your offi
Woe respectfully request your guidance on how to relieve of
reEaated Secondary Inspections. Based on 8 CFR Part 264(f)(7)(i),

satisfies the requirements of a nonimmigrant alien subject to
special registration who may apply for relief from the registration
requiremenis as a Frequent Traveler. Yet, he has been repeated
fingerprinted and subjected to harsh interview each and every time he

enters the U.S.

Due to these exigent circumstances and Pfizer's business ﬁecessity, we _
respectfully request your guidance on this matter. isa b6
valued employee and a critical contributor to Pfizer’s globa b7C

development efforts. It is his leadership that supports the
establishment, implementation and adherence to quality pharmaceutical
products standards. He also develops and administers those Pfizer
policies and procedures that ensure competitivensss and compiiance with

| appli federal, staté and local rules and regulations worldwide.

advises senior management an organizational planning and
developmental needs, and then works fo implement these needs at all
organizational levels. His guidance is extremely important in growing
the Pfizer business not only in the United Stlm;mr
subsidiaries worldwide as well. As a resul s a key
member and an integral part of both the leadership team in the United
States and Pfizer's global operations.
b6
- Consequently, it is extremely importanttha{_______]be readmitted b7C

without disruption to the United States so that his important function
within Pfizer remains uninterrupted.

Any assistance and guidance regarding this matter will be highly
appreciated.

Should you require additional information, please do not hesitate to
contact our offices.

- r . *
I ] b6
immigration Paralegal bIC
Epstein, Becker & Green, P.C.

250 Park Avenue
New York, NY 10177-1211
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‘ order suspending, exjoining, cestraining, disbarring, or otherwise restricting me in practicing Jaw.

{{J 4 Othiers (Explain Fully.)

U.S. Department of Justice " Notice of Entry of Appearance
Immigvation and Naturalization Service . as Attorney or Representative

Appearances - An appearance shall bs filed on this fomm by the attomey or representative appeasing in each case, Thereafter, substitution may be

permitted upon the written withdrawal of the attorasy or representative of record or upon notification of the new attornoy or represontative, When

an appearance is made by a person acting in a representative capacity, his personal appearance or signature shall constitute a representation that
nder the provisions of this chapter he is authorized and qualified to repressnt, Furthier proof of authority to act in a representative capacity mey be

required. Avaflability of Records - During the time a case is pending, and except as otherwise provided in 8 CFR 103.2(b), a party to a proceeding

or his attorney or representative shall be permitted to examine the record of proceeding in a Sexvice office. He may, in conformity with 8 CFR

103. 10, oblain copies of Service records or information therefrom and copies of documents or transeripts of evidence furnished by him. Upon .

cquest, he/she may, in addition, be loaned a copy of the testimony and exhibits'contained in the record of proceeding upon giving hisher receipt for

sich copies and pledging that it will be surrendered upon final disposition of the case or upon demand. If extra copies of exhibits do not exist, they

u; however, the: available for copying or purchaso of copics a5 provided in 8 CFR 103.10. |

- | Date

File No, '
1 hercby enter my appearance as attorney for (or representative of), and at the request of the following named person(s):
Name: 1 Petitioner B2 Applicant
- ] C 1 Beneficiary Q
Address: (Apt. No.) (Number & Street) {City) ' (State) (Zip Code’
. . | .
Name: : E Petitioner I i Applicant
. [ 1Beneficiary O .
Address; (Apt. No.) (Number & Strest) (City) (State) (Zip Code)

Check Applicable liem(s) below:
%] 1.Iam anaitomney and a meniber in good standing of the bar of the Supreme Court of the United States or of the highest court of the following
State, territory, insular possession, or District of Columbia

NY & NJ : and amm not under a court or administrative agency
Nameof Cowt N

2.1 am an accredited representative of the following named religious, charitable, social service, ot similar organization established in the
United States and which is so recognized by the Board: |
1 3.1am associated with

the altormey of record previously filed a notice of appearance in this case and my appearance is at his request. (/you check this item, also
checkitem [ or 2 whichever Is appropriate,)

SIGNATURE COMPLETE ADDRESS
Epstein, Becker & Green, P.C.
250 Park Avehue
New York, NY 10177-1211

g

NAME (Type or Pring TRLEPHONE NUMBER T FAX
| | |  (212) 661-0080

_Namumn.cmnm_l Sigaature of Person conse/m/ %)I;é[ Qg:

PURSUANT TO THE PRIVACY ACT OF 1974, ] HEREBY CONSENT TO THE DISCLOSURE TO THE FOLLOWING NAMED
ATTORNEY OR REPRESENTATIVE OF ANY RECORD PERTAINING TO ME WHICH APPEARS IN ANY IMMIGRATION AND
NATURALIZATION SERVICE SYSTEM OF RECORDS:

(Newe of Atlomey or Reprozentative)
THE ABOVE CONSENT TO DISCLOSURE IS IN CONNECTIQN WITH THE FOLLOWING MATTER:
Ali immigrafion matters for| |

J £
(NOTE: Exccution of this box is requited under the Privacy Act of 1974 where the person bojng repItGented is a citizen of the United States or an alien
Tawfully admitted for permanent residence.)

This form may a2 be used 1o request records under the Frecdom of Jnformation Act or the Privacy Act. The manner of requesting such
records is contsined in 8CFR 103,10 and 103.20 ELSEQ. Form G-28 (09/26/00)Y -

. ) 4229

95/24/2065 11:88 212-878-68600 EBG PAGE 04/07

b6
b7C
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Review of Terrorist Watch Lists
(GAO Engagement Code 440374)

Questions for Department of Justice and TSC: Governmentwide Redress
Date: April 28, 2006
Subject: Terrorist Screening and Governmentwide Redress Initiatives
I Background
A. Redress Initiative by Terrorist Screening Center and Department of Justice:

According to the Terrorist Screening Center (TSC), there should be a more consolidated
or governmentwide approach for redress pertaining to terrorist watch listing than what is
currently available. To help accomplish this objective, TSC is working with the
Department of Justice (DOJ) Office of Legal Policy to reach an agreement among
screening agencies for a uniform redress process. A goal of the TSC/DOJ joint initiative
is to develop a memorandum of understanding that can be agreed to by all relevant
agencies, particularly regarding redress for individuals who complain that they are
mistakenly listed in TSC’s Terrorist Screening Database (TSDB). Efforts to achieve this
goal are still evolving,.

Regarding initial steps, as of January 2006, to serve as a starting point for discussions on
a governmentwide redress process, TSC had submitted a draft memorandum of
understanding to the DOJ Office of Legal Policy for review, and the office was
identifying potential members to participate in a working group. In addition to TSC and
DOJ, anticipated working group members included representatives from Customs and
Border Protection (CBP), the Transportation Security Administration (TSA), the Federal
Bureau of Investigation (FBI), the Department of Defense (DoD), the Department of
State (DOS), and intelligence community (IC) agencies (such as the CIA, National
Security Agency, and National Counterterrorism Center).

In further response to our inquiry in January 2006, the DOJ Office of Legal Policy said
that the first meeting of the working group was expected to occur by spring 2006, if not
earlier in the year. Also, the Office of Legal Policy explained that a goal of the working
group will be to harmonize and formalize the redress process across screening agencies.
As an example of harmonization, the Office of Legal Policy noted the need to develop a
standardized letter template for use by all agencies in providing initial responses to
complainants.

B. Another Redress Initiative Announced by State and Homeland Security:
Also, in January 2006, the Seci'etary of State and the Secretary of Homeland Security

jointly announced plans for a governmentwide redress process. Without further
elaboration of the process, the Secretary of Homeland Security noted that:




“Our goal is to establish a government wide traveler screening redress process before the
end of this year to enable travelers who have comlplaints or have legitimate issues to
resolve those questions with one-stop shopping.”

II. Questions

A. Please articulate and discuss the goal(s) of the redress initiative which is being
undertaken by TSC and the Department of Justice (DOJ) in addition to answering the
questions below.

TSC Response:

In January 2005, TSC established a multi-agency redress process to handle
complaints posed by individuals who are experiencing delays or other difficulty
during a screening process related to the terrorist watchlist. From the beginning, that
process has involved the TSC, the National Counter Terrorism Center (NCTC),
screening agencies such as the Department of Homeland Security (DHS) and the
Department of State (DOS), and nominating agencies such as the Central Intelligence
Agency (CIA)and the Federal Bureau of Investigation (FBI). Since January 2005,
TSC has taken various steps to make the process more uniform and formal, including
conducting outreach to participating agencies, creating a “Redress Fact Sheet for
Federal Agencies” to explain how screening agencies refer complaints to TSC’s
watchlist redress process, and developing a written Standard Operating Procedure
(SOP) to govern how TSC processes redress complaints.

In the Fall of 2005, TSC and DOJ decided to draft a multi-agency Memorandum
of Understanding (MOU) to document the understanding of the parties that
participate in the watchlist redress process. The goal of the MOU was to reduce to

. writing the agreement of the various agencies to develop, follow, and support a
coordinated watchlist redress process. The MOU is not intended to address redress
matters that are not related to the consolidated terrorist watchlist, known as the
Terrorist Screening Database (TSDB).

1. To what extent is the redress initiative covering all categories of complainants—(a)
persons who complain that they are mistakenly listed in the TSDB, (b) persons who
complain that they are being misidentified and inconvenienced because they have a
name similar to someone who is watch listed, and (c) other categories of complaints
received? ‘

TSC Response:
The multi-agency watchlist redress process is intended to deal with complaints
from individuals in categories (a) and (b), i.e., individuals who complain of
screening difficulties that are related to the TSDB, either because they are on the
TSDB or because they have a name that is similar to someone on the TSDB. The

'Department of Homeland Security, Office of the Press Secretary, “Remarks by Homeland Security Secretary
Michael Chertoff on Secure Borders and Open Doors in the Information Age, at an Event at the Department of
State” (Jan. 17, 2006). ’




process is not intended to and does not accept complaints that are not related to
the TSDB.

Again, it is important to emphasize that this is a bounded effort to ensure a robust

redress process exists for only those individuals having terrorist watchlist-related

difficulties during a government screening process. It is not intended to create a

general redress process for individuals whose adverse screenmg experiences are

unrelated to the terrorist watchlist. For example, the TSC effort is not intended to

address the complaints of individuals who must go throggh secondary screening at the
" U.S. border because of immigration or drug concerns. °.

2. Also, please confirm the accuracy of the background information presented in IA
above; or, if applicable, indicate what corrections should be made. -

TSC Response:
LA. suggests that a government-wide terrorist watchlist redress process does not
currently exist but will be created by this MOU. That is incorrect. As stated above,
TSC created the watchlist redress process in January 2005 and it has been operational
ever since. The DOJ/TSC effort to establish a multi-agency MOU on watchlisting
redress is intended to document the existing process, identify and resolve any areas of
concern or conflict, and ensure that participating agencies commit appropriate
resources to the redress effort to ensure its continuing sutcess.

3. Ifavailable, please provide a copy of the memorandum of understanding.

TSC Response:
The DOJ has circulated a draft MOU for discussion purposes and is in the process of

revising the document based on the comments it has received to date. In addition, a
number of agencies still are in the process of reviewing the draft MOU. Because the
MOU is far from being finalized, it will be premature for us to provide a copy.

B. What is the current status of the TSC/DOJ redress initiative, and what results have been
achieved to date?

TSC Response:
The draft MOU was distributed to various agencies on March 29, 2006 and comments

were requested by April 17, 2006. As discussed above, a number of agencies still are
in the process of reviewing the draft MOU and have requested additional time to
provide comments. The DOJ currently is in the process of revising the MOU based
on the initial comments it has received. Once all of the comments have been
received, a new working draft will be circulated for review.

1. Which agencies are represented in the working group?

TSC Response:




Until comments are received from all agencies, working group meetings will not
be held.

2. On what dates has the working group met? If available, please provide a copy of
minutes of the meetings.

TSC Response:
N/A.

C. What is the relationship between the TSC/DOJ initiative (see IA) and the State/Homeland
Security initiative (State/DHS) (see IB)?

1. Please articulate and discuss the scope and intent of the State/DHS redress:
initiative.

TSC Response:
The DOS and DHS are in the best position to discuss the scope of their redress

initiative.

2. Isthe State/DHS redress initiative confined to traveler screening redress or is it
more broadly a governmentwide redress process?

TSC Response:
The DOS and DHS are in the best position to discuss the scope of their redress
initiative.

3. To what extent do these two initiatives above (TSC/DOJ and State/DHS) have
overlapping or duplicative objectives?

TSC Response:
The DOJ will be working with the DOS and DHS to ensure that its efforts to

develop a redress MOU will be complementary and not duplicative of the efforts
being undertaken as part of the DOS/DHS redress initiative. DHS and DOS are
two of the agencies that are reviewing the draft redress MOU. The MOU will not
be implemented without their concurrence.

4, To what extent does the existence of the two initiatives indicate a need for better
integration or coordination of efforts to develop and implement a governmentwide
redress process?

TSC Response:
As discussed above, the DOJ will be working with the DOS and DHS regardin;

the development of a redress MOU. TSC is the agency with primary
responsibility for the TSDB, therefore, it makes sense for the DOJ to take the lead
in developing a MOU addressing redress concerning the TSDB. This MOU is not




w ¢ o

intended to be duplicative of the efforts being undertaken as part of the larger
DOS/DHS redress initiative.
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Review of the Terrorist Screening Center’s efforts to support the

Secure Flight program:
Actions Necessary to Close Report

Question #1(a).

1(2). How many calls related to encounters have you received from screening agencies
and how many of these calls have turned out to be persons misidentified to the watch list
from the time TSC began recording them until May 2006? Please show the above
statistics monthly and cumulatively by screening agency.

TSC Response:

Enter response here.

Question #1(b).

1(b). From the subset of total misidentifications, how many represent unique (onetime
only) persons?

TSC Response:

Enter response here.

Question #11'0).

1(c). How many of the subset of total misidentifications represent repeatedly
misidentified persons? How many persons have been misidentified twice? Three times?
Four times? More than four times?

TSC Response:

Enter response here.

Question #1(d).

1(d). Explain the number of State Department Security Advisory Opinions or SAOs TSC
reported as having reviewed. Specifically are they visa applicants who are initially
matched by State Department consular officers to at least one TSDB record? If yes, how
many SAQ’s were determined by TSC to be misidentifications? If no, they why is TSC
reviewing them?

How many SAOs were reviewed by TSC from December 2003 until May 2006 and how
many of them were misidentifications? Please show the statistics on SAOs (total and
misidentified) monthly and cumulatively?




TSC Response:

b5

Question #2(a).

2(a). Identify the sources (screening agencies, departments, locations) for
misidentifications in rank order of frequency along with the cumulative number.

TSC Response:

Enter response here.

Question #3(a).

3(a). Identify the causes of misidentifications.

TSC Response:




Enter response here.

Question #4(a).

4(a). What is the average and the range of time it takes for TSC call center personnel to
verify misidentifications? What factors affect processing time?

TSC Response:

Question #5(a).

5(a). Describe how the Encounter Management Application (EMA) supports analyses of
trends in misidentification rates.

TSC Response:

b5

b5

. Question #6(a).

6(a). Describe what you know to be the adverse effects from égency screening processes
on persons who are frequently misidentified.

TSC Response:

Enter response here.

Question #7(a).

7(a) Characterize the reliability of EMA records and data. Identify a point of contact for
follow up questions related to reliability of EMA, its records, system, and data.




TSC Response:

b2
b5

b7C

Question #7(b).

7(b) Identify the DOJ/IG report (Review of the Terrorist Screening Center, Audit Report
05-27 (June 2005)) findings and recommendations related to TSDB and EMA data

reliability and describe the status of TSC’s efforts to remedy the problems.

TSC Response: ‘

Enter response here.

Question #7(c).

7(c). How is EMA being used to identify problem records in TSDB that might cause a
disproportionately high number of misidentifications?

TSC Response:

b5

Question #7(d).

7(d). Does TSC store the personal identifying information of misidentified persons or
frequently misidentified persons in EMA, why is such information retained and how is it
used?

TSC Response:

Enter response here.

Question #7(d). ot




7(d). Does TSC store the personal identifying information of misidentified persons or
frequently misidentified persons in EMA, why is such information retained and how is it
used? '

TSC Response:

Enter response here.

Question #8(a).

8(a). Describe current and planned initiatives, by TSC or jointly in collaboration with
TSC, intended to improve data reliability (accuracy, currency, completeness of records)
and data integrity (including an update to the quality assurance initiatives list and the
status of those initiatives already provided to GAO’s watch list team (440374).

TSC Response:

Enter response here.

Question #8(b).

8(b). Describe current and planned initiatives to reduce the occurrence of
misidentifications. ‘

TSC Response:

Enter response here.

Question #8(c).

8(c). Describe how EMA is used to identify problem records that are disproportionately
responsible for misidentifications, and what TSC is doing to fix such records.

TSC Response:

Enter response here.

Question #8(d).

8(d). What is the status of TSC actions to implement the redress recommendation in the
DOIJAG report cited above and in footnote 1?

TSC Response:

Enter response here.




Question #8(e).

8(e). Describe how, if at all, EMA is used to expedite frequently misidentified persons
through agency screening processes.

TSC Response:

Enter response here.

Question #8(f).

8(f). Describe how you are using biometrics to reduce misidentifications.

TSC Response:

Enter response here.

Question #8(g).

8(g). Describe planned use of biometrics to reduce misidentifications.

TSC Respo.nse:

Enter response here.

Question #8(h).
8(h). Status of TSC’s initiative called “Query.” Explain the purpose or intent of “Query”

and what anticipated impact “Query” will have on the watch list matching process, if
implemented.

TSC Response:

Enter response here.

Question #9(a).

9(a). Describe the risks and vulnerabilities you are aware of in agency screening methods
and technologies that can result in persons on the terrorist watch list passing undetected
through agency screening or that cause misidentifications.

TSC Response:

Enter response here.




Question #10(a).

10(a). Please describe progress (i.e., text, not just a table) to date on goals and tasks under
broad goals III and IV below (particularly as they pertain to record reliability,
misidentifications, and redress) ’

() I Develop and Maintain Thorough, Accurate, and Current Identity
Information... and;

(ii) IV: Ensure TSC activities are carried out in a manner consistent with the U.S.
Constitution... (pages 10-13).

TSC Response:

Enter response here.

Question #11(a).

11(a). Cite TSC’s legal authority to use, store, and disseminate personal information on
misidentified persons stored in EMA.

TSC Response:

Enter response here.

Question #11(b).

11(b). Under what documentation (e.g., PIA, SORN, etc.) does EMA operate to disclose
that it contains personal information on misidentified persons?

TSC Response:

Enter response here.

Question #12(a).

12. What is TSC’s policy on minimizing the occurrence of misidentifications as opposed
to managing its occurrence?

TSC Response:

Enter response here.




b6
|

OIG Recommendation #4. | b7C

Develop an aggressive schedule for the completion of the record-by-record review of the
TSDB and encourage participating agencies to improve overall data accuracy,
completeness, and thoroughness.

Requirement to Close: To close this recommendation, please provide evidence of your
attempts to expedite the TSC’s record-by-record review of the TSDB. The TSC should
establish aggressive milestones for the successful completion of the project and track its
progress against these milestones. In addition, please provide documentation to support
your interaction with participating agencies related to improving the overall accuracy,
completeness, and thoroughness of terrorist watch list data.

TSC Response to #4:

b5




OIG Recommendation #4.

Develop an aggressive schedule for the completmn of the record-by-record revzew of the
TSDB and encourage participating agencies to improve overall data accuracy,
completeness, and thoroughness.

Requirement to Close: Given the current rate, it will still take the TSC over 10 years tc
complete the record-by-record review. While the TSC’s response reported that the
review is ongoing, it did not address what specific steps the TSC has taken to expedite
the record-by-record review. Further, while the TSC reported on the progress of the
review, it did not provide the OIG with any aggressive milestones that have been
established for completing the review. Therefore, we are unable to determine whether
the TSC has successfully expedited the record-by-record review process.

As a result, this recommendation can be closed when the TSC provides evidence of its

attempts to expedite the record-by-record review and its efforts to establish and track its
progress against aggressive milestones.

TSC Response to #4:

b5




TR

Original Recommendation #10:] I o7

b7C

Review and correct the 31 duplicate records identified in the TSDB 1B.
Requirement to Close:
This recommendation can be closed when the TSC provides evidentiary support, such as
database query results, showing the removal of these duplicate records from the database. In,
addition, we request that the TSC provide us with documentation to support the actions taken for
each of the 10 records under review by the NCTC, once completed.

Response: .

b5

b5

b5

b5

b5




b6

Original Recommendation #22:| b7C

In coordination with the supporting agencies, establish procedures to identify and resolve
missing and conflicting record information.

Requirement to Close:

This recommendation can be closed when we receive a finalized, signed copy of the Data Quality
Improvement Plan, ensuring that TSC management is commiited to this weekly review.

Response:

A signed finalized version of the Data Quality Improvement Plan is enclosed in Exhibit #22A.
This signed Plan shows TSC Management’s commitment to the weekly review of data as
outlined in the Plan. Since the data integrity program began, a wide variety of tests have been
run on a continuing basis to determine accuracy, currency, and thoroughness of the TSDB data.
These runs have been conducted at least weekly, usually more often. A sample of these
recurring runs is provided as documentary evidence as Exhibit #22B.

Since the TSC has complied with the requirements of this request as specifically outlined by
the DOJ/OIG, the TSC considers this matter closed.




Original Recommendation #27:
Develop an automated method for flagging records in the Encounter Management

database that require follow-up actions, and establish procedures to complete the necessary
follow-up conducted within a reasonable period of time.

Requirement to Close:
This recommendation can be closed when we receive evidence that the Encounter Management

database Version 2.0 has been enhanced to allow for tracking capability and timely follow-up
measures for encounters.

Response:

b5




Original Recommendation #35:
Strengthen procedures for handling misidentifications and articulate in a formal written

document the protocol supporting such procedures, as well as provide training to staff on the
proper way to manage misidentifications.

Requirement te Close:

This recommendation can be closed when we receive evidence that training on these new SOPs
was provided to staff; such as a training sign-in sheet or log of attendees.

Response:

The Privacy Officer provided training to TSC's Data Integrity staff on the redress Standard
Operating Procedure (SOP) on July 18, 2005. The sign in sheet for that training is being
provided in Exhibit #35.

Since the TSC has complied with the reg uirements of this request as specifically outlined by
the DOJ/OIG, the TSC considers this matter closed.




Original Recommendation #36:
Develop a formal process for evaluating the effectiveness of the TSC.

Requirement to Close:

This recommendation can be closed when we receive evidence that the TSC has developed this
comprehensive metrics plan for evaluating the effectiveness of the TSC.

Response:

b5
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Sent: Monday, August 22, 2005 1:36 PM
To:
Cc: BUCELLA, DONNA A. (CTD) (OGA); HEALY, TIMOTHY J (WF) (FBI); KOPEL, RICHARD S
(CTD)(OGA)
Subject: RE: Questions for the Record - Due 08/26/2005
Attachments: QFR.Justice.Comm?7.27.05.doc
UNCILASSIFIED
- NON-RECORD -
The response to 42 is attached.
--—--Original Message----~ ,
From: ' I(CcTD) (FBI) b6
Sent: Sund ust 21, 2005 4:50 PM b7C

To3 |

Cc: BUCELLA, DONNA A. (CTD) (OGA); HEALY, TIMOTHY 1. (CTD) (FBI); KOPEL, RICHARD S (CTD)(OGA);

Subject: Questions for the Record - Due 08/26/2005
Importance: High

UNCLASSIFIED
NON-RECORD

To All,

Per the morning meeting on Thursday, August 18, 2005, attached are the grid of assignments and Word
document describing the questions the TSC is responsible for answering. These each have primary

responsibility indicated by the first individual listed in the box from the Excel spreadsheet, and secondary _
assistance indicated beyond the first individual listed, The due date for this information is 08/26/2005 and bo
it should be returned td Jwith acopyto)l__________Jin electronic form. Please use the b7C
attached Word document in which you should write your response. Electronic versions of the response,

and electronic as well as hard copy versions should be forwarded to bof any attachments

that are referenced. Please let me know if you have questions or if there are potential misassignments.

Thanks in advance for your cooperation and assistance.

I . b2

b6

Administrative Officer b7¢C

Terrorist Screening Center
Office

Facsimile;

Cellular:

3/25/2008
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Qutside

the Scope

42. Thank you for your prior responses to questions about the operations of the
Terrorist Screening Center (TSC). You explained in those responses that TSC has
hired a Privacy Officer to help address complaints about the operation of the TSC




watch lists. Please explain the role of the Privacy Officer. Who does the Privacy

Officer report to? Does the Privacy Officer have full clearance to review all TSC
data?

Response

The TSC Privacy Officer reports to the Director of the TSC, with a dotted line to
the TSC Chief of Staff to ensure proper coordination of assignments and other
matters. The Privacy Officer is responsible for establishing internal policies and
procedures to ensure that TSC is in compliance with laws and policies related to
the handling of personal information, as well as to recommend additional policies
that are appropriate or necessary to comply with fair information principles. The
Privacy Officer has full clearance to access to all data maintained and used by the
TSC in the performance of its mission.

43. The June Inspector General report evaluating TSC identified problems with the
completeness and accuracy of the watch list data, in terms of both omitting known
terrorists and including inaccurate information about individuals. What steps is the
TSC taking to rectify this problem?
b5
Reslgonse ‘ Outside the Scope
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Subject: S S
Attachments: TSC

No-Fly Rules.doc
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n N ®W
TSC TSC OCA QFRS_Pistole

[:]4-28—06._060904.wpd (2823_04 No-Fly Ru

Attached is what | was able to find in our share drive from 2004. This is by no means inclusive.

SSA _ |
CTD, Executive Staff

Room # 4981

UNCLASSIFIED

TSCS gFes -mp

4-28-06.RG..doc; TSC OCA Resp_060904.wpd; QFRS_Pistole 8_23_04

b6

b7C

b2
b6
biC




ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 05-01-2008 BY 60324 UC BAW/RS/VCF

Questions for the Record
from EAD John Pistole’s Testimony
8/11 Commission Hearing on August 23, 2004

1. To Pistole and Brennan: How is the data base for "no fly" made up and how over-
inclusive is it? What is the procedure for getting off the "no fly" and other watch lists?
What is the function of the Ombudsman re watch lists and how well is it working?

Response: The current No-Fly list is updated on a daily basis by the Terrorist Screening
Center (TSC) assignees from the Transportation Security Agency (TSA). The TSC
receives a file containing the names and identifiers of terrorist records that are
recommended to be included, updated, or deleted from the Terrorist Screening Data Base
(TSDB). Records received into the TSDB which meet certain criteria are then included in
the No-Fly List.

The basic criteria for inclusion of a record on the No-Fly list are:
Those individuals who are known to pose or are suspected of posing:

a threat to transportation or national security;
a threat of air piracy or terrorism;

a threat to airline or passenger security; or

a threat to civil aviation security.

The No-Fly list is not over-inclusive, but is distributed to all air carriers flying into or out
of the United States. This is cause for great concern and there is a high degree of risk the
list may be compromised. The current initiative to handle the entire screening process
within the government (i.e. Secure Flight) and to stop distribution of the list should
address this problem.

The processes for removal from the No-Fly list are as follows:

1) Removal is initiated by the government official that originated the information causing
the individual to be placed on the No-Fly. This request is sent to the TTIC (international
terrorist) or the FBI (domestic terrorist) and they will review all the information available
before, if appropriate, requesting removal.

2) Removal is initiated by the TSC during the quality assurance and encounter
management processes. This process is performed by the TSC and the TSA, but only
after coordination with all government entities possessing derogatory information on the
individual. This process ensures everybody has an opportunity to weigh in on the
removal and that it is in the best interest of the government.




s

In addition, the TSA maintains an Ombudsman Office. To access this office, an
individual must contact the TSA Ombudsman to request a review of the record for
corrective action. This process is managed exclusively by TSA, but is only initiated after
an encounter has occurred.




ALL TNFORMATION CONTAINED
HERETN IS UNCLASSIFIED

DATE 05-01-2008 BY 60324 UC BAW/RS/V¥CF

| | (cTD) (CON)

T A

From: . [

kcTD) (coN)

Sent:
To:

Friday, Jun

40 PM
(CTD) (FBI)

b6
b7C

Cc:
Subject:

Attachments:

UNCLASSIFIED
NON-RECORD

[ ]

RE: QFRs re TSC Due 5/22/06

(CTD) (FBI)}

[(CTD) (FBI)

QFR.SenateJudiciary5.22.06.doc

Here you go. Hard copy will follow via snail mail.

maaan A
]

QFR.Senateludic
iary5.22.06.doc...

vir,

1

---~Ox:lginal Message--—-
- From: | l
Sent: uesday, May 30, 2006 11:36 AM

CTD) (FBL)

To:

Cc:
Subject:

UNCLASSIFIED
NON-RECORD

Thanks,

(CTD) (FBI)

(CTD) (CON)

Administrative Officer

Terrorist Screening Center

Office:
Facsimile: |
Cellular:

--—-Original Message-----

I
RE: QFRs re T5C Due 5/22/06

From:
Sent: ues!
To:

Subject:

UNCLASSIFIED
NON-RECORD

kc) (rBY)
6 8:43 AM
fCTD) (FBI)

RE: QFRs re TSC Due 5/22/06

. b6
b7C

b6
b7cC

b2
b6
bicC

b6
b7C

b6
b7C

Luckily they postponed our deadline. | will need it by COB 6/1/06, but OCA needs it a few days later. However, |

1

AFes MR TSC Bue 52606 g




will need to package it with around 20 other QFR's for our reformatting, AD Hulon's approval and there are aiways
revisions, so | need to leave a few days for that process.

[ ] nc

-—--Original Message-----

From: (CTD) (FBI)
Sent: Friday, May 26, 2006 5:43 PM

To: (CTD) (FBD)
Subject: RE: QFRs re TSC Due 5/22/06
UNCLASSIFIED

NON-RECORD

[

What is OCA's drop dead date?
Thanks,

Administrative Officer , ‘ b2
Terrorist slcm_i,ng_c_gnieﬁ b6
Office: ]
Facsimile: | ] bre
Cellvlar: | |

-~---0riginal Message----
From: i I(CTD) (FBI) be

Sent: Fi 120 AM bIC
To: — CTD) (FBI)
Subject: FW: QFRs re TSC Due 5/22/06

UNCLASSIFIED
NON-RECORD

b7C
| am forwarding you the below ir:absence.
Thanks b2
| b6
: b7cC
~—~--Original Message-——
From: kcT) (FBI) b6
Sent: i 006 9:17 AM :
To: . (CTD) (CON) b7cC
Subject: RE: QFRs re TSC Due 5/22/06
UNCLASSIFIED
NON-RECORD
[ 1 b6

OCA gave us an extension for this QFR, however, that extension date will be approaching. Please keep b7c
me informed as to the status of these QFRs/

i; § :xecutl:ve ;taff




| b2

~--Qriginal Message--—

From: CTD) (CON) )

Sent: 6 1:42 PM L6

To: (CTD) FL_T b7C

Ce: , CTD)(0GA) CTD) (FBI)

Subject: RE: QFRs re TSC Due 5/22/06

UNCLASSIFIED

NON-RECORD
b6
b7cC

In reference to #110 below, TSC needs coordinate this with DOJ for an answer and will probably need
more time. FYI, we plan on coordinatingwitf _____Jat DOJ, unless you have someone else in

mind. Let me know your concerns.

vir,

-—--Original Message----— :
Froms — . be

Sent: I%%_oos 5:52 PM o7C
To: kcTD) (coNy] |ccTD) (rED) '
Subject: QFRs re TSC Due 5/22/06

Importance: High

UNCLASSIFIED

NON-RECORD

[ 1

The below 3 Questions for the Record (QFR) are based on the Director's 5/2/06 Senate
Judiciary oversight hearing. Please provide your response to me by COB 5/22/06. Your
response will require DAD approval prior to submission.

26. CTD. A June 2005 OIG report entitled “A review of the Terrorist Screening Center”
found that the watch list could be missing names, some names might be designated at
inappropriate threat levels and that the FBI hasn’t given other agencies full access to its
watch list. Is this still a problem?

69.. CTD. During the past year, the Terrorist Screening Center has initiated a record-by-
record review of the terrorist screening database to ensure accuracy, completeness, and
consistency of the records. Inspector General Fine has reported that the database
currently contains more than 235,000 records and that TSC’s review will take several
years.

a. How can a list this large possibly be helpful to the FBI and its law enforcement
partners in the effort to thwart terrorism?

b. How much longer will it take for the TSC to complete its review?

¢. What impact will the delay in getting an accurate terrorist watchlist have on the
FBI's counterterrorism mission?




110. CTD. Iunderstand that the Terrorist Screening Center at the FBI has a redress
process but works behind the scenes with other agencies to try to rectify any problems
that individuals experience as a result of being mistakenly placed on a terrorist watch list
or mistakenly identified as someone on the list. Should people who believe they are
adversely affected by the Terrorist Screening Center watch list have the right to appeal an
adverse consequence that results from it, and to take their appeal to court? How do we
balance the right to appeal with the need for secrecy?

Thanks,

ssAl ‘ | b2

CTD._Executive §g§q_ 6

b7C
Room # 4981

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




ty

a3

B Message ALL INFORMATION CONTAINED : Page 1 of 4

HEREIN IS UNCLASSIFIED
DATE 05-01-2008 BY 60324 UC BAW/RS/VCF

| (CTD) (CON)

From: | lct) (cown) o8
Sent: Thursday, August 18, 2005 4:18 PM

To: [ [CTD) (FBI)

Subject: RE: Congressional Questions from Director's 7/27/05 Senate Judiciary Committee Hearing

Attachments: QFR.Justice.Comm?7.27.05.doc; QFR.Matrix.JusticeComm.27JULO5x.xIs

UNCLASSIFIED
NON-RECORD

b6

As requested, see attached QFR template with questions written in and the updated matrix with #6.. b7c

1 think the QFR is closed becuase we already answered it with the letter to Senator Leahy. The letter was in the
attachment fro as the answer to 292 & 29b.

vir,

-----Original Message----- )
From: (CTD) (FBI) b6

Sent: Thursday, August 18, 2005 12:48 PM _ b7cC
To: l( CTD) (CON) : ’ .
Cc: l(cTD)(FBI) .

Subject: RE: Congressional Questions from Director's 7/27/05 Senate Judiciary Committee Hearing

UNCLASSIFIED
NON-RECORD

[ 1 | o7
) b7C

Go ahead and use the template to add in our questions and return it to me. Also -youn issue
is closed. Do you have that response already? Go ahead and add in #6 and assign it t in

four ?rid. When { get the materlals back, | will make the assignments and point them back o you an

Thanks,
I | b2

Administrative Officer ) b6

Terrorist Screening Center ' k7C

~omce1:1_—_-:—i'|| :

Facsimile .

Cellulary 1 .
-~~--QOriginal Message-——--- b6
From (CTD) (CON) - b7C

Sent: Wednesday, August 17, 2005 3:36 PM
To] |(cTD) (FET)

&Nqﬁﬂassfwvcﬂ Quio oo Grem Dike Yol 72708 M@Ma/né,

3/25/2008 Cuonvnmi e Iv‘w\a. Mg




Message . Page 2 of 4

Subject: RE: Congressional Questions from Director's 7/27/05 Senate Judiciary Committee Hearing

UNCLASSIFIED
NON-RECORD
b6
b7C
Attached is a standard FBI format for QFR answers (provided b){: and a QFR matrix.
In addition to the QFR's you listed below, take a look at QFR #6 (What is the FBI doing to actively
improve the flow of terrorism information between the FBI and state and local law enforcement
agencies?) | think TSC is a part of this answer. Let me know if you would like {o include it in this
QFR tasker for TSC, or not.
vir,
' b6
| | p7c
----- Original Message----- b6
From: (CTD) (FBI) BbIC

Sent: Wednesday, August 17, 2005 11:39 AM
o p— (Y )
Subject: FW: Congressional Questions from Director's 7/27/05 Senate Judiclary Committee

Hearing
Importance: High

UNCLASSIFIED
NON-RECORD
b6

I have identified #s 29, 30, 31, 42, 43, 45, & 46. Please review and determine if we have any
more, or if there are others to which we should contribute. Set up a format for response, and
a solicitation format with assigned areas of responsibility for my review and then we will get

. this out to everyone.

Thanks,

. Administrative Officer bé

N b7C
Terrorist Screening Center

Office!

Facsimile;

Celiular: | I | )
----- Original Message----- b6
From: (OCA) (FBI) b7C
Sent: Tuesday, August 16, 2005 1:21 PM |

To:

BUCELLA,
DONNA A. (CTD) (OGA)] ]
KALISCH, ELENI P. (OCA) (FBI)

Cc: _ IHEALY,
TIMOTHY 1, (CTD) (FBI]

3/25/2008




Message

3/25/2008

Page 3 of 4
~Subject: Congressional Questions from Director's 7/27/05 Senate Judiciary Committee
Hearing
UNCLASSIFIED
NON-RECORD

We have received Questions for the Record (QFRs) based on the 7/27/05 Senate Judiciary
Committee hearing.

Those questions are attached, along with an indication of the Division to which each question
is assigned.

Please provide written responses to these questions, ready for provision to the Hill and

approved at the DAD leve| or higher, by email by COB Tuesday, 9/6/05. These responses
may be in WordPerfect, Word, or in the body of the transmittal email, as convenient.

If you believe a question has been improperly assigned to you, please notify me by COB
Wednesday, 8/17/05 so | can reassign the question and allow the new assignee adequate
time to respond.

L]
Below are the questions assigned to each Division. Please note that many questions have
multiple subparts.

Thanks for your assistance!

Office of Congressional Affairs
JEH Building Room 7252
i oom 7240)

ASSIGNMENTS BY DIVISION

Deputy Director's Ofﬁce| l- Q3

CTD-Qs 13,4, 5, 8, 19, 20, 22, 26

CTD (TSC) - Qs 29, 30, 31, 42, 43, 45, 46
DI-Qs2,8,7, 10,12, 27 i
DI(LSS) - Qs 13, 14, 15, 16, 17, 18, 32, 33, 34, 35
OGC - Qs 36, 40, 41, 47

ASD - Qs 1b, 23, 24

ch-Q21

b6
b7C

b2
b6
b7C

b6
bicC




"Message Page 4 of 4

OCA - 37, 38, 44
CiD-Q25
CJiIs-Q28
0cCio-Q 11,38

OPA-Q9

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

3/25/2008
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Message ALL INFORMATION CONTAINED Page 1of1l
h HEREIN IS UNCLASSIFIED

DATE 05-01-2008 BY 60324 UC BAW/RS/VCF

I |(CTD) (CON)
From: | kcTp) (FBY) QESC
Sent: Sunday, August 21, 2005 4:50 PM '
To:
Cc: BUCELLA, DONNA A. (CTD) (OGA); HEALY, TIMOTHY J (WF) (FBI); KOPEL, RICHARD S
(CTD)(OGA)] 1

Subject: Questions for the Record - Due 08/26/2005
Importance: High
Attachments: QFR.Justice.Comm7.27.05.doc; QFR.Matrix.JusticeComm.27JUL05x.revkeh.xls

UNCLASSIFIED
NON-RECORD

To All,

Per the morning meeting on Thursday, August 18, 2005, attached are the grid of assignments and Word
document describing the questions the TSC is responsible for answering. These each have primary responsibility b6
indicated by the first individual listed in the-box from the Excel spreadsheet, and secondary assistance indicated BIC
beyond the first individual listed. The due date for this-information is 08/26/2005 and it should be returned to

withacopytd _____Jin electronic form. Please use the attached Word document in which
you should write your response. Electronic versions of the response, and electronic as well as hard copy versions
should be forwarded to] Jof any attachments that are referenced. Please let me know if you have
questions or if there are potential misassignments.

Thanks in advance for your cooperation and assistance.

. : b2
Adminisirafive Officer . 6
Terrorist Screening Center b7cC
Office )

Facsimil
Celiular

UNCLASSIFIED

Quifrns 772 Bieinod - Bl 08 22905 g

3/25/2008




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-01-2008 BY 60324 UC BaW/RS/VCF

b6
b7C
[QFR's Justice Comm 07-27-05.MATRIX 1
QFR# |TSC POC QFR Summary QFR OIG Status QFR Due Date
Resolved - Provide
6 Improve the flow of information between the FBI and state and local LE Data 8/26/2005
. Determine if
Additional Response
is Required and Is
Consistent with
. Previous OIG
29 | E Officer Safety correlation to VGTOF Codes Response 8/26/2005
* Resolved - Provide . .
30.a. I TSC Strategic Plan Data 8/26/2005] .
Resolved - Provide '
30.b. l I TSC Performance-Evaluation Data 8/26/2005
Resolved - Provide
31.a. [Legal - |Steps TSC has taken to share TSDB and wanted persons list with DOS Data 8/26/2005
l Resolved - Provide
31.b. |Legai Obstacles to TSC-DOS info-sharing agreement Data 8/26/2005
] Resolved - Provide
42.a. I Role of Privacy Officer Data 8/26/2005
! Resolved - Provide
42.b. I Privacy Officer reports to? Data 8/26/2005
] Resolved - Provide
42.c. | Privacy Officer holds full clearance for access? Data 8/26/2005
Resolved - Provide
43 | Accuracy of TSDB Data Data 8/26/2005
Resoived - Provide
45 I List TSC federal customers and each screening purpose (include private sector screenings) Data 8/26/2005
Resolved - Provide
46 | List TSC state & local customers and each screening purpose Data 8/26/2005
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v - Message . Page 1of1

ALL INFORMATICN CONTAINED

HEREIN IS UNCLASSIFIED

DATE 05-01-2008 BY 60324 UC BAW/RS/VCF

(CTD) (CON)

From: | [CTD)(CON) e
Sent: Friday, August 26, 2005 11:04 AM b7C
To: {CTD) (CON)] lCcTD)(FBY)

Cc:

|(WF) (FBI); HEALY, TIMOTHY J (WF) (FBI)
Subject: Question for the Record (QFR) due 8/26/05
Attachments: QFR.Justice.Comm?7.27.05.doc

SENSITIVE BUT UNCLASSIFIED
NON-RECORD .

b6
Attached are response for the QFR. These include those for Unit Chief :I# 6,#45 and #46. and forUnit 1p7c

Chief[__'—_} 30.b

SENSITIVE BUT UNCLASSIFIED

Guarhion Lo ean o( Qe R ) et 0Trmdy

3/25/2008




4 2
14
‘\

- ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 04-238-2008 BY. 60324 UC

(CTD) (CON) -

BAW/RS/VCF

~ From: . CTD) (FBI)
Sent: 44 PM
To: i(CTD) (FBI)

Cc: CTD) (CON)
Subject: QFRs Due to HQ 5/22/2006
Importance: High

Attachments: QFR.SenateJudiciéry5.22.06.revkeh.doc
UNCLASSIFIED

NON-RECORD

[ 1]

b6
b7cC

b6
b7C

Attached are the revisions fo your response please evaluate and advise of your concurrence/disapproval and addition of

the missing information ASAP.

QFR.Senateludic

lary5.22.06.rev...
Thanks,

Administrative Officer

Terrorist Screening Center
Office:
Facsimile:
Cellular:

"UNCLASSIFIED

QR s Rueo IR 5322006 . M52
——

b2
b6
b7C




-

~Message . ALL INFORMATION CONTAINED Page 1 of 1
HEREIN IS UNCLASSIFIED
DATE 05-01-2008 BY 60324 UC BAW/RS/VCF
(CTD) (CON)
. b6
From: (CTD) (CON) b7C
Sent: Friday, August 26, 2005 3:03 PM
To: | |(cTD) (FBI)
Subject: QFRs complete
Attachments: QFR.Justice.Comm7.27.05.doc
UNCLASSIFIED
NON-RECORD
Here is the TSC response fo all QFR's. b6
. b7C -

vir,

UNCLASSIFIED

QC&S Wﬂm\ W“S}'

3/25/2008
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"""Message ALL TNFORMATION CONTAINED Page 1 of 1
HEREIN IS UNCLASSIFIED
DATE 05-01-2008 BY 60324 UC BAW/RS/VCF
(CTD) (CON)
From: | [cTD) (CON) Doe
Sent: Friday, August 26, 2005 2:46 PM ‘
To: l lcto) (FBY)
Subject: QFR's (#43 missing)
Attachments: QFR.Justice.Comm?7.27.05.doc
UNCLASSIFIED
NON-RECORD
Here is an advance copy of the QFRs for you to get a jumpstart on. Still waiting on #43 from b6
b7C

vir,

UNCLASSIFIED

Qpﬁs' (Y43 pissrg .m Sd‘i

3/25/2008




ALL INFORMATION CONTAINED
HEREIN IS UNCLAJSIFIED
DATE 05-01-2008 BY 60324 UC BAW/RS/VCF

(CTD) (CON)

From: | | (cTD) (FBY) ;ﬁgc
Sent: IMQ[]QELME_%OOS 4:39 PM

To: CTD) (CON)

Ce: | [(CTD)(CON)

Subject: S -

Attachments: QFR.SenateJudiciary5.22.06.revkeh05292006.gold.doc

UNCLASSIFIED

NON-RECORD
b6
b7C

This is my final cut on this. | have received Donna's input and incorporated it. Please attach all final versions previous
write-ups to the DOJ/OIG on number 17. Assemble and pass the hard copy back to me for one last review before
sensitivity/classification review and passage to HQ.

QFR.Senateludic
iary5.22.06.rev...
Thanks,

Terrorist Screening Center
Office: |

Facsimile: |
Celiular: | I

UNCLASSIFIED

b2

b7C
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ALl INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED :
DATE 08-01-2008 BY 60324 uc baw/r

Senate Judiciary Committee
Questions For the Record:

May 30, 2006




Message ALL INFORMATION CONTAINED Page 1 of 1
HEREIN I3 UNCLASSIFIED
DATE 04-29-2008 BY 60324 UC BAW/RS/VCF
| (CTD) (CON)
From: {cTD) (CON)
Sent: Friday, September 16, 2005 1:47 PM flg gc
To: '
Cc:
Subject: QFR Tasking (CJSJ House Approps Subcomm) due 9/30/05
Attachments: OIG Secure Flight Closeout.doc
UNCLASSIFIED
NON-RECORD
To All,
Attached is a Word document with Congressional questions for the record (QFR's) the TSC is responsible for b6

answering. These each have primary responsibility indicated by the first individual listed and secondary/tertiary bic
assistance indicated b stindividual listed. The due date for this information is Friday, 09/30/2005 and

it should be returned & ilvith acopy to n electronic form. Please use the attached

Word document in which you should write your response.Electronic responses (and electronic attachments) as

well as hard copy responses should be forwarded to

Thanks in advance for your cooperation and assistance.

vir,

UNCLASSIFIED

ﬂbqal wps b Umm ) due 3005 7S
QFE Taskg ( 45 fos>e 5 #

3/25/2008
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cssage HEREIN IS UNCLASSIFIED

DATE 04-2%-2008 BY 60324 UC BAW/RS/VCF

(CTD) (CON)

From: | kcTo) (FBY)
Sent:  Monday, July 25, 2005 8:06 AM
To: (CTD) (CON)
Subject: FW: responses

UNCLASSIFIED
NON-RECORD

I:I Let's keep this verbage for future responses. —:

UNCLASSIFIED
NON-RECORD

Donna, below are questions posed by Senators who had ¢ isits with the Director last week. The
questions are followed by responses based on input fromj an | just want to
ensure that you are comfortable with the response before | give it to Eleni for final response to the
Senators.

_1. What mechanism does TSC have in place for innocent individuals to have their names removed from
terrorist watch lists/no-fly lists? We should include not only how this works, but how frequently names are
removed, and a contact number that can be provided for constituents.

ALL INFORMATION CONTAINED
Page 1 of 2

b6
b7cC

b6
b7cC

b6

b7C

FW Respavids. MS‘J_
3/25/2008

b5

b5




« " Message Page 2 of 2

2. Are there any private (or quasi-govt) entities that have the ability to run names a{gainst the terrorist
watchlist? The Director mentioned something like a beverage licensing board as a possibility but promised
we would get back to the Senator with a definitive response. '

b5

b5

* UNCLASSIFIED

3/25/2008
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Message ALL INFORMATION CONTAINED Page 1 of 2
HEREIN I8 UNCLASSIFIED
DATE 04-29-2008 BY 60324 UC BAW/RS/VCF

| kcTD) (CON)

From: | l be
Sent: Tuesday, August 23, 2005 1:48 PM b7C
To:

Ce:

Subject: ~ FW: Questions for the Record - Due 08/26/2005
Importance: High
Attachments: QFR.Justice.Comm7.27.05.doc; QFR.Matrix.JusticeComm.27JULO5x.revkeh.xls

UNCLASSIFIED
NON-RECORD

My adds are in the documents.

b6
1 Bic

— Y —

From{ ko) (Fer) :

Sent: Sunday, August 21, 2005 4:50 PM _
To ]  be

b7C

Cc: BUCELLA, DONNA A. (CTD) (OGA); HEALY, TIMOTHY 3. (CTD) (FBI); KOPEL, RICHARD S (CTD)(OGA);
l ] '
Subject: Questions for the Record - Due 08/26/2005
Importance: High
UNCLASSIFIED
NON-RECORD
To All,
Per the morning meeting on Thursday, August 18, 2005, attached are the grid of assignments and Word
document describing the questions the TSC is responsible for answering. These each have primary responsibility b6
indicated by the first individual listed in the box from the Excel spreadsheet, and secondary assistance indicated B7C
be st'individual listed. The due date for this information is 08/26/2005 and it should be returned to ’
with a copy to in electronic form. Please use the attached Word document in which

you should write your response. Electronic versions of the response, and electronic as well as hard copy versions
should be forwarded to Mr. Brown/Yates of any attachments that are referenced. Please let me know if you have
questions or if there are potential misassignments.
Thanks in advance for your cooperation and assistance.
-Administrative Officer b2
Terrorist Screening Center b6
Office b7C
Facsimile] 1
Cellulard |

35008 Fu) Questhows o Ve Ropp~L0 0Be2005 $5




Message Page 2 of 2

UNCLASSIFIED

UNCLASSIFIED

3/25/2008




) ALL INFORMATION CONTAINED

v HEREIN IS UNCLASSIFIED
DATE 04-29-2008 BY 60324 UC BAW/R3/VCF

|(CTD) (CON)
From: CTD) (FBI) :]ggc
Sent: 118 PM
To: CTD) (CON)
Cc: (CTD) (FBI)
Subject: FW: Due Thursday morning (5/18)ll
Attachments: QFR 26.doc; gfr 69.doc

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

1 b6

bcC

Please put this in the appropriate format - getl___:_-linput on item C ASAP, and send back to me.
Thanks,
Administrafive Officer -
Terrorist Screening Center I
Office: :b 6
Facsimile: b7C
Cellular:
-—~-Original Messpge—--- .
From: (CTD)(CON) be

Sent: Monday, May 22, 2006 1:40 PM b7C
To: [ (CTD) (FEI)

Subject: : Due Thursday morning (5/18)1! :

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Here are the responses with the modifications after my review. As we discussed, QFR # 69 requires a response fo item

#C.

QFR 26.doc (14 ¢fr 69.doc (23

KB) KB)
~-—-Qriginal M [
From: (CTD) (FBD)
Sent: 21, 2006 10:09 PM b6
To: KCTD)(CON) :b 7
Subject: - Due Thursday morning (5/18)! ’
Importance: High
SENSITIVE BUT UNCL:ASSIFIED
_ NON-RECORD

Can you please edit first - thanks.

| | . be
Administrative Officer . bic

Terrorist Screening Center

FW Qe Thudty moRning (518)11.m3g




Office: I
Facsimile:
Cellular:

-—-0Original Message—-—

From: C ICTD) (FBI)

Sent: Sunday, May 21, 2006 5:45 PM

To: kco) (FBD)

o L KCTD) (CON) .
Subject: FW: Due Thursday morning (5/18)!!

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—

b2

b6
b7

As usual, I'm requesting your assistance. I've attached my "cut" at these responses. B/C of your familiarity w/ all of

the related responses to various people/groups, etc. (OIG, Secure Flight, others that | probably am not even aware of)

concerning issues such as these, | think it is important that you review to ensure consistency among the responses.

| will obtain specific numbers from IT in the morning to fill in the bianks.
Thanks,
[ J<Fite: qfr 69.pd >> << File: QFR 26.wpd >>

-—---—-Original Message-—---
From: CTD) (CON)
Sent: v 16, 2006 12:53 PM

To:

[(cTD)(0GA)

Subject: Due Thursday morning (5/18)11
Importance: High

UNCLASSIFIED
NON-RECORD

[ 1

Here are some QFR's that need a quick turnaround. Due Thursday morning 5/18.

[ Tiou have #26 and #69

::] you have #110.

vir,

1 '

The below 3 Questions for the Record (QFR) are based on the Director's 5/2/06 Senate Judiciary oversight
hearing. Please provide your response o me by COB 5/22/06. Your response will require DAD approval prior

to submission. :

26. CTD. A June 2005 OIG report entitled “A review of the Terrorist Screening Center” found that the
watch list could be missing names, some names might be designated at inappropriate threat levels and that
the FBI hasn’t given other agencies full access to its watch list. Is this still a problem?

2

C

b6
b7C

b6
b7C

b6
b7cC




69. CTD. During the past year, the Terrorist Screening Center has initiated a record-by-record review of the
terrorist screening database to ensure accuracy, completeness, and consistency of the records. Inspector
General Fine has reported that the database currently contains more than 235,000 records and that TSC’s
review will take several years.

a. How can a list this large possibly be helpful to the FBI and its law enforcement partners in the effort
to thwart tetrorism?

b. How much longer will it take for the TSC to complete its review?

c. What impact will the delay in getting an accurate terrorist watchlist have on the FBI's
counterterrorism mission?

110. CTD. Iunderstand that the Terrorist Screening Center at the FBI has a redress process but works
behind the scenes with other agencies to try to rectify any problems that individuals experience as a result of
being mistakenly placed on a terrorist watch list or mistakenly identified as someone on the list. Should
people who believe they are adversely affected by the Terrorist Screening Center watch list have the right to
appeal an adverse consequence that results,from it, and to take their appeal to court? How do we balance the’
right to appeal with the need for secrecy? '

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




P

QFR #110.

Question: [understand that the Terrorist Screening Center at the FBI has a redress
process, but works behind the scenes with other agencies to fry to rectify any problems
that individuals experience as a result of being mistakenly placed on a terrorist watch list
or mistakenly identified as someone on the list. Should people who believe they are
adversely affected by the Terrorist Screening Center watch list have the right to appeal
an adverse consequence that results from it, and to take their appeal to court? How do
we balance the right to appeal with the need for secrecy?

TSC Response to #110:

TSC believes that an effective redress process is critical to the public’s trust in the U.S.
government’s terrorist screening efforts and the protection of individuals’ civil liberties.
Therefore, it is essential for people who believe they have been adversely affected by
these screening efforts have access to a review process through which errors can be
identified and corrected.

Where a terrorist screening process adversely affects important rights, benefits, and
privileges, the individual has the right to an independent review of the basis for any
adverse action. In most cases, such a review process is already in place and is tailored to
the specific context in which individuals may be affected by terrorist screening. The
consolidated terrorist watchlist is largely used by agencies that have existing authority to
screen individuals and take action on the grounds of terrorism or other disqualifying
factors. Depending on what action an agency takes as a result of the terrorist screening
process, the individual may have a right to a formal agency appeal and judicial review
under the Administrative Procedure Act or other applicable law.

The challenge is to balance the need for access to information in the context of an appeal
with the need to protect the sensitive or classified information that, if released, could
undermine the effectiveness of the consolidated watchlist and the government’s
counterterrorism efforts. In most instances, the presence of a known or suspected
terrorist on the watchlist serves only as a pointer to notify the screening agency that
intelligence information exists suggesting a nexus to terrorism. Agencies can then obtain
and review the intelligence and decide what action is appropriate pursuant to their legal
authority. Where an agency takes an adverse action based on the intelligence
information, that information and the fact that the consolidated watchlist led the agency
to examine that information become a part of the agency record supporting their action.

Thus far, the courts have addressed the need to balance the right to appeal an agency’s
action with the need for secrecy through conducting ex parte, in camera review of
sensitive and classified information that formed the basis for an agency action. This
process has worked well, and the TSC believes it should serve as the model for judicial
review of adverse actions that flow from a terrorist screening process.
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Qutside the Scope

Question #54: You recently disclosed that the Terrorism Screening Database (“TSDB”)
contains 491,000 records and that the FBI's review of the database to ensure the accuracy of
these records will take years. The glaring errors in the FBI’s Terrorist Watchlist — including the
names of Members of Congress, infants and even nuns — clearly make the case for why this
review is needed. These errors also suggest that any review of the TSDB must also include
finding out how the bad information that is in this database got there in the first place.

a. What is the FBI doing to find out how bad data got into the TSDB and onto the
terrorist watchlist? '




b. Is there any procedure in place that requires the FBI to conduct an internal
investigation whenever errors are detected in the TSDB? Should there be?

TSC Response (a & b): It is important to note at the beginning of this response that records in
the TSDB meet only the threshold for suspicion of terrorism for inclusion in the database. Once
the suspicion has been established, the identity is appropriate for watch listing. As more
information becomes available, the record may be updated or removed from TSDB. This is not
an indication the record was in error, but rather a reflection of the additional information that has
been evaluated and the records new status. It has been widely reported in the media that persons
who are wholly inappropriate for watchlisting, such as members of Congress and young children,
are on the terrorist watchlist and as a result, have had difficulty boarding planes. These reports
are highly misleading in that they suggest every individual who has had delays or difficulties
during a screening process is on the terrorist watchlist. Additionally, unnecessary alarm is often
caused by airline ticket agents who erroneously inform travelers that they are “on a watchlist” if
they have any difficulty during the security screening process. Unfortunately, individuals who
share an identical or similar name with a watchlisted person may experience inconveniences at
various points of screening (e.g., U.S. ports of entry, airports, etc.). The person may experience
a delay until the screener can verify they are not the person on the watchlist. These individuals
are commonly referred to as “misidentified persons” because their inconvenience is due to a
temporary misidentification with a watchlist record, but who are not actually on the watchlist.
GAQO recently issued a detailed report (GAO 06-1031) on this problem and the executive
branch’s efforts to minimize the inconvenience caused to these persons. TSC’s efforts to assist
misidentified persons include an operatioral procedure to maintain records of encounters with
misidentified persons and check those records when a new encounter occurs so TSC can rapidly
identify and clear known misidentified persons during screening. TSC has also established an
inter-agency redress process for persons having watchlist-related screening difficulties.

The TSDB contains data on known and appropriately suspected terrorists, which is provided to
the TSC by either the National Counterterrorism Center INCTC) (for international terrorists) or
the FBI (for purely domestic terrorists). The TSDB was initially created by consolidating all
data in U.S. government data systems into a single database. Because of the urgency of getting a
consolidated watchlist established, terrorism data from other systems was dumped into the TSDB
with limited review and quality controls. As a result, much of the quality assurance efforts that
ideally would have been performed prior to compiling TSDB were, by necessity, pushed to the
backend of the process. Since TSDB was created, significant efforts have been underway at the -
TSC to (1) establish strong gatekeeping controls to prevent inappropriate records from being
added to the TSDB, and (2) review existing TSDB records to ensure they are appropriate for
watchlisting.

TSC has developed numerous internal quality controls for the various stages of the watchlist
process to increase the quality of the TSDB. These quality control efforts are discussed at length
in response to Question 152. While there is no policy requiring a formal investigation when
watchlist errors are identified, TSC takes appropriate steps to determine if the error was an
isolated one or part of a larger problem involving multiple records which now must be reviewed
and corrected. TSC also provides feedback to the nominating agencies when errors are made in
the nomination process that would degrade the quality of the watchlist.




TSC’s ability to improve the quality of the watchlist is limited, however, as TSC isnotina
position to validate information provided by nominating agencies to justify adding a person to
the TSDB. For example, TSC has no ability to investigate, verify, or judge whether information
in an intelligence cable is accurate as reported or from a reliable source. TSC must rely upon the
agencies that investigate terrorism and gather and analyze intelligence to provide accurate,
complete and current information to support terrorist watchlist nominations, and to critically
review that information before making a nomination to the watchlist. Through the TSC
Governance Board, inter-agency working groups, and other means, TSC works closely with
nominating agencies to clarify watchlist standards and streamline operational protocols to
improve the quality of the watchlist data that is sent to TSC daily. TSC respectfully suggests,
however, that the agencies that nominate individuals to the watchlist are in the best position to
represent their own quality assurance efforts to improve the accuracy and reliability of the
undetlying intelligence and investigatory data that support their nominations to the watchlist.

Background: In your recent written responses, you noted that the so-called terrorist watchlist —
the FBI’s Terrorist Screening Data Base, or TSDB — now contains almost half a million records.
You agreed that erroneous inclusion in the TSDB “exerts a negative impact on the individual,”
and said that “the FBI takes errors seriously and is working to eliminate them.”

Question #105: What is the current backlog for such reviews, and has it increased or decreased
in the past year? By how much? What is your definition of “backlog™ in this context, and has it
changed over the years?

TSC Response: As stated in the preamble to the question, the TSC and FBI do take errors
seriously and.work hard to eliminate them with a variety of approaches. There is no "backlog"
regarding special projects or record reviews because quality assurance efforts will always be
layered and ongoing as long as the terrorist watchlist is in existence. The TSC has ongoing
quality assurance initiatives that are intended to identify errors in TSDB and correct them
expeditiously. The following approaches have been implemented to ensure that the data in the
TSDB is current, accurate, and thorough:

Analysts in the TSC's Nominations and Data Integrity Unit review terrorist records submitted by
NCTC and the FBI on a daily basis. The analysts review the records for biographical accuracy
and derogatory accuracy through a software application called the Single Review Queue (SRQ).
This application enables the TSC to review every nomination of Known or Suspected Terrorists
(KST) before it is added to the TSDB. As a result of this review, the analysts ensure that the
records are exported to the appropriate support systems for screening opportunities based upon
the requirements of the respective screening agencies (i:e., Customs, State Department, FBL,
State and Local Police). For example, individuals nominated to TSA's No Fly List must meet the
established criteria, and also possess a complete name and date of birth (carrier requirement).

In addition to the daily quality assurance provided by the SRQ, Nominations and Data Integrity
analysts conduct various proactive quality assurance projects. For example, the Nominations and
Data Integrity analysts are currently "scrubbing" TSA's No Fly List. The "scrub", which has also




been supported by 10 TDY Federal Air Marshals (FAMS), involves a thorough review of every
TSDB record currently exported to TSA's No Fly List. The "scrub" of TSA's No Fly List should
be complete near the end of January 2007. The next planned "scrub" for Nominations and Data
Integrity analysts is TSA's Selectee List. The Selectee scrub is scheduled to begin in
approximately February of 2007.

The Nominations and Data Integrity analysts also conduct encounter driven quality assurance.
When a known or appropriately suspected terrorist is encountered by a law enforcement officer,
border official, etc., the records associated with that individual are immediately reviewed for
completeness and accuracy. If the records are determined to be accurate and complete, they are
maintained as they are. If the records require modifications or removal, the analyst coordinates
with the appropriate entity (either NCTC or the FBI) and ensures that record is adjusted or
removed accordingly.

Question #106: What is the timeline for resolving the backlog of challenges from those who
claim they have been placed on this watchlist improperly?

TSC Response: Complaints from individuals who are having watchlist-related screening
problems are handled through the watchlist redress process, by which individual complaints of
adverse screening experiences (e.g., denied boarding on a plane, repeated secondary screening)
are referred to the TSC when it appears the complainant is a watchlisted person. TSC
established its formal redress process in January 2005 and now has a redress office dedicated to
researching and resolving these matters. TSC accepts referrals from screening agencies that
receive complaints from individuals when it appears that individual is in the TSDB. Because of
the in-depth research and analysis that TSC performs on each redress matter, and the fact that
most redress matters require that TSC consult with and/or seek additional information from other
agencies, TSC does not consider any redress matter to be overdue (and therefore part of a
backlog) unless it has not been concluded within 60 calendar days from the date TSC received
the referral.

TSC’s statistics for redress matters as of January 3, 2007, are listed below. Statistics are
currently maintained by calendar year.

CY2005 | CY2006
Total Redress Matters Received 134 253
Total Closed 134 197
Total Pending 0 56
Average Completion Time (Calendar Days) 86 49
Backlog (Number of Pending Matters Open More Than 60 Calendar Days) 0 20

Question #107: If there is a problem processing this backlog, what resources would be
necessary to fix it?




TSC Response to #107: The TSC redress office requires sufficient staffing to handle the
volume of redress matters that are referred to the TSC in a timely manner. As noted in the
response to Question 106 above, in 2006 TSC experienced an 89% increase in the number of
redréss matters it received from the previous year. TSC increased its redress staffing in Fiscal
Year 2006 by adding a dedicated redress superv1sor an additional full-time analyst, and several
temporary-duty personnel. Based upon our experience, the TSC has identified the need for
additional permanent staff in Fiscal Year 2007 to address the increased workload. Therefore,
TSC is in the process of adding four new redress analysts to the redress staff during Fiscal Year
2007, which would increase the compliment of full-time, permanent redress analysts from two to
six. Under a recently signed agreement between TSC and DHS, DHS has agreed to provide staff
to fill the four redress analyst positions during this fiscal year.

It is important to note that redress backlogs also can develop when other agencies do not respond
in a timely manner to TSC’s request for consultation or additional information on a pending
redress matter. For the past year, TSC has been leading an effort to establish a multi-agency
memorandum of understanding (MOU) to be signed by all agencies that participate in the
watchlist redress process. Among other things, the MOU would secure a commitment from
these agencies to provide adequate resources to support the redress process and to respond to
requests for assistance from the TSC in a timely manner. The MOU also seeks to document the
existing inter-agency redress process to reduce confusion and to establish procedures to resolve
conflicts among agencies, which TSC believes will streamline the process and thereby speed the .
resolution of most redress matters. The MOU would also require each signatory agency to
designate a senior official for redress to ensure that the obligations under the MOU are properly
carried out. Currently, the MOU is in the interagency clearance process and is expected to be
signed by the heads of the participating agencies in the near future.

Question #152: Multiple watchlists that existed before 9/11 have now been consolidated into
the terrorist screening database (TSDB) maintained by the FBI’s Terrorist Screening Center
(TSC). Nevertheless, Inspector General Glenn Fine has identified inherent problems with the
master list such as missing names and incomplete/inaccurate data. With this in mind, please
answer the following questions:

a. How accurate and complete is the consolidated terrorist screening database?

TSC Response: The TSDB contains data on known or appropriately suspected terrorists, which
is provided to the TSC by either the National Counterterrorism Center (NCTC) (for international
terrorists) or the FBI (for purely domestic terrorists). As stated earlier, TSC is not in a position
to validate the derogatory information that justifies placement of an individual on the TSDB. , For
example, TSC has no ability to verify or judge whether information in an intelligence cable is
accurate or from a reliable source. TSC must rely upon the agencies that investigate terrorism
and gather and analyze intelligence to provide accurate, complete and current information to
support terrorist watchlist nominations. TSC respectfully suggests that the agencies that
nominate individuals to the watchlist are in the best position to respond to questions regarding
the quality controls for the underlying intelligence and investigatory data that supports the
inclusion of individuals on the watchlist.




TSC has developed quality controls for the various stages of the watchlist process to increase the
quality of the TSDB. First, since March 2006, TSC has used a newly developed business
process (Single Review Queue) to ensure that every new nomination modification of a watchlist
record is reviewed by a TSC Subject Matter Expert. TSC analysts review the nominations to
ensure, to the extent possible, the accuracy of the biographical data provided for watchlisting,
and that the derogatory information supporting the watchlist nomination is sufficient.
Nominations are refused if they are not supported by sufficient biographical information or by
adequate derogatory information that indicates the individual has a nexus to terrorism. TSC also
has developed technology business rules in TSDB to enforce minimum data and export
requirements, to identify and correct records that appear to have erroneous, inconsistent, or
otherwise discordant data.

Based on our experience with the current No Fly and Selectee criteria the TSC initiated an
interagency working group to review the criteria. The group determined the criteria was valid,
but the guidelines for implementing the criteria needed revising. Based on this, TSC initiated
effort, analysts are currently conducting a record-by-record review of the TSA No Fly List. This
review consists of a thorough examination of every record currently included in the No Fly List
to identify records no longer meeting the criteria and remove them from the list. The No Fly List
review is expected to be completed near the end of January 2007. At the conclusion of the effort,
the TSC is planning to conduct a similar review of the TSA Selectee List.

TSC has also developed procedures to ensure that every time a possible encounter with a
watchlisted person is phoned into the TSC, TSC’s call center staff reviews the TSDB and other
relevant data systems to identify records where the status has changed and updates are necessary.
When a watchlisted person is encountered by a law enforcement officer, border official, etc., the
records associated with the watchlisted person are immediately reviewed for completeness and
accuracy. If the record is determined to be accurate and complete, it is maintained. However if
modifications or removal are required, TSC coordinates with the nominating agency and the
NCTC to ensure that record is adjusted or removed accordingly.

TSC’s redress process is also an important part of ensuring the accuracy and completeness of the
TSDB. The redress process is discussed in response to the next subpart of this question, below.

b. What mechanisms or processes are afforded to those individuals incorrectly placed on the
TSDB, or those whose name is confused with that of a suspected terrorist, who seek to challenge
the accuracy of the government’s information?

TSC Response: In January 2005, TSC established a formal watchlist redress process. The
process allows agencies that use the consolidated terrorist watchlist data during a terrorism
screening process (screening agencies) to refer individuals’ complaints to the TSC when it
appears those-complaints are watchlist related. The goals of the redress process are to provide
for timely and fair review of individuals’ complaints, and to identify and correct any data errors,
including errors in the terrorist watchlist itself.




TSC’s redress process consists of a procedure to receive, track, and research watchlist-related
complaints, and to correct the watchlist or other data that was causing an individual unwarranted
hardship or difficulty during a screening process. TSC has worked closely with screening
agencies to establish a standardized process for referral of and response to redress complaints
from the public. TSC also works with federal law enforcement agencies and the Intelligence.
Community, which nominate individuals to the watchlist, to review the redress complaint of any
individual on the terrorist watchlist, evaluate whether that person was properly watchlisted and
that the associated information was correct, and make any corrections that were appropriate,
including removal from the watchlist when warranted.

The terrorist watchlist is an effective counterterrorism tool because its contents are not revealed.
Therefore, the redress process does not inform individuals whether they are or are not on the
terrorist watchlist. The inability to provide transparency to affected individuals means that the
burden is on the government to perform a critical, in-depth review of the information supporting
the person’s placement on the watchlist and ensure that it meets the watchlisting criteria. If
sufficient information does not exist to justify the person’s inclusion on the TSDB, or inclusion
on one of the subsets of the TSDB such as the No Fly List, the person will be removed. There is
an enhanced redress process for individuals on the No Fly List that provides for an
administrative appeal of any adverse redress decision, the ability to request any releasable
information, and allows a complainant to submit information for consideration during the appeal.

Persons who are misidentified with a watchlisted individual can experience varying levels of
difficulty when they fly or are at the border. Misidentified persons often file redress complaints
and corrective action is usually taken by the screening agency in response. GAO recently
completed a comprehensive review of the ongoing interagency efforts to improve the experience
of misidentified persons, including efforts by DHS agencies to annotate their record systems to
help distinguish those persons more quickly in the future. See GAO Report 06:1031 for a
complete discussion of the efforts in this area. TSC’s efforts to assist misidentified persons
include an operational procedure to maintain records of encounters with misidentified persons
and check those records when a new encounter occurs so TSC can rapidly identify and clear
known misidentified persons during screening.

Information about the watchlist redress process and how to file a complaint with a screening
agency is available to the public on TSC’s website at www.fbi.gov. Other agencies that use
TSDB data for screening, such as TSA, also have redress information on their websites.




Outside the Scope

Question #54: You recently disclosed that the Terrorism Screening Database (“TSDB”)
contains 491,000 records and that the FBI’s review of the database to ensure the accuracy of
these records will take years. The glaring errors in the FBI’s Terrorist Watchlist — including the
names of Members of Congress, infants and even nuns — clearly make the case for why this
review is needed. These errors also suggest that any review of the TSDB must also include
finding out how the bad information that is in this database got there in the first place.




a. What is the FBI doing to find out how bad data got into the TSDB and onto the
terrorist watchlist? .

, b. Is there any procedure in place that requires the FBI to conduct an internal
investigation whenever errors are detected in the TSDB? Should there be?

TSC Response (a & b): It has been widely reported in the media that persons who are wholly
inappropriate for watchlisting, such as members of Congress and young children, are on the
terrorist watchlist and as a result, have had difficulty boarding planes. These reports are highly
misleading in that they suggest every individual who has had delays or difficulties during a
screening process is on the terrorist watchlist. Additionally, unnecessary alarm is often caused
by airline ticket agents who erroneously inform travelers that they are “on a watchlist” if they
have any difficulty during the security screening process. Unfortunately, individuals who share
an identical or similar name with a watchlisted person may experience inconveniences, such as
those reported by the media, at various points of screening (e.g., U.S. ports of entry, airports,
etc.). The person will be delayed until the screener can verify they are not the person on the
watchlist. These individuals are commonly referred to as “misidentified persons” because their
inconvenience is due to a temporary misidentification with a watchlist record, but who are not
actually on the watchlist. GAO recently issued a detailed report (GAO 06-1031) on this problem
and the executive branch’s efforts to minimize the inconvenience caused to these persons.
TSC’s efforts to assist misidentified persons include an operational procedure to maintain
records of encounters with misidentified persons and check those records when a new encounter
occurs so TSC can rapidly identify and clear known misidentified persons during screening.
TSC has also established an inter-agency redress process for persons having watchlist-related
screening difficulties.

The consolidated terrorist watch list, known as the Terrorist Screening Database (TSDB), is as
accurate and complete as the source data that feeds it. The TSDB contains data on known and
appropriately suspected terrorists, which is provided to the TSC by either the National
Counterterrorism Center (NCTC) (for international terrorists) or the FBI (for purely domestic
terrorists). The TSDB was initially created by consolidating all data in U.S. government data
systems into a single database. Because of the urgency of getting a consolidated watchlist
established, terrorism data from other systems was dumped into the TSDB with limited review
and quality controls. As a result, much of the quality assurance efforts that ideally would have
been performed prior to compiling TSDB have been by necessity pushed to the backend of the
process. Since TSDB was created, significant efforts have been underway at the TSC to (1)
establish strong gatekeeping controls to prevent inappropriate records from being added to the
TSDB, and (2) review existing TSDB records to ensure they are appropriate for watchlisting.

TSC has developed numerous internal quality controls for the various stages of the watchlist
process to increase the quality of the TSDB. These quality control efforts are discussed at length
in response to Question 152. While there is no policy requiring a formal investigation when
watchlist errors are identified, TSC takes appropriate steps to determine if the error was an
isolated one or part of a larger problem involving multiple records which now must be reviewed




and corrected. TSC also provides feedback to the nominating agencies when errors are made in
the nomination process that would degrade the quality of the watchlist.

TSC’s ability to improve the quality of the watchlist is limited, however, as TSC is not in a
position to validate information provided by nominating agencies.to justify adding a personto .
the TSDB. For example, TSC has no ability to investigate, verify, or judge whether information
in an intelligence cable is accurate as reported or from a reliable source. TSC must rely upon the
agencies that investigate terrorism and gather and analyze intelligence to provide accurate,
complete and current information to support terrorist watchlist nominations, and to critically
review that information before making a nominating to the watchlist. Through the TSC
Governance Board, inter-agency working groups, and other means, TSC works closely with
nominating agencies to clarify watchlist standards and streamline operational protocols to
improve the quality of the watchlist data that is sent to TSC daily. TSC respectfully suggests,
however, that the agencies that nominate individuals to the waichlist are in the best position to
represent their own quality assurance efforts to improve the accuracy and reliability of the
underlying intelligence and investigatory data that support their nominations to the watchlist.

Background: In your recent written responses, you noted that the so-called terrorist watchlist —
the FBI’s Terrorist Screening Data Base, or TSDB — now contains almost half a million records.
You agreed that erroneous inclusion in the TSDB “exerts a negative impact on the individual,”
and said that “the FBI takes errors seriously and is working to eliminate them.”

Question #105: What is the current backlog for such reviews, and has it increased or decreased
in the past year? By how much? What is your definition of “backlog” in this context, and has it
changed over the years?

TSC Response: As stated in the preamble to the question, the TSC and FBI do take errors
seriously and work hard to eliminate them with a variety of approaches. There is no "backlog"
regarding special projects or record reviews because quality assurance efforts will always be
layered and ongoing as long as the terrorist watchlist is in existence. The TSC has ongoing
quality assurance initiatives that are intended to identify errors in TSDB and correct them
expeditiously. The following approaches have been implemented to ensure that the data in the
TSDB is current, accurate, and thorough:

Analysts in the TSC's Nominations and Data Integrity Unit review terrorist records submitted by

NCTC and TREX on a daily basis. The analysts review the records for biographical accuracy

and derogatory accuracy through a software application called the Single Review Queue (SRQ).

Upon réview, the analysts ensure that the records are exported to the appropriate support systems

for screening opportunities based upon the requirements of the respective support system (i.e., _
IBIS, VGTOF, CLASS]| | For example, individuals nominated to {fﬁ =
TSA's No Fly List must meet the Homeland Security Council's No Fly criteria, and they must

also possess a complete name and date of birth.

In addition to the daily quality assurance provided by the SRQ, Nominations and Data Integrity

" analysts conduct various proactive quality assurance projects. For example, the Nominations and




Data Integrity analysts are currently "scrubbing" TSA's No Fly List. The "scrub", which has also
been supported by 10 TDY Federal Air Marshals (FAMS), involves a thorough review of every
TSDB record currently exported to TSA's No Fly List. The "scrub" of TSA's No Fly List will be
complete at the end of January 2007. The next planned "scrub” for Nominations and Data
Integrity analysts is TSA's Selectee List. The Selectee scrub is scheduled to begin in
approximately February of 2007.

The Nominations and Data Integrity analysts also conduct encounter driven quality assurance.
When a known or appropriately suspected terrorist is encountered by a law enforcement officer,
border official, etc., the records associated with that individual are immediately reviewed for
completeness and accuracy. If the records are determined to be accurate and complete, they are
maintained as they are. If the records require modifications or removal, the analyst coordinates
with the appropriate entity (either NCTC or the FBI) and ensures that record is adjusted or
removed accordingly.

Question #106: What is the timeline for resolving the backlog of challenges from those who
claim they have been placed on this watchlist improperly?

TSC Response: Complaints from individuals who are having watchlist-related screening
problems are handled through the watchlist redress process, by which individual complaints of
adverse screening experiences (e.g., denied boarding on a plane, repeated secondary screening)
are referred to the TSC when it appears the complainant is a watchlisted person. TSC
established its formal redress process in December 2005 and now has a redress office dedicated
to researching and resolving these matters. TSC accepts referrals from screening agencies that
receive complaints from individuals when it appears that individual is in the TSDB. Because of
the in-depth research and analysis that TSC performs on each redress matter, and the fact that
most redress matters require that TSC consult with and/or seek additional information from other
agencies, TSC does not consider any redress matter to be overdue (and therefore part of a
backlog) unless it has not been concluded within 60 calendar days from the date TSC received
the referral. '

TSC’s statistics for redress matters as of January 3, 2007, are listed below. Statistics are
currently maintained by calendar year.

- | CY2005 | CY2006
Total Redress Matters Received , 134 253
Total Closed 134 197
Total Pending 0 56
Average Completion Time (Calendar Days) 86 49
Backlog (Number of Pending Matters Open More Than 60 Calendar Days) 0 20

Question #107: If there is a problem processing this backlog, what resources would be
necessary to fix it? )




TSC Response to #107: The TSC redress office requires sufficient staffing to handle the
volume of redress matters that are referred to the TSC in a timely manner. As noted in the
response to Question 106 above, in 2006 TSC experienced an 89% increase in the number of
redress matters it received from the previous year. While TSC increased its redress staffing in
Fiscal Year 2006 by adding a dedicated redress supervisor, an additional full-time analyst, and
several temporary-duty personnel, additional permanent staff are necessary in Fiscal Year 2007
to address the increased workload. Therefore, TSC intends to add four new redress analysts to
the redress staff during Fiscal Year 2007, which would increase the compliment of full-time,
permanent redress analysts from two to six. Under a recently signed agreement between TSC

and DHS, DHS has agreed to provide staff to fill the four redress analyst positions during this
fiscal year.

It is important to note that redress backlogs also can develop when other agencies do not respond
in a timely manner to TSC’s request for consultation or additional information on a pending
redress matter. For the past year, TSC has been leading an effort to establish a multi-agency
memorandum of understanding (MOU) to be signed by all agencies that participate in the
watchlist redress process. Among other things, the MOU would secure a commitment from
these agencies to provide adequate resources to support the redress process and to respond to
requests for assistance from the TSC in a timely manner. The MOU also seeks to document the
existing inter-agency redress process to reduce confusion and to establish procedures to resolve
conflicts among agencies, which TSC believes will streamline the process and thereby speed the
resolution of most redress matters. The MOU would also require each signatory agency to
designate a senior official for redress to ensure that the obligations under the MOU are properly
carried out. Currently, the MOU is in the interagency clearance process and is expected to be
signed by the heads of the participating agencies in the near future.

Question #152: Multiple watchlists that existed before 9/11 have now been consolidated into
the terrorist screening database (TSDB) maintained by the FBI’s Terrorist Screening Center
(TSC). Nevertheless, Inspector General Glenn Fine has identified inherent problems with the
master list such as missing names and incomplete/inaccurate data. With this in mind, please
answer the following questions:

a. How accurate and complete is the consolidated terrorist screening database?

TSC Response: The consolidated terrorist watch list, or Terrorist Screening Database (TSDB),
is as accurate and complete as the source data that feeds it. The TSDB contains data on known
or appropriately suspected terrorists, which is provided to the TSC by either the National
Counterterrorism Center (NCTC) (for international terrorists) or the FBI (for purely domestic
terrorists). TSC is not in a position to validate the derogatory information that justifies
placement of an individual on the TSDB. For example, TSC has no ability to verify or judge
whether information in an intelligence cable is accurate or from a reliable source. TSC must rely
upon the agencies that investigate terrorism and gather and analyze intelligence to provide
accurate, complete and current information to support terrorist watchlist nominations. TSC
respectfully suggests that the agencies that nominate individuals to the watchlist are in the best




position to respond to questions regarding the quality controls for the underlying intelligence and
investigatory data that supports the inclusion of individuals on the watchlist.

TSC has developed quality controls for the various stages of the watchlist process to increase the
quality of the TSDB. First, since March 2006, TSC has used a newly developed business
process to ensure that every nomination to or request for modification of a watchlist record is
reviewed. TSC analysts review the nominations to ensure, to the extent possible, the accuracy of
the biographical data provided for watchlisting, and that the derogatory information supporting
the watchlist nomination is sufficient. Nominations are refused if they are not supported by
sufficient biographical information or by adequate derogatory information that indicates the
individual has a nexus to terrorism. TSC also has developed technology business rules in TSDB
to enforce minimum data and export requirements, to identify and correct records that appear to
have erroneous, inconsistent, or otherwise discordant data.

On an ongoing basis, TSC also engages in various proactive quality assurance projects. For
example, TSC analysts are currently conducting a record-by-record review of the TSA No Fly
List. This review consists of a thorough examination of every TSDB record currently exported
to the No Fly List to identify ineligible records and remove them. The No Fly List review is
expected to be completed in approximately February of 2006. TSC also plans to conduct a
similar review of the TSA Selectee List.

TSC has also developed procedures to ensure that every time a possible encounter with a
watchlisted person is phoned into the TSC, our call center staff review the TSDB and other
relevant data systems to identify errors or other problems that require research and correction.
When a watchlisted person is encountered by a law enforcement officer, border official, etc., the
records associated with the watchlisted person are immediately reviewed for completeness and
accuracy. If the record is determined to be accurate and complete, it is maintained as is. If the
record requires modifications or removal, TSC coordinates with the nominating agency and the
NCTC to ensure that record is adjusted or removed accordingly.

TSC’s redress process is also an important part of ensuring the accuracy and completeness of the
TSDB. The redress process is discussed in response to the next subpart of this question, below.

b. ‘What mechanisms or processes are afforded to those individuals incorrectly placed on the
TSDB, or those whose name is confused with that of a suspected terrorist, who seek to challenge
the accuracy of the government’s information?

TSC Response: In January 2005, TSC established a formal watchlist redress process. The
process allows agencies that use the consolidated terrorist watchlist data during a terrorism
screening process (screening agencies) to refer individuals’ complaints to the TSC when it
appears those complaints are watchlist related. The goals of the redress process are to provide
for timely and fair review of individuals’ complaints, and to identify and correct any data errors,
including errors in the terrorist watchlist itself.

TSC’s redress process consists of a procedure to receive, track, and research watchlist-related
complaints, and to correct the watchlist or other data that was causing an individual unwarranted




hardship or difficulty during a screening process. TSC has worked closely with screening
agencies to establish a standardized process for referral of and response to redress complaints
from the public. TSC also works with federal law enforcement agencies and the Intelligence
Community, which nominate individuals to the watchlist, to review the redress complaint of any
individual on the terrorist watchlist, evaluate whether that person was properly watchlisted and
that the associated information was correct, and make any corrections that were appropriate,
including removal from the watchlist when warranted.

Because the terrorist watchlist is an effective counterterrorism tool because its contents are not
revealed, the redress process does not inform individuals whether or not they are on the terrorist
watchlist. The inability to provide transparency to affected individuals means that the burden is
on the government to perform a critical, in-depth review of the information supporting the
person’s placement on the watchlist and ensure that it meets the watchlisting criteria. If
sufficient information does not exist to justify the person’s inclusion on the TSDB, or inclusion
on one of the subsets of the TSDB such as the No Fly List, the person will be removed. There is
an enhanced redress process for individuals on the No Fly List that provides for an
administrative appeal of any adverse redress decision, the ability to request any releasable
information, and submission of information by the complainant for consideration during the
appeal. :

Persons who are misidentified with a watchlisted individual can experience varying levels of
difficulty when they fly or at the border. Misidentified persons often file redress complaints and
corrective action is usually taken by the screening agency in response. GAO recently completed
a comprehensive review of the ongoing interagency efforts to improve the experience of
misidentified persons, including efforts by DHS agencies to annotate their record systems to help
distinguish those persons more quickly in the future. See GAO Report 06-1031 for a complete
discussion of the efforts in this area. TSC’s efforts to assist misidentified persons include an
operational procedure to maintain records of encounters with misidentified persons and check
those records when a new encounter occurs so TSC can rapidly identify and clear known
misidentified persons during screening.

Information about the watchlist redress process and how to file a complaint with a screening
agency is available to the public on TSC’s website on www.fbi.gov. Other agencies that use
TSDB data for screening, such as TSA, also have redress information on their websites.
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Question #129: According to your recent response to a written question from Senator
Leahy after the last oversight hearing, as of May 2006 there were 491,000 records in the
Terrorist Screening Database. You also stated that the Terrorist Screening Center began
its own record-by-record review in March to make sure that each entry actually belongs on
the list. This is obviously a massive task with respect to a database with nearly halfa
million entries, but it is also important — to make sure that mistakes do not keep people off
airplanes or otherwise adversely affect them. How long do you believe it will take to
complete the review of the Terrorist Screening Database?

TSC Response: We cannot predict when the record-by-record review of existing TSDB records
will be completed because the review of new nominations (an average of 1,000 each day),
requests for modification of existing records, and priority reviews of particular segments of
information continually intervene, (The segment reviews include the records of 4,000 frequently
encountered individuals to ensure their inclusion on the No Fly list is appropriate, review of
1,383 domestic terrorist subject records to ensure the accuracy of handling codes, and review of
records marked in VGTOF as "silent hits.”) Clearly, erroneous inclusion in the TSDB exerts a
negative impact on the individual, such as when the person is prohibited by Customs officials
from entering the United States or by the TSA from boarding a plane. While the recent review
of the records of frequently encountered individuals should minimize such impacts, the FBI takes
all errors seriously and is working to eliminate them. A complete record review will not,
however, adversely affect our national security, because the errors this review is designed to
detect are errors of excessive inclusion in the TSDB rather than omission from it. For this reason,
the time required to complete this review will not impede the FBI's counterterrorism mission.
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ENCLOSURE
QUESTION 29

8/1/05 RESPONSE TO SENATOR LEAHY
CONCERNING:

“Alerting Law Enforcement Officers
to Terrorism Suspects
Through, VGTOF”
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* A scanned copy of the 8/1/05 letter and its attachment will be
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