
Department of Energy
Washington, DC 20585

January 12, 20Og

Ms. Marcia Hofmarur
Staff Attorney
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, CA 94110

Re: Freedom of Information Act Request F200g_000156

Dear Ms. Hofmann:

This is in further response to your February 25,2008,request for information that you
sent to the US Department of Energy (DOE), under the Freedom of Information Act
(FOIA),5 U.S.C. 552. You asked for all reports submitted since January l,200l,by
DOE to the Intelligence Oversight Board (IOB) pursuant ro Section 2.4 of Executive
Order 12863.

In a letter dated August22,2008, the Office of Inspector General (OIG) informed you
that we had identified 30 documents responsive to your request. We also informed you
that these documents were the property of the IOB and weie transferred to the IOB for a
release determination and a direct response to you.

However, on November 10, 2008, the IOB referred the responsive documents back to the
DOE OIG for final processing. The OIG has completed its review of the responsive
documents and a determination concerning their release has been made pursuant to the
FOIA, 5 U.S.C. 552. The enclosed documents are released in their entirety.

You may challenge the adequacy of this search for responsive documents by submitting a
written appeal to the Director, Office of Hearings and Appeals, HG-l/L'Eniant plaza
Building, u.S. Department of Energy, 1000 Independence Avenue S.w., washington,
DC 20585-1615. You should submit the appeal within 30 calendar days of receipt of this
determination.

The written appeal, including the envelope, must clearly indicate that FOIA appeal is
being made. The appeal must contain all the elements required by Title 10, C-ode of
Federal Regulations, Section 1004.8 to the extent applicable. Judicial review will
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thereafter be available to you (1) in the district where you reside, (2) where you have
your principal place of business, (3) where the DOE records are situated o, i+¡ in the
District of Columbia.

Sincerely,

Assistant Inspector General
for Inspections and Special Inquiries

Offrce of Inspector General

Enclosures

Elise Ennis
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Department of Energy
Washington, DC 20585

January 16, 2OOI

Sincerely,

e-I*

The Honorable Waren B. Rudman
Acting Chairman
Intelligence Oversight Board
Room 340, Old Executive Office Buildins
The White House
Washington, D.C. 20500

Dear Senator Rudman:

Pursuant to the responsibilities of the Inspector General stated in Executive Order 12g63,
"President's Foreign Intelligence Advisory Board," I am reporfing for the period July I, 2000,
through September 30, 2000. The following occurred during the ieporringlperiod.

The Manager of the Department ofEnergy's (DoE) Nevada Operations OffÌce reported that a
Nevada Test Site Srsl tenant organizat)on authorized the presence of an Inteiligänce
Community collection team on the NTS without proper coordination with the Nevada
Intelligence Center Field Intelligence Element fei¡1. It was further reported that selected non-field intelligence employees of a DoE Manageàení and operating contractor ttau..on¿u.iãJ
intelligence and intelligence-related activities on the Nrs ùithout"p.op.. coordination with theNevada Intelligence Center FIE. According to the Manager, the wãvaàa Intelligenc, c.ni.r- 

-
will conduct mandatory training for NTS tenant organiza:tions to ensure that prior coordination
of intelligence activities occurs and will monitor teiant organizations to ensuie prior
coordination occurs.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board, thisreport is not considered an agency record rnd i, the property of theÞoard. This report is not tobe disseminated without the Boaid's consent.

Please contact me if we can provide any further assistance.

//'/f/l .

,%u7"/"*
Gregory H. Friedman
Inspector General
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Department of Energy ?opu*-
Washington, DC 20585

ltlarch 22, 2OOL

The Honorable Warren B. Rudman
Acting Chairman
Intelligence Oversight Board
Room 340, Old Executive Office Building
The White House
Washington, D.C. 20500

Dear Senator Rudmanr 
,

Pursuant to the responsibilities of the Inspector General stated in Executive Order 12863,
"President's Foreign Intelligence Advisory Board," I am reporting for the period October 7,2000,
through December 31,2000. During this period, no new Department of Energy intelligence
activity has come to my attention thatl have reason to believe was unlawful or contrarv to
Executive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board, this
report is not considered an agency record and is the property of the Board. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any further assistance.

Sincerely,

Gregory H. Friedman
Inspector General
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Department of Energy
Washington, DC 20585

June 19, 2001

The Honorable Warren B. Rudman
Acting Chairman
Intelligence Oversight Board
Room 340, Old Executive Office Building
The White House
Washington, D.C. 20500

Dear Senator Rudman:

Pursuant to the responsibilities of the Inspector General stated in Executive Order 12863,
"President's Foreign Intelligence Advisory Board," I am reporting for the period lunary .1,2001,
through March 31,2001. During this period, no new Department of Energy intelligencá activity
has come to my attention that I have reason to believe was unlawful or conirary to Executive order
or Presidential directive.

Pursuant to guidance previously provided by.the President's Intelligence Oversight Board, this
report is not considered an agency record and is the properfy of the Board. This report is not to be
disseminated without the Board's .consenr.

Please contact me if we can provide any further assistance.

Çregory H. Friedman
Inspector General

Sincerely,

& erinteo witir soy ink on €cycred paper
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Department of Energy
Washington, DC 205gs

August 21, 2OOI

í{tiu***

The Honorable Warren B. Rudman
Acting Chaimran
Intelligence Oversight Board
Room 340, Old Executive Office Buildine
The WhiteHouse
V/ashingtoq D.C. 20500

Dear Senator Rudman:

Pursuant to the responsibilities of the Inspector General stated in Executive Order 12g63,
'?resident's 

loreígn Intelligence AdvisoryBoard," I am reporting for the period eprit i, ZOO1,
through June 30, 2001. During this period, no new Deparfrnent oinortgy ioteiligence rótiuity'
has come to my attention that I havareason to believe was unlawfuf ot äm"y to Executive
order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Boar4 this
report is not considered an agency record and is the property of the-Board. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any further assistence.

Sincerely,

GregoryH. Friedman
Inspector General
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The Honorable lVarren B. Rudman
Acting Chairman
Intelligence Oversight Board
Room 340, Old Executive Office Buildins
The White House
Washington, D.C. 20500

Dear Senator Rudman

þsuant to the responsibilities of the Inspector General stated in Executive Order 12g63,
"President's Foreign Intelligence Advisory Board," I am reporting for the period July l, 2001,
through September 30, 2001. During this period, no new Department of Energy inteiligence 

-

activity has come to my attention that I have reason to believe was unlawful oi contary to
Executive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board" this
report is not considered an agency record and is the properfy of the-Board. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any further assist¿nce.

Gregory H. Friedman
lnspector General

Department of Energy
Washington, DC 20585

December 17, 2AOI

T*u,tu-n*t*

-.ia'if';
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Department of Energy
Washington, DC 20585

I'tarch 15, 2OOz

'T *--{¿u-*}-

General Brent Scowcroft
Acting Chairman
Intelligence Oversight Board
Room 494, Eisenhower Executive Office Buitding
The White House
Washington, D.C. 20502

Dear General Scowcroft:

Pursuant to the responsibilities of the Inspector General stated in Executive Order 72863,
"President's Foreign Intelligence Advisory Board," I am reporting for the period October l,Z00I,
through December 31,2001. During this period, no new Deparfnent of Energy intelligence
activity has come to my attention that I have reason to beiieve was unlawful or contrary to
Executive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board, this
report is not considered an agency record and is the properly of the Board. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any firrther assistance.

Sincerely,

Gregory H. Friedman
Inspector General

S crinrea wiÙr soy ink on recyctad papsr
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Department of Energy
Washington, DC 20585

June 17, 2OO2

T/ifu,-*;r--

General Brent Scowcroft
Acting Chairman
intelligence Oversight Boa¡d
Room 494, Eisenhower Executive Office Building
The White House
Washingfon, D.C. 20502

Dear General Scowcrofr:

Pursuant to the responsibilities of the Inspector General stated in Executive Order 12863,
"President's Foreign Intelligence Advisory Board," I am reporting for the period January 1,2002,
through March 31,20A2. During this period, no ne\ry Department of Energy intelligence activity
has come to my attention that I have reason to believe was unlawful or contrary to Executive
order or Presidential directive

Fursuant to guidance previously provided by the President's Intelligence Oversight Board, this

report is not considered Írn agency record a¡d is the properly of the Board. This report is not to be

disseminated without the Board's consent.

Please contact me if we can provide any further assistance.

Sincerely,

'"&aø
Gregory H. Friedman
Inspector General

S erinrø wÛr soy ink on racycþd papor
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Department of Energy
Washington, DC 20585

SepLernber 6, 2æ2

(7, I
Kp;l.t:"--2-'

General Brent Scowcrofr
Chairman
Intelligence Oversi ght Boa¡d
Room 494, Eisenhower Executive Office.Building
The White House
V/ashington, D.C. 20502

Dea¡ General Scowcrofr

Executive Order I2863,'?resident's Foreign Intelligence Advisory Board," requires the Inspector
General to report on a quarterly basis to the Intelligence Oversight Board concenring intelligence
activities at the Deparfrrent of Energy and the National Nuclear Secnrity Adminisüation. For the
Third Quarter, Fiscal Year 2002,April l, 2002, througb June 30, 2002,no Departuent of Energy
intelligence activity hes come to my attention that I have reason to believe was unlawful or
confrary to Executíve order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board this
report is not considered an agency record and is the properfy of the Board. This report is not to be

disseminated without the Board's consent.

Please contact me if we can provide any firrther assistance.

Sincerely,

Inspector General

S ,nn,* *,n soy ink on rêcycletf pap€r
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Department of EnergY
Washington, DC 20585

December 4, 2æ2

'L-U.!-¿-c- -

General Brent Scowcrofr
Chairman
Intelligence Oversight Board
Room.494, Eisenhower Executive Office Building
The lVhite House
Tü/ashingfon, D.C. 20502

Dea¡ General Scowcroft:

Executive Order 12863, "President's Foreign Intelligence Advisory Board," requires tbe l:spector
General to report on a quarterly basis to the Intelligence Oversight Board conceming intelligence

activities at the Departrnent of Energy and the National Nuclear Security Administation. For the

Fourth Quarter, Fiscal Year 2002,July 1, 2002, tbrough September 30,2002, no Department of
Energy intelligence activity has come to my attention that I have reason to believe was unlawfrrl or
contrary to Executive order or Presidential directive.

P¡¡rsuant to guidance previouslyprovided by the President's Intelligence Oversight Board, this

report is not considered an agency record and is the properfy of the Board. This report is not to be

disseminated without the Board's consent.

Please contact me if we can provide any further æsistance.

Sincerely,

.// /> )
,.fr$Ør'//mz^-
GregoryH. Friedman
Insoector General

fr ,nn,"o *,,n soy ¡nx on recyc.d pap€r
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Department of Energy
Washington, DC 20585

February 12, 2003

?,u}n*-Ã--

Generai Brent Scowcroft
Chairman
Intelligence Oversight Board
Room 494, Eisenhower Executive Office Building
The White House
WashingtorL D.C. 20502

Dear General Scowcroft

Executive Order 12863,"President's Foreign Intelligence Advisory Board.," requires the Inspector
General to report on a quarterly basis to the Intelligence Oversight Board conceming intelligäce
activities at the Department of Energy and the National Nuclear Security Administãtion. Fãr the
First Quarfer, Fiscal Year 2003, October I,2002, through December 3l-,2002,no Departnent of
Energy intelligence activity has come to myattention that I have reason to believe was unlawful or
contary to Executive order or Presidential directive.

Pursuant to guidance previouslyprovided by the President's krtelligence Oversight Board, this
report is not considered an agency record and is the property of the Board. This report is not to be
disseminated without the Board's consenr.

Please contact me if we can provide any further assistance.

Sincerel¡

.,\
)À /\

CMÞq.yH. Friedman '
\Insþtor General

S ,nn,* *rr soy ink on reqþd papar
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Department of Energy
Washington, DC 20585

ttlay 7, 2æ3

'T,o,{.¿*"¡---

General Brent Scowcroft
Chairman
Intelligence Oversight Board
Room 494, Eisenhower Executive Office Buildine
The White House
Washington, D.C. 20502

Dear General Scowcroft:

Executive Order 12863, '?resident's Foreign Intelligence Advisory Board" requires the Inspector
General to report on a quarterly basis to the Intelligence Oversight Boa¡d conceming intelligence
activities at the Deparfment of Energy and the National Nuclea¡ Security Arlministation. Fãr the
Second Quarter, Fiscal Year2003,January 1,2003, through March 31,2003,no Departnent of
Energy intelligence activity has come to my attention that I have refrson to believe was unlawful or
contary to Executive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board this
report is not considered an agency record and is the property of the Boa¡d. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any firrther assistance.

Sincerely,

í 7, \

.4ø/a/ø'*-P-
GregoryH. Friedman
trnspecüor General
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Department of EnergY
Washington, DC 20585

Augrust 27, 2OO3
Q*ütL-a:-"

General Brent Scowcroft
Chairman
Intelligence Oversight Boa¡d
Room 494, Eiserùower Executive Office Building
The White House
'Washington, D.C. 20502

Dear General Scowcroft:

Executive Order 12863, "President's Foreign Intelligence Advisory Board" requires the Inspector

General to report on a quarterly basis to the Intelligence Oversight Board conceming intelligence

activities at the Departnrent of Energy and the National Nuclear Security Administratíon. For the

Third Quarter, Fiscal Year 2003, April l, 2003, through June 30, 2003, no Deparfrnent of Energy

or National Nuclear Security Administation intelligence activity has come to my attention that I
have reason to believe was unlawñ¡l or confrary to Executive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intellígence Oversight Board, this

report is not considered an agency record and is the property of the Board. This report is not to be

disseminated without the Board's consent.

Please contact me if we can provide any firrther assistance.

GregoryH. Friedman
Inspector General

Sincerely,

1$ ,nn,* *on soy ink on recycþd papar
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Department of Energy
Washington, DC 20585

November 19, 2æ3

General Brent Scowcroft
Chairman
Intelligence Oversi ght Board
Room 494, Eisenhower Executive Office Buildine
The White House
Wæhington, D.C. 20502

Dear General Scowbroft

Executive Order l2863,i'President's Foreign Intelligence AdvisoryBoard," requires the Inspector
General to report on a quarterly basis to the Intelligence Oversight Board conceming intelligence
activities at the Departrnent of Energy and the National Nuclear Security Administration. For the
Fourth Quarter, Fiscal Year 2003,July l, 2003,through September 30,2003,no Deparfrnent of
Energy or National Nuclear Security Administration intelligènce activity has come to my attention
that I have reaf¡on to believe was unlawfill or contary to Eiecutive order or Presidential directive.

Pursuant to guidance previously provided by the President's Intelligence Oversight Board, this
report is not considered an agency record and is the properry of the Board. This report is not to be
disseminated without the Board's consent.

PIeæe contact me if we can provide my further æsistance.

?-Lr'--

GregorffH. Friedman

A 
"nnr"o 

*on swinkon rêcvcþd DÊæt



bcc: General Counsel
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Departthent of Energy
Washingûon, DC 20585

l{arch 22, 2OO4

General Brent Scowcroft
Chairman
trntelligence Oversight Board
Room 494, Eisenhower Executive Office Building
The White House

V/ashington, D.C. 20502

Dear General Scowcroft:

Executive Order 12863,"President's Foreign Intelligence Advisory Board"" requires the Inspector
General to report on a quarterly basis to the Intelligence Oversight Board concerning intelligence
activities at the Department of Energy and the National Nuclear Security Administration. For the
First Quarter, Fiscal Year 2004, October 1,2003, through December 31,2003,no Deparfrnent of
Energy or National Nuclear Security Administration intelligence activity has come to my attenfion
that I have reÍIson to believe was unlawful or contrary to Executive order or Presidential directive.

Pursuant to guirlance previously provided by the President's Intelligence Oversight Board, this
report is not considered an agency record and is the properly of the Board. This report is not to be
disseminated without the Board's consent.

Please contact me if we can provide any firrther æsistance

Sincerely,

ß ,n"* ** soy ink on recycled paper



bcc: General Counsel
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Department of EnergY
Washington, DC 20585

l,tay 19, 2W e"fu^--*

General Brent Scowcroft
Chairman
úrtelligence Oversight tsoa¡d

Room 494, Eisenhower Executive Of6ce Building
The White House
Washington, D.C. 20502

Dear General Scowcrofr:

Executive Order 12863, "President's Foreign Intelligence Advisory Board" requires the Inspector

General to report on a quarterly basis to the Intelligence Oversight Board concerning intelligence

activities at.the Departrrent of Energy and the National Nuclear Security Administation. For the

Second Quarter, Fiscal Year2004, January 1,2004, through March 31,2004, no Departnent of
Energy or National Nuclear Security Administation intelligence activity hæ come to my attention

that I have reason to believe was rmlawful or conEaryto Executive order or Presidential directive.

Pursuant to guidance previouslyprovided bythe Presidentts Intelligence Oversight Board this
report is not considered an agencyrecord and is the property of the Board. This report is not to be

disseminated without the Boa¡d's consent.

Please contact me if we can provide anyfirrther assist¿nce.

GregoryH. Friedman
Inspector General

Sincerely,

¡G o"^r- *, di ink on .*lsd oaDer



bcc: General Counsel
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ÐepartrnenË of ËnerEy
' Washington, DC 20585

Àugust 11, 2OO4

,/-, u
:/ ^ i 1) rn {)
K y .]--X_.t¿<-lv

General Brent Scowcrofr
Chairman
Inteiligence Oversight Boa¡d
Room 494, Eisenhower Executive Offrce Buüdine
The White House
Washington, D.C. 2A502

Dear General Scowcroft:

Executive Order 12863,'?resident's Foreign Intelligence AdvisoryBoa.rq" requires the Inspector
General to report on a quarteriy basis to ihe Intelügence Oversight Board. concemiag inte[iglnce
activities at the Deparbaent of Energy and the Nafional Nuclea¡ Sec¿rity Adrrinistation. Fãr the
Thn_d Qua¡ter, Fiscai Year 2004, April 1,2004, through June 30, 2004, no Deparhnent of Energy
or Natíonal Nuciear SecurityAdministation intelligence activity has come to my attention thát I
have reæon to believe was unlawfirl or contaryto Executive ord.er or Preside,nhal cÍirective.

Pursuant to guidenee prer"iousiyprovided by the President's Intelligence Oversight Board, this
repofi is not considered an agency record and is the properfy of the Board.. This report is uot io be
disseminated without the Board's consent.

P1ease contact me if we caa provide anyfirrther assisra¡ce..

GregoryH. Fiiedman
Inqpector Ge¿rerai

Sincereiv.

ffi ,nt"o ** soy ink on rêcîcþd paper
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L

ÐepaÉmrent of EnengY
Washingion, DC 20585

DecenbEr 22, 2AO4

Generai Brent Scowctoft
Chainaan
Inteiligence Oversighr Board
Room. 494, Eisenhower Executi'¿e Office Buüding
The White House

Washingron, D.C. 20502

Dear General Scoqrcroft :

Executive Order 12963, '?resident's Foreign intelligence ArivisoryBoard," requires the Ïnspector

General to report on a quarteriy basis to the i.nteiligence Oversighr Boani concenrilg intelligence

activities at the Deparmont ofEnerry POE) and the Natíonai Nuclear Secr:rity Árlminist'ation

Gll'TSA). The following is the report on DOE a¡d NNSA intelligence activities for the Fourth

Qr:arter, Fiscal Year 2004, July 1, 2004, tbrough Septenber 30, 2004, that the hspector General

has reason to believe w¿ß contrary ro Executive crder or Presidential directive.

No DOE or NNSA entity leporred a:ry inteilígence activity for the Fourth Quarter, Fiscal Year

20Qi., that i bave reason to believe was unlaqrfrrl or connary to Execurive order or Presidentiai

Cirective.

During the reporfing perio{ 'rtre Inspector Geireral rèceived ínformatioa that DOE Offi.ce of
Cor:nterintelligence empioyees may have coliected and retained financiai intbrmation regarding

individuais being examined under the Counterintelligence poiygraph pro$an. .IVe bave initiated

a revierp of rhis matter io determine the vaüdi1v of the information and to determjne, if acotrate,

whether the collection and reteution of such information ï¡af¡ a violation of law or contary to

Execrnive order or PresidenË,al directive. We will keep you informed on the staius of onrreviery.

Pusuant to guiriance previousþ provided by the Fresident's Tntelligence Oversight Board, this

report is not considqed a!, agency record and is the properry of the tsoard- This røport is not io be

disseminated withoui the Boa¡d's coruent

Flease contacr me if we can provirie any fiuther assistasce.

GregoryIi. Friedman
hryector Generai

Tnín*.-t-

Sincerel¡

cc: Geaeral Counsel

@ 
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DeparËrnent of EnergY
Washington, ÐC 20585

l(arci¡¡ 24, 2005

'Ru*u*'^-

The Honorable James Langdon
Chairman
intelligence Oversight B o ard

Room 5020;New Executive Office Building
725 L7ú Sfreet, NW
Washingon, D.C. 20503

Dea¡ M¡.I-angdon:

Executive Order 12863, '?resident's Foreign Intelligence Advísory Board" requires the

h:spector General to report on a quarterþbasis to the iatelligence Oversight Board concerning

inielligence activities at the De,partuent of Energy (DOE) and the National Nuciea¡ Security

Adrnrnistation (NNSA). For the First Quarter, Fiscal Year 2005, October 1,2004, through

December 37,2004, no DOE or NNSA intelligence activity ha.s come to my attention that I
have reason to beiieve was unlawfirl or contaryto Executive order or Presidential directive.

Additionaily, as reported in oru letter to the Intelligeuce Oversight Board dated Decembet 22,
2004, we initiated a review to determine if DOE Office of Counterintelligence employ.ees may

have collected and retained financial information regarding individuals being examined under

the Cor:¡terintelligence poiygraph program and, íf so, whetå.er this was a vioiation of law or
contary to Executive order or Preside,ntiai directive. IVe will keep you informed on the st¿tus

of the review.

Pr¡rsuant to guidance previously provided by the President's Intelligence Oversight Board, this

report is nor considered an agency record and is the propefry of the Board. This report is not
to be disseminated without the Board's consent.

Please contact me if we can provide any firrther assistance.

Sincereiy,

t/

GregoryH. Friedman
Inspector Generai

cc: General Counsel

ffi "*,* *th soyinkon ßclcted Papêr
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Ðepartmen't- of EnerEY
WashinEon' ÐC 20585

June 28' 2005

The Ëlonorable James Langdon

Chairman
T.irtelligence Oversight B o atd

Room 502Q, New Execuiive Ofñce Building

725 [f Steet, NW
Washington, D.C. 20503

Re: Report to the Intelligence oversight Board (second Quarter, Fiscai Year 2005; s05IS023)

Dea¡ Chairman Langdon:

Executive order :2863,'?resident's Foreign Inte[igeaceAdvisoryBoard"'requires the

Iospector General to report on a quarterly bäsis to m! g¡-eUigence Oversight Board concenring

inteiligence activities ui ü" nepartn"nttf Eo.rgy (DOE)-a¡ld the National Nuclear Secr:rity

Adminisrration (ÞIltsA). For rhe secon¿ aua,tä Fiscal Yea¡ 2005, Janr¡ary 1, 2005, through

March 31, 2005, no oog or NNSA i¡teflig;ce actiltT has come to ny attention that I have

rea.oû to believe was unlavrfirl or.oot ury:to Executive order or Presidential directive'

Additioually, as reported in or¡r letter to the iatelligence Oversight B-oTd d"ttl

March 24,2005,we initiated. a review to determiné if DoE ofñce of counterintelligence

employees mayhave coirected andretained financiai information regarding individuais being

examined. under the Cor.roterinteiligence polygraph pro.gram an4 if so, whefårer this was a

vioration of law or contrary to Executive otá-o oi Fresidentiai directive. This revie'v is

ongoing,and'we*iul"i..*youwhenwebavecompietedor:¡review.

pr¡rs¡rant to guidance previously provided by the president's Intelligence oversight Boa¡d' this

report is not considered an agency record and is the properly of the Boa¡d' This report is not

to be disseminated without the Board's conseut'

PlEasecontactmeifwemayprovideanyfirrtleræsistance.

Sincere$,

,yry
GregoryH. Friedman
I¡spector General

cc: General Counsel



Document Number 20



RÀ
W

Ðepartnnent of EnerEy
. Washingfon, DC 20585

September 23, 2005'

The Honorabie iam.es La¡edon
Cluirman
Intelligence Oversight B oard
Rooæ 5020,I.I,ew Executi'¡e Offiee Buüdine
725 17'h Steet, NW
Washington, D.C, 20503

Re: Repori to the Intellige¡6e Oversight Board (Thrd Quarter, Fiscai year 2005; S05ïS032)

Dear Mr. Langdon:

Executive Orde¡ (8.O.) 12863, '?resideni's Foreign Intelligeuce Advisory Boæd" reg'ires the
Inspector General to report on a quar.teriy basis to the inteiligence Oversight Board Góglconcendng intelligence activities at the Deparhnent of Energy POE) *Jth" National Nuclear
Secnrity Administation (Ntr{SA). 'For the Third Quarter, fisiai yea¡ 2005, April 1, 2005,
through Jr:ne 30, 2005, no DOE oTNNSA inteiligeirce activityhas come to ¡ny attention that I
have reason to believe was unlaqrfü or contrary to f .O. or Presidentiat directive.

'We previously reported that we had. initiated a reyiew to d.etermine if DOE Offi.ce of
cor:nterintelligence (cI'[) officials collected and ¡stainsd.financial informatioa oE individuals
being exa:nined r¡¡der CN's polygraph progran and if so, whetå.er this was a yiolation of E.O.'W'e 

have completed our review. W'e determined that CN officials collected. and,retained financial
information on the individuals without a foreign nelnili, which may have been a yiolation of E.O.
12333, "Ilnited States latelligence Activities." Although CN ceased. these collectioo activities
about Juiy 2004, CN retained the i¡formation. In rcspotrse to our review, the DOE General
Couusel will confer with CN to provide written guidance on information collection and retention
requiremerts itr E.o. 12333. v/e wül provide you a copy of oru report upon reçest.

Prr¡sua¡t to guidance previously provided by the IOB, this report is not considered, ar agercy
record and is the properly of the IOB. This repori is not to be disseminated without ,rhe IOB,s
consent. Pleæe contact me if we can provide any ftrther æsistance.

Sincerely,

Q , {2r*-u.lw

GregoryIl Friedman
Inspector Generai

cc: General Counsei
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Departrnent of Energy
Washington, DC 20545

December 2O, 2OO5
f "-- !1

¿l'-{>d{-¿-.u

The Honorabie Stephen Friedman
Chairman
Iateili gence Oversi ght Boa¡d
Room 5020, Ner'¡ Executi'¿e Cff,.ce Building
725 lTti Sftet,lsil
ïVashingtoq D.C. 20503

Re: Report to the Intelligence Oversight Boa¡d (Fourth Quarter, Fiscai Year 2005; 50515046)

Dea¡ lvfr. Fried¡nan:

Executive Order L2863, '?resident's Foreign Intelligence A'dvisory Board," requires the
Inspector Generai to report on a quarterly basis to the President's Intelligence Oversight Boæd
concerning intelligence activities at the Ðeparbnent of Enerry and the National Nuclear
Secnrity Adrninistation. For the For¡rth Quarter, Fiscal Year 2005, Juiy 1, 2005, through
September 30, 2005, no Deparhnent of Energy or National Nuclear Security Administation
CNNSA) intelligence activity has come to my attention that I have reason to believe was
uniawfi¡i or contary to Erecutive Order or Presideatial direcrive.

'We 
received infor,nation that a contactor employee at an NNSA National Laboratory may

have been granted, access to sensitive comparhented information without completing all
access requiremeats. Specifically, the indiyidual may not have compiied with the
requiremeuts in the'?ersonnel Security Standards and Procedrues Governing Eligibiiity for
Access to Sensitíve Comparbnented l¡fomration" set fonh in Director of Centai
Inteiligence Directive No. 6/4. 'We have this matterunderreview and will apprise you of
the outcome.

Pursuant to guirlanse previously provided by the President's Intelligence Oversight Board,
this report is not considered ¿u agency record and is the property of the Board. This report
is not to be disseminated without the Board's consent.

Please contact me if we can provide aoy fi¡rther æsistance.

Sincerely,

Å*ø**
GregoryH. Friedman
Tnspector Geuerai

cc: General Counsel

@ 
o*t"o *rh sov ink 6 r.cyctect eaÞer
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Ðepartnne¡'¡t of ÊnergY
Washington' DC 20585

March i3' 2006

The Honorable StePhen Friedman

Chairman
Intelli geuce Oversigbt B e ard

Rcomi0z0, New Executive OfÉce Building

n5 fiú Sftee! ltIW
Washingtou, D.C. 20503

Re: Report to the Intelligence oversight Board (]'irst Quarter, Fiscal Year 2006; s06IS010)

DearMr. Frierlmnn:

Executive order 12g63,,.president,s Foreign Intelligence Adrrisory Boafd," requires the

Lrspector Generar io reporr on a quaqerþt?ir to thl president's Intelligence oversight Board

concenring inteiügence activities at theóeparbt"t 9i!"îgy and the National Nuclear Security

Artmin.istation. For the First Quarter, risc¿ Year 2006, october I,2005'through

December 31, 2005, no Deparhent of Bn"rgy or Nationai Nuclear Secnrity Administratiou

(r.{r.{sA) interligenc, urti*þ has comc to mfattention that I have reason to believe was unlawfirl or

;";*i to Exe-cutive order or presidential directive.

nrnfficial atanNNS lrymaYhavebeen
we previousiy reported. that a conEactor offi'cial at an NNSA National Laborat(

granted access to sensitive.comparbnented information (scl) without completing all access

requiremenrs. v,rr;;;;irr.ã "il 
rr.rirw and determineà tu"t offi.ce of Inteirígence offi'ciais did not

compry with the ¿o"'r-îoàtioo r.qoirràrotr s,et forrh in Director of central Intelligence Directive

No. 6/4 when ,urv g.*r"-¿ rur-i"¿i*ao¿ scr access. The Inte[igence Director indicated that his

office mad.e * i"dö;å;uon""tioo that allowed tbis individual to have scI access. Horrever,

his office did not ;Å;" that the NNSA service center, which wÍLs processing the access requesr'

received the required docuurentation. In respoûse to or:rrgvrew,.thã Inte[igence Di¡ector stated that

when his office gr*t, scl access u*"¿ op* its 
inagnenjent verification' his offi.ce w'ill ens're that

the NNSA service center receives roplrit all reqrrired docum'entation. 
'we will provide you a

copy of or:r rePort uPon requesl

prusuant to guidance previousiy provided by the president's Inte[igence oversigbt Board' thts

report is not considered ¿u agency record and is the property of the Boa¡d. This report is not to be

disseminated without the Board' s consent'

Pleasecontactmeifwecanprovideany'r':f'heræsistance'

Inspector General
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ÐepaffinnenË af EnergY
Washington, DC 20545

.r-¡:ne 29, 2006

Ru'{Pr'*z;

The Ï{csorable Stephe'n Frieciman
Chairman
trnteüigence Oversight Board
Room -itJ20, New Executive Offi.ce Buüding
725 17'o Sheet, NW
Washingion, D.C. 20503

Re: R.eport to the Intelligence Oversight Board (Second Quarter, Fiscai Year 2006; S06iS022)

Dear ùfr. Friedman:

Executive Order t2863, '?resident's Foreign Inteiligence Advisory Board," requires the

Inspector General to report on a quart€rlybasis to the Preside,lrt's Inteiligence Oversight Boa¡d

concemi$g intelligence activities at the Departnent of Enugy Pg lh: National Nuclear

Secrrrit¡ Ñiministration. For the Second Quarter, Fiscai Year 2006, January 1, 2006, through

March : l, ZOOO; no Department of Energy or National Nuciear Secr:rity Administration

intelligence activity has come to my attention that I have reason to believe was r:nlawi¡l or

T.ntrary 
to Executive Order or F¡esideúial di¡ective.

We r¡¡.derstand that by letter dated htne?2,2006,the Offi.ce of General Cor¡nsel advised you

that the Depafment, with the cooflurencq of ihe Ofñce of National lntelligence, has combined

the Offi,ce of Iot.l]igroce a¡d the Offi.ce of Counterintelligence under the Deparffient's Senior

Intelligence Offi.cer You were also advised that the Secrei:ary submittedproposed legisiation

to amãnrl the National Nuclear Security Adminisiratioa Act io abolish the Narional Nuclear

Sec¡rity.\dmi:ristation's Office of Defense Nuclear Counterintelligence to allow

consoüd¿tion of all Departm.ental counterintelligence fr¡nctions.

Pu¡suant to guidance previously provided by the President's intelligence Oversight Boani,

this rei:on iJnot considered an agencyrecord aod is the properry of the Board. This repori

is not ¡o be disseminated without the Board's conse'nL

Please ccntact me if we ca4' provid.e any firrther assistance.

Sincerel¡

/, d-
,¿4,1h¿-

GregoryH. Frieciman
Inspector General

cc: Geaeral Counsel

Æ ann,* *,th sov irk on reqïdad psÞ€r
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Departs'nent'Pf E'nengY
WashinEon, DC 20585

l¡ ¡ì
#.e i;fr'¡ i r
I =4*,.{-.<Á, +-4å;'^*-

Augusi, 8; 20A6

The Tlonorabie StePhen Friedtnan

Chairnaß
Inteiligttrce Oversight Board'

tîãî020, New ixecutive offi'ce Buildine

i25 fib SheeÈ INV
fr;r"*;.*õ.ô. zoso¡

R.e: Report to the Tntelligen.ce oversight Board. (Thftd Quarter, Fiscat Yea¡ 2006; 506.,15036)

Dear lr¡Ir. Plisrlmân:

Executive ordêr 12863, 
,?resident,s Foreign Intellígeye AdvisoryBoard," resüires the

Inspecror Gene¡al ro reporr.ol., q.*r;iytãi, to tut p"'iJ"ot's lrtelligence dversight Boa¡d

ç6aç.erning iot ffierï.. activitieJæ ü"iln*[;* of.Iy.ry and-the Natio¡al Nuclea¡

Security Adrj"iläd;;: F"; rh9Ïl'ä ail;Ftsc*Year-i006' Àpri1 l' 2006' tbrough

Iuoe 3 0, 200 6, uo D epartuaent or roåä-ot uution¿ Nuciea¡ security Admi¡ismnon

inteiligence activity 1,-"* come ,o *y ã#åo'ioo thai I have '*oo 
to belíeve wæ unlaw'fui or

contraryto ¡*t""Íut Orde¡ or P¡esidential äirective'

pr:¡suarú to guidance previousiy provided bythe presideut's Intellígence oversight Board'

. this reporr is nor coosldered * ne*åiäüd *d is the property of dre Boa¡d- This repon

" f i"¡ io ¡e ¿isseminate¿ wrthout tbe Board's consstrt'

Please contact ¡ae if we can pro-rid'e any firrtlu æsist¡nce'

cc: Geneni Counsel

*äfu
GregoryH. Frierlman

Iosuector General

¿Ê - . . -- -..r1 
-. 

¡.ø -¡ d'r,rl.d oEoel
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Departrnent of Ër-lergy
Washington, DC 20585

Dece¡nber 11, 2006

Q ,, { tti .u tJ
l\*.uv*:2. v-%¡j.lþ-/

The Honorabie Stephen Frierftiran
Chairman
Inteiligence Oversight B oard
Room 5020, New Executive Offi,ce Building
7.25 fiú Sbieet, NW
'Wæhington, D.C. 20503

Re: Report to the Intelligence Oversight Board (Fourth Quarter, Fiscal Year 2006;50615044)

Dea¡ Mr. Frieds¿n:

Executiye Order L2863, '?resident's Foreígn Intelligence AdvisoryBoar{" requires the
Inspector Generai to report on a quarteriybasis to the President's lrtellígence Oversight Boa¡d
concerning inteiligence activities at the Deparhu.ent of Energy andthe National Nuclea¡
Security Adminisûation. For the Fourth Quarter,Iiscal Year 2006, July 1, 2}A6,through
September 30, 2006, no Deparlm.e,nt of Enerry or National Nuclear Secrrrity Adninishation
intelligence activity has come to my attention that I have reason to believe was unlasrfid or
contary to Executive Order orhesidential directive.

Furs¡rant to.gridance previousiy provided by the President's latelligence Oversight Boa¡{
this report is not considered an agencyrecord and is the properfy of the Board- This report
is uot to be disseminared wirhout rhe Board's sonsent.

Ple¿se contact m.e ifwe can provide any firrther assistance.

Sincerely.
?il {'' /)

flr*. //7/rútilh"/Yt' Y v
t

Gregoryl[ þ¡isrlman
hspector Generai

General Counsei
President' s Foreigu Inteiligence Advisory Board

dG o."ro" *,th Fd ¡nk õn ñdcrm Dedãr
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Department of Energy
Washington, DC 20585

D1arch 30, 2OO7

The Honorabie StePhen Frierlm an

Çþeirman
Inteilige,n ce Oversi ghi Board
Room 5020, New Executive Offi,ce Building
725 Y7ú Sfreet, iSff
Washington, D.C. 20503

Re: Report to the trnteiligence Cversight Board (First Quarter, Fiscal Year 2007;50715008)

Dear Mr. Friedman:

Executive Order 72863, '?resident's Foreignlntelligence AdvisoryBoard," requires the inspecior

General to repori on a quarterly basis to the President's Inteiligence Oversight Board (IOB)

coucernüig intelligencaactivitiès at ttie De,partnent of Energy and-the National Nuclear-Security

Administratioa. For the First Quarter, Físcal Y ear 2007 , October 1 , 2006, through Dece'm.ber 3 1 ,

2106,no Departr.ent of Energy or National Nuciear.security Administation intelligence activity

has come to my attention that I have reason to beüeve was unlavu'firi or contaryto Exeqrtive

Order or Presidentiai directive

Based upon recent discræsions that we had with tvfs. Da¡ie,ne Connelly of yor:r officg i have

enciosed a copy of a report that we issued on March 28,2007, regarding "Intersal Controls Over

Computer Btop."ty at the Departnent's Cor¡oterintelligence Directorate." Most significantly, the

report fuds that the Counterintelligence Directorate at the Deparhent of Energy could not iocate

20 desktop computers lisied on its properfy inventory that eitl,er processed or may have processed

classified information- Please contact us if you waot aoy firrther information on this matter.

Pursuani to guidance previously provided by the President's lfelligence Oversight Board, this

quarterly rEort is oot considered an agency record and is the property of the Board. This

report is not to be disseminated'without the Board's consæt.

Please contact me if we can provide any firrther æsistance.

Since¡elv.

n./
Å"n¿*''
GregofuH. Friedman
Insoector Generai

Enclosr.ue

cc: General Cor:nse]

ß ,*,"0*t soy Ink on æqf,ed papar



Department of Energy
Washington, DC 20585

March 28, 2OA7

SIJBJECT:

Iaspector Geae,r'al

iNFORMATION: Inspection Re,port on "inte,mal Controis
Over Computer Property at the Deparhnent of Energy's .

Counterintelligence Directorate"

BACKGROUND

The De'partuent of Energy's Counterintelligence Directorate, which is part of the OfEce
of Intelligence and.Counterintelligence, is responsible for protecting Deparhental
sensitíve data and operations against espionage or other intelligence activities by foreign
entities. In support of its mission, Counterinielligence maintained an extensive inventory
of computer processing equipment. The objective of this inspection was to evaluate the
adequacy of intemal contols over computers and related properiy entrusied to the
Cor:nterinteiligence Directorate's Headquarters progrrim office.

RESULTS OF INSPECTION

Deqpite expending significant efforl the Counterintelligence Directorate was r¡nable to
locate 20 desktop computers which were part of its docr¡mented property inventory.
Whüe any loss of a computer is toubäng, this situation was compounded by the fact that
at least 14 of the complters were knowu to have processed classified information. The
re'maining six computers may have bee,n used to process such data- Further, the inve,lrtory
records were so imprecise and inaccurate that the Direciorate had to resort to
extraordinarymeãns to locate an additional 125 computers. Those computers should
have bee,n readily accqssible, had properly record keepingbeetr cune,nt ¿ad e6mFlete.
Based on these findings, we concluded that Cor¡nterintelligence was unabie to assure that
the computers for which it is accor¡ntable, and, the often highiy sensitive aod/or classified
information they processed, were appropriately controlled õr were adequateiy
safeguarded from loss and theft.

In addition, we foud thail

1. Fifty-seve'n computers were not included on the Counterinteiligence
Direstorate's property inventory æ required by ihe Dçparhe,nt's Properfy
Managsm.tl Standards;

2. The CounterintQlligence Directorate had. expired.loan agree,ments for 96
Headquarters computers that were located at its fieid sites; a¡d"

E 
,*,* ** aov Inkm E¿ÌElÊd PaPer



3. Labels indicating the ciassification level of indi-t¡idual comptlters wEre not

affixed to 74of the Counterintellige,lrre Directorate's computers, as required-

problems with the contol and acconntability of tiesktop and iaptop computers have

plagued the Deparme,lrt for a number of years. As we for¡nd in several recent reviews,

stict prope¿y managernent procedr:res need to be consiste,lrtly applied to e,nsr¡re the

contol of sensitive pt"p"t"y, zuch as computers. Moreover, a robrætprogram of review

and evaluationneedi to te in piace to asstuethat all computers and compuier-reiated

resources a¡e accounted for aod conû'olled. It was apparent that the Counterintelligetrce

Directorate did not bave procedures and processes inplace to achieve this objective.

The re,port ínciuded a series of recommendations to address and resolve these issues. We

,..o.-*¿e4 es well, tha! coasistent with Deparhne,nt poücg management report to the

Office of Secrlrity Opáations all the computer ptop*ty items t¡at had not bee,lr located.

The primary prnporó of this notification is to initiate an inquiry to determine if the

ãr*p"t*.-iår"iort or stolen and to ensure appropriate foüow-up activities. Tbè

Connterinteiligence Directorate believed" bulcould not confrm, that the computers bad

beer excessed. at sorne point in timq The Directorate did not report these ite'ns to

Secgrity Operations as lost or stolen r¡ntil after we c¡nducted or:r inspection-

I\{ANAGEMENT REACTION

Manage,me,nt agreed with or¡r recommendations. However, because tl'e comments did

not inõlude plained corrective actions with target completion dates, a Management

Decision is required. Management's comme,uñ are provided in their entiretyin

Appendix B of the re'Port.

Atiachment

cc: Deputy Secretary
Aciing Under SeøetarY of EnergY

Under Sectetary for Scie'nce

Acting A¡tministrator, National Nuclear secruity Adminishation

Cbief of Staff
Director, Ofñce of Intelligence and Counterintelligence

Director, Office of Managem'ent

Chief Health' Safety and Security Officer

Director, OfEce of Internai Review (CF-l.2)

Director, Policy and Internal Contols Management (ltlÀ6Q

I
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Overview

INTRODUCTION
AND OBJECTIVE

The Office of Intelligence and Counterintelligence conducts
technical analyses of foreign intelligence for the Department of
Energy (DOE), inciuding the NationalNuclear Security
Administration, and the United States Intelligence Community.
The Counterintelligence Directorate (CN), which is part of the
Office of Intelligence and Counterintelligence, is responsible for
protecting DOE information against espionage or other intelligence
activities by foreign entities. In support of this mission, CN
procures and maintains computer processing equipment such as

desktop computers, laptop computers, and computer servers. DOE
considers computer properly to be "sensitive property," which is
required to have specific controls in place. The objective of this
inspection was to determine the adequacy of internal controls over
computer property maintained by the CN Headquarters program
offrce.

The Office of Inspector General (OIG) has issued several reports
relating to accountability and internal controls over sensitive
property. These reports are listed in Appendix B. In March2006,
we issued a report entitled "lnternal Controls Over Sensitive
Property in the Office of Intelligence," DOE/IG-0722. Offtcials
with the Offrce of Intelligence informed us that they had improved
their properfy accountability system subsequent to our review. At
the time of that review, the Office of Intelligence was separate

from what was then called the Office of Counterintelligence. In
March 2006, the two offrces were consolidated into the Office of
Intelligence and Counterintelligence. We have been informed that
CN's sensitive properly will be consolidated into the Office of
Intelligence and Counterintelligence's property accountability
system in the near future.

Internal Controls
Department's

Over Computer Propefty at the
Cou nteri ntelligence Directorate
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OBSERVATIONS AND
CONCLUSIONS

Internal controls over classified and unclassified computer
property at CN were inadequate. Specifically, CN could not
locate 20 desktop computers listed on its properly inventory that
either processed or may have processed classified information. We
identifred control weaknesses that further undermined confidence
in CN's ability to assure that its computers and the information
they contain were appropriately controlled; were adequately
safeguarded from loss and theft; and, were controlled in
accordance with existing security requirements.

We further noted that:

Fifty-seven computers were not included on CN's properry
inventory, as required by DOE's Property Management
Standards:

. CN had expired loan agreements for 96 Headquarters
computers that were located at CN field sites; and,

o Labels indicating the classification level of individual
computers were not affixed to 74 CN computers, as

required.

Concerns about the complex-wide system of computer controls and

accountability have plagued the Department for a number of years.

As we found in several recent OIG reviews, strict properfy
procedures need to be consistently applied to classified and

unclassified computers and a robust program of review and

evaluation needs to be in place to assllre that all computer
resources are accounted for and controlled. It was apparent that
CN did not have procedures in place to achieve this objective.
Considering the sensitivity of the data regularly processed in CN,
the shortcomings identif,red during our review were of major
concern.

Page 2 Observations and Conclusions



Details of Findings

PROPERTY We found that CN could not locate 20 desktop computers listed on

ryOT LOCATED its property inventory that either processed or may have

processed classified information.

During our initial inventory of 618 computers assigned to CN
Headquarters, CN was unable to locate 241 computers.
Subsequently, CN located all but 20 of these items. CN indicated
that 14 of these 20 computers processed classified information at

the Secret level and the remaining 6 could have processed

classified information. CN concluded it could not find the 20

computers or find appropriate documents that addressed their
ultimate disposition.

A "Retirement Worl< Order" (RWO) was used to remove lost,

stolen, or damaged items from an office's inventory. Following
inquiries by the OIG, CN submitted RWOs for these 20 computers
to the DOE Office of Management, which maintains the database

of CN sensitive property at Headquarters. The RWOs for all20
items indicated that CN believed that these items were excessed at

some point in time. For example, there was evidence that at least 2

items were possibiy excessed in2002, although CN did not have

confirmatory documentation regarding the disposition of these or
any of the 20 computers.

We also noted an anomaly with the RWOs. CN listed one computer
on a January 11,2007, RWO as being excessed at a CN field
location, despite the fact that the OIG located the computer in

question at CN Headquarters in late December 2006. Once notified
that the OIG had previously located this computer, CN conducted a

search for the unit and located it in late January 2007. On

January 30,2007, CN informed the Office of Management it had

"erroneously" listed this computer on the recent RWO document.

We learned that the computer was placed back into CN's inventory.

DOE Manual470.4-l, "Safeguards and Security Program Planning

and Management," specifies that any suspected or confirmed loss

of classif,red matter by any "medium, method, or action" be

reported as a security incident. Additionally, the DOE
Headquarters Personal Properfy and Supply Management
Operating Procedures states that a program office's Accountable

Property Representative must report all stolen, lost or damaged

property to the Office of Security Operations.

Not until after our inquiries did CN report 11 of these items to the

DOE Office of Security Operations. Further, CN took the position
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that the remaining nine computers did not need to be similarly
reported because CN believed they were excessed by the field sites

to which the computers had been loaned. An Office of Security
of f 'rcial-advïserl¡s-îTatlh-e-ciTeü-msffi Rees-eDresqnted-bf thesenin--
items is a"gray area" in the reporting requirements and that it is at

the discretion of the program office whether to repoil the items.

We noted that one of the computers reported to the Office of
Security Operations as rnissing was the one that the OIG located in
December 2006. As indicated above, this item was listed on an

RWO and then later returned to the CN inventory, We also noted
that although labeled as an unclassified computer when located by
the OIG in December2006, CN informed the Office of Security
Operations that it had processed information at the Secret level.

We believe that because of the potential security implications and

the fact that CN does not have definitive information as to the
disposition of these items, it should report the circumstances
regarding the remaining nine computers to the Office of Security
Operations to determine whether an actual loss or theft had taken
place.

We found that 57 computers were not included on CN's properly
inventory, as required by DOE's Property Management Standards.
DOE Properfy Management Standards, found in 41 Code of
Federal Regulations Part 109, specifies that all sensitive properry,
including computer properry, be controlled and inventoried
annually.

During our initial inventory of CN computers, we physically
identifTed 45 thatwere not in CN's inventory. We determiñed that
l4 of these 45 computers were from the Pacific Northwest
National Laboratory (PNNL) and were sent to CN Headquarters at

various times during the past four years. During our attempts to
determine why the PNNL computers were not in CN's inventory,
we also learned that there were l2 additional PNNL computers that

had been sent to CN Headquarters without having been entered

into CN's inventory. We determined that these computers had

been transferred to another DOE program office during the past

two years without proper transfer or accountability documentation.
Additionally, we found paperwork that indicated another PNNL
computer may have been sent to CN Headquarters. CN inibrmeci
us that it had no evidence that the computer was ever received or
utilized by CN Headquarters. We were unable to resolve this
inconsistency.

PROPERTY
NOT IN INVENTORY
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EXPIRED LOAN We found that CN had expired loan agreements for 96
DOCUMENTATION Headquarters computers that were located at CN field sites. We

determined that96 of the 241 items that we were unable to locate
during our initial inventory were on loan to CN field sites. A loan
agreement, which is to be generated by the organization
transferring an item to another organization for a maximum of one

year, had been prepared for the 96 computers as required.
However, the loan agreements had expired in June and July 2006.
Following inquiries from the OIG, CN generated new loan
agreements for all but ten of these items. Regarding the remaining
ten computers, CN disposed of eight of the computers and it
advised us that new loan agreements are currently being prepared

for the last two.

COMPUTERS NOT We found that labels indicating the classification level of
PROPERLY LABELED individual computers were not affixed to 74 CN computers, as

required. Because CN maintains unclassified and classified
computers in its offices, CN's Master Security Plan requires that
all hardware be properly labeled as processing Unclassified,
Confidential, or Secret information, as appropriate. Although not
mentioned in the CN Master Security Plan, CN said that Top
Secret computers also need to have labels.

RECOMMENDATIONS Considering the sensitivity of the data regularly processed in CN
and the shortcomings identified above, \üe recommend that the

Director, Office of Intelligence and Counterintelligence ensure

that:

l. Internal controls over Counterintelligence Directorate
computer property are strengthened so that it is accounted for
in a timely manner;

2. All items previously reported to the Office of Management on

Retirement Work Orders are appropriately reported to the

Office of Security Operations; and

3. All computer equipment assigned to the Counterintelligence
Directorate is appropriately marked as processing Unclassified,
Confidential, Secret, or Top Secret information.
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MANAGEMENT In comments on our draft report, management agreed with the
COMMENTS recommendations, Management's comments are included in their

entirety at Appendix C.

INSPECTOR
COMMENTS

We found management's comments to be responsive to our
recommendations. However, because the comments did
not provide an implementation plan with target dates for
each recommendation. a manasement decision is required.
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Appendix A

SCOPE AND
METHODOLOGY

This review included interviews with Federal and contractor
officials with the DOE Offìce of Intelligence and
Counterintelligence and the DOE Office of Management. We
reviewed applicable policies and procedures peftaining to tlie
management of computer property. We obtained CN's inventory
listing from the Office of Management, which conducted an
inventory of allCN property in 2006, We used tliis inventory
listing as a baseline to conduct our inventory ancl evalt¡ate CN's
internal controls over computcr properfy. We conducted a physical
inventory of all CN computer property at Headquarters locations in
Washington, DC, and Germantown, MD.

Also, pursuant to the "Government Performance and Results Act
of 7993," we examined performance measurement processes as

they related to computer property.

This inspection was conducted in accordance with "Quality
Standards for Inspections" issued by the President's Council on
Integrity and Eff,rciency.
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Appendix B

Prior Sensitive Property Reports

o "Excessing of Computers Used for UnclassifTed Controlled Information at the Idaho
National Laboratory," DOE/lG-0757, February 2007 ;

. "Destrlrction of Classified Hard Drives at Sandia National Laboratory-New Mexico,"
DOE/IG-073 5. Au gust 2006;

. "lnternal Controls for Excessing and Surplusing Unclassified Computers at Los Alamos
National Labo ratory," DOE/lG- 07 3 4, Iuly 200 6;

¡ "lnternal Controls Over Sensitive Properfy in the Office of Intelligence," DOEIIG-0722,
March 2006;

. "Control and Accountability of Emergency Communication Network Equipment,"
DOE/lG-0663, September 2004;

o "lnternal Controls Over the Accountability of Computers at Sandia National Laboratory,
New Mexico," DOE/lG-0660, August 2004;

r "lnternal Controls Over Personal Computers at the Los Alamos National Laboratory,"
DOE/IG-0656, August 2004;

. "lnternal Controls Over Classified Computers and Classified Removable Media at the

Lawrence L i vennore National Laboratory," DOE/IG-062 8, December 2003 ;

o "lnternal Controls Over Laptop and Desktop Computers at the Savannah River Site,"
INS-L-03-09, July 2003;

o "Manúrgement of Sensitive Equipment at Selected Locations," DOE/IC-0606, June 2003;

. "lnspection of Internal Controls Over Personal Computers at Los Alamos National
Laboratory," DOE/IG-O597, April 2003; and

. "Operations at Los Alamos National Laboratory," DOE/IG-0584, January 2003.
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Appendix G

¡,r¡ì\.1/rl) 
^Nf 

l\l ltl lltf.)

F lì( )lt4 :

s rJ BJ tìc]'

Department of Energy
\ /ashlngron. Dc ?0585

\'liur:h 1,5. ltXlT

sll¡.t¡.t,1.!iY

cc)riNltt& IN't'ELLtcENCti r)tRECToRA'rE
()FFICü ()F f N'I'ELI,ICì F]NCE AN I)

CO I J N1lìRTN'f'fìLI- tC F:NCI]

Dral't Rcpofl on 'lntemal Controls Over Contputer Prr:perty
at thc Depafl me¡rt'r (lounterintclligcnce Dircctorate"
iso6 t 5027)

'fhe Of fisc of'liltclliguncc and Cor¡nterintelligencc hi¡s ccviorved tlte tlr:llt rcporl, ltttcnurl
(.untrols ()vcr Oonputcr Pnt¡tcrlt at thc l)¿tpurt¡rutnt'.t Courtterintellig,cn(e I)ircrlûtil(.
and ugrecs crver¡ll rr,it.h thc facts ¡)rescnted. tltc con(:lt¡siorts re¡ched, irnd lhc
rccom¡lerrdations atldlessed irt the draft rerron,

'l'he Lhrec reconlncnrlirtions l¡stod in tltc repon are: I ) thâ[ i¡tternal conlrols ovcr'
(--i)tlntcrirrtclligcnccr l)irccloratc córnputcr pr()l)ùny ûrc strùnglhcned so tlìi¡( it is
âccoun(e(l lìrr irr u tirnuly lnanncr; 1):¡ll itcn¡s ptcviously rcponetl to thc LJflìcc ol'

i\,lanagcnrcrtt <¡u Rctircnre¡tt Wrr'k Ordc¡,s lrc ap¡>ro¡rriatcly reported to the Of'ficc ol

Sr:curity ()peratitxrs¡ anrl l) all computer cquiprncnt nssigrrcd Lo lhe Cotrnteri¡lrcllig¡ence

f)irectorirto is a¡4rropriately nlarkcd as proccssing Lluclassitied. Conñdcnti¿1. Sccret or
'['o¡r Sccrct inlìrr¡l:rtion.

As a result (Ìt-lhc lnspect()r Gcnclal's lvl¡rcll 2006 re¡torl. Intenutl Con¡ntls ()ver

,Sc'asirivc I:'ro¡rc rt ,- in thc OJ.fice of ltrtclli¡4eru:c (.also refercncad irt the sttbject rÈport ), l he

norv-¡ncrqcd ( )lÏicc of lrrrcìligcnce and (huntcrintelligcncc institutetl nrult\tle nreùsures

to hclp stlcngthdn its corìtrol ril accour¡lahlc proport:v, "l'hcse tneasurcs includc thc

cfration ol a ¡rosition for rvhich rhc principal rcspcrnsibility is property accountrbility,:tnd
th,: irnpleurcntatiorr of policies (hat rÐquirctach piùcc ol property be cssigur::<l to a

spc:ci{ic uscr ìrr n spocilìc location a¡rd tlrar requires thc irnmctliate rcport of tlte rclocariorr
r)f iìny acrc()urìlâ[rlc propcnv ifcrn.

'fhis ()l'llcc w()uld. howcvcr, lìke to xldrcss the fbllorving:

It is acknur,vledgctl th¡rt llctirunlcnt Work ()rlers (lìW()) were subnritterl lbr 20
c('nìPr.¡tùrs. I lo$,cviir. sirìcc docurìlù¡¡tårtirln exists. alheit not neccssirrily thc proper
(l()cr,r¡ucntation. thal 9 of'thosc 20 rvcrc c:tcessed. or. tunrcd irt, by CN or Deplrtrnental

ß .,^"",*r"od'<!{¡dF
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Appendix G

Ficlrl Sítcs. this ()l'lìcc lrcrlirrr,es th()se itùrns slxlultl not t)c ùonsidlrrcd as nrissing and tlitl
¡rot fccl tlllr[:r r'!:1.)()rt to thc Ollìcr: rrl .Sr:t;trrily \yirs rrucus\lr\,. -flrc (,)lfìc:c rrl N'lanagct¡rcttt

tr:(lucstcd that l{WOs bc st¡bnrittctl lur those i(erns so that thcy coukl lrc uùrroclly
|r:nìo\¡cd lìrrrrr l)cpar-trncrrt ()l Lìrrergy l-lcaü<¡uartels' inventory, r]ol bëcause lhe-r, u,cro

tììissirì9.. 'l'his ( )tlic:c rvill. noucllrclcss. ntf iÍy thc Otf icc of llea¡t.h, .Salcir unci Sc"-urity
li:3anli:rÉ tl¡csc itt:rls.

l( shoulcl irl.ço he nrcntione(l that 9 ol tl)c I I u()rnputcrs thut rvere llW()'tl and

subsct.¡ucntl¡'.st¡hl¡rittcd tti security lry this Olfice werc lcgacy itcnls that rvere ¡:rr<lcured
a¡lrl iri srrnccascs rcplaccd bctori:1004. thù yearthat CN irnplcnrcnLcd ¡tu ¿ruttrmaled

rnrcking systcnl ior its curnputcrs systerns and relatcd cquipnrcnt.

In closing. rhc: OIllct: ol lntelligence rnrl (]ounterintclligence rvould like to convey its

1l)l)rLciírri()n lìrr thc pnrlcssi<lnllisnr rrf vrlur Officc during both coûtputcr propert\,,

ins¡tcctions ()vcr Ilì(: l)rr-\l tw(l yelrs. Wc !raye ltrunLJ ytrtil'inspeclors tt¡ be lrir nntl prrtient
with ()Lrr stal-f'anrl vcry hclplul in highliglrting areas n'hcrc or¡r propeny accountltbility
pr¿rcl ices nccdc(J i rì)provcmcnt-

cc: Ilolf l\4r¡ivatl.l-anison
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IG Report No. DOE/IG-07 62

CUSTOMER RESPONSE FORM

The Office of Inspector General has a continuing interest in improving the usefulness of its
prodr"rcts. We wish to make our reports as responsive as possible to our customers' requirements,
and, therefore, ask that you consider sharing your thouglits with us. On the back of this form,
you may suggest improvernenis to enhance the effectiveness of future reports. Please iriciucie
answers to the following questions if they are applicable to you:

1. What additional background information about the selection, scheduiing, scope, or
procedures of the inspection would have been helpfulto the reader in understanding this
report?

2. What additional information related to findings and recommendations could have been
inclurded in the report to assist management in implementing corrective actions?

3, What fonnat, stylistic, or organizational changes might have made this report's overall
message clearer to the reader?

4. Wliat additional actions could the Office of Inspector General have taken on the issues
discussed in this report which would have been helpful?

5. Please include yoLlr name and telephone number so that we may contact you should we have
arry questions about your comments.

- Name Date

Telephone Organization

When you have completed this form, you may telefax it to the Offrce of Irrspector General at
(202) 586-0948, or you may mail it to:

Office of Inspector General (IG-l)
Department of Energy

Washington, DC 20585

^'l.'T\T. 
/'r.,^+^-^- l)^f ^¿!^---

lf you wish to discuss this report or your comments with a staffmember of the Office of
lnspector General, please contact Judy Garland Smith at (202) 586-7828.
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The Office of Inspector General wants to make the distribution of its reports as customer friendly
and cost effective as possible. Therefore, this report will be available electronically through the

Internet at the following address:

U.S. Department of Energy Office of Inspector General Home Page

http://www.ie.enerey.sov

Your com¡nents would be appreciated and can be provided on the Customer Response Form
attached to the renoft.
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Department of Energy
Washington, DC 20585

April 27, 2OO7

The Honorable Stephen Friedman
Chairman
Inteiligence Oversigbt B oard
Room 5020,New Executive Office Building
725l7th Súee! NW
\IÍ^-L:ñ,*^- T\ ñ 1fì(fl2
YY ¿I¡troÉL\JIr, u"t /. LvJvJ

Re: Report to the trnteiligence Oversight Board (Quarterly Re,port, January-March2}}7; 50715016)

Dear Mr. Friedma¡¡

Executive Order 12863, 'iPresident's Foreign Intelligence Advisory Boatd" requires the Ilspector
General to report on a quarterly basis to the Intelligence Oversight Board concerning'intelligence
activities at the De,parhent of Energy and the National Nuclear Security {rlminishation. For the period

January L,2007, tbrough March 31,2007, no Deparhent of Energy or National Nuclear Seöurity
Administration intelligence activity has come to my attention that I have reason to believe was u¡iawful
or conhary to Executive order or Presidential directive.

Pu¡zuant to guidance previously provided by the Intelligence Oversight Board, this quarterlyreport is

not considered an agency record and is the properry of the Board. This report is not to be

disseminated without the Board's consent. Based upon the rece,nt changes to Intelligence Oversight
Board reporting criteri4 v¡e are providing a copy of this re,port to the Director ofNational
Intelligence.

Please contact me if we can provide aûy further assistance.

cc: Director of Nationai Intelligence
General Counsel, Inteiligence Oversight Board

Sincereiy,

ß errnuu wittr soy Ink on rêcycl€d pspsr



Document Numþer 28



Department of Energy
Washington, DC 20585

July 26 ' 2OO'7
;-i.-..":-.{.-'.

The Honorable StePhen P¡isrlman
Chairman
Intelligence Oversight Board

Room 5020, New Executive Ofñce Buüding
725l7'do Sheet,'NW
V/ashington, D.C. 20503

Re: Report to the Intelligence Overslght Board (Quarteriy Report, A.pril-June 2007; S07IS022)

DearMr. Friedman:

Executive Order L2863, '?resident's Foreign Intelligence Advisory Board," requires the Inspector

General to report on a quarterly basis to the Intelligence Oversight Board concerning intelligence

aotivitíes at tn" n.prr.t^*t ofEnergy and.the Natisnal-Nuclear Secnrity Administration. For the period

April 1, 2OO7 , througn Jr:ne 30, 2007 , no De,partuent of Energy or National Nuclear Security

Aãmiaistration intelligence activityhas come to my attention that I have reason to believe was unlawful

or contrary to Executive order or Presidential directive.

Recentl¡ t}ere was media coverage regarding a security incident at the East Tennessee Tecbnology-

Park. The incident was handled by the Federal Bureau of Investigation and not by agents at this ofEce.

As such, we will not be reporting on this matter.

Pursuant to guidance previouslyprovided by the Intelligence Oversight Board this quarterlyreport is

not considered an ageocy record and is the property of the Board. This report is not to be

disseminated without the Boa¡d's consent. Based upon the recent.changes to Intelligence Oversight

Board reporting criteria" we are providing a copy of this report to the Director ofNational
Intelligence.

Please cootact me if we can provide any firrther assistance.

Sincerely,

Årø**
GregoryH. Friedma¡l
Inspector General

Director of National lntelli gence

General Counsel, Intelligence Oversi ght Board

I ennt"u *lr,6oy lnk on rsq/dsd paper
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Departrnent of Energy
Washington, DC 20585

Novenber 1, 2007

å*-.* n-*c-. *-.

The llonorable StePhen P¡isdman

Chairman
Lrtelli gence Oversigirt Board
Room 5020; New Executi'¡e Office Buüding

725 fiú Stee! NW
'Washingron, D.C. 20503

R.e: Report to the Intelligence Oversight Boæd (Quarterly Repor! Juty-September}}}7; S07IS032)

Dear Mr. Friedman:

Executive Order 1zg63,'?resident's Foreign Intelligence Advisory Board," reçires the Inspector

General to report on a quarteriy basis to the Inteiligence Oversight Board conce,tning intelligence

activities at the Deparnnent of Energy, including the Nationai Nuciear Security Adminiskation. For the

period"fìrly I,Z}}T,through SeBtember 3ù,2007,no Departnnent of Energy orNational Nuclear

becurity A¡hnrnistration i¡:telugbnce activity has come to my attention that I have reason to believe was

unlawfi¡t or confiary to Executive order or Presidential directive,

'We were advised that the Department of Energy's Office of General Corrnsel also provides an

independent quarterly intelligence report to the Intelligence Oversight Board, as required by Executive

Order t2g63. ptease refer to tn" Ofüce of General Counsel's rçort for reportable intelligence activities

uoder its punriew

Furzuant to guidance previously provided by the Intellige,lrce Oversight Board this quarterly report is

not considered an agency record and is the property of the Board. This report is not to be

disseminated without the Board's consent. Based r:pon the recent changes to Intelligence Oversight

Board reporting criteria, we are providing a copy of this report to the Director ofNational

Intelligence.

Please contact me if we can provide any filther æsistance'

Director of Nationai Intelli gence

General Connsei, Intelligence Oversight Board

ffi ,*,"n*th ¡ot iuk m rcgyoled papÊr
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ûf.,a-ï-.
{i-}':' i- ':* " ^-':"-' 

*r
Department of Energy

Washingrton, DC 20585

February 4, 2008

GregoryH. Friedman
Inspector General

Direcfor of National Intelligence
Generai Counsel, Intelligence Oversight Board

The Honorable Stephelr Friedman
Chairman
lntelligence Oversight Boa¡d
Room 5020,New Executive Office Buüding
725 I7ú Shee! N.W.
Washington, D.C. 20503

Re: Report to the Iatelligence Oversight Board (QuarterlyReport, October-December 2007;

s08rsoo3)

Dear Mr. Friedman:

Executive Order 12863,'?resident's Foreign Inteiligence Advisory Board" requires the Inspector

General to report on a quarterly basis to tle Intelligence Oversight Board concerning inteiligence

activities at the Departue,lrt of Energy, inciuding the National Nuclear Security Arlministration.

For the period October I,2007, through December 3I,2007, no Deparbnent of Energy

intelligence activity has come to my attention that I have reason to believe was unlawfui or

contrary to Executive order or Preside,ntial directive. However, we curtently have a matter under

review that involves the possible inappropriate collection of information by De,partment contractor

cor:nterintelligence personnel. 'We will advise youwhen we reach a conclusion in tbis matter.

'We 
were informed that the Department of Energy's Office of the General Cor¡nsel also

provides an inde,pe,ndent quarterly iatelligence re,port to the Intelligence Oversight Board, as

required by Executive Order L2863. Please refer to the Office of the General Counsel's report

for reportable intelligence activities under its purview

Pr¡rsuant to guidance previously provided by the Inteiligence Oversight Board this quarterly

report is not considered an agencyrecord and is the property of the Board. This report is not to

be disseurinated without the Board's consent. Based upon the recent changes to trntelligence

Oversight Boa¡d reporting criteria, we ¿re providing a copy of this re,port to the Di¡ector of
National Intellige,n ce.

Please contact me if we may provide any fi¡rther æsistance.

cc:

@ 
*"**tt soy bk orræycled pepø


