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1 Enclosure THOMAS R. WILSON
Quarterly Intelligence Oversight : Vice Admiral, USN
Report, 1 Jan - 31 Mar 01 Director
5, 1 cy

WASHINGTON, D.C. 20340-

§-0157/1G 29 May 2001

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

Subject; (U) Quarterly Intefligence Oversight Report for the Period Ending 31
References: a. (U) DoD Directive 5240.1, "DoD Intelligence Activities.”

b. (U) DoD 5240.1-R, "Procedures Governing the Activities of Do)
that Affect U.S. Persons."”

March 2001

Components

¢. (U) DIAR 60-4, "Procedures Governing DIA Intelligence Activities That Affect

U.S. Persons.”

d. (U) Executive Order 12333, "United States Intelligence Activities,
€. (U) Executive Order 12863, "President’s Foreign Intelligence A

isory Board."

(U) As required by references above, the Quarterly Intelligence Oversight Report fbr the Defense
innelligencc Agency for the period 1 January through 31 March 2001 is cmlosed _If furthe

Office of the Ins’pectlo;‘(,}g;gal at):;:

REGRADED UNCLASSIFIED WHEN SEPARATED
FROM CLASSIFIED ENCLOSURE
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 January through 31 March 2001

1. (U) The Office of the Inspector General (IG) conducted the following intelligen!

(10) activities:

e oversight

a. (U) Defense Intelligence Agency (DIA) message 231449Z MAR 01, subjec& IG IO Brief

2-01, (enclosure 1) was dispatched to al} DIA field elements.

b. (U) The IO Coordinating Commiitee held its qnarteﬁy meeting on 12 Janua;

[y 2001.

¢ -fB#Nﬁ-IG p_gvnded bneﬁn(swon its role and the application of xo,m. al o

IG conducted an 1O inspection od

-5 ’| Both organizations were perfonmng thexr operanonal acthltles

manner aﬁ Weit in compliance with [O procedures. There were no findings.

g. (UAP&e®) IG conducted a follow-up IQ inspection at} =+ o #.: .
deficiencies noted in a general inspection conducted during the

follow up inspection found that corrective actions had been taken to train assigned
questionable activities were found. ‘

quarter,

scal y

d on
2001. The
personnel. No

i

o)y A 4

Yees of the

n.é. satisfactory

(1.4 ('35)

{©

(o))
USC 424

through crammg No questionable activities were found.

Derived From: DH

Declassify On: X1

Date of Source: Oc¢
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-SECRET/NOFORN/XT

i. (S//NF) IG memorandum S-0073/IG, 12 March 2001, subject: Possible Vie

tion of

Executive Order (E.O.) 12333 and DoD 5249.1-R, reported that z civilian assigned to the

Directorate of Intelligence Operations (IDO) may have violated Procedure 15 throu
unauthorized funding of a federal law enforcement project. An IO mvesugatwn b
(IG Project No, 01-1935-MA-056)

J-48#NPTIG memorandum S-0045/IG, 8 February 2000, subject;
E

the
been initiated.

re Order (E.O."12333) and DoD 5240.1-R, reported that an [ ”
e may have violated DIA procedures through thel: .

PrOJect No 01—1934-M3-056)

721 An 10 mvesngaﬁoxﬂlas Deert mmav:d (G 42414(0)|

k. (U/"=88e) IG memorandum U-0444/1G, 7 December 2000, subject: PossLbIe Violation of

Executive Order (E.O.) 12333 and DoD 5240.1-K, reported that a cwihanassn
Dn'ectorate for Analysxs and Productxon (DI) may have vxolated PR

ed to the

bt

that the subject ﬁad not violineilo procedures A report of mﬁést:gahon was pub
March 2001; the DIA case is closed. (IG Project No, 01-1923~MA-056)

1. -(OﬁN?)-IG memorandum 5-0441/1G, 17 Novmber 2 ec?- P ssibl e
E'o R R bt

S AnIO mves

tgauonAfound
shed on 6

Rh latxon of .

U S. pcrson An IO mvestagat:on has been initiated. No change from last report.
01-1922-MA-056)

hlmself toa
(1G Project No.

m. <S4NF IG memorandum S$-0429/1G, 17 November 2000 sub‘ect‘ Possib
E.O. 12333 and DoD 5240.1-R, reported that thejs: .= - s

v"-’,{

Violation of

1 Directorate for

Information Systems and Services (DS), may have vnolated Procednre 12 ﬂu‘ough
provision of intelligence support to a federal law enforcement agency. An IO inv
been initiated, No change from last report. (IG Project No. 01-1919-MA-056)

vnavthorized
tigation has

RCOYEIOR

o uUsC

“(b)2)(b)

“(b)1).(b)
0 USC 42

(3):1
v4'

T o)E:10
UsC 424,

RRUIO (t)(3) 1
.- | OUSC
-1 424.(b) ) 50
L) USC 40B1.4
0. ©
12333 and DoD 5240. 1-R, reported that an", -5 0 i ¥ R may
have violated Procedure 15 by failing to forward a aJlegatlon of 10 vmlat:ons to tbe IG. An10- T B)(1).AbX3):
investigation is in progress. No change since last report. (IG Project No. 00-1891-MA-056) 10USC 424
2
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{ ousc

424, (6)(3):50
R : . , ] usC 403,1.4
q. =68# 1G memorandum S-0102/G, 17 March 2000, subject: Possible Vidlation of EO. @ |-

12333 and DoD 5240.1 Y "a‘j """" (©)2)()):

10 USC 424
(o)) %

mam:r under mvestw.atlon in concert with the Federal Bureau of Invcsuganon and thef -
L) = %..*] The subject has been returncd to his parenﬁ service and the
mvest:gauon contmues (KG Project No. 00-1884-MA-056)

T. =&HR IG memorandum C-0025/IG 28 Janvary 2000i§@i§ctp Possible Violation of E.O.
12333 and DoD 5240 1-R, reported that anl . N "] X)), (o)
: 7] 3):10 USC 424

/:he‘subject ofﬁcer Bas been Tewmed (o Service and fhe
The pase remains

T (bX2)

- (0)(1),(b){3):

g : i 1 10UsC 424
The matter has been referred to the IG investigations unit. No change singe last report.
(IG Project No. 00-1864-MA-056) '

s, gl ST TR e T o e

“b)(1).()(3
)10 USC:
424 (b){3):
50 USQ
403,1.4/(¢)

tlon of law enforcement information and the possible compromise of operatignal activities. ﬁg’gs) 10

42414 )

has opened an investigation into the security issues and is cooperating with
issues. No change since last report. (IG Project No, 99-1854-MA-056)

.Loc‘e&_ws' 12 anﬂ_ls ihrough the un mhor:zod RUIUE 3)2(2
!{e IG on the 10
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W, WIG memorandum U-0022/1G, 26 January 1998, wb}ect Possnble Y 1oIatxon of E 0.
>12333.and DeD 5240.1-R, reported that[F; it i

'and thc Deparunent of Justice (DoJ) has accepted the case for prosecution. No change from last
report. (I1G Project No. 98-1731-HQ-056)

X.=¢8% IG memorandum S-0412/IGH, 11 August 1997 subject Poss:ble Vmiajﬂon of E 0
12333 and DoD 5240.1-R reported that a civilian -~ : s i
violated Procedure 15 through questionable activifies In connecnon thh} e o
IG investigations unit completed its investigation and referred the case to DoJ for prosecunon The
sub;ect entered a plea of guilty and has been sentenced. The investigation remains|open pending
receipt of final case documentation from DoJ. (IG Project No. 97-4695-01-050)

¥. =9 An investigation into criminal misconduct by several current and formes DIA personnel
continues as reported inIG n andum U-7641-95/1GI, 3 October 1995, subjectt Referral of
Allegation Against) " C =1 Agencies. involved.in the mvesngatlon the Defense

Criminal Investtgauvé Servxce' the U.S. Customs Service under the supervision ofjthe Easter” ™ (b)(2), (b)('s)

District of Virginia, Dol; and the Program Integrity Office, DoD ¥G. The investigation is still in
progress. No change from last report. {IG Project No. 96-4289-01-064)

2. (U) Within GC/ " “=~jttomneys, a-secretary; -a staff assistant, and a paralegal. specialist review
GC files on a continumg basis as they are used in day-to-day operations. All files
regulatory comphance when they are pericdically considered for destruction, retenfi
The following specific actions were taken:

2. (Um Thxee a.ttomeys revtewed ongomgll LS T T
) 10 assure comph
oversxght rwponmbnlmes. One attorncy assures compham:e for other DIA elements.

on, or storage.

D, G GC lectured at the Mnhtary Ofﬁcer Familiarization Course and the| "~

{" Jpersonnel, 2).1.

BFF 105

“"| might have resulted in qﬁés onable activities. The IG mittated'an vesugauon “(b)(1),1.4 (L)g

‘‘‘‘‘ b)(2), 31
reviewed for SES)C(EL)Z&)

5y

“(B)3):A] ;
USC 424
O}
p o 7] (on 4 ()
" 10 reviews and consultations were conducted in support o ©)(1).{0)(

4(0)

[0

.
i

s T (RY().b)B)Y10
0

14(c)
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()@):10”
USC 424

(b)(2), ()3}
10 USC 424

Y S (U)took immediate action to provide IO training to the uniformed

—SECRET/NOFORN/XL

d. (UAPOEEYGC reported no incidents of criminal activity to Dol during the| quarter.

3. (U) The Directorate for Administration was involved in the following oversighy activities:

a. (U) IO reviews were conducted in each of the maior elements to ensure that|prehibited

TA) received IO instruction as patt of the
+COUrses:
Tb)B):10 USC 424

NUMBER COURSE

National Intelligence Course :

Collection Management for Analysts Course

Intelligeuce Collection Manager Course

Sensitive Compartmented Information Controt Officer Course
Counterintelligence Special Course

Defense Community Counterintelligence Course

b. (U) The Office for Procurement did not initiate any contract actions that fel] under
Procedure 11, DoD 5240.1-R, during this reporting period. There were no contrafts which
required contractor performance under DIAR 60-4,

¢. {U) The Office for Human Resources briefed ;5]

new civilian and military

and 4) informed of their responsibilities to report questionable activities to GC or

on deficiencies noted in an ongoing IG evaluation of the organization.

4. (U//P&¥€) The Directorate for Policy Support reviewed all files during the
and found ne prohibited material, Specific actions follow:

a. (U/A&%e) Thel . e ) R

inspection, presented .- ™", i gence

prepared and submitied to the jprogram oversight committes an approval pac!
! training bulletin for this quarter.

tha(;_|personnel assigned to its command element and the[ i
_ ... |received refresher training. All DI organizations reviewed file
quarter and no prohibited material was found.
(b)@3):10 '
USC 424

.- personnel assigned to] RGN
received 10 refresher training‘ E(b) (2),(b)(3):10 USC 42:1, —

3. (U -DI reported

during the

p ‘personne‘l‘ reviewed 10 procedures: '(b),{b)(2),(B)(

USC 424

“{b)(@E):10
USC 424

106

“O)E0
USC 424 ;
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USC 424

©Y3) 10

USC 424

e)3)e10

USC 424

6. (U) The Directorate for Intelligence, Joint Staff, reported that|

-‘{personnel regeived IO
training during this quarter.

7. (U) The Joint Military Intelligence College provided IO instruction to-persdnnel in its
courses this quarter and{

- ffaculty members reviewed 10 directives.

NUMBER COURSE

The Nationat Foreign Intelligence Commmunity
Espionage, Intelligence and International Politics
Nationa? Security Structure and Policy
Information Technologies in the Cyber Era
Ethics of Intelligence

Leadership, Management, and Coordination in the Intelligence Commumnity

T (B)2).(b)3)1D
usSC 424 | |

asslgned personnel in accordance mth DIAR 601

9. W The‘ "y i :..5“~§~.’.:“-J’eporrzd tha persotmelnand“
contractors recewed IO traimng dunng e quaner andmersous were involved in reviewing files
for 1O compliance.,

10. (UIFPGUO') DS reported thatt- V¥ |personnel reviewed IO procedures this quarfer. The
er :d included F.0, 12333, DoD 5240.1-R, and DIAR 60-4. Additipnally, the
- kssued its quarterly review of U.S. persons info

ation contained in

IIRs. ]

11. (U} The Diversity Management and Equal Opportunity Office did not conducg IO related
training this quarter.

12. (U) The Office of the Comptroller reported tha.persans participated in 10 review this” "

quarter,

g ™ 1'1‘, .,.,.*w

13Uy The[ e e SR U T Treported thatf - personnel recpived 10 training

this quarter. Addmona]ly, a ﬁle rev1éw was conducted and no prehibited material was found,

14. (U) DM reported that[". “Jpersonne! participated in IO files review during this [reporting period.
Additionally, DM conducted a review of hardcopy and softcopy files to ensure compliance with IO
regulations.

~ 15.7(U) The: “reviewed holdings for compliance. No viclations
were noted. Copies of IO regulations were disseminated to all subordinate offices
6

“(bY{1N),1.

e BB
424

“(0)(2), )31

1 (c)

D USC

0 USC 424

3
]
3
I

)2, 63):1

0 USC 424

R
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16.=£€% D1A management contimued 1o emphasize the importance of personael bei
IO regulstians. A total-of:: = .|personnet were reported to have received trainin

and DoD 5240.1-R and/or reviewed files for IO content during the period 1 Januas
31 March 2001.

1 Enclosure

DIA msg 2331449Z MAR 01,
subject: IG Intelligence
Oversight Brief 2-01, (U), 1 cy

g familiar with
in DIAR 60-4
y through

“T{b)3)10

USC 424
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. UNCLASSIFIED

DTG: 2314452 MAR 01

PAGE 01 of 03

Drafter's Name :|:
Office/Phone

Releaserx's Info :

............. (B)2).(b}(3):10 USC 424

Action Prec :
Info Prec :
Specat :

ROUTINE
ROUTINE

From:
Teo:

DIA WASHINGTON DC//DIA-1G//

USCINCEUR VATHINGEN GEJ.
USCINCPAC HONOLULU HI/{ .

USCINCCENT MACDILL AFB FL,
USCINCTRANS SCOTT AFB 1L//
USCINCSOC MACDILL AFB FL/,

USCINCSPA

CINCUSIFCON NORFOLK VA fTor oo

" Info: SAFE WASH DC

TEXT FOLLOWS

bl RS Skl

UNCLASSIFIED
SUBJ ¢

1. ADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERSONNS

INFORMED QF THE CONTENTS OF THIS MESSAGE|

2. INTERNET POLICY CLARIFICATION:
(DOD GC) ISSY.

THE

IG INTELLIGENCE OVERSIGHT BRIEF 2|01

DEPARTMENT

L ARE

o .
QVERSIGHT (I0) PROCEDUES TO THE INTERNET.
MEMORANDUM DOES NOT PROVIDE A SUBSTITUTE
CASE ANALYSIS OF SPECIFIC ACTIONS. THE

A. 1P ADDRESSES. AN IP ADDRESS 1S

UNCLASSIFIED

FOR CONDUCTING A CAS
KEY PRINCIPLES ARE:

NUMERIC STRING THAT
IDENTIFIES A HARDWARE CONNECTION ON A NETWORK.
INFORMATION ABOUT THE OWNER, OPERATOR, OR USER OF THE HARDWARE

BPTLYCATION OF INTELLIGENCE

THIS STRING (QCNTAINS

109
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PAGE 02 of 03

L)

D.

AS IS THE CASE WITH ALL IO CONSIDERATIONS THE FIRST 1

UNCLASSIFIED

[EST IS

110

.
t
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UNCLASSIFIED

-
.

DTG: 231449% MAR 01

MISSION AUTHCRITY TO PERFORM THE COLLECTION FUNCTION. IF AN
INTELLIGENCE COMPONENT PBRFORMS A COLLECTION FUNCTION WITHOUT
AUTHORITY THEN THAT, IN ITSELF, MAY CONSTITUTE A VIOLATION OF
PROCEDURES .

3. NON-DIA INSPECTIONS: DIA COMPONENTS ARE COMMONLY VISITED
INSPECTION TEAMS FRCM SUCH ORGANIZATIONS AS DOD IG, UNIFIED Ci
IG, GENERAL ACCOUNTING OFFICE, DEPARTMENT OF STATE IG, OR .
ASSISTANT TO THE SECRETARY OF DEFENSE (INTELLIGENCE COVERSIGHET
40-5, INSPECTOR GENERAL, ASSIGNS TO THE IC RESPONSIBILITY FOR
REPRESENTING THE AGENCY AND COORDINATING IG ACTIVITIES WITH T)
NON-DIA IG COMMUNITY.

A, FOR KBY COMPONENTS.
THE AGENCY THROUGH - THE '
APPROPRIATE STAFF ORGAN

.NON DIA INSPE TON_ORGANIZATIONS
S e e 8 WHICH WILL

TZRTIONS

B. FOR[ : - ‘ e spncmm
PROCEDURES FCR COORDINATING NON DIA INSPEC’PIONS OFI' ,,,,,, ;

Tolare

PAGE 03 of 03

MISSION
10

BY
DMMAND
DIAR

HE

ENTER
NOTI FY

- o2)

CONTAINED IN DIAM 100-1 FOR DEFENSE ATTACHE SYSTEM mm iN
100-2 FPOR NON-EMBASSY BASED[ T '|ELEMENTS. NON DIA INSPECTORS
THE AGENCY AT THE OFFICE OF THE IG, WHICH WILL, IN TURN, INIT
NECESSARY TASKING FOR DIA SUPPORT. REQUESTS FOR DIA DOCUMENT,
REPORTS SHOULD BE MADE BY THE NON-DIA INSPECTORS TO THE IG, Wi
RESPONSIBLE FOR _PROVIDING.THE REQUESTED DOCUMENTS. PROVISION|
DOCUMENTS BY Al. - |ELEMENT DIRECTLY TC A NON-DIA INSPECTOR IS
AUTHORIZED. ADDITIONALLY, ELEMENTS ARE INSTRUCTED TO FORWAR
AFTER-ACTION REPORTS OF NON-DIA INSPECTIONS THROUGH THE IG TO

DIAM
ENTER
[ATE THE
5 AND/OR
o 18
OF

NOT

F'-"l

(b)(a) 10 USC 4:

424

MANAGEMENT. TRESE AFTER ACTION REPORTS ARE TO BE SUBMITTED N
THAN 72 HOURS AFTER THE CONCLUSION OF THE INSPECTION.

DT LATER

4.

"7 (b)(3):10 USC 4

OTHER IG IS AUE THE IGACURRENTLY HAS ANF‘ L
_IN THE[ - i n o %) IF ANY [

ROTATING IN THE NEAL FUTURE ARE INTE

“(bY(2).(B)(3):10 USC

ONITY TO SERVE IN THE IG, PLEASE CONTACT}:

UNCLASSIFIED

111

424
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 203d¢-

S-0188/1G ' 3 June 2002
To: Assistant to the Secretary of Defense for
Intelligence Oversight
7200 Defense Pentagon

Washington, DC 20301-7200
Subject: (U) Quarterly Intelligence Oversight Report for the Period Ending 3

References: 2. (U) DoD Directive 5240.1, “DoD Intelligence Activities”

1 March 2002

b. (U) DoD 5240 1-R, “Procedures Governing the Actxvmes of Do) Components

that Affect U.S. Persons”

¢. (U) DIAR 60-4, “Procedures Governing DIA Intelligence Activities that Affect

U.S. Persons”

d. (U) Executive Order 12333, “United States Intelligence Activitips”

€. () Executive Order 12863, “President’s Foreign Intelligence Al

(U) As required by references above, the Quarterly Intelligence Oversight Report
Intelligence Agency for the period 1 January through 31 March 2002 is enclosed

information is required, please contact the Office oflxhe General Counsel at} .. | -’

the Ofﬁce of the Inspector General 2

(6)(2),()3):
10 USC 424 .
1 enclosure Thomas R. Wilson
Quarterly Intelligence Qversight Vice Admiral, U.S. Navy
Report, } Jan through 31 Mar02 - Director
=S | cy

If further

~jor

U BR0E)

dvisory Board”

for the Defense

10USC 424

REGRADED UNCLASSIFIED WHEN SEPARATED

FROM CLASSIFIED ENCLOSURE
~SECREFHFNOTFORNXT
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USC 424

(L)), 14 (S

())O)H):10

USC 424,14 (c)

SECRET/AOTORN/AC

(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORP‘

1 Jamuary through 31 March 2002

. (U) The Office of the Inspector General (IG) conducted the following intelligence ovefsight

(IO) activities:

b. (U) Defense Intelligence Agency (DIA) message 1216007 MAR 02, subjct: IG IO Brief
2-02, (enclosure 1) was dispatched to all DIA field ¢lements.

. A?:::.:.E._:-“ g -'~}"-E='f o it I(b) (3) 10
" [No questionable acnvmcs were  USC 424

AP

¢, =(#ME IG memorandum $-0112/1G, 13 M_ ch 2002, subject: Possible Vi

conducted quesuonable actmtms by engagmg m{. i SRR
A crimes report was filed with the Department of Iustnce (DoJ) and the 1IG
investigations unit has opened a case on the issue. (IG Project No. 02-1985-MA-056)

£ <Py IG memorandum 5-0069/1G, 15 February 2002, subject: Possible Violation of
EO l23v3andDoD5240 IR, teported S -

) An 10 mvesnganon has beén'thated, {IG Project No. 02- 1977-MA.00 )

& =68 IG memorandum S-0276/1G, 27 July 2001 ubj t: Possible Vi

fation of B.O.

L. ]AnlO mvcstlganon was mmated and field work commenced m- November
2001, The project is ongoing, No change from last report. (IG Project No. G1-1954-MA-
056)

Derived From: D r{s 5CG
Declassify On: X
Date of Source: Qctober 1997

HM,)

(B)(1).(b)

EFF 13

(b)(1) 1.4

10 USC 4

©
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SECRET/NOTORN/XT

h, TSPMNMG memorandum S-0073/1G, 12 March 2001, subject: Possible V wlatlon of EQ.
12333 and DoD 5240.1-R, reported that a civilian assigned to DO may h ve vielated
Procedure 15 through the unauthorized funding of a federal law enforcenent project, An
IO investigation has been initiated. No change from last report. (IG Pro_l et No. 01-1935-

MA-056)

i. ~@MNPrIG memorandum S-0429/1G, 17 November 2000, subj cct Possn ble Vaolat;on of
E.O. 12333 and DoD 5240.1-R, reported that the..- L

“ B)E)0

Directorate for Information Systems and Services (DS) may have vzolated Proccdurc 12 USC 424
through the unauthorized provision of intclligence support to a federal lay enforcement ' :
agency. An IO investigation has been initiated. No change from last repprt. (IG Project
Na. 01-1919-MA-056)

‘ (b)1).(p)@):10 UsC
424,(bX3):50 USC
403,34 (¢}

i

‘ ‘(b)(n.(bxsm!o
Usc i

T | a4 yays0i
- |USC 4031, 4kc)

1 -(B#NF)IG memorandum S-0102/1G, 17 March 2000, subject: Possible ¥ 1o}atlon of E 0

12333 and DoD 5240.1-R, reported that an| . 20

l may have v:olated} usC 424 | :
AT s a0 |

o T |
B0 15 [ERzran )
USC 424 retumed to his parent service and the mvcsngatxon continues. No changq since last - (0}2) |

report. (IG Pro}ect No. 00-1 884-MA-056)

m. ¢SSP G memorandum S-0421/1G, 4 November [999 s@i_ect Poss1b £ le tion of
: E.O. 12333 and DaD 5240.1-R, reported thaf] . :

©(M14) mayhave violated ¥ i conacstich Wi o

BANAR) %[ The matter has been referred to the IG investigations pnit, No change ®)(1).1:4((c)

' since last report. (IG Project No. 00-1864-MA-056) ’

T Y1010
USC 424,14 {c)

EFF 114
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(ON )3y - -

QUSC 424

(B)(3):10 USC 424 = -frre i’

7 "OXDLb)@)I0
USC .
424,(0)(3%50

USC 4031 4 (c)

0. =8P IG memorandum U-0022/1G, 26 January 1998 subject Possrbte V1olat|on of
EO. 12333 and DoD 5240.1-R, rgmned thataf.." RS

i

1mnated an mvesugatxon and DoJ accepted the case for prosecution.
last report. {IG Project No. 98-1731-HQ-056)

personnel continucs as reported in IG memorandum U-7641-95/1GI, 3 Ogtober 1995,
subject: Referral of Allegatmn Against; ~*|-DoJ has-declined to ...

p- %) An investigation into criminal misconduct by several current and fon%er DIA
prosecute. The DIA case is closed. (IG ?roject No. 96-4289-01-064)

(U) Within the Office of the General Counsel (GC)J SR ,asiaff

ttorneys, a secret

assistant, and a paralegal speclahst review GC files o a continuing basis as ey are used in
day-to-day operations. All files are reviewed for regulatory compliance when they are

periodically considered for destruction, retention, or storage. The following
were taken;

pecific actions

~“lmight have resulted in questxonablc ag tmues The IG
No change from

O

_—

]

XN

ey

" )X2) ()3
OUSC 424 -

omphance for

addressed oversight issues with]: < e :
agency and provided advice onf. %3 An attomey partncnpated in a[
-+ Jat the Military Officer Familiarization Course.

b. (UAPEHEEY GC reported one incident of criminal activity to Dol during the quarter.

" )10
USC 424

L]

115
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3. (U) The Directorate for Administration was invelved in the following oversight activities:

a.

(BX2),(bX3)1
g 24

r~
SC

~ NUMBER

(U} IO reviews were conducted in each of the major elements to ensurc that prohibited

" miaterial was not retained in files: -During this quarter - -|personnel revigwed 10
procedures, Addntlonally,smdcnts :
instruction as part of the following} .

non-DIA) recdived 10
4. gourses:

{b){3:10

COURSE . USC 424

National Inteligence Course

Collection Management for Analysts Course
Intefligence Collection Manager Course
Sensitive Compartmented Inforrnation Contro! Officer Cojirse
Mobile Collection Managers Course
Mobile SCI Security Officers Course
Counterintelligence Support Course

(U) The Office for Procurement did not initiate any contract actiong that fell under
Procedure 11, DoD 5240.1-R, during this reporting period. There were o contracts that

required contractor performance under DIAR 60-4,

(U) The Office for Human Resources ’onefed.tew civilian nnd rmhiag employees.

Bach new employee was:
» Informed in writing of the existence and importance of DIAR 60-4

¢ Provided copies of the documents cited in paragraph 7.¢.(2), DIAR &

.

1

* Advised to review DIAR 60-4 for information which may pertain to their specific

duty assignments

¢ Informed of their responsibilitics to report questionable activities to (J CorIG

4. (UNMPODO) The Directorate for Policy Support reviewed all files during the neportmg period

and found no prohibited material. Specific actions follow:

310
B0 "3 (U/ﬁeee}TheL

{2, b)E):1 T
0 USG 424

®X2

(OH2). ()31 ", -
0 USC 424

e edr. ] ontrac't.Ors‘ ' | ub_fnit‘tedv ‘

© )2),(0X3)1
0 USC 424

T BKRLOE

-.oversight-inspections at . : 0 USC 421

the ﬁnal annual report for all DIA] 5.0, jo the Office of the Secretary of O - 10
 was aining bulletin this quatter.  “w)(2) P

(UMPSBO A total ofsonnel assigned uf e R

were confirmed to be in teceipt of IO regulations and gmdﬁce - 0o

USC 424
4
“SECRETNOFORN/SAET

EFF - 116
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oX3y10

USC 424

o)

(O)1)b)3):10 "

. USC42414(c)

B30

USC 424

©)E)10 -
USC 424

“SECRET/NOFORNTXT—

S. (U) The Directorate for Analysis and Production (D1) reporte
the DI Command: Element and the = b b 0 3o 0
viehe R R N ATt

6. (U) The Directorate for Intelligence, Joint Staff, reporied that| crsonnel

' complcteq

ersoqnel assxgned to
IO training this

g iycd A3 RER

tramm : dunng tlus quartezf The training emphasized who may or may not:

- “and the restrictions contained in DoD 5240. 1K

7. (U} The Joint Military Intelligence College provided 10 instruction to personnei inthe

courses noted below. Additionally, -

NUMBER  COURSE

National Security Structure and Policy
Information Technologies in the Cyber Era

The National Foreign Intelligence Community
The Law and Intelligence

Congress and U.S. Intelligence

Intelligence Relations and Allied Nations

WO reporte eceived 10 training, including ney
processed by the 5 : Addmonally, bersonnel
review during the qnarter

9.-(U) The} v S WD s feported tha

paruclpatcd ina Hs review thls quarter

i .|{personnel reviewed 1O procedures and recgived 10 tralmng

faculty members reviewed 10 directives.

Leadership, Management and Coordination in the Intelliggnce Community

personnel
formed files

persons o

this quarter. The materials reviewed included E.O. 12333, DoD 5240.1-R, apd DIAR 60-4.

t1. {U) The Diversity Management and Equai Opportunity Office did not condug

training this quarter.

12, (U} The Cffice of the Comptrotier did not conduct 10 training this quarter.

t 10 related

el received 10

13. (U) The Plans, Programs, and Operations Staff (PO} reported thaersom

training this quarter and conducted a review of PO files. No prohibited mat

ial was found.

14, (U) The Directorate for Military Iﬁtelligencé (DM} reported that it has issuedjan IO training

package to all assigned personnel via e~mail with read receipts to verify train

15, (U) The|.. ‘..,’Jrevwwed holdings for compliance.
were nofed. Coplw of IO regulatmns were dlssemmatcd to all subordinate o

ng completion.

fices.

FF 1

(b)2)

No violations

(0X2). )3
OUSC 424

LY OF

0USC 4

" BX2),B)3)
0 USC 424

P4

(b)(2).(b)
0 USG 44

3)1

17
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16.4€rDIA management continued to emphasize the importance of personnel being familiar

with YO reguiations. Training was provided td

ang DoD 5240.1-R and/or reviewed files for I
31 March 2002.

“+{personnel that addressel DIAR 60-4

4
confent diring the penod il anuaxy through

TR
G USC 424
1 Enclosure
DIA msg 121600Z MAR 02, '
Subj: IG Intelligence Oversight I o
Brief 2-02, 484N, | cy

118
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Srrrkxexvirr TRIS I8 A COMBINED MRSSAGE #+dbstbviiwr/

BODY

SUBY: IG INTELLIGENCK OVERSIGHT BRIEF 2-02 (U}

e P i e ey

1, {(U) ADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERSONNEL

ARE INFORMED OF THE CONTENTS OF THIS ME2SSAGE.

2. (V) IG PEEDBACK. COMMENCING WITH THIS WUMBER OF THE IG
INTBLLIGENCE OVERSBIGHT BRIBF WE HAVE ADUED A PARAGRAPH TITLED *IG
FEBEDBACK."” THIS IS A FORUM TO COMMUNICATE IG YSSUES OF INTEREST

WHICH EXTEND BEYOND THE SPECIFIC PROVISIONS OF INTELLIGENCE

OVERSIGHT AND MAY BE OF VALUE TO DIA EMPLOYEES WORLDWIDE. THIS
SECTION WILL ALSO BE pvaus:{xn m OTHER COMMUNICATION CHANNELS
WILL BE posmn E 1

i

" {IN THE POST 9/11 ENVIRONMENT.
SINCE THE A'rmcx ON 'rms WO TRA ER AND PENTAGON AND THE

ENSUING COMBAT OPERATIONS fi'h:..-. : :
QUERIES ON THE APPLICABILITY OF EXECUTIVE ORDER 12333 AND THE
DERIVATIVE DOD 5240.1-R. THE SHORT ANSWER IS THAT THERE IS NO

~EONPIDENT =

EFF

118




PAGE : 0002

| WITHOUY FORTHER MODIFICATION. IF THERE BATSTS REASONABL
BELIEF (A TERM DEFINED IN DOD 5240.2-R) THAT A U.S. PERSON MERTS
THE CRITERIA CONTAINED IN PROCEDURE 2 THEN MAY BE
ACCOMPLISHED IN ACCORDANCE WITH THE REGULATION,

P

B | FUNCTION. HOWEVER, THIS y
m:cms m quummm TQ REVIEW THR PILES OF |:: -
PER!ODICALI;Y TO ENSURE TRAT ANY INFORMAYI ) S, SONS IS

APPROPRIATELY MAINTAINED, : i S

UTILIZE p. .- 3l I'ro MAINTAIN Gvasr
LISTS POR RBPRE$EN‘1‘ATIONAL mc'rxons OR TO REFERENCE U.S.
CORPORATIONS WHO HAVE MILITARY RELATED COMMERCIAL CONTACTS WITH [THE

TG FACILITATE THE ADMINISTRATION OF SECURITY
‘ASSISTANCE RESPONSIBILITIES. SUCH INFORMATION MEETS THE CRITERIA
OF DOD 5240 1-R, PROCEDURE 2, CATEGORY 13, -Agnzmsmnvs __

-~ ]EMPLOYEES MAY BE| .
) ool | WHCH CONTAIN INFORMATION ON U.S. PERSONS. TH
FUNCTION FALLS WITHIN THE AUTHORITIES OF PROCEDURE 2, CATEGORY 2
"PUBLICLY AVAILABLE INFORMATION.* [l “JFILES SHOULD BE REVIEWED
PART OF THE OFFICE ANNUAL FILES REVIEW TO ENSURE THAT THERE IS
PRCHIBITED MATERIAL.
S. (U//Pewey INTELLIGENCE INFORMATION REPORT (IIR) REVIEY
ATTRNTION 15 DIRECTED TO X MESSAGE FROM DIA WASHINGTON DC/
071342 02, WHICH ANNOUNCED THAT l’_"“?

'} HAS BEENW RENAMED AS THE | -~ ™ - T
PV -] THIS OFPICE IS RESPONSIBLE FOR REVIEWING I O
:ms TO msm THAT THE REPORTS CORRECTLY CITE THE APPROPRIATE
CATEGORY FOR U.S., PBRSONS.

6. {U) IG FEEDBACK: THE IG WORKFORCE ASSISTANCE PROGRAM. MANY|
DIA EMELOYBES ARE AWARE THAT ONE OF THE PRIMARY RESPONSIBILITIES|
OF AN IG IS TO PROVIDE BEMPLOYEE OR WORKPORCE ASSISTANCE - WHICH
INCLUDRS EVERYTHING FROM PROVIDING GUIDANCE/ADVICE, TD ASSESSING
GRIBVANCES, TO RESPONDING TO ALLEGATIONS OF MISCONDUCT. PROM ALL
OVER THB WORLD WE RECBIVE A STEADY FLO4 OF LETTERS, E-MAILS, P
CALLS, AND IN-PERSON VISITS FROM AGENCY EMPLOYEBS (MILITARY AND
CIVILIAN), SOMETIMES THE COMMUNICATIONS ARE ANONYMOUS, SOME
WITH A REQUEST FOR CONFIDERTIALITY, AND STILL OTHERS ARE EXPRES
OPENLY, OCCASIONALLY WITH THE SUPPORT OF MANAGBMENT. REGARDLESS| OF
THE CIRCUMSTANCES, UNLESS THE REQUEST, COMPLAINT, OR ALLEGATION [[S SO
LUDICROUS AS TO BE IMPLAUSIBLE ON ITS FACE, WE ARE OBLIGED TO LCPK
INTO THE MATTER. EMPLOYRE COMMUNICATIONS TO THE IG INCLUDE JUS
ABOUT EVERY TOPIC IMAGINABLE: QUESTIONS RESULTING FROM IG AUDI
INSPECTIONS, REQUESTS FOR CLARIPICATION OF REGULATIONS, REQUESTS| FOR
HELP IN BESOLVING A SITUATION WITH PAY OR TRAVEL, FORMAL COMPLAINTS
OF ALLBGATIONS OF ADMINISTRATIVE MISCONDUCT BY AN INDIVIDUAL OR
ELEMENT, AND ALLEGATIONS OF SRRIOUS FELONY CRIMINAL ACTIVITY.

—CONPIDUINTINI

EFF 120
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PAGE : 0003
MANY TIMES EMPLOYEES COME TO THE IG BECAUSE THBY HAVE A SENSE OF
DUTY TO REPORT, AND OTHER TIMES BECAUSE TEEY FEEL THEY HAVE NO
WHERE ELSE TO $O. WE ALWAYS ENCOURAGE EMPLOYEES FIRST TO FULLY
UTILIZE THEIR FORMAL AND INFORMAI, MANAGEMENT/AGENCY COMMUNICATION OR
GRIEVANCE PROCESS -- UNLESS IT INVOLVES A VIOLATION OF LAW, SERIDUS
ADMINISTRATIVE MISCONDUCT, OR WHEN WE FORRSEE POTENTIAL ADVERSE
CONSEQUENCES. MANY I3SSUES PRESENTED TO THE IG ARE RESOLVED
THROUGH INFORMAL DISCUSSION WITH IG AUDITORS, INSPECTORS, AND/OR
INVESTIGATORS. OTHERS ARE CONCLUDEDR RY PROVIDING INFORMATION OR
BY PUTTING EMPLOYEES IN CONTACT WITH APPROPRIATE EXPERTS IN THE
AGENCY OR ELSEWHERE. HOWEVER, THE DECISION WHETHER TO
EMPLOY OTHER CHANNELS OF COMMUNICATION/RESOLUTION FIRST LIES STRECTLY
WITH THE EMPLOYEE, EXCEPT IN ONE AREA. THE IG IS GENERALLY NOT RN
APPROPRIATE VENUE FOR MOST PERSONNEL ISSUES. BOTH MILITARY AND
CIVILIAN EMPLOYERS WITH PERSONNEL, GRIEVANCES ARE REQUIRED TO ENGAGE
THEIR SUPERVISORY CHAIN .OR THEIR SERVICING PERSONNEL OFFICE FIRS[,
OF COURSE, IF OTHER ALLEGATICNS ARE ASSCCIATED WITH SUCR A GRYEVRNCE,
THI& CBLIGATION MAY NOT BE APPLICABLE. IN ADDITION, WE GENERALLY DO
NOT BECOME INVOLVED IN SECURITY RELATED ISSUES, UNLBSS THEERE IS AN
ASSOCIATER CRIMINAL ASPECT AS WELL. 1IN ALL CASES OF COMPLRINTS KHE
IG STAPF REVIEWS CAREFULLY THE INPORMATION PROVIDED FOR FACTUAL
CONTENT, AND FOR APPLICARILITY TO LAW, DIRECTIVE, POLICY, ETC. EOME
ISSUES ARE BASILY RESOLVED THRCUGH EDUCATION OR MINIMUM RESEARCHL
OTHERS ARE MORE COMPLEX, RBSCURCE-INTENSIVE, AND VERY TIME CONSUMING.
OF7EN WE CAN CONCLUDE THAT AN ISSUE IS PRIMARILY WITHIN THE PURV[IEW
OF MANAGEMENT. EXCEPT FOR VERY UNUSUAL CIRCUMSTANCES, WE WILL THEN
REFER THE CASE TO THE APPROPRIATE KEY COMPONENT (KC) TO CONDUCT| A
FORMAL INQUIRY JAW DIAM 60~1. THE KC I8 REQUIRED TO PROVIDE
INQUIRY RESULTS TO THE IG POR REBVIEW. WHEN ALLEGATIONS INCLUDE BCTH
SERIQUS VIOLATIONS OF LAW AND ADMINISTRATIVE MISCONDUCT, AN IG

- INVESTIGATOR AND THE INQUIRY OFFICER MAY CONDUCT COLLABORATIVE,
PARALLEL ASSESSMENTS. IP THE ALLEGATIONS ARR OF A SERIOUS NATURE.
THE IG WILL UNDERTAKE AN IRDEPENDENT INVESTIGATION. ON OCCASIO.
IG WILL WORK SOME CASES JOINTLY WITH AN APPROPRIATE OUTSIDE CRI
INVESTIGATIVE AGENCY SUCH A5 THE DEFENSE CRIMINAL INVESTIGATIVE
SERVICE, ONE OF THE MILITARY CRIMINAL INVESTIGATIVE ORGANIZATIO!
THE FEDERAL BUREAU OF INVESTIGATION, BTC. A RELATIVELY SMALL
PERCENTAGE OF IG COMPLAINTS ARE UNFOUNDED OR WITHOUT SUBSTANCE.

MISUNDERSTOOD THE CIRCUMSTANGES, WRERE ALLEGATIONS ARE
SUBSTANTIATED, THE IG WILL Y8SUE AN EVIDENCE-BASED REPORT.

WILL PRESENT CASES TO FEDERAL AND MILITARY PROSECUTORS. THEY WI
CONTINUE TO ASSIST THKB PROSECUTORS AS MAY BE REQUESTED, TO INCL
TESTI¥YING BEFORE FEDERAL GRAND JURIES AND IN OTHER COURT

PROCEEDINGS. IN ALL CASES WHBRE ALLEGATIONS ARE SUBSTANTIATED,
INVESTIGATION REFORT IS SENT TO THE KC CONCERNED FOR APPROPRIAT
ADMINISTRATIVE ACTION, CONSISTENT WITH ANY ACTION WHICH MIGHT B

/**++3% BRGINNING OF SECTION 002 ###evs/
PRl ip—

SCONPIOBNTIRT™

EFF
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FINAL SECTION OF 2
TAKEN BY THE SERVICE COMMAND AUTHORITY OR THE DEPARTMENT OF JUSTJCE.
IT IS IMPORTANT TO EMPHASIZE THAT THE GREAT MAJORITY OF DIA
EMPLOYEES PERFORM THEIR DUTIES WITH INTEGRITY, STRIVING ALWAYS TO

00 WHAT IS RIGHT AND FAIR,

SADLY, THERE ARE A FEW WHO DO NOT.

WE ALL CAN COUNT ON ONE ASPECT OF HUMAN NATURE:

EONEST PEOPLE WILL

PUT UFP WITH IMPROPER BEHAVIOR BY OTHERS ONLY SO LONG.

THEN, SOONER

OR LATER THEY GET FED UP AND REPORT IT TC THEIR MANAG'MBN? AN'D/O
THE ‘IGV “E AIMAYS ‘{:.‘NCOURAGE "SOONER " :

s

DERIVED FROM.
ADMIN
DECLASSIFY ON:
DATE OF SOURCE;

'DI'IS SCG

<o
OCTOBER 1337

(WRITTEN BY |- . .-

BT
#0642

“{(b)3):10 USC 424

122




DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DU 2048100

$-06-0089/1G : , 26 March 2006
To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:  (U) Quarterly Intelligence Qversight Report for 1 Qctober to 31 December 2005

References: a. (U} Executive Crder 12333, "United States Intelligence Activities,” 4 December
198!

b. (U)Executive Order 12863, "President’s Foreign Intelligence Advisory Board,"
13 September 1993

¢. (HDeD Directivg 5240.1, “DoD Intelligence Activities,” 25 April 1988

d. (U)DoD 5240.1-R, “Procedures Governing the Activities of D4D Components
that Affect U.S. Persons,” December 1982

e. (U) DIAR 60-4, *Procedures Goveming DIA Intelligence Activities That Affect
. .5, Persons,” 3 December 1997

{U) As required by above references, the Defense Imelligence Agency Quanerly Intelligence
Oversight Report for the period | October through 31 December 2005 is enclo' gd.
information, please contacy the Otﬁce of the General Counselaf ~ .~ “-wiliv

the !nspector Geneeal atl.: oo o e
- T (b)2),(6)(32):10

(b)(2),(b)(3): USC 424
10 USC 424

Enclosure

Quarterly Intelligence Oversight

Report, 1 Oct through 31 Dec 05 : '

(b)(3):10

WANE), L cy USC 424

o

DR

bD

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE

~SECREFNOFORIN20316228—
EFF 123




(U) QUARTERLY INTELLIGENCE OVERSIGHT REPO

T

1 October through 31 December 2005

1. (U) The Office of the Inspector General (OIG) reported the following intelliggnce oversight

(10} actvites: (b)(2),b)(2):10 USC 424
a. (UsPOEEH OIG conducted a general inspestion off Tt e
and found no questionable activities.
b. (UWFSE OIG provided extensive support to investigations and inquiries by the
Department of Defense (DoD) OIG ! detameefpnsoner abuse jllegations,
oS -Traqi Nationa) Congress; and | ~‘IThese are ongoing pro‘]ejts.
¢. {U-‘FGUO) OIGjrov :ded IO consu!xauons for outbound dcfensc attaches : '.i:::; /
3 AJ ' | USC 424
d. (UKFeBE3 OIG provided 10 training to the Today’s Intelligence Professionals Course;'
the Staff Operations Course-Operating Base; and DIA 10}; (otahngpersons OO0
" © Usc424 ||
e. (U)OIG disseminated the _IQ quaner}y brief to all DIA field activities (enelosure 1). :
. «SANFPOIG memorandum S-0235/1G, subject: “Possible Vlolatlon“ fEL 3 ar ' :
) DoD 5"40 I~R " 13 May ’0054 reponed that the office of the| - /0 % o)1)
oY(1).(b)E)10 | s Office of Operauons (OP), rmght haw cngaged in 10 USC 424 °
USC 424 quest:onable actlvmes conssslmg ofan[" 7 T . o
(b}(1),1.4 () il 0 The investigation is ongomg (Pro,ect 05 ZSSS-MA- ré) (M. 1.4 (¢)f
g 58 OIG memorandum S-01721G, subject; “Possible Viojation of ED, 12333 and :
DaD 5240.1-R,” 7 April 2008, reported that g igned prthe ‘“‘(b)(3):10 usci424
Dirsctorate for Human Intelligence (DH).[- ™, s -4 b)(1),1.4 ()
... |allegedly commilted two mmdenls of | pnsoner abuse ’l'he O G B
sustanuate the. al[egatxons and the subjeet resigned from DIA cmploymﬁm {Project ;
05-2566-MA~056). “(b){1),1.4 (¢)

ORLENR
10 USC
424

(U) Within the Office of the General Counsel (GC).atlomeys. a paraicgal a secretaty, an
administrative officer, and an executive officer, review active files on a contijuing basis as .

referenced in day-to-da
of consideration. Allf::

. +/GC files were reviewed and brought into compliance with

_oversight guidaiice, in contemplation of the office’s move to Bolling Air Force Base. USC 424 '
Derived from: DIAJHUMINT SCG
Declassiy on: 20310228
Date of source: 1 Optober 2004
EFF 124 |

k. Compliance with oversight requirements wasia regular item {b)(%) {b)(;

A




0USC 424

P ERFIOFORNI20510228—

a. {(U)An attomey continued to L

or activities and conduct oversi ﬁz:. i tion
required of}- T g b L land)

correction, amendments, and modifications,

regard to: " (b}2).(b)(3):10

(U) human intelligence (HUMIN’I‘) opemnonal matters

© WUy “(b}2)
¢ (U) secumy |ssues
s (U) counienerrorist
Y FRERE “(b)2)

(U) jeint operations
(U) assistance to law enfercement, to assure compliance with oversig
responsibilities.

HFEOEEN One attomey reviewed several: 1% o
oversight and security due process activities and mstmctedl Itomractor
petsonnel.

(UWPOTD) An attomey lectur H con&amoz:l;ﬁuer agency
cover support elements, the " -] and the Militaty Office
Familiarization Coyrse. He coxmnues to work wuh the Under Secretary of Defense
{(Intetligence} revising collection procedures.

(UFE@EOY One attomey has counseleﬁ DH personnel regarding Procedure’ 10 matters
and resolved a potentially difficult situation.

(UMP@B®Y GC reported no incidents of criminal activity to the Department of fustice
during the quarter.

3. (U)Directorate for Administration (DA) was involved in the following overgight activities;

(b)(2),(b)(3):1 ™

‘2. (UNP@Eey Off -] personnel assigned, [+
and were made aware of 10 responsibilities through distributed copies o
sections of DaD regulations placed in their in-processing packets.

(UnB&Een A 100 percent verification of entries in DA’s automated databases was

conducted to ensure no individual names or corporations/organizations .
inadvertently entered into the database, except as provided for in Do} 5240.1-R, .

handling personnel, regarding prescribed and authorized materials and procedures.

2
» |
FF

T (b)(3):10 US

(b)(3):1

0|
24

C'424

01

uscC 4)4

employees. pamclpated in q;‘anerly reviews,
appropriate - - -

(b)(2),(b
10 USC

(UvP&We) The administrative supervisors presented a reminder bricfmil: assigned data

125

i(3)
424




(b)2),(b)(3): -

10 USC 424

(0)(2),(b)(3):
10 USC 424

4. (U)During this peno I personne! trained by the Dlrectorate for Human

Capital received 10 instruction in the courses noted bCIOW‘ T (b)(z\ (b)(3)10
7] L Inteltigence Collection Managers Course (ICMC)

Intelligence Collection Course
Temorrows Intelligence Professionals
National Intelligence Course-(NIC)
Intelligence Oversight Course

Attaché Training Program

Attaché Staff Operations Course

Total (185 DIA employees; 135 students)

5. (U) The Joint Military Inteltigence College (MC) provided 1O instruction to gersonnel in the
courses noted below:

NUMBER ~ COURSE
-1 Intelligence Collection: Evidence for Analysis
<. | HUMINT
United States Intetligence Organizations
Intelligence in US History Military History
National Security Structure and Policy ‘
Leadership, Mgnit, and Coordination in the Intelligence Com:
Total

{U} MC also provided rcfrcshcr‘u-ainiqg fo

6. (U) The Directorate for Analysis (DI} reported that of tpersonnel
participated in training this quarter. In addition, Df reported that files revie
reporling period revealed no prohibited material.

d during this

7. (U) The Directorate for [ntetligence (J2) reported t personnel participated in the file
review. J2 disseminated information conceming 10 responsibilities and interpetive training
discs to all subordinate elements dyring this quarter, and procured additional |Q videos for
elements to watch, Additionally, J2 conducted a review of IQ officers to enstre all were still
active employees of DIA and fulfilling their duties as [O officers. Numerous|I2 elements
continue periodic file reviews to ensure compliance with all IO issuances. J2|also assisted DI
with its JO program.

8. =(@iNFy DH reponed at, " personnel received IO training. Additionally) ;']persounel :
performed file reviews dun thc quarter In addzuon. ncwco mers received {pitial IO

training at DIA 101 and the|: -{newcomer's trgining. Teaining
videos were provided to the forward support oﬂ' ces and lialson offices that age external to
i Thel ity plso stressed 10 responsibilities during in processing.

fcivilian, military; and contractemplayees. “0)2).(b) '
igned,[. | 10 USC 42

3):
124

3
i ERETANOFORNA2 0318228
| CFF 126
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9. (U) The Directorate for Measurement and Stgnature Intelligence and Technital Collection :
. ersonnel participated in review and oversight training. : -
(b)(2),(b)(3):

¢ Directorate for Information Management and Chief Information Officer reported 10 USC 424
... Jpersonnel reviewed IO procedures and received 10 training this quapter.

11. (U) The Office of Equal Opportunity and Equal Employment Opportunity did not report any
(O training for this quarter. They did not report any incidents.

12, (U) The Chief Financial Executive (FE) reported that no employees participgted in IO
training this quarter. The office developed a cover sheet explaining 10 applifation to the FE
community, which will be incorporated into training during the next quarter.| There were no
reports of activities believed to be illegal, contrary to executive order or applicable DoD
policy.

13. (U) The Chief of Staff (CS) reported;: . personnel participated in a files review and
found ng 10 relevant information. Addmonally, 1O responsibility informatign was
disseminated 10 all CS personne!,

14. (U} OP reported no assigned personnel trained on IQ during this quarter.

15. (U) The Office of International Engagement reported 100 petccnt of asslgneTl personnel
L7 received IO training,

16. (U) The Chief Acquisition Executive (AE) reported that. i, jpersonnel participated in files
review during this quarter, Further, the AE staff has mcreased pcrsonncl assjgned to various
locations in support of, ;- . “{activities in the entral

Command area of operauons. In addition, AE stated thag the staff follows D]A Manual

-1 Jusyre compliance with paragraph 7d  DIA Regulation (D 'AR) 60 4

i portedl:  personne participated in
10 training pduts § 2 3 4 12 and  were covered wit1special em hasis placed on
pro edures g o ‘Tﬂ‘ g the colle tion of information of U S pers n(s)
|

19 (U)D'A man
with 1Q regul
DoD 5240

1 Encloswe |;
OlG mes ge P
sub IGIO
t copy
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SHINGTON DC/AGH

- (bXQ),(b)(3):10 USC 424

RHHMUNACDR USPACOM HONGLULLS HIJOOANGE] 5]
'RHMFISS/COR USPACOM HONOLULD HI/JO04/ m

RHMFISS/COR USSOCOM MACDILL AFB :
RHMFISS/CDR USSOUTHCOM MIAMI FUNGL:S:5
RUCBACMICDR USJFCOM NORFOLK VA/IGL: -

‘ Ramssrcon"usnonmcowneioux REPIBAT 1O
RUCUSTR/COR USSTRATCOM OFFUTT AFB NEACCOSNGL = " ']
RRMFISSICOR USSTRATCOM OFFUTT AFB NENCCOMIG: v v

BT
=GBty

SUBJECT: (G INTELLIGENCE QVERSIGHT BRIEF FY 06-01 (U)

1. (UJADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERSONNEL
ARE INFORMED OF THE CONTENTS OF THIS MESSAGE.

2. {U)USCENTCOM POLICY. YOUR ATTENTION IS DIRECTED TO U.S CENT
COMMAND (USCENTCOM) POLICY MEMORANDUM. SUBJECT: USCENTCOM
PROHIBITING PHOTCGRAPHING OR FILMING DETAINEES OF HUMAN CASU,
OR POSSESSING, DISTRIBUTING, OR POSTING VISUAL IMAGES DEPICTING
HUMAR CASUALTIES, 21 OCTOBER 2005. THE POLICY AFFIRMS THE NEED
ENSURE DETAINEES AND HUMAN CASUALTIES ARE TREATED iN ACCORDANCE
WITHALL APPLICABLE LAWS AND REGULATIONS, AND UNDERSCORES TH
IMPORTANCE OF RESPECTING THE DIGNITY OF HUMAN LIFE. THE POLICY
PERTAINS NOT ONLY TO FOREIGN DETAINEES AND CASUALTIES, BUT ALSQ TO
UNITED STATES (U.5.) PERSONNEL. THIS IS A PUNITIVE POLICY. ALL DIA
SUPERVISORS RESPONSIBLE FOR OPERATIONAL ACTIVITIES IN THE USCENTCOM
AREAOF RESPONSIBILITY SHOULD ENSURE THAT ASSIGNED PERSONNNEL ARE
FAMILIAR WITH (TS CONTENT. A COPY OF THE POLICY MEMORANDUM HAS BEEN
POSTED ON THE 1G WEBSITE ON BOTH JWICS AND SIPRNET SYSTEMS

3. {U)DOD INTELLIGENCE POLICY ON INTELLIGENCE SHARING FOR HOME
DEFENSE. THE UNDERSECRETARY OF DEFENSE (INTELLIGENCE) ISSUED
POLICY MEMORANDUM, 18 OCTOBER 2005, SUBJECT: DEPARTMENT OF
DEFENSE'S STRATEGY FOR HOMELAND DEFENSE AND GIVIL SUPPORT AN
DEFENSE INTELLIGENCE AND COUNTERINTELLIGENCE. THE POLICY MEM
- EMPHASIZES THAY, QUOTE, DEFENSE INTELLIGENCE AND COUNTERINTE!

RELEVANT TO THE HOMELAND DEFENSE EFFORT. END QUOTE. THE MEM
FURTHER STATES, THAT, QUOTE, WE MUST ERSURE THAT OUR ACTIONS
UNDERMINE THE CIVIL RIGHTS OF U.S. PERSONS. END QUOTE. THE
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USC 424

INTELIGENCE OVERSIGHT POLICIES AND GUIDANCE CONTAINED N EXECPTIVE
gFRlEEEé!TﬂSSS. 00D DIRECTIVE 5240.1, AND DOD 5240.1-R REMAIN IN

O 255 TO THE ASSOCIATION OF INSPECTORS GENERAL.
- JIG, PRESENTED COMMENTS TO THE ANNUAL

CONFERENCE OF THE ASSOCIATION OF INSPECTORS GENERAL HELD IN

ALEXANDRIA, VIRGINIA 3 NOV 05. THE CONFERENCE THEME WAS THE ROﬂE OF

THE INSPECTOR GENERAL IN HOMELAND DEFENSE, |- .

IS PROVIDED FOR YOUR INFORMATION AND GUIDANCE. GUGTE,

A, (U} THANK YOU FOR THE INVITATION TO PARTICIPATE IN THE
INTELLIGENCE OVERSIGHT PANEL FOR THIS CONFERENCE. THIS IS A SUBJECT
OF GREAYT SIGNIFICANCE FOR ALL OF US HERE AND THE ORGANIZATIONS
WHICH WE SERVE.

B. (U} IN OCTOBER OF 2004 | AND MY COLLEAGUES FROM THE
INTELLIGENCE COMMUNITY INSPECTORS GENERAL HAD THE OPPORTUNITY TO
PARTICIPATE IN AN INTERNATIONAL FORUM CONSISTING OF GOVERNMENTAL

THE OVERSIGHT BODIES OF - /., i o | NATIONS
WHICH HAD EXPERIENCED THE USE OF INTELLTGENCE O T
SUPPRESS THE DEMOCRATIC ASPIRATIONS OF ITS POPULACE, THE ISSUES
DISCUSSED DURING THAT CONFERENCE HAVE MANY PARALLELS WITH T
CHALLANGES WHICH WE AS INSPECTORS GENERAL ADORESS ON A DAILY|BASIS
ASWE ARE ENGAGED IN THE DEFENSE OF OUR HOMELAND. THAT 1S, HOW DO
WE EXECUTE OUR RESPONSIBILITIES TO ADVANCE THE MISSION IMPERATIVES
OF NATIONAL LEVEL INTELLIGENCE ACTIVITIES THROUGH PROCESS.
(MPROVEMENT AND IMPROVED OPERATIONAL EFFECTIVENESS WHILE, AT|THE
SAME TIME, ENSURING THAT THOSE ACTIVITIES DO NOT ERODE THE
CONSTITUTIONAL AND LEGAL GUARANTEES OF OUR CITIZENS.

C. (U) SUCH CONSIDERATIONS ARE CRITICAL TO THE MISSION PERFORMANCE

"QF THE DEFENSE INTELLIGENCE AGENCY AND THE INTELLIGENCE
CAPABILITIES WHICH AEBRING TD BEAR AGAINST T ETHREATSTOTHE
.8, OUR i 2 h¥ AA ] :

'i'z-

L : ~~ AR on HE WORLD, CONTINUALLY NTERACT
WlTHCOOPERA}’lVE FOREtGN INTELUGENCE 88RVICES AGAINST THE co MO

BOTH OF THESE HIGHLY COMPLEX

ES FOR THE VALIDATION AND
TASKING OF DEFENSE WIDEL , -1 |AND QUR HIGHLY
SOPHISTICATED CADRE OFfi#= THEDELRSATLS 3V I SUPPORTED BY ADVANCED
INFORMATION TECHNOLOGY WITH SEAMLESS LINKS TO THE FEDERAL LAW
ENFORGEMENT COMMUNITY. ALL THESE TASKS ARE ACCOMPLISHED WITHIN THE
STRUCTURE AND MISSION IMPERATIVES WHICH DRIVE THE INTELLIGENCE
ggongaé.lsrgg AND WHICH ARE THE SUBJECT OF WELL DEFINED OVERSIGHT

D. (U}OVERSIGHT OF THESE ACTIVITIES IS CLOSELY INTEGRATED WITH THE
DEFENSE INTELUGENCE AGENCY'S STRATEGIKC PLAN WHICH IS, [N TURN, :

EFF

o - ERSE ‘ITATION

' ‘(b)(3):16
USC 424
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CLOSELY LINKED TO AND FULLY SUPPORTIVE OF THE NATIONAL INTELLIGENCE
STRATEGY PUBLISHED LAST MONTH BY THE DIRECTOR OF NATIONAL

INTELLIGENCE, A FUNDAMENTAL PRINCIPLE STATED IN THE STRATEGY IS
THE CHARGE TO: PERFORM OUR DUTIES UNDER LAW IN A MANNER THAT $ESPECTS
THE CVIL LIBERTIES AND PRIVACY OF ALL AMERICANS.

E. (U} THIS CHARGE REITERATES THE OBJECTIVES AND PRINCIPLES STATED
IN THE FORMATION OF THE UNITED STATES INTELLIGENCE COMMUNITY. THE
COMMUNITY DERIVES ITS MISSION AUTHORITIES FROM EXECUTIVE ORDEI
12333, SIGNED BY PRESIDENT REAGAN IN 1982, THIS EXECUTIVE ORDER |

AN ENABLING INSTRUMENT WHICH CLEARLY DEFINES THE STRUCTURE AND
AUTORITIES OF THE SEVERAL NATIONAL LEVEL INTELLIGENCE COMPONENTS
WITHIN THE CONTEXT OF ITS PURPOSE STATEMENT WHICH IS:

{U) TIMELY AND ACCURATE INFORMATION ABOUT THE ACTIVITIES,
CAPABILITIES, PLANS, AND INTENTIONS OF FOREIGN POWERS,
ORGANIZATIONS, AND PERSONS, AND THEIR AGENTS, IS ESSENTIAL TO THE
NATIONAL SECURITY OF THE UNITED STATES. ALL REASONABLE AND LAWFUL
MEANS MUST BE USED TO ENSURE THAT THE UNITED STATES WILL REGE
THE BEST INTELLIGENCE AVAILABLE.

F. (U}WITHIN THE DEPARTMENT OF DEFENSE THE EXECUTIVE ORDER IS
AMPLIFIED BY REGULATION WHICH CONTAINS SPECIFIC CRITERIA BY WHIGH
WE MAY COLLECT, RETAIN, AND DISSEMINATE INTELLIGENCE PERTAINING|TO

U.S. PERSONS AND MAKES PROVISION TO COOPERATE WITH LAW ENFORGEMENT
AUTHORITIES FOR THE PURPOSE OF INVESTIGATING OR PREVENTING
INTERNATIONAL TERRORIST ACTIVITIES AND PREVENTING, DETECTING O
INVESTIGATING OTHER VIOLATIONS OF LAW. IN ACCORDANCE WITH THE .
REGUATORY AUTHORITIES THE DEFENSE INTELLIGENCE AGENCY KAS A LONG
HISTORY OF COOPERATING WITH U.S. (AW ENFORCEMENT AUTHORITIES N
‘fl;l;lsiNATIONAL SECURITY ANC THE LIVES OF OUR CITIZENS HAVE BEEN A

G. (U}OVERSIGHT OF THESE ACTIVITIES REQUIRES CONT INVING ENGAGEENT

AND VIGILANCE TO ADVANGE THE QUALITY OF INTELLIGENCE AND PREVE!
FRAUD, WASTE, AND ABUSE AS WELL AS MAINTAIN THE CIVIL AND POLITIC,
RIGHTS OF QUR POPULACE. FOR EXAMPLE, WHILE THERE IS BROAD
AUTHORITY TQ COLLECT, RETAIN, AND DISSEMINATE INTELLIGENCE
PERTANING TO THE ACTIVITIES OF U.S. PERSONS, THIS AUTHORITY IS
LIMITED TO THOSE PERSONS WHO ARE REASONABLY BELIEVED TO BE
ASSCCIATED WITH A FOREIGN BASED THREAT AGAINST THE UNITED STATEAS
ANDITS PEOPLE. REASONABLE BELIEF MUST BE BASED CN FACTS AND
CIRCUMSTANCES; WE DO NOT COLLECT ON CLASSES OF PEQPLE BASED ON
THEIR RELIGION, ETHNIC ORGIN, OR EXERCISE OF FREEDOM OF SPEECH.
I‘IrVEEA:A&VE PERFORMED THIS RESPONSIBILITY EFFECTIVELY FOR MORE THAN 20

H. (V) PERI'IAPS THE GREATEST CHALLENGE NOW FACING THE U.S.

OCCURS IN THE MCST EFFECTIVE AND EFFICIENT MANNER. AT THE SAME|TIME WE
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MUST ENSURE THAT..
INTEGRITY OF QURL*
LIES ACHALLENGE.

{. (U} THE INTELLIGENCE COMMUNITY AND THE LAW ENFORCEMENT COMMUNITY
ARE DISTINGLISHED NOT ONLY BY DIFFERENT NEEDS AND PROCESSES, BUT BY
DIFFERENT CULTURES. INTELLIGENCE PROVIDED TO NATIONAL LEVEL
DECISION-MAKERS AND OUR COMBATANT COMMANDERS ARE FREQUENTLY
COMPELLED TO ACT ON INFORMATION WHICH MEETS THE EIGHTY PERCENT
SOLUTION STANDARD. INTELLIGENCE MAY BE IN THE FORM OF INFORME '
JUDGEMENT BASED ON A SERIES OF INDICATORS DERIVED FROM MULTIALE
INTELLIGENCE SOURCES AND SYSTEMS. IT IS RARELY THE SMOKING GUN.
SUCH INFORMATION MAY NOT MEET THE EVIDENTIARY STANDARD REQUIRED BY
THE LAW ENFORCEMENT COMMUNITY FOR CRIMINAL PROSECUTION. IT GAN
HOWEVER, PROVIDE THE BASIS FOR FURTHER INVESTIGATIVE ACTIONS
CAN DELIVER SUCH EVIDENCE.

J. (UYEQUALLY IMPORTANT IS THE NEED TO PRESERVE THE INTEGE
THE CLASSIFICATION OF INTELLIGENCE FOR THE PROTEC) Bl

MPROMISE THE

REASON THE CLASSiFIED lNFORMATfON PROCEDURES ACT OF 1980 PROYIDES
THE STRUCYURE BY WHICH CLASSIFIED INFORMATION CAN BE EMPLOYED IN
PROSECUTORIAL ACTIONS WITH MINIMAL RISK TO THE NATION'S
INTELLIGENCE CAPABILITIES, INTELLIGENCE COMMUNITY INSPECTORS
GENERAL, IN PARTNERSHIF WiTH OUR SECURITY ORGANIZATIONS MAINTR
\GGILANCE OVER THE APPL!CATION OF THIS PROCESS.

N

K () TODA‘( {N RESPONSE TO THE DYNAMIC AND INTERLOCKING

INTELLIGENCE PROCESSES DEVELOPED TO COUNTER THE iNTERNATIONAL
TERRORIST MANIFEST SO DRAMATICALLY MANIFEST IN THE ATTACKS OF
11 SPETEMBER 2001, THE INTELLIGENCE COMMUNITY INSPECTORS GENERAL
ggfgc%%&ggNUALLY WEIGH APPARENTLY POTENT!ALLY CONFLSCTI NG

L. (U)WE MUST FURTHER THE EFFICIENCY AND EFFECTIVENESS OF
INTELLIGENCE SHARING WITH FEDERAL, STATE, AND L
ENT]TIES WH!LE. MAINTAINSNG TH SECUR%TY OF OUR}:

. .\;. ". .'u , e t

M. (U)WE MUST PROVIDE OUR PROFESSIONAL GUIDANCE AND
RECOMMENDATIONS FOR IMPROVEMENTS IN THE COLLECTION, ANALYS!§, AND
DISSEMINATION OF INTELLIGENCE ON THOSE PERSONS AND ORGANIZATIONS
WHQHAVE DECLARED THE(R INTENT TQ STRIKE DEEPLY INTO OUR HOMELAND
WHILE ENSURING THE HIGHEST DEGREE OF PROTECTION FOR THE CIVIL
RIGHTS OF OUR CITIZENRY AS EXPRESSED IN THE CONSTITUTION AND THE
BODY OF LAWS WHICH WE HAVE EVOLVED OVER THE PAST TWO CENTURJES.

N. (U)OUR ASSEMBLED PRESENCE HERE, TODAY, TESTIFIES TO OUR
COMMITMENT TO ACHIEVE THOSE GOALS. AGAIN, THANK YOU FOR THE
OPPORTUNITY TQ PARTICIPATE IN THIS CONFERENCE AND | LOOK FCRWARD TO

JANDTHEREIN

(b)2)
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THE MUTUAL ENGAGEMENT WHICH WE WILL EXPERIENCE OVER THE NEXT THREE

DAYS. END-QUOTE,
5. {U)RECENT 10 ISSUES FROM DIA ELEMENTS.
RECEIVED A QUERY FERTAINING TO A

.z WWHICHIS E EQUALLY APPLICABLE TO THE

RS THE REPORTWAS CAVEA
ACCORDANCE WITH DIAM 58-12; ENCLOSURE 7-8 TO REFLECT U.5. PERSONS
INFORMATION AND THE EXEMPTION CATEGORY WAS THE DESIGNATOR FQR
INTERNATIONAL TERRORIST ACTIVITY. INCLUDED IN THE DATA WERE
REFERENCES TO THREE U.S, PERSONS.

(1) (V) TWO OF THE INDIVIOUALS WERE IDENTIFIED AS HAVING
DUAL U.S. AND FCREIGN CITIZENSHIP AND WERE OFFICIALS IN A FOREIGN
POUTICAL PARTY. REPORTING ON THESE U.S PERSONS WAS FULLY iN

ACCORDANCE WITH INTELLIGENCE OVERSIGHT PROCEDURES CONTAINED IN DOD

$240.1-R AND AS REPEATED IN DIAM 58-12.

(2) (V) THE THIRD U.S PERSON IDENTIFIED IN THE IR BY

NAME WAS STATED TQ BE A RELATIVE OF A FOREIGN NATIONAL AND
GAVE THE U.S. CITY OF HIS RESIDENCE. A SUBSEQUENT REVIEW OF THE
INDIVIDUAL CONFIRMED THAT HE HAD U,S. CITIZENSHIP. IN THIS CASE
COLLECTION AGAINST THE U.S. PERSON WAS NOT AUTHORIZED AS THERE WAS
NO STATEMENT OF REASONABLE BELIEF THAT HE MET ANY OF THE CRITERIA.

DERIVED FROM: DIA HUMINT SCG, OCT 04
DECLASSIFY ON: 20301210

),1.4 (c)
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DEFENSE INTELLIGENCE AGENCY
WASHINGTON, D.C. 20346-5100

To: Assistant to the Secretary of Defense (Intelligence Ovessight)
: 7200 Defense Pentagon

Washington, DC 20301-7200

Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 30 Junc 2005

References: a. (U) Executive Order 12333, “United States Intelligence Activitiés," 4 December

1981

b. (U) Executive Order 12863, "President’s I-‘oreigli Intelligence Advisory Board,”

13 September 1993

c. (U) DoD Directive 5240.1, "DoD Intelligence Activities,” 25 AT:I 1938

4. (U) DoD 5240.1-R, “Procedures Goveming the Activities of Do
that Affect U.S. Persons," December 1982

Components

e. (U) DIAK 60-4, "Procedures Govemlng DIA Imelhgence Actleues That Affect

U.S. Persons," 3 December 1997

{U) As required by references above, the Defense Intelligence Agency Quarterly [ntelligence
Ovemght Report for the period 1 April through 30 June 2005 is enclosed. If further information
is required, please contact the Ofﬁce of the General Counsel at! -4 lor the Office of the
Inspector Genem] atl, ..o
0)(2),(b)(3):10 (B)(2)(0)E):10
e
Enclosure
Quarterly Intelligence Oversight
Repont, 1 Apr thyough 30 Jun 05 (b)(3):10 -
omepicy - . Usc 424
cc:
DR
DD

REGRADED UNCLASSIFIED WHEN
. SEPARATED FROM CLASSIFIED ENCLOSURE
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“SEEREFNOFORN/20360923—
*  (U)QUARTERLY INTELLIGENCE OVERSIGHT REPQRT
1 April through 30 June 2005

1. (U) The Office of the Inspector Genezal (OIG) reporied the following intelligerice oversight
(JO) activities:

= (UITOXOY The OIG condusted genersl inspections of

b. (U/A@WE) The OIG provided extensive support to investigations and inq:ﬁrim by the
Department of Defense (DoD) OIG pertaining to detainee/prisoner abuse allegations.
This is an ongoing project.

4, NP OIG memorandum §-01101G, subject: Possnhle V1olatlon of E 0 12333 and
DOD5240 1-R,lMarch2004 reponedthat . -

© (b)(3):10

have vwlatcdl. :
g R l_'il:out eomplymg it J
-0 |Thei mvesugsuon is complete and the report is bemg prcpamd (P:oject
Number 04-2310-MA-056)
€. *¢3Nr7 0IG memorandum S-0172/1G, subiect: ible Violati 0. 12333 and
DoD $240.1-R, 7 April 2005, o 0

for Human Intelligence (DH), |25

sied ol rj ®)1)1.40)

rctorate (B)(3):10 U‘»C 424

DoD 5240.1-R, 13 May 2005, reported that 2 DIA civilian employee assigried 10 th
Dhectomc for Analyas (DI) might have engaged in an unauthorized - o

the lnvesngauon is ongoing. (Project Number 05-2560-MA-056)

(b}(1).1.4 (c)

Derjved from: - DIA HUMINT SCG
Declassity on:
Date of source: 1 October 2004
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(b)(3):10
USC 424

(b)(2),(b}(3):10

USC 424

(b}3):10

USC 424

(b)(2),(b)(3):10
USC 424

{b)2),(b)3):
10 USC 424

—SECRETANOFORN/20300923—

g -(S#H?OIG memorandum S-0235/1G, subject: Possible Vioiauon of E.O

e invesuganon is ongomg. (iject Nmnber 03-2555
h. -(8#!\‘&016 memorandum S-0242/1G, subject: Possible Violation of E.O.

.,~d“‘ USC 424,1.4 ¢)
MA-OSG) (b)1),1.4 (c)

2333 and

T - Ut —— = L Ipnc
cooxthmtaon l:ry the Depamnem of Statc as reqmred by DoD Duechve 553
investigation is ongoing. (Project Number 05-2577-MA-056)

(V) Within the Genera! Counset (GC), |- h
administrative officer, and an executive officer reviewed active filesona

eon:xmng basis as
they are referenced in day-to-day work. Compliance with oversight require was a

regular item of consideration.
a.

An attomey conunned fo momtor acnvmcs and conducted IO in
. ;| An attomey reviewed

ys, 8 paralegal, a secrctary, an|

to lecﬂpt o'f
3. The

10uUsC 42

ction at the
tractual

- matiers advnsmg on co:rection. amendments. and modiﬁcations. i

“(b)(1),1-

s

; sl s conducted weekly prescntations to deploying D
assure compliance witb immogation and debrieﬁng standands. An attom
severall . - i .. . loversight and sec
process activitics and msm\ctc ntmtor pexsonnel.

personnel to
reviewed
ity due

b))

: to DH contractors, National Scourity Agency {(NSA] . -
- .+.-|and MOFC, An attomey is working with the Undersec
cnse sIligence) on a revision of collection procedures.

(U FOue% GC reported no incidents of criminal activity to Dcpanmem of|
the quarter.

IROGR

Justice during

{U) The Directorate for Administration (DA) was involved in the following oversight

wuvxtla

made aware of 10 respomibtlmes by mexvmg "coptzs of the appropriate se
DoD regulations in their in-processing packets during the pericd indicated.

2

—SECRETHNOFORNA20300923—

nnel were

USC 424

EFF 135
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b, (U#PEEO} A 100 percent verification of entries in the DA’s automated da:
this timeframe was conducted 10 ensure no individual names, corporations,

~SECRETF/NOFORN20300923~

(Uﬁ‘POUOyAmgned personne)] involved in data handling were given a

reminder briefing by the administrative supervisor concerned, regarding préscribed and
authorized materials and procedures.
gg(g);za 4 () 'l'belj*' Forerad ] f'ai‘}; 'Iptovided 10 instruction to personnel in the courses note& below:
NUMBER
: Asymmetric Warfare Intelligence Analysis Course - MTT
SCI Security Officials Course ~ Mobile Training Team
Nationa! Inteltigence Course
b bxto Intelligence Analyst Course
Combined Strategic Intelligence Training Program
Counterintelligence Analytic Methods (CAM)
Intelligence Collection Managers Course (ICMC)
Intelligence Collection Course
SCI Security Officials Course
. Nsuoml Intelligence Cou:se
®@exs: -~ Total - = '
10USC 424 L
5. (U) DI reported that " |assigned personnel conducted reﬁ'esher training this|quarter, In
addition, DI reported that files revicwed during this od revealed pro!nbited
material. Number of personne! conducting file reviewwasf -5
6. (U) The Directorate for Intelligence (J2) reported thaf .~ jpersonnel participatdd in file
review. J2 disserinated h'xfonnation concemning 10 mponsibilities and in ive training
{oy@10 -
USC 424

7.

(b)(3):10 USC
424

2

¥COMmErS Were provi

SiE - |ngwcomers training. Trai
were provided to the forwa:d suppomees and [igison offices that are ex
responsibilities were also stressed by the .~ hecurity officer during in prace

EFF

Y310

USC 424

O}
10USC 424 -

136




()2}, (p){3):1

QUSC 424

-SECRET/NOFORN/20300923—

« & (V) The Joint Military Intelligence College provided IO instruction to persomki in the

courses noted below:

NUMBER COURSE

Survey of Intelligence Collection

Basic Intelligence Collection

HUMINT

IMINT

SIGINT '
Congressiona! Oversight of Intelligence
Ethics in Intelligence

Industry and intelligence

History of U.S. Intelligence

1T Management for Intelligence Professionals
Future of U.S. Foreign Intelligence Community
Congress and U.S. Intelligence

Financial Management of Intelligence

Intelligence Relations with Allied Nations

Towl |- '
Additionallyfaaxlty members reviewed 10O directives.
9. (U) The Directorate for Measurement and Signature Intelligence and Technic

reported that! - jmilitary and civillan personnel participated in file reviews.
material was found during the review.

10. (U) The Directorate for Information Management reported thannel
procedures and received 10 training this quarter,

11. (U) The Office of Diversity Management (MD) trninednnel this quar

training this quarter. FE was implementing procedures to achieve and main
participation in the reviews during the next two quarters of the fiscal year.
reports of activities that arc believed to be illegal, contrary to cxecutive order,
DoD policy. .

12. (U) The Chief Financial Executive (FE) reported cmployees panicl:%j inlo

Collection
prohibited

ﬁmvicwed 10

LCT,

100 percent
were no
or applicable

tbilities was

13. (U) The Chief of Staff (CS) reported thatl - - ., |personnel participated in zi‘ues review and

found no 10 relevant information. Additionally, information about 1O respo
_ disseminated to all CS persommel.

14, (U) OP reported tha :- personnel reviewed files to ensure that prohibited
retained, and’ ~ Inewly assigned personnel were trained on 10 and their resp

4

~SRCREF/NOFORN/20300923—

terial was not
nsibilities.

EFF
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15. (U) The Dizectarate for External Relations reported that |personnel received
via electronic mail this quarter and 98 conducted a review of files. No prohibi
was found.

16. (U) The Chief Acquisition Executive (AE) reported!: - bersonnel participated i
during this quarier. AE did not initiats any contract actions that fell under
DoD 5240.1-R, during this reporting period. No contracts required contractor
under DIAR 60-4. .

17. (UPOEOY DIA management continued to emphasize the importance ofpetsoincl being

familiar with 1O regulations. Training was provided tof.. -, |personne} addres;
60-4 and DoD 5240.1-R during the pericd 1 April through 30 June 2005.

O trining
d material

2.0
1BUSC 424

files review
l l Ibl’
ormance

ing DIAR
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(b)(3):10
USC 424

S.04591G
To:
Subject:
References;

b.

Assistant to the Secretary of Defense (Intelligence Oversighf)
7200 Defense Pentagon
Washington, DC 20301-7200

{U) Quarterly Intelligence Oversight Report for the Period Ending 30
2005

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20340-

1981

September

8. (U) Executive Order 12333, "United States Intelligence Activities|" 4 December

(U) Executive Order 12863, "President's Foreign Intelligence Advisory Board,"

13 September 1993
(U) DoD Directive 5240.1, "DoD Intelligence Activities,” 25 Apr

(U) DoD 5240.1-R, "Procedures Governing the Activities of DoD)
that Affect U.S. Persons," December 1982

{1988

Components

{U) DIAR 60-4, "Procedures Goveming DIA Intelligence Activities That Affect

U.S, Persons," 3 Decembgt 1997

(U) As required by references above, the Defense Intelligence Agency Quarterly Igtelligence

Oversight Report for the period 1 July through 30 September 2003 is enclosed. If et
information is required, please contact thc Oﬁicc of the General Counsel a{ .. prthe
Office of the Inspector General aff:. - "% ‘ :
‘ (b}(2),(b)(3):
USC 424
Enclosure -
Quarterly Intelligence Ovemght 3 1%
Report, 1 Jul through 30 Sep 05 - HD.OE)
r 1 . :
TR L oy 10 USC 424 -
cCl
DR
DD
REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE
-SECRETANOFORN/20301118~
| EFF 139

19




(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 July through 30 September 2005

1. (U) The Office of the Inspector General (OIG) reported the following intelligence oversight

(b)}(2),(0)(3):10
© USC 424

®)(1)A6)(3):10
USC 424,1.4 (c)

(b)}),1.4 (¢

(10} activities:

a.

s OIG conduc

general ing

B~

L ket AR M questionable
activities were found.

b. (UMPOEE) OIG provided extensive support to investigations and mqmrja by the

- Department of Defense (DoD) OIG pertammg 1o detainee/prisoner abusd allegations.
This is an ongoing project,

C.

- (B)3):1

0
USC 424

(U#F@¥63 OIG provided IO trairing to Directorate for Intellipence, Joi
Today’s Intelligence Professionals Course; and the Staff Operations Co
" Base; totaling|- " , _

Staff (J2); the
e-Operating

. (U) OIG disseminated the 10 quarterly brief to alt DIA field activities (efclosure 1).
f. =859 OIG memorandum S-0242/1G, subject: “Possible Violation of H.

DoD 5240.1-R,” 19 May 2005, reponed that mdmduais mgmd to DH
enga cd in quesuonablc actmhes by{

0. 12333 and
mi tbave

ﬁ'
30.3. This
:mjunction with

J pnor to recel
coordmatmn hy the Department of State, as reqmrcd by DoD Directive
investigation is :endmg adxmmstratwc closute, but w:ll be rev:ewed in g
an inspection of}: : . S T

(Project 05-257

-056)
g =P OIG memorandum $-0235/1G, subject: “Possible Violation of : .

. DoD 5240 }-R,” 13 May 2005 reported that the office of thy

L pﬁ‘icc of auons op rm m ha
questnonabke acuvum cons:sung ofanl v o .

] The investigation is ongmng IP?GJcct 053’23 55 MA-0]

Declamify on: 203011

Derived from: DIA H%MINT $CG
Date of zources 1 Oelol

ot 2004

~SEEREF/NOFORN/ 26361118
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h .WO‘G memorandum $-01 72/IG subjec 0 12333 and (b)3):10 U DC 424
DoD 5240.1-R,” 7 April 2008, roported that h

‘ Directorate for Human Intelligence (DH), | ' T )4 Lo
(b)(1),1.4 (c) allegedly commitied two incidents of prisoner abuse. OIG&“ cOmpletad
all investigative work and the report is being prepared (Project 05-2566-MA-056).

i, =@y OIG memorandum S-01 IOIIG subject: “Possxbie Vlo!atton of E 0. 12333 and :
DoD 5240.1-R,” 1 March 2004, reported that ai e Jﬂssigled to "(b)(1),1.4 {¢)
&E“t havc vnolatcd7 T : | R ’
. Lol wnthom complymg witl ST
mVeatlgatlon substantiated the al egauon and has been ciosed (Pro;ect

2. (U) Within the Office of the General Counsel (attomzys, a-paralegal| a scovetary, an b -: .
administrative officer, and an exccutive officer, reviewed active files on a cofitinuing basis as ®2)( P(S)‘

referenced in day-to-day work. Compliance with oversight requirements was a regular item 10 USC 24
of consideration.

a. AN attomey connnucd to monitor actwmes and conducted oversight instruction
(B}3):10 " sequired ol s +land pdrticipated in
USC 424 several ovmxsht classes. An attomsy seviewed conxractual Thafiers advising on

i . ﬁttomeys M\'le’wed md Counselod with. (b)(2) ( )(3).

P N 108424
®(M14 () T e Ad- et el { and assistance (o v
law enforcement, to assure compliance with oversight responsibilities,
b. (U/FPeE6) One attomey conducted weekly preeentanons for deploying IDH personnel to
b)2) - assure compliance with - ] An attorney reviewed
several oversi ht a and seclm dne pmccss actwmes ana instructed contragtor personnel
assigned to} - o . pnd security duties.
c. GJ/A‘OUO) An attomay lcctured on oversight subjects to DH contractors] other agency
(b)(2),(b)(3):10 R - - Jand the Mili Officer

USC 424 I‘?mzhanzatlon Coursc‘ He continues to worklwuh tbc Undm' Secretary qf Defense
{Intelligence) revising collection procedures.

d. (U/eE6Y GC reported no incidents of criminal activity to the Departmént of Justice
during the quarter,

3. (U) Directorate for Administration (DA) was involved in the following oversight activities:

 a. {U/#euYeY Off_-- personnel assigned} . hrterly reviews,
(6)(2),(b)(3): and were made aware of 1O responsibilities by receiving copies of approgriate sections of
10 USC 424 DoD regulations in their in-processing packets.
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(b)(2).(b)(3)
10 USC
424

(b)(2),(b)3):
10 USC 424

5.

(b)(2).(b)(3):
10 USC 424

~SECRETNOFORNY20301118

b. (UMPOBEY A 100 percent veﬁﬁcaﬁon of entries in DA's automated da

c. (UMPEWEOY Assigned personnel involved in data handling were given &

reminder briefing by the administrative supervisor concerned regarding pyescribed and

authorized materials and procedures.

(U} The Office of the Chief Training Executive (TE) provided IO instruction

the courses noted below:

NUMBER - COURSE

Intelligence Collection Course - MTT

Intelligence Collection Managers Course (ICMC)
Intelligence Collection Course

National Senior Intelligence Course

Tomotrows Intelligence Professionals

National Intelligence Course (NICY

Combined Strategic Intelligence Training Program (CSTIK)

personnel in

Total I:'DIA Emp]oye&s; students)
(U) The Joint Military Intelligence College (MC) provided IO instruction to personnel in the
courses noted below:
NUMBER COURSE
: MASINT
Ethics in Intelligence
The Law and Intelligence

Total £ e

(U) MC's entire faculty and staff, including approximately}. - kivilian, mili

Leadership, Management and Coordination in the Intelliggnce Community

, and
contract employees, received the DIA 1G 10 briefing during the week of 4 Aqgust 2005.
(U) Di reported that of thmemonml assigned,Darticipated in trgining this

quarter. In addition, DI reported that files reviewed during this reporting perjod revealed no

prohibited material,

conceming IO responsibilities and interactive training discs to alf subordina
during this quarter, and procured additional 10 videos for clements to watch.

. (U} )2 reported thatEL)ersonncl participated in files review. J2 disseminated information

elements
Additionally,

J2 conducted a review of 10 officers to ensure all were still active employees of DIA and

3
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(b)(3):10
USC 424

*13. (U) The Chief of Staff reported that

—SECRET/NOFORN/20304118—

fulfilling their duties as 10 officers. Numerous J2 elements continue periodid file reviews to
ensure compliance with all 10 issuance. On 25 August 2005, J2 received a orandum
from the General Counsel titled, “Coliection of Intelligence Affecting U.S. Pgrsons” that
answered questions which had arisén in that area. As of t July 2005, J2°s personnel numbers
significantly decreased due to a functional reali

DL

8. (U) DH reported that personncl received [O training. Addmonallyl o

9. (U) The Directorate for Measurement and Signature Intelllgence (MASINT) and Technical
Collection (DT) reported thasonnel participated in review and oversi

oD 5240.1-R. Additionslly, all personnel were required to conduct file revi
compliance with the cited directives.

¥ employees participated in IO
training this quaster. They are implementing procedures to achieve and mainjain 100 percent
participation in the reviews during the next two quarters of the fiscal year. were no
reporis of activities that were believed to be illegal, contrary to executive ordér or applicable
DoD pelicy. :

12. (U) The Chief Financial Executive (FE) reported that:

v jpersonnel participated in a files feview and
found no 10 relevant information. Addmonally. information about IO responsibilities was
disseminated to all CS personnel. -

14, (U) OP reported thatsome! revxewed files to ensure that prohibited ial was not
retained, and that assigned personnel were trained on 10 and their responsibilities.

15. (U) The Office of International Engagement (E) reported 100 percent of assigned pessonnel
received 1O training,

16. (U] The Chief Acquisition Executive (AE) reported thaDpersonnel participated in files
review during this quarter. Further the AE staff has mcreased wzth personnel assigned to

'nttoDl Additionally, thq “(L)3)10|
.27+ jare in the midst of  transition to ~ USC 424

e - b))
performed file reviews during ﬂte er. Al ded initial [O training ouUsC4

various locations in support of}: -¥ RE R e #4 i jpctivities]in the Central

Command area of operations. In addmo AE stated t.hat DIA Manual (DIAN) 44-2 is —

foltowed to ensure compliance with paragraph 7.d., DIA Regulation (DIAR) 60-4.
4

—=SECRETANOFORN/ 26301 HE—
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. —SECRET/NOFORN/20S0ITTS

(5%%)110 17.U) The: - e S reponed.pe:somel participated in  (b}(2),(0)(3):
424 10 training. Proccdumsl 2,3,4, 12 and 15 were covered with special emjhasis'placed on 10USC 424
procedures 2, 3, and 4, conceming the collection of information of U.S. n(s).

18. (U) DIA management continued to emphasize the importance of personnet bTing familiar i
with 1O regulations. Training was provided to|, -~ |personnel addressing D]AR 60-4 and ;
DoD 5240.1-R during the period 1 July through 30 September 2005, ~ - BN EIE)0

USC 424

EFF 144




~SEECRET/NOFORN/Y2031051

DEFENSE INTELLIGENCE AGENCY

WASHINCTON, DT 20348-5180

§-06-019941G 11 May 2006
To: Assistant to the Secretary of Defensc (Intelligence Oversight)
7200 Defense Pentagon

Washingten, DC  20301-7200

Subject: (U} Procedure 15 - Possible Violation of E.O. 12333 and DoD1{5240.1-R,
Project 06-2812-MA-056 '

Reference:  (U) DoD 5240.1-R, "Procedures Goveming the Activitics of QoD [atelligence
Components that Affect United Statés Persons*

1. (Urond) This memorandwm constitutes notification, in accordance with reference
above, of a pussible violation of Procedure 15 by 4 civilian employee of the Defense
Intelligence Agency.

2. i

1 B

3. The point of 1 4 H P -

'(b)2).(0)

J
- (pY3):10
USC 424
cer
DR
DD
GC
DI
E
Derived from:] DIAR €D - 28
Declaysify o::lamsu
Date of sources 9 April 1999
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON. DC 20340-5100
$-06-0198/1G 30 May 2006
To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 31

References: a. (U) Executive Qrder 12333, “United States Intelligence Activities,”
1981

b. (U) Executive Order 12863 "President’s Foreign Intelligence Advi
13 Scptember 1993

ry Board,”

c. (U)DoD Directive 5240.1, "DoD Intelligence Activities," 25 April {988

d. (1) DoD 5240.1-R, "Procedures Goveming the Activitics of Do Components
that Affect U.S. Persons,” December 1982

e. (U) DIAD 5100.206, “Office of the Inspector General Policies and
Responsibilities,™ 17 February 2006

(U} As required by references above, the Defense Intelligence Agency Quartetly Intejligence
Oversight Report for the period 1 Januacy through 31 March 2006 is enclosed. If fi;r.her
information is required, please contact the Ofﬁce of the General Counsel at| . |or the

Office of the !nspectoereral ato e _ '
(b)) (L)3):10” _ {£)2).(0)3):10
USC 424 S USC 424

1 Enclosure RS T

 Quarterly lntelligence Oversight
" Repon, | Jan through 31 Mar 06

PrHA * Ib)(3):10
ley fssc 424
CC.
DR
DD

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE
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“SECRET/NOFORN/2031082+
(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 January through 31 March 2006

1. (U) The Ofﬁce of the Inspector General (OIG) reported the following intelligenck oversight
{10) activities:

a. {59 The Deputy Secretary of Defense tesked the OIG, 23 Jannary 2006,
agency wide IO training and
(b)2),b)3):  * ° (Intelligence). Specifically; of - T
10 USC 424 were instructed to complete the required traming 55 5000 a5 absent persoiunel return. ORLE)

b, (U/POYE) OIG provided continued support to investigations and inquiries Hy the 10USC 424
ions,
(bX2)
¢ (UAPODO) OIG provided 10 trgining to four iterations of the Tomorsow's Irfteiligence
Professionals Comse. one class of DIA 101; and one class of the Staff Operafions
(0)(2),(b)3): -
10 USC 424 d. (U) OIG disseminated the 1O guarterly brief to all DIA ficld activities (enclogure 1).
e. ‘!SDHF-)OIG memorandum S-0235/IG, “Possible onlatx.m‘n.q E 0. 12 3 ! I?oD :
el e T b)(1).b){3)10) .

(B)(1).(b)(3):10 $eoL
USC 424,1.4 (c) queshonable actmtnes conslstmg of anf "t

atig ] USC424,14(0)
®M14@ | .o - |Reponis being written, (Pm;ectOSoZSSS-MA-O“) T © (BYX1),1.4 ()

f. <™ O1G memorandum U-06-0067/1G, “Possible Violation of EO. 12331
5420.1-R,” 3 February 2006, reporied that a member ofthd - |
= haveen ed in ucstm blcac vtx sco stm of

and DoD

B)(1).14(d):

{b)(1)1.4 (c)

(B)(1).)3)10 : BN The Depamnem of State. in col ion with
USC 424,14 (c) the Army Cnmmal Invesﬁganon Command iy investigating this matter and
coordinated with an assistant U.S. attomey who has accepted prosecutorial responsibility.
The OIG will not initiate a separate investigation, (Project 86-2739-MA-056).

g (UMR@H@PThe OIG provided IO briefings to defense attachés enroute/ | -~ |
r TR s {b){(3):10

USC 424
h. (U) The OIG responded to five requests for assistance from headquarters staff and field
units on matters of [O guidance and interpretation.

Derived from: DIA HUMINT SCG
Declassify on: 283105834
Date of sources 1 ber 2004
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(b)(3):10
USC 424

(b)(3):10
UscC 424

(b)2y

i (UireYe 01 cmducted agvere lnspecto

. (U) Directorate for Administration (DA) was involved in the following oversigh

i m OIG conducted an IO staff assistance visit to thel. -

: vnded | guldance dunng participation in aplaming scas:on tr:i[ |

Ty )

qucsnonable acuvmes

. (UFOBEE3 The General Counse! (GC) reported that its staff reviews active fileslon a
continmng basis as they are referenced in day-to-day work. Comipliance wnh ojfn

requirements is a regular item of consideration.

ne

ight

1
Lod
~3

a I(UMAﬁomeys supervised the legal activities of] .

potential oversight matters and modifications,

“ | reviewed contractual matters advising on correctwn, qmeadments

b. (UXPOPO} Additionally attorneys lectured weekly to deploﬁng Directorate for Human

Intelligence (DH) petsonnel concemin ovem ~reporting mquments Aaomeys also

_teviewed and counseled with segard to|

“With oversight responsibilitics.

[to faw enforcement to assure cﬁhp]iance

c. (UNMOYO) Attorneys reviewed several” s

oversight and security due process actithies and instructed--::/., Yeontractor
d. (UKsOUR) A GC mcmber lecmred on over ight subiects to DE
Secunty Agencyf A
L commued to wm'lc with the Under ecretary ol

igiice 'lre-v'l;mg sollection procedures (b)(2)

onnel

] o) 1] use |

(6)(1).3-4 (c)

{b)(3):10
USC 424

()E)|10
USC 424

"“- (b)(3) 10 USC 424

e. (UMPOW@ GC has reported no incidents of criminal activity to the Departmgat of

Justice during the quarter,

a. (UMEOBO) A 100 percent verification of entries in DA’s automated databas
conducted to ensure no individual names or corporationsforganizations were
inadvertently enteted into the database, except as provided for in Dol 5240.1,

b. (UMONOPASsi gned personne} involved in datahandlmg were gn?ch a quarterly

reminder briefing by the administrative supervisor concemed regarding presc
authorized materials and procedures. - ,

2

“SECREFNOFORNK2031052¢

activities:

was

R.

fibed and
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~SECREFNOFORN/20310634—

¢. There were no special access program bulletins issued during this reporting

d. Newly assigned members were briefed on applicable provisions of E.Q. 12333, and
Procedure 15, Dol 5240.1-R.

4. (V) Directorate for Human Capital (HC) reported|. . - {personnel assigned garticipated
in document review. HC stated division security officers periodically queried refpective
personnel to review files to ensure compliance with DoD 5240.1-R and DIAR 6(-4; and

inappropriate files were not found.

& (U)n addition,ew employess (military and civilian) received 10 respondibility

training as a part of their in-processing indoctrination in DIA 101 and DIA 20t
b. (U) HC provided IO instruction in}courses and through the Joint Intelligenct Virtual
University.

3. (U} The Joint Military Intelligence College (MC) provided O instruction tof
of the trainees were DIA personnel, which include full-time students. Addu ly.

MC staff and faculty participated in annual 10 refresher instruction.

6. (U} Directorate for Inteliligence (J2) reported tha 2R personnet participated in filcs review.
J2 disseminated information concerning 10 responsibilities and interactive
all subordinate directorates during quarter, and they procmd additional IO vi
clements to watch. Additionally, J2 conducted areview of 10 officers to ensure pll were still

continue periodic file reviews to ensure compliance with afl IO issuances.
7. (U) DH reported thatDpersonnel performed il _ dition,
initiat 10 lmmug was provided at DIA 101 and ¥ St Fofins
newcomer's training, Training vj u provided to the forward snpport oﬁi s and

liaison offices that are-external to - -, - | ~. . |also stressed IO
responsibilities during in processing.

8. (U) The Directorate for Measurement and Signature Intelligence and Technical l{:olleclion
reported] personnel participated in review.

9. {U) The Office of Equal Opportunity and Equal Employment Opportunity (EO) fequired all
personnet to conduct file reviews ta ensure compliance with the appropriate diregtives, EO
has gone through extensive records review and closing of office files/regulations|in order to
somply with applicable IO directives.

10. (U) The Chief Financial Executive (FE) stated that there were no reports of activities that

employees believe to be illegal or contrary to exccutive order, presidential directjve, or
applicable DoD policy.

EFF

{E)2)4b)(3):
10 USC 424
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11. (U) The Chief of Staff reponedpersonnel ‘pasticipated in a files review.and fo
relevant information. Additionally, IO responsibility information was dissemi
command element personnel.

103 all

12. (U) OP reported that - [personnel reviewed fles to ensure that prohibited materif! was not

retained.

13. (U) The Chief Acquisition Executive (AE) reported that;" | personnel pasticip:
review this quarter and all AE personne] are aware and fanuhar with the applica
directives.

in files
Io

updated to incorporate guidance fo ensure contractors maintain records, and rgflect 10

a. (U) tn addition, AE stated tha: contracting officer's representative guidance IZE\ers are

training which may be periodically reviewed by the IG or directorate JO offi

b. (U) AE stated that they had not initiated any contract actions during subject period that

falt under the procedures of 11.b., Dol 5240.1-R, and there were no contract
contractor performance under the crit¢ria of DIAR 60-4, Paragraph 7.4,

14. (U) DIA management continued to emphasize the imporiance of personnel being
with 10 regulations during the period | January through 31 March 2006.

I Encl
InteHligence Oversight Brief FY 06-02
150942Z Mar 06, {S//NF) 2 pages

b requiting

familiar

EFF

(b)(2),(b)(3) 10
C 424
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150942Z Mar 06
Subject: 1G Intelligence Oversight Brief FY 06-02 (U)

1. (U) Addressees are requested to ensure that all unit personnel are informed of the contents
of this message.

2. (U) U.S. Persons. Recently there has been significant media attention regardi
intelligence collection against U.S. persons. for clarification, DIA is authorized tq collect
against a U.S, person if the subject individual meets the criteria contained in DoD|5240.1-R,
procedure 2, Generally, this anthorizes coilection necessary to accomplish the ageney's
foreign intelligence and counterintelligence mission areas. The relevant points arg:

a. (U) U.S. Persons. U.S. person information may be collected if there is re:
belief the subject meets at Jeast one of the criteria contained in procedure 2.

. b. (U) Reasonable Belief, A reasonable belief arises when the facts and circ
are such that a person would hold the belief. Reasonable belief is based on e
training, or knowledge of foreign intelligence or counterintelligence work, appli
and circumstances at hand. A trained and experienced intelligence professional nji
reasonable belief to satisfy this standard. Conversely, a person unfamiliar with i
or counterintelligence methodologies might not be able to meet this standard.

information may be retained mdeﬁmtely If a reasonable belief cannot he establi
information meets the criteria of procedure 2, the information may not be retain
days.

d. (U)Example 1; A U.S. corporation exccutes an agresment to provide sophisticated
information technology to the ministry of defense of a foreign country. This cleafly meets
the criteria of procedure 2.

"e. (U)Example 2: A person submits a letter for publication in a U.S. newspaper that is
critical of U.S. policy in the Middle East, This falls within the constitutional tee of
freedom of speech and does not provide, by itsclf, the basis for collection activitips against
the individual,

f. (U) Example 3: A U.S. person of middle east ethnicity regularly attends refigious
services at 8 mosque and proclaims a doctrine of literal interpretation of the Ko This
situation does not meet the test of reasonable belief of foreign intelligence or
counterintelligence interest.

3. (U) intelligence Oversight (J0) Trining Distant Learning, The 10 CD-ROMjdeveloped
by the Assistant to the Secretary of Defense (Intelligence Oversight) has been configured for

Evcoir e
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(b)(3):10
USC 424

posting with the] - .o o
encom’agedtomakeuseofthe i

4. {U) Recent IO Issues from DIA Elements.

o |UmtIOofﬁc«sm
postmg for conttm:ms education of the worl#

b

e B OBIE
| 4{c)

5. (U) If you have any 10 issues which you would like addressed in

forward them to tbe Office of the Inspector General, ATTN: Assistant Inspector General for

future 10 briefs please
o gocessible via the DIA G Hotline. cmm$ O2.OIE):
ol : USC 424

- You maz also subtmt IG r.line 1ssues via

Derived from: DIA HUMINT SCG, Oct 04
Declassify on: 20310315
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DEFENSE INTELLIGENCE AGENCY

WASRINGTON. DC 203405100

§-06-0299/71G

To: Assistant to the Secreiary of Defense (Intelligence Oversight)

7200 Pefense Pentagon
Washington, DC 20301-7200
Subject:

References: a. (U) Executive Order 12333, "United States Intelligence Activities,” 4

1981

{U) Executive Order 12863, “President’s Foreign Intelligence Adviso
13 September 1993

(U) DoD Directive §240.1, "DoD Intelligence Activities," 25 April 1

Components thaz Affect U. S. Persons,” December 1982

{U) As required by references above, the Defensc Intelligence Agency Quarterly lntengence

Oversight Report for the period 1 April through 30 June 2006 is enclosed. If futther i
is required, please contact the Officc of the General Counselat] . °.: ..
the lnspecwr General .. ... ot L

(U} Quarterly Intelligence Oversight Report for the Period Ending 30 Juge 2006

December

ry Board,”

D88

(1) DoD 5240.1-R, “Procedures Goveming the Activities of DoD Infeiligence

formation

t )fﬁce of -

" {6)2),(b)(3):10 USC 424

Enclosvre

Quarterly Intelligence Oversnght
Report, 1 April through 30 June 2006
SR, 1 cy

“B)Ey10USC 424

ce:
DR
DD

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE
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1, (U) The Office of the Inspector General (OIG) reported the following intelligenceloversight

oy - ational Congress, and:. "] These are ongoing projects.
b. (UMFEWE3 OIG provided IO training to four iterations of the Tomorrow's Intglligence
Professionals Course; one class of Defense Intelligence Ageacy (DIA) 101; and one class
of the Staff Operations Course-Operating Base, totalin ns. ... .| ..
i penine B sy “pagere
¢. (UKFSROYOIG provided focused IO training to the outboundt
s 1 oxarto
USC 424
7 B)R)XEI0 USC

(BXHLBERIoUST
424,1.4{c)

BYD14@ ik &

B)ENIOUSC 424

2«

(b)(3):10 USC ™~ -
424

-SECRET/NOFORN 2051081+
(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT
1 April threugh 30 June 2006

(IO} activities:

a. (UMD OIG provided continued support to investigations and inquiries by the
Department of Defense (DoD) 1G pertaining to detainee/prisoner abuse allegatfons, Iragi

1

“o)(1),(B)R)10
USC 424,1.4 (<)

(b)(1) 1.4(c)

g (U) The OIG responded te five requests for assistance from headquarters staff and ficld
units on matters of 10 guidance and interpretation.

¢ ARty (IR E Rt iy e

YOS -
ions oft. 1l T (b)(3):10

h. ¢ OIG conducwd ins)
e e ihedi e Hand found no questionable activitigs. USC 424
(1)} The General Counsel {GC} reported that GC attorneys conducted weekly trainjng
'l‘ sd deploving abroad to ensure that ali DIA persorpnel,
B B “|are fully aware of the most tecent|DoD
policy on co::ducung mteli:geuce mtcrrogatwns and treatment of detainecs in U.S
Derived fram: DIA HGMINT SCG
Declassify on: 203108
Date of source: t Qctober 2004
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(0)(2).(b)(5)

(b)3):10" b,

USC 424

B30
USC 424

{£)(2),(0)(3):
10 USC 424

~SECRET/NOFORN/20310814~

o and-lA persomel attended each of these sessions, | Acﬁditigna«lly,_  EeEr:
usc42s |

ied jnstruction oy "
other IO issuesto

presentation tc

’lOlG, jointly mads a two-hou

I o))

S B)B)A0
USC 424

:’uectomte for !-lumau Inte!hgence (DHY:-

who are the designated unit liaisons for ID.

o :

(U) The Joint Military Intelligence College (MC) pravided IO instruction to perso

courses noted below:

NUMBER

(b)2)(BY3X10" " “Th su

USC 424

(U) The Directorate for Intelligence reported that| i <.
in files review, and all are current in 10 training, Personnel not tramed were enli ron oo

COURSE

Survey of Intelligence Collection
Basic Intelligence Collection

Human Intelligence
Imagery Intelligence
Signat Intelligence

Intelligence, Surveillance, and Reconnaissance
Congressional Oversight of Intelligence

Industry and Intelligence

National Security Structure and Pohcy

History of U.S. Intelligence

Information Techuology for Intelligence Professionals
Future of U.S. Foreign Intelligence Community

The Law of Intelligence

Congress and U.S. Intelligence “L“
Leadership, Management and Coordination in the Intelligence Community

Intelligence Relations with Aliled Nations

Intelligence and Homeland Security

temporary duty (TDY) or on leave.

(U) The Directorate for Administration (DA) reported; "~ n
pamcxpated in IO review. Additionally, newly assxgned mcmbers wete briefed
provisions of Executive Order 12333, “United States Intelligence Activities,” Pso

~SECREFANGFORNH243 10614

2

igged
%ﬁlicab!e‘ -
ure 2,

“FF

= o

- (b)2)

(b))
pel in the

“(642),6)(3):10!

UsC 424

0)(2),(0)(3):
USC 424

" (B)(2),(b)

165

usc 424/ |

(3):10




(b)(3):10° ~ -

USC 424

-SECREF/NOFORNA20310844—

Conduct of Intelligence Activities; and DoD Regulation 5240.I-R, “Procedures Gpverning

the Activities of DoD Intelligence Components that Affect United States Persons'] Procedure
15, Identifying, Investigating, and Reporting Questionable Activities. DA was ndt aware of
any activities reasonably believed to be itlegal or contrary to executive order or p
directive, or apphcable DoD policy. DA also reported conducting 100 percent vefification of

involved in data handling received a quarterly reminder briefing from the admin
supervisor concerned, regarding prescribed and avthorized materials and procedu
- were no special access program bulleting issued during this reporting period,

pamexpated in quarterly trainmg. m received training prevnously' and} " |
participate duc to leave, rotation, and TDY. In addition, DI conducted an inspecti
files and work areas of the DI offices, The inspection found that DI had no disc:

DIAR 604,

7. (U)DH reported;: .- pe.rsonncl ass:gned 10 include military personneli civilian

aa provided 10 training tnew DH.

8. {U) The Dirgctorate for Measurement and Signature Intelligence and Technical Collection
reporte -=! personnel assigned, and tha pefsonnel participated in IO training
quarter; all others were previously trained. Additionally, the review of files fou
discrepancies pertaining to information or material that would violate the provisi
5240.1-R and DIAR 60-4.

9. The Directorate for Information Management and Chief Information Officer
hpersonnel assigned participated in IO training this quatter. Training

review of Do 5240.1-R, DCID 6/4, DoD 5105.21-M-1, and Overseas Travel .

Antiterrorism/Force Protection briefing.

procedures review of Do) 5240.1-R and DIAR 60-4, FE also stated that there w
reports of activities that employees believe to be illegal or contrary tg executive o
presidential directive, or applicable DoD policy.
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12. (U) The Chief of Staff (CS) reported|
received IO training. During the waining process, files were reviewed to determi

holings were in accordance with DoD 5240,1-R and DIAR 60-4. No files or bri
discovered containing IO-relevant information. Additionally, individuels not trai

either on leave or on TDY.

spersonnel assigned to. the command

glemen
whether

fings were

ed were

13. (U) The Office of Operations (OP) reported thaf™, .~ ] personnel reviewed filIs to ensure

that prohibited material was nrot retained, and that assigned personnel were
their responsibilities.

14, (U) Office for Congressional and Public Affairs reported 100 percent of assigned

received 10 training.

on 10 and

personnel

15. (U) The Office of International Engagement reported 100 percent of assigned perdonnel

received 1O training,

16. (U) The Acquisition Executive (AE) reported that L

Densonnel asslgned

icipated in

re-centifying their IO training via thel: -

alt are now

compliant. AE stated that all personnel are aware and familiar wsth lhc abbhcab 10

directives, In addition, AE stated the update of the contracting officer’s represen
guidance letters incorporated guidance to ensure that contractors maintain record

jve
which

reflect 10 training. AE also stated that it would initiate action to ensure that acquisition
vehicles include requirements to make contract employees aware of the provisiong of DoD
3240.1-R and DIAR 60-4. AE indicated that they had ot initiated any contract agtions
during subject period that fall under the procedures of 11.b., DoD Regulation 5249.1-R, and

there were no contracts requiring contractor performance under the criteria contai

DIAR 60-4, Paragraph 7.d.

U The[ E Tt
pamczpated in IO training. Pessonnel not pamexpatmg were TDY oron leave,

ed in

"7 Iroported that
Asanew orgamzauon, itis currently developm 10 procedures 1o include file re

i cumnuy has]_@vcmmml

personne]
few and

quartezly training sessions with all personnel. As part of developing those procedyres, it is

4

i ':;,‘ﬂpmv.ded IO training via 11 °°“""3 o

tudents.
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20. (U) DIA management continued to emphasize the importance of personnel being familiar
with 10 regulations.

1 Enclosure

OIG message 071200Z JUN 06,
subj: G Intelligence Qversight
Brief FY06-03, (U) 1 copy
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HEADER
R 0712002 JUN 06

SHINGTON DC/IG# -
©X2)

RHMFISSICDR USEUCOM VAIHINGEN GEIIEOIG

-RUCBACM/CDR USJFCOM NORFOLK VA/IG]

RHMFISS/CDR USEUCOM VAIHINGEN GE/ECIG .
RHMFISS/COR USTRANSCOM SCOTT AFB IL/TCIGE
RHHMUNA/COR USPACOM HONOLULU HI#JOO4AG|-
RHMFISS/CDR USPACOM HONOLULU HIWJQO4AG,
RHMFISS/CDR USCENTCOM MACDILL AFB FL//CI
RHMFISS/ICOR USCENTCOM MACDILL AFB FLACI
RHMFISS/COR USSOCOM MACDILL AFB FLI/SCIGL -
RHMFISS/CDR USSOCOM MACDILL AFB FL{t
RHMFISS/COR USSOUTHCOM MIAMI FLIG
RHMFISS/ICDR USSOUTHCOM MIAMI FLAG

RHMFISSCOR UsJFCOM NORFOLK VAV/G. ‘

()@

(D)@ B)E)10

_ 1. {U) ADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERS

NFO RHEFLGXISAFE WASHINGTON DC USC 424
8T .

CONTROLS -

UNCLAS

BODY

SUBJ: IG INTELLIGENCE OVERSIGHT BRIEF FY08-03(U)
ARE INFORMED OF THE CONTENTS OF THIS MESSAGE
2. (U) NON-DIA INSPECTIONS. .

A. {U) THE OFFICE OF THE INSPECTOR GENERAL (O1G), IN ACCORDANCE
DIAI 5100.200, OFFICE OF THE INSPECTOR GENERAL POLICIES AND

ACTMITIES REQUIRING COLLABORATION OR COORDINATION WITH THE

(0)(2),(b)3]

110 USC 424

DNNEL

E WITH

NSPECTOR

RESPONSIBILITIES, IS RESPONSIBLE FOR REPRESENTING THE D¥RECT(‘LR ON ALL

GENERAL (iG) COMMUNITY, PERIOD!CALLY DIA ORGANIZATIONS MAY B

CFF

81272006 1:55 PM
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essage Text (b) (2), - lq

o |-

(b)2) -

INCLUDED WITHIN THE SCOPE OF NON-DIA INSPECTION ORGANIZATIONS., THE
MOST FREQUENTLY ENCOUNTERED ORGANIZATIONS ARE THE DEPARTIMENT OF
DEFENSE (DOD) |G, THE DEPARTMENT OF STATE IG, THE ASSISTANT TQ THE
SECRETARY OF DEFENSE (INTELLIGENCE OVERSIGHT), AND THE GOVERNMENT
ACCOUNTABILITY OFFICE. FOR THE PAST THREE YEARS THE OIG HAS YWORKED

CLOSELY WITH THE DOD 1G ON INVESTIGATIVE ISSUES ARISING FROM

ALLEGATIONS OF PRISONER ABUSE AND ISSUES SPECIFICALLY REQUESTED BY
THE CONGRESS. THE AGENCY IS COMMITTED TO FULL AND OPEN DISQLOSURE OF

ALL INFORMATION REQUESTED BY SUCH INVESTIGATIONS AND ALL EM

LOYEES

@) (U ALL NON-DIA INSPECTOR REQUESTS FOR DOCUMENTS MUST BE

MADE

THROUGH THE OIG. THE OIG IS THE CONDUIT FOR PROVIDING COPIES OF

DOCUMENTS TO NON-DIA INSPECTORS.

(3} (U) AFTER ACTION REPORTS CONCERNING NON-DIA INSPECTIONS WILL BE

FORWARDED TO THE OIG AND THE APPROPRIATE CHAIN OF COMMAND
HOURS OF THE VISIT COMPLETION.

WITHIN 72

(4) (U) ANY QUESTIONS MAY BE ADDRESSED TO THE OIG VIA THE 1G HQTLINE

OR, IF URGENT, VIA TELEPHONE.

3. (U) RECENT 10 ISSUES FROM DIA E|
A. (UfiFOUO) DUAL CITIZENSHIP. Fiif 1765,

B (UIFOUO) PERMISSION TO COLLEGT ON US. PERSONS. L~ = |~
H IS THE PERCEPTION HELD BY SOME AGENGY EMPLOVEES THAT

COLLECTION AGAINST U.S. PERSONS 1S NOT AUTHORIZED, THIS IS NOT THE

CASE. DOD 5240.1-R, PROCEDURE 2, PROVIDES SEVERAL APPROVED
CATEGORIES BY WHICH COLLECTION MAY OCCUR AGAINST U.S. CITIZE
PERSONS HOLDING U.S. PERMANENT RESIDENT ALIEN STATUS, ORU.S

CORPORATIONS OR ORGANIZATIONS, GENERALLY THESE CRITERIA RELATE

TOA FOREIﬁM.INIELl.I.GENC,E_QQNNECTION

of 3
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(b)),
(b)(%)

(b)2)

3

‘ !NTELL!GENCE GVERSIGHT OFFICER (100) AND PROVIDE A GOPY OF TH e

4 (U) UNIT lNTELLIGENCE OVERSIGHT OFFiCERS DIAR 80-4 IS THE DIA
IMPLEMENTIN

e

LETTER TO THE OIG. THE REGULATION ESTABLISHES MI)

Wﬂ'HOUT GRADE RESTRICTION. ANY QUESTIONS ON THIS MATTER MA)

%DDRESSED VIA THE IG HOTLINE TO THE ASSISTANT INSPECTOR GENE
10.

ELEMENTS FOR COPIES OF DOD DIRECTIVES. THE BEST SOURCE FOR
INFORMATION IS THE WASHINGTON HEADQUARTERS SERVICES AND C
ACCESSED VIA THE INTERNET AT: WWW.DTIC.MIL/WHS/DIRECTIVES. TI
ALSO HAS LINKS TO PUBLICATIONS OF THE MILITARY SERVICES.

ADMIN
BT

#2085
BA1A

NNNN

UNCLASSIFIED

[ BE

HIS
N BE

EFF
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5 =OINTED - b))
RAL FOR
5. (U) USEFUL INFORMATION. THE OIG IS FREQUENTLY ASKED BY DIA FJ[ELD

HE SITE
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TATE:

REPLY TO
ATTNOF:

AURIECT

REFERENCES:

—SECRET/FGT/NOFORNA/20310718—

UNITED STAYES OOVERNMENT

memorandum

18 July 2006
S-06-0230/1G

1G
(U) FMA Investigation. Praject 85-002555-MA
Oop DI
DA DH

a. (U) DIAI $100.200, “Office of the Inspecior General-Policies and Responsibillties,”

17 February 2006

b. {U) DaD 5240.1-R, “Pracedurcs Goveming the Activities of Dol Intelligence]
Components that Affect United States Persons,” |1 December 1982

. (U) DIAM 38-4, “Foreign Materlcl Program (FMP)," 22 February 2002
d. (U) DIAM 58-11, *DoD HUMINT Policies and Pracedares,” 3 August 1998

: ‘ T YT
L. (U) BACKCROUND
a ~YSHvER
e i (b)(1)-1~4
)1 4(d)
b. ~{SrRANEF
' - B),1.4 ()

Drerived from: Multiple Fomu

Daciassify en: 20310718

-SEERET/FOTNOFORN/ 20310718
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3. (U) RECOMMENDATIONS:

a, (UNPOTO) Recommendation 1 OP and DH should evaleate their eur

ining

processes and take appropeiate action to properly edueste ali asxigned perspenel fully

on their persongl yesponsibilitics to coordinate acquisition activides in acc
with seference b.

rdance

4. (INTMPACT

5. (UYRELATED ACTIONS

(U#POUO) The SAIG is continuing its investigation to determine if changes to Amy

FMP procedures and segulatory guidance &re required.
6. (U} TASKING GUIDANCE

a, (U)OP, Dl and DA reply to the OIG with record of actions taken by 1 8 Apgust 2006,

b. (U} Send responses !o|

| 1F

only, it must be routed through the directorate head or deputy and touse

taint efther

an electronic gignature or #n clectronic concumence. Resporses that haveinot been

suhmilﬂng a hard copy, also send an electeonic copy. R_sending mel?:u'c copy -

properly coordmuted and spproved canmot be socepted, Requests to closd s

completed action will not be approved without supporting documentation
3

~SECRETH/FEHNOFORN/T205107TTS

EFF
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—SECRETHFSHNOFORNA20310718—
¢. (U} The directorate’s seply will be evaluated for responsivenest to the intept of the
required action(s), schicvebility, and timeliness of completion dates. Omgqing actions
will be tasked through Processit
7. () REPORT HANDLING

(U} This report contains the results of an investigation coaducted by the O1G. hiss
privileged document, not to be sharad cutside of DIA without comsnand agproval.

- (BY3310
USC 424

-
DR
DD

DAC

EFF
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~SECRET/ANOFORN/20311026—
DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20340.5100

S-06-0392/1G
To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200

Subjeet:  (U) Quarterly Intelligence Gvetﬁight Report for the Period Ending
: 30 September 2006

References: a. (U) Executive Order 12333, "United States Inteltigence Activities,”
4 December 1981

b. (U} Executive Order 12863, "President's Foreign Intelligence Advnsory Board,"

13 September 1993

¢. (U) DoD Directive 5240.1, "DoD Intelfigence Activities," 25 April 1

088

d. (U) DoD 5240.1-R, "Procedures Governing the Activities of DoD. Imellsgence

Components that Affect U.S. Persons,” December 1982

(U) As required by references above, the Defense Intelligence Agmcy Quarterly Intefligence

Oversight Report for the period 1 July th:ough 30 September 2006 is enclosed. If fur T

information is required, please contact the Of]
Office of the Inspector General at| ..~ -+ (b)(2),(b)(3):1
0 USC 424

Enclosure

Quarterly Intelligence Oversight Report
1 July through 30 September 2006
(S/INF), 1 oy

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE
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—SREEREFANOFORNA20IT 26—
1L0)) QUARTERI;Y INTELLIGENCE OVERSIGHT REPQR

1 July through 30 September 2006

. () The Office of the Ingpector General (OIG) reponed the following mlelhgencc-oversxght

(10) activities:

a.

(U/FOOOY OIG pravided continued support to investigations and inquiries by
Department of Defense (DoD) IG g to detainee/prisoner abuse ailegal

National Congress (INC), /X and the DoD Office of Special P! The
DoD IG issued reports on detainee/pnsoner abuse and a Phase ] report on the INC.™
(UrEe88y OIG provided IO training to one iteration of the Tomorrow’s Intelligence
Professionals Course with{: ]

| attendees. - ‘()(2),(b)(3):10 USC 424

- (UPOTOY OIG provided focused IO training to the outbound).

b

d. W‘OIG provnded tmlored 10 u'a(mng ST

3 ---'asSIgnedto;""‘ +

DoD 5240,1-R,” 12 June 2006, reported that an md:vnduat _asst ed |

2 Tpn 2 Augast 2006. (1) (023 63310 USG
¢. {5 O1G memorandum F-0234/1G, subject: “Possible Violation of E.O, 1]

b 424
2333 and

i ctorate t_'of

016 recommended management action against the individual. The project is ¢
(Project 2005-002721-MA).

{UABBY®} The OIG conducted an 10 assessment of DIA deployed forees in[ D T

during the period 20 through 30 August 2006. The QIG team found no 1O prq

‘conducted an mvestlgatxon and detenmned that the allegatwns were subslanuated. The
tlosed.

ce

violations. The appropriate agency directorates received a briefing on managgment

issues now pending their action (Project 2006-002756-MA).

(U) OIG disseminated the IO quarterly brief to all DIA field activities (enclosyre 1).

(U) The OIG responded to four requests for assistance from headquarters staff
units on matters of 10 guidance and interpretation.

Derived from: DIA HI
Declassify on: 20311
Date of source: 1 Octo

and field

6 "
ber 2004
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10 USC 424

“SECRET/NOFORNT203T1026

2. (U) The General Counsel (GC) reported receiving no reports of questionable in tl}Lxgem:e
activities during July to September 2006, The following groups received 1O instrjiction:

a. (U) On 15 August and 19 September 2006, GC personnel taught legal aspectsiof}
L ' '
%

b. (U)On35Se

| (0)2)

temher 2006, one att mey taught
class 10 new} "

3. (U) Joint Military Intelligence College (MC) reponed IO instruction was included in courses
during the summer quarter (June through August 2006}, “The courses with their egrollments
arg listed below:

NUMBER COURSE

History of U.S. Intelligence
The Law and Intelligence
Management of Intelligence
Leadership, Management and Coordination in the Intelligence Community
Intelligence and Homeland Security (Formerly numbered NFI1398C)

-;-+|students received 10 iastruction;werei)lA-pe;sonnel, I -

4, (U) The Directorate for Intelligence (J2) reported )  siix. . {pe cipated
in files review/training this quarter. J2 also reported that¥ aﬂ}:?able due
to temparary duty (TDY) and/or leave. Additionally, J2 reported all personnel assigned are
current in IO trainitg,

the office’s automated databases during this timeframe to ensure no individual names or
corporations/organizations were inadvertently entered into the database, except ag provided
for in DoD 5240.1-R (Procedures 2 and 3). Assigned personnel involved in data Handling
received a quarterly reminder briefing from the administrative supervisor, regarding
2

* (b)(3):10 us¢-4

(©)(2)

“(5)(2), ()3
USC 424

B)2) (BYEN
USC 424 :.

i
.;
'\
3
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—SEERET/NOTORN/2031T020—

prescribed and authorized materials and procedures. There were no special accesT program

buitetins issued during this reporting period. |
6. (U) The Directorate for Analysis (DI) reported;: «personnel assugh*- S ) ) MaY | |

participated in quarterly review, i 3 ireceived training previously, and}::|did n 10USC 424 | |

participate due to leave, rotation, and TDY. In add:uon, DT conducted an inspection of the ;
files and work areas of the DI offices, The inspection found DI had no discrepangies .
pertaining to information/material that would violate the provisions of the DoD §240.1-R and
DIAR 60-4. All employees were instructed to review DeD 5240. l-R DIAR 60-4
related virtual training and websites,

7. (U)DH reponeemmel assigned, to include military personnel, civilian pe
comractors, and foreign nationals. DH reported; ;- i ing

nnel conducted file reviews. Purthermore, DH reponed b S -
' ptov:ded 1O taining to[inew DH members, and training videos were prbvz
the forward support offices and liaison offices that are external to,” ™. .|

8. (U} The Directorete for Measurement and Signature Intelligence and Technical Cpllection H
reported 600 personnel assigned, and 30 personnel participated in IO training thislquarter; all
others were trained previously. , : {

9. (U) The Directorate for Information Management and Chief Information Officer geported
personnel assigned participated in IO training this quarter.

10. (U) The Equal Opportunity Office teponed.personnel participated in IO revigws tlus i
quarter. '

!

11, {U) The Chief Financial Executive (FE) reported -employees participated in the periodic
procedures review of DoD 5240.1-R and DIAR 60-4. FE stated that there were ng reports of el
activities that employees believe to be illégal or contrary to executive order, presiglential Pl
directive, or applicable DoD policy. :

i

12. (U) The Chief of Staff reported g, i
received 10 trammg During the training process, files were reviewed to determine whether '
holdings were in accordance with Dol} 5240.1-R and DIAR 60-4, No files or bri¢fings ;
containing I0-relevant information discovered. Individuals not trained were either on leave H
or TDY, :

13. (U) The Defense Joint Intelligence Operations Center (DJ) reported thatt - ©. -~ - . I
assigned completed IO training and reviewed files to ensure no retention of prohn ited z
material. Assigned personnel were trained on 10 and their responsibilities, DJ aIF :
that personnel were informed to access to DIA §0-4 on INTELINK and Joint Inte i :
Virtual University (JIVU) Course “Intelligence Oversight™ to meet the “2006 4 { - v
training requirement. Additionally, DJ reported that all of thef - S i
completed 10O training. . ;

\

[
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14. (U) Office for Congressional and Public Affairs reported all” =|personnet assigndd received

1O training.

15. (U) The Office of International Engagement reported alll=;
training.

16, (U) The Acquisition Executive (AE) reported thanewty reported perso
personnel assigned participated in 10 training via JIVU. AE stated that all perso
aware and familiar with the applicable [O directives. In addition, AE stated that
be fnitiated to ensure that acquisition vehicles include requirentents that contract
are aware of the provisions of DoD 5240.1R and DIAR 60-4. AE indicated that
initiated any contract actions during subject period that fall under the procedures
DoD 5240.1-R, and there were no contracts requiring contractor performance un
criteria contained in DIAR 60-4, Paragraph 74.

17 (U) The - - L T T reponedf T
IC training. ?evsonnel deployed d:d not pamcxpate

cipated in

18. (U) DIA management commued to emphasize the importance of pemonnel beingjfamiliar
with IO regulations.

1 Enclosure

OIG message 261400Z SEP 06,
subj: IG Intelligence Qversight
Brief FY06-04, (U) | copy

“ ()2 (b)aN
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R 280328Z SEP 08

RHMF?SSICQR USST RATCOM QFFUTT AFB NE/ jiet]
RHMF!SSICDR USEUCOM VAIMINGEN GEIIECI;} e

RAWF ISSTCOR usnoamcowa‘ " m R
RHMFISSICDR USCENTCOM MACDILL AFB FLIIGL —

BT

(o)), (b)(3) 10
USC 424

CONTROLS
N BB N R OR N
BODY
SUBY: IG INTELLIGENCE OVERSIGHT BRIEF FY05-04{U)

1. {U) ADDRESSEES Aﬁe REQUESTED TO ENSURE THAT ALL UNIT PERSONNEL
ARE INFORMED OF THE CONTENTS QF THIS MESSAGE.

2. TCWNRINTELLIGENCE OVERSIGHT (10) TRAINING OF NON-U.S.
PERSONNEL. DOD 5240.1-R, PROCEDURE 14 REQUIRES THAT DEPARTMENT O
DEFENSE (DOD) INTELLIGENCE COMPONENTS SHALL FAMILIARIZE ITS PERSO

WITH THE PROVISIONS OF EXECUTIVE QRDER 12333 QOD 5240 1 R, AND

AGENCY SPECIFIC IMPLEMENTING INSTF

ES ONLY]

-INSPECTOR GENERAL (OIG) GUIDANCE IS THAT FOREEGN NATIONAL, EMPLOYE -

ARE TO BE TRAINED IN 10 PR

CRITERIA FOR IO TRAINING. HOWEVER, DIA §!
PERIODICALLY REVIEW THE FILES OF ALl .. -~

OETERMINE THAT ANY INFORMATION ON US PERSONS IS PROPERLY MAINTAINEI:)

IN ACCORDANCE WITH PROCEDURES 2 AND 3 AND THAT NO PROHIBITED
INFORMATION IS BEING RETAINED.

—CONEIDENTIXENOTORN

AND SIMILAR CATEGORIES OF PERSONNEL WOULD NOT NORMALLY MEET THE|

(6

"~ (B)2),(b)5)
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3.(U) RECENT IO 1ISSUES FROM DIA ELEMENTS.

EACEIQEEERA - AN IR T o, TR

A, (U} WHAT A PROCEDURE 16 (S NOT. DURING OUR INSPECTIONS WE
CONTINUE TO FIND MISUNDERSTANDINGS OF PROCECDURE 15 NOTIFICATIONS. ;
IN SOME CASES EMPLOYEES HAVE EXPRESSED CONCERN ABOUT “PROCEDURE 15 - .
CHARGES." A PROCEDURE 15 NOTIFICATON IS NOT PUNITIVE, IT IS AN : o
ADMINISTRATIVE NOTICE FROM THE INSPECTOR GENERAL (IG) TO THE . |
ASSISTANT TO THE SECRETARY OF DEFENSE (INTELLIGENCE OVERSIGHT) s
REPORTING THAT A QUESTIONABLE ACTIVITY, AS DEFINED BY DOD 5240.1-R, .
MAY HAVE OCCURRED AND THAT AN INVESTIGATION INTO THE MATTER WILL HE
CONDUCTED BY THE IG. iN SOME CASES WE ARE ABLE TO INCLYDE A .
STATEMENT OF HOW DIA CORRECTED THE PROBLEM AT THE TIME OF FILING THE ,
PROCEDURE 15 NOTICE. N ALL CASES, WE FOLLOW UP WITH A STATEMENT O 0
CLOSURE ON THE QUARTERLY 10 REPORT, IN WHICH WE STATE THAT THE SR
ALLEGATION WAS NOT SUBSTANTIATED OR THAT VIOLATIONS WERE CONFIRMED . !
AND CORRECTIVE ACTIONS HAVE BEEN PUT IN PLACE, ALSO, NOTE THAT,
ALTHOUGH THE IG MAY ELECT YO TASK THE RESPECTIVE DIA DIRECTORATE TP 1
CONDUCT AN INTERNAL INQUIRY AND REPORT BACK, THE INVESTIGATIVE f‘ :
JURISDICTION, TO INCLUDE DETERMINATION OF FACTS, RESIDES WITH THE IG

4. (U) IG SPECIAL INTEREST ITEM. THE SECRETARY OF DEFENSE ISSUED A
MEMORANGUM TO THE CHAIRMAN, JOINT CHIEFS OF STAFF, COMBATANT
COMMANDERS, AND THE SERVICE CHIEFS ON 22 JUNE 2008, SUBJECT:
REDUCINGPREVENTABLE ACCIDENTS. THE MEMORANDUM IS QUOTED IN FULL FOR
YOUR INFORMATION.

PITNT AT

A. (U} | HAVE SET SOME VERY SPECIFIC MISHAP REDUCTION GOALS FOR

THE DEPARTMENT TO ACHIEVE. MY CONGRATULATIONS TO THOSE WHO ARE
PROGRESSING TOWARD THE!R RESPECTIVE GOALS, BUT OTHERS ARE NOT. WE
MUST REDEDICATE OURSELVES TO THOSE GOALS + AND ACHIEVE THEM.
TOO OFTEN WE EXCUSE MISHAPS BY CITING THE DIFFICULT CIRCUMSTANCES
IN WHICH WE OPERATE. WE HAVE TRAINED QUR MEN AND WOMEN TO OPERATE
SAFELY IN VERY TRYING CONDITIONS. THERE IS NO EXCUSE FOR LOSING
LIVES GIVEN PROPER PLANNING, ATTENTION TO DETAIL, AND THE ACTIVE
INVOLVEMENT OF THE CHAIN OF COMMAND.

8. (U ACCOUNTABILITY IS ESSENTIAL TO EFFECTIVE LEADERSHIP. |
EXPECT ALL THE DEPARTMENT'S-LEADERS, FROM THE COMMANDER TO THE F|RST
LINE SUPERVISORS, TO BE ACCOUNTABLE FOR MISHAPS UNDER THEIR WATCH.
WE SIMPLY WILL NOT ACCEPT STATUS QUO.

C. {U) IF WE NEED TO CHANGE OUR TRAINING, IMPROVE OUR MATERIAL
ACQUISITION, OR ALTER CUR BUSINESS PRACTICES TO SAVE THE PRECIOUS
LIVES OF OUR MEN AND WOMEN, WE WILL DO IT. WE WILL FUND AS A FIRST
PRIORITY THOSE TECHNOLOGIES AND DEVICES THAT WILL SAVE LIVES AND
EQUIPMENT. WE WILL RETROFIT EXISTING SYSTEMS, AND CONSIDER THESE >
DEVICES AS A MUST FUND PRIORITY FOR ALL NEW SYSTEMS. WE CAN NO 4
LONGER CONSIDER SAFETY A§ A NICE THING TO HAVE.

D. (U) | WANT TO HEAR WHAY YOU ARE DOING TO IMPROVE YOUR SAFETY i
PERFORMANCE AND | WANT TO SEE THE RESULTS OF YOUR ACTIONS. END. ‘
QUOTE DONALO RUMSFELD

st o A A s e e A e S o et

5. {U) THE OIG, ALONG WITH OTHER MEMBERS OF THE DOD IG COMMUNITY, :
ACCEPTS THAT ACCIDENT REQUCTION 1S A CRITICAL-ELEMENT OF SUCCESSFYL . !
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“CONFIDENTIAL/NOFORN-

MISSION ACCOMPLISHMENT, WE WILL INCLUDE ACCIDENT PREVENTION AS A
SPECIAL INTEREST ITEM IN FUTURE INSPECTIONS. LINE SUPERVISORS SHOU!

BEGIN IMMEDIATELY TO REVIEW UNIT SAFETY PROCEDURES AND ACCIDENT
PREVENTION PROGRAMS.

o

TEAM O PROVIDE A BASELINE ASSESSM ! £ ASSE

WILL GAUGE TRANSFORMATIONAL EFFORTS: ! -~
SUSTAINMENT OF IT CAPABILITIES FOR DECISIONS MAKERS. WARF'GHT ER s
DEFENSE INTELLIGENCE ANALYSIS. THE ASSSESSMENTS WILL ALSO CONSI

INTEGRATION OF,_. - RNSSETS TO DIA AND IDENTIFY CHALLENGES AND
SUCCESSES OF NO

7. {U) CHANGES AT THE QIG. |~

AS THE DIA |G AFTER 43 YEA] -

DERIVED FROM: OlA HUMINT SCG, OCT 04
DECLASSIFY ON: 20310825

8T

NNNN

T (bX2)0)3):

10 USC 424

" {0){(2).(b)(3):10

USC 424

T B)E):10

USC 424

Mg

PRt e,

173




“SECRET/NOFORN/20320208—

OEFENSE INTELLIGENCE AGENCY

WASHINGTON, BC 20340-$100

- 8-07-00281G

To: Assistant to the Secretary of Defense (Intelligenice Qversight)
7209 Defense Pentagon

Washington, DC 20301-7200

Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 31

2006 . -

December

References: a. (U) Executive Order 12333, "United States Intelligence Activities}“ 4 Decomber

1981

b. {U) Executive Order 12863, "President's Foreign Intelligence Advisery Board,”
13 September 1993

¢. (U) DoD Directive 5240.1, "DoD Intelligence Activities," 25 Apry 1988

d. (U) DoD 5240.1-R, "Provedures Governing the Activities of DoD|Intelligence

Components that Affect U.S. Persons,” December 1982

1. (U) As required by references, the Defense Intelligence Agency Quartetly Inte

Oversight Report for the period 1 October through 31 December 2006 is enclo

information is required, please comact § e of the General Counsel atf |
the Office of the [nspector General af . - S (b)(2),(b)(3)10 usg

424

3. (U) There were no intelligence, counterintelligence, or intelligence-related acti

Vities that
violate law, regulation, or policy substantiated this quarter, .

Chassiled by: DIA HUMJNT SCG
Decinssify on: 20320208
Date of source: 1 2004

EFF

o,

(b)(2) ()3
10 USC 42

(b)(1),1.4 ¢
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~SEERET/NOFORN/26320200—

4, (UMO¥EAn 10 inspection of all DIA directorates and special offices commenced

26 November 2006 and ended 31 Japuary 2007, The purpose of the mSpecuon as to ensure
compliance with all Federal and DoD directives, 1o capture best practices, and tp discuss 10

best practices for unplementmg an effective inteflis
Additionally, the OIG conducted inspections of].
found no questionable activities.

.........

5. (U) There werc no substantive changes to DIA’s 10 program,

6. (U) There have been no changes to any published directives or policies concemjng
intelligence, counterintelligence, or intelligence-related activities.

7. (U) There were no other significant [0 activities.

8. (U)DIA does not have any suggestions for program improvements this quarter,

T (b)(3):10
USC 424
[++H
DR
DD
2
—SECRET/NOFORN/20320208—
EFF

{b)3):10
USC 424
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COUNTERINTELLIGENCE FIELD ACTIVITY
251 18th STREET
CRYSTAL SQUARE 5, SUITE 1200
Arlington, VA 22202-3537

MEMORANDUM FOR ASSISTANT TQ THE SECRETARY OF DEFF]
INTELLIGENCE OVERSIGHT

SUBJECT: Quarterly Intelligence Oversight (I0) Report

References: (a) DoD Directive 5249,1-R

{b) Assistant to the Sccretary of Defense memorandum, Ann|
to Congress - New Requirement, December 3, 2006

In accordance with Procedure 15 of references a and b, the followi

Report is provided for the period of October to Decemmber 2006, The fo
- by the information provided in reference b

1, INFORMATION REQUESTED: Description of intclligence,
counterintelligence (CI), and intelligence-related activitics that violate law

JAN 2 2 7007
NSE FOR

La.l 10 Report,

g Quarterly IO
t is patterned

L regulation, or

policy substantiated during the quarter, as well as any actions taken as a rcsuit of the

violations.

CIFA: Although the following information did not arise during thid reporting

period, it is provided as specifically requested.

In May 2003, Deputy Segretary of Defense Wolfowitz dirccted est
reporting mechanism designcd to capturs open-soutce, non-velidated int
terrorist threat information, quickly flow that information to military com
incorporate the imfonmation into the DeD terrorism threat-waming proce
system was given the name TALON and CIFA was designated as the date
for TALON rcports. Essentially, the TALON Reporting Systetn was desi
neighborhood watch program; a tool for the military commander responsi
protection.

Through March 2006, mare than 13,000 reports were received fr
reporting organizations. Most of the teparts were initiated by Service me
individuals who observed suspicious activity. Some of the reports were b
mass mailings received by Service members or their families. Others we;
lacai or state law enforcement organizations. An audit of the database rev
repotts (1.4 percent) did not meet the TALON reporting criteria in that the
intorational terrorist nexus in those reports. Furthermore, 113 reports (0.
contained information rclating to U.S. persons that was not maintained in

—~TFOR-OFFICATHSE-ONEY-

anders, and
The reporting
ase custodian

ed as a

¢ for force

a varicty of
bers or

d on e-mail
initiated by
aled that 186
was no
percent)
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with reference a. The reports identified by the sudit did not meet the repofting criteria or
the requitements of reference a were immediately deleted from the databage.

In March 2006, Depury Secretary of Defense England directed sev
modifications to the TALON Reporting System to ensure that reports posted to the
database met reporting criteria (i.e., international terrorist nexus) and confprmed to
refecence a. Suffrcient safeguards now exist in the TALON Reporting System for
collecting, setaining, and disseminating information. In addition to initiaf $creening for
receiving, retaining, snd dissemipating, the TALON database is periodically audited.

2. INFORMATION REQUESTED: A list of 1O inspections conducted and a
paragraph summarizing the resulis or trends from those inspections.

'CIFA: Decernbor 2006, CIFA-West (Colorado Springs CT support pell focused
on USNORTHCOM issues),

CIFA’s 10 Board couducted an in-person audit of CIFA-West IO procedures used
to oversee data aggregations {defined as databases such as CORNERSTONE that contain
the TALON reports and other groupings of information over which CIFA
corporate~a3 opposed to an individual worker—interest in overseeing adhegence to 1O
principles and rules) previously identified by CIFA-West. The procedureq for al)
identified data aggregations and documented compliance with those procefures fer
exceeded what would normally be considered minimum complience with DoD 5240.1.R
and EO 12,333, Each employee and contract warker is required, infer alig, to conduct a
personal 10 review of all data over which the individual has cognizance on a quarterly
basis and certify to the 10 compliance officer that the review had been corppleted.

TALGN reports for wmphmce with IO requirements and to show an inte
terrorism nexus s noted above.

3. INFORMATION REQUESTED: A paragraph summarizing any substantive
CIFA-widc changes to its IO programs, including changes to supporting [faining
pragrams and the teason for the changes. (Attach 2 copy.}

CIFA: NONE

4. INFORMATICN REQUESTED: A paragraph summarizing any CIFA-wide
changes to published directives or policies concerning intelligence, CI, ot [intelligence-
related activities and the rcason for the changes. (Attach a copy.)

CIFA: NONE

FOR-CFFICIAT USEONEY— EFF 177
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3. INFORMATION REQUESTED: Any other matters pertinent to{the CIFA O
program.

CIFA: During this reporting period, a question arose concerning th¢ interpretation
of “substantially composed” contained in the definition of “U.S, person” afj reference a.
In the past, CIFA’s analysis focused primarily cn cither the number of United States
citizens or permanent resident aliens who were membess of an unincorpo: association
or their percentage when compated to the entire membership. For exampld, if that

whether it has a U.8. nexus, the stated purpose of the assceiation and the p
_members and numbez of members who are United Stajes citizens or perm

aliens are a few of those factors. CIFA will apply thes

analysis.

resident
i future

—TOROFFCIACUSEONEY—. | eFF
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20340-5180

U-08-0068/1G 14 February 2008
To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200

. Subjectt (U} Quarterly Intelligence Oversight Report for the Period Ending 31 December
2007

References: a. Executive Order 12333, "United States Intelligence Activities,”"|4 December
1981

b. Executive Order 12863, "President's Foreign Intelligence Advisory Board,"
13 September 1993

¢. DoD Directive 5240.1, "DoD Intelligence Activities," 25 April J988

d. DoD 5240.1-R, "Procedures Governing the Activities of DoD Intelligence
Components that Affect U.S. Persons,” December 1982

e. ATSD(IO) memorandum, subject: Required Actions for the CY 2007
Intelligence Oversight Report to Congress, 15 November 2007

1. (U) As required by references, the Defense Intelligence Agency (DIA) is sul
Quarterly Intelligence Oversight (10) Report for the period 1 October throu
2007 If further information is required, please contact the Office of the“ jerles :
®)(2),b)(3):10 %, or the Office of the Inspector General (OIG)a{ -1 - )@ 0)(3):10
. USC 424 USC 424

2. (U) The OIG did not open any intelligence oversight investigations this q\uj:r.

3. (U) The following provides the curvent status of ongoing intelligence oversi
investigations;

S (o)), 1.4 (0)

Classifled by: Muftiplé Sources
Declassify an: 20330214

~SECREFNOFORN/203302 14—
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The OIG has initiated an imeu:genoe'ove"

mvesugaﬁon mto the matter. The investigation continues. (Project 200
¢ (U) The OIG did not issue any final investigative reports during this peri

(b)(3):10
USC 424
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, OC 20340-5100

U-07-0424/1G 2 NO\T:mber 2007

To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon
Washington, DC 20301-7200

(U) Quarterly Intelligence Oversight Report for the Period Ending 30 September
2007

Subject:

Executive Order 12333, "United States Intelligence Activities,* DecemBer
1981

Executive Order 12863, "Pfesident’sfForeign Intelligence Advispry Board,"
13 September 1993 o

DaD Directive 5240.1, "DoD Intelhgenee Activities,"” 25 April 988

DoD 5240.1-R, "Procedures Goveming the Activities of DoD Intelligence
Components that Affect U.S. Persons,” December 1982

References: a,

b.

C,

da.

osed. If

1. (U) As required by references, the Defense Intelligence Agency.(DIA) Qua:E:y Intelligence

Oversight (10) Report for the period 1 July thmugh 30:September 2007 is en:

further inforration is required, pledse contact the: Ofﬁce of the G
=" " ..|or the Office of the Inspector General atf -~ -

2. A%y The OIG released a letter, §-07-0364/1G, “Poss'ble V:olatlon of E O
DoD 5240 l- > 4 Septcmbet 2007, which stated that the| . -
et L ',IDuectorate for Analysxs, might Rave engaged
S [he OIG initiated an FO ?Ewstigaﬁoa,

‘ and determmed hat the proglam complled wnth exnstmg requirements. (Project 2007~
003018-MA)

3. (S//NF) The OIG released a letter, S-07-0339/IG, “Possible Viotation of E.0] 12333 and
DoD 5240 L-R,” 9 August 2007, which stated that the QIG had received infofmation that a
L - |might have ;;rovxdeti information that Violated the Arms Ekport Control

Act. The OIG initiated an £O investigation. (Pro;ea 2007-0629‘40-MA)
4. (U} The DIA made no substantive changes to its IO program.

3. (U) The DIA made no changes to any published directives or policies concerping
intelligence, counterintellipence, or intelligence-related activities.

Classlfied by: Multiple Sources

Declassify on:

0323029

EFF
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o
12333 and

quéstionable
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COUNTERINTELLIGENCE FIELD ACTMITY
251 16th STREET
CRYSTAL SQUARE 5. SUITE 1200
Arlinglon, VA 22202-3537

INFO MEMO
FOR: ATSD(IO)

FROM: JAMES T.FAUST, DIRECTOR, COUNTERINTELLIGENCE HIE

ACTIVITY {(CIFA) .
SUBJECT: Quarterly Intelligence Oversight Report (3rd Quarter, CY 07)
1. INFORMATION REQUESTED: Deseription of intelligence, counteri
intelligence-related activities that violate law, regulation, or policy substa
the quarter, as well as any actions taken as a result of the violations,

CIFA: NONE

2. INFORMATION REQUESTED: A list of intclligence oversight inspc‘Inons

conducted and 2 paragraph summarizing the results or trends from those i

ocr 22 7

telligence, and
jated duzing

spcctions.

CIRA: Review of training records for 10 at the DoD Joint CI Train
compelicd CIFA Main to perform IO training, which was well att

ng Academy
ed.

Inspected Force Protection Responsc Group®s (FPRG) IO program pnd found it
sufficient. Conducted a pre-inspection of FPRG's records in anticipation of

pending ATSD(O) inspection.

3. INFORMATION REQUESTED: A paragraph summarizing any subst

intive CIFA-

wide changes 1o intelligence oversight programs, including changes to supporting

training programs and the reason for the changes.
CiFA: NONE

4. INFORMATION REQUESTED: A paragraph summartizing any CIFA;

wide changes -

to published directives or policies conceming intelligence, counterintelliggnce, or

mtelligence-related activities and the reason for the changes.

CIFA: NONE

“FOR-CFFICIATUSEONEY—
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5. INFORMATION REQUESTED: Any other mattcrs pertinent to the CJFA

intelligence oversight program.

CYFA: All TALON reports removed from CORNERSTONE datal

SC on

September 16, 2007. OGC will retain deleted data on disks for FOJA responses

and potential 10 issues,

EFF
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COUNTERINTELLIGERCE FIELD ACTVITY
251 18th STREEY
CRYSTAL SQUARE &, SUITE 1200
Adinglon, VA 22202-3587

MEMORANDUM FOR ATSD(I0)

'SUBJECT: Dob Counterintelligence Field Activity (CIFA) Quarterly Imelligefoe

Oversight Report {4th Quarier, CY 07)

FEB 0 ¢ 2063

L. INFORMATION REQUESTED: Deseription of intelligence, wunteﬁnt;ll:jenoe, and

- Intejtigence-related activities that violate law, regulation, or policy substanti
quarter, oS woll as any actions takeb as @ result of the violations.

" CIFA: NONBE

during the

2. INFORMATION REQUESTED: A list of lntelligence oversight inspections conductcd

and'a paragraph summarizing the results or trends from those inspections.

i CIFA: Conducted top to botiom review of data aggregations {which inc
! databases) which might or actually do contain US person information in
for DOEWIG audit of CIFA intelligence databases.

udes
preparation

3. INFORMATTON REQUESTED: A parggraph summatizing any mbstmﬁﬁ (}lFA-vriﬁe

changes to intelfigence aversight programs, including changes to supporting
programs and the reason for the changes. {Attach a copy, if any).

. CIFA: Created a tracking methodology/process to capture any ddawnﬂ of databases,

to include classification level and description of the database / data aggregation
copy of the blank form, with instructions is inctuded with this report.

conterits. A

4. INFORMATION REQUESTED: A peragraph sunumarizing any CIFA-widdchanges 10

published directives or policies concerning intelligence, covnterintelligence, or
refated activities and tho reason for the changes. (Attach s copy, If any).

intelligence-

CIEA: NONE
5. INFORMATION REQUESTED: Any other mattess pertinent to the CIFA intelligence
oversight program.
CIFA: NONE (
ohn F, O*Hara

Acting Disector
Antachment:
As stated

EFF 188
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CLASSIFICATION:

 CFA
: DATABASE / DATA AGGREGATION

. CLOSE-OUT / DELETION VERIFICAZ,
? ‘ (See Form Instructions on page 2) 2

Ta _ The CIFA Iutelligence Oversight Board

From: R
: CIFA Govemment Briployec's Nampe (Print Legiblyy

Employee Title

email wddress
Ou jhe day of ,20_, Ireq -R00
fOthdm(ordataugmafon):
.  TIE: Hio, |
2. - DOMAIN: NIPR o (clrcle onc)
3. DESCRIPTION AND CLASS (5 94¥lls AF :i" CONTENTS:

apave
r;ollowing
Signod: ‘ Date Signed:
extension
CLASSIFICATION:

EFF
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CLASSIFICATION:

Form Instructions:

1. Data owners shall cotnplete this form when they desire (o remove/deléts an entife database or
dalaaxgrcgation from the CIFA enterprise. .

2. (%mpletion of this form is required 1o assist the CTFA Intelligence Ovagkis
carrying ot its function to provide sdequate oversight of adherence to I figent Overstght
sules, ”

3. ’fhcm_ﬁn__employeewhoismpombleformmnmnmg e
dawaggregatnnshallewmthaihzlnfmﬁonTwhnologyD oIS

directed 1o the CIFA Office of General Counsel @

CLASSIFICATION: ' 2

EFF
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=SECRETNOFOKNI 20T~
PEFENSE INTELLIGENEY. AGENCY

WASHINGTON, D.C, 2034U-S10

S-08-0211CE

1 February 2068

Subjoct:=alr Congressinnal Nntfication ~ DIA tnicrragation Recordingy ol Ali $alch

Kablsh Al-Morri

L. Spmunary =tiebd The Depanumen of Jusnice (104} secently requesiod the Brefens

Imcibgmee Agency (DIA) assistance in mcctiun with collectlon ofinformation 3l

Charleston, South Carolina. 120F wanted infurrativn concerning the joint DIA-FBL
interrogutions of Al-Marri thiat veournd between September 2003 and July 2004,
inventary in resporse to tho DO) roquest, DIA detersnined that interrgation sessi
recorded and that the original video rovordingy of the intermpations wers destroyed,
DIA made copics of some of the sessions 1 saad 1o pther clivitics. We are in the p
cocnpdmg all svaiteb)e copics of those recordingy, 0w 10 current (’mgmmml
,lntetm {0 dostructian of interrogation wpcs, DIA has initiated an intwmal inquiry int
inforrogation recordimgs wiul the circumstances mmding el disposition.

2. Byckerownd:
89 The Dircctor, 1MA in Avgast 2003 appmved viden re:ordins of the iMetrop

subscquenily recorded all 37 intermogarion seasions of A + Which nccumred e
Scplcmbcr 3003 and 31 July 2004. The susvions were racarded viu cither VHS tapo

had ben

tinns, DIA
een 12
bt 13V

-emm imlerrogatiom team considercd the seoordings as working papers, wabliag the

interrogatars and others to reviow Al-Maorri‘'s comments, dumaui, Bnd to

transtations. Dutailed situatinn reports (STTREPy) wore prepored as well as ifnciligence
iwfornwntion reports (HRS), DIA muintatis record copies of the SITREPs and 13Rs.

+ =p@t A s utilizing informaion fFum the vocordings, the (nterrogution Tegm Chief

and the bead DHA inustugaios desitnyed the origina) VIS tapwy ead DVIDs
Decombur 2004 and Fetwunry 2005, They dostruyed the recondings because
- regarded them as working pipers wilh no firther intelligence value.

ween
cY

FEANF Duy to outrent Congressional ad DOJ intcrest in destruction of ilita-mgu!iu’: pos. DIA

tnluated an internal, foint nspevtor General - Génendl Counsel inguiry into the at
recardings und the circumstaness suvounding their disposition.

v Qe While the inquiry continuei the conient of thie recordings 15 beiny sy

avriwdjwn e
Norkoud ve WG

tian

iowyil.

EFF
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v SNPDLA has lound 2w evidence thid, st the time of the destruction of the
there was any litigation bold, prescrvation dircctive, agwicy issuance, courl
roguest by any invcsﬁgative bady expressly requiring preservation of the r

~{8A¥pThe DIA General Counsel has impased a litigation hold fequising continucd
of all Af-Murri related infurmstion, including recordings.

Phskesd 4 Pplems

MICIIAEL D. MAPLES
Licstenant Generel, USA
Director

ardings,
e1, or
dings.

hroscrvalion
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U-07-03371G AUG-1-4 2007

(b)(2).(bK3):

10 USC 424

UNCLASSIFIED

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, OC 20340-S100

-

To: Asgsistant to the Secretary-of Defense (Intelligence Oversight) -
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:  Quarterly Inteiligence Oversight Report for the Period Ending 30 JuT 2007
References: 8. Executive Order 12333, "United States lm«:lligem:e Activities,” 4

1981

b. Executive Order 12863, "President's Foreign Intelligence Advisoxy Board,"
13 September 1993

c. DoD Directive 5240.1, "DoD Intefligence Activitics," 25 April 1188

d. DoD 5240.1-R, "Procedures Goveming the Activities of DeD Ini
Components that Affect U.S. Persons,” December 1982

Decembey

fligence

1. Asrequired by references, the Defense Intelligence Agency (DIA) Quarterly thelligcnce
i further

Oversight (I0) Report for the period 1 April through 31 July 2007 is enclosed.
information is required, please contact the Office of the Gcneral Counscl (GC)
[ * ] or the Office of the Inspector General (OIG) &t . 5 -7 .

~l 10 use 424
(b)(2).(b)(3)=
10 USC 424

2. There were no mtellxgenee oversight investigations opened during this quarter
3. There were no substnntnvc changes to DIA’s IO program.

4. There were no changes to any published directives or policies concerning intelfigence,
counterintelligence, or intelligence-related activities.

3. DIA does not have any suggestions for program improvements this quarter.

(B)(3):10
USC 424

cc:
DR

UNCLASSIFIED

EFF 190
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“SECRET/NOFORN/20520426~

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20340-5100

$-07-0173/1G
To: Asgistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:  (U) Quarteriy Intelligence Oversight Repart for the Period Ending 3] March 2007

References: e. (U) Executive Order 12333, "United States Intelligence Activities,” 4 December
1981

b. (U) Executive Order 12863, "President’s Poreign Intelligence Advisory Board,”
13 September 1993

c. {U) DoD Directive 5240.1, "DoD Intelligence Activities,” 25 April 1988

d. {U)DoD 5240, l‘-R, "Procedures Goveming the Activities of Dol Intelligence
Components that Affect U.S, Persons,” December 1982 .

1. {U) As required by references, the Defense Intelligence Agency (DIA) Quartuly Intelligence
Oversight (I0) Report for the period | fanuary through 31 March 2007 is enclosed, '
information is required, pleasc contact the Office of the Gmemi Counsel (GC

(0)(2).(b)(3): Z407 lor the Office of the Inspector General (OIG) aff: <7 v [ -5 o

10 USC 424 54

2. ~(S#NFy The OIG released a letter, §-07-0098/1G, subject: Possibie Violati

(B)(1).(b)(3)10
USC 424,14 (c)

cngaged in qucstlonable collection achiviies Trom 2003 1o the pfesenl The OK
mvesugatlon into this matter (Pro;wt 2006-002940-MA). No further informati
this time.

3. 38 The OIG released a letter, S-07-Ol 10/1G, subject: Possible Violation pf Executive
Order (EO) 12333 and DoD $240.1-R, 5 March 2007, that reported that an individual

3 ®)2), (b;{é"j“{io USE

;" (B)(1),1.4 ¢

asslgncd to the Directorate for Human Intelligence (DH) my have cmed questionable
activities cormstmg&f] .

L lthrousli mprow
coonimauon. 'l‘he OIG umt:ated an mvestngat:on into thss ma!ter (Project 2007-002947-MA),

No further information to report at this time.

Classified by: DIA BUNIINT SCG
" Declassify on: 203204
Date of source: 1 Octobyr 2004

~SEECRET/NOFORN/20320426—

EFF
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USC 424

~SECRET/NOFORN20320426—

4. (U) There were no intelligence, counterintelligence, or intelligence-related actjvities that
violate law, regulation, or pohey substantiated this quarter,

ik f}} .

5. (UNPe e PR “(0)(3):10
< s during the period 2 Novembet through Deccmber 2006 'I'he punEose of the usc 424
mspeetxou was to assess and idennfy any impediments to mission success. OIfF did not find
any questionable intelligence activities.
6. (U} There were no substantive changes to DIA’s IO program.
7. (U) Thete have been no changes to any published directives or policies conceming
intelligence, counterintelligence, or inteliigence-related activities.
8. (U) DIA does not have any suggestions for program improvements this quartes.
b)EX10
USC 424
ce:
DR
DD
2
—SECRET/NOFORN/20320426-
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=FOR-BEFICH U E-ONIY-

COUNTERINTELLIGENGE FIELD ACTIVITY
251 18th STREET
CRYSTAL SQUARE 5, SUITE 1200
Ardington, VA 22202-3537

INFO MEMO
FOR: ATSD(I0)
FROM: JAMES T. FAUST, DIRECTOR, CIFA i
SUBJECT: Quarterly Intelligence Oversight cho(@

» This memo provides CIFA input for the quarterly Intclligence Oversight report.

intelligence-related activities that violste law, regulation, or policy suwbsiantiated

« INFORMATION REQUESTED: Description of intelligence, counterinfelligence, and
during the year, as well as any actions taken a5 a result of the violatio

CIFA: NONE

» INFORMATION REQUESTED: A list of intelligence oversight inspeclions
condueted and a paragraph summarizing the results or trends from thosg inspections.

CIFA: NONE

» INFORMATION REQUESTED: A paragraph swmmazizing any subst:j'ntive CIFA-
- wide changes to our intelligence oversight programs, including changes fo supporting
training programs, and the reason for the changes. (Attach 2 copy, if anfy).

CIFA: NONE

+ INFORMATION REQUESTED: A paragraph summarizing any CIFA-fwide changes
to published divectives or policies concemning intelligence, cuuntcrintcﬁigence, ot
intelligence-related activitics and the reason for the changes. (Aftach a ¢opy, if any).

CIFA: NONE

e INFORMATION REQUESTED: Any other matters pertinent to the CIFA
intelligence oversight program.

CIFA: Robust Intelligence Oversight education program continues.
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(b}(2).(b)(3):

10 USC 424

“SECRET/NOFORN—

DEFENSE INTELLIGENCE AGENCY

SYASRINGTON, DC 20340-5400
$-08-01524G
To: Assistant to the Secretary.of Defense (lntellugence Oversi ght)
7200 Defense Pentagon

Washington, DC 20301-7200

24 April 2008

Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending31 March 2008

References: a. Executive Order 12333, "United States Intelligence Activities,
1981 :

" 4 December -

b. Executive Order 13462, "President's Intelligence Advisory Board and

Intelligence Oversight Board," 29 February 2008
¢. DoD Directive 5240.1, "DoD Intelligence Activities," 25 Apri

d. DoD 5240.1-R, “Procedures Governing the-Activities of DoD
Components that Affect U.S. Persons,” December 1982

e. ATSD(IO) memorandum, subject: Required Actions for the Q
Intelligence Oversight Report to Congress, 15 November 2007

1. (U) As required by references, the Defense Intelligence Agency (DIA) is st
Quarterly Intelligence Oversight (I0) Report for the period 1 January throu
2008. If further information is required, please contact the Offi ice of the Ge

or the Office of the Inspector General (OIG) af -

a, =(@#isThe Director, DIA, directed that the Inspector General and the General Counsel

2. (U) The following inteltigence oversight investigations were opened this ptFod:

conduct a joint inquiry into the facts and legal considerations surroundi
of video recordings created during the joint Defense Intelligence Agenc

inv tJ tlon (DIA/ I | trro at on, of enemy combatant detamee ;_‘_"' Pl

1988
Intelligence
Y 2007
bmittiag the
31 Maxch
neral Counsel at
' T {b)(2),.(B)
10 USC 42
g the dispaosition
/Federal Bureau
TEIT] ()8 )

Thei mqmry detemnned that the dssposal of vsdeo recor&iags Was consi

Department of Defense and DIA information security regulatory guidarjce on disposition
of working papers, and standard interrogation approaches were followefl. *
was treated humanely and no extraordinary or enhanced interrogation tgchniques were

S wiTh

employed. The interrogations were conducted in a manner so as not to piolate any law,
executive order, other presidential directive, or Department of Defense policy. The
report was issued after the close of the reporting period. (Project 2008-003059-SA)

Classilied by: Mhltiple Sources

Declassify on: 24

1330418
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)1).14(c) intelligende o'i.}ers,gm Solieies bt the|

—SECRETNOFORN—

b, m review was initiated about circumstances leadmg to tbﬁ <

RCONITO

[~ =" Imade of DIA} '
w eDIAL ‘Fequested the OIG Teview all typas of medta in the

agency S possession wvolvings i

| o“ owecf and no|.

5 3 employed The
report is in final Teview for mlcase (Pm;ects 2008-003089!0 092/C 030D3-MA)

c. -(Sﬂﬂi}'l'he OIG recewed information thatt:3

}nay have conducted

mto the maltcr and detenmned the allegation was not substantiated; case)
no further action. (Project 2008-003090-MA)

3. (U) The following provides the current status of ongoing intelligence oversig
investigations:

7 The 0IG mmated an nteﬂiﬁnoe oversn&f'idvéé.'tiéation

was closed with

bht

b, ‘(9*9“")[' " Directorate for Human Intelli

ence, Thay have

engaged | in uestlonable actmnes involving the establishment of}: . -

~..| The investigation substantiated violations

of Defense polu:les for mfo&natton assurance, webmaster policies, and pnvacy

requirements and the website was removed from the Interet. The repor
review for release. (Project 2008-003049-MA)

4, (U) The following final investigative report was issued during this period:

to Department

is ia final

=& The OIG conducted a review at lhel
for 1li

"+ lin response (9}3):10 USC
. — 424

versight guudance (;n usmg1 g

(CIOREYC I G " %] The review determined that the| = . | . 2. B4 ()
(b)(3):10 : | B L jmad a conttact wnh an academic institution and two thcr coutracls '(b)(3);i )
LUSC 424 reiarcd toL I ] The conlract actmtles com lied with USC 424

sufficient application controls in place to prowde needed IO trammg 6
recommendations were issued to: 1) address training of personne! invol
research projects; 2) include modification of current contracts to include]

m_]did not have ‘
bed in Slm“al' "(b)(3)I1“)0-;
an IO policy; usC424 .
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and 3) establish provisions to include 0 training responsibilities in futy
purchase orders when appropriate. Management is aking corrective ac
2008-003018-MA)

e conltracts and

on. {Projéct:

ccl
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GOUNTERINTELLIGENCE FIELD ACTIVITY
251 16t STREEY
CRYSTAL BQUARE B, SWXTE 1200
Aringlon, VA 22202-3837

INFO MEMO
FOR: ATSD(l0) '

92
FROM: JAMES T. FAUST, DIRECTOR, CIFA {k\ AUG 22 2007
SUBJECT: Quarterly Intelligence Oversight Report
. INFORMATION REQUESTED: Desaription of infelligence, counterinte

ligence, and

intclligence-related activities that violate law, regnlation, or policy substantigted during

the quarter, as welt as any sctions taken as a result of the violations.
CIFA: NONE

2. INFORMATION REQUESTED' A lirt of intelligence oversight inspecti
conducted and 2 paragraph stmumnzmg the results ar trende from those

ctions.

CIFA: Reviewed a new tools suite (IATS) and its 10 proceduml safe
IATS is a Google-tika search tool designed to permit joint, on-line

ards.

countefintelligence collaboration and population of products en a CIFA-controlled

system. Given the desired end-state, IO procedural safegvards are sti
develapment and will be in place befove going live.

under

3. INFORMATION REQUESTED: A paragraph summarizing any substani;c CiFA-

wide changes to intelligence oversight programs, including changes 1o supp
training programs and the reason for the changes. (Attach a copy, if any).

CIFA: NONBE

4. INFORMATION REQUESTED: A paragraph summarizing any CIF. A-WJde changes

to published directives or policies concesning intclligence, counterintelligen
intelligence-related activities and the reeson for the changes. (Attach & copy,

CIFA: NONE

3. INFORMATION REQUESTED: Any other matters pertinent to the CIFA

intelligence oversight program.

e, or
if any).

EFF
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COUNTERINTELLIGENCE FIELD ACTIVITY
251 18t STREEY
CRYSTAL SQUARE 5, SUITE 1200
Arfington, VA 222023637

MEMORANDUM FOR ATSD(IO)
SUBJIECT: Quarterly Intelligance Oversight Report CY 2008 15t Quarter

1. INFORMATION REQUESTED: Description of inteligence, counterintelligerce, and
intelligence-velated activitics thar violate Jaw, regolation, or policy substantiated during the
quarter, as well as any actions taken ag 8 cesult of the viclations,

CIFA: NONE

2, INFORMATION REQUESTED: A [ist of inttiligence oversight inspections conducted and a
" paragraph summarizing the resultg or trends from those ingpections,

3. INFORMATION REQUESTED: A paragraph summarizing any substantive

changes to intelligence oversight programs, including changes to supporting traini
aud the reason for the changes. (Attach a copy, if any).

CIFA: NONE

A-wide

CIFA: Conducied random audit of compliance with CIFA IO training req%i:emenm
§ programs

4. DNFORMATION REQUESTED: A patagsaph summarizing any CIFA-wide canges to
publisbed directives or policies conceming intelligence, counterintelligence, ar igence-
related activities and the reason for the changes, (Attach a copy, if any).

CIFA: Published new internal disoctive on SAP reganding offeasive countprinielligence
operations, Published updmed intemal directive regasding legel review of CIFA work-product,
reaffitming that the CIFA' OGC shall review, among other things, all anafytic products and
operstional reports - the review of which is primarily designed for intelligence ovgrsight

with modest administrative changes and maintsining the requiement that all CIF4 employees,
contzaciors (on-site or off-site) are required 10 take CIFA 10 training befose en: in cybey
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