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g E:::::::j The financial ‘institution returned responsive records;~b,E '

" . as well as additional records prior:- to | | - PE

' Tfanalyzed the results: and uploaded a summary to an-.FBI database,f -
‘thereby Compounding the error. -The'data has since been .

'}a sequestered with the’ fleld offlce counSel and purged from the FBI
3‘database ‘ S : ; :

' DECLASSIFIED BY
o 05 10-2010

‘INTEAL‘LIGE ‘ IGHT BOARD {IOB) MATTER - e
S i |FIELD OFFICE ceTT R
IOB MATTER 2007 1733 (U), o g2
b7E .

(U) By electronlc communlcatlon dated March’ 22 2007 the

- in conjunctlon w1th 1ts ong01ng lnvestlgatlon of a Unlted States;~7

s _;.‘_' ..—...*-_.‘ -ﬂ-_ e

Person _ ‘

s B On 04/11/2005 | Ilssued an. approved nght to- ‘
Flnanclal Prlvacy Act (RFPA) Natlonal Securlty Letter (NSL) to a
"financial institution, -for subject records from

b2

(u) - The fleld offlce has been 1nstructed to - contlnue to~7‘

ffsequester the overproduction;. and either.issue’a curative NSL or -
‘»return'or destroy the additional data in accordance w1th the L
‘F}ﬁinahclal 1nst1tut10n S; WLshes

65179)Dyﬁzsdﬂf,

a

Derlved

|Field Office | | reported a potential IOB error -° .
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INTELLIGENCE OVERSIGHT BOARD MATTER

| | DIVISION .
IOB MATTER 2007 1608 (U) L .
The Federal Bureau of Investlgatlon ("FBI") has fﬂ‘”'ab7§;

?fdetermlned that ‘in conductlng a counterlntelllgence iz Lig lon
‘of a-United States person,.the[::::::::]Fleld Office S
_received toll billing records’ in response to a subscrlber NSL. .
This third. party overproductlon was ‘documented in an électronic .

“;communlcatlon (EC) whlch was uploaded 1nto the FBI's - Automated

- Case Support (ACS)

vfhave.be
cefforts| through tralnlng and protocols “to-. prevent ‘third party

As stated above,[:::::::]prepared a subscrlber NSL for“

4Aserv1ce on a provider in relatlon to ‘an. ongoing

counterlntelllgence investigation. - The NSL was- forwarded to the
Field Office E::::::fﬁ for. service: . In response, the

carrier. prov1ded the requested. records as well toll records

related. to the -account. . Upon. recelpt of the results ‘from the

b2
BTE

h@carrler,[::::::]documented the ‘toll records 1nformatlon into an o

EC -and uploaded the EC’ into the ACS. case file for |= Upon B
review of the results,[::::::::]1dent1f1ed the over -production

,and prov1ded the toll records to thelr CDC for sequestratlon

,(U) "FBI offlces geographlcally located wrth

ﬂtelecommunlcatlons and financial services companles ar0und the

countr“ whose- personnel are asked to.serve NSLs for-all the FBI
en advised of this: challenge. .These  offices-are maklng

overfproductlons from being compounded when transmlttlng the

results| back to the requestlng offlce

o
[
[

- ———
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'("NSL")Jto ‘a.provider for: electronlc subscriber: 1nformatlon»‘g"" bg

":'i?INjELLr'ENtE’ovERsiG T BOARD (I0B). MATTER
A FIELD OFFICE =
"TOS MATTER_2007-1371 (U).

|1ssued a Natlonal Securlty Letter

(name, i'date’ and length of service)... On 4/04/2007, while - ./ ..p7g

1Lrev1ew1ng the’ response ‘from' the prov1der, dlscovered v
1that the prov1der ‘had produced 1nformatlon beyond ‘the 'scope of

the.NSL “ SpeCLflcally, the prov1der produced information for a

}eetlme period -more than six months after the time period dellneated
“in thelNSL . 'By: the: time| Idlscovered the over- .-
'productlon, 1t had already uploaded the 1nformatlon lnto

»EAutomaied Case Support (ACS)

M'h‘ : . S :
L (U) ThlS matter is belng reported because the fleld

! '.offiEE'compounded the prov1der s¢ thlrd party error by uploadlng
N Wuthe:injormatlon onto ACS i Lo v

I T I

o

N
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[ - .:'{‘i.SectIon 2.11 prohibition on assassmation
..Section 2. 12 indireét partncnpanon I . L
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"-IER EXECUTIVE ORDER (SPECIFY) SRS
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Other (EO cxtatlon )

R i PRESIDENTIAL DIRECTIVE (SPECIFY . S
S 17 COVERT ACTION FIND[NG/MEMQRANDUM»OF NOTIFICATION
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INTELLIC ENCE QUERSTGHT BOARD. (IOB) ‘MATTER .
FIELD OFFICE wfi?«,,HQJA,,
IOB MATTER 2007-779-FCRA~ (U)

of a U.S." person; sent ‘a National ‘Security -

CeLin response to the NSL;

Tetter (NSL) to a credit’ reportlng agency- seeklng both'. consumer

e ¢1dent1fy1ng 1nformatlon and financial institution names and"
Tg5addresses ‘under'the Fair Credit. Reportlng Act. (FCRA), 15 U.S.C..'§ -
~::1681lu.: The credit . ‘reporting agency produced - a full credit reportn;;”_
n [::f]summarlzed the full credit report in -
- an. EC, which- was uploaded onto an FBI. database.; Upon- dlscoverlngf'
© the over-production,[__]purged the documents containing the’ -
i .summary of the full credit report ~also . sequestered thej.'
'wq’orlglnal ploductlon w1th an Assoc1ate D1v151on Counsel (ADC)

o (U) In thlS case, an error was commltted by the fleld offlcefu
'Tthen it. uploaded the. over=- produced 1nformat10n .onto an FBI .- ‘

- database. ~The. field office. has' been. 1nstructed to purge the

o summary - of the full credit’ report -and. redact all over-produced’ o

, glnformatlon from any other hard and- uploaded records.” .The - fleld
‘“;jofflce ‘has- been informed that ' it may maintain a.copy of the full-

‘jcredlt report ‘with the.over- produced 1nformat10n fully redacted

- Finally,  the fleld office has .been 1nstructed to contact.the ' -
" credit |reporting agency. and: ask whether. the .original. full credlt
= _report {should be returned or’ destroyed 'w1th approprlate‘ﬁ‘

”fjgdocumentatlon to the filel DU » S

7 DECLASSIFIED B? 55L79/DHH}sdh R ;x~f;;1“_“-:~u‘ R e P
;um 05-10- 2010 o T T T e e Tt

| Cardozo-T0B-247

Durlng an authorlzed — - lts.ﬁ._ﬂ‘

"52'

CpIE-



"'ALL’ INFORMATION CONTAINED.
.. " HEREIN: IS UNCLASSIFIED = - :
‘ AD.m: 05- 10~ 2010 BY’ 651?9/DHH;‘sdb

[OB SUMMARY SHEbT

CY Quarter]v Report

L m——

L Name of Departmcm or Ag,ency . FBI‘_»‘ B

S
&

"".-’;DArE OF INCIDENT -:‘.'V_i’il I: : DATE OF REPOR[ TO lOB ’4/ 3"/ "3'-"‘1,'; L RTE.

Cer . ‘DATE or R_EPORT TO DI-PARTMENT/AGENCY 03/1,/2007

B DATE REPORT SUBM[TTED TO OTHER ENTITY (l e. DoJ Congress ClVll Lnbemes Ofﬁce)

PR POSSIBLE VlOLATlON OF

L STATUTE (Umtcd Stau.s Code Cltatlon)
LV FISA(S0US.C.1801)" =
o Y i Other (U S. C cnanon

Fau’ Cl edn Re OITIIIE' Act" 15 U S C

-CUTIVE ORDER 12333 : : . .
'__ ‘.,'Sectlon 2.3 coliection & dxssemmatxon of USP mfo ToE e
- -Séction 2.4 preamblc least intrusive collection-

. ‘Section 2.4(a) CIA eléctronic surveillance w/in US ©

o Section 2.4(b) unconsented phvsmal search w/in US
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INTELLIGENCE ‘OVERSIGHT BOARD. (IOB) MATTER LT e
B | FIELD OFFICE ~ | . -~~~ .. = 7=
IOB MATTER 2007-3288-FCRA- w0)"

I#U)‘. - *:>§;:Dur1nq a | |of a 7. b7E
" U.s. person,| | issued two (2) FCRA NSLs under 15 U.S.C. o
8§ 1681u(a) seeking financial 1nst1tutlon ‘names and addresses. - In<
;- response, both. credit .reporting agencies produced full credlt :
- .reports- for the target.] |drafted and uploaded’ onto an“
. EC analyzlng the 'full credit reports onto an FBI database. The'
EC contained substantive: information from the -full credlt reports
gand was sent ‘to the Counterlntelllgence D1v151on (CD) .

) (U) In thlS case, although the FBI obtalned both full credlt,'
"’ réports because-.of third _party errors by. the credit reporting
‘agencies, the-field ‘office- compounded the third party errors by - -
.- " uploading substantlve information from the full credit reports onj"’
T oan FBI database and by dlssemlnatlng the 1nformatlon ‘to CD ' '

: I(U) The fleld offlce has ‘been 1nstructed ‘to redact or purge: 2
”,'all over- produced information. from all hard and uploaded records,
'wlncludlng its analysls ‘on-'the FBRI- database. -In‘ addition,  the
f,fleld office has.been.instructed:to ‘contact . the .credit reporting .
;lagenc1es and ask whether .the orlglnal full. -credit reports should -
. . be returned .or destroyed, w1th approprlate documentatlon to the.‘
. f le S S - o :
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R ::determlned ‘that" the[:::::]Edeld Office [ ] issued an. NSL,

‘.in response to which the. carrier returned toll records. for a-
- peribd|of tlme beyond ‘the time perlod requested and the }Q.{;‘f

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

- . FIELD OFFICE ‘ : g
‘A.IOB MATTER- 2007 1883 (U) S

ST o _,;,.At .1 - b2

b7E"

(S‘ The Federal Bureau of- Investlgatlon ("FBI") ‘has

'Ti}lnfommatlon was uploaded 1nto a database

o

Tni- thlS reqard, or. or’ aboutl 1:

‘Fg;nltaate S & of a ™United States
W*person; as-that term:1s used 1in-Section . l01(1 ?of the~ Forelgn

oI ntelllgence Survelllance Bct of 1978: (FISA). .. Durlng the course
- of this investigation,” an- ‘NSL dated.06/13/2003 was 'issued

iirpursuant to the Electronlc Communlcatlons Prlvacy ‘Act. ‘(ECPA), 18-
LuU.s. C.{§ 2709, for toll bllllng information. .The’ carrler‘};. S
- returned information- -responsive to the request but, in’ d01ng so, b2

v';fpfalso p'ov1ded information for. two. years prlor to . the NSL time  BTE.:

frame. “The. 1nformatlon was uploaded. into ‘a’ database. By EC
dated @4/07/2007 the potentlal I0B violation' was’ reported
has ‘been adv1sed to remove- the information from. the"

.database, to: the extent it -has not already done so,.and . to elther:

lfiujg_;;;destroy or  return the ?ing?al ‘to. the carrler, dependlnghon the

'?of the carrler.

k- - (uYy. The IOB has- 1nstructed OGC to report matters 1n

'“.g°WhiCH-Jnformatlon overcollected due to carrier error -is: uploaded

'pffintotajdatabase.; Thus, thlS sltuatlon is belng reported to theﬁ_j

-

70-10B-251
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SRS | ‘INTE_;I;I;..IGENCJ 5T BOARD  (I0B) M‘ATTER L
S | DIVISION . .
LT e T IOB MATTER 200'7 897-NSL (U)
On or about 01/06/2004 properly prepared'dd

_AZand 1ssued a National Security:- Letter. (N3L) requesting subscrlberg:Vl-
“‘information .for a- telephone number believed to be associated with

au. S.,person who was the subject -of an authorized. 1nvestlgatlon'““b2"

 In. response, the carrier provided the 1nformatlon requested for . :P7E
*" that’ telephone number plus 1nformatlon on eleven addltlonal. o -
: numbers associated- w1th the: subject. This- information.was beyond
f the scope of the NSL. -Upon: rece1v1ng this. information from the
: carrler, uploaded 1t 1nto an FBI database
Do e '(U) The fleld offlce was. adv1sed to elther 1ssue a- o
.- " curative NSL, or. remove. all records from. any FBI database (s} -and -
o contact the carrier to determine whether the- ‘records should be
L returned,orpdestroyed, w1th approprlate documentatlon to the
1flle Lo D S " :
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ALL mmmn‘rmm cuu'rumn ST T e T g
 HERETN I3 UNCLASSIFIED - RN - R T T
 DATE' 05-10-2010 BY 55179fmmxsdb

IOB SUMMARY SHEET
‘\Iainezof Départment or;&aéncy FBI CY Quarterly Report lstQ FYOS o
L ‘V'DATE OF INCIDENT 01/06/2004 T DATE OF REPORT TO IOB wsmeeﬁ ‘1/3010“3 R

: DATE OF REPORT TO DEPARTMENTIAGENCY 04/ 10/2007 \ _
‘DATE REPORT SUBMITTED TO OTI-IER ENTITY (1 e, DoJ Congress ClVll leemes Ofﬁce) NIA;,
e POSSIBLE VIOLATION OF . o ' '

* * STATUTE (Uriited States Code Cltatlon)
FISA (50 US.C. 1801)
Other (U 5.C. c1tat10n 8 U. S C. 2709 )

T EXECUTIVE ORDER 12333 : Ce T
S Section 2.3 collection & dnssernmatnon of USP mfo
' . Section 2.4 preamble: least intrusive collection . -
‘Section 2.4(a) CIA electronic survelllance whinUS"
‘Section 2.4(b) unconsented physical search w/in US. -
- Section 2.4(c) physica) surveitlancé of USP w/in US"
" Section 2.4(d) physical surveiltance of USP abroad..
- Sectlon 2.5 AG approval w/in US or against USP abroad
+ Section 2.6 assistance to law enforcement
‘Section 2.7 contracting. - .
~Section 2.9 undisciosed participation
- Section 2.10 human experimentation
~'Section 2.11 prohlbmon on assassination _
‘Section 2.12 indirect participation . o .
: AG Approved EO 12 33 Gurdelmes (Guude]mes name and sectlon )

— Creation of unauthonzed SAP (EO 12958 as amended)
Other (EO cutatlon ) .

' f’:'.'j~ f,‘PRESIDENTIAL D[RECTIVE (SPECIFY) N A : '
.COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presndentlal Dlrectlve cltatlon ) :

a OTHER EXECUTIVE ORDER (SPECIFY)

C DEPARTMENT/AGENCY ACT[ON Field ofﬁce advrsed to remove. records t‘rorn FBI database(s) and contact the
o I: camer to determme whether the records should be returned or destroyed :

: ‘DATE OF FINAL DISPOSITION 1-3&21‘299? -

i f' -CardvonQvAI:Q,B:‘TAZJS?I.'_ . AT
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DECLASSIFIED BY VSSl?QIDM!I/Sdb
DN 05-10- Zﬂl[l '

INTELLIGENCE OVERSIGHT ‘BOARD.. (1013) MATTER T e
| e IpTVIsION W S

IOB MATTER 2006 0399NSL (U)

S i}§<i On December l 2005 the[:::::::::]Dlv131on , o
S \properly- prepared and issuéd a National Security: Letter b2
(NSL) - -réquesting e—mall address: information’ for a U S, person who-

'z:gwas the subject of an authorlzed .investigation. In response, “the:

A'V;carrler provided the. requested .information-but- also prov1ded hlstory

~ logs ‘that. were beyond the scope of the NSL. Upon receiving this -
'ilnformatlon from: the” carrler,i conferred wlth its Chief

1‘_Dlv1slon Counsel (CDC) and it was 1nterpreted that the carrler

uaw1lllngly provrded the hlstory logs.

R SR 5| Isubsequently 1ssued two NSLs based on- .. .
YJ"lnformatlon from the -history logs.” In response, the carrier - T bﬁ

. 'E

“provided IP address- 1nformatlon, whlch! Iflled.butunever o .
'j‘uploaded 1nto any FBI databases o ‘ - : ’

In May 2006 | |learned that the hlstory

:ltUlfi“logs obtalved'p rsuant to the original NSL:were an overproductlon‘of

records.’ ' Upon. discovery,| |coordinated efforts.to identify,
remove and sequester all over- produced data.- 1 Igave the
orlglnal results from the initial NSL and subsequent NSLs to: the CoC.

m?f,for sequestratlon and- ensured ‘that only subscriber account

'fflnforqatlon within' the’ scope . of . the original .NSL was . filed. -If noti"f
" _already accomplished,  0GC. advised|

b2
[=4
. -~

~ B7E

1

'“;ﬁ_“ (U) By agreement w1th the Counsel to the IOB “third .
-party.. errors in the production of 1nformatlon pursuant ‘to an 'NSL

Yl must . be- reported . to. OGC as.a.potential IOB, but they are not -
‘ﬂffreportable to "the I0B .unless the FBI. ‘compounded the error by’ .
f'y?uploadlng the: excess information or undertaklng other.. 1nvest1qat1ve
-/ activity‘on .the basis. of ‘that information. ‘In_this’ case,l |-

‘ffﬂlnadvertently compounded the third party" error by 1ssu1ng NSLs based
~on- 1nformatlon derived’ from over- produced data A_Therefore, this .

*Tnfmatter is reportable to ‘the IOB. .-

=

-

" bIE.



ALL IHFORHATION cnurnrnzn """
. HEREIN IS UNCLASSIFIED -

“DATE 05-10- 9010 BY: 65179!DHHfsdb R Lo LT
. , . IOB SUMMARY SHEET

.ifNameof Department or Agency PRI CY Quaner!y Report lstQ FY08 T L
DATE OF INCIDENTI | DATE 01= REPORT TO IOB ‘{/33/0*’»’:; S gse

. DATE OF REPORT TO DEPARTMENT/AGENCY 07/07/2006 |
o DATE REPORT SUBMITTED TO OTHER ENTITY (Ie DoJ congress clvu LIbemes Offce) N/A L

o POSS[BLE VIOLATION OF

o -STATUTE (Umted States Code CItatlon)
FISA (S0.US.C. 1801) " - : e
x , Othcr (USC citation: 18USC 2709 )

o -j'EXECUTIVE ORDER 1233.1 : T
:A‘Sectron 2.3 collection & dIssermnatIon of USP mfo R

- Section 2.4 prearnblc least intrusive collection |
- -Section 2,4(a). CIA electronic survclllance w/in US
.- ',_Sectron 2:4(b) unconsented physrcal search’ w/m US
. Section 2.4(c) physical surveillance of USP w/in- US
- Séction 2:4(d) physical surveillance of usp abroad. o
'j~_i7 " “Section 2.5 AG approval w/in US or against USP. abroad el
.1} * . Section2.6 assistance to law enforcement Do .
c vl -.Section 2.7 contracting L ey
: ‘[x ~ 1 - Section 2.9 undisclosed participation. RPN
},__ " Section 2.10 human experimentation’ « - .
o ﬁ__ .- Section 2.11 prohibition on assassination.’
o ;__ " Section 2.12 indirect participation. ~ * - : -
: ._____ ;4': AG Approved EO 12333 Gurdclmes (Guldelmcs namc and secuon )
S
' l OTHER EXECUTIVE ORDER (SPEC[F Y) ST
F Crcgtron of unauthonzcd SAP (EO 12958 as amended)
. ;’ i' Other. (EO crtatlon ),v SRS :

PRESIDENTIAL DIRECTIVE (SPECIFY) e e
" COVERT ACT TON F[NDING/MEMORANDUM OF NOTIFICAT'ION
Other (PICSldentlal DIrectwe cItatIon :

.-

- BEPARTMENT/AGENCYAGTION: Upon dlscovery, thcl |

“bd

| *DATE OF FINAL DISPOSITION; . *




DEELASSIFIED BY, 651?9/DMH}sdb 7
‘an- 0s- 10 2010

c INTELLIGENﬁB_QMERSIGHf BOARD . (IOB) MATTER
O DIVISION ..

IOB MATTER. 2006-402° (‘)_w?f~"

On February 27 2006 Dlvlsion‘,a~

natlon from Cet 2
for a-United States-{
Co person who was’ the: subject of an. authorized 1nvest1gatlon.. In,-{
‘-‘:1response, the ‘carrier. prov1ded the requested information ‘but also.
- ing to the- requested account. from: i

e On|

|sealed the results from

';iftthe NS and provided them to the]|

to.be sequestered..

‘}' 1 [also.purged _the over—oroduced L
;. ~information from FBI. databases ‘Flnally,l submltted a

.requesting-.records for: the email-

" ‘new. NSL, .dated May ‘16,2006,

|Chief Division Counsel*_‘jb‘o
CBTE

“.account from the date of lnceptlon through the tlme of serv1ce

‘ffpartQTe

‘mustbe

-f_reporta

H=,upload1nq ‘the excess 1nformatlon or undertaklng other. .
-jlnvesthatlve act1v1ty on the basis of that: 1nformat10n

Loy,

By agreement w1th the Counsel to the IOB thlrd

Frors in the. productlon of information pursuant to an NSL
reported to OGC as-a potentlal I0B, but they are not-

ble to the IOB unless the FBI compounded ‘the error by

"‘oxcase' ‘the FBI compounded . the third- party error by: uploadlnq o

_.fﬂlnformatlon derlved from over- produced data: 1nto an' FBI. database.;fﬁ
' V}Therefcre, thlS matter lS reportable to the IOB S

-

=

-:g:-":»‘"- o — = .~.1=—-
T Ayt -

:5631U??f1A°J

s
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. ALL INFORMATION tommmrn
*  HEREIN.IS UNCLASSIFIED ' w T
-DATE 05-10-2010 BY 65179/Dl‘ﬂ-l/sdb A

IOB SUMMARY SHEBT

CY Quarterly chort : S _,-

. Name of Depanment or Agency FBI»': _ o -
;f,.‘;‘,.DATE OF [NCIDENT’ Approx.mateu{:[-.* DATE OF REPORTTO IOB:_':}" / ?;o/a“s )
— RS A S L b2
',,.DATBOFREPOR’I‘TO DEPARTMENT/AGENCY July':' 2006 ,i S Ty p7E

£ ”DATE REPORT SUBMITTED 'ro OTHER ENTITY (| e., Do.l Congress, Clvnl L.bemes Ofﬂce)
P :"_‘-ZPOSSIBLB VlOLAT[ON OF o '
o STATUTE (Umted States Code Cltatlon)

S FISA(SOUSC.I80):
X - Other(USC mtanon lBUSC $2709)

' ‘..EXECUTIVE ORDER 13333 : oL,

: " “Section 2.3 collectlon & dlssemmatlon ofUSP mfo .
- Section 2.4 preamble: least intrusive collection

: Sectlon 2:4(a) CIA electronic surveillance w/in US.*

,‘Sectlon 2.4(b) unconsented physical search wii i US

Section 2 A4(c) physical surveillance of USP w/in US
.. Section 2.4(d) physncal surveillance of: USP abroad =~
- Section 2.5 AG approval w/in US or against USP abroad
~ Section 2 2.6 assistance to law enforcement ‘
_ Section 2.7 contracting .
- Section 2.9 undisclosed partucnpauon
- Section 2.10 human experimentation .- -

Section 2.11 pl’Ohlbltlon on assassination. o

‘Sectlon 2.12 indirect participation’ ", ' ’ R
: AG Approved EO 12333 Guldelmes (Gu1delmes name and sectlon )

:bOTHER EXECUTIVE ORDER (SPECIFY) - e
Creatlon of unauthorlzcd SAP (EO. 12958 as amended)

Other (EO cltatlon J ..

PR.ESIDENT]AL DIR.ECTIVE (SPECIFY) S R R
e " COVERT ACTION FINDTNGMEMORANDUM OF NOTIF[CAT]ON
{ . ,r‘{f«__’ _--;f Other (Presudentldl Direcnve cltanon ) - :

: .DEPARTMENT/AGENCY ACTION T’he FB] scqucstered the overproduced mfon'nanon and purged the . . )
+ . overproduced data. from FBI databases The FBI served a, new. NSL requestmg records for the emall account from
: v»b‘".:bthe date ot’ mcepuon through the tlme of ser\nce . KPR .

I "‘DATE OF FINAL DISPOSIT[ON

- CardozoIOB-258 .t ol



DECI.ASSIFIED BY 651?9/D15ﬂ'l}3d.b
UN DS-lD 2010 o

S 'ftx"'.‘.f The Fedéral Bureau of- Investigation"WFBI“'-haSt
determined that in. conducting an. 1nvestlgat10n the ‘

o rNTELLrGENTE OVERSIGHT BOARD (108). MATTER . - . i
A FIELD OFFICE - . »*~,.; e
, ' IOB MATTER 2007 850 NSL (U) SRR o

B2

‘Field Office , issued an NSL . to which the carrier:

. returned information beyond the scope’ of the request' namely

o :1nformat10n correspondlng to the billing cycle of the. customer,, -

and the 1nformat10n was uploaded 1nto a database .

in thlS regard on’ |opened. a.

] f of. a “United States person” as
K that term is ‘used in Section 101(L) of the Foreign Intelligence ' -
Survelﬂlgnce ‘Act _of 1978 (FISA) -On’"or about:08/16/200%, an NSL
ifwas:lssued pursuant to the Electronlc Communications Privacy Act:
~Q(ECPA),:18 U.S:C. '§ 2709, for telephOne ‘toll" billing records.
ZThe'carrler returned information responsive. to the request: but

in’ addltlon, provided irecords o6utside the- tlme frame set_ for
the |NSL. ‘The" overcollected 1nformatlon was entered into

N | BY EC dated '03/22/2007, the potential IOB

violation was reported Subsequently,,the records. were . remerd
fron the database and’ the case f11e and sequestered with the -

"; Chlef D1v151on Counsel

L:?:.l

(U) The IOB has 1nstructed OGC to report matters in-

3‘,wh1ch 1nformat10n overcollected due to.carrier error is uploaded

‘into a database ffThus, thls 51tuat10n is belng reported to. the

v"IOB

4 bIE -



. . KLL INFORMATION t‘nnnmzb R T T

" HEREIN IS mm:mssrrmn

. DATE, 05-10-2010 BY 65179;'Dmiiadb o IOB SUMMARY SHEET
Name of Deparr.ment or Agency ' FBI OGC o o CY Quartcrly Report 2007 o
ST 'DATE OF INCIDENI‘ osns/os (1ssuance of NSL) DATE 01= REPORT 'I‘O 1013 offawos Ce

R jDATE OF REPORT TO DEPARTMENT /AGENCY 03/22/0‘7 ‘
k : DATE REPORT SUBMITTED TO O'I'HER EN'ITI'Y (1 e. DoJ Congress vaul leernes Ofﬁce)
) POSS]BLE VIOLATION OF

‘~ A STATUTE (Umted States Code Cntauon)
) FISA (50 USC. 1801)
X Other(U S C. cnatlon 18 USC 2‘709 )

, ‘E)EECUTIVE ORDER 13333 ~ AT

.. Section 2 3 collecuon & dnssemmatton of USP mfo T e PR

. Section 2 4 ‘preamble: least intrusive collection .
*Section 2.4(a) CIA electronic surveillance w/in US -

Secuon 2.4(b) unconsented physucal search w/in US
‘Section 2.4(c) physical surveillance of USP w/in US

.. Section 2.4(d) physical Survelllance of USP abroad )

Section 2.5 AG approval. wiin USor agamst USP. abroad

_ Section 2.6 assistance to law enforcement C

- Section 2.7 contracting -. :

|_ Sectwn 2.9 undlsclosed pamclpatlon
L Section 2.10 human experimentation
Ei_ | ‘>Sect10n 2.11 prohlbmon on assassmatlon .
: . Section 2.12 indirect paruclpatlon

- AG Approved EO 12333 Guldehnes (Guldelmes name and secuon L ) R

e v O'IH.ER EXECUT IVE ORDER (SPECIFY) SRR e
Creatlon of | unauthonzcd SAP (EO 12958 as amcnded)
Other (EO cutatlon ) o : -

PRES]DENTIAL DIRECT IVE (SPEC]]-'Y) e S .
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presxdenual Dlrectwe cltatlon ) TR

DEPARTMENTIAGENCY ACTION: Advised that matter was s being rcportedto IOB that mformatlon should be‘ a T

destroyed or retumed to camer Informauon akready purged from database

‘DATE OF FINAL DISPOSITION

 caomot0n260



‘ DECLASSIFIED B‘Y 651?9,-‘Dm{fsdh
' IJI'I Q5= 10 2010 . -

e INTELL1GENCE OVERSIGHT BOARD (108) MATTER Gl
R LT FIELD OFFICE ~ Lo T
I:U:l 0 TEOBMATTER 2007-1106 (U)o

on Apr11 03, 2007 the| | pivision

.reported a potentlal I0B error in conjunction with its.

‘ongoing| |of a Unlted
States Person. D D o

U 8. By way of background “in- January 2006 I:Ilssued o
o I'Lzﬁﬁnan approved Right to Financial Privacy Act National Security = -
-+ ‘Letter for. fin ncial records related to the subject .for the time

" period betwee _ The- NSLValso requested
 the account 1ncept10n date T o

o uU) In addltlon to prov1d1ng the legally and properly :
-requested information, 'the Bank also provided checks, ATM i
S deppsﬂts and - monthly statements that pre- datedl | '~b2
vf;wh1ch|resu1ted in. an overproductlon of records beyond the scope ' bIE
'-of the NSL request : . L : 4 :

,tIIj ‘f”i*”w*' 'Subsequenthy,E;::::::; analyzed the results of the ;
Y e 1nformat10n and uploaded some of the overproduced. information .
onto Automated Case’ Support (ACS) which compounded ‘the: bank' s -
- error. The. overproductlon came. to .s. attention durlng
- theNSL ‘inspection of March 2007. Upon .discovery of the -
T overproductlon, 1mmed1ately sequestered the lnformatlon
‘*%v.with the| |Ch1ef DlVlSlon Counsel ‘ :

: CFAS E::::::::]has been 1nstructed to contact the Bank and

N “a‘,s,yqaskzwhet er the overproduced informaticn should- be returned or.f .
'([It”ﬂlﬁ-;destroyed with- approprlate documentation to’ the file. Ig“"ﬂ
¢ .7 7 ¢ hastalso been .instructed to.remove the overproduced records “from

'+ ACS ard- any - other FBI database .or investigative. file. Flnally,;,‘

~ if the overproduced information.is relevant.-to the 1nvest1gatlon,y-
| |has ‘been ‘instructed .that it has the ootion to issue a'" '

. .new-NSL covering the overproduced period. - Ifl hssues a"‘
.-~ new NSL, . the- overproduced information must remain sequestered S
. ~with the CDC untll the bank properly responds to the ‘new NSL b2
vl:request R S e C Lo - ‘:f",@bTE‘Af

ORI S Cardozo-IOB-261




CALL mromm-mm CON’I‘AINED Do T T e
"HEREIN' I3 :UNCLASSIFIED T T T RIS
DATE us m-zm.n BY 651?9!D!~I!i!adb

OB SUMMARY SPITET

N'\me of Department oF Avency FBI . L , CY Qualtel ly Report

:© DA TE or INCIDFN T |:| DATE OF REPORT 'ro [OB Apnl Jozoos TR
o DATE or RLPORT ro DFPARTMFNT/AGENCY e e ‘ ol
. ‘-‘_','.DATE REPORT SUBMII‘TED TO OTHER ENTITY (n e, Do.l Conoless CWIIleemes Offce) el
i "poss:Bu: VIOLAT‘ION OF '
o STA [‘UTF (Umted States Code Cltatlon)
CFISA (50 US.C. 180!)
X Other(U S C CI[ZIlIOI‘I 12 0. S C Secnon 2709 Rwht to Fmancsal Puvacy Aot)
- E)\ECU TIVE ORDER 17333 o N 3 '
R ‘Sectlon 2.3 collection & dlssem ination of USP mfo )
. b Section 24 preamble least intrusive collection
_ Section 2 4(a) CIA; electronic surveillance w/m US
£« Section 2.4(b) unconsented physical search w/in US.
L Section 2 4(c) physncal surveillance of USP. w/in US
Y. 1 Section2 .A(d) physical surveillance of USP abroad "
_____'___ Sectionw 2. 5.AG. approval w/in US or against USP abmad
:""'__'_ »'_Sccnon 2.6 assistance to law en forcunent o7
. . --Section 2.7 cobtracting .
;__ - Séction 2.9 undtscloscd partlapatlon ‘
N B Scctlon 210 human’ expcrtmcntatlon n
N ;-Sccnon 2.11prohibition on assassination
v 1. ~Section2. 12 indirect partlmpatlon ‘ LS e L
S AG Approved EO 12333 Gmdelmes (Gmdelmes name and sectlon )
‘ =
_. :CTHER EXI:CUT]VE ORDER (SPECIFY) . o .
’:_ _‘ Cleatlon of, unauthonzed SAP (EO I2958 as amended) T
‘. Other (EC. cnatlon ) ST
PRLSIDE.NTIAL DIKECT]VE (SPECIFY) - n e et
A COVERT ACTION FJNDING/MEMORANDUM OF NOTIFICATION S 2
Other (Presxdcntlal Dneclwe C|tat|on ) R
' :;‘T’DFPARTM ENT/AGENCY ACTION: :las been instructed to contact the and ask whiethe the
",‘ovuproduccd information, should be retwrned or destroyed, with appropr jate’ document'\tlon to the file.
" has also been_instructed to removed, the-overproduced records from ACS and any other FBI d1t'1base or . bTE

imvestluatwe file.- Fmallv if the ovérproduced information is relevant to the investigation has been
. instructed-that it has the optlon to issue a new NSL covering the’ overproduced penod 1 issues anew . - I

NSL, the overproduiced mfmmanon musl remain qequestered with the CDC untll the banl\ plOPCl ly rcsponds tothe -

new. NSLlequesl o PR - : : T Ty S

'}‘f' DA’I or FINAL DlSPOSlTlON

"-,c;;avgdé;zbfma-.zszf' |

v pa R
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'DECLLSSIFIED BY" 651?9/DHH!Sdb ’
0N US 10~ 2010 S

INTELLIGENCE OVERSIGHT BOARD " (IOB) MATTER
R FIELD OFFICE. =
“ﬁtUlﬁﬁ-"b N ,.‘.f‘, I0B 'MATTER 2007-3161- FCRA (U)

Durlng an authorlzed ] o

O — M |of a U.S. person, |sent a National Securlty
" Letter (NSL) to a credit reporting agency - seeklng financial .

ey

institution.information under 15 U.S.C. § 168lu(a). | | 'f~_b7Efj;

' requested the names and. addresses of all financial institutions
with which this ‘individual. has or has -had accounts as ‘well as
‘1dent1fy1ng information with regard to the individual. ~In " ¢ .

~ response ‘to:.the NSL, the credit reporting agency produced a "full - =
credit ¢ report " which included 1nformatlon that was not requested*“

_in the: NSL._[:::::::]subsequently used the account. numbers

.contained in the full ‘credit report :in its NSLs to a bank and -
‘credit lcard company pursuant to the. nght to Flnanc1al Prlvacy
Act - (REPA}, 12.U.s8.C. § 3414(a)(5), uploaded the NSLs which L

A‘lcontalned the. account numbers into a database, and prov1ded a
,;copy of the full credlt report to FBI Headquarters.~:

iU:l L In this case, mlstakes were made by|:|when it N,
.~fcompounded the third party error by 1nclud1ng the account number ’{ E;E;h
. information in-its REFPA NSLs' to the bank and credit card company, =~ . .-
Lpuploadlng the RFPA:NSLs which ‘contained the .account numbers into
* the’ database, .as well as when dlssemlnatlng the full Credlt
vreport to FBI Headquarters.~' Sl :

(U) leen that the fleld offlce could have 1ssued the RFPA
.NSLs based upon ‘authorized flnanclal institution ‘information:
recelved pursuant to FCRA .15.U.8S. C. § 1681lu(a), .and. would: -have-
‘vultlmately discovered  via the RFPA NSLs the subject’ s account .
. numbers and the status ‘of: these accounts,.we did not. . 1nstruct the,ﬁ
" field office to redact the over- produced- account ‘number’ .. -
. 1nformatlon from the RFPA NSL. . The fleld office has :been ft."
'llnstructed,_however, to’ contact FBI,: Headquarters and direct 1t
" to déstroy its copy. of the full credit report.. We.also
" instructed the field office .to. contact the- credlt reporting -
~-agency to determine -whether the original- full credit report !
- should be returned or destroyed .w1th approprlate documentatlon-
'u'to the flle - L e




- ALL" INFORMATION. tom;mﬁ‘ .
HEREIN ‘1§ UNCLASSIFIED- Ll
- DATE'D5-10- zma BY ssnsmmrsab .

lOB SUMMA RY SHEET

iN*une of Dcpdnment or. Anency F'Bl': o .‘" - :, - CY Quarterly RﬁDO"t

“ “‘..QDA’IE OF lNCIDENT S

|:| = DATE OF R.EPORT TO lOB '-// 30{077 bR

:'?“;DATE OF RE,PORT ro DEPAR l‘MEN'[‘/AGENCY 04/19/7007 S

HJDATE REPORT SUBMI'ITED TO OTHER ENTITY (1 e, DoJ ConOress le leertles Oh"ce)

Voo ‘POSSIBLE VIOLATION 01=

STATUTF (Umted Slates Code Cltzmon) Ll - .
" “FISA. (50USC 180t) © ... S v IR R INA
3 X . Other (US C c:tanon Fazr Credvt Regomno Act, 15 U S C § 168?u (a! G

I
¥
i

XECUTIVE ORDER 12333 L - o
", Section 2.3 coliection & dlssemmauon of USP mfo IR
Section 2.4 preamble: feast intrusive collection . .5
_ Section 2 A(a) ClA electronic surveillance w/in us .
~.Section 2.4(b) unconsented physmal search. w/in US
Section 2.4(c) physical surveillance of USP w/in US .
'Sectlon 2.4(d) phys:cal sur velllance of USP abroad * - :
_Section 2.5.AG approval w/in US or against USP abroad
."Section 2.6 assistance. to ldw enforcement ) KA
‘Section 2. 7conuact|no o y o Lo
. Section 2.9 undlsciosed parnmpzmon ST
" Section 2.10 huran experimentation - .
+ Section2.1 | prohibition on assassmatlon ERD
- Section 2. 12 indirect participation - -- - .° E - Ca
AG Approved EO 12333 Guldetmes (Guldehnes name and sectlon A

h

JRITIE §

Clcatron of unauthonzed SAP (EO 17958 as amended)
Othcr (EO mtatlon

BN inu SIDENTIAI DIRECTIVE(SPECIPY) . : '
o L T COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
: ,;v o L R Other (Presndentlal Dlrectlve Cltdthﬂ . ,

\,.,

: DEPARTMENT/AGENCY ACTION lnstrucgto contact FB! Headquanels and dlrect it to desnoy its.. ST
copy ofthe ful! credit report.. Alsa, instructed 0 contact| to-determine whether the original full®* . - o
Y credit report:should be returned or. destloyed with appropriate- documemauon to the file..Given that| 'could Slope
‘Ahave issued the Rwht to Flnancwl Puvacy Act (R.FPA) 12 U.SIC§ 3414(a)(5) NSLs based tpon’ authorlz,ed U UBTE
.- fnancial institution information properly received pursuant to FCRA 15U.8.C. § l68lu(a) ‘and would have i 7w pg

s fultumtely discovered via the RFPA NSLs the Sub_)BC['S account numbers and the sntus ot these accounts, we dnd ‘ot . b7D
. instruct Jto redact the over-produecd mformauon from the RPPA NSL Tlns mvestwatlon was closed by R

. *,DA,TE,oF ,FI:NAL lol's:P.(Aj'sr‘rloN:“

Cardozo-TOB 264 -




”_*ﬁ'um 05-10-2010";

B AﬂDECLASﬁIFIED BY 651'?9/D!!I‘Ifsdh

B INTELLIGENC5~- HT BOARD (105) MATTER R
. DIVISION . " .0 - o e
IR IOB MATTER 2007-1077. (U) . L e U U RIE T

- - {UJy- By electronic communicatibng("gcﬂ)tdated‘Aprila4;~2007;‘*‘
the D1v151on| | reported .a potential IOB. error

- .in conjunction with- its | i

"I . ) |0f a Unlted States Person G » —

R ) By way of background on- June 13 2005,[::::::::]1ssuedu
ftI]j;A“f:an approved Right:'to- Financial - ‘Privacy Act National Security.

Letter ("NSL") for financial records related to the target.. In. b2 o
..response to the request, the provider returned financial .records.. bk7E [’

,rdlnformatlon belonglng to other individuals with the same last
f‘;name, ‘but ‘not - joint- account holders with the target.
541n1t1ally uploaded the lnformatlon 1nto FBI databases.

: . (U) The compoundlng of thlS thlrd party overproductlon by
i;the FBI. is reportable to the IOB. - The field office has been . .. .
"' 'instructed to consider issuing-a hew NSL from an open case flle,:
,I‘Qfor ‘the: overproductlon if it is still relevant to an - . '
‘iplnvestlgatlon " If not, the information-.will be purged from
. ddtabases and- the overproduction will be destroyed or returned

. 'at. the- dlscretlon of the prov1der.“
RN ‘ .
Y

OB-265



el _ALL Imomnom cumnm_rn S : o
... HEFEIN IS, UNCLASSIFIED -~ = » = -
" DATE 05-10- 2010 BY 651?9/1)}!!'1/51:1}: . IOB SUMMARY SI-[EET

Name of Dcpartment or Agency FBI . . h CY Quarlerly Repon
. D,m-; OF INCIDENT |:] : R :' . DATE OF REPORT TO 1013

R DA’I‘ E OF REPORT TO DEPARTMENT/AGENCY 4/4/2007

‘ DATE REPORT SUBMITTED TO OTHER ENTITY (1 e DoJ Congress le lecmcs Ofﬁcc)
E POSSIBLE VIOLATION OF »
‘ v STATU I'E (Umted States Code Cltanon) -

. FISA (50.U.S.C: 1801) A '
: ‘_gX - Other (US c citation: 12 U'S. ol 3414 (RFPA})

-

o EXECU I‘IVF ORDER 12
‘ - Section 2.3, collecuon & dlssemmanon of USP’ mfo
- Section 2.4 preamble least i intrusive collccnon .
Sectxon 2 4(a) CIA electronic surveillance w/in US .
-~ Section.2.4(b) unconsented physical search w/in US
;Sect;on 2.4(cy physncal surveillance of USP w/in US
'Secnon 2 4(d) physical suwet]lancc of USP abroad -’ e
- Secnon 2. 5 AG approval-w/in US or agamst use abroad )
'Secnon 2. 6 assistance to law enforccmcnt ' T
' Section 2.7 contracting: T
- ,Sectlon 29 undlsclosed participation
. Section 2.10 human cxpenmentatlon ’
".Section- 2.1 l ‘prohibition on assassmanon
Section 2:12 indirect participation.
:>-“AG Approved EO 12333 Gmdelmes (Gundelmes name and SCCthl‘l )

1f‘1?f‘|'*|f'l‘"?|:|“g‘?"rj|:‘<|‘iirf;‘iji:i|'

o ;f ‘ijTHER EXECUTIVE ORDER (SPECIFY) VO E XA o ‘
g Crcanon of unauthonzed SAP. (EOQ 12958 as amended) :
Other (EO c1tanon ) PR S

: ﬂ;:"'.:PRESIDENTIAL DIRECTIVE (SPECIFY) T T
- "COVERT ACTION. FINDING/MEMORANDUM OF NOTII' ICATION
Othcr (Presndentlal D:rectlve c:tatlon . ) )

- *DATE OF FINAL DISPOSITION

" Cardozo0B-266

. b7E

DEPARTMENT/AGENCY ACTION Issumg new NSL from open ﬁle or pur(_.,ulg and destroymg mformanon

S5
<




R DECLASSIFIED BY" ssngfDMHfsdb
.o O 05-l0-2010 ,

l"-INTELLIGBNCE‘. OVBRSIGHT BOARD (IOB) ATTER i bz Cr
et FIELD OFFICE. . S S
IOB MATTER .2007- 1458 (U) Lo e T :

B -ffff‘ L7‘ (U) Thel Fleld Offlce of the Federal Bureau ;f;
of Investlgatlon has repor ed ‘an error. in’ conjunctlon wlth an “f

'”7l 1nvest1gatlon conducted by that Dlv1$10n

. “‘ 5 RS

e o L : In thlS regard, ‘an’ NSL sought subscrlber
”tIJJ“ﬁﬂ 1nformatlon for several telephone-numbers. that had ‘frequent® -
.. 7. .contact with the subject of a counterintelligence. 1nvest1gat10n
" The provider's response included’ information out51de the date,
W:range requested and subscriber information for. a- telephone number
. onot requested These records were then uploaded 1nto FBI
*;gdatabases, but were subsequently deleted s

e e (U) The fleld offlce hasftwo optlons in . handllng thea‘
. overcollectlon ..7If 'the :information. is relevant to an on- -going

: ftlnvestlgatlon,_the fleldﬂofficeACanflssue another NSL:to. cover .
f,lthisfinformat;on .Ifino‘additionalgNSL is issued, . ‘the fleld

" . office *has .been directed .to,  either destroy the additional .

- materials or, return them'at the dlscretlon of the Carrler '




ALL IMFURH.M‘IDN CDNTAIN’ED
HEREIN Iﬂ TJI\ICLD.SSII"'IED :
DLTE BS lU 201.‘ BY 651?9/DMH/3d.b :

IOB SUMMARY SHEET

. ,:;Name of Deparlment or Acrency. : ""FBl:' CY Qua.rler]y Report

SRR ATE op [NCIDENT [:] jfi J‘ DAT‘E OF REPORT To 103

o i"_DATE OF REPORT To DEPARTMENT/AGENCY 4/12!2007

k »:FDATE REPORT SUBMITTED TO OTHER ENTITY (n e DoJ Congress CIVI| leemes Offce)

o }_ POSSIBLEVIOLATION OF”' S R

STATUTE (Umted States Code Cltatlon)
k -FISA(S0US.C. !801) -
Other (U S C cntatlon 8 U s, C. §2709) N

EXECUTIVE ORDER 13333 - SEETERI T
- ~:Section 2.3 collection: & d:ssemmatlon of USP mfo T
' Section 2.4 preamble: least itrusive collectlon L
" Section 2. 4(a) ClA electronic surveillance w/in Us'

Section 2.4(b) unconsented physu:al search w/inUS =@ .
- ".Séction 2.4(c) physical surveillance of USP w/in USP S
: - "Section 2. 4(d) physical surveillance of USP abroad::
L .'.,Secnon 2.5 AG approval w/in US ot agamst USP abroad

.;’;",‘Sectlon 2.6 assnstance to law enforcement REIE .
- '»SCCI]O]‘I 27 contracting LT '
: .;.':'Sectlon 29 undlsclosed pammpatlon D
~ Section 2.10 human’ experunentatxon .
“Section- 2.11 prohlbmon on assassmation -
. .-Section 2.12 indirect participation ; Lol .
L »AG Approved EO 12333 Guldelmes (Guldelmes name and sectnon )‘?

Lo dTHER EXECUTIVE ORDER (SPECIFY) " - * - -
o+ kol ‘Creation-of unauthorlzed SAP (EQ 12958 as amended)
IR ‘____ Other (EO citation: ) D

' k'P'Rb.SIDENTIAL DI”RECTIVE (SPECIFY) e . o
- u';._ . COVERT ACTIONF INDING/MEMORANDUM OF NOTIFICATION
: Other (Presndentlal Dxrectlve c1tatlon .

DEPA RTML.NT/AG ENCY ACTION

.»., . ‘.

. *DATE OF FINAL DISPOSHTION:

| Cardono108-268.




'7" ALL INFDRHATiDN CUHTAIHED
HEREIN IS UNCLASSIFIED S
DATE ns 05- 2010 BY GSI?QHDMH\sdb

INTELLIGENCE OVERSIGHT BOARD (IoEijATTEE BRI,

_~35A41 R FIELD'OFFICE <~ '/ " =7 oo o pp o
B = - ' IOB MATTER 2007-1738 B A D URE I LI

R {1 B”‘électronic-communicatibn ("EC™) dated March 22 2007, .
s thel |Field.Office | | reported :a potential.IOB. - =
© ... .error in_con unctlon with its closed| |,_,.~
S |of a Unlted States Person r*..~ : _yh;iz'£~3r_ .

o (U) As - requlred under 12 U S C § 3303(b), nght to Flnanc1al
":Prlvacy Act, '(REPA)- an. employee of the United States- Government

. who obtains financial records.of a Customer -utilizing. an. Do

'Q';admlnlstratlve subpoena .Or: summons is. requlred to- certlfy they ,
“y,have complled ‘with- all provlslons of RFPA before they receive- the

records. ThlS procedure is normally. accompllshed through the v

A»~ﬁstatutory language in the Natlonal Securlty Letter (NSL) templatez-‘
vjﬂfor RFPA requests.l‘;:%,_~ BRI N v - ‘ :

Lo (U) In thls 1nvest1gatlon, the fleld offlce appears to have1'h,.
'Tialnadvertently utilized the Electroni¢ Communications Prlvacy Act. .7

... 'NSL template (which! does not require compliance under:3303(b)) .
e into; thelr RFPA.NSL requests, thereby’ omitting.the requisite.”

o ;statutory language and certlflcatlons requlred under 3303(b)
PR ‘(U) OGC cannot determlne from the record whether compllancef
- under ﬂ2 U.s.c.§- 3303(b) was. accomplished prior to. the" FBI-
_;ﬁﬂrecelvﬂng the’ .requested records, ‘and is therefore reporting .this. - .
¢ .matter:td the. TOB.. The field office has Been ‘advised to remove =~ .
..+ . all records obtalned through 1nvalld NSLs and-‘destroy- the o
'.ﬁtlnformatlon In-the- alternatlve, ‘the field office has been L
,dg dvided- that ‘an accurate  NSL wlth approprlate certifications can -
‘. be. issued’ to cover the records, 1fpthey are still relevant to.an . .:
' %openhlnvestlgatlon T Y e
R e T

.?n12/28/2017




'f "AI.I. mramrmu tomumzn
HEREIN Is UHCLASSIFIED L
- DATE 05~ 10 2010 BT, 651?9/Dmﬂsdb

IOB SUMMARY SHEET

CY Quarterly Report lst Q 2003

;.f fSTATUTE (Umtecl States Code Cltatlon)
‘1 FISA(50.U.S.C. 1801) ° :

i

RS "x " Other (US.C. citation: 1zusc 53303 ) o

.o |
S EXECUT]VE ORDER 13333 O .
Sy “Section 2.3 collection & dlssemmatlon of USP mfo Y
‘ ;" Section 2.4 preamble: least intrusive colléction .
.. ‘Section 2.4(a) CIA electronic surveillance w/in US -
""" Section 2:4(b)-unconsented physical search’ w/in Us.
- ""Sectlon 2.4(c) physical surveillance of USP wh.n us-.
- Section 2:4(d) physical surveillance. of USP abroad .
~ Section 2.5 AG approval w/in US or agamst USP abroad
© Section 2.6; assrstance to law enforcement e
" Section 2.7 c0ntractmg R
S Sectlon 2.9 undlsclosed partlmpatlcm . o
" Section'2.10 human experimentation’ -
" Section 2.1 prohlbltlon on assassmatlon
- Section-2;12 indirect participation . f s :
- ".'AG Approved EO 12333 Guldelmes (Guldelmes name and sect:on

: .’HER EXECUTIVE ORDER (SPBCIF Y) U
L " Creation of unauthorized SAP (EO 12958 as amended)

. Other (EO cutatlon ___)

PI .ESIDENTIAL DIRECTIVE (SPEC[FY) L
~ i+ COVERT ACTION F['NDING/MEMORANDUM OF NOTIFICATIO
. Other (Presrdentlal Du'ectlve crtat:on : :~

“‘DEPARTMENT/AGENCY ACTION The ﬁeld ofﬂce has been adv15ed to remove all records
;obtamed through mvahd NSLS and destroy the 1nformatlon ‘In the alternative, the field office -

- has been advised that an accurate NSL w1th approprlate cemficatlons can be lssued to cover the
records lf they are. stlll relevant to an open mvestlgatlon Tyl R n

*DATE OF FINAL DISPOSITION

o Cardorol0B2700 .

- DATE 01= REPORT 'I‘O lOB Apnl 30 2oos-‘,




DECLI&SSIFIED BY 65179\DHH‘.Sd.b
- ON 05-05~ ZUJ.IJ L

me INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER AT —
S . o I . | FIELD OFFICE" o
TOB MATTER 2007-1209-NSL. (U)

. , T b2
\)S(f Durlng an authorlzedl L b7E-
;'I |of a presumed U.S. person, | |sent a j.t'
- National Securlty Letter (NSL) under the Electronic -
. Communications. Privacy Act (ECPA), .18 U.S.C. § 2709. The NSL R
"requested subscriber ipnformation and transactional records from - -
the service provider. did not, however, include in‘® .=
~ the NSL a certification that the information sought was relevant jl L
to an authorized investigation to- protect against- 1nternatlonal '
terrorlsm and that the inveéstigation of a United States person. is .
not- conducted solely on the basis of activities protected by thn‘;f“
) First Amendment. to the Constitution. of the United States.
',,Notwlthstandlng the lack of: certlflcatlon, the serv1ce provrder
.>produced materlals in response to the NSL.; :

'.'¢,(L) “This matter is belng reported because the fleld ‘office's -

. NSL 'did- not comply with:the requirements imposed by ECPA-to
obtain subscriber infbrmation and -transactional records. ) RIS )
Specif:cally, the NSL did not include:the appropriate . R

" certification. The field office Was, instructed to sequester the . 2b7EA{n

“ NSL re=ults The| lhas expired; -
therefcre, the field office cannot issue a curative NSL at thls S
tlme The- fleld office must contact the service provider and ask '

~whethe1 the NSL_ results should be returned .OF ; destroyed, with
‘approprlate documentatlon to the flle.gﬂ»'f . R

l
L
I
| -
)
1
i

eclassify

180131 -
Cardozo-I0B-271



"ALL- TNFORMATION CONTAINED .

HEREIH IS UHCLASSIFIED '

DATE 05 10- 2010 BY 651'?9:‘;D1'[E[/3db

IOB SUNIMARY SHEET
':‘N;me"of Déééﬁmeﬁt'or Aééncyz FB[ . . E_ ’ CY Quarterly Report
DATE OF NCIDENT |:| N
=N DATEOF REPORT TO DEPARTMENT/AGENCY A ‘i ’_v 03/‘291‘2007

V 3 DATE REPORT SUBMITTED TO OTHER ENTlTY (1 €.y DoJ Congress Civil leemes Oft'ce)

- POSSIBLE' VIOLATION OF

H ‘.STATUTE (Umted States Code Cltat!on)

"o

X

'i; i_ | 'f"i_ i"‘l' H | H. l_ l‘ f!

'.iAG Approved EO 12333 Guldelmes (Gmdelmes name. and secnon

F]SA(SOUSC 1801) e
Other (USC c1tat|on ISUSC S. 2709 )

: EXECUTIVE ORDER 13333

- Section 2.3.collection & dlsseml‘natlon of USP mfo ’

‘Section 2.4 preamble: least intrusive ‘collection

Section 2.4(a) CIA electronic surveillance w/in Us
Secnon 2:4(b) unconsented physical search w/in US

. Sectzon 2:4(c) physical surveillance of USP W/in US

"-Section 2.4(d) physical surveillance of USP abroad : . )

. Section 2.5 AG approval w/in US or against USP abroad o
"Section 2.6 assistance to law enforcement ' S

Section 2.7 contracting -
Section 2.9 undlscloscd pamclpatlon

- Section 2.10 human expenmentatlon

Section 2.11 prohibition on assassination

- Section 2.12 indirect participation -

Z]'HER EXECUTIVE ORDER (SPECIFY)

‘Creation of unauthonzed SAP(EO l2958 as amended)
Othcr (EO cnatlon ) .

R_ESIDENTIAL DlRECTIVE (SPEC[FY) : L St
COVERT ACTION F[ND[NGIMEMORANDUM OF NOTlF]CATlON L

Other (Presndentlal Dlrectwc citation:’ )

DEPARTMENT/AGENCY ACTlON

. "'DATE OF FIN AL DISPOSITION

e T

i o s

* Cardozo-I0B-272

EEREEES

DATE OF REPORT TO 103 ‘{/ '5'3/ 4 '3 1-:



. subscriber ‘information for -a telephone number relevant to the '
© targeét lof:the. 1nvest1gat10n In response, the carrier prov1ded o

. and FBI databases . The. records have been purged and sequestered
"w1th the CDC.'W R : : : S ‘

o DEELASSIFIED BY GSl?QIDMH/sdb A T e
. ON.05- ln -2010 - R : o

INTELLIGENCE OVERSIGHT BOARD (I0B) - MATTER T i
g |FIELD OFFICE "~ - . - . S
'IOB-MATTER 2007-835 (U) Lo

-The Federal Bureau of Investlgatlon (“FBI") has

determlned that in conducthg a counterlntelllgenc investication - -

of an United States person, Fleld Office

fArecelved electronic toll records from a carrier in .response to an -
~ NSL only seeklng subscriber- 1nformatlon .The toll records were

reléevant..to the 1nvestlgat10n and were 1ncluded in, the case file

- . ‘ ' S f.‘:"b'Z
' In this regard, on - 03/01/2005 I:]prOperlyg; . DTE -

vprepared ‘and issued an NSL pursuant to the Flectronic..

Communications Privacy Act  (ECPA},- 18 U.s:C. §. 2709, for

'“wsubsgrlber lnformatlon and toll records on the account

S

| I (U) The FBI is- authorlzed to acqulre ‘electronic toll

'rec0rds, ‘but. under a dlfferent prov1slon of the ECPA that was. not

o c1ted iln- the NSL at -issue. - Because the: field office. did not ..
',properly request the toll records and 1ncluded the materlals in.
f‘the case flle,‘thlS 1s belng reported to the IOB

1

(U) If the fleld offlce assesses that the lnformatlon

;15 Stlll relevant to an authorized' .investigation, an ECPA toll

" billing records NSL - can: be issued to properly receive and
';ﬁmalntaln ‘the 1nformatlon If ‘this course of action.is pursued,
~ the infiormation will remain sequestered -In the alternative, the

field. offlce Wwill contact the carrier. to. determlne ‘whether the

transactlonal records should be returned or destroyed

kET//ZOlBOZZR —
Cardozo-IOB-273



ALL INFDF]ULTIDH CDI!ITAINED
. HERIII!I IS UNCLASSIFIED - :
B DA'I'E 05~ 10- ZD.I.O BY SSITQJDM‘I/SCIJ'J

'10B SUMMARY SHEET B
“»:Name of Department or Agency V FBI e o CY Quarterly Report o —'
DA‘IEOF INCIDENT: . -3/1/2005 DATE oF REPORT TO IOB 5’/382008

' DATE OF REPORT 'I‘O DEPARTMENT/AGENCY 3/ 16/2007
o . DATE REPORT SUBMITTED TO OTI-IER ENTITY (l e DoJ Congress ClVlI leernes Ofﬁce)

- POSSIBL.E VIOLATION OF

‘ STATUTE (Umted States Code Cltatlon)
B l-ISA(SOUSC 1801) -
' X Other (U S C crtatlon 18U.S. C 2709)

k EAECUTIVE ORDER 12333 o SR
Section 2.3 collection & drssermnanon ofUSP mfo o
Section 2.4 preamble: least intrusive ‘collectioni .© -

. Section 2.4(a) ClA electromc surveillance w/in’ us -
Section 2.4(b) unconsented physical search w/in Us: ‘

_ Section 2.4(c) physrcal surveillance of USP w/in US -~ L

- Section. 2. 4(d) physical surveillance of USP abroad

) _Sectlon 2.5-AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement L

" Section 2.7 contracting ) o
Section 2.9.undisclosed pamc:panon e

- Section 2.10 human expenmentatron o -

*Section 2.11 prohtbttlon on assassmatlon -

i
B

: ]t__ B Sectlonz 12 indirect participation. . " Tl t el
' ' v : ;’ ‘AG Approved EO 12333 Gutdelmes (Gutdelmes name and secnon : 4. .)'-“ S ’
' 'OTHER EXECUTIVE ORDER (SPECIFY) ‘

_‘ ‘Creation of unauthonzed SAP {EO 12958 as amended)
Other (EO crtanon )

R] SIDENTIAL DIREC’ T IVE (SPECIF Y)
COVERT ACTION FINDINGIMEMORANDUM OF NOTIFICATION
Other {Premdentml Dlrecttve cttatlon ______) R

’U

I
|
t

DI:PARTME\IT/AGI:NCY ACTION

Records were purged and wﬂl be deqtmyed or retumed to tlte prowder F leld Ofﬁce has Opnon o' rssue sl
NSL to cover these records if they are relevant to.an open mvesugatwn Yoo S

= 7 *DATE OF FINAL DISPOSITION

" Cardozo1OB274 ..



<. . INTELLIGENCE QVERSI HT BOARD (IOB) MATTER S
o S | FIELD OFFICE . -~ . .. " - p2 .
e e e ‘4 IOB MATTER 2007 196'7 (U) - pTE

(U Durlnq a[ |of a

‘u.s.  person, served a National Security Lettern(NSLY
pursuant to the Electronic. COmmunlcatlons Privacy.Act (ECPA)., 18

U.S.C. - § 2709, seeklng “subscrlber 1nformatlon, to include name,

" address, soc1al securlty ‘number, length of service, and ‘call:

,;}detall records, both 1ncom1ng and outgolng”~for a partlcular'}
'ftelephone number :;,, T — , .

. (U) Because soc1al securlty numbers .are not IR
’ spec1f1cally llsted in ECPA, 18 U.S.C.. § 2709(b)(2) as part of
‘subscriber information. that may be requested in an'NSL, this

'”',~matter is belng reported to- the Intelllgence Over51ght Board

[N
J
I
l

N }-"'.znzcmssxrzzn B 6 néymﬁ-ﬁ sdb;

'{om 05-05-2010- 1,

:;_ R

- - - — -
-~




CALL INFORMATION CONTATNED' - . - - = .= .. o nf T
HEREIN IS UNCLASSIFIED . © = o= . o it o e
DATE 05-10-2010 BY 651‘79;’Dm{1fsdb T T T T e :

IOB SUMMARY SHEET
":tName of Department or Agency FBI ": CY Quarterly Report ‘ -
" DATE OF INCIDENT ,05/13/2005 R, 7 DATE OF REPORT TO [08: 4/ 3-/3?‘I EE

o _',_OATE OF REPORT TO DEPARTMENT/AGENCY 6/12/7007 _ _
o - DATE REPORT SUBMITTED TO OTHER ENTITY (I e. DoJ Congress, C1v11 LIbertlcs Ofﬁce)
POSSIBLE VIOLATION OF R

STATUTE (Umted States Code Cltatlon)
-FISA (50 U.S.C. 1801) ' ‘
Other (U S. C c1tatIon 18 U S C § 2709)

ECUTIVE ORDER 13333

Section 2.3 collection & dlssemmatlon of USP Info

Section 2.4 preamble: least intrusive collection = - . -

Section 2.4(a) CIA electronic surveillance winUS -~ .+

" Section 2.4(b) unconsented physical search w/in US~ .. -~ -
-Section 2.4(c) physical surveillance of USP w/in US. -

. Section 2.4(d) physical surveillance of USP abroad *~ - L
~ Section 2.5 AG.approval w/in US or agamst USP abroad SRR
" Section 2.6 assistance to law enforcement D

* Section 2.7 contracting '

.+ Section 2.9. und:sclosed partlclpatmn

Séction 2.10 human experimentation . . ] S e ‘
; Sectlonz 11 prohibition on assassination - = I o L R
Section 2.12 indirect participation ‘ e e e e T
iAG Approved EO l233a Gu1de1mes (Guldelmes name and sectlon _1

><__....

f,i f i'f"l'* |ff' _| | "{' '|ff'|"'|" [t i

¥
t
. 1 OTHER EXECUTIVE ORDER (SPECIFY) RO
oy ““Creation of- unauthonzed SAP (EO 12958 as amended) oo
" Other (EO cltatwn ) o N

k ;’j:PRES[DENTIAL DIRECTIVE(SPECIFY) o P I C R
"COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION e
Other (Presndentla] Dlrectwe c1tatIon ) - S

I’l

DEPARTMEN T/AGENCY ACT[ON

‘DATE_OFFI’NAL DISI?OSITION;:» , T

- - Cardozo-I0B-276°
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DECLASSIFIED BY 651?9/Dﬂﬂisdb "‘1'_.,: Do IR TR
. BN 05-10-2010°. P S L T T T v

=ff INTELLIGENCE  OVERSIGHT' BOARD {IOB) MATTER ... . .. b2

| |[FIELD OFFICE: ~. .. = .. .. ... BTE .
‘ IOB MATTER 2008- 217 NSL- (U) P
) Onbr about” 4/11/2007! ' ' lFleld Office [J°
documented two - reportable TOB" matters arlslng 1n the course of a
N v Iof a'U.S; person.

I ' In the 1nvest1gatlon, on'” 6/7/2005[:::]1ssued to a bank a:
f'Natlonal Securlty Letter (NSL) pursuant to the Right. to. Flnanc1aL
.Privacy Act, ,12°U.S.C. §-3414(a) (5):(A)y (RFPA). . The NSL, however, b2
.. did' not 1nclude a. certlflcatlon that” the 1nvest1gat10n 0of the
U.S. person was not ‘conducted ‘solely on. the basis.of . actlv1t1es
- protected by the First Amendment to:the. Constltutlon of the -

United States.. - Then- on| Iﬁ;“j

ﬂlnterv1ewed the subject.

: ) The FBI has concluded that WFO may retaln and use fortl ‘

f,lnvestlgatlve purposes the- lnformatlon obtalned durlng the.
“1nterv1ew of .the: target< Exclu51on is a remedy-of: judlClal
‘origin created to- address v1olatlons of constltutlonal ‘dimension.
-~ In addltlon, some statutes; = such as the Forelgn Intelllgence '

- Surveillance. Act; ~provide for an’ exclu51onary rule. In.this - i

P T

~.'~|*f'* R et de E e 2 . RS
(O) - Wlth regards to the f1nanc1al records obtalned from thef."

PoigtS)

"bank, ihe field office, has ‘been’ 1nstructed to contact. the bank toﬁ,fh

;;iask whether the records should: be returned or destroyed w1th
n approp 1ate documentatlon to the flre S el

ardozo-108-277

- b?silﬁ

' 1nstance,_ne1ther the Constitution nor -an licable statute has . - .-

_been: violated.and, | s
b5
BTE
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IOB SUMMARY SHEET
A ».“‘Name ochpamncnt or A!,ency FBI o ' CY Qualterly chort __ ‘
2 DATE oF ‘lNCIDENT Gai072005 .. ‘DATEOFREPORTTO 0 108: Gysinoos T
ST T — g o T

o r.,.;.JDArE OF REPORTTO DEPAR[MENT/AGENCY 04/11/2007

R _‘DA TE REPORT SUBMIT’I'ED TO OTI-[ER ENTITY Gie, DoJ Congrcss le Ltbcrtles Ofﬁcc)

'vj:POSSIBLE VIOLATION OF:

S T ATUTE (Umted Stales Code Cltanon)
s FISA(SOUSC 1801) LT e e T
X Other (U. S C cuanon J:S.C. § (a ‘Right toFinancial Privacy Act

L EXECUTIVE ORDER 12333 Sl : ool
. Section 2. 3 collecuon & dlssenunatlou ofUSP mfo PR

Secuon 2.4 preamble least intrusive collection ..
.Section 2. 4(a) CIA electronic surveillance w/in- Us:
-Section 2.4(b) unconscnted physical search w/in us
‘Section 2. 4(c) physncal surveillance of USP w/in US
'“Sectlou 2. 4{d) physical surveillance of USP abroad ",
'}Secnou 2.5 AG approval w/in US- or against | USP abroad
“Section 2.6 assistance to law enforcemem
- Section 2.7 contractmg .
- Section 2.9 undlsclosed pamclpatlon

: Section 2.10 human experimentation :
- Sectlon 2:11 prohibition on assassmatlon
- ,;Sechon 2. 12 indirect pacticipation ...
AG Approved EO 1233.: Guldclmcs

-

fl 1;-'1? ii '~|"f|*1; \;’I;:lf_l—i

: ~|,|

THER EXECU l'IVE OR.DER (SPECIFY) i
' Creatxon ‘of unauthorized’ SAP (EO 12958 as dmended)
Other (EO cuanon J -

‘ PRI:SIDENTIAL DIRECTIVE (SPECIFY) S e
COVERT ACTION FTNDI'NGI’MEMORANDUM OF No’r[]:[c ATION
Othcr (Presxdentlal D:rectlve c]tauon ) T ]

D EPAR'I MENT/AG ]'_"NCY ACTION

Rcturn or destroy the NSL results

) s *DA‘l EOF l'l'NAL DlSPOSlTION

. Cardozo-T0B-278. 1.
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‘l |D1v151on at that tlme Jf‘
© . advidel j
B Ei In or around

- investigation;

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
S DIVIGION- ’ .
IOB MATTER 2007 QRQ NSL(U)

(U) The Federal Bureau of Investlgatlon ("FBI") has

A Natlonal Securlty Letter (NSL) dated 05/01/2002

long. dilstance toll billing records for the perlod from

was prepared -in’ accordance 'with Title 18,

-Unlted‘States Code (U.S.C.), Section 2709 (sectlon 201 of the . o
_Electronic Communications Prlvacy Act,.as amended) .. However, the = .
..+ b2
. b7E

NSL . was! issued under the 51gnature of the Actlng SAC of the

Lo

‘Liaff. (U) ‘At the time thls NSL was. 1ssued FBI OGC legal

February, 2003" about eight months after this NSL -was ,issued, the

7Departm'

‘NSL under any.circumstance. Because of the confusion surroundlng”

“signature. authorlty, oGC is. reportlng thls matter to the IOB for

i,your con51deratlon

;that may have been entered 1nto any database

' Deelaesify

P

ent - of Justice opined that an- actlng SAC could not. 51gn an .

e ‘*TA,,._ > Ihas been 1nstructed that if the 1nformatlon‘
”gatheredeyyth‘ NSL in questlon is still.relevant to an - open .
: » Imay issue-a new NSL:from: that case file . to
‘authorize .t tion of the 1nformat10n “If such .an NSL is-
" not-issued, must ‘retrieve and destroy the 1nformatlon
*obtalned from the NSL; including purging any: such 1nformatlon

b7E |

‘;ﬁdetermlned ‘that in conducting an investigation -on a United- States{fﬂ,'
‘#pPerson, an-error may have occurred :in the authorlzatlon of a
w'Natlonal Securlty Letter (NSL) Ceo o :

‘wfrequesélng the name,- address, length of. serv1ce .and local .and-

L ez
o DTE.
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IOB SUMMARY SHEET

o ;"Name of Department or. Agency FBI ) . '_2 : bf." " : CY Q“ﬂ“el‘l)’ RCPOfY
L DATE OF INCIDENT 5/1/2002 " ::f N f DATE OF R-EPORT T0 1035"‘ ;“‘//:3/03.
e ‘, DATE 01= REPORT 0 DEPARTMENT/AGENCY 3/27/2007 Tt

DATE R.EPORT SUBMITTED TO OTHER EVTITY (1 e., DoJ Congress Cwul leemcs Ofﬁce) A

. POSSIBLE VIOLATION OF

STATUTE (Umted States Code Cltanon)
ol - PISA(SOUSC 1801) . - R
- X- Other (U S. C cxtanon 18 U S C 2709 ECPA) ’

T EXECUTIVE ORDER 12333 : : SRR
,‘SeCtIOII 23 col]ecnon & dtssemmatron of USP mfo
. .},Sectlon 24 preamble: least intrusive collection o
- - Section 2.4(a) Cia electronic. survelllance win'US -

- ':‘Sectlon 2.4(b) unconsented phystcal search w/m US
" "Section 2. 4(c) pliysical surveillance of USP’ w/m US
L "Secnon .2.4(d) physical surveillance of USP. abroad: - IR
‘Sectlon 2.5'AG:approval w/in US or agamst USP abroad RERRRE:
o "‘Sectlon 2.6 assistance to law enforcement . IS
~ "Section 2.7 contracting ™ - :
Section2.9. undlsclosed pamc:patlon
:Section 2. 10 humcm expenmentauon
. ASecnon 2.11 prohxbmon on assaSSmat:on '
»Sectlon 2 12 mdlrect partncnpatlon e

COVERT ACTION FTNDMGMEMORANDUM OF NOTIFICATION s
her (Presldentlal D:recuve crt'mon )

»DEPARTMENT/AGENCY ACTION Issue 1nvolves the approva] of au NSL by the Actmg SAC ina Fleld Ofﬁce L
‘Alnew NSL maybe. lssued if the mformatlon is still- rélevant to ani open mvesngatlon Otherwrse the mformatlon
:wdl bc purged and destroyed or letumed to the provrder at therr dlscretzon : :

*DA.TE ox- FINAL DI 'OSITION o




INTELLIGENCE OVERSIGHT. BOARD (IOB) MATTER S

b7E -

r;;vy* SRR FIELD:OFFICE-" .. -« 7 - . o .
“' Ios MATTER 2007~ 1535 -FCRA (U) [rég_ e e
>§1 Durlng aI — — v ' ﬂlbf'éxia:f~

U S person, | | issued:an NSL under 15 U.S.C.:§ 1681u torjﬁlg

.a credit reporting agency. | |requested “consumer
“gldentlleng information, llmlted to name, address, former .

.. addresses," places of employment or former places of employment
“.‘all’financial account:.number (s). and the: names, and addresses of
o all’ financial institutions at which. the" below named .consumer L

‘malntalns or has malntalned an. account AP AIEN . S

s (U) In thls case, an error ‘was. commltted by the fleld offlce.‘ b
m*when it requested “financial. account: number('i -in its NSL. DR
-~ 'FCRA, -15 U.S.C. §.1681u(a) does not allow the .FBI to . ‘request such .’
',;1nformatlon.~ The field ‘office ‘has. been instructed to redact: fromﬂf
ﬂ7mall documents any account numbers that lt recelved due to the
'“AFCRAfNSL SR I s : _

";‘l. l

R DECLASSIFIED BY 65 79wnuﬁ\édh?‘f :
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[OB SUMM.ARY SHEET

:f“f’Name of Department or Agency FBI ‘f R ‘;"" CY Quarterly Report - o P ”
DATE OF INCIDEN’I‘ P |:| B - DATE OFREPORTTO [OB ‘f / ;oAg e

L iDATE OF REPORT TO DEPARTMENT/AGENCY 04/24/2007

. 'DATE REPORT SUBMITTED TO OTHBR ENT!TY (1 e, DOJ Conoress thl Libertles Off ce)

: '.POSSIBLE VIOLATION OF:

STATUTE (Umted States Code Cltatlon)
: v FISA(SOUSC 1801) ) ) : U AR
. S Other (U S. C c1tat|on Falr Credlt ReDOFtan Act 15 U S. C 6 1681u D T

. Section 2.3.collection & dlssemmatlon of USP mfo

- Section 2.4 preamble least intrusive collection

~ Section.2.4(a) CIA ¢lectronic surveillance w/in US

‘ Sectlon 2. 4(b) unconsented physical search w/i in US

- Section 2.4(c), physlcal surveillance of USP w/in US

- Section 2.4(d) physical surveillance of USP abroad :-

- Section.2.5 AG approval w/in US or agamst Usp abroad
- * Section 2.6 assistance to law enforcement -
il .o Section2.7 contracting” x

"'A'._E",‘X.ECUTIVE ORDER 12333 e

4 : Section 29 undlSCIOSCd pa.rthlpatIOll
.1 ‘Section.2.10 human. experimentation. ,
[ ;.;.'Sectmn2 11 prohjbition on assassmatlon U
o _Section 2. 12 indirect participation’ - R et L
v r_ _ "AG Approved EO 12333 Gutdelmes (Gutdelmes name and Sectlon e I BN S

,-';OTHER EXECUTIVE ORDER (SPECIFY) :
- %: |- Creation of unauthorized SAP (EO 12958 as amended)

'

i Other (EO c:tatlon —)

PREStDENTIAL D[RECTIVE (SPECIPY) L AT
: COVERT ACTION F [NDING/MEMORANDUM OF NOTIF]CAT[ON
‘ Other (Premdenttal Dlrecnve crtatmn ) R

DEPARTMEN T/AG ENCY ACTION

’DATEOF FINALDISPOS[TION _ _:
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DECLASSI FIED BY 651?9/DMH/SEHJ

- INTELLIGENCE OVERSIGHT BOARD - (IOB) MATTER
g . FIELD OFFICE - ;_" .
IOB MATTER 2007-734 o)

on US—lD zulu ST e e T s

<bTE

SR
o BTE .

he’ ‘subject at the residence. subsequent ‘to’ the, presumed

,,;‘overcollectlon and - ‘reported to OIPR and to the as such ol
., .~~~ Accordingly; OGC has determlned it approprlate to. repOrt thls ‘wi“:
"ﬂ'“matter to the Board in the same manner. .- v . o

>u1Decla551f "‘2/08/2018

. Cardozo10B283 ¢

e -f‘%Ui Notw1thstand1ng the fact that phy51cal survelllance' o
o zplaced
. "move-out" . date,. .this matter has been treated.-as an ’
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m‘m 05~ 10 2010 BY ssmsfmtﬂfsddOB SUMMARY SHEET

)

B 'Name of Department or Agency FBI E :, ‘ ,"' CY Quartcrly Report :

L ;“.DATE OF INClDENT |::_| DATE OF REPORT TO IGB: 09’/307008
- --,'_'DATE OF. REPORTTO DEPARTMENTIAGENCY “anopoor o G :

;'."r‘DATE REPORT SUBMITTED TO OTHl:R ENTI’I'Y (l e, DoJ Congress ClVII leertles Ofﬁce)

e “_POSSIBLE VIOLATION OF

STATUTE (Umtcd States Code Cltatlon)
" FISA (50 U, S.C. 1801) .
Other (U S C cxtatton - )

4 ECUT[VE ORDER ]7333 Syt .
- " Section 2.3 collcctlon &. dxs.scmmauon of USP 1nfo
Section 2.4 preamble least intrusive collection. -
Sectlon 2.4(a) CIA elect.romc surveillance w/in US )
. -Section'2. 4(b). unconaented physncal search w/in US
- Section 2, 4(c) physucal surveillance of USP wiin US
1 . Section 2.4{d) physical’ surve:llance of USP abroad
. "._-_Sect10n 2.5 AG. approval wlm US or agamﬁl USP abroad
‘Section'2.6 asststance to Iaw enforcement
- . Section.2.7 contracting . DL
" Section 2.9 undisclosed partlmpatmn )
: ,'Sectlon 2.10 human cxpenmentat:on e
.Sechon 2.11 proh1bmon on assassination e
_ .Sectlon 212 mdlrectpamclpatlon I IR SRS
. 'AG Approved EO 12333 Guldelmes (Guxdclmes name and scctlon

S b7E.-

OT -IER EXECUTIVE ORDER (SPEC]FY) PR
S5 Creatlon of unauthonzcd SA.P (EO 12958 as amendecl)
_ Olher (EO cmatlon ) oo

‘RESIDENTIAL DIR.ECT[VE (SPECIFY)

DEPARTM ENT/AG ENCY ACT[ON

i *DATE OF FINAL DISPOSITION: * .

o Cardomon2se

i . ot ere tae
P N . P

. ) Vet
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ON 05- 10-2010 ‘ B o

o B LNTELLIGEBCE;OVERSIGHT BOARD" (IOB) MATTER . . . = .
iftujgm;A.“; B |F1ELD OFFICE -~ = = . o
S IOB MATTER 2007-1471: (U)

\/ v : . : . 4 B7E

7‘Uk}w

L if"r%“:}§i:'0n " Idetermlned that the B
overbollectlon occurred because - there. . was an :error-in 1nputt1nC‘a“
the {correct termination- date|

~iII}ff“T“*f“4fffAfr <5 3

S | |'
sequestered all files of overcollection in" a-safe-where they- .. = . - .
-reméanéd until] |when the:cpc _took physical . ‘~‘4u5“~vb§“’
posseSSLOn of -them for. sequestratlon.] did-. not examlne or’ . bs

~ conduct analy31s -on any of the. over=collected data. ~ If not ' :. . bJTE
already accomplished, OGC advised Cees T

(o

wuxﬁ“:>§§f};ﬁé£é,r' o ”” “':“"v“'fff}

[ ) |resulted in the unintentional ‘acquisition
- of electronic communications. Based upon our analysis, in
_accordance ‘with the reporting- requlrements of Section. 2.4 of E.O.-
112863, the oversight is being reported- to the IOB because the :‘”
) 'survelllance resulted in the unlntentlonal acqulsltlon of - o
~ communications from a’number not . authorized to-be monitored under=7
.j the Foreign- Intelllgence Survelllance Act or Executlve Order:
L 12333h.ﬁ : S :




' ALL INFORMATION CONTAINED
.- HEREIN IS UNCLASSIFIED
DA‘I‘E 05-10-2010 ‘BY 65179/Dlﬂ-l/sdb

e 'IQB_SUT\/TMARY SHEET"

rNarnc ofDepartment or Agency FBI A . . '-:;v - CY Quarterly Report

DATE OF INCIDENT; I | - DATE OF RBPOR’I‘ 70 10B: ‘f/ 50/ 0%

- ‘DATE OF REPORT TO DEPARTMENT/AGENCY Apnl 9, 2007

. ‘ADATE REPORT SUBMITTED TO OTHER ENTIT’Y (: e, DoJ Congrcss CMI leernes Ofﬁce)

L iPOSSIBLE VIOLATION OF:-

o STATUTE (Umted States Code Cnanon)

X FISA(SOUS.C.1801) = .
Other (U.S.C. citation' S ) :
' OE}\ECUTIVE ORDER 13333 o

f
S

F
i
¥

Section 2.3 collection & dlssemmanon of USP mfo s
- Section 2:4 preamble: least intrusive collection ]
.Sccnon 2.4(a) CIA electronic surveillance w/inUS *

Section 2.4(b) unconsented physical search w/in Us -
Section 2.4(c) physical surveillance of USP w/in US

- Section 2.4(d) physical surveillance of USP abroad -

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 contractmg S
Section 2.9 undisclosed participation.
Section 2.10 human experimentation

. Section 2.11 prohibition on assassmanon :
- Section 2.12 indirect participation . B ’ .
VAG Approved EO 12333 Gutdelmes (Guldchnes name and sectlon )

OTHER EXECUT[VE ORDER (SPECIFY)

X

L DEPARTMENT/AGENCY action:[

‘Creation of unauthorized SAP (EO 12958 as amended)
Other (EO cnatlon ) - v

PRESIDENTIAL DIRECTIVE (SPECIFY)

- COVERT ACTION. FI'NDI'NGIMEMORANDUM OF NOTIFICATION
Other (PreSldentlal D1rect1ve cltatlon ) .

1

" “*DATE OF FINAL DISPOSITION:

Cardozo-10B-286

b2
BB

2
Lo b5
b7E " "
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AT Di:tLAJnSIFIED BY 65179fDMH/sdh B I T
"~'.g0m05mznm . : ‘ DR R A

ey "'.‘fN‘TEI'..ALI‘GEI\» VERSTGHT .BOARD. (IOB) MATTER. & . .
B S N FIELD OFFICE- " -, - v

I0B MATTER 2007 1722 (U) ?C"

><_

e

:iﬁif;'»

»colﬂec ion'. on ‘the e~mall address and_coordinated efforts to 4
- 'sequ'ester all over-collected.data. [ Jhas: not used any

" accdmplished, OGC-advised [ 1

oV ,~f“b% e o ' T
VLR ' .‘;;gfi;Here, collectlon on the wrong e mall address
Tresulted “in . the- unlntentlonal acqulsltlon of. electronlc L

'9freport1ng requlrements of ‘Section 2.4 of ‘E.O. 12863, the - " 7

-ﬂForelgn Intelllgence Survelllance Act or Executlve Order 12333

" Cardozo-10B-287

4

Awoverkcbllected data to further an investigation. = If notfe;reédy'x

S

. BIE

b2
CBTE -

L >a< Upsn “discovery, I:Ilmmedlately stopped a1l

b2 |

©p5

~ bJE

. -communications..’.Based upon our. analysis,’ in. accordance with. thezﬂ"f”‘

‘over51ght is being reported to-the IOB. because the surveillance f ‘
~ A‘resulted in the unintentional. acqulsltlon of. communlcatlons for ﬁf
7. an.e-mail. address mistakenly authorized to:be monitored under the

5 e
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IOB SUMMARY SHEET

Name of Department or Agency FBI " : ~' ,- ) CY Quartcrly chort |

;DATE OF REPORT TO DEPARTMENT/AGENCY May 18, 2007 B
¢ DATE REPORT SUBMITTED TO OTHER ENT[TY (1 e DoJ Congress, cml leemcs Offce) '

B POSSIBLE VIOLATION OF

STATUTE (Umted States Code Cltatlon) i
~FISA (SOUSC ‘1801) E

: ’ Other (U S o) cmtlon )

o

{
- ‘EXECUT[VE ORDBR 133.33 "
' l + Section 2, 3 collecuon & dlssemmatton of USP mfo

Lo .
+

[

& - Section 2.4 pteamble least intrusive collection™ L
.- Section 2.4(a) CIA electronic survelllance w/in US
" Section 2. 4(b) unconsented physical search wiin US
{Sectlon 2.4(c) physical surveillance of USP. wiin us

" Section 2.4(d) physncal survelliance of USP abroad
+Section 2.5 AG approval wiin US or agnmst USP abtoad
. Section 2.6 assistance to law enforcement ' .
© ‘Section.2.7 contracting ¢ o
- Section 2.9 undisclosed part:mpatlon ’
. Section 2.10 human experimentation . -

i -~-‘Sect10n 2.11 protiibition on assassination’ o
--Section 2.12 indirect participation K ' ‘
AG Approved EO 123 33. Gu)delmes (Gmdelmes name and sectlon )

v..i-"‘OTHER EXECUTIVE ORDER (SPECIFY) A
RS - Creation of unauthor:zcd SAP (EO 12938 as amended)
Other (EO c1tatlon A ) _ Ll ]

N _-PRESIDENTIAL DIRECI‘IVE (SPECIFY) ) O
* - . COVERT ACTION FINDING/MEMORAN‘DUM OF NO’I‘IFICATION
Other (Presldcnnal Dxrectlve c1tat|on ) .

fj DEPARTMENT/AGENCY ACTION: [

- OGC advised FBI|

P

__1Jf not already accomplished, .

*DATE OF FINAL.DISPOSITION: -

*:" Cardozo-]0B-288

‘;DATEOFINCIDENT L ’ |-, DATEOFREPORTTOIOB 'f//}o/oszﬂ CbTE.

¥+

C b7E
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I I INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o
Uy ] |FIELD FIELD OFFICE"
CIEER LT J‘nﬁth,;fz'l :IOB MATTER 2007 3364 (U)~m' c

) )& : b7E

Rtftj?i-'t

(Iiikigsf‘*u'?éllr

undertook substantlal efforts to 1dent1fy,.‘ -

fremove and sequester all orlglnal and derlvatlve over—collected

Jiadata from all flles and FBI databases. Furthermore,

- peen changed to ‘require .all TS personnel receive . addltlonal

”f‘tralnlng'regardlng court “orders ‘and new.checks.
- before dlscontlnulng ‘or reconstltutlng a line.

T”fjﬁhand deliver to:FBI HQ all electronic and hard-copy over- -collected . .
" ¥’datan’ If not already accomplished, 0GC. advised| L

FBI pOlle has“

- be’ conducted-ﬁ .

bz
©BIE -

Cp
b5
BIE

advised it will “. =

T’Hére,,collect10n| ] -
3 Iresulted in.the unintentional acquisition.of !
! .electronic. communications. Based upon-. our analySIS, in- accordance

.. with the reporting. req01rement5 of Section2.4.0f E.0. 12863, [the

o

'[ i5‘IA

el
CUVIPRNEES )

_*over51ght 1s being: reported to- the 'I0B. because the. survelllance
'§resulted in.the’ unlntentlonal acqu151tlon of communlcatlons from a L
'Tﬂfnumber not authorized: to be monitored under the- Forelgn
71“Intelllgence Survelllance Act or, Executlve Order 12333

20z0-108-289
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- A; Name of Dcpartment or’ Agency FBI

"':‘?‘f:,DATEOFINCIDENT I . I

._'_DATE OF REPORT TO DEPARTMENT/AGENCY September 1, 2007

ﬂDATE R_EPORT SUBMI’ITBD 0 OTHER ENTI‘['Y (l . DoI Congress Cwu leemes Ofﬁce) SRR e

s PO POSSIBLE VIOLATION OF

' "

RN 'TSTATUTE (Umted States Codc Cltzmon)
X' FISA (SO US.C. 1801) - R A S
' Other(USC citation: ) T,

: ~EXECUTIVE ORDER 13333 e SR :
© - Section 2.3 collectlon & dlssemmatlon of USP mfo
Section 2.4. preamble léast intrusive collechon o
~'.;_Section 2.4(a) CIA ‘electronic surveillance whinUS
""-Section 2.4(b) unconsented physical search w/in US. -
"Section 2.4(c) physical surveillance of USP w/in US

,Sectlon 2.4(d) physncal survelllance of USP abroad -

“ Section 2.5 AG.approval w/in US or against USP abroad
" Section 2.6 assistance to- law enforccment '

~Section 2.7. contractm5 L

«..Sectmn 2.9 undisclosed partIpratIOn ERE

" Section 2: 10 human expenmcntanon

Sectlon 2: ]l pI‘Ohlbltlon on assassmatlon

SectlonZ {2 indirect participation’'. L o S

AG Approved EO 12333 Guldelmes (Guldelmes uamc and sectlon )

Il Hl f‘ | ;I. ',l | '1 H l"i*l

o .'"OTHER EXECUTIVE ORDER (SPECIFY)’ . © .o+
N Creation of unauthorized SAP (EO" 12958 as amended)
Other (EO cnatlon _H______) S T

o :x‘j';,‘PRESIDENTIAL DIRECTIVE (SPECIFY) T S
.. ™! COVERT ACTION Fl’N‘D[NG/MEMORANDUM or NOTIFICATION

'-T_ Other (Presidential Dj jtation; -~ ) S
. DEPARTMENT/AGENCY ACTION] | ]

— ] (1 }?H,fﬁ;ﬂ
1 i

SBTESE

I not already-accomphshed, OGC adwscdl

. "‘DATE or FINAL DlSPOSITION

)

| Cardozo 10B-290.




N DECLASSIIIED BY SSlTQIDHHISdb 'Qg"“?#" e T e T
CBN.05-10-2010 T T T e T

X INTELLIGENCE OVERSIGHT BOARD® (10B) MATTER L s
ST FIELD OFFICE" -~ .| IR o
S e e IOB MATTER: 2007-2976: (U) .

><

~1bth
. b7E

J§ULﬁan; [promptly sequestered the overcollectlon S
“. .o and.reported e matter to OGC: for- ad]udlcatlon P T :

o
I'I

o . From[ — Iwhlle conductlng
. -al rev1ew of .intercepts" .captured. in-a| | R
again discovered audio| [

B ‘,- v,

- L | |concluded that overcollectlon 1n thlS
”1nstance occurred for the sameé reasons-as- the above- referenced
PR f‘ﬂovercollectlon discovered:on] ] Notably, -the -
Ty iltlmeframe for both instances of overcollectlon are. the same.

OGC adv1sed| ’ — ‘ — ”‘”Bé;fﬁf
b5
S b7E

Pooloewin N Here,van error on the part of a. prov1der resultedf

.ﬁvfin the unlntentlonal acqu151tlon of electronlc communlcatlons '

f ¢}Based upon our’ analy51s, in- accordance with the ‘reporting : ~34 S

g[grequlrements of Section 2.4 of E.O0. 12863, the’ provider’'s: mlstakenugfgv;iw

.15 ‘being" reported to the IOB. because ‘the survelllance réesulted in.
‘3gthe unintentional acqulsltlon ‘of ‘communications from a:. humber notf;.“'“'

S " *"authorized ‘to be monitored undér the’ Forelgn Intelllgence ool
?'ﬁ_fjﬂQSurvelllance Act ‘or: mxecutlve Order 12333.:: EREE TR SR

)
‘t
-
o




IOB SUIVIMARY SHEET

-

» '-.Narnc ofDepartment or Agency FBI o u ‘ . :{"' :
'DATE OF INC[DENT C — — |”j‘ | DATE OF REPORTTO i0B: - 14/ 3/5/01 .'giE.,

; 'f{__’D ATE OF REPORT TO DEPARTMENT/AGENCY Septcmber 11,2007 .

e DATE R.EPORT SUBMITTED TO OTHER ENTITY (l e, DoJ Congress ClVll leertlcs Ofﬁce)

el f possnau-: VIOLATION 01=

i,_' STATUTE (Umled States Code Cltanon) ALI. mrom'rmn cm.rmm}:o
- FISA(50US.C 1801) - o HEREIN ‘I8 UNCLASSIFIED Sl
 Other (USC c1tat10n ) - DATE 05- Lo- zulu BY. 651'79fbmusdb RS

A EXECUTIVE ORDER 13333 - -
s _Section 2.3 collection & dissemination of USP mfo

] ._,Sectlon 24 preamble least intrusive collecnon NP
- “Section 2.4(a) CIA electronic surveillance w/in US .-+ -
_"Section 2.4(b) unconsented physical search w/in US
- Section 2.4(c) physical surveillance of USP ‘w/in US"
_ Section 2.4(d) physical surveillance of USP abroad ..
+ Section 2. 5°AG approval-w/in US or against USP abroad
. Section 2. 6 assistance to law enforcement P
'tli‘,‘Sectlon 2.7 coutractmg N
.. Section 2.9 undisclosed partncnpatwn I
: "Scctxon 210 human cxpenmentanon :
- Sectlon 211 prolubmon on assassmatlon X -
";‘Sectlon 212 indirect participation: .. R Lk
. IAG Approved EO 12333 Gmdelmes (Guldclmes name and sect|on )

. OTH'ER EXECUTIVE ORDER (SPECIF Y) Feaoet
o . "_Creation of unauthonzed SAP (EO 12938 as amended)
.,Other (EO cntatlon e ):.

;PRESIDENTIAL DIRECTIVE (SPECIPY) - T o
i COVERT ACTION F[NDING/MEMORANDUM OF NOTIFICATION
Other (Pres:dentlal Dlrectwe c1tat10n

‘b:’-:ﬁA}i"‘fM L NT/AGENCY ACTION: ' The Ofﬁce of the General Counscl has adv:sed[

- *DATE OF FINAL DISPOSITION:




: DECLLSSIFIED BY 63179}[)![[{/3[!}3
05-10-2010 '. '

INTELLIGE SRSIGHT. BOARD' (IOB) MATTER L e
FIELD. OE‘FICE B

IOB MATTEQ 2007 1399 (U)

On Aprll 24 2007 the jFIeld<Office.£* SpTES G

» P! : determlned that it prev1ousl had.i“‘/'l- ] :li'f U
monltore the _telephone line in guestion in. a| |‘fW?i~~“

- PTE.

[ Furthermore, OGC. advised

. Here, an.. error on the part of a prov1dernresulted
in’ the unlntentlonal acqulsltlon of electronlc communlcatlons.»‘”
“Based " upon our -analysis; in- accordance with- the reporting - -7 Lo
requirements.of"Section:2.4.0f E.O. 12863 ‘the: provider's mlstake
is- ‘being reported to the 108 | because thé ‘surveillance- resulted in L
“the: unlntentlonal acqu151tlon of communications’ from a number not :
_“5authorlzed to- be monltored .under ‘the Forelgn Intelllgence '

‘QfSurvelllance Act or: Executlve Order 12333 e ~




T I 1013 SUMMARY SHEET .

e e

: Name of Department or A;,ency FBI CY Quanerly Report:'» -

'_‘DATE OF INCIDENT: E:| DATE OF mom TO10B:. /'5:.1 /os’ e
- - DATE op REPORT TO DEPARTMENT/AGENCY May 3 2007 e
S "DATE R.EPORT SUBMITTED To OTHER ENTITY (1 ¢, Do, Congress, ch leertlcs Ofﬁce) '

"-V;POSSIBLE VIOLATION OF ff_*‘,’_-‘: , f.‘:"‘__,

ke STATUTE (Umted States Codé CltatTon) AL mmmmmn m,mm,,‘

(P IXCUUFISA(SOUS.CAU80Y) U ey 15 UNCLASSIFIED. .. .
b_"—,—"_ Other (USC citation: —-) | DATE-05- 19 2.010 BY 65179{Drﬁi/sdb

K EX ECUTIVE ORDER 13333 AR s

-Section 2. 3 collectlon & dlssexmnauon of USP mfo
"-Section 2.4 preamble least intrusive collection: .
- Sectlon 2. 4(a) CIA electronic survelllance w/in US :
“ Section 2. 4(b) unconsented physical Scarch w/in Us

Section 2.4(c) physical- survelllance of USP w/in US"
" Section 2.4(d) physical. survelllance of USP abroad ' l L
“- Section 2.5 AG approval w/in US or agalnst USP abroad
"‘Sectnon 2. 6asswtance to law. enforcement e Tl
" Section 2.7 contracting, - o
: "Sccnon 2.9 undisclosed’ partncnpatlon
‘ 'Scctlon 2. 10 human expenmentatlon

I HER EXECUTIVE ORDER (SPECIF- )
B S Crcanon of unauthonzed SAP (EO 12958 as amended)

; EPARTMENTIAGENCY ACTION I
- the General Counsel-has advnsed|

% Cardozo-10B-294



DEELASSIFIED BY Esl?QmM!sdb
nn ﬂs‘w 2010 L

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o R
FIELD; OFFICE ’ :
IOB MATTER 2007 2044 (U)

L b2

;:iﬁki . |
o b5

| If ‘'not already accomplished, . 0GC:

. L

Li;{ﬁF' ‘

§ Here, collectlon on. a number after there was a.

”;}change In'users resulted ln the unlntentlonal ‘acquisition’ of

..électronic . communlcatlons . Based upon ‘our analySIS, in :

“;accordance w1th the reportlng requ1rements ‘of “Section 2.4 of E 0

‘“ﬁ12863 ~the . overSIght is. belng reported to- the 'IOB because the"

;jfﬁsurvelllance resulted in’the unintentional” achlSltlon of | Y _;;-.x

7 communications’ for & user ‘not: authorized’ to be monitored under a
jthe Forelgn Intelllgence Survelllance Act or Pxecutlve Order

CopTE;



' -i.,VIOBfSUi(/INIARYSHE'ETT

L F

’ --‘::;Name of Department or Aoency FBI CY Quarterly Report '—‘ S

" DATE OF INCIDENT ' | DATE OF REPORTTO IOB ‘4} /03

R A
el N

‘:;-::‘DATE OF REPORT TO DEPARTMENT/AGENCY June zs 2007 f' PN

o

X ‘DATE R.EPORT SUBMITTED TO OTHER ENTITY (l e., Do.T Congress erl leertlcs Off ce)

: "-t"'POSSIBLEVIOLATIONOF }- f"{' . : o < [ R
: o v ALL mramm-run ccnmmzo oo
L ‘STATUTE (Umted States Code Cltatlon) o HEREIH 15 UNCLAﬁSIFIED A

Other (U S C c1tatlon ' )

’

" '.;.EXECUTIVE ORDER 13333 - C o
- Section.2. 3 collecnon &. drsscmmatlon of USP mfo

Sectlon 24 preamble least intrusive collectlon ‘. S
Section 2. 4(2) ClA clcctromc surverllancc 'w/inUS .

- " Section 2 A4(by unconsented phys:ca! search w/in'US .

e Section 2.4(c) phys:cal surveillance of USP. w/in US

or . Section 2.4(d) physncal surveillance of USP abroad - .
A ‘ ?"‘Sectron 25AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement '
- Section 2.7 conitracting o o

Section 2.9 undrsclosed pamCIpanon ' .
‘Section 2.10 human experimentation’ ', -+ LU
~ Section 2.11 prohibition on assassmatlon

- Section 2.12 indirect partlcrpanon RS e

_r:.‘ ‘AG Approved EO 12333 Guldelmes (Gmdehnes name and sectlon e )

‘.;OTI-I.ER EXECUTIVE ORDER (SPECIFY) - RS
M - Creation. of unauthorlz,ed SAP (EO 12958 as amcnded),.
: l Othcr (EO c1tat10n SRR )‘, ;

"PRESIDENTLAL DIRECTIVE (SPECIFY) :
’ COVERT ACTIONE INDING/ MEMORANDUM AOF NOTIFICATION
Othcr (Presrdcntlal Drrcctwe c1tatlon SRR ) RIS

o DEPARTMENT/AGENCY ACTION: |

L pTE
|1f not already accomplished, OGC advises | - T
_I L T ——

' *DATE OF FINAL DISPOS{TION: " . '

| Cardozo0B-296"




‘<€DECLAﬁﬁlFIED BY 65179/DHH/sdh
,,nm 05-i0-2014. . ‘

RN ﬂj“l - INTELLIGENCE OVERSIGHT BORRD (IOB) MATTER = 0 e
“w;'ﬁszgft:?' _ FIELD . QFFICE . e e T
‘1U3fyﬂgf?7\\\)/ | _I0B MATTER 2007-2103 () .~ -

B N

il -
-

fxijjifigjlg;wjﬁ;wwm

}ii}i;f;-ﬂ,www
]

I

b3S
- B7E

f{:ftrljé'f : T Here, collectlon on the number after there was a -
: "’7*j'change 1n'subscr1bers résulted:in: the unintentional acquisition Lo
 of. electronic communlcatlons Based upon our analy51s, 1n'j
,57-accordance with the’ reportlng requlrements of . Section 2.4 of E. O
712863, the oversight-is being reported. to the IOB because’ the
"fsurvelllance resulted in the unlntentlonal acqu151tlon of ,
~ communications for a- subscrlber not ‘authorized’ to.be monltored
: gfunder the . Forelgn Intelllgence Survelllance Act or Executlve
WOrder 12333 ' ~ :

T

l 72 .

[ TI not already accomplished, OGC advised. —b2



| '-?_15;: . . 10B, SUMMARY SHEET
- Namc of Department or Agcncy FBI - o ‘ ~': » ‘ CY Quarterly Report S _‘ :
». DATE OF INCIDENT | |- DATE OF R.EPORTTO 10B:* ‘4130/03 e

B DATE OF REPORT TO DEPARTMENT/AGENCY July 17, 2007 |
e DATE REPORT SUBMITTED 10 OTHER ENTITY (n ¢ Do, Congress va11 leem"s Ofﬁce)

R POSSIBLE VIOLATION OF

- STATUTE (Umtcd States Code Cnanon) Lo . ALL chlRmTIoN CUNTAIHED
' X - FISA(SOUS.C.1801) - - = " HIFEIH IS UNCLASSIFIED- T
Other(USC éitation: __"""_): .. - . DATE DS 10-2010° BY: 65179{9:-&1/3@“,

- EXECUTIVE ORDER 13333 | ° o i G T T
‘5ect10n23collectlon&dlssenunauon of USP info s L

Section 2.4. preamble least intrusive collectlon )
i Section 2.4(a) CIA electronic surveillance w/in-US
___ Scctlon 2.4(b) unconsented physical search w/inUS™
S :Sectlon 2.4(c) physical surveillance of USP w/in US
- Section 2. 4(d) physical s survelllancc of USP abroad .’
I_ .+ "Section2:5 AG approva] w/in US or against USP abroad
‘. _ Section 2.6 assistance to law enfotcement :
. “Section2.7 contractmg - .
v Section 2.9 undisclosed parucnpanon , .
j‘_ L Sectlon 2.10 human experlmentanon L » ‘
L : ;__;_‘_('_‘ Sectlon 2.11 pIothmon on assassmatlon B
ke ‘SCCUOI‘I 2.12 indirect partICIpatIon L. : ' DT T PUNE S
T - ;'AG Approved EO 12333 GuIdelmes (Gu:delmes name and scctlon ) e e
N A S
‘E_bT-IER EXECUTIVE ORDER (SPECIFY)
oI ‘Creation of unauthonzed SAP. (EO 12958 as amended)
g j:'*__% Other (EO cmmon S ) - A
S e —
j-_PRJ.SIDENT'LAL DIRECTIVE (SPECIFY) o

“COVERT ACTION F I'NDING/MEMORANDUM OF NOTTFICAT'ION
Other (PreSIdentIal DIrectlve c:tzmon P ) SR o

: :DEPARTMENT/AGENCY ACTION: r

C— ows
Cb7E:

’ ~ I'not already. accomplished, Otiice of General Counsel advises FBI e D

" *DATE OF FINAL DISPOSITION: . '

CardozoIOBzgs



DECLLSSIFIED BY 65179/DHHfsdh ,"
on05-10- 2010, S

. INTELLIGENCE OVERS TGHT BOARD (IOB) MATTERﬂ'-“ S
oo e [ ___]PIELD (OFFICE S e T BTR
©. 0B MATTER 2007-3134 (U) .. Lo

/
\

b7E -

4
N

~

LE | "If not already J.a'.*';bg.”ff7
- accompllisheq, OGC advised] b7€'EA@

S Here;‘the carrler 's"error. 1n collectlng unrelated
resulted in- the unlntentlonal acqulsltlon of - .7

«jlnterceots
fdelectrdnlc communlcatlons Based Upon. our: analy31s,.1n S
"7l accordance with the, reportlng requirements of Section 2.4 of B O
5 “lthe carrier'’s error.-is belng repbrted to the I0B because
fthe suﬂvelllance resulted 1n the uhintentional. acqulsltlon of :
communilcations’ on users. not. authorized to be monitored under’ the

x{EQre;gn Intelllgence Survelllance Act or Executlve Order 12333

: ézoéﬂjs;jgga;tf~u5ﬁ¥ Arf;fa.:?,i“ o




L IOB SUMMARY SHEET

E Namc ofDepartment or Agcncy FBI Lo . v;ﬂ “" : y '3 CY Quartcrly Report e,

DATE OF INCIDENT |':| DATE OF REPORT TO 1013 q /3, /0 g

CopE

- .'DATE OF R.EPORT TO DEPARTMENT/AGENCY 05/25/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (1 e., DoJ Congress ClVll leemes Ofﬁce)

‘ POSSIBLE V[OLATION OF CALL INFommron comum:n

- HEREIN I3 UNCLASSIFIED
STATUTE (Umtcd States Code Cltatlon) . DM‘E 95 lO ZQJ,D 3t 65.].?9/Dm-usdh
;- X FISA(50 UIS.C. 1801) ¢ o

h‘ 2 . . e
S g Olhcr (US C citation: _) R

T LIEX ECUTIVE ORDER 13333; , :
: . Sectioh 23 collecnon & dlssemmatlon of USP mfo

B Sectlon 24 preamble 1east intrusive collection .. o . ST

S Sectlon 2.4(a) CIA electronic surveillance wiin US: S e

-~ Section 2:4(b)- unconscuted physical search w/in US o

- Section 2.4(c). phy51ca1 surveillance of USP w/m us

. Section 2.4(dy physxca! surveillance of USP abroad

“:" Section’ 25 AG approval whin US or agamst USP abroad

E Sectlon 26 asswtancc to Iaw enforcement .

, I‘:Sectlon 2.7 dontracting, <. G

- Section 2.9 undisclosed part1c1pat10n

' . Section 2.10 human experimentation

" ‘Section 2.11 pl'Ohlbltl.Ol’l on assassination -

" “:Section 2. 12 indirect participation - B ’ S RS
‘AG Approved EO 12333 Guldelmcs (Guldelmes name and sectlon ey

OTHER EXECUTIVE ORDER (SPECIFY)
: Creanon of: unauthonzed SAP (EO 12958 as amended)

Other (EO c1tanon l

~PRESIDENTIAL D[R.ECTIVE (SPECIFY) g T ‘
: COVERT ACTION FI'NDING/MEMORANDUM OF NOTI.FICATION
Other (Presxdentlal Dlrectwe cutauon .

DEPARTMENT/AGENCY acTion: [ A — ' R
— -

b7E

...not already accomplishied, OGC advtsesi

*DATE OF FINAL DISPOSITION: .

. .
o ———

b5



INTELLIGENCE OVERSIGHT BOARD (ICB) MATTER
‘FIELD!. OFFICE
IOB MATTER 2007 1693 (U)

b2
b7E"

Top2
TR L

g [ Based upon R
s .our'analysis, . im accordance with:the  reporting requirements.of
ﬁqSectlon 2 4 of E.0.-12863, . the CL"s’ unauthorlzed activities: of-
“logging” 6nto the target s| |w1th the:target's username”
2-and password and: downloadlng activity reports from the target' s“
'faccount must-be’. reported to the I0B because. the~surveillance -
vresultedlln the unauthorlzed acquisition of ‘information- from a

n| qot authorlzed to- ‘be monltored under the- Forelgn
’Intelllgence Survelllance Act or: Executlve Order 12333




DECLASSIFIED BY" ssmznmradb
O DS-10-20i0 .

IOB SUMMARY SHEET

"Y Quarterly Report T

Name of Deparrment or A;ency FBI o

*.».f;-{‘:DATE OF INCIDENT |:| ‘

o 'DATE OF REPORT TO DhPAR’I‘MENTIAGENCY Apnl 3 2007

DATBOFREPORTTOIOB q/;,o/os -"{'b.,.E-.,{ o

- ’DATE REPORT SUBM ITTED To OTI-IER ENTITY (1 e, DoJ Congress C|v1l leemes Ofﬁce) :

= -‘-"POSSIBLE VIOLATION OF:.

: ‘STATUTE (Umted States Code Cltatlon)
‘x 'FISA(SOUS.C. 1801) - L
- Other (USC citation: _____) nL e

- "‘.'-EXECUT[VE ORDER 13333~ % Lo PR
N Section 2.3 collection & dlssemmatmn of USP 1nfo
_Section 2.4 preamble: least 1ntruswe collection -
" Section'2.4{a) CIA electromc surveillance w/in US *
- Section 2.4(b). uncouscnted physical search wlm us™
-"Section 2.4(c) physwal surveillance of USP w/nn us -
Sect:on 2.4(d) physical survelilance of USP abroad |

Sectlon 2.5AG approval w/in.US or agalnst USP abroad

" Section 2.6 assistance to law enforccment T
- Section 2.7. contracnng L
- Section 2.9 undisclosed pammpatlon
" " Section 2.10 human experimentation’:-_
- Section 2:11 prohlbltnon on assasmnanon
- Section 2.12 indirect pamcnpatlon Do
f;,AG Approved EO 12333 Guxdehnes (Guldelmes namc and secnon

ﬁ@THER EXECUTIVE ORDER’ (SPECII’Y) Lh
g ~Creation of unauthorized- SAP (EO 1295
! T Other (EO cztatlon o

Rr DEPARTMENT/AGENCY ACTION P(

" *DATE OF FINAL DISPOSITION: 7 .~ .

+ b B . -'l‘.:



DECLASSIFIED Br ESlTB}Dﬂﬂfsdh
it u'ns-lo 2019 e

INTELLIGENCE OVERSIGHT‘BOARD:(fOﬁ) MATTER ©
: FIELD. OFFICE" R
IOB MATTER. 2007-3240, (U)

o
<

LR ‘ ' The- Federal Bureau of Investlgatlon ("FBI") has%iff’Fffb7E
"fdetermlned ‘that. whlle conducting £wo. counterterrorlsm ol

?e'lnvestlgatlons .of  a_permanent res : . and- a ‘non- United’
. .States. person,l 'Division: ‘mistakenly. requested

. ‘and received subscrlber information and toll billing: records

‘ifpursuant:to an NSL for two telephone numbers - which were not .
Afrelevant_to the 1nvest1gatlon This overcollectlon was uploaded

. into FBI databases. . The overcollected information is: belng

© . ..returned to the carrier or destroyed at their" request .and the
]gxuploadedfovercollectlon 1s belng purged . (U)

: ;In’ thlS regard on: 8/10/2007 :1ssued two

“separate NSLs pursuant. to. the Electronic Communications Prlvacy =
Act. (ECPA), 18 U.s.c. §. 2709, “for - subscrlber 1nformat1on -and, toll' b2 S
':fbllllng records - Two :incorrect: telephone- numbers “were llSted in b7E:-K
" the: NSL requesting. information about 35 .different .numbers: : T
,f.relevant to the'investigation. ' The last digit of:the area’ codes
-~ . were wrong by -one’ number (i. e. XX3 XXX XXXX was erroneously
*;11sted as XX2-XXX- xxx) : ;

o L In response the - carrler proV1ded the records requested*;7¢”“
;-to 1nc11de 1nformatlon assoc1ated with . the errant telephone o
i *numbers Because ‘of “the urgency-of the-" ‘investigation, . ‘the NSLs

were}drafted ‘with .the support of- FBI Headquarters where: the '

“initilallmistake. occurred.  The NSL- results were. qulckly B TR
,jdocuﬁEn-ed and’. uploaded 1nto databases by FBI Headquarters beforelﬁ‘;fﬁy ]
o they[we'e reviewed by the -lead . Case. Agent who was actively. Lt
.- invollved-in other ‘aspects of" the‘lnvestlgatlon during the flrst PR
. few day: of this. 1nvestlgatlon “When the Case Agent rev1ewed thei,““""
4resubts‘the erroneous number wag. discovered. and ‘the'* .-
'yovercollectlon was, sequestered ,The ‘errant. 1nformatlon has been -
-yredacted and wlll be purged fromjthe databases | IR

R , Whlle 1t is not' an excuse,,lt 1s*note‘~ thls‘VV-[f*’@j ;
‘"Q{mlstake .occurred’ in: the -course of a time sensitive ‘investigation - =<
.~ “. involving hundreds of phones numbers, requlrlng ‘coordination. with 7 .-
~ﬁmult1p1e field divisioris and numerous’ Headquarters offlces S The =~ . "
U FBI contlnues ‘to train and . empha51ze the. 1mportance ‘of. accurate'jrnf“-“*»
' .document preparatlon in an- effort- to prevent these types of e
"1ssues from occurrlng in; the future“ (U)

“ Cardozo10B-303




“ ﬁ"ALL mromrmn cemumn
{ HEREIN I3 UNCLASSIFIED'

'IOB SUMMARY SHEET

CY Quarter]y Reportl L A ,

i et | bATF of REPORT TO [OB ~/1 ‘50{01;
i‘DATE OF REPORT TO' DEfARTMENT/AGENCY 9/1 1/2007 "' '} " E
- DATE REPORT SUISMITTED TO OTHER ENTITY (1 e DoJ Congress C1v1l Lll;emés Otﬁce) E
-E;POSSIBLE VIOLATION OF

'ASTATUTE (Umted States Code Clta lon)
. .. FISA (50 U:S.C.1801). ° L L o
T X Other 18‘USC 2709(b)(2) (ECPA Tol] Blllll‘l" Records Requcst)

- bXbCUTlVE ORDER 12333 . *
‘ - *Section” 2 3 collecuon & dxssemmatlon of USP mfo
: 'Sechon 2.4 prcamblc least intrusive collectlon .
: ;Secuon 2. 4(a) CIA. electroviic survedlancc w/m US )
"_‘jaScctlon 2:4(b) unconsented physncal search w/m us’
..~ . Section’ 2 4(c) physical. surveillance of USP w/m Us®
L Secnon 2, -4(d) physical- survellldnce of USP abroad
- "Section2:5-AG’ ‘approval W/in.US or agambt USP. abroad
_ Scction' 2.6 assistance to law enforccment b S
vSectnon 2. 7 contracting . AP
) Sectlon 2. 9 und1sciosed par‘t:cnpahon i
) ,_SCCthﬂ 2.10 human cxpenmcntatlon PR
. Section 211 prol‘ubltlon on: assassmanon R
~Section 2.12 indirect participation”, - Y
: AG Appl’OVCd EO 12333 Guldelmcs (Guudclmes namc and sect:on :

HER EXECUTIVE ORDER (SPECIFY) &
) ‘Creation of unauthonzcd SAP (EO 12958, as amended)
Other (EO c1tat1cm . ).

; .SlDEN’I‘IAL'DIRECTIV}:. (SPECIFY) e
i COVERT ACTION FINDING/MEMORANDUM OF »OTIFICATION
O[her (Prcsndentlal DII’BCUVC cltatlon '

*DATE OF FINAL DISPOSITION:

caomionI0r




‘DE’CLKSSIFIED BY. 651?9/Drm/sdh
V‘um 0§-10-2010° .\ .

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
. SRR | IFIELD OFFICE"

‘ IField Office | | lssued ‘an Electronic’
" Communications Privacy Act’ (ECPA) NSL” requestlng subscrlber
information from-a communications. carrler for -one telephone

* communications .carrier. - Not- recognizing the mistake. at that - -

. T0B MATTER 2008-210 (0) &7'“113{1f¢3]55:s7'w”
In a Natlonal Securlty Letter (NSL) dated Aprll 4’ 2003?'A111?;f
BTES
" number. ‘Due’to a typographlcal error, the requested telephone,~??#ﬁa"“

" number was not” related to. the. lnvestlgatlon In" response, the “’}? K
" carrier ‘stated that the requested number belonged to a different -~

pf'tlme,| |then served ‘a.second . NSL on. a dlfferent carrler~ff
~ for subscriber records: related to- the erroneous telephone number. EE

'W;hIn its response, ‘the seéecond carrler produced records related to
v the erroneous telephone, number Upon recelpt of these- recordsf
/¥ “"the- case agent.’ recognlzed the error and segregated the records

: for destruction: . : .

o :zfg:Under ECPA the FBT may seek telephone and emall
.'communlcatlon ‘records- from telephone ‘companies ‘and. 1nternet
. service prov1ders when those records "are. relevant. to. an.’

'j,authorlzed lnvestlgatlon to protect agalnst lnternatlonal :
S ﬂ;7terrorlsm or clandestlne lntelllgence act1v1t1es " 18 u. S C §
“;4;:;2709 _ . A B

’ . . P S , . .

) (W) In thls case, the NSL was- lssued for subscrlber

”illnformatlon on a telephone number.that was- lncorrectly :
f,tradscrlbed ‘As a result,.. the FBI received . lnformatlon,-"

. ran: opem lnvestlgatlon The field office has" been lnstructed to:
¢ . contlact 'the carrier and _arrange: for .either the return. or ‘the
"*jﬁdest&ultlon of-the lnformatlon with appropriate: documentatlon to
- the'lfile. “.In addition, the fiéldioffice has been directed to,
. purge thls subscrlber lnformatlon lf lt was lnCIdently uploaded
7J1nto¥any database - S

_'-v,' e .
.

e

'yf{presbmably about a Unlted States' person, that was not: relevant to;f~:'



“a m.x. mrom’rmm EUN’I’AIHED

;-Name of Department or A"ency.

'DATE OF INCIDENT 04/04/03 L

» ~.DATE OF REPORT TO IOB
:DATE OF REPORT TO DEPARTMENT/AGENCY 0:/21/07

ODATE REPORT SUBMI'ITED TO OTHER ENTITY' L., lDoJ Congress le lecmes Of’ﬁce)

;POSSIBL_. VIOLATION OF »

STATUTE (Umted Slates Code Cltatlon) L
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 Section 2.6-assistance tg law. enforcement ;
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ECLA ‘SIFIED B"I 651?9/Dm1/3db

INTELLIGENCE OVERSIGHT 'BGARD- (IOB) MATTBR%’*
- FIELD OFFICE- L
IOB MATTER - 2007 836~ (U)

’ : ff[:::::::]requested that the Offlce of General ~~7~E§EW:T
,.gCounsel (OGC) rev1ew an-incident- and ‘determine; whether it . R
i warrants.reporting to- the .I0B. | |1n1t1ated a; R
] lona United States Person on,

, | As part of its: lnvestlgatlon,E:::::::]sought FE
'V,Subscrlber information: pursuant ‘to; 18-°U.S.C. § 2709 for "rame, "

r'ss,,and length of" servlce" ofa’ telephone number that. 4

_ had reason to belleve was: used by the target for the tlme
fperlod -of“Audqust” '2005. A~ Natlonal Securlty Letter: (NSL) Was -

‘P repared by and served on -a telephone company v1a NSL
xdat d”04/12/2006 ST Do B RPE A A

The telephone company responded to the 04/12/2006 S
request and adv1sed that "[N]umber not ‘found- for - the “time. - perlod R
rreguéested. ‘After rev1ew, At ‘was determlned that the initial:
Jrequest 1nadvertently contalned a mlsplaced dlglt Thereafter,

Y on08/10/2006,- a  subsequent NSL ‘was:-issued. for the correct. phone fﬁf;w-&'
¥number for the |{‘g”ﬁ‘w-;.:~0%~j:,;.:=:m,»n”ﬂ‘;

~ Al =
o , 4 The telephone company responded to the 08/10/2006 R,
request on|7 |and provided subscriber lnformatlon for theﬂ‘;.
‘correct .telephone number - from | Thlslxﬂgt}jf"
Vresponse .reévealed: 1nformat10n of an- 1n31v1dual other than the"-"»"'-"j

y At that tlme, however tqederror;kl'e the date
range) - was. not dlscovered and proceeded w1th the R e
undersﬂandlng that ‘the. telephone number was -in fact:- subscrﬂbed toj"73’

by USPER ‘#1 in] I-c;nu.-~.iff~§§éhf

: o) On 03/28/2006, the FBI s Natlonal Seourlty Law i el
{Branch'(NSLBL¢sent atletter to. the: Counsel for” the - IOB- request1ng~7m1'““'
theiriconcurrence sto -treat- thlrd party -errors’as. non- reportable; * R

though ‘NSLB - would stlll requ1re the field: tor contlnue to. report
any : 1mproper collectlon under an NSL . as- a- potentlal IOB matter
By letter dated- 11/13/2006 the :Counsel: to the . IOB. agreed; that -
thlrd party: errors-in=the’ collectlon of 1nformatlon pursuant’ to R
3an NSL must be: reported to the FBI's OGC but are not reportable J““"




~.fﬁeto the 10B.” Moreover, by letter dated 08/01/2007 the: Counselgtof R
.. ~the: 10B clarlfled cthis p051tlon by stating that 4if the FBIC -“."”"*”’
'af"compounded a’ thlrd party error. by utilizing . .- or uploadlng '
. the information: into Bureau databases then the matter must. be
"freported to- the IOB ;;;g,";yn. o : )

'::' o % - In thls 31tuat10n, due ‘to the 1ncorrect number
‘stated in  the NSL, ~even though the FBI did not: receive. anything =
“oin response to its. request the .FBI: soughtksubscrlber 1nformatlon'

f“”]pursuant to. 18.U.8:C. §2709.peértaining to'a telephone number . that

LTt was nelther ‘under . 1nvest1gatlon nor related:to an- 1nvest1gat10n

ﬁﬂﬁ% [ﬁﬂ‘Therefore, ‘the FBI’ sought . the 1nformatlon,talthough -

ST unlntent;onally soh 1n v1olatlon of the NSIG and ECPA

e ST A4S Moreover, the subsequent 1nclu51on of lnformatlon Sy
‘ﬁpertalnlng to USPER #1 into. the "FISA 1n1t1at10n ‘request,. although
uflater W1thdrawn, is. arguably "utlllzatlon" of -this- 1nformat10nvf“=,b,
- contrary. to the August 2007, letter. . In addition, -the subsequent .. -
. uploading: of USPER  #1's 1nformatlon (i.e. name -and" address),. ’
~ - talthough’ only for: the purpose of" reportlng the IOB matter, 1s

ﬁﬂalso contrary to the August 2007 letter BT S

e

B B a It should be noted,,however, “that nothlng further
~“was done ‘with- USPER #1's 1nformat10n The. 1n1t1at10n request. was
later. w1thdrawn for admlnlstratlve reasons: and. not further
- -included or. dlssemlnated and the 1nformatlon was in fact .’

‘-‘f}sequeséered wlth[::::::::]s CDCﬁofflce fl? i« @J;~1#:§f117735gljb2. '

a?iU) The FBI s Office- of the General Counsel (0GC) .

- b5 :
SBTED
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