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PR DECLASSIFIED BY 65179 UCLE/PLJ/JIN
ON 07-01-2010

»

»

December 11, 2006

_ BY COURIER
4 ) )
Mr. Stephen Frledman Ct
Chairman '
Intelligence Oversight Board .
Room 50209 )

New Executive Office Building ’
725°17% Street, Northwest . .
Washington, D.C. .

.

Dear Mr. Frxedman-

Enclosed for your 1nformat10n is a'self~explanatory
memorandum entitled “Intellxgence Oversight Board Matter
2007~-575." (U) . . A

The memorandum sets forth details, of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives‘which govern
FBI foreign counterintelligence and international térrorism
investigations.” This matter has also been referred to our .
Internal Investigations Section, Inspection Division, for-a
?etermination of whether any administrative action is warranted.
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

-

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr., James Baker
Counsel, Office of Intelligence Policy and Review
National Security Division

U.S. Department of Justice
Room 6150
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ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN COTHERWISE

INTELLI

‘DATE: 07-01-2010

REASON: 1.4 (C,D)

CLASSIFIED BY 65179 UCLP/PLJ/JN

SEeigyp DECLASSIFY ON: 07-01-2035

T BOARD (IOB) MATTER
FIELD OFFICE
* IOB MATTER 2007-575(0U)

The Federal Bureau—af Invastication ("ERTY) hag

nducting-al oo oo

|
. = Ty
n| i

1hzch was not related ;o

n. L e =

1 | was a violation of Section of The Attorney
n Guide11 es for I National Secu Inv n

Forei Int nce Collection (NSIG).! In this reqard, on
opened a| |of

lin ?rder to ascertazn the nature and

ipvestigat
issued a

x e subject of an
case. 1In addition,
icant] the subjects of

ions. During the course of the investigation,
National Security Letter (NSL) pursuant to

ectronic Communications Privacy Act, 18 U.S.C. § 2709, to a

* [ Tnstead, one of the] |

error was discovered upon receipt of the information, and the
records were not reviewed

De :
D : on:
SEC

nor used for any investigative purpose. Despite the inadvertent

nature of the mista

ke, the fact remains that information was

improperly collected onf lunrelated to an
investigation. Thus, the matter is being reported to the IOB.

e

authorizes use of National Security Letters in

Section
conformgﬁgiwith 18 U.S.C. § 2709 (relating to subscriber information, toll
billing records, and electronic communication transactional records). The
statute requires that information sought is relevant to an authorized natiodnal

security investigation.
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y December 13, 2006 .
BY COURIER ) .

.Mr. Stephen Friedman ; . .
Chairman <.
. Intelligence Oversight Board '
Room 50209 ' !
New Executive Office Bulldxng . . ‘
725 *17% Street, Northwest .
Washington, D.C. .

-

Dear Mr. Friedman:

Enclosed for your -information is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter ,
2007-0498." (U), . . . v

Thg memorandum sets forth details, of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives ‘which govern
FBI foreign counterintelligence and international terrorism
investigations.” This matter has also been referred to our
Internal Investigations Section, Inspection Division, for-a-
determination of whether any administrative action is warranted.
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Mr. Stephen Friedman

Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

i -

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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. DECLASSIFIED BY 65179 UCLP/PLJ/JN
. ON 07-01-2010 :

Y —SECRET-
INTELLIGENLE OX GHT BOARD- (I0B) MATTER b2
| FIELD OFFICE b7E
I0B MATTER 2007-0498 (U)
(-, . -
i%sg; By electronic communication datei:ffffffier 19,
2006, the Tederal Burea i i ield
Office reported that a | | was b2
reinitiated on a U.S. person on FBI D7E
Headquartexrs (FBIHQ) was not provided officC ifd i £
the reinitiation of this investigation unti :
(0 - As provided in Section[____] of the The Attorney
General's Guidelines for National Securi vestigation b2
Foreign Intelligence Collection (NSIG), a "field office shall ) bTE

notify FBI Headquarters [FBIH
initiation by the field of a
After receiving the notice from the field office, FBIHQ shall

provide notice to the Office of Intelligence Policy and Review

(OIPR) and to the Criminal Division. OIPR shall then notify the

Attorney General and Deputy Attorney General. The FBI shall also

provide the notice of initiation to any relevant United States

Attorney's office, subject to authorization by the Criminal

Division, in an espionage case. This requirement applies to both

U.S. persons and non=U.S. pexsons. A

(U - ) In t?is_insxance*_nhe_d?lay in notifying FBIHQ of b2
the initiatidn of a approximately 212 days bIE
beyond the ten-day deadline, was in violation of the NSIG. Thus,
the matter is being reported to the IO0OB.
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. DECLASSIFIED BY 65179 UCLPE/PLJ/JN
X ON 07-01-2010

December 13, 2006
BY COURIER '

»

Mr. Stephen Friedman

Chairman

Intelligence Overszght Boaxd . = |
Room 50209 ’ ) :
New Executive Offlce Building ’

72517 Street, Northwest

Washington, D.C. “ N

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandun entitled “Intelllgence Oversight Board Matter ’
2007-0499." (U),. C . )

The memorandum sets forth detalls of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidgence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives‘'which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
V) . .
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—SEERET-

Mr. Stephen' Friedman

1 -

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice

Room 5111

Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

APPROVED:
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DECLASSTFIED BY 65179 UCLP/PLJ/JN

’ ON 07-01-2010

~—SEGRET_

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2007-0499 (U)

0j.

(]':)8£; By electronic communication dated er 19,
2006, the “Federal Bures ield
Office reported that a was
initiated on a U.S. person on FBI Headquarters
(FBIHQ) was not provided ofﬁ;gial_ng:iﬁiga;igr of the initiation
of this investigation until

(0}

K As provided in Section[::::::]of the The Attorney

General' Guidelines for FBI Natio 1 ri nvesti ions and

Intelli Colle (NSIG), a "field office shall
notzfy FBI Headquarters [FBIHQ} within ten working days of the
initiation by the field of a |
After receiving the notice from the field office, FBIHQ shall
provide notice to the Office of Intelligence Policy and Review
(OIPR) and to the Criminal Division. OIPR shall then notify the

Attorney General and Deputy Attorney General. The FBI shall also .

provide the notice of initiation to any relevant United States
Attorney's office, subject to authorization by the Criminal
Division, in an espionage case. This requirement applies to both
U.S. persons and non-U.S. persons.

(0) - gsg in tris_instance._nhe_dTlay in notifying FBIHQ of
the initiation of 3 approximately 304 days
beyond the ten-day deadline, was in violation of the NSIG. Thus,
the matter is being reported to the IOB.
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Mr. Stephen Frledman
Chairman -
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DECLASSIFIED BY 65179 UCLE/PLJ/JIN

ON 07-01-z010

December 13,. 2006 ‘

BY COURIER

«

Intelligence Overs;ght Board
Room 50209
New Executive Office Building

72517 Street, Northwest
Washlngton, D.C. .

’Dear Mr.

investigations.’

Enclosure .

Enclosed for your .information is a self~explanatory
memorandum entitled “Intell;gence Oversight Board Matter
2007~ 0501." . .

The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection. and Foreign Counterintelligence Investigations and/or

_ laws, Executive Orders, or Presidential Directives“which govern

 FBI foreign counterintelligence and international terrorism

This matter has also been referred to ‘our

Internal Investigations Section, Inspection Division, for-a

determination of whether any administrative action is warranted.

(U) : .
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¥ ~SBGRET_
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral brxefzng will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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DECLASSIFIED BY 65179 UCLP/PLJ/JIN
’ ON 07-01-2010

—SEERET
J . N

INTELLIGENTE:ngfiIGHT BOARD (IOB) MATTER b2

. FIELD OFFICE bL7E

I0B MATTER 2007-0501 (U)
(o) - By electronic communicatio October 3, 2006,
the Federal Bureau of Investigation (FBI Field Office
BY 1 ted

b2

b7E

b2

L7E

Foreign Intglhgg ce gg;.lgcgign. Thus, the matter is belng
reported to the IOB.
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v . T DECLASSIFIED BY 65179 UCLP/PLJ/JN
ON 07-01-2010

T December 20, 2006 ST

. BY COURIER ’ T

-

Mr. Stephen Friedman - .
Chairman

- Intelligence 0verszght Board . -
Room 50209 : ’ ' oo
New Executive Office Bu;ldlng T '
725:17*" Street, Northwest
Washington, D.C. .

Dear Mr. Friedman:

' Enclosed for your -information is a self-explanatory
- memorandum entitled “Intellmgence Oversight Board Matter
2006-0485." (U)- .. . '

The memorandum sets forth details of investigative B
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Oxders, or Presidential Directives ‘which govern
FBI foreign counterintelligence and intexnational terrorism
investigations.” This matter has also been referred to our - .
Internal Investigations Section, Inspection Division, for a
?e?ermlnat;on of whether any admlnlstratlve action is warranted.

u .
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Mr. Stephen Friedman .

Should you or any member of your, staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - fThe Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

TSECRER o frmann-10B-924
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DECLASSIFIED BY 65179 UCLP/PLJ/JIN

ON 07-01-2010

—SEERET—

HT BOARD (IOB) MATTER
FIELD OFFICE .

IOB MATTER 2006-0485 (U)

(0)-

By electronic
2006, t:he Federal Bureau of I

fﬁmmm:_me_m_mmﬂssd

communication dateF_MLlB ’
nvestigation (EFBI) Emg_l
I

k2

reported to the IOB.

Der
De

| The inadverter as
_sam;ests:ed_and_w;jl be filed with
= —
o= 1 . was a’'violation of The Attgrngy
General' uidelines for FBY jonal S Inv n

Foreign Intelligence Collection. Thus, the matter is be:.ng
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DECLASSIFIED BY 5179 UCLP/PLJ/JIN
. ON 07-01-2010

>

December 21, 2006
BY COURIER : .

Mr. Stephen Friedman : .
Chairman
Intelligence Oversight Board
Room 50209
' New Executive Office Building '
: 725 “17*" Street, Northwest .
© Washington, D.C.

Dear Mr. Friedman:

Enclosed for your-lnformation is a self-explanatory
memorandum entitled “Intelllgence Qversight Board Matter
2006-0323." (U), . . ’

Thg memorandum sets forth details, of investigative
activity which the FBI“has determined was conducted contrary to
the Attorney General Guidelines for FBI Forxeign Intell;gence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives 'which govern

" FBI foreign counterintelligence and international terrorism
investigations.” This matter has also been referred to our
Internal Investigations Section, Inspection Division, for-a
determination of whether any administrative action is warranted.
{(U) . .

Enclosure
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® |
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111 !

1l -~ Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

TSEEREY Hofmann-10B-927




~ .

DECLASSIFIED BY 65179 UCLP/PLJI/JIN

ON 07-01-2010
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SEGRET

m'rm;x.mlmcr._osmamrr BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2006-323 (U) .

(0.

;}8(’ By electronic communzcat1oq_da:ed_Mau_lo, 2006,
the Federdl Bureau .of Inﬁest;aahian_iEBT\ Eield

Office reported that the

Foreign Inte ence Collec
reported to the IOB.

Deri

Decl

was a violation of hg Attgrneg

ion. Thus, the matter is be;ng
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DECLASSIFIED BY 65179 UCLP/PLJ/JN.
oN 07-01-2010

December 19, 2006 T
BY COURIER

Mr. Stephen Friedman ’ o
Chairman

Intelligence Qverszght Board

Room 50209 . ) ) )
. New Executive Office Building .

725°17*" Street, Northwest - .
Washington, D.C. .

Dear Mr. Friedman:

Enclosed for your -information is a self-explanatory
memorandum entitled “Intellzgence Oversight Board Matter
2006-329 "y, .. . .-

Thp memorandum sets forth details of investigative
activity which the FBI“has determined was conducted contrary to |
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counter;ntell;gence Investigations and/or
laws, Executive Orders, or Presidential Directives "which govern
FBI foreign. counterzntellzgence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for-a
determination of whether any administrative action is warranted.

(0) i -
‘Enclosure | .
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Mr. Stephen Friedman

<«

Should you or any member of your staff require additional
information concerning this nmatter, an oxal br:.ef:.ng will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
R Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Y lnspectior Traielng.
APPROVED: 855" \ubvaon——ah.oe

onal See, Atais,
Jif.ofPublc &
Cong. Affs.
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ALL INFORMATION CONTAINED DATE: 07-01-2010

HEREIN IS UNCLASIJIFIED EXCEPT . CLASSIFIED BY 65173 UCLP/PLJ/JN
WHERE SHOWN OTHERWISE ‘ S ; T REASON: 1.4 (C)

DECLASSIFY ON: 07-01-20335

LNTBLLAGﬁTCE_QﬂERSIGEE1BOARD (I0B) marrsK b2
DIVISION . b7E

IOB MATTER 2006-329 (U)

- (U] F}( of
the FederaI BUTEAU OFf INVESTIGATION (FBI) TEPOITEd I POTENT

: IOB involving a National Security Letter (NSL) requested by

which, through a transcription error, sought information about an
[ |belonging to a person who was not the subject of an
FBI national security investigation.

(8] =~ - .3s). An ana r information
regarding the| ™ Shortly after
sending the NSTL E EE Ileld'for service, the analyst received an bl

(5 —_|Eield Off1ce_mndzcaning_Sha&_th____1 b2
o : e and_the bd

not} * Upon realizing the b7D

(5] - ‘ ¥st imm s supervisor and took b7E
the proper steps to sequester the information provided in

response to the NSL. Nothing from the original NSL results was

uploaded into the FBI computer systems, nor was any investigative

action taken based on the NSL results.

9. Due to inadvertent typogr i based on the
confusioh between the typed letters FBIHQ received
NSL results for an| Ith levant to a v
counterterrorism investigation. Therefore, the issuance of the b2
NSL was neither authorized by law nor by the Attorney General b7E
Gui elln £ urity Investigations and Foreiaqa

nce Collection (NSIG). Due to the fact that there was
an unauthorized collection, the error is a reportable matter
under Section 2.4 of Executive Order 12863.

) om: Multi y [3
Declassi X 3112

, bl

(5) ! For ease of reference, thel | | b2

b4

e [ Note b7D

(3) ~Tha e confusion between the typed letters | lmay have  b7E
been what led to the error in the first place.

SE T Hofmann-I0B-931 .
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- ’ ’ DECLASSIFIED BY 65179 UCLR/PLJ/JN
. . ON 07-01-2010

-

s December 20, 2006 .

BY COURIER

Mr. Stephen Friedman
Chairman -
Intelligence Oversight Board .

Room 50209 . ' .
New Executive Office Building }
725 17%" Street, Northwest g ‘
Washmngton, D.C.

Dear Mr. Frzedman:

. Enclosed for your - information is a- self-explanatory

memorandum entitled “Intellzgence Oversight Board Matter
2006-0364." (U). . :

«

. The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Inteéllidence
Collection and Foreign Counterintelligence Investzgatzons and/ox
laws, Executive Orders, or Presidential Directives’'which govern
FBI foreign counterintelligence and intérnational terrorism .
investigations. This matter has also been referred to our S
Internal Investigations Section, Inspect;on Dzvmslon, for a
?g?ermmnat;on of whether any administrative action is warranted.

Enclosure .

{:)- 278-HQ-C1229736-VIo— [G.5&
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. —SHORET- ’

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing wlll be
arranged for you at your convenience. (U)

Sincerely,

-

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
., Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
. Counsel, Office of Intelllgence Policy and Review
U.S. Department of Justice
*Room 6150

‘mHofmann-IOB-933




ON 07-01-2010

el

T SECRET-

INTELLIGFNQE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE !
IOB MATTER 2006-0364 (U)

}@6 By electronic communication dated June 21, 2006,
the Federal Bureau of Investigation (FBI) Field

Office reported fhanL_dnzzna_an_annhgxxzed_znxesxasﬁn;ustuiiﬁ
non-U.S. Pexson,

(0) -

[U]”‘ The Attorney General's.- Guideli for FBI Nationa
ecurity Investigations and Foreion Intelligence Collecti
(NSIG v, i i i 5 i . t
to a
| Executive
rder N STG _Partl |
|
|
_ || the

physical search was a violation of the NSLG. Thus, the mattexr is
being renorted to the "IOB. '

[U)“}B(: The inadvertently obtained material was

reanes:exed_and_niﬂl be filed with the .

Deri ; -
De : on: 0
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., DECLASSIFIED BY $317% UCLP/PLJ/JN

ON 07-01-2010

December 21, 2006

BY COURIER

N

Mr. Stephen Friedman

Chairman

Intelligence Qversight Board . :

Room 50209 : ’
New Executive Office Building - *
725 17%" Street, Northwest |

Washington, D.C. ‘ .

Dear Mx. Friedman: .

Enclosed'for your -information is a self-explanatory
memorandum entitled “Intellxgence Oversight Board Matter
2006-368." (U) ., . - '

«

»

The memorandum sets forth details, of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, .Executive Oxrders, oxr Presidential Directives - which govern
FBI foreign counter;ntelllgence and international texrorism
investigations.” This matter has also been referxred to our
Internal Investigations Section, Inspection Dlv1s10n, for-a

determination of whether any administrative actlon is warranted.
(U) .

Enclosure,

@ 278-HQ-01229736-VIO—- 196(
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. . .
“SEGRET_ '

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. {(U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S., Department of Justice
Room 5111

1 - Mr. James Baker )
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

mHofmann-IOB-%G




r ‘ DECLASSIFIED BY 65179 UCLP/PLJ/JN

m ON 07-01-2010

I,NTELL,IGBI?QE_Q!EBSIQHLIBOARD (IOB) MATTER
DIVISION

IOB MATTER 2006-368" (U)

(0.

: By electronic communj.cat:i.o1'_1_das:ecl_:lx.u:e_.ﬁ..| 2006, the
Federal ‘Bureau of Investigation (FBI), Field Offi

possible Intelligence Oversight Board (IOB)
reported that on i | it o

d a
on a non-U.S. Person. TheFfffuas_nxgnexly
| which expired on On

| before the expiration of the six month extension,

|fennes£ed_annnher six month extension,
na vexctently, failed set a lead for

[__Ibue to this exxor, an extension was not granted prior_to the

expiration of the initial six mont
neither extended norx converted to a

requzred by The Attorney Gen i's Gui in tional
S Investigations and Foreign Intelligence Collection
("NSIG"), prior to its expiration.

()

Unaware that the[_]had not been extended, | |

ontinued the investigation. Investigative actjuitu

was
as

and one

earning that the
requeste
retxoactive t

(0

1ncludfd interviewing the subject of the investigation on

his associates on
had not been extende in on
nted a second siX month extension,

fox

Because such investigative activity took place
authorized investigation period, this mistake must be

reported to the IOB.

() -

matter €o the FBI's Inspection Division for appropriate action.
(U)

Der om
Decl i n: 220
SECRET-

Hofmann-IOB-937
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] ' ’ . ’ DECLASéIFIED BY 65179 UCLP/PLJ/JIN
"« ON 07-01-2010

A

December 21, 2006

BY COURIER T

~

Mr. Stephen Friedman : ‘ .
Chairman )
Intelligence Oversight Board

Room 50209 . ) : .
New Executive Office Building : *

725 "17%" Street, Northwest
Washington, D.C. .

«

Dear Mr. Friedman:
. Enclosed for your information is a self-explanatory

memorandum entitled “Intellzgence Oversight Board Matter

2006-420." (V) , . . . )

; The memorandum sets forth details, of 1nvestxgat1ve
activity whitch the FBI -has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives ‘which govern
FBI forelgn counterxntellxgence and international terrorism,
investigations.” This matter has also been referred to our ' .
Internal Investigations Section, Inspection Dzv;s;on, for a

determlnatlon of whether ‘any administrative action is warranted.

(v)

Enclosure

/@ - 278-HQ-C1229736-VI0— LQG G
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“SBGREL
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
ﬂPPRG!!F' Crim.law, f Inspection Trahniag
&GS Laboratory . of €0
. Finance Natnal S20, Alfiss
Oumr_een.co&x'@_am___ommm
Deputy Dicector, Info. Res, Persoanel Cong Ais

SEGREE- fmann-10B-939
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DECLASSIFIED BY 65179 UCLP/PLJ/JIN

. ON 07-01-2010
~SEGRET_ w -
INTELLIG ‘ HT BOARD (IOB) MATTE — b2
FIELD OFFICE ' b7E
(1] IOB MATTER 2006-420 (U)
2?£; By electronic communication June 27,
2006, the tederal Bureau of Investigation Field Office
{ L rennrted that. onl he United States o

Esthorized BTE
and physical search of a non-U.S. person.
authorization for the physical search of a

0 5 ne |

b2
b7E
[m'( While conducting the search, the FBI engaged in
investigativeNactivity that was not specifically described in the
; hat all possible required
the_EBﬁ systematically
During this attempt
o locate all| b2
believed to in | BIE
(0 - | lreported the results of the search to
the U.S. Pepart i i J J
Review (OIPR).

| OIPR stated

that At would provide Los Angeles with a legai opinlion as to . b2
whether these items were lawfully obtained during the search. 1In b7E
compliance with OIPR's instruction, these items were sequestered

and not viewed by the FBI pending receipt of OIPR's legal

opinion.

(U]?}gy/ After consultation with FBI NSLB, | I
O N b2
b7E

[ OIPR further informed the EBI

Der G-
8ify on:

SECRET

seeretr Hofmann-I0B-940




~n

that it should not retain and/or otherwise use any of the search

results other than those from]|

complied with OIPR's directive and reported destruction of the
required items to FBI Headguarters on June 12, 2006.

(0)- By letter dated June 16, 2006 from OIPR to the
OIPR stated in pertinent part that "OIPR has determined
results other than those from the search of the
itself should be sequestered with the Court

and/or destroyed and that FBI should not retain an ige
use anf of the search results other than those fro

OIPR further stated:

FBI investigation of the facts and
circumstances concerning this incident has not
revealed any indication of bad faith in the manner in
which the search was conducted. Based upon OIPR’s
analysis, the FBI has destroyed and not made use of
any seaxcn_reanlts*_nx_snnies_xhereof, other than
those fro . FBI destruction of

IU]'t:hese search results occurred in May and June 2006.

Here OIPR, as lead counsel for matters and in
its oversight capacity, determined that all search results other
than those from the | |itself were not

lawfully obtained. Based upon OIPR's determination that the FBI
conducted an unlawful search, and in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, this
incident must be reported to the IOB.

-4-

. —S$ECRET._Hofmann-10B-941
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DECLASSIFIED BY 45179 UCLE/PLJI/JN,
- ) ON 07-01-2010

December 21, 2006 -
BY COURIER

»

Mr. Stephen Friedman
Chairman

Intelligence Overslght Board '

Room 50209 ’ . ' ) ,
New Executive Office Building '

725 ‘17" Street, Northwest

Washington, D.C.

Dear Mr. Friedman° - . ] -

Enclosed: for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-481." (U) ., . . . .

The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives ‘which govern
FBI foreign counterxntelllgence and international terrorism
investigations.  This matter has also been referred to our *
Internal Investigations Section, Inspection D;vzs;on, for:-a
) ?e?ermznatlon ‘of whethex any administrative action is warranted.

U .

Enclosure

O 278<H0~C1229736-VIO—~ H‘ e

S~ . Der rom: o .
OF, ot Gan, , _ o Declassi > 311221 ’
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4

Mr. Stephen Friedman

Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience., (U)

1 -

Sincerely,

Julie F. Thomas .
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr. James Baker .

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

“SETRE® ofmann-I10B-943
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. DECLASSIFIED BY 65179 UCLP/PLJ/JIN
ON 07-01-2010

“SEGRETL__
INTELLIGE GHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
B MATTER 2006-481 (U)
w: By electronic communication date r 20,
2006, the Federal Bureau of Investigation (FBI) Field
Office reported that the FI he

authorized scope of |
[ Speclifi ga].lL__nth_I__|~ . b7E
2 iled to terminate _

3 the location where
the|

tUl'.'\fﬁi as al—
[ _hdditional material before realizing Thﬁ_dﬁm_m_ﬁﬁ.nl
[am‘.ile._nmn_dim very of the still-active

he FBI immediately terminated the device's b2
recording mechanism. Thereafter, the IL:loff_ice placed the b7E
collected material on a disk, sealed the disk, and submitted the

ial to the Department of Justice for sequestration|

At no time did any personnel from the FBI review the

. material. Nevertheless, since thel

recording exceeded the permissible scope of
this.matter is being repoxted to the IOB.

mHofmann-IOB-QM
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DECLASSIFIED BY 65179 DMH/PLJ/JN

ON 0&-30-2010

December 22, 2006
BY COURIER

.-

Mr. Stephen Friedman
Chairman
Intelligence Qversight Board
Room 50209

New Executive Office Building
725 '17%" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Bnclosed for your -information is a self-explanatory

memorandum entitled “Intelllgence Oversight Board Matter
2006-0387." (U), . .

The memorandum sets forth details of investigative
actzvzty which the FBI“has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives ‘which govern
FBI foreign counterznteLl;gence and international terrorism
investigations.” This matter has also been referred to our
Internal Investigations .Section, Inspection Division, for-a
determination of whether any administrative action is warranted.
(U)

Enclosure

»

-
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!
Mr. Stephen Friedman

Should youw or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S5. Department of Justice
Room 6150 —

BRERBF— ofmann-10B-946
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° DECLASSIFIED BY 65179 UCLE/PLJ/JN

ON 07-01-2010
. —SECRET—

INTELLIE STGHT BOARD (IOB) MATTER
FIELD OFFICE
TOB MATTER 2006-387 (U)

(0 - By'electronlc communicatiop _dated Julv S5, 2006,

the Federa Bureau of Investigation (FBI)

Office reported that the FBI and the Office of Intelligence
Policy and Review (OIPR) inadvertently i i d r_J

tf:;ff;rcla:ed_mzth_:hﬁ FBI subject in a
ordere

facility that was not associated with the FBI subject. The

1

inadverten - Wi d apd will be
filed with

(0 ;s{;The Att rn neral's Guidelines for FBI National
Securi I reign Intelli ce Collecti

(NSIG) provide that authorlzed

NS1G, Part

V{I7,18). The court-ordered | __fand physical
search of | Jthat was not associated with the FBI
subject violated the NSIG. Thus, the matter is being reported to
the IOB.

froms
Dec 3 on: 1222
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December 27, 2006 s
: _ BY COURIER ' :
Mr._Stepﬁen Friedman T DECLASSIFTED BY 65179 DMH/PLI/JIN
. Chairman . ON 06-30-2010
-Intelligence Oversight Board
Room 50209 - . S :

New Executive Office Building - i
725" 17%" Street, Northwest
Washington, D.C. .

Dear Mr. Ffiedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intellzgence Oversight Board Matter
2006-423." (U) . . .

The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives‘'which govern .
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our J
Internal Investigations Section, Inspection D;v;sxon, for a
determination of whether any administrative action is warranted. -
(U) .

Enclosure

@ - 278-HQ-C1229736-VIO < 2?07

e . SECREMYufmann-10B-948
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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‘ ) e

ON 07-01-2010

I,NTELLIGEIilCE_mLB&SlG.HlI BOARD (IOB) MATTER
‘ FIELD OFFICE
I0B MATTER 2006-423 (U)

(uy.
_*fPﬁﬂ;JﬂLgalgggffif_ffﬁ?ﬁni i C) dated July 20,
2006, the Field Office b : n
C | _About
- [ias notified b —
that a or a
=

I_‘Q'D.Pf‘i £ .
|

(0 Upon notification by | |
immediateXy took ste ‘ ituatd Case Agent
i as from an
| The| was
immediately extracted trom the report. indicated that
this error occurred from “

“ﬂJTSJ’The data that was inadvertently captured from the
[ - |was segregated and saved to a disk. At no

fﬁmuz;mas_nhis information uynloaded inta FRI svstems
maintains the [
ata captured on the _}

is neither logged, indexed, referenced, nor stored in any
FBI files.

0. _
(]fzsfjggge, an _error on the part of] |resulted in
the | I

Based upon our analysis, in accordance witﬁ—xha—nannrtina--1
requirements of Section 2.4 of E.O. 12863, must
be reported to the IOB because the collection resulted in the

]

or Executive Order 12333.

From :
Declassi: N 2017
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DECLASSIFIED BY 65179 DMH/PLJI/JN
ON 06-30-2010

December 27, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
<725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
.memorandum entitled “Intelligence Oversxght Board Matter )
2006-435 " (U)-

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
?g?enmxnation of whether any administrative action is warranted.

Enclosure .

@ 278-HQ-C1229736-v10— {9/)9
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General pounsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr, James Baker .
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPRG\IED: oS eoratory__ O o EEO
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DATE: 06-30-2010

ALL INFORMATION CONTAINED . . CLASIFIED BY 465179 DMH/PLJ/JN

HEREIN I3 UNCLASSIFIED EXCEPT ) REASON: 1.4 (C)
WHERE SHOWN OTHERWISE DECLASSIFY ON: 06-30-2035
sﬁﬁm
INTELLIGENCE QUVERSTGHT BOARD (IOB) MATTER b2
S TvzsTon
I0B MATTER 2006-435 (U)

‘The Federal Bureau of Investlgaﬁiff:fﬁFBI") has o
determ1ngg_ghgg_ag;;gng_;akﬁn by FBI' Division| | b7E
daring a of a United States Person shou. e
reported to the 10B. O - (U) . :

(3) . Il |
is a “United States Person,” as that term is used in Section b2
101(i) of the Foreign Intelligence Surveillanc id 978 bé
(FISA)!, for numerous contacts with suTnec:eﬁ bic
rassacia:es_1 This[_Jwas converted to a |on b7E

E:::::]submltted an_annual Letterhead Memorandum (LHM)
describing the details of | |
Subsequent to that submission,| | reorganized causing the
case to be reassigned to a new cage ggent. Unfortunately, an 2
annual LHM was not transmitted in This mistake was bTE
discovered when the Supervisory Specj was
conducting a case file review. An LHM dated was
immediately passed to FBI Headquarters for forwarding to the
Office of Intelligence Policy and Review, Department of Justice.

r_______Ihe_failnxe_Ln.provide an annual report of tueg;;;;
is a violation of Section[ _ o e
ttorney General's Guidelines B tiopal Securit b2
Investigation ion. Thus, the bTE |
matter is being reported to the IOB. has and will continue
to take steps to prevent a recurrence of this incident. }Q{wu)
The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate. (U)
d From 3
Declasgi H 2/2021
1(U) A “United States person (USP) is defined in Section 101(i) of the Foreign Intelligence
Surveillance Act (FISA) (codified at 50 U.S.C. section 1801 et. Seq.) As “a citizen of the United States [or] an b2
< alien lawfully admitted for permanent residence (as defined in section 101(a)20) of the Immigration and b7E

Naturalization Act)...” See also Sectiol] ___|pf The Attorney General’s Guidelines for the FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations.
SECREF

Hofmann-IOB-953
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_DECLASSTFIED BY 65179 DMH/ELJ/JIN
ON 06-30-2010

-t

December 11, 2006
BY COURIER

‘Mr. Stephen Friedman . -
Chairman : . ‘
Intelligence 0ver31ght Board : .
Room .5020 . . ’
New Executive Office Buildlng .
. 725 17th Street; N.W. - :
. Washington, D.C. 20503 o -

Dear Mr.'"Friedman:

Enclosed for your information is a self-explanatory b2
letterhead memorand *entitled "Intelligence Oversight BIE
Board (I0B) Matter, DPivision, IOB Matter 2006-426." (U)

This LHM sets forth details of investigative .activity ,
which the FBI has determined was conducted contrary to the .
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives that govexrn FBI
foreign counterintellidence and international terrorism.
1nvestzgat10ns. (W) '

. Enclosure - ; , ' .
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[

Mr. Stephen Friedman

“

Should you 6r any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas .
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-IOB-955
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i, ‘il’
DATE: 06-30-2Z010

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

IOB MATTER 2006-426 (U)

The Federal Bureau[ff:ffffstigation (UFRT") has
determxned that the FBI's Division faxled to

s and summaries of investigation concerning a
of a United States Person. ¥S{ .

The FBI is required each year that a| |
continues to prepare and provide to the Department of Justice's
(DOJ) Office of Intelligence Policy and Review (OIPR) and DOJ's
Cr;mznat:gififfon a summary of the xnvestxgatmon, pursuant to
Section of the Attorney Genéral's Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection. (U)

| linitiated al |o£ United
States-- Person! did not submit
such notzces }&(

| | has faken_szens_zn_nnaﬁent a recurrence of this
incident. On| prepared and submitted a
letter head memoranda (LHM) to the International Terrorism

Operations Section I (ITOS1) to be filed with OIPR and the
Criminal Division. IS

The Office of the General Counsel has referred this
matter to the FBI's Inspection Division foxr action deemed
appropriate. (U)

c&(WUJ Deri From - =
Dec ify X1
SE T

Hofmann-IOB-956

CLASSIFIED BY 65179 DMH/PLJ/JN

b2
b7E

WHERE SHOWN OTHERWISE e REASON: 1.4 (C)
SE DECLAS3IFY ON: 06-30-2035
Mr Stephen Friedman
INTELLIGENCE AT BOARD {IOB) MATTER
DIVISION
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' - ‘ : DECLASSTIFIED BY 65179 DMH/PLJ/JN
. v . . B ON 06-30-2010

December 11, 2006 . >
. BY COURIER

Mr. Stephen Friedman . .

Chaizrman ’ o

Intelligence Over31ght Board .

Room 5020 . oL

New Executive Office Building )

B 725 17th Street, N.W.

Washington, D.C. 20503 - _ o o
Dear Mr.” Fr;edman- )

Enclosed for your 1nformatlon is a self-explanatory

letterhead memorand
Board (IOB) Matter,

‘

 —

*entitled "Intelligence Oversight

Division,

I0B Matter 2006-427." (U)

b2
"h7E

Drsctors Ofice ' MAILROOM 1D

This LHM sets forth detalls of ;nvestlgatlve act;vity
which the FBI has determined was’‘conducted contrary to the .
Attorney General's Guidelines for -FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,

' Executive Orders, or Presidential Directives that govern FBI
foreign counterintelligence and international terrorism,
lnvestlgatlons. (U) .

Enclosure )
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at youxr convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzales )
Attorney General
U.S. Department of Justice
Room.5111

1 - Mr. James A. Bake:r
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Director
O¢puiy Director




ALL INFORMATICN CONTAINED DATE: 06-30-2010

' DECLASSIFY ON: 06-30-2035

Mr. Stephen Friedman
INTELLIGENCE o& HT BOARD (IOB) MATTER b2

DIVISION b7E
108 MATTER 2006-427 (U) .

The Federal Bureat stigation L& ) _has '
determined that the FBI's Division iled to b2
rﬁ;le_annnal_leﬁter head memoranda (LHM) concerning a b7E

£ a United States Person. (SY(-(l]

The FBI is required each year that a| |
continues to prepare and provide to the Department of Justice's o
(DOJ) Office of Intelligence Policy and Review (OIPR) and DOJ's b7E
Criminaﬁ:fiffffgn a summary of the investigation, pursuant to

Section f the Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection. (U)

8- In linitiared a | of United s
States Person) did not e
submit such notices and summaries 1n ol case since February b7C

2004. P3¢ b7E

1 e rent a recurrence of this o
incident. On prepared and submitted an bIE
LHM to the| |

to be filed with OIPR and the Criminal Division. (s (U

The Office of the General Counsel has referred this
matter to the FBI's Inspection Division for action deemed
. appropriate. (U)

O RRER
D Yy om:
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. ’ . ALL INFORMATION CONTAINED
T o - " HEREIN I8 UNCLASSIFIED
DATE 06-30-2010 BY 65179 DMH/PLJ/JIN

December 28, 2006

BY COURIER

Mr. Stephen Friedman o .
N Chairman
Intelligence Oversight Board . .
Room 50209 ©o X K
New Executive Office Building
7257 17th Street, Northwest
Washington, D.C. . ,
‘ Déar Mr. Friedman:
This letter forwards for your information a self- - b2
explanatory enclosure entitled “Intelligence Overszght\Board b7E

(1I0B) Matter, :l Division, IOB Matter 2006-373." '(U)

The enclosure sets. forth details of investigative
activity which the FBI'has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security

~Investigations and Foreign Intelligence Collection ,and/ox laws,
. Executive Orders, or Presidential Directives which. .govern FBI
foreign counterintelligence and Lnternatzonal terrorism
investigations. - (U)

»

closure

1/~ 278-HQ-C1229736-VI0 — A0 LO
' SIFIED
DETAC!

c

Ty T g ‘ " S ' Hofmaqn;IO‘B-%O

& Cong. Afs___ . * o . . ) . FBI/00)
Oirector's Office MAIL ROOM () R ' T




Should you or any member of your staff require
additional information concexrning this matter, an oral briefing

will be arranged for you at your convenience. (U)

v

4

Sincerely,

Julie F. Thomas -
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; Cin Ipeon____ g

———— -
i Labardtoy___ "ot o5
Dlector, P lstdsee___ " g
De . D,——-ﬁeiﬂ.vo H m“—-ﬁ
Py Duneetor____ info, Re Patscane] I ottt &
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN COTHERWISE )
SE&BET

(S}
(8) |

(]

DATE: 06-30-2010

CLASSIFIED BY 65179 DMH/PLJ/JN
‘REASON: 1.4 ()

DECLAYSIFY ON: 06-30-2035

»

INTELLIGENCE QVER. HT BOARD (IOB) MATTER b2
DIVISION b7E
I0B MATTER 2006-373 (V)
TSJ'Thel | Division | | xeported that on
_lwas granted for | |
ut remained hosted at| | 1t was bl
contirme Nnat che new that was provided was for a b2
| As is b4
standard procedure, | [which provided b7D
the new I b7E
(0 - This incident was reportec_tn_nhe_ﬂfﬁfce of
Intelligence Policy and Review (OIPR) on The
inadvertently-intercepted information was moved to a disc which b2
for sequestration B7E

was seal provided to OIPR op| ‘ :
with the OIPR notified the of this inTiden* an
and filed a memorandum to the Court on |

providing detail of thel ]
is a reportable matter under Section 2.2
12863.

In addition, this error
of Executive Order

ived from : -

Declassif
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Mr. étephen Friedman’

Chairman

, January-5, 2007 '
BY COURIER -

DECLASSIFIED BY 65179 DMH/PLJ/JN
ON 06-30-2010

Intelligence Oversight Board - ) oo

Room 50209 .

New Executive Office Building L.

725 17t Street, Northwest '

Washington, D.C. L . .

Dear Mr. Friedman: ‘ . ' .

Enclosed for your information is a self-explanatoryl
memorandum entitled “Intelllgence Oversight Board Matter
2006~476." (U)

The memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence .
Collection and Foreign Counterintelligence Investigations and/or
laws, Execut;ve Oxders, or Presidéntial Directives which govern '
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal. Investigations Section, Inspection Division, for a
determination of whether any administrative actlon is warranted
(U) . . -

»

Enclosure _ ’ ] ' N
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B — PP S

1 - Inspection vazslon (IOB 2006-476)
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Direcor

Hofmann-I0B-964




Q ‘DECLASSIFIED BY 65179 DMH/PLJ/JN

v ON 06-30-2010
S SEERET—
b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
b7E | FIELD OFFICE
I0B MATTER 2006-476 (U)
(u)-.

: By electronic communication (EC) dated August 6,
the Federal Bureau of Investigation (FBI) Fieg
reported ;bg% it failed to secure extensions for a

of a_gnb;ggi The gap between the expiration of the

and the FBI Headq?mﬁ:mmﬂm_i&‘
amounted to about 13 months, occurring from |
O-3sq | failed to take action to either seek an rntharizea__1
extension of the lonce it expired on

or to close toit. instead, | |let the case sit in a dormant
state until when it sent an requesting the extension to
ore, Lrom|

CTD. There | maintained an
b2 | » [ during which time the subject

b2
b7E

b7E was maintained on |

| [While this alone
is reportable to the IOB, the 13-month period during which the
investigation was not properly eXtenfff:ff]more than de minimus in time.
Accordingly, OGC has determined that has failed to follow the
guidelines set forth in Section[ | of The Attorney General's
Guidelines for F tional Security Inves ions and ei
Intelligence Collection and an IOB violation has occurred. Thus, the
matter is being reported to the IOB.

d from;
Declassi. 0 20104

. SECRET__

Hofmann-IOB-965




‘DECLASS.IFIED BY 65179 DMH/PLJ/JN
oN 06-30-2010 .

-

December 29, 2006 ‘
BY COURIER - :

.

Mr. Stephen Friedman
Chairman

Intelligence Qversight Board : .
Room 50209 : )
New Executive Office Buildihg : ‘
725-17% Street, Northwest

Washington, D.C.

Dear Mr. Friedman:

"Enclosed for your information is a self-explanatory
memorandum entitled “Intell;gence Overs;ght Board Matter .
2006-419." (U) . s ; . ‘

The memorandum sets. forth details of investigative

activity which the FBIhas determined was conducted contrary to -

the Attorney General Guidelines for FBI Foreign Intellidence
Collection and Foreign .Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterlntellxgence and international terrorism
investigations. .This matter has also been referred to our
Internal Investigations Section, Inspection D1v1310n, for-a

determlnatlon of whether any administrative action is warranted. ;

v - : .
Enclos&re _A ' .
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-t

Mr. Stephen Friedman

Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

1-

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General T
U.S. Department of Justice

Room 5111

Mr. James Baker .

Counsel, Office of Intelligence Policy and Review
National Security Division

U.S. Department of Justice

Room 6150

APPROVED: & \'"‘W““‘ Tritg

tA Soratory . O ol EEQ
financs, ional See, Affalrs,
Director___________Gea.Goun ofl.ol Publc &

Oeputy Director, Info. Res. Personnel Cong. Affs,_.

SECRET 6fmann-10B-967
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Y QDATE: 06~30-2010
ALL INFORMATION CONTAINED
HEREIN I8 UNCLASSIFIED EXCEPT S a j‘T REASON: 1.4 (C)

-

WHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
. FIELD OFFICE
IOB MATTER 2006~419 (U)

3y Electronic Communication (EC) dated July 17,
2006, Division | | notified FBI Headguarters
(FBIHQY of an inadvertent acquisition of | |
associated with unknown individuals in the course of a national

e saeuEi Y inves mmmTher_*_-___- - |

was in order to investigate his connections

with was and Tamainj a “United States person” as
l:ha&.&ezm.ia_usmtion of the | |
—

issued a National Security Letter (NSL)

pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § °

2709° for]| |associated with the targetil mhf
— =ewxred after the initbi : i fram

Th

~NSI, YS3UIT letter was scanned with new software, an errant
spreadsheet was produced.

?quThe spreadsheet indicated that the target had
The inadvertent

arivad roym -G
-Y f<-~’:b‘m"l}'&'-—.f- B

results had the same | but ended
' (Y) A “United States person” (USP)is defined in Section of the
l _ _ et
Seg.) as “a citizen of the United States [ox]) an alien lawfully admitted for
permanent residence (as defined in section of the Immigration and
Naturaljzation Act) . . . .” See algo Section of The Attornev Geperal's

for FBI F 11 3 on i
Counterintelligence Investigationg.

? The statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant to an authorized
investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United
States person is not conducted solely on the basis of activities protected by
the first amendment to the Constitution of the United States."

* () In order to avoid anv fusther dissemination of the[ ]

o by the target. However, when the

SEC}QT Hofmann-I0B-968

CLASSIFIED BY 65179 DMH/PLJ/JIN

DECLASSIFY ON: 06-30-2035
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(3)-

e | o
sp:éﬁ{r

Ammqlp
NSL was then addressed to requesting|

information for these| |

provided the requested information which was 1lnitially uploaded
into FBI computer systems.

(i) Immediately upon discowfaxy.._mum:s_vms_msi?ied
by | | All references to the have
been removed from FBI computer systems. To prevent future errorxs,
additional_gnaliix_sgn&xgl_stfps and software training have been
added to scanning process. The
above-referenced | : were some of the first scanned
records.

(0 Section | | of The
Attorney Géneral's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG) provides

lorovides that the FBI mav seekl| |

|
[ Clearly, the

information obtained by the FBLI was | |
i 1ri i igati there was an errant request
Thus, the FBI received

- (U) Clearly, the rights of the target were not infringed
because he was not the subject of the improperly collected
information. It is uUnknown whether this information was gathered
about United States Persons or not, inasmuch as there has been no
review of the information. Nonetheless, based on the fact that
information which may be about United States persons was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.O. 12863, this
matter is being to the IOB.

4 (U) see, id.

. -4-
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v

. Mr. Stephen Frledman
Chairman |
Intelligence Oversight Boaxd
‘Room 50209
New. Executive Office Building
72517 Street, Northwest
Washington, D.C.

Deaxr Mr. Friedman°

DECLASSIFIED BY 65179 DMH/PLJ/JN
« QN 06-30-2010

«

December 29,.2006 ‘

BY COURIER

Enclosed for your 1nformatlon is a self-explanatory

memoxandum entztled “Intelllgence Oversight Board Mattex

2006—434 " (U) .

’
- ~
.y .

The memorandum sets forth details, of investigative

actlvity which the FBI“has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and-‘Foreign Counterintelligence Investigations and/or‘
laws, ‘Executive Orders, or Presidential Directives ‘which govexn
FBI foreign counterlntell;gence and international texrorism
investigations.” This matter has also been referred to our
Internal Investigations Section, Inspection Dlv131on, for-a

(U)
Enclosure .

@- 278-HQ-c1229736-vio —AO I§

Director's Otfice ___ MAIL ROCK (2D

determlnatlon of whether any administrative action is warranted.
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Mr. Stephen Friedman

e

Should you or any member of your staff require additional
information concerning this matter, an oral briefing.will be

arranged for you at your convenience.

Sincerely,

(9)

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

- it bov, {nspecti Train
APPROVED: S —— ot
finance tienalSee, Affaes
Diretor________ Gen.Couns . of Public &

Deputy Director, Info. Res Personnel

Cong. Afls,

v

“SBERET. Hofmann-I0B-971
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- DECLASSIFIED BY 65179 DMH/PLJ/JN
. 4 ON 06-30-2010
* ~SECRETF-
INTELLIGENCE %Sﬂ’l‘ BOARD (IOB) MATTER
DIVISION

I0B MATTER 2006-434 (U)

S

‘ ‘ By electronic communication date<i|_m_é_|
; | | the Federal Bureau of Investigation (FBI) 1vis1i00

.ed_r_ba.r_lit: failed to secure an exten
F » - 13

phy X ) ubject.
' | but re-o

w ? Conducting physical surveillance of a subject

without an_anthorized was a violation
of Sectio of Th: !dor—ne eneral's euidelines for FBI
National Securi vestigati and Foreiagn Intelligence
Collection. Thus, the matter is being reported to the IOB.

Aifter the
Division conducted
subsequently closed
he case on

—SBCRET | ofmann-I0B-972
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. DECLASéIFIED BY 65179 DMH/PLJ/JN
© ON D06-30-2010

Decembexr 26, 2006
. : X BY COURIER :

Mr. Stephen Frledman .

Chairman ) ’
Intelligence Overs;ght Board '
Room 50209 . ’ ’
New Executive Office Bu;ld;ng :
725 °17*" Street, Northwest ’ .
Washington, D.C. -

Deaxr Mr. Friedman:

-

-

. Enclosed for your -information is a self=-explanatory
memorandum entitled “Intelllgence Oversight Boaxd Matter

2006=371." (U) . , A -

-

The memorandUm sets forth details of investigative

activity which the FBI-has determined was conducted contrary to )
the Attorney General Guidelines for FBI Foreign Intelligence
Colléction and Foreign Counterintelligence Investigations and/or -
laws, Executive Orders, or Presidential Directives ‘which govern

FBI foreign counterlntellzgence and international terrorism .
investigations.. This'matter has also been referred to our .
Internal Investigations Section, Inspection Division, for:a
?eterm;nat;on of whether any administrative action is warranted.

u) .

Enclosure

@ 278- HQ-01229736-vro——-5KO&I
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. by

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
National Security Division :

U.S. Department of Justice
Room 6150

. Traini
'fm’,,“'" OL.AEED

APPROVED: 33“;1“}_-—_:

'll \CR

i

Directat, . Gen,Coune
Oepur;i)ﬁwt____lnio.ﬁes__

wHofmann-IOB-974




6 %}CLASSIFIED BY 65179 UCLP/PLJ/JN
’ ~ON 07-01-2010

-SECRET

INTELLIFENQB_QEE&SIQHI BOARD (IOB) MATTER b2
—_— IFIELD OFFICE b7E
IOB MATTER 2006-371 (U)

L - By electronic communication—dated Jdune 08, 2006,
the Federdl Bureau of Investigation (FBI) Fig;g]
Office reported that, a subpoena was served oy

ﬁusﬂunuLJJELiﬂf having a corresponding ‘ "
subsequently complied with t \ . e_Chief b2

Division Counsel’s (CDC) office advised the 1’1e.].x:i_.I ii
office to sequester the information received from 57D
in the office of the CDC. According to the | £ield b7E

office the information has not been used or disseminated in any
fashion.

)B(: Due to the incorrect issuwance of a subpoena

rui:hnn:_an_aner investigation, the FBI received records from b2

Even though the information was pg bd

sequestered the subpoena was improperly issued on b7D

without an open 1nvesatfiffjn. The issuance of the subpoena was b7E
of

a violation of Sectio Th Attorn General's Guidelines
S d F 113

ity T .
Collection. Thus, the matter 1s belng reported to the IOB.

Der LOm—G=
Dec 1y on: 1 226

—SBCRET |l ofmann-IOB-975
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DECLASSIFIED BY 65179 DMH/PLJ/JIN
ON 06-30-2010

. " January 9, 2007
" BY COURIER

Mr. Stephen Friedman : : .
Chairman . ©
Intelligence 0&ers;ght Board e
Room 50209 : )
New Executive Office Building ' ‘
.725°17*" Street, Noxthwest . . .
Washington, D.C. -

Dear Mr. Friedman:

Enclosed for your 1nformat;on is a self-explanatory
memorandum -entitled “Intelllgence Oversight Board Matter
< 2006=342." (U) , . . . .

Thg memorandum sets forth details, of investigative
activity which’ the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives 'which govern - .
FBI foreign counterintell;gence and intérnational terrorism
investigations. This matter has also been reférred to our .
Internal Investigations Section, Inspection Dlvzszon, for-a
determination of whether any administrative actlon is warranted.
(U) . .

.

.
*

Enclosure
' @- 278-HQ-C1229736-V10-»~Q033

: : SIFIED WHEN .
DETACHE : '
- c ED ENCL

ooy . _ " Dertved From;: - . ..
O of Genr ) : Dec -2 4 3 5X1
Counsel____ .
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“SECRET-

Should you or any member of your staff require additional \
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General ‘
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

1 - Mr. Lawrence Katz
Chief Counsel and Inspector in Charge
U.S. Postal Inspection Service
475 L'Enfant Plaza, S.W.
Room 3117
~ Washington, D.C. 20260-2181

i 10V,
APPROVED: s Laboretory_— 9. o EEO

finence Natond) $e6 e gga:‘spuwa
Director__——Gen.Cout 2 i
Depuly Oirector__.Info.Res PersonnEl e Cong. AHS e

WHofmann-IOB-977




DECLASSIFIED BY 65179 DMH/PLJ/JN|

v __m- ON 06‘30'2010
v INTELLIGENGE QUERSTGHT BOARD (IOB) MATTER b2
DIVISION b7

' TOB MATTER 2006-342 (U)

wk}Sf As reported by thel |Division |

on | |was initiated 1T b2
[ T TFBY Headquarters applied to the Office of the Chief Postal BIE
Inspector, United States Postal Service, for a national security

mail cover on the target.

(1) As a result of a mistake on the part of the Office
of the Chiéf Postal Inspector, the FBI received information

pertaining to mail that was addressed to someone other than the b2
named target. All such. information collected as a result of the b7E
mistake currently is sequestered. has been advised to

return the | Ito the United States Postal Inspection
Service with appropriate documentation to the file.

(o In accordance with the broad reporting requirements
of Section 2.4 of E.O. 12863, the USPS's mistake must be reported
to the IOB because the FBI received information regarding mail
outside the scope of the mail cover request.

Dar G-
8ify on:

—SECRET
Hofmann-10B-978

szgi%?
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°f ALL INFORMATION CONTAINED
HEREIN I3 UNCLAIIIFPIED
DATE 07-01-2010 BY /5179 UCLP/PLJ/JIN

December 14, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 50209
New Executive Office Bulldzng ' ,
725°17th Street, Northwest. .
Washington, D.C. . s :

v

Dear Mr. Friedman:

-This letter forwards for your information a self-
explanatory el “Intelligence Oversight Board
(IOB) Matter, IOB Matter 2006-490." (U)

The enclosure sets forth details of investigative.
activity which the FBI'has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism -
investigations. (U) .

Enclosure : .

"@- 278-—5Q:-Cl.229736—\710‘Taa&s

* Hofmann-IOB-979
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1

Should you or any member of your staff require )
additional information concerning this matter, an oral briefing.
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Cim v Trdlal
APPROVED: c;"s' ™ “‘m& orgottgio

) finance tional See. Affalrs,
Diractor Gen. Coun: 0ff. of Public &
Personnel________ Cong Affs

Oeputy Direetor Info. Res,

Hofmann-10B-980




DATE: 07-01-2010
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCERT Sgéguér CLASSIFIED BY 65179 UCLE/

, REASON: 1.4 (C)
,IWHERE SHOWN OTHERWISE DECLASSIFY ON: 07-01-2035

INTELLIGENCE [OVERSTGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER 2006-490 (U)
7’

‘ :Division [ |reported that due to an
error on ; the |

reported that on
ters, in the investigation of
“Iniade a ‘request to the

| Review of the requesting electronic communication from

the field, and the request letter sent from FBI Headquarters to
the

5 i
provided results pertaining to other presumed-US persons in
addition to the subject of the investigation and his aliases.

(0 - Per Sectiod:l of the NSIG, | | are an
authorized technique only when a

| | has been initiated IV

organization. The | |may oxder al |
upon written request from the head of a law enforchen:_anencr
specifying reasonable grounds that demonstrate the is
necessary "to protect the national security."”

(- Because of the error on the part of the[:| the
FBIX unlntentlonally acquired Lnformatlon for persons who were not

fha_anbaact_af_:ha and_mho_Tresumably are not subjects
Additionally, there were -

no reasonable grounds demonstrating that the collection of the
individuals® was necessg protect our national security
interests. Accordingly, the s error must be reported to
the IOB. '

PLJ/JN
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DECLASSIFIED BY 65179 UCLP/PLJ/JN
ON 07-D1-2010 . .

December 21, 2006
. BY COURIER

»

Mr. Stephen Friedman.

Chairman : ' .
Intelligence Oversight Board

New Executive Office Building . ) . . .
Washington, D.C. ’ . .

Dear Mr. Friedman: . . - _ :
Enclosed for your information is a self-explanatory
letterhead memorandum (ELHM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-

301." (U) .

- »

Thzs LHM sets forth deta;ls of 1nvestlgat1ve act;v;ty whlch
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence'Collection, and/or'laws, Executive ‘Orders,
or Presidential Directives that govern FBI foreign .
. counterintelligence and international terrorism anest;gatzons. :
(V)

v -

Enclosure ' -

@ 27e-uo-c1229736-vro-a067

Pl L ‘ Hofmann-IOB-982
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' '

-~

Mr. Stephen Friedman

Should you or any member of your staff require additional’
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-IOB-983




‘ DECLASSIFIED BY 65179 UCLE/PLJ/JN

—SEERET- ON 07-01-2010
. INTELLIGENCE QVERSIGHT BOARD (I0B) MATTER - b2
: IVISION b7E
I0B MATTER 2006-301 (U)
@ "“ZS(T_he |Divisi‘on reported this potential IOB matter involving unauthorized E% :
surveillance,
(0) sy 1ol Division| 1
b2
b7E
(U) On | the prosecuting Assistant United States Attorney (AUSA)
b2
b7E
U) On in a meeting attended by among others, Acting United States
Attomey, |the U. S. Attorney's Office reiterated e

its e |

011 i%e agents working on the case submitted an application for
to the Federal Bureau of Investigation, Division b2
Chmf_mmsmn Qqufxsel(CDC) The CDC qucstloned the fact that the application did not include b7E
rmme the legal basis fD

(U) Later that day, the case agent received a telephone call from the US Attorney's b2

advising they had provided “bad" advice and therefo | »7E

(U) On per the AUSA's instructionsf |
| | b2
Division.| br will be used in any affidavits or indictments regarding b7E
this matter, and will be turned over to the couirts upon their request. Notification was made to the
court in a subsequent Title III application.
UL_ |
nstituted an improper search and an | It should be noted however, that -
ngaged in such activity only after the e

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed
appropriate. Hofmann-IOB-984
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DECLAS3IFIED BY 65179 UCLE/PLJI/JIN
ON 07-01-2010

January 4, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter
2007-%520." (U) .

The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidgence
Colléction and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection DlVlSlon, for-a
determination of whether any admlnlstratlve action is warranted.
(U) :

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 ~ Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; S ——{issto Ty

s Pt : oza!losty_____, Off. of EEQ

5 athonal Sec, Affairs_________
Dlrector_______Gen. Couns 3 Jll.agfpublic&
Deputy Director____Info.Res__| ] Personnel ______ Cong, Affs,

—SECRETH fmann-I0B-986




DECLASIIFIED BY 65179 UCLP/PLJ/JN
ON 07-01-201D

—SEERET-
INTELL T BOARD (IOB) MATTER 1?35
| FIELD OFFICE :
IOB MATTER 2007-520 (U)
(U}
=
b2
b7E
Uy
(0 By electronic communication (EC) dated October 16,
2006, the Federal Bureau of Investigation| |IField .
Qffice reported that, in a renewal order dated
b2
bTE
, | immediately stopped monitoring this line.
{Ul«:><:
bo
b7E
EU]»>—< b2
b7E
| | upon
learning of this issue, | [immediately stopped
monitoring this unauthorized line. -
iU)@xLL____ ~_ lunintentionally acquired data from the bTE
| from ] as
of ] the |associated with thel
| | ceased.” By EC dated
4 from:
Dec * 577 * X1
SECREE- bz
| forwarded the sequestered| of b7E
the surveillance to FBIH r a ate disposition
| | C o R positt

—SECRET—




—SECRETL
(o) . . \
Based upon our analysis, in accordanc the
r;ggg;;ingj;equirements of Section 2.4 of E.O. 12863,
istake must be reported to the IOB because e

surveillance resultTd_in_the_nnlnhﬁniinnéf acquisition of
communications from not authorized to be

monitored|

-

Hofmann-I0B-988
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DECLASSIFIED BY 65179 UCLP/PLJ/JN
ON 07-01-2010

December 18, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Owersight Board
Room. 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter
2007-592." (U) .

The memorandum sets forth details of investigative
activity which the FBI “has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

~ laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referréd to our
Internal Investigations Section, Inspection DlVlSlon, for-a
determination of whether any administrative action is warranted.
(0)

Enclosure

Y - 278-ng- c1229736—v10/30 q7-

Dep. Dir.
Chiet 51 £ .

Off. ot Gen, D A 3’4

Asst. Dir.:
Crien. Inv.
cJis
Fnance
Info. Res,

insp.,

National Sec.__
Persannal

Sy — “SECRET Hofmann-IOB-989
P — - '
o:;:% OMm:: AIL RO () FBI/004




v l,

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence-Policy and Review
U.S. Department of Justice
Room 6150

Crim. 1w, ltnspecﬁon Training,
APPR@VED: oS shoratory______ Off. of EEQ ;

Finance, P13 Wtional Sec. Affars .
Director_______Gen.Comefl Y'Y Off. of Public &
Depuly Directorlnfo. Res, vj Personnel, Cong. Affs.
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> DATE: 07-01-2010
ALL INFORMATION CONTAINED CLASSIFIED BY 65179 UCLP/PLJ/JN
HEREIN IS UNCLASSIFIED EXCEPT “SECREF— REASON: 1.4 (C)
WHERE SHOWN OTHERWISE DECLASSIFY ON: 07-01-2035

INTELLIGEN VERSIGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E

IOB MATTER 2007-592 (U)

By electronic communication (EC) dated October 24,
2006, the fFederal Bureau of Investigation Office

bl

b2

b7E
(3]

I after| ‘ | it was
determined” that| was not being 1 yone.
Accordingly, |ceased monltorlnqi ion E%

b4
(S]”wm, b7D
b7E
I the
isi was made to not [ Thus,J ]
Effitfiff]continued to provide tne FBI with| [reports.
(0} ) Upon review of reports,[::;::::;]
after a shoTt period or no activity for
on or about | | b2
began. This activity continued, and on] | b4
| r reinitiated monitoring ! b7cC
Slgnlflcantly, d 1o notiiv the bB7E

FBI if spec1f1c

to another 1 Inever notified
the FBI that

(Ullﬁd’ On learned that a
S I and that b2
[ |immediately directed that b4

|oe disabled. ZAccordingly. ] E7D
ntinued and pulled compl ontacted | | b7E
and was advised that had been
Teassigned to lon October 13, 2006.
up g
| that occurred on or after| All
| collected since | [Rave been o will be
Deri from: 6=
Decl +-.25X1 b2
b7E

deleted from FBI systems. Addltlonall

IR 001
1AV JJ74

“SECRET—




“SECREF
b2
b7E
[UI":}&i; Here, an oversight on the part of b2
resulted in the unintentional acquisition of electronic o
i failed to notify the FBI that b7D

had been dis reassigned, and b7E
inued to monitor ( i that
was providing information Lrom

reassigned from the target to another
immediately disabled surveillance of the
reassigned] pnd sequestered the call activity.

w“ls( Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O0. 12863, this mistake
must be reported to the IOB because the surveillance resulted in
the unintentional acquisition of communications from
not authorized to be monitored under the Foreign Intelligence
Surveillance Act or Executive Order 12333.

b2
b7E

-4-  Hofmann-IOB-992
“SECRET-




.
.

DECLASSIFIED BY 65179 UCLP/PLJ/JN
ON 07-01-2010

January 3, 2007
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Over31ght Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter
2007-522." (U) .

The memorandum sets forth details. of investigative
~activity which the FBIhas determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

~ laws, Executive Orders, or Presidential Directives 'which govern
FBI foreign counterlntelllgence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

()
Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

—BBEECRETHofmann-I0B-994
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DECLASSIFIED BY 65179 UCLP/PLJ/JN
ON 07-01-2010
“SECREF-

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERTERRORISM DIVISION
IOB MATTER 2007-522 (U)
(o).
' By electronic communication dated October 10,

2006, the Federal Bure terterrorism ,
Division reported thatl was b2
inadvertently obtained for an e-mail account approximately 48 b7E
hours before that authorization was properly sought and obtained

from the Attorney General. The impropermas

discovered and stopped less than 24 hours arter being initiated.

Additionally, the inadvertently intercepted information was
sequestered and will be filed]| |

I IO
(WEB(:The was a violation of The Attorney
General's Guideli ional Security Investigations and

Foreign Intelligence Collection. Thus, the matter is being
reported to the IOB.

Dery om: G=
Declassi T 11220
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DECLASSIFIED BY 45179 UCLP/PLJ/JIN

oN 07-01-2010

January 3, 2007
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
72517 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your -information is a self-explanatory
memorandum entitled “Intelllgence Over51ght Board Matter
2007-523." (U) . .

The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidgence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for-a
determination of whether any administrative action is warranted.

(u)

Enclosure |

@- 278-HQ-C1229736-vi0o — A Qb

or Declassi 5720320102

o — SESRER- Hofmann-10B-996

Olractor's Offica __ MAIL ROOM [

FB1/00CJ




-
-

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

—~SESRET Hofmann-10B-997




DECLA3STFIED BY 65179 UCLP/PLJ/JN
ON 07-01-2010

~SEERET_

INTELLIGENC%GIGHT BOARD (IOB) MATTER o
FIELD OFFICE
IOR MATTER 2007-523 (U)
. By electronic communication dated September 13, b2
2006, the Ffederal Bureau igatian (FRT) Eield bd
i d that from I ﬁ;g
provided to the material collected
Tom a different accoun nian t ified
L Specifically,Tif::fffiiprovided on the below-
listed dates, the following information for an account different.
than that specified in the order:
incoming e-mails, web activity, and a log-in to
cha no content);
_lincoming e-mails, web activity, and a log-in to
|chat (no content)
b2
_1incoming e—mails,[:]outgoing e-mail, web activity ba
and a log-in tof |chat (no content) b7D
b7E
| | possibly web activity and a log-in to lchat (no
content). Thisl |lwas determined to have occurred
as g result [ | temporarily re-assigning
The |

the
Ij.nasbLer:enLlLimemmed_mmmas saguestere
!

was a violation of The Attornev

(U 78¢ The
General's Guidelines for ational Security Invegtigations and

Foreign Intelligence Collection. Thus, the matter is being
reported to the IOB.

SECRE®Rofmann-I0B-998




DECLASSIFIED BY 65179 UCLP/PLJ/JTN

ON 07-01-2010

January 10, 2007

BY COURIER

Mr. étephén Friedman
Chairman
Intelligence Oversight Board

.Room 50209

laws,

New Executive Office Building
725 ‘17t Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memorandum entitled “Intelllgence Oversight Board Matter
2007-0604." (U), .

' The memorandum sets forth details of investigative
activity which the FBI'has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
Executive Orders, or Presidential Dlrectlves '‘which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for-a
determination of whether any administrative action is warranted.
(U)

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Orim. Iy, Inspection Training,

—t\aratory____ Off of EEO

614l Sec. Aflirs
A\ 3, of Public &

L Personnel________ Cong. Affs,

e———

Finance
Dlrector________Gen. Counsky
Deputy Director____|nfo.Res. |
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DECLASSIFIED BY 65179 UCLE/PLJ/JIN

—SEERET- ON 07-01-2010
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E

IOB MATTER 2007-0604 (U)

Y
b2

L7E

b2

(u- Thel was a violation of The Attorneyn7e
General's Guidelines for ational Security Investigations and
Forejgn Intelljigen Co ion. Thus, the matter is being

reported to the IOB.

Der —G-3
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DECLASSIFIED BY 65179 UCLR/PLJ/JIN

oN 07-01-2010

January 17, 2007
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest .

Washington,

Dear Mr.

D.C.
Friedman:

Enclosed for your information is a self- explanatory

memorandum entitled “Intelllgence Oversight Board Matter

2007+0613."

(U).

‘The memorandum sets forth details of investigative

activity which the FBI ‘has determined was conducted contrary to

the Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or

laws, Executive Orders, or Presidential Directives 'which govern
" FBI foreign counterintelligence and international terrorism

investigations.
Internal Investigations Section,

This matter has also been referréd to our
‘Inspection Division, for a

determination of whether any administrative action is warranted.

(U)

Enclosuzre
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" SECRET—
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U. S. Department of Justice

Room 2200 C

ﬂPPBGVED. 35,";‘"’*“ 'ﬂspec!ton____minlna
it Lsboratory___ " oyt otz
Director, Gen. Coun PonclSee___ afias
Depuly Drachr o, s Persome] o o bl
ong.
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DECLASSIFIED BY 65179 UCLP/PLJ/JN

ON 07-01-2010

“SECREL-
INTELLIGE GHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E

IOB MATTER 2007-0613 (U)

[UYt><:

0. The investigative activity which occurred during -
period of time that the| ] was not b7E
authorized was a violation of The Attornev General's Guidelines
for FBI National Securitv Investigations and Foreign Intelligence
Collection. Thus, the matter is being reported to the IOB.

SECRE®~0fmann-10B-1004
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—SHCRET-
BY COURIER

December 29, 2006

Mr. Stephen Friedman

Chairman :
Intelligence Oversight Board DECLAYYIFIED BY 65173 UCLPR/PLJ/JIN
Room 50209

ON 07-01-2010
New Executive Office Building |
725 17*" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory ’
memorandum entitled “Intelllgence Oversight Board Matter
2007-551." (U)

The memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal. Investigations Section, Inspection Division, for a

determination of whether any administrative action 1s warranted.
(U)

Enclosure

1 - Ms. Thomas

’ bé
é 278-HQ-C1229736- VIO/aer(? : o

1 - Inspection Division (IOB 2007-551)
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

don____._Trding__———
e 3. of EED

RPPRW £D: gr}g v,

Financa fﬁ( L ft:ais‘s o
Director_______Gen. Couns (A 1R Jéo.n(; ke
Deputy Director tnfo. Res._ N/ Personnel—— LONG.
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. v DECLASSIFIED BY #5179 UCLE/PLJ/JIN

ON 07-01-2010
“SECRET-

INTELLIGENCE OVERSTIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2007-551 (U)

).
( l By eléctronic communication (EC) date er
19, 2006, “the Federal Bureau of Investigation (FBI Field
Office]| reported that it failed to notify FBI
Headquarters of the initiation of al | of
a subject that was opened on . In addition,
i jon for thel expired on

and the |Task Force Officer (TFO) did not

obtain six-month renewal authorization from its Special Agent in
Charge (SAC). The TFO did not conduct any investigative activity

of the subiect but sought gn% receive authorization to renew
the on ﬂ l

authorization for the again expired.
Following the lapse of authorization_on the TFO
| }

| for the
Ut no records were obtained for the sub-file, and no
investigative activity of the subject was undertaken.

) According tol_——l the TFO’s failure to file
the initidtion of investigation report was due to oversight by
the TFO and an inadequate tickler system. The lack of
investigation was the result of the assigned TFO actively working
other investigative files. The TFO is no longer assigned to the
fnaak_ﬁgxggljnd_xhe_fxle was reassigned to another agent on

. subsequently requested a six-month extension
to thel from FBI Headquarters on

I

0.

(o) OGC does not consider the creation of the
investigative sub-file to be investigative activity. Therefore,
it is not a reportable violation. OGQ_glgg_nTtes that there was

no investigative activity reported b between |
andl | when the| | had also

expired, due to the TFO’s failure to seek renewal authority from
the SAC. This also is not a reportable violation.

(0) . :
Nevertheless[::::::::]falled to notify FBI
Headquarters within ten days of the opening of the[ |

of the subject. The __|was
opened on| Jand notification was not received at FBI

Headguarters until | | Accordingly, OGC has determined
that |has failed to follow the guidelines set forth in

Hofmann-I0OB-1007
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"SEEREI. b2
The Attorney General's Guidelines for FBI bTE
National Security Investigations and Foreign Intelligence
Collection and an IOB viclation has occurred.
is being reported to the IOB.

Thus, the matter

D& from:
Declassi +~25X-1
SECRET.
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DECLASSTFIED BY 65179 UCLP/PLJ/JIN
ON D7-01-2010

January 8, 2007

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209

New Executive Office Building
725 17" Street, Northwest

Washington,

D.C.

Dear Mr.

Friedman:

Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matters

2007-580 and 2007-598."

(0)

The memorandum sets forth details of investigative

activity which the FBI-has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations.
Internal Investigations Section,
determination of whether any administrative action is warranted.
() .

This matter has also been referred to our
Inspection Division, for a

Enclosure |
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Mr, Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
0.5, Department of Justice
Room 2200 C

1 - Mr. Lawrence Katz
Chief Counsel and Inspector in Charge
U.S. Postal Inspection Service
475 L'Enfant Plaza, S.W.
Room 3117
Washington, D.C. 20260-2181

Director
Oeputy Direclor__

Jff. of Public &

TSESREL Hofmann-10B-1010




I , DECLASSIFIED BY 65179 UCLE/PLJ/JIN
ON 07-01-2010

. “SECREF—
INTELLIGEN GHT BOARD (IOB) MATTER - b2
IELD OFFICE b7E

IOB MATTERS 2007-580 AND 2007-598 (U)

-2 By electronic communications (ECs) dated | |
and November Zii_zgﬂﬁﬁjthe Federal Bureau of Investigation
Field Office reported the following facts. During
the course of a requested mail bz
cover authority from the Unite ates Posta erv.ce_iHSﬁS) on a b7E
target at a certain address. On November 1, 2006, received
the first set of results from the USPS, |

" T additionally, |

After recelving results from the USPS E%E
Tﬁa‘T—ewacee S & S5cope of the mail cover request, :contacted
the USPS Postal Inspector responsible for the mail CTover, and
requested that the error be corrected for future productions.

WIZS(: on | received a second set
of mail co¥er results. This production included a cover letter B2
from the Postal Inspector advising that future productions will not L7E

contain the improper information.

(o The|_E_1_‘|:|_'1as been sequestered and is not bl
included in the case file. has been advised to return the b7E
[ |to the United States Postal Inspection Service with
appropriate documentation to the file.

V-7 Here, an error on the part of the USPS resulted in
the unintentional acquisition of information relating to mail. The
FBI unintentionally acquired data relating to the target's wife
compan and mail addressed to the target at a second address.-l

Further, mail cover authority was not requested for thne target's
second address. Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, the USPS's

mistake must be reported to the IOB because the FBI received

information regarding mail outside the scope of the mail cover
request.

b2
E7E

Deri —G~-3
De ify on:

Hofmann-IOB-1011




