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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 11, 2006 

BY COURIER 

Op. Pit. ChM* 
sua OtdGn 
AwtO*.: 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
.725'17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007r575." (U) . . . . 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This.matter has also been referred to our 
Internal Investigations Section, Inspection Division, for* a 
determination of whether any administrative action is warranted. 
(U) . . 

Enclosure 
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SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel/ Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of Justice 
Room 6150 

APPROVED: 
Diiector_ 
DepDfyOiredor. 

C r f a M 
CJ!S. 
Finisca. 

_Gea.Coi 
J n f o , R e i 

Inspection. . T r a i n i n g « . 
Off.olEEQ 

. Affairs 
O f t ct Public & 
Gong.Alfs. 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE&^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

CSj 

(5) 
CSI -
[S) 

(S) 

JDATE: 07-01-201G 
^CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C,D) 
DECLASSIFY ON: G7-01-2035 

riet-ermi np 
The Federal Bureau 

/t fhat- in rrmdücting al 

IOB MATTER 2007-575(U) 
•̂F TnwocH/taHftn /" CRT" \ hat 

verter iMSLlto obtain f 

ARi . . 
J the FBI improperly used a National Security 

(cjj the investigation. | 
^ ' the NSL in identifying the! 

l_which was not related to 
was due to a mistake in 

1 whose 

1 was a violation of"Section 
D The 

of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG).1 In this regard, on 

T 
î 
Jopened aL 
rder to ascertain 
rolaHnnchîn t-H 

Of 

had significanti 
conr t-BI 

the nature and 
e subject of an 
case. In addition, t : 

investigations 
issued a National Security Letter (NSL) 

with the subjects of 
During the course of the investigation, 

pursuant to 
the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a 

Instead, one of the f 

error was discovered upon receipt of the information, and the 
records were not reviewed 

He 

:v onr 
SECRET 

nor used for any investigative purpose. Despite the inadvertent 
nature of the mistake, the fact remains that information was 
improperly collected on| lunrelated to an 
investigation. Thus, the matter is being reported to the IOB. 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 

Section [ ~ ] authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. 
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il 'DECLASSIFIED BY 65179 UCLP/PLJ/JN 
ON 07-01-2010 

December 13, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
.725 -17th Street," Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled xxIntelligence Oversight Board Matter 
2007r0498." (U). . , < _ * 

The memorandum sets forth details, of investigative 
activity which the FBIhas determined was conducted contrary to 
the Attorney General" Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations." This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for*a' 
determination of whether any administrative action is warranted. 
(U) ' 

Enclosure 
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) ITilfTiffT wirenM 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will, be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: 
Director 
OepiiiyOirectOL 

C r b i l n v , 
CJ1S. 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SECRET 
INTELLIGENCE—OVERSIGHT BOARD (IOB) MATTER t 

After receiving the notice from the field office, FBIHQ shall 
provide notice to the Office of Intelligence Policy and Review 
(OIPR) and to the Criminal Division. OIPR shall then notify the 
Attorney General and Deputy Attorney General. The FBI shall also 
provide the notice of initiation to any relevant United States 
Attorney's office, subject to authorization by the Criminal 
Division, in an espionage case. This requirement applies to both 
U.S. persons and non-U.S. persons. 

M In H^iay i n notifying FBIHQ of 
the initiation of a| I approximately 212 days 
beyond the ten-day deadline, was in violation of the NSIG. Thus, 
the matter is being reported to the IOB. 

b2 
FIELD OFFICE b7E 

IOB MATTER 2007-0498 (U) 
(UK. . 

tSi By electronic communication dated—Sfiutember 19, 
2006, the Tecteral ttiiroaii of Tnwshigal-irm /FRT\I _JjEield 
Office reported that a I was b 2 
reinitiated on a U.S. person on I FBI b7E 
Headquarters (FBIHQ) was not provided officii-»1 n^ifint-inn pf 
the reinitiation of this investigation untill ; 

b2 
' ' y 8 ^ As provided in Section[ I of the The Attorney 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), a "field office shall b7E 
notify FBI Headquarters [frthoi within ton working Havs of the 
initiation by the field of a |_ 

b2 
b7E 

~ S E e R H f t - Hofmann-IOB-916 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 13, 2006 

BY COURIER ' 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 ' ' 
New Executive Office Building 
.725'17th Street, Northwest 
Washington, D.C. .. \ 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007t0499." (U),. 

The memorandum sets forth details, of investigative 
activity which the FBI*'has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders-, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . . 

Enclosure 
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wtitwp wiSdtB^ 

Mr; Stephen'Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely it 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director Gen. Counse! 
DepuìyOirector info. R e s _ _ 

nnîsca. 
.Training. 
Gff.ofEEO 
Affairs 
Off. of P u b i c i 
Cong.Affs. 

Hofmann-IOB;918 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

-SE€RE3L 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-0499 (U) 
(u) 

By electronic communication dated September 19, 
2006/ theTedferal B n w a n nf TnwaMffatifln tPRT^I 1 Field 
Office reported that a I I was b 2 initiated on a U.S. person on FBI Headquarters b7E 
(FBIHQ) was not provided official notification of the initiation 
of this investigation until\ I 

< u > - ^ I 1 
Jt&T As provided in Section | | of the The Attorney 

General's^GuiBelines for FBI National Security Investigations and b2 
Foreign Intelligence Collection (NSIG), a "field office shall b7E 
notify FBI Headquarters [FBIHQ] within ten working days of the 
initiation by the field of a if _ . 1 

After receiving the notice from the field office, FBIHQ shall 
provide notice to the Office of Intelligence Policy and Review 
(OIPR) and to the Criminal Division. OIPR shall then notify the 
Attorney General and Deputy Attorney General. The FBI shall also 
provide the notice of initiation* to any relevant United States 
Attorney's office, subject to authorization by the Criminal 
Division, in an espionage case. This requirement applies to both 
U.S. persons and non-U.S. persons. 

W teY In t-hs« ingfanoo. riAlay i n notifying FBIHQ of thi-
the initiaii&n of a| approximately 304 days 
beyond the ten-day deadline, was in violation of the NSIG. Thus, 
the matter is being reported to the IOB. 

b2 
bVE 
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it 
DECLASSIFIED BY 65179 UCLP/PLJ/JN 
ON 07-01-2010 

December 13,. 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman ' -
Intelligence Oversight Board 
Room 50209 " 
New Executive Office Building 
•725 '17th Street, Northwest , - . 
Washington, D.C. ' 
Dear Mr. Friedman: 

» * 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007r0501." (U). • ,, 

. 
The memorandum sets forth details, o'f investigative 

activity which the FBI»has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection.and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives -which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to "our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO— 

NiSonjJSec. 
Trtkirq OB.o«EEOA__. OS.o<PubSc 4 Cono.AJU. 

s=eRE3L1Hofmann-IOB-920 

MAIl. ROOM • 
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—SSGRE3L 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Director Cw.Co ( jß$e 
Oepj.yOirecior info.Rts_ 

APPROVED: 
Nfläll«. 

Off. oi Public & 
Cong. Affs. 

Training. 
Off.ofEEO 
Affairs 

<3ECPB"r Hofmann-IOB-921 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

-SE6REX 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I FIELD OFFICE 
IOB MATTER 2007-0501 (U) 

^ ĵpŜ r By electronic communication dated October 3, 2006, 
the Federal Bureau of Investigation (FBI) L ir.----.-i — 
reported that the FBI implemented f 

1 Field Office 

b2 
hi E 

b2 
b7E 

^as a violation of The Attorney bz 
General's'Guiaelines for FBI National Security Investigations and hi e 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

-anoittT 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 20, 2006 * * 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
.725-17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r0485." (U).- 1 

% 

The memorandum sets forth details, o'f investigative 
activity which the FBI*-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence. Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) -

Enclosure 
t • 
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-~S DOUBT. 
J 

Mr. Stephen Friedman 

Should you or any member of your.staff require additional 
information concerning this matter, an oral briefing wild be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

"~"SEeRB*~"Hofmann-IOB-924 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SECRET 
INTELLIGpNCE_Q3ZER£Xi$HT BOARD (IOB) MATTER 

FIELD OFFICE 
( U ) 

IOB MATTER 2006-0485 (U) 

By electronic communication dated September 13, 
2006, the Federal Bureau of Investigation (FBI)I I Field 
Office reported that the FBI implemented I 

I 

and w-> 
J Tho ì naHv̂ rt*f>r|i-l v int-prw»nhori mafprial yas 
1 be filed with 

f̂èflf ~ [was a violation of The Attorney 
General's-Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

b2 
b7E 

b 2 
b7E 

b2 
b7E 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 21, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
•725 '17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your -information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r03i23. " (U), • . . • ' 

The memorandum sets forth details, o'f investigative 
activity which the FBI'-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives 'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . 

Enclosure 

^ - 278-HQ-C1229736-VIO—• fäS^ 

Nationalste.. 
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—nncEFT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
. Counsel,. Office of Intelligence Policy and Review 

U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

-JECnEX Hofmann-IOB-927 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

"SEGRE3L. 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
Ï FIELD OFFICE b2 

b7E 
IOB MATTER 2006-323 (U) 

( U ) 

By electronic communication riafpri Mav 16, 2006, 
SlI BUreau .of /prt\ I I Fiplrl the Federal Bureau .01 in\& 

Office reported that the I 
b2 
b7E 

(U) was a violation of The Attorney 
General's .guidelines tor FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

b2 
b7E 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN. 
ON 07-01-2010 

December 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
•725 "17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your -information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006r329." (U) . • 

The memorandum sets forth details, o'f investigative 
activity which the FBI'-has determined was conducted contrary to . 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives"which govern 
FBI foreign.counterintelligence and international terrorism 
investigations. This matter has also "been referred to our 
Internal Investigations Section, Inspection Division, for-a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure 
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i # 
- nntìFFT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

• N f t n A i i p n C r i m M ] Inspection. Training_ 
Ofl.olEEO . ffe 
Off. oi PubCc & 
Cong.Affs. 

SECRHB-, Hofmann-IOB-930 



ALI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

IDATE: 07-01-2010 
CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

I NYflrlr I fiWPPgTfiHT PfiflPn (IOB) M/ViTfcK b2 
I DIVISION b7E 

IOB MATTER 2006-329 (0) 

E^derir 
of 

(S) 

(5) 

(5) 

(U) 
the FederàJL BUlîêâU ôi iAVèSCigâCIôn (fc'Bij EêpôECêa a pôtênc 
IOB involving a National Security Letter (NSL) requested by | 
which, through a transcription error, sought information about an 

I 1 belonging to a person who was not the subject of an 
FBI national security investigation. 

An Analyst- inl InrpnarM an NSL for information 
regarding the Shortly after 
sending the'NSL to the field tor service, the analyst received an 
| [Field Office indicating that the 
filitvip-r-t- ftf FRT ffasp and the 1 I 

not| I1 Upon realizing the 
error, tne analyst immldiatSiy nociHSd nis supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on the NSL results. 
(U) Due to inadvertent t-ypngranh-i ral prrnr based on the 

rsioh confu€ioh between the typed letters 
NSL results for an[ 

FBIHQ received 
] that was ftöC relevant to a 

counterterrorism investigation. Therefore, the issuance of the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection (NSIG). Due to the fact that there was 
an unauthorized collection, the error is a reportable matter 
under Section 2.4 of Executive Order 12863. 

b2 
b7E 

bl 
b2 
b4 
b7D 
b7E 

b2 
b7E 

! For ease of reference, thef 

" I Note 
(S) that the contusion between the typed letters I ~1may have 

been what led to the error in the first place. 

"4" Hofmann-IOB-931 
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t . è 
DECLASSIFIED BY 65179 UCLP/PLJ/JN' 
ON 07-01-2010 

December 20, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
>725' 17th Street, Northwest, 
Washington, D.C. ' 

« 

Dear Mr. Friedman: 

. Enclosed for your information is a«self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006.-0364." (U). . 

, The memorandum sets forth details, of investigative 
activity which the FBI- has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . ' 

Enclosure 
/£l)- 278-HQ-C1229736-VIO— 
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« 

wUUnw^ 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter/ an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
'Room 6150 

L*lLCltaT Hofmann-IOB-933 



DECLASSIFIED BY 65179 UCLP/PLJ/JN 
ON 07-01-2010 

SEGRBi-

TNTELLTGENCE OVERSIGHT BOARD (IOB) MATTER b2 
I I FIELD OFFICE b7E 
IOB MATTER 2006-0364 (U) 

( U ) 
By electronic r-nrmniini ration dated June 21. 2006/ 

the Federal Bureau of Investigation (FBI)| H Field 
office reported that, during an authorized investigation of a 
non-0.S. Person. I I 

J ^ C T h e Attorney General's Guidelines for FBI National 
Security investigations and Foreign Intelligence Collection 
(NSTGl provifte that InvAsti aativft t-erhniaiies anthorry.gd pursuant 
to a I I 

T T H e 
physical search was a violation of the NSIG. Thus, the matter is 
being »-»sorted to the'IOB. 

I D X The inadvertently obtained material was 
fiftgiiPstftroH anH will be filed with the| "| 

b2 
flrder 13333 W.fi." Nsffi Parti | I b7E 

b2 
b7E 

1 Hofmann-IOB-934 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 21, 2006 

BY COURIER ' ' • 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
.725'17th Street, Northwest 
Washington, D.C. ' 

Dear Mr. Friedman : 

Enclosed for your -information is a self-èxplanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r368." (U) . - ' • 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws,,Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . 

Enclosure 

278-HQ-C1229736-VIO— fifof 

Dep. Dir. OMA smi OS.ciOaa Coumd AsstOir.; CrtflikM. CJtS 
W0.R«.. 
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"""SEGREÏ.. 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General- Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

" " 5 E C R B X - Hofmann-IOB-936 



-SB€REX_ 
DECLASSIFIED BY 6517 9 UCLP/PLJ/JM 
ON 07-01-201G 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 
IOB MATTER 2006-368 (U) 

M , By electronic mitirmmiraHni^ Ha fori .Timo fi 

Ì 1 r I reported that on L 

Federal'Bureau of Investigation (FBI) 
j-pnrn-t-gri ^ possible Intelligence Oversight Board 

SXCêflflêa STTf 
1 on a non-U.S. Person 

1 which expired on 

it opene 
The] L 

2006, the 
Field Offi 

(IOB) matter 
d a 
was nrnnprlv 9 

e 

. On 
I before the expiration of the six month extension, 

ppprmAftfgri a n n f ^ r six month extensio 
failed set a lead for inadvertently, 

J Due to this error, an extension was not grante t al 
expiration of the initial six month extension. 

prior to tfië 
Thus, thd Jwas 

as g : onal required by The Attorney General's Guidelines for FBI Nationa 
Security Investigations and Foreign Intelligence Collection 
("NSIG"), prior to its expiration. 

(U) H Unaware that the I Ihad not been extended,I I 
^ |Continued the investigation. Investigative" acta vi fw • 

included interviewing the subject of the investigation on| | 
and one of his associates onf 

learning that the| |had not been extended in 
requeste, 

retroactive t 
1 H a 

Upon 

ted a second six month extension, 

Authorized investigative techniques foJ" 1 

] | Because such investigative activity took place 
ôUCéidè thé authorized investigation period, this mistake must be 
reported to the IOB. 

( U ) 

matter 
( Ü ) 

The Office of General Counsel ("OGC") has reported this 
he FBI's Inspection Division for appropriate action. 

Der3 
Deel« n T L220 

bZ 
blE 

b2 
b7E 

b2 
b7E 

b2 
b7E 

SECRET -

"4" Hofmann-IOB-937 
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December 21, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
-725 -17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r420." (U) . 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism, 
investigations." This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) ' . 
Enclosure . . 

278-HQ-C1229736-VIO—(#6 Q> 

NiSoruJSoe. Pwoond̂  Tf»lr*x) OS. al EEOA OS. <* Puttie 
OrtCof« OCie« 
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-3BGR&3L 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely / 

Julie F. Thomas 
Deputy General Counsel 

WilfPfr CfLu,nv InspatioiL nUS/EÜ. CJ1S Laboratory. 
Training 
Off. of £ £ 0 
Affairs 
Off. of Public & 

. Cong. Alfs. 

fina« j/n) Ka&aJS«, 
Director Gen.CcaiisZB[E Oft! 
OtputyDiiector I n f i R e s . tJ~ P e i s o n n e L 
Director 

"ffrnwp 
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-flECREX. 

DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIGENCE-OVERSIGHT BOARD (IOB) MATTER 5 FIELD OFFICE 
( U ) 

2006/ the Te 

IOB MATTER 2006-420 (U) 

By electronic communicatio 
al Bureau of Investigation 

I rgnorfeH that- nnl 

ŒCL-dated, June 27, 
Field Office 

"jCEsI 

—| |authori zed 
land physical search of a non-U.S. person. 

Ï uthorization for the physical search of a 

While conducting the search, the FBI engaged in 
investigati^re\activity that was not specifically described in the 
search warrant. Tn nrripr to snsiirs that all possible required 

I the FBI systematically 
During this attempt 

(U) 
the U.S. Depa 
Review /OIPR1 

]reported the results of the search to 
lent of Justine. Office of Intelligence Policy and 

stated 
that it would provide Los Angeles with a legal opinion as to 
whether these items were lawfuLly obtained during the search. In 
compliance with OIPR's instruction, these items were sequestered 
and not viewed by the FBI pending receipt of OIPR's legal 
opinion. 

( U ) •Ysj^ After consultation with FBI NSLB,f 

hi 
b7E 

] the United States hi 
hl E 

hl 
b7E 

hl 
b7E 

b2 
b7E 

01PR further informed the FBI 

h 2 
b7E 

Der: 
isify on: 

^SBOPJBT 

SECRET Hofmann-IOB-940 



y 
that it should not retain and/or otherwise use any of the search 
results other than those from I I ^ 
complied with 01PR's directive and reported destruction of the . 
required items to FBI Headquarters on June 12, 2006. 

By letter dated June 16, 2006 from OIPR to the 
OlPPfstated in pertinent part that "OIPR has determined 

that ail goamh rocnit-o other than those from the search of the 
itself should be sequestered with the Court b2 

and/or destroyed and that FBI should not retain and/or otherwise b 7 E 

use any of the search results other than those fron£ 
OIPR further stated: 

FBI investigation of the facts and 
circumstances concerning this incident has not 
revealed any indication of bad faith in the manner in 
which the search was conducted. Based upon OIPR's 
analysis, the FBI has destroyed and not made use of 
any search results. or mnip.fi thereof,, other than 
those fronl _ I FBI destruction of 
these search results occurred in May and June 2006. 

b 2 
b7E 

matters and in 
results other 

(U) Here OIPR, as lead counsel for 
its oversight^capacity, determined that all search 
than those from the | | itself were not 
lawfully obtained. Based upon OIPR's determination that the FBI ' 
conducted an unlawful search, and in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, this 
incident must be reported to the IOB. 

-4-

m m i n I Trip mi 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN, 
ON 07-01-2010 

December 21, 2006 

BY COURIER 

«MÓ» Sufi O&afGov 
amo»; 

Crim.lrr/._ CJIŜ _ Hn»no»_ 
W o . R » * . . 
Into. 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 . . ' 
New Executive Office Building 
•725 '17th Street, Northwest 
Washington, D.c. 

Dear Mr. Friedman: 

Enclosed- for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006t481. " (U) . 

The memorandum sets forth details, o'f investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives 'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for-a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

(l)- 278-HQ-C1229736-VIO-.|^C?<f 

Utx.. 
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r "TJBCUUX-
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience'. (Ü) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas • 
Deputy General Counsel 

~ S E C R E Ï " Hofmann-IOB-943 



DECLASSIFIED BY 65179 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIGENCE—OVERSIGHT BOARD (IOB) MATTER 
| FIELD OFFICE 

IOB MATTER 2006-481 (U) 

jt&f' By electronic communication dated September 20, 
2006, the Fédéral Bureau of Investigation (FBI) 
Office reported tha 
authorized scope of 
[ t t Field 

1 the FBI P.XP.PPrieri the 

Specifically, thef 
1 

off ire inartffprhonMv favTeri to terminate 
I when the sub-Sect exited the location where 

J 
the f 

(U) 
x / w a r 

kdditional material before realizing the device was still 
active. Unon riisnpvery of the Still-active I I 

fhe FBI immediately terminated the device's 
recording mechanism. Thereafter, 
collected material on a disk, sealed the disk, 

the joffice placed the 
... _ , , and submitted the 

material to the Department of Justice for sequestration I ~1 a.a.1 to the Department of Justice for sequestration I 
1 At no time did any personnel from the FBI review the f 

Imaterial. Nevertheless, since thoJ 
recording exceeded the permissible scope of 
this-matter is being reported to the IOB. 

b 2 
b7E 

bZ 
b7E 

b 2 
b7E 

"•"SE6RB3L. 

-SECRET Hofmann-IOB-944 
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DECLASSIFIED BY 65179 DMH/PLJ/JN 
ON 06-30-2010 

December 22, 2006 

BY COURIER 

Mr. Stephen Friedman * . 
Chairman 
Intelligence Oversight Board 
Room 50209 ' ' 
New Executive Office Building 
.725 '17th Street, Northwest 
Washington, D.C. 

t 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-0387." (U). ' . . . -

The memorandum sets forth details, o'f investigative 
activity which the FBI'-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives 'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division/ for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure • . 

" [ p - 278-HQ-C1229736-VIO — 5 

Dtp. Dir. CMo( Salt OB.otGen. Couns«) As«.0ir.;_ OVrvlrw,. CJtS 
Rnano»_ 

Insp. 
HtSaulSeC. P»*t«*l_ Tr«Wna OS. ot EEOA _ OS.«tPvbOe 4 Ceng. Ai»̂  Oirxaor'sORica 
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1 
Mr. Stephen Friedman 

Should you- or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (0) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

- The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 -. Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 — 

» 

«H€RB®-Hofmann-IOB-946 



DECLASSIFIED BY 65179 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIpFMPff nVFRSTfiflT BOARD (IOB) MATTER ¡>2 
FIELD OFFICE b / E 

rpcMr-p r>VPP.GT^Ql 
I " 

IOB MATTER 2006-387 (U) 

M fati By electronic communication dated July 5. 2006 
the Federal Bureau of Investigation (FBI)|_ 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included ad I 
not, assnr.iatpni with fhft FBI subject in a| | ^ 

I annl.iraf.inn. This resti iteci rn r.nurv.-
orderedf 
facility that was not associated with the FBI subject. The 
inadvertently intercepted material was sequestered and will be 
filed with! 

' ' te^ The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) provide that authorized! 

1 NSIG, Part 
V(17,18). The court-ordered | fand physical 
search of I Ithat was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB. 

b7E 

b2 
b7E 

! 

~§ECBM-
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December 27, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
«725* 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 06-30-2010 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006.-423." (U) ; -

* 

The memorandum sets forth details, ôf investigative 
activity which the FBI'has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives*which govern 
FBI foreign counterintelligence and international terrorism 
investigations." This matter has also been referred to our 
Internal investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure 

278-HQ-C1229736-VÏO— '¿^HO 

D*o.ar-
QMU 

Saw OS, ai G«o. Couns«t_ Awt Dir.-Crtn. 1-TV. 
CJ IS I 
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Tr«Wna. OS.oiEEOA, Off.oiPubSc tConj.AA, Director"» Ofliot 

SECRET Hofmann-IOB-948 
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SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (0) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

m o m - , s 

~"S BER B aL Hofmann-IOB-949 
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"Tgg^jlj^ DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIGElJlCE—QiiERSliaHlL, BOARD (IOB) MATTER 
FIELD OFFICE 

SIjK 

( U ) 

2006, the 

IOB MATTER 2006-423 (0) 

jfcgf Bv electronic communication (EC) 
r ' I Field Office 

dated July 20, 

that _ 
g r ^ n S f. 

I was notified bJ" 
„ ] reported an 

I fthnfffI I 

T T o r 

M ^g^ Opon notification by 
f 1 

determined that the I 
immediately took stsns m arfdrpss t-hp, situation. The Case Agent 

- L Ü 
— T E e 

immediately extracted from the report. [ 
this error occurred from | 

¿as from an 
was 

indicated that « 

M The data that was inadvertently captured from the 
I was segregated and saved to a disk. At no 

fiwp was t-hig information imlnarteri into FRT svfit-.pmfi. 
maintains thej L_ 

m ata captured on the [ 
is neither logged, indexed, referenced, nor stored in any 

FBI files. 

^ ^i&^Tflere, an error on the part off 

] 

"I resulted in 
the [ I 
Based upon our analysis, in accordance witty tha rannrfinn 
requirements of Section 2.4 of E.O. 12863, must 
be reported to the IOB because the collection resulted in the 

I 1 

or Executive Order 12333. 

Decla 
From 

J r f r 2017 

b2 
b7E 

b 2 
b 4 
b7D 
b7E 

b 2 
b7E 

to 2 
b 4 
b7D 
b7E 

b 2 
b 4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

"4" Hofmann-IOB-950 



'ï -

DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON Ü 6-30-2010 

December 27, 2006 

BY COURIER, 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725'17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-435." (U)-

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations.. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure , 

278-HQ-C1229736-VIO— ffîOPj 

Dtp. Ok. 
CNrtcl SU« 
Off.dGtn. 

A«t.Mr.;_ CiVn.lnv. _ 
CJtS FYi»nc»_ Mo.R**.„ 
Itwft-
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPRO®: T 
OitedOT. 
Deputy O t o t ì c L 

HMltt, 
.GM.Cm«S! 

info. Res 

Training. 
O l f . o i t t O 
Aff i i rs . 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(5) 

DATE: 06-30-2010 
CLASSIFIED BY 65179 DMH/PLJ/JN 
(REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2035 

INTELLIGENCE pSËESIGHT BOARD (IOB) MATTER 
"[DIVISION 

IOB MATTER 2006-435 (U) 

The Federal Bureau of T n v e s ti g a t - i n n ("FBT") has 
determined that actions taken by FBI' s I I Division! 
during a| lof a United States Person should be 
reported to the IOB. ^»^(U) 

In r l 
who 

is a "United States Person," as that term is used in Section 
101(i) of the Foreign Intelligence Surveillanc 
(FISA)1 for numerous contacts with susnected 

Thisl "Was converted to a 
I JSC 

art- T_p78 

on 

submitted an annual Letterhead Memorandum (LfiM) 
describing the details of I , " I 

[ 
Subsequent to that submission, 
case to be reassigned to a new case agent, 
annual LHM was not transmitted i.n[ 
discovered 
conducting a case file review 

reorganized causing the 
Unfortunately, an 

This mistake was iwhen the Supervisory Special Agent was 
ile review. An LHM dated[ was 

immediately passed to FBI Headquarters for forwarding to the 
Office of Intelligence Policy and Review, Department of Justice. 

The failure fr> provide an annual report of the 
is a violation of Sectionl I of The 

Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelli g^nre m i lent-inn. Thus, the 
matter is being reported to the IOB. I Ihas "and will continue 
to take steps to prevent a recurrence of this incident. ^ ^ (U) 

The Office of the General Counsel has referred this matter 
to the FBI's Inspection Division for action deemed appropriate. (U) 

b2 
b7E 

b2 
b7E 

b l 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b2 
b7E 

'(U) A "United States person (USP) is defined in Section 101(i) of the Foreign Intelligence 
Surveillance Act (FISA) (codified at 50 U.S.C. section 1801 et. Seq.) As "a citizen of the United States [or] an b 2 
alien lawfully admitted for permanent residence (as defined in section 101(aX20) of the Immigration and b 7 E 

Naturalization Act)..." See also Sectionl bf The Attorney General's Guidelines for the FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations. 

SECRET-
"4" Hofmann-IOB-953 



SECRET 

# • 
.DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON D6-3D-201D 

December 11, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 ' • 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.c. 20503 ' ' . 
Dear Mr."Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum /thm^ •• entitled "Intelligence Oversight 
Board (IOB) Matter, Division, IOB Matter 2006-426." (0) 

b2 
b7 E 

This LHM sets forth details of investigative activity , 
which.the FBI has determined was conducted contrary to the . 
Attorney General's Guidelines for*FBI -National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism, 
investigations. (U) 

. Enclosure " . 

< 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — 

emu 
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. Trainino OB.o»EEOA__ OldPuWe (Coq.Wî . Oir actor's Offe» _ 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

"4" Hofmann-IOB-955 -SECRET. 



ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

# 
S E D I S I 

DATE: 06-30-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2035 

INTETJ.TGENCE OVERSIGHT BOARD 
J DIVISION 

IOB MATTER 2006-426 

(IOB) MATTER 

(0) 

The Federal Rnreaii r>f Tnvpqt.igaHnn f "FRT 
determined that the FBI's [ Division [_ 

as 
fai-led to 

file annual notlneg and summaries of investigation concerning < 
of a United States Person. (ff) 

The FBI is required each year that a, . 
continues to prepare and provide to the Department of Justice's 
(DOJ) Office of Intelligence Policy and Review (OIPR) and DOJ's 
Crimina 
Section 
National Security Investigations and Foreign Intelligence 
Collection. (U) 

Division a summary of the investigation, pursuant to 
H< I of the Attorney Général's Guidelines for FBI 

I "hnit-iafreH a 
StatesPerson 
such notices ana suwïïiâïiès in C M S case SINES 

, of United 
1 did not submit 

[ 1 h*« taken sfrens tr> nrevenf a recurrence Of this 
prepared and submitted a incident. On | 

letter head memoranda (LHM) to the International Terrorism 
Operations Section I (ITOSl) to be filed with OIPR and the 
Criminal Division. (U) 

The Office of the General Counsel has referred this 
matter to the FBI's Inspection Division for action deemed 
appropriate. (U) 

h 2 
hl E 

b2 
b7E 

b2 
b7E 

bl 
h 2 
b6 
b7C 
b7E 

b2 
b7E 
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^ ^ """SECRET- ^ ^ 

DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 06-30-2010 

December 11, 2006 
BY COURIER 

Mr. Stephen Friedman . 
Chairman 
Intelligence Oversight Board 
Room 5020 . „ 
New Executive Office Building 
725 17th Street, N.W.. 
Washington, D.C. 20503 • . 

, ' * 

Dear Mr.'Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum {LfiMVentitled "Intelligence Oversight 
Board (IOB) Matter, | Division, IOB Matter 2006-427." (U) 

b2 
* b7E 

This LHM sets forth details of investigative activity 
which.the FBI has determined was'conducted contrary to the . 
Attorney General's Guidelines' for"-FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 

' Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism, 
investigations. (U) ' 

Enclosure 

G - 278-8Q-C1229736'-VIO — 

ut>., 
National Sac, _ P««onnal___m 
Trainino OILolEEQA 

<Xf.olPubie 1CWO.M». Diractor'a OSic* 

— SECRET 

Hofmann-IOB-957 

hail room o FOI/OOJ 



• • 
% 

SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room.5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director 
deputy Doctor. 

Criming 
CJ18. 
n n a c e _ 

.Gcn.Coun 

.Info-Reŝ  .Personnel 
Off. of PubQc & 
Cono.Affs. 

SECRET 

2 
Hofmann-IOB-958 



# 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 

$ WHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

S E ^ E I 

DATE: 0 6-30-2010 
CLASSIFIED BY 65179 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2035 

INTELLIGENCE ntrrnrrrjHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2006-427 (0) 

The Federal Bûreaû_û£_lmifîstigation . I"FRT"ì has 
determined that the FBI's. 
f i l e a n n n a i i e f t e r head memoranda 

pf a United States Person. 

Division 
(LHM) concerning a 

failed to 

The FBI is required each year that a [ 
continues to prepare and provide to the Department of Justice's 
(DOJ) Office of Intelligence Policy and Review (OIPR) and DOJ's 
Crimi.nalJQirisipn a summary of the investigation, pursuant to 
Section I bf the Attorney General's Guidelines for FBI 

b2 
b7E 

b2 
b7E 

b2 
b7E 

National Security Investigations and Foreign Intelligence 
Collection. (U) 

Inl. l^n^iahoH a f 
(S) States Person 

submit such notices ana summaries iri this 
I 

I of United 
Jdid not 

2004. Î X 
case since February 

[ 
incident. On 
LHM to the I 

1 will take steps to prevent a recurrence of this 
prepared and submitted a,n 

to be filed with OIPR and the Criminal Division. (U) 

The Office of the General Counsel has referred this 
matter to the FBI's Inspection Division for action deemed 
appropriate. (U) 

bl 
b2 
be 
b7c 
b7E 

b2 
b7E 

J>§class£ïyoïr:— 

SE E ^ E I 

"4" Hofmann-IOB-959 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 6-30-2010 BY 6517 9 DMH/PLJ/JN 

December 29, 2006-

BY COURIER 
Mr. Stephen Friedman * * 
Chairman 
Intelligence Oversight Board . • 
Room 50209 ' * 
New Executive Office Building 
*725'17th Street, Northwest. 
Washington, D.C. * ' 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight «Board 
/ T / \ f \ \ ' w _ X_J I r s j • • <T r t n w _ J A A A / * A »7 A •• ' / r»V 

b2 
b7E 

(IOB) Matter, Division, IOB Matter 2006-373." (U) 

The enclosure sets.forth details of investigative 
activity which the FBI'has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 

, Executive Orders, or Presidential Directives which.govern FBI 
foreign counterintelligence and international terrorism • 
investigations. (U) 

Enclosure 

y 1/- 278-aQ-C1229736-yiO — PvO tO 

Trainino Off. <* E EOA OS. c< Putte i Cono. AH». 0» aaort Offic« 

Hofmann-IOB-960 

MAIL HOCM • FBI/OOJ 



m # 
Should you or any member of your staff require 

additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

/ 

Sincerely, 

Julie F. Thomas -
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED; S 1 * 
Director emu. 

toipaWoiL 
l abo ra to ry , 
//aííwaISecü 
3*L 
Psrscnnel 

.Off.oi££o 

. Affairs 
.Off.ctPub 5s i 

Cô .Affs. 

2 
Hofmann-IOB-961 



ALI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE 

S f ^ R E l 

I 
DATE: 06-30-2010 
[CLASSIFIED BY 6517 9 DMH/PLJ/JN 
¡REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2035 

QVERSTftHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2006-373 (U) 
b2 
b7E 

(S) 
(5) 

W The f 1 Division 
1 was «ranted for f 

reported that on 
1 

fcut remained hosted at I It was 
conrirmea toat~Epe new| |that was provided was for a 

standard procedure, 
the new f 

r~~j As is 
jwhich provided 

b l 
b2 
b4 
b7D 
b7E 

This incident was repnrferi to the Offlr.e of 
Intelligence"Policy and Review (OIPR) on I I The 
inadvertently-intercepted information was moved to a disc which 
was sealQd—and, provided to OIPR on I |for sequestration 

OIPR notified thel I of this incident—on 
filed a memorandum to the Court on 

the I 

with the Ì and et ail 

b2 
b7E 

Of ] In addition, this error providing 
is a reportable matter Under Section 2.2 of Executive Order 
12863. 

~"SBERBaL 
Hofmann-IOB-962 



m . # 
SECRET-, 

January-5, 2007 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BV £5179 DMH/PLJ/JN 
OH 06-30-2010 

Dear Mr. Friedman : ' 

Enclosed for your information is a self-explanatory " 
memorandum entitled "Intelligence Oversight Board'Matter 
2006-476." (U) 

The memorandum sets forth details of investigative activity 
which the FBI has .determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws', Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our. 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . • 

Enclosure 

1 - M s . Thomas -L • kiW I " " " " " 

278-HQ-C1229736-VIÖ— 
1 - Inspection Division (JOB 2006-476) 
1 - [ 

0*P.Wr_ 
CtM« 

smi Otf.otGan. 
Ami. Crkn.kw.. CJ1S__ Rnmo»_ 
Mo.R*s.„ Into. 

b6 
b7C 

NaSontlSw. 
PtfSOOOll m̂ mmm̂  TriHno O8.0ÌEEOA OAoiPuUe & Cong. AJI». Oktctort Offio* __ 

"4" Hofmann-IOB-963 

MAIL ROOM O 
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# 
-SECRET1 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Director 
Oeput/Director. 

SECRET 
2 

Hofmann-IOB-964 



b2 
b7E 

b2 
b7E 

b2 
b7E 

^DE< ¡DECLASSIFIED BY 
ON Q6-3Q-2010 

6517 9 DMH/PLJ/JN 

SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2006-476 (U) 
( U ) fìS^ By electronic communication 

the Federal Bureau of Investigation (FBI) 
(EC) dated August 24. 2006. 

]Field Office f 
reported that it failed to secure extensions for a| 

I of a subieci^. The gap between the expiration of the 

amounted to about 13 months, occurring 
}and the FBI Headouarters-approved extension 

from I I 

. m n 
extension of the [ 
or to close 
state Until 
CTD. Therefore, 

nr. n o n v e f t - i t 

\ when 
tromf 

it sent an EC 

1 failed to take action to either seek an j a n f * h o r " i 

H once it expired on 
Instead, |let the case sit in a dormant 

requesting the extension to 
] maintained an 

was maintained on f 
I during which time the subject 

While this alone 
is reportable to the IOB, the 13-month period during which the 
investigation was not properly extended is more than de minimus in time. 
Accordingly, OGC has determined that I I has failed to follow the 
guidelines set forth in Section^ ] of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection and an IOB violation has occurred. Thus, 
matter is being reported to the IOB. 

the 

."SECRfiOL^ 

"4" Hofmann-IOB-965 



e • # 

'DECLASSIFIED BY 6517 9 DMH/PLJ/JH 
ON 06-30-2010 

December 29, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Buildin'g 
725* 17th Street, Northwest 
Washington, D.C. 

» * * 1 

Dear Mr. Friedman: 

'Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006.-419." (U) ' .. 

The memorandum sets.forth details of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign- Intelligence 
Collection and Foreign .Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . ' 

MstOfr.-
Crim. Irw. 
CJ1S Flrane».., Mo.RM.. 

Enclosure » • 
278-HQ-C1229736-VIO-*^Ol^ 

D t p . £ * . 
Crttdn 

sua 
<X.olG*n. 

NlSonaiSec. PffJOrtHl ( 
Trdrina 

OB.olEEOA 
CXL d Pubic 

& Cong. A»». 
OirtcwrtOffio« 

Hofmann-IOB-966 

MAIL ROOM O 
FBI/OOJ 
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SECRET-

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Jü.lie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 511.1 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of Justice 
Room 6150 

nnnnnurn. Crimlnv V Inspection T r s J n i n g — APPROVED: 0,f o1EE0 
Affairs. nna.ua 

Director G e n . C o û n E H [ ô ë L Otf .o tPubScÄ 
Oeputy Director l n l o i R e s P e r s o n n e l Coag.Affs 

~"SBERBaL Hofmann-IOB-967 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

# 
Sjg^EI 

DATE: 06-30-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2035 

(S) 

(5) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 FIELD OFFICE 
IOB MATTER 2006-419 (U) 

— y ^ By Electronic Communication (EC) dated July 17, 
. Division I I notified FBI Headquarters 

(FBIHQ) of an inadvertent acquisition of I I 
associated with unknown individuals in the course of a national 
security invest irr at inn TheC 
W&S pnened onl 
With 

2006, 

f.haf. ̂ i-m is nfigcTTn Section 
in order to investigate his connections 

was and yamaing a "United States person" as 
] 

L I 
of the 

] issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
27092 fori I associated with the target. The 

fred after the vq^^vHq ¿«.va f v^™I I 
The results! 

I jto by the target. However, wnen the 

(S) 
NSL result letter was scanned with new software, an errant 
spreadsheet was produced. 

fo^The spreadsheet indicated that the target had 
The inadvertent 

results had the same 

rroj 

but ended 

b2 
b7E 

b l 
b2 
b6 
b7C 
b7E 

b l 
b2 
b7E 

b2 
b7E 

b2 
b7E 

' (0) A "United States person" (USP)i.s defined in Sectionf I of the 
sea.) as "a citizen of the United States [or] an alien lawfully admitted 
permanent residence (as defined in section | I! | of the Immigration and 
Naturalization Act) . . . ." See also Section! |of The Attorney General's 
Guidelines for FBI Foreign Intelligence Col-lectaon and Foreign 
Counterintelligence Investigations. 

2 ' The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected by 
the first amendment to the Constitution of the United States." 

3 In order to avoid anv further dissemination of the I I 

b2 
b7E 

b2 
b7E 

~"SBeRBaL Hofmann-IOB-968 



(5) 

a 
SEjà^E 

s ® 
,T 

A follow-up 
NSL was then addressed to requesting 1 1 

provided the requested information which was initially uploaded 
into FBI computer" systems. 

by 
illl Immediately upon discovery, the errors were remedied 

All references to the lave 
been removed from FBI computer systems. To prevent future errors/ 
additional quality control steps and software training have been 
added to I I scanning process. The 
above-refetenced |were some of the first scanned 
records. 

Section r I 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) provides 
that National SfirnrilTv Tetters mav be issued in conformity with 

Inrnviries that the FRT may seek T 

information obtained by the FBI was L 
national security investigation becatis 

Clearly, the 
J 

t there was an errant request 
Thus, the FRT received 

bl 
b2 
b4 
b7D 
b7E 

b2 
b7E 

b2 
b7E 

(0) Clearly/ the rights of the target were not infringed' 
because he was not the subject of the improperly collected 
information. It is unknown whether this information was gathered 
about United States Persons or not, inasmuch as there has been no 
review of the information. Nonetheless/ based on the fact that 
information which may be about United States persons was 
improperly/ although inadvertently/ collected/ and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863/ this 
matter is being to the IOB. 

(U) See, id. 

-4-
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DECLASSIFIED BV 6517 9 DMH/PLJ/JN 
ON 06-30-2010 

December 29/«2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 ' 
New. Executive Office Building 
.725'17th Street, Northwest , . 
Washington, D.C. * 

Dear Mr. Friedman: . 
Enclosed for your information is a seif-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006r434." (U) / 

. The memorandum sets forth détails, of investigative 
activity which the FBI"-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and'Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives"which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred' to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) 

Enclosure 

278-HQ-C1229736-VIO — ¿ L Ö l t 3 > 

Dtp. Or. 
Chief Ol 

SUM 
Off.c(G«v 

CounMl_ 
AutOir.; 

OVivlnv.. 
CJIS 
Rn»no»_ 
Wo.Rn. . 

NtSonUSWL_ 
Pifianwl 
TiaHra 

<x r .o<eeoA__ 

Oc. of Pubfie 

0ir*cter*s0(fic*__ 

o u a D D T Hofmann-IOB-970 

MMIKOOM O 
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# 
anorusa? 

Mr. Stephen.Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing-will be 
arranged for you at your convenience. (U) 

* « 
t 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director 

Crtm.lnv, 
CJ!3. 
finance. 
Gen.Couos-

Oepsiy Oirector tria Res, 

~"SBeRBaL Hofmann-IOB-971 



DECLASSIFIED BY 65179 DMH/PLJ/JN 
ON 06-30-2010 

SECRET 

INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2006-434 (U) 
(U) By electronic communication date<ji I 

rpnnrfpri that ,it failed to secure an extension for af 
the Federal Bureau of Investigation (FBI) 

g i i h - i o r * t h a < - s v n i r o H n n I 

lm vision 

]q£_ 1 After the 

p h y «8 i M l g i i r-\re> i l l a nop. ö n ~ I^Vlh j PT-t*. . I I guM^^^UCtl W 
thel I but re-opyiiuu che case on 

LDivision conducted 
subsequently closed 

I 

I without a 
of Sectio 
National Security Investigations and Foreign Intelligence 
Collection. Thus, the matter is being reported to the IOB. 

Conducting physical surveillance of a subject 
lorizedf |was a violation 
of The Attorney General's (iUiqeTines for FBI 

b2 
b7E 

b2 
b7E 

b2 
b7E 

«BeRmrHofmann-IOB-972 



DECLASSIFIED BY 6517 9 DMH/PLJ/JH 
ON 06-30-2010 

December 26, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman - , 
Intelligence Oversight Board 
Room 50209 - ' 
New Executive Office Building 
•725 "17^ Street, Northwest 
Washington, D.C. • 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r371." (U) . ' 

The memorandum sets forth details, o'f investigative 
activity which the FBIhas determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives 'which govern 
FBI foreign counterintelligence and international terrorism 
investigations".- This1 matter has also been referred to ou.r 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) 

» 

Enclosure . 

278-HQ-C1229736-VIO—AQJI 

Oto.Oir. Chief o< 
Staff M.<IGM. Courts«) Asa. Dir.: 
CJIS , Rranc»_ Inio.Roi., 
•"SO. 
National Sea. 
Ptnomd Training 0(f.«<£eOA_ Ofl.oiPuMc &Ceng.AB*y_ OirwaoTiOaie* 

-JgCHGB-~"SBERBaL Hofmann-IOB-973 
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"~SEeRESL_ 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

~"S B e R B a L Hofmann-IOB-974 



¡DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
»ON 07-01-2010 

SBCBFT 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
I IFÏËLD OFFICE b7E 

IOB MATTER 2006-371 (U) 

By electronic communication riafpri .Trïnp 08, 2006, . 0 2 , : 
the Federal Bureau of Investigation (FBI) I Field 
Office reported that, a subpoena was served oil I 
without the FBI having a corresponding[ ] J le subpoena.. The Chief 

Laid. 
I 1 subsequently complied with t. 
Division Counsel's (CDC) office advised the| r 
office to sequester the information receiver! frnni 
in the office of the CDC. According to the 
office the information has not been used or disseminated in any 
fashion. 

field 

' ' D u e t o incorrect issuance of a subpoena 
withrmf an nnon investigation, the FBI received records from 

Even though the information was properly f sequestered the subpoena was improperly issued on 
without an open investination. The issuance of the subpoena was 
a violation of Sectioq | of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign•Intelligence 
Collection. Thus, the matter is being reported to the IOB. 

b2 
b3 
b4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

~"SBERBaL Hofmann-IOB-975 



DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 06-30-2010 

January 9, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman • f 

Intelligence Oversight Board 
Room 50209 ' ' 
New Executive Office Building 
-725 '17th Street, Northwest . . 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed -for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006r342. " (U) . . . . . 

0 

The memorandum sets forth details, of investigative 
activity which' the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives "which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been reférred to our 
Internal Investigations Section, Inspection Division, for-a 
determination of whether any administrative action is warranted. 
(U) • 

Enclosure 

278-HQ-C1229736-VIO- -20$. 3 

D«p.Oir. ChW« 
suit Off.ofGta Cogns»(_ 

AJJICV.; 
Crtm. CJtS 
Inio.R«.. 
Into.. 

National S«e. _ 
Training OS.OÎEEOA 

OS. o( Publie i Com.««». 
Oir«elot* <Xat ; UAIV. ROOM CD 
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m 4 Ì 

-ancRBT-

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

1 - Mr. Lawrence Katz 
Chief Counsel and Inspector in Charge 
U.S. Postal Inspection Service 
475 L'Enfant Plaza, S.W. 
Room 3117 

• Washington, D.C. 20260-2181 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

SECRET 
T Hofmann-IOB-977 



•flECRET-

DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 0 6-30-2010 

INTELLIGENCE OVRRRTfiH,T BOARD (IOB) MATTER b2 
DIVISION b7E 1 

IOB MATTER 2006-342 (U) 
(U) As reported by the I I Division 

on I |was initiated ¿fl a CSKCai.n b2 
I I FBI Headquarters applied to the Office of the Chief Postal b7E 
Inspector, United States Postal Service, for a national security 
mail cover on the target. 

As a result of a mistake on the part of the Office 
of the Chief xPostal Inspector, the FBI received information 
pertaining to mail that was addressed to someone other than the b2 
named target. All such information collected as a result of the b7E 
mistake currently is sequestered.I I has been advised to 
return the | "Ito the United States Postal Inspection 
Service witn appropriate documentation to the file. 

In accordance with the broad reporting requirements 
of Section 2.4 of E.O. 12863, the USPS's mistake must be reported 
to the IOB because the FBI received information regarding mail 
outside the scope of the mail cover request. 

SECRET 
Hofmann-IOB-978 

S E ( ^ 3 T 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 07-01-2010 BY 6517 9 UCLP/PLJ/JN 

December 14, 2006 

BY COURIER 
« * ' 

Mr. Stephen Friedman - , 
Chairman 
Intelligence .Oversight Board 
Room 50209 . . 
New Executive Office Building 
•725'17th Street, Northwest. 
Washington, D.C. 

Dear Mr. Friedman: 

•This lètter forwards for your information a self-
explanatory enr-.Tngnre enti tied "Intelligence Oversight Board 
(ÏOB) Matter, IOB Matter 2006-490." (U) 

The enclosure sets forth details of investigative 
activity which the FBI'has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foréign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism -
investigations. (U) 

Enclosure 
a ö Ä S S)-278-HQrC1229736-VÏO-

Otp.Oir, 'ChMéf ' Sa« 
Off.ofGffV 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing, 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: 
Director 
OepulyGirectQL 

C r i i r ü w l 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE sE^El 

DATE: 07-01-2010 
CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

INTELLIGENCE nurp.QTr.nT BOARD 
DIVISION 

M error on the part of thef 

(IOB) MATTER 

IOB MATTER 2006-490 (U) 

reported that dtte to an 

b2 
b7E 

Division 

(SJ 
[reported that on 

Hearinnarters, in the Investigation of 
made ä request to thef 

Jnited states person 

J Review of the requesting electronic communication from 

bl 
b2 
b6 
b7C 
b7E 

the field, and the request letter sent from FBI Headquarters to 
the I 

jHowever, tne[ 
provided results pertaining to otner presumed-US persons in 
addition to the subject of the investigation and his aliases. 

Per Sectionl I of the NSIG, [ 
authorizeci technique only when a | 
I jhas been initiated on an 

The 
inaiviauax 

] may 
? are an s r 

order a[ 

b2 
b7E 

organization. . 
upon written request from the head of a law enforc^meni^_aflfincy 
specifying reasonable grounds that demonstrate the 
necessary "to protect the national security." 

is 

( U ) 

X Because of the error on the part of the[ 
»ho enK<an> 

] the 
FBI unintentionally acquired information for persons who were not 

land whn presumably are not subjects 
Additionally/ there were 

b2 
b7E 

no reasonable grounds demonstrating that the collection of the 
individuals11~ I was necessa£iz_to_ protect our national security 
interests. Accordingly/ the| [s error must be reported to 
the IOB. 

SECRET 
' x Hofmann-IOB-981 
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DECLASSIFIED BY 6517 9 TJCLP/PLJ/JN 
ON 07-01-2010 

December 21, 2006 
BY COURIER 

Mr. Stephen Friedman. 
Chairman 
Intelligence Oversight Board 
New Executive Office Building * . 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
301." (U) • , 

* 

i * * • • 
This. LHM sets forth details of investigative activity which 

the FBI has determined was conducted contrary 'to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence'Collection, and/or'laws,. Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) ' 

Enclosure 
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' SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional' 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

-"incnr.T, 
Hofmânn-IOB-983 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-Z010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
blVISION 

IOB MATTER 2006-301 (U) 

(B^TheT IDivision reported this potential IOB matter involving unauthorized 
surveillance. . 

(U) Oni 1 the prosecuting Assistant United States Attorney (AUSA) 

Attorney, 
its earlier 

(U) Od in a meeting attended by among others, Acting United States 
| the U. S. Attorney's Office reiterated 

] 

(U) Or he agents working on the case submitted an application for 
• to the Federal Bureau of Investigation,! iDivision 

Chief Division Counsel(CDC). The CDC questioned the fact that the application did not include 
^ Ittia r n r ^nt^t^A th» t i s a 'c nffiw» tin. /Wrmine the legal basis fo| 

(U) Later that day, the case agent received a telephone call from the US Attorney's 
advising they had provided "bad" advice and therefore 

(U) On per the AUSA's instructions]" 

Division, f _f>r will be used in any affidavits or indictments regarding 
this matter, and Will be turned over to the courts upon their request. Notification was made to the 
court in a subsequent Title III application. 

(Pf 
^constituted an improper search and ad 
Engaged in such activity only after thq" 

I It should be noted however, tïïat" 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. Hofmann-IOB-984 

b2 
blE 

b2 
b7E 
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DECLASSIFIED BY 6517 9 UCLE/PLJ/JN 
ON 07-01-2010 

January 4, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725'17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for' your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-520." (U) . 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders., or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
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SEGRDÜJ 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Training. 
Off. of EEO 
Affairs 
Off. of Public & 
Cong. Affs. 

~"SBERBaL Hofmann-IOB-986 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

-8ECRET-

TMTF.T.T.TfìF.Nr.K O V F . R S T f t H T BOARD (IOB) MATTER 
J FIELD OFFICE 

IOB MATTER 2007-520 (U) 

By electronic communication (EC) dated October 16, 
2006, the"1recferal Bureau of Investiqationf IField 
Office I I reported that, in a renewal order dated 

J immediately stopped monitoring this line 

learning of this issue, [ 
monitoring this unauthorized line. 

C ) ^ 

immediately stopped 

ÖFT 
from 
the 

unintentionally acquired data from the 
L As 

associated with thel 
ceased. By EC dated ? 

Dsrirvedfraifti—G-3 

forwarded 
the surveillance to 

"SECSSÏ-
]of 

! Ä » W 6 V a t e d i s p o s i t i o n 

SECRET 
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-SffPftffT-

(0) 
Based upon our analysis, in accordance_i£iijl the 

reporting requirements of Section 2.4 of E.O. 12863, 
pnistake must be reported to the IOB because the 

surveillance rpgnH-pH in the» nrn rifftnti onajl acquisition of 
communications from 
monitored I 

not authorized to be 

b2 
b4 
b7D 
b7E 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON G7-G1-2G1G 

December 18, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-592." (U) . . . 

The memorandum sets forth details.of investigative 
activity which the FBI -has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
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OECDEg?— 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence-Policy and Review 
U.S. Department of Justice 
Room 6150 

H M D : 
Director 
Oeputy Director. 

Crlm.lnv, 
CJISL 

Training, 
Qff.olEEO 
Affairs 
Off. of Public & 
Cong. Affs. 
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ALI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

"SECRET— 
DATE: 07-01-2010 
CLASSIFIED BY 65179 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 
IOB MATTER 2007-592 (U) 

2006, the 
By electronic communication 

federal Bureau of Investigation 
1EÇ1 dated October 24, 

l o f f i :ice 

X Afterf 
determined that f 
Accordingly, \ "I ceased monitoring' 

it was 
wag not- hpi nrr ngpH hv anyone, inyor 

J on 

H<a<-i si on Mag made to not 
continued to provide tne ttsi witn 

I ThusT 
] the 

reports. 
(UJ'W) Upon review of reports, 

h^amg a w ^ i - h a t after a sh¿ri: £>éE16a 61 ft6 lictivity for L 
_| on or about 

I 
Significantly,! 

began. This activity continued, and on I 
reinitiated moni tori na I . . . • 

lrp.anestedl I to notitv the J 

the FBI that 

(U)jte( On learned that a 
]and that 

| . _ . _ lin^sdiately directed thatf 
Jbe disabled. Accordingly.I 

was riiarnntimipH and pulled completely, r 
and was advised that f 

reassigned to on October 13, 2006. 

Jcontacted 
^Jhad been 

(U) 
I 

M 
'that occurred on or after | 

collected since [ ]have been or 
All 

will be 

deleted from FBI systems. Additionally,\ 
Hofnrla nn IOD 001 

SECRET-
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b2 
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SH1CÏRET • 

ID) 
T 

H in t m 
Here, an oversight on the part of| 

resulted in the unintentional acquisition of electronic 
nnnmiiiriraHnng I | failed to notify the FBI that 

had been disconnected or reassigned, and 
tnus. tne f m continued to monitor 

w a s P r o viding information rrom 
It. h at-, had bee 

Upon learning that 

reassigned|_ 
T 3 reassigned from the target to another 

immediately disabled surveillance of the 
land sequestered the call activity. 

Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB because the surveillance resulted in 
the unintentional acquisition of communications fromC 
not authorized to be monitored under the Foreign Intelligence 
Surveillance Act or Executive Order 12333. 

b2 
b7E 

b2 
b4 
b7D 
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b2 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

January 3, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed- for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007t522." (U) . 

The memorandum sets forth details, of investigative 
activity which the FBI"has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations." This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . . . 

Enclosure 
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^ Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

eB€RET-Hofmann-IOB-994 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SiiUUili-

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERTERRORISM DIVISION 
IOB MATTER 2007-522 (U) 

(U). 
By electronic communication dated October 10, 

2006, the Federal Bureau of Investigation f FBI} Counterterrorism 
Division reported that | |was 
inadvertently obtained for an e-mail account approximately 48 
hours before that authorization was properly sought and obtained 
from the Attorney General. The improper| [jas 
discovered and stopped less than 24 hours alter oeing initiated. 
Additionally, the inadvertently intercepted information was 
sequestered and will be filedP I 
I — 1 - ' 

b2 
b7E 

The was a violation of The Attorney 
'onal Security Investigations and General's Guidelir fciij m i eel mat 

Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

b2 
b7E 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

January 3, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
•725-17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman : 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-523." (U) . 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

—SBeRfiT"Hofmann-IOB-997 



-TSECIIETL-
DECLASSIFIED BY É517 9 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

b2 
b7D 

IOB MATTER 2007-523 (U) 
(U) By electronic communication dated September 13, 

2006, the Tecfèral Bureau n - f T m r p s i - i n a i - i n n f P R - n I i F i e l r l 
O f f i c e r p n n r t p H t h a t f m m I 

c 
rrom a airrerent account tnan 

L Specifically 
r~th 

provided to the material collected 
thajL_ane£LL£ied I 
, provided on the below-

incoming e-mails, web activity, and a log-in to 
]cnat (no-content); 

chat (no content) 
incoming e-mails, web activity, and a log-in to 

and a log-in to[ 

possibly web activity and a log-in toI jchat (no 
This I lwas determined to have occurred 
' I temporarily re-assigning 

H The 
i.nflfiVfirf.fSnt.lY jnterrent.ari material was sequestered I ^ I 

content) 
as a result f 
the [ 

] 
listed dates, the following information ior an account different 
than that specified in the order: 

incoming e-mails, | |outgoing e-mail, web activity 
' Ichat (no content) 

( U ) X The I was a violation of The Attorney 
General's Guidelines tor FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

b2 
b4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
• ON 07-01-2010 

January 10, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
•Room 50209 
New Executive Office Building 
725 -17th Street., Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-0604." (U). 

The memorandum sets forth details of investigative 
activity which the FBI'has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

j m o v 
Deputy Director info. Res, 
Director Gen. Com 

finance. 

Personnel 

lnspection_ 
Juratory. 
M o i a ! Sec, 

Training. 
Off. of EEQ 
Affairs 
Off. of Publica 
Cong. Affs. 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 
IOB MATTER 2007-0604 (U) 

b2 
b7E 

b2 
b7E 

(Ul ̂ jT The violation of The Attorne^E 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

-""SECssau 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

January 17, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 '17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman': 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007t0613." (U). 

The memorandum sets forth details.of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
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""BELKES— 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U. S. Department of Justice 
Room 2200 C 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

SEGIU31D Hofmann-IOB-1003 



DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

-SECItET-

INTELLIGEN CE—ÜÜEESIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

b2 
b7E 

IOB MATTER 2007-0613 (U) 

b2 
b7E 

|D| The investigative activity which occurred during b 2 
period of time that the l l was not b7E 
authorized was a violation of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection. Thus, the matter is being reported to the IOB. 

"SEesE*-Hofmann-IOB-1004 
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BY COURIER 

December 29, 2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled' "Intelligence Oversight Board Matter 
2007-551." (U) 

The memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive' Orders, or Presidential Directives which- govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal-Investigations Section, Inspection Division, for a 
determination of whether' any administrative action is warranted. 
( U ) 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

i m o v o h 
Director. 
Deputy Director. 
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Off. of EEO 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SECRET -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-551 (U) 

m 
^p&C' By electronic communication (EC) 

19, 2006, 'theTederal Bureau of Investigation 
Of fice[ 1 reported that it failed to notify FBI 

dated September 
(FBI f iField 

Headquarters of the initiation of af 
a subject that was opened onf 
avithpriaatj-on for p a l 

and the 

In addition, 
expired on 

(TFO) did not 

of 

Task Force Officer 
obtain six-month renewal authorization from its Special Agent in 
Charge (SAC). The TFO did not conduct any investigative activity 
of the subject but sought and received SAC authorization to renew 
thel I on I I. Qui I 
authorization for the | 
Following the lapse of authorization onl 

] for the 
put no records were obtained for the sub-file, and no 
investigative activity of the subject was undertaken. 

(U) 

¿PI 
I again expired. 

I the TFO 
1 

' According to | the TFO's failure to file 
the initiation of investigation report was due. to oversight by 
the TFO and an inadequate tickler system. The lack of 
investigation was the result of the assigned TFO actively working 
other investigative files. The TFO is no longer assigned to the 
Task Force and_th£_£ile was reassigned to another agent on 

|. I [subsequently requested a six-month extension 
to thel 1 from FBI Headquarters on 

^ X ^ C ^ 0 G C does not consider the creation of the 
investigative sub-file to be investigative activity. Therefore, 
it is not a reportable violation. OGC also notes that there was 

c 

no investigative activity reported byf 
and when the 

betweenf 
had also 

expired, due to the TFO's failure to seek renewal authority from 
the SAC. 

(0) 
This also is not a reportable violation. 

X * Nevertheless failed to notify FBI 
Headguarters within ten days of the opening of thef 

opened onf 
1 of the subject. The P J was 

land notification was not received at FBI 
Accordingly, OGC has determined Headguarters until | | 

that has failed to follow the guidelines set forth in 

h 2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 
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The Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection and an IOB violation has occurred. Thus, the matter 
is being reported to the IOB. 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

January 8, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725'17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matters 
2007r-580 and 20.07-598." (U) 

The memorandum sets forth details, of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives•which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section,' Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0 ) 
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S E S B S S . 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

1 - Mr. Lawrence Katz 
Chief Counsel and Inspector in Charge 
U.S. Postal Inspection Service 
475 L'Enfant Plaza, S.W. 
Room 3117 
Washington, D.C. 20260-2181 

fetor_ 
Oepuiy Director 

C r k l n v 
CJIS. 
Hnance 

-Gen.Couns, 
-Info. fies. 

Training __ 
Off. of E?0 
Affairs _ 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SECRET — 

j<pF, overs jD ( IOB) MATTER 
IELD OFFICE 

IOB MATTERS 2007-580 AND 2007-598 (U) 

b2 
b7E 

1U) By electronic communications (ECs) dated 
I and November 22. 2006. the Federal Bureau of Investigation 

I iFifllri Office f 
the course of a 

1 reported the following facts. During 
requested mail 

cover a n l - h n r i l - y ' f r n m f h e H r n t P f l s r a t o s U n g u a l tisrvins / H A P S ) on a 

b2 
b7E 

target at a certain address. On November 
the first set of rP.fiiilt.s from the USPS. 

2006, Ireceived 

I") Additionally, C 

T After receiving results from the USPS b2 
b7E 

tnat exceegea tne scope of the mail cover request, 
the USPS Postal Inspector responsible for the mail cover, 

contacted 
and 

requested that the error be corrected for future productions. 
|U] 
X On received a second set 

of mail cover results. This production included a cover letter 
from the Postal Inspector advising that future productions will not 
contain the improper information. I I 

h 2 
b7E 

[ 
included 

The. 
îe case file. 

las been sequestered 
has been advised to 

and is 
return 

J to the United States Postal Inspection Service with 
appropriate documentation to the file. 

(U1 Here, an error on the part of the USPS resulted in 
the unintentional acquisition of information relating to mail. The 
FBI unintentionally acquired data relating to the target's wife, a 
company, and mail addressed to the target at a second address.•| 

Further, mail cover authority was not requested for the target's 
second address. Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the USPS's 
mistake must be reported to the IOB because the FBI received 
information regarding mail outside the scope of the mail cover 
request. 
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